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Resumen en Castellano 

Esta tesis doctoral se centra principalmente en técnicas de ataque y contramedidas 
relacionadas con ataques de canal lateral (SCA por sus siglas en inglés), que han sido 
propuestas dentro del campo de investigación académica desde hace 17 años. Las 
investigaciones relacionadas han experimentado un notable crecimiento en las últimas 
décadas, mientras que los diseños enfocados en la protección sólida y eficaz contra 
dichos ataques aún se mantienen como un tema de investigación abierto, en el que se 
necesitan iniciativas más confiables para la protección de la información persona de 
empresa y de datos nacionales. 

El primer uso documentado de codificación secreta se remonta a alrededor de 1700 
B.C., cuando los jeroglíficos del antiguo Egipto eran descritos en las inscripciones. La 
seguridad de la información siempre ha supuesto un factor clave en la transmisión de 
datos relacionados con inteligencia diplomática o militar. Debido a la evolución rápida 
de las técnicas modernas de comunicación, soluciones de cifrado se incorporaron por 
primera vez para garantizar la seguridad, integridad y confidencialidad de los 
contextos de transmisión a través de cables sin seguridad o medios inalámbricos. 

Debido a las restricciones de potencia de cálculo antes de la era del ordenador, la 
técnica de cifrado simple era un método más que suficiente para ocultar la información. 
Sin embargo, algunas vulnerabilidades algorítmicas pueden ser explotadas para 
restaurar la regla de codificación sin mucho esfuerzo. Esto ha motivado nuevas 
investigaciones en el área de la criptografía, con el fin de proteger el sistema de 
información ante sofisticados algoritmos. Con la invención de los ordenadores se ha 
acelerado en gran medida la implementación de criptografía segura, que ofrece 
resistencia eficiente encaminada a obtener mayores capacidades de computación 
altamente reforzadas. Igualmente, sofisticados cripto-análisis han impulsado las 
tecnologías de computación. Hoy en día, el mundo de la información ha estado 
involucrado con el campo de la criptografía, enfocada a proteger cualquier campo a 
través de diversas soluciones de cifrado. Estos enfoques se han fortalecido debido a la 
unificación optimizada de teorías matemáticas modernas y prácticas eficaces de 
hardware, siendo posible su implementación en varias plataformas (microprocesador, 
ASIC, FPGA, etc.). 

Las necesidades y requisitos de seguridad en la industria son las principales 
métricas de conducción en el diseño electrónico, con el objetivo de promover la 
fabricación de productos de gran alcance sin sacrificar la seguridad de los clientes. Sin 
embargo, una vulnerabilidad en la implementación práctica encontrada por el Prof. 
Paul Kocher, et al en 1996 implica que un circuito digital es inherentemente vulnerable a 
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un ataque no convencional, lo cual fue nombrado posteriormente como ataque de canal 
lateral, debido a su fuente de análisis. Sin embargo, algunas críticas sobre los algoritmos 
criptográficos teóricamente seguros surgieron casi inmediatamente después de este 
descubrimiento. En este sentido, los circuitos digitales consisten típicamente en un gran 
número de celdas lógicas fundamentales (como MOS - Metal Oxide Semiconductor), 
construido sobre un sustrato de silicio durante la fabricación. La lógica de los circuitos 
se realiza en función de las innumerables conmutaciones de estas células. Este 
mecanismo provoca inevitablemente cierta emanación física especial que puede ser 
medida y correlacionada con el comportamiento interno del circuito. 

SCA se puede utilizar para revelar datos confidenciales (por ejemplo, la 
criptografía de claves), analizar la arquitectura lógica, el tiempo e incluso inyectar 
fallos malintencionados a los circuitos que se implementan en sistemas embebidos, 
como FPGAs, ASICs, o tarjetas inteligentes. Mediante el uso de la comparación de 
correlación entre la cantidad de fuga estimada y las fugas medidas de forma real, 
información confidencial puede ser reconstruida en mucho menos tiempo y 
computación. Para ser precisos, SCA básicamente cubre una amplia gama de tipos de 
ataques, como los análisis de consumo de energía y radiación ElectroMagnética (EM). 
Ambos se basan en análisis estadístico y, por lo tanto, requieren numerosas muestras. 

Los algoritmos de cifrado no están intrínsecamente preparados para ser resistentes 
ante SCA. Es por ello que se hace necesario durante la implementación de circuitos 
integrar medidas que permitan camuflar las fugas a través de "canales laterales". Las 
medidas contra SCA están evolucionando junto con el desarrollo de nuevas técnicas de 
ataque, así como la continua mejora de los dispositivos electrónicos. Las características 
físicas requieren contramedidas sobre la capa física, que generalmente se pueden 
clasificar en soluciones intrínsecas y extrínsecas. Contramedidas extrínsecas se ejecutan 
para confundir la fuente de ataque mediante la integración de ruido o mala alineación 
de la actividad interna. Comparativamente, las contramedidas intrínsecas están 
integradas en el propio algoritmo, para modificar la aplicación con el fin de minimizar 
las fugas medibles, o incluso hacer que dichas fugas no puedan ser medibles. 
Ocultación y Enmascaramiento son dos técnicas típicas incluidas en esta categoría. 
Concretamente, el enmascaramiento se aplica a nivel algorítmico, para alterar los datos 
intermedios sensibles con una máscara de manera reversible. A diferencia del 
enmascaramiento lineal, las operaciones no lineales que ampliamente existen en 
criptografías modernas son difíciles de enmascarar. Dicho método de ocultación, que 
ha sido verificado como una solución efectiva, comprende principalmente la 
codificación en doble carril, que está ideado especialmente para aplanar o eliminar la 
fuga dependiente de dato en potencia o en EM. 
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En esta tesis doctoral, además de la descripción de las metodologías de ataque, se 
han dedicado grandes esfuerzos sobre la estructura del prototipo de la lógica 
propuesta, con el fin de realizar investigaciones enfocadas a la seguridad sobre 
contramedidas de arquitectura a nivel lógico. Una característica de SCA reside en el 
formato de las fuentes de fugas. Un típico ataque de canal lateral se refiere al análisis 
basado en la potencia, donde la capacidad fundamental del transistor MOS y otras 
capacidades parásitas son las fuentes esenciales de fugas. Por lo tanto, una lógica 
robusta resistente a SCA debe eliminar o mitigar las fugas de estas micro-unidades, 
como las puertas lógicas básicas, los puertos I/O y las rutas. Las herramientas EDA 
proporcionadas por los vendedores manipulan la lógica desde un nivel más alto, en 
lugar de realizarlo desde el nivel de puerta, donde las fugas de canal lateral se 
manifiestan. Por lo tanto, las implementaciones clásicas apenas satisfacen estas 
necesidades e inevitablemente atrofian el prototipo. Por todo ello, la implementación 
de un esquema de diseño personalizado y flexible ha de ser tomado en cuenta. 

En esta tesis se presenta el diseño y la implementación de una lógica innovadora 
para contrarrestar SCA, en la que se abordan 3 aspectos fundamentales: 

I. Se basa en ocultar la estrategia sobre el circuito en doble carril a nivel de puerta 
para obtener dinámicamente el equilibrio de las fugas en las capas inferiores; 

II. Esta lógica explota las características de la arquitectura de las FPGAs, para 
reducir al mínimo el gasto de recursos en la implementación; 

III. Se apoya en un conjunto de herramientas asistentes personalizadas, 
incorporadas al flujo genérico de diseño sobre FPGAs, con el fin de manipular los 
circuitos de forma automática. 

El kit de herramientas de diseño automático es compatible con la lógica de doble 
carril propuesta, para facilitar la aplicación práctica sobre la familia de FPGA del 
fabricante Xilinx. En este sentido, la metodología y las herramientas son flexibles para 
ser extendido a una amplia gama de aplicaciones en las que se desean obtener 
restricciones mucho más rígidas y sofisticadas a nivel de puerta o rutado. En esta tesis 
se realiza un gran esfuerzo para facilitar el proceso de implementación y reparación de 
lógica de doble carril genérica. La viabilidad de las soluciones propuestas es validada 
mediante la selección de algoritmos criptográficos ampliamente utilizados, y su 
evaluación exhaustiva en comparación con soluciones anteriores. Todas las propuestas 
están respaldadas eficazmente a través de ataques experimentales con el fin de validar 
las ventajas de seguridad del sistema. 

El presente trabajo de investigación tiene la intención de cerrar la brecha entre 
las barreras de implementación y la aplicación efectiva de lógica de doble carril. En 
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esencia, a lo largo de esta tesis se describirá un conjunto de herramientas de 
implementación para FPGAs que se han desarrollado para trabajar junto con el flujo 
de diseño genérico de las mismas, con el fin de lograr crear de forma innovadora la 
lógica de doble carril. Un nuevo enfoque en el ámbito de la seguridad en el cifrado 
se propone para obtener personalización, automatización y flexibilidad en el 
prototipo de circuito de bajo nivel con granularidad fina. 

Las principales contribuciones del presente trabajo de investigación se resumen 
brevemente a continuación: 

 Lógica de Precharge Absorbed-DPL logic: El uso de la conversión de netlist para 
reservar LUTs libres para ejecutar la señal de precharge y Ex en una lógica DPL. 

 Posicionamiento entrelazado Row-crossed con pares idénticos de rutado en redes 
de doble carril, lo que ayuda a aumentar la resistencia frente a la medición EM 
selectiva y mitigar los impactos de las variaciones de proceso. 

 Ejecución personalizada y herramientas de conversión automática para la 
generación de redes idénticas para la lógica de doble carril propuesta. (a) Para 
detectar y reparar conflictos en las conexiones; (b) Detectar y reparar las rutas 
asimétricas. (c) Para ser utilizado en otras lógicas donde se requiere un control 
estricto de las interconexiones en aplicaciones basadas en Xilinx.  

 Plataforma CPA de pruebas personalizadas para el análisis de EM y potencia, 
incluyendo la construcción de dicha plataforma, el método de medición y análisis 
de los ataques. 

 Análisis de tiempos para cuantificar los niveles de seguridad. 
 División de Seguridad en la conversión parcial de un sistema de cifrado complejo 

para reducir los costes de la protección. 

 Prueba de concepto de un sistema de calefacción auto-adaptativo para mitigar los 
impactos eléctricos debido a la variación del proceso de silicio de manera 
dinámica. 

La presente tesis doctoral se encuentra organizada tal y como se detalla a 
continuación: 

En el capítulo 1 se abordan los fundamentos de los ataques de canal lateral, que 
abarca desde conceptos básicos de teoría de modelos de análisis, además de la 
implementación de la plataforma y la ejecución de los ataques. En el capítulo 2 se 
incluyen las estrategias de resistencia SCA contra los ataques de potencia diferencial y 
de EM. Además de ello, en este capítulo se propone una lógica en doble carril 
compacta y segura como contribución de gran relevancia, así como también se 
presentará la transformación lógica basada en un diseño a nivel de puerta. Por otra 
parte, en el Capítulo 3 se abordan los desafíos relacionados con la implementación de 
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lógica en doble carril genérica. Así mismo, se describirá un flujo de diseño 
personalizado para resolver los problemas de aplicación junto con una herramienta de 
desarrollo automático de aplicaciones propuesta, para mitigar las barreras de diseño y 
facilitar los procesos. En el capítulo 4 se describe de forma detallada la elaboración e 
implementación de las herramientas propuestas. Por otra parte, la verificación y 
validaciones de seguridad de la lógica propuesta, así como un sofisticado experimento 
de verificación de la seguridad del rutado, se describen en el capítulo 5. Por último, un 
resumen de las conclusiones de la tesis y las perspectivas como líneas futuras se 
incluyen en el capítulo 6. 

Con el fin de profundizar en el contenido de la tesis doctoral, cada capítulo se 
describe de forma más detallada a continuación: 

En el capítulo 1 se introduce plataforma de implementación hardware además las 
teorías básicas de ataque de canal lateral, y contiene principalmente: (a) La arquitectura 
genérica y las características de la FPGA a utilizar, en particular la Xilinx Virtex-5; (b) 
El algoritmo de cifrado seleccionado (un módulo comercial Advanced Encryption 
Standard (AES)); (c) Los elementos esenciales de los métodos de canal lateral, que 
permiten revelar las fugas de disipación correlacionadas con los comportamientos 
internos; y el método para recuperar esta relación entre las fluctuaciones físicas en los 
rastros de canal lateral y los datos internos procesados; (d) Las configuraciones de las 
plataformas de pruebas de potencia / EM abarcadas dentro de la presente tesis. 

El contenido de esta tesis se amplia y profundiza a partir del capítulo 2, en el cual 
se abordan varios aspectos claves. En primer lugar, el principio de protección de la 
compensación dinámica de la lógica genérica de precarga de doble carril (Dual-rail 
Precharge Logic-DPL) se explica mediante la descripción de los elementos 
compensados a nivel de puerta. En segundo lugar, la lógica PA-DPL es propuesta 
como aportación original, detallando el protocolo de la lógica y un caso de aplicación. 
En tercer lugar, dos flujos de diseño personalizados se muestran para realizar la 
conversión de doble carril. Junto con ello, se aclaran las definiciones técnicas 
relacionadas con la manipulación por encima de la netlist a nivel de LUT. Finalmente, 
una breve discusión sobre el proceso global se aborda en la parte final del capítulo. 

El Capítulo 3 estudia los principales retos durante la implementación de DPLs en 
FPGAs. El nivel de seguridad de las soluciones de resistencia a SCA encontradas en el 
estado del arte se ha degenerado debido a las barreras de implantación a través de 
herramientas EDA convencionales. En el escenario de la arquitectura FPGA estudiada, 
se discuten los problemas de los formatos de doble carril, impactos parásitos, sesgo 
tecnológico y la viabilidad de implementación. De acuerdo con estas elaboraciones, se 
plantean dos problemas: Cómo implementar la lógica propuesta sin penalizar los 
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niveles de seguridad, y cómo manipular un gran número de celdas y automatizar el 
proceso. El PA-DPL propuesto en el capítulo 2 se valida con una serie de iniciativas, 
desde características estructurales como doble carril entrelazado o redes de rutado 
clonadas, hasta los métodos de aplicación tales como las herramientas de 
personalización y automatización de EDA. Por otra parte, un sistema de calefacción 
auto-adaptativo es representado y aplicado a una lógica de doble núcleo, con el fin de 
ajustar alternativamente la temperatura local para equilibrar los impactos negativos de 
la variación del proceso durante la operación en tiempo real. 

El capítulo 4 se centra en los detalles de la implementación del kit de herramientas. 
Desarrollado sobre una API third-party, el kit de herramientas personalizado es capaz 
de manipular los elementos de la lógica de circuito post P&R ncd (una versión binaria 
ilegible del xdl) convertido al formato XDL Xilinx. El mecanismo y razón de ser del 
conjunto de instrumentos propuestos son cuidadosamente descritos, que cubre la 
detección de enrutamiento y los enfoques para la reparación. El conjunto de 
herramientas desarrollado tiene como objetivo lograr redes de enrutamiento 
estrictamente idénticos para la lógica de doble carril, tanto para posicionamiento 
separado como para el entrelazado. Este capítulo particularmente especifica las bases 
técnicas para apoyar las implementaciones en los dispositivos de Xilinx y su 
flexibilidad para ser utilizado sobre otras aplicaciones. 

El capítulo 5 se enfoca en la aplicación de los casos de estudio para la validación de 
los grados de seguridad de la lógica propuesta. Se discuten los problemas técnicos 
detallados durante la ejecución y algunas nuevas técnicas de implementación. (a) Se 
discute el impacto en el proceso de posicionamiento de la lógica utilizando el kit de 
herramientas propuesto. Diferentes esquemas de implementación, tomando en cuenta 
la optimización global en seguridad y coste, se verifican con los experimentos con el fin 
de encontrar los planes de posicionamiento y reparación optimizados; (b) las 
validaciones de seguridad se realizan con los métodos de correlación y análisis de 
tiempo; (c) Una táctica asintótica se aplica a un núcleo AES sobre BCDL estructurado 
para validar de forma sofisticada el impacto de enrutamiento sobre métricas de 
seguridad; (d) Los resultados preliminares utilizando el sistema de calefacción auto-
adaptativa sobre la variación del proceso son mostrados; (e) Se introduce una 
aplicación práctica de las herramientas para un diseño de cifrado completa. 

Capítulo 6 incluye el resumen general del trabajo presentado dentro de esta tesis 
doctoral. Por último, una breve perspectiva del trabajo futuro se expone, lo que puede 
ampliar el potencial de utilización de las contribuciones de esta tesis a un alcance más 
allá de los dominios de la criptografía en FPGAs. 
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English Summary 

This PhD thesis mainly concentrates on countermeasure techniques related to the Side 
Channel Attack (SCA), which has been put forward to academic exploitations since 17 
years ago. The related research has seen a remarkable growth in the past decades, 
while the design of solid and efficient protection still curiously remain as an open 
research topic where more reliable initiatives are required for personal information 
privacy, enterprise and national data protections.  

The earliest documented usage of secret code can be traced back to around 1700 
B.C., when the hieroglyphs in ancient Egypt are scribed in inscriptions. Information 
security always gained serious attention from diplomatic or military intelligence 
transmission. Due to the rapid evolvement of modern communication technique, 
crypto solution was first incorporated by electronic signal to ensure the confidentiality, 
integrity, availability, authenticity and non-repudiation of the transmitted contexts 
over unsecure cable or wireless channels. 

Restricted to the computation power before computer era, simple encryption tricks 
were practically sufficient to conceal information. However, algorithmic vulnerabilities 
can be excavated to restore the encoding rules with affordable efforts. This fact 
motivated the development of modern cryptography, aiming at guarding information 
system by complex and advanced algorithms. The appearance of computers has greatly 
pushed forward the invention of robust cryptographies, which efficiently offers 
resistance relying on highly strengthened computing capabilities. Likewise, advanced 
cryptanalysis has greatly driven the computing technologies in turn. Nowadays, the 
information world has been involved into a crypto world, protecting any fields by 
pervasive crypto solutions. These approaches are strong because of the optimized 
mergence between modern mathematical theories and effective hardware practices, 
being capable of implement crypto theories into various platforms (microprocessor, 
ASIC, FPGA, etc).  

Security needs from industries are actually the major driving metrics in electronic 
design, aiming at promoting the construction of systems with high performance 
without sacrificing security. Yet a vulnerability in practical implementation found by 
Prof. Paul Kocher, et al in 1996 implies that modern digital circuits are inherently 
vulnerable to an unconventional attack approach, which was named as side-channel 
attack since then from its analysis source. Critical suspicions to theoretically sound 
modern crypto algorithms surfaced almost immediately after this discovery. To be 
specifically, digital circuits typically consist of a great number of essential logic 
elements (as MOS - Metal Oxide Semiconductor), built upon a silicon substrate during 
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the fabrication. Circuit logic is realized relying on the countless switch actions of these 
cells. This mechanism inevitably results in featured physical emanation that can be 
properly measured and correlated with internal circuit behaviors. 

SCAs can be used to reveal the confidential data (e.g. crypto-key), analyze the logic 
architecture, timing and even inject malicious faults to the circuits that are 
implemented in hardware system, like FPGA, ASIC, smart Card. Using various 
comparison solutions between the predicted leakage quantity and the measured 
leakage, secrets can be reconstructed at much less expense of time and computation. To 
be precisely, SCA basically encloses a wide range of attack types, typically as the 
analyses of power consumption or electromagnetic (EM) radiation. Both of them rely 
on statistical analyses, and hence require a number of samples.  

The crypto algorithms are not intrinsically fortified with SCA-resistance. Because 
of the severity, much attention has to be taken into the implementation so as to 
assemble countermeasures to camouflage the leakages via "side channels". 
Countermeasures against SCA are evolving along with the development of attack 
techniques. The physical characteristics requires countermeasures over physical layer, 
which can be generally classified into intrinsic and extrinsic vectors. Extrinsic 
countermeasures are executed to confuse the attacker by integrating noise, 
misalignment to the intra activities. Comparatively, intrinsic countermeasures are built 
into the algorithm itself, to modify the implementation for minimizing the measurable 
leakage, or making them not sensitive any more. Hiding and Masking are two typical 
techniques in this category. Concretely, masking applies to the algorithmic level, to 
alter the sensitive intermediate values with a mask in reversible ways. Unlike the linear 
masking, non-linear operations that widely exist in modern cryptographies are difficult 
to be masked. Approved to be an effective counter solution, hiding method mainly 
mentions dual-rail logic, which is specially devised for flattening or removing the data-
dependent leakage in power or EM signatures.  

In this thesis, apart from the context describing the attack methodologies, efforts 
have also been dedicated to logic prototype, to mount extensive security investigations 
to countermeasures on logic-level. A characteristic of SCA resides on the format of leak 
sources. Typical side-channel attack concerns the power based analysis, where the 
fundamental capacitance from MOS transistors and other parasitic capacitances are the 
essential leak sources. Hence, a robust SCA-resistant logic must eliminate or mitigate 
the leakages from these micro units, such as basic logic gates, I/O ports and routings. 
The vendor provided EDA tools manipulate the logic from a higher behavioral-level, 
rather than the lower gate-level where side-channel leakage is generated. So, the 
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classical implementations barely satisfy these needs and inevitably stunt the prototype. 
In this case, a customized and flexible design scheme is appealing to be devised. 

This thesis profiles an innovative logic style to counter SCA, which mainly 
addresses three major aspects: 

I. The proposed logic is based on the hiding strategy over gate-level dual-rail 
style to dynamically overbalance side-channel leakage from lower circuit 
layer;  

II. This logic exploits architectural features of modern FPGAs, to minimize the 
implementation expenses;  

III. It is supported by a set of assistant custom tools, incorporated by the generic 
FPGA design flow, to have circuit manipulations in an automatic manner.  

The automatic design toolkit supports the proposed dual-rail logic, facilitating the 
practical implementation on Xilinx FPGA families. While the methodologies and the 
tools are flexible to be expanded to a wide range of applications where rigid and 
sophisticated gate- or routing- constraints are desired. In this thesis a great effort is done 
to streamline the implementation workflow of generic dual-rail logic. The feasibility of 
the proposed solutions is validated by selected and widely used crypto algorithm, for 
thorough and fair evaluation w.r.t. prior solutions. All the proposals are effectively 
verified by security experiments. 

The presented research work attempts to solve the implementation troubles. 
The essence that will be formalized along this thesis is that a customized execution 
toolkit for modern FPGA systems is developed to work together with the generic 
FPGA design flow for creating innovative dual-rail logic. A method in crypto 
security area is constructed to obtain customization, automation and flexibility in 
low-level circuit prototype with fine-granularity in intractable routings. 

Main contributions of the presented work are summarized next: 

 Precharge Absorbed-DPL logic: Using the netlist conversion to reserve free LUT 
inputs to execute the Precharge and Ex signal in a dual-rail logic style. 

 A row-crossed interleaved placement method with identical routing pairs in 
dual-rail networks, which helps to increase the resistance against selective EM 
measurement and mitigate the impacts from process variations.  

 Customized execution and automatic transformation tools for producing 
identical networks for the proposed dual-rail logic. (a) To detect and repair the 
conflict nets; (b) To detect and repair the asymmetric nets. (c) To be used in 
other logics where strict network control is required in Xilinx scenario. 
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 Customized correlation analysis testbed for EM and power attacks, including 
the platform construction, measurement method and attack analysis.  

 A timing analysis based method for quantifying the security grades. 
 A methodology of security partitions of complex crypto systems for reducing 

the protection cost. 
 A proof-of-concept self-adaptive heating system to mitigate electrical impacts over 

process variations in dynamic dual-rail compensation manner.  

The thesis chapters are organized as follows:  

Chapter 1 discusses the side-channel attack fundamentals, which covers from 
theoretic basics to analysis models, and further to platform setup and attack execution. 
Chapter 2 centers to SCA-resistant strategies against generic power and EM attacks. In 
this chapter, a major contribution, a compact and secure dual-rail logic style, will be 
originally proposed. The logic transformation based on bottom-layer design will be 
presented. Chapter 3 is scheduled to elaborate the implementation challenges of 
generic dual-rail styles. A customized design flow to solve the implementation 
problems will be described along with a self-developed automatic implementation 
toolkit, for mitigating the design barriers and facilitating the processes. Chapter 4 will 
originally elaborate the tool specifics and construction details. The implementation case 
studies and security validations for the proposed logic style, as well as a sophisticated 
routing verification experiment, will be described in Chapter 5. Finally, a summary of 
thesis conclusions and perspectives for future work are included in Chapter 5. 

To better exhibit the thesis contents, each chapter is further described next: 

Chapter 1 provides the introduction of hardware implementation testbed and 
side-channel attack fundamentals, and mainly contains: (a) The FPGA generic 
architecture and device features, particularly of Virtex-5 FPGA; (b) The selected crypto 
algorithm - a commercially and extensively used Advanced Encryption Standard (AES) 
module - is detailed; (c) The essentials of Side-Channel methods are profiled. It reveals 
the correlated dissipation leakage to the internal behaviors, and the method to recover 
this relationship between the physical fluctuations in side-channel traces and the intra 
processed data; (d) The setups of the power/EM testing platforms enclosed inside the 
thesis work are given.  

The content of this thesis is expanded and deepened from chapter 2, which is 
divided into several aspects. First, the protection principle of dynamic compensation of 
the generic dual-rail precharge logic is explained by describing the compensated gate-
level elements. Second, the novel DPL is originally proposed by detailing the logic 
protocol and an implementation case study. Third, a couple of custom workflows are 
shown next for realizing the rail conversion. Meanwhile, the technical definitions that 
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are about to be manipulated above LUT-level netlist are clarified. A brief discussion 
about the batched process is given in the final part. 

Chapter 3 studies the implementation challenges of DPLs in FPGAs. The security 
level of state-of-the-art SCA-resistant solutions are decreased due to the 
implementation barriers using conventional EDA tools. In the studied FPGA scenario, 
problems are discussed from dual-rail format, parasitic impact, technological bias and 
implementation feasibility. According to these elaborations, two problems arise: How to 
implement the proposed logic without crippling the security level; and How to manipulate a 
large number of cells and automate the transformation. The proposed PA-DPL in chapter 2 
is legalized with a series of initiatives, from structures to implementation methods. 
Furthermore, a self-adaptive heating system is depicted and implemented to a dual-
core logic, assumed to alternatively adjust local temperature for balancing the negative 
impacts from silicon technological biases on real-time. 

Chapter 4 centers to the toolkit system. Built upon a third-party Application 
Program Interface (API) library, the customized toolkit is able to manipulate the logic 
elements from post P&R circuit (an unreadable binary version of the xdl one) 
converted to Xilinx xdl format. The mechanism and rationale of the proposed toolkit 
are carefully convoyed, covering the routing detection and repairing approaches. The 
developed toolkit aims to achieve very strictly identical routing networks for dual-rail 
logic both for separate and interleaved placement. This chapter particularly specifies 
the technical essentials to support the implementations in Xilinx devices and the 
flexibility to be expanded to other applications. 

Chapter 5 focuses on the implementation of the case studies for validating the 
security grades of the proposed logic style from the proposed toolkit. Comprehensive 
implementation techniques are discussed. (a) The placement impacts using the 
proposed toolkit are discussed. Different execution schemes, considering the global 
optimization in security and cost, are verified with experiments so as to find the 
optimized placement and repair schemes; (b) Security validations are realized with 
correlation, timing methods; (c) A systematic method is applied to a BCDL structured 
module to validate the routing impact over security metric; (d) The preliminary results 
using the self-adaptive heating system over process variation is given; (e) A practical 
implementation of the proposed toolkit to a large design is introduced.  

Chapter 6 includes the general summary of the complete work presented inside 
this thesis. Finally, a brief perspective for the future work is drawn which might 
expand the potential utilization of the thesis contributions to a wider range of 
implementation domains beyond cryptography on FPGAs.  
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1. Chapter 1 

Introduction and 
Background 

 
"Background of FPGA architecture and system; 
Overviews of FPGA application scenarios and 
relevant security issues; Fundamentals of 
cryptography and discussion of its implementations 
on FPGA; Details of Side-Channel Attack and 
platform setup; Summary and thesis approaches." 

 

This chapter presents the cryptography relevant Side-Channel Attack (SCA) 
basics and FPGA principles. A thorough description of modern FPGA systems, 
particularly as the FPGA based SCA research, is brought into the view. Side-
channel security is specially emphasized as a major research objective, ranging 
from the theoretical definitions to practical executions.  

The chapter content is organized in the following consequence: First, Section 
1.1 talks about the generic architecture of modern FPGA systems. Section 1.2 
denotes the SCA-related security issues over FPGA. Section 1.3 briefs modern 
crypto approaches, and the uses in FPGA. Afterwards, the SCA fundamentals 
are detailed from Section 1.4 to Section 1.6, where the analysis models and 
platform setups are presented. The chapter conclusions and the general 
objectives along this thesis are drawn in Section 1.7. 





1.1  Introduction   3 

Chapter 1. Introduction and Background 

1.1. Introduction 

Digital electronic era has been inaugurated from transistor to the integrated 
circuit, then to the ASIC age. Up to nowadays, the fabless programmable devices 
have come to the front stage [8]. As the first generation of the produced 
programmable hardware logic metric, Programmable Logic Devices (PLD) was 
shipped in the early 1970's, shown in parallel initiatives by Motorola, Texas 
Instruments and IBM. However, the first popularity had not yet been gained by 
Xilinx until the late 1980's, profited from its Field Programmable Gate Array 
(FPGA). The invention and progress of FPGA have totally replaced the dispersed 
design approach as well as the complex fabrication process, being substituted by 
cheap, flexible and programmable design methodologies. 

In the pre-FPGA age, complex electronic systems require a pretty time-
consuming design workflow starting from project plan to PCB creation and chip 
fabrication, where efficient designs have been stunted by practical troubles. The 
disperse design flow requires costly design process and very long Time-to-
Market. 

Specialized integrated circuits, which contain very limited gates to perform 
simple functions, are used as the discrete logics to comprise simple or 
moderately integrated logics. Restricted by frequency, functionality and 
throughput, circuits in large scale are challenging or costly to be realized in this 
way. In terms of academic researches, design and verification efficiencies are 
also inevitably degraded. The first programmable primitive was given to birth in 
1970's, named Programmable Logic Array (PLA), which was structured as a logic 
array containing simple AND, OR gates for implementing arbitrary Boolean 
functions. The later devised Complex Programmable Logic Device (CPLD) is 
basically a function-extended version of PLA, where macrocells (similar to PLAs) 
are configured at chip border, together with connection matrixes providing 
programmable interconnects to interlink adjacent or remote logic elements. 

The invention of FPGA is truly a big leap from the precedent programmable 
devices, which offers unprecedented flexibilities to design layers, with rich 
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resources to accommodate complex digital or even digital-analog mixed 
systems.  

1.1.1 Generic Architecture 

As an application-specific approach, FPGA aims to feed designers a recyclable, 
cheap implement or test environment that can virtually load generic digital 
designs rapidly. Compared with previous millions-dollar-cost semiconductor 
designs, FPGA is featured as a recyclable design methodology without 
expensive back-end foundry fabrication. 

FPGA provides unprecedented design freedom owing to the use of device 
netlist mapping into immense resource arrays. More specifically, FPGA contains 
a large number of basic gate-level cells, for which the netlist determines how 
many cells be used, and how these cells to be organized to formalize a logic 
network. Theoretically, all digital logics can be implemented by FPGA system if 
the electrical rules are not derailed and the provided resources are not overused. 
However prototype of weird logic, which does not follow the ordinary laws, 
cannot be directly supported using generic design flows. 

Technological enhancement in the latest decades have pushed forwards 
significantly the performance upgrades of FPGA systems. FPGA industry has 
already evolved as a dominant domain for rapid and cheap user-end choice in 
contrast to the prior techniques, mainly owing to the following merits: 

 Design flexibility: FPGA designs can be redone at any stages through the 
workflow, by simply modifying the initial designs or implementation 
constraints, to rapidly create configuration bitstream. 

 Low cost and risk: The design flow is greatly simplified from custom ASIC 
approach. Design errors in back-end can be easily traced and corrected 
without start-from-scratch. 

 Parallel processing: In contrast to the microcontrollers and digital signal 
processors (DSP), FPGAs are able to execute the operations 
simultaneously, to favor a high-performance computation. 
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 Modular design: By instantiating function modules, FPGA solution can 
comprise a large/complex design by integrating verified modules, simply 
focusing on the signal arrangement of module interfaces . 

 System-on-Chip integration: Modern FPGA system features built-in 
modules, such as communication modules, processors, and optimized 
analog blocks, to enhance the overall performance. 

 High working frequency and high density: The frequency of state-of-the-
art FPGA has already been capable of reaching a speed closer to ASICs. 
The density of the circuit has reached to scale of 20 million - equivalent 
ASIC gates - to date [9], being capable of implementing extremely complex 
systems inside a single chip. 

Hardware Design Language (VHDL/Verilog) is the mainstream approach for 
digital system design and verification. Programmable cells can be used to 
implement from simple logics (basic gates) to complex algorithms (video 
processing, cryptographic algorithms, etc), or to very large project, such as 
engineering control system. Generally, the speed of the FPGA is comparatively 
slower than application-specific ASIC counterpart. Likewise, it is not so efficient 
to implement resource-hungry logic since FPGA normally consumes more 
energy. Nevertheless, FPGA outperforms when behaves as logic blocks, like 
interface or glue logic, bus controller, simple protocol processor. Fortunately, the 
technology improvement makes the applicable area expanded to ASIC regions 
that have rigorous requirements in computation, throughput, frequency and 
power. As a major direction, FPGA is also widely used as verification platform 
for ASIC design in preliminary stage, to host the prototype before being 
transplanted to ASIC fabrication. For different FPGA vendors, the structures 
vary in resource configuration, but share three common characteristics, i.e., 
Configurable Logic Block (CLB), Input Output Block (IOB) and internal routing 
channel (Interconnect). 

1.1.2 Target FPGA Family-Xilinx 

To minimize the start-up cost and risk, Xilinx, shipped the first generic FPGA 
chip – XC2064 - in 1985 using 1.2 mm process, technologically supported by Seiko 
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Epson Semiconductor, with a 1K ASIC equivalent gates running at 18 MHz. As the 
biggest name in FPGA industry, Xilinx is leading FPGA technology with a broad 
range of device families, from FPGA, to SoC and 3D IC. There are generally two 
main series in Xilinx FPGA products: high-end Virtex and low-end Spartan. 
Virtex series provide devices with high performance and memory to host large 
complex hybrid designs. Spartan series target to low cost, moderate memory 
usages for generic applications. The rapid technology innovation and system 
integration provide end-users the potentials to implement complex Digital Signal 
Processor (DSP) with System on Programmable Chip (SoPC).  

Virtex-5 is the first FPGA product shipped on 65 nm technology with triple-
oxide technology. Since the transistor gate is smaller than the prior 90 nm in 
Virtex-4, the core logic voltage is reduced from 1.5 V in Virtex-II and 1.2 V in 
Virtex-4 to 1.0 V. The smaller transistor on 65 nm technology makes the dynamic 
power dissipation of Virtex-5 reduced by 35% compared to Virtex-4 with smaller 
static power consumption [10]. 

1.1.2.1 Device Architecture 

The architecture of Virtex-5 is different from its predecessors from two 
fundamental features. First, Xilinx augmented the capacity of the standard 4-
input LUT to larger 6-input LUT, which allows to implement one 6-input 
arbitrary Boolean function or two 5-input functions in each single LUT. Second, 
Xilinx innovated an interconnect format, which applies a diagonally symmetric 
interconnect pattern to allow richer connections to surrounding logics, as well to 
speed up the circuitry by making more locations reachable with fewer hops. 
Figure 1.1 shows an overview of the generic architecture of Virtex-5 FPGA. A 
comprehensive architectural introduction is shown in Figure 1.2 from a corner 
view of logic array from Xilinx PlanAhead1

                                                      

1 PlanAhead is Xilinx provided design tool assembly, which offers a RTL to bitstream design flow 
with enhanced user interface and project management capabilities. 

. 
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Figure 1.1: Virtex-5 architecture overview. 

 
Figure 1.2: PlanAhead view of Xilinx Virtex-5 FPGA architecture. 
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The development and test work presented in this thesis mainly relies on 
Virtex-5 FPGA, hence a more detailed device description about Virtex-5 is 
specified in the next content.  

1.1.2.2 Internal Logic of Virtex-5 FPGA 

Configurable Logic Block (CLB) Array is the main logic cluster for 
implementing sequential and the combinatorial logics. CLBs are deployed as an 
array with connections to switch matrix for access to the prefabricated routing 
channels. Two slices are enveloped inside each CLB, but share the same switch 
matrix without direct connections to each other. The switch matrix is named 
switch-box which offers flexible programmable interconnects to regional long lines 
and local short lines. Proper connections between different wires can hence 
concatenate different CLBs, or the internal two slices, as shown in Figure 1.3.  

 
Figure 1.3: Xilinx CLB array and wiring channels. 

The CLB and the double slices in each CLB are tagged in the macro CLB 
array. For instance, the "X" followed by the number identifies the position of the 
slice in a pair as well as the column position of the slice. The "X" number counts 
slices starting from the left to right borders in sequence. A "Y" along with a 
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number identifies a row of slices. It counts up in sequence from bottom CLB row 
to the upper row. So these numeric identifiers can be used as position 
parameters for each CLB or slice inside the immense reconfigurable CLB array. 
This feature is important since constructing the side-channel resistant 
architecture is to manipulate specific instances, as well as to duplicate the logic 
rails. The detailed element operations and repair processes will be elaborated in 
Section 4.3 and Section 4.4 respectively. 

Slice is the basic reconfigurable cell that implements the basic logic units. In 
Virtex-5, each slice encloses four look up tables (LUT), four storage elements, 
wide-function multiplexers and carry chain channels. These elements exist in all 
slice intra logic. The memory type slice - SLICEM) - can implement distributed 
RAM and shifting data with registers for the sake of its multi-purposed LUTs 
that are designed to be configured as a Shift Register LUT (SRL). Both of the two 
slice types have fixed structures that can be duplicated and relocated in netlist. 
The internal architecture in Xilinx FPGA is drawn in Figure 1.4. 

 
Figure 1.4: Internal structure of Xilinx slice. 

Image taken from [2] 
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Look Up Table is the most important logic element that is to realize 6-input 
or a couple of 5-input Boolean functions in Virtex-5. LUT is basically a 
configurable memory to store the true table and emulate logic function (seen in 
Figure 1.5). The inputs are memory address to select the LUT outputs. Since the 
selection operations in data tree have equal paths to each configured outputs, the 
propagation delay via LUT is hence independent of the LUT functions [2]. If the 
technological parasitic parameters are similar, the logic delays through different 
LUTs can be identical. This feature is crucial to construct a sound dual-rail 
circuit since the only consideration of the identical delay between two 
corresponding combinatorial paths is the routing delays rather than the LUT 
delays. 

 
Figure 1.5: Selection tree of look-up table. 

LUT configuration can be altered from LUT level (LUT primitive 
VHDL/Verilog) or netlist in lower layer (xdl or even Bitstream [11]). This 
provides a possible way to create complementary logic by modifying LUT 
equations for dual-rail use. 

Memory Element is the main logic execution part in a slice that is used to 
store the logic values to populate sequential chain. It can be configured either as 
edge-trigger D-type flip-flops or as level-sensitive latches. The inputs are driven 
by a LUT output via [A-D]FFMUX or external signal source bypassing the 
function generations via [A-D]X input. 

Truth 
Table 
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Memory element (Register/Latch) is independent from the determination 
LUT equation, because it just stores the propagated values instead of computing 
outputs. Therefore in dual-rail conversion, the created (duplicated from the cells 
in original rail) registers or latches are not corrected. While, the stored values in 
specific moments are complementary between the corresponding storage 
elements according to DPL protocol [12].  

The storage elements in a sequential circuitry are normally the biggest 
power consumer for charging or discharging the capacitances. Given minimized 
process variants in fabrication, power consumption for any pairs of original and 
complementary storage elements conceptually consume energy equally when 
execute the same operations: ("0"→"1"𝑜𝑟"1"→"0"𝑜𝑟"0"→"0"𝑜𝑟"1"→"1"). Therefore 
when the register or latch pairs have opposite actions at any specific moment, 
the combined energy dissipation for this logic pair are theoretically “consistent”.  

Block and Distributed RAM are two RAM styles provided in Xilinx FPGA. 
Block RAM is a dedicated primitive for data storage. Virtex-5 device features a 
large number of 36kb Block RAMs, and each RAM unit envelops two 
independent 18 kb RAMs. Depending on the size of the device, RAM number 
varies from specific Virtex-5 device. Once a large design runs out the BRAM 
resources, Xilinx also infers RAM cells embedded inside M type slice (SliceM) to 
comprise the distributed RAM. Multiple LUTs in a SliceM can be concatenated 
in various ways to formalize a large RAM. 

Driven by the high demands for large, complex and hybrid application 
capabilities, large FPGA products are produced in recent years, like Virtex-6 and 
Virtex-7 series, which are able to implement logic from 100K to as large as 
2,000K LUT (or 20,000K equivalent gates). The capacity has increased more than 
6 times during the past 5 years (Shown in Figure 1.6). Nowadays, the largest 
FPGA device has been strengthened with over 2 million LUTs, 2 million 
registers, thousands of block RAM, DSP blocks, over 1K general purpose I/O 
components, up to 96 Multi-Gigabit transceivers, and many other peripheral 
functions and resources [1]. 
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Figure 1.6: Increasing FPGA scale in 5 years. 

1.1.3 Other Vendors 

 FPGA products from other vendors mainly occupy a portion of the end market 
by their generic-purpose or specialized devices, serving specific research or 
application lines. This part briefs other significant providers and the product 
features. 

1.1.3.1 Altera 

Altera shares the second largest market portion, closely behind its main 
competitor Xilinx. Altera ships a broad spectrum of FPGA products geared 
towards diverse market demands. There are mainly three device families in 
Altera. 

Cyclone: Cyclone, actually competing Xilinx Spartan family, is oriented to 
cost-sensitive and high-volume customers. Cyclone FPGA can be used alone as a 
digital signal processor, or a cheap embedded processing solution. Cyclone 
offers devices in a wide option of density, memory, embedded multiplier and 
packaging.  

FPGA capacity has 
increased over 6 × in less 
than 5 years. 
Reference [1] 
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Arria: Arria has an optimal balance of performance, power and price for 
mid-range transceiver-based applications. Rich features of functions, from 
memory and DSP, are offered together with superior signal integrity 
optimization. The major characteristic is the on-chip transceivers which allows 
high system bandwidths up to 10 G.  

Stratix: Given the target to Xilinx Virtex, Stratix is defined as the high-end 
option for applications with rigorous global performances. Stratix device is 
featured by high bandwidth and density. The newest version comes with 
integrated transceiver with up to 28 G bandwidth, and the signal integrity 
problem on Stratix is also mitigated. The overall power consumption can be 
tracked by Programmable Power Technology. 

1.1.3.2 Actel (MicroSemi) 

As the third ranked sharer, Actel became known for its high-reliable and 
antifuse-based products. This technology makes it very competitive in military 
and aerospace industries. Actel produced the first flash architecture based FPGA 
ProASIC, and also brought into a new technology known as Fusion to bring 
FPGA programmability to mixed signal solution. High security level is another 
major characteristic of Actel ones. There are three protection levels provided in 
its chips: The first is the physical protection where the transistors are protected 
by multiple metals, it makes the reverse engineering extremely tough. The 
second layer is upon the encryption based Flash Lock, which is able to lock the 
flash unit with a 128 bit encryption key, for the sake of which, adversaries cannot 
program, erase or verify the chips without a valid key. The third protection layer 
is the modern encryption to the program documents. With these solutions, the 
user IPs can be secured in a high level. Actel FPGAs also have remarkable 
performance in resisting the attacks from cosmic energetic particles, to prevent 
errors in transistors. So the productions from Actel are preferably used in 
rigorous environments from aerospace and military usages. 

Actel was acquired by MicroSemi in 2010. It is worthy to note that IGLOO2 
FPGAs [13], that were produced by MicroSemi in 2013, is the first FPGA product 
in market incorporating SCA-resistant countermeasure to protect the bitstream 
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key from discovery, with the licensed technology from Cryptography Research 
[14], who holds a great number of SCA-specific patents across industries. While 
the intended applications built inside the FPGA fabric are not enhanced with 
countermeasures, which as well poses vulnerabilities against side-channel 
attacks. Thus SCA-resistance is still necessary to be enclosed in the structural 
layer. 

1.1.3.3 Lattice 

Different from other major FPGA vendors, Lattice concentrates to the mid- or 
low- end FPGA products with low-power and low-price FPGAs. Lattice FPGAs 
are featured by its Non-Volatile products which integrate the technologies of non-
volatile flash units and SRAM for transiently waking up the chip without extra 
configurations. Lattice has recently (2013) introduced the world's smallest ultra-
low density FPGAs (iCE40TM LP384), which has a capacity of 384 LUTs, and 
consumes 25-mW static core power, with only 2.5mm × 2.5mm size. This device 
is optimal to be integrated into the mobile and portable medical monitor, 
wireless sensor node, digital camera, and other compact and energy-sensitive 
embedded scenarios.  

1.1.3.4 Others 

Achronix is an emerging supplier for specialized high-end programmable logic. 
The "Speedster22i" family of SRAM based FPGAs reaches up to 1.5GHz, with 1.7 
million LUTs. The process applies to Intel foundry utilizing 22nm 3D Tri-Gate 
FinFET [15].  

Atmel uses different terminology, named EPLD (Electrically Programmable 
Logic Device), to describe their devices. The products include simple programmable 
logic device (SPLD) and high density CPLD. 

e2v (late QP Semiconductor) focuses on long life, high reliability 
programmable products for serving military and aerospace industries.  

Pericom has an attempt at combining programmability with devices for 
special purposes. Pericom has begun to incorporate both soft configurable and 
hard silicon into the products. 
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Vantis is a spin-out of the AMD product division, as an early entrant into 
market. It was later acquired by lattice. 

According to the revenue reports of 2012, Xilinx and Altera still dominate 
the market with 47% and 41% market shares respectively. They gained a 
combined revenue in excess of $ 4.5 billion (see Figure 1.7). Other companies 
mainly dedicate to explore new technologies and manufactures for specialized 
utilizations. This Ph.D thesis explores technological innovations over Xilinx 
FPGAs. However, some technique proposals preserve the possibilities to be 
transplanted to other vendor families.  

 
Figure 1.7: FPGA market shares in 2012. 

1.2. Security Perspectives 

The technological growth better tracks the famous Moore’s Law than any other 
semiconductor devices, where not just the technological sizes, but also the 
computation capabilities and integrated complexities are greatly augmented 
rapidly. They are actually mutual-promoted by end market demands, where 
products with high performance, high frequency, hybrid function, low power, 
reliability and security are in need. 

1.2.1 Generic Security 

Security is a general category that covers a wide range of topics. Security can be 
simply defined as: "no risk, no damage and no loss". In this thesis, security is 
exclusively sticked to category of information security in electronic system. More 
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precisely, security here is to assure the confidential data not to be leaked, pilfered, 
distorted from the processors or transmission channels. A secure system ensures five 
properties: Confidentiality, Integrity, Availability, Authenticity and non-
repudiation.  

As a flexible, rapid and cheap design and verification solution, FPGA has 
gained its popularity to be the most attractive electronic design approach. The 
wide use of FPGA, particularly to security-sensitive applications, such as 
military, academic, financial, brings security challenges that need to be seriously 
tackled with. FPGA related security issues can be classified into two categories, 
namely design security or data security. 

1.2.1.1 Design Security 

The main concept of design security is to guarantee that FPGA implemented 
circuits or the IP cores used to populate the implemented systems are protected, 
or cannot be cloned without authorization, or cannot be used beyond the 
authorized duration. Design security refers to the macro scale of the design not 
to be threatened, but not the data information internally processed. Hence the 
task to enhance the security level involves the defense strategies against: Cloning, 
Overbuilding and Reverse Engineering.  

Cloning: either named one-to-one copy, is to duplicate the design together 
with its contents without authorization for obtaining the same product 
functions, or study the design details. Since it clones the complete things, so the 
understanding of the circuit is dispensable. 

Overbuilding: The manufacture signs the contract to give a permitted 
number of products, so it is illegal to produce more than those permitted.  

Reverse Engineering: Infer the intra technological details, by analyzing the 
exterior functions and behaviors. 

1.2.1.2 Data Security 

Data security, unlike the hardware design security, typically concerns the 
programmed, stored, or controlled data, transmitted and processed inside the 
circuitry. Data security intends to reach the security objectives for programmed 
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applications into FPGA devices. These objectives are the aforementioned 
confidentiality, integrity, availability, authenticity, and non-repudiation of the 
information for ensuring the data not to be tampered, cloned, pilfered or 
impaired. Design security is a substantial premise to provide trustworthy data 
protection. In cryptology, it is a major purpose and is surely of the most crucial 
design assignment that needs to be accomplished. This thesis mainly copes with 
the challenges in countering side-channel attacks. Any security effort is actually 
to tradeoff the security level and various expenses, according to specific 
application requirements that need to be aligned with. Hence, “Security is neither 
free nor absolute”.  

The above statement is particularly true in FPGA relevant crypto scenario. 
Crypto algorithm is used as a peripheral block to a bigger data process system to 
provide synergic data protection. FPGA technological advances have come 
closer to fill the performance gaps to ASIC in recent years owing to the 
continuing structure and fabrication innovations in industries. This enables them 
not just serve as a prototyping tool, but further play as a major role to host the 
core of the system. However the inherent property of fixed structure determines 
that the implementations in FPGA cannot yield much freedom in contrast to 
ASIC solution, which is strictly required in advanced data protection against 
SCA threats.  

The state-of-the-art FPGAs can easily host the most advanced crypto 
algorithms, maintaining high performance in throughput, speed and synergy for 
data processing system. While considering the data security, FPGA still lags 
behind ASIC solutions. This is due to the fact that the SCA-resistant 
countermeasures are more difficult to be realized than to be devised in mind. As 
a hot research topic currently in the cryptography community, this PhD thesis 
specially focuses on the data-security issue within the scope of side-channel 
attacks, aiming to exploit secure implementation techniques on FPGA platforms 
to elevate the security level against side-channel threats.  
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1.2.2 Risk Analysis on FPGAs 

The application environments, particularly the security threats, must be 
extensively investigated in advance for building up a secure data system. TABLE 
1.1 briefs several potential security threats the FPGA system may face in real-
world scenarios. 

TABLE 1.1: TYPICAL ATTACK THREATS TO FPGA IMPLEMENTATIONS 

Attack Type Attack Brief Counter solution 

Black-Box Attack 
To feed all possible input 
combinations, and observe the 
corresponding outputs to infer the 
inner logic of a packed chip. 

Seems to be obsolete since it is only 
viable to simple system. Employing 
modern crypto algorithms makes 
this attack entirely impossible. 
However the usage may still be 
awakened when incorporated with 
other attack types. 

Readback Attack 
To read the FPGA configuration data 
via JTAG plug or other programming 
interface to eavesdrop secrets. 

The codified configuration bits with 
a secret key can prevent this attack. 
While successful power attack 
towards the bitstream encryption 
key has been reported [16]. 

SRAM-Clone 
To fetch the configuration data that 
stored in non-volatile FPGA SRAM, so 
as to duplicate the same design in 
another FPGA chip.  

To encrypt the configuration file is a 
practical solution to thwart this 
attack [17] [18]. 

Physical Attack 
Targeting the physical layer of FPGA to 
inspect the design details using focused 
ion beam (FIB). 

Restricted by its highly required 
technique and equipments. 
Antifuse and Flash techniques on 
FPGA are also effective to 
counteract this attack. 

Data Analysis 
To observe the read back from a system 
by intentionally feeding specific inputs 
for retrieving the processed data. Fault 
attack is one of this attack.  

Requires very complete knowledge 
about the implemented algorithms 
and device architectures. 

Reverse-
Engineering 

To reconstruct the secret key or 
implemented proprietary design by 
analyzing configuration bitstream or 
the bus activities of FPGA 
implemented softcore processor. 

Also needs very detailed low-layer 
information about the implemented 
FPGA device and bitstream format. 
The bitstream possessed must be 
unencrypted.  

Side-Channel 
Attack 

As one of the paramount concerns in 
security crypto design, side-channel 
attack might break any crypto systems 
by making simple observation or 
complex statistic analysis to the 
observed unintentionally leakages from 
side-channels, like transient variations 
of energy consumption, timing 
behavior and electromagnetic field. 

This attack context covers a broad 
spectrum of attempts, and the 
countering solutions are difficult to 
be resistant against varying attack 
methods. Normally, fine-grained 
modification over lower logic-level 
or even transistor-level are proven 
to be viable. But they are not easily 
applicable to FPGA framework.     
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An extensive discussion of all the potential threats to FPGA gives very 
meaningful guides for constructing a secure application system. While, this 
statement never claim that all the threats are essentially to be coped with, 
otherwise the security expense would make the implementation unaffordable. 
What is more, the inevitable compromise in performance after embedding 
security countermeasures would also be unpractical. So a thorough investigation 
of the objectives is necessary for reaching an optimized tradeoff between the 
security, cost and performance. This thesis is exclusively focusing on the threats 
from side-channel attacks against cryptographic implementation.  

1.3. Modern Crypto Approach  

Uncertainties over algorithmic and implementation of information protections 
widely exist in information-centric world, so an appropriate security assurance 
must be applied to security-sensitive systems. Typically, three types of crypto 
schemes are used to protect the data from malicious attacks in reality: 

 Symmetric cryptography (Secret Key Cryptography-SKC): where the 
encryption and decryption rely on the same secret key;  

 Asymmetric cryptography (Public Key Cryptography-PKC): where the 
decryption key is different from the encryption key;  

 Hash Cryptography: which uses hash function to transform the plaintext 
in a non reversible way without the use of any crypto keys.  

Cryptography emphasizes key protection, instead of the algorithm itself. 
This principle has been first clearly stressed in 19th century, as the well-known 
“Kerckhoffs Principle” which has been widely accepted as one of the basic design 
principles for modern cryptography. The arguments can be presented from 
twofold: (a) protecting a short key is much easier than protecting a complex 
algorithm; and (b) once the key is disclosed, configuring a new key is more 
practical than replacing the whole algorithm being used.  
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1.3.1 Cryptographic Algorithm 

Each of the above mentioned categories includes numerous algorithms, either 
application -generic or –specific. New algorithms are invented by the motivation 
of favoring specialized optimizations in terms of security strength (as 
emphasized confidentiality), implementation feasibility (as restricted chip size), 
execution cost (as limited power source), process capability (as high frequency 
and throughput) and enhanced resistance against specific attacks.  

1.3.1.1 Symmetric Cryptography 

Data Encryption Standard (DES) has ever been the most widely utilized 
symmetric cryptographic algorithm decade ago. It was proposed by IBM in 
1970’s, and adopted by National Bureau of Standard (NBS) to encrypt commercial 
and government data as Federal Information Processing Standard. DES is a typical 
symmetric cryptographic algorithm with block cipher structure by 64-bit blocks 
encrypted by a 56-bit length key.  

DES adopts a subkey structure where the 56-bit key is divided into seven 8-
bit subkeys. Another 8 parity bits are added to each block for rudimentary error 
detection. Consequently totally 64 bits key is actually employed for 
computation. According to Moore’s Law, the computation power in industry 
doubles after around 18 months. Even though no significant mathematic 
weakness has been discovered since the birth of DES in 1975, the greatly 
elevated computation capability in state-of-the-art computers still pose essential 
threats to DES. In practice, some tricks are normally used together with a brute-
force attack to greatly reduce the computation quantity. For instance, DES was 
ever extensively adopted to codify the confidential documents in U.S. 
government. In this case, the entropy of the 64-bit key can be greatly reduced 
from 264  to roughly a quarter by exclusively encrypting words and other 
commonly used literal characters. Other solution like differential cryptanalysis 
[19] can also enhance the attack efficiency. 

After a series of DES deciphering competition from 1997 to 1999, DES was 
informally but actually deprecated in mainstream uses. The successor algorithm 
is a much stronger block ciphering algorithm Advanced Encryption Standard [20] 
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selected from several candidates. However, DES is the first case study of side-
channel attack in initiatively contributed document [21]. Since this algorithm 
represents the basic structure of generic block ciphering algorithms, without 
losing its acceptable strength, DES is still being studied in academia in terms of 
both attacks and countermeasure developments from publications such as [22] 
[23] [24]. 

Advanced Encryption Standard (AES) is a specification for the data 
encryption algorithm. As the formal replacement of DES, AES was selected by 
the National Institute of Standards and Technology (NIST), won out from 15 
candidates after two rounds of competitions. Rijndael, designed by Joan Daemen 
and Vincent Rijmen, was officially chosen by U.S. government in 2001 (FIPS PUB 
197) as the final AES standard. It was soon approved by the National Security 
Agency (NSA) for top secret encryption. AES has already been widely accepted 
and used in academia and industry. 

AES is essentially a substitution-permutation network, which applies a block 
cipher protocol to encrypt the 128-bit length plaintext with a 128-bit initial key in 
byte block manipulations (seen in Figure 1.8). The latter version expanded the 
key lengths to 192- and 256- bits to upgrade the security level. Hence there are 
formally three AES versions, with 128-, 192-, 256- key bits by 10, 12, 14 
encryption rounds respectively. Algorithmic structure of AES is specially 
optimized for hardware and software adaptation. Besides, the encryption and 
decryption operations share similar hardware logic. So it is efficient to be 
implemented into resource-limited utilizations. 

AES employs ciphering iterations to compute the data blocks with evolving 
keys. The data block and cipher subkeys are represented as data array with 4 
rows and 4 columns. Four operations consist of a complete round: AddRoundKey, 
SubByte, ShiftRow and MixColumn as well as KeyExpansion, for formalizing linear 
or non linear transformations involving subkey and data blocks. 



22   1.3  Modern Crypto Approach 

Chapter 1. Introduction and Background 

 
Figure 1.8: Standard AES-128 (Rijndael) algorithm flow. 

--AddRoundKey-- 

This process makes the XOR (exclusive-or) operations between the key and 
data bit vectors. The first round key is the initial 128 bit cipher key, which 
corresponds to the 128 bit plaintext. For the following 10 rounds, the cipher key 
is evolved by key transformation. 

--SubByte–- 

SubByte is the only non linear transformation phase in AES process (Shown 
in Figure 1.9). This operation replaces each data byte by a corresponding one 
from a so-called “S-box”. S-box is specially selected for its non-linearity feature, 
which minimizes the correlation between the input and output bytes. Likewise, 
the algebraic matrix of this box is too complex to be predicted. This characteristic 
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makes AES innately resistant against linear cryptanalysis which was once 
proven to be effective to DES [25]. 

 
Figure 1.9: AES encryption S-box in hexadecimal notation. 

--ShiftRow–- 

ShiftRow is a transposition operation to cyclically shift the bytes of the four 
rows in state array with fixed number of steps (seen in Figure 1.10). The offset of 
the first row is 0, and the second is 1, the third is 2, and the forth is 4. This 
operation makes the bytes of the process state dispersed all over the state, i.e., 
optimal diffusion. 

 
Figure 1.10: AES ShiftRow operation. 

--MixColumn–- 

MixColumn transformation operates on the columns of the states, 
combining the four bytes in each column using a linear transformation. This 
phase poses a multiplied modulo 𝑥4 + 1 with a polynomial (𝑥) = 03 ∙ 𝑥3 + 01 ∙
𝑥2 + 01 ∙ 𝑥1 + 02 ∙ 𝑥0 . Figure 1.11 specifies the linear matrix used in this step.  
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Figure 1.11: Transformation matrix in AES MixColumn operation. 

--KeyExpansion–- 

KeyExpansion is to generate the evolved round keys for each en/decryption 
round. The computed round key size is equal to the initial cipher key size 
multiple 10 (e.g., for AES-128). The function used in key expansion is a simple 
bit-wise exclusive-or operation to eliminate the symmetries. The 128 bit round 
keys are then extracted from the expand key. TABLE 1.2 demonstrates this 
operation. 

TABLE 1.2: KEY EXPANSION FOR AES-128. 

Expanded key W0 W1 W2 W3 W4 W5 W6 W7 … W40 W41 W42 W43 

Round keys Round Key 0 
Initial key 

Round Key 1 
Evolved 

… Round Key 10 
Evolved 

 

Apart from the two typical symmetric block ciphering algorithms, TABLE 
1.3 lists other block or stream algorithms that have already been abandoned or 
still being locally used for academia as for specific industrial purposes.  

TABLE 1.3: A LIST OF OTHER FAMOUS SECRET KEY CRYPTO ALGORITHMS 

ALGORITHM 
NAMES 

Brief descriptions of SKC algorithms  

ARIA 
A South-Korea national standard algorithm, with a 128-bit block cipher employing 128, 192, and 256-
bit keys. 

BLOWFISH A fast and optimized algorithm for 32-bik processors, with variable key lengths. 

CAMELLIA 
A widely applicable 128-bit algorithm, with 128-, 192-, and 256-bit key lengths, suitable for both 
software and hardware implementations on 32-bit or 8-bit processors. 

CAST-128/256 
A DES-like substitution-permutation algorithm by a 128-bit key operating on a 64-bit data block, with 
extended key lengths in later versions. 

CASUMI 
A Third-Generation Partnership Project (3gpp) 128-bit key algorithm, specially designed for mobile 
communication. 

GPRS A widely known GSM mobile system used encryption algorithm, with different protection levels. 
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GSM 
A Global System for Mobile communications encryption in mobile phone systems, employing 
different stream ciphers strategies for the over-the-air communication privacy. 

MISTY1 A crypto algorithm characterized for its variable number of rounds. 

SAFER A software-specific crypto scheme with 40-, 64-, and 128-bit keys in different versions. 

SEED A South-Korean standardized block cipher with 128-bit data block upon 128-, 192-, and 256-bit keys. 

SKIPJACK 
An unclassified crypto algorithm, which employs an 80-bit key for 32 encryption cycles per 64-bit 
block. 

SLEFIA 
A lightweight block cipher algorithm, employing 128-, 192-, 256-bit keys. It is especially suitable for 
lightweight implementation for hardware applications. 

SMS4 
A Chinese nationally standardized block cipher using 128-bit keys and 32 encryption rounds, for the 
Wireless Local Area Network (LAN) authentication and privacy infrastructure (WAPI). 

TWOFISH A flexible 128-bit block cipher, suitable for either software or hardware applications. 

PRESENT 

An ultra lightweight block cipher using 80- or 128– bit key, for usages in situation where low-power 
consumption and high chip efficiency is desired. The implemented size is typically 2.5 times smaller 
than AES. [26] 

1.3.1.2 Asymmetric Cryptography 

Asymmetric Cryptography, or known as Public-Key Cryptography (PKC), is a 
modern cryptographic algorithm first proposed in 1976 [27]. This algorithm 
depends on one-way mathematical function, which makes it difficult or 
impossible to find its inversion counterpart. This ensures a secure talk through 
public communication channels without sharing the secret key. Here, PKC 
employs two related keys (one for encryption from plaintext to ciphertext and 
one for decryption from ciphertext to plaintext). But the relationship cannot be 
deduced from either one to the other. This way, both of the keys are required for 
complete en/decryption requirements, which help the receiver ensure that only 
a specific sender can send this encrypted message. PKC is also possibly to 
encrypt message, however with a much lower efficiency in contrast to SKC. 
Hence, PKC is mainly used for short digital signature. TABLE 1.4 gives a list of 
PKC schemes.  

TABLE 1.4: A LIST OF PUBLIC KEY CRYPTO ALGORITHMS 

ALGORITHM 
NAMES 

Brief Descriptions of PKC Algorithms  

CRAMER-SHOUP 
An extension of Elgamal cryptosystem, proposed in 1998 by IBM, to ensure the security against 
adaptive chosen ciphertext attack.  

DIFFIE-
HELLMAN 

Specially used for key exchange, that is relatively easy to compute exponents compared to 
computing discrete logarithms.  

DSA Digital Signature Algorithm is a standardized digital signature algorithm proved by NIST.  

ELGAMAL 
It is based on Diffie-Hellman key exchange algorithm proposed in 1984, for GNU Privacy Guard 
software. 
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ECC 

Elliptic Curve Cryptography is a famous asymmetric cryptography constructed upon elliptic curves. 
ECC is especially suitable for scenario with limited computation and memory, e.g., portable personal 
device. ECC is widely utilized as a target algorithm in SCA researches.  

PKCS It is a set of interoperable standards and guidelines for PKC scheme.  

RSA 
The most commonly used PKC implementation, mainly used in software for the key exchange, 
digital signatures, and data encryptions. 

1.3.2 Hash Function 

Hash function, also known as “message digest”, is a one-way encryption solution 
that does not employ any keys to encrypt the context. Hash function converts the 
plaintext into a fixed-length hash value (i.e., digest). This technique is suitable for 
verifying data integrity because any minor data change generates a different 
digest. The major feature is that the probability for two different plaintexts 
yielding the same digest is extremely small, hence it can be used to ensure that 
the file has not been maliciously tampered from a high degree of confidence 
from both parties. The commonly used Hash algorithms are listed in TABLE 1.5. 

TABLE 1.5: A LIST OF HASH FUNCTION CRYPTO ALGORITHMS 

ALGORITHM 
NAMES 

Brief Descriptions of Hash Algorithms  

HAVAL It is a crypto hash function, invented in 1992, which can produce digest in variable lengths. 

MESSAGE 
DIGEST (MD) 

A series of famous byte-oriented algorithms (including MD2, MD4, MD5) that produce a fixed 128-
bit digests. But MD has been approved to be not collision-resistant.   

RIPEMD A family of message digests that were designed based on the principles in MD4.  

SHA 
Secure Hash Algorithm is a widely used, with large family versions, for NIST’s Secure Hash 
Standard.   

TIGER 
It is an algorithm specially optimized for 64-bit processor, with further versions producing larger 
digests. 

WHIRLPOOL 
It produces hash values of 512 bits from message less than 2256 bits in length. It has good resistance 
against normal hash-target attacks.  

1.3.3 FPGA Uses in Cryptography 

Reconfigurable FPGA systems have been widely utilized in almost all electronic 
fields, particularly to scenarios where high speed, real-time and flexibility are 
desired, such as wireless communication, radar detecting. Due to its inherent 
advantages of flexibility, low cost, etc., FPGA has also been extensively utilized 
in crypto implementations. A number of flavors from FPGA for cryptographic 
applications [28] [29] are listed next: 
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 Algorithm Agility: It represents the switching capability of the applied 
crypto algorithms during its operation on the targeted application. This 
context needs to apply multiple algorithms as potential replacement. So it 
is very costly in traditional hardware, while very low-cost to be 
reprogrammed on FPGA in real-time.  

 Algorithm Upload: To upload the applied device is meaningful during its 
run time. FPGA can easily fulfill this task.  

 Architecture Efficiency: In some scenarios, the hardware architecture can 
be efficient by modifying a partial logic design or parameters. It is 
especially true to change the crypto key in cryptographic algorithms. 
FPGA here allows this kind of optimization by its convenient complete or 
partial logic or parameter reconfiguration. 

 Resource Efficiency: For applying hybrid security protocols, several 
algorithms should be alternatively activated in order to save the hardware 
and energy resources. In this case, FPGA can be used to achieve this 
capability from its real-time reconfiguration.  

 Throughput: The throughput of algorithms on FPGA outperforms those 
software implementations in microprocessor. By its rapid performance 
upgrades, the throughputs of state-of-the-art FPGAs is in match with 
ASICs. 

 Cost Efficiency: The cost of development and the unit price are two 
essential factors taken into consideration of cost efficiency. FPGAs 
performs excellent in both of them in majority of application scenarios. 

1.4. Side-Channel Preliminaries 

This section gives the principles of side-channel attacks, mainly involving the 
conception of side-channels, leak sources and relevant inspection solutions. Two 
most studied leakages, power and electromagnetic, are specially described in this 
part. 
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1.4.1 Side-Channel Leak Source 

Side-channel in this context refers to any unwanted information channels that 
contains data or logic secrets. In terms of modern cryptography, data is 
protected by applying a strong cipher system, which more or less draws into 
numerous “weak” points inside its realization framework. Classical 
cryptanalysis attacks emphasize the exploitations of mathematically 
decipherable weaknesses. Nevertheless, the attack threats might get more 
rigorous once excavating the practically decipherable physical shortcomings, 
since the circuit behavior is potentially representing certain critical relevancy to 
the intra-processed data.  

In a circuitry, all the working electronic cells result in characterized power 
and EM information via energy and radiation channels when they execute 
instructions. More concretely, side-channel information is emitted from 
unintentional mediums observed from signal signature. Definition of side-
channel encloses any observable/measurable elements that showing variations 
representing some internal behaviors, such as timing [30] [31], photon (infrared 
ray, visual light) [32] [33], acoustics [34] [35], cache [36] [37] and fault [38] [19]. 
Normally, side-channel information is passively listened by adversaries. 
However, certain intentionally generated phenomena can also be used as 
analysis source, such as the voltage decrease and frequency increase gradients in 
Fault Sensitivity Analysis (FSA) [39] [40].  

Leaked side-channel information is typically produced from physical 
components, which comprise of the circuit logic cells and signal transmission 
channels. The basic information leak sources can be any components on logic 
chains like register, multiplexer, buffer and routing; macro element like 
distributed/block RAM, DSP, DCM; and signal terminals like I/O ports. 
Classical attack vectors in SCA include timing, power and electro-magnetic 
radiation (radio spectrum), which have attracted a great number of researches.  

1.4.1.1 Power Consumption 

Energy related SCA has been studied in a great number of articles in the past 
decades. Power variants in time domain reflect the circuit’s intra behaviors of 
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hardware structure and the processed data. However, these exploitable 
fingerprints for specific logic units are mixed with numerous voltage or current 
traces. The posed question is how to restore the behavior for specific logic unit 
from a massively mixed data mess. 

Any circuit unit has its own characteristics in energy behavior. The cluster 
of logic also has specific energy curve, contributed together by numerous cells. 
The power feature of either single transistor or cell cluster exhibits their unique 
logic manners. The basic logic cells in modern digital circuit is constructed by 
complementary CMOS, which is used to build complex designs by its pull-up and 
pull-down networks. The power consumption can be inherently divided to be 
Static and Dynamic, which hereafter are noted as 𝑃𝑠𝑡𝑎 and 𝑃𝑑𝑦𝑛 respectively. 𝑃𝑠𝑡𝑎 

stands for the consumed power when no switching happens. This is triggered by 
leaking current 𝐼𝑙𝑒𝑎𝑘 , Seen in Eq.( 1-1 ) and 𝑃𝑑𝑦𝑛  represents the energy 

dissipation when the cell switches. 

 𝑃𝑠𝑡𝑎 = 𝐼𝑙𝑒𝑎𝑘 ∙ 𝑉𝐷𝐷 Eq.( 1-1 ) 
 

The dynamic power consumption envelops two major parties (Eq.( 1-2 )): 
the load (output) capacitance charging current 𝑃𝑐ℎ  (Eq.( 1-3 )) and the short 
circuit current 𝑃𝑠𝑐 (Eq.( 1-4 )).  

  𝑃𝑑𝑦𝑎 = 𝑃𝑐ℎ + 𝑃𝑠𝑐 Eq.( 1-2 ) 
 

 𝑃𝑐ℎ =
1
𝑇
� 𝑃𝑐ℎ(𝑡)𝑑𝑡 = 𝛼 ∙ 𝑓 ∙ 𝐶𝐿 ∙ 𝑉𝐷𝐷2
𝑇

0
 Eq.( 1-3 ) 

 

 𝑃𝑠𝑐 =
1
𝑇
� 𝑃𝑠𝑐(𝑡)𝑑𝑡 = 𝛼 ∙ 𝑓 ∙ 𝐼𝑝𝑒𝑎𝑘 ∙ 𝑉𝐷𝐷 ∙ 𝑡𝑠𝑐
𝑇

0
 Eq.( 1-4 ) 

 

Figure 1.12 gives the behavior simulation for a CMOS inverter [41], which 
specifies the input/output voltage and the supply current 𝑖𝐷𝐷(𝑡) drawn by the 
inverter. It can be observed that the current peak occurs at both transition events 
from “0”→”1” and “1”→”0”. It is just the time points the inverter consumes 
most energy. 
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Figure 1.12: Dynamic voltage/current behavior of CMOS inverter. 

In side-channel analysis, these behaviors are modeled by correlation 
analysis models that can reconstruct its behavior in power signature, for giving a 
simulation function to predict the energy feature when processing different data. 
It is noted that these models do not necessarily and precisely depict the circuit 
since the essential of correlation comparison is to excavate the dependency between 
power energy variants and behaviors, rather than accurate values. So the significant 
parameters are these relative fluctuations.  

Given the above explanation, a typical way for power measurement in side-
channel analysis is to listen to the global voltage or the current in real-time, 
which contains the potential relationship with dissipated energy of the operating 
target devices. It is stressed that energy measurement can be profiled as an 
intrusive attack since the measurement of current or voltage should be 
physically connected to a specific part of the device, so as to gather the current 
or voltage [42, 43]. Even if with a wide variety of supported experiments in 
literature, power attacks are not favorably to be used in reality since a robust 
security mechanism can be activated once an intrusive measuring device is 
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detected. In contrary, EM based side-channel measurement is more furtive and 
difficult to be perceived. As a matter of fact, the attractiveness of EM analysis is 
more evident in practice than those stated so far. 

1.4.1.2 EM Radiation 

Similar to the power-dependent side-channel tactic, EM is also correlated with 
the data processed inside the crypto devices since EM variants root in the same 
power behavior. This is due to the fact that EM radiation is deduced by the 
varying current according to the Faraday’s Law (see Eq.( 1-5 ), Eq.( 1-6 )). 
Although the EM intensity is not linearly induced by the current change, such 
dependency can still be correlated with the EM field by an mapping convention. 
So the similar correlation analysis model used in power analysis can be 
effectively adopted in EM differential analysis [44, 45]. 

EM analysis looks into the distant and invisible field that is a mixed region 
of EM emanations from countless circuit cells. The (electric) potential induced 
𝑉𝐸𝑀 is inversely proportional to the changing rate of magnetic flow. 

 

 𝑉𝐸𝑀 = −𝑁
𝑑∅
𝑑𝑡

 Eq.( 1-5 ) 

 

 ∅ = �𝐵�⃗ ∙ 𝑑𝑆 Eq.( 1-6 ) 

 

As described in Figure 1.13, 𝐵�⃗  is the strength of magnetic field and 𝑆 is the 

area via which 𝐵�⃗  has penetrated. The magnetic flux ∅��⃗  is determined by 𝐵�⃗  and 𝑆. 

If the area is closed by conductive loop, current 𝐶 flowing through the wire can 
be induced. 



32   1.4  Side-Channel Preliminaries 

Chapter 1. Introduction and Background 

 
Figure 1.13: Induced voltage drop in coil antenna from EM filed. 

In Biot-Savart Law (see Eq.( 1-7 )), 𝐼  is the changing current which is 

correlated to the intra-processed data. 𝐵�⃗  is inversely proportional to the 
parameter 𝑟 that represents the distance from the current to the place where 𝑉𝐸𝑀 
is induced. That means, the closer the distance between the EM probe and the 

target device, or the larger 𝐵�⃗  is, subsequently a larger absolute 𝑉𝐸𝑀  could be 
yielded. 𝑉𝐸𝑀 is basically indirectly correlated to the current 𝐼, given that 𝐼 is data-
dependent, therefore 𝑉𝐸𝑀  is also data-dependent. EM filed measured by the 
probe contains the noise (noise in this context is defined as the EM emanation 
from non interesting logic cells and surrounding components), so it needs to be 
filtered out or reduced. 

 𝐵�⃗ =
𝜇0𝐼
2𝜋𝑟

 Eq.( 1-7 ) 

 

In the EM test, self-made multi-turn coil antennas are used to record 
magnetic radiation. As aforementioned, the antenna should be placed close to 
the cell which leaks the interesting EM signal, so as to yield stronger EM 
radiation in such a “near-field” [46]. 

A major difference between EM and energy measurement is that EM is 
contactless and position-sensitive. This requires a precise deployment position of 
the EM probe to closely measure the EM leakage from the targeted logic units. 
The reason is obvious since a properly positioned micro-EM-antenna may 
efficiently gather the leakage from the targeted logic point, instead of including 
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big noise from other hardware cells. The computation time to differentiate the 
EM-data relevancy is hence less than the counterpart power analysis.  

It should be notified that EM probe is direction-sensitive, because 𝑉𝐸𝑀  is 

related to the direction of 𝐵�⃗ . If the probe is located in a position where 𝐵�⃗  

penetrates the coil is different from another position where 𝐵�⃗  penetrate the coil 
from the positive direction, the induced 𝑉𝐸𝑀 from the two positions should have 
opposite polarities. This implies that the induced voltage 𝑉𝐸𝑀  can either be 
positive or be negative to the prediction model constructed. Therefore the 
obtained dependency can also be positive or negative. While this does not 
impede the attacks because no matter what the polarity of the dependency is, the 
most dependent (positively or negatively) one normally reveals the right key. 
Hence in correlation power/EM analysis, just comparing the absolute values of 
all the computed correlation coefficients can find the right key. 

1.5. Behavior Reconstruction via Side-Channels 

In terms of power/EM based side-channel analyses, intra behavior of the 
process inside the crypto device triggers featured leakages. By observing the 
power or EM fluctuations, there may have enough evidences from only a single 
or just a few measurements, thus an attacker can reconstruct the secrets. This 
scenario refers to Simple Analysis Attack (SPA) [47]. While, in most ambient, 
restricted to the lower SNR (in view of adversary), a large number of recorded 
traces relying on differential correlation computation are required so as to 
determine the secret. This case is widely known as Differential Power Analysis 
(DPA) [21].  

As stated in prior content, Kerckhoffs Principle assumes that all the ciphering 
systems (encipher/decipher algorithms) are public, hence the adversaries have 
already gained the knowledge of the algorithm being utilized. This assumption 
is the precondition for the later exhibited varying attack approaches.  
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1.5.1 Simple Side Channel Analysis 

Side-Channel analysis covers a wide range of attack schemes to reveal the secrets 
by analyzing the physical device leakages. As the name implied, simple side 
channel analysis is the most direct way to derive the superficial circuit behavior, 
rather than things deeply hidden. This name here is extended from Simple 
Power Analysis (SPA), that is first formalized in [21], to EM filed. SPA directly 
ascertains the secrets during cryptographic operations by observing the 
waveforms of the power consumption measurements. In this 34nalysis, a good 
knowledge about the cryptographic algorithm and the detailed hardware 
implementation of the circuit upon the targeted device is compulsory in practice. 

A major characteristic of SPA is the limited number of samples collected. 
Not as a benefit, the small number of samples makes SPA meaningful in practice 
if only the device runs shortly or it is not available to accumulate sufficient traces 
for powerful DPA or CPA analyses. This assumption is realistic in scenarios like 
a short payment using the credit card, or the periodical but short data collection 
in WSN. Therefore it is not feasible with such small amount of data to execute 
effective statistic analysis.  

Any algorithm executed in processors is interpreted into instructions 
accepted by this implemented devices. Therefore the algorithms are carried out 
by the hardware operations with specific machine languages. A critical point in 
SPA is that the information that the attacker is interested should have substantial 
fingerprint (i.e., power pattern) observable from the recorded traces, so as to 
distinguish the behaviors. For instance, a value “1” for a key bit triggers a 
continuous high level in a clock cycle in power traces and comparatively a value 
“0” leads to a low level, as shown in Figure 1.14.  

 
Figure 1.14: Trace image for Simple Power Analysis. 

Observable behavioral signature of collected power traces from RSA implementation in 
smartcard. Image taken from [3] 
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A brief knowledge to the target device is essential to mount a SPA analysis. 
This attack style is mostly suitable to the smart card which usually employs a 
microprocessor to execute the encryption instructions. SPA is benefitted from 
card’s sequential execution, because the architecture only allows the operation to 
be executed sequentially without processing multiple instructions concurrently. 
The features are twofold:  

 Because the processes are sequentially executed, the targeted operation 
is running with small noise (defined as energy or EM pattern from 
other operations or components). Accordingly visual observation is 
sufficient to figure out the intra behavior directly.  

 The data transmitted through internal or external BUS causes 
fluctuations in power or EM signatures. This can be interpreted as the 
requirements of low frequency and high voltage, since low frequency 
in circuitry prevents the overlapping of the next switch with the 
waveform oscillation from preceding switch, and the high voltage 
generally leads to higher characteristic fluctuation.  

The two statements are critical factors that make SPA viable. However these 
requirements in large scale of integrated circuits and SoC systems become 
obscure since submodules like ASIC, Microprocessor, FPGA and other 
communication integrated in chip or system produce substantial energy or EM 
disturbance. A solution to reduce the noise is to have multiple samples to be 
averaged once they are recorded when processing the same data. However, SPA 
is still too weak to practice. 

1.5.1.1 Template Attack 

Because of the rigid needs, SPA is not easy to be realized in reality. As an 
evolved attack scheme, Template Attack proposed in [48] outperforms SPA 
because it is more suitable to utilizations with more complex circuitries. The 
basic idea of template attack is to use a device which can be controlled to run all 
the possible input (di) and key (kj) combinations. Then the recorded power or 
EM traces for the same (di, kj) are grouped together to characterize the power or 
EM pattern for every pair of possible input data (di) and key (kj) using the 
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multivariate normal distribution, as defined by a mean vector and a covariance 
matrix (𝑀,𝐶). Hence a template is defined as: 

 

 (𝑀,𝐶)𝑑𝑖,𝑘𝑗 Eq.( 1-8 ) 
 

The characterized templates for each input and key combination can be 
used together with the real measured traces to determine the key. This 
comparison is done by making the probability computation for all the templates 
and the measured ones.  

 

 𝑝 �𝑡; (𝑀,𝐶)𝑑𝑖,𝑘𝑗� =  
exp (−1

2 ∙ (𝑡 −𝑚)′ ∙ 𝐶−1 ∙ (𝑡 − 𝑚))

�(2 ∙ 𝜋)𝑇 ∙ det (𝐶)
 Eq.( 1-9 ) 

 

Here, 𝑡 is the measured side-channel trace in power or EM. This calculation 
is repeatedly done to every template, and in principle the key for the best 
matched template (with highest probability) disclose the right key.  

Template attack requires not much knowledge to the device and algorithm 
in contrast to the needs for SPA, therefore any algorithms on device can be 
possibly threatened facing template attacks. Whereas, obtaining such a template 
device is challenging. [49] has figured out several essentials to launch practical 
template attacks. Since the quality of templates have significant impacts to the 
success of the attack. This requires that the template device, which is used to 
simulate the targeted device, should be as similar as possible to the prey device, 
including precisely modeling noise. Cloning a complex device is difficult because 
tiny hardware variance might result in substantial bias over emitted power or 
EM signatures. In addition, for the attack to FPGA, implementation varies a lot 
depending on the user-given constraints as well as algorithm architectures and 
EM environment, which are normally unknown to adversaries. Hence emulating 
a proper template is pretty tough, particularly to the template attacks towards 
FPGAs.  
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1.5.2 Differential Side Channel Analysis 

Differential Power Analysis (DPA) is basically a universal attack scheme in 
contrast to the SPA. The significance of DPA is twofold: First, only a brief 
knowledge to the device is required. More concretely, a simple knowledge to the 
security-critical part of the algorithm core is enough to mount the attacks. The 
second benefit resides on the excellent capability of compressing noise. This 
reopens a door to attack the implementations employing parallel executions.  

Differently from SPA, DPA needs a large quantity of leak traces as the 
samples for dependency analysis. In context of SPA, the characterized power 
formats when the device is processing different data are analyzed to correlate to 
the real measured traces. The series of sample points within a clock cycle or for 
larger period are important because these points are useful to find proper 
signature patterns. While in DPA, the dependency from the leakage at a specific 
moment is a crucial metric to be relied on. So DPA emphasizes the sample points 
in the trace for a specific moment, rather than the information extraction from 
the pattern of a long trace in SPA.  

In DPA, a proper algorithm point is chosen as the target point in logic path, 
which should correlate the known data and the key (Subkey in block cipher) with a 
hypothetical function that can be deduced from the public algorithm knowledge. 
During DPA, algorithm runs numerous times and the adversary records the leak 
traces from these rounds sequentially. The real measured traces are noted as 𝑀, 
which is related with the input 𝑑 and 𝑘 by equation 𝑓: 𝑀 = 𝑓(𝑑,𝑘). Let’s define 
the hypothetical intermediate 𝐼(𝑖,𝑗) as:  

 

 𝐼(𝑖,𝑗) = 𝑓�𝑑𝑖 ,𝑘𝑗�        𝑖 ∈ [1,𝐷]        𝑗 ∈ [1,𝐾] Eq.( 1-10 ) 
 

𝐷  is the encryption or decryption times, and 𝐾  is the number of all 
candidate keys. Since right key is still unknown, the intermediate values are 
hypothesized by trying all possible keys. Then the hypothetical power or EM 
leakage is mapped by a function to 𝑆(𝑖,𝑗) . For each possible key, these 
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hypothetical values are classified into two sets by distinguishing the 
intermediates: real measured 𝑆𝑖[𝑗] and the hypothetical 𝐼𝑖[𝑗]. 

 

𝐼0 = {𝐼𝑖[𝑗]|𝑀 = 0} 

𝐼1 = {𝐼𝑖[𝑗]|𝑀 = 1} 

 

A crucial note here is to substrate the averaged 𝐼0 and 𝐼1 for differentiating 
the variants utilizing following equations: 

 𝐸0[𝑗] =  � � 𝐼𝑖[𝑗]
𝑆𝑖[𝑗]∈𝑆0

� |𝐼0|�  Eq.( 1-11 ) 

 

 𝐸1[𝑗] =  � � 𝐼𝑖[𝑗]
𝑆𝑖[𝑗]∈𝑆1

� |𝐼1|�  Eq.( 1-12 ) 

 

 𝑉[𝑗] = 𝐸0[𝑗] −  𝐸1[𝑗] Eq.( 1-13 ) 
 

If a key and the specific hypothetic value 𝐼(𝑖,𝑗) are corrected, and the map 

function to estimate the leakage is also properly formalized, the real measured 
value 𝑀 can be closely correlated with the hypothetical ones. Consequently, 𝑉[𝑗] 
should have a distinct diversity value. In comparison, if the key is not the right 
key, the measured leakage cannot be matched with the estimators. This makes 
𝐸0[𝑗]  and 𝐸1[𝑗]  statistically uncorrelated. In this case, the difference V[𝑗]  is 
expected to be close to 0. By making the calculations to all possible keys, the only 
right key can be submerged from other possible keys, i.e., right key is revealed 
out from other key candidates [21].  

1.5.3 Correlation Side Channel Analysis 

Correlation Power Analysis (CPA) [50] is evolved from the DPA with a stronger 
correlation model, which is capable of exploiting more dependency hidden 
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inside the analyzed traces. As the name implies, CPA depends on the 
correlations between the measured large number of traces and the estimated 
leakages.  

Similar to DPA, adversaries of CPA also need, but not much, knowledge 
about the algorithm structures, for finding a proper logic point which must 
correlate a part of the unknown key and some known information. A model 
should be reconstructed based on the knowledge to predict the side-channel 
leakage of the logic value from this logic point. So this model should connect the 
known logic value and the quantified power/EM leakages, as elaborated in 
Figure 1.15. There are two commonly used models: Hamming Weight (HW) and 
Hamming Distance (HD).  

 
Figure 1.15: Hypothetical model in CPA2

                                                      

2 𝑓𝑖𝑛𝑓𝑒𝑟() refers to the partial algorithmic logic to get the intermediate logic values, and 𝑓𝑝𝑜𝑤𝑒𝑟() 

specifies a power mapping from logic values to power quantities. 
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In correlation power or EM analysis, mapping the data values to the power 
or EM side-channel leakages are indispensable. This is a physical simulation for 
specific device. The simulation just gives a relevant energy dissipation or EM 
radiation corresponding to the logic values of logic elements. The dependency 
between the hypothetic relevant values and the real measured values can be 
retrieved using correlation functions.  

It should be noted that the power consumption here is quantified and 
simplified as logic switch from “0” to “1”, or from “1” to “0”. If the values are 
consistent between two neighboring states, the power consumption is modeled 
as “0”. Although tiny leak current exists, it does not impair this dependency.  

1.5.3.1 Hamming Weight Model 

Hamming Weight is defined as the number of “1” in a bit string. HW model is a 
generic hypothesis model predicting power consumption, or to EM radiation. It 
quantifies energy quantity of the targeted components at specific moment. HW 
can be used when the attacker has no information about the device, as well as 
the situation that the effective values on the target logic points are not 
consecutively stored. For instance, the attack point is a register and this register 
is repetitively reset to “0” after storing each effective logic values. Accordingly 
HW can be adopted to the attacks on these registers. This is interpreted as: The 
power consumption or EM radiation for a single or a group of cells are positively 
or negatively proportional to the number of value “1”. 

1.5.3.2 Hamming Distance Model 

Hamming distance is to quantify the difference between two single bits or two 
bit strings. HD model is suitable for the situation when the switch number of the 
targeted components is related to the adjacent states. For instance, 4 registers 
have transition states from 𝑉0(1,1,1,0)  to 𝑉1(1,1,0,0)  to 𝑉2(0,0,1,1) . Since the 
switch action consumes the most energy for the registers, by calculating the 
switch number during this period, hamming distance for each individual model 
𝐻𝑊(𝑉0) = 3,  𝐻𝑊(𝑉1) = 2 ,  𝐻𝑊(𝑉2) = 2  cannot give the right switch numbers. 
Comparatively, hamming distance is more suitable. 
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𝐻𝐷(𝑉0,𝑉1) =  𝐻𝑊(𝑉0 ⊕ 𝑉1)  = {1110} ⊕ {1100} = 1 

𝐻𝐷(𝑉1,𝑉2) =  𝐻𝑊(𝑉1 ⊕ 𝑉2)  = {1100} ⊕ {0011} = 4 

 

HD model is specially selected for the circuitry where the attack logic points 
have consecutive values in pace of clock frequency. To be precisely, HW is a 
special case of HD model, where either one of the two parties of HD model is a 
fixed values. As shown in Eq.( 1-14 ), if 𝑉0 is always {0000}, hence: 

 

 𝐻𝐷(𝑉0,𝑉1) = 𝐻𝑊(𝑉0 ⊕ 𝑉1) =  𝐻𝑊(𝑉1) Eq.( 1-14 ) 
 

This observation implies that HD is included inside HW (seen in Figure 
1.16), and practically, HW model has a broader adaptation that can be used to 
attack the logic points with HD property. It indicates that the effective values for 
a group of registers are consecutive, then HW model is still capable of attacking 
these registers. This feature is due to the statistic characteristic which require a 
larger number of traces to be processed in the correlation analysis. Certain bit 
vectors in certain continuous clock cycles will inevitably have the transitions 
from temporarily “constant” states to “effective” states, which matches HW 
convention. These cases are accumulated during the analysis with a great 
number of traces, and therefore can finally differentiate the hidden dependency. 
Nevertheless, a well constructed HD model depicts the logic behavior more 
precisely than using an approximate HW model. 

 
Figure 1.16: HW model is more adaptive than HD model. 
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1.5.4 Statistic Analysis 

The transient behavior of a subject in specific moment at the time domain 
represents the logic state. Only observing this state, it is far from being possible 
to reveal the law. Regularly, the accumulation of the states from the monitored 
object in multiple time points delivers a way to recover the internal behavior. An 
example gives a certification that many new asteroids in astronomical 
photography are found by observing the combination of a great number of 
photographs with multiple all-night exposures of the sky. This is because the 
turbulence like atmospheric distortion is averaged and the image becomes 
visible, hence the tiny displacement in a long time scale is more distinct. 
Statistics are generally subject to this principle by employing a great number of 
samples. Thus the analyses of the formulated combination of these sample are 
capable of revealing hidden secrets. A persistent factor that represents the 
regulation becomes pronounced, and the error or noise is submerged with more 
samples analyzed.   

In correlation analysis, Correlation Coefficient is selected to excavate the linear 
dependency between two sets of values. Eq.( 1-15 ) gives the definition of 
correlation, which quantifies the deviation from the mean. It is the average of the 
product of deviation from random variables X and Y with linear measurement. 
As implied in the equation below, if X and Y are statistically independent, since 
(𝑋𝑌) = 𝐸(𝑋) ∙ 𝐸(𝑌) , hence gives 𝐶𝑜𝑣(𝑋,𝑌) = 0.  

 

 𝐶𝑜𝑣(𝑋,𝑌) = 𝐸 ��𝑋 − 𝐸(𝑋)� ∙ �𝑌 − 𝐸(𝑌)��
= 𝐸(𝑋𝑌) − 𝐸(𝑋) ∙ 𝐸(𝑌) 

Eq.( 1-15 ) 

 

In CPA, correlation coefficient is commonly chosen to reveal the linear 
relationship between two sets of values, noted as 𝜌(𝑋,𝑌), seen in Eq.( 1-16 ). 𝜌 is 
distributed from -1 to +1. If 𝜌 = 0, and the two values do not have any linear 
relationships. In contrary, if −1 ≤ 𝜌 < 0, X and Y are negatively correlated, and 
likewise positively correlated if 0 ≤ 𝜌 < 1. The closer |𝜌| is to 1, the stronger the 
dependency is. 
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 𝜌(𝑋,𝑌) =
𝐶𝑜𝑣(𝑋,𝑌)

�𝑉𝑎𝑟(𝑋) ∙ 𝑉𝑎𝑟(𝑌)
      (−1 ≤ 𝜌 ≤ 1) Eq.( 1-16 ) 

 

Since crypto key is unknown and needs to be estimated, the normally used 
estimator 𝑟 is presented in Eq.( 1-17 ) from a Pearson Correlation Coefficient, where 
x and y represents the real measured leaks and estimated leaks respectively. For 
each key hypothesis, estimated 𝑟 can be yielded. The hypothetical key which 
corresponds to the highest 𝑟. So the task for correlation side-channel analysis is 
to calculate the correlation coefficient 𝑟 depending on the real measured and 
estimated power consumption or EM leakages, so as to find the strongest 
dependency. 

 

 𝑟 = |
∑ (𝑥𝑖 − �̅�)(𝑦𝑖 − 𝑦�)𝑛
𝑖=1

�∑ (𝑥𝑖 − �̅�)2𝑛
𝑖=1 ∑ (𝑦𝑖 − 𝑦�)2𝑛

𝑖=1
| Eq.( 1-17 ) 

 

Here the absolute value sign is mainly for a proper distinguish when the 
relationships are unknown as positive or negative. It is particularly true for the 
EM attack, since the voltage drop induced in EM antenna is direction sensitive. 
Adversaries typically have no idea about the EM field direction, be restricted to 
the limited knowledge to internal logic. Thus a negative induced voltage drop 
from the targeted cells results in a negatively highest correlation peak, while the 
attacker is searching the positively peak. In this case, the correlation peak for the 
right key may be omitted. Therefore, the absolute correlation coefficient values 
are produced as the comparators. 

Figure 1.17 describes the framework of statistic analysis for the EM based 
CPA. Let us take an AES-128 coprocessor as a case study, where the 128 bit 
width key is divided into 16×8 bit block subkeys in block cipher computation, 
where each 8-bit block key has 256 candidates. In each hypothesis, one 8 bit key 
is involved to by making, say 10,000, encryptions with known plaintexts to 
predict the EM leakage. Accordingly totally 256 groups of guessed EM leakage 
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can be obtained. On the other hand, EM leakage in real-world is measured by an 
EM probe. The measured data is rearranged like the same format of the 
predicted leakages. The measured traces are used to make correlation coefficient 
computation with the guessed 256 groups of leakages. The highest correlation 
peak reveals the best matched linear dependency with the measured one. 
Therefore the corresponding key for this predicted leakage is theoretically the 
right subkey. An example of detailed data matrix construction for both HD/HW 
attacks in Matlab is drawn in Appendix 1. 

A typical differentiation curve is plotted in Figure 1.18, where by increasing 
the number of analyzed traces, the right key correlation peak is submerged after 
a measurement to disclosure (MTD) threshold. MTD in side-channel analysis is 
used to quantify relative security grades under the same testing ambient.  

The hidden information that can be excavated during the analysis is not just 
the right key. Figure 1.19 demonstrates a 3D plot of the correlation matrix 
obtained. The highest peak in the plot shows the differentiated right key. 
Besides, the corresponding point in Time (trace point) axis also shows the relative 
time point of the occurrence of the analyzed logic behavior. Precisely, 25 
sequential sample points exist in each trace, and the occurrence time of the target 
behavior is fixed to the 10th point in observation of this plot. In other words, 
differential SCA not just reveals what happens, it also indicates when it happens. 
This renders correlation analysis meaningful in reverse-engineering [51] [52]. What 
is more, such attacks outperform other attack approaches when exploring the 
enveloped circuit details due to its lower cost, because it is much cheaper in 
contrast to a reverse engineering attack which requires an electronic microscope 
to study the intra-structure. 
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Figure 1.17: Dependency computation in Pearson correlation analysis. 

 

 

 
Figure 1.18: Key differentiation curve of a typical correlation analysis. 
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Figure 1.19: 3D (Key-Time-Correlation) view of a differentiated key. 

1.6. Testbeds 

The setups of environment-centric experimental setups have been widely 
discussed in literatures that presenting practical attack tests. Commercial SCA-
specific testing platforms, like SASEBO series [53], and Inspector○R

The crypt-device: It mentions the hardware devices in which the algorithms 
are implemented, such as crypt-specific crypto core (ASIC crypto core), 
programmed microcontroller, and configurable FPGA and CPLD, and the 
extensively studied commercial smart card. Since the basic cells are all MOS 
transistors in bottom layer, which inherently leaks side-channel information, 
therefore the energy or EM attack principles are universal to all of them. The 
varieties reside on the logic architectures and algorithm implementations.  

 [54] have 
been available in markets. Typically, the SCA testing platform consists of several 
essential metrics for both energy and EM setups: 

Side-channel observer: Which refers to the antenna, probe or any apparatuses 
that used to listen to and record the real-time emitted leakages. Commonly, the 
current, voltage and EM antennas are employed to observe the power/EM 
footprints, and oscilloscopes are responsible to record and transfer the measured 
data. 
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Analysis computer: It includes computation apparatus for data arrangement 
and analysis. Personal PC and server are normally responsible for this task. 

In the next content, several low-cost, efficient side-channel setups upon 
energy or EM are elaborated. The thesis work presented along was mainly based 
on these testing environments. 

1.6.1 Energy Setup 

Energy SCA targets a portion of data-dependant variants hidden inside the 
global power information observed from running crypto devices. An attack 
testbed based on power consumption is built upon a wireless sensor node from 
Cookie WSN systems [55] [56]. The Cookie employs a generic multi-layer 
architecture described in {Akyildiz, 2002 #209} to populate its individual node, 
as seen in Figure 1.20. 

 
Figure 1.20: Layered Cookie WSN node. 

In each individual node, a Spartan-3 FPGA is soldered together with a 
microprocessor that is responsible for the control of FPGA. Since the power 
consumption cannot be directly measured, a shunt resistor is inserted into a 
power supply cord (Given in Figure 1.21) in power layer so as to harvest the 
proportional energy dissipation. The voltage drop across the resistor is 
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measured and amplified by an analog amplifier. The amplifier is selected mainly 
due to two needs:  

 First, in this FPGA, the GND wire of the FPGA device has multiple 
connection ports to GND. So a shunt resistor for measuring the voltage drop 
of the chip cannot be inserted into the GND wire. A normal voltage probe 
that has a GND negative cable causes short circuit if measuring the shunt 
resistor in the VDD port.  

 Second, the voltage variants across the tiny shunt resistor are not significant, 
hence need to be amplified to exceed the minimum resolution of the 
selected oscilloscope. An analog amplifier can be used to enhance the 
voltage drop of the shunt resistor, so as to be measured.  

The amplifier magnifies the tiny peak to peak voltage drop of a shunt resistor 
by 30 times, e.g., from 0.2 mV to 6 mV, to be efficiently recorded by an 
oscilloscope with 2 mV minimum resolution. One significance utilizing the 
analog amplifier is from the noise that is brought into the measured data. This 
noise might cover the useful power signatures. Some noise-reduction solutions, 
like averaging the traces that process the same data are viable to mitigate these 
influences. Figure 1.22 depicts the power measurement setup to an FPGA 
processor in Cookie WSN node [57].  

 
Figure 1.21: CPA attack platform on Cookie WSN node. 

An Agilent oscilloscope DSO7032A is employed to transmit the collected 
power traces into analysis workspace in PC. It is important to emphasize that 
trigger signal is intentionally created in the setup in order to repeatedly drive the 
oscilloscope to record and transmit the observed data, while in realistic scenario 
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there is normally no such well-prepared triggers to be relied on. Adversaries 
have to find a substitution signal to use, or to collect a single and long trace to 
precisely partition it by some tricks [58]. The trigger signal is intentionally 
generated here so as to facilitate the experiments. In real situations, any kinds of 
signal that specifies a unique time point relative to algorithm cycle could be 
adopted. 

 
Figure 1.22: Platform of power attack on Cookie WSN node. 

1.6.2 Electromagnetic Setup 

The current from logic parts is transiently changing relying on the logic 
behaviors. So, similar to the current variant across the shunt resistor, EM 
radiation from routings in specific parts are also relevant to gate or register 
behaviors. EM attack is therefore a silent, contactless attack type. Adversaries 
retrieve the confidential information by analyzing the radiated EM field from the 
running crypto devices. Adversary of EM attack needs to properly deploy the 
EM probe closer to the leak source for gathering the EM emanation, instead of 
physically touching the target device. Figure 1.23 gives the construction scheme 
of EM based SCA and the real measurement in practical setup.  
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Figure 1.23: EM attack platform and real setup on Spartan-3 FPGA. 

The hand-made EM probe is a multi-turn coil antenna [59]. The design 
parameters are: copper wire diameter: 0.4mm; antenna diameter: 4mm; antenna 
turns: 25. A better approach to strengthen the measurable EM field is to mill 
down the chip package to closely position EM antenna to the target logic cells. 
However, such deliberate process is not preferable in real scenario because it 
requires highly professional mechanical apparatus in a well-equipped laboratory. 
In addition, decapsulation inevitably degrades the non-intrusive attack to be 
intrusive. 

Close-Field EM Setup: Modern digital circuit consists of a large number of 
logic cells. The targeted parts (such as gate, LUT, register or routing) in side-
channel analysis generally counts for a very small portion inside the whole 
design. In other words, the SNR (Signal-Noise-Ratio) is pretty small in each 
specific setup, which enables the noise difficult to be neutralized. A micro EM 
probe is possible to be concentrated to a small region around the targeted logic 
cells. Consequently, the interesting EM radiation counts for a relatively larger 
information portion, i.e., with higher SNR. That is one of the reasons why less 
trace number might succeed in an EM analysis. As just stated, in majority of 
cases, it is not easy to position the antenna to such a precise location because of 
the unknown intra structure under sealed package. A compromised solution is 
adopted to set the antenna, which fixes probe to power supply pins or 
depending on the attack types, to the output pins of the chip. It would be easier 
than making a laborious surface scanning to find the precise position of the 
interesting EM field. 

EM probe 

FPGA chip 
EM emanation 

EM probe 

Oscilloscope 

Computation 
apparatus 

Vdd 

GND 

Target chip 



1.6  Testbeds   51 

Chapter 1. Introduction and Background 

1.6.3 Simple Protections towards EM Measurement 

In this part, several tips are given for safely implementing crypto designs. An 
investigation has been done to exploit possible source leakages that might emit 
security-concerned side-channel EM radiations. The issues discussed here just 
refer to the tips for preliminary considerations to design schemes of single-rail 
circuits to remove some obvious leak possibilities, instead of enclosing any 
specific countermeasures.  

The direct EM emissions are the gates, LUTs, registers and routings. Since 
these cells are small and capsulated by the back-end packages, direct EM 
measurement above the chip barely works. In some utilizations, the algorithm 
outputs need to be transferred to other processing units, e.g., in the processor 
layer of Cookie WSN, the microcontroller in each node receives the encrypted 
ciphertext from the FPGA which accommodates crypto algorithm. So these 
ciphertext must be delivered over the on-board wires. These metal wires cause 
strong EM emanation that might be observed from a distance. Figure 1.24 shows 
a communication scheme that may transmit sensitive data via inter-chip wires. 
For SCA consideration, it is strongly recommended to avoid this kind of data 
transmission when scheduling the design.  

 
Figure 1.24: Inter-chip data transmission in Cookie’s controller layer. 

Another vulnerability hidden in the BGA solder balls on flip-chip BGA 
package. In many FPGAs, the inputs and outputs on the top module are 
connected to pins out of external package in default. These pins are physically 
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connected with solder ball through Silicon Via [9], as illustrated in Figure 1.25. 
Although the silicon core is well capsulated with multiple layers and materials, 
these solder balls as well leak side-channel information if certain sensitive 
routings are unintentionally configured to I/O pins. So it is essential to eliminate 
any unnecessary I/O port configurations from internal logic. 

 
Figure 1.25: Solder balls in board bottom release EM radiation. 

The last problem concerns the decoupling capacitors that are used to 
stabilize the power supply. Since it controls the power stability for a part of or 
the complete chip, the energy charged or discharged in these capacitors correlate 
the voltage fluctuations of certain logic region. It is obvious that the decoupling 
capacitors tamper the power SCA. However, in EM attack, the EM leakages from 
these capacitors can as well be used as the EM emission source. A viable solution 
is to hide these capacitors inside EM-proof materials. 

1.7. Conclusions and Thesis Objectives 

As a rapid and stealthy unconventional cryptanalysis approach, side channel 
attacks analyze and reconstruct hidden behaviors and secret data by means of 
exploiting unwanted leakages from side channels. SCA specially poses 
substantial security concerns towards mathematically constructed modern 
crypto algorithms, particularly to implementation defects where physical 
leakages were easily ignored. This thesis is motivated by practical requirements 
for achieving highly secure implementations over FPGAs against generic side-
channel analyses.  

Silicon-via 
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The contents of this thesis encloses 6 chapters, serving a main purpose: 
Exploring a novel logic-level dual-rail countermeasure, and utilizing customized & 
flexible EDA solutions to achieve highly secure crypto implementations in FPGA 
environments, being addressed by twofold motivations:  

i. A secure SCA-resistant logic style, tailored to modern FPGA architecture. 
ii. Rapid implementation workflow, assisted by custom EDA execution toolkit.  

More comprehensive elaborations of these objectives are delivered as 
follows. 

For achieving secure, cheap and flexible SCA-resistant countermeasure, an 
innovative gate-level logic is developed, by using architectural features of state-
of-the-art Xilinx FPGAs. The proposal is bolstered by custom implementation 
solutions. A secure routing strategy incorporated in this tool is specially devised. 
To be concretely, the implementation work depends on bottom-layer netlist 
XDL/XDLRC to manipulate the low layer logic primitives and wire cells. Some 
technical goals have to be reached:  

Automation: To operate thousands of logic cells from large algorithms. The 
cells cover basic logic elements, like slices, LUTs, RAMs, buffers and nets.   

Collaboration: The conventional vendor design flow populates the basic 
design framework, and the developed tools are responsible for creating and 
optimizing the global logic. So it must be able to assist the commercial tools to 
realize required transformations and modifications that vendor tools cannot 
yield (or might yield but with degraded performance). 

Modularity: Tools are to be constructed by functional modules, to be easily 
reused in a wide variety of applications. 

Versatility: Basic methods developed can be used for designs on different 
devices, i.e., the developed APIs should be equivalently support Xilinx low-layer 
prototypes. 

It is remarked that the contents of this thesis are presented beyond basic 
objectives, to beneficially strengthen the presented contributions. For instance, 
the validation of security improvement, even though not addressed as a major 
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part, is also elaborated. The routing impacts inside FPGA devices are able to be 
precisely evaluated based on the achievements. It is also stressed that the fast 
growing achievements (either published or unpublished) in this research topic 
during these years (or even in days) have inevitably restricted the reached scope 
of this thesis. What is more, the technique discussion along this thesis is still an 
open region, rather than a closed topic, that await to be further contributed to. 
Even for the author, the results presented in this thesis might lag behind his 
latest work results. However, author tried his best to cover most recent results to 
exhibit the state-of-the-arts of the work progress.  

The following chapters will dedicate to each related area to have systematic 
theory and technique elaborations. 



 

 

2. Chapter 2 

Logic-Level 
Countermeasures 

“An overview of the principles of SCA-resistant 
dual-rail logic; The implementation approaches on 
Xilinx scenario; The detailed presentations to the 
proposed dual-rail style; Thorough profile of 
implementation approaches and technique 
discussions.” 

 

This chapter originally proposes a logic-level dual-rail style against 
differential side-channel analyses, as one of the major thesis contributions. 
Evolved from the generic DPL protocol, this logic is typically featured by merits 
of compact, secure as well as convenient netlist transformation. 

In Section 2.1, a brief introduction is given. Section 2.2 presents the generic 
protocol of SCA-resistant DPL logic. Section 2.3 explains the principle of gate-
level protection on FPGAs, and the practical barriers during implementations. 
The proposed new DPL style is presented in details in Section 2.4. Section 2.5 
details the feasible implementation approaches of the proposed logic over Xilinx 
FPGAs, where an automated batch-based generation process is specified. Section 
2.6 specially shows the manipulations of logic cell duplications. The merits and 
drawbacks of the proposal w.r.t. prior solutions are compared in section 2.7. 
Section 2.8 draws the chapter conclusions. 
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2.1. Introduction 

Logic-level countermeasures against SCA have been widely researched in prior 
contributions. One of the most effective resisting strategies is to counterbalance 
the data-dependent physical leakages directly from the logic gate elements. A 
compensation protocol is realized by a dual-rail architecture which consists of a 
pair of complementary networks to dynamically counteract the circuit behaviors 
between each rail. The effectiveness of this mean stems from the physical 
characteristics of side-channel leakages which are closely related to the physical 
leakages of micro logic cells. In this chapter, the principle of DPL styles, and the 
implementation for FPGAs are discussed, as the foundations for the later on 
proposed Precharge-Absorbed DPL (PA-DPL). 

This chapter is centered to logic description, introducing the architectural 
features and implementation issues based on low-layer netlist designs. This is 
because the dual-rail format is incompatible with the classical logic 
implementation workflow, mainly restricted from several aspects: 

1. A singular value 𝐴 in classical single-rail circuit is represented by a compound data 
pair 𝐴(𝑎𝑇 ,𝑎𝐹), each of which is created and transmitted either by the True (T) rail 
or False (F) rail, relying on the specific execution logic. This requires a mirror logic 
in parallel from the original one. 

2. Any logic value in mirror rail should compensate with the counterpart value in 
original T rail. Thus logic conversion must be realized in the F rail to be able to have 
complementary logic value with the corresponding value in the original T rail. 

3. According to the DPL protocol, a precharge spacer must be added into any clock 
cycles to disperse continuous valid data in both rails.   

The above requirement ensures a complementary dual-rail format. 
Nevertheless, it unfortunately introduces implementation barriers. To cope with 
this challenge, two generic solutions have been documented, where in the first 
one, the logic correction is embedded into the primitive behavioral level .v/.vhd 
layer before the netlist synthesis. The major advantage of this approach is the 
rapid implementation by direct coding in circuit description language. While, a 
high-layer circuit description does not emphasize the details of the physical 
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layer, hence it is not able to guarantee a secure implementation after tremendous 
optimization.  

By contrast, the other solution applies to the back-end process of the design 
which starts from a regular implementation where the original single-rail circuit 
that abides to generic logic rule is relied on. Afterwards, logic conversion is done 
to the circuit netlist after P&R. The merit of this solution is that a strictly 
duplicated logic can be guaranteed after netlist duplication. 

The proposed logic style along this thesis is focused into the second design 
workflow, aiming to create dual-rail by back-end netlist manipulation. Back-end 
transformation on Xilinx Design Language is one of the prime contributions in 
terms of implementation. This design work is oriented to another emphasis, 
Electronic Design Automation (EDA), which is helpful to prototype uncommon 
SCA-resistant logics.   

2.2. Dual-rail Precharge Logic 

DPL is a rendezvous of SCA-countering logic styles on fundamental logic cells 
[60], featured from the dynamic and compensated behaviors between its T and F 
rails [12]. DPL conceptually disconnects the dependency between the leakage 
and the intra-data processed. This effect is benefitted from its dynamic dual-rail 
structure, which employs alternative “Evaluation” and “Precharge” protocol in 
the time domain, to decorrelate the data-dependent fluctuations in observable 
leakages. 

2.2.1 Dynamic Precharge 

As aforementioned, each variable in DPL is represented by two complementary 
values in the T and F rails where evaluation and precharge phases are switched 
alternatively. The value a(T) in the T rail and a(F) in the F rail compensate with 
each other (i.e., ‘a(T): a(F)’ is always in state ‘1:0’ or ‘0:1’ in the evaluation phase). In 
the precharge phase, a(T) and a(F) are both reset to a fixed state so as to disconnect 
the continuously constant data, meanwhile, without losing the computed 
algorithmic data stored in register or RAM. In this way, fluctuations in power or 
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EM trace are dynamically flattened. The dual-rail waveform of a typical DPL 
protocol is shown in Figure 2.1. 

 
Figure 2.1: Dynamic dual-rail compensation in DPL protocol. 

2.2.2 Model Compensation 

The advantage of the precharged dual-rail structure lies within its effective 
compensation of the data-dependent fluctuation in conventional single-rail logic. 
Two widely analyzed correlation models - Hamming Weight (HW) / Hamming 
Distance (HD) - are used to correlate the intra-data to the physical leakages. The 
principle of HD model resistance is explained in this part. As a special case of 
HD model, HW is also specified. 

 Let’s take a 4-bit register group as an example. For the HD model, if the 
current state of the bits is “1010” and the next state is “1101”, hence the flipped 
bits are bit0, bit1 and bit2, considering the order is from MSB to LSB. So the HD 
is 3 at this moment. If this rail is the original rail for DPL logic, the T/F rails for 
the current and next states are: 

T rail:   1010 => 1101 

F rail:    0101 => 0010 

The flipped bits for the F rail (bit0, bit1, bit2) are the same with that in the T 
rail. In this case, the flipped bits are doubled, but not constant (totally 6 bits, are 
hence data dependent). To disconnect this consecutive valid data, DPL protocol 
introduces a spacer as a precharged phase between consecutive clock cycles, as 
shown in Figure 2.2. 



60   2.2  Dual-rail Precharge Logic 

Chapter 2. Logic-Level Countermeasures 

 
Figure 2.2: Precharge insertion in DPL protocol. 

The precharge phase resets the non memory units to a constant state, for 
separating any neighboring evaluations. In this way, the flipped bit number for 
this 4-bit register cells are fixed to 4, i.e., in each clock cycle, the number of 
flipped bits is fixed without a dependency to the processed data. 

Similar to the HD model, HW model is targeted to the bits which are reset to 
a precharge state. In consequence, the conversion from HD to HW model is 
simply to replace the next state to the full-0 state (if the reset state is “0”). 
Accordingly, the previous bit conversions can be corrected in Figure 2.3.  

 
Figure 2.3: Hamming relation in DPL protocol. 

This demonstrates that the switch action for this 4-bit register group is fixed 
to 4. Precisely, HW model is a special case of HD model. The precharge structure 
forces the circuit frequency reduced by 50%, while the circuit behavior is 
decorrelated from power and EM signatures if the implementation can be 
properly done. A solution typically used to avoid the throughput reduction is to 
replace the register by a Master-Slave register [12]. 

 

T rail:     1010 => 0000 => 0000 => 0000 

F rail:     0101 => 0000 => 1111 => 0000 

 eval prch eval prch 

4 switches 4 switches 

T rail:     1010 => 0000 => 1101 => 0000 

F rail:     0101 => 0000 => 0010 => 0000 

 eval prch eval prch 

4 switches 4 switches 
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2.2.3 Preceding Logic Styles 

--SDDL--  

Simple Dynamic Differential Logic is one of the first proposed dual-rail style to 
counteract side-channel attacks [12]. This logic employs a separate dual-rail 
format to allow direct and entire netlist duplications from the original rail. Due 
to the global insertion of a precharge mechanism to every gate (LUT in FPGA), 
no precharge propagation is needed hence all the gate types are permitted to be 
used in the synthesis. Figure 2.4 exhibits a simple 2-input “XOR” gate in SDDL 
scheme, where the global precharge mechanism (“AND” gate) is inserted after 
every single logic gate, where 𝑝𝑟𝑐ℎ������gnal is set to “0” during the precharge phase 
and to “1” during the evaluation phase. SDDL allows symmetric network in 
FPGA environment, while the separate rails are vulnerable against selective EM 
side-channel attack (either named as isolated EM attack). As well, the process 
variation in different fabric may result in very different electrical influences 
between any complementary cells. 

 
Figure 2.4: SDDL XOR compound gate. 

--WDDL-- 

Wave Dynamic Differential Logic (WDDL) is the first dual-rail logic 
introduced in [12] [61]. The main contribution of this logic lies in the uncommon 
dual-rail compensated logic paths, combined with its propagated logic “wave”, 
which aims to dismantle any data-dependency in view of the logic behavior over 
each gate pair. This logic only consists of AND and OR gates, for allowing the 
“0” wave to be propagated through a complete combinatorial path. Due to the 
fact that FPGA design does not allow the gate prohibition in synthesis, the initial 
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design translation from upper hardware description language (VHDL or Verilog) 
must base on ASIC library, where the use of gates can be solely restricted to 
AND, OR gates, and single NOT gate. Afterwards, the created gate-level netlist 
can be handed over to FPGA synthesizer.  

Figure 2.5 shows the logic transformation of a 2-input “XOR” gate with a 
register from the conventional single-rail style to a WDDL format. WDDL 
theoretically requires symmetric routing paths between its T/F networks for 
eliminating side-channel leaks from routings. The crossed wires to implement 
“NOT” gate practically pose security vulnerability since the routings in this case 
is hardly achieved. This challenge can be solved if apply WDDL to ASIC, since 
each routing can be precisely adjusted by designers, contrarily in FPGA 
environment, routing is uncontrollable in classic design flow. 

 
Figure 2.5: Logic evolution from single-rail to WDDL style. 

In summary, the logic transmission from single-rail to dual-rail in WDDL 
resides in three points: 

1) Each gate is replaced by a couple of complementary gates; 

𝑎  
𝑏  

𝑎  

𝑏  
𝑂  

𝑎𝑡 

𝑏𝑡 

𝑎𝑓 

𝑏𝑓 

𝑂𝑡 

𝑂𝑓 

𝑂  

Gate dismantle 

WDDL dual-rail 
transformation 



2.2  Dual-rail Precharge Logic  63 

Chapter 2. Logic-Level Countermeasures 

2) Each register is cloned twice to allow the transmission of both “true” 
and “false” phases. 

3) Each inverter (NOT gate) is substituted by a couple of crossed wires 
between its corresponding true and false rails.   

 

--Divided Back-End Duplicated WDDL--  

Technique introduced in [62], known as Divided Back-End Duplicated 
WDDL (WDDL-DBD), replaces each inverter by a “XOR” gate. This gate is 
controlled by a global 𝑝𝑟𝑐ℎ������ signal to feed “0” in precharge phase and “1” in 
evaluation phase. By this way, the function of inverter can be emulated without 
using crossed wires. The main benefit of this technique is that the False network 
can be totally duplicated from its original true part. However, this relocation 
must deploy the new part separately from the original part, which is unsecure 
against selective side-channel attack, and is also sensitive to process variation. 

--iWDDL-- 

Another similar approach is presented in [63], named as isolated WDDL 
(iWDDL), which allows the existence of inverter to realize the complete 
separation between T/F rails. To justify this approach, a register is intentionally 
inserted after each inverter to provide the precharge wave. Afterwards, the 
original rail can be entirely duplicated to maintain identical routing networks. 
The drawbacks arise here are similar to those from the proposal in divided back-
end duplicated WDDL. What is more, the extra registers inserted are considerable 
in terms of area and/or power overhead, and the pipelining structure leads to 
reduced performance. Since the precharge propagation through combinatorial 
chain is actually removed, iWDDL is practically categorized as an evolvement of 
SDDL.  

--DWDDL--  

Double WDDL (DWDDL) is proposed in [64], for smoothing the leak 
skews between the T/F routings in FPGA applications. This scheme aims to gain 
a perfect balance by cloning another separate WDDL module with very identical 
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routing network to the original WDDL instance, and converted logic values. This 
proposal gains its security enhancement at the significant quadruple overhead in 
terms of area and power compared to its original single-rail design (Hereafter 
named as single-end or SE). Hence it is not attractive to be utilized in complex 
cryptographies and resource-critical scenarios. 

--MDPL-- 

Masked Dual-rail Precharge Logic (MDPL) is presented in [65]. This logic 
integrates the masking solution to the conventional dual-rail precharge protocol. 
Each logic gate here is constructed by two majority gates, which allows all the 
gate outputs switch values simultaneously. A main feature is that a 1-bit mask is 
inserted into each gate to switch the paths between T/F routings. Since the mask 
signal is driven by a random number generator (RNG), the influences from the 
imbalanced T/F routing paths can be mitigated because such unpredictable 
switch randomizes the imbalances. Whereas, 1 bit mask only provide two 
possible masks, which can be distinguished using Probability Density Function 
(PDF), subsetattack and folding attack. Practical attacks to MDPL can be found 
from [66] [67] [68]. An improved structure from MDPL, named iMDPL [69], 
resynchronizes all the inputs by inserting SR-Latches. This correction elevates 
the resistance against first-order attack, while is still vulnerable against the 
threats to MDPL. Besides, the complexity of basic gates is drastically increased. 
Due to the custom gate structure, neither of MDPL and iMDPL can be 
implemented in FPGA devices. 

--DRSL-- 

Dual-rail Random Switching (DRSL) is introduced in [70] which combines 
the ideas of dual-rail protocol and bit-masking to randomly swap the logic 
interconnect pairs by majority functions, for making the circuit insensitive to 
routing imbalance. An “enable” signal is used to synchronize the inputs before 
the evaluation phase. However the lack of synchronization before precharge 
phase exists as a security concern. Further vulnerabilities from maskings are 
revealed in [71] [66]. By a so called Power Density Function (PDF), analysis to a 
subset of the measurements could remove the masks [67] [68]. 
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--BCDL--  

A logic structure called Balanced Cell-based Dual-rail Logic (BCDL) is 
presented in [6] which is capable of resisting EPE [72] by synchronizing all the N 
pairs of inputs of a compound N-input gate and with no limitation to gate types. 
It is also pretty compact compared to other dual-rail logic styles, and the simple 
structure makes it very suitable to be applied in FPGA environment. The 
detailed description of BCDL will be given in Section 4.5. 

2.2.4 Motivations 

To a summary, SDDL, WDDL with Divided Back-End Duplication and iWDDL are 
all capable of reserving identical routing networks, but the separate T/F rails 
make their securities suspicious against selective EM analysis. Another 
uncertainty stems from the process variation, that might as well considerably 
influence the compensation behaviors. Beside, security of iWDDL is impaired by 
the reduced performance due to its “superpipeline”. The basic WDDL requires 
crossed T/F wires hence it is not possible to yield identical routing networks. 
DRSL, MDPL and iMDPL use the bit-mask to make the routing skew insensitive, 
while later investigations reveal that the mask can be possibly be removed by 
probability analysis. BCDL ensures synchronized gate inputs in both precharge 
and evaluation with a very compact logic size, but the non identical routing 
network still pose concerns to its dual-rail compensations. Besides, all of the 
above dual-rail styles require extra logic to drive the precharge behaviors. This 
inevitably takes extra resource overhead. Finally, the implementations of most 
stated logics need tedious manual interferences to populate the structures in 
classic FPGA workflow, which greatly cripple the implementation efficiencies.  

In this thesis, these challenges are tackled with by exploiting novel dual-rail 
schemes to ensure high security grades to FPGA implemented crypto algorithms 
from the following advantages: 

a) Identical True and False networks (both on logics and routings); 

b) Very closed dual-rail placement (Interleaved routing paths); 
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c) Compact logic structure (To absorb the precharge mechanism into basic 
logic gate - LUT function in FPGA); 

d) A set of automated and customized implementation tools. 

As of now, none of the presented SCA-resistant styles can be satisfying in 
consideration of all criterions. They either remain vulnerable towards specific 
SCA scheme and/or combined multiple attacks, or show significant resource 
overheads and implementation complexities. It is remarked that this thesis does 
not aim to find a perfect solution to all these challenges, instead, presenting 
optimum structural and technical enhancements grasping with the above main 
problems relying on the existing dual-rail precharge protocol serves as the main 
purpose along this thesis. 

2.3. Gate-Level Protection 

A gate is a designation referring to a wide variety of logic functional cells in a 
digital system which consists of one or more input operations such as “AND, 
OR, NOT” and complex combination of these functions. But in this thesis, 
definition of gate is extended to all the counterparts on this design level such as 
registers, buffers, multiplexers, and registers, referred as gate-level design. There 
are basically two basic implementation solutions in digital design. First, the 
synthesized circuit netlist in an ASIC contains a great number of fixed logic 
structures selected from the resource library, which are typically implemented 
by MOS transistors. Different functions are realized by specific gate types 
varying in size, delay, structure and power characteristics. Second, look-up-tables 
in FPGAs are another option to realize Boolean functions. A LUT is essentially a 
tiny memory that can be configured with finite I/O connections. Any digital 
logic gate in a circuit is translated and mapped to a LUT, and this process is 
done by a tool, so as to configure the LUT matrices in FPGA fabric, in order to 
realize the equivalent gate function. In this way, LUTs behave as gate in ASICs, 
while it is able to implement arbitrary functions as long as the I/Os are not 
outnumbered.  
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Unlike the gate in ASICs, the LUT in an FPGA processes data with similar 
energy dissipation regardless signal values, because it chooses the output data 
from a pre-stored memory by a symmetric selection multiplexer tree. The 
switching action affects the flip-flops, where the energy consumption accounts 
for a considerable portion of the whole circuit. The switching action also results 
in different power consumption from parasitic capacitance of routing lines. Since 
they comprise the major energy consumption, a secure SCA-resistant logic 
should guard all the gate-level elements from the security-critical logic parts.  

2.3.1 LUTs and Registers 

LUTs and registers in FPGA are the two main logic elements, concatenated by 
wires to comprise the schemed logic network. These logic components produce a 
large portion of the leaked power or EM radiation, so careful compensation must 
be achieved to the two rails when constructing a secure dual-rail logic. The 
principle for the gate-level protection is that each energy consumer of gate-level has 
a complementary element which performs oppositely, in terms of energy, in time domain. 
Thus, the internal architecture for the gate-level element is not so important 
since the overall energy feature of the element counts. Nevertheless, a study of 
the internal details might help to have a more precise description of the circuit 
and figure out the micro structural pitfalls that need to be removed.  

A LUT in an FPGA can be described as a multiplexer tree as simplified in 
Figure 2.6, where a topology of a 3-input LUT is illustrated. In this logic, each bit 
of the address controls one selection stage, where several essential properties can 
be extracted from this structure. 

First, if the inputs (address) of the two LUTs in DPL are complementary, the 
number of the used multiplexers for each selection stage is constant in every 
clock cycle. In other words, the used multiplexer number for the two T/F LUTs is 
constant. This can be clearly seen in Figure 2.7. For instance, the input values for 
LUT_F is “010”, the corresponding inputs for LUT_F is “101”.  
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Figure 2.6: Conceived selection topology of LUT. 

As highlighted, all 4 paths “0”s are selected for LUT_T from the first 
multiplexer stage, and comparatively all 4 path “1”s are selected for LUT_F. 
Likewise, both 2 path “1”s are selected for LUT_T, and both 2 path “0”s are 
selected for LUT_F in the second multiplexer stage. In the third LUT stage, path 
“0” is selected for LUT_T and path “1” for LUT_F. If path “0” and path “1” for 
the multiplexer consume different amounts of energy (Assuming that selection 
path “0” consumes E(0), and selection path “1” consumes E(1)), the energy 
dissipation by LUT_T and LUT_F are expressed as: 

 

LUT_T:             E(0) × 4 + E(1) × 2 + E(0) × 1 = 5E(0) + E(1) 

LUT_F:             E(1) × 4 + E(0) × 2 + E(1) × 1 = 5E(1) + E(0) 
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Figure 2.7: LUT truth table and conceived structural topology. 

Hence, total energy consumption for this compound gate is: 6E(0) + 6E(1). If 
the input address is changed, this LUT pair as well consumes the same amount 
of energy. This draws a conclusion that energy consumption by a pair of LUTs in 
dual-rail architecture is independent to the processed data.  

The precise energy dissipations for specific logic cells are affected by the 
electrical features due to the parasitic parameters and technological bias [73], i.e., 
the conclusion above strictly stands up only if the physical parameters are 
identical for the corresponding elements for requiring an ideal implementation. 
This issue will be tackled in Chapter 4. 

Dynamic compensation for the dual-rail logic is also affected by the timing 
of the counterpart cells. The tree architecture of a LUT in Figure 2.6 has constant 
time delay, namely, LUT delay is independent from the input data [2]. Registers 
in digital circuit are irreplaceable logic cells for constituting a consequential 
system. Different intra register topologies result in unique energy features, 
however, the register can also be treated as a single entity to assess its energy if 
the internal physical characteristic can be seen as equal across a selected chip. 
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With this prerequisite, a register pair in DPL can be guaranteed to consume 
balanced energy. As the same concerns to LUT, technological bias also impairs 
the compensated behaviors in DPL logics. 

2.3.2 Implementation Challenges 

A great number of cells are required to build up complex crypto algorithms. But 
the special architectures of DPLs makes the implementations very challenging. 
Any minor asymmetry (unbalanced compensation) in circuit might be reflected 
in eavesdropped traces [74] [75] [72] [76], and consequently degrade the 
securities. Designers have extensive control over ASIC design in synthesis, 
placement and routing. Comparatively, implementation control is limited in 
FPGA systems, where designers can only depend on prefabricated resources in 
the logic array to deploy the circuits complying with Design Rule Check (DRC) 
rules. Optimization strategies in FPGA synthesizer favor other designs but 
substantially change the expected circuit geometry, particularly in terms of 
routing.  

A number of papers have discussed DPL realization in FPGAs [12] [64] [77] 
[6] [78]. A masking method is proposed in [79] [80] [81] that aims to mitigate the 
dual-rail bias by swapping the rails in a random behavior. A later investigation 
reveals that only masking is not secure enough to overcome the unbalanced 
routings [66]. 

In recent years, Block RAM has been widely investigated as a substitution to 
assist the secure crypto implementation in SCA research. This approach is 
benefitted from its significantly reduced distributed networks by implementing 
combinational logic portions into RAM blocks. Studies in [82] [83] report that the 
complex network and large fanout are the major factors of unbalanced leakage 
in dual-rail logic implementations. As a matter of fact, if the complementary nets 
in DPL can be strictly kept symmetric in logic paths, data-dependent power or 
EM leakages can be reduced to a much lower level. However, routing in FPGAs 
is always the short slab in FPGA implemented DPLs, hence a compromised 
solution using Block RAM to accommodate the security critical part (like S-box 
or T-box [84]) are favorable ways to achieve this goal. Another advantage 
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utilizing Block RAM in crypto design is from the synchronization mechanism, 
because the synchronized Block RAM guarantees identical output propagations 
to the next stage. This feature alleviates the Early Propagation Effects (EPE) [72]. 

In order to rule out the implementation barriers, the logic architecture 
proposed along this thesis serves this purpose, without sacrificing resistance 
against side-channel threats. This presented logic involves substantial logic 
transformation of LUT-level netlists in FPGAs, to achieve strict dual-rail 
structure by a fully automated design process. Section 2.4 draws a thorough 
description of this proposed SCA-resistance logic.  

2.3.3 Early Propagation Effect 

Early Propagation Effect (EPE), also named as Early Evaluation Effect, was first 
raised up in [74]. A typical gate in ASIC or LUT in FPGA has one or more input 
nets. Normally a gate has different input arrival time if no special constraint is 
imposed to the routings. A critical problem due to this issue is that the switch 
time for the gate may differ, and a glitch may occur, related to the input values. 
Since the switch time or the glitch is related to the gate input combination, this 
bias might throw out data-dependent hints in power or EM traces. An ASIC 
design process may precisely control the logic paths for obtaining identical 
routing delays, while FPGA shows very limited control over routings, therefore 
leaving security defects. 

Restricted by the different logic paths, LUT input arrival times are unequal 
in FPGA. To be precisely, a simple gate or LUT does not wait for all input values 
to be in the valid states before flipping the output. If the gate type and the input 
combination are proper, an intermediate output result, exhibited as a peak in 
power or EM radiation, would exist. 

As plotted in Figure 2.8, a 2-input XOR gate has arrival delays between the 
two inputs A1 and A2. Denote arrival time for the 2 inputs as 𝑡2  and 𝑡3 
respectively. At the start of ‘evaluation’ phase, only when the inputs combination 
is A1:A2=’1:1’, an intermediate peak in output F occurs. This peak starts when 
A1 arrives, and ends when A2 arrives. Since intermediate state only occurs in 
proper combination of gate type and input values, it can be considered as data-
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dependent. Just by detecting this short peak, the input of this XOR gate can be 
recognized. Furthermore, measuring the switching time delay [75] is also 
possible to recover the input combination. In Figure 2.8, A1 arrives earlier than 
A2. If output F is evaluated to ‘1’, an early switching action reveals that 
A1:A2=’1:0’. Likewise, a late switch action reveals that A1:A2=’0:1’. In this case, 
switching time is also related to the logic inputs. 

 
Figure 2.8: Data-dependent intermediate peak of a 2-input XOR gate. 

In DPL logic, EPE vulnerabilities from different arrival time not only exist 
within each gate of the complementary gate pair, but also in the counterpart 
inputs between the gate pair. For example, if the routing lengths for a pair of 
counterpart inputs are not identical, a power or EM peak is still possible. As 
illustrated in Figure 2.9, with different time delay, the peak residues in power or 
EM traces as well exist. The main reason for this delay is the unbalanced routing 
length of the mainstream DPL structures on FPGAs, where gates are mapped to 
the LUTs and routing is strictly constrained. In each clock cycle, the register in 
the previous stage propagates its memorized value to the register in the next 
stage. In the propagation through the combinational logic, time is spent mainly 
in routing wires, switch matrixes connecting each LUT and a small portion to 
LUTs themselves.  
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Figure 2.9: Routing unbalance in side channel signatures from DPL logic. 

To obtain a DPL structure which is robust against EPE both in precharge 
and evaluation phases, two principles must be complied with: 

 Within either one of the complementary gates or LUTs, all the input 
signal should have the same arrival time, or should be fine-tuned by 
some mechanisms which make the output of gate or LUT switch only 
after all the inputs have obtained the valid values.  

 Between the inputs of the complementary signal pair, arrival time for 
them should be identical or should also be synchronized to switch only 
in valid states.   

Some proposed countermeasures against EPE are inherently or purposely 
devised in previous documents, using special synchronization techniques. 
However, unbalanced routings still pose security concerns [69] [6] [78]. 

2.3.4  Unbalanced Routing 

Intractable routing schemes in DPL in FPGAs make EPE even pronounced, 
while another problem due to biased routing pair also counts in secure logic 
realization. This vulnerability stems from the non compensated parasitic 
capacitance between any routing pairs. Dynamic power in wires is consumed by 
charging and discharging of the wire parasitic capacitance 𝐶𝑝𝑐 . Eq.( 2-1 ) 
expresses the power consumption 𝑃𝑤 by a wire at an averaged frequency 𝑓 when 
the voltage swing is 𝑉. 
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 𝑃𝑤 =
1
2
∙ 𝐶𝑝𝑐 ∙ 𝑓 ∙ 𝑉2 Eq.( 2-1 ) 

 

Power consumption from parasitic capacitance accounts for a part of the 
total energy dissipation from the implemented algorithms. Once the routing 
balance is not guaranteed, the mismatched compensation leaks exploitable 
variations by sophisticated measurement, as explained in Figure 2.10. Let us take 
a pair of nets in a DPL logic as an example. The circuit is implemented in FPGA 
where each one of this net pair has a source and a sink (seen in upper picture of 
Figure 2.10). If they are routed with non identical routing paths (e.g., T net is 
longer than the F net), the parasitic capacitance (𝐶𝑝𝑐_𝑇 for T net, and 𝐶𝑝𝑐_𝐹 for F 
net ) can be different, 𝐶𝑝𝑐_𝑇 > 𝐶𝑝𝑐_𝐹. According to Eq.( 2-1 ), when the circuit is 

powered on, the power consumption in T net 𝑃𝑤_𝑇 is larger than the power 
consumption in F net 𝑃𝑤_𝐹,(𝑃𝑤_𝑇 > 𝑃𝑤_𝐹). Consequently, in view of both nets, 
the combined power traces cannot be fully counterbalanced. The magnitude of 
the power cost is dependent on the data carried out by this net pair. Power 
features can still be observed from EM leakages of these nets, so the circuit in 
this case study is as well vulnerable against power or EM analysis.  

Since FPGA fabrication is continuously employing size decreasing process 
technologies for new products (seen in Figure 2.11), the wire length is becoming 
a more dominant factor for the capacitance that contributes to a great portion of 
the total power consumption [85]. Obtaining precise compensation between the 
parasitic capacitances of the T/F routing networks is becoming more critical for 
constructing robust dual-rail circuits. Since it concerns the physical 
characteristics, rather than the logic values, the synchronization mechanism used 
to defend EPE cannot work anymore. The only viable way to realize it is to make 
strictly identical net shape, which requires the same lengths, and even path 
shapes and directions present in each complementary routing pair.  
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Figure 2.10: Uncompensated power signatures for a pair of biased routings. 

Xilinx does not disclose physical information in detail, like parasitic 
capacitance 𝐶𝑝𝑐. Fortunately, these information are computed internally within 

its tools to estimate some public information, like power and timing reports. 
Therefore a solution is possible to find relativities of parasitic capacitances by 
comparing the power consumption or net delay of the routed nets. This 
approach will be presented using the timing analysis technique that will be 
shown in Chapter 5. 
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Figure 2.11: The shrinking feature size from newer Virtex FPGAs. 

2.4. Precharge-Absorbed DPL 

This section presents the PA-DPL logic, which is one of the main contributions 
along this thesis. As the name implies, this logic is developed based on generic 
Dual-rail Precharge Logic (DPL), aiming to provision a resource-saving solution 
by absorbing the precharge mechanism into the FPGA LUT. The principles of 
PA-DPL can be obtained from the following points: 

 Each LUT equation of the implemented circuit is synthesized with specific 
translation algorithms, abiding to the optimization principles of the 
devices. The LUT inputs can be various. Thus for many LUTs, there are 
free inputs that are not occupied by the synthesized functions. For 
instance, for a 4-input LUT equation, if it is mapped towards a 6-input 
LUT in Virtex-5 FPGA, there are 2 free inputs. This is a resource waste 
when extra logic, like the precharge mechanism in DPL, is implemented 
by external resources. 

 The proposed PA-DPL architecture intends to take usage of the free input 
pins to realize the precharge logic, instead of using extra resources. This 
conversion can be achieved directly by correcting the LUT functions 
defined in the primitive circuit netlist and create a global precharge 
network.  
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 PA-DPL is an evolved version of SDDL logic which does not propagate 
the precharge wave through the combinatorial network. So the precharge 
signal needs to be connected to every gate-level arithmetic cell (LUT-level 
in FPGA) in the original rail as well as all the duplicated rail. In a generic 
design flow, the LUT inputs are possibly to be completely occupied, hence 
assistant procedures must be integrated on a suitable mean in order to 
reserve an input of every LUT so as to be used for the precharge signal. 

2.4.1 Logic Protocol 

The precharge signal in PA-DPL is blended inside the logic Boolean function 
inside the LUT for realizing the precharge functionality. As illustrated in Figure 
2.12, a normal equation for the implemented i-input LUT is 𝑓(𝐴1,𝐴2, , ,𝐴𝑖). Hence 
the precharge phase can be activated by making multiplication operation 
between the original function F and the precharge signal prch. By this way, the 
LUT output can be precharged when the level of prch signal is high, while the 
effective values can be propagated via the logic path when the prch signal is in 
low level. Here the prch is strictly synchronized by the clock. This is achieved by 
implementing both clock and prch with global clock networks that connect the 
source signal to the clock buffers in Xilinx FPGAs. Clock buffers provide a 
uniform, low skew signal for clocking. When clock buffers are not required for 
general clocking needs, they may serve as additional routing resources for high 
fanout signal [1]. An approved flavor for this solution is that the global network 
in FPGA routing channel is especially reserved to provide very strong driver for 
clock networks. So this usage is able to enable the precharge operation for a large 
number of precharged LUTs in the FPGA fabric. What is more, it offers very fast 
precharge speed to coordinate the precharge phase with the clock low voltage 
level. 

The compensation achieved between the T and F rails for the dual-rail 
precharge waveform is drawn in Figure 2.13. The LUT absorbed precharge logic 
forces the effective LUT output to the fixed precharge state in a portion of each 
clock cycle. For the F rail, modification is made to the LUT equation to have 
compensated output. In this way, this compound LUT pair has one and only one 
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switch operation in each clock cycle, i.e., the two LUTs switch alternatively to 
achieve dynamically balanced behavior, as illustrated in Figure 2.13. 

  
Figure 2.12: Absorbed precharge for LUT implementation. 

 
Figure 2.13: Dual-rail precharge mechanism. 

The logic insertion of prch can be done by correcting the instance primitives 
in the readable xdl netlist, which is functionally equivalent to the post P&R ncd 
circuit. An xdl netlist describes the implemented circuit in gate-level, which 
precisely represents the final circuit used to create the bitstream. Xilinx provides 
a command to convert the xdl file to ncd version so as to create the configuration 
bitstream. This property allows the modification or adjustment directly of the 
xdl codes, assisting the designer to prototype extra or modified logic structures 

Modified LUT equation 
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that cannot be directly achieved by the generic execution flow, or the circuit that 
requires rigid constrain to the gate-level formats. 

Various logic-level solutions have been proposed in literatures to mitigate 
side-channel threats with certified security assurances. However, none of them 
can be sufficiently robust if taking extensive considerations of several technical 
barriers. 

2.4.2 EPE Resistance in First LUT Stage 

In PA-DPL, the precharge signal is absorbed into a free LUT input. This logic 
style is not fully immune to EPE. A critical concern in EPE is the swinging 
precharge/evaluation edges which depend on the input combinations. Thus a 
synchronization can be used to fix the duty cycle of precharge/evaluation 
phases. The proposal requires another signal Ex used as synchronization signal 
working together with prch. Prch here has double frequency of Ex with a minor 
time difference to prch, hereby named △𝑡 . So they could produce a signal 
𝑃𝑟𝑐ℎ ∗ 𝐸𝑥��� which ensures a 25% duty cycle. The signal ~𝑃𝑟𝑐ℎ ∗ 𝐸𝑥��� is applied to 
PA-DPL. 

Figure 2.14 exhibits the signal timing relationships of PA-DPL 2-input XOR 
gate when it switches between the precharge phase and the evaluation phase. In 
this case study, let us suppose that input values of A1:A2 change from ‘1:1’ to 
‘1:0’. A1 arrives at the gate earlier than A2. Without Ex, an intermediate 
transition peak would occur when the inputs move from precharge state ‘0:0’ to 
evaluation state ‘1:1’. If the gate is precharged by 𝑃𝑟𝑐ℎ������� ∗ 𝐸𝑥���, the intermediate 
peak can be avoided since the output would always be in the precharge state ‘0’ 
unless 𝑃𝑟𝑐ℎ������� ∗ 𝐸𝑥��� changes to ‘1’. This 25% duty cycle ensures that the evaluation 
phase is always late, i.e., the evaluation phase only starts after all input signal 
arrive at the valid states in a permitted frequency range. The minor time ahead 
of Ex also guarantees that evaluation would end, i.e., precharge phase starts, 
before the fastest input arrives at precharge state ‘0’. This prevents the possible 
intermediate peak at the start of precharge phase from the first LUT stage.  
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Figure 2.14: Timing scheme of a 2-input PA-DPL XOR cell. 

Using this synchronization technique, inputs for either T gate or F gate is 
free of EPE at the start of the precharge and the evaluation phases for the first 
LUT stage. While for the second LUT stage, this solution fails to thwart EPE. 
Thus, the Ex mechanism in this proposal is just applied to the first LUT stage in 
the protected combinatorial path.  

However, if identical routing for T and F parts cannot be assured, the EPE 
threat still exists for the complementary signal pairs. Therefore, T and F parts 
must be kept separate in FPGA fabric in order to get the identical routing. This 
could be done by the “copy & paste” approach used in Divided WDDL [12] or 
Double WDDL [64]. The netlist after P&R describes precise circuit information, 
which contains the location parameters. So the netlist from the true rails can be 
selected and duplicated to an adjacent fabric by changing the location 
parameters. In the strengthened PA-DPL, the synchronization logic is also 
absorbed into LUT equations utilizing extra LUT input (Figure 2.15). Different 
from the simple PA-DPL, two of the LUT inputs are utilized for the 
synchronized precharge logic. So 6-input LUT utilization for target logic is 
equivalent to that of a 4-input LUT in this version. 
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Figure 2.15: Absorbed synchronization precharge logic in LUT equation. 

In PA-DPL, the true and the false parts of a compound gate are separated 
into two parts which preserve precise identical routings for both parts. Due to 
this feature, the delay time and load capacitance for T and F parts are identical, 
with a single exception of silicon process variation and technological 
uncertainties within the FPGA fabric. Since PA-DPL, gate type is not restricted, 
since it is permitted to use any logic gates, suitable to be mapped to the LUT. To 
summarize, PA-DPL solves or alleviates the next several technical barriers: 

 True and false parts of a compound gate are respectively separated into 
two parts which can maintain identical routing networks for both parts. 
Due to this feature, the delay time and load capacitance for T and F 
parts can be very similar, with the only exception from silicon 
technological variations. 

 Gate type is not limited. It is permitted to use any logic gates, 
considering the LUT size, taking into account that at least one or two 
(for strengthened version) extra signal are required. 

 The logic scale is reduced because the precharge logic is absorbed into 
the LUT functions. 

 Since the rails in PA-DPL are not compulsory to be swapped, the two 
rails can be placed in separate or interleaved format (with routing repair 
process for achieving identical net pair in interleaved format) which 
reduce the impacts from process variations. 
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2.5. Single-rail to Dual-rail Conversion 

The automatic implementation issues of DPL logic on Xilinx FPGAs is specified 
within this section. The main project is constructed upon Xilinx xdl format, 
which is a readable netlist of the implemented designs for Xilinx FPGAs. It is 
addressed equivalently to the Native Circuit Description (NCD) which is used to 
create the binary configuration file - bitstream. By taking PA-DPL logic as a case 
study, the DPL modifications are elaborated over design’s xdl file. It is noted 
that the purpose of this section is to present the implementation workflow that 
benefits the high efficient design and test tasks. A major significance of the 
execution is that designers can freely define the logic region to be protected, 
without altering other parts. 

2.5.1 Netlist in FPGA 

A netlist in circuit design normally consists of one or more networks with 
elements connected together. Netlist provides a map in which the ports of 
individual instances in the netlist are connected to the ports of other elements. 
The internal topology of a netlist is normally deduced from the synthesis process 
which interprets a circuit from behavioral-level or logic-level to lower gate-level 
or LUT-level cell network. Through a classical design flow, several netlists are 
created during the process. The two essential parts comprising a netlist are 
“instance” and “net”. The format of netlist varies substantially based on the 
design stage. In FPGAs, instance in netlist refers to the native logic configuration 
cells like CLB, BRAM, Buffer, DCM, DSP, etc. And net is basically a set of 
consecutive “wire” segments to connect different instances.  

Netlists in Xilinx FPGA can be the files with suffix of ngc, ngd, ncd, xdl, bit, 
described from different implementation phases or for different use purposes. 
The brief descriptions of these netlist are listed in TABLE 2.1. Among those, xdl 
is a human-readable one which depicts the netlist information in ASCII 
expression with a very regular format. A major advantage is that xdl can be 
conversed back to ncd file which is directly used to create bitstream. For serving 
the purpose of this thesis, a post P&R netlist which describes LUT-level instances 
should be used for this logic conversion, hence xdl is selected. The xdl file can be 
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converted by xdl command line “xdl –ncd2xdl” from ncd netlist. In xdl syntax, 
there are three sections, namely: Header, Instance and Net. 

TABLE 2.1: XILINX FPGA NETLISTS AND DESCRIPTIONS 

Process Netlist Description 

Synthesis .ngc A binary netlist based on UNISIM component 
library adopted for Xilinx to describe the circuit 
logical data in behavioral simulation and 
constraint information. It is directly produced 
from XST synthesis. 

Translate .ngd Created based on SIMPRIM library, to describe 
the circuit with information about switching 
delays. Created from ngdbuild tool. 

Map .ncd NCD netlist is mapped on specific device, like 
LUTs, flip-flops, BRAMs, buffers, to created 
NCD netlist. NCD contains precise information 
about switching delays. Produced from MAP 
tool.  

P&R .ncd The device resources in NCD are located 
complying with default optimization strategies 
or user-defined constraints. The interconnects 
are also routed with specific routing paths. 
Performed in Xilinx PAR tool. 

Netlist 
Conversion 

.xdl A highly regular LUT-level netlist in ASCII 
format. It is a readable equivalent file to post 
P&R ncd, which encloses complete information 
of an implemented circuit, adapted to a device.   

Bitgen .bit Bitstream is the ultimate netlist used in Xilinx to 
directly configure the FPGA device, which is 
fully expressed in binary system.  

2.5.1.1 Xilinx Design Language 

 Header 

The title entity declares I/O configurations, such as project name, device 
family and ncd version in this design class (see Figure 2.16). In attribute of each 
project header, global configurations, like external I/Os of the design, are also 
declared. Motivated by the requirements from side-channel attack resisting 
logic, only the internal architecture of the crypto processor needs to be fortified 
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with substantial correction, without modifying the I/O configuration of the 
algorithm. Since the header part defines the global I/Os, no manipulation is 
done to this entity when applying the dual-rail conversion.  

 
Figure 2.16: xdl header syntax. 

 Instance 

The instance entity lists the used instances and their complete 
configurations. The instance section mainly describes the Slices (SliceL/SliceM), 
RAM, DSP, DCM, Buffer, IOs, etc, which are primitive logic cells mapped to the 
suitable FPGA resource. The universal syntax for the placed instance is depicted 
as follows. 

 #      instance <name> <sitedef>, placed <tile> <site>, cfg <string> ; 

Figure 2.17 draws the syntax of several instances included into this part, 
which consists of the instance name, type, primitive site, deployed tile and the 
internal configuration. The syntax string for each instance presents the detailed 

 # Header start ================================================ 

design "sbox_AES" xc5vlx110tff1136-1 v3.2 , 

  cfg " 

       _DESIGN_PROP::BUS_INFO:2:INPUT:din_port<1:0> 

       _DESIGN_PROP::BUS_INFO:2:INPUT:kin_port<1:0> 

       _DESIGN_PROP::BUS_INFO:2:OUTPUT:dout<1:0> 

       _DESIGN_PROP:P3_PLACE_OPTIONS:EFFORT_LEVEL:high 

       _DESIGN_PROP::P3_PLACED: 

       _DESIGN_PROP::P3_PLACE_OPTIONS: 

       _DESIGN_PROP::PIN_INFO:din_port<6>:/sbox_AES/PACKED/PAD:INPUT:1:din_port<1\:0> 

       _DESIGN_PROP::PIN_INFO:din_port<7>:/sbox_AES/PACKED/PAD:INPUT:0:din_port<1\:0> 

       _DESIGN_PROP::PIN_INFO:dout<6>:/sbox_AES/PACKED/dout<6>/PAD:OUTPUT:1:dout<1\:0> 

       _DESIGN_PROP::PIN_INFO:dout<7>:/sbox_AES/PACKED/dout<7>/PAD:OUTPUT:0:dout<1\:0> 

       _DESIGN_PROP::PIN_INFO:kin_port<6>:/sbox_AES/kin_port<6>/PAD:INPUT:1:kin_port<1\:0> 

       _DESIGN_PROP::PIN_INFO:kin_port<7>:/sbox_AES/kin_port<7>/PAD:INPUT:0:kin_port<1\:0> 

       _DESIGN_PROP::PK_NGMTIMESTAMP:1332517059"; 

# Header End============================================ 

input configuration 

output configuration 
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logic properties, as the LUT Boolean equation for the [A|B|C|D] LUTs in each 
slice, and the intra configuration for the realized Block RAM. In this thesis, the 
most critical items are the location parameter for each instance, and the LUT 
equation, which need to be corrected during the single-to-dual transformation. 

 
Figure 2.17: xdl snippet of a design on Xilinx Virtex-5. 

 

 # Instance start ================================================ 

## (IOB) ## 

inst "kin_f<0>" "IOB",placed LIOB_X0Y37 L14  , 

  cfg "  

       DIFFI_INUSED::#OFF DIFF_TERM::#OFF IMUX::I OUSED::#OFF PADOUTUSED::#OFF 

       PULLTYPE::PULLUP TUSED::#OFF INBUF:kin_f_0_IBUF: PAD:kin_f<0>: PULL:ProtoComp10.PULL: 

       ISTANDARD::LVCMOS25"; 

## (Block RAM) ## 

inst "u0/sbox/n0/Mrom_state_o_true_mux0001" "RAMB18X2",placed BRAM_X5Y35 RAMB36_X0Y7  , 

  cfg " 

        INIT_06_U::0000000000000000000000000000000000000000000000000000000000000000 

        INIT_08_U::1E0767EE9626716B64E1781631AAD720735E76F24019BD97BE66D2F04FAB44E9 

        INIT_09_U::4587DAD1E3594B3917228BE0B44274758FC14A99B7FC09F19ECAA846793EE261 

        INIT_A_U::00000  INIT_B_U::00000  SRVAL_A_U::00000  SRVAL_B_U::00000"; 

## (Buffer) ## 

inst "CLKEx_BUFG_INST" "BUFG",placed CLK_BUFGMUX_X47Y44 BUFGCTRL_X0Y31  , 

  cfg " BUFG:CLKEx_BUFG_INST: " ; 

## (Slice) ## 

inst "u0/sboxin_f<5>" "SliceL",placed CLBLL_X4Y40 Slice_X7Y40  , 

  cfg "  

         A5LUT:u0/xorg/xor_gen[4].xor_f:#LUT:O5=((~A2*(A1*(~A3*(A4*A5))) 

       _BEL_PROP::A5LUT:BEL:A5LUT   
A6LUT:u0/xorg/xor_gen[4].xor_t:#LUT:O6=(A6+~A6)*(((~A2*(A1*(A3*(~A4*A5))) 

       _BEL_PROP::A6LUT:BEL:A6LUT ACY0::#OFF AFF::#OFF AFFINIT::#OFF AFFMUX::#OFF 

       AFFSR::#OFF AOUTMUX::O5 AUSED::0 ; 

# Instance End============================================ 

Coordinates of placed elements 

Instance configurations 
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 Net 

The net section depicts the routing paths done between the interconnects of 
the instances. This includes net source, sink and pip (Programmable Interconnect 
Point) list that describe the precise signal channels. More precisely, the routing 
network is represented by a large number of nets that connect an instance outpin 
to one or more instance inpin [86]. A complete net is comprised of many fixed 
routing segments, named wires, concatenated by programming the proper pips. 
These nets can either be data path or be global clock paths. Net entities in xdl list 
the connection for each net from the following syntax (Figure 2.18).  

 
Figure 2.18: Basic syntax of net in xdl. 

The net attributes in Figure 2.19 describes the detailed hardware 
configuration for a routed net. To maintain the identical T/F networks in single-
to-dual rail conversion, not just the interconnect inpin/outpin, but also the 
routing paths (pips) must be fully copied to ensure the identical net shapes. 
Hence an identical offset in x/y dimension is added into the pip tiles for creating 
the F nets. 

     net <name> <type>, 

       outpin <inst_name> <inst_pin>,   # define the source of this net, can only be 1. 

       … 

       inpin <inst_name> <inst_pin>,    # define the sink of this net, can be multiple. 

       … 

       pip <tile> <wire0> <dir> <wire1> ,   # define the interconnection that comprises of this net. 

       …; 

 

        

 



2.5  Single-rail to Dual-rail Conversion  87 

Chapter 2. Logic-Level Countermeasures 

 
Figure 2.19: xdl description of a routed net in Virtex-5. 

2.5.2 LUT Constraint 

In FPGA design, the LUT functions are deduced from the logic synthesizer 
which abides to the innate translation rules and the user-defined constraints. 
Nevertheless, the Xilinx design tool does not provide viable constraint to directly 
prohibit the use of LUT inputs. In order to obtain a circuit which has reserved 
LUT inputs, special solutions are mandatory to circumvent the overwhelming 
default optimizations. In this thesis, two options are presented to achieve this 
goal. Both of them are based on the primitive netlist that can be created during 
or after the synthesis procedure for Xilinx FPGA. Netlist describes circuits from 
different layers, to have general or fine-grained circuit descriptions. Netlist can 
be either extracted from synthesis, or inserted into a generic design workflow. In 
this way, some uncommon modifications to the circuit can therefore be realized. 
In the first option, an NGC netlist is used, and contrarily a LUT-level netlist 
(.v/.vhd) is relied on in the second option. Both of the two files are created from a 

 # Net start ================================================ 

net "input_1st<1>" ,  

  outpin "input_1st<1>" BQ , 

  inpin "input_1st<1>" B4 , 

  inpin "delay_count_cmp_eq0000" C3 , 

  inpin "din<3>" B3 , 

  inpin "input_1st_not0000" C2 , 

  … 

  pip INT_X7Y69 LOGIC_OUTS1 -> ER2BEG1 ,  

  pip INT_X7Y69 LOGIC_OUTS1 -> IMUX_B31 ,  

  pip INT_X7Y69 LOGIC_OUTS1 -> IMUX_B37 ,  

  pip INT_X7Y69 LOGIC_OUTS1 -> SW2BEG1 ,  

  pip INT_X8Y69 ER2MID1 -> IMUX_B15 ,  

  … 

   

# Net End================================================== 

source pin 

sink pins 

interconnect points 

BQ: input_1st<1> 

B4: input 1st<1> 

 

SLICE 
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classical synthesis procedure and then to be provisioned into another reentrant 
synthesis flow to create the final constrained .ncd file. 

2.5.2.1 NGC Conversion 

NGC is a binary netlist adopted in Xilinx, to present the circuit logical data and 
constraint information (seen in TABLE 2.1). NGC file is created from hardware 
description language, such as Verilog or VHDL, and envelops the basic logical 
data and constraint information. Taking into account that even though it has rich 
information of this circuit, this presented work only pays attentions to the 
synthesized low level description that is contained inside the coded binary 
netlist. To obtain a circuit where each LUT has reserved free inputs, reentrant 
synthesis is integrated to serve this purpose.  

The preliminary synthesis aims at achieving a LUT-level circuit based on 4-
input LUT in Virtex-4, or other devices with 4-input LUT, so as to be further 
remapped to a 6-input LUT. A higher-level design is fed as the input and then to 
be synthesized without any user constraints. A binary ngc netlist of this design is 
created by this step. Since no straightforward information about this netlist is 
given from Xilinx public documents, the details about ngc file is not available, 
but can be briefed to be depicting the logic in LUT level with mapping 
information. This assumption can be justified from the next process phase. 

The created ngc file is used as the input of the second synthesis process, 
which is executed to produce the final single-rail circuit with required LUT 
restriction. Retrospect the previous explanation, this iteration includes the 
constraints and mapping information. A critical process here is that the device 
setting should be defined to the final implementation FPGA, i.e., LUT should be 
6 input type, such as Virtex-5 or Spartan-6. As assumed, mapping 4-input LUT 
functions from previous step to 6-input LUTs results in a circuit which has 6-
input LUTs with 2 or more free inputs. A necessary manipulation is to set the 
“Map to Input Functions” property to 4 as described in Figure 2.20. If failed to do 
this, the LUT definition in the original ngc will as well be rearranged with more 
than 4 inputs. Xilinx tool automatically synthesizes the circuit to the new device, 
and finally gives a mapped and routed circuit for further dual-rail process. 
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Figure 2.20: Attribute settings in conversion process. 

The iteration is depicted in Figure 2.21. Here, the ngc file created from 
previous step 1 is used as the input file in the project of step 2. The 
implementation work tends to produce a circuit where each occupied LUT has 
two free inputs. In order to achieve this, proper placement should be considered 
in advance, to facilitate the netlist transformation.   

 
Figure 2.21: Input-constrained netlist transformation. 
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(.v /.vhd) 

synthesis step2 
"Map to Input Functions" 

to 4 

(Virtex-4) 

(Virtex-5) 

synthesis step1 

Each 6-input LUT has 2 or 
more free inputs 

Translate to 
LUT Level 

 ( ) 

Occupied inputs: D2, A3, D5, D6 

Free inputs: D1, D4 

mapped and routed  

(.ncd) 

 Binary 
Expression 
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2.5.2.2 LUT-Level Netlist Conversion 

A design described by high level hardware language is finally synthesized to 
lower level description from basic logic elements, like LUT, register, multiplexer, 
Buffer, IO or RAM. In Xilinx FPGA, this netlist can be created and contained 
inside the “Post-Synthesis Simulation Model”, which is described by the instance 
primitives. This model gives a possible way to reserve the free input in 6-input 
LUT for the generation of PA-DPL. Figure 2.22 shows a LUT function from a 
circuit described by post-synthesized Verilog. It has the function configuration 
“16’hAA80” deduced by the synthesizer according to the specific logic, instance 
name, and I/O port. Similar to the way in ngc conversion, this approach also 
envelops 2 synthesis steps. 

 
Figure 2.22: LUT-level design in primitive language. 

In the first step, Virtex-4 or other FPGA devices that have 4-input LUTs are 
used as the target device, for creating a LUT-level .v/.vhd file which contains LUT 
primitives with at most 4 inputs. In this step, no constraint needs to be 
integrated. In the process interface of design tool – ISE, the “Generate Post-
Synthesis Simulation Model” from “Synthesize-XST” creates the required LUT-
level design. It generally consists of instances like LUT, register, carry chain and 
I/O buffer. An important property of this netlist is that it is free of placement 
configuration. Namely, these synthesized instances are not mapped to resource. 
Accordingly, it can be further utilized in the reentrant process. 

In the second step, the created LUT-level netlist is transplanted as the input 
file into a topology suitable for the final target device. Due to the optimization 
from the new synthesis, all the LUTs must be locked to avoid further 
optimization, in order to reach the goal: “Each 6-input LUT should have at most 

 LUT Boolean Configuration LUT Name 

IO pins 
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4 occupied inputs.” Xilinx gives a way to properly disable the LUT optimization 
by using “LOCK_PINS” constraint. The basic syntax in user constraint file (.ucf) 
is as follows: 

 

         INST “sbox/AES_Comp_GfinvComp/Mxor_u_xor0000_xo<0>” LOCK_PINS = All; 

 

Hence, only the LUT names need to be extracted from the created LUT-level 
.v/.vhd design, to generate a set of constraints in .ucf file. For a large scale circuit, 
creating such constraint is also tedious, so regular expression (abbreviated as 
Regex or Regexp) script might expedite the batched process. As of now, all the 
LUT can reserve 2 or more free inputs for the further precharge integration. A 
block diagram briefing the process is seen in Figure 2.23. 

 
Figure 2.23: Design flow to achieve free LUT inputs. 

2.5.2.3 Comparison 

The two presented methods both create circuits with LUT input reservation, and 
achieve the same goal. Some tips are drawn regarding to the differences for the 
specific application objectives.  

Behavioral Level  

(.v /.vhd) 

synthesis step2  Lock pins constraint 

(.ucf) 

(Virtex-4) 

(Virtex-5) 

synthesis step1 

Each 6-input LUT has 2 or 
more free inputs 

LUT Level 

 (.v /.vhd) 

Occupied inputs: A1, A2, A3, A4 

Free inputs: A5, A6 

mapped and routed  

(.ncd) 
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Approach 1 (ngc conversion) takes advantage of the synthesized LUT 
primitives hidden inside the unreadable binary netlist from legacy FPGAs (those 
with 4-input LUTs). The evolution of the tool versions sometimes discards 
certain features that may be flavors for unusual work. In this context, the feature 
used is the property of “Map to Input Functions”, which solely exists in ISE 10.1 
or previous legacy versions. So for this work, only these ISE tools can be used. 
Approach 2 (LUT-level netlist conversion) depends on the LUT level hardware 
language primitives. There is no version problem for this approach.  

The empirical work ascertains that carry chain is not preferably to be 
converted to dual-rail because its format in FPGA is not compatible with the 
dual-rail precharge rules. In FPGAs, the carry chain is created from counter, or 
be automatically deduced from certain logic by default optimization strategy. In 
order to disable the carry chain generation, the property used is the 
“MUX_Extract” where multiplexer in slice can be disabled, as presented in 
Figure 2.24. However, this feature as well disappeared in new software and can 
only be found in predecessor versions. Therefore, approach 1 with disabled 
MUX_Extract is preferred if the carry chain brings troubles to the dual-rail 
conversion. 

 
Figure 2.24: Property setting to disable carry chain generation. 

2.6. Duplication 

Rail duplication in SDDL dual-rail style is favored by its independent logic chain 
between the two rails, i.e., the duplication from original T rail can immediately 
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create the F rail, without cumbersome logic swapping. This section presents the 
basic operations of the rail duplication from Xilinx xdl level.  

2.6.1 Instance Duplication 

As aforementioned, instances in xdl include several types of components, which 
contains: slice, buffer, I/O logic, BRAM, DSP, BUSMACRO, etc. In terms of their 
descriptions, they share several common properties. 

--NAME– 

The complementary T/F instance can be given with identical name with a 
special prefix, in order to be recognized by script. The duplication to name 
parameter is to add unique prefix to each name. During this work, strings “ooo_” 
and “mmm_” are tagged to each pair of complementary instance, as shown in 
Figure 2.25. 

 
Figure 2.25: Tagged names in T/F instances. 

--SITEDEF– 

Sitedef parameter is basically the instance type. It does not affect the function 
in both T/F rails. So, it is intact from T to F rail conversion.  

--TILE– 

Tile is an important notion that is used in. It specifies the micro fabric where 
the instance lies in. Tiles in FPGA array are situated in an array where each tile is 
noted by a unique location parameter, like: CLBLM_X20Y60, which is a tile name 
implying that this tile is suitable for CLBLM in a coordinate of X20Y60. Tile and 
CLB array employ different coordinate systems, thus the relocation of a slice in 
CLB also alter the tile location parameters. As a matter of fact, the rail tells that 
the determined factor to relocate the slice is the CLB coordinate parameter rather 

inst " N1621" 

inst " ooo_N1621" 

inst " mmm_N1621" 

( in T rail ) 

( in F rail ) 
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than the tile array. Therefore, inside the single-to-dual conversion, the designer 
just needs to keep the tile parameter without any modifications.  

An empirical tip is given: “Tile parameter does not need to be altered when 
relocate an instance in xdl. If designer moves it, the new tile parameter must 
really exist in logic library of the target device.” 

--SITE– 

Site is the most significant parameter to duplicate the instance. The 
relocation work depends on the modification of the slice coordinate systems. For 
instance, if a slice site in original T rail is SLICE_X32Y60, and the duplicated one 
from the original one with an offset in Y axis is 1. Hence the new instance site is 
SLICE_X32Y61.  

--STRING– 

String in instance is the configuration of the internal logic. In PA-DPL dual-
rail conversion, the only work to do is to modify the internal LUT equations to 
convert the LUT inputs and outputs, and, as well, the insertion of precharge 
signal must be done.  

It is stressed that each LUT configuration is presented as a Boolean equation 
which is deduced from specific design during the logic translation. LUT function 
contains four basic logic operators: "~, +,∗, @", which represent operations of 
“Not, Or, And, XOR” respectively. In order to get an equation which behaves 
complementarily with the original one, a protocol can be relied on during the 
instance duplication. The conversion rule for each operator is shown in TABLE 
2.2. This protocol ensures that complementary inputs yield complementary outputs in 
a complementary LUT equation. 

TABLE 2.2: CONVERSION PROTOCOL OF LUT FUNCTION 

Original Equation Complementary 
Equation 

NOT 
~ 

NOT 
~ 

OR 
+ 

AND 
* 

AND 
* 

OR 
+ 

XOR 
@ 

XNOR 
@~ 



2.6  Duplication  95 

Chapter 2. Logic-Level Countermeasures 

An example of the correction is given in Figure 2.26, where the proper 
modifications have already been done to instance name, tile, site and LUT equation 
in string. Figure 2.27 shows its relative position in slice array from FPGA editor. 

 
Figure 2.26: Dual-rail duplication of slice instance in xdl. 

inst "ooo_N1621" "SLICEL",placed CLBLM_X20Y60 SLICE_X32Y60  , 

  cfg " SRUSED::#OFF AOUTMUX::#OFF AFFINIT::#OFF DFF::#OFF CLKINV::#OFF BFFSR::#OFF DFFINIT::#OFF 
B6LUT:AES_PPRM3_ini/AES_PPRM3_ENCx/EC/MX1/y<11>_SW1:#LUT:O6=(A6@(A3@(A4@A5)))*(~A1)*(~A2) AFFSR::#OFF 
BOUTMUX::#OFF 
D6LUT:AES_PPRM3_ini/AES_PPRM3_ENCx/EC/MX3/y<15>_SW1_SW0:#LUT:O6=(A6@(A4@(A1@A5)))*(~A2)*(~A3) 
BFFINIT::#OFF 

       _ROUTETHROUGH:D:DMUX D5LUT::#OFF COUTUSED::#OFF BFFMUX::#OFF BFF::#OFF CFFINIT::#OFF CFF::#OFF 
DFFSR::#OFF DUSED::0 CUSED::0 ACY0::#OFF 
A6LUT:AES_PPRM3_ini/AES_PPRM3_ENCx/EC/MX1/y<11>:#LUT:O6=(A4@(A3@(A6@A5)))*(~A1)*(~A2) AFFMUX::#OFF 
SYNC_ATTR::#OFF BUSED::0 DOUTMUX::#OFF PRECYINIT::#OFF DFFMUX::#OFF B5LUT::#OFF C5LUT::#OFF CFFSR::#OFF 
CEUSED::#OFF COUTMUX::#OFF DCY0::#OFF 
C6LUT:AES_PPRM3_ini/AES_PPRM3_ENCx/EC/MX3/y<15>:#LUT:O6=(A4@(A5@(A6@~A3)))*(~A1)*(~A2) AUSED::0 
BCY0::#OFF REVUSED::#OFF CFFMUX::#OFF AFF::#OFF A5LUT::#OFF CCY0::#OFF " 

  ; 

 

inst "mmm_N1621" "SLICEL",placed CLBLM_X20Y61 SLICE_X32Y61  , 

  cfg " SRUSED::#OFF AOUTMUX::#OFF AFFINIT::#OFF DFF::#OFF CLKINV::#OFF BFFSR::#OFF DFFINIT::#OFF 
B6LUT:AES_PPRM3_ini/AES_PPRM3_ENCx/EC/MX1/y<11>_SW1:#LUT:O6=(~A6@~(~A3@~(~A4@~~A5)))*(~A1)*(~A2) 
AFFSR::#OFF BOUTMUX::#OFF 
D6LUT:AES_PPRM3_ini/AES_PPRM3_ENCx/EC/MX3/y<15>_SW1_SW0:#LUT:O6=(~A6@~(~A4@~(~A1@~~A5)))*(~A2)*(~A3
) BFFINIT::#OFF 

       _ROUTETHROUGH:D:DMUX D5LUT::#OFF COUTUSED::#OFF BFFMUX::#OFF BFF::#OFF CFFINIT::#OFF CFF::#OFF 
DFFSR::#OFF DUSED::0 CUSED::0 ACY0::#OFF 
A6LUT:AES_PPRM3_ini/AES_PPRM3_ENCx/EC/MX1/y<11>:#LUT:O6=(~A4@~(~A3@~(~A6@~A5)))*(~A1)*(~A2) 
AFFMUX::#OFF SYNC_ATTR::#OFF BUSED::0 DOUTMUX::#OFF PRECYINIT::#OFF DFFMUX::#OFF B5LUT::#OFF 
C5LUT::#OFF CFFSR::#OFF CEUSED::#OFF COUTMUX::#OFF DCY0::#OFF 
C6LUT:AES_PPRM3_ini/AES_PPRM3_ENCx/EC/MX3/y<15>:#LUT:O6=(~A4@~(~A5@~(~A6@~~A3)))*(~A1)*(~A2) AUSED::0 
BCY0::#OFF REVUSED::#OFF CFFMUX::#OFF AFF::#OFF A5LUT::#OFF CCY0::#OFF " 

  ; 

T to F rail conversion 
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Figure 2.27: FPGA editor view of a duplicated slice pair. 

2.6.2 Net Duplication 

Net syntax in xdl consists of the net name, outpin instance/port, inpin 
instance/port, and the created pip list. When duplicate the net in xdl, the 
editable parameters are the net name, outpin/inpin instances and the pip tiles.  

--NAME– 

Similar to the name correction to instance, net names are also tagged with 
unique prefixes in order to find the corresponding nets from T rail and F rail.  

--OUTPIN INSTANCE NAME– 

Likely to the name arrangement, to match the nets to instance ports in F rail, 
the name of instance must be corrected with special prefix.  

--PIP TILE– 

A pip interconnect the routing wires together to constitute a complete 
routing network. To maintain identical routing shapes, the coordinates of pip 
tiles should be added with a uniform offset values. Even though the tile 
coordinate system differs from the slice coordinates, the offsets of the elements 
are identical. So, the offset value in instance relocation is also used in the tile 

mmm_N1621 

ooo_N1621 
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relocation. Figure 2.28 shows an example of a net duplication, and Figure 2.29 
depicts the parallel routing paths of the two nets. 

 
Figure 2.28: Net duplication of dual-rail conversion. 

 
Figure 2.29: FPGA editor view of a created net pair. 

I/O port instance in 
F rail 

 I/O port instance in 
T rail 

 
T net 

 

F net 

 

  net "ooo_AES_PPRM3_ini/AES_PPRM3_ENCx/EC/SB1/Sbox2/c_1_xor0002" , 
    outpin "ooo_AES_PPRM3_ini/AES_PPRM3_ENCx/EC/SB1/Sbox2/c_1_xor0002" D , 
    inpin "ooo_AES_PPRM3_ini/AES_PPRM3_ENCx/EC/SB1/Sbox2/c<1>" C6 , 
    inpin "ooo_AES_PPRM3_ini/AES_PPRM3_ENCx/EC/SB1/Sbox2/c<3>" C4 , 
    pip CLBLL_X19Y6 M_D -> SITE_LOGIC_OUTS15 , 
    pip CLBLM_X20Y10 SITE_IMUX_B34 -> M_C4 , 
    pip CLBLM_X20Y8 SITE_IMUX_B35 -> M_C6 , 
    pip INT_X19Y7 LOGIC_OUTS_N15 -> NR2BEG_N2 , 
    pip INT_X19Y7 NR2MID2 -> NE2BEG2 , 
    pip INT_X20Y10 BYP5 -> BYP_BOUNCE5 , 
    pip INT_X20Y10 BYP_BOUNCE5 -> IMUX_B34 , 
    pip INT_X20Y10 NL2MID0 -> BYP5 , 
    pip INT_X20Y8 NE2END2 -> IMUX_B35 , 
    pip INT_X20Y8 NE2END2 -> NL2BEG_S0 , 
    ; 
  net "mmm_AES_PPRM3_ini/AES_PPRM3_ENCx/EC/SB1/Sbox2/c_1_xor0002" , 
    outpin "mmm_AES_PPRM3_ini/AES_PPRM3_ENCx/EC/SB1/Sbox2/c_1_xor0002" D , 
    inpin "mmm_AES_PPRM3_ini/AES_PPRM3_ENCx/EC/SB1/Sbox2/c<1>" C6 , 
    inpin "mmm_AES_PPRM3_ini/AES_PPRM3_ENCx/EC/SB1/Sbox2/c<3>" C4 , 
    pip CLBLL_X19Y7 M_D -> SITE_LOGIC_OUTS15 , 
    pip CLBLM_X20Y11 SITE_IMUX_B34 -> M_C4 , 
    pip CLBLM_X20Y9 SITE_IMUX_B35 -> M_C6 , 
    pip INT_X19Y8 LOGIC_OUTS_N15 -> NR2BEG_N2 , 
    pip INT_X19Y8 NR2MID2 -> NE2BEG2 , 
    pip INT_X20Y11 BYP5 -> BYP_BOUNCE5 , 
    pip INT_X20Y11 BYP_BOUNCE5 -> IMUX_B34 , 
    pip INT_X20Y11 NL2MID0 -> BYP5 , 
    pip INT_X20Y9 NE2END2 -> IMUX_B35 , 
    ; 

pips comprise of the true net 

complete pips are duplicated from 
false net, with identical offset (here 
is 1 CLB row in Y axis) 

True IO ports 
T net name 

False IO ports 

F net name 
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2.6.3 Script Batched Process 

The size of an implemented circuit on FPGA is determined by the design 
complexities and optimization efforts. For a slightly optimized AES-PPRM3 (3-
stage Positive Polarity Reed-Muller (PPRM) based S-box) algorithm that is used 
as the case study throughout this thesis, the implementation consumes as many 
as 715 registers and 2861 LUTs targeted to Virtex-5 FPGA before the dual-rail 
conversion. Since the netlist of modern cryptographic algorithm always contains 
a great amount of FPGA resources, massive manual manipulation on xdl is 
impractical. In this term, a programming language, like Java, is advantageous to 
be utilized to execute the conversion. The feasibility of this solution lies within 
the highly regular formats of the xdl expression (see Section 2.5.1), which can be 
manipulated by regex, from pattern matching to replacing. 

Generally, the script process is divided into two phases: 

 The first phase is to analyze and realize the dual-rail conversion from the 
preliminary single-rail. In this phase, Java is used to directly operate on 
the xdl string to realize the transformation.  

 Unlikely, the second phase is to parse the single-rail circuit from phase 1 
as well as a third-party circuit, to execute the routing repair process 
based on RapidSmith library. This stage runs the script relying on 
XDLRC to construct the custom toolkit. 

XDLRC is Xilinx device resource description which precisely presents the 
complete resource information for different devices. However the sizes of 
XDLRC are staggeringly as large as many Gigabytes, which is difficult to be 
operated directly. Java in this term works to load RapidSmith, to instantiate the 
provided means in formats of commands, instead of direct operations upon 
XDLRC library. The main reason for this difference is that the routing repair 
phase parses the basic resource information from the XDLRC devices, which is 
not presented in xdl netlist. This is realized by the resource mapping from 
XDLRC to xdl.  

The first rail conversion phase basically utilizes the Regex syntax to describe 
the characteristics of the xdl elements and then use this matching to find the 
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desired logic parts. A small step is selected as an example for specify this 
process. As previously stated, a free LUT input is chosen to be inserted by the 
global precharge logic. Hence the free input must be picked up. A snippet of 
Regex embedded Java code fulfill this task. As seen in Figure 2.30, Line 1 is to 
define the pattern of instance in core part for finding the instance string. Line 2 is 
to match this pattern from all the instances strings (instString) in the xdl netlist. 
Once an instance is matched, line 3-(i→ii) is activated to group this instance into 
a single string file (coreInstString). Line 4-(i→ix) is to check every LUT equation 
from all the instances inside coreInstString, to scan from input 1 to input 6 in 
order to find which input is not used. The first unused input (for instance: A3) 
will be inserted with the precharge signal by adding a tail to the LUT equation, 
such as: *(~A3). For preventing being repetitively scanned, a TAG is added to the 
inserted LUT equation, which helps to skip the next scan process, and will 
finally be removed in the last step (line 4-(viii)). 

 
Figure 2.30: Script process of precharge insertion to LUT. 

The other manipulations based on Regex are also done with similar process 
which mainly envelops the following steps: 

1. Pattern coreInstPattern = Pattern.compile("(inst \"ooo_[^;]*;)"); 
2. Matcher regexMatcher = coreInstPattern.matcher(instString); 
3. while (regexMatcher.find()) { 

i. coreInstString = coreInstString +"\n"+ regexMatcher.group(); 
ii. } 

4. try {  
i. coreInstString = coreInstString.replaceAll("(#LUT:O6=[^ ]*)", "$1\n"); 
ii. coreInstString = coreInstString.replaceAll("(?m)(O6=(((?!A1).)*$))", 

"$1*(~A1)TAG"); 
iii. coreInstString = 

coreInstString.replaceAll("(?m)(O6=(((?!A2).)*[^TAG]$))", "$1*(~A2)TAG"); 
iv. coreInstString = 

coreInstString.replaceAll("(?m)(O6=(((?!A3).)*[^TAG]$))", "$1*(~A3)TAG"); 
v. coreInstString = 

coreInstString.replaceAll("(?m)(O6=(((?!A4).)*[^TAG]$))", "$1*(~A4)TAG"); 
vi. coreInstString = 

coreInstString.replaceAll("(?m)(O6=(((?!A5).)*[^TAG]$))", "$1*(~A5)TAG"); 
vii. coreInstString = 

coreInstString.replaceAll("(?m)(O6=(((?!A6).)*[^TAG]$))", "$1*(~A6)TAG"); 
viii. coreInstString = coreInstString.replaceAll("TAG", ""); 

ix. } 
catch (PatternSyntaxException ex) { 

System.out.print(error+" LUT precharge error\n"); 
} 
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 Compile the patterns  

 Search the netlist contents by the compiled specific pattern 

 Making string modifications. 

2.6.4 Pattern Match 

The search pattern syntax Regular Expression is widely utilized in both phase I 
and phase II for matching the instances or the routing contents for rail clone or 
string modifications. Regex is a special syntax, which is compiled as a character 
sequence to define unique pattern and search specific characters using this 
pattern. Regex gains popularity to specify and find strings from a long text file by 
defining the literal characteristic. It is advantageous to compute various 
systematic languages, and also appealing to be used in building up search 
engine.  

--Work Phase I– 

In work phase I, regex is adopted for the following steps: 

a) Compile the header, instance and net patterns, and separate the three parts from 
a complete xdl file.  

b) Build up the pattern of instances with location coordinate evaluation to extract 
the instance from a special fabric region. 

c) Modify instance locations and replace the LUT equations for the instance from 
the created rail. 

d) Find and replace the instance and net name with special prefix.  

Figure 2.31 shows an xdl expression of three instances, where three slices 
are described, for instance, one is named N71, placed in Slice_X41Y54 inside the 
tile CLEXL_X24Y54. In this slice, only A6LUT and B6LUT are occupied by the 
implemented design. Three matches must be done so as to change the instance 
names: a. inst match, b. slice match, and c. name match (as shown in Figure 2.32). 
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Figure 2.31: Instance representations in xdl syntax. 

 

 
Figure 2.32: Regex usage in Java to perform name tag operation. 

In the first match, these instances are selected out from the complete xdl 
netlist, and in the second match, only the instances inside the specified fabric 
regions are chosen. Third match is for the instance name to tag these chosen 
objects. Thus the following regex commands inside Java is used to fulfill this 
task, where “coreXmin=40, coreXmax=54, coreYmin=50, coreYmax=58” are the 

// Pattern definitions for instance/Slice/instance name 
Pattern instPattern = Pattern.compile("(inst \"[^;]*;)"); 
Pattern SlicePattern=Pattern.compile("Slice_X([^Y]*)Y([^ ]*)"); 
Pattern instNamePattern = Pattern.compile("inst \"([^\"]*\")"); 
// Match patterns and select the instance from the user-defined fabric region. 

Matcher instMatcher = instPattern.matcher(originalString); 

try { 
 Matcher instMatcher = instPattern.matcher(originalString); 
 while (instMatcher.find()) { 
 String instance = instMatcher.group(); 
  try { 
    Matcher SliceMatcher = SlicePattern.matcher(instance); 
    if (SliceMatcher.find()) { 
    coordX = Integer.valueOf(SliceMatcher.group(1)); //extract X 
    coordY = Integer.valueOf(SliceMatcher.group(2)); //extract Y 
    boolean 
checkCore=(coordX>=coreXmin)&&(coordX<=coreXmax)&&(coordY>=coreYmin)&&(coordY<=cor
eYmax); // judge if the slice is located inside the specified fabric region 
     if (checkCore) { // tag the name of the selected instances 
       try { 
  Matcher instNameMatcher = instNamePattern.matcher(instance); 
  while (instNameMatcher.find()) { 
  instName=instNameMatcher.group(1); 
        preparedString = preparedString.replaceAll("\""+instName, 
"\"ooo_"+instName ); // prefix "ooo_" is added to the instance name 
    } } } } 

inst match 

slice match and location judge 

name match and prefix tag 

... 
inst "dout<3>" "SliceX",placed CLEXL_X24Y53 Slice_X37Y44  , 
  cfg " ...#LUT:O6=((A1@~A2)+~A3) 
       ...#LUT:O6=(A1@(A2@(A3@A4))) 
       ... "  ; 
inst "N71" "SliceX",placed CLEXL_X24Y54 Slice_X41Y54  , 
  cfg " ...:#LUT:O6=((A1@A2)*(A3@A4)) 
       ...#LUT:O6=(((~A1*~A4)+(A1*(A2@~A4)))@A3) 
        ... "  ; 
inst "kin<5>" "SliceL",placed CLEXL_X26Y50 Slice_X42Y50  , 
  cfg " ...:#LUT:O6=(A1*(~A2+(~A3+A4))) 
      ...#LUT:O6=(~A1+(~A2+(~A3+~A4))) 
       ...#LUT:O6=(~A1+(~A2+(~A3+A4))) 
         ... "  ; 
... 
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minimum and maximum slice coordinate region. Simple algorithmic comparison 
of the coordinates determines which instance is to be deployed inside this 
region, and once found, be tagged with prefix, and otherwise, no. 

After the process, inst N71 and kin<5> are chosen to concatenate the prefix, 
while inst dout<3> is not prefixed because it resides outside of the defined region 
(Figure 2.33). Since the xdl syntax is highly regular, the operation is cyclically 
done to all the matched objects. The remainder of the work is realized in similar 
way with regex usage, to match the strings with defined patterns to make 
necessary changes, such as duplication and modification of the instances and 
nets. 

 
Figure 2.33: Pattern match of Regex in instance representation. 

--Work Phase II– 

Most work in phase II is done depending on the provided APIs operating 
on XDLRC/XDL. Regex in this case assists to reformat the routings 
automatically, which mainly covers the location displacement of pips and nodes. 
So, regex in work phase II is responsible for the following tasks: (a) define the 
pattern of tile and node; (b) match the tile string from pip lines of the net 

inst "dout<3>" "SliceX",placed CLEXL_X16Y44 Slice_X37Y44  , 

  cfg " ...#LUT:O6=((A1@~A2)+~A3) 

       ...#LUT:O6=(A1@(A2@(A3@A4))) 

       ... "  ; 

inst "ooo_N71" "SliceX",placed CLEXL_X24Y54 Slice_X41Y54  , 

  cfg " ...:#LUT:O6=((A1@A2)*(A3@A4)) 

       ...#LUT:O6=(((~A1*~A4)+(A1*(A2@~A4)))@A3) 

        ... "  ; 

inst "ooo_kin<5>" "SliceL",placed CLEXL_X26Y50 Slice_X42Y50  
, 

  cfg " ...:#LUT:O6=(A1*(~A2+(~A3+A4))) 

      ...#LUT:O6=(~A1+(~A2+(~A3+~A4))) 

       ...#LUT:O6=(~A1+(~A2+(~A3+A4))) 

          "   

inst match 

slice match &  

location judge 

name match & prefix 
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attribute, and the tile string from the nodes; (c) modify the coordinates of tiles 
and nodes, in order to move the routings to the new location. 

Figure 2.34 shows a part of regex to displace the nodes of the repaired nets. 
The conflict nodes in F rail have been detected in previous steps, accordingly, 
the corresponding F nodes need to be inferred by subtracting the location offset 
from T to F rail. The following script is to put the corresponding T nodes of the F 
conflict nodes to a node group. These nodes will be excluded from the reroute 
process to prevent further conflicts. To summarize, the major netlist operations 
built-in the Java can be seen in Figure 2.35. 

 
Figure 2.34: Regex operations in Java to relocate instances. 

2.7. Logic Pros and Cons 

If the LUTs are mapped by a synthesized circuit, not all the inputs will be 
occupied. This suits the logic requirement for absorbed logic. However, there are 
still resource margins that can be further exploited when implement the DPL. 
PA-DPL benefits from the compact structure owing to logic combination into the 
LUT. It maintains the logic principle of generic DPLs, and effectively compresses 
the extra precharge mechanism into the LUT equation. Since a mapped circuit 
does not need to occupy all the LUT inputs, the precharge logic can be possibly 
executed by these free input pins, with LUT equation modifications.  

// define the pattern of y coordinate of tile 
Pattern y_pattern = Pattern.compile("(?m)_X([0-9]+)Y([0-9]+)"); 
// extract the tile string from the nodes of the net (no) 
Matcher y_match = y_pattern.matcher(no.getTile().toString()); 
 if (y_match.find()) { 
 int coordY = Integer.valueOf(y_match.group(2)); 
// y_add is the displacement in y coordinate 
 String coordY_new = Integer.toString(coordY - y_add); 
// relocate the nodes with new y coordinate value 
 String new_tile = 
no.getTile().toString().replaceAll(y_match.group(2), coordY_new); 
// create new nodes to be excluded in the reroute process 
 Node no_ori = new Node(dev.getTile(new_tile), no.getWire()); 
 user_exclude_nodes_set.add(no_ori); 
   } 
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By using an extra LUT input, an improved LUT can be created which is 
capable of mitigating the EPE shortcoming on the first LUT stage in 
combinatorial LUT chain. This is due to the compressed and fixed precharge 
period between the Prch and Ex enable signal. The two signal are implemented 
by global clock networks which delivers very fast and stable signal distribution 
through clock network.  

 
Figure 2.35: Comparison of two-phase netlist operations. 

As aforementioned, PA-DPL is a subset of SDDL dual-rail logic where 
swapped T/F rails that need to implement the T/F gates into a single Slice are 
avoided to be used. However the separate rails require the global precharge 
signal, as well as an Ex signal in strengthened PA-DPL connected to every LUT 
inputs. The highly synchronized mechanism in turn brings extra 
synchronization network, which is a critical factor for transient current peak and 
may impair the signal integrity.  

Phase I 
dual-rail conversion 

Phase II 
routing repair 

1. Methods provided in RapidSmith are 
the operation objectives. 

2. The Java methods call device 
expression XDLRC to execute specific 
tasks. 

3. A customized router based on Xilinx 
resource library is devised. 

4. Node is the operation unit for routing 
repair work. 

5. Repair process is executed inside a 
repair loop. 

6. Reroute process dynamically excludes 
forbidden nodes to find new routing 
paths. 

7. Two target circuits are covered:  
i. DPL with non-identical routing 

networks;  
ii. DPL with routing conflicts. 

8. Inter-block wires are reentrantly 
routed. 

1. Strings in xdl are the operation 
objectives. 

2. Since the modifications during the 
conversion are identical to many circuit 
cells, batched process is relied on to 
make circuit corrections. 

3. Regular expression is utilized to search 
and replace strings during batching 
process. 

3. Duplication is simply to create F cells 
from the original T cells. 

4. Complementary signal are realized by 
correcting the LUT equations.   

5. Feedback control signal from F rail to 
wrapper is deleted. 

6. Prch/Ex signals are added into LUT 
equations both in T and F rails. 

7. Prch/Ex signals are routed using global 
clock buffer, without resource 
competing with the data paths.  
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Additionally, EPE is not completely thwarted by PA-DPL since skewed 
input arrival time exists for some LUT Boolean equations from the second LUT 
stage. And the resistance to EPE for the strengthened PA-DPL in the first LUT 
stage is achieved at the expense of an extra global network. The pros and cons of 
PA-DPL, compared with other DPL type, are exhibited from TABLE 2.3. The 
gray shaded cells in this tale shows that PA-DPL outperforms others in terms of 
its interleaved placements and routing symmetries. This helps to alleviate the 
possible influences from technological bias over silicon, and the threats from 
selective EM attacks. Another appealing feature comes from the its automatic 
realization flow supported by the customized tools, which has rarely been 
yielded from prior solutions. 

TABLE 2.3: FEATURE COMPARISON AMONG DIVERSE DPL SOLUTIONS. 

Countermeasure 
Types 

Viable in 
FPGA 

Dual-rail  
Placement 

Routing 
Symmetry 

Optimization Possibility 
Only 

Positive 
Gate 

Maximal Permitted 
Gate Inputs  
(to: LUT-6) 

SE √ * * no 6 

SDDL √ separate or 
interleaved yes3 no  6 

WDDL √ mixed no yes 6 
IWDDL √ separate yes no 6 

WDDL-DBD √ separate yes yes 6 
DRSL × mixed no no 2 
MDPL × mixed no no 2 
iMDPL × mixed no no 2 

BCDL √ mixed no no 

Rendezvous is 
separate: 6 

Rendezvous is 
integrated: 2 

DPL-noEE √ mixed no no 2 (in 4-input LUT) 
3 (in 6-input LUT) 

PA-DPL √ interleaved yes no 4 (in 6-input LUT) 
Countermeasure 

Types 
Precharge 
Overhead Mask Area Synchronization 

Prch Eval 
SE * no ☆☆☆☆☆☆ * * 

SDDL medium no ☆☆☆ × × 
WDDL small no ☆☆☆☆ × × 
IWDDL large no ☆☆☆ √ √ 

WDDL-DBD medium no ☆☆ × × 
DRSL small yes ☆☆ × √ 
MDPL large yes ☆☆ × × 
iMDPL large yes ☆ √ √ 
BCDL medium no ☆☆☆☆ √ √ 

DPL-noEE small no ☆☆☆☆ √ √ 
PA-DPL small no ☆☆☆☆ 1st LUT√ 1st LUT√ 

                                                      

3 The symmetric dual-rail in interleaved placement can be achieved using the dummy technique 
presented in 87. Velegalati, R. and J.-P. Kaps. Improving security of sddl designs through interleaved 
placement on xilinx fpgas. in Field Programmable Logic and Applications (FPL), 2011 International 
Conference on. 2011. IEEE. 
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2.8. Conclusions 

In this chapter, a SCA-hardened logic is proposed. This logic-level dual-rail style 
employs classical DPL protocol that has been extensively studied for countering 
advanced side-channel attacks. The major merit of this proposal bases on the 
LUT-absorbed feature, where the precharge logic does not consume 
independent resources. The optimal resource usage also benefits from the 
permission of using arbitrary Boolean functions as maximum as 4 inputs. The 
use of Ex signal further helps to mitigate EPE impact at the first LUT stage on 
combinatorial chain. 

In order to expedite the logic implementation, a script-oriented design 
solution over Xilinx low layer primitive expression is presented, where multiple 
execution options integratable with classic FPGA design flow are described. For 
automating the designs over xdl, Regex is chosen as the assistant syntax for 
netlist batched process in Java framework, for constructing custom toolkit 
serving logic transformation and specially the repair process towards ailing 
routings. Security relevant routing issues in DPL are to be discussed in the next 
Chapter.  



 

 

3. Chapter 3 

Secure Dual-Rail Routing in 
FPGAs 

 

“An introduction about the routing strategy on 
Xilinx FPGAs; An overview of the routing 
vulnerabilities in prior DPL styles; The proposal 
of symmetric, interleaved and compact placement; 
Technique discussions to overcome the 
implementation barriers; Basics of third-party 
low-layer tools; Proof-of-concept proposal to 
reduce process variation.” 

 

The robustness of SCA-resistant dual-rail logic suffers from its routing 
barriers when apply over FPGAs. This chapter focuses on the routing issues for 
the Xilinx side, particularly addressing the routing pitfalls in the investigated 
SCA countermeasures.  

The content of this chapter is organized in the following order: Section 3.1 
gives a general introduction. Section 3.2 shows the routing tactics in FPGAs. 
Section 3.3 proposes secure placement strategies. An implementation study is 
described in Section 3.4. The main routing barriers are discussed in Section 3.5. 
Section 3.6 introduces the basics for custom gate-layer design over Xilinx FPGAs. 
An proof-of-concept for reducing impacts from process variation is depicted in 
Section 3.7. Section 3.8 draws the chapter conclusions. 
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3.1. Introduction 

FPGA technology has been widely utilized in both academia and industry. 
Modern crypto usage of FPGA requires highly ensured security protections to 
secure private information against various black-hat attempts. Within the scope 
of this chapter, the restricted routing control over FPGAs is profiled as the major 
restriction for a sound implementation of SCA-resistant dual-rail logic. Based on 
the proposed PA-DPL, a compact and interleaved dual-rail scheme is depicted to 
yield the smallest dual-rail distance in FPGA framework, for undergoing the 
selective EM side-channel analysis [88]. 

Routing technique in FPGAs are an open research topic which has drawn 
extensive attention in the past dozens of years. Routing on FPGA is technically 
more challenging in contrast to the work on ASICs. This is mainly restricted to 
the highly rigid routing resource that is prefabricated. An optimized routing 
path must take into account the logic demands and the resource availability. 
Basically, a routed net is constituted by concatenating numerous selected wire 
fragments, to expand a complete routing path from source to sink(s). In this term, 
an optimized routing algorithm is an important task to which the following 
challenges must be properly tackled with:  

 

A. Find available routing paths for a net;  

B. Ensure that a net is an optimal selection;  

C. Align with the constraints of timing, area, resource defined by designers;  

D. Avoid routing conflict with occupied resources,  

E. A routing algorithm is able to be adapted to different devices.  

 

Therefore the routing algorithm for FPGA is essentially a work for mapping 
the routing assembly into rigid resources, scattered over the FPGA fabric. In 
SCA, logic paths are not simply the information channels to carry on algorithmic 
data, but are concerned more as the potential information leakage sources. A 
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crucial fact is that the physical characteristic for an unrouted net is not fixed, 
which heavily depends on the practical implementation. More concretely, the 
leakage quantity from a specific routing can differ greatly because of the unequal 
routing shapes, lengths, and locations. So a controllable routing scheme is 
appealing for FPGA implemented SCA countermeasures.  

FPGA routing for DPL is a challenging trouble that has been bothered in 
SCA researches for quite a few years. The existing problems can be addressed as 
the following several points: 

1) How to maintain symmetric T/F routing networks in dual-rail format. 
2) Implementation technique should be as convenient as possible. 
3) Technique transplantation should be viable for diverse devices.  
4) Implemented logic must not violate electrical rules (DRC).  

To enhance the utilizations of the proposed techniques, as previously stated, 
Xilinx FPGA family is chosen as the targeted device. However, these discussions 
and the later proposed techniques can still possibly be transplantable to FPGAs 
from other vendors because of the general similarities of basic FPGA 
architecture. This chapter only briefs the routing issues with respect to the SCA-
resistant DPLs. 

3.2. Routing Basics in FPGAs 

One of the greatest barriers to adopt the DPL in FPGA is the lack of control over 
the design process, which severely impedes securities related to dual-rail 
compensation. Most of the design tools targeting commercial devices are 
proprietary and sparsely customizable, where the logic cells can be precisely 
used or prohibited to specific locations in the fabric. Nevertheless, routings are 
still infeasible to be restrained with equivalent constraints. 

The notion of “routing” refers to the signal connection among the 
components of the logic trees, differing in design metrics, such as timing, area, 
power and placement. In ASIC, routing can be fully controlled by designers, but 
FPGA fabric is usually structured as a connectivity network using wires and 
Programmable Interconnect Points (PIPs). The significant difference from ASIC 
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routing to FPGA routing is the resource selection to complete the schemed 
routing topologies, where FPGA router can just follow the prefabricated and 
finite routing segments to comprise the path from each Source to Sink within the 
resource framework. Source represents the only start point of the net, it is 
normally an output of an instance. Sink is a terminal of the net, it is normally an 
input of an instance. 

Routings lines in FPGAs are manipulated by commercial vendor routers 
which strictly follow the dedicated routing algorithms. These algorithms and 
detailed device database are closed from external users due to intellectual 
properties. When designers have to extend the design level to lower layer, i.e., 
LUT-level, for prototyping a design emphasizing physical details, commercial 
routers are unable to fulfill these tasks. Hence customized EDA assistant 
solution that can manage the basic device cells is indispensable to streamline the 
low layer design. Due to the advances of fabrication technologies, smaller 
feature size, higher frequency, and mixed functional component are 
continuously included into the next-generation devices, for providing powerful 
and application-specific capabilities. Routing problem is architecture-dependent. 
Once new devices are shipped to market, the routers have to be altered for 
adapting to the new resource set and architecture. To solve the routing trouble 
existing in FPGA dual-rail architecture, a custom router can be used. An 
essential merit for this router is that it is sufficiently versatile to be adapted to 
numerous devices from Xilinx. This ability is benefitted from the usage of 
bottom-layer XDLRC database which contains thorough resource information to 
be extracted using RapidSmith APIs [89] [90]. 

3.2.1 Xilinx Routing Resources 

Xilinx FPGAs generally adopt the island style architecture [5], in contrast to the 
channel style ASIC routing algorithms for Actel [91] and assigning routing 
resources for Altera [92]. Many researches exploring island architecture styles are 
driven by Xilinx’s leading market share in academia and industry. Based on this 
architecture, the fabric of Xilinx FPGAs consist of a two-dimensional array of 
configurable logic blocks with vertical or horizontal routing channels, where 
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numerous routing wires are situated in parallel with different I/O 
configurations. There are generally four major routing resources offering 
available wires and interconnects for populating complete routing network, 
namely: Local Line, Long Line, Switch Box and PIP.  

Local lines:  

Lines are the routing resource provided in Xilinx framework. Local lines are 
widely distributed along the routing channels to offer connection segments with 
two or more terminals. Each local line is a complete metal wire spanning from 
one interconnect to multiple adjacent CLBs or pins, without programmable 
interconnects. Virtex-5 employs CMOS Configuration Latch (CCL) to enable 
configurable connections between routing lines. Figure 3.1 shows the local lines 
provided in fabric Virtex-5 FPGA, which expand through different clock regions. 

 
Figure 3.1: Clock regions and local-wire channels in Virtex-5 fabric. 

Long lines:  

Long lines are specially dispersed in Xilinx routing channels to provide 
appropriate long routing resource for connections that require to reach multiple 
CLBs. Long lines span through a complete clock region, or traverse to other 
clock regions without intermediates. Signal propagating through long wires are 

 high-lighted local lines 

Clock region A   Clock region B 

Grey parts are the routing channels for local lines and the red lines are the highlighted local lines 
that spanning through adjacent clock regions 

Clock region C   Clock region D 
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fast because of the absence of extra interconnect delays. The global clock 
networks are also composed of long wires which are featured with the ability of 
driving high fanout, low skew and fast clocking distributions. Long line in 
Virtex-5 fabric can be viewed from Figure 3.2 

 
Figure 3.2: Lone wire channels in Virtex-5 resource array. 

Switch-box:  

Switch-boxes provide numerous intersects for wire connections between 
vertical and horizontal routing matrices. It allows routing segments (wires) to 
switch among routing clusters. Xilinx FPGAs have a very flexible switch-box 
topology to be able to achieve high “routability” in designs where routing 
congestions are rigorous. When a wire enters a switch-box, there are multiple 
available and programmable wires to be internally connected, meanwhile the 
wires can further be connected with other wires outside this switch-box. By 
programming two proper switch-box pins, a pair of vertical and horizontal lines 
can be connected together. These general switch-box topologies are illustrated in 
Figure 3.3.  

The pink lines are the long 
wires inside long line channels 
in fabric of Virtex-5 FPGAs 
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Figure 3.3: Imaginary switch-box topologies and Virtex-5 switch-box scheme. 

PIP:  

Programmable Interconnect Point (PIP) is responsible for the connection 
between different routing segments, or the inputs and outputs of IOBs and CLBs 
into the logic network. There are as many as millions of PIPs located in the 
junctions of the wires to be programmed after the router decides exactly which 
routing resource to be used. The pip behaves like the traffic light in the crossing 
streets to determine which turn the signal pass through. As a matter of fact, PIPs 
are unique CMOS transistors that can be turned on or off by programming 
bitstream.  

Topology 1 Topology 2 

Switch-box in Virtex-5 FPGA 

Local 
Lines 

Local 
Lines 

Switch-box 

Available interconnects 
from one switch-box pin 

Image taken from [5] 
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Programming the pip is to charge the corresponding transistor (indicated in 
Figure 3.4) from the configuration bitstream. PIPs can be placed in the 
intersections of wires as shown in down-left-Figure 3.4. By turning on and off 
the proper transistors, the different wire can be properly interconnected. For 
instance, if point A and B need to be connected, transistor of pip 5 should be 
turned on, and the other pips in this intersection should be turned off. Another 
typical utilization of a pip in Xilinx FPGA is the multiplexer (down-right-Figure 
3.4). Each possible input wire is inserted with a pip. Similar to the use in 
intersections, by turning on the input, this input is selected to propagate its 
signal to the output. In the case of 1-output multiplexer, only one pip can be 
turned on in each time since only one input for a multiplexer is allowed. 

In this thesis, the pips on routings are crucial because the duplication and 
modification are done to the routings which are comprised of pips. The 
multiplexers or other pip utilizations that reside inside the logic blocks (CLBs) 
are not arranged, so they are intact during the repair process. 

 
Figure 3.4: Configuration of interconnect points in Xilinx FPGAs. 

3.2.2 Generic Path-Selection Algorithm 

Routing in FPGA is an intractable task which consists of two subsequent phases: 

Configuration 
bitstream 
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-- Global Routing Phase – 

This phase is to gather nets and major routing channels for each pending net 
with consideration of the density balance for all major routing channels. These 
channels are found by a coarse route procedure. For each connection, multiple 
available routing paths are found, and normally the shortest one is picked up 
and assigned to be the chosen one.   

-- Detailed Routing Phase – 

The second phase is to assign the specific wire segments together, and 
particularly connect these branching wires to a major path. The detailed routing 
algorithm constructs a directed graph from the routing resource to represent the 
available connection between wire segments, CLBs and switch-boxes. Each path 
selected is labeled with a cost function that takes into account of the usage of 
each wire segment and the distance of the interconnection points by estimating 
the wire length, utilizing a Manhattan metric [5]. 

Routing algorithms have been thoroughly studied in academic researches. 
Maze Router, developed as early as 1970’s by Lee [93], is the basis for many 
descendants. This algorithm guarantees to find any existing connections 
between two terminals with shortest path by a Breadth-First Search [94]. In the 
logic array of an FPGA, it starts the search from the source node for a net, and 
expands to adjacent nodes. The expanded neighboring nodes are then expanded 
further in steps. Such an expansion continues until a sink node for this pending 
net is reached, or the unused resource has all been searched with no possible 
way to reach a sink. A search example is drawn in Figure 3.5. Maze algorithm 
effective finds the shortest way, but with a disadvantage that the search 
efficiency is in fact severely obstructed by its costly computation since all nodes 
in the graph have to be scanned during the exhaustive search.  
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Figure 3.5: Maze search algorithm from a source S to a sink T. 

The A* search router is evolved from the Maze algorithm which employs 
the Depth-First Search [95] approach instead of Breadth-First search. The penalty 
function to evaluate the directed graph for each node 𝑖 in A* search algorithm is 
shown in Eq.( 3-1 ), where 𝑐𝑖  is the node cost, 𝑓𝑖−1  is the total cost for the 
previous path section, and 𝑑𝑖  is the estimated cost from source to sink. This 
algorithm pronouncedly reduces the search time, but those found paths may not 
be the shortest ones. 

 

 𝑓𝑖 = (1 − 𝛼) × (𝑓𝑖−1 + 𝑐𝑖) + 𝛼 × 𝑑𝑖 Eq.( 3-1 ) 
 

For both of Maze algorithm and A* algorithm, the accomplished routings are 
sensitive to the route sequence because each route step is executed 
independently which has no consideration of the following pending ones. In 
consequence the resource can be occupied earlier or later relying on the routing 
order. The Pathfinder algorithm [96] alleviates this shortcoming by giving 
identical routing results with no influence from the order. Pathfinder router 
manipulates the nets in an Obstacle-Free fabric, i.e., all the resources are assumed 
to be not occupied by logic. All the nets are routed as if they were the only net in 
this design. Then the cost of using every resource is computed with the cost 
functions as seen in Eq.( 3-2 ), where 𝑏𝑛,𝑛+1 represents the penalty of bending the 
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wire, 𝑝𝑛 is the cost for a specific wire, and ℎ𝑛 is the history that keeps track of the 
usage of the wire during previous iterations. ℎ𝑓𝑎𝑐  and 𝑝𝑓𝑎𝑐  are the respective 

weighting factors. Back-and-forth iterations of rip-up and reroute are launched 
until no overuse of routing resource exist. The route process is also accelerated 
in contrast to Maze and A* algorithms [5].  

 

 𝑓𝑖 = �1 + ℎ𝑛 ∗ ℎ𝑓𝑎𝑐� × �1 + 𝑝𝑛 ∗ 𝑝𝑓𝑎𝑐� + 𝑏𝑛,𝑛+1 Eq.( 3-2 ) 
 

3.2.3 Router Design 

To serve the thesis purpose, a customized router core has been borrowed from 
DREAMs tool [97] ([98]). More precisely, the router is designed based on the 
principle of Dijkstra’s algorithm [99] to search for a shortest path between each 
source and sink. Some optimizations are carried out if the net has multiple sinks. 
With this principle, a metric is defined inside this router, as given in Eq.( 3-3 ). 

 

 𝑓𝑖 = 𝑏 + (1 − 𝑎) × 𝑓𝑖−1 + 𝑎 × (𝑑𝑖 + 𝑁𝑜𝑑𝑒𝐿𝑒𝑣𝑒𝑙) Eq.( 3-3 ) 
 

The parameter 𝑏 represents the base cost, depending on the wire type, 𝑓𝑖−1 
is the accumulative cost of the path, 𝑑𝑖  specifies the Manhattan Distance from 
source to one sink, 𝑁𝑜𝑑𝑒𝑙𝑒𝑣𝑒𝑙 is the level of this node in the managed path and 𝑎 
is a weighting parameter controlling the tradeoff between a Breadth-First Search 
and a Depth-First Search. This equation represents a “Depth first Search” principle, 
similar to the well-known A* Search Router [100]. This equation penalizes the 
use of long wires, since a higher base cost is assigned to them. This is because the 
granularity of reconfigurable module is typically fine, and the long wire usage is 
not justified. Moreover, if a single stretch of a wire is used, the whole resource is 
considered to be occupied. Otherwise, a conflict appears. However, when 
routing the static system, long wires have to be enabled to reduce signal delay. 
Therefore, a penalty function, which does not consider wires cost, is used in this 
case. 
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Respect to the repair philosophy in dual-rail network, the router must be 
wrapped with enhanced abilities in order to be utilized into the proposed repair 
mechanism. This wrapper must be able to purposely identify user-constrained 
routing resource, so as to exclude the overused nodes in reentrant routing 
process. This motivation will be described in Section 3.5, and the technical 
solution will be detailed in Chapter 4. 

3.3. Placement Schedule in FPGA 

The two rails in DPL logic operate concurrently in a protocol. For the compound 
gate style which has swapped T/F signal, like, WDDL, MDPL, BCDL, etc., the 
two rails are inherently built-in together. For the separate T/F networks without 
twisted wires, gates are not bound, and hence the rails must be placed together 
or separately intentionally [87] [88]. Since the swapped nets are absent in this 
type, the routings can also be deployed in parallel. Therefore more manipulation 
flexibility upon the placement can be yielded. Luckily, this feature releases the 
potential to technically strengthen the performance and security to a certain 
degree. 

3.3.1 Separate Dual-Core Architecture 

Since the F rail is cloned from the original T rail, in this scheme, the two rails (or 
dual-cores derived its name from the visual separate logic clusters) are placed 
independently without being overlapped in varying FPGA regions. This plan is 
easier to be realized because no instance or net reuse troubles the rail 
transformation. The duplication completely clones the whole T rail (instance and 
net), hence the routings can be guaranteed to be identical without extra efforts. 
This way adds further protection against energy-concerned attacks. This is due 
to the fact that the classical power attack setup aims at the global power or EM 
fluctuations observed from the shunt resistor or the decoupling capacitor of the 
complete fabric. It is not able to split the selective power information from each 
rail. Therefore, a properly achieved DPL in separate placement assures 
compensated energy consumption in view of the two rails.  



120   3.3  Placement Schedule in FPGA 

Chapter 3. Secure Dual-Rail Routing in FPGAs 

Threats from Selective EM Analysis. The two cores in PA-DPL can be 
closely deployed for obtaining optimal timing and security performances. As 
shown in Figure 3.6, T/F cores are situated at a distance of 1 CLB row (Hereafter 
abbreviated as 1 VDU - Vertical Distance Unit). However, the complementary 
T/F LUTs and nets are still deployed in locations with relatively larger 
distances, as 5 VDUs here. If a micro probe can be precisely situated closer to 
either one of the two cores, the voltage induced by the magnetic field from a pair 
of data-dependent cells cannot be balanced due to the different parameter 𝑟 in 
Eq.( 1-7 ).  

 

Figure 3.6: Adjacent dual-core parts in separate placement. 

Power-based attack relies on the global power consumption of the whole 
chip. So, in this context, location of the core does not have crucial influence to the 
compensation behavior of the whole power consumption, except for the fact that 
some capacitors are assigned to sepcific clock regions. So, separate architecture 
for dual-core is not a weakness against power-based side channel analysis. 
While, the impact from process variation due to chip manufacturing gets 
augmented when facing sophisticated measurements. Technological bias is not 
predictable and avoidable, but some general laws can be inferred and respected 
for mitigating the induced negative impacts. In [73] [101] authors demonstrated 
that closer fabric point in a silicon have less process variations (Intra-chip PV). 
Empirical tests show that for minimizing the PV influence, it is recommended to 
deploy two complementary cells and nets as close as possible.  
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3.3.2 Interleaved Dual-Core Architecture 

A great number of logic cells and routing resource are deployed as a highly 
regular array in generic FPGA architecture. Interleaved placement aims at 
overlapping the T and F parts of the dual-rail module by mapping the 
synthesized design into basic logic units (CLBs) side by side. This tactic helps to 
make the distance of the complementary T/F cells identical and as small as 
possible. In Xilinx devices, the placement configuration is controllable by setting 
prohibit user constraints (for instance, in .ucf). Several placement types have 
been investigated, as plotted in Figure 3.7 where each block represents a CLB. 
From the observation, type A and type B accomplish smallest logic distance and 
high placement density. Comparatively, type C offers a larger space for routing 
channel, but with lower logic density. Further investigation reveals that the pip 
configuration in Xilinx devices is strictly regular in N-S dimension, but slightly 
differs in the E-W dimension. This observation implies that placement of type A 
is advantageous to be used if highly identical T/F routings are desired. 

 

Figure 3.7: Interleaved dual-core placement in PA-DPL. 

3.3.3 Security Partition 

As a tradeoff between security and cost, logic design, particularly as SCA-
resistant crypto scheme, is a considerable restraining factor that avoids the 
realization of a diversity of proposed countermeasures, making them not viable 
to be applied in resource-constrained devices, like camcorder, cell phone and 
WSN systems. Let us assume an autonomous embedded system, like WSN, that 
requires a large number of nodes remotely deployed in a wide field, where 
typically batteries are the only power supplies. In this case, energy-hungry dual-
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rail countermeasures are not recommended to be utilized to constitute the 
circuit. Here, an optimized tradeoff with regard to both security and cost are 
demanded.  

To the proposed SCA-resistant logic, the partial-protection mechanism is 
blended, which intends to optimize the global tradeoff. The essence of this 
mechanism lies within a security partition scheme to partially protect the crypto 
module. As commonly known, not all the signal in a complex algorithm are 
security-sensitive. To simplicity, the security-concerned logic and signal in 
crypto algorithms are selected to be protected, while keep others intact.  

Take AES as an example, this “correlate” refers to computable operations 
solely on two vectors: key and know information. The decipherable spectrum is 
normally limited to the first round or the last round of the complete computation 
rounds, i.e., plaintexts together with the first round key, and the ciphertext with 
the last round key. As shown in the AES diagram in Figure 3.8, the input 
plaintexts are directly fed into an XOR operation with initial key for the first 
encryption round. The hypothetical model for this round executes XOR 
operation between key and plaintext. The outputs are substituted by a S-box 
then. Thus a viable attack point is the S-box output in the first round. Note that 
an attack to the second round, or third, round key is as well possible, however, it 
must include the second round key guess into the predictions, which enlarge the 
hypothetical key space from 256 to 2562 , which augments the computation 
expense. To be specific, the evaluation of the security severity is partially 
influenced by the complexity of the prediction model. If a constructed model is 
too complex to afford, this model is not viable in use. The fast growing 
computation ability to date has made the leak modeling to all round possible 
(either from first round using plaintext or from the last round using ciphertext). 
Hence, all the crypto cores in this discussion is treated as security-critical, and 
requires a thorough protection.  
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Figure 3.8: AES algorithm and wrapper logic. 

The non security-critical part refers to the wrapper, i.e., feeding logic, as 
depicted in Figure 3.8. The wrapper is generally responsible for providing and 
receiving controlling signal (enable, external counter, plaintext, etc.) from the 
crypto core, and hence they are not deducible intermediates in side-channel 
analysis. This logic part can therefore be kept unprotected to save hardware and 
power resource.  

The partition scheme aims to “partially” provide logic protection to a 
complex algorithm system. The main trouble to deal with the protected part and 
the control part is to properly manage the core feedback to the control part. As 
just stated, the inter-module signals are generally those none security-sensitive, so 
they can be dealt with by two principles: (a) If they are exported from the 
wrapper and terminated in the core, they must be fortified to provision identical 
signal to T/F cores; (b) If they are the feedback from core to wrapper, the 
counterpart ones in the F rail are simply deleted. The scheme is well explained in 
Figure 3.9. The convention is justified because the wrapper can only read 
feedback from one core and the bias of non security-sensitive signal does not 
impair the balance to the internal security-sensitive parts.  
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Figure 3.9: Partition scheme for partial dual-rail protection. 

3.4. Implementation Case Study 

The AES algorithm has the so-called ‘key expansion operation’, which takes the 
main key and drives from its subkey 𝑘𝑟, where r denotes the round number 
which may be selected from 10, 12, 14 for AES-128, AES-192 and AES-256 
respectively. To precisely, the key expansion is removed to keep only one round 
computation, which includes key evolvement and SubByte operations, to be 
chosen as verification target. Figure 3.10 draws the schemed dual-core 
architecture, where only the crypto core is applied with security conversion. This 
strategy is helpful in reducing implementation penalties in resource restricted 
embedded devices.  

AES S-box and other combinatorial parts can be implemented either by 
RAMs (either block or distributed) or by logic elements (LUTs). Some papers 
have documented that BRAM implemented combinatorial parts emit less 
leakage than logic element implemented counterparts [82] [83] [102]. For 
validating the security elevation, S-box in the current scenario is implemented 
by logic elements. The feeding logic drives the encryption of 8-bit plaintexts 
from an LFSR. A DCM (Digital Clock Manager) is applied to generate Ex from the 
prch signal with a fixed time delay ‘△𝑡’. Other timing delay logic, like Johnson 
Counter could also be used if the frequency drops out of the permitted frequency 
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range. To note that the created signals must be driven by clock buffer to 
distribute the Ex and Prch signals by global clock networks. 

 
Figure 3.10: Dual-core architecture of a minimized AES module. 

Implementation example with a separate dual-core deployment on Virtex-5 
FPGA is presented in Figure 3.11 by placing T and F crypto cores on neighboring 
fabrics. The shared wrapper part is placed beside the two cores, which feeds the 
crypto cores with groups of plaintexts, key and the global signal derived from 
built-in DCM. Virtex-5 FPGA series have LUTs with 5 or 6 inputs. Therefore, 
except the 2 inputs used for synchronization precharge logic, the other 4 inputs 
are selected for any 4 or less – input Boolean functions. The precharge network 
reaches every LUT, so all cells can be precharged simultaneously. 

 
Figure 3.11: PA-DPL implementation of a minimized AES module. 

Verification shows that a pair of signal from T and F modules compensate 
with each other precisely complying with the generic DPL protocol, as seen in 
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Figure 3.12. Nevertheless, restricted to the routing competition, the realization of 
interleaved version requires much more efforts where special manipulations 
over routings must be integrated into the procedure for yielding physical 
symmetry. 

 
Figure 3.12: Compensation behavior in PA-DPL manner. 

3.5. Routing Barriers in DPL 

Compared to ASICs, FPGA implementations have much less flexibility to select 
the cells used in the design. This is especially rigorous for the routing network 
relying on the P&R tools provided from vendor ecosystem, users cannot control 
the router, but only following the topology with prefabricated routing channels.  

Switch matrices offer the connecting potentials between the horizontal and 
vertical local lines. Incorporated with some special interconnects, the router tool 
automatically connects all logic cells according to the specific design. Generally, 
Switch-box in perimeters varies with those inside the fabric in the number of 
allowable routes. Noting that identical routings demand symmetry in routing 
resource, the placement for the duplicate part should preferably avoid the use of 
the perimeter resource so as to prevent the routing asymmetry in advance.  

In an interleaved placement, routing conflicts can occur when duplicating 
the routing of T core to the location of F core because the routing resource for F 
core may have been preoccupied by some nets in T core. This enables the 
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techniques of direct copy & paste in [103] [64] [104] challenging if the F part is 
overlapped or interleaved in the same fabric region with the T part. 

3.5.1 Routing Conflicts 

The fabric region of the F rail can be intentionally reserved to be free, to 
accommodate the cloned F logic during the copy & place process. However, 
when this technique is applied to interleaved placement, or when the two 
separate parts are closely placed, resource conflicts may occur. A typical conflict 
case is the multiple use of switch-box pins. A switch-box pin has potential 
diverse connections to multiple pins around its boundary (see Figure 3.13). A 
conflict occurs when two nets connect to the same pin. As highlighted in the 
picture, net “mmm_sbox/a_xor0011” and net “N176” connect to the same pin. This 
is electrically unallowable and triggers error when converting design from xdl to 
NCD, immediately before bitstream generation. 

 
Figure 3.13: Switch-box and net conflict in switch-box pin. 

In [87], authors explored a technique to create dummy CLB hard macros, 
where all driver (Input) pins and load (Output) pins for this CLB are disabled, to 
block the CLB’s occupation by F rail. By this way, the resource for this CLB block 
will not be used when auto-routing the original T design. But this method is not 
automated. The utilization of constraints to dummy hard macro makes it 
difficult to be freely utilized to other FPGA families. An original contribution 
from this thesis for eliminating the route conflict is presented [88] for adopting 
copy & paste process for an interleaved dual-core scheme. This solution searches 
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the multiple-existing pip lines in the xdl expression of the duplicated F part. 
Each routing net in xdl is described as a set of pins, sources, sinks and pips. Each 
pip in Xilinx FPGA interconnects two or more crossed wires. If a pip is detected 
in more than one net attributes, nets in the design conflict in this pip. The merit 
for this method is that conflicts can be directly found from the pip attribute in 
xdl. Nevertheless, it does not cover all conflict cases. 

3.5.2 Asymmetric Rails 

Asymmetrical (Non identical) routings exist in a wide variety of DPL 
implementations. The main reason for network asymmetry stems from the 
vendor provided FPGA routing algorithm, which only aims at constructing 
routable, rather than identical, net pairs. Besides, the placement scheme also 
influences the routing result, as illustrated in Figure 3.14.  

 
Figure 3.14: Principle of symmetry detection in FPGA array. 

Here, the placement (slice_A & slice_A’, slice_B & slice_B’) does not give fully 
parallel deployment of the corresponding instance pair (Slice_C and slice_C’), 
hence the identical routing paths cannot be achieved. Furthermore, even though 
the slice for complementary instances are parallel, the identical routings are still 
not able to be produced if the corresponding pins are not the same. For instance, 
for the net from slice_B to slice_A, the connection pins are AQ in slice_A and B2 in 
slice_B, comparatively, AQ in slice_A’ but B1 in slice_B’, identical routings for this 
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net pair are as well not available. Thus, the identical networks are rigorous to be 
satisfied with ordinary implementation solutions, since the optimizations always 
overwhelm the planning scheme.   

3.6. Gate-Layer Design from Custom EDA 

A large number of researches have been dedicated to improve the routing 
algorithms in the past decades, while they generally rely on simplified and 
conceptual objects, among those only a few are really adapted to the real 
devices. So it is still unpractical and requires a detailed design in order to be 
used in realistic scenarios. Furthermore, the continuous device upgrades refrain 
from the utilization of the closed ones due to the different structural evolutions. 
This stems from the fact that these algorithms normally depend on a simplified 
logic assumption, such as abstract island style [5] without considering device 
trivial. Consequently, any technology evolutions may substantially alter its 
structure, which normally requires a tedious design-from-scratch to be 
compatible with new technologies. 

To the best of author’s knowledge, at least two custom toolkits have been 
developed in recent years, tending to facilitate project prototypes in commercial 
Xilinx FPGAs. The conceived technique novelties can as well apply to other 
vendor devices thanks to their similarities in basic architecture. Both of the two 
toolkits: RapidSmith and Torc are built upon Xilinx device description library: 
XDLRC. Basically, XDLRC is a device information report generated by Xilinx xdl 
executable to completely describe device details from Spartan-2 to as new as 
Virtex-7 series. Since XDLRC enclose the complete information of a device, the 
report file is extremely sizable over numerous Gigabytes. Comparatively, the 
more compact design description xdl only presents the element information 
essential for an implemented design, instead of a device, so the file scale is 
greatly condensed from XDLRC, on which the tools normally rely for executions. 
Elements in Xilinx devices fall into several categories: Tile, Primitive Site, Wire 
and PIP. These barely mentioned conceptions in FPGA are necessary for better 
understandings of low-layer device topologies. 
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3.6.1 Torc 

By exploiting the structure description of Xilinx FPGA (XDLRC), N Steiner, et al 
developed a C++ based open-source infrastructure for reconfigurable usages for 
Xilinx FPGA series [105]. Based on the use of the essential device information 
from XDLRC, Torc facilitates the custom EDA development and architecture 
researches with unprecedented and flexible design freedom upon device bottom-
layer in contrast to conventional behavioral-level commercial tools. This thesis 
does not develop the techniques based on Torc. The detail information about this 
tool assembly can be found in [106]. 

3.6.2 RapidSmith  

RapidSmith is developed by researchers from Brigham Young University [107], 
motivated by similar purposes as that for Torc, yet written in object-oriented 
programming language Java. The primary objective of this toolkit is for custom 
development upon modern Xilinx FPGAs over XDLRC, for serving as a rapid 
prototype testbed in low-level FPGA research. The library of RapidSmith is 
open-source for free academic utilizations. The operation object is xdl, which is a 
human-readable equivalent to the Xilinx Native Design Language (NCD), 
providing flexible APIs for interaction with hidden bottom-layer logic resource. 

Packed methods provided in RapidSmith can be quickly embedded into the 
user-developed platform in EDA research. The routing repair toolkit presented 
in this thesis is constructed upon RapidSmith-provided toolsets with many 
extended functions and modifications. Hereafter, the discussion and work are 
exclusively restricted in RapidSmith as well as its related scopes. In RapidSmith, 
xdl targeted manipulations are mapped to the elements of compact device 
information from XDLRC. This mechanism significantly speeds up the process 
without directly touching the gigantic device resource library. 

3.6.3 Operation Objects 

Before stepping into the detailed repair mechanism, the terminologies of the 
operation objects need to be comprehended, which are defined inside the low-
layer device description netlist-XDLRC (a Xilinx netlist to describe the complete 
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physical instance and routing information per FPGA [90]), for facilitating the 
resource classification and division. These objects are mainly the structural 
molecules and resource operands, that to be operated in Xilinx FPGA system 
and serve the low-layer designs. Both RapidSmith and the developed tool 
wrappers work upon these objects. 

3.6.3.1 Tile 

Ordinary FPGA is planned as a 2D array which contains countless small areas. 
In Xilinx FPGAs, these regions are named as Tile. Tile is the basic area unit which 
accommodates dozens of logic or routing resource. Each tile is declared with a 
unique name with X and Y coordinates related to its tile location in resource 
array. A tile is shown in browser view4

Figure 3.15
 of a Xilinx Virtex-5 FPGA fabric (seen in 

).  

 

 
Figure 3.15: Browser view of tiles in a Xilinx FPGA device. 

                                                      

4 brower view is developed from RapidSmith in purpose to display the resource configuration. 
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As highlighted, dozens of wires (routing resource segments) are contained 
inside this region, with prefabricated viable connections to the internal sinks or 
the sinks of other tiles. Apart from the wire, tile is able to host other two types of 
components: primitive site and pip, as shown in Figure 3.16. As previously 
explained, pips are the programmable points of the wire terminals, responsible 
for yielding interconnection between different wires, while primitive sites are the 
spaces in the tiles which allow logic instances to reside in. 

 
Figure 3.16: Quick overview of XDLRC elements in Xilinx FPGA. 

3.6.3.2 Primitive Site 

A primitive site is the virtual location of an FPGA that is dedicated for the 
deployment of logic instances of the same type. A located instance is named 
with the slice type and the 2D coordinates. For instance, a CLB may have 
different slice types. A SliceL primitive site can be placed by a SliceL instance, 
e.g., Slice_X12Y110, and type SliceL. However, a SliceM primitive site may host a 
SliceM instance as well as a SliceL instance in Virtex-5 FPGA. This is because 
SliceM primitive site is enhanced from SliceL which contains not only all the 
resources of a SliceL, but also RAM functionality. It comprises a distributed 
RAM [108]. Primitive site in XDLRC also contains a series of pinwires to describe 
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the name and directions of pins (see Figure 3.17). Since there may exist multiple 
primitive sites in a single tile, the I/O pins for each primitive site have internal 
pin names and an external names to differentiate the multiple usages for the 
same internal name. For instance, a tile “INT_X105Y72” has four primitive sites 
to host four slices. Each primitive site has an output pin with the same name XQ. 
In order to differentiate the name for different primitive site in this tile, an 
external name “XQ_PINWIRE0”, “XQ_PINWIRE1”, “XQ_PINWIRE2”, 
“XQ_PINWIRE3” are given to the XQs of the four primitive sites in order. 

As a matter of fact, external-named pinwires also conflict with the pinwires 
from other tiles which have similar structure. Hence further naming mechanism 
is necessary to avoid recognition confusion when the developed toolkit is 
running the global pinwire search for the complete routing resource. This 
mechanism is realized by using the definition of “node” that will be presented in 
Section 4.3.1.  

 
Figure 3.17: Differentiated pinwires for internal primitive sites. 

3.6.3.3 Wire 

Wires are the basic routing resource inside Xilinx FPGA fabric. In these devices, 
a complete net is comprised of numerous net segments, and each segment is 
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classified as a wire. Accordingly, multiple consecutive wires are the basic 
elements for the routing network. As given in Figure 3.18, a wire is described in 
XDLRC as: (a) the wire name E2BEG0; (b) available neighboring tile 5; (c) the list 
of the tiles and the corresponding possible wires in these tiles.  

As explained in primitive site, wire names are not unique, thus the name 
may conflict with the homonymous wire from other tiles.  

 
Figure 3.18: Wire description in XDLRC. 

3.6.3.4 PIP 

pip has been introduced in Section 1.1.2 along with other basic resource to 
indicate the programmable interconnects between two wires inside a tile. Figure 
3.19 depicts a pip configuration from XDLRC.  

 
Figure 3.19: PIP description in XDLRC. 

It is stressed that all the pips exist inside a tile which connects two wires 
contained in this tile area. For simplicity, there are two types of connections for 
wires: Inter-tile connection, which is hard-wired and cannot be programmed, 
namely, these connections always exist. The second type is intra-tile connection 
which is the connection between wires from this tile to a wire belonging to the 
neighboring tile. These connections can be programmed by users to determine 
whether or not to connect to the outside resource. These intra-tile connections 
are basically the described pips. So, for the net from a source to a sink (as shown 
in Figure 3.20), it passes through 5 tiles, and 3 pips are programmed for this 
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conceived routing path. Based on these fundamental logic elements, a systematic 
routing repair mechanism will be described in details in the next Chapter. 

 
Figure 3.20: Inter and Intra wire connections. 

3.7. Process Variation Reduction 

Because of the continuously shrinking size of CMOS in deep-submicron 
technology to date, close to nano level, Process Variation (abbreviated as PV 
hereafter) become a critical concern which makes some design essentials 
probabilistic and unpredictable [109] [110] [111]. General means to deal with PV 
impacts in deep-submicron circuits are summarized in [112]. During the chip 
manufacturing, strictly uniform technological is not practical, mainly restricted 
by the randomly dispersed articles and etching deviations. These unbalanced 
distribution unfavorably causes tiny spatial differences in electrical 
performances. Since channel length is scaling, PVs are continuously posing 
greater impacts to circuit performances as well as security assurances. PVs bring 
electrical influences to power consumption from both routings and gates (output 
capacitive load [113]) . 

A solution is given in [114] to mitigate PV by increasing transistor channel 
length based on the SPICE simulation. Whereas it demands a new fabrication, 
and the overall benefits in deep-submicron technology will inevitably 
deteriorate. For SCA consideration, PV causes risks to robustness of 
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countermeasure since it alters 𝐶𝑝𝑐 in Eq.( 2-1 ), thus leads to trivial but negative 

effect as previously shown in Figure 2.10. 

To mitigate the logic implementations impacts from mainstream FPGA 
device, some special solutions must be integrated into the logic itself. As a part 
of the overall thesis contribution, a proper placement scheme, suitable to the 
contributed routing solution, add further elevation to the overall security level of 
the proposed dual-rail style. This approach is based on an essential principle 
certified from numerous prior literatures:  

“Temperature affects the circuit electrical characteristics over technological bias.” 

In this section, a proof-of-concept technique relying on a self-adaptive heating 
compensation system is originally proposed, with the purpose of assisting 
symmetric PA-DPL logic for achieving sound dual-rail compensation. 

3.7.1 Temperature Effect 

Temperature is a major metric that alters the circuit’s electrical performance 
because of the temperature impacts to PVs. A number of published literatures 
have certified that a fluctuating local temperature causes frequency deviation for 
an implemented Ring-Oscillator (RO) [115] [4] [116]. This result implies tiny but 
unpredictable electrical parameters to a circuit when the environment 
temperature is swinging or the circuit is heated up by the implemented logic 
itself [117] [118]. Figure 3.21 plots the frequency-to-temperature relationship 
between a pair of ROs. The blue and green lines represent each of the RO pair 
respectively. Due to the diverse impact from PV in different chip locations, the 
frequency of the RO represented in blue descending faster than that of the RO 
represented in green when the temperature is increasing. To a concrete term, 
temperature alters the circuit frequency inconsistently, i.e., the transistor or 
routing delays are inversely related to the silicon temperature, because a higher 
temperature intrinsically reduces the mobility of electrons and holes, which, in 
turn, slows down the current speed [119]. From this observation, an important 
assumption can be inferred, namely, “by altering the local temperature, circuit 
frequency (i.e., speed of propagated signals) in this location can be adjusted.” 
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Figure 3.21: Frequency-to-Temperature relationship on a RO pair. 

3.7.2 Self-Adaptive Heating Ring 

Figure 3.22 depicts the basic scheme of the originally devised self-adaptive PV 
compensation system, which consists of a couple of T/F simplified AES core in 
separate placement (see Figure 3.11), including the wrapper block, and besides, a 
heating system is assembled in order to dynamically adjust the local temperature 
influencing either one of the two crypto cores. 

 
Figure 3.22: Scheme of self-adaptive heating compensation. 

This created topology employs two ROs to circumvent each core as the 
thermal generator for spatially increasing temperature in local silicon. The built-in 
delay cells inside the RO are inverters where inverters in odd number are 
implemented by LUT to populate an inverter ring, as described in Figure 3.23.  
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Figure 3.23: Internal structure of heating ring oscillator. 

The inverter number, logic interconnect as well and routing delays 
determine the toggling frequency between “0” and “1”. The heating effect of this 
structure has been presented in [120]. A critical motivation to use RO as the 
heater stems from its convenient frequency comparison, as used in PUF 
proposed in [4], where the output from each RO is counted and compared to 
determine which RO operates with higher frequency. Note that frequency is 
unidirectionally influenced by local temperature, i.e., ascending temperature 
leads to descending frequency, and vice versa. Accordingly, the frequency 
comparison can determine an thermal gradient between the T/F areas. Since a 
running RO heats the local silicon, a protocol is employed in order to 
dynamically tune the relative frequency difference between the two locations. 
Figure 3.24 shows the real situation of a T or F structural combination of an 
implemented crypto core and a heater ring.  

 
Figure 3.24: Heater-ring incorporation to a T/F crypto core.  
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As aforementioned, frequency bias is correlated to signal propagation, 
hence the inherent net delay difference of the routings in the affected T/F fabrics 
are minimized, which is to say, the impact from PV is supposed to be decreased. 
The complete functional loop consists of different states, as seen in Figure 3.25. 
In initiate state, both A/B ring oscillators begin to work. The frequency of each 
A/B ROs are computed and measured after a specific time duration in measure 
and count state. And then, the compare state switches off the RO with lower 
frequency. Hence, the corresponding local temperature is decreased, which 
inversely increases the frequency of the influenced RO (see Figure 3.21), to 
compensate the impacts from biased PV.  After a determine time, both ROs are 
turned on again in the initiate state.    

 

𝑓𝑇_𝑅𝑂 ≥ 𝑓𝐹_𝑅𝑂:    𝑠𝑤𝑖𝑡𝑐ℎ 𝒐𝒇𝒇 𝐹_𝑅𝑂 

𝑓𝑇_𝑅𝑂 < 𝑓𝐹_𝑅𝑂:    𝑠𝑤𝑖𝑡𝑐ℎ 𝒐𝒇𝒇 𝑇_𝑅𝑂 

Figure 3.25: Dynamic heating functional loop.  

The initial process variations impact the frequencies of the two ROs 
unequally with unique gradients. (see the two plots of temperature-to-frequency 
linear relationship in Figure 3.21). However this fast-response self-adaptive 
heating ring is likely to close the averaged frequency difference relevant to PVs.  

3.8. Conclusions 

This chapter mainly proposes a realizable interleaved placement scheme for 
enhancing the dual-rail logic against SCA threats. As a major contribution, a 
row-interleaved placement scheme adaptable to 2-Dimentional FPGA array is 
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presented, being motivated by two purposes: (a) Strictly symmetric T/F networks 
in DPL; and (b) Closely deployed routing pairs to minimize the impacts from PV. A 
security partition strategy to selectively/partially apply logic transformation for 
complex algorithms is also presented, to tradeoff the cost w.r.t. security levels. 
An implementation case is detailed to provide a general view of the proposed 
solution. However, the existing implementation strategies by vendors are not 
compatible with these custom workflows.  

To strictly achieve these logic structures, two major barriers within the 
implementation must be removed, (i) To solve the routing conflicts from the 
overlap of T and F cores; and (ii) To keep the routing symmetry for each 
corresponding net pairs. All these issues over implementation are described in 
details. As a conceptual design for relieving security impact from PV, a self-
adaptive heating system is originally devised. This approach relies on solid 
thermal effect of RO to alternatively and automatically heat either one of T/F 
fabric regions to partially influence the thermal characteristics of crypto cores, 
for slightly slowing down and balancing signal frequencies.  

The next chapter is schemed to present an innovative routing technique and 
a complete and custom EDA toolkit to assist the rail transformations, 
particularly for the routing element manipulations. 

 



 

 

4. Chapter 4 

Routing Repair Toolkit 

 

“The technique details of the proposed 
automated implementation toolkit, covering 
two major aspects: (a) the detection 
mechanism for two routing problems; (b) 
the repair mechanism and execution 
protocol.” 

 

In terms of side-channel risks, security crypto realization on FPGA suffers 
from its intractable adaptation to ordinary design flow, particularly to the 
uncontrollable routings in contrast to the ASIC approaches. This chapter delivers 
a set of routing repair techniques, for achieving symmetric dual-rail routing 
network. The significance lies within a complete built-in detect and repair 
execution mechanism, fully automated by custom programmable scripts to 
manipulate the resource oriented netlist with interlayer APIs. 

This chapter starts the content from a general introduction in Section 4.1. 
The originally proposed dual-rail repair techniques are presented in Section 4.2. 
In Section 4.3, the technique principles for detecting problematic elements are 
described. Section 4.4 elaborates the auto-repair mechanism that serves as the 
core of the tool. Section 4.5 introduces the implementation preparations to BCDL 
logic for its routing impact evaluations. In Section 4.6, general conclusions are 
given. 
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4.1. Introduction 

Countermeasure development of cryptography against side-channel threats 
have been impeded during a long period because of their cumbersome fine-
grained implementations. This is an essential part to achieve strictly compensated 
logic behavior between counterpart rails in DPL structures. 

Modern digital systems have stepped into deep submicron level, where the 
influence from routing has gradually become a dominant factor that significantly 
impacts circuit performance. Similarly, routing biases for the dual-rail 
significantly affect the T/F rail compensations, mainly from the tiny biased 
parasitic capacitances between complementary routings. To remove this barrier 
for realizing safer implementations, physically symmetric routing must be 
achieved for a sound dual-rail style. 

In this chapter, the routing issues are systematically presented, which start 
from an overall introduction of the routing challenges on FPGAs, and then to 
practical execution techniques, on the customized routing toolkit, for solving the 
discussed defects. This solution is built up based on a controllable router, 
specific for Xilinx FPGAs. The router is embedded into this design toolkit for 
constructing automatic repairers using Java. The present work relies on the 
RapidSmith library, which provides a bottom-layer interface to most basic logic 
elements for Xilinx devices, to be able to manipulate script methods to facilitate 
routing operations. 

The repair process is carried out immediately after the rail transformation, 
with the purpose of producing security strengthened PA-DPL logic. This process 
starts from automatic error detection and repairs the conflict or non identical nets 
in an automatic manner until all the problematic elements are remedied. 
Concretely, this tool is especially devised for SCA related crypto applications, 
but with potential to be adopted in other scenarios on Xilinx FPGAs, where 
precise routing control is desired.  

To a summary, the following issues are tackled throughout this chapter: 
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 How to manipulate fine-grained logic units on gate-level netlist. Since 
the selected target is LUT-level xdl, the basic operands are mainly 
LUTs, registers, multiplexers, BRAM, and particularly the routing 
components, like nodes and tiles in Xilinx FPGA architecture.  

 The repair mechanism that is addressed mainly covers net asymmetry 
detection and node conflict detection. The detectors shall read the 
complete netlist file, to parse it with basic element analyses. Utilizing a 
series of recognition mechanisms, it is designed to find the “error” 
elements. 

 All the procedures are carried out in automatic iterations both in 
detecting and repairing tasks. For this purpose, the tool must be 
capable of diagnosing the circuit to find the DRC-violated cells and 
amend them following the design scheme.  

As one of the major thesis contributions, this chapter shows the work 
closely extended from previous chapter – dealing with SCA-relevant security 
routing issue in Xilinx FPGA. The feasibility of the proposals is bolstered and 
justified by case studies. It is more convincible to claim that this presented 
toolkit is more likely to be a proof-of-concept prototype, rather than a fully 
operative and closed system. Optimization and function extensions should be 
further dedicated to make it appropriate to apply to practical user-end 
applications. 

4.2. Automated Routing Repair Process 

The logic scale of digital systems varies greatly relying on specific logic types 
and implementation strategies. Commercial FPGA tools are able to optimize the 
design over constraints, like frequency, scale, logic type, for unique 
requirements. They realize designs with a series of confidential analysis 
algorithms to properly optimize the design and adapt it to the framework 
determined on the target device. Provided with sufficient resource, a complex 
system implementation by commercial tools in most cases is capable of realizing 
the schemed design due to its full understanding of the details of devices and 
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the powerful optimization strategies. Unfortunately, it is not easy to enjoy this 
favor when implementing dual-rail logic because such an uncommon logic is not 
compatible with the ordinary design flows. In some cases, manual work must be 
included which makes the prototyping very low-efficient and risky. Besides, the 
doubled logic rails require twofold or even more resource cost. So a customized 
and automated design flow is compulsory as an initial step to push forward a 
conception into real-world utilization. 

4.2.1 Toolkit Modularity 

The core of the developed toolkit is constructed from a router which provides 
scalability to fulfill certain routing task that is far to be available on commercial 
tools (see details in Section 3.2.3). This development is driven by two 
motivations: (a) It is used to be embedded into dual-rail fabrication to guarantee 
identical networks to some DPL logic styles. (b) It is adaptive to dynamic and partial 
reconfiguration system. 

The routing scheme in FPGAs is usually a complex task which requires to 
solve numerous algorithmic and structural troubles. Prior articles [5] [121] [122] 
have studied these issues, with fruitful contributions. However a broad range of 
applications are still open to further expand the adaptation to more complex and 
hybrid scenarios. Generally, routing in FPGA scan be divided into two phases:  

 A global routing strategy, which is especially schemed to assemble nets 
together to balance all routing channels.  

 A detailed routing tactic is included, to assign specific wires to the 
planned nets.  

The developed toolkit aims to provide post-process to assist the netlist 
arrangement, as a set of compensate solutions to commercial EDA tools. For this 
purpose, the custom router operates on specific nets or instances (components 
like Slice, Buffer, Pin, RAM), instead of the whole circuit, to yield logic 
conversion. This present toolkit is built complying with commercial EDA tools 
(or precisely Xilinx ISE), so it performs as an assistant tool to fulfill the whole 
procedures of a DPL design. Motivated by saving implementation expenses as 
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well as the potential dynamic and partial reconfiguration, only the logic inside 
the protection area is transformed (protected). Therefore the optimized logic by 
commercial tools are maintained without modification. The conflicts or 
asymmetric nets are repaired solely inside the crypto core, while the other parts 
are schemed to be maintained and properly arranged by vendor tools.  

The function of the proposed toolkit is split into several modules, which are 
concatenated to constitute this complete execution workflow. As a matter of fact, 
each module takes individual responsibility from three work phases, as specified 
in Figure 4.1 below. 

 Phase A is especially created for PA-DPL logic presented in this article, 
which converts single-rail circuit to dual-rail PA-DPL format 
immediately after generic Xilinx Synthesis Technology (XST). XST 
process here is to create a primitive single-rail circuit to be transformed 
inside this phase. It is stressed that deliberate constraints are set to XST 
user constraint files (.ucf) in order to constrain the primitive circuit as 
required. The complete process can be referred in Section 2.5. 

 Phase B delivers the routing repair operations for the dual-rail circuit 
obtained after Phase A. This phase is responsible to check as well as 
initiate the repair process using several detection principles. In this 
present task, two types of conflicts exist, namely, (a) routing conflicts: 
which occurs from a copy & paste process after phase A or during this 
repair loop; (b) asymmetric nets: which are assumed to exist in a 
created off-the-shelf dual-rail logic that has been routed using vendor 
routers.    

 Phase C is well tuned for other logic that demands identical routing, 
which only parses the routing parts without considering specific logic 
style. As mentioned above, phase B delivers the task to this phase for 
finding and repairing the net pairs in asymmetric format. This module 
enhances the functionality of the proposed toolkit to a wider spectrum 
of real-world scenarios.  
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Figure 4.1: Toolkit modularization. 

The modular structure of the tools favor transportation to future usages or 
to be embedded into other third-party tools, like DREAMS ([97]) for 
reconfigurable prototyping on Xilinx environment. Actually phase A and phase 
B are deployed in parallel, emphasizing different usages. To serve the purpose of 
this thesis, phase A is especially studied and presented, whilst phase C is also 
validated by applying it to a crypto coprocessor in BCDL [6] protocol as a case 
study. This work will be presented later in Section 5.4.   

4.3. Detection Principles 

The repair toolkit is constructed based on diverse APIs provided by RapidSmith 
to deliver bottom-layer mapping solutions. Modern cryptographic circuits are 
sizable and require a great number of logic cells to comprise its complicated 
logic network. The occurrence rate of errors5

3.5

 depends on the detailed dual-rail 
style and implementation schemes. However, the probability of error occurrence 
is pretty high. Hence, a repair tool is essential to detect errors automatically from 
the vast netlist of the implemented circuit. An executable detection mechanism 
should therefore be of primary importance. Two types of errors are targeted in 
the repair mechanism, as elaborated in Section : “routing conflicts” and “non 

                                                      

5 Error here refers to the DRC violation through the DPL single-to-dual transformation, mainly 
covers resource conflict and network asymmetry.  
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identical routing pair”. The subsection of this part copes with the detection 
principle and the execution method of these two errors in automatic manner. 
Since the toolkit is built over Java, it inherits a lot of merits from Java to expedite 
the execution. 

4.3.1 Conflict Detection 

In ordinary FPGA design, routing conflicts are never a concern because the 
verified routing algorithm does not intrinsically allow conflicts to occur. In a 
part of dual-rail process, the duplication is done directly from single-rail circuit 
without specified routing constraint, conflict is always a daunting trouble during 
the copy & paste procedures, particularly to the interleaved dual-rail format 
(Refer to Section 3.3.2). Some efforts have been documented in prior literature to 
overcome this error amid dual-rail conversion, but none of them is “automated”.  

In this work, an innovative route strategy is originally proposed to eliminate 
errors. The essence is acquired from a reentrant detection/repair mechanism. 
For clarity, a complete net is comprised of a group of consecutive nodes. The 
router finds the nodes only from the collection of unused ones. So a prime 
benefit is that the router is able to manipulate a net excluding forbidden nodes.  

4.3.1.1 PIP Detector 

The most convenient tactic to detect the resource conflict is to find the identical 
pip lines from the complete pip list extracted from the net attribute. As 
aforementioned, pip line in xdl presents the programmed interconnection points 
between two wires inside the same tile. If a pip has appeared in the xdl netlist 
for multiple times, it implies that this pip is being employed by different nets, 
i.e., the consecutive double wires connected by this pip are multi-used for 
different signal. This way effectively represents this conflict type. Figure 4.2 
draws the rationale of this discussed ”pip line search” approach used in [88]. By 
using pip finder, pip line of “pip CLBLM_X20Y103 L_D -> SITE_LOGIC_OUTS11 
,” exist in net “AES_PPRM3_ini/AES_PPRM3_ENCx/EC/SB3/Sbox0/y_6_and0000” 
and net “N557” respectively. The tile (“CLBLM_X20Y103”) is tile 7 in Figure 4.3.  



4.3  Detection Principles  149 

Chapter 4. Routing Repair Toolkit 

 
Figure 4.2: Mechanism of pip line search in xdl. 

 
Figure 4.3: Nets conflict in a double-wire. 
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Nevertheless, pip line in xdl is a couple of wires connected by a 
programmable transistor, named double-wire conflict. Simply searching multi-
used pip line does not cover all the conflict cases. For instance, pip is represented 
in a description as “pip CLBLM_X14Y66 SITE_IMUX_B18 -> M_D1”. Here 
“CLBLM_X14Y66” is the name of the tile which this pip lies in. 
“SITE_IMUX_B18” and “M_D1” are respectively the start wire and end wire. 
The end wire is driven by the start wire through a programmable point. If check 
the reuse of the complete pip line, it is actually searching for a consecutive reuse 
of both start wire (“SITE_IMUX_B18”) and end wire (“M_D1”) in net_1 
(“mmm_N195”) and net_2 (“N941”) (seen in Figure 4.3). In more common cases, 
routing conflict does not necessarily reuse the consecutive double wire, instead, 
a single wire multi-use is more likely to occur. Concretely, only one wire (e.g., 
“SITE_IMUX_B18”) is in conflict between net_1 and net_2. This is explained in 
Figure 4.4 (named single-wire conflict, in contrast to double-wire conflict). 
Single-wire conflict takes into account a large portion of the potential conflicts. 
So a comprehensive detect mechanism is required to include all “errors”.  

 
Figure 4.4: Nets conflict in a single-wire. 

4.3.1.2 Node Detector 

In order to smooth the searching process, a more effective searching mechanism 
is devised. The notion of “node” is used in a developed detector to find single-
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Wires are the basic unit in routing networks. As originally named in [90], a 
node is the wire segment combined together with the tile where it resides. The 
wire names may conflict with other similar wires in different tiles since the tiles 
may have regular formats with other tiles in the logic array, where primitive 
sites, wires and pips are included. Hence the names of these elements may also 
share the same names. Assume that a tile has an external pinwire “E2BEG0”, 
while another tile contains a pinwire of the same name. This is explained in 
Figure 4.5, where two different tiles have similar wire distributions and names. 
In terms of the search process, finding a specific wire through the complete 
fabric is a confusing task. 

 
Figure 4.5: Wire distributions from different tiles. 

Nodes allow uniquely indicating a wire from all the wires in an FPGA fabric. 
More precisely, each node is comprised of a single wire together with a 
referenced tile where this wire resides. Since wire is the smallest routing 
segment inside each node, searching multi-used nodes can find all the conflict 
routing points. In this thesis proposal, a node checker is created to detect the 
reuse of nodes instead of pips. A node is not naturally an element that can be 
directly used, thus nodes are created from the xdl expression. 

In dual-rail conversion, complete netlist of F rail is obtained by duplicating 
the counterpart rail from original T rail. After this process, nodes are extracted 
from the newly duplicated F rail by combining tile and start wire (or tile and end 
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wire) as indicated in Figure 4.6. Then, the multi-used conflict nodes in the F rail 
can be found by comparing the newly generated F rail nodes with the nodes 
extracted from the rest part of the design. As an initial step to execute the 
routing repair work, conflict detection process of node finder is fully automated 
to be ported into the complete conversion and repair toolkit. 

 
Figure 4.6: Extracted two nodes from each pip line in xdl. 

4.3.2 Asymmetry Detection 

In the majority of DPL countermeasures, the copy & paste process is not used 
since the corresponding cells are twisted inside a compound module with 
swapped or converged T and F wires. Cross connections that swap T and F rails 
make them not possible to be deployed separately. For these implementations, 
designer can only depend on commercial routers to place and route doubled 
rails. Restricted by the deficient control, routings become disadvantageous. 
Figure 4.7 shows a pair of dual-rail nets achieved by vendor router, where the 
T/F instances are placed in parallel, yet the route result gives very asymmetric 
paths. This result leaves intrinsic defects against side-channel analyses. 

To cope with routing asymmetry, an asymmetry detector is included to find 
the asymmetrical routing pairs after the initial routed circuit. As of  common 
sense, any net must have at least one sink. So a comparison strategy is to 
compare the displacement of corresponding node pairs with a reference distance 

net "mmm_N195" , 

outpin "mmm_N195" D , 

inpin "mmm_N126" D1 , 

pip CLBLM_X14Y66  SITE_IMUX_B18 -> M_D1 ; 

node1:  Node(CLBLM_X14Y66, SITE_IMUX_B18) 

node2: Node(CLBLM_X14Y66, M_D1) 

 

             
 

.... 
.... 

Node extraction 

.... start wire end wire tile 
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between the two source nodes. This comparison is conceived in Figure 4.8, 
where the T_source and F_source have a displacement, noted as reference.  

 
Figure 4.7: Asymmetric net pair yielded from commercial router. 

 
Figure 4.8: Detection protocol for non-identical net pairs. 

If the displacements of all other node pairs are the same with the source 
reference, the routing paths of the two nets are identical. This mechanism 
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substantially depends on the fact that identical paths in FPGA are parallel in any 
intermediates adjacent node pair. So the displacement for the two routes should 
always be the same between any corresponding points no matter the two paths 
are separate or interleaved. If any unequal displacement is found during the 
check process, the two routes are non identical and need to be repaired. In 
summary, the key point for this solution is to extract node vector displacement.  

In Xilinx, each element inside the CLB array has a location parameter, as the 
X12Y40 of tile: INT_X12Y40, which indicates that the tile locations are: x: 12, y: 40 
in the two-dimensional tile array. It should be remarked that the array systems 
in context of tile and slice are different, where each employs heterogeneous 
coordinates. Since the work present concerns nodes, and each wire and tile are 
combined together, the coordinate system applied is consistent with tile array by 
2D point expression with node x and y in tile coordinates, seen in Eq.( 4-1 ). If a 
net pair is symmetric, all the node displacements (𝑝𝑜𝑖𝑛𝑡𝑠) from the two nets are 
the same. Otherwise the asymmetric net pair can be figured out if one or more 
node distances are not identical with the reference. 

 

 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝑛𝑜𝑑𝑒1−𝑛𝑜𝑑𝑒2) 
= 𝑝𝑜𝑖𝑛𝑡 (𝑥𝑛𝑜𝑑𝑒1 − 𝑥𝑛𝑜𝑑𝑒2, 𝑦𝑛𝑜𝑑𝑒1 − 𝑦𝑛𝑜𝑑𝑒2) Eq.( 4-1 ) 

 

Asymmetry detection is also automated in Java, to scan all the T/F node 
pairs from routing pairs. It should be noted that a requisite to take this 
comparison is the parallel placement for all relevant T/F instances, e.g., the 
corresponding CLBs should always be placed in a right position in CLB array. 
This is naturally obtained if using copy & paste process. With other dual-rail 
circuit, a proper instance placement should be done before the repair process, as 
the row-crossed interleaved dual-rail placement shown in left-Figure 4.8. Modern 
FPGA design tools, like PlanAhead for Xilinx FPGA, provide sufficient placement 
constraints for the fine-grained placement scheme. 
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4.4. Repair Iteration 

For the interleaved DPL prototype, the implementation phase occupies a great 
portion of the overall workload. It is pretty true when launching test to a 
complex modern cryptographic algorithms. The execution efficiency is increased 
by putting all the repetitive procedures into a fully automated workflow. The 
computation cost for routing repair is objective dependent, namely, the net size 
and logic complexity determine the time cost during each single repair.   

The tested module demonstrated in Section 3.4 is utilized here, to validate 
the present repair tool. It is worthy to stress again that the S-box part is 
implemented by logic elements instead of RAM. As the basic architecture given 
in Figure 3.10, the simplified algorithm contains only the XOR operations and S-
box substitution blocks. T and F cores share the same wrapper logic serving as 
logic feeder. The partition reserves the control part, and solely manipulates the 
crypto core since only this part is security-critical. In each clock cycle, 8 bits 
plaintext generated from a Pseudo-Random Number Generator (PRNG) is 
encrypted into 8-bit ciphertext. A pair of 8-bit registers reserve the outputs from 
T and F S-box respectively. Figure 4.9 shows the design flow, where the complete 
flow is made up of manual, automatic and routing conflict check phases. 

4.4.1 Repair Mechanism 

The toolkit offers automated work flow to search for a new path to circumvent 
conflicts when making rail transformation. The embedded method depends both 
on an external and an internal loop formed by a series of APIs to detect and 
repair the conflict or asymmetric net pairs. This toolkit currently supports the 
conversion of PA-DPL logic style both in separate or interleaved scheme, while it 
can also be applied to clone or repair any other logics once symmetric nets are 
desired, such as the creation of RO-PUF (Ring Oscillator Physical Unclonable 
Function) presented in [4]. 

Conflict/asymmetry finders can be switched on or off for specific 
requirements to be aligned with, since dual-rail conversion may result in either 
conflicts or asymmetries. This is due to the fact that during the conversion, the F 
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rail is duplicated from the original T rail. Once a net in the F rail conflicts with 
another existing net, conflicts exist in this case. As well, it can still be converted 
back to ncd format using “-force” command. If user adopts “Auto Route” 
command to force the router function, conflict wires will be automatically erased 
and repaired. Consequently, as stated above, the conflict problem evolves into 
an asymmetry problem. At this moment two options are at disposal to users to 
mount the repair task:  

 Employ the xdl netlist generated from the ncd immediately after the 
dual-rail conversion. In this method, the conflict finder is used.  

 Use Xilinx router to have a coarse repair to transfer the conflict nets to 
asymmetry nets. Here, the asymmetry finder is selected. This option is 
appealing when repair the net pairs that are not achieved by copy & 
paste methods.  

 
Figure 4.9: Input and repair loop of the routing repair phase. 

However, no matter which option is selected, the repairer core applies the 
conflict finder as specified in Figure 4.4. The first step is to convert the original 
circuit (post P&R) into the xdl format, to be used as the input of the repair 
process. This can be done either by the user or by the tool itself to instantiate the 
Xilinx prompt command: “xdl –xdl2ncd input.ncd”.  
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For different executions, the external loop either repairs the conflicting net 
pairs or non identical pairs. The internal loop is instantiated and works to find a 
path for the T net, whilst it prevents conflicts in the duplicated F net. Conflict 
and non identical repair tasks share the same intra loop. 

In the conflict finding process, the nodes needed are the corresponding ones 
in T net because it is the T net that needs to be rerouted, rather than the F net. 
For preventing conflicts in these F nodes, the use of the T nodes is disabled when 
rerouted the T net. The counterpart F nodes can be obtained by modifying the 
coordinate parameters of the tile in which the conflicting T nodes reside, as 
demonstrated in Figure 4.10. A Java method is developed to map conflict F node 
to T node automatically by modifying the tile coordinates.  

 
Figure 4.10: Repair mechanism to prevent nodes from reuse. 

Both T and F nets are unrouted after this step. Unrouting a net can be done 
by deleting the pip list inside the xdl net attribute. Then the T net is then rerouted 
excluding the disabled T nodes. This rerouted process is driven by a custom 
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router [123] [97] which executes reentrant route to a single net, excluding a list of 
prohibited nodes. Then the F net is duplicated from the newly rerouted T net 
with a proper location displacement. The conflict checker runs again. If conflict 
does not exist, the repair process ends, and otherwise the work continues to run 
until no conflict exists or resources run out6 Figure 4.11.  displays a snippet code 
of the process flow. 

 
External loop:   /*This loop is used to repair the conflict nets in sequence*/ 
 

Conflict check: /*check whether conflict nets/asymmetric nets exist or not in certain region*/ 
 

Set conflict_nets in design to conflict_net_pairs 
FOR I = 1 to element number of conflict_net_pairs  

…… 
Unroute   false_net(i) 
Unroute   true_net(i) 
Reroute  true_net(i) 
…… 

 
Non-Identical check: /*check whether non-identical nets exist or not*/ 
 
Set non_identical_nets in design to non_identical_net_pair 
FOR I = 1 to size_of_non_identical_net_pair 

…… 
Unroute   false_net(i)  // delete all pips 
Unroute   true_net(i) 
Reroute   true_net(i) 
…… 

 
Internal loop: /*Small Loop is to search for a path for the T/F net pair avoiding the conflicting nodes*/ 
 
WHILE     size_of_conflict_pair NOT EQUAL 0 

…… 
Set conflict_nodes_of_design to conflict_false_nodes 
Get conflict_true_nodes from conflict_false_nodes 
Add conflict_true_nodes to exclude_nodes 
Unroute true_net(i) 
Unroute false_net(i) 
Reroute true_net(i) Not Use exclude_nodes 
Add displacement to new_pips from true_net(i)  
Set new_pips to new_false_pips 
…… 

      ENDWHILE  
    CLEAN exclude_nodes 
 END FOR 

 
Figure 4.11: Pseudo codes of repair loop. 

                                                      

6 When all the possible paths are failed for this T/F net pair, the path search runs out the routing 
resource. Then the repairer skips the current net pair and jump to the next pending ones.  

( For conflict repair use ) 

( For asymmetry repair use ) 

( Common use ) 
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If the relative distance between source to sink is long, and the deployed logic 
in this region is in high density, the iteration might run for extremely long time 
for repairing this conflict. Precisely, the search workload has exponential growth 
when a net has long distances from source to sinks, or the net fanout is very large. 
To increase the repair efficiency, maximum search iteration value (iteration 
threshold) is purposely set. Empirical tests show that setting the iteration to 10 
ensures 95% repair success rate, whereas the exact rate heavily depends on the 
specific circuitries, which has influence from logic density, routing length, 
available resource, etc. 

4.4.2 Routing Repair Process Loop 

An example of the repair process for a conflicting net pair is shown in Figure 
4.12. In this case study, T and F nets are interleaved in placement. Even and odd 
rows are exclusively configured to house T and F cells in FPGA CLB array. Only 
the F rail is shown in order to simplify the view. The T net is processed 
repetitively to find a T path from which the cloned F path does not conflict with 
existing routings. Conflict nodes are shown by the combination of tile and wire. 
The dotted box marks the converge pins of the conflicting nets. Wires here are 
represented as integers for the process efficiency in script. 

The complete repair work in this example found a successful path at the 
expense of 5 loops. All conflicts occurred are the multi-used pins in switch-box. 
Original 9 conflicts (circuit_i) appear from 6 tiles. After the first repair process, 
this T net is renewed, but 2 conflicts are found in this new net, respectively from 
tile “INT_X9Y64” and “INT_X10Y63” as demonstrated in the schematic in 
circuit_ii. Then the repair process continues. There is a special case since method 
“getConfliNode” found conflicts in tile “INT_X10Y64” but it actually occurs in tile 
“INT_X11Y64” shown in circuit_iii. This is because the T net under repair and 
the net that conflicts with it are overlapped with each other throughout switch-
box in tile “INT_X10Y64”. The 2 nets converge in tile “INT_X9Y64” and 
“INT_X11Y64”, and consecutively pass through 4 same switch-box pins. After 
duplicating the F net, no conflict exists in the F net. The cost of succeeding in a 
repair substantially depends on the routing density and lengths. It can be simply 
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justified because a longer net covers a larger routing area which contains a 
greater number of possible routing resources to be verified. And the highly 
intensive design potentially decreases the success rate before the routable paths 
are found. According to the test of this lightweight AES, averaged 3 loops are 
expended, with worst case of 9 loops for very few nets. Since they are typically 
short, the repair speed is pretty high. 

 
Figure 4.12: A succeeded routing repair process. 

The nets highlighted in Figure 4.13 give the repaired complementary nets in 
the interleaved placement. FPGA editor view shows very parallel routing paths. 
However, the view from FPGA editor is a user-oriented interface for the 
operation convenience, in contrary, the real physical parameters in fabric are not 
public. And wires probably straddle through several metal layers, not like the 
schematic represented in a monolayer view. To verify the decreased net delay 
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difference, a timing solution needs to be launched to testify the routing 
similarities. This work will be presented in Section 5.3.  

 
Figure 4.13: A pair of healed T and F nets. 

4.4.3 Toolkit Architecture 

This section summarizes the basic architecture of the developed toolkit. As 
previously introduced, this set of tools is purposely constructed for bottom-layer 
FPGA prototype, where compound functionalities from varying assistances are 
assembled. The basic components are listed below: 

 Xilinx XDL library: This library describes the basic bottom-layer logic 
elements which consist of a complete post P&R circuit, which serves as 
the basic objective to realize the rail conversions (instance/net). Since 
each routing is depicted perfectly in the xdl expression, and rail 
duplication here just requires a complete net clone, instead of reaching 
basic net element-wire, hence xdl suffices amid the single-to-dual rail 
transformation.  

 XDLRC library is included for mapping the upper operation into the 
micro bottom-layer element-wire. In more concrete terms, detecting 
and repair process for the problematic nets is posed into the wire 

True CLB channel 

 

False CLB channel 
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segments (nodes), which are only available from the XDLRC library. 
Hence this library must serve as the target operands based on the API 
mapping from RapidSmith. 

 As just mentioned, RapidSmith provide interface from upper XDL 
layer to bottom XDLRC layer for meticulous routing arrangement 
during the routing repair process. So it directly touches XDLRC library. 

 DREAMS provides a custom router, which is wrapper in this proposal 
for reentrant arranging of a net. 

 All the approaches and libraries are loaded and carried out by Java, 
serving as the toolkit basis.  

 The top module performs as the user-interface. 

The modularized hierarchy of the present toolkit is described in Figure 4.14. 
A single-rail input circuit in xdl or ncd format is fed into, and the output file 
shall export the converted and repaired dual-rail circuit, complying with user 
defined parameters. It is remarked that parameter define in top module is to 
provide user implementation parameters, like in/out file name, workspace 
directory, location coordinates, relocation offset, etc. 

 
Figure 4.14: Architecture of self-developed manipulation toolkit. 
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4.5. BCDL Logic Style 

BCDL was initially introduced in [6], then upgraded and featured by a security 
advance using Block RAM in [83]. In contrast to other DPL styles, BCDL 
provides very compact logic density with superior EPE-immune architecture. By 
applying the majority of the combinatorial logic into Block RAM, security of 
BCDL is strengthened since the skew impacts from biased routings are reduced 
due to the substantially decreased routing fanout. Due to this solution, precise 
routing verifications can be expected, which purposely excludes the influences 
from the rest logic parts, particularly as EPE effects.  

4.5.1 Secure Logic Protocol 

The major benefit of BCDL is achieved by a global synchronization signal. There 
are two stages: “synchronization stage” and “data stage” split in BCDL 
architecture, as explained in left-Figure 4.15. The synchronization stage is 
responsible for synchronizing all input signal before being processed. The 
second stage, or data stage, performs the required logical operations.  

Timing diagram of a BCDL cell is described in right-Figure 4.15. Similar to 
the prch signal in PA-DPL scheme, the global synchronization PRE is driven by a 
high speed clock buffer and global network, so it propagates faster than data 
signal. Abiding to DPL protocol, two phases work alternatively to eliminate 
data-dependency. During the precharge phase, logic cells are forced to 
precharge state, while during the evaluation phase, data stage produces valid 
logic output only when all the inputs are valid and PRE is set to ‘1’. Evaluation 
phase occurs and only occurs when all the inputs are in valid states, which 
satisfies the EPE-immune requirement described in Section 2.3.3.  

The two-stage implementations are still vulnerable to side-channel analyses 
because of the glitches from the first stage. Therefore special routing is required 
to deploy the precharge signal to the RAM output. Authors in [82] show that 
using low-fanout cells in the circuit can further enhance the security because for 
complex cryptographic algorithms, the routing unbalance is augmented due to 
the greater data depth. [83] proposes to use embedded Block RAM blocks from 
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the FPGA resource to implement complex combinatorial blocks, such as AES 
substitution box, to reduce the resource overheads, as well as to compress the 
network fanout to minimize the exploitable leakage. 

 
Figure 4.15: Two-stage BCDL cell and timing diagram. 

In summary, BRAM BCDL obtains the following merits for secure crypto 
utilizations: 

 The synchronized stage with global PRE signal ensures BCDL free of EPE. 

 The use of Block RAM resources in FPGA greatly reduces the network 
fanout, and hence reduces the routing leakage. 

 The global precharge mechanism removes the constraints of gate type 
limitations [12]. 

Nevertheless, unrestricted implementation of BCDL poses a weak leakage 
from biased parasitic capacitance over routings, which may leave tiny but 
observable leak residues (refer to Section 2.3.4). Hence this structure here is 
utilized to verify the security entropy exclusively from routings. The simplified 
AES core is again used as the case study from secured BRAM BCDL 
implementation [82]. The target part is the algorithm output with special routing 
schemes, hereafter named as asymptotic routing scheme. 

4.5.2 Preplacement for BCDL 

The low fanout BCDL is advantageous that it can be employed at the RTL level 
which makes it easier to be transplanted to a different device. On the other hand, 
when the platform is fixed, routing techniques can be applied to enhance BCDL. 

Image taken from [6] 
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As demonstrated in [83], the reduction of fanout improves the robustness of 
BCDL. However, low fanout circuitry still has some leakage present which can 
be exploited by stronger adversaries. 

Low fanout in Block RAMs releases opportunities to partially obtain parallel 
net paths between complementary networks. Implementing the T and F S-box in 
different BRAMs provides parallel formats for T and F S-box outputs. The 
synchronous clock controlling the BRAM outputs ensures glitch-free SubByte 
outputs. In consequence, BRAM outputs (i.e., S-box outputs) and nets are chosen 
as the repair target. In spite that a single BRAM in Xilinx Virtex-5 FPGA is 
sufficient to implement two independent S-box blocks, a couple of neighboring 
BRAMs are chosen to relocate the T and F S-box in order to have parallel routing 
paths in resource array. 

In Xilinx Virtex-5, 20 VDUs and 4 BRAMs are equally distributed in each 
clock region. As a view from FPGA editor in Figure 4.16, the adjacent BRAMs 
have a distance equivalent with a width of 5 CLB-row in the applied FPGA. 
Since a single BRAM is chosen to implement each S-box, the complementary 
output pair between the T and F BRAM also has to have the same distance to get 
parallel rails. The preplacement needs to place the corresponding output 
registers to locations where all the complementary elements universally share 
identical distances. Xilinx tools, like PlanAhead, can easily fulfill this task. For 
simplicity, a wrapped 8-bit AES coprocessor is employed as the test module.  

Since the biggest logic part S-box in core part is implemented utilizing a 
BRAM instead of logic elements, BCDL implementation of this core is mainly 
applied to bitxor (seen in Figure 4.17). The circuit runs on SASEBO-GII 
Evaluation board, where two FPGAs are soldered on it: a Spartan-3 (XC3S50A) 
and a Xilinx Virtex-5 (XC5VLX30). Here only Virtex-5 FPGA is used to deploy 
the crypto algorithm.  
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Figure 4.16: Placement of adjacent BRAMs in Xilinx Virtex-5 FPGA. 

 

 
Figure 4.17: Dual-BRAM implemented simplified AES core. 

4.6. Conclusions 

As one of the major thesis contributions, this chapter systematically presented 
technological principles of a developed EDA toolkit for achieving strictly 
symmetric networks in close dual-rail placement. The presented work is 
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featured by its low-layer-centric manipulations targeting XDL/XDLRC 
primitives for automating the operations. 

As aforementioned in the prior Chapter 3, SCA-resistant implementation 
must minimize tiny leak source by employing compact, symmetric logic 
routings from meticulous relocation and modification. Arisen as a critical 
challenge, routing should be repaired after rail conversion. The proposed 
technique removes implementation barriers by mapping conversion and repair 
mechanism directly to low-layer elements. Innovative conflict and asymmetry 
detect/repair approaches formalize the tool essence. 

Two major phases are included inside the procedure: (a) Single-to-dual rail 
transformation; and (b) Routing conflict/asymmetry repair. Java is used to 
maneuver third-party APIs for automating each micro operation over resource 
elements. This proposal, to author’s best knowledge, is the first initiative being 
able to automatically remove the symmetric routing barriers for specific SCA-
resistant logic style. 

Since operation iterations are utilized for scanning and rearranging the 
ailing logics, execution efficiency became as a concern when managing a large-
scaled design. Besides, new generation of Xilinx FPGA brings in different 
resource configuration, being restricted to which, the current resource parser 
might fail in an immediate support. Fortunately, further optimizations dealing 
with these issues are relatively simple, which remains as an open topic awaiting 
to be contributed in the future work. 

 





 

 

5. Chapter 5 

Secure Implementations and 
Validations 

 

“Practically apply the proposed execution 
solutions to crypto modules; Validate the 
feasibility and effectiveness; Certify the 
security impacts from routing with asymptotic 
approach; Implementation approach towards 
complete crypto processor.”  

 

This chapter presents a series of evaluation work for a crypto modules with 
different implementation and evaluation schemes. The main goal of this part is 
to validate the effectiveness of the toolkit functionality and security assumption. 
Besides, an asymptotic routing approach is presented to investigate the security 
impact from routing networks. 

In Section 5.1 a chapter introduction is given. The security and technological 
evaluations are organized in next sequences: (i) The security evaluation of a 
micro 8-bit AES core is presented in Section 5.2; (ii) Section 5.3 is for the timing 
verification; (iii) The routing impacts based on an AES in BCDL format are 
validated in Section 5.4 using asymptotic placement; (iv) Preliminary results 
evaluating the self-adaptive heating ring are shown in Section 5.5; (v) A security 
framework for a complete 128-bit AES module is described in Section 5.6. 
Finally, Section 5.7 gives the chapter conclusions and some further discussions. 





5.1  Introduction  171 

Chapter 5. Secure Implementations and Validations 

5.1. Introduction 

Mathematically-secure crypto schemes have fallen to be vulnerable against side-
channel threats. Physical protection in practice becomes essential in order to 
thwart side-channel analyses in various scenarios. A critical challenge to defend 
SCA is to efficiently mitigate or prevent the information leakage from the 
assumed side channels. A large number of used elements and complex D/A 
hybrid architecture make the leakages possible from every element of the device. 
Besides, another major difference from prior security protection is that side 
channel leakage can only be minimized, i.e., security approaches are able to hide, 
obfuscate, or minimize the leakages, rather than fully eliminate them. This is due 
to the fact that the leakage source in side channel analysis is the basic electrical 
behavior from micro molecules, which cannot be precisely managed. Even 
though developed numerous counter solutions, leakages can always be 
exploited provided with sufficient time and computation. Effective side-channel 
protections are imposed to as low as gate-layers (or equivalent LUT in FPGA), 
while classical algorithmic vulnerabilities in systems can be eradicated by proper 
debug work or replace with new algorithm. This fact makes side-channel 
analysis, in contrast to cryptanalysis, very challenging to be perfectly defended. 

Side-channel protections are mounted to tiny things on logic 
implementations. Since SCA is practically impossible to be fully prevented, an 
effective validation approach is to have comparisons of the same logic applied 
by competitive approaches.  

An important conception for side-channel relevant security evaluation is 
that countermeasure validation in SCA is to look for the security elevation rather than 
an absolute security assurance. To more precise terms, an unsuccessful attack does 
not truly represent a failed validation, it means, to some extent, what the 
designer is after. For instance, two tests are done to check the security level for 
the same circuit with different implementation schemes. Attack A and B both 
found the right key, yet attack A requires more computation time than attack B 
to do so. Hence implementation A has higher security grade than 
implementation B. Similarly, if A and B both fail in the attacks, but B is closer to 
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success in revealing the key, A as well has a higher security grade. This result is 
justified because the right key can inevitably be found granted with sufficiently 
large amount of measurements and computation cycles. 

Looking into this point, the question is what criterion can be used to 
quantify the security grades in an ambient with affordable effort7

5.2. Security Validation 

. The work in 
this chapter tackles this issue mainly by using comparative and asymptotic 
quantitative solution to find the strengthened security factors over this 
innovative dual-rail architecture and implementation methods proposed in 
previous chapters. The timing analysis strategy, assisting the comparisons, is 
dedicated to support the certified results from validating attacks. 

Four security-oriented implementations on different placements and routing 
schemes are exhibited for observing the enhanced security levels. Without 
sacrificing fairness, all schemes are applied to a simplified 8-bit AES crypto core, 
deployed in identical fabric locations on the same FPGA device, i.e., they only 
differ in P&R approach, maintaining identical algorithmic function. The goal of 
these comparisons is to validate the functionality of the toolkit proposed, and the 
augmented security factors obtained from various P&R schemes. Even though 
the evaluation verifies the proof-of-concept upon simplified algorithm, the 
observed results will still be of value for different cryptographic cores in FPGAs. 

5.2.1 Comparative Implementation 

Two major implementation choices are viable to realize PA-DPL architecture in 
Xilinx FPGA. In the comparison, the first option is chosen as the implementation 
design flow (as explained in Section 2.5.2.1) for a simplified 8-bit AES 
coprocessor (see Figure 5.1). The detailed implementation flow is redrawn in 
Figure 5.2. Circuitry varies in placement constraints and the offset parameters 
introduced in the top design interface.  
                                                      

7 Effort here refers to the analysis expense in terms of computation time, which is determined by 
the used analysis models and available facilities. 



5.2  Security Validation  173 

Chapter 5. Secure Implementations and Validations 

 
Figure 5.1: Simplified AES and its wrapper logic. 

 
Figure 5.2: Dual-rail workflow on inter-device netlist transformation. 

Figure 5.3 displays the internal architecture, which comprises the 
encryption core part and the feeding logic. This core encrypts 8 bit plaintexts 
provided by a PRNG. The encryption block simply consists of a bit-xor operation 
between the 8-bit plaintext and the given 8-bit key. The result is fed into an S-box 
from generic AES algorithm and then stored into a group of 8-bit registers. A 
processor in a Virtex-5 chip soldered on a commercial evaluation board (XUPV5-
LX110T) is used to host this design. 
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Figure 5.3: Architecture of a simplified 8bit AES encryption processor. 

The comparison implementations emphasize two aspects: the instance 
placement, and the routing network. Two placements (separate/interleaved) 
and two routing formats (asymmetric/symmetric) are combined; hence, a total 
four circuits are created. The purpose is to observe the security variations in 
terms of different P&R schemes. The main manipulations are summarized into 
three phases, view in TABLE 5.1. 

TABLE 5.1: MAJOR MANIPULATIONS IN SINGLE-TO-DUAL CONVERSION 

Pre-plan phase 
To create original single-rail circuit 
(module division, placement schedule, 
raw routing). 

Automatic 
phase 

Single-to-dual 
conversion 

To execute single-to-dual rail 
conversion, to create complementary rail, 
insert precharge logic, and modify the 
contents of new rail. 

Fine routing 
repair 

To globally detect the routing conflicts, 
repaired by custom toolkit in automated 
execution loop, manipulated upon 
XDL/XDLRC bottom-layer netlist. 

 

The following paragraphs explain the specific implementation details for 
this practical test case.  

Pre-Plan Phase: Not similar to the conventional design process, this work 
phase includes two synthesis iterations, which involves a reentrant synthesis to 
different Xilinx FPGA series. First, a legacy FPGA device is chosen as a target to 
synthesize the hardware-language-described original design. An ngc file, which 
is a binary expressed netlist file with constraint information, is created. The size 
of each Boolean function in this file is constrained to 4-input LUT, as bounded to 
device size. Then, target device Virtex-5, (here, -vlx110t) is selected to parse the 
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ngc file, to define: the maximum input number of 6-input LUT to 4 and disable 
the optimization strategy in process properties, thus a LUT-level ncd design with 
restricted LUT inputs is exported. To prepare sufficient placement space for the 
new rail, resource prohibition and location constraint are imported to user-
constraint-file (ucf) inside the mapping process. After the synthesis, the ncd file is 
thereby converted to xdl format to be loaded into the custom design workflow. 

Automatic Phase: xdl file is a readable version of ncd. It contains all 
information of the design with very regular syntax for complete design 
description. All logic manipulations can be controlled by modifying the xdl 
content. The toolkit contributed inside this thesis is to automate the process 
needed for creating sound dual-rail. 

--Single-to-dual rail conversion-- 

 The algorithm is generated by using the custom tool to automatically 
execute the conversion process. For creating the four test studies, specific 
placements are launched for adapting to separate or interleaved placing 
schemes. Figure 5.4 shows the place constraints for the two placement schemes, 
where red circles are prohibited CLBs locations.  

--Fine-grained routing repair-- 

After initial conversion, crypto core protected in PA-DPL format can be 
created. The unprotected single core design is shown in Figure 5.5. Then it is 
converted back to ncd. At this point, conflicts between the T and F routing lines 
may potentially exist in certain interleaved areas. Then, the design is checked by 
a tool, which transforms every net to an abstract representation where each one 
is represented as nodes concatenated by multiple pips. Since the copied routing 
lines have been tagged with special prefix, the tool can distinguish and check all 
routing information of F part by comparing the path shape between the T and F 
rails (refer to Section 4.3.2).  
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Figure 5.4: Placement schemes for separate and interleaved designs. 

 

Figure 5.5: Unprotected single core in interleaved placement. 
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The final layout of a PA-DPL AES-8 in row-crossed interleaved structure is 
displayed in left-Figure 5.6. It has identical routings between the two core parts. 
By making different placement constraints in manual phase, different 
interleaved structures can be obtained. A pair of identical routings from 
interleaved placement is demonstrated in right-Figure 5.6. 

 

Figure 5.6: Protected dual-core in interleaved placement. 

Figure 5.7 gives the dual-rail circuits in four schemes with different P&R 
combination. Practically, most conflicts occur in circuit c and d because of the 
interleaved formats, which deliver resource competition after the copy & paste 
process. If the two cores are scattered with sufficiently large distance, as the 
separate placements for circuit_a and circuit_b, conflicts are generally prevented 
since the routing path is not likely to expand that far. Nevertheless, the inter-
block nets to the control logic part may still conflict with the routed one. Hence, 
the repair process is also indispensable for ensuring of no conflict in the 
exported circuit. To summarize: “circuit_a is of separate placement with 
asymmetric routing for the security-sensitive core parts. Circuit b is enhanced 
from circuit a with identical routings. Circuit c has row-crossed interleaved 
placement with asymmetric routing networks, while circuit d is evolved from 
circuit c with symmetric T/F routings”. 
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Figure 5.7: Comparison implementations of 8-bit AES. 

5.2.2 Correlation EM Analysis and Timing Check 

Comparison attacks are made to validate the protection enhancement. They are 
all deployed in similar fabric locations of the same Virtex-5 FPGA chip. Control 
logic feeds the plaintexts and repeatedly enables the encryption cores at a 
frequency of 3 MHz. The feed logic drives the processor to encrypt the 
sequential 8-bit plaintexts generated by PRNG for 1000 times in each collection 
cycle. The internal memory of oscilloscope is divided into 1000 segments to only 
record the observed leaks during interesting time period. Multiple groups are 
accumulated together to comprise the total collected traces, as seen in Figure 5.8. 
A self-made EM probe (copper multi-turn antenna with 0.5mm diameter and 26 
turns) is used to detect EM radiation. Sampling rate is fixed to 667Msa/s 
utilizing Agilent Oscilloscope (DSO7032A) [124]. Memory division in this 
oscilloscope is able to store data up to 2000 pieces. This feature is used for data 
collection and transmission to the analysis workspace. It means that every time 

Circuit a:  
Separat,e Non identical 

Circuit b:  
Separate, Identical 

Circuit c: 
Interleaved, Non identical 

Circuit d:  
Interleaved, Identical 



5.2  Security Validation  179 

Chapter 5. Secure Implementations and Validations 

the encryption runs a certain number of iterations, say n iterations, and the 
oscilloscope records the n traces together and then transmits them to the analysis 
facilities. After this, the encryption runs for another n iterations. Since it does not 
need to run and transfer data in each plaintext encryption, the efficiency of data 
collection is greatly increased. 

 
Figure 5.8: Trace collection in groups using segmented memory. 

5.2.3 Result Analysis 

For fairly evaluating the security exclusively from internal cells built-in fabric, 
output registers are disconnected from external pins where the extended metal 
connections may pose strengthened and unfair power and EM leaks. This 
correction ensures that all the leakages are from the internal logic rather than the 
external interconnects or pins. However, this solution elevates the efforts to 
restore the tiny variants after routing corrections. To some circumstances, the 
right key may have not been recovered by analyzing a specific number of 
samples. The rank position among all the key candidates indicates how close the 
right key is to be differentiated. Hence the correlation rank position of the real 
key is used as a reference to quantify the relative security entropy. 

In each attack, register outputs of the encryption are targeted using Pearson 
Correlation Coefficient. A larger number of traces are collected respectively from 
each circuit under the similar ambient. Viewing the analysis results, right key 
(Hexdecimal: C2) has been successfully revealed from 3 circuits (circuit_a, circuit_b, 
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circuit_c in Figure 5.9), while the right key has not yet been revealed in circuit_d 
by analyzing 300,000 traces (see circuit_d in Figure 5.9). The ranked correlation 
positions are given here to show this certified security elevation. 

 
Figure 5.9: Comparison CEMA attacks. 

The following TABLE 5.2 summaries the comparison analyses of the four 
circuit parties. From the result observation, circuit_a demonstrated the lowest 
security grade (with a MTD of 9,6400). For circuit_b and circuit_c, they have very 
similar security grades (circuit_b: MTD of 210,400 and circuit_c: MTD of 192,800). 
For these three circuits, the right keys have all been disclosed. While, the circuit 
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d indicates the highest security grades, which has not yet released the real key 
by analyzing 300,000 traces. To a concrete conclusion, this MTD is no less than 
300,000 for circuit_d. The security assurance in circuit_d is therefore relatively 
higher than the prior schemes, which is benefitted from two aspects: (a) the 
identical routing pairs from security-critical dual-rail parts yield very similar 
parasitic capacitance in counterpart routings; (b) the interleaved placement 
minimizes the process variation between counterpart routings to a very low 
level, consequently leads to more identical routing parasitic capacitances.  

TABLE 5.2: SECURITY EVALUATIONS OF CIRCUITRIES 

Circuit P&R 
constraint 

Repaired 
nets 

Right key 
rank8

Right key 
correlation 

peak  
Highest 

peak MTD 

a 
Separate  

Non 
identical 

× 1st 0.0122 0.0122 96,400 

b Separate 
Identical 23 1st 0.0084 0.0084 210,400 

c 
Interleaved 

Non 
identical 

× 1st 0.0083 0.0083 192,800 

d Interleaved  
Identical 417 55th 0.0030 0.0069 >300,000 

 

5.3. Timing Bias Verification 

FPGA editor offers a user-oriented interface to operate on circuit specifics from 
the logic matrices. Since restricted by the closed low-layer device information, it 
does not truly reveal the layout in physical level. Hence identical nets need to be 
verified in timing so as to ensure the minimized delay bias. 

5.3.1 Logic Switching Delay 

The intrinsic delay in a complete path includes the logic delay - namely 
component switching delay - and the routing delay - propagation delay over 
routings. Switching delay is the signal delay from a logic input to an output of 
each specific component, which is determined by fabrications, relying on its 
internal structure and electrical characteristics, and the local temperature, 
                                                      

8 Hexadecimal crypto key: ‘C2’ 
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voltage, etc. Normally, the implemented logic style does not influence the logic 
delays. Logic delay values can be checked out from product data sheet. Figure 
5.10 exhibits a switching delay of logic block D in a slice from Xilinx Virtex-5 
FPGA. The switching delays from LUT inputs to slice output ports can be 
extracted by timing analysis. These values rely on factors like driving strength, 
voltage level, speed grade, etc., but fixed in an implemented design. Supposing a 
fabricated device is free of technological bias, these delay values are the same for 
all the slices on the entire fabric.  

 
Figure 5.10: Examples of logic delays in Virtex-5 slice. 

It should be remarked that the delay value to FF output (see DQ in Figure 
5.10) is in relation to the routes of preceding stages, so the delays to DQ are quite 
different in different slices. However, the proposal in this thesis clones the 
complete T logic, hence the corresponding T/F signal from FF outputs are the 
same between any T/F signal pairs. 

All the prior analyses are justified based on the precise and complete netlist 
duplication. As just mentioned, influences from PV is not included in the 
consideration, but the impacts is expected to be alleviated by purposely 
deploying the T/F logic parts closely in parallel. 

5.3.2 Timing Comparison 

A timing comparator is devised to extract net delay values from the dual-rail 
design and compute the difference between each pair of the nets. It has also been 
embedded into the developed toolkit. This comparator works upon the timing 
report exported from Xilinx Timing Analyzer [125] to find the net delay values for 
the corresponding net pair from each source to each sink. Net delay comparisons 
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for the analyzed four circuits are plotted in Figure 5.11 and Figure 5.12 
respectively.  

 

 
Figure 5.11: Timing comparison for separate placement. 

 

 
Figure 5.12: Timing comparison for interleaved placement. 
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For the separate placement (Figure 5.11), the net delay information of every 
381 net pair is extracted9

Figure 5.12

. Blue and red curves represent the nets from T and F 
rails, and the green curves indicate the net delay difference between the 
complementary nets. For the interleaved circuits (see ), the extracted 
net pairs are 380 (not 381, due to a slight impact from placement change). 
Analyzed comparison is reported in TABLE 5.3, where the averaged delay 
variances are presented respectively. It can be observed that the delay difference 
in average for circuit_d is lower than 1 ps (precisely 0.835 ps) after being 
processed by the repair tool. Circuit_b has averaged delay difference of 0 ns, 
which implies that the corresponding T/F nets in circuit_b are conceptually 
identical in view of timing analysis (It is worthy to stress that the routed paths 
are achieved from Xilinx router, without any reentrant interferences from 
custom backend routing manipulation). The routing repairer corrects the 
problematic nets in interleaved circuit_b and circuit_d to heal DRC errors 
(routing conflicts). While, small delay differences still exist in the seemingly 
“identical” nets as seen in Figure 5.12. Due to the closed device information from 
physical layer, the exact reason for these tiny bias is uncertain. Nevertheless, 
such bias is extremely small to be reasonably ignored in practical experiments. 

TABLE 5.3: DELAY DIFFERENCE COMPARISON 

Circuit P&R 
constraints Route Strategy Net pair 

number 
Repaired 
net pair 

Average 
delay 

difference 

a Separate 
non identical Vendor router 381 × 0.130796 ns 

b Separate 
identical Custom repair 381 23 0 ns 

c Interleaved 
non identical Vendor router 380 × 0.284310 ns 

d Interleaved 
identical Custom repair 380 217 0.000835 ns 

 

The delay assessment by timing analyzer cannot predict influence factor 
from the existing silicon technological bias. So these exhibited delay values are 

                                                      

9 The analyzed nets are those whose sink/source reside inside the protected fabric region. In a 
simpler word, feedback signal from protected module to wrapper module is not analyzed.  
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not precisely the real delays. However, this influence is only supposed to be 
significant for the separate dual-core version (seen in Figure 5.7). If closely 
situate the two rails in parallel with less VDUs, the technological bias tends to be 
reduced [87] [115]. These factors might change the attack results because 
circuit_b is not to be more secure than circuit_d. This is considered to be a reason 
why CEMA attack to circuit_b derived the right key while circuit_d is failed by 
analyzing the same quantities of recorded EM traces. 

5.4. Routing Impact Evaluation over BCDL 

This section elaborates a sophisticated timing evaluations based on a simplified 
crypto core over BCDL framework. A schemed asymptotic routing approach 
based on the placement preparation introduced in Section 4.5 is employed to 
view distinct differentiation of security variations from routings. 

5.4.1 Asymptotic Routing Scheme 

Block RAM built-in BCDL has the advantages of low network fanout and 
simplicity in contrast to other DPLs. It also proves to be secure against side-
channel analysis [83]. The high security grades cause trouble when investigating 
security variants from different implementation schemes, since more efforts are 
desired, or even impractical to catch tiny difference using ordinary measure and 
analysis solutions. On the other hand, a pair of dual rail, whose corresponding 
source/sink nodes are deployed in parallel, may yield very similar networks, 
albeit using a vendor provided router if the nets are not densely routed. 

The testing circuit selected is quite small as seen in Figure 5.13, where the S-
box blocks were implemented by on-chip BRAMs. The low network density 
brings similar net pairs that are discarded for comparison, since it does not 
simulate the real scenario when a complete AES core or other complex algorithm 
is under test, including dense networks resulting in non identical T/F net pairs. 
Commercial routers make routing paths obtained to be different, even if 
equivalent routing resources are totally free. Due to these observations, the 
routing related EM leakage is strengthened by prolonging the target nets to have 
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a better identification for the routing involved security factors. This solution 
enhances the security evaluation without weakening the fairness.  

The used routing scheme is given in Figure 5.14. Here, S-box output nets are 
extended to a far corner in the Virtex-5 logic array. In this way, more 
pronounced security identification can be observed thanks to the strengthened 
EM emanation released from a set of prolonged nets. Therefore, the routed true 
nets and the complementary false nets tend to have more different routing paths. 

 
Figure 5.13: Routing repaired BCDL simplified AES. 

 
Figure 5.14: Prolonged nets to enhance EM emanation. 
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5.4.2 CEMA Evaluation on BCDL 

CEMA is used to check the security improvement for BRAM BCDL built-in 
simplified AES. The experiments are executed based on the following aspects: 

 Block RAM implemented BCDL poses exploitable leakage from the 
routing bias of security sensitive parts. 

 BRAM intrinsically does not behave as a leakage source, except the I/O 
pins. 

 BCDL ‘Bundle’ cell and synchronized T/F BRAM ensure no glitch and 
Early Propagation effect (EPE) in tested simplified AES block. 

The connections to external output pins have been disabled10

The testing work is executed following several phases: 

 to be able to 
eradicate the unfairly strengthened EM emanation from metal solder balls on 
seating plane. This process is very critical to solely view the side-channel leakage 
from intra-chip elements, instead of that from external on-board metals. 

 Setting the S-box output nets in Figure 4.17 as target. Nets of bit [0-7] 
are converged to two extra LUTs, it is hereby named “Converge LUTs”. 
Therefore, target nets need to be connected to external pins. As just 
stated, it guarantees that the target EM leakage is exclusively emitted 
from internal routings but not be strengthened by external on-board 
solder metals. 

 The F converge LUTs have been intentionally relocated to the farthest 
corner on the target Xilinx Virtex-5 FPGA, so as to have longer net 
paths and therefore yield stronger but fair EM emanation from the 
target nets. 

 Deploy the T converge LUTs into the clock region far away from the 
clock region where F converge LUTs resides, and then move to T 

                                                      

10 The output signal in this single-task experiment is connected to external pins in default. Intentionally 
disabling these nets is fairly simulating a rigorous real scenario, where signal is internally absorbed. 
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converge LUTs to the clock region close to F converge LUT in steps, as 
explained in Figure 5.15. 

 The 14 consecutive steps for this asymptotic comparison are arranged. 
As a classic design flow, Xilinx tool is used to route all the nets, barely 
considering the net symmetry. 

 Since T/F converge LUTs have the same distance as that between the 
T/F BRAMs in circuit 14, the customized repair tool can be used to get 
circuit 15 favored with routing symmetry from circuit 14 (shown in 
Figure 5.16). 

 CEMA attacks are mounted respectively to the 15 created circuits with 
300,000 EM traces in each analysis. 

 
Figure 5.15: Asymptotic routing strategy. 
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Figure 5.16: Balanced T/F target nets. 

In this repair work, 8-bit BRAM output net pairs are non identical. Since the 
extended nets pass through a fabric section which has plenty of resource, only 
bit1, bit2 and bit7 used 2 loops to find conflict-free identical paths for both T and 
F nets. All the rest bits are successfully updated with proper paths using just 1 
repair iteration. 

A series of 15 CEMA attacks are launched respectively to the 15 circuits 
with different routing schemes. From circuit 1 to 14, the Xilinx router is 
responsible to select the routing paths. Since vendor provided router is 
inherently optimized to yield a short path from source to sink, the T/F path 
lengths are generally getting closer by steps from circuit 1 to circuit 14. The T 
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output nets are strictly adjusted without touching other circuit parts, and the 
comparison attacks are all done in the same testing environment, so the 
disturbance from ambient factors are maintained over a generally same level. In 
each attack, 300,000 EM traces are gathered for the needed analyses.  

TABLE 5.4 reports the testing results. The rank position of the correlation 
value for the real hexadecimal key ‘C6’ in all the 256 possible keys are generally 
getting lower by steps. The results indicate the routing impact for correlation 
attacks to the crypto-core, i.e., larger routing variants lead to easier real key 
differentiation from the mass candidate keys. More precisely, two routings with 
similar lengths have similar parasitic capacitance. So, they compensate with each 
other better than net pair with bigger length variants in dual-rail compensation 
manner.  

TABLE 5.4: CEMA ATTACKS WITH ASYMPTOTIC ROUTING SCHEMES. 

 

Relying on the schemed routing repairer introduced in Chapter 4, circuit 15 
is obtained by rearranging the non-identical net pair of circuit 14 with precisely 
and fully identical T/F outputs, as plotted in Figure 5.16. The same EM attack is 
done to circuit 15, and the real key ‘C6’ ranks the lower position compared with 
the ranks from prior circuits. This result reveals weaker correlation between the 

The higher the rank position is, the easier the right key is 
likely to be differentiated out. 
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hypothetical leakage and actual measured leakages because of the better 
compensation, as specified in TABLE 5.4. The real key rank position among the 
256 key candidates for the 15 circuits is plotted in Figure 5.17, which draws 
generally descending gradients. 

 
Figure 5.17: Listed ranks for 15 asymptotic circuits. 

5.4.3 Timing Analysis 

Repair work exclusively operates on the target nets that are user defined without 
touching any other logic parts. The result above can be further attested with the 
timing analysis in TABLE 5.5, where complete results for all the S-box output 
nets are extracted. The results show a reducing average absolute net delay 
difference (indicated as ‘Ave abs dif’) from circuit 1 to circuit 15 and generally 
matches the falling key rank position presented in TABLE 5.5 and Figure 5.17. 

A comparison between the unrepaired (circuit 14) and repaired (circuit 15) 
circuits clearly gives the significantly decreased time skew. As reported in 
TABLE 5.5, the S-box output nets (bit 0 to bit 7) from the unrepaired circuit 14 
have an averaged time skew of 940 ps. To the contrary, the time skew from the 
repaired circuit 15 is merely 3 ps. It should be stressed that despite delay 
differences still exist in some net pairs after the repair process, it does not 
jeopardize the safety since such tiny time variants (maximal 6 ps in this test case) 
cannot practically be captured and differentiated by side channel measurements. 
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TABLE 5.5: NET DELAY SUMMARY FOR 15 TEST CIRCUITS 

 

5.5. Preliminary Results from Self-adaptive Heating Ring 

This compensation approach is not a precise temperature controller. Instead, the 
extra heat intentionally produced is supposed to reduce the electrical bias 
influenced by PV from dual-rails, or more precisely make the PV not so sensitive 
to the electrical performance which affects the dual-rail compensation. Some 
preliminary evaluations have been mounted to see its security relevance. The 
side-channel information analyzed in this evaluation is the EM leakages 
observed from the on-board decoupling capacitors from a Xilinx Spartan-6 
FPGA (XC6SLX45CSG324). The two T/F cores and their corresponding 
compensation ring logics are deployed to two locations where larger process 
variation are shown11

                                                      

11 A scanning solution comparing the frequency difference by deploying two identical ROs to 
different locations are used to inspect the PV characteristics of this FPGA chip. 

. Since a number of decoupling capacitors control different 

Specified delay values for T and F rails (upper two values) and time skew (lower value) comparison for the 
15 described test circuits 
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clock regions, trial-and-error measures are employed to find the proper region to 
situate the EM antenna.  

The experimental results using correlation EM attacks have been shown in 
Figure 5.18, where two analyses have been given to see the security variants. 
Note that the functions of ROs can be intentionally deactivated using an on-
board switch. In the experimental 1 (Ex-1), 100,000 traces are collected where 
each trace has 50 sampling points, and comparatively the trace number in 
experimental 2 (Ex-2) is increased to 500,000 with 20 sampling points in each 
traces. In Ex-1, the correlation coefficient value of the right keys rank number 8 
and number 111 among the 256 candidates when deactivate and activate the 
function of heater ring respectively. In Ex-2,  the ranks are similarly 12 and 90 in 
each situation. This result indicates that activating the self-adaptive heating ring 
deployed around the two cores increase the difficulty to disclose the right key in 
this case study. 

 
Figure 5.18: Heating ring evaluation results. 

However, this influence might be due to the noise introduced by the ring 
oscillators, as well as the peripheral logic. And the structural bias among 
different devices might also impact the results.  In order to precisely validate the 
feasibility of this compensation solution, some special techniques are being 
integrated to have more convincing  evaluations results.  

Heater ring 
deactivated 

Heater ring 
activated 

Heater ring 
deactivated 

Heater ring 
activated 

Ex-1: 50/100,000 
(points/traces) 

Ex-2: 20/500,000 
(points/traces) 

8 12 

111 
90 

255 

0 

C
or

re
la

tio
n 

co
ef

fic
ie

nt
 o

f 
25

6 
ke

y 
ca

nd
id

at
es

 



194   5.6  Repair Strategy Applied to Large Design 

Chapter 5. Secure Implementations and Validations 

5.6. Repair Strategy Applied to Large Design  

In previous experiments, the experimental target is a simplified 8-bit AES core. 
For the sake of its small size, this design can be easily deployed inside a local 
region with sufficient routing resources. For the investigated AES in BCDL, since 
the combinatorial parts are enclosed inside the BRAMs, only a small portion of 
the routings are manipulated. However, in a real-world scenario, complete and 
complex crypto processors are employed, which typically occupy a large part of 
the design resources in some FPGAs. The routing scale may expand far beyond a 
single or two adjacent clock regions with sizable routing fanout. The complex 
network poses troubles when applying the repair tools to such big design. The 
major phenomenon that potentially occurs during the creation of routing 
network mainly exists in two aspects: 

 Risk of higher probability of running out the local resources in 
available routing channels. 

 Computation time for populating large fanout networks is 
exponentially increased. 

For mitigating these potential challenges, a special strategy must be adopted 
before applying the transformation and repair processes. 

5.6.1 Repair Approach for Large Implementation 

A direct global execution to a complex design has proven to be intractable in 
practice. This work is typically troubled by the low efficiency and higher failure 
rate during the repair phase. Fortunately, these difficulties can be mitigated by 
properly splitting the design into a number of small parts, then apply the dual-
rail transformation and repair processes to each one sequentially. This approach 
relocates each part of a complete complex algorithm into local areas, to do so 
each part is manipulated as an individual small design. 

This solution aims to balance the routing density among different clock 
regions, to prevent routing congestion and costly repair computation in specific 
regions. Figure 5.19 shows a placement scheme for a complete PPRM3 AES-128 
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on Xilinx Virtex-5 FPGA, which consists of four S-box and several other 
functional modules. A 10-bit PRNG (circular shift register) is used to create the 
initial 128-bit plaintexts. Recall that the number for each recording iteration is set 
to 1000 in segmented memory, so the 1000 input plaintexts will not be repetitive 
(Since 10-bit PRNG generates 1024 non repetitive inputs). Despite only the last 
10 LSB in plaintexts are varying, ciphertext exported from the last round are in a 
“random” distribution. This is due to a commonly known property - 
“Avalanche Effect” – in modern substitution-permutation cipher network. This 
phenomena claims that “A minor change to any bit in input shall be quickly 
propagated to every output bit with significant changes”. This phenomenon is 
described in Figure 5.20. Since this test targets at the last round output, the 
limited and sequential input changes result in uniform distribution of variations at 
outputs. 

To speed up the global routing, each one is restricted inside a clock region. 
The module division abides by the principles specified in Section 3.3.3. The 
difference here is that some security-sensitive nets are sacrificed in duplicated F 
rails, as those feedback signal that are removed in Figure 3.9. This global repair 
is taken at the expense of compromised security to some degrees. However this 
compromise can be optimized by carefully dividing the modules and managing 
the routings, so as to ensure that the sources/sinks of security-critical nets are 
deployed inside each area. Another effort to mitigate this pitfall is to elevate the 
routing repair efficiency to be able to rapidly find a routing path for each high 
fanout pending net, thus a global repair can be finally yielded. 

Every submodule is repaired in an independent process. Thus the complete 
work includes a specific number of sequential processes12

Figure 5.21
. A schematic of the 

repaired circuit is shown in left- . Several routing pairs in each 
repaired submodules are highlighted in right-Figure 5.21. 

                                                      

12 The number of repair steps is determined by the submodule number designer assigned in placement. 
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Figure 5.19: AES-128 logic partition in Virtex-5 FPGA. 

 

 
Figure 5.20: “Randomly” distributed ciphertext by feeding 10 plaintext bits. 
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Figure 5.21: Transformed and repaired AES-128 with step strategy. 

TABLE 5.6 gives the repair information for each single step. Since the route 
algorithm used inside the repair toolkit does not globally consider the complete 
routing sets, which makes the difficulty level of repair work generally growing 
for the pending conflicts. So the routing congestion is gradually getting rigorous, 
and might result in repair failures. This situation is due to the imperfection of 
the custom repair mechanism which only deals with each under-repaired net 
individually. It is remarked that a “threshold” is set to the repairer for jumping 
over the nets once two viable identical paths cannot be assigned to the T/F nets 
after trying a given number of loops. Repairer seeks possible routing paths for 
the nets, which consumes a longer time if the routing is long and the congestion 
is locally rigorous. This threshold prevents the process from being stuck at some 
time-consuming searching for certain nets. In this case study, the threshold is set 



198   5.6  Repair Strategy Applied to Large Design 

Chapter 5. Secure Implementations and Validations 

to 10, which implies that the pending nets are left unrouted if the repairer has not 
yet found the symmetric and conflict-immune paths for a T/F net pair after 
searching 10 times. The success rates in TABLE 5.6 count each threshold-
exceeded one as a failed repair process. 

Due to the reduced routing densities in MX and Mxor modules, the routing 
conflicts are drastically small, as seen in TABLE 5.6. For MX, only 8 net pairs 
suffer from conflicts, and surprisingly 0 conflicts exist in Mxor. This observation 
implies that dispersing the design would reduce the potential conflicts when 
construct a dual-rail design. Of course, the area cost would be multi-fold as a 
significant expense. 

TABLE 5.6: FORMAT AND REPAIR INFORMATION FOR AES-128 

Part Format13 Regional   Net Pairs Conflicts Conflict  
Rate % Failed Exceed  

Threshold 
Success 
Rate % 

SB0 T 355 108 30.42 10 7 84.26 
SB1 T 348 95 27.30 1 6 92.63 
SB2 T 351 104 29.63 3 0 97.12 
SB3 T 348 100 28.74 5 5 90.00 
SBK T 333 87 26.13 3 1 95.40 
MX T 244 8 3.28 0 0 100.00 

Mxor T 136 0 0.00 0 0 * 
ENCx U * * * * * * 
Cont U * * * * * * 

 

5.6.2 Attack Results Analysis 

The executed attacks are mounted to the last encryption round, so the revealed 
key is the expanded last round key, which can be easily transferred to the initial 
key if all the key bytes are correct. TABLE 5.7 demonstrates the results for the 16 
bytes for three circuits: (a) the first circuit-i is just randomly synthesized without 
imposing any user constraints, except the I/O pin configurations; (b) the second 
circuit-ii is properly divided into submodules according to logic function and 
hierarchy, with primitive interleaved placement only without dual-rail 
transformation. So it is essentially a single-rail circuit; (c) the third circuit-iii is 

                                                      

13 T: Transformed into dual-rail format; U: Untouched single-rail format. 
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the converted one from the second, processed by dual-rail transformation and 
repair tools. 

TABLE 5.7 presents the results from the three attacks. The attack to the 
unconstrained circuit-i succeeds in all keybyte disclosures by analyzing 10,000 
traces. The attack to the second placement-constrained circuit-ii has cracked 15 
out of the total 16 subkeys, where the wrong byte (Hex 77) ranks 2nd among the 
256 subkey candidates. The difference is substantial since the logic components 
are deployed due to the default optimizations, where the security-critical logic 
elements, like routings, are extended to a large fabric region. In contrary, despite 
the placement constrained circuit-ii has prohibited CLB rows, and dispersed 
modules are partitioned into different clock regions, corresponding logic cells 
are generally relocated into local areas. Hence, the sensitive signals are 
transmitted through comparatively shorter routing paths (given that the timing 
closure is not violated). In this case, the routing relevant leakages over 
power/EM are supposed to be weaker than those of the first unconstrained one. 

The third produced dual-rail circuit-iii has demonstrated profound 
protection than the previous two counterparts, where none of the 16 key bytes 
was cracked by analyzing up to 300,000 traces. The key rank index foresees that 
most real subkeys are not likely to be disclosed if not to substantially increase 
the analysis samples or to employ more suitable analysis models. Note that the 
attack to last round of AES-128 can be successful only if all the subkeys have 
been retrieved. A failure to any bit of the last round key crumbles the key 
recovery. 

The above assumption can be certified from Figure 5.22 where the 
correlation peaks for all the 16 real subkeys are plotted. The figure is plotted 
from right key correlation report of both placement unconstrained and 
constrained single-rail circuits (see TABLE 5.8), by analyzing equally 10,000 
traces. The pink line connects the right key peak values from the first 
unconstrained circuit, and the green line represents the corresponding 
placement constrained circuit. It can be inferred that the right key correlation 
peaks for circuit one are always higher than those of the circuit two, which, from 
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another perspective, proves that the leakage quantities are less after meticulous 
placement division. 

TABLE 5.7: ATTACK RESULTS OF THE 16 BYTES IN AES-128  

* circuit-i: 10,000 EM traces are analyzed 

* circuit-ii: 10,000 EM traces are analyzed 

Key 16 last round subkey bytes (hex) 
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

real F3 AC 78 29 F0 77 E7 4E 3D CD 7ª D4 81 C8 99 E1 

foun
d 

37 18 CF 7B F4 66 6E 3C 4C 13 8ª 59 55 B2 72 F2 

rank 124 66 45 252 186 191 226 5 212 110 206 99 253 110 242 241 

* circuit-iii: 300,000 EM traces are analyzed 

 
Figure 5.22: Correlations of unconstrained and constrained single-rail circuits. 

Key 16 last round subkey bytes (hex)  
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

real F3 AC 78 29 F0 77 E7 4E 3D CD 7ª D4 81 C8 99 E1 

found F3 AC 78 29 F0 77 E7 4E 3D CD 7ª D4 81 C8 99 E1 

rank 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 

Key 16 last round subkey bytes (hex) 
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

real F3 AC 78 29 F0 77 E7 4E 3D CD 7ª D4 81 C8 99 E1 

foun
d 

F3 AC 78 29 F0 18 E7 4E 3D CD 7ª D4 81 C8 99 E1 

rank 1 1 1 1 1 2 1 1 1 1 1 1 1 1 1 1 
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TABLE 5.8: CORRELATIONS OF 16 KEY BYTES FROM 10,000 TRACES 

Key byte 1 2 3 4 5 6 7 8 
unconstrained 0.4824 0.3027 0.2218 0.4089 0.2796 0.1323 0.1866 0.1907 

constrained 0.4183 0.1824 0.1615 0.2549 0.2205 0.0805 0.1131 0.1177 
key byte 9 10 11 12 13 14 15 16 

unconstrained 0.1582 0.1302 0.3117 0.1671 0.2076 0.1632 0.1098 0.5184 
constrained 0.0944 0.0891 0.2745 0.1208 0.1446 0.1267 0.0974 0.2063 

5.7. Conclusions and Further Discussions 

This chapter has centered to the practical security experiments for the proposed 
logic and toolkit, as well as the related evaluation along this thesis. The first 
evaluation work has been mounted to present the logic-specific tests, by using 
comparison methods to investigate the impacts due to both placement and 
routing variables. The motivation is the information leakage from the 
unbalanced parasitic capacitances from unequal routing lengths and process 
variation effects. The proposed solution is to closely deploy the complementary rails 
in parallel whilst not to sacrifice the routing symmetry. 

Since two placements and two routing schemes have been discussed along 
this thesis, four P&R circuitries (combining separate/interleaved dual-core 
formats and asymmetric/symmetric routings respectively) are investigated by 
mounting correlation EM attacks to AES coprocessor implemented in PA-DPL 
logic. The reported results have specified the highest security grade for the 
circuit which integrated the dual-rail format with “perfect” routing symmetry. 
The proved security increase is achieved due to the equal electrical behavior 
between the T/F rails by minimizing the different routing capacitances. Viewing 
the one with separate placement and asymmetric network, attack shows the 
most released sensitive information, which inversely requires the least MTD. For 
the other two tested implementations which either has more VDUs or lacks the 
routing similarities, security grades are comparatively lowered. A conclusion 
can be safely drawn that shortcomings over routing bias is essential to be 
removed or minimized. 

The reported timing comparison has bolstered the security results achieved 
from previous CEMA attacks. This work is meaningful to be assessed by 
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observing the coherence between MTD and timing variations, since the 
“identical” routings created are viewed from vendor user interface, which does 
not necessarily reveal the realistic routings in physical layers. Hence the 
“symmetry” does not represent the symmetry in reality. Timing assessment that 
has been used depends on the Xilinx timing analyzer to be able to extract the 
timing information for the routed circuits. As aforementioned, PVs are 
unpredictable; hence the timing results cannot individually demonstrate the 
coherence along with the revealed security grades. Nevertheless combing the 
placement and routing symmetry metrics together, circuit_d in Figure 5.12 
undoubtedly has the highest resistance from the four candidates.  

The favorable routing flexibility is benefitted from SDDL precharge protocol 
employed inside the proposed PA-DPL logic. This inherited the logic defects in 
SDDL, due to which, the logic glitch and EPE cannot be prevented. So the PA-
DPL does not provide perfect resistance over these pitfalls. In contrary, BCDL is 
preferable at resisting glitch and EPE, while the routings are still vulnerable 
owing to the biased path lengths. The techniques here is incorporated to 
practically validate the routing impacts to logic securities by employing identical 
routing repair process to a small AES core implemented in BRAM BCDL. The 
essence lies within the fact that the two rails are fine-tuned to eliminate known 
leakage only revealing the routing skews. So the practical attacks have 
exclusively evaluated the security variants relevant to routings. An asymptotic 
routing scheme has been chosen to generate algorithm output routings in steps, 
approaching to “perfect” symmetry for observing the security changes. Both 
correlation rank index and timing result have indicated a general coherent trend. 
Hence it implies that routing symmetry does impact the security grades in view 
of SCA analyses. 

Some preliminary results of evaluating the function of the proposed system 
for compensating the PV influences are presented. The results show that the 
right key is more likely to be hidden when this PV compensation system is 
activated. While, more convincing evaluations await to be done by excluding the 
unwanted factors of noises. As well, the logic optimization over the arrangement 
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of placement and region selection are also meaningful to be introduced for 
enhancing this proposed solution.      

To fully validate the function of the contributed repair toolkit adapted to 
large and complex circuitry, a complete AES algorithm is manipulated and being 
employed by the proposed automatic repairer. For accelerating the repair 
process, the circuit is divided in terms of functions into several parts, for being 
partially repaired. This experiment has described the detailed method and the 
repair results to legitimize the feasibility of the toolkit for complex design. 
Comparison attacks have further been mounted to verify the practical security 
elevation after the secure dual-rail transformation. 





 

 

6. Chapter 6 

Concluding Remarks and 
Perspectives 

 

“Overall summary of the thesis, contributions, 
experimental results and the discussions; Future 
work perspectives. “ 

 

 

This chapter summarizes this thesis. In Section 6.1, the general conclusions 
for each chapter are presented in sequence. The original contributions presented 
in this thesis are listed in Section 6.2. Section 6.3 shows the achievements from 
project incorporation. The perspectives for future work are given in Section 6.4. 
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6.1. General Conclusions 

The architecture based secure dual-rail logic and the customized and automated 
implementations are presented following the main approach of this thesis: To 
create secure, high-performance, cheap and automatic design solutions to 
security-critical crypto applications for resisting side-channel threats. Expanded 
from this main goal, the backgrounds, analyses, logic proposals, custom tool 
developments and practical implementations are individually presented.  

The specific aspects involving the secure crypto implementations are 
separately presented in chapters, and the overall conclusions are listed as 
follows: 

In Chapter 1, the fundamental theories related to side-channel attacks have 
been presented, which extensively cover from FPGA basics, security related 
issues, cryptographies, side-channel exploitations, to attack models and platform 
setups. 

Since FPGA is the experimental device used through the whole thesis, an 
introduction about FPGA architectures has been elaborated. The LUT structure 
is emphasized because it is the primary logic part and the major operand in this 
thesis. Side-channel theories introduced contain crypto basics, and the physical 
leak source relevant to energy dissipation and electromagnetic emanations. The 
statistical analysis means have also been presented. 

In Chapter 2, a gate-level counter-attack logic, Precharge-Absorbed DPL has 
originally been introduced for elevating the security level and reducing 
implementation cost for Xilinx FPGA architecture. It exploits the structural 
feature from different FPGA devices, 4-input LUT to subsequent 6-input LUT to 
absorb the precharge logic inside individual LUT built-in Boolean function. 

This chapter has given a comprehensive description to conventional Dual-
rail Precharge Logic (DPL) to present the dynamic dual-rail balance. And 
afterwards, an investigation of LUT topology and register have been shown to 
further elaborate the logic balance and the potential challenges during the logic 
creation. A thorough introduction to the proposed PA-DPL has been shown, 
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focusing on the logic protocol. The single-to-dual duplication approach has also 
been demonstrated, based on the Xilinx Description Language (xdl) to directly 
manipulate the primitive instances on the bottom fabric layer. The advantage is 
that the corrections will be directly mapped to the elements without any 
reentrant syntheses or optimizations that might destroy the optimum scheme. 
Two verified solutions have been exhibited: Manual operations are not practical 
to implement a large module upon xdl, hence a preliminary discussion about 
batched process has been situated in the last part of this chapter. 

In Chapter 3, routing issues in FPGA implementation of SCA-resistant logic 
have been particularly elaborated. Uncontrollable routings have an influence for 
the achievement of dual-rail symmetry, which tends to cripple the dynamic 
balance and hence expose exploitable side-channel leakage. 

This chapter has presented the routing basics with regards to FPGA, which 
mainly focused on the path selection strategies and algorithms. The existing 
routing-related vulnerability has been shown, mainly dealing with the issues on 
routing shapes and the unbalance due to logic equations. The process variation 
has been analyzed, which is an intrinsic factor for net bias. The proposed 
interleaved structure is able to resist this pitfall by relocating the corresponding 
elements as close as possible, which has been explained in Section 3.3. Then, the 
next sections have been dedicated to the two technical problems that are 
compulsory to be removed for producing symmetric and interleaved dual-rail 
networks — Routing Conflict and Routing Asymmetry.  

Continued from the prior chapter, Chapter 4 has originally presented the 
customized logic transformation and routing repair mechanism in use of the 
self-developed toolkit. The design workflow starts from a preliminarily prepared 
single-rail circuit and then to be carried out from xdl format with a series of 
automatic logic conversions.  

The basic architecture of the auto-repair processor has also been described 
in Section 4.2. The detailed gate-level (i.e., LUT-layer in FPGA) design 
discussions have been presented in Section 3.6 to deliver two basic customized 
tool libraries on XDL/XDLRC, where essential operands in RapidSmith on xdl 
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layer have been presented. Returning to the custom tool, the innovative 
detection mechanisms for finding conflict routing resource and asymmetric net 
pairs have been proposed, to form the technical essence of the toolkit. 
Incorporated by a process loop, the detection and repair tools can be built up 
with scalabilities to be automated and expanded to similar logic routing 
manipulations. 

To evaluate the tool functions and verify the strengthened security factors, 
Chapter 5 has centered to practical implementations and security verification. 
Asymptotic attacks to a simplified AES core have been executed, along with a 
series of timing analysis to validate the routing impacts to SCA-related security. 
So, security validations for a simplified 8 bit AES have been mounted using 
comparative attacks among 4 individual circuits with different routing schemes. 
The tests conclude that the result of the interleaved circuit with identical 
routings shows higher security grade compared to the non-identical ones.  

The test results have demonstrated: First, identical routing pairs leak less 
exploitable information, and Second, the closely deployed corresponding T/F 
elements in the interleaved circuit are able to reduce the effect of process 
variation, which contributes to the increased MTD. On the other side, the timing 
analysis has exhibited the reduced net delays after the routing repair work. Since 
PA-DPL is not fully immune of glitch, BCDL has been selected in a series of 
asymptotic attacks, excluding negative influence from non-routing factors, for 
sophisticatedly validating the routing impact. Furthermore, a generally 
monotonous decrease of right-key-rank along with reduced routing variants 
shows less leaked information from the routing parts. To apply the proposed 
toolkit to a complete AES-128 crypto algorithm, it has originally shown a new 
placement and routing repair strategy, which equally partitions the complete 
algorithm into several submodules being bordered into individual clock region 
in the FPGA fabric. These submodules have been progressively repaired for 
balancing the routing density and hence reducing the repair failure rate. 
Comparison attacks to AES-128 have been mounted to specify the gained 
security factor for complex crypto algorithms. 
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6.2. Summary of Original Contributions 

This thesis presented innovative techniques and verification results from 
security designs to automatic implementations based on comprehensive 
theoretical analyses and realistic practices. A general summary of these 
contributions are described next: 

 An innovative dual-rail logic – PA-DPL – has been presented, to create 
compact, symmetric logic structure and highly compensated dual-rail 
behavior.  

 The presented back-end implementation workflow relies on the Xilinx 
bottom-layer circuit representation: xdl, for meticulously gaining 
precise dual-rail circuits. The innovative essence resides on the netlist 
transformation, where the required global precharge signal and phase-
fixed signal are able to be absorbed into LUT equations in both rails. 

 The implementation toolkit has been customized. The proposed 
XDL/XDLRC oriented tools provide fast and custom manipulations on 
Xilinx FPGA logic array. The developed tools are incorporated into a 
complete design workflow to convert the unhardened single-rail to the 
dual-rail format, with rigorously symmetric T/F networks.  

 Some innovative methodologies for managing routings have been 
embedded inside the custom toolkits. These approaches are 
instantiated inside the circuit conversion iterations, to automatically 
create new routing paths from the asymmetric routing networks with 
conflict-free routing network. These solutions are not exclusively 
restricted to the present thesis; instead, they might further apply to any 
FPGA domains where meticulous gate-level circuit manipulations are 
desired. 

 A method for automatically obtaining interleaved dual-rail placement 
has been originally presented. This solution is of great value to alleviate 
the negative impacts from process variation, with higher EM-attack 
resistance. 
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 A proof-of-concept approach aiming to compensate the influences from 
process variations on-the-fly have be described, which relies on the ring 
oscillator pair to detect the frequency difference, and selectively heat 
either one of the T/F areas to alter the impacts over PV.  

 A security-relevant progressive division strategy for gaining 
differential protection for a large scale design has been proposed. It 
was used to minimize the implementation expenditures while 
maintaining required protection level.  

To conclusions, this thesis has mainly contributed a new SCA-resistant DPL 
style based on the convention of dual-rail logic combined with several 
innovative FPGA implementation methods to extensively and rapidly prototype 
user-customized structure, with various architectural approaches. Not restricted 
to the security domain, these design solutions are as well potentially to be 
exported to other applications where symmetric, constrained, automated and 
fine-grained routing manipulations are desired. 

6.3. Project Incorporation 

The presented work in this thesis is supported by an European joint project 
SMART (Secure, Mobile visual sensor networks ArchiTecture) [7], ARTEMIS 
FP7 (ARTEMIS-2008-1-100032 JTU, 2009-2011), cooperated by Industrial 
Partners: Hellenic Aerospace Industry (Coordinator), Thales Italia, Philips 
Consumer Lifetime, Metodos y Tecnologia (MTP), Nanosens; Research Centers: 
IHP, Telecommunicatiopn Systems Institute; and Universities: TEI Halkidas, 
Universidad Politécnica de Madrid, Technischen University of Braunschweig. 
This project aims at using reconfigurable devices, due to its high speed, low 
power capabilities, to design secure wireless sensor systems for supporting 
video and data compression and transmission. 

Security is profiled as a critical issue for building up a secure wireless sensor 
network. The sensor nodes are required to provide hardware architectures that 
consume low power while maintaining relatively high-level of protection against 
side-channel threats, within the application scopes of powerful crypto and 
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authentication schemes. Since deficient energy is always a vital factor that 
restricts extensive and low-cost deployment of wireless sensor network. The 
protection proposal must be suitable for scenarios where the consumed energy is 
as less as possible. The contributed logic style from this thesis work offers a 
viable solution to directly apply to the FPGA based sensor nodes, being profited 
from their low costs and fast implementations. Aside from the logic, the 
simultaneously developed implementation toolkit is able to convert the 
unprotected cryptographic and authentic modules into a fortified format inside 
the FPGA core of the node. 

The technique exploitation of using ring oscillator based dynamic 
temperature compensation system to reduce the influence from process 
variation in dual-rail logic is supported by project DREAMS - Dynamically 
Reconfigurable Embedded Platforms for Networked Context-Aware Multimedia 
Systems (DREAMS) with number TEC2011-28666-C04-02, endorsed by Spanish 
Ministry of Economy and Competitiveness.  

6.4. Perspectives for Future Work 

Based on the achievements, the future work can be expanded in view of two 
major aspects: techniques and application domains. 

In both parties, further enhancement to the specific logic structure, targeting 
existing pitfalls and implementation scripts for extending the functions and 
optimizing the efficiency, can be executed. At least the following phases might 
be continued. 

Since the current logic style is not capable of fully resisting early 
propagation from the second combinatorial LUT stage, the potential improving 
solutions are to use pipeline structures to shorten the combinatorial chain, 
or/and, correct the global synchronization signal to locally tuned signals. The 
success rate of the routing repair process can be increased by optimizing the 
router core used inside the current routing repairer. The main objective is to 
include the optimizing mechanism for globally balancing the routing density. 
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To expand the usage of the tool to a broader spectrum of utilizations, the 
logic style and implementation method will be extended to new devices, e.g., 
Virtex-7, and might potentially be applied to other vendor architectures, such as 
the Altera family to be favorably merged together with new device features. 

The present research along this thesis relies on symmetric AES crypto 
algorithms. While the logic style in nature does not restrict it to be used to other 
cryptographic circuits, like asymmetric block cipher or stream cipher. In 
application area, high secure protection reported inside this thesis has already 
been blended with project goal in SMART, to provide cheap, high-performance 
and SCA-resistant wireless sensor node. While the applications are not restricted 
into the security area, as a matter of fact it might be well suited to other project 
requirements where prototyping implementation/evaluation for custom logic 
style requiring controllable P&R, or/and precise creations of cloned circuits, 
or/and others in FPGAs scenarios. 

The presented dual-rail compensation mechanism is also potentially to be 
blended with real-time reconfiguration techniques, to further optimize the 
tradeoff between security and costs. An operating crypto circuit in conventional 
single-rail style can be duplicated and correct to a dual-rail style by only 
reconfiguring the complementary false rail on-the-fly, once a higher security 
level is demanded. This mechanism can greatly reduce the resource cost for a 
sizable security system that emphasizing the side-channel threats. The 
assumption requires a deep understanding of the configuration bitstream, and 
its internal format. Luckily, some supporting techniques, such as the partial 
bitstream extraction, have already been developed, which are promising to be 
integrated into the presented dual-rail secure logic.        

The growing protection techniques cannot be entirely satisfying regarding 
to specific application environments. It is particularly true for the practice-
targeted side-channel threats, which can either be executed individually, or be 
merged with merits of diverse engineering solutions. The latest attack technique 
reported has demonstrated that with advanced polishing and focused ion-beam 
machines, the silicon layer of an Atmel chip can be milled down and the fabric 
can be dug with micro trench for deploying tiny probes, in purpose of 
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wiretapping the communication channel and extracting data [126]. Such an 
extremely invasive project might dismantle any countermeasures in logic or 
higher layer with SCA protections, given that a similar mechanical approach can 
be done for deploying a micro EM probe to any security-critical instances or nets. 
Fortunately, the usage for these attacks are not universal, since expensive 
equipment as well as sufficient device knowledge and execution time are the 
essentials. These requirements make this attack only viable to a very few well-
advanced laboratories. Hence, a continuous research on gate-level, or even lower 
on transistor-level, for protecting circuits against a wider variety of side-channel 
attacks, is still surely of great value. 
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MSB Most Significant Bit 2.2.2 

MTD Measure To Disclosure 1.5.4 
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Glossaries and Abbreviations 

NIST National Institute of Standards and Technology 1.3.1.1 

NCD Native Circuit Description 2.5.1 

PA-DPL Precharge-Absorbed DPL 2.4 

PCB Printed Circuit Board 1.1 

PIP Programmable Interconnect Point 3.6.3.4 

PKC Public Key Cryptography 1.3 

PPRM3 3-stage Positive Polarity Reed-Muller 2.6.3 

PRNG Pseudo-Random Number Generator 4.4 

PUF Physical Unclonable Function 3.7.2 

PV Process Variation 3.7 

P&R Place and Route 2.4.1 

RAM Random Access Memory 1.1.2.2 

RO Ring Oscillator 3.7.1 

SCA Side-Channel Attack 1.4.1 

SDDL Simple Dynamic Differential Logic 2.4 

SKC Secret Key Cryptography 1.3 

SNR Signal Noise Ratio 1.6.2 

SoC System On Chip 1.1.2 

SoPC System on Programmable Chip 1.1.2 

SRL Shift Register LUT 1.1.2.2 

UCF User Constraint File 2.5.2.2 

VDU Vertical Distance Unit 3.3.1 

WDDL Wave Dynamic Differential Logic 2.4.2 

WSN Wireless Sensor Network 1.6.1 

XDL Xilinx Design Language 2.5.1.1 

XST Xilinx Synthesis Technology 4.2.1 
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Appendix 

Appendix 1 
Manipulations of data blocks in Matlab for differential HW/HD analyses 
towards AES-128 crypto processor. 

 

 

  

Last round HD modeling 

First round HW modeling 
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Appendix 

Appendix 2 
Streamlined dual-rail design workflow. 
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