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Abstract

The extraordinary increase of new information technologies, the
development of Internet of Things, the electronic commerce, the social
networks, mobile or smart telephony and cloud computing and storage, have
provided great benefits in all areas of society. Besides this fact, there are
new challenges for the protection and privacy of information and its content,
such as the loss of confidentiality and integrity of electronic documents and
communications. This is exarcebated by the lack of a clear boundary between
the personal world and the business world as their differences are becoming
narrower.

In both worlds, i.e the personal and the business one, Cryptography has
played a key role by providing the necessary tools to ensure the confidentiality,
integrity and availability both of the privacy of the personal data and
information. On the other hand, Biometrics has offered and proposed different
techniques with the aim to assure the authentication of individuals through
their biometric traits, such as fingerprints, iris, hand geometry, voice, gait, etc.

Each of these sciences, Cryptography and Biometrics, provides tools to
specific problems of the data protection and user authentication, which would
be widely strengthen if determined characteristics of both sciences would be
combined in order to achieve common objectives. Therefore, it is imperative
to intensify the research in this area by combining the basics mathematical
algorithms and primitives of Cryptography with Biometrics to meet the
growing demand for more secure and usability techniques which would improve
the data protection and the user authentication. In this combination, the use
of cancelable biometrics makes a cornerstone in the user authentication and
identification process since it provides revocable or cancelation properties to
the biometric traits.

The contributions in this thesis involve the main aspect of Biometrics,
i.e. the secure and efficient authentication of users through their biometric
templates, considered from three different approaches. The first one is
designing a fuzzy crypto-biometric scheme using the cancelable biometric
principles to take advantage of the fuzziness of the biometric templates at the
same time that it deals with the intra- and inter-user variability among users
without compromising the biometric templates extracted from the legitimate
users.

The second one is designing a new Similarity Preserving Hash Function
(SPHF), currently widely used in the Digital Forensics field to find similarities
among different files to calculate their similarity level.

The function designed in this research work, besides the fact of improving
the results of the two main functions of this field currently in place, it tries to
expand its use to the iris template comparison.
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Finally, the last approach of this thesis is developing a new mechanism
of handling the iris templates, considering them as signals, to use the
Walsh-Hadamard transform (complemented with three other algorithms) to
compare them. The results obtained are excellent taking into account the
security and privacy requirements mentioned previously.

Every one of the three schemes designed have been implemented to test
their operational efficacy in situations that simulate real scenarios: The
fuzzy crypto-biometric scheme and the SPHF have been implemented in
Java language, while the process based on the Walsh-Hadamard transform
in Matlab.

The experiments have been performed using a database of iris templates
(CASIA-IrisV2) to simulate a user population. The case of the new SPHF
designed is special since previous to be applied i to the Biometrics field, it
has been also tested to determine its applicability in the Digital Forensic field
comparing similar and dissimilar files and images.

The ratios of efficiency and effectiveness regarding user authentication, i.e.
False Non Match and False Match Rate, for the schemes designed have been
calculated with different parameters and cases to analyse their behaviour.
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Resumen

El extraordinario auge de las nuevas tecnologías de la información, el
desarrollo de la Internet de las Cosas, el comercio electrónico, las redes
sociales, la telefonía móvil y la computación y almacenamiento en la nube,
han proporcionado grandes beneficios en todos los ámbitos de la sociedad.
Junto a éstos, se presentan nuevos retos para la protección y privacidad de la
información y su contenido, como la suplantación de personalidad y la pérdida
de la confidencialidad e integridad de los documentos o las comunicaciones
electrónicas. Este hecho puede verse agravado por la falta de una frontera
clara que delimite el mundo personal del mundo laboral en cuanto al acceso
de la información.

En todos estos campos de la actividad personal y laboral, la Criptografía
ha jugado un papel fundamental aportando las herramientas necesarias
para garantizar la confidencialidad, integridad y disponibilidad tanto de la
privacidad de los datos personales como de la información. Por otro lado, la
Biometría ha propuesto y ofrecido diferentes técnicas con el fin de garantizar la
autentificación de individuos a través del uso de determinadas características
personales como las huellas dáctilares, el iris, la geometría de la mano, la voz,
la forma de caminar, etc.

Cada una de estas dos ciencias, Criptografía y Biometría, aportan
soluciones a campos específicos de la protección de datos y autentificación
de usuarios, que se verían enormemente potenciados si determinadas
características de ambas ciencias se unieran con vistas a objetivos comunes.
Por ello es imperativo intensificar la investigación en estos ámbitos combinando
los algoritmos y primitivas matemáticas de la Criptografía con la Biometría
para dar respuesta a la demanda creciente de nuevas soluciones más técnicas,
seguras y fáciles de usar que potencien de modo simultáneo la protección
de datos y la identificacíón de usuarios. En esta combinación el concepto
de biometría cancelable ha supuesto una piedra angular en el proceso de
autentificación e identificación de usuarios al proporcionar propiedades de
revocación y cancelación a los ragos biométricos.

La contribución de esta tesis se basa en el principal aspecto de la Biometría,
es decir, la autentificación segura y eficiente de usuarios a través de sus rasgos
biométricos, utilizando tres aproximaciones distintas:

1. Diseño de un esquema criptobiométrico borroso que implemente los
principios de la biometría cancelable para identificar usuarios lidiando
con los problemas acaecidos de la variabilidad intra e inter-usuarios.

2. Diseño de una nueva función hash que preserva la similitud (SPHF
por sus siglas en inglés). Actualmente estas funciones se usan en el
campo del análisis forense digital con el objetivo de buscar similitudes
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en el contenido de archivos distintos pero similares de modo que se
pueda precisar hasta qué punto estos archivos pudieran ser considerados
iguales. La función definida en este trabajo de investigación, además de
mejorar los resultados de las principales funciones desarrolladas hasta el
momento, intenta extender su uso a la comparación entre patrones de
iris.

3. Desarrollando un nuevo mecanismo de comparación de patrones de iris
que considera tales patrones como si fueran señales para compararlos
posteriormente utilizando la transformada de Walsh-Hadarmard. Los
resultados obtenidos son excelentes teniendo en cuenta los requerimientos
de seguridad y privacidad mencionados anteriormente.

Cada uno de los tres esquemas diseñados han sido implementados para
poder realizar experimentos y probar su eficacia operativa en escenarios que
simulan situaciones reales: El esquema criptobiométrico borroso y la función
SPHF han sido implementados en lenguaje Java mientras que el proceso basado
en la transformada de Walsh-Hadamard en Matlab.

En los experimentos se ha utilizado una base de datos de imágenes de
iris (CASIA) para simular una población de usuarios del sistema. En el caso
particular de la función de SPHF, además se han realizado experimentos para
comprobar su utilidad en el campo de análisis forense comparando archivos e
imágenes con contenido similar y distinto. En este sentido, para cada uno de
los esquemas se han calculado los ratios de falso negativo y falso positivo.
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Chapter 1

Introduction

In this chapter, the background, justification, objectives and
methodology of this Ph.D. Thesis are presented. Moreover, a short
description of the contents of each chapter is included.

1.1 Background

In this section, an introduction to Cryptography and Biometrics and
their basic concepts will be presented, including their characteristics, main
advantages and drawbacks. A brief explanation of the most important
biometric traits (fingerprints, iris, hand geometry, face, etc.) and their
applications in the society is also presented. Moreover, biometric systems are
described in detail, explaining their basic components (especially the extraction
and recognition of iris patterns), their vulnerabilities and how their security
can be improved.

1.1.1 Cryptography

In today’s society the problem of securing information and ensuring privacy
is a growing concern.

Traditionally, Cryptography has dealt with this problem in order to ensure
the confidentiality, integrity and authenticity of information by means of
different techniques and algorithms, called cryptosystems (see [Menezes et al.,
1996, Stinson, 2006, Fúster Sabater et al., 2012]). In such cryptosystems,
an encrypting key is used to convert the plaintext into a ciphertext, so
that without the knowledge of the correct decrypting key, the conversion of
ciphertext into the plaintext is, in general, unfeasible.
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The most important use of Cryptography consists in encrypting and
decrypting plaintexts and ciphertexts, respectively, by means of specific
cryptosystems and keys in order to protect confidential information in personal
and corporate or institutional environments.

The cryptosystems can be classified into two different categories:

• Symmetric cryptosystems. The sender and the receiver share the same
secret key in order to be able to encrypt and decrypt the plaintext and
ciphertext, respectively. The secret key must be established and shared
by both participants (sender and receiver) in a previous process and it
must be stored and kept in secret. Examples of these cryptosystems are
3DES ([NIST, 2008]) and AES ([NIST, 2001]).

• Asymmetric cryptosystems. The main characteristic of this kind of
cryptosystems is that the key used to encrypt is different from the one
used to decrypt, being the former one public while the latter is private
and secret. In this way, the process to obtain a ciphertext from a message
begins by obtaining the public key of the receiver and using it to encrypt
the message. To decrypt it, the receiver uses his own private key, known
only to herself. Some examples of these systems are RSA ([Rivest et al.,
1978]), ElGamal ([ElGamal, 1985]) and Elliptic Curves Cryptosystems
or ECC ([Menezes, 1993, Hankerson et al., 2004]).

However, Cryptography nowadays is not only applied to encrypting and
decrypting messages, it is a tool for a huge number of applications that are
growing due to the lack of security in the world wide web and the globalization
of the communications thanks to the improvement of technology. Examples
of the most important applications of Cryptography are: identification
through digital certificates or electronic passports/ID cards ([Fúster Sabater
et al., 2012]), authentication and integrity of the information through digital
signatures ([Durán Díaz et al., 2010, Laguillaumie and Vergnaud, 2010, Li
and Wong, 2010, Yuan et al., 2010]), including multisignatures and groups
signatures ([Hernández Encinas et al., 2011]), friend or foe protocols, electronic
voting processes ([Chen et al., 2011]), secret sharing schemes ([Durán Díaz
et al., 2009]), access control to sensitive data ([Le et al., 2010]), etc.

The use of cryptosystems and keys faces currently several risks, namely:

• Key management problem. It is already known that the security of
the standard cryptosystems, such as the IDEA, AES, RSA, ECC etc.
([Gayoso Martínez et al., 2010, Gayoso Martínez et al., 2011, Hernández
Álvarez et al., 2009a, NIST, 2001, NIST, 2008, Rivest et al., 1978]),
relies on the assumption that both keys, the secret and the private one,
are unknown to anyone but the lawful users. If the secret key, for the
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symmetric cryptosystems, or the private key, for the asymmetric ones, is
compromised, the security of the scheme is completely compromised.

• Key bitlength problem. As the keys used are large, it is impossible to
memorize them. In fact, these lengths are, normally, 128-256 bits for
symmetric cryptosystems like 3DES and AES, 256-512 bits in ECC or
1024-2048 bits for asymmetric cryptosystems as RSA and ElGamal. For
these reasons, the keys are often stored in a password-protected place.
As passwords can be easily stolen, forgotten or guessed using different
attacks, it can be stated that a cryptosystem is as secure as it is the
password used to store its secret key ([NIST, 2009]).

• Security based on mathematical foundations. All the asymmetric
cryptosystems used nowadays are based on mathematical problems that
are known but are supposed to be infeasible to solve in polynomial time.
This is the case for example of the RSA cryptosystem which is based
in the integer factorization problem, or ElGamal and the ECC which
are based on the discrete logarithm problem in finite fields. To reach a
sufficient level of security for these systems, it is necessary for the keys to
be selected fulfilling some specific conditions (such as a adequate length).
Otherwise, due to the improvement of the technology, the time needed to
discover those keys by means of brute force attacks, or any other specific
attack developed ad-hoc for each system would be significantly reduced.

• Physical attacks. Another fact to bear in mind is the way these systems
mentioned above are implemented in devices. It may happen that,
although the design of the system and selection of the keys are correct,
the implementation could have some leakages which could be used by an
attacker to take advantage. The physical attacks technique, which has
been widely developed in the last few years, consists in taking advantage
of the technical limitations of the implementations. Its objective is
to obtain sensible information of the secure parts of the devices, or
to generate failures on the electronic circuit and in this way bypass
any security barriers to guess the cryptographic keys and invalidate the
cryptographic algorithm ([Fúster Sabater et al., 2012]).

These risks demonstrate the importance of developing new systems with
higher levels of security. Many of these limitations can be suppressed by the
incorporation of new methods of user authentication.

1.1.2 Biometrics

Biometric authentication ([Jain et al., 1999a, Maltoni et al., 2003, Jain
et al., 2006]) consists of individuals’ identity verification based on their



4 1. Introduction

physiological and/or behavioural traits such as face ([Connolly et al., 2012]),
fingerprints ([Jain et al., 2001]), palmprints ([Li et al., 2010]), iris ([Sánchez
Ávila and Sánchez-Reillo, 2005]), tongue shape ([Huang et al., 2010]), etc.
Biometric systems offer obvious advantages over other authentication systems.
They are inherently more reliable than password-based authentication, as
biometric characteristics cannot be lost or forgotten. Moreover, biometric
traits are difficult to copy, forge, share, and distribute, and above all
they require the person being authenticated to be present at the time
and in the point of authentication. Therefore, it is unlikely for a user
to repudiate having accessed specific content using Biometrics. Besides,
all the users are supposed to have, in general, equal security level. As
a consequence, biometrics-based authentication is a potential candidate to
replace password-based authentication, either by providing the complete
authentication mechanism or by securing the traditional cryptographic keys.

In general, the process to identify a user by means of her biometric
templates consists of two phases:

1. Enrollment phase: Biometric templates from the users are processed and
stored into the database (what is called the reference template).

2. Verification phase: A new biometric template (called the query template)
is extracted from the user at the moment of identification, and it is
compared with the data already stored (reference template). If the
comparison matches, the user is identified; otherwise, her identification
is rejected.

The most straightforward way to secure a biometric system, including the
template, is to store all the system modules and the interfaces connecting them
on a smart card ([Dreifus and Monk, 1997, Rankl and Effing, 1997]). These
systems are known as match-on-card systems and their advantage is that the
biometric information never leaves the card.

The systems obtained from the blend of both technologies, Cryptography
and Biometrics, are known as biometric cryptosystems or crypto-biometric
systems.

Biometric trait requirements

In general, it is accepted that there is no biometric trait better than other.
Each biometric trait has its strengths and weaknesses, and the choice of one of
them depends on which application is going to be used. Not all the biometric
traits suit effectively all the requirements for all applications, it depends on
the requirements of the application, the properties of the biometric trait and
the security level limitations. In other words, no biometric trait is “optimal”
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although some of them are more “admissible” than others. In Fig. 1.1 some
examples of different biometric traits are presented.

Figure 1.1: Examples of biometric traits: (a) Face, (b) Fingerprint, (c) Hand
Geometry, (d) Iris, (e) Signature, and (f) Voice.

There are some basic concepts related to all biometric traits, such as:

• Biometric sample is the analogical or digital representation of a biometric
trait. A biometric sample is usually delivered from a sensor. Example:
electronic face photograph.

• Biometric features are information extracted from biometric samples
which can be used for comparison with a biometric reference. Example:
characteristic measures extracted from a face photograph such as eye
distance, etc.

• Biometric reference consists of one or more stored biometric samples,
biometric templates, or biometric models attributed to a biometric data
subject which can be used for comparison.

• Biometric template is a special case of a biometric reference, where
specific biometric features have been stored for the purpose of a
comparison.

Biometric traits can be divided into physiological and behavioural features
([Tapiador Mateos and Sigüenza Pizarro, 2005]) as it can see in Fig. 1.2.

• Physiological : Traits related to the shape of the body; for example
fingerprints ([Jain et al., 1999b]), face ([Ekman and Friesen, 1978]),
hand geometry, iris, retina, hand veins, ear canal, facial thermogram,
DNA, palm prints ([di Natale et al., 2000, Li et al., 2010]), tongue shape
([Huang et al., 2010]), etc.
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• Behavioural : Traits related to the behaviour of a person; for example
handwritten signature, keystroke dynamics ([Ilonen, 2013]), gait (way of
walking), etc.

Figure 1.2: Biometric traits classification.

There are some traits that are difficult to be classified directly into one
class or another, as is the case of the voice or the odor ([Fernández Mateos
et al., 2010]). Both can be a physiological trait because every person has a
different pitch and odor, but their recognition is mainly based on the study of
the way a person speaks or smells, which is directly related to the behaviour.
For example in situations in which the person suffers different emotions and
segregates different hormones, such as stress ([Ekman, 1982]).

Independently of the class of biometric features we are referring to, there
are seven basic requirements or parameters that determine if a biometric trait
can be used as a biometric identifier ([Tapiador Mateos and Sigüenza Pizarro,
2005]). The first four refer to the biometric identifier, whereas the last three
take into account the attributes of the biometric system (see Fig. 1.3).

1. Universality: Each person should have the trait.

2. Uniqueness: Indicates how well the biometric trait distinguish one person
from another.

3. Permanence: Indicates how well a biometric trait resists aging and other
variances.

4. Collectability: Indicates the ease of acquisition for measurement.
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5. Performance: Indicates the accuracy, speed and robustness of the
technology used.

6. Acceptability: Indicates the level of approval of a technology by the users.

7. Circumvention: Indicates the level of foolproof.

Figure 1.3: Requirements for a biometric trait.

Table 1.1 shows the level of fulfilment (L: Low, M: Medium, H: High)
and, hence, a comparison of different biometric traits in terms of the seven
previously mentioned parameters.

However, the use of Biometrics has some security and privacy drawbacks,
as the following:

1. Biometrics are authentic but not secret. Some biometric traits can be
easily recorded without the user’s consent such as signature, voice, face
or fingerprint. Artificial fingerprints have been used to deceive biometric
systems, and face and voice are very vulnerable to be captured without
the user’s explicit knowledge.

2. Biometrics cannot be revoked. Unlike passwords or PINs, that can be
reset if compromised, if a biometric trait is compromised, as they are
permanently associated with the user, it cannot be revoked or replaced.



8 1. Introduction

Biometrics: Univers. Uniq. Perm. Collect. Perfor. Accept. Circumv.
Face H L M H L H L
Fingerprint M H H M H M H
Hand geometry M M M H M M M
Keystrokes L L L M L M M
Hand veins M M M M M M H
Iris H H H M H L H
Retinal scan H H M L H L H
Signature L L L H L H L
Voice M L L M L H L
Facial thermogr. H H L H M H H
Odor H H H L L M L
DNA H H H L H L L
Gait M L L H L H M
Ear Canal M M H M M H M

Table 1.1: Comparison of biometric traits (L: Low, M: Medium, H: High).

3. If a biometric trait is lost, it is compromised forever. Related to the
previous point, once a biometric trait is compromised in an application,
all applications where this biometric trait was used are compromised and
consequently this trait is no longer useful.

4. Cross-matching. Since the same biometric trait can be used in different
applications and organizations, the user can be tracked without her
consent if the organizations share their databases. With the traditional
cryptosystems the user can prevent this by using different passwords for
different applications and organizations.

User authentication

The basic function of the biometric authentication systems is to
authenticate users, i.e., to determine the identity of a person and confirm her
authenticity. This process can be carried out in two different ways, namely:
Verification and Identification.

• Verification. The verification systems have two inputs:

– A query biometric template.

– An identification (ID) request carried out by a code, a card, etc.

The biometric template is compared to the reference template stored
in the database and corresponding to the ID request, i.e., the system
performs a 1-to-1 comparison to verify the identity of the user.
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• Identification. The target is to identify a query biometric template
of an unknown user as a known individual within a set of N possible
users stored in a database. In this case, the system performs a 1-to-N
comparisons to verify the identity of the user.

The difference between identification and verification is that while in the
former the query biometric template is compared with the whole database, in
the later, the query biometric template is compared only with the biometric
reference template, related to the particular user that the current user is
supposed to be, stored in the database.

Another process related to authentication is authorization, which consists
of assigning certain rights or permissions to a determined user.

Measurements and ratios

The ratios that reflect the effectiveness of a biometric authentication system
related to the verification phase are the following (see Fig. 1.4, [Mainguet,
2013]):

• False Match Rate (FMR). Probability that the system declares a
successful match between a query template and a reference template
in the database that really do not match, i.e., probability of an unknown
user to be mistakenly accepted as a legitimate user by the system. It
measures the percent of invalid matches. This ratio is critical because it
is a relevant security measure.

• False Non Match Rate (FNMR). Probability that the system incorrectly
declares failure of match between the query template and the reference
template in the database, being both from the same user; that is,
probability of a legitimate user to be rejected by the system. It measures
the percent of valid inputs being rejected. This ratio is important but
not critical as it only affects to the legitimate users.

Table 1.2 shows the state of the art of some biometric systems in relation
to the mentioned ratios (where n.a. means not available).

In Table 1.3 ([Bioidentification, 2013]) the most important biometric
techniques and systems are listed, stressing in the features which are studied
in each technique as well as in their main characteristics.
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Figure 1.4: Relationship between FMR and FNMR.

Biometrics FMR FNMR Subjects Reference
Face 1% 10% 37437 [NIST, 2013a]
Fingerprint 1% 0.1% 25000 [NIST, 2012a]
Hand geom. 2% 0.1% 129 [Kukula and Elliott, 2005]
Iris 0.0001% 0.2% 132 [NIST, 2006]
Keystrokes 7% 0.1% 15 [Hocquet et al., 2005]
Voice 2% 10% 310 [Reynolds et al., 2005]

Table 1.2: State of the art of biometric recognition systems.
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Biometric characteristic Description of the features
Fingerprint Finger lines, pore structure
Signature(dynamics) Writing with pressure and speed differentials
Facial geometry Distance of specific facial features (eyes, nose, mouth)
Iris Iris pattern
Retina Eye background (pattern of the vein structure)
Hand geometry Measurement of fingers and palm
Vein structure of hand Vein structure of the back or palm of the hand or a finger
Ear form Dimensions of the visible ear
Voice Tone or timbre
DNA DNA code as the carrier of human hereditary
Odor Chemical composition of one’s odor
Keyboard strokes Rhythm of the keyboard strokes

Table 1.3: Biometric characteristics and their features.

1.1.3 Biometric systems

Biometric systems authenticate people, either identifying or verifying their
identity through the analysis and comparison with a reference template of one
or several of their biometric traits.

Description

A generic biometric system consists of five components, namely, sensor,
feature extractor, template database, matcher, and decision module (see
Fig. 1.5, [Jain et al., 2008]).

The sensor is the main component of the biometric capture device. It is
the interface between the user and the authentication system. Its function is
to scan the user’s biometric trait. Generally, the biometric sample comprises
more information than the strictly necessary for the recognition.

The feature extraction module processes the scanned biometric sample to
extract the useful information and to remove any superfluous information
which does not contribute to the biometric recognition. This fact enables a
fast comparison and an improved biometric performance. Sometimes, this
module is preceded by a quality assessment module whose function is to
determine whether the scanned biometric sample has sufficient quality for
further processing or not.

To recognize somebody, a database with the information of the users to
be recognized (reference templates) is needed. These reference templates are
obtained from the enrollment phase by means of a template extractor. All the
extracted features during this phase are stored in a template database indexed
by the user’s identity information.
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The matcher module is usually an executable program which has two inputs
and one output. The inputs are the reference biometric template, taken from
the template database, and the query biometric template, extracted from the
sensor. The output is the match score with the information of similarity
between these two items.

Finally, the last component is the decision module whose task is to make
the identity decision from the output of the matcher module. In this module,
the identity of the user is verified through a comparison between the match
score obtained in the previous step and the threshold defined for the system.
This threshold determines the level of tolerance of the system.

Figure 1.5: The basic block diagram of a biometric system.

In many cases, the applications in which biometric systems are used are
unimodal, i.e., they rely on the evidence of a single source of information for
authentication (e.g., single fingerprint). These systems have to deal with a
variety of problems such as:

• Noise in the data.

• Intra-user variability : This concept refers to the differences among
templates extracted from the same user. These differences may cause a
rejection of a legitimate user if two of her templates are different enough.

• Inter-user variability : This concept refers to the similarities between
two templates of different users. These similarities can lead the system
to accept an unknown user.

• Non-universality : Some users may not be able to use the biometric
system in a proper way since the system may not acquire meaningful
biometric data from them.
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• Spoof attacks : This type of attack consist in submitting fake biometric
traits to biometric systems. It is especially relevant when behavioural
traits such as signature or voice are used.

Some of the limitations in the use of unimodal biometric systems can be
solved by including multiple sources of information, that is, different biometric
traits. Such systems are known as multimodal biometric systems and they are
expected to be more reliable due to the presence of multiple and independent
pieces of evidence ([Ross and Jain, 2004, Ross et al., 2001]).

Depending on the number of traits, sensors, and templates used, a variety
of scenarios are possible in a multimodal biometric system (see Fig. 1.6, [Ross
and Jain, 2004]):

1. Single biometric trait, multiple sensors : Multiple sensors record the same
biometric trait.

2. Single biometric trait, multiple matchers : A single sensor is employed
to extract the data, and then multiple matchers are used. Each of
these matchers either operates on the same template extracted from the
biometric trait or generates its own template. Each matcher can even be
based on a different algorithm to perform the verification (for example,
talking about fingerprints using a minutiae and a non-minutiae based
matcher).

3. Single biometric trait, multiple units : It is the case of, for example,
fingerprints or iris, in which it is possible to integrate information
presented by two or more fingers or both iris of a single user.

4. Single biometric trait, multiple snapshots : Multiple templates are
obtained from the same biometric trait to perform the comparison with
each of them. A way of mitigating the intra-user variability can be using
the mean of these comparisons.

5. Multiple biometric traits : Multiple sensors record multiple biometric
traits of the same user.

Vulnerabilities and attacks

The vulnerabilities of a biometric system can be classified into two
categories: intrinsic failures and failures due to an adversary attack ([Jain
et al., 2008]).

Intrinsic failures can be caused by limitations of the system itself in the
sensing, feature extraction or matching stage. A cause of this problem can be



14 1. Introduction

Figure 1.6: Scenarios in a multimodal biometric system.

the limited discriminability of the specific biometric trait. These failures can
be summarized as an incorrect decision that can lead to a false match or a false
non match (increasing the FMR and FNMR, respectively). Intrinsic failures
are also known as zero-effort attacks because they can happen even with no
explicit effort done by an adversary to attack the system.

In the case of adversary attacks an attacker attempts to circumvent the
biometric system. These attacks can be categorized into three main classes:
administration attacks, non-secure infrastructure and biometric overtness (see
Fig. 1.7, [Jain et al., 2008]).

• Administration attacks : Vulnerabilities due to improper administration,
such as problems in the integrity of the enrollment phase or coercion of
the administrator or a legitimate user by an adversary.

• Non-secure infrastructure: All the possible attacks to the hardware,
software and the communication channels between the modules of the
system that lead to security breaches.

• Biometric overtness : This attack depends on the level of complexity
of the biometric trait to be forged and/or of the biometric system to
distinguish between a real trait and an artificial spoof.

There are many ways of attacking each one of the components that
constitute a biometric system as it was described above. In [Ratha et al.,
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Figure 1.7: Fish-bone model for categorizing biometric system vulnerabilities.
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2001a], eight basic sources of attack on such systems are explained (see
Fig. 1.8):

1. Fake biometric trait at the sensor. In this mode of attack, a possible
reproduction of the biometric trait being used will be presented to the
system. Examples include a fake finger, a copy of a signature, and a
face mask, etc. This kind of attack has been demonstrated to be very
successful since it is not necessary to understand/know anything about
how the system works or about the templates specifications. The attack
consists of forging a biometric template and present it to the system.

This kind of attacks usually happens in the analogical domain, so that
digital enforcements as hash functions, encryption, electronic signature
are not applicable.

One of the methods to avoid these attacks is live detection, such as pulse,
sweat, odor, skin elasticity, etc.

2. Resubmission of old digitally stored biometric signal. In this mode of
attack, the communication channel between the sensor and the feature
extractor is intercepted and an old recorded signal/template can be
replayed into the system or the original biometric template can be
taken to be subsequently used into the extractor. Examples include
presentation of an old copy of fingerprint image or recorded audio signal
of a speaker.

3. Override feature extract. The feature extractor could be attacked with a
trojan horse so that it would produce feature sets chosen by the attacker.

4. Tampering with the feature representation. After the features have
been extracted from the input signal they are replaced with a different
synthesized feature set. Often the two stages of feature extraction and
matching are inseparable and this mode of attack is extremely difficult.
However, if minutiae are transmitted to a remote matcher, this threat is
very real (similar to attack number 2).

5. Override matcher. The matcher is attacked to produce an artificially
high or low match score (similar to attack number 3).

6. Tampering with stored templates. The database of enrolled templates is
available locally or remotely. This database might also be distributed
over several servers. The stored template attacker tries to modify one
or more templates in the database which could result in authorization
for a fraudulent individual, or at least denial of service for the person
associated with the corrupted template.
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This kind of attacks could be avoided by distorting the template using a
feature transformation function before storing it, such as the ones that
will be explained in §2.2.

7. Attack to the channel between stored templates and the matcher. The
templates from the stored database are sent to the matcher through a
channel which could be attacked to change the contents of the templates
before they reach the matcher.

8. Decision override. If the final result is superseded with one similar
result chosen by the attacker, the system’s output is correct but provides
a wrong identification, hence its security has been bypassed. Even
if the actual pattern recognition system had excellent performance
characteristics, it could be rendered useless by the simple exercise of
superseding the result.

Figure 1.8: Possible attack points in a generic biometrics-based system.

1.1.4 Iris pattern: recognition and extraction

As we have mentioned before, the goal of any biometric system consists
in identifying individuals based on a certain characteristic possessed by the
persons under examination. Among them, iris recognition is regarded as one
of the most reliable and accurate biometric identification systems currently
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available. Most commercial iris recognition products use patented algorithms,
which forces open source developers to design and use alternate algorithms.

In the following, a short explanation about the way of locating the iris and
generating an iris template is presented.

In the first layers of the eye there are different elements: cornea, iris, pupil,
sclera, etc. The purpose of the iris is to constrict or enlarge the aperture of the
pupil. By doing this, it determines the amount of light that enters the pupil
([Gold and Lewis, 2010]). Fig. 1.9 shows the elements present in a front view
of the eye.

Figure 1.9: View of the human eye.

The characteristics of the eye were analysed by Daugman in order to
develop algorithms for locating the iris and generating its template. Their
seminal results have greatly influenced the developments in this field, to the
point that most implementations follow the scheme devised by him, and which
consists in the following steps ([Daugman, 2004]):

1. Image acquisition: Capture of an image of the user’s eye.

2. Pre-processing : Detection of the iris prior to obtaining its normalized
version, which is the result of transforming the image from polar to
Cartesian coordinates.

3. Template generation: Computation of the iris code based on the
characteristics of the iris.

4. Feature comparison: Calculation of a similarity score by comparing the
user’s iris code to other templates.
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One of the most important prerequisites for performing authentications
based on the iris consists in developing and using robust methods for the
automatic detection and isolation of the pupil and the iris. Due to its regular
size and uniform dark shade, the pupil is relatively easy to locate. However,
locating the iris is not a trivial task due to its irregular pattern, the obstruction
of the iris by the eyelids presented in some images, and the relative similarity
of the iris and the sclera near the outer iris boundary.

In order to propose an alternative method, patent free, we have developed
two low-complexity methods for demarking the iris, detecting and isolating the
pupil and the iris using a greyscale image as the input data. The proposed
algorithms can be easily implemented in any device, as they do not use
complex operations or image transforms. In addition to that, we have shown a
performance comparison which includes an implementation of our proposed
algorithms and two other open source solutions ([Gayoso Martínez et al.,
2014a]).

The source of iris images used in this Ph.D. Thesis are from the CASIA
database (CASIA-IrisV2) ([Biometric Ideal Test, 2010]). Related to the
iris-feature extraction mechanisms, the one used is based on the studies
published by Daugman ([Daugman, 1988, Daugman, 1993, Daugman, 2004,
Hao et al., 2006, Daugman, 2007]). The method designed by Daugman consists
of dividing the iris image in different sections, without bearing in mind if they
overlap or not, and then weighting each section with the values of the Gabor
filter ([Sánchez Reillo, 2000, Tapiador Mateos and Sigüenza Pizarro, 2005]).
The templates extracted from these images have been obtained by using the
algorithm presented in [Díez Laiz and Sánchez Ávila, 2009] whose procedure
consists in the following steps:

1. Iris and pupil localization.

2. Identification of the two side cones of the iris, discarding the upper and
bottom cones in order to avoid the distortion that the eyelids and the
eyelashes can cause.

3. Normalization of the side cones to obtain a rectangular image of 1024×
128 bits.

Fig. 1.10 shows an example of these three iris processing stages,
where together with the side sectors used in the calculation, the final
rectangular normalised image can be seen.

4. Split of the image in blocks of 32 × 32 bits, which generates a total of
32× 4 blocks.
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Figure 1.10: Example of the iris pattern extraction and generation.

5. Analysis of each block through Gabor filters with 4 orientations (0, π/4,
π/2, 3π/4) and 3

8
in frequency. Each orientation and frequency applied

to each block generates 2 bits.

6. Concatenation of the 32 · 4 · 4 · 3 · 2 = 3072 bits which constitute the iris
code.

1.2 Justification

As it is mentioned in the previous section, information security and privacy
are concerns that the actual society is aware of. Nowadays, Internet can
be accessible almost from everywhere and social networks are being used by
everyone, sharing each moment of everyone’s life. But not only people, the
Internet of Things makes every device and object to be connected. All these
facts, together with the development of different tools to manage efficiently all
this information, also referred as Big Data, will make the data more accessible
and, consequently, the privacy of this content a real issue to address nowadays.

This fact is very important not only in the personal life but also in the
laboral one, because the distinction of both worlds is not so clear, uch less
with the Bring Your Own Device (BYOD) phenomenon. Personal and laboral
life are mixed in such a way that it is difficult to view barriers between the
things and actions that no so much time ago were clearly different. It is
possible to read a book while the last financial statements of the company are
being sent from the smartphone. Cloud computing makes every content of the
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company to be accessed no matter the place where you are just by connecting
to Internet.

Technological companies, Internet providers and almost every company
which deals with digital and innovation devices are investing lots of effort
and money in assuring this access to critical or personal content only by the
legitimate users. One way to assure it is by Biometrics. An obvious and
well known example of this fact is the development of solutions by Apple and
Samsung to unblock the smartphones with the fingerprints or with the iris, but
there are many other companies, from different industry sectors, with solutions
based in Biometrics. For example, consider the following ones:

• Deutsche Bank of Frankfurt uses a system which recognizes the
fingerprints to allow access to its data centers.

• Bank of America and VISA have implemented biometric systems based
on the identification of the geometry of the hand and the iris.

• In the airports of San Francisco, New York or Tel Aviv, a system to
recognize the geometry of the hand of the employees is used.

• In the Spanish company Ferrovial, the access to the headquarter building
is controlled by an identification of the fingerprint of its employees.

• In the Heathrow airport in London, it is possible to cross the UK border
with a system which recognises the iris.

• The use of face recognition in country borders is gradually getting more
spread, so that passengers can be recognised by matching the picture in
their passports with themselves, as it happens in Heathrow or in Adolfo
Suarez - Barajas airports.

• MasterCard is working in a project to replace the traditional way of
using PIN codes to confirm the payment by face recognition systems. In
this sense, customers would be recognised by using the camera of the
smartphone capturing their face features and the validation would be
done by a blinking.

As it has just been demonstrated, Biometrics are increasing their use by
being more and more applicable to access almost everywhere. For this reason,
we believe that, for example, it is a matter of time that just by our voice any
device of the house would switch on or off or that by our iris the sales stores
can recognise us and show products that we are more likely to buy. In this
sense, security and privacy should be specially analysed.

Although there are many systems for extracting and processing biometric
traits, the most commonly used are based on fingerprints. There are many
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databases with fingerprints templates stored, many of them managed by the
governments for identification purposes. It is understandable because of their
ease of extraction, without being invasive, and the obvious way of being one
of the best ways of identifying people, as everytime an object is touched our
fingerprint remains in it for a short period of time. For all these reasons,
fingerprints have been widely studied and analysed.

Regarding the rest of biometric traits, they are not so commonly used
because it is more difficult to obtain them or just because there was no necessity
for them. However, iris recognition, although it is being more developed in the
research world than in the consumer market, is taking more importance due
to its high level of uniqueness and permanency. This is one of the reasons why
we think iris recognition is a relevant field to focus our research.

1.3 Objectives

The research performed in this work lays underneath the general framework
of Biometrics, whose main objective, as it has been mentioned, is the correct
authentication and identification of users through their biometric traits. In
this work, the biometric trait we are focused on is the iris.

In the present work we have identified three objectives:

1. Design and development of a system which assures the security of
the biometric templates obtained from biometric iris traits. The
security of such system should avoid the biometric templates to be
compromised even though the database in which they are stored is stolen.
This objective could be achieved by providing cancelable or revocable
properties to biometric templates; therefore, if compromised, they would
be easily changed with no security concerns.

2. Assure the correct authentication and identification of users by means of
their iris templates so that only legitimate users would be able to retrieve
a key stored or could gain the authorization to access to private content.
The way of obtaining such certainty could be as a consequence of the
achievement of the following two secondary objectives:

2.1 Make use of mathematical tools, as well as other cryptographic
primitives and algorithms, which have demonstrated to have high
levels of security, so that the retrieval of the biometric template
would be unfeasible unless the legitimate user is the one who is
requesting it.

2.2 Select, through a deeply analysis of the system behaviour and
properties, the best parameters to ensure a high level of security.
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By doing so, unknown users would be avoid for being recognised as
legitimate users and consequently gain access to the secret.

3. Provide an effective and efficient way of comparing iris templates offering
a supplementary security layer to assure that only those users with a
certain level of confidence could access the designed system. To do so,
several ways of processing different formats of iris templates could be
analysed, following two different approaches:

3.1 Design functions which provide similar outputs if their inputs are
similar. These inputs would be iris templates extracted from the
same and different users. Such functions could come from fields that
deals with this fact, for example digital forensics, spreading their
usability into the Biometric field.

3.2 Develop new ways of performing comparisons by designing new
mechanisms which handle the iris templates in new formats not
analysed until now, such as signal. In this way, novel approaches to
perform such comparisons would be created..

1.4 Methodology

Bearing in mind the objectives previously listed, the methodology used
along this Ph.D. Thesis has been the same in the three parts in which it is
divided: Cryptography and Biometrics, Similarity Preserving Hash Functions
(SPHF) and signals and Walsh-Hadamard Transform.

In each part the related bibliography has been studied to establish the state
of art by using library collection from the Institute of Physical and Information
Technologies (ITEFI) of the Spanish National Research Council (CSIC) as well
as from the main databases in Internet.

Moreover, three different kind of studies have been done in each part:
Design, Implementation and Experimentation. A common methodology has
been followed in them, although in the development of each study some specific
aspects of the methodology have prevailed over others.

A theoretical design of the functions (fuzzy crypto-biometric scheme and
similarity search (SiSe) function) was performed. For their implementation,
some Java libraries with cryptographic functionalities and tools were used, such
as the BouncyCastle Provider. The Walsh-Hadamard transform and other
algorithms related to the signal processing were implemented in Matlab.

In these implementation stages, the two typical methodological techniques
in this kind of research were used: Divide and conquer, that is, divide each
problem in smaller problems so each of them could be solved easily; and the
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trial-error technique. Hence, apart from the design of the work to do, which
has been organised in a hierarchical way, the implementation has been divided
in different classes, so that the implementation structure would be coherent.
But at the same time that it was possible to test each of the task on their own.
In these tests, the trial-error technique was used with the aim of adjusting
each of the partial results and checking their accuracy. Once each part works
correctly, they were gathered together in order to obtain a complete scheme.

The experiments performed with the implementation of the design in the
Java language were carried out using the templates extracted from the Díez
Láiz algorithm and some well-known files, such as the Lenna image.

The costs derived from the bibliography consults and to acquire articles
and books have been supplied by different research projects of the Information
Processing and Cryptography department of the ITEFI.

With charge to the same projects, assistance and participation in national
and international congresses has been done where some publications with
partial results related to the this Ph.D. Thesis have been published. Facilities
and computing and programming equipments have also been used from
the ITEFI. Specifically, the main part of the work performed has been
developed with text editing programs based on LATEX and with programming
environments to work with the Java language.

1.5 Structure and description of chapters

This Ph.D. Thesis has been divided into nine chapters, including this
introduction, gathered in four different parts with two additional appendices
at the end. In the following paragraphs, the reason of why it is necessary these
four parts, together with a brief summary about their content is presented.
The four parts are:

I Design & implementation of a fuzzy crypto-biometric system with fuzzy
extractor properties.

II Design & implementation of a similarity preserving hash function and
its application in Biometrics.

III Application of the Walsh-Hadamard Transform to biometric
authentication through iris traits.

IV Conclusions.

The reason for doing this was to clearly demonstrate and present in a
suitable way the different studies and analysis done. All of them have as a
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main objective, the authentication and identification of a user by means of her
iris template through a biometric cryptosystems in order to allow her to access
restricted information, but each of the parts deal with different processes.

In this sense, in Part I, which is composed by Chapters 2 to 4, describes
the design, implementation and the experiments performed on a scheme based
on the key binding approach with several fuzzy extractor properties.

Chapter 2 presents the template protection schemes, i.e., cancelable
biometrics, describing the way they provide security to the biometric
templates, and explaining the different approaches that exist. Then, a more
detailed explanation of the two schemes in which our proposal is based on,
fuzzy vault and fuzzy extractor scheme, are commented. Finally, two examples
of a real implementation of these two schemes applied to iris and fingerprint
traits are summarized.

The main objective of Chapter 3 is to describe the design and
implementation of the fuzzy crypto-biometric scheme based on iris templates
developed, showing the methods used to securely store the iris biometric
template as reference data to use it afterwards in the verification stage. The
whole scheme is described, explaining the different steps performed and how
they were programmed in the Java language, showing some of the problems
found along this process.

Chapter 4 includes the application of this scheme to some real images
and iris templates to measure its behaviour in terms of effectiveness and
performance. Two experiments have been carried out dealing with the
problems of intra- and inter-user variability and some effectiveness ratios were
calculated (False Match Rate and False Non Match Rate). Finally a Hamming
distance analysis of the iris templates was carried out in order to understand
the results obtained.

Part II, composed by Chapters 5 to 7, describes another kind of schemes
in order to solve the problems found in the fuzzy crypto-biometric scheme to
distinguish different users. Its main objective is to understand the behaviour
of the similarity preserving hash functions, which are used to compare similar
files, in order to apply them to Biometrics. The aim is to filter unknown users
by adding an additional layer to the fuzzy crypto-biometric scheme which
would eventually solve the problems derived from the intra- and inter-user
variability.

Chapter 5 explains the state of the art of the similarity preserving hash
functions, also known as fuzzy hash functions, classifying them into 4 categories
and describing the main characteristics of each of them.

The main objective of Chapter 6 is to develop a function with new
capabilities compared to the ones that currently exist and apply it to
distinguish iris templates from different users.
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The application of the developed function is explained in Chapter 7, where
different experiments are described to show the behaviour of the function.
Firstly, the experiments carry out comparisons with similar and dissimilar text
files and images, to continue comparing four different formats of iris templates
and data used in the fuzzy crypto-biometric scheme.

Part III explains another approach in order to identify users through their
iris templates. It was decided to address this new approach by using the iris
templates as signals, since the SPHF did not work very efficient, and used the
Walsh-Hadamard Transform to distinguish iris templates from different users.

In Chapter 8, Walsh-Hadarmard Transform complemented with another
three subalgorithms (the cross-covariance and the Hamming and Euclidean
distances) are explained in order to perform iris templates comparisons.

Finally, Part IV gathers all the different conclusions obtained in the design
and experiments performed to show the conclusions and results obtained and
explains their relationship to the objectives defined in this chapter in order to
illustrate their achievement.

Moreover, two additional appendices have been added containing extra
information related to the studies done. Appendix A explains the
mathematical tools used in the design and implementation of the fuzzy
crypto-biometric scheme, mainly error-correcting codes, hash functions and
the Lagrange interpolation method. Appendix B is an example of a real
execution of the fuzzy crypto-biometric scheme detailing all the different
outputs obtained with a legitimate and an unknown user.
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Design & implementation of a
fuzzy crypto-biometric system
with fuzzy extractor properties





Chapter 2

Crypto-Biometric Systems

In this chapter, the different schemes designed to protect the
biometric templates are presented. These schemes are focused on
the protection of the template by different transformation functions
and are known as cancelable biometrics. In the last sections, two
of the main cancelable biometric schemes, the fuzzy vault and
the fuzzy extractor schemes, will be explained, indicating their
limitations and the different processes which they involve.

2.1 Template protection schemes and security

The most straightforward way to secure a biometric system with the
template included is to store all the system modules and the interfaces between
them on a smart card. These systems are known as match-on-card and their
advantage is that the biometric data never leave the card. Moreover, in this
case it is not only necessary to protect the system but also the template.

It is well known that the most clear advantage of authentication systems
based on passwords over those based on biometric templates is that the former
permit canceling, revoking and changing the password, whereas in the latter,
it is impossible to cancel a biometric trait. A biometric trait is permanently
associated to the user.

It is intriguing that the main advantage of all the different traits such
as fingerprints, iris, hand, signature, voice, etc. is at the same time its main
drawback: If a biometric template is obtained or compromised from a database,
by unauthorized users, the genuine owner will lose control over it forever and
her identity will be in danger. Whenever a biometric template is compromised,
it cannot be used anymore.
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Cancelable biometrics is a way to import into Biometrics the cancellation
and replacement characteristics present in passwords-based systems ([Ratha
et al., 2001b]). Essentially, cancelable biometrics performs a distortion of
the biometric templates before the matching process. The variability in the
distortion parameters allows the existence of different schemes and therefore
the concept of being cancelable.

Among all the concerns about the security of these schemes, the most
serious one is that the security of cancelable biometrics depends on the secure
management of these distortions, bearing in mind that such parameters may
not be much better protected than current passwords and PIN codes.

The main objectives of these biometrics template schemes are (see [Jain
et al., 2008]):

• Diversity. Cross-matching between databases should not be allowed in
order to ensure user’s privacy.

• Revocability. A compromised biometric template should be easily revoked
and replaced by a new one, based on the same biometric trait.

• Security. It must be secure and computationally hard to obtain the
original biometric template from the secure template. In this way the
physical spoof creation is prevented.

• Performance. The recognition performance (FNMR and FMR) of the
biometric system should not be degraded even if the biometric templates
are distorted.

The major challenge in the biometric template protection is the intra-user
variability, i.e., multiple acquisition of the same biometric trait do not result
on the same template. This fact leads to the reason of why biometric templates
cannot be compared in the encrypted domain. Related to encryption processes,
everything has to be stable, because a small difference in the template would
lead to very large differences in the encrypted domain. Thus, standard
protection schemes used in Cryptography are not feasible in this case.

Several approaches, known as biometric template protection schemes have
been proposed. These schemes can be mainly classified into two categories:
Feature transformation approach and biometric cryptosystem (see Fig. 2.1,
[Jain et al., 2008]). There are also some other techniques, called hybrid
schemes, that make use of more than one basic approach.
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Figure 2.1: Classification of template protection schemes.

2.2 Feature transformation approaches

These schemes basically consist in the application of a transformation
function to the biometric template to, subsequently, store the transformed
template into a database. The transformation functions are typically derived
from a key or password. In the matching phase, the same function is first
applied to the query templates and, then, the transformed query is directly
matched with the transformed template in the transformed domain (see
Fig. 2.2, [Jain et al., 2008]).

Figure 2.2: Enrollment and authentication mechanisms.

Depending on the properties of the transformation function, the feature
transformation schemes can be divided into salting and non-invertible
transformation.
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2.2.1 Salting or biohashing

In salting ([Teoch et al., 2006]), the transformation function is invertible
and it is defined by a key or password, which is needed at the verification phase
to transform the query biometric template.

Its advantages are that this requirement of the key results in low FMR
and it allows diversity since different keys can be used to generate different
templates from the same biometric trait. Additionally, it allows revocability,
just by replacing the key to generate a new transformed template.

Among the limitations, it is important to point out the problem with the
user key. The password needs to be securely stored; if it is compromised, the
template is not longer secure because the attacker can recover the original
biometric template with the inverse function. Another limitation is the
degradation of the recognition performance since the matching is performed in
the transformed domain.

2.2.2 Non-invertible transformation

In this approach, the biometric template is secured by applying a
non-invertible transformation to it ([Ratha et al., 2007]). Non-invertible
transformation refers to a one-way function that is easy to compute (in
polynomial time) but hard to invert. The parameters of the transformation
function are defined by a key which is also needed at the verification phase to
transform the query biometric template.

The advantage in this case, unlike the case above, is that the key does not
have to be stored in secret. Even if the key or the transformed template are
known, it is computationally hard to recover the original biometric template
(due to the definition of one-way functions). So, it provides a better security
than salting and, at the same time, it keeps the properties of diversity and
revocability.

In this case, the main limitation is the difficulty in designing the
transformation function. It has to be able to distinguish features and
to be non-invertible simultaneously. A possible solution is to define the
transformation function in a way that the transformed biometric template
will lie in the origin domain again. Another solution can be to transform the
templates in a way that the same matcher as the one used in the original
domain can be used also in the new domain.

In [Ratha et al., 2007], authors apply three non-invertible transformations:
Cartesian, polar and surface transformation to generate cancelable fingerprint
templates. They compare the performance of the three algorithms and
conclude that surface folding transformation achieves better results. These
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transformations deal with the problem of being locally smooth but globally
not smooth.

2.3 Biometric cryptosystems

The basic idea for these systems is either securing a cryptographic key using
biometric templates or directly generating a cryptographic key from biometric
templates ([Uludag et al., 2004]).

The main characteristic of these methods is that they need to generate
public information related to the biometric template in order to perform the
verification phase (for example to help in the alignment of fingerprints). This
public information is referred to as helper data and this is the reason why these
models are sometimes known as helper data methods. The helper data are not
supposed to reveal any important information about the biometric template.

Biometric cryptosystems can be further classified into three models, key
release, key generation and key binding.

Along this thesis, the term fuzziness is used to denote the fact that two
samples extracted from the same user at two distinct moments are similar but
not completely equal due to the intra-user variability. In this sense, we use
fuzziness as an indicator of intra-user variability and it is not related to the
fuzzy set theory. An application of this theory, in particular fuzzy inference
systems, to multimodal Biometrics is presented in [Hidalgo et al., 2009].

In Fig. 2.3 ([Jain et al., 2008]), the verification phase using biometric
cryptosystems is shown. In fact, the figure shows the verification phase using
the key generation model. The key binding verification phase is similar to this,
except that the helper data, H, is a function, F, not only of the template, B,
but also of the key K, i.e. H = F(B, K).

2.3.1 Key release model

In this biometric cryptosystem model, the biometric verification phase
and the key release mechanism are completely decoupled. The key and the
biometric template are stored as different entities. The key would only be
released after a successful biometric verification.

Some limitations of this model are:

• Concerns about the theft of biometric data since the biometric template
is stored.

• Vulnerability to Trojan horse attacks. Since the biometric verification is
decoupled from the key release, a Trojan horse can replace the verification
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Figure 2.3: Enrollment and authentication mechanisms with a key generation
biometric cryptosystem.

subsystem and can inject a bit with the correct value to the release
subsystem. This action can lead the next subsystem to release the key.

2.3.2 Key binding and Key generation model

In a key binding cryptosystem, the biometric template is secured by
monolithically binding it with a key within a cryptographic framework. The
key and the biometric template are stored in the database as a single entity
which represents the helper data. On the other hand, in the key generation
model, a key is derived directly from the biometric template and it is stored
in the database instead of the biometric template itself.

The main advantage is that the key binding model is tolerant to intra-user
variability, but this tolerance is determined by the error correcting capability.
On the other hand, the main limitation is the difficulty to generate keys with
high stability and entropy at the same time ([Jain et al., 2008]). There
are also some others limitations due to the fact that this model requires
pre-aligned representations, it has a limited choice of flexible operating points,
it requires more intensive computation and the matching has to be done using
error correction schemes and therefore it is necessary the use of sophisticated
matchers.

Several template protection technologies can be considered as key binding
approaches, for example the fuzzy commitment scheme ([Juels andWattenberg,
1999]), the fuzzy vault scheme ([Juels and Sudan, 2006]), shielding functions
([Tuyls et al., 2005]), etc.

These two models are more secure than the key release model, but, at the
same time, they are more difficult to implement due to the large intra-user
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variability of the biometric data. The main difference between these two
models relies on the way the helper data, H, are obtained:

• In the key generation model the helper data are derived only from the
biometric template and then the cryptographic key is derived directly
from the helper data. In other words, H is obtained directly as a function
of the biometric template B,

H = F(B).

• In the key binding model the helper data are obtained by binding a key,
K, that is independent of the biometric templates, with the biometric
template, B. In other words, H is obtained as a function of B and K,

H = F(B, K).

Table 2.1 shows a summary of the most important template protection
schemes together with the fact in which they base their security.

Approach Security Stored
Salting Secrecy of key K F(B, K); K

Non-invert. transformation Non-invertible of F F(B, K); K
Key release Secrecy of K; B B; K

Key generation Information revealed by H H = F(B)
Key binding Information revealed by H H = F(B, K)

Table 2.1: Summary of different template protection schemes.

2.4 Fuzzy vault scheme

As an example of a key binding application, the fuzzy vault scheme ([Juels
and Sudan, 2006]) is a cryptographic framework that binds a biometric
template and a secret key to build a secure sketch of this template. In
this way, the sketch can be stored in the database with no risk, because it
is computationally hard to retrieve either the template or the key without
knowing anything about the user’s biometric data. The scheme is as follows:

Let B = {b0, b1, . . . , bn−1} be a biometric template with n elements, and
K the secret key selected by the user and encoded as the coefficients of a
polynomial p(x) of degree d.

Then, n pairs of points (bi, p(bi)) are calculated for each element of B.
These points form the set of genuine points, G = {(bi, p(bi)), 0 ≤ i ≤ n − 1}.
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This genuine set is hidden with a set of s random chaff points, N , that do not
lie on p(x). Then, these two sets are encoded with a Reed-Solomon code in
order to recover the polynomial during the verification phase. The resulting
vault is composed by the union of these two sets of points, V = G ∪ N . The
template is secure because it is hard to identify the genuine points, G, in V .

During the verification phase, the query template B̄ = {b̄0, b̄1, . . . , b̄n−1} is
used to identify as many points as possible in V , using a Reed-Solomon code.
Then, all the genuine points which have been identified are used to recover the
polynomial p(x) using the Lagrange interpolation ([Uludag and Jain, 2004]).
Finally, K can be retrieved by decoding the coefficients of p(x).

The three main parameters in the fuzzy vault scheme are n, s and d:

• n denotes the number of points in the vault, V , that lie on the polynomial
p(x), i.e., the number of genuine points.

• s represents the number of chaff points, N , that are added, which
influences directly in the security of the vault. The value of s must
be much greater than n (s� n).

• d denotes the degree of the encoding polynomial p(x) and it controls the
tolerance of the system to errors in the biometric data.

This vault is called fuzzy vault because it can be decoded even when the
original iris template (B) and the query iris template (B̄) are not exactly the
same. This property compensates the intra-user variability (fuzziness).

The limitations of the fuzzy vault framework are the following:

1. If the same biometric features are used for constructing different vaults
with different polynomial and random chaff points, the genuine points
can be easily identified by correlating the abscissa values from these
different values. Thus, if a vault is compromised, a new vault cannot
be created from the same biometric features by simply binding it with
a different key. Moreover, this limitation allows cross-matching of
templates across different systems.

2. Since the number of chaff points, s, is much larger than the number of
genuine points, it is possible for an attacker to substitute a few points
using her own features. In this way the vault can authenticate both
individuals, the original user and the attacker, and they will use the
same identity.

3. The non-uniformity nature of the biometric features can be exploited
by the attacker who can develop attacks based on statistical analysis of
points in the vault and identify G.
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4. While a genuine user is being authenticated, his original template is
exposed temporarily, which may be gleaned by an attacker.

It would be very interesting to design better constructions that do not
involve chaff points in order to prevent limitations 2 and 3. Limitations 1 and
4 are more difficult to avoid.

Related to limitation 2, although the number of chaff points could be
reduced, the way these numbers are chosen is not trivial. The problem lies
in the fact that the secret points are not uniformly distributed, so if the chaff
points are not properly selected, an attacker can distinguish the chaff points
from the genuine ones. In [Chang and Li, 2006] a deep analysis of this problem
has been performed.

It has been widely proved that the fuzzy vault scheme has a high level
of security but it can be still enhanced in some ways to avoid some kind
of attacks. In [Scheirer and Boult, 2007] three disturbing classes of attacks
are presented: Attacks via record multiplicity, the surreptitious key-inversion
attack, and blended substitution attacks, which proved that this scheme, due
to its security limitations, specially to limitation 2, is not suitable for securing
biometric systems or for protecting user’s privacy.

Another modification proposed to the original fuzzy vault scheme was
presented in [Uludag et al., 2005] and [Uludag and Jain, 2006], where the
need for Reed-Solomon polynomial decoding was eliminated, proposing the
use of helper data to automatically align the reference template and the query
template.

A practical implementation of the fuzzy vault in a secure smart card was
proposed in [Clancy et al., 2003], where it is proven that a sufficient security
level for the fuzzy vault cannot be obtained with real-life parameters. Thus,
the authors define another scheme called fingerprint vault and propose a way
to find the optimal parameters.

There are many others different fuzzy vaults implementations apart from
the ones based on fingerprints ([Nandakumar et al., 2007a]). For example, in
[Freire-Santos et al., 2006], the authors proposed an implementation based on
hand-written signatures and one system which uses face data is described in
[Feng and Yuen, 2006].

A very interesting publication providing some variations to the fuzzy vault
was developed in [Nandakumar et al., 2007b]. The authors propose a scheme
to harden a fingerprint-based fuzzy vault scheme with a password and, in
this way, to provide privacy-enhancing features to it, such as revocability and
protection against cross-matching across different biometric systems. In this
way, limitations 1 and 4 can be somehow alleviated. The stages of this scheme
are the following:
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1. A random transformation function derived from the user’s password is
applied to the biometric template. This step enables the creation of
revocable templates and prevents cross-matching. Moreover, the use of
a password-based transformation reduces the FMR.

2. The transformed template is then secured using the fuzzy vault
framework. Note that the key used to construct the fuzzy vault is
independent of the user’s password, so that the template would not be
compromised even if the password is.

3. Finally, the vault is encrypted using a key derived from the password.
This final step prevents attacks against the vault, because nobody can
modify the vault without knowing the password or the key derived from
it.

The key component in this scheme is the feature transformation module
which transforms the minutiae features using a password. Nandakumar et at.
assume the password to be of 64 bits which are divided into 4 units of 16
bits. In the same way, the minutiae are classified into 4 groups, so that each
password unit has one group assigned.

2.5 Fuzzy extractor and secure sketch schemes

There are many cryptographic systems that provide security to a secret, but
Biometrics are not suitable for this task since, generally, the biometric traits are
noisy and with high level of instability and variability. The concept of fuzzy
extractors deals with the challenge of converting these biometric templates
into stable keys in order to use a huge range of techniques from Biometrics to
provide security ([Dodis et al., 2007]).

[Dodis et al., 2008] defined the concepts of secure sketch and fuzzy extractor
to be able to develop the key binding and key generation models:

• The secure sketch is a previous step on the construction of a fuzzy
extractor and is considered to be helper data that leak only limited
information about the original template, but allow precise reconstruction
of a noisy input.

• The fuzzy extractor is a cryptographic tool that can be used to encrypt
and/or authenticate a user’s biometric template using her query template
as the key.

Let B be a biometric template which is presented as the input of a system,
and c the output of such system. Then, given c and a value B̄ (query biometric
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template) close to B, it is possible to recover B. The sketch is secure in the
sense that it does not reveal much about B, i.e., B retains much of its entropy
even if c is known. Thus, instead of storing B it is possible to store c. Given
a secure sketch, a fuzzy extractor can always be constructed.

Secure sketch (see Fig. 2.4) is a pair of efficient randomized procedures:
Sketch (Sket) and Recover (Rec). The sketching procedure starts with the
sketch: Sket on input B returns a string c ∈ {0, 1}∗. The recovery procedure
Rec takes an element B̄ and c ∈ {0, 1}∗ and returns the corresponding value
B ([Dodis et al., 2007]).

Figure 2.4: Schematic representation of a secure sketch.

These concepts assume that the biometric templates are measured in a
convenient metric space. Thus, the biometric templates must be processed to
make them lie in the corresponding metric space. In this way the intra-user
variability is converted into a difference in distance of two elements in such
metric space (for example, Hamming distance). If their difference is not
more than a certain bound, t, they can be corrected and the secret would
be obtained. In [Dodis et al., 2007], different constructions of fuzzy extractor
are explained by using the Hamming distance, set difference, and edit distance.

The correctness of the whole procedure depends on the distance between
B and B̄.

dist(B, B̄) ≤ t⇒ Rec(B̄, c) = B.

As in any other biometric systems, as it was mentioned above, the first
stage to perform in the fuzzy extractor is the enrollment phase.

Let B be the input template and S a uniformly random string extracted in
a noise-tolerant way. In this phase, the fuzzy extractor, from the template B,
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outputs a helper string H that can safely be made public without decreasing
the security of the output S.

Then, in the verification phase, if the query biometric template changes to
some B̄ but remains close to B, the string S can still be reproduced exactly.

Fuzzy extractors can be used to encrypt or authenticate a user utilizing her
own biometric template as a key. S would be the encryption or authentication
key and H would be the public data stored in the database whose function is
to recover S when necessary. As S is not stored, the user’s biometric template
itself, B, acts as the key.

Fuzzy extractor (see Fig. 2.5, [Dodis et al., 2007]) can be understood as a
pair of efficient randomized procedures: Generate (Gen) and Reproduce (Rep).
The process works as follows: In the procedure Gen, which is the enrollment
phase, given B, it outputs a string S ∈ {0, 1}∗ and a helper string H ∈ {0, 1}∗.
Comparatively, in the verification phase, Rep takes, as input, a query template
B̄, close to B, and the string H ∈ {0, 1}∗ and outputs the value S.

Figure 2.5: Schematic representation of a Fuzzy extractor.

The correctness of the whole procedure depends again on the level of
difference between B and B̄:

dist(B, B̄) ≤ t
(S,H)← Gen(B)

}
⇒ Rep(B̄, H) = S.

The main goal of both fuzzy vault and fuzzy extractor schemes is to mitigate
the fuzziness of the biometric traits. In the following paragraphs, some of the
principal applications of these schemes are presented. One of them consists
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in using the string obtained after applying the fuzzy extractor as the secret
key for an authentication system ([Dodis et al., 2007]). Nevertheless its main
problem is the variability of the data, because it is difficult to generate keys
with both high stability and high entropy at the same time ([Jain et al., 2008]).
In [Chang et al., 2004] a framework to generate stable cryptographic keys from
biometric data is proposed. Its basic idea is to generate more distinguishable
features by extending traditional two-class classifiers.

Another application is to associate and retrieve a committed value. In this
way, in [Tong et al., 2007] a method based on fingerprints is proposed, which
consists of a fuzzy extractor and a secure sketch. The technique used to extract
features of the fingerprints is FingerCode. It is an original technique which
creates a stable and ordered representation of the fingerprints.

The problem of generating fuzzy extractors from continuous distributions
was addressed in [Buhan et al., 2007a]. Secure sketches related to fuzzy
extractors for fingerprints ([Arakala et al., 2007]), face ([Zhou, 2007]), and
multimodal systems ([Sutcu et al., 2007]) have been proposed. Finally,
protocols for secure authentication in remote applications ([Boyen et al.,
2005, Buhan et al., 2007b]) have also been published.

A modified fuzzy extractor scheme was proposed in [Boyen, 2004], where
a fixed permutation is applied to the iriscode bits before hashing. It is also
shown how to use a biometric secret in a remote error-tolerant authentication
protocol that does not require any storage on the client side.

The schemes on which our proposal is based on are the ones designed by
[Lee et al., 2007] and [Tong et al., 2007], both schemes related to key binding.
In [Lee et al., 2007] the fuzzy vault scheme is used to bind a secret with iris
images. This IrisCode is generated from a set of iris features by clustering.
On the other hand, in [Tong et al., 2007] a scheme is proposed consisting of a
fuzzy extractor to associate and retrieve a committed value using FingerCode.

2.6 Fuzzy vault based on iris images

The research done in [Lee et al., 2007] has two contributions:

• A pattern clustering method to solve the variation problem of the
extracted iris features is introduced (reduce the variations in the
extraction phase).

• Tthe Independent Component Analysis (ICA) algorithm [Hyvarinen and
Oja, 2000] is used, which is a technique to separate linearly mixed
sources, to extract the iris features and to produce a unordered set for
the fuzzy vault.
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In the enrollment phase, after generating a key and dividing it into
non-overlapping segments to use them as the coefficients of the polynomial
p(x), three sets are calculated:

• G is the genuine set of points formed from the IrisCode and calculated
using p(x).

• Z is a set of chaff points generated randomly in the same finite field.

• R is the redundancy set obtained by Reed-Solomon encoding of the
biometric template.

The vault V is the union of these three sets: V = G ∪ Z ∪ R. To unlock
the vault, the verification process starts from a query biometric template, close
enough to the initial one. After applying the Reed-Solomon code, the set G
can be perfectly identified. Then, thanks to the Lagrange interpolation, the
polynomial p(x) can be reconstructed and its coefficients are obtained to form
the secret S.

2.7 Biometric fuzzy extractor based on finger-
code

In [Tong et al., 2007], a scheme based on fingerprints is proposed, which
consists of a fuzzy extractor and of a secure sketch ([Dodis et al., 2007]),
to associate and retrieve a committed value. The technique used to extract
features from the fingerprints was FingerCode, which creates a stable and
ordered representation of biometric data.

The enrollment phase uses the biometric template and a polynomial p(x)
of degree d (the d + 1 coefficients of p(x) correspond to the d + 1-word secret
in which S = {s0, s1, . . . , sd} has been divided previously).

Then, a new set, ∆, is calculated from the biometric template and a set
of random points selected from p(x). The public data stored in the database
are the set ∆ and the application of a one-way function to the set of random
points that verifies p(x).

The verification phase starts by obtaining the query template. Then, the
information stored in the database is taken, and the inverse calculation of
how this public data were calculated in the enrollment phase is computed to
the query template. The final result is compared to the set of random points
obtained from the database.

The decommitment of the secret will be successful if at least the equality is
held for d+1 values, because this is the number of values necessary to perform
the Lagrange interpolation and rebuild the polynomial p(x).



Chapter 3

Design and implementation of a
new fuzzy crypto-biometric scheme

This chapter presents the design and implementation of the fuzzy
crypto-biometric scheme developed in this thesis, describing all the
different stages of the enrollment and verification phase that allow
to identify known users and retrieve their corresponding secret.
In the last section, all the problems that have arisen along the
implementation and how they were solved are mentioned. The
mathematical foundations and tools used in this chapter are widely
presented and demonstrated in Appendix A.

3.1 A fuzzy crypto-biometric scheme based on
iris templates

In this section, we propose a crypto-biometric fuzzy extractor for iris
templates [Alvarez Mariño et al., 2012]. The goal of this scheme is to associate
a secret or a key, S, to a user in such a way that S will be returned to the
user if and only if the user’s identity is correctly verified. This verification is
carried out using the user’s iris templates.

Our scheme has some similarities with the schemes proposed in [Lee et al.,
2007] and [Tong et al., 2007]. The main differences between them and our
scheme are that, in [Lee et al., 2007], the IrisCode is generated from a set of
iris features by clustering, a technique not used in our scheme, and that three
sets of points are considered to form the public data stored in the enrollment
phase. Moreover, in [Tong et al., 2007], fingerprints instead of iris templates
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are used with the consequent differences of the template extracting method
and the calculation of public helper data.

The whole scheme can be divided into two well-defined phases: The
enrollment phase and the verification phase. The secret, S, is hidden in the
coefficients of a polynomial of degree d during the enrollment phase, so that
in order to recover the secret, that polynomial must be re-constructed in the
verification phase. This re-construction is performed by using the Lagrange
interpolation process.

3.1.1 Design

In this section, the design of our specific proposal to define a
crypto-biometric fuzzy extractor for iris templates is presented. The two phases
of the scheme are:

• In the enrollment phase, the users’ iris templates are extracted for
the first time to be processed. As a consequence the public data are
calculated and stored in the database as reference data.

• The verification phase is the process to check if the user is really who
she says to be. This phase is performed comparing the current user’s
data, i.e. the biometric query template, with the data stored in the
database, i.e. the biometric reference template. If they match, the
process continues recovering the secret to the known user, otherwise an
error is displayed and the user is rejected.

Enrollment phase

The inputs for this phase are the user’s iris template, B, and the secret,
S, chosen by the user herself. In general, B is a binary sequence and S is a
symmetric key. The outputs are two sets of values, H and ∆, which can be
stored in the database without impairing the security of S and B.

The enrollment phase consists of the following stages (see Fig. 3.1):

1. The secret S is represented in a numerical base, b; for example, 10, 16,
256, 512, etc.

From the expression of S in such base, the coefficients of a polynomial
p(x) are derived. Therefore, the relationship between S and p(x) is
direct. If S has d + 1 digits in that base, these digits are considered as
the coefficients of a polynomial p(x) of degree d.

For example, if S is written in the base 512 = 29, each digit of S in this
base can be represented as an integer between 0 and 511. Therefore, the
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Figure 3.1: Enrollment phase.

coefficients of p(x) are numbers in the interval [0, 511]. The degree, d, of
p(x) is the number of coefficients minus 1. For example:

S = (s0, s1, . . . , sd)b  p(x) = s0 + s1x+ s2x
2 + . . .+ sdx

d.

2. n random integer numbers, xi ∈ Z, are generated in order to compute n
pairs of points, (xi, yi), verifying p(x), i.e., yi = p(xi), 0 ≤ i ≤ n−1. The
value of n is a security parameter which controls the number of errors
allowed in the scheme and determines the level of fuzziness of the system,
so n must be much greater than d.

3. The coordinates of these n points, (xi, yi), are concatenated, xi ‖ yi, and
encoded as n codewords by means of a Reed-Solomon code:

C = {c0, c1, . . . , cn−1}.

This codification is done in order to mitigate the intra-user variability.

4. A hash function, h, is applied to the elements of C to obtain a new set

H = h(C) = {h(c0), h(c1), . . . , h(cn−1)}.

In the scheme, it is possible to use any of the usual hash functions, such
as SHA-1, SHA-2, SHA-3, etc. ([NIST, 2006]).

5. The processes mentioned above have been performed without considering
any iris templates. Now, to calculate the set ∆, the template of each user
is necessary.
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The iris template of each user, B, is divided into n parts, where n is the
number of points previously computed. Each part bi, 0 ≤ i ≤ n− 1, is a
subsequence of B:

B = b0 ‖ b1 ‖ . . . ‖ bn−1.

6. Each value bi, 0 ≤ i ≤ n − 1, is subtracted from each codeword in the
set C, to obtain the elements of the set ∆ = {δ0, δ1, . . . , δn−1}, where

δi = ci − bi, 0 ≤ i ≤ n− 1.

Finally, once the helper data (H and ∆) are determined, they are stored in
the database as reference data for future comparisons. Moreover, the control
parameters are made public to be able to perform the verification phase,
namely:

• The base in which S is represented: b.

• The degree of p(x): d.

• The number of considered points: n.

• The Reed-Solomon code parameters.

• The hash function used: h.

The computation complexity of the whole enrollment phase is polynomial,
as all operations performed in this phase (representation of a number in a base,
computation of pairs of points verifying a polynomial, calculation of a hash
value, codification by an error correction code, and substraction of bits) are
executed in polynomial time.

Verification phase

Since all the parameters and the helper data are made public, the
retrieval of the secret S is strongly conditioned by the correct verification
and authentication of the user. So, recovering the secret directly depends on
the verification/matching phase where the reference and the query template
are compared (see Fig. 3.2).

The inputs of this phase are the query iris template and the control
parameters previously stored in the enrollment phase, while the output would
be the secret or an error message.

The verification phase consists of the following stages:
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Figure 3.2: Verification phase.

1. The query iris template, B̄, is divided into n parts, as it was done in the
enrollment phase:

B̄ = b̄0 ‖ b̄1 ‖ . . . ‖ b̄n−1.

2. From ∆ and B̄, the set values c̄i = δi + b̄i are computed:

C̄ = {c̄0, c̄1, . . . , c̄n−1}.

Note that each value c̄i is supposed to be similar to the corresponding
value ci ∈ C, but with some differences due to the intra-user variability
between B and B̄.

3. The same hash function, h, is applied to the elements of C̄, and the result
is compared with the elements of the H set.
In this comparison, at least d+ 1 coincidences are necessary to continue
with the process, due to the fact that the Lagrange interpolation method
is used to rebuild the polynomial p(x) of degree d. These comparisons
show the importance of the parameter n, because it determines the rate
of errors admitted in the system due to the intra-user variability.

4. The coincident values are decoded by means of the Reed-Solomon code
and d+ 1 points, (xi, yi), at least, are obtained.

5. The Lagrange interpolation method used with the points obtained
determines the polynomial p(x).

6. From the coefficients of p(x) and taking into account the base, the secret
S is directly determined and returned to the user.

3.2 Implementation

As it was mentioned, our scheme has been implemented using the Java
language. The whole implementation has been done in four different packages
[Alvarez Mariño et al., 2012].
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First of all, as two different phases have been defined in the scheme, two
different packages are used in the implementation, one for the enrollment
phase and another for the verification phase. Some functions are necessary
in both packages but there are other functions which are used in only one
package. As an example, the polynomial creation or the Lagrange interpolation
is used only in one phase while the hash functions or the iris template extraction
are used in both. For these functions which are common there is a third package
called commons.

Finally, in the fourth package, reedsolomon, all the functions and methods
needed to create a Reed-Solomon code from a finite field, and to perform the
Reed-Solomon encoding and decoding processes are included.

To begin with, before explaining all the functions of the different classes
and methods implemented, together with their limitations and problems, a
detailed list with the main characteristics and basic tools necessary in the
whole implementation is presented:

• As the scheme needs to work with cryptographic algorithms and tools,
the BouncyCastle Provider ([Hook, 2005]) and its library are added to
all the classes. By this addition, it is possible to use more functions and
tools specialized in Cryptography. For example, with the BouncyCastle
Provider the functions SHA-256, SHA-384, and SHA-512 could be used.

• The whole package reedsolomon, with all the methods related to the
Reed-Solomon code, has been lent from ([Díez Laiz and Sánchez Ávila,
2009]).

• Along all the implementation, the class java.math.BigInteger
([Knudsen, 1998]) is used. The reason is that as it usually happens
in Cryptography, it is necessary to use numbers of large size, like for
example 128–256 bits for symmetric cryptosystems and 1024–2048 bits
for the asymmetric ones. Since the range of the classes short, int,
double or long is not wide enough to embrace the sizes of such big
numbers, they are not useful. However, BigInteger is another Java
class that makes possible to work with numbers of this size.

The implementation will be explained as the whole process runs, beginning
with the enrollment phase and finishing with the verification phase. As the
different methods are named, the class where they are implemented will be
mentioned.

There is one class, called Accesories, which has no specific role in the
process. It consists of several methods with a huge scope of application. All
its methods are not useful in more than one occasion. They are needed along
the whole implementation to do different tasks which are complementary to
the main ones.



3.2. Implementation 49

3.2.1 Enrollment phase

Secret and Statement of the Polynomial

First of all, each user must define a secret of a fixed number of bits, S. The
value of S is different for each user and only the correct user will be able to
obtain her S.

Another parameter needed is the base in which S is represented in order
to write S = {s0, s1, . . . , sd}. This base determines the number of coefficients
of the polynomial, p(x), and its degree, d.

Without loss of generality and with the goal of clarifying our
implementation, let the base chosen be b = 2e. Thus, as S has s bits and
it is divided into groups of e bits, the number of such groups, that is, the
number of coefficients of p(x) is dlogb(2

s)e, and d is the number of coefficients
minus 1.

logb(2
s) = lg2e(2

s) = z ⇒ (2e)z = (2s)⇒ e · z = s⇒ z =
s

e
⇒ d = z − 1

The next step is to form the polynomial p(x). To do this, the class
Polynomial is implemented. The attributes of this class are:

• An array with the coefficients of the polynomial, coeffs. The position of
each coefficient corresponds with its relative position in the polynomial,
i.e., with the corresponding exponent of x:

coeffs = {s0, s1, . . . , sd} ⇐⇒ p(x) = s0 + s1x+ . . .+ sdx
d.

• An integer with the number of coefficients of the polynomial, ncoeffs =
d+ 1.

• An integer with the degree, d, of the polynomial p(x).

There is not a specific method in this class to create the coefficients.
However, there is a method in the class Accessories, named baseRep, which
considers two numbers as inputs and gives as output the representation of the
first number in the base defined by the second one. Here, this method is used
to represent the secret S in base b.

Other methods already implemented in the class Polynomial are the
following:

• genXPoints: In this class, an array, xpoints = {x0, x1, . . . , xn−1}, of
n different values are obtained as output. Later the elements of the
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array are considered as the x-coordinates of n points. To create this
output, a SecureRandom ([Knudsen, 1998]) object is used and all the
values obtained are random BigIntegers of e bits each, that is, xi ∈
[0, 2e − 1].

• genYPoints: In this class, the array ypoints = {y0, y1, . . . , yn−1} is
obtained as output. This array is the set of y-coordinates corresponding
to the x-coordinates stored in xpoints, such that they lie in the
polynomial p(x). In other words, it is verified that p(xi) = yi, 0 ≤
i ≤ n − 1. The inputs of this class are the array of coefficients of p(x),
coeffs, and the array xpoints.

Before using these methods, two conditions must be checked:

n ≥ ncoeffs,(3.1)
n ≤ 2e.(3.2)

The condition (3.1) checks if n is greater or equal to ncoeffs. This
comparison is necessary in order to continue or not with the process, since
the Lagrange interpolation will not be able to reconstruct the polynomial if
that condition is not verified.

The condition (3.2) tests whether n is greater than 2e or not. If this
condition is not verified, it will be impossible to create n points. The value of
the exponent, e, is due to the fact that it is the number of bits of each element
of xpoints.

The parameter n is a security parameter that helps to control the level of
fuzziness that the biometric system allows. The value chosen by us for n is
384, since the IrisCode’s length is 384 bytes.

Reed-Solomon encoding

Once the arrays xpoints and ypoints are created, the next step is to
form the pairs (xi, yi), 0 ≤ i ≤ n, as the message to be encoded with the
Reed-Solomon code. This message, msg, is an array of two dimensions: The
number of rows is equal to the number of points, i.e., n = 384, and each column
is formed by a point (xi, yi) with both coordinates concatenated.

Since each x-coordinate is bounded by b and the degree of the polynomial is
d, then all the values yi = p(xi) < xd+1 are bounded by bd+1 = 2ed+1 = 2e(d+1),
which is a very big number. If we represent the coordinates of the points
(xi, yi) in base b, we need only one digit in this base to represent xi (recall that
xi is already represented in this base) and d + 1 digits in base b to represent
yi. Thus, d + 2 digits in base b are necessary to represent each point (xi, yi).
This number is therefore the number of columns of msg.
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We have used the method baseRepApl, in the class Accessories, to obtain
the expression of each column. In general, this method represents a whole array
of elements in the base defined by another number. The output has a fixed
length, and therefore zeros may be added at the end of each row if necessary.

Next, we use the class Encode in order to build the message to be encoded
and later to encode it by using a Reed-Solomon code. To do so, the class
Encode has two methods: genMessage and encode. The static method
genMessage uses the points (xi, yi) as inputs and produces as output the
message to be encoded msg.

Before encoding the message msg, the Reed-Solomon code to be used must
be defined by means of its parameters: m, k, and nRS, where

• m is the number of bits of each element of the message to encode.

• k is the number of elements of the message to encode, i.e., the number
of columns.

• nRS is the number of elements of the encoded message. In order to
choose a value for nRS we recall that it is defined by the value of m,
nRS = 2m − 1. This is the maximum value that nRS can have, but if
nRS is smaller, the Reed-Solomon code is shortened.

The second method in the class Encode is called in the same way, as it
encodes msg. To do this, such method calls another method belonging to the
class ReedSolomonCode, (package reedsolomon). This whole process outputs
an array of two dimensions, encMsg, with the original message, msg, encoded.
Thus, encMsg has n rows and nRS columns.

Hash functions

In our implementation, for applying a hash function to encMsg, the class
SHA is implemented, which makes use of the BouncyCastle Provider. Its
methods are:

• getHash: It returns the hash value of a string considered as an input
using a specific hash function determined by another input.

• genHash: It uses the previous method to return the hash value of an
array of strings.

As the hash function is calculated from a string but encMsg is an array
of integers, before using the methods defined in the class SHA, it is necessary
to use the method stringTransf. This method is implemented in the class
Accessories and it calculates a string formed by all the integers of each row
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of encMsg separated by commas (“,”). The set of these strings is denoted
by C = {c0, c1, . . . , cn−1}. In our implementation, we use the hash function
SHA-512.

After having calculated the array of n hash values applying the function
SHA-512 to the elements of C, this set, named H, can be stored as public
data.

The new SHA-3 function, known as Keccak, has not been used since at
the moment of the implementation of the scheme, the draft version was not
published yet by NIST ([NIST, 2014]).

Iris template obtention

The obtention of the iris template is another subprocess. Each template
must be obtained and treated to make it fits with our scheme. To do this, the
data of each user are read from a file, which contains the identification number
of the corresponding user together with her iris template. This template has
been extracted by means of the algorithm defined in [Díez Laiz and Sánchez
Ávila, 2009].

The class IrisCode is in charge of all the processes related to the iris. It
has two attributes, the irisTemp itself and the id which is the identification
number. The methods in this class prepare the iris code to fit with the
algorithm, that is, to calculate the sets ∆ and C̄ in the enrollment and
verification phases, respectively. Only the methods necessary in the enrollment
phase are going to be explained in this section:

• genDeltas: This method generates the set ∆. The process to do so
consists in subtracting from each row of encMsg the corresponding row
of irisTemp. To do this, as the number of rows of both matrixes is the
same, the irisTemp is used for each of the nRS columns. Moreover, in
this way we can assure that all the elements of encMsg are considered in
the substraction and their value has changed. In short, for each row i,
0 ≤ i ≤ n− 1, we have:

∆i,j = encMsgi,j − irisTempi,

where 0 ≤ j ≤ nRS − 1. After this substraction, it has to be assured
that all the elements of ∆ are in the base b.

• int2hex: This method takes an array of integers and represents it in the
hexadecimal base.
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Data storage

With all the methods of the class IrisCode, the process to generate the
set ∆ is quite simple: It consists in using the genDeltas method. Finally, the
next step is to represent in hexadecimal base the elements of the set ∆ and to
store them together with the elements of the array H, in the same file.

At the end of the enrollment phase, two files are created for each user.
The first file contains the sets ∆ and H, and the second one is formed by
the control parameters. Additionally, another file can be created, but only
for internal control. This control file contains the identification number of the
user, id, and the hash value of her secret, h(S). This cfile allows to have control
over the whole process of the implementation, and it permits the comparison
between the secret retrieved and the one which was originally chosen by the
user. It has to be noted that, in a real scenario, this file would not exist.

In order to store all the necessary values, either to use them in the
verification phase or to have an internal control, there is a class called
Files which has three methods. Two of them are overloaded with the same
name, writeFile; they are in charge of creating a file and writing in it the
corresponding data. The other one is the method readFile which reads the
content of a file. The writeFile method is used to store the public data, the
control parameters and the internal control file, while the readFile method is
used, in the enrollment phase to obtain the iris template and, in the verification
phase, to obtain the control parameters, the query template and the sets ∆
and H.

As a summary, the graphic representation of the main classes and methods
implemented in Java for the enrollment phase, together with its main inputs
and outputs is shown in Fig. 3.3.

Figure 3.3: Graphic representation of the enrollment phase implementation.
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3.2.2 Verification phase

Before starting this phase, it is necessary to obtain the sets ∆ and H as
well as the control parameters to make the process work properly. So, from
now on, we suppose that these data are known to the system.

Query obtention

The obtention of the query template is done in the same way as the iris
template was in the enrollment phase. There is one file for each query with
the identification number and the iris template.

The Files and IrisCode classes are again used in this subprocess to obtain
the template. Nevertheless, in this occasion the process does not end here:
Three more methods of the IrisCode class are necessary.

• hex2int: This method transforms an array of strings, represented in
hexadecimal base, into integer numbers.

• recCPrime: This method does the inverse operation of genDeltas. It
uses ∆ and queryTemp as inputs, and it outputs cPrime as the result of
the addition of the two previous values. This set of arrays was denoted
by C̄ in the design (see §3.1.1). That is, for each row i, 0 ≤ i ≤ n − 1,
we have:

cPrimei,j = ∆i,j + queryTempi,

where 0 ≤ j ≤ nRS − 1.

In general, the recovered value cPrime will be very similar to encMsg if
the user is the same as in the enrollment phase.

• onlyRight: This method is used after having compared the hash values
of H, stored in the database, with the hash values calculated from
cPrime, h(C̄). The number of coincidences represent the elements of
the array cPrime which are right, i.e., those for which the corresponding
value of the query template is the same as the value of the original iris
template. The function of this method is to select only those right values,
cPrimeRight, from the whole array cPrime. The length of cPrimeRight,
instead of being different each time, depending on the number of right
values, is fixed to ncoeffs. This is done to continue with the process in a
more efficient way because no more values are necessary in the Lagrange
interpolation.
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Verification of hash values

Once C̄ have been recovered using the method recCPrime, it is time to
verify how many of its elements are correct comparing their hash values,
hashCPrime, with the values stored in H. To do so, the method verifHash
of the class Verifications is used and the number of correct hashes is
determined. Then, if there are at least ncoeffs = d + 1 values corrected,
the whole process can continue. Otherwise, if there are not enough points
to apply the Lagrange interpolation, the implementation ends telling the user
that the iris template is wrong because there are too many errors to retrieve
the secret.

The comparison between the setsH and hashCPrimemust be done with the
whole matrix, it does not need to end when ncoeffs correct values are found.
It is true that ncoeffs values are enough to continue with the verification
but if the comparison ends each time ncoeffs correct values are obtained,
the time wasted in the comparison process could end in different moments
each time. This difference would be a weakness of the implementation and an
attacker could develop a possible attack to the system taking advantage of this
weakness. Therefore it is better to avoid this type of problems, and thereby
the comparison is done with the whole matrix although ncoeffs values can
be obtained before the end of the matrix.

Apart from doing the comparisons, the method verifHash informs about
the total number of coincidences to get an idea about the level of similarity
between the iris and the query template.

Reed-Solomon decoding

If the number of coincidences of the hash values is enough, that is, if this
number is ≥ d + 1, then it is necessary to recover the points (xi, yi) in order
to do the Lagrange interpolation process. In this situation, the next step is to
decode the cPrimeRight array using the same Reed-Solomon code as in the
enrollment phase.

The class Decode does this decoding process. Its method decode does
the whole decoding process calling the corresponding method decode of the
package reedsolomon. After doing that, there are, at least, ncoeffs = d + 1
points which verify (x̄i, ȳi) = (xi, yi), stored in the two-dimension array
decodMsg. The size of this array is n rows and k columns because the
y-coordinates are represented in base b.
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Points recovery and Lagrange interpolation

Before doing the Lagrange interpolation at least d+ 1 points (x̄i, ȳi) must
be fully recovered. This is done by the division of the array decodMsg into
two different arrays which contain the x-coordinates, recX, and y-coordinates,
recY, respectively. The methods performing this task are called recoverX and
recoverY, respectively, and belong to the class Lagrange.

In order to compute all the elementary symmetric functions that appear
in the expression of the Lagrange polynomial (see (A.10) in Appendix A),
the following equivalence is considered: The adjuntcs of the hth elementary
symmetric function, σh, given in the formula (A.9) are the following products:

xk1xk2 · · ·xkh ,

where 1 ≤ k1 < k2 < . . . < kh ≤ ncoeffs. This term is equivalent to a
combination of ncoeffs bits such that in the positions k1, k2, . . . , kh there are
h bits 1 and in the rest there are 0s. In this way, each bit represents one of
the x-coordinates: The value 1 in the position j means that the value of xj
is considered in the product while the value 0 in the position l means that
the value xl is not used in the product. Moreover, the position l indicates
the index of the y-coordinate where such product is considered. This fact
is because, as it can be seen in the formula (see (A.8) in Appendix A), the
x-coordinates excluded in the calculation of σh have the same index as the
y-coordinate multiplied by this σh.

The Lagrange class carries out the whole subprocess of the Lagrange
interpolation:

• This class calculates all the possible combinations of ncoeffs bits. These
combinations, as it was mentioned above, are used to calculate the
elementary symmetric functions which appear in the formula (A.10).

The method fillWithZeros, of the class Accessories, is used to fill
with zeros, if necessary, all the combinations, such that all have ncoeffs
bits.

• The next step is to analyze each combination to calculate the numerator
of each coefficient. This task is done by the method matrixLag,
which calculates a square matrix of ncoeffs × ncoeffs values, called
matrixCoef. The rows represent the degree of each coefficient, whereas
the columns represent the term that has to be multiplied by the
corresponding value of the y-coordinates, i.e.,

matrixCoefi,j =
ncoeffs∑
h=0

σh(x0, . . . , x̂i, . . . , xncoeffs).
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Each numerator, without sign, is the addition of all the values of each
row multiplied by the corresponding value of y, as it was indicated in the
formula (A.10).

For each combination, the following values are computed:

– numOnes. It indicates the number of 1’s that are in each
combination.

– prod. It indicates the product of the x-coordinates corresponding to
those bits with value 1 in the combination considered. This product
is one of the adjuncts of the elementary symmetric function of order
numOnes. For each combination this prod is calculated and then all
of them are added and stored in their corresponding position of the
matrix.

– posCoef. It is an array which contains the positions of each
combination where the value of the bit is 0. As it was mentioned
above, these positions indicate the x-coordinate that is not
considered in the product, prod, and the column in which the prod
has to be added to the previous value.
The number of elements of this array is exactly ncoeffs−numOnes.

• The next step is to calculate the value of the denominators. The method
which does this calculation is called denomLag. The denominators
are stored in the variable den. Each denominator is the product of
all the different subtractions of a fixed xi-coordinate and the rest of
x-coordinates.

• Since all denominators are different, as it can be seen in the
formula (A.6), and the least common multiple (lcm) of all of them
is the Vandermonde determinant, |V |, see formula (A.7), we use the
method vanderDet to calculate |V |. This calculation is done by using
the formula (A.4).

• The final step is to join all these computations and calculate each
polynomial coefficient, si. The method which does this task is finLag.

The process consists in calculating the following expression:
(3.3)

coefi =
1

|V |

ncoeffs−1∑
j=0

matrixCoefi,j · yj
|V |
denj

, 0 ≤ i ≤ ncoeffs− 1,

i.e., each value of the matrixCoef is multiplied by the corresponding
y-coordinate and by the quotient between the Vandermonde determinant,
|V|, and the corresponding denominator stored in den. Next, the sum is
divided by the Vandermonde determinant, |V|.
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Finally each coefficient is multiplied by its corresponding sign.

• There is one single method called exeLag which calls all these methods
in the right order and calculates the final coefficients directly.

Secret recovery

Once the coefficients of the polynomial are recovered, the verification phase
is almost finished. The only task to do is to retrieve the secret to the user.
This last task is done by the method decimal of the class Accessories. This
method takes two inputs: An array of elements, which is composed by all
the elements of the original number represented in a particular base, and the
corresponding base. Its output is the corresponding number in decimal base.
If the computations have been done in the right way, the retrieved secret S̄
must be the same than the original secret S.

As a measure of internal control and to know if the whole verification has
been carried out correctly, a comparison between the hash of the secret value
retrieved, h(S̄), and the hash value of the secret, h(S), previously stored in the
enrollment phase, is done.

As with the enrollment phase, the graphic representation of the main classes
and methods with the main inputs and outputs related to the verification phase
is shown in Fig. 3.4.

Figure 3.4: Graphic representation of the verification phase implementation.

A case of study of this implementation is described in Appendix B showing
the biometric template and the different outputs obtained from each phase.
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3.3 Problems, boundaries and variations

During the implementation of all the stages of our design, the trial-error
technique has been used. The reason is that not all classes methods and
algorithms developed fulfill all their requirements at once. There were several
problems and limitations, and in more than one occasion our initial idea needed
to be modified.

Next, the most relevant problems are briefly mentioned. The final solution
adopted to all these problems has been already explained in the description of
the implementation.

3.3.1 Statement of the polynomial

Our first idea was to represent each bit of the secret, S, as a coefficient of
the polynomial p(x), without taking into account another base different than
the binary one. This method is the simplest one, in the sense that it permits
to generate the polynomial in a direct way from S. Nevertheless, the problem
is that with this representation of S, the degree of the polynomial becomes
huge. In fact, if S had, for example, 192 bits, the degree of p(x) would be 191;
and thereby, the values of the y-coordinates would be huge. This choice led
to severe problems of memory and others related to the numerical precision
when the Lagrange interpolation process was carried out.

3.3.2 Iris template

The iris template has a length of 384 bytes. It must be divided into n parts,
to use each of them with an element of the set C in order to calculate the set
∆. This process can be performed in several ways.

One of the options was to consider the sets x- and y-coordinates separately
and to calculate two different sets ∆, one for each of them, ∆x and ∆y.
However, this possibility has a main disadvantage: As the iris template would
be the same to calculate each set, an attacker could subtract one from the
other, and then the iris template would disappear and hence it would not be
necessary to retrieve the secret. In fact, if

∆x = c̄xi
− bi,

∆y = c̄yi − bi,

then
∆x −∆y = c̄xi

− bi − (c̄yi − bi) = c̄xi
− c̄yi .

Anyway, with this possible solution, it is not confirmed that it is easy to
retrieve the secret, but the iris template would not be necessary any more.
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A different solution to generate the set ∆ was to consider all the elements of
each row of the matrix encMsg as digits in a determined base defining an integer
number, mi. The same procedure was used with the matrix irisTemp, defining
another number, ti, in the same base or in different bases. Then, the process
follows subtracting one from the other to form the set L = {l0, . . . , ln−1}, where
li = mi − ti. The election of one or two bases would depend on the length of
mi and ti, so that one is not negligible compared to the other.

In the verification phase of the previous possible solution, the process would
be the inverse, i.e., to compute l̄i = li + t̄i = mi − ti + t̄i, and from them to
determine the corresponding set L̄. This set would be similar to L. However,
although we know the number of elements to recover and the bases in which
they were represented previously, the problem was to obtain the set C̄ from
the set L̄. It was not possible due to the incompatibility between the bases of
mi, ti, and the points (xi, yi).

Apart from all these possible solutions, another problem is the selection of
n. This value determines the parts in which the iris templates are divided and
therefore it affects both phases of the scheme. This value also determines
the level of fuzziness allowed in the scheme: The set C depends on the
representation of irisTemp and the set C̄ on the queryTemp. Due to the
intra-user variability, these two templates are not equal, and the way they
are represented determines the number of equal points recovered so that the
verification can continue with the Lagrange interpolation. After having tried
with many different values of n, finally, as it was mentioned, we have chosen
it to be the same as the number of bytes of the iris template, 384.

3.3.3 Reed-Solomon error correction

It is true that if the hash values match, then there can not be any errors
between the two codewords and thus error correction seems to be wasteful.
So the Reed-Solomon code or any other error correcting code seem not to be
necessary in the procedure and the hash functions can be directly applied to
the points (xi, yi).

But the Reed-Solomon code provides some useful benefits, for example:

• It helps dealing with the intra-user variability in the verification phase.
By using an error-correcting code, we assure that in the enrollment
phase all the elements of the set C belongs to a determined set of
codewords (see §A.1.1 in Appendix A) determined by the parameters
of the Reed-Solomon code used.

In this way, in the verification phase, at the step of applying the
Reed-Solomon code to obtain the points (xi, yi), the problem of intra-user
variability is minimized since each word is decoded to get its closer
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codeword previously determined and therefore the range of values is
already fixed.

• Additionally, by using the Reed Solomon code, it is possible to send
the (xi, yi) points through a noisy channel. So in this way, with the
Reed-Solomon code, if any problem appears (noise, loss of information,
etc.) in the transmission of the information, it would be mitigated by
using an error correcting code. Then, once the the reference data are
received, the hash function would be applied and the public data would
be stored.

3.3.4 Lagrange interpolation

As it is shown in §A.1.3, one option to solve the system of equations and
retrieve the ncoeffs = d+1 values of the coefficients of p(x) was the Cramer’s
rule. With this rule, it is necessary to calculate determinants (see formula (A.5)
in Appendix A) and it seems to be practical to implement. There are three
methods in the class Lagrange that allow to perform this solution:

• matrixVander. Its goal is to calculate the matrix V (see A.1.3 in
Appendix A), with the x-coordinates.

• columnChange. Its aim is to replace the ith column of the matrix V by
the column vector of y-coordinates (see A.1.3 in Appendix A).

• determinant. Its function is to calculate the determinant of a matrix.

However, the problem with this option is the calculation of the
determinants. The method determinant calculates the determinant by
diagonalizing the matrix and multiplying all the elements of the diagonal. The
limitation is due to the class BigIntegers is not developed to manage decimal
numbers. As we are working with very big numbers, the divisions necessary
to diagonalize the matrix are not, in general, exact and although the precision
of the BigIntegers can be somehow bounded using the class BigDecimal and
the class MathContext, many precision errors still remaining.

To avoid this problem, the base in which S is represented can be modified.
Nevertheless, this change does not assure that the problem is completely solved
and it bounds the number of bits of S. Eventually this option was disregarded.

In the current implementation, at the beginning there was a limitation due
to the “virtual machine heap memory”. This limitation lied on the calculation
of the combinations (indeed, the elementary symmetric functions), because the
number of such combinations grows exponentially. For example, it is possible
to compute the whole matrix of the 222 combinations when S has a bitlength
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of 192 (d = 21 and ncoeffs = 22), but if the bitlength of S is 256 (d = 29
and ncoeffs = 30) or bigger, it is impossible to compute the corresponding
matrix of 230 combinations due to memory capacity. Note that 222 = 4.194.304
whereas 230 = 1.073.741.824.

The solution adopted was to calculate each combination of ncoeffs bits
at the moment it is needed instead of calculating all the combinations at once
and then move through the array of combinations one by one. In this way the
implementation is more efficient in terms of memory, although, if the value
ncoeffs is very big, the verification phase takes more time. For example, if
the number of bits of S is 256 and the base in which it is represented is 512,
d and ncoeffs will be 29 and 30 respectively. With these values the number
of possible combinations are 230 and therefore it will take much more time to
calculate all. Anyway, the time can be set depending of the number of bits of
S and the base.

3.3.5 Vandermonde determinant

Finally, in the solution proposed, there is one operation that is not really
necessary but it has to be done to avoid precision problems. The problem
lies on the divisions of each element of matrixCoef by the elements of den.
Doing these divisions leads to obtain non-integer numbers. To solve this
problem, the Vandermonde determinant was computed since it is the least
common multiple of all the denominators. Then, it is multiplied by each
element of matrixCoef. Thereby, the divisions by each denominator can be
done without any problems of precission and finally, each coefficient is divided
by the Vandermonde determinant as it can be seen in the expression (3.3).



Chapter 4

Experimental results with the
fuzzy crypto-biometric scheme

This chapter describes the two sets of experiments performed to
measure the effectiveness of the fuzzy crypto-biometric scheme
designed. The basic aim of these experiments is to know how
it deals with the inter- and intra-user variability by calculating
some important ratios. Then, a deeper study on the similarity of
the biometric templates is performed, calculating their Hamming
distance.

4.1 Experimental results with the fuzzy crypto-
biometric scheme

The experiments performed are related to the inter- and intra-user
variability problem trying to measure the behaviour of the crypto-biometric
scheme described in Chapter 3.1 by means of two performance ratios: False
Non Match Rate (FNMR) and False Match Rate (FMR).

The experiments performed extend the studies published in [Hernández
Álvarez and Hernández Encinas, 2009], [Hernández Álvarez et al., 2009b] and
[Alvarez Mariño et al., 2012]. The goal is to obtain the values of the parameters
to make the scheme efficient when dealing with the inter- and intra-user
variability. Once these values are known, depending on the criticallity of the
system in which the scheme is going to be implemented, the security level
and boundaries/limitations can de determined in order to make the scheme
applicable to real scenarios.
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In the previously mentioned publications, the studies were performed using
a limited number of 25 users from the CASIA Database. In [Hernández Álvarez
et al., 2009b] and [Alvarez Mariño et al., 2012] the experiments were focused
on knowing the behaviour of the scheme in a very specific scenario, in which
all the parameters are fixed, including the length of the secret (|S| = 192)
in order to obtain a first approach to the FNMR and FMR values. On the
other hand, in [Hernández Álvarez and Hernández Encinas, 2009], although the
number of users was still 25, the aim of the experiments was different, this time
they were focused into determining the most efficient values for the scheme in
terms of the FNMR and FMR. The restrictions of those experiments were the
following: The sample selected was not representative of a real situation; and
the implementation had some memory limitations..

Recalling the current study, the first experiment measures the intra-user
variability of the iris templates in order to calculate the FNMR of the system,
i.e., the probability of a legitimate user to be rejected by the system.

The second experiment measures the inter-user variability of the iris
templates in the scheme, in order to compute the FMR, i.e., the probability of
an attacker to be mistakenly accepted as a known user by the system.

As these ratios are being calculated, the efficiency level of the scheme is
being measured. In this way it will be possible to select the best values for some
of the control parameters to improve the security level of the scheme. Most of
these parameters depend on the bitlength of the secret or key S, denoted by
|S|. Note that if the base b is fixed, the value of the degree d of the polynomial
p(x) will directly depend on the values of |S|.

We consider b = 29 = 512 as the fixed value for the base. The bitlengths
selected for S are |S| ∈ {64, 128, 192, 256} ([Alvarez Mariño et al., 2012]) since
some of them are the standard sizes for cryptographic symmetric keys and
ECC keys (160, 256, 384, 512) currently in use ([Menezes et al., 1996]). At this
point, it has to be noted that the value 512 has not been used due to the fact
that, although the computation complexity of the whole enrollment phase is
polynomial, all the calculations done at the Lagrange interpolation consumed
much execution time.

For each value of |S|, a corresponding value of d is obtained. Such values
are shown in Table 4.1.

bitlength of S: |S| 64 128 192 256
d 7 14 21 28

Table 4.1: Values of d depending on the bitlength of S.

In this way, when the comparison is carried out in the verification phase,
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the number of coincidences between h(C) and h(C̄) which are necessary to
validate the user’s iris template differs as the value of d does. In this sense, d
can be deemed as an indicator of the difficulty to recognize the identity of the
users.

The remaining control parameters will be the same (or similar for the
Reed-Solomon codes) in every experiment in order to do a trustworthy
comparison. We consider b = 512, h = SHA-512, and the fuzziness parameter
n = 384.

The results of these experiments have been obtained by using the whole
CASIA database of iris images for 106 users. See Fig. 4.1 as an example of an
image of the CASIA database.

Figure 4.1: Example of CASIA database image.

Follows an example of the iris template obtained (shown in hexadecimal
base) and that is used as the input to our scheme:
Iris template - 384 bytes (hex):
{8CA79CA5 068BC933 4EA6BC85 07CBC943 663E3BC9 07D3CCCE 9EA72EF7
35CB6A03 963727B7 CD696E03 D61277AF DD69AF02 BAAAEEFF 1F820A20
BAFAFFFF 9FAA2AAA FAFEFFFF FFAFAAAA 3238A647 9F21678B 63382667
8F216D88 E131B7E7 87616A8E 6C96B699 964ED3BC 6C16B399 96B2C3C4
663633C9 97B2CCCC 61464A0B 1B2699BC 6D4E4A49 1336D94C 6D4F0A4D
7237D56E 02864A03 5154AB90 55054041 51555555 55054055 55555555 12879933
4DDC8A34 9A8789B1 697C9E71 F8818971 E1789E61 EE30A74D 8E9ED840
26362319 8692D8CC 26262349 9292CCCC 3CDA9066 9E1834D2 34B69536
9E9834F3 36B6B5B4 9EB064FF ED7B9022 F92AB580 E07AB502 A00A00A0
00FABF00 00000080 647A7289 999365C6 64787298 989767C6 7E786018 388667E6
B6E58CA5 CF92C94F 369D2C85 8793CCCE 363C2FC9 83B3CCCC E3389189
67D5D34D C97909C9 67D393DC 8BD1CA4B 67D38BD4 55550108 6A7FD57F
45550008 60FFFF57 850500AA AAFAFF55 8DC15948 727ED377 9F4318CC
72E69833 8747188E 1EE6B933}.

Each one of these users has 7 different BMP (Windows bitmap) files of her
iris in 8 bits grayscale. The corresponding templates of all these 106 · 7 = 742
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images have been extracted by using the algorithm presented in [Díez Laiz and
Sánchez Ávila, 2009].

In the way to discover, as it was mentioned before, the relationship among
the extracted templates, a Hamming study is performed in order to support
the conclusions obtained from the experimental results.

4.1.1 Intra-user variability analysis

As already mentioned in the introduction, the intra-user variability refers
to the differences among the templates obtained from the same user. These
differences may cause the rejection of a legitimate user if two of her templates
are different enough. It is important to point out that, with our scheme, the
bound to retrieve the secret depends on the number of coefficients of p(x) and,
consequently, on its degree, d.

The experiment is carried out in the following way: Each one of the 7
templates of the 106 users is considered as the input of the verification phase
and it is compared against the reference data, ∆ and H, of the remaining
templates of the same user. The result of these comparisons shows the level
of similarity among all the templates of a single user. These coincidences
determine whether the secret can be retrieved or not.

The results of this experiment will be used to measure the FNMR of the
scheme.

Tables 4.2 to 4.5 show the number of successful comparisons, Ei, 1 ≤ i ≤
106, for each user Ui, compared to herself, when |S| goes from 64 to 256 (and
d from 7 to 28, respectively). Here, the term “successful comparison” means a
comparison with at least d + 1 coincidences. Note that the maximum of such
comparisons for each user is 28, that is, the number of distinct combinations
of 2 items selected from a pool of 7 with replacement. It can be seen that the
number of successful comparisons appearing more often is, in fact, 28. The fact
that some users have less than 28 successful comparisons reveals the problems
that the intra-user variability can cause.

From the values Ei given in Tables 4.2 to 4.5, the False Non Match Rate
of the scheme can be computed for each value of |S|. To do so, the rate of
coincidences which determines the Genuine Match Rate (GMR = 1−FNMR),
is calculated first,:
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Number of successful comparisons, Ei Number of users
28 98
27 3
25 2
22 1
18 1
15 1

TOTAL 106

Table 4.2: Number of intra-user successful comparisons for the set of users when
|S| = 64 and d = 7.

Number of success, Ei Number of users
28 74
27 11
26 6
25 5
24 2
23 2
22 1
21 2
18 2
13 1

TOTAL 106

Table 4.3: Number of intra-user successful comparisons for the set of users when
|S| = 128 and d = 14.
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Number of success, Ei Number of users
28 42
27 14
26 9
25 11
24 5
23 6
22 2
21 6
20 3
19 1
18 3
17 1
16 1
13 1
11 1

TOTAL 106

Table 4.4: Number of intra-user successful comparisons for the set of users when
|S| = 192 and d = 21.

GMR64 =
106∑
i=1

Ei

28 · 106
=

2681

2968
= 0.98719 ' 98.72%,

FNMR64 = 1−GMR64 = 1− 0.98719 = 0.01280 ' 1.28%.

GMR128 =
106∑
i=1

Ei

28 · 106
=

2857

2968
= 0.96260 ' 96.26%,

FNMR128 = 1−GMR128 = 1− 0.96260 = 0.03739 ' 3.74%.

GMR192 =
106∑
i=1

Ei

28 · 106
=

2681

2968
= 0.90330 ' 90.33%,

FNMR192 = 1−GMR192 = 1− 0.90330 = 0.09669 ' 9.67%.
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Number of success, Ei Number of users
28 21
27 12
26 7
25 7
24 5
23 10
22 12
21 3
20 6
19 3
18 3
17 7
16 2
15 2
14 1
13 2
12 1
11 1
9 1

TOTAL 106

Table 4.5: Number of intra-user successful comparisons for the set of users when
|S| = 256 and d = 28.
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GMR256 =
106∑
i=1

Ei

28 · 106
=

2430

2968
= 0.81873 ' 81, 87%,

FNMR256 = 1−GMR256 = 1− 0.81873 = 0.18126 ' 18.13%.

Table 4.6 shows the values of Genuine Match Rate and False Non Match
Rate for each value of |S|.

|S| 64 128 192 256
GMR 98.72% 96.26% 90.33% 81.87%
FNMR 1.28% 3.74% 9.67% 18.13%

Table 4.6: Values of GMR and FNMR for each value of |S|.

From these results, it can be said that the lower the value of d, the lower
FNMR is reached. The reason for this result is that as d decreases, the
number of necessary coincidences decreases as well and, consequently, more
comparisons verify the Lagrange interpolation condition for each user.

4.1.2 Inter-user variability analysis

The inter-user variability refers to the similarities between two templates
of different users. These similarities can lead an attacker to be accepted by
the system if the templates are similar enough.

This second experiment measures these similarities between different users.
In order to do so, we have compared each of the 7 templates of each user
with the templates of the other users and highlight each time the number of
coincidences reached is greater than the bound determined by the degree, d,
of the polynomial under consideration.

The results of this experiment will be used to measure the FMR of the
scheme. This measurement is crucial for the security of the scheme. It indicates
the probability of an unknown user to be identified as a real legitimate user.
Should this happens, the secret value of the legal user would be compromised.

Tables 4.7–4.10 show the number of successful comparisons for each one
of the users compared with the 106 users taking int account different values
of |S|, and consequently of d. The number of comparisons for each user is
735·7 = 5145, and the total number of comparisons done is 735·7·106 = 545370
as there are 106 users.
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Ui # 1 # 2 # 3 # 4 # 5 # 6 # 7
Di 4303 4234 3400 2395 3709 3575 4386
Ui # 8 # 9 # 10 # 11 # 12 # 13 # 14
Di 3212 3875 3733 2663 4390 3732 3440
Ui # 15 # 16 # 17 # 18 # 19 # 20 # 21
Di 4421 4349 4428 4053 3224 2592 3391
Ui # 22 # 23 # 24 # 25 # 26 # 27 # 28
Di 4151 4172 3439 3885 4184 4126 4136
Ui # 29 # 30 # 31 # 32 # 33 # 34 # 35
Di 3938 3367 3859 3363 3161 2421 3708
Ui # 36 # 37 # 38 # 39 # 40 # 41 # 42
Di 3319 3643 3597 3509 2312 3278 4274
Ui # 43 # 44 # 45 # 46 # 47 # 48 # 49
Di 4003 1348 3558 3696 2826 3388 3655
Ui # 50 # 51 # 52 # 53 # 54 # 55 # 56
Di 3816 1586 3877 4278 4215 3982 2082
Ui # 57 # 58 # 59 # 60 # 61 # 62 # 63
Di 4355 2488 3560 4154 4276 3573 2968
Ui # 64 # 65 # 66 # 67 # 68 # 69 # 70
Di 3664 3878 4530 3674 4415 3313 3846
Ui # 71 # 72 # 73 # 74 # 75 # 76 # 77
Di 4185 4319 4345 4397 3983 4170 3338
Ui # 78 # 79 # 80 # 81 # 82 # 83 # 84
Di 3917 4243 4210 3780 3993 4029 4454
Ui # 85 # 86 # 87 # 88 # 89 # 90 # 91
Di 4447 4157 2396 3741 3084 3696 3203
Ui # 92 # 93 # 94 # 95 # 96 # 97 # 98
Di 2673 2154 3044 3436 3122 4028 3421
Ui # 99 # 100 # 101 # 102 # 103 # 104 # 105
Di 2774 3921 4247 3428 3488 3536 2389
Ui # 106
Di 3737

Table 4.7: Number of inter-user success comparisons, Di, for each user Ui, with at
least d + 1 = 8 coincidences and |S| = 64.
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Ui # 1 # 2 # 3 # 4 # 5 # 6 # 7
Di 1604 1596 1361 389 737 1067 1752
Ui # 8 # 9 # 10 # 11 # 12 # 13 # 14
Di 1021 1019 840 560 1843 1333 1084
Ui # 15 # 16 # 17 # 18 # 19 # 20 # 21
Di 2104 2185 1850 2009 874 335 615
Ui # 22 # 23 # 24 # 25 # 26 # 27 # 28
Di 1842 1550 612 1406 1901 1697 1427
Ui # 29 # 30 # 31 # 32 # 33 # 34 # 35
Di 1076 612 828 1246 816 331 1055
Ui # 36 # 37 # 38 # 39 # 40 # 41 # 42
Di 898 1157 868 899 616 755 1894
Ui # 43 # 44 # 45 # 46 # 47 # 48 # 49
Di 1539 104 990 1716 683 999 1829
Ui # 50 # 51 # 52 # 53 # 54 # 55 # 56
Di 912 69 995 1805 1990 1176 269
Ui # 57 # 58 # 59 # 60 # 61 # 62 # 63
Di 1714 291 900 1746 1692 710 570
Ui # 64 # 65 # 66 # 67 # 68 # 69 # 70
Di 785 1134 1934 916 1936 662 1696
Ui # 71 # 72 # 73 # 74 # 75 # 76 # 77
Di 1596 1686 1946 2174 1955 1363 699
Ui # 78 # 79 # 80 # 81 # 82 # 83 # 84
Di 998 2089 1538 1619 2008 1185 1695
Ui # 85 # 86 # 87 # 88 # 89 # 90 # 91
Di 2075 1492 284 1632 584 694 1081
Ui # 92 # 93 # 94 # 95 # 96 # 97 # 98
Di 258 123 804 904 907 1100 709
Ui # 99 # 100 # 101 # 102 # 103 # 104 # 105
Di 576 1095 1734 989 927 1450 407
Ui # 106
Di 1135

Table 4.8: Number of inter-user successful comparisons, Di, for each user Ui, with
at least d + 1 = 15 coincidences and |S| = 128.
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Ui # 1 # 2 # 3 # 4 # 5 # 6 # 7
Di 276 218 271 38 67 133 265
Ui # 8 # 9 # 10 # 11 # 12 # 13 # 14
Di 90 78 86 73 398 293 140
Ui # 15 # 16 # 17 # 18 # 19 # 20 # 21
Di 387 515 274 777 94 29 54
Ui # 22 # 23 # 24 # 25 # 26 # 27 # 28
Di 625 295 54 380 385 348 188
Ui # 29 # 30 # 31 # 32 # 33 # 34 # 35
Di 99 52 62 244 102 36 174
Ui # 36 # 37 # 38 # 39 # 40 # 41 # 42
Di 177 260 73 154 62 72 473
Ui # 43 # 44 # 45 # 46 # 47 # 48 # 49
Di 272 26 115 471 108 171 788
Ui # 50 # 51 # 52 # 53 # 54 # 55 # 56
Di 75 18 123 351 589 141 31
Ui # 57 # 58 # 59 # 60 # 61 # 62 # 63
Di 224 17 83 441 285 55 52
Ui # 64 # 65 # 66 # 67 # 68 # 69 # 70
Di 49 82 379 93 420 100 443
Ui # 71 # 72 # 73 # 74 # 75 # 76 # 77
Di 413 281 331 547 789 204 63
Ui # 78 # 79 # 80 # 81 # 82 # 83 # 84
Di 53 803 215 595 621 154 335
Ui # 85 # 86 # 87 # 88 # 89 # 90 # 91
Di 437 289 21 630 50 47 159
Ui # 92 # 93 # 94 # 95 # 96 # 97 # 98
Di 18 21 127 83 173 105 61
Ui # 99 # 100 # 101 # 102 # 103 # 104 # 105
Di 49 97 418 122 171 540 41
Ui # 106
Di 149

Table 4.9: Number of inter-user successful comparisons, Di, for each user Ui, with
at least d + 1 = 22 coincidences and |S| = 192.
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Ui # 1 # 2 # 3 # 4 # 5 # 6 # 7
Di 35 35 54 19 18 26 29
Ui # 8 # 9 # 10 # 11 # 12 # 13 # 14
Di 12 19 16 14 57 63 23
Ui # 15 # 16 # 17 # 18 # 19 # 20 # 21
Di 45 63 26 329 18 13 20
Ui # 22 # 23 # 24 # 25 # 26 # 27 # 28
Di 201 44 15 84 48 46 27
Ui # 29 # 30 # 31 # 32 # 33 # 34 # 35
Di 11 16 21 49 21 19 23
Ui # 36 # 37 # 38 # 39 # 40 # 41 # 42
Di 23 41 22 24 3 18 80
Ui # 43 # 44 # 45 # 46 # 47 # 48 # 49
Di 51 18 22 78 11 41 359
Ui # 50 # 51 # 52 # 53 # 54 # 55 # 56
Di 20 14 22 46 93 22 12
Ui # 57 # 58 # 59 # 60 # 61 # 62 # 63
Di 22 10 21 107 32 21 18
Ui # 64 # 65 # 66 # 67 # 68 # 69 # 70
Di 10 6 42 17 40 23 66
Ui # 71 # 72 # 73 # 74 # 75 # 76 # 77
Di 113 41 33 64 309 39 12
Ui # 78 # 79 # 80 # 81 # 82 # 83 # 84
Di 11 283 25 213 110 27 51
Ui # 85 # 86 # 87 # 88 # 89 # 90 # 91
Di 64 44 15 217 5 16 34
Ui # 92 # 93 # 94 # 95 # 96 # 97 # 98
Di 12 20 35 19 24 17 21
Ui # 99 # 100 # 101 # 102 # 103 # 104 # 105
Di 5 16 108 14 19 197 10
Ui # 106
Di 2

Table 4.10: Number of inter-user successful comparisons, Di, for each user Ui, with
at least d + 1 = 29 coincidences and |S| = 256.
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Once all these data are collected, the next step is the calculation of the
FMR:

FMR64 =

∑106
i=1Di

735 · 7 · 106
=

383836

545370
= 0.70381 ' 70.38%,

FMR128 =

∑106
i=1Di

735 · 7 · 106
=

124937

545370
= 0.22908 ' 22.91%,

FMR192 =

∑106
i=1Di

735 · 7 · 106
=

24085

545370
= 0.04416 ' 4.42%,

FMR256 =

∑106
i=1Di

735 · 7 · 106
=

5259

545370
= 0.00964 ' 0.97%.

Table 4.11 resumes the values of False Match Rate for each value of |S|.
From these results, it can be said that the higher the value of |S|, and
consequently of d, the lower the value of the FMR. The reason for this result is
that as d increases, the number of necessary coincidences increases as well, and
consequently more successful comparisons are necessary to verify the Lagrange
interpolation condition. This fact in turns increases the difficulty to find two
templates close enough to reach that number of coincidences.

bitlength of S: |S| 64 128 192 256
FMR 70.38% 22.91% 4.42% 0.97%

Table 4.11: Values of FMR for each value of |S|.

4.2 The Hamming distance and the variability

It is important to find a way to eliminate or, at least, mitigate the intra-user
variability and the inter-user variability. The basic idea is that if the different
templates of a single user are very similar, it would be easier to recognize her
as a legitimate user and not as an unknown one, since the threshold necessary
to reach to be recognized could be increased to a higher value. This fact would
mean at the same time that it would be more difficult to mix up two different
users.

In order to explain the similarities and differences of users’ templates,
a Hamming distance study of the extracted templates has been performed
([Dodis et al., 2008]). The procedure followed to perform such study was to
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select one particular user and compare each one of her templates with the
other templates of the same user, measuring the Hamming distance between
them. In this way 21 comparisons were done for each user. Table 4.12 shows
the average of the Hamming distance for each user.

Ui # 1 # 2 # 3 # 4 # 5 # 6 # 7
Hi 821.80 1056.00 839.14 997.23 1024.47 1024.19 1133.90
Ui # 8 # 9 # 10 # 11 # 12 # 13 # 14
Hi 1169.23 1097.42 1027.71 1028.57 1128.47 1146.28 986.47
Ui # 15 # 16 # 17 # 18 # 19 # 20 # 21
Hi 1037.23 1010.09 792.19 1148.19 994.66 1034.57 925.80
Ui # 22 # 23 # 24 # 25 # 26 # 27 # 28
Hi 911.52 1216.38 1064.19 1060.76 1008.57 897.61 788.38
Ui # 29 # 30 # 31 # 32 # 33 # 34 # 35
Hi 1145.61 1009.04 872.28 836.85 976.38 868.66 1041.61
Ui # 36 # 37 # 38 # 39 # 40 # 41 # 42
Hi 1136.00 1110.85 865.42 1168.19 1458.66 1077.90 880.09
Ui # 43 # 44 # 45 # 46 # 47 # 48 # 49
Hi 1203.90 933.80 910.47 1004.09 1113.71 1278.19 892.76
Ui # 50 # 51 # 52 # 53 # 54 # 55 # 56
Hi 926.09 973.61 1056.47 977.71 1004.76 1001.42 1053.33
Ui # 57 # 58 # 59 # 60 # 61 # 62 # 63
Hi 956.47 1223.42 832.09 899.23 962.00 774.00 1064.38
Ui # 64 # 65 # 66 # 67 # 68 # 69 # 70
Hi 1078.76 1227.04 1144.38 1039.90 1094.00 1005.33 1074.09
Ui # 71 # 72 # 73 # 74 # 75 # 76 # 77
Hi 1003.04 894.66 931.71 1031.71 1071.80 876.00 1160.67
Ui # 78 # 79 # 80 # 81 # 82 # 83 # 84
Hi 1099.90 913.23 929.14 934.28 842.57 955.71 790.95
Ui # 85 # 86 # 87 # 88 # 89 # 90 # 91
Hi 899.33 912.19 1060.76 920.19 1310.76 922.38 698.47
Ui # 92 # 93 # 94 # 95 # 96 # 97 # 98
Hi 1072.95 915.52 1016.19 934.47 1060.47 992.66 894.00
Ui # 99 # 100 # 101 # 102 # 103 # 104 # 105
Hi 1220.85 1127.33 915.33 1190.85 1124.00 1004.66 1084.28
Ui # 106
Hi 966.19

Table 4.12: Average of Hamming distances, Hi, for the templates of each user, Ui.

This study permits to establish a relationship between the number of
succesful comparisons and the Hamming distances of each user for the different
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values of |S|. Subsequently, the correlation coefficients for every value of |S|
can be computed (see Table 4.13).

bitlength of S: |S| 64 128 192 256
Correlation coefficients -0.459 -0.638 -0.783 -0.862

Table 4.13: Correlation coefficients between the number of successful comparisons
and Hamming distances, for each value of |S|.

From these coefficients, it can be stated that, in all cases, the Hamming
distance is inversely related to the success in the comparison of the templates
of the users, and consequently to their intra-user variability. This fact is not
surprising because if two templates of a given user are far enough (measured
with the Hamming distance), her templates will have many differences. In this
situation it turns difficult to identify such user.

Another fact that can be seen from the performed analysis is that the
relationship between the Hamming distance and the success in the comparison
of the templates of the users increases as |S| does. This event happens due to
the different values of the degree d. This degree, which depends directly on
|S|, influences the decision of whether a template is valid or not.

Figures 4.2–4.5 show the relationship of the users, represented by the
number of their successful comparisons (coincidences), with the average of
the Hamming distance of each user for the different values of |S|. In those
figures, it can be seen that as |S| increases the points are more dispersed along
the graphic and they are not gathered in the horizontal-axis value 21, as the
successful comparisons are more difficult to reach.

All this analysis and experiments were done using different sets of
parameters in order to study and decide which one provides better results
in relation to the inter- and intra-user variability.

4.3 Summary of the experiments and analysis
performed

According to the results of the experiments performed, it can be said that
the lower the value of |S|, and consequently of d, the lower FNMR is reached.
On the other hand, the higher the value of d, the lower FMR is reached.

Although these results could contradict each other, they are perfectly
normal. As d decreases, the number of necessary coincidences (threshold)
to authenticate the user decreases in the same line, and consequently more
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Figure 4.2: Scatter plot of Hamming distance versus user’s number of successful
coincidences with |S| = 64.

Figure 4.3: Scatter plot of Hamming distance versus user’s number of successful
coincidences with |S| = 128.
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Figure 4.4: Scatter plot of Hamming distance versus user’s number of successful
coincidences with |S| = 192.

Figure 4.5: Scatter plot between user’s number of coincidences and Hamming
distance with |S| = 256.
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comparisons would be successful. Therefore, it is more likely to have enough
correct coefficients to verify the Lagrange interpolation request for each user.

The other way round happens if value of d increase, because the number
of necessary coincidences increases, more successful comparisons are necessary,
which means that the threshold is more strict and the verification of the user
would be more complicated: It would be more difficult to find two templates
close enough to reach that number of coincidences.

From the experimental results, considering the four different values of
the bitlength of the analyzed secret, two different results can be obtained
depending on the point of view:

• According to the inter-user variability, the best result is obtained when
the bitlength of the secret is |S| = 256. In this case, the False Match
Rate is FMR = 0.97%,

• According to the intra-user variability, the best result is obtained when
the bitlength of the secret is |S| = 64. In this case, the value obtained
for the ratio of False Non Match Rate is FNMR = 1.28%

Hence, there is no “optimal” length for the secret, rather it must be selected
according to the security requirements of the application where the scheme will
be used. In any case, the most balanced bitlength for the secret or the key,
taking into account the values of FMR and FNMR is |S| = 192, which provides
the following values:

FMR = 4.42%, FNMR = 9.67%, GMR = 90.33%.

When the Hamming distance has been considered in order to clarify the
values of FMR and FNMR, it can be stated that the Hamming distance is
inversely related to the intra-user variability. Moreover, Hamming distance
and success in the comparison of the templates are more strongly related as
the bitlength of the secret grows.

If d is small, as is the case with |S| = 64, where d = 7, the Hamming
distance is not critical in the comparisons, since the user would be identified
with only d + 1 = 8 coincidences. However, the Hamming distance becomes
more relevant as d increases, due to the corresponding increase in the number
of necessary coincidences to successfully identify a user.

These facts recommend to develop new methods either for extracting the
iris templates with more precision than that of those used so far or to develop
more accurate ways to identify/compare similar biometric templates. We
consider that a new way to address this authentication issue could be by
using context piecewise hash functions, which are useful for comparing similar
files, or by applying another tools or transforms in a previous step that would
prevent potential attackers from being wrongly accepted.



Part II

Design & implementation of a
similarity preserving hash function
and its application in Biometrics





Chapter 5

Fuzzy hash functions

The principles of the digital forensics and characteristics of
the fuzzy hash functions and their contribution to the modern
Cryptography are presented in this chapter. A classification of
the main algorithms developed nowadays is shown, explaining the
way each of them handles the files to determine their similarities.

5.1 Introduction

Fuzzy hash functions, also known as similarity preserving hash functions,
are a new branch of Digital Forensics developed recently to analyze the
content of different files and be able to determine their degree of similarity.
In this context, their properties and characteristics can be applied not only
for files but also to any data, such as in our case, biometric templates, so
that a comparison can be performed between templates to determine their
similarity and consequently decide if the templates are of enough quality
to identify/authenticate a user. This comparison can be done either at the
extraction phase, in the original domain (before performing any additional
computation) or in the encrypted domain.

This chapter shows a state of the art of the fuzzy hash functions to
understand their principles and the different approaches that exist, to,
subsequently, analyze the suitability of their use in Biometrics. It is important
to point out that although the term fuzzy hash is related to the majority
of these functions, as they rely on cryptographic hash functions, the fuzzy
property will not be reachable. In this case the term fuzziness is not related
to the way handling the intra-user variability, as it happened in the previous
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chapters. It is related to the concept of finding similarities among different
files by splitting them into different parts.

In modern society, the amount of information has increased in an
incommensurable way and therefore the management of big quantities of data
represents a major challenge. Digital forensics is the branch of Computer
Science which, through investigation and analysis techniques, gathers evidence
from the content of a particular electronic device in a way that is suitable for
presentation in a court of law. When inspecting the content of a computer,
digital forensics experts need to reduce the large amount of data available to
them (reducing its size and complexity) to information that can be analyzed
in a more efficient way.

The most common approach to reach that reduction has been by means
of cryptographic hash functions or hash functions. Hash algorithms like MD5
([Rivest, 1992]), and the different functions of the SHA family ([Menezes et al.,
1996, NIST, 2013b, NIST, 2012b]), among others, have been traditionally used
in computer forensics to determine whether two files were the same. The
main benefit of these hash functions is that they can identify exact duplicates.
However, their main advantage, is, for our purpose of comparing files, their
main limitation: If one of the files is modified, even just in one byte, the
outcome of the comparison is negative.

Given the importance of this topic, the NIST has developed a database,
called NSRL (National Software Reference Library) which contains hash values
of sets of files of several trusted operating systems ([NIST, 2010]). With the
establishment of this public service, NIST contributes to reduce the search
time of known files and to detect content forgery on the devices.

In contrast to cryptographic hash functions, Similarity Preserving Hash
Functions (SPHF) aim to detect the resemblance similarity between two files
by mapping similar inputs to similar hash values. These functions, which
compare files at byte level, are useful in order to detect a broader range of
input data and detect not only similar text but also embedded object detection
(e.g., JPG in a Word document) or a binary fragments (e.g., a data packet in
a network connection or a virus inside an executable file).

One example of this SPHF is piecewise hashing. This technique was
originally devised by Nicholas Harbour in [Harbour, 2002] and consists in
creating a signature formed by several hashes of the initial file, instead of
only one. In this way, even if part of the content is modified, only the hashes
related to the updated parts will change, allowing to detect if the rest of the file
is related to the original one. This concept then derived into Context Triggered
Piecewise Hashing (CTPH), where the ssdeep algorithm is currently the best
known application.

Other algorithms have been also developed based on different principles,
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such as sdhash ([Roussev, 2009, Roussev, 2010]), which make use of statistica-
lly-improbable features, or bbHash ([Breitinger and Baier, 2012a]) which tries
to rebuild an input using a fix set of randomly chosen byte sequences.

5.2 Similarity Preserving Hash Functions

An initial classification of Similarity Preserving Hash Functions taking into
account the different algorithms proposed through the latest years can be as
follows ([Gayoso Martínez et al., 2014b]):

• Block-Based Hashing (BBH): Functions that produce a hash after a fixed
amount of bytes has been handled, so the number of hashes depends
directly on the data object size and the length of the hash input.

• Context-Triggered Piecewise Hashing (CTPH): Functions where the
number of hashes is determined by the existence of special points, called
trigger points, within the data object. A point is considered to be a
trigger point if it matches a certain property, defined in a way so that
the number of expected trigger points falls within a specific range. These
functions depend directly on the context of the file.

• Statistically-Improbable Features (SIF): Functions whose basic aim is to
identify a set of features (sequence of bits) which are least likely to occur
in each of the data objects by chance and then compare the features
themselves to reach the similarity level.

• Block-Based Rebuilding (BBR): Functions which make use of external
auxiliary data, such as binary blocks, to compare the bytes of the original
file and calculate the differences between them (e.g. using the Hamming
distance). Then, these differences are used as a database to find possible
similar data objects.

5.2.1 Block-based hashing (BBH)

The most basic scheme that can be used for determining similarity of binary
data is block-based hashing. In short, using this method cryptographic hashes
are generated and stored for every block of a chosen fixed size (e.g. 512 bytes).
Later, the block-level hashes from two different sources can be compared and,
by counting the number of blocks in common, a measure of similarity can be
determined.

An example of this kind of similarity hash functions was performed
by Nicholas Harbour, who in 2002 developed a programme called dcfldd
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([Harbour, 2002]). The software splits the input data into sectors or blocks of
a fixed length and computes the corresponding cryptographic hash value for
each of these blocks.

The main advantage of this scheme is that it is already supported by
existing hash tools and it is computationally efficient. The disadvantages
become fairly obvious when block-level hashing is applied to files: Success
heavily depends on the intrinsic layout of the files being very similar.
For example, if we search for a given text document, a simple character
insertion/deletion towards the beginning of the file could render all block
hashes different. This means that dcfldd is not alignment robust.

Similarly, block-based hashes will not tell us if an object, such as a JPEG
image, is embedded in a compound document, such as a Microsoft Word
document. In short, the scheme is too fragile and a negative result does not
reveal any useful information.

5.2.2 Context-Triggered Piecewise Hashing (CTPH)

The second type of piecewise hash functions, which are usually known
as Context Triggered Piecewise Hashing (CTPH) functions, were created in
[Tridgell, 1999a]. The basic idea is to identify content markers, called contexts
within a binary data object, and to store the sequences of hashes for each of the
pieces, also called chunks, in between contexts. In other words, the boundaries
of the chunk hashes are not determined by an arbitrary fixed block size but
are based on the content of the object.

Nowadays, ssdeep is the best known CTPH application. It was developed
by [Kornblum, 2006] and it allows to generate the signature of files which
depends directly on their content. In addition to that, it allows to compare
two signature files or one signature file against the content of another file.

In retrospect, ssdeep represented a cornerstone in similarity detection
techniques. Its source code is freely available, and there are implementations
for Windows and Linux ([Foundation, 2013, Tridgell, 2013]). The latest version
of ssdeep is 2.13, which was released in April 2015. Even though ssdeep is
not a multi-threaded program, the author states that the library on which it
is based can be used in multi-threaded applications [Kornblum, 2015].

In the following sections, some examples of different algorithms based
on the same concepts, improvements to the original ssdeep algorithm and
different theoretical approaches, are presented; such as FKSum ([Chen and
Wang, 2008]), SimFD ([Seo et al., 2009]), MRSH ([Roussev et al., 2007]), etc.
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spamsum

In 1999, Andrew Tridgell proposed context triggered piecewise hashing in
the scope of his rsync application ([Tridgell, 1999a]) to find, in a more efficient
way, updates of files (e.g. during a backup process).

Later Tridgell developed a CTPH-based algorithm, called spamsum
([Tridgell, 1999b]), to identify mails which were similar to known spam mails.

ssdeep

In [Kornblum, 2006], Jesse Kornblum introduced ssdeep, which was one
of the first programs for computing CTPH. In this algorithm, blocks are not
determined by an arbitrary fixed block size but are based on the content of
the object, and they are denoted as chunks or segments.

The algorithm’s core is a rolling hash very similar to the rolling hash
used in spamsum and rsync. The rolling hash is used to identify a set of
reset points (also known as distinguished points or triggered points) in the
plaintext that depend on the content of a sliding window of seven bytes. The
algorithm reaches a reset point whenever the rolling hash, which is based on
the Adler32 function ([Deutsch and Gailly, 1996]), generates a value which
meets a predefined criteria. Let

BSp = Bp−s+1Bp−s+2Bp

denote the byte sequence in the current window of size s, which is 7 by default,
at position p within the file, and let PRF(BSp) be the corresponding rolling
hash value. If PRF(BSp) hits a certain value, the end of the current chunk is
identified. We call the byte Bp a trigger point and the current byte sequence
BSp a trigger sequence. The subsequent chunk starts at byte Bp+1 and ends
at the next trigger point or at the end of the file. As there are only low-level
operations, Kornblum’s PRF is very fast in practice.

In order to define a hit for PRF(BSp), Kornblum introduced a modulus,
which he calls a block size b, which determines the reset frequency. The
byte Bp is a trigger point if and only if PRF(BSp) ≡ −1 mod b. If PRF
outputs equally distributed values, then the probability of a hit is reciprocally
proportional to b. Thus if b is too small, we have too many trigger points and
vice versa.

As Kornblum aimed at having 64 chunks, the block size depends on the file
size as given in Eq. (5.1), where bmin is the minimum block size with a default
value of 3, S is the desired number of chunks with a default value of 64, and
N is the file size in bytes.
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(5.1) b = bmin · 2bb·log2(
N

Sbmin
)c

Given that b ≈ N
S
, the procedure generates as a result around S chunks.

Once a chunk is identified, a second hash based on the FNV algorithm ([Fowler
et al., 2015]) is then used to produce hash values of the content between
two consecutive trigger points. Using its last 6 bits, each of those hash
values is translated into a Base64 character, so the resulting signature is the
concatenation of the single characters generated at all the trigger points (with
a maximum of 64 characters per signature). In this way, if a new version of
the object is created by localized insertions and deletions, some of the original
chunk hashes will be modified, reordered, or deleted, but enough chunks will
remain in the new composite hash to identify the similarity.

As the frequency of the trigger points strongly determines how many
characters will appear in the signature, at the beginning of its execution
the algorithm estimates the value of the block size, which would theoretically
produce a signature of around 64 characters. Once the signature is produced,
if its length is less than 32 characters, ssdeep adjusts the block size (b ← b

2
)

and the algorithm is executed one more time, which generates a new signature.
This procedure continues until a signature of at least 32 characters is produced.

In the comparison process, ssdeep computes the level of similarity between
two files based on their signatures. The similarity measurement that ssdeep
uses is based on a string edit distance which computes how many weighted edit
operations are required to convert one of the signatures into the other. The
ssdeep edit distance algorithm is based on the Damerau-Levenshtein distance
between two strings ([Damerau, 1964, Levenshtein, 1966]), which compares the
two strings and counts the minimum number of operations needed to transform
one string into the other. The allowed operations are insertions, deletions,
and substitutions of a single character, and transpositions of two adjacent
characters ([Karpinski, 1983, Wagner and Fischer, 1974]).

In ssdeep, insertions and deletions are given a weight of 1, while
substitutions are given a weight of 3, and transpositions a weight of 5.
As an example, using ssdeep the distance between the strings “Saturday”
and “Sundays” is 5, as it can be checked with the following steps and the
computations of Table 5.1.

Saturday
del
−−−→ Sturday

del
−−−→ Surday

del
−−−→

Suday
ins
−−−→ Sunday

ins
−−−→ Sundays

A consequence of assigning the weights 3 and 5 to the substitution and
transposition operations is that, in practice, the edit distance computed by
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S a t u r d a y
0 1 2 3 4 5 6 7 8

S 1 0 1 2 3 4 5 6 7
u 2 1 2 3 2 3 4 5 6
n 3 2 3 4 3 4 5 6 7
d 4 3 4 5 4 5 4 5 6
a 5 4 3 4 5 6 5 4 5
y 6 5 4 5 6 7 6 5 4
s 7 6 5 6 7 8 7 6 5

Table 5.1: ssdeep edit distance example.

ssdeep only takes into consideration insertions and deletions. In this way, a
substitution has a cost of 2 (a deletion plus an insertion) instead of 3, and a
transposition has also a weight of 2 (again an insertion and a deletion) instead
of 5.

One of the limitations derived from this design is that, given a string, a
rotated version of the initial string is credited with many insertion and deletion
operations, when in its nature it is basically the same string (i.e. the content
is the same, although the order of the substrings is different). Consider for
example the strings “1234abcd” and “abcd1234”.

As the signature comparison algorithm implemented by ssdeep is
not available in a descriptive way, Algorithm 1 shows our interpretation
(made upon inspection of the source code of ssdeep [Tridgell, 2014] of
that functionality), where A and B are one-dimensional arrays containing,
respectively, the m characters of string1 and the n characters of string2,
and where D is a (m + 1) × (n + 1) matrix used in the computations with all
its positions initially set to 0.

During the set-up phase, the first row (respectively, the first column) of D is
initialized with the number corresponding to the column (respectively, the row)
of the position being processed. The rest of the positions are processed based
on the content of the nearby elements and the characters being compared.
Once the comparison procedure is finished, the algorithm generates a similarity
score in the range 0-100, where a score of 100 indicates a perfect match and a
score of 0 indicates a complete mismatch.

The meaning of the functions included in the algorithm is the following:

• length(string): Calculates the number of characters of the string.

• longestCommonSuString(string1,string2): Provides the longest
common substring of two strings.
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• min(param1,param2,param3): Identifies the minimum value given by the
numbers or expressions passed to the function as parameters.

• floor(value): Returns the biggest integer whose value is equal to or
lower than value.

There are two conditions that have to be beard in mind at this point: If the
two signatures have a different block size, then the score is automatically set
to 0 without performing any additional calculation. Besides, if the minimum
length of the longest common substring in the comparison is less than the
windows size (7), then ssdeep provides a score of 0.

As similar files sometimes have slightly different block sizes, in order to be
able to provide a wider range of comparisons, a second signature was added
to each signature file. This second signature uses a block size whose value is
twice that of the first signature. Therefore the signature generation algorithm
delivers two signatures: The leading signature, which uses a certain value for
the block size (the leading block size), and the secondary signature.

The signature files managed by ssdeep consist of a header followed
by one hash per line. The header format changed slightly in
version 2.6, so hashes created with version 2.6 or later cannot be
used with earlier versions. The header currently used is the string
ssdeep,1.1–blocksize:hash:hash,filename.

Despite the benefits brought by the release of this program, during the last
years some limitations, as well as performance issues [Breitinger and Baier,
2011] and security aspects [Baier and Breitinger, 2011] have been brought to
attention by different researches, proposing improvements or even different
theoretical approaches.

FKSum

Someimprovements to Kornblum’s algorithm were proposed in [Chen and
Wang, 2008]. In their algorithm, FKSum, they showed that it is possible to
improve the efficiency of ssdeep, since until the very last step it does not
examine the signature and, if it is too short (i.e., shorter than 32 characters),
the files have to be processed again using an adapted block size b← b

2
.

As this fact is very likely to happen (they showed that it happens in 38% of
cases), the goal of their modification to the original algorithm was to generate
intermediate hashes using numbers in the geometric progression with factor
4 as block size. If the current block size is b, the authors perform the same
algorithm and compute the hashes with block level b and 4b, counting the
trigger points of the block sizes b, 2b, 4b and 8b. As the authors used FNV as a
homomorphic hash function, it is possible to create the hashes for 2b by using
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Algorithm 1 ssdeep edit distance algorithm.
1: if (length(longestCommonSuString(string1,string2)) < 7) then
2: return 0
3: end if
4: λdel ← 1
5: λins ← 1
6: λsub ← 3
7: i ← 0
8: for all i ≤ m do
9: D[i,0] ← i

10: end for
11: j ← 0
12: for all j ≤ n do
13: D[0,j] ← j
14: end for
15: i ← 1
16: j ← 1
17: for all i ≤ m do
18: for all j ≤ n do
19: if (A[i] = B[j]) then
20: λsub ← 0
21: else
22: λsub ← 3
23: end if
24: D[i, j] = min(D[i-1,j] + λins, D[i,j-1] + λdel, D[i-1,j-1] +

λsub)
25: end for
26: end for
27: score ← D[m,n]

28: score ← floor
( score · 100

length(string1) + length(string2)

)
29: if (score > 100 ) then
30: score ← 0
31: else
32: score ← 100 - score
33: end if
34: return score
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the hashes of b and hence the process runs more efficiently. The drawback of
this approach is that the combination of hashes might be only possible with
FNV hash. If we use any cryptographic hash function such as MD5, it would
be necessary to do more computations and the efficiency advantage would no
longer be available.

In [Breitinger and Baier, 2011], the authors discussed the efficiency of
ssdeep, presenting some enhancements that, in their opinion, would increase
the performance of this algorithm by 55% if applied to a real life scenario:

• Each file should be processed only once. As it was proposed in [Chen and
Wang, 2008], they use four different values of block size: (2b, b, b/2, b/4).

• Implementation should be flexible in order to be able to change the rolling
and chunk functions.

• It should be able to determine untypical behaviour of trigger sequences
(which may be caused by an active adversary), in order to mitigate
the security aspects regarding adversary attacks detected in [Baier and
Breitinger, 2011].

Their main idea was to process the file once and count the trigger sequences
for all reasonable block sizes (according to Kornblum approach). In the next
step, the file is read again and the block size b is set to the largest value that
yields at least 32 signature characters. This fact is the main disadvantage of
this proposal, since the file has to be read twice.

An important point with respect to security is the restriction of the
signature length of ssdeep. Kornblum forces the resulting hash length to
be between 32 and 64, but he does not give any justification for those limits.
Even though Breitinger and Baier considered that the upper boundary was a
weakness, and as such it was exploited in [Baier and Breitinger, 2011], they
maintained both limits.

SimFD

[Seo et al., 2009] developed the SimFD algorithm by combining ssdeep with
others statistical analysis and improved the false positive rate, but at the cost
of efficiency.

This method generates a result through byte frequency analysis for the
original file. As a result, the process is performed before any similar file
detection task, and some reference values are established from the original
file for comparing other files. There are three types of reference values, each
of them with a different purpose for detection.
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• The first reference values are used for comparing similar files and they
are determined from features of the original file through numerical
values obtained from data distribution. For enhancing detection speed
the authors extract numeric values and eliminate metadata (specific
bytes like 0x00, 0xFF) in particular file format, such as file signature,
header/footer, null values, etc.

• The second reference values are computed with metadata, which was
eliminated during the processing of the first reference values. If the
result of the previous step was that the files were similar, their metadata
was similar too. So, second reference values are used for verifying the
result of first step. These reference values are used as the variance in
order to establish the spread level of the relevant data.

• The third reference values calculate a clustering value for all binaries.
The clustering scheme is divided into increase, decrease and stagnation
for the accumulated frequency. The clustering results have the advantage
of grasping the distribution type for a file in a character string.

SimFD consists of four modules. First, the input module, used for selecting
the original copy and the target object. Then, the analysis module (that
consists of the CTPH analysis module, mainly ssdeep) and the statistical
analysis module. And finally, the detection result module, that judges final
similarity by checking the results of CTPH and statistical analysis through the
reference values.

md5bloom

[Roussev et al., 2006] proposed a new tool, md5bloom, which uses Bloom
filters as an efficient tool for fast comparison.

Bloom filters are a space-efficient probabilistic data structure, first
introduced by Burton Howard Bloom in [Bloom, 1970], and widely used in
areas such as network routing and traffic filtering. They allow to test whether
an element is a member of a set (false positive matches are possible, but false
negatives are not).

A Bloom filter B is a representation of a set of n elements, S = {s1, . . . , sn},
from a universe U . The filter consists of an array ofm bits, initially all set to 0.
To represent the set of elements, the filter uses k independent hash functions,
h0, . . . , hk−1, that produce values in the range of 0 to m − 1. All hashes are
assumed to be independent and to map elements from U uniformly over the
range of the function.

To insert an element s from S in the Bloom filter, each hash function is
applied to it, which gives k values. For each value, h1(s), . . . , hk(s), the bit with
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the corresponding number is set to one (setting a bit twice has the same effect
as setting it once). Fig. 5.1 shows an example insertion of two consecutive
elements, s1 and s2, into an empty Bloom filter.

Figure 5.1: Insertion of elements into a Bloom Filter.

To verify if an element x is in S, we must hash it with all the hash functions
and check the corresponding bits: If all of them are set to one, the answer is
yes ; otherwise, no. The filter will never return a false negative; that is, if the
element was inserted, the answer will always be yes. However, false positives
are possible for an element that has never been inserted but whose bits have
been set by chance by other element insertions. False positives are the price
that has to be paid for the compression gains.

As it turns out, the routine use of cryptographic hashes in digital forensics
makes the introduction of Bloom filters into the CTPH process easy. Instead
of computing k separate hashes, an object’s cryptographic hash can be taken,
split into several nonoverlapping subhashes, and used as if different hash
functions had produced them. This is the way the md5bloom application works:
The MD5 function returns 128 bits; any individual bit of the hash value can be
viewed as an independent random variable and, by extension, any subset of the
128 hash bits can be selected to produce a value within a desired range. Let
the bits in hmd5 be numbered 0:127. We use the notation hd1:d2 and the term
subhash to denote the selection of bits numbered d1 through d2, inclusively,
thus, hmd5 = h0:127 which can also be expressed as the concatenation of
subhashes, for example:

hmd5 = h0:15 h16:31 h32:47 h48:63 h64:79 h80:95 h96:111 h112:127
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MRSH - Multi-Resolution Similarity Hashing

In [Roussev et al., 2007], the authors applied three main changes to the
ssdeep algorithm.

1. They stated that it is not necessary to use a cryptographic hash function
for the PRF, therefore instead of using the exiting PRF based on
Adler32, they used the djb2 polynomial hash function:

h0 = 5381, hk+1 = 33hk + ck mod 232;

for k ≥ 0, where ck denotes the kth character of the input.

djb2 has the disadvantage that each window has to be processed from
scratch, therefore this change influences negatively the efficiency.

2. The hash function for processing each chunk is also changed. Instead
of the FNV hash, they used MD5. Then, the least significant 11 bits of
the MD5 hash are used as input for a Bloom filter to represent the final
signature.

3. The composite hash is determined to be of fixed or variable size.
Fixed-size hashes have an obvious appeal (minimum storage requirements
and simple management). However, they also have some scalability issues
as they limit the ability of the hash scheme to compare files of varying
sizes.

This analysis points out the need to devise a variable-sized hash scheme
that scales with the object size but also maintains a low relative overhead.
In this sense, to enable universal comparison of filters, Roussev et al.
standardized a set of Bloom filters of 256 bytes, 8 bits per element, and
the use of four hash functions. To obtain the four hashes, they take the
MD5 chunk hash, split it into four 32-bit numbers and take the least
significant 11 bits from each part.

With all these design changes, the process of this new algorithm works in
the following way:

1. A 32-bit djb2 hash is computed on a sliding window of size 7. At each
step, the least significant t bits of the hash (the trigger) are examined
and, if they are all set to 1, a context discovery is declared; t is the
essential parameter that distinguishes the different levels of resolution.
For the lowest level 0, the default value is 8.

2. Context discovery triggers the computation of the MD5 chunk hash
between the previous context and the current one.
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3. The chunk hash is split into four pieces and four corresponding 11-bit
hashes are obtained and inserted into the current Bloom filter. If the
number of elements in the current filter reaches the maximum allowed
(256), a new filter is added at the end of the list and becomes the current
one.

4. The hash consists in the concatenation of all Bloom filters, preceded by
their total count.

Even though this modification slows down ssdeep, it increases the security
aspects, therefore this change is considered to be very useful.

MRSH v2 -Multi-Resolution Similarity Hashing, version 2

In [Breitinger and Baier, 2013], the authors reviewed in terms of efficiency
and performance the parameters used in the Multi-Resolution Similarity Hash
function (MRSH) proposed in [Roussev et al., 2007] and developed a new version,
MRSH v2, which recovers some of the original ssdeep parameters, such as
Adler32 and FNV.

• PRF. In order to be more efficient, they decide to use again the original
rolling hash (Adler32) instead of djb2, since it computes the hash value
over the 7-byte window in an easier way, just by removing the last byte
and adding the new one instead of doing seven loops per window.

• Chunk hash function. As collision resistance is not necessary, the new
version uses of the FNV hash function, as the original ssdeep, instead of
MD5.

• Minimum block size. For performance reasons they state that the
minimum block size should be b/4, which is in line with FKSum ([Chen
and Wang, 2008]).

• Bloom filters. The maximum number of elements has been changed to
160 and 5 subhashes are used. The maximum is therefore 800 bits and
one Bloom filter could represent approximately 40,960 bytes. In order
to insert the chunk hash value into a Bloom filter, they use the least
significant k · log2(m) bits (MRSH divides the chunk hash values).

Additionally, they demonstrated that the algorithm is compliant with
the five properties that in their opinion a SHPF should have, namely:
Compression, ease of computation, similarity score, coverage, and obfuscation
resistance.



5.2. Similarity Preserving Hash Functions 97

5.2.3 Statistically-Improbable Features (SIF)

This approach is based on the idea that finding similarities between two
objects can be understood as identifying a set of features in each of the objects
and then comparing the features themselves. A feature in this context is simply
a sequence of consecutive bits selected by some criterion from the object.

sdhash

[Roussev, 2009] uses entropy as the way of finding statistically-improbable
features and measures the false positive range for different kind of files (DOCS,
XLS, TXT, HTML, PDF, etc). With this idea, he proposed a new algorithm
called sdhash, whose goal is to select object features that are least likely to
occur in other data objects.

Instead of dividing an input into pieces, sdhash identifies
statistically-improbable features using an entropy calculation. These
characteristic features, forming a sequence of 64 bytes, are then hashed using
the cryptographic hash function SHA-1 and inserted into a Bloom filter.
Hence, files are similar if they share identical features.

A security analysis of the sdhash algorithm was performed in [Breitinger
et al., 2012], where the authors found some bugs in the implementation,
proposed some possible attacks to circumvent the algorithm and analyzed the
resistance of the parameters designed. Another analysis was carried out in
[Breitinger and Baier, 2012b] measuring the adequacy of the algorithm to
the five basic properties of every SPHF mentioned above ([Breitinger and
Baier, 2013]), i.e., compression, ease of computation, coverage, similarity score
and obfuscation resistance. It showed different weaknesses: There is no full
coverage (a change up to 20% of the input does not alter the fingerprint) and
the chosen design of the fingerprint comparison function is made for fragment
detection but not for comparing two files.

Finally, in [Roussev, 2011] the author performed a comparison
between sdhash and ssdeep, analyzing two different experiments (random
files and real files) with three different scenarios (embedded object
detection, single-common-block file correlation and multiple-common-blocks
file correlation) concluding that sdhash demonstrates accuracy and scalability
outperforming ssdeep.

sdhash-dd

In [Roussev, 2012], the sdhash basic algorithm was made scalable by
parallelizing it. The new modification was called sdhash-dd, and, to reach
this objective, some chain dependencies among the Bloom filter components
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were removed in order to allow concurrent generation. The idea was to split
the target into blocks of fixed size and run in parallel the signature generation
for each block.

5.2.4 Block-Based Rebuilding (BBR)

These algorithms make use of external auxiliary data, blocks that can
be chosen randomly, uniformly or as a fixed base, in order to rebuild a file.
The process compares the bytes of the original file to the auxiliary data and
calculates the differences between them (e.g., using the Hamming distance).

SimHash

[Sadowsky and Levin, 2007] presented an algorithm, called SimHash, which
preselect 16 blocks of 8 bits each in order to find matches by scanning and
comparing the original file to these blocks. When a match is found, it is stored
in a sum table and then the hash key is computed as a function of the sum
entries.

Another function called SimFind identifies all the files which have key
values within a certain threshold of a particular file, then performs a pairwise
comparison among the sum table entries to return a filtered selection of similar
files.

The authors performed some experiments using a uniform key which has
all the 16 blocks weighted equally and a skew key which has uneven weights
for 4 of the blocks.

mvHash-B

The mvhash-B, which was described in [Breitinger et al., 2013], has three
phases to create the fingerprint:

1. The majority voting is used to map every byte of the input data to either
0x00 or 0xFF. Majority voting in this case means counting the amount
of 0s/1s in the neighborhood of the currently processed input byte. If
the neighborhood is crowded by 1s, the majority vote yields an output
0xFF and vice versa.

2. Run Length Encoding (RLE) compresses these sequences of 0x00s or
0xFFs bytes. RLE simply counts the amount of identical consecutive
bytes and returns this number. An example is shown in Fig. 5.2. Their
implementation assumes that the majority vote bit sequence starts with
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a 0-run. Thus, as in the figure there is a 1-run in the beginning, the first
RLE element is set to 0.

Figure 5.2: Example of majority vote and RLE.

3. The run length encoded (RLE) sequence is inserted into Bloom filters to
represent the actual fingerprint.

By design, mvhash-B aims at having a fingerprint length of 0.5% of the
input length.

A drawback of this implementation is the dependence on the file type: Each
file type requires its own configuration (no standard configuration works for
all file types). In other words, although mvhash-B works on the byte level, it
needs different configurations.

bbHash

Another example of this way of finding similar files is bbHash, designed
in [Breitinger and Baier, 2012a]. This fuzzy hash technique is based on two
concepts:

• Deduplication: It is a backup scheme for saving files efficiently because,
instead of saving them completely, the scheme makes use of small pieces.
If two files share a common piece, it is only saved once, but referenced
for both files.

• Eigenfaces : It is a set of eigenvectors used in the computer vision problem
of human face recognition. They are used by representing any face as a
combination of a set of N eigenfaces previously selected.

In this algorithm, Breitinger et al. use a fixed set of N random byte
sequences of 128 byte-length called building blocks . The process is to
slide through the file byte-by-byte and compute the Hamming distance of all
building blocks against the current input sequence. If the building block with
the smallest Hamming distance is smaller than a certain threshold, its index
contributes to the files’s hash result. The disadvantage of this algorithm is
that its runtime is unsuitable for real scenarios.





Chapter 6

Design and Implementation of a
similarity search function (SiSe)

A new SPHF with a modified signature generation procedure
together with a new algorithm for comparing the digital signatures
associated to two files are shown in this chapter. Moreover,
its implementation describing details of the classes and methods
implemented in Java language is presented.

6.1 Introduction

As it was initially explained in Chapter 5, ssdeep have some important
limitations. In this chapter, an analysis of how to overcome them have been
carried out and, as an outcome of our research, we present a modified signature
generation procedure ([Gayoso Martínez et al., 2015b]) together with a new
algorithm for comparing the digital signatures associated to two files ([Gayoso
Martínez et al., 2015a]). Based on the list of requirements that we believe any
CTPH should fulfil, we can state that our algorithm provides more reliable
results and is faster than ssdeep for files of medium to large sizes.

As mentioned in the previous chapter, ssdeep was derived from a technique
used to detect spam in email messages (spamsum, [Tridgell, 1999b]). As a
result, the ssdeep hash generation and hash comparison algorithms have some
properties that make sense when applied to generated textual content (i.e.,
spam email), but may not translate well when applied to binary or executable
files (i.e., malware). For example, the ssdeep hash comparison algorithm
depends on the block sizes for the hashes of two binary files, which are derived
from the overall size of the file being hashed. It is trivial to make the size of a
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particular executable file far larger than another that shares identical header
and section data by simply appending data to the end of the file, which can
force the hash algorithm to adopt a different block size and thus to prevent
meaningful comparison.

As it was mentioned in the previous chapter, Frank Breitinger and Harald
Baier presented in 2012 a list of four general properties for similarity preserving
hash functions (see [Breitinger and Baier, 2012b]), which they later extended
to the following five general characteristics in [Breitinger and Baier, 2013]:

1. Compression: The output must be much smaller than the input for
space-saving and performance reasons.

2. Ease of computation: Generating the hash value of a given file and
making comparisons between files must be a fast procedure.

3. Similarity score: The comparison function must provide a number which
represents a matching percentage value.

4. Coverage: Every byte of the input must be used to calculate the hash
value.

5. Obfuscation resistance: It must be difficult to obtain a false negative or
false positive result, even after manipulating the input data.

Based on the previous list, and after analyzing the characteristics of
ssdeep, we have been able to identify a list of additional specific features
that any CTPH application should provide:

6. Generate more realistic results consistent with the content of the com-
pared files : This requirement implies the existence of a simple and clear
definition of the concept of similarity, and how to express it as a number.
In this context, we will use the definition that states that similarity is
the degree to which the content of two files looks like or is the same. In
order to measure it, we provide a value which represents the percentage
of the larger file which is present in the smaller file. With this definition,
for example, swapping of parts of the text should provide a score close
to 100 when compared to the original file.

In addition to correctly identifying similar files, any CTPH application
must avoid to provide false positives (i.e., high results for files that are
different) and false negatives (i.e., low results for files that are similar).

7. Create signatures whose length is not affected by the input file size: The
length of the signatures should not be proportional to the size of the input
file, as this could prove to be a problem when storing the signatures of
big files.
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8. Detect content rotation: By rotation we mean moving some part of
the end of the document to the beginning (or vice versa). A visual
examination of a pair of such rotated files would provide a result close to
100, as both files have the same content. An illustrative example of this
circumstance would be a list where an initial group of elements is moved
to the end of the list.

9. Detect content swapping : By content swapping we mean taking some
portion of the document and moving it into a different location, so
graphically it could be seen as moving data blocks inside the document.
For a file where several swaps have been made, the result should be close
to 100, as again the content of both files is basically the same.

10. Compare files of different sizes without limit : In some cases, it is
necessary to compare files of very dissimilar size. The traditional solution
to this problem has been to produce two signatures using different block
sizes, but that solution by itself is not able to compare files for example
five or ten times bigger (e.g. considering a book, this could be seen as
comparing one chapter with ten chapters in order to detect plagiarism).

11. Avoid insertion attacks : There are two ways by which a user could alter
the comparison results in any software based on the same assumptions
than ssdeep. On the one hand, he could repeatedly insert a specific
byte string that creates trigger points at the beginning of the file. If the
application discards the trigger points after a certain number (as it is
the case in ssdeep), this attack would make two files that are almost
identical to be considered as different. This would be also the case with
data files that already had 63 or more trigger points for the leading
signature: Any addition to the end of the file would only change the last
character of the signature in ssdeep.

On the other hand, an attacker could insert a specific byte string
scattered along the document (not necessarily at the beginning), so even
if the number of trigger points remained the same, the hash of every
portion of the document would be different (e.g., consider a text file
where every full stop symbol is replaced by two consecutive periods).

Any new piecewise hash application should try to provide
countermeasures to avoid the effects of this type of attacks, at
least to some extent.

Our similarity definition addresses an important issue either not taken
into account or implemented in an unsatisfactory manner by other algorithms:
From our point of view, the similarity comparison should not only detect the
inclusion of the content of a file in another file, but it should also inform about
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what portion of the larger file is represented by the content of the smaller
file. This feature is very useful in a number of cases, for example in order to
detect plagiarism. For instance, take into account three files obtained from
the content of a book: One with the first chapter; another with the first ten
chapters; and the last one with the entire content of the book. The comparison
between the first and second files should report a different result from the
result obtained when comparing the first and third files. With our similarity
definition we are able to provide more granularity in the information provided
by the comparison results, which can be essential in some scenarios.

In the following sections we will describe in detail a new CTPH procedure
whose aim is to implement all the previously described features to overcome
the ssdeep limitations and provide a better tool to compare files. We have
called it SiSe (Similarity Search).

6.2 Design of Similarity Search function (SiSe)

6.2.1 SiSe signature generation procedure

SiSe’s signature generation procedure is based on the one implemented
in ssdeep. For example, SiSe generates the initial block size in the same
way, maintains the minimum length of the leading signature as half the length
initially expected, and uses the same variant versions of the Adler-32 and FNV
functions, which were selected by spamsum due to their good performance in
comparison with other cryptographic hash functions such as MD5 or SHA-1.

However, SiSe includes important modifications in order to fulfil the
requirements described in the previous section ([Gayoso Martínez et al.,
2014b]). To begin with, SiSe allows to define the length of the sliding window,
the value which is decremented to the block size in the trigger point detection
phase, and the block size. The default values for these parameters are 7
bytes for the sliding window, 1 for the decremental value, and the block size
computed ordinarily by SiSe (the smaller number of the type 3 · 2n which
is higher than or equal to the value obtained when dividing the input size
in bytes by 64). Although we have not detected an important variation
in the results when using non-default values for the three parameters, the
possibility to use other values diminishes the effect of inserting new trigger
points, as the specific sequence of bytes which creates a trigger point with
one configuration is nullified with other configurations. In this sense, a
forensics expert could manage several databases of signatures of known files
with different combinations of values for those options.

Before executing the signature creation algorithm, it is necessary to assign
the values provided by the user through the options -w, -b and -d to the
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variables lenWindow, blockSize and dec. If any of those options has not
been used, the application assigns their default value to those variables.

One of the obvious differences of the generation process compared to the
one in ssdeep, is that two characters per trigger point are considered instead of
only one (using the last 12 bits of the FNV output instead of the last 6 bits). The
disadvantage of this decision is clear: SiSe signatures require twice the number
of characters than ssdeep signatures. However, according to our comparison
algorithm, it is essential to increase the number of characters generated with
the output of the FNV function in order to maintain the number of false positives
low.

Another difference with respect to ssdeep is that SiSe does not limit the
length of the leading signature, which helps to prevent part of the trigger point
insertion attacks. In addition to that, SiSe computes three signatures in each
execution loop: The leading signature, computed with a specific block size b,
and two secondary signatures, computed with a block size which is calculated
as b/2 and b/4, respectively.

In [Chen and Wang, 2008] there is a similar approach, but using b, 2b, 4b,
and 8b instead. The reason for doing this is that, according to the experimental
work of [Breitinger and Baier, 2011], 67.3% of the files tested needed the
external loop of the algorithm to be executed exactly once (which implies
scanning the file content at byte level once), 26.2% needed to run the external
loop twice, and the rest of the files needed more than two loop executions.

With our design, after any external loop execution we are able to select
as leading and secondary signatures the ones with block sizes b and b/2, or
alternatively the ones with block sizes b/2 and b/4, reducing the need to
perform additional loop executions, and thus decreasing the running time
in some cases. Furthermore, we are able to generate the signature content
using less executions of the loop which includes the file scanning, reducing
the running time in those cases. Table 6.1 illustrates the difference between
ssdeep and SiSe regarding this topic.

Passes ssdeep SiSe
1 67.3% 93.5%
2 26.2% 5.6%
3 4.3% < 0.9%
4 1.3% < 0.9%

Table 6.1: Number of passes of the external loop.

Even though theoretically computing a third signature would increment
the running time, in our implementation this time difference is negligible since
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our algorithm checks if a certain byte is a trigger point for block size b only if
that byte is a trigger point for both b/4 and b/2.

Regarding the relationship between the block size of the leading and
secondary signatures, we have decided to use b and b/2 (or b/2 and b/4) instead
of b and 2b, because in this way the length of both signatures surpasses the
minimum length (32 characters in ssdeep and 64 characters in SiSe), instead
of only the leading signature, as it is quite frequently the case in ssdeep. This
is important when using the secondary signature in a comparison: If for the
sake of precision it is important that the length of the leading signature is
equal to or greater than 32 characters, we believe it should not be allowed
to use secondary signatures whose length does not reach that value. With
our design, any signature taken into account in a comparison will surpass the
minimum length, improving the accuracy of the comparisons. Of course, the
disadvantage of this design is that the length of the secondary signature is
larger that the length of the leading signature, incrementing the size of the file
containing both signatures.

Algorithm 2 in §6.3.1 shows in detail the signature generation procedure of
SiSe ([Gayoso Martínez et al., 2015b]).

6.2.2 SiSe signature comparison procedure

Apart from the changes in the signature generation process, the other
novelty of our procedure is the signature comparison algorithm, which
compares two signature strings, sig1 and sig2, whose respective lengths in
characters are sig1Len and sig2Len ([Gayoso Martínez et al., 2015a]).

Algorithm 3 in §6.3.2 describes all the steps that must be performed in order
to numerically evaluate the similarity of the strings sig1 and sig2, where the
first step consists in identifying as sig1 the shortest string and as sig2 the
longest string, swapping the signatures if necessary. This characteristic implies
that, in practice, the order of the files in the comparison command is irrelevant,
as the signatures are internally reordered when it is considered necessary based
on their respective lengths.

In order to illustrate the comparison process, Table 6.2 provides the details
of the rearrangement phase using two ad-hoc strings sig1 and sig2, which
represent the signatures of two different files.

In the first row of Table 6.2, we have included the two initial strings
(renamed as sig1temp and sig2temp), the template for the modified version of
sig2 (called sig2mod), and the score, which initially equals 0. The comparison
process runs as follows:

1. The element string identifies the longest common substring of sig1temp
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Step Element Content
0 sig1temp A1B2C3D4E5F6G7H8I9J0K1L2M3N4O5P6Q7R8S9T0U1V2W3X4Y5Z6

sig2temp 11X4Y5Z6I922J0K1L233M3N4O5P6Q744B2C3D4E5F6G7H855667788
sig2mod –––––––––––––––––––––––––––
score 0.0

1 string B2C3D4E5F6G7H8
sig1temp A1–––––––I9J0K1L2M3N4O5P6Q7R8S9T0U1V2W3X4Y5Z6
sig2temp 11X4Y5Z6I922J0K1L233M3N4O5P6Q744–––––––55667788
sig2mod –B2C3D4E5F6G7H8–––––––––––––––––––
score 1.0

2 string M3N4O5P6Q7
sig1temp A1–––––––I9J0K1L2–––––R8S9T0U1V2W3X4Y5Z6
sig2temp 11X4Y5Z6I922J0K1L233–––––44–––––––55667788
sig2mod –B2C3D4E5F6G7H8––––M3N4O5P6Q7––––––––––
score 2.0

3 string J0K1L2
sig1temp A1–––––––I9––––––––R8S9T0U1V2W3X4Y5Z6
sig2temp 11X4Y5Z6I922–––33–––––44–––––––55667788
sig2mod –B2C3D4E5F6G7H8–J0K1L2M3N4O5P6Q7––––––––––
score 3.0

4 string X4Y5Z6
sig1temp A1–––––––I9––––––––R8S9T0U1V2W3–––
sig2temp 11–––I922–––33–––––44–––––––55667788
sig2mod –B2C3D4E5F6G7H8–J0K1L2M3N4O5P6Q7––––––X4Y5Z6–
score 4.0

5 string I9
sig1temp A1––––––––––––––––R8S9T0U1V2W3–––
sig2temp 11––––22–––33–––––44–––––––55667788
sig2mod –B2C3D4E5F6G7H8I9J0K1L2M3N4O5P6Q7––––––X4Y5Z6–
score 4.5

6 sig1 A1B2C3D4E5F6G7H8I9J0K1L2M3N4O5P6Q7R8S9T0U1V2W3X4Y5Z6
sig2mod 11B2C3D4E5F6G7H8I9J0K1L2M3N4O5P6Q7223344556677X4Y5Z688
score 12.5

Table 6.2: String rearrangement example.
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and sig2temp, which are then updated to show the removal of that
substring.

2. The common substring just obtained must be included in sig2mod, so
the position of such substring in sig2mod is the same that it occupies in
sig1temp.

The procedure is repeated until no common substring of sig1temp and
sig2temp of at least two characters is found. It is important to point out that,
unlike ssdeep, our algorithm does not impose a minimum length for the longest
common substring, which allows to compare a wider range of signatures.
The common substrings identified in the example are: B2C3D4E5F6G7H8,
M3N4O5P6Q7, J0K1L2, X4Y5Z6, and I9.

As described in Algorithm 3 in §6.3.2, we only increase the score if the
difference between the initial and final positions of the substring in sig2mod is
greater than the length difference of sig1 and sig2. With this rule we avoid
to penalize the change of positions derived from the different length of the
strings under comparison (e.g., this difference could have been produced by
the insertion of a new trigger point, which creates a new character pair that
displaces the rest of the pairs).

The score is increased in one unit if the longest common substring has more
than two characters, which means that common substrings of different sizes
would receive the same penalty (1.0). In this sense, what we penalize is the
movement of the string, not its size.

Besides, when the longest common substring has exactly two characters the
quantity to be added is 0.5. The reason for doing this is not to penalize in excess
the displacement of a pair. If we do not impose this rule, the displacement of
a pair would receive a score of 1.0, which would be the same penalty produced
by the substitution of a pair by another one completely different.

After the rearrangement phase, a pair by pair comparison of the double
characters elements is performed. This final comparison is done between the
original string sig1 and the final sig2mod (noted that sig2mod has, in the
same position as sig1, the common strings between sig1 and sig2 which
were detected along the process). This final sig2mod string is composed by
the common substrings identified in the process and the remaining pairs of
strings of sig2temp (which do not appear in sig1), placed in order in the
blank spaces of sig2mod until every string of sig2temp is reallocated. The
final sig2mod is:

11B2C3D4E5F6G7H8I9J0K1L2M3N4O5P6Q7223344556677X4Y5Z688,

where we have underlined the pairs of reallocated strings.
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As there are eight different pairs in sig1 and sig2mod, the score is increased
in eight units up to 12.5 (1 unit is taken into account this time for each of the
eight of the different pairs since they are not common). In order to facilitate
the identification of the dissimilar pairs, we have included below the content
of sig1 and sig2mod plus a string where the symbols [] denote a dissimilar
character pair.

A1B2C3D4E5F6G7H8I9J0K1L2M3N4O5P6Q7R8S9T0U1V2W3X4Y5Z6
11B2C3D4E5F6G7H8I9J0K1L2M3N4O5P6Q7223344556677X4Y5Z688
[]––––––––––––––––––––––––––––––––[][][][][][]––––––[]

Taking into account that the number of trigger points of the longest
string (sig2) is 27 (obtained after applying the algorithm), which produces
a signature of 27 double characters, the comparison result returned by SiSe is
computed as follows:

Result = 100−
⌊12.5 · 100

27

⌋
= 100− 46 = 54.

A score of 54 implies that 54% of the longest string, sig2, is contained in
the shorter string, sig1.

6.3 SiSe Java implementation

In order to test the capabilities of SiSe, we have implemented our proposal
using the Java language as a command-line application called SiSe. The
format of the command used by SiSe for creating a new signature is the
following one (see 6.3.1 for some details of the SiSe implementation), where
Table 6.3 describes the meaning of each element:

java -jar SiSe.jar -i input_file_1 [-o output_file]

[-b block_size] [-d decrement_value] [-w window_length]

The signature generation command produces a text string consisting on
a header, two signatures (the leading and the secondary signatures), and the
execution time measured in milliseconds. The header of the initial version is:

SiSe-1.0–W:D–blocksize(modvalue):hash,filename,

where W and D are the numerals for the window size and the decremental
value, respectively, used by the program in a specific execution. With the
default values, the header used is:
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Element Presence Description
-i Mandatory Input file name.
-o Optional Output file name.
-b Optional Block size (default value: computed by the

program).
-d Optional Amount decremented to the block size in the

computation of the trigger points (default
value: 1).

-w Optional Number of bytes of the sliding window used
as the input data in the first hash function
(default value: 7).

Table 6.3: SiSe command line parameters.

SiSe-1.0–7:1–blocksize(modvalue):hash,filename

The first signature following the header is the leading signature, and after
that the secondary signature is placed. Each of the signatures starts with the
block size and the value which is used in the modulo comparison for identifying
trigger points (i.e., the block size minus the decremental value), the last one
displayed between parenthesis. The next item to appear is the signature,
corresponding to the previously stated block size. Finally, a comma separates
the signature from the complete path of the file that has been processed.

In order to illustrate the signature generation process, Figures 6.1 and
6.2 display the output provided by ssdeep and SiSe, respectively, when
processing the plain text file containing Robert Louis Stevenson’s Treasure
Island ([Stevenson, 2009]). As it can be observed, the second character of each
pair in the secondary signature provided by SiSe matches the corresponding
character of the leading signature given by ssdeep, as those signatures have
the same block size, windows size, and decremental value in the example.

Figure 6.1: ssdeep signature example.

The format of the command for comparing signatures and/or files is the
following one:
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Figure 6.2: SiSe signature example.

java -jar SiSe.jar -i input_file_1 input_file_2 [-debug]

Table 6.4 describes the meaning of each element.

Element Presence Description
-i Mandatory Input files names.
-debug Optional Provides information about the intermediate

steps of the string comparison procedure.

Table 6.4: SiSe parameters for the comparison operation.

Regarding the input files managed by the comparison command, SiSe
allows the following combinations:

• Two signature files : The signatures can be compared if they have at least
one block size in common. In addition to that, the decremental value
and the window size must be equal in both signature files. If the leading
signatures use the same block size, and at the same time the secondary
signatures employ the same block size (but different from the block size
of the leading signatures), SiSe applies the edit distance algorithm (see
Algorithm 3 in §6.3.2) in both cases, returning the highest score of the
two.

• A signature file and a data file: The block size, the decremental value,
and the window size are taken from the signature file and used in the
computation of the signature associated to the data file.

• Two data files : In a first step, both signatures are independently
computed using the default parameters for the block size, the
decremental value, and the window size. After that, the application
identifies the smallest block size in the two leading signatures and
recomputes the signature of the other file with the new block size.
Finally, they are compared.
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Contrary to the behaviour of ssdeep, if the signatures of the files being
processed are not compatible (i.e., no block size of one file matches the block
sizes of the other, or if the window size or the decremental value are different),
SiSe states that the files are not comparable, instead of assigning a score of 0.

6.3.1 SiSe’s signature generation

Algorithm 2 shows in detail the signature generation procedure of SiSe.
The meaning of the functions included in the algorithm is the following:

• length(element): If the argument is a file, the function returns the
length of the file in bytes. If it is a string, it returns the number of
characters of the string.

• floor(value): It computes the largest integer not greater than value.

• subarray(array, start, end): It copies from array the subarray whose
first byte is located at start and whose last byte is located just before
the byte indicated by the position end.

• updateWindow(byte): It updates the content of the sliding window
taking into account the byte passed as the argument of the function.

• Adler∗(input): It computes the value associated to the byte array input
using ssdeep’s variant of the Adler-32 function.

• FNV∗(input): It computes the value associated to the byte array input
using ssdeep’s variant of the FNV function.

• codify(value): It generates two Base64 characters (one using the last
group of 6 bits of value, and the other using the previous group of 6
bits).

• append(string, chars): It appends two characters to string.

Its operation is as follows: The algorithm executes a while loop where
the exit condition is that the length of the leading signature sig1 (once
its computation is finished) is equal to or greater than 64 (i.e., the leading
signature is composed of a minimum of 32 elements, where each element
is coded as a pair of characters). During the first execution of the while
loop, three different signatures are created: One linked to the initial block
size (blockSize1=blockSize), another related to half the initial block size
(blockSize2=blockSize/2), and another one linked to the value computed as
the initial block size divided by 4 (blockSize4=blockSize/4, where we have
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Algorithm 2 SiSe signature generation.
1: inputSize ← length(inputFile)
2: blockSize ← 3
3: quotient ← floor(inputSize/64 )
4: while (blockSize < quotient) do
5: blockSize ← 2·blockSize
6: end while
7: sig1Len, sig2Len ← 0
8: blockSize1 ← blockSize
9: blockSize2 ← blockSize1/2

10: blockSize4 ← blockSize1/4
11: while ((sig1Len < 64) and (sig2Len < 64)) do
12: index ← 0
13: last1, last2, last4 ← -1
14: while (index < inputSize) do
15: currentByte ← subArray(baInput,index,index+1)
16: baWindow ← updateWindow(currentByte)
17: resultAdler ← Adler∗(baWindow)
18: if ((resultAdler % blockSize4) = (blockSize4 - dec)) then
19: baBlock4 ← subArray(baInput,last4+1,index)
20: resultFNV ← FNV∗(baBlock4)
21: pairChars ← codify(resultFNV)
22: sig4 ← append(sig4, pairChars)
23: last4 ← index
24: if ((resultAdler % blockSize2) = (blockSize2 - dec)) then
25: baBlock2 ← subArray(baInput,last2+1,index)
26: resultFNV ← FNV∗(baBlock2)
27: pairChars ← codify(resultFNV)
28: sig2 ← append(sig2, pairChars)
29: last2 ← index
30: if ((resultAdler % blockSize1) = (blockSize1 - dec)) then
31: baBlock1 ← subArray(baInput,last1+1,index)
32: resultFNV ← FNV∗(baBlock1)
33: pairChars ← codify(resultFNV)
34: sig1 ← append(sig1, pairChars)
35: last1 ← index
36: end if
37: end if
38: end if
39: end while
40: sig1Len ← length(sig1)
41: sig2Len ← length(sig2)
42: if (sig1Len < 64) and (sig2Len < 64) then
43: blockSize1 ← blockSize1/4
44: blockSize2 ← blockSize1/2
45: blockSize4 ← blockSize1/4
46: else
47: if (sig1Len < 64) then
48: return sig1,sig2
49: else
50: return sig2,sig4
51: end if
52: end if
53: end while
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used blockSize4 instead of blockSize3 on purpose, so it is easier to recall
the relationship).

Inside that external while loop we have used an internal while loop to
manage the file content, so we can compute the Adler-32 variant output of the
rolling window (baWindow) and check if we have reached a distinguished point
for the third signature (i.e., if the output of the Adler-32 function modulo four
times the blockSize is equal to the block size minus the decremental value).
If so, it computes the FNV variant output of the block starting just after the
last distinguished point and ending at the current distinguished point. Then,
it takes the last 12 bits of the FNV output and converts that value into two
printable characters, using 6 bits for each character with Base64 encoding. As
we mentioned before, we have put no limitation in the maximum length of the
signature.

Once the internal while loop is finished, we check if the length of either the
first or the second signatures are equal or greater than 64 single characters. If
the first signature is large enough, we return the first and second signatures.
If the first signature is too small but the second signature is large enough,
we return the second and third signatures. If neither the first nor the second
signatures are large enough, we start a new execution of the external while loop
after updating the block sizes in the following way: blockSize1=blockSize4,
blockSize2=blockSize1/2, and blockSize4=blockSize1/4.

6.3.2 SiSe’s signature comparison

The function of Algorithm 3 is to perform the signature comparison the
strings sig1 and sig2, whose design was already explained previously.

The meaning of the functions not presented in the previous section is the
following:

• longestCommonSubtrNoHyph(string1,string2): It returns the longest
common substring which does not contain the hyphen (-) character.

• hyphenString(size): It creates a new string of length size containing
only the hyphen character.

• indexOf(string,substring): It returns the position where the first
character of substring is located inside string.

• replace(string,index,size,substring): It replaces the existing
substring of size characters starting at index with the characters
contained in substring.

• charAt(string,index): It returns the character of string located at
index.
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Algorithm 3 SiSe signature comparison.
1: if (sig1Len > sig2Len) then
2: sig1 ↔ sig2
3: sig1Len ↔ sig2Len
4: end if
5: sig1temp ← sig1
6: sig2temp ← sig2
7: common ← longestCommonSubtrNoHyph(sig1temp,sig2temp)
8: commonLen ← length(common)
9: sig2mod ← hyphenString(sig2Len)
10: diff ← 0
11: while (commonLen > 1) do
12: pos1 ← indexOf(sig1temp,common)
13: pos2 ← indexOf(sig2temp,common)
14: sig2mod ← replace(sig2mod,pos1,commonLen,common)
15: if (|pos1-pos2| > |sig1Len-sig2Len|) then
16: if (commonLen > 2) then
17: diff ← diff + 1
18: else
19: diff ← diff + 0.5
20: end if
21: end if
22: sig1temp ← replace(sig1temp,pos1,commonLen,hyphenString(commonLen))
23: sig2temp ← replace(sig2temp,pos2,commonLen,hyphenString(commonLen))
24: common ← longestCommonSubtrNoHyph(sig1temp,sig2temp)
25: commonLen ← length(common)
26: end while
27: for all i such that 0 ≤ i ≤ length(sig2temp) do
28: char ← charAt(sig2temp,i)
29: if char 6= “-” then
30: pos2 ← indexOf(sig2mod,“-”)
31: sig2mod ← replace(sig2mod,pos2,1,char)
32: end if
33: end for
34: for all i such that 0 ≤ i ≤ length(sig2temp) do
35: if ((i ≥ sig1Len) or (charAt(sig1,i) 6= charAt(sig2mod,i))) then
36: diff ← diff + 1
37: end if
38: end for
39: return

(
100− diff · 100

sig2Len/2

)

The algorithm is composed of a for loop, which shifts sig1 to the left
in order to create the modified signature. For each of the sig1Len modified
signatures the algorithm computes two results: The first one is obtained by
directly applying the edit distance function used by ssdeep and subtracting
a penalty which depends on the maximum penalty for the rotation case and
on the extent of the rotation. The penalty computed in this way is maximum
when the number of positions shifted is half the signature length and minimum
when there is no rotation.





Chapter 7

Experimental results with the SiSe
function

In this chapter we provide the results that we have obtained when
comparing SiSe, ssdeep, and sdhash in different scenarios. There
are three groups of tests: similarity tests, dissimilarity tests, and
performance tests. For each of the first two groups, we have tested
files of different types: plaint text files, word documents, and BMP
and JPEG images. We have also performed a special test with
ad-hoc signatures intended to check the behaviour of such programs
in some extreme cases.

As an application of this tool to the iris pattern recognition, in each
of the experiments we have used the SiSe function to compare
the iris pattern in a different variety of formats: raw images,
normalised images, templates extracted, and parameters of the
fuzzy crypto-biometric scheme.

7.1 Introduction

As ssdeep and sdhash are currently the best known SPHF, we have
chosen both functions to perform several experiments and compare their results
to the ones obtained from our SiSe function to measure its behaviour and
effectiveness. Our aim is to conclude if the performance of SiSe is applicable
to the nowadays necessities in forensics research not only in terms of generating
realistic results but also in terms of computational costs. To do so, we will
assess the way our function fulfills the 11 properties that every SPHF should
have, which were explained in §6.1.
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7.2 Experimental results over general files

As mentioned in §6.2, after performing several tests with different
combinations of the block size, the window size, and the decremental value,
we found that there were no appreciable differences in the results. For that
reason, we have decided to use the default parameters in the tests described
in this section, as they are the same values that ssdeep uses and, in this way,
it is easier to derive conclusions from them.

The results obtained with ssdeep and displayed in the cells of tables
included below, contain two values: the first one has been obtained by
comparing two signature files, and the second one when comparing a signature
file (which corresponds to the identifier located at the first position of the
row of the given table) and a data file (which corresponds to the identifier
located at the first position of the column of the given table). In comparison,
the results provided by sdhash only show one value, which has been obtained
when working with a file that contains two or more signatures. Finally, the
results obtained with SiSe include a third value compared to those provided
by ssdeep, that is computed using two data files (which correspond to the
identifiers located at the first position of the row and the first position of the
column of the given table).

While the ssdeep matrices are always symmetric, that is not always the
case for the matrices related to SiSe. The reason for this is the following: in
the second scenario for each comparison, we contrast a signature file (the row
file) with the content of a data file (the column file). The application, based
on the behaviour defined by us, imposes the leading block size of the row file
when computing the signature of the column file. If the leading block size of
the row file is smaller than the theoretical leading block size of the column file,
a signature (which in principle is longer than the signature that would have
been generated when using SiSe without any parameters) is produced by the
application. However, when the leading block size of the row size is bigger than
the theoretical leading block size of the column size, it may happen that, when
that block size is imposed on the column file, no signature of the minimum
length is generated, so the application is not able to perform the comparison.
In other cases there may be small differences in the result given by SiSe for
the second test in both comparisons, depending on the leading block size used
in each case. In contrast, in the first and third scenarios, for each comparison
(i.e., when using two signature files and two data files, respectively) the results
are always symmetric.

Regarding the performance tests, we have studied the running time of the
signature generation process with files whose size span from a few kilobytes to
almost four gigabytes.
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7.2.1 Similarity tests

In these tests we have performed several comparisons with the aim of
obtaining the level of similarity between different files. In this sense our main
objective was to generate realistic results consistent with the content of the
files, as it was mentioned in §6.1. We have used different formats of files, such
as plain text documents, Word documents, BMP images, and JPEG images.

Plain text documents

In our first test, we have used plain text files with the first 10 chapters
of Miguel de Cervantes’ Don Quijote, in the version offered by The Project
Gutenberg ([Cervantes Saavedra, 2010]). The files used in this text are the
following:

• Q01.txt: Quijote’s chapter 1 (10,639 bytes).

• Q02.txt: Quijote’s chapters 1-2 (23,391 bytes).

• Q03.txt: Quijote’s chapters 1-3 (36,581 bytes).

• Q04.txt: Quijote’s chapters 1-4 (50,315 bytes).

• Q05.txt: Quijote’s chapters 1-5 (59,238 bytes).

• Q10.txt: Quijote’s chapters 1-10 (122,600 bytes).

Tables 7.1, 7.2, and 7.3 show the results of the tests using ssdeep, sdhash,
and SiSe, respectively.

Q01 Q02 Q03 Q04 Q05 Q10
Q01 100/100 65/65 0/0 0/0 0/0 0/0
Q02 65/65 100/100 77/77 68/68 68/68 0/0
Q03 0/0 77/77 100/100 90/90 90/90 49/49
Q04 0/0 68/68 90/90 100/100 99/99 52/52
Q05 0/0 68/68 90/90 99/99 100/100 61/61
Q10 0/0 0/0 49/49 52/52 61/61 100/99

Table 7.1: Test results for similar plain text files with ssdeep.

As it can be observed in those tables, SiSe is the only application that offers
results according to our similarity definition presented in §6.1. For example,
given the content and size of Q02.txt (23.391 bytes) and Q05.txt (59.238
bytes), a result of 43% seems more appropriate than 68% (ssdeep) or 99%
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Q01 Q02 Q03 Q04 Q05 Q10
Q01 - 100 100 100 100 100
Q02 100 - 99 99 99 99
Q03 100 99 - 100 100 100
Q04 100 99 100 - 99 99
Q05 100 99 100 99 - 100
Q10 100 99 100 99 100 -

Table 7.2: Test results for similar plain text files with sdhash.

Q01 Q02 Q03 Q04 Q05 Q10
Q01 100/100/100 42/46/46 -/31/31 -/23/23 -/19/19 -/10/10
Q02 42/42/46 100/100/100 65/65/65 49/49/49 43/43/43 -/24/24
Q03 -/-/31 65/66/65 100/100/100 75/75/75 66/66/66 33/36/36
Q04 -/-/23 49/49/49 75/75/75 100/100/100 88/88/88 46/48/48
Q05 -/-/19 43/43/43 66/66/66 88/88/88 100/100/100 55/55/55
Q10 -/-/10 -/22/24 33/33/36 46/46/48 55/55/55 100/100/100

Table 7.3: Test results for similar plain text files with SiSe.

(sdhash), taking into account their respective sizes and the fact that all the
content of Q02.txt is included in Q05.txt. Considering another example,
both ssdeep and sdhash state that the first four chapters and the first five
chapters are 99% similar, while SiSe lowers this value to 88%, which is more
in line with the respective size and content of the files.

Finally, it is important to note that SiSe provides results in some cases
where ssdeep directly returns a value of 0, as in the comparison between
Q01.txt and Q03.txt or the comparison between Q02.txt and Q10.txt (the
values generated by sdhash in those cases are 100 and 99, respectively).

Word documents

In this test we have used the same content as in the previous one, although
in this case the chapters of Don Quijote were saved as Microsoft Word 2010
files under the following names.

• Q01.docx: Quijote’s chapter 1 (20,478 bytes).

• Q02.docx: Quijote’s chapters 1-2 (25,655 bytes).

• Q03.docx: Quijote’s chapters 1-3 (32,564 bytes).

• Q04.docx: Quijote’s chapters 1-4 (39,827 bytes).
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• Q05.docx: Quijote’s chapters 1-5 (44,544 bytes).

• Q10.docx: Quijote’s chapters 1-10 (78,016 bytes).

With the information included in Tables 7.4, 7.5, and 7.6, it is clear that
SiSe is able to compare more combinations of files than ssdeep. In fact, there
is only one case where SiSe is not able to compare the two signature files,
though that problem can be solved by directly comparing the files Q01.docx
and Q10.docx.

Regarding sdhash, it can be observed that its output values do no reflect
the trend that is identifiable in SiSe where, given one file (e.g. Q01.docx) the
comparison score decreases as the other file used in the comparison gets bigger
(Q02.docx, Q03.docx, etc.), as the content of the initial file is “diluted” in the
bigger files.

Q01 Q02 Q03 Q04 Q05 Q10
Q01 100/100 49/49 0/0 0/0 0/0 0/0
Q02 49/49 100/100 44/44 0/0 0/0 0/0
Q03 0/0 44/44 100/100 0/0 0/0 0/0
Q04 0/0 0/0 0/0 100/100 0/0 0/0
Q05 0/0 0/0 0/0 0/0 100/100 0/0
Q10 0/0 0/0 0/0 0/0 0/0 100/99

Table 7.4: Test results for similar Word documents with ssdeep.

Q01 Q02 Q03 Q04 Q05 Q10
Q01 - 22 29 30 25 25
Q02 22 - 19 17 17 15
Q03 29 19 - 18 13 16
Q04 30 17 18 - 12 13
Q05 25 17 13 12 - 14
Q10 25 15 16 13 14 -

Table 7.5: Test results for similar Word documents with sdhash.

BMP images

This test makes use of the three images shown in Fig. 7.1. In the first
one we have used Lenna’s classic greyscale test image obtained from [Wakin,
2003]. For the second and third images, we have used the same image with
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Q01 Q02 Q03 Q04 Q05 Q10
Q01 100/100/100 32/32/32 27/27/27 22/22/22 18/18/18 -/10/10
Q02 32/32/32 100/100/100 28/28/28 20/20/20 21/21/21 10/11/11
Q03 27/27/27 28/28/28 100/100/100 19/19/19 17/17/17 7/10/10
Q04 22/22/22 20/20/20 19/19/19 100/100/100 17/17/17 7/10/10
Q05 18/18/18 21/21/21 17/17/17 17/17/17 100/100/100 10/12/12
Q10 -/-/10 10/10/11 7/7/10 7/7/10 10/10/12 100/100/100

Table 7.6: Test results for similar Word documents with SiSe.

half of it rearranged horizontally and vertically, respectively. Given that the
three images are bitmaps of the same resolution, the size of the three files is
the same (786,486 bytes).

Figure 7.1: BMP test images for similarity tests.

The results are displayed in Tables 7.7, 7.8, and 7.9, where we have used
the identifiers BMP 1, BMP 2, and BMP 3 for the three images.

BMP 1 BMP 2 BMP 3
BMP 1 100/100 52/52 0/0
BMP 2 52/0 100/100 0/0
BMP 3 0/0 0/0 100/100

Table 7.7: Test results for similar BMP images with ssdeep.

BMP 1 BMP 2 BMP 3
BMP 1 - 57 65
BMP 2 57 - 32
BMP 3 65 32 -

Table 7.8: Test results for similar BMP images with sdhash.
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BMP 1 BMP 2 BMP 3
BMP 1 100/100/100 98/98/98 18/18/18
BMP 2 98/98/98 100/100/100 12/12/12
BMP 3 18/18/18 12/12/12 100/100/100

Table 7.9: Test results for similar BMP images with SiSe.

While ssdeep is not able to compare the image horizontally rotated to the
other images, SiSe obtains results in both cases. In addition to that, SiSe
correctly assigns a larger similarity degree to the comparison of the first and
second images (98%) than ssdeep (52%), which we believe is closer to the
result of a visual examination. In comparison, sdhash provides better results
according to our similarity definition when comparing the third image with
the other two. However it results are worse than SiSe when comparing the
first two images between them.

JPEG images

The JPEG images used in this test were created by converting the BMP
images of the previous test into JPEG format using the well-known application
Microsoft Paint. They are denoted as JPEG 1, JPEG 2, and JPEG 3 in
Tables 7.10, 7.11, and 7.12, and their sizes are 82,912 bytes, 83,475 bytes, and
82,860 bytes, respectively.

JPEG 1 JPEG 2 JPEG 3
JPEG 1 100/100 0/0 0/0
JPEG 2 0/0 100/100 0/0
JPEG 3 0/0 0/0 100/100

Table 7.10: Test results for similar JPEG images with ssdeep.

JPEG 1 JPEG 2 JPEG 3
JPEG 1 - 0 0
JPEG 2 0 - 0
JPEG 3 0 0 -

Table 7.11: Test results for similar JPEG images with sdhash.

In the case of JPEG images, SiSe does not offer much better results than
ssdeep or sdhash. In fact, all of them provide false negatives when comparing
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JPEG 1 JPEG 2 JPEG 3
JPEG 1 100/100/100 3/3/3 10/10/10
JPEG 2 3/3/3 100/100/100 2/2/2
JPEG 3 10/10/10 2/2/2 100/100/100

Table 7.12: Test results for similar JPEG images with SiSe.

similar images. We believe this is due to the internal codification imposed
when converting the test images from the BMP format to the JPEG standard.

7.2.2 Dissimilarity tests

The goal of the dissimilarity tests is to compare files of the same format
but with different content in order to detect undesirable false positives. To
perform these tests, we have used clearly different files in each case.

Plain text documents

In this test, we have used plain text files which contain the following books
as offered by The Project Gutenberg:

• Machine.txt (201,875 bytes): H. G. Wells’ The Time Machine ([Wells,
2011]).

• Treasure.txt (397,415 bytes): Robert Louis Stevenson’s Treasure
Island ([Stevenson, 2009]).

• Voyage.txt (460,559 bytes): Jules Verne’s Voyage au Centre de la Terre
([Verne, 2011]).

• Quijote.txt (2,198,927 bytes): Miguel de Cervantes’ Don Quijote
([Cervantes Saavedra, 2010]).

The results obtained with these files are offered in Tables 7.13, 7.14, and
7.15.

The maximum value obtained by SiSe when compared dissimilar files is 6,
which implies that a threshold could be establish to discard false positives (a
value less than 10 would suffice). In comparison, ssdeep returns a value of 0 for
all the cases without executing its edit distance algorithm, as the corresponding
signatures do not have a common substring of at least 7 characters. The values
generated by sdhash are slightly higher that those provided by SiSe, but the
difference is not relevant.
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Machine Treasure Voyage Quijote
Machine 100/100 0/0 0/0 0/0
Treasure 0/0 100/100 0/0 0/0
Voyage 0/0 0/0 100/100 0/0
Quijote 0/0 0/0 0/0 100/100

Table 7.13: Test results for dissimilar plain text files with ssdeep.

Machine Treasure Voyage Quijote
Machine - 8 7 9
Treasure 8 - 3 4
Voyage 7 3 - 4
Quijote 9 4 4 -

Table 7.14: Test results for dissimilar plain text files with sdhash.

Machine Treasure Voyage Quijote
Machine 100/100/100 6/6/6 2/5/5 -/3/3
Treasure 6/6/6 100/100/100 3/3/3 -/4/4
Voyage 2/2/5 3/3/3 100/100/100 -/4/4
Quijote -/-/3 -/-/4 -/-/4 100/100/100

Table 7.15: Test results for dissimilar plain text files with SiSe.
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Word documents

In this test, we have created new Microsoft Word 2010 files with the same
content than the four plain text files of the previous test. The file size of each
document is the following:

• Machine.docx: 118,169 bytes.

• Treasure.docx: 372,941 bytes.

• Voyage.docx: 263,316 bytes.

• Quijote.docx: 1,918,754 bytes.

Tables 7.16, 7.17, and 7.18 include the results of this test, where the highest
dissimilarity score given by both sdhash and SiSe is 3, which is not significant.

Machine Treasure Voyage Quijote
Machine 100/100 0/0 0/0 0/0
Treasure 0/0 100/100 0/0 0/0
Voyage 0/0 0/0 100/100 0/0
Quijote 0/0 0/0 0/0 100/100

Table 7.16: Test results for dissimilar Word documents with ssdeep.

Machine Treasure Voyage Quijote
Machine - 0 3 0
Treasure 0 - 0 0
Voyage 3 0 - 0
Quijote 0 0 0 0

Table 7.17: Test results for dissimilar Word documents with sdhash.

Machine Treasure Voyage Quijote
Machine 100/100/100 3/3/3 2/2/2 -/2/2
Treasure 3/3/3 100/100/100 2/2/2 -/3/3
Voyage 2/2/2 2/2/2 100/100/100 -/3/3
Quijote -/-/2 -/-/3 -/-/3 100/100/100

Table 7.18: Test results for dissimilar Word documents with SiSe.
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BMP images

In this test, we have used three well-known test images obtained from
[Levkin, 2013]. As it can be observed in Figure 7.2, the first one is Lenna’s
portrait (lenna.bmp), the second one is the photograph of a combat jet
(airplane.bmp), and the third one displays several vegetables (pepper.bmp).
As the resolution of the three files is 512× 512 pixels, and they use 24 bits per
pixel, their size is 786,486 bytes.

Figure 7.2: BMP test images for dissimilarity tests.

The results obtained with ssdeep, sdhash, and SiSe are displayed in
Tables 7.19, 7.20, and 7.21, respectively.

Lenna Airplane Pepper
Lenna 100/100 0/0 0/0

Airplane 0/0 100/100 0/0
Pepper 0/0 0/0 100/100

Table 7.19: Test results for dissimilar BMP images with ssdeep.

Lenna Airplane Pepper
Lenna - 0 0

Airplane 0 - 0
Pepper 0 0 -

Table 7.20: Test results for dissimilar BMP images with sdhash.

While ssdeep and sdhash provide a result of 0 when comparing different
files in all cases, the maximum value reported by SiSe in those instances is 4,
which can be discarded by setting a low threshold level.
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Lenna Airplane Pepper
Lenna 100/100/100 1/1/1 2/2/2

Airplane 1/1/1 100/100/100 0/4/4
Pepper 2/2/2 0/0/4 100/100/100

Table 7.21: Test results for dissimilar BMP images with SiSe.

JPEG images

The JPEG images used in this test were converted from the BMP images
of the previous test using Microsoft Paint. The size of the JPEG files are
105,363 bytes (lenna.jpg), 89,440 bytes (airplane.jpg), and 112,890 bytes
(pepper.jpg). Tables 7.22, 7.23 and 7.24 show the results of this test.

Lenna Airplane Pepper
Lenna 100/100 0/0 0/0

Airplane 0/0 100/100 0/0
Pepper 0/0 0/0 100/100

Table 7.22: Test results for dissimilar JPEG images with ssdeep.

Lenna Airplane Pepper
Lenna - 0 0

Airplane 0 - 0
Pepper 0 0 -

Table 7.23: Test results for dissimilar JPEG images with sdhash.

Lenna Airplane Pepper
Lenna 100/100/100 4/4/4 3/3/3

Airplane 4/4/4 100/100/100 4/5/5
Pepper 3/3/3 4/4/5 100/100/100

Table 7.24: Test results for dissimilar JPEG images with SiSe.

As in the previous test, ssdeep and sdhash provide a result of 0 in all
cases, while the maximum value obtained by SiSe in these tests is 5, which
again can be discarded by using a low threshold level.
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7.2.3 Special signatures

In this test, our goal was to check the behaviour of SiSe when using special
signatures. Even though we are aware that the tests included below represent
extreme cases, which cannot be directly translated to regular input data files,
we though it would be worthwhile to test ssdeep and SiSe, in this scenario,
as it represents different degrees of content modification.

We have not reproduced this test with sdhash due to the fact that its
signature generation process is very different and it was not possible to check
if the forged signatures truly reflected the nature of the tests.

Due to their nature, these special signatures are not related to actual files,
so they have been developed ad-hoc. The special signatures for ssdeep are
the following ones:

s01: ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz
s02: ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
s03: abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ
s04: 12345678901234567890123456ABCDEFGHIJKLMNOPQRSTUVWXYZ
s05: BADCFEHGJILKNMPORQTSVUXWZYbadcfehgjilknmporqtsvuxwzy
s06: CDABGHEFKLIJOPMNSTQRWXUVabYZefcdijghmnklqropuvstyzwx
s07: EFGHABCDMNOPIJKLUVWXQRSTcdefYZabklmnghijstuvopqrwxyz
s08: IJKLMNOPABCDEFGHYZabcdefQRSTUVWXopqrstuvghijklmnwxyz
s09: QRSTUVWXYZabcdefABCDEFGHIJKLMNOPwxyzghijklmnopqrstuv
s10: ghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZabcdef

The first signature, s01, can be considered the base signature of all the
set. The second signature, s02, replaces the second half of s01 with its own
first half. Signature s03 swaps the two blocks that form s01. In addition
to the previous change, signature s04 replaces the first half of the signature
with a digit string. Signatures s05 to s10 take as basis the first signature and
perform transpositions of blocks whose size are 1, 2, 4, 8, 16, and 32 characters,
respectively.

Given that SiSe signatures use two characters per trigger point, we have
adapted the special signatures of ssdeep to the format managed by SiSe.
In that sense, we have repeated each character, so for example A and a are
transformed into AA and aa, respectively. In detail, the special signatures
created for SiSe are the ones listed below:
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S01 :AABBCCDDEEFFGGHHIIJJKKLLMMNNOOPPQQRRSSTTUUVVW1XXYYZZaabbccdd
eeffgghhiijjkkllmmnnooppqqrrssttuuvvwwxxyyzz

S02 :AABBCCDDEEFFGGHHIIJJKKLLMMNNOOPPQQRRSSTTUUVVW1XXYYZZAABBCCDD
EEFFGGHHIIJJKKLLMMNNOOPPQQRRSSTTUUVVW1XXYYZZ

S03 :aabbccddeeffgghhiijjkkllmmnnooppqqrrssttuuvvwwxxyyzzAABBCCDD
EEFFGGHHIIJJKKLLMMNNOOPPQQRRSSTTUUVVW1XXYYZZ

S04 :1121314151617181910111213141516171819101112131415161AABBCCDD
EEFFGGHHIIJJKKLLMMNNOOPPQQRRSSTTUUVVW1XXYYZZ

S05 :BBAADDCCFFEEHHGGJJIILLKKNNMMPPOORRQQTTSSVVUUXXW1ZZYYbbaaddcc
ffeehhggjjiillkknnmmppoorrqqttssvvuuxxwwzzyy

S06 :CCDDAABBGGHHEEFFKKLLIIJJOOPPMMNNSSTTQQRRW1XXUUVVaabbYYZZeeff
ccddiijjgghhmmnnkkllqqrrooppuuvvssttyyzzwwxx

S07 :EEFFGGHHAABBCCDDMMNNOOPPIIJJKKLLUUVVW1XXQQRRSSTTccddeeffYYZZ
aabbkkllmmnngghhiijjssttuuvvooppqqrrwwxxyyzz

S08 :IIJJKKLLMMNNOOPPAABBCCDDEEFFGGHHYYZZaabbccddeeffQQRRSSTTUUVV
W1XXooppqqrrssttuuvvgghhiijjkkllmmnnwwxxyyzz

S09 :QQRRSSTTUUVVW1XXYYZZaabbccddeeffAABBCCDDEEFFGGHHIIJJKKLLMMNN
OOPPwwxxyyzzgghhiijjkkllmmnnooppqqrrssttuuvv

S10 :gghhiijjkkllmmnnooppqqrrssttuuvvwwxxyyzzAABBCCDDEEFFGGHHIIJJ
KKLLMMNNOOPPQQRRSSTTUUVVW1XXYYZZaabbccddeeff

The results obtained when comparing these special signatures are included
in Tables 7.25 and 7.26.

As it can be observed, SiSe is able to provide meaningful results in all the
comparisons, which is not the case in ssdeep. For example, the comparison
between s01 and s07, which renders a score of 0 in ssdeep, is evaluated as
having a similarity degree of 77% by SiSe (using the corresponding signatures
S01 and S07).

On the other hand, the results provided by SiSe are clearly more adapted
to out similarity definition. For instance, when comparing S01 to S03 and S04,
it is clear that S03 is almost the same string as S01, whilst S04 only shares with
S01 half of its string. However, ssdeep is not able to detect that difference
and assigns a value of 50% to both cases (using the corresponding signatures
s01, s03, and s04). In comparison, SiSe computes the similarity degree as 97%
and 49%, respectively.
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s01 s02 s03 s04 s05 s06 s07 s08 s09 s10
s01 100 50 50 50 0 0 0 55 63 63
s02 50 100 50 50 0 0 0 47 50 50
s03 50 50 100 50 0 0 0 36 44 90
s04 50 50 50 100 0 0 0 32 32 50
s05 0 0 0 0 100 0 0 0 0 0
s06 0 0 0 0 0 100 0 0 0 0
s07 0 0 0 0 0 0 100 0 0 0
s08 55 47 36 32 0 0 0 100 32 32
s09 63 50 44 32 0 0 0 32 100 32
s10 63 50 90 50 0 0 0 32 32 100

Table 7.25: Test results for special cases with ssdeep.

S01 S02 S03 S04 S05 S06 S07 S08 S09 S10
S01 100 50 97 49 50 50 77 89 93 97
S02 50 100 49 49 25 25 37 43 47 49
S03 97 49 100 50 50 50 74 85 91 97
S04 49 49 50 100 25 25 37 43 47 49
S05 50 25 50 25 100 50 50 50 50 50
S06 50 25 50 25 50 100 50 50 50 50
S07 77 37 74 37 50 50 100 77 79 75
S08 89 43 85 43 50 50 77 100 87 87
S09 93 47 91 47 50 50 79 87 100 93
S10 97 49 97 49 50 50 75 87 93 100

Table 7.26: Tests results for special cases with SiSe.
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7.2.4 Performance test

In this section we show a comparison of the running time when creating
signatures with the three applications: ssdeep, sdhash, and SiSe. The tests
whose results are presented below were completed using a PC with Windows
7 Professional OS, 8GB RAM, and an Intel Core i7 processor at 3.40 GHz.

The files used to produce the data included in Table 7.27 are the following:

• README (3,096 bytes): The ssdeep 2.10 readme file ([SourceForge, 2013]).

• lshort.pdf (2,139,686 bytes bytes): The Not So Short Introduction to
LATEX ([Oetiker et al., 2011]).

• rt.jar (51,806,208 bytes): The JRE 7 1.7.0_25 runtime file ([Oracle,
2013b]).

• VirtualBox-4.3.2-90405-Win.exe (106,230,544 bytes): a Virtual Box
installation file ([Oracle, 2013a]).

• 11379_Zipper_Eruption_H264_Good_1920x1080_29.97.mov
(441,466,291 bytes): A NASA video ([NASA, 2013]).

• Fedora-Live-Desktop-i686-19-1.iso (963,641,344 bytes): One of the
Fedora 19 distribution files ([Fedora Project, 2013]).

• debian-7.2.0-i386-DVD-1.iso (3,998,007,296 bytes): One of the
Debian distribution files ([SPI, 2011]).

File type ssdeep sdhash SiSe
README 34 84 101

lshort.pdf 244 286 330
rt.jar 1,850 1,656 2,401

VirtualBox-4.3.2-90405-Win.exe 5,310 3,638 3,297
11379_Zipper_Eruption_H264_Good_1920x1080_29.97.mov 17,916 13,751 11,939

Fedora-Live-Desktop-i686-19-1.iso 34,846 30,731 23,868
debian-7.2.0-i386-DVD-1.iso 145,503∗ 124,314 100,513

Table 7.27: Running time in milliseconds (* denotes an execution error).

As it can be observed in Table 7.27, ssdeep and sdhash are faster than
SiSe with small files, while our Java implementation of SiSe is faster with
medium to large files. As Java is an interpreted language, we believe that the
worse performance with small files is due to the overhead inherently added by
Java, which is more relevant when the overall running time is small. However,
in medium to big files that overhead is insignificant compared to the total
running time, which provides a more reliable comparison. As a future work,
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we think it would be interesting to compare ssdeep and sdhash against a
C++ implementation of SiSe.

In addition to our previous comments, it must be noted that ssdeep finishes
the execution with the Debian ISO file prompting an error message, so no file
signature is provided by ssdeep in that case. We believe that it is due to the
size of the file, which is not managed correctly by ssdeep. In comparison, both
sdhash and SiSe finish their execution generating a proper file signature.

7.2.5 Signature size tests

Finally, we have compared the signature size by means of the value
indicated by the files storing them. Table 7.28 includes the size of the files
that store the signatures (in each file only one signature has been included).

File type ssdeep sdhash SiSe
README 210 391 563

lshort.pdf 189 74,809 487
rt.jar 212 1,100,435 625

VirtualBox-4.3.2-90405-Win.exe 206 2,256,517 509
11379_Zipper_Eruption_H264_Good_1920x1080_29.97.mov 266 9,377,307 727

Fedora-Live-Desktop-i686-19-1.iso 211 20,468,719 535
debian-7.2.0-i386-DVD-1.iso 142∗ 84,921,252 533

Table 7.28: Signature size in bytes (* denotes a file with no signature due to an
execution error).

The shortest signatures are produced by ssdeep, followed by SiSe. Both
applications generate signatures of less than 1 KByte. In comparison, the
signature files of sdhash have sizes which are several orders of magnitude bigger
in most of the cases, making their storage a major issue when processing large
volumes of files. This characteristic is due to the fact that the signature size in
sdhash is proportional to the input size ([Breitinger and Baier, 2012b]), while
that is not the case for ssdeep and SiSe. In a test performed by Breitinger
and Baier, they found that the signature size is in average 3.3% the size of
the original file, which in computer forensics is certainly an inadequate value
([Breitinger and Baier, 2012b]).

As a collateral fact, it is worthwhile to mention that in ssdeep and SiSe
the complete file path is included in the signature, while in sdhash only the
file name is included.
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7.3 SiSe tests with iris files

In terms of the iris pattern identification and recognition, which is one of
the aims of the development of such SPHF, we have used different sources
trying to obtain meaningful results in terms of similarity in the experiments
carried out. The idea is to use the SiSe function as an additional step to
identify, distinguish or, at least, filter in a more efficient way those possible
attackers for being recognized as legitimate users in the fuzzy crypto-biometric
scheme. Consequently the FMR and FNMR would be enhanced.

This time, the tests are not divided between similarity and dissimilarity,
since it was more efficient to understand the process of iris files as a whole
(comparing templates of the same users and of different users at the same
time). In this way, by comparing the final results obtained in the comparisson
of those similar and non-similar templates, the main aim of the tests, e.g.
finding a threshold to distinguish users, would be achieved at once.

Following this approach, we have used the iris pattern in four different
formats trying to cover the different stages of the fuzzy crypto-biometric
scheme. The SiSe function applied to each of them, if nothing different is
specified, uses the default values for its parameters. The results obtained are
shown below divided according to the different formats used:

• Iris raw images : Iris images obtained from the CASIA database in BMP
format.

• Iris normalized images : Iris images normalized after applying the
extraction algorithm eliminating the distorsion that the eyelids and
eyelashes can cause. These images are presented as a rectangle in BMP,
JPEG, and PNG formats.

• Iris templates : Final result of the iris extraction algorithm in which the
iris is presented as a 3072-bit iris code in plain text format.

• Iris parameter (deltas) obtained in the fuzzy crypto-biometric scheme:
The iris deltas are one of the outputs of the enrollment phase of the
fuzzy crypto-biometric scheme and the aim is to analyze their level of
similarity by presenting them as a plain text format to the SiSe function.

7.3.1 Plain text documents

We have analysed the behaviour of the SiSe function using as inputs the iris
templates of 3072 bits obtained from the iris images of the CASIA database.
These templates have been presented as plain text files in two different numeric
bases: Hexadecimal and binary.
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The experiment has consisted on comparing all 7 different templates of each
user firstly among them and then with the templates of the remaining users.
The main aim was to find a threshold which would lead to avoid unknown
users to be identified as legitimate ones.

Tables 7.29–7.34 show the final result of the comparison for two specific
users, User 1 and User 7. Firstly comparing the templates among themselves
and then one user with the other in binary and in hexadecimal format.

User 1 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 7 9 7 10 9 9
# 2 7 100 10 8 11 11 9
# 3 9 10 100 10 11 9 11
# 4 7 8 10 100 11 7 7
# 5 10 11 11 11 100 8 10
# 6 9 11 9 7 8 100 9
# 7 9 9 11 7 10 9 100

Table 7.29: User 1 iris templates comparison (hexadecimal format).

User 7 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 5 6 8 5 11 8
# 2 5 100 5 7 5 8 8
# 3 6 5 100 6 5 8 7
# 4 8 7 6 100 5 10 7
# 5 5 5 5 5 100 5 7
# 6 11 8 8 10 5 100 12
# 7 8 8 7 7 7 12 100

Table 7.30: User 7 iris templates comparison (hexadecimal format).

We have carried out the same comparison modifying the default
parameters, e.g. using a sliding window of size 3, but it does not improve
the results.

Comparing the tables among them (splitting into those represented in
hexadecimal and those in binary), there cannot be stated any threshold or
limit to distinguish legitimate users from attackers.

The same kind of experiment has been performed but instead of using the
iris template extracted, the analysis was carried out using the deltas output
of the fuzzy crypto-biometric scheme. In this case, as our analysis obtained
results for three different sizes of secret S (128, 192, and 256 bits), we have
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User1
User7

# 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 8 11 10 7 10 9 9
# 2 10 5 6 8 11 6 6
# 3 6 7 7 6 8 4 6
# 4 8 10 8 7 8 9 10
# 5 6 8 7 5 8 5 5
# 6 9 11 11 9 14 8 9
# 7 8 8 11 7 10 8 9

Table 7.31: User 1 and user 7 iris templates comparison (hexadecimal format).

User 1 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 17 15 16 13 13 13
# 2 17 100 12 13 20 13 13
# 3 15 12 100 12 12 13 19
# 4 16 13 12 100 17 12 14
# 5 13 20 12 17 100 13 14
# 6 13 13 13 12 13 100 11
# 7 13 13 19 14 14 11 100

Table 7.32: User 1 iris templates comparison (binary format).

User 7 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 21 15 17 16 15 18
# 2 21 100 13 10 14 15 17
# 3 15 13 100 15 13 14 10
# 4 17 10 15 100 15 15 12
# 5 16 14 13 15 100 13 14
# 6 15 15 14 15 13 100 15
# 7 1 17 10 12 14 15 100

Table 7.33: User 7 iris templates comparison (binary format).

compared the deltas with many of them. Tables 7.35, 7.36, and7.37 show the
results obtained for Users 1 and 7 when the secret’s size was 192 (the results
with the other values are similar).

Another option, as in the previous experiment, was to compare users with
the data represented in binary format, but as the files were so homogeneous
(all the bits are ‘1’ or ‘0’ or carriage return) it was almost impossible for the
SiSe function to generate at least 32 trigger points to create the signature and
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User1
User7

# 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 18 19 17 15 18 13 18
# 2 13 17 12 12 15 9 11
# 3 15 12 13 12 15 13 13
# 4 13 14 15 16 15 12 13
# 5 15 13 12 14 13 15 14
# 6 12 11 13 15 13 12 16
# 7 13 16 10 13 12 10 12

Table 7.34: User 1 and user 7 iris templates comparison (binary format).

User 1 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 8 21 16 29 14 4
# 2 8 100 9 6 8 8 2
# 3 21 9 100 15 23 13 3
# 4 16 6 15 100 20 14 3
# 5 29 8 23 20 100 16 4
# 6 14 8 13 14 16 100 2
# 7 4 2 13 3 4 2 100

Table 7.35: User 1 delta parameters comparison (hexadecimal format).

User 7 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 5 4 4 4 5 3
# 2 5 100 8 6 6 8 7
# 3 4 8 100 6 6 8 6
# 4 4 6 6 100 9 7 9
# 5 4 6 6 9 100 7 10
# 6 5 8 8 7 7 100 6
# 7 3 7 6 9 10 6 100

Table 7.36: User 7 delta parameters comparison (hexadecimal format).

an error message appeared in the signature generation process. Therefore we
could not continue with the task at this point.

As happened with the iris templates, the results are so heterogeneous that
it is impossible to define a threshold to identify with enough confidence a
legitimate user and to filter possible attackers.
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User1
User7

# 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 4 4 4 5 6 3 5
# 2 6 4 6 7 8 6 5
# 3 7 8 9 7 7 8 5
# 4 8 4 9 8 9 8 3
# 5 25 9 12 21 25 12 2
# 6 6 3 9 9 9 10 6
# 7 10 5 10 10 13 13 3

Table 7.37: User 1 and User 7 delta parameters comparison (hexadecimal format).

7.3.2 BMP images

The images of the iris are the most strict source to identify or verify users.
In this case, there are two different images that can be used:

1. Images of the iris obtained directly without any treatment or filtering to
avoid eyelashes or eyelids.

2. Normalized images after filtering the eyelashes or eyelids in a rectangle
format.

Example of the results obtained when comparing the raw images of two
different users is presented in Tables 7.38, 7.39, and 7.40. The process was
firstly to compare the 7 images of the same users among them and then between
two different users.

User 3 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 2 6 3 3 3 4
# 2 2 100 5 5 2 3 4
# 3 6 5 100 2 4 2 4
# 4 3 5 2 100 3 3 2
# 5 3 2 4 3 100 5 4
# 6 3 3 2 3 5 100 6
# 7 4 4 4 2 4 6 100

Table 7.38: User 3 raw images comparison.

As it can be seen, a clear limit cannot be defined to distinguish a legitimate
user to one who is not. The results obtained do not show a clear difference
comparing the images of the same user than comparing images of different
users.
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User 7 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 3 2 3 4 3 4
# 2 3 100 2 2 3 3 3
# 3 2 2 100 2 4 3 4
# 4 3 2 2 100 7 4 2
# 5 4 3 4 7 100 2 4
# 6 3 3 3 4 2 100 5
# 7 4 3 4 2 4 5 100

Table 7.39: User 7 raw images comparison.

User3
User7

# 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 4 3 4 4 3 2 4
# 2 5 3 6 4 3 3 3
# 3 3 6 3 3 3 4 4
# 4 2 3 3 3 2 4 3
# 5 2 4 3 3 2 4 4
# 6 6 3 4 4 3 4 2
# 7 3 3 3 3 5 3 4

Table 7.40: User 3 and user 7 raw images comparison.

For the normalized images the results will be presented in the following
section, since the best results were obtained with the JPEG format.

7.3.3 JPEG images

As in the other cases, the results obtained when using the SiSe function
with the normalized images from the iris images of the CASIA database in
JPEG format as inputs can be seen in Tables 7.41, 7.42, and 7.43.

Regarding the results obtained from this experiment, a threshold cannot
be defined to differentiate users.

7.4 Summary of experiments and analysis per-
formed

The signature generation procedure, based on ssdeep, and a new algorithm
for comparing two file signatures, which we have developed in the SiSe
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User 1 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 25 25 23 24 24 27
# 2 25 100 25 24 25 25 25
# 3 25 25 100 13 25 24 26
# 4 23 24 13 100 25 24 25
# 5 24 25 25 25 100 25 26
# 6 24 25 24 24 25 100 24
# 7 27 25 26 25 26 24 100

Table 7.41: User 1 normalized images comparison.

User 7 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 100 12 12 12 12 13 12
# 2 12 100 12 16 14 12 14
# 3 12 12 100 13 13 12 14
# 4 12 16 13 100 13 14 14
# 5 12 14 13 13 100 12 13
# 6 13 12 12 14 12 100 12
# 7 12 14 14 14 13 12 100

Table 7.42: User 7 normalized images comparison.

User1
User7

# 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 22 25 12 12 22 21 22
# 2 23 24 15 14 22 22 23
# 3 20 20 12 12 24 22 21
# 4 26 25 14 15 24 25 24
# 5 22 22 13 12 21 22 22
# 6 25 23 12 16 24 24 24
# 7 25 25 14 14 24 25 25

Table 7.43: User 1 and user 7 normalized images comparison.

function, fulfils the requirements that any CTPH application should satisfy
and were presented in §6.1:

1. Compression: The output is much smaller than the input. In this aspect
ssdeep outperforms SiSe, with both applications clearly outperforming
sdhash in most cases (see §7.2.5).
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2. Ease of computation: Both the signature generation and the file
comparison procedures are fast, thanks to the definition of our edit
distance function and the usage of the Adler-32 and FNV hash functions.
In a direct comparison, ssdeep and sdhash are faster with small size
files, whilst SiSe is faster with medium size to large files (see §7.2.4).

3. Similarity score: SiSe returns a score, between 0 and 100, representing
the percentage of a file contained in the other file under comparison
(see §7.2.1).

4. Coverage: Our implementation uses every byte of the input to compute
the hash value. The lack of a signature maximum length guarantees
that every portion of the data file is managed using the same procedure.
In this sense, SiSe outperforms ssdeep, since if the latter reaches the
maximum number of trigger points (63), the rest of the file is treated as
a single trigger point, with the subsequent potential loss of distinctive
information (see §6.2.1).

5. Obfuscation resistance: The possibility to change the length of the sliding
window, the decremental value, and the block size prevents attackers
from knowing which byte string would generate a trigger point. In
addition to that, the lack of a maximum signature length disables the
attack against ssdeep consisting in inserting 63 or more trigger points
at the beginning of the file, as SiSe manages all the trigger points
individually, irrespective of their total number (see §6.2.1).

6. Generate results consistent with the content : Using a set of tests, we
have shown that SiSe generates more appropriate results than ssdeep
and sdhash based on a more suitable definition of similarity. SiSe offers
adequate low values when comparing files of different content, whilst
the score returned when comparing similar files is directly related to the
similarity of the files in the cases of plain text files, Word documents,
and BMP images (see §7.2.1 and §7.2.2).

7. Create signatures independently of the input file size: Due to the
generation procedure, the length of the signature does not depend on
the length of the input file. This fact allows to obtain small signatures
of less of 1 Kbyte in most cases (see §7.2.5).

8. Detect content rotation: SiSe is able to detect any content rotation once
that operation is reflected in the signature (see §7.2.3).

9. Detect content swapping : Movement of data blocks inside the files is
properly detected (see §6.2.2).
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10. Compare files of different sizes without limit : Thanks to the three
operation modes, SiSe can compare files of very different sizes
(see §7.2.5).

11. Avoid insertion attacks : The possibility to change the length of the
sliding window, the decremental value, and the block size prevents
attackers from knowing which byte string would generate a trigger point.
In addition to that, the lack of a maximum length disables the attack on
ssdeep consisting in inserting 63 or more trigger points at the beginning
of the file, as SiSemanages all the trigger points individually, irrespective
of its total number (see §6.2.1).

Our algorithm provides results better adapted, in most cases, to our
similarity definition, and it is faster than the implementations of ssdeep and
sdhash with medium to large size files. Nevertheless, we think there is room
for improvement by implementing the application in C++. In addition to
that, our algorithm generates signatures much smaller than the signatures of
sdhash, so it is more appropriate for processing batches of large files.

Given the previously mentioned features, we believe that our proposal
represent a good alternative to ssdeep and sdhash for evaluating the similarity
degree of files, specially when it is necessary to obtain accurate information
about the percentage of a file included in another file.

Another possible improvement and future work lines is analyse the
comparison algorithm and add a new functionality to compare swap signatures.
In this sense, if the signatures are the same but in the reserve order, as both
signatures have a certain level of similarity, the comparison algorithm would
take this fact into account and would have a sucess rate (with a penalty due
to the fact that they are similar but in reserve order).

In regards of the applicability of the SiSe to the iris templates we have
found many boundaries in defining a clear threshold to identify with enough
confidence a legitimate user and to filter those possible attackers. This is due
to the small length of the files compared (384 bytes) and that all of the files
are so homogeneous (all the bits are ‘1’ or ‘0’ or carriage return) that the
comparison among templates of the same user or of different users are not
very different.
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Chapter 8

Walsh-Hadamard approach in the
biometric authentication

In this chapter, the Walsh-Hadamard Transform is described and
presented as an identity verification method, complemented with
the cross-covariance and the Hamming and Euclidean distance, to
authenticate users throughout their iris templates.

8.1 Introduction

As it has been proved in the previous chapter, the fuzzy hash function
developed, SiSe, does not offer clear results when iris templates are processed
and compared. In this section another approach to identify and classify the
iris templates extracted is used: The Walsh-Hadamard Transform (WHT),
combined with four other sub-algorithms. By using this transform, instead
of processing the iris templates in the different formats they usually appear
(plain text, images, etc.) they are going to be handled as signals.

Firstly a brief introduction to the Walsh-Hadarmard transform is
mentioned, explaining the characteristics of the ortogonal functions and their
applicability to represent functions with sharp discontinuities. Next, a first
approach to study the viability of the Walsh-Hadamard transform as an
identity verification method, complemented with the cross-covariance and the
Hamming and Euclidean distance ([Gayoso Martínez et al., 2014c]) is explained
in this chapter.

To measure its effectiveness the False Match Rate and the False Non Match
Rate have been calculated using the same iris templates generated by [Díez
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Laiz and Sánchez Ávila, 2009] using as original images the CASIA database
([Biometric Ideal Test, 2010]).

The reason why the four different sub-algorithms have been combined is
because the results of each of them are different and therefore they can be
adjusted in different ways, such as defining different thresholds, to obtain a
more restrictive value of the FMR and the FNMR. It has to be beard in
mind that one of the main objectives is to reach a maximum level of security,
i.e. minimize the ratio of false positives to 0. Some other different measures
have been discarded (e.g. symmetry, identity, maximum of coincidence of
the cross-covariance, etc.) since they do not provide any improvement in
comparison with the ones decided. Their results were either already considered
in the results of the sub-algorithms considered or they do not differentiate the
users appropriately.

Each one of the four iris template comparison sub-algorithms used are:
the distance provided by the Walsh-Hadamard transform, the cross-covariance
difference, and the Hamming and Euclidean distances. All of them have been
programmed in Matlab and each of them provides a proximity measurement.
This measurement is afterwards classified into similar or dissimilar according
to the value obtained compared to a threshold previously defined.

The final decision of identifying a user is taken based on the results of
the four sub-algorithms in the following way: A user would be identified as
legitimate if in any of the four sub-algorithms she is considered as correct; on
the other hand, she would be rejected if she is found as dissimilar in all the
sub-algorithms.

8.2 Orthogonal functions

A series {Sn(x)} of real functions S0(x), S1(x), S2(x), . . . , SN(x) is called
orthogonal in the interval 0 < x < X, with weight K, if the following condition
holds true:

(8.1)
∫ X

0

Sn(x) · Sm(x)dx =

{
K for n = m
0 for n 6= m

If the weightK = 1, the series is said to be orthonormal or orthonormalized,
which means that it is orthogonal and normalized at the same time.

Given a function of x, f(x), defined over an interval (0, X), it may be
represented by a orthogonal series Sn(x) as:

(8.2) f(x) =
X∑

x=0

Cn · Sn(x),
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where the value of the coefficients Cn can be calculated as:

(8.3) Cn =

∫ X

0

f(x) · Sn(x)dx.

An orthogonal series of N terms, is termed complete over a closed interval
[0, X], if for every function f(x) defined over the same interval, the minimum
square error

(8.4) EX =

∫
X

0

[
f(x)−

N−1∑
n=0

Cn · Sn(x)

]2
dx.

monotonically decreases to 0 as N becomes very large.

8.2.1 Orthogonal transforms

Sometimes, it can be advantageous to represent a function f(x) defined
over an interval (0, X) by an orthogonal series {Sn(x)}, allowing a simplified
expression of such function. This can be the case of repetitive functions, as
sound waveforms, music or speech. The corresponding representation of the
original function by an orthogonal series is called an orthogonal transform of
the function.

For instance, suppose that it is desired to represent numerically as a time
function f(t), a tone generated by a standard musical tuning fork, whose
vibration frequency is ν = 400 Hz, sampled at regular time interval δt, during
a period of time T seconds. It is needed a quantity of samples N = T/δt.

To encode a music sound, the minimum accepted sampling frequency is
40.000 samples per second; if it is desired to represent ten seconds of the
tuning fork sound, it will be necessary a series of N = 10 · 40.000 = 400.000
samples. But, as the sound of the tuning fork is a pure tone of 400 Hz, it can
be represented just by the sum of only two components of a Fourier transform
([Ahmed and Rao, 1975]) as:

f(t) = a · sin(2 · π · ν · t) + b · cos(2 · π · ν · t),

being a and b two coefficients to be determined.
The Fourier transform is specially well suited to represent slowly varying

functions, as the sound. But it is not adequate to represent functions with
sharp discontinuities, as can be sequences of numbers generated by a random
generator, or the numbers coming from a statistical data series; for those
purposes it is better to use a different kind of transform based on functions
with steep discontinuities.
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There are many orthogonal functions with step discontinuities whose values
are only 1 or −1. Among them there are some functions that are orthogonal
and complete, hence one can use them to represent any function f(x); the
most simple are the Walsh-Hadamard functions ([Beauchamp, 1975]).

8.2.2 Walsh-Hadamard transform characteristics

The Walsh-Hadamard Transform (WHT) is a real orthogonal transform
named for Jacques Solomon Hadamard and Joseph Leonard Walsh. It
is used in many different applications, such as power spectrum analysis,
filtering, processing speech and medical signals, multiplexing and coding
in communications, characterizing non-linear signals, solving non-linear
differential equations, and logical design and analysis.

The WHT is a suboptimal, non-sinusoidal, orthogonal transformation that
decomposes a signal into a set of orthogonal, rectangular waveforms called
Walsh functions. The transformation has no multipliers and is real because the
amplitude of Walsh (or Hadamard) functions has only two values, +1 or −1.

The Hadamard matrix Hm is a 2m · 2m matrix, which transforms 2m real
numbers xn into 2m real numbers Xk. The Hadamard matrix can be defined
recursively ([Harmuth, 1977]), as:

(8.5) Hh(20) = [1]

(8.6) Hh(2n) =

[
Hh(2n−1) Hh(2n−1)
Hh(2n−1) −Hh(2n−1)

]
In this way each Hadamard matrix will have 2n×2n elements. For instance

the Hh(23) matrix is:

(8.7) Hh(23) =



1 1 1 1 1 1 1 1
1 −1 1 −1 1 −1 1 −1
1 1 −1 −1 1 1 −1 −1
1 −1 −1 1 1 −1 −1 1
1 1 1 1 −1 −1 −1 −1
1 −1 1 −1 −1 1 −1 1
1 1 −1 −1 −1 −1 1 1
1 −1 −1 1 −1 1 1 −1


Walsh and Hadamard functions are rectangular or square waveforms with

values of −1 or +1. The difference between them is the numerical ordering
of the sequences. Every Walsh function has a unique sequence value. The
Walsh-Hadamard transform admits three different orderings:
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• The Walsh ordering in which the coefficients are in order of increasing
sequence value, where each row has an additional zero crossing; this is
the default ordering.

• The Hadamard ordering in which the coefficients are in the normal
order of the Hadamar matrix, corresponding to the successive ordered
coefficients with the successive increasing rows of the matrix; note that
this matrix is symmetric with respect to the main diagonal due to its
recursive generation scheme.

• The Paley (or dyadic) ordering in which the coefficients are in Gray code
order, where a single bit change occurs from one coefficient to the next.

Figure 8.1 presents the first eight Walsh-Hadamard functions, showing the
Walsh, Hadamard, and Paley orderings.

Figure 8.1: First eight Walsh-Hadamard functions
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8.3 Description of the sub-algorithms

In the following sections the four different sub-algorithms used in this
authentication method are described. The whole process is called WCHE
due to the four sub-algorithms used: The Walsh-Hadamard transform, the
cross-covariance difference and the Hamming, and Euclidean distances.

8.3.1 Walsh-Hadamard Transform

As it has been previously explained, the Walsh-Hadamard transform is an
orthogonal transform, similar to the Fourier transform, which establishes a
correspondence between a sequence of numbers and another sequence formed
by Walsh functions, instead of using sine curve functions as it happens with
the Fourier transform ([Elliot and Rao, 1982]). The Walsh functions can take
only the values +1 and −1 and, therefore, it is a more suitable function in
transformations of discrete sequences of numbers, while the Fourier transform
is optimal with continuous signals. The WHT is much faster if 512 points
are calculated and its results are not improved even though more points
are calculated. The WHT has been already proposed to select face features
([Besbas et al., 2012]). In this process, the WHT is used as a method to decide
whether two iris templates are similar or not.

An example can be seen in Fig. 8.2, where the WHT of the iris template
of User 1 of the CASIA database is shown. Noted that the X-axis is called
sequence, since it is the number of times the Walsh functions take the 0 value
in a period of time. The number of shown samples (512) is double than the
maximum value of the sequence (256).

Figure 8.2: WHT of the iris template of User 1.
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Fig. 8.3 shows the difference between the WHT of two different iris
templates of the same user. The sub-algorithm used in this case consists
of calculating the root mean square difference of the WHT sequences of two
different iris.

Figure 8.3: Difference between the WHT of two iris templates of User 1.

Fig. 8.4 shows the difference between the WHT of two iris templates of
different users.

Figure 8.4: Difference between the WHT of two iris templates of Users 1 and 2.

It can be seen that the amplitude of the difference of each term of the two
iris of the same user is much lower, as a whole, than the difference between
terms of iris from different users. In the experiments carried out, the optimal
reference value obtained for the root mean square difference of the sequences
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of the transform is WH = 0.004. The iris templates with mean values lower
than it would be classified as similar while, those iris templates with mean
values greater or equal to it, would be classified as dissimilar.

8.3.2 Cross-covariance

The covariance is a value that indicates how much two random variables
change together. It shows the tendency in the linear relationship between the
variables. It is the basic value to determine if a dependence between both
variables exists. If both variables are identical, it is called auto-covariance
and if they are different it is called cross-covariance. Fig. 8.5 shows the
auto-covariance of the iris template of User 1 of the CASIA database,
normalized so that the maximum value is 1. Noted that the X-axis is called
again sequence because it represents the 3072 bits of the iris templates.

Figure 8.5: Auto-covariance of the iris templates of User 1.

The iris template comparison sub-algorithm used is the following:

1. The auto-covariance of the iris template of the chosen user is calculated.

2. The cross-covariance between the same iris template and another
different is computed.

3. The difference term by term between them is calculated.

4. The root mean square of such differences is computed.

Fig. 8.6 shows the cross-covariance between two iris templates of User
1, while Fig. 8.7 shows the cross-covariance between one iris template of
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User 1 and another one of User 2. It can be easily concluded that the
cross-covariance between two iris of the same user is much lower, as a whole,
than the cross-covariance of iris templates of different users.

Figure 8.6: Cross-covariance of two iris templates of User 1.

Figure 8.7: Cross-covariance of two iris templates of Users 1 and 2.

Empirically, through our experiments, the optimal value of the root mean
square of the cross-covariances of the sequences of the transform is Xv = 0.01.
The iris templates with mean values lower than it would be classified as similar,
while in comparison, iris templates with mean values greater or equal to would
be classified as dissimilar.
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8.3.3 Hamming distance

To compare two files with iris templates of the same length (m samples),
the mean value of the Hamming distance between the samples that stay in the
same place in each file is determined.

The Hamming distance dh has been calculated counting the number of
identical bits of two different samples. The samples used have been codified
with 2 bits, hence the distance can be either 0, 1 or 2. Throughout our
experiments, it can be stated that the reference value with best results is
DH = 0.5. Therefore, the iris templates with mean values lower than it would
be classified as similar, dh < DH, while the iris templates with mean values
greater or equal to such value, dh ≥ DH, would be classified as dissimilar.

8.3.4 Euclidean distance

This sub-algorithm is similar to the previous one, but instead of calculating
the Hamming distance between the samples of the iris templates, the mean
value of the differences of the Euclidean distance of the absolute values is
calculated. It can vary, in decimal, from 0 to 3.

Experimentally, the optimal reference value is DE = 1, classifying the iris
templates with mean values lower than it as similar, while the iris templates
with mean values greater or equal to this reference value would be classified
as dissimilar.

8.4 Experiments performed

To carry out the experiments we have considered the CASIA database
([Biometric Ideal Test, 2010]) that we have been using along this work, but
this time instead of using all the 106 users, we have used 105 (all of them but
User #2). The reason for doing that is because all the results obtained for the
four sub-algorithms had similar scores but for this particular user. Hence, we
have considered that there should be some kind of error in the images of such
user that makes them not to be recognised during the process.

All the 735 iris templates have been compared among themselves and
constituted the data to calculate the False Match Rate (FMR) and False Non
Match Rate (FNMR), and therefore to analyze the efficiency and performance
of the WCHE process explained in this chapter. In order to study the
behaviour of the algorithm with the intra-user variability, each one of the 735
iris templates is considered to be an input of the verification phase and it is
compared to all the templates of the user. The result of this comparison allows
to understand the level of similarity among all the templates of a single user.
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The number of similarities found is useful to measure the FNMR. Note that
the total number of comparisons of all the templates of a user with herself
is 49 (= 7 · 7), and therefore the total number of comparisons of the whole
experiment (i.e., of the comparisons carried out with all the users) is 5145
(= 49 · 105).

In the experiment performed, the number of successful comparisons
obtained is the following Genuine Match Rate (GMR):

GMR =
4091

5145
≈ 0.7951 ≡ 79.51%.

Hence, the False Non Match Rate (i.e., the rate of legitimate users falsely
rejected) is:

FNMR = 1−GMR ≈ 1− 0.7951 = 0.2049 = 20.49%.

Considering each one of the sub-algorithms by itself, the results obtained
are the following: The WHT provides 69.05% of true positives, the
cross-covariance 71.43%, the Hamming distance 71.21%, and the Euclidean
distance 65.34%. Taking into account the four algorithms together the final
result is 79.51%, which represents an appreciable improvement.

As it can be seen, the rates are quite impressive and this is because the
majority of the users are well recognized among them since the thresholds
chosen in the experiment seem to be adequate. Some of the users that are
not completely identified within their 49 comparisons are shown in Table 8.1
and Table 8.2, where 1 indicates those users identified in the comparison and
0 those who are not.

User 3 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 1 1 1 1 1 0 1
# 2 1 1 1 1 1 0 1
# 3 1 1 1 1 1 0 1
# 4 1 1 1 1 1 1 1
# 5 1 1 1 1 1 0 1
# 6 0 0 0 1 0 1 0
# 7 1 1 1 1 1 0 1

Table 8.1: User 3 comparison. Walsh-Hadamard Transform approach.

As it was supposed, the contribution to the verification phase of each of the
sub-algorithms is different. In this way, if one of such processes is not taken into
account, the GMR decreases, specially if the WHT is the one which does not.
In this case the Genuine Match Rate would be the 76.95%. Hence, it can be
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User 6 # 1 # 2 # 3 # 4 # 5 # 6 # 7
# 1 1 1 1 0 1 1 1
# 2 1 1 1 0 0 1 1
# 3 1 1 1 0 0 1 1
# 4 0 0 0 1 0 0 0
# 5 1 0 0 0 1 0 0
# 6 1 1 1 0 0 1 1
# 7 1 1 1 0 0 1 1

Table 8.2: User 6 comparison. Walsh-Hadamard Transform approach.

stated that it is necessary to include this transform among the sub-algorithms
to obtain better results although its computational cost is higher than the
remaining sub-algorithms (as it can be seen afterwards).

In the inter-user variability study, each one of the 735 iris templates is
compared to the other 104 users and the similarity between them is calculated.
Since there are a total of 535080 (= 7 · 105 · 7 · 104) comparisons and there is
no dissimilarities, the False Match Rate, i.e., the rate of the false positives, is:

FMR =
0

535080
= 0.0 ≡ 0%.

Finally, the computational cost for the comparison performed by each
process is the following: 5.22 ms for WHT, 0.87 ms for the cross-covariance,
0.55 ms for the Hamming distance, and 0.19 ms for the Euclidean distance.
The total time necessary to carry out all the comparisons of an iris template
to rest 735 iris templates is 4.7 s. Note that the algorithms have been executed
with MatLab using a PC with Windows 7 Professional OS and an Intel Core
i7 processor at 3.40 GHz, so that it would be possible to obtain better results
if the algorithms would be implemented in another programming language, as
for example C.

8.5 Summary of the experiments and the anal-
ysis performed

With the aim to improve the False Non Match and False Match Rates
in the identification of users through their iris templates, a new algorithm
has been proposed that it is constituted by four sub-algorithms. These four
sub-algorithms are the Walsh-Hadamard transform, the cross-variance, and
the Hamming and Euclidean distances.
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This algorithm considers two iris templates to be similar, and therefore both
belong to the same user, if any of the results provided by the four previously
mentioned sub-algorithms fulfils the condition to be similar. Otherwise, if none
of the results of the four sub-algorithm fulfils their corresponding conditions,
the iris templates are considered as belonging to different users and therefore
the identification is rejected.

The actual version of the algorithm allows to use a single source of
information (unimodal), providing a False Non Match Rate of 20.49% and
a False Match Rate of 0%. Such fact means that the proposed algorithm with
the sample of users chosen, does not identify ilegitimate users (FMR= 0.0)
at the same time that the percentage of legal users who are falsely rejected is
slightly over 20% (FNMR= 0.2049).

Due to the results obtained, it is necessary to include the Walsh-Hadamard
transform in the sub-algorithms of the WCHE process to improve the final
result despite the fact that its computational time is higher than the other
sub-algorithms.

Although the results obtained in this study show that the identification
process carried out with the four sub-algorithms presented provides excellent
values for the false positive and the false negative rates, it would be essential
to improve this study by calculating more accurate thresholds which would be
useful with larger samples of users.

8.6 Application of the WCHE biometric iden-
tification process to the fuzzy cripto-
biometric scheme

As the results obtained with the WCHE process are quite impressive, since
the False Match Rate is 0.00%, its application to the fuzzy cripto-biometric
scheme as an additional stage in the verification phase (prior of the execution
of the fuzzy crypto-biometric scheme), would increase the security of the whole
system as there would be no attacker or impostor recognized as a legitimate
user.

Related to the False Non Match Rate, there is no modification at all as
both schemes are supplementary. The WCHE provides a FNMR equal to
20.5% while in the fuzzy crypto-biometric scheme (using as a reference the
most balanced bitlength: |S| = 192), the FNMR is 9.67%.

Both schemes are supplementary in the sense that the inputs of each scheme
are different. The WCHE processes the iris templates themselves, which are
not part of the verification phase of the fuzzy crypto-biometric scheme, while
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the latter processes a comparison between the reference data (where the iris
template as such is not stored) and the query template in the encrypted
domain, through the use of hash functions. Adding the WCHE stage does
not mean that the user could not be rejected, as there is a level of uncertainty
due to the FMR provided by the fuzzy crypto-biometric scheme (which for
|S| = 192 is 4.42%).

The problem that arises now is the way of handling the iris templates in
order to perform the WCHE process in the verification phase. According to
the cancelable biometrics definition, its basic aim is to import into Biometrics
the cancelation and replacement characteristics present in passwords-based
systems ([Ratha et al., 2001b]) by performing a distortion of the biometric
templates before the matching process. The templates are never stored in a
raw format, avoiding them to be compromised. However, for the WCHE the
original templates are needed in order to perform their comparison using the
four sub-algorithms. This necessity is not the best scenario, since we are trying
to avoid the use of the original iris template in raw in the verification phase,
but in order to combine both procedures, a first approach could be a two-factor
authentication scheme.

Two-factor authentication scheme provides unambiguous identification of
users by means of the combination of two of the following three components:
Something that the user knows, something that the user possesses or something
that the user is (inseparable from the user). In this scheme the two factors
considered are:

• Something inseparable from the user: The iris biometric trait.

• Something the user possesses: A smart card with cryptographic tools
and the WCHE identification scheme embedded in it.

The purpose of using a smart card is to perform the WCHE process
maintaining the principle of cancelable biometrics.

The procedure would be as follows: Once in the enrollment phase the user
presents for the first time her iris template to the system to calculate the
helper data that would be used as reference data in the verification phase.
The iris template is stored using a cryptographic algorithm (such as ECC or
AES) in the smart card. The smart card is eventually given to the user. By
doing so, it is assured that the database of the fuzzy crypto-biometric scheme
does not store any important information that can be used to compromise
the original iris template (only the helper data), providing the cancelable
biometrics properties, while the smart card stores the encrypted template.

In the verification phase, before inserting the query template of the user
in the fuzzy crypto-biometric scheme, the query template is compared to the
iris template stored in the smart card by using the WCHE process. To do so,
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the query template is extracted from the user and compared to the original
iris template decrypted inside the smart card. Once the user is identified in
the WCHE process, the query template is inserted into the verification phase
of the fuzzy crypto-biometric scheme to perform all the different steps that
would lead the user to be completely identified and her secret retrieved.

This smart card must verify two security requirements:

• The original iris template never leaves the smart card, neither encrypted
nor decrypted.

• The query iris template must be the one used to verify the user.

If these two requirements are not assured, an attacker with a smart card
of a legitimate user could obtain the original iris template stored, use it as a
query iris template in the WCHE process and he would be identified as such
user.

It has to be noted that this new procedure is compounded by the fuzzy
crypto-biometric scheme process and the WCHE process, but as they are
decoupled it is not required to go through both processes to be identified and to
retrieve the secret. The WCHE process provides a higher level of confidence,
but still the fuzzy crypto-biometric scheme can work on its own to identify
users with the original ratios calculated.
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Chapter 9

Conclusions, Contributions and
Future Work

This final chapter aggregates all the different conclusions obtained
from the three parts of this Ph.D. Thesis to present them in a
logical way demonstrating and explaining the achievement of the
initial objectives defined in the Introduction section (see §1.3). This
chapter also contains a list with the main contributions published
or conducted related to the Biometric field as well as some lines of
research for future work.

9.1 Conclusions

As it has been explained along this Ph.D. Thesis, with the aim to
authenticate users in an effective way and consequently to retrieve a secret
previously stored, we have analysed different approaches looking for an efficient
and secure process which does not compromise the templates of the legitimate
users.

As a result of the studies carried out and the experiments performed, in the
following sections, the main conclusions are presented aggregated according to
the objectives described in the introduction (see §1.3).
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9.1.1 Scheme which does not compromise biometric
traits

During many years the fact of that biometric traits could not been
compromised has been one of the most desirable properties that the they should
have or should be capable of. This is the main drawback of the biometric traits
and, as such, it is one of the main objectives that the fuzzy crypto-biometric
scheme designed in this work must deal with. For this reason, we decided that
the design of the scheme developed is based on cancelable biometrics.

Cancelable biometrics is a type of biometric systems whose main
characteristic is to provide revocable and cancelable properties to biometric
traits so that, if they have ever been compromised, it is possible to define a
new one and therefore the biometric trait is not compromised. This type of
systems can be classified into two categories as it has been explained in §2.1.

The authentication scheme designed and implemented belongs to one of
them: The biometric cryptosystems (also called crypto-biometric systems)
and specifically to the key binding model. The iris template is secured by
monolithically binding it with a key within a cryptographic framework by
means of a hash function, and both are stored as a single entity in the database
as reference data. By doing this, there is no possibility to obtain the iris
template directly from the database, as it is not stored in raw, and therefore
it will not be compromised if the reference data are stolen.

Additionally, in the verification phase, the original iris template is never
retrieved. The design of the process requires the query iris template to
authenticate the user and to obtain the key but the original iris template
is never shown.

Besides, the design of the fuzzy crypto-biometric scheme provides
inherently the revocable and cancelable properties to the iris templates, since
it is possible, by changing the parameters used in the enrollment phase (the
secret S or the n random integer numbers), to change the data stored in the
database and, consequently, to have a new version of the reference data to be
authenticated with no security concerns (see §3.1.1).

Additionally, by applying cancelable biometrics three out of the four
drawbacks related to Biometrics explained in the introduction (see §1.1.2),
are avoided:

• Biometrics can be revoked, not in the sense that the biometric trait
itself can be modified or canceled, but by modifying the function or the
parameters applied to it, the users can use again their biometric trait.

• If a biometric trait is lost, it does not mean that it is compromised
forever. The explanation for this, is the same as in the previous bullet.
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• Cross-matching issues would not be a problem anymore. Each
organization could apply their own function and parameters to the same
biometric trait of a specific user. As the reference data obtained from
this biometric trait are the only information stored (the biometric trait
is never stored directly), there is no possibility to track this user among
different organizations even though they share their databases.

The last drawback,related to the authenticity of Biometrics but their lack
of secrecy, is inherent in every biometric trait and it cannot be avoided, since
it is impossible to keep the biometric traits in secret: For example, fingerprints
keep over everything we touch, iris can be obtained from a picture, voice or
gait can be recorded as we speak or walk, etc.

9.1.2 Assure authentication and identification of users
with efficient tools and performance parameters

To achieve this objective, the first step was to develop a design based on
secure tools so that it would be assured that the fuzzy crypto-biometric scheme
would provide enough security avoiding users from having privacy concerns and
from being suspicious and not using the scheme. The field of security has been
broadly analysed and currently, there are many algorithms and functions that
provide a good level of security without having to develop new tools. For
the fuzzy crypto-biometric scheme we have used two different tools based on
Cryptography and Mathematics respectively:

• Hash functions. In particular the SHA family, SHA-1 and SHA-2 (the
new SHA-3 function, known as Keccak, has not been used since at the
moment of the implementation of the scheme, the NIST draft version was
not published yet) have been used to store, in a secure way, part of the
helper data obtained in the enrollment phase and used in the verification
phase (see §3.1.1).

• Lagrange interpolation. As such, the Lagrange interpolation does not
provide security to the system, but it is the main mathematical tool
used in the verification phase to retrieve the secret once the user inserts
her query iris template. Nevertheless, as the verification is based on
the reconstruction of a polynomial, the number of necessary similar
parameters is equal to the number of coefficients of such polynomial,
which in turn are the degree of the polynomial, d, plus 1. This can be
understood as a security parameter because it indicates the threshold of
successful comparison in order to be correctly identified. This parameter
could lead to make the scheme more robust in terms of False Match and
False Non Match Rates depending on the security requirements of the
scenarios where the scheme will be used.
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From the results obtained in the experiments performed, it can be stated
that the lower the value of d, the lower FNMR is reached. The reason for this
result is that as d decreases, the number of necessary coincidences decreases
as well, and consequently more comparisons verify the Lagrange interpolation
request for each user.

On the other hand, for the FMR, the behaviour is the other way round,
the higher the value of |S|, and consequently of d, the lower FMR is reached.
The reason for this result is that as d increases, the number of necessary
coincidences increases as well, and consequently more successful comparisons
are necessary to verify the Lagrange interpolation request for each user, which
in turns leads to be more difficult to find two templates close enough to reach
that number of coincidences.

From the experimental results, considering the four different values of
the bitlength of the analyzed secret, two different results can be obtained
depending on the point of view:

• According to the inter-user variability, the best result is obtained when
the bitlength of the secret is |S| = 256. In this case, the False Match
Rate is FMR = 0.97%,

• According to the intra-user variability, the best result is obtained when
the bitlength of the secret is |S| = 64. In this case, the value obtained
for the False Non Match Rate is FNMR = 1.28%

In any case, the most balanced bitlength for the secret or the key, taking
into account the values of FMR and FNMR is |S| = 192, which provides the
following values:

FMR = 4.42%, FNMR = 9.67%, GMR = 90.33%.

9.1.3 Efficiency and effectiveness in the iris templates
comparison

In the Hamming distance iris templates analysis, from the correlation
coefficients obtained it can be stated that, in all cases, the Hamming distance is
inversely related to the success in the comparison of the users’ templates, and
consequently to their intra-user variability. This fact is not surprising because
if two templates of a given user are far enough (measured with the Hamming
distance), her templates will have many differences. In this situation it turns
difficult to identify such user.

Another fact consequence of the previous one is that the relationship
between the Hamming distance and the success in the comparison of the users’
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templates increases as |S| does. This event happens due to the different values
of the degree d, as well as with the performance ratios. This degree, which
depends directly on |S|, influences in the decision of whether a template is
valid or not. If d is small, as is the case with |S| = 64, where d = 7, the
Hamming distance is not critical in the comparisons, since the user would be
identified with only d + 1 = 8 coincidences. However, the Hamming distance
becomes more relevant as d increases, due to the corresponding increase in the
number of necessary coincidences to successfully identify a user.

These facts recommend to develop new methods either for extracting
the iris templates with more precision than that of those used nowadays or
to develop more accurate ways to identify and compare similar biometric
templates. By achieving this goal, the ratios of FMR and FNMR of the systems
would improve.

For such purpose, we have studied two different alternatives:

1. Similarity Preserving Hash Functions. They are used in the Digital
Forensics field to analyze the content of different files and be able to
determine their degree of similarity. Our aim was to spread their usability
in the Biometrics field to compare iris templates.

2. Walsh-Hadamard Transform. It is an orthogonal transform suitable to
represent funtions with sharp discontinuities, as can be sequences of
numbers generated by a random generator, or the numbers coming from
a statistical data series. In this case, the aim was to manage and process
the iris templates as signals.

The application of any of those alternatives would be in an additional stage
in the verification phase (prior to the execution of the fuzzy crypto-biometric
scheme) to enhance the performance of the authentication of users. It has to
be noted that this new whole procedure is compounded by two supplementary
processes: The Similarity Preserving Hash Functions or the Walsh-Hadamard
Transform and the fuzzy crypto-biometric scheme. As they are decoupled, it is
not required to go through both processes to be identified and to retrieve the
secret. These new alternatives would provide a higher level of confidence but
still the fuzzy crypto-biometric scheme can work on its own to identify users
with the original ratios calculated.

The final scheme developed, composed by these two supplementary
processes, constitutes a multimodal biometric system (see §1.1.3). The whole
scheme use the same iris trait extracted using the same technique, and multiple
matchers, each of them based on different algorithms: The WCHE process and
the fuzzy crypto-biometric scheme.
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SiSe

We have presented a signature generation procedure based on ssdeep and
a new algorithm for comparing two file signatures. The function designed and
implemented in the Java language is called SiSe.

To achieve the final aim, which is to use this function to distinguish similar
iris templates or images, firstly we have verified the completeness and usability
of the function in terms of files comparison, comparing its performance to
the performance of the two main widely used functions, ssdeep and sdhash.
The implementation of our proposal fulfils the requirements that any CTPH
application should satisfy, and that were presented in §6.1.

1. Compression: The output is much smaller than the input. In this aspect
ssdeep outperforms SiSe, with both applications clearly outperforming
sdhash in most cases (see §7.2.5).

2. Ease of computation: Both the signature generation and the file
comparison procedures are fast, thanks to the definition of our edit
distance function and the usage of the Adler-32 and FNV hash functions.
In a direct comparison, ssdeep and sdhash are faster with small size
files, whilst SiSe is faster with medium size to large files (see §7.2.4).

3. Similarity score: SiSe returns a score, between 0 and 100, representing
the percentage of a file contained in the other file under comparison
(see §7.2.1).

4. Coverage: Our implementation uses every byte of the input to compute
the hash value. The lack of a signature maximum length guarantees
that every portion of the data file is managed using the same procedure.
In this sense, SiSe outperforms ssdeep, since if the latter reaches the
maximum number of trigger points (63), the rest of the file is treated as
a single trigger point, with the subsequent potential loss of distinctive
information (see §6.2.1)

5. Obfuscation resistance: The possibility to change the length of the sliding
window, the decremental value, and the block size prevents attackers
from knowing which byte string would generate a trigger point. In
addition to that, the lack of a maximum signature length disables the
attack on ssdeep consisting in inserting 63 or more trigger points at the
beginning of the file, as SiSe manages all the trigger points individually,
irrespective of their total number (see §6.2.1).

6. Generate results consistent with the content : Using a set of tests, we
have shown that SiSe generates more appropriate results than ssdeep
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and sdhash based on our more suitable definition of similarity for most
of the tests. SiSe offers adequate low values when comparing files of
different content, whilst the score returned when comparing similar files
is directly related to the similarity of the files in the cases of plain text
files, Word documents, and BMP images (see §7.2.1 and §7.2.2).

7. Create signatures independent of the input file size: Due to the generation
procedure, the length of the signature does not depend on the length of
the input file, which allows to obtain small signatures of less than 1
KByte in most cases (see §7.2.5).

8. Detect content rotation: SiSe is able to detect any content rotation once
that operation is reflected in the signature (see §7.2.3).

9. Detect content swapping : Movement of data blocks inside the files are
properly detected (see §6.2.2).

10. Compare files of different sizes without limit : Thanks to the three
operation modes, SiSe can compare files of very different sizes
(see §7.2.5).

11. Avoid insertion attacks : The possibility to change the length of the
sliding window, the decremental value, and the block size prevents
attackers from knowing which byte string would generate a trigger point.
In addition to that, the lack of a maximum length disables the attack on
ssdeep consisting in inserting 63 or more trigger points at the beginning
of the file, as SiSemanages all the trigger points individually, irrespective
of its total number (see §6.2.1).

Our algorithm provides results better adapted to our similarity definition
in most cases, and it is faster than the implementations of ssdeep and sdhash
with medium to large size files, though we think there is room for improvement
by implementing the application in C++ instead of in Java. In addition to
that, our algorithm generates signatures much smaller than the signatures of
sdhash, so it is more appropriate for processing batches of large files.

Hence, given the previously mentioned features, we believe that SiSe
represents a good alternative to ssdeep and sdhash for evaluating the
similarity degree of files, specially when it is necessary to obtain accurate
information about the percentage of a file included in another file.

Regarding the applicability of SiSe to the iris templates we have found
many boundaries in order to define a clear threshold to identify with enough
confidence a legitimate user and to filter the possible attackers. This is due to
the small length of the compared files (384 bytes) and to the fact that all the
files are so homogeneous (all the bits are ‘1’ or ‘0’ or carriage return) that the
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comparison among templates of the same user or of different users is not very
different.

WCHE process

The use of the Walsh-Hadarmard Transform for comparing iris templates
and recognising users was decided because with sharp discontinuities, as can
be sequences of numbers generated by a random generator, or the numbers
coming from a statistical data series, a reliable option to represent them is
through transforms based on functions with steep discontinuities. Some of the
orthogonal functions simpler to use are the Walsh-Hadamard functions.

A new algorithm constituted by four sub-algorithms (the Walsh-Hadamard
Transform, the cross-variance, and the Hamming and Euclidean distances) has
been designed to compare iris templates; it is called the WCHE scheme. This
algorithm considers two iris templates to be similar, and therefore both belong
to the same user, if any of the results provided by the four previously mentioned
sub-algorithms fulfils the condition to be similar. Otherwise, i.e., if none of
the results of the four sub-algorithm fulfils such condition, the iris templates
are considered from different users and therefore the identification is rejected.

The actual version of the algorithm allows to use a single source of
information (unimodal), providing a False Non Match Rate of 20.49% and
a False Match Rate of 0%. Such fact means that the proposed algorithm with
the sample of users chosen does not identify ilegitimate users and consequently
does not allow unknown users to enter the fuzzy crypto-biometric scheme to
retrieve the secret.

The contribution to the verification phase of each of the sub-algorithms
is different. In this way, if one of such processes is not taken into account,
the Genuine Match Rate (GMR) decreases, specially if the WHT is the one
discarded. In this case the GMR would be 76.95% and consequently the
FNMR would be 23, 05%. Hence, although the computational cost is higher,
the Walsh-Hadarmard Transform is needed in the algorithm since the final
result is considerably improved.

A first approach to combine the WCHE process and fuzzy crypto-biometric
scheme, and to get advantage of the rates calculated of each process (specially
of the FMR obtained from the WCHE ) could be a two-factor authentication
scheme. This new scheme would be constituted by the iris template (something
inseparable from the user) and a smart card with cryptographic tools (to store
the original iris template) including additionally the WCHE identification
scheme embedded in it (something the user possesses).
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9.2 Contributions

The different papers published in different journals, conferences conducted
in several national and international congresses with partial results of the
experiments performed and patents related to the main topics of this Ph.D.
Thesis are listed as follows, given the abstract of each of them as a brief
explanation:

• Hernández Álvarez, F., Hernández Encinas, L., and Sánchez Ávila, C.
(2009). Biometric fuzzy extractor scheme for iris templates. In The
2009 World Congress in Computer Science, Computer Engineering, and
Applied Computing (WORLDCOMP’09), The 2009 International Con-
ference on Security and Management (SAM’09), volume II, pages 563-
569. Biometric recognition offers a reliable and natural solution to the
problem of user authentication in identity management systems by means
of her physical and behavioral traits, such as iris, fingerprints, signature,
voice, etc. These systems use techniques based on error-correction and
schemes which deal with the problem of the intra-user variability of the
biometric templates. A biometric template protection scheme based on
iris templates to associate and retrieve a secret value or a cryptographic
key with a high level of security, is proposed. This security is guaranteed
thanks to the scheme fulfilling the requirements of fuzzy extractors. The
scheme allows the encryption of data or the authentication of a user
using her own biometric template as a key. The implementation of the
scheme is done in the Java language. Experimental results are performed
to calculate its False Acceptance Rate and its False Rejection Rate.

• Hernández Álvarez, F. and Hernández Encinas, L. (2009). Security
efficiency analysis of a biometric fuzzy extractor for iris templates. Adv.
Intell. Soft Computing, 63:163-170. A Biometric fuzzy extractor scheme
for iris templates was recently presented in. This fuzzy extractor binds
a cryptographic key with the iris template of a user, allowing to recover
such cryptographic key by authenticating the user by means of a new
iris template from her. In this work, an analysis of the security efficiency
of this fuzzy extractor is carried out by means of a study about the
behaviour of the scheme with cryptographic keys of different bitlengths:
64, 128, 192, and 256. The different sizes of the keys permit to analyze
the variability of the intra- and inter-user in the iris templates.

• Fernández Mateos, V., Hernández Álvarez, F., Hernández Encinas, L.,
Sánchez Ávila, C., and Bailador, G. (2010). Towards a biometric identi-
fication based on corporal odor. In 4th International Information Security
& Cryptology Conference (ISCTURKEY’10), pages 13-19. In this paper
a preliminary study about how to determine a biometric template for
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authentication of persons based on corporal odor is presented. We
comment the process for the extraction of data consisting on 52 greasy
acids by means of a Mass Spectrometer and we study how to reduce the
dimensionality of the variability of the system defined by these greasy
acids. The results are not conclusive and more analysis must be done
and different strategies must be applied.

• Alvarez Mariño, R., Hernández Álvarez, F., and Hernández Encinas, L.
(2012). A crypto-biometric scheme based on iris-templates with fuzzy ex-
tractors. Information Sciences, 195:91-102. One of the most important
uses of Biometrics is the identification and authentication of individuals
using one or several of their physiognomical or behavioral features.
Moreover, Biometrics offer a good option to assist Cryptography for
confidentiality, encryption, and decryption of messages by using some
biometric traits. In this paper, a crypto-biometric scheme, based on
fuzzy extractors, by using iris templates, is proposed, i.e., we propose a
new system in order to permit a user to retrieve a secret or a previously
saved key by using her own biometric template. The properties and
efficiency for selecting the most useful parameters to provide a high level
of security in the scheme are thoroughly analyzed.

• Gayoso Martínez, V., Hernández Álvarez, F., and Hernández Encinas,
L. (2014). A low-complexity procedure for pupil and iris detection
suitable for biometric identification. In The 2014 World Congress
in Computer Science, Computer Engineering, and Applied Computing
(WORLDCOMP’14), The 2014 International Conference on Security
and Management (SAM’14), pages 151-157. The goal of any biometric
system consists in identifying individuals based on a certain characteristic
possessed by the persons under examination. Among them, iris
recognition is regarded as one of the most reliable and accurate
biometric identification systems currently available. Most commercial iris
recognition products use patented algorithms, which forces open source
developers to design and use alternate algorithms. In this contribution,
we propose two low-complexity methods for detecting and isolating the
pupil and the iris using a greyscale image as the input data. The proposed
algorithms can be easily implemented in any device, as they do not
use complex operations or image transforms. In addition to that, we
show a performance comparison which includes an implementation of
our proposed algorithms and two other open source solutions.

• Gayoso Martínez, V., Hernández Álvarez, F., and Hernández Encinas,
L. (2014). State of the art in similarity preserving hash functions. In
The 2014 World Congress in Computer Science, Computer Engineering,
and Applied Computing (WORLDCOMP’14), The 2014 International
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Conference on Security and Management (SAM’14), pages 139-145. One
of the goals of digital forensics is to analyse the content of digital devices
by reducing its size and complexity. Similarity preserving hash functions
help to accomplish that mission through a resemblance comparison
between different files. Some of the best-known functions of this type are
the context-triggered piecewise hash functions, which create a signature
formed by several hashes of the initial file. In this contribution, we
present a state of the art study about the most important similarity
preserving hash functions, then we study their main properties and we
conclude our work listing the main properties that such type of functions
should satisfy in order to improve their efficiency.

• Gayoso Martínez, V., Hernández Álvarez, F., Hernández Encinas, L.,
and Sánchez Ávila, C. (2015b). A new edit distance for fuzzy hash
applications. In The 2015 World Congress in Computer Science, Com-
puter Engineering, and Applied Computing (WORLDCOMP’15), The
2015 International Conference on Security and Management (SAM’15),
pages 326-332. Similarity preserving hash applications, also known as
fuzzy hash functions, help to analyse the content of digital devices by
performing a resemblance comparison between different files. In practice,
the similarity matching procedure is a two-step process, where first a
signature associated to the files under comparison is generated, and then
a comparison of the signatures themselves is performed. Even though
ssdeep is the best-known application in this field, the edit distance
algorithm that ssdeep uses for performing the signature comparison is
not well-suited for certain scenarios. In this contribution we present
a new edit distance algorithm that better reflects the similarity of two
strings, and that can be used by fuzzy hash applications in order to
improve their results.

• Gayoso Martínez, V., Hernández Álvarez, F., Hernández Encinas, L.,
Montoya Vitini, F. and Orúe López, A. (2014c). La transformada de
Walsh-Hadamard y otros parámetros en la autenticación biométrica. In
XIII Reunión Española de Criptología y Seguridad de la Información
(RECSI 2014), pages 185-189. The iris template is one of the biometric
methods used in the users’ authentication process. Nevertheless, one
of its main challenges consists in achieving, at the same time, a low
false rejection rate (acceptance of an illegitimate user) and a low
false acceptance rate (rejection of a legal user) in order to provide a
high security level to the system as possible. In this contribution, a
first study about the viability of the Walsh-Hadamard transform as a
verification identity method through iris templates is presented. This
transform is complemented with the cross-covariance and the Hamming
and Euclidean distance. The initial results show that the identification
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based on the four mentioned parameters provides excellent false rejection
and acceptance rates. However, following studies are necessary to be
conducted allowing a better definition of such parameters with samples
with a large number of users.

• Gayoso Martínez, V., Hernández Álvarez, F., and Hernández Encinas,
L. (2015). An improved context-triggered piecewise hash algorithm for
similarity search suitable for files of dissimilar size (submitted to IEEE
Transactions on Information Forensics & Security). The goal of digital
forensics is to analyse the content of digital devices by reducing its
size and complexity. Similarity preserving hash functions, also known
as fuzzy hash functions, help to accomplish that mission through a
resemblance comparison between different files. Some of the best
known fuzzy hash applications are ssdeep and sdhash, which represent
different approaches to the same problem. In this contribution, we
propose a new signature generation procedure based on ssdeep that
overcomes its design limitations, and a new algorithm for comparing the
digital signatures associated to two files which satisfies the requirements
that any similarity search application should fulfil. Together with
the improved signature generation procedure, the proposed comparison
algorithm presents remarkable overall detection capabilities and is
perfectly adapted for comparing files of very different sizes.

• Hernández Encinas, L., Muñoz Masqué, J., Durán Díaz, R., Hernández
Álvarez, F. and Gayoso Martínez, V., Procedimiento para una firma
digital múltiple (Procedure for a multiple digital signature) . No de
solicitud de patente: P201130777. Fecha de solicitud: 13/05/2011. País
de prioridad: España. Clasificación internacional: H04L 9/32. Entidad
solicitante: Telefónica, S.A. Fecha de publicación: 15/04/2013. Fecha
de concesión: 04/03/2014. The present invention generally relates to a
procedure for a multiple digital signature, based on the generation of a
multiple signature from partial signatures and the verification thereof,
and more particularly to a method comprising using a common public
key for performing said verification.

9.3 Future work

The study done has initiated some new lines of research to achieve
the objectives defined. These lines can be continued by performing some
improvements to the implementation and/or experiments performed to develop
future work. As the work is compound by three different parts, some of the
lines for future work for each of them are the following:
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• In terms of the fuzzy crypto-biometric scheme it is possible to continue
in different aspects:

– Use different template extraction algorithms or improve the iris
template extraction process, so that if it is more efficient the
intra-user variability could be reduced and the inter-user variability
increased.

– Implement the scheme in a more efficient way to allow using secrets
with a bigger bitlength, for example using the C++ language.

– Extend the experiments performed with the fuzzy crypto-biometric
scheme to other iris images databases, or even with other biometric
traits.

• Related to the SiSe function:

– A possible improvement is to analyse the comparison algorithm
and add new functionalities to compare swap signatures. In this
sense, if the signatures are the same but in the reverse order, as
both signatures have a certain level of similarity, the comparison
algorithm would take this fact into account and would have a
reasonable success rate.

– Implement the signature generation and the comparison algorithms
in the C++ language.

– Continue analysing the applicability of the SPHF in the biometric
authentication process.

• Regarding the WCHE process and the use of orthogonal functions to
compare iris templates such as the Walsh-Hadarmard:

– Analyse the efficiency of the WCHE process with transformed or
distorted iris templates.

– Although the results obtained in this study show that the
identification process carried out with the four sub-algorithms
presented provides excellent values for the false non match and false
match rates, it is essential to improve this study to calculate more
accurate thresholds which would be useful with larger samples of
users.
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Appendix A

Mathematical Tools used in the
design

The main goal of this Appendix is to present a brief introduction
containing the most important mathematical tools used in the
design of our fuzzy crypto-biometric scheme presented in Chapter 3.

A.1 Introduction and Mathematical Tools

A.1.1 Error-correcting codes

Cyclic codes

One of the most important problems in the communication of information
is to recover exactly the same information that was sent. In some situations
this recovery is not possible due to the noise of the channel used or due to the
fact that the information is slightly different to the original one, for example
when two fingerprints or iris templates must be compared.

To solve this problem, a very convenient solution is to resort to Coding
Theory and use a code with error-correcting capacity. Hence, in this subsection
we recall some of the most important concepts related to the error-correcting
codes.

An alphabet is a finite set of q symbols, Σq = {s0, s1, . . . , sq−1}, such that
the elements or vectors of Σn

q are known as words of length n. A code of length
n is a subset C ⊂ Σn

q . The elements in C are known as codewords. In the
particular case of q = 2, the code is called a binary code (see [Hankerson et al.,
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2000], [Huffman and Pless, 2003], [Rhee, 1989], and [Wicker and Bhargava,
1994]).

The Hamming distance, d, between two vectors x, y ∈ Σn
q , where x =

(x0, . . . , xn−1) and y = (y0, . . . , yn−1) is the number of positions for which both
vectors are different, that is:

(A.1) d(x, y) = |{i : 1 ≤ i ≤ n and xi 6= yi}| .

Given a code, C, the minimum distance, d, is defined as follows:

d = min{d(x, y) : x, y ∈ C and x 6= y}.

If C has k elements, i.e., |C| = k, the code C is called a (n, k, d)-code. The
codes with minimum distance d ≥ 2 can be used to detect, at most, d − 1
errors. They are known as error-detecting codes. If d = 2e + 1 ≥ 3, then C
can be used to detect d and to correct e = d−1

2
errors. This class of codes are

called error-correcting codes. If d = 2e ≥ 4, the code can correct e − 1 = d−2
2

errors.
The capacity for detecting and correcting errors depends on the value of d

and on the algorithm used. In this way, a code with distance d = 5 can detect
4 errors and correct 2 errors, or to detect 3 errors and correct 1 error.

The most used alphabets are Σq = Zq and, if q is a prime or the power of
a prime number, the finite field Σq = Fq (recall that Zq is a finite field if and
only if q is a prime number ([McEliece, 1987])).

A code C is a linear code over Fq if C is a vector subspace of Fn
q . The code

is called a [n, k]-code if its dimension is k. If, moreover, its minimum distance
is d, C is a [n, k, d]-code.

If the rows of a matrix, G, are the vectors of a basis for the linear code C,
then G is a generator matrix for C. It can be supposed that such matrix has
the following standard form: G = (IkP ), where Ik is the identity matrix of
order k, and P is a k × (n− k) matrix.

If C is a linear code with length n and distance d, removing the last d− 1
coordinates of each codeword, a new code with length n − d + 1 is obtained
for which all the words are different and then |C| ≤ qn−d+1. As a consequence,
for the [n, k, d]-codes it is verified:

(A.2) d ≤ n− k + 1.

The codes verifying the equality d = n − k + 1 are called MDS codes
(Maximum Distance Separable). If G is the generator matrix of one of such
codes, then any k columns of G are linearly independents.

A linear code is cyclic if ∀(a0, . . . , an−1) ∈ C then (an−1, a0, . . . , an−2) ∈ C.
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In order to work in an efficient way with the codewords, in general it is
considered that n and q are co-primes, that is, gcd(n, q) = 1, and then it is
possible to identify the words (a0, a1, . . . , an−1) ∈ Fn

q with the polynomials of
degree less or equal to n with coefficients in Fq: a0 + a1x + · · · + an−1x

n−1 ∈
Fq[x]/(xn − 1).

Due to the fact that in the ring Fq[x] the multiplication times x can be
identified with a cyclic change of the words, each cyclic code has associated an
ideal in Fq[x]/(xn− 1), and hence the cyclic code C is completely described by
a generator of that ideal, g(x).

Let C be a cyclic code with generator g(x) = f1(x) · · · ft(x). The
decomposition field of g(x) is the less extension of Fq where g(x) factorizes
as product of linear factors, Fqm , called error-locating field. Let βi, 1 ≤ i ≤ t,
be a zero of fi(x) in Fqm , then C is completely determined by that set of zeros,
Z, that is, it is verified:

(a0, . . . , an−1) ∈ C ⇔ ∀β ∈ Z, a0 + a1β + . . .+ an−1β
n−1 = 0.

Now, let β be an n-primitive root of the unity in an extension of the field
Fq. The code defined by the set of zeros Z = {βm, βm+1, . . . , βm+d−2} is called
a BCH code (Bose-Chaudhuri-Hocquenghem) with assigned distance d. The
minimum distance of a BCH code with assigned distance d is, at least, d.

Reed-Solomon codes

A Reed-Solomon code is a BCH code with length n = q − 1 over Fq

([Hankerson et al., 2000], [Wicker and Bhargava, 1994]). As the roots
of the polynomial xq−1 − 1 are the non zero elements in Fq, then all
minimal polynomials are linear polynomials and, for this class of codes, the
error-locating field coincides with the alphabet Fq.

The generator of a Reed-Solomon code which corrects e errors is a
polynomial of degree 2e and it has the following expression:

g(x) =
2e∏
i=1

(
x− αi

)
,

where α is a primitive element in Fq, that is, a generator of the multiplicative
group F∗q, and d = 2e+ 1 is its assigned distance.

Nevertheless, as the dimension of a Reed-Solomon code with assigned
distance d is k = n − d + 1, the Reed-Solomon codes are [n, n − d + 1]-codes
and their minimum distance is, from the expression (A.2), exactly d. Thus,
Reed-Solomon codes are MDS codes.

These characteristics are the main reason to use Reed-Solomon codes; that
is, for fixed n and k, there exist no codes with a minimum distance greater
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than the minimum distance of a Reed-Solomon code. Hence, Reed-Solomon
codes are the most used ones in many applications: Reading CDs, DVDs, and
hard disks, reception of spatial images sent by spatial probes, etc. ([Rhee,
1989], [Wicker and Bhargava, 1994]).

In brief, the process for error-correction is based on the following facts.
The polynomial c(x) assigned to a codeword is transmitted, but a different
polynomial is received: v(x) = c(x) + e(x) ∈ Fq[x]. The polynomial e(x) =
v(x)−c(x) is called the error polynomial. The polynomial v(x) can be evaluated
on the elements of Fq, in particular on the zeros of the generator polynomial
g(x): {γ1, . . . , γr}. As c (γi) = 0, 1 ≤ i ≤ r, we have the following system of
equations:

Si = v (γi) = e (γi) =
n−1∑
j=0

ejγ
j
i , 1 ≤ i ≤ r,

where only the components of the error appear but not the components of the
codewords. The expressions Si = v (γi) are called syndromes.

If the previous system of equations can be solved for the coefficients ej,
the error can be determined and corrected. Nevertheless, considering as zeros
of the generator polynomial g(x) the values {α, α2, . . . , α2e}, where α is a
primitive element of Fq, which is the case of Reed-Solomon codes, we have
that the e errors can be determined, in an effective way, from the values of the
syndromes {S1, S2, . . . , S2e} (see [Blahut, 1983, §7.3]).

A.1.2 Hash functions

It is well-known that a hash function ([Fúster Sabater et al., 2004], [Menezes
et al., 1996]) is a function that takes a message of any length as input and
produces a message of a fixed length as output. More precisely, a hash function,
H, maps bitstrings of arbitrary finite length to strings of fixed length, called
the hash-value or the hash. The basic idea of these cryptographic functions is
that the hash-value is used as a compact representation of the input bitstring.

Hash functions are used in many applications: To generate digital
signatures, to elaborate message authentication codes, to detect viruses, worms
or Trojan horses, etc. (see [Fúster Sabater et al., 2012, §6]).

A hash function must satisfy three properties in order to guarantee its
security in applications:

1. Preimage resistance: Given a hash function H and a hash value h, it is
computationally unfeasible to find any preimage m such that H(m) = h.
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2. 2nd-preimage resistance: Given a hash function H and a preimage
(message) m1, it is computationally unfeasible to find any second
preimage m2 such that m1 6= m2 and H(m1) = H(m2).

3. Collision resistance: Given a hash function H, it is computationally
infeasible to find any two different inputs m1 6= m2 such that H(m1) =
H(m2).

In the literature there are several hash functions proposed, but nowadays
only two of them can be considered standard: SHA-1 and SHA-2. SHA-1
produces hashes of 160 bits; whereas SHA-2 has several versions whose names
depend on the length of the hash-value: SHA-256, SHA-384, and SHA-512.
For this reason among others, SHA-2 is more secure than SHA-1.

There is a new set of hash functions, called SHA-3, which is supposed to
cover the need of the NIST for an alternative, dissimilar cryptographic hash.
The winner of the Secure Hash Algorithm Competition has been recently
selected ([NIST, 2012b]), and is the set of Keccak hash function ([NIST,
2013b]). Nevertheless, SHA-3 is not meant to replace SHA-2 because no
significant attack on SHA-2 has been demonstrated.

One example of the hash calculation performed in the fuzzy
crypto-biometric scheme can be seen in §B.1.

A.1.3 Lagrange polynomial interpolation

The problem of the interpolation can be defined as follows: Given a set
of points {(x0, y0), (x1, y1), . . . , (xn, yn)}, such that xi 6= xj, 0 ≤ i, j ≤ n, the
problem is to determine a function, f(x), that verifies the conditions f(xi) = yi,
0 ≤ i ≤ n. If f(x) is a polynomial, p(x), then, the interpolation problem is
called polynomial interpolation ([Pastor, 1960]).

Due to the fact that n+1 conditions are imposed on the polynomial p(x), it
is not possible in general to obtain a polynomial of degree less than n verifying
all these conditions. Nevertheless, it is easy to prove that it exists one and only
one polynomial satisfying the n+1 following conditions: p(xi) = yi, 1 ≤ i ≤ n.

Suppose that the polynomial is given by the following formula:

p(x) = s0 + s1x+ s2x
2 + . . .+ snx

n.

In order to determine the coefficients s0, s1, . . . , sn of p(x), it is enough to
solve the following system of n+ 1 equations with n+ 1 unknowns, si:

(A.3)


s0 + s1x0 + s2x

2
0 + . . .+ snx

n
0 = y0

s0 + s1x1 + s2x
2
1 + . . .+ snx

n
1 = y1

...
s0 + s1xn + s2x

2
n + . . .+ snx

n
n = yn
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From the Rouché-Frobenius Theorem ([Lang, 1989]), it is well known that
the system (A.3) has a unique solution if and only if the system is compatible
and determined, that is, if the coefficient matrix rank, rank(V ), is equal to
the rank of the matrix augmented with the independent terms, rank(V̄ ), and
equals to the number of unknowns, n+ 1, where

V =


1 x0 x20 . . . xn0
1 x1 x21 . . . xn1
1 x2 x22 . . . xn2
...

...
... . . . ...

1 xn x2n . . . xnn



V̄ =


1 x0 x20 . . . xn0 y0
1 x1 x21 . . . xn1 y1
1 x2 x22 . . . xn2 y1
...

...
... . . . ...

...
1 xn x2n . . . xnn yn


As the first matrix, V , is a Vandermonde-type matrix, it is well known the

value of its determinant:

(A.4) det(V ) = |V | =
∏

i 6=j,1≤i,j≤n

(xi − xj).

Moreover, as all the xi are different, we have rank(V ) = rank(V̄ ) = n + 1,
so the solution to the system is unique. That solution can be found by using
the Cramer’s rule.

Cramer’s rule

The Cramer’s rule ([Lang, 1989] permits to determine the solution of a
compatible and determined system of linear equations from the matrix of the
coefficients and the independent terms, V̄ , by computing determinants. This
method is not very practical if the number of determinants to be computed
is very large. Nevertheless, in our design and implementation it is the best
method due to the arithmetic of Java language, as it will be explained later
on.

The Cramer’s rule is as follows: Consider a system of linear equations
represented in matrix multiplication form as V S = Y , where the square matrix
V is invertible and the vectors

S = (s0, s1, . . . , sn)>,

Y = (y0, y1, . . . , yn)>
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are the column vectors of the variables and the independent terms, respectively.
Then the Cramer’s rule states that:

si =
|Vi|
|V |

i = 0, . . . , n,(A.5)

where Vi is the matrix formed by replacing the ith column of V by the column
vector Y :

Vi =


1 x0 x20 . . . xi−10 y0 xi+1

0 . . . xn0
1 x1 x21 . . . xi−11 y1 xi+1

1 . . . xn1
...

...
...

...
...

...
...

...
...

1 xn x2n . . . xi−1n yn xi+1
n . . . xnn


Lagrange interpolation

The polynomial interpolation in the Lagrange form is a special case of
polynomial interpolation (see [Lidl and Niederreiter, 1997], [Pastor, 1960]).

Lagrange interpolation provides a formula to obtain the polynomial
interpolator of a set of points {(x0, y0), (x1, y1), . . . , (xn, yn)}, where xi 6= xj,
0 ≤ i, j ≤ n. To obtain this formula it is enough to consider, at the beginning, a
polynomial of degree n such that its value in the points x1, x2, . . . , xn, vanishes
and for x = x0 its value is y0. Then, another polynomial is considered such
that its value in the points x0, x2, . . . , xn, vanishes and in the point x = x1 its
value is y1, and so on.

The sum of such polynomials has the following expression:

p(x) = λ0(x− x1)(x− x2) · · · (x− xn)

+ λ1(x− x0)(x− x2) · · · (x− xn)

+ . . .

+ λn(x− x0)(x− x1) · · · (x− xn−1),

where

λ0 =
y0

(x0 − x1)(x0 − x2) · · · (x0 − xn)
=

y0∏
j 6=0(x0 − xj)

,

λ1 =
y1

(x1 − x0)(x1 − x2) · · · (x1 − xn)
=

y1∏
j 6=1(x1 − xj)

,

. . . ,

λn =
yn

(xn − x0)(xn − x1) · · · (xn − xn−1)
=

yn∏
j 6=n−1(xn − xj)

.
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Hence, the Lagrange interpolation formula is:

p(x) =
y0(x− x1)(x− x2) · · · (x− xn)∏

j 6=0(x0 − xj)

+
y1(x− x0)(x− x2) · · · (x− xn)∏

j 6=1(x1 − xj)
+ . . .(A.6)

+
yn(x− x0)(x− x1) · · · (x− xn−1)∏

j 6=n−1(xn − xj)

=
n∑

i=0

yi

∏
i 6=j(x− xj)∏
i 6=j(xi − xj)

.

Nevertheless, the Java language does not work with symbolic calculation,
i.e., it cannot do computations with undetermined values. For this reason, the
expression given in (A.6) is not useful to calculate the polynomial in Java, and
thus another way to determine p(x) has to be found.

One possibility for avoiding this problem is to compute the coefficients,
si, of the polynomial directly from the determinants given in (A.5) by the
Cramer’s formula. To do so, it is necessary to compute all the determinants
|Vi| and all the quotients |Vi|

|V | , whose elements are integer numbers.

Most of the methods to compute determinants (Gauss elimination, pivot
method, etc.) need to calculate partial multiplications and divisions with the
integer numbers of the determinants. The results of these calculations are real
(not integer numbers) numbers, and then the results are not exact results,
which is a serious problem in Cryptography. Hence, alternative methods to
obtain the Lagrange interpolator polynomial are necessary.

First of all, note that the least common multiple (lcm) of all denominators
in the expression (A.6) is the determinant of the Vandermonde matrix V (see
formula (A.4))

In fact, we have,

lcm

(∏
j 6=0

(x0 − xj),
∏
j 6=1

(x1 − xj), . . . ,
∏
j 6=n

(xn − xj)

)
=(A.7)

=
∏

i 6=j,1≤i,j≤n

(xi − xj) = |V |.

Hence, one possible approach to solve the stated problem is to compute the∏
i 6=j(x − xj), 0 ≤ i ≤ n, of the expression given in (A.6). To do so, without

using symbolic values, as the undetermined x, we will resort to the elementary
symmetric functions, as follows ([Lidl and Niederreiter, 1997], [Pastor, 1960]):
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(A.8)
∏
i 6=j

(x− xj) =
n∑

h=0

(−1)hσh (x0, . . . , x̂i, . . . , xn)xn−h,

where x̂i means that the term xi is excluded and
σh (x0, . . . , x̂i, . . . , xn) , 0 ≤ h ≤ n, are the elementary symmetric
functions of the n values x0, . . . , x̂i, . . . , xn.

For example, for i = 0:

σ0(x1, . . . , xn) =1

σ1(x1, . . . , xn) =
∑

1≤k1≤n

xk1

= x1 + . . .+ xn,

σ2(x1, . . . , xn) =
∑

1≤k1<k2≤n

xk1xk2

=x1x2 + . . .+ x1xn + x2x3 + . . .+ x2xn+

. . .+ xn−1xn,

...(A.9)

σh(x1, . . . , xn) =
∑

1≤k1<...<kh≤n

xk1 · · ·xkh

...

σn(x1, . . . , xn) =
∑

1≤k1<...<kn≤n

xk1 · · ·xkn

=x1 · · · xn.

Thus, taking into account the expression (A.8), the Formula (A.6) becomes:

p(x) =
n∑

i=0

yi

∑n
h=0(−1)hσh(x0, . . . , x̂i, . . . , xn)xn−h∏

i 6=j(xi − xj)
(A.10)

=
n∑

h=0

(−1)h
n∑

i=0

yiσh(x0, . . . , x̂i, . . . , xn)∏
i 6=j(xi − xj)

xn−h,

and all the problem is now to calculate these elementary symmetric functions,
which only depend on integer numbers, as well as on the determinant of the
Vandermonde matrix.
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A particular case

In order to clarify the expression of the Lagrange polynomial as a function
of the elementary symmetric functions, we include an example of the previous
formulas for the particular case in which n = 3.

As n = 3, four points, (xi, yi), 0 ≤ i ≤ 3, are needed to recover the
polynomial. The general Lagrange formula to interpolate the polynomial in
this particular case is the following:

p(x) =
y0(x− x1)(x− x2)(x− x3)
(x0 − x1)(x0 − x2)(x0 − x3)

+
y1(x− x0)(x− x2)(x− x3)
(x1 − x0)(x1 − x2)(x1 − x3)

+
y2(x− x0)(x− x1)(x− x3)
(x2 − x0)(x2 − x1)(x2 − x3)

+
y3(x− x0)(x− x1)(x− x2)
(x3 − x0)(x3 − x1)(x3 − x2)

.

Expanding this expression and computing the coefficient of each degree of
p(x), it can be seen that the expressions of this example coincide with the
general expression for p(x) given in formula (A.10) for the particular case
n = 3.

Degree 0 (xn−h, n = 3, h = 3):

(−1)3
3∑

i=0

yiσ3(x0, . . . , x̂i, . . . , x3)∏
i 6=j(xi − xj)

=− y0x1x2x3
(x0 − x1)(x0 − x2)(x0 − x3)

− y1x0x2x3
(x1 − x0)(x1 − x2)(x1 − x3)

− y2x0x1x3
(x2 − x0)(x2 − x1)(x2 − x3)

− y3x0x1x2
(x3 − x0)(x3 − x1)(x3 − x2)

.
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Degree 1 (xn−h, n = 3, h = 2):

(−1)2
3∑

i=0

yiσ2(x0, . . . , x̂i, . . . , x3)∏
i 6=j(xi − xj)

=
y0(x1x2 + x1x3 + x2x3)

(x0 − x1)(x0 − x2)(x0 − x3)

+
y1(x0x2 + x0x3 + x2x3)

(x1 − x0)(x1 − x2)(x1 − x3)

+
y2(x0x1 + x0x3 + x1x3)

(x2 − x0)(x2 − x1)(x2 − x3)

+
y3(x0x1 + x0x2 + x1x2)

(x3 − x0)(x3 − x1)(x3 − x2)
.

Degree 2 (xn−h, n = 3, h = 1):

(−1)1
3∑

i=0

yiσ1(x0, . . . , x̂i, . . . , x3)∏
i 6=j(xi − xj)

=− y0(x1 + x2 + x3)

(x0 − x1)(x0 − x2)(x0 − x3)

− y1(x0 + x2 + x3)

(x1 − x0)(x1 − x2)(x1 − x3)

− y2(x0 + x1 + x3)

(x2 − x0)(x2 − x1)(x2 − x3)

− y3(x0 + x1 + x2)

(x3 − x0)(x3 − x1)(x3 − x2)
.

Degree 3 (xn−h, n = 3, h = 0):

(−1)0
3∑

i=0

yiσ0(x0, . . . , x̂i, . . . , x3)∏
i 6=j(xi − xj)

=
y0

(x0 − x1)(x0 − x2)(x0 − x3)
+

y1
(x1 − x0)(x1 − x2)(x1 − x3)

+
y2

(x2 − x0)(x2 − x1)(x2 − x3)
+

y3
(x3 − x0)(x3 − x1)(x3 − x2)

.





Appendix B

Implementation example: case of
study

In this Appendix an execution of the fuzzy crypto-biometric
scheme implementation explained in this Ph.D. Thesis is presented,
showing the different outputs generated.

The Appendix is divided into two sections: in §B.1 the enrollment
phase for one user’s iris template is explained, while §B.2 presents
the verification phase for two different examples of query templates.

In particular, in §B.2.1 the query template is from the same user
but taken in a different moment, therefore this section measures
how the scheme behaves with the intra-user variability. However,
in §B.2.2 the query template belongs to a different user, an attacker,
who wants to fool the system.

Each user will be identified by means of her identification number.

B.1 Enrollment

• The secret is defined by the user and it determines the degree of the
polynomial:

Secret =
5024696772877426641096790809594188588040478088841029010869.
BitsSecret = 192.
Degree of the polynomial d = 21.
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• The coefficients are calculated through the representation of Secret in base
512:

Polynomial coefficients:
{437, 98, 495, 219, 196, 302, 147, 462, 247, 64, 137, 147, 224, 85, 212, 34, 352,

338, 13, 393, 206, 6}.

Number of coefficients = 22.

• The number of points, n, is defined to be 384 and the x- and y-coordinates
are calculated:

Number of bits of each x-coordinate = 9.
x-coordinates:

{319, 312, 91, 273, 20, 262, 251, 205, 383, 356, 215, 61, 337, 418, 136, 96, 89, 41, 78,
47, 18, 228, 26, 297, 70, 289, 15, 95, 112, 282, 510, 52, 139, 403, 196, 244, 77, 243,
58, 221, 430, 82, 400, 76, 455, 113, 48, 317, 182, 341, 462, 488, 60, 506, 342, 428,
362, 300, 33, 94, 465, 75, 304, 54, 168, 463, 163, 467, 316, 185, 195, 406, 355, 379, 6,
504, 393, 114, 433, 158, 285, 416, 473, 432, 367, 370, 227, 5, 160, 51, 80, 368, 281,
204, 103, 396, 477, 413, 220, 495, 431, 466, 298, 189, 490, 443, 169, 388, 327, 178,
127, 437, 143, 441, 446, 71, 361, 265, 240, 440, 324, 210, 302, 344, 442, 84, 311, 468,
21, 384, 394, 456, 162, 485, 470, 420, 398, 217, 331, 74, 457, 295, 291, 62, 59, 3, 287,
405, 501, 175, 28, 242, 376, 303, 296, 161, 14, 329, 350, 386, 192, 322, 472, 140, 294,
258, 131, 230, 401, 493, 63, 261, 79, 116, 166, 357, 164, 454, 276, 358, 381, 105, 460,
236, 239, 255, 269, 292, 142, 486, 503, 330, 340, 392, 216, 145, 32, 346, 22, 407, 11,
375, 57, 366, 250, 176, 111, 87, 72, 102, 144, 268, 120, 159, 132, 171, 332, 479, 478,
156, 449, 65, 193, 109, 264, 419, 37, 152, 339, 306, 203, 134, 93, 364, 391, 280, 9,
100, 190, 43, 246, 336, 505, 88, 125, 35, 422, 402, 286, 64, 92, 354, 42, 487, 19, 98,
191, 320, 202, 343, 474, 46, 207, 382, 252, 44, 263, 186, 333, 464, 110, 438, 226, 241,
138, 481, 426, 233, 229, 214, 209, 494, 451, 500, 353, 352, 170, 150, 154, 389, 414,
429, 235, 148, 249, 260, 412, 476, 126, 315, 208, 425, 484, 421, 424, 371, 415, 149,
410, 199, 36, 234, 200, 232, 31, 334, 328, 197, 459, 277, 218, 326, 489, 314, 187, 453,
38, 365, 1, 201, 29, 377, 167, 225, 496, 30, 67, 108, 188, 492, 256, 369, 129, 509, 151,
121, 502, 183, 325, 378, 417, 237, 117, 399, 69, 348, 301, 172, 34, 491, 115, 90, 165,
231, 212, 253, 450, 181, 305, 141, 434, 179, 56, 10, 146, 284, 271, 248, 452, 155, 198,
475, 128, 293}.

Number of x-coordinates = 384.

The 384 y-coordinates are calculated by means of the polynomial
coefficients and the x-coordinates:
{252581683971341447196035110202603321706874952786548358,
158854904976577341597080859664085473937808099889124069,
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1146921875246236489978404299481660154080014,
9757820214446974957450241167705672229069519290303982,
...
(376 elements)
...
11972493960807596720665875670184855408064516190757,
1045064545250243254015770492642385667315115509569867918862,
1361838587393308284902383937966951409116770997,
42735660780671775879336380513648671694341827114506342}.

• The Reed-Solomon code is defined and to create the message to be encoded
all the y-coordinates are represented in base 512.

Reed-Solomon parameters: k = 23, nRS = 36, m = 9.

Message:
{(319, 134, 331, 430, 319, 82, 355, 32, 35, 458, 331, 312, 181, 227, 494, 137, 358, 187,
435, 197, 84, 0, 0),
(312, 229, 9, 17, 25, 435, 36, 183, 368, 383, 258, 302, 74, 407, 262, 323, 313, 460, 119,
37, 53, 0, 0),
(91, 270, 309, 274, 72, 389, 392, 133, 171, 103, 64, 27, 233, 485, 0, 170, 26, 0, 0, 0, 0,
0, 0),
(273, 494, 386, 146, 193, 54, 375, 242, 504, 58, 282, 20, 393, 232, 210, 283, 211, 79,
73, 133, 3, 0, 0),
...
(376 elements)
...
(198, 37, 249, 71, 485, 96, 425, 511, 238, 451, 299, 510, 498, 210, 426, 401, 100, 289,
24, 2, 0, 0, 0),
(475, 14, 343, 259, 174, 484, 20, 404, 415, 453, 451, 205, 510, 233, 7, 386, 170, 367,
370, 232, 479, 169, 1),
(128, 181, 505, 246, 395, 343, 242, 490, 193, 130, 265, 173, 234, 4, 339, 143, 34, 61,
0, 0, 0, 0, 0),
(293, 102, 396, 189, 249, 420, 86, 87, 111, 198, 28, 449, 499, 95, 316, 76, 186, 250,
118, 142, 14, 0, 0)}.

Note that each row of Message is created by the concatenation of the
x-coordinate and the y-coordinates represented in base 512. Each row has
k = 23 elements and there are n = 384 rows.
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• The message is encoded with the Reed-Solomon code forming the set C,
which has n = 384 rows of nRS = 36 elements each row. The next step is to
calculate the hash of each element of C and to form the set H.

H:
{(3b7a08d3 6d76b851 3d448004 73e9efed 939e6a81 bb45581a 87144d0d cfab86f4
07be9acb e48625e8 eb678433 6c418772 0c77c357 858332f6 e6fc28d5 4505cecf),
(8d8d17f7 73659f90 703d2dcf 02b11485 7eed466b 25e67203 45ee341c 3389fb80
cd4f73eb bd98b361 611ce8f6 b52b1f05 5d825f5c 47e4f583 bc879e79 466a967b),
(9ad13ee6 4ccb972d 04fd92fa e3e9d63b bdb696d9 a4597930 0b5b5f67 cfee5096
e7b37b0b 0936550f 57809511 c5dba021 494135d3 307023da 461a8637 1100e518),
(5720fc11 514687ef 93a0a8f0 89c4afb2 a7aae506 37075895 fa7bb2a5 555fdbda
347f6356 cc3aa03b da0a948c c8948b2e 6770ab9e 91525a9e 1b147031 6b9a3f07),
...
(376 elements)
...
(b0958238 7167e9be bf3288a8 aa58625b 8ad6f6a8 ec917996 a057f14f b1ad6e9c
988808d3 49bba1d0 e5a34b5d 9fa56db0 5443db49 4b2b708e 63c1d3f0 63ec86c9),
(eb97b39a 07aa19cf dcd74a2b aef44ab8 3b701b31 b303165b 993dfcf6 b173e79b
952c2369 065ab242 88d5cffb 84518ce0 dc3d26e2 2d21a1ff b1a8ece0 ae5668a0),
(a780b18b fa21a369 f0fe0a4c 2ef6c62d 96a058b0 de491258 377d9faa 06cf1adb
610a7d7c f0f9ab2a 45208722 5f8176af 8ca01060 e119d7ce d81fbb6d 4a800bcd),
(47fda113 c585cc17 edb8b746 2aa95041 a9f91da6 8554e65e 55c5d832 6945252d
4f3f458c a4ae927d fa7cc366 9055d085 5e96da8b 9bc7b531 de265ffc 479d2dcf)}.

• Now, in order to calculate the values of the elements of ∆, the iris template,
B, and the identification number, id, are extracted from the user information.

Iris id = 1.
Iris template (hex):

{8ca79ca5 068bc933 4ea6bc85 07cbc943 663e3bc9 07d3ccce 9ea72ef7 35cb6a03
963727b7 cd696e03 d61277af dd69af02 baaaeeff 1f820a20 bafaffff 9faa2aaa
fafeffff ffafaaaa 3238a647 9f21678b 63382667 8f216d88 e131b7e7 87616a8e
6c96b699 964ed3bc 6C16b399 96b2c3C4 663633c9 97b2cccc 61464a0b 1b2699bc
6d4e4a49 1336d94c 6d4f0a4d 7237d56e 02864a03 5154ab90 55054041 51555555
55054055 55555555 12879933 4ddc8a34 9a8789b1 697c9e71 f8818971 e1789e61
ee30a74d 8e9ed840 26362319 8692d8cc 26262349 9292cccc 3cda9066 9e1834d2
34b69536 9e9834f3 36b6b5b4 9eb064ff ed7b9022 f92ab580 e07ab502 a00a00a0
00fabf00 00000080 647a7289 999365C6 64787298 989767c6 7e786018 388667e6
b6e58ca5 cf92c94f 369d2c85 8793ccce 363c2fc9 83b3cccc e3389189 67d5d34d
c97909c9 67d393dc 8bd1ca4b 67d38bd4 55550108 6a7fd57f 45550008 60ffff57
850500aa aafaff55 8dc15948 727ed377 9f4318cc 72e69833 8747188e 1ee6b933}.
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• As the final step of the enrollment phase, the values of the elements in the
set ∆ are computed, δi = ci + bi, 0 ≤ i ≤ 384, and represented in hexadecimal.

∆:
{(0b31fa0b f1220b31 c60d7194 19713e0b f0ac0290 571621fd 0da02f12 70391c81
7417410d 1560721d 01af1220 971ca107 1eb14f0f a01a),
(09103e16 216a1721 0c17d010 0c90d805 b0871a30 f005f09c 0921251d 017e18e1
591590aa 1e402f0b 91f20990 a015300e 1e409b17 010f),
(1bf07209 90761ac0 e90ec1e9 00f1cb1a 417f04d1 4916400e 17e16416 41641641
6416411e 0c002a0c 10450a21 151e305b 1370031f 7041),
(06c1490d d1ed01c1 910d204d 15319507 516f0e40 4302d076 02e1aa1a
41e015e1 5b15b0a3 0db1fa1f 20a30e51 a30370e3 0c00491b a1bb),
...
(376 elements)
...
(0a80070d b0291c70 4218b1e1 0d01a510 d1e01d40 b418c173 0461031f a1e41e21
e21e2094 0431891c 116605e1 c002e13c 1081001a 4035),
(0f512807 101d1c80 fe12e0ae 0b90df0d d1e71180 0312109c 1c408908 c0020f91
c311b05c 0db1a40d 90210e80 2c1d0199 09e1e604 307a),
(1c71fc14 003d0d20 9e039131 0081c905 01f40311 4b09a1d6 16918414 71471471
4714709e 0631d60b b1011dd0 ff02f1e3 14802107 a1d3),
(0f203315 908a0c61 71023024 03c0931e 918e1c00 2c109019 0870c704 305b1db1
cd1cd1aa 0e40c909 80451db1 a11b70f9 1131cc05 0160)}.

The values of the elements in the sets ∆ and H are stored as reference data
in the same file. The name of this file depends on the identification number.
As in this case id = 1, the file created will be enrollment1.txt.

• The parameters used along this process are stored in the file
parameters1.txt:

d = 21, nRS = 36, k = 23, m = 9, digest = SHA-512, base = 512.

• As internal control, the identification number and the hash value of the secret
will be stored in secret1.txt:

Internal control:
id = 1.
Hash value of S:

{e2f5692f fba25c28 4ace38a5 f18888c4 6a721ea3 61b507b1 60da2f81 334327a7
971186ad 9088dc75 7a0076ea 19bd975c dfbfbffe 806c5ff4 395b4095 6679a8a0}.
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B.2 Verification

B.2.1 Same legitimate user

• In this phase, the first step is to obtain all the necessary data from the files
where they are stored. These data are the parameters, the sets ∆ and H, and
the query template, B̄.

Query id = 1.
Query template (hex):

{fb383997 26cbdbc6 6a383993 26cbdbc6 6c18399b c7d3decc b8092df7 20cb0646
b8292fd7 6069a4d6 b8516fdb 6429b492 aafafff7 87a00a00 aafaffff ffabaaaa
aafeffff ffafaaaa 3993df65 8b89638c 719ac767 a729668e 619ea7e7 a7e96e8e
cbc46e9b 9666f364 c8dc3899 9636d3cc ccd82c19 96b2d4cc 07ce990c 4936936c
0f9ed948 1b36d36c 2d8ad14b 1b35d34a 4007fcfa 59440190 4105d458 51555555
55055455 55555555 2667cc99 6cdc8e70 aee7dcb9 68789a71 f8e5dcb9 69789e71
fdde184b 8c9cb99c fcdc0859 869a99dc 64d82c59 9692d8d8 787c2669 b6193cb1
306c266d b6986cf3 b4ec2e2d b49040b7 35fa8315 b52a84a0 28fa2b25 a02a00a0
00fa2b00 00000080 78ba33b5 991373c3 783a23e1 989723e6 3e7a6318 389723e6
751c3b27 87179bde 6c183927 8743dbde 641a2d4b c7d3dcd8 6763c222 9b56db1d
43f3c232 cfc6cb1c 4bf2d292 cfc20b54 57050080 627ff57f 55010002 027ffd5f
c501aaaa aafafb55 876d620a 72f6d897 8745381a 4ee6d811 8705389e 0ee6f919}.

• Combining the set ∆ and the query template, the set C̄ = ∆+B̄ is obtained,
i.e., C̄ = {δ0 + b̄0, . . . , δn−1 + b̄n−1} = {c̄0, . . . , c̄n−1}. Recall that δi = ci − bi,
where bi ∈ B, the user template used in the enrollment phase.

As the elements of C̄ have to be compared with the values of H stored, the
same hash function as in the enrollment phase is applied to them, i.e., digest
= SHA-512.

In this comparison, the number of right elements of C̄ are counted to know
if there are at least ncoeffs, so that the verification phase can continue.

Hash verification:
Number of right c̄i = 78.
The output of this part of the program is:
Iris granted!!

Enough points, 78 ≥ 22, to continue with the verification
phase.

• As ncoeffs = d+1 = 22 elements are necessary to continue with the Lagrange
interpolation, only those values are taken from the set of right C̄, which in this
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case has 78 elements. The Reed-Solomon code is used with these values to
obtain the message decoded.

The rows recovered from the decoded message should be equal to those of
the original message. Then, each row is divided into two different arrays to
recover the x- and y-coordinates separately.

x-coordinates recovered:
{418, 228, 95, 282, 243, 342, 300, 33, 94, 54, 463, 163, 467, 316, 185, 195, 406, 432,
368, 396, 431, 388}.

Number of x-coordinates recovered = 22.

y-coordinates recovered:

{71992277844262401771206668873840956838271602470047336717,
227079055741455913188776632522377797211734491962797,
2796687347012047320164210276139269301511622,
19213088420851007310979840098044705772972681238847549,
858421831946562364130490938672206673507873642642942,
1082597557856034986925165914938221708518997266871643589,
69990577434188950535603329500337318817298453557579837,
975662937150846980831906870523662,
2245952428439988538294912563840875812536533,
23882481327528105656188031661198008453,
611705193714569025514787644190446126220327739380813124902,
207963671614019201672027245415991584795916529502,
732380777409929222976340666775686009357076081012180257214,
207315260708242547798647614962678412719221436993031389,
2906638925928266116332756522203240369485900898942,
8708561348873556089749688752857628908323410731422,
39139257903478721133784901022705613831030796087866526789,
143437873619437789750898616611228160689187454629064560149,
5010553962294445713231705507294388588888868761325223317,
23228804870423274228325207019234603857087651310296827389,
136647798981210011660900818835290953938857546641554237414,
15157050551309654023472319302587800269190115996237341677}.

Number of y-coordinates recovered = 22.

• Finally, to calculate the polynomial coefficients and to be able to retrieve the secret,
the Lagrange interpolation is done.

Lagrange coefficients:

{437, 98, 495, 219, 196, 302, 147, 462, 247, 64, 137, 147, 224, 85, 212, 34, 352, 338,
13, 393, 206, 6}.

Number of Lagrange coefficients = 22.
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These coefficients are the same as the polynomial coefficients.

• The last step is to control if all the processes have been performed correctly. This
is done by comparing the identification number, of the query template, and the hash
value of the secret retrieved, with the values stored in secret1.txt.

Secret =

5024696772877426641096790809594188588040478088841029010869.

The user is who she says: true.

The original secret ant the retrieved one are the same: true.

B.2.2 A user different from the enrolled one

• This subsection will do the same process as the previous one, i.e., the verification
phase, but this time the query template, B̄, will be from another user. This is the
case in which an attacker is trying to fool the scheme to retrieve a secret from a real
user. The attacker is using her own iris template but the identification number of a
user who really exists in the database, in this case the identification number is 1.

Query id = 1.

Query template (hex):

{89cd6d31 cb8c99e9 8d0d6d31 cfac99e9 2c9fe334 cd88996d a434f93d 2aacdcf9
a436d17b 6efcdcf8 e636d14b 4efdbcf4 aa3efdaf aafeff9e ae7efdbf aafeffbf
fe7ff5ff aaffffff 9a2fcb32 09be331b 9a67c933 09fa331b fa65c863 47f8b719
8e6f1d93 4b729b1c 0e1bcf38 4ffa934e 2e9bc734 4d5a076f 3bcb069b d9c06766
33cb2e8b b9cc6767 33cb2e2d 3944f662 798b0240 0040a5bc 55880240 0050a57c
55a80250 55555555 6d9073c8 726ccce4 6d98779c 737ccca4 7d98779c 717ec884
8e998791 331c3ff9 2e9bc71c 1b588769 2c93d53c 195b0649 ce34cbfc 263b181e
cf34d3bc 2633581b cf6cbfb4 3433501b ab8b4add c7339af5 ab03d455 5513d2fe
a817f455 00015000 9a630d67 1cb3e2f8 9ee78d67 9c13e670 9ec78567 9c0766e0
898d697b 3b8ccdcc 4c9d6933 68d88dcd 6C93e334 49d988c9 59469243 dd32e299
594d2cd3 dd022b8d 486df4d2 d92a2b8d 55550060 55010000 105000e0 ff010000
00000aaa be020a00 647034c9 f7c98866 6550b698 f7c10866 e141e298 e6810e7e}.

Notice that, although the id number is the same as the one in the enrollment
phase, the query template is not the same.

• All the data stored are obtained again: The sets ∆ and H, and the parameters.

Then, the set C̄ and the hash values of all its elements are calculated to do the
comparison. Many or all of these values are going to be completely different from
the elements of H, so when the comparison between them is done none or only a few
values of C̄ are right. In this case:
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Hash verification:

Number of right c̄i = 0.

The output of this part of the program is:

WRONG IRIS!!

Too many errors to continue with the process.

• The verification phase ends here because there are not enough right elements of
C̄, so the Lagrange interpolation cannot be carried out and consequently the secret
will not be retrieved.





References 201

References

[Ahmed and Rao, 1975] Ahmed, N. and Rao, K. (1975). Orthogonal Transforms for
Digital Signal Processing. Springer-Verlag, Berlin, Germany. 8.2.1

[Alvarez Mariño et al., 2012] Alvarez Mariño, R., Hernández Álvarez, F., and
Hernández Encinas, L. (2012). A crypto-biometric scheme based on iris-templates
with fuzzy extractors. Information Sciences, 195:91–102. http://dx.doi.org/
10.1016/j.ins.2012.01.042. 3.1, 3.2, 4.1

[Arakala et al., 2007] Arakala, A., Jeffers, J., and Horadam, K. (2007). Fuzzy
extractors for minutiae-based fingerprint authentication. In 2nd International
Conference on Biometrics, pages 760–769. 2.5

[Baier and Breitinger, 2011] Baier, H. and Breitinger, F. (2011). Security aspects of
piecewise hashing in computer forensics. In 6th International Conference on IT
Security Incident Management and IT Forensics (IMF 2001), pages 21–36. 5.2.2,
5.2.2

[Beauchamp, 1975] Beauchamp, K. G. (1975). Walsh Functions and their Apllica-
tions. Academic Press, London, UK. 8.2.1

[Besbas et al., 2012] Besbas, W., Artemi, M., Sullivan, R., and Al Rjebi, M. (2012).
Content based face image retrieval in Walsh Hadamard transform domain. In
The International Conference on Computing, Networking and Digital Technologies
(ICCNDT2012), pages 101–106. 8.3.1

[Bioidentification, 2013] Bioidentification (2013). Frequently asked questions. http:
//www.bromba.com/faq/biofaqe.htm#Messgroessen. 1.1.2

[Biometric Ideal Test, 2010] Biometric Ideal Test (2010). CASIA Database of iris
images. http://biometrics.idealtest.org/dbDetailForUser.do?id=2. 1.1.4,
8.1, 8.4

[Blahut, 1983] Blahut, R. (1983). Theory and Practice of Error Control Codes.
Addison-Wesley Publishing Company, New York, NY, USA. A.1.1

[Bloom, 1970] Bloom, B. H. (1970). Space time tradeoffs in hash coding with
allowable errors. Communications of the ACM, 13(7):422–426. 5.2.2

[Boyen, 2004] Boyen, X. (2004). Reusable cryptographic fuzzy extractors. In 11th

ACM Conference on Computer and Communications Security, pages 82–91. 2.5

http://dx.doi.org/10.1016/j.ins.2012.01.042
http://dx.doi.org/10.1016/j.ins.2012.01.042
http://www.bromba.com/faq/biofaqe.htm#Messgroessen
http://www.bromba.com/faq/biofaqe.htm#Messgroessen
http://biometrics.idealtest.org/dbDetailForUser.do?id=2


202 References

[Boyen et al., 2005] Boyen, X., Dodis, Y., Katz, J., Ostrovsky, R., and Smith, A.
(2005). Secure remote authentication using biometric data. Lecture Notes in
Comput. Sci., 3494:147–163. 2.5

[Breitinger et al., 2013] Breitinger, F., Astebøl, K., Baier, H., and Busch, C. (2013).
mvHash-B. A new approach for similarity preserving hashing. In 7th International
Conference on IT Security Incident Management and IT Forensics (IMF 2013),
pages 33–44. 5.2.4

[Breitinger and Baier, 2011] Breitinger, F. and Baier, H. (2011). Performance issues
about context-triggered piecewise hashing. In Proc. of 3rd ICST Conference on
Digital Forensics & Cyber Crime (ICDF2C), volume 3. 5.2.2, 5.2.2, 6.2.1

[Breitinger and Baier, 2012a] Breitinger, F. and Baier, H. (2012a). A fuzzy hashing
approach based on random sequences and Hamming distance. In 7th annual
Conference on Digital Forensics, Security and Law (ADFSL 2012), pages 89–100.
5.1, 5.2.4

[Breitinger and Baier, 2012b] Breitinger, F. and Baier, H. (2012b). Properties of a
similarity preserving hash function and their realization in sdhash. In Information
Security for South Africa (ISSA 2012), pages 1–8. 5.2.3, 6.1, 7.2.5

[Breitinger and Baier, 2013] Breitinger, F. and Baier, H. (2013). Similarity preserv-
ing hashing: Eligible properties and a new algorithm mrsh-v2. In Rogers, M.
and Seigfried-Spellar, K., editors, Digital Forensics and Cyber Crime, volume 114
of Lecture Notes of the Institute for Computer Sciences, Social Informatics and
Telecommunications Engineering, pages 167–182. Springer. 5.2.2, 5.2.3, 6.1

[Breitinger et al., 2012] Breitinger, F., Baier, H., and Beckingham, J. (2012).
Security and implementation analysis of the similarity digest sdhash. In 1st

International Baltic Conference on Network Security & Forensics (NeSeFo 2012),
pages 25–40. 5.2.3

[Buhan et al., 2007a] Buhan, I., Doumen, J., Hartel, P., and Veldhuis, R. (2007a).
Fuzzy extractors for continuous distributions. In ACM Symposium on Information,
Computer and Communications Security, pages 353–355. 2.5

[Buhan et al., 2007b] Buhan, I., Doumen, J., Hartel, P., and Veldhuis, R. (2007b).
Secure ad-hoc pairing with Biometrics: SAfE. In 1st International Workshop on
Security for Spontaneous Interaction, pages 450–456. 2.5

[Cervantes Saavedra, 2010] Cervantes Saavedra, M. (2010). Don Quijote. http:
//www.gutenberg.org/cache/epub/2000/pg2000.txt. 7.2.1, 7.2.2

[Chang and Li, 2006] Chang, E.-C. and Li, Q. (2006). Hiding secret points amidst
chaff. Lecture Notes in Comput. Sci., 4004:59–72. 2.4

[Chang et al., 2004] Chang, Y., Zhangand, W., and Chen, T. (2004). Biometric-
based cryptographic key generation. In IEEE Conference on Multimedia and Expo,
pages 2203–2206. 2.5

http://www.gutenberg.org/cache/epub/2000/pg2000.txt
http://www.gutenberg.org/cache/epub/2000/pg2000.txt


References 203

[Chen and Wang, 2008] Chen, L. and Wang, G. (2008). An efficient piecewise
hashing method for computer forensic. In Workshop on Knowlegde Discovery
and Data Mining, pages 635–638. 5.2.2, 5.2.2, 5.2.2, 6.2.1

[Chen et al., 2011] Chen, X., Wub, Q., Zhang, F., Tian, H., Wei, B., Lee, B., Lee,
H., and Kim, K. (2011). New receipt-free voting scheme using double-trapdoor
commitment. Information Sciences, 181:1493–1502. 1.1.1

[Clancy et al., 2003] Clancy, T., Lin, D., and Kiyavash, N. (2003). Secure smartcard-
based fingerprint authentication. In ACM SIGMM Workshop on Biometric
Methods and Applications, pages 45–52. 2.4

[Connolly et al., 2012] Connolly, J., Granger, E., and Sabourin, R. (2012). An
adaptive classification system for video-based face recognition. Information
Sciences, 192(1):50–70. 1.1.2

[Damerau, 1964] Damerau, F. J. (1964). A technique for computer detection and
correction of spelling errors. Communications of the ACM, 7(3):171–176. 5.2.2

[Daugman, 1988] Daugman, J. (1988). Complete discrete 2-D Gabor transforms
by neural networks for image analysis and compression. IEEE Transactions on
Acoustics, Speech and Signal Processing, 36(7):1169–1179. 1.1.4

[Daugman, 1993] Daugman, J. (1993). High confidence visual recognition of persons
by a test of statistical independence. IEEE Transactions on Pattern Analysis and
Machine Intelligence, 15(11):1148–1161. 1.1.4

[Daugman, 2004] Daugman, J. (2004). How iris recognition works. IEEE Transac-
tions on Circuits and Systems for Video Technology, 14(1):21–30. 1.1.4, 1.1.4

[Daugman, 2007] Daugman, J. (2007). New methods in iris recognition. IEEE
Transactions on Systems, Man and Cibernetics, 37(5):1167–1175. 1.1.4

[Deutsch and Gailly, 1996] Deutsch, P. and Gailly, J.-L. (1996). ZLIB compressed
data format specification version 3.3. Request for comments (RFC 1950), Internet
Activity Boards, Internet Privacy Task Force. 5.2.2

[Díez Laiz and Sánchez Ávila, 2009] Díez Laiz, E. and Sánchez Ávila, C. (2009).
Sistema criptobiométrico basado en iris para esquemas Diffie-Hellman con curva
elíptica (ECDH). In Congreso de Métodos Numéricos en Ingeniería. 1.1.4, 3.2,
3.2.1, 4.1, 8.1

[di Natale et al., 2000] di Natale, C., Macagnano, A., Paolese, R., Tarizzo, E.,
Mantini, A., and D’Amico, A. (2000). Human skin odor analysis by means of
an electronic nose. Sensors and Actuators, 65:216–219. 1.1.2

[Dodis et al., 2008] Dodis, Y., Ostrovsky, R., Reyzin, L., and Smith, A. (2008).
Fuzzy extractors: How to generate strong keys from Biometrics and other noisy
data. SIAM Journal Computing, 38(1):97–139. 2.5, 4.2



204 References

[Dodis et al., 2007] Dodis, Y., Reyzin, L., and Smith, A. (2007). Security with Noisy
Data, chapter Fuzzy Extractors, pages 93–111. Springer-Verlag, New York, NY,
USA. 2.5, 2.5, 2.5, 2.7

[Dreifus and Monk, 1997] Dreifus, H. and Monk, J. (1997). Smart Cards. A guide
to building and managing smart card applications. Wiley Computer Publishing,
New York, NY, USA. 1.1.2

[Durán Díaz et al., 2009] Durán Díaz, R., Hernández Álvarez, F., and Hernández
Encinas, L. (2009). Graphic multisecret sharing schemes with one-dimensional
cellular automata. In The 2009 World Congress in Computer Science, Computer
Engineering, and Applied Computing (WORLDCOMP’09), The 2009 Interna-
tional Conference on Security and Management (SAM’09), volume II, pages
576–582. 1.1.1

[Durán Díaz et al., 2010] Durán Díaz, R., Hernández Álvarez, F., Hernández Enci-
nas, L., and Queiruga Dios, A. (2010). A review of multisignatures based
on RSA. In 4th International Information Security & Cryptology Conference
(ISCTURKEY’10), pages 38–44. 1.1.1

[Ekman, 1982] Ekman, P. (1982). Emotion in the Human Face. Cambridge
University Press, 2nd edition, New York, NY, USA. 1.1.2

[Ekman and Friesen, 1978] Ekman, P. and Friesen, W. (1978). Facial Action Coding
System: Investigator’s Guide Consulting. Psychologists Press, Palo Alto, CA,
USA. 1.1.2

[ElGamal, 1985] ElGamal, T. (1985). A public key cryptosystem and a signature
scheme based on discrete logarithms. IEEE Trans. Inform. Theory, 31:469–472.
1.1.1

[Elliot and Rao, 1982] Elliot, D. and Rao, K. (1982). Fast Transforms, Algorithms,
Analysis, Applications. Academic Press, New York, NY, USA. 8.3.1

[Fedora Project, 2013] Fedora Project (2013). Get fedora. http:
//download.fedoraproject.org/pub/fedora/linux/releases/19/Live/
i386/Fedora-Live-Desktop-i686-19-1.iso. 7.2.4

[Feng and Yuen, 2006] Feng, Y. and Yuen, P. (2006). Protecting face biometric data
on smart-card with Reed-Solomon code. In CVPR Workshop Privacy Research in
Vision, pages 29–34. 2.4

[Fernández Mateos et al., 2010] Fernández Mateos, V., Hernández Álvarez, F.,
Hernández Encinas, L., Sánchez Ávila, C., and Bailador, G. (2010). Towards a
biometric identification based on corporal odor. In 4th International Information
Security & Cryptology Conference (ISCTURKEY’10), pages 13–19. 1.1.2

[Foundation, 2013] Foundation, P. S. (2013). ssdeep Python Wrapper. https:
//pypi.python.org/pypi/ssdeep. 5.2.2

http://download.fedoraproject.org/pub/fedora/linux/releases/19/Live/i386/Fedora-Live-Desktop-i686-19-1.iso
http://download.fedoraproject.org/pub/fedora/linux/releases/19/Live/i386/Fedora-Live-Desktop-i686-19-1.iso
http://download.fedoraproject.org/pub/fedora/linux/releases/19/Live/i386/Fedora-Live-Desktop-i686-19-1.iso
https://pypi.python.org/pypi/ssdeep
https://pypi.python.org/pypi/ssdeep


References 205

[Fowler et al., 2015] Fowler, G., Noll, L., Vo, K.-P., and Eastlakey, D. (2015). The
FNV noncryptographic hash algorithm. Network Working Group, Internet-Draft,
Intended Status: Informational. 5.2.2

[Freire-Santos et al., 2006] Freire-Santos, M., Fierrez-Aguilar, J., and Ortega-
García, J. (2006). Cryptographic key generation using handwritting signature.
Proc. Biometrics Technologies for Human Identifications III, 6202:225–231. 2.4

[Fúster Sabater et al., 2004] Fúster Sabater, A., de la Guía Martínez, D., Hernández
Encinas, L., Montoya Vitini, F., and Muñoz Masqué, J. (2004). Técnicas
criptográficas de protección de datos. RA-MA, 3a ed., Madrid, España. A.1.2

[Fúster Sabater et al., 2012] Fúster Sabater, A., Hernández Encinas, L., Martín
Muñoz, A., Montoya Vitini, F., and Muñoz Masqué, J. (2012). Criptografía,
protección de datos y aplicaciones. RA-MA, Madrid, España. 1.1.1, A.1.2

[Gayoso Martínez et al., 2014a] Gayoso Martínez, V., Hernández Álvarez, F., and
Hernández Encinas, L. (2014a). A low-complexity procedure for pupil and iris
detection suitable for biometric identification. In The 2014 World Congress in
Computer Science, Computer Engineering, and Applied Computing (WORLD-
COMP’14), The 2014 International Conference on Security and Management
(SAM’14), pages 151–157. 1.1.4

[Gayoso Martínez et al., 2014b] Gayoso Martínez, V., Hernández Álvarez, F., and
Hernández Encinas, L. (2014b). State of the art in similarity preserving hashing
functions. In The 2014 World Congress in Computer Science, Computer En-
gineering, and Applied Computing (WORLDCOMP’14), The 2014 International
Conference on Security and Management (SAM’14), pages 139–145. 5.2, 6.2.1

[Gayoso Martínez et al., 2015a] Gayoso Martínez, V., Hernández Álvarez, F., and
Hernández Encinas, L. (2015a). An improved context-triggered piecewise hashing
algorithm for similarity search suitable for files of dissimilar size. (submitted to
IEEE Transactions on Information Forensics & Security). 6.1, 6.2.2

[Gayoso Martínez et al., 2010] Gayoso Martínez, V., Hernández Álvarez, F.,
Hernández Encinas, L., and Sánchez Ávila, C. (2010). A comparison of the
standardized versions of ECIES. In 6th International Conference on Information
Assurance and Security (IAS 2010), number CFP1061C-CDR, pages 1–4. 1.1.1

[Gayoso Martínez et al., 2011] Gayoso Martínez, V., Hernández Álvarez, F.,
Hernández Encinas, L., and Sánchez Ávila, C. (2011). Analysis of ECIES and
other cryptosystems based on elliptic curves. Journal of Information Assurance
and Security, 6(4):285–293. 1.1.1

[Gayoso Martínez et al., 2015b] Gayoso Martínez, V., Hernández Álvarez, F.,
Hernández Encinas, L., and Sánchez Ávila, C. (2015b). A new edit distance for
fuzzy hashing applications. In The 2015 World Congress in Computer Science,
Computer Engineering, and Applied Computing (WORLDCOMP’15), The 2015
International Conference on Security and Management (SAM’15), pages 326–332.
6.1, 6.2.1



206 References

[Gayoso Martínez et al., 2014c] Gayoso Martínez, V., Hernández Álvarez, F., H. L.
M. F., and Orúe López, A. (2014c). La transformada de Walsh-Hadamard en la
identificación biométrica. In XIII Reunión Española de Criptología y Seguridad de
la Información (RECSI 2014), pages 185–189. 8.1

[Gold and Lewis, 2010] Gold, D. H. and Lewis, R. A. (2010). Clinical Eye Atlas.
Oxford University Press, Oxford, UK. 1.1.4

[Hankerson et al., 2000] Hankerson, D., Hoffman, D., Leonard, D., Lindner, C.,
Phelps, K., Rodger, C., and Wall, J. (2000). Coding Theory and Cryptography, The
essentials, volume 234. 2nd ed., Marcel Dekker, Pure and Applied Mathematics,
New York, NY, USA. A.1.1, A.1.1

[Hankerson et al., 2004] Hankerson, D., Menezes, A. J., and Vanstone, S. (2004).
Guide to Elliptic Curve Cryptography. Springer-Verlag, New York, NY, USA.
1.1.1

[Hao et al., 2006] Hao, F., Anderson, R., and Daugman, J. (2006). Combining
crypto with Biometrics effectively. IEEE Transactions on Computers, 55(9):1081–
1088. 1.1.4

[Harbour, 2002] Harbour, N. (2002). Dcfldd. Defense Computer Forensics Lab.
http:/dcfldd.sourceforge.net. 5.1, 5.2.1

[Harmuth, 1977] Harmuth, H. F. (1977). Sequency Theory, Fundations and Aplica-
tions. Academic Press. 8.2.2

[Hernández Encinas et al., 2011] Hernández Encinas, L., Muñoz Masqué, J., Durán
Díaz, R., Hernández Álvarez, F., and Gayoso Martínez, V. (2011). Procedimiento
para una firma digital múltiple (Procedure for a multiple digital signature). World,
Patent Application Number: P201130777. 1.1.1

[Hernández Álvarez and Hernández Encinas, 2009] Hernández Álvarez, F. and
Hernández Encinas, L. (2009). Security efficiency analysis of a biometric fuzzy
extractor for iris templates. Adv. Intell. Soft Computing, 63:163–170. 4.1

[Hernández Álvarez et al., 2009a] Hernández Álvarez, F., Hernández Encinas, L.,
and Queiruga Dios, A. (2009a). Nuevos parámetros seguros para el criptosistema
de Chor-Rivest e implementación en Magma. In Hernández Encinas, L. and
Martín del Rey, A., editors, X Reunión Española de Criptografía y Seguridad de
la Información (X RECSI), pages 101–109. 1.1.1

[Hernández Álvarez et al., 2009b] Hernández Álvarez, F., Hernández Encinas, L.,
and Sánchez Ávila, C. (2009b). Biometric fuzzy extractor scheme for iris templates.
In The 2009 World Congress in Computer Science, Computer Engineering, and
Applied Computing (WORLDCOMP’09), The 2009 International Conference on
Security and Management (SAM’09), volume II, pages 563–569. 4.1

[Hidalgo et al., 2009] Hidalgo, D., Castillo, O., and Melin, P. (2009). Type-1 and
type-2 fuzzy inference systems as integration methods in modular neural networks

http:/dcfldd.sourceforge.net


References 207

for multimodal biometry and its optimization with genetic algorithms. Information
Sciences, 179:2123–2145. 2.3

[Hocquet et al., 2005] Hocquet, S., Ramel, J., and Cardot, H. (2005). Fusion
of methods for keystroke dynamic authentication. In 4th IEEE Workshop on
Automatic Identification Advanced Technologies, pages 224–229. ??

[Hook, 2005] Hook, D. (2005). Beginning Cryptography with Java. Wiley Publishing,
Indianapolis, IN, USA. 3.2

[Huang et al., 2010] Huang, B., Wu, J., Zhang, Z., and Li, N. (2010). Tongue shape
classification by geometric features. Information Sciences, 180:312–324. 1.1.2,
1.1.2

[Huffman and Pless, 2003] Huffman, W. and Pless, V. (2003). Fundamentals of
error-correcting codes. Cambridge University Press, Cambridge, UK. A.1.1

[Hyvarinen and Oja, 2000] Hyvarinen, A. and Oja, E. (2000). Independent compo-
nent analysis: Algorithms and applications. Neural Networks Research Centre,
13(4–5):411–430. 2.6

[Ilonen, 2013] Ilonen, J. (2013). Keystroke dynamics. http://www.it.lut.fi/
kurssit/03-04/010970000/seminars/Ilonen.pdf. 1.1.2

[Jain et al., 1999a] Jain, A., Bolle, R., and Pankanti, S. (1999a). Biometrics:
Personal Identification in Networked Society. Springer, New York, NY, USA.
1.1.2

[Jain et al., 2008] Jain, A., Nandakumar, K., and Nagar, A. (2008). Biometric
template security. Journal on Advances in Signal Processing, 8(2):1–17. 1.1.3,
1.1.3, 2.1, 2.2, 2.3, 2.3.2, 2.5

[Jain et al., 1999b] Jain, A., Prabhakar, S., Hong, L., and Pankanti, S. (1999b).
Fingercode: A filterbank for fingerprint representation and matching. In IEEE
Computer Society Conf. Computer Vision and Pattern Recognition (CVPR),
volume 2, pages 187–193. 1.1.2

[Jain et al., 2006] Jain, A., Ross, A., and Pankanti, S. (2006). Biometrics: A tool for
information security. IEEE Transactions on Information Forensics and Security,
1(2):125–143. 1.1.2

[Jain et al., 2001] Jain, A., Ross, A., and Prabhakar, S. (2001). Fingerprint
matching using minutiae and texture features. In International Conference on
Image Processing (ICIP), pages 282–285. 1.1.2

[Juels and Sudan, 2006] Juels, A. and Sudan, M. (2006). A fuzzy vault scheme.
Designs, Codes and Cryptography, 38(2):237–257. 2.3.2, 2.4

[Juels and Wattenberg, 1999] Juels, A. and Wattenberg, M. (1999). A fuzzy
commitment scheme. In 6th ACM Conference on Computer and Communications
Security, pages 28–36. 2.3.2

http://www.it.lut.fi/kurssit/03-04/010970000/seminars/Ilonen.pdf
http://www.it.lut.fi/kurssit/03-04/010970000/seminars/Ilonen.pdf


208 References

[Karpinski, 1983] Karpinski, M. (1983). On approximate string matching. Lecture
Notes in Comput. Sci., 158:487–495. 5.2.2

[Knudsen, 1998] Knudsen, J. (1998). Java Cryptography. O’Reilly Media Inc.,
Sebastopol, CA. 3.2, 3.2.1

[Kornblum, 2006] Kornblum, J. (2006). Identifying almost identical files using
context trigger piecewise hashing. Digital Investigation, 3(S1):91–97. 5.2.2, 5.2.2

[Kornblum, 2015] Kornblum, J. (2015). ssdeep 2.15 released. http://
jessekornblum.livejournal.com. 5.2.2

[Kukula and Elliott, 2005] Kukula, E. and Elliott, S. (2005). Implementation of
hand geometry at Purdue University’s Recreational Center: An analysis of
user perspectives and system performance. In 39th Annual 2005 International
Carnahan Conference on Security Technology (CCST’05), pages 83–88. ??

[Laguillaumie and Vergnaud, 2010] Laguillaumie, F. and Vergnaud, D. (2010).
Time-selective convertible undeniable signatures with short conversion receipts.
Information Sciences, 180:2458–2475. 1.1.1

[Lang, 1989] Lang, S. (1989). Linear Algebra. Undergraduate Texts in Mathematics.
Springer-Verlag, reprint of the 3rd ed., New York, NY, USA. A.1.3, A.1.3

[Le et al., 2010] Le, X., Lee, S., Lee, Y., Lee, H., Khalid, M., and Sankar, R. (2010).
Activity-oriented access control to ubiquitous hospital information and services.
Information Sciences, 180:2979–2990. 1.1.1

[Lee et al., 2007] Lee, Y., Bae, K., Lee, S., Park, K., and Kim, J. (2007). Biometric
key binding: Fuzzy vault based on iris images. Lecture Notes in Comput. Sci.,
4642:800–808. 2.5, 2.6, 3.1

[Levenshtein, 1966] Levenshtein, V. I. (1966). Binary codes capable of correcting
deletions, insertions, and reversals. Soviet Physics Doklady, 10(8):707–710. http:
//profs.sci.univr.it/~liptak/ALBioinfo/files/levenshtein66.pdf. 5.2.2

[Levkin, 2013] Levkin, H. (2013). Set of classic test still images. http://www.
hlevkin.com/TestImages/classic.htm. 7.2.2

[Li and Wong, 2010] Li, C. and Wong, D. (2010). Signcryption from randomness
recoverable public key encryption. Information Sciences, 180:549–559. 1.1.1

[Li et al., 2010] Li, H., Zhang, J., and Zhang, Z. (2010). Generating cancelable
palmprint templates via coupled nonlinear dynamic filters and multiple orientation
palmcodes. Information Sciences, 180:3876–3893. 1.1.2, 1.1.2

[Lidl and Niederreiter, 1997] Lidl, R. and Niederreiter, H. (1997). Finite Fields,
Encyclopedia of Mathematics and its Applications. Cambridge University Press,
2nd ed., New York, NY, USA. A.1.3, A.1.3

http://jessekornblum.livejournal.com
http://jessekornblum.livejournal.com
http://profs.sci.univr.it/~liptak/ALBioinfo/files/levenshtein66.pdf
http://profs.sci.univr.it/~liptak/ALBioinfo/files/levenshtein66.pdf
http://www.hlevkin.com/TestImages/classic.htm
http://www.hlevkin.com/TestImages/classic.htm


References 209

[Mainguet, 2013] Mainguet, J. (2013). Biometrics. http://pagesperso-orange.
fr/fingerchip/biometrics/biometrics.htm. 1.1.2

[Maltoni et al., 2003] Maltoni, D., Maio, D., Jain, A., and Prabhakar, S. (2003).
Handbook of Fingerprint Recognition. Springer, New York, NY, USA. 1.1.2

[McEliece, 1987] McEliece, R. J. (1987). Finite Fields for Computer Scientists and
Engineers. Kluwer Academic Publishers, Boston, MA, USA. A.1.1

[Menezes, 1993] Menezes, A. J. (1993). Elliptic Curve Public Key Cryptosystems.
Kluwer Academic Publishers, Boston, MA, USA. 1.1.1

[Menezes et al., 1996] Menezes, A. J., van Oorschot, P. C., and Vanstone, S. A.
(1996). Handbook of Applied Cryptography. CRC Press, Inc., Boca Raton, FL,
USA. 1.1.1, 4.1, 5.1, A.1.2

[Nandakumar et al., 2007a] Nandakumar, K., Jain, A., and Pankanti, S. (2007a).
Fingerprint-based fuzzy vault: Implementatition and performance. IEEE Trans-
actions on Information Forensics and Security, 2(4):744–757. 2.4

[Nandakumar et al., 2007b] Nandakumar, K., Nagar, A., and Jain, A. (2007b).
Hardening fingerprint fuzzy vault using password. In 2nd International Conference
on Biometrics, pages 927–937. 2.4

[NASA, 2013] NASA (2013). Goddard multimedia item 11379.
http://svs.gsfc.nasa.gov/vis/a010000/a011300/a011379/
11379ZipperEruptionH264Good1920x108029.97.mov. 7.2.4

[NIST, 2001] NIST (2001). Advanced Encryption Standard. National Institute of
Standard and Technology, Federal Information Processing Standard Publication,
FIPS 197. http://csrc.nist.gov/publications/fips/fips197/fips-197.
pdf. 1.1.1

[NIST, 2006] NIST (2006). Iris Challenge Evaluation. National Institute of
Standards and Technology. http://www.nist.gov/itl/iad/ig/ice-2006.cfm.
??, 4

[NIST, 2008] NIST (2008). Recommendation for the Triple Data Encryption Algo-
rithm (TDEA) Block Cipher. National Institute of Standard and Technology, Spe-
cial Publication, SP 800–67 Version 1.1. http://csrc.nist.gov/publications/
nistpubs/800-67/SP800-67.pdf. 1.1.1

[NIST, 2009] NIST (2009). Digital Signature Standard (DSS). National Institute
of Standard and Technology, Federal Information Processing Standard Publi-
cation, FIPS 186-3. http://csrc.nist.gov/publications/fips/fips186-3/
fips_186-3.pdf. 1.1.1

[NIST, 2010] NIST (2010). National software reference library. http://www.nsrl.
nist.gov. 5.1

http://pagesperso-orange.fr/fingerchip/biometrics/biometrics.htm
http://pagesperso-orange.fr/fingerchip/biometrics/biometrics.htm
http://svs.gsfc.nasa.gov/vis/a010000/a011300/a011379/11379 Zipper Eruption H264 Good 1920x1080 29.97.mov
http://svs.gsfc.nasa.gov/vis/a010000/a011300/a011379/11379 Zipper Eruption H264 Good 1920x1080 29.97.mov
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
http://www.nist.gov/itl/iad/ig/ice-2006.cfm
http://csrc.nist.gov/publications/nistpubs/800-67/SP 800-67.pdf
http://csrc.nist.gov/publications/nistpubs/800-67/SP 800-67.pdf
http://csrc.nist.gov/publications/fips/fips186-3/fips_186-3.pdf
http://csrc.nist.gov/publications/fips/fips186-3/fips_186-3.pdf
http://www.nsrl.nist.gov
http://www.nsrl.nist.gov


210 References

[NIST, 2012a] NIST (2012a). Fingerprint Vendor Technology Evaluation. National
Institute of Standards and Technology, Internal Report 7123. ??

[NIST, 2012b] NIST (2012b). SHA-3 competition.
http://csrc.nist.gov/groups/ST/hash/sha-3/index.html. 5.1, A.1.2

[NIST, 2013a] NIST (2013a). Face Recognition Vendor Test. National Institute of
Standards and Technology, FRVT Documents. http://www.nist.gov/itl/iad/
ig/frvt-home.cfm. ??

[NIST, 2013b] NIST (2013b). The Keccak sponge function family.
http://keccak.noekeon.org/specs_summary.html. 5.1, A.1.2

[NIST, 2014] NIST (2014). SHA-3 Standard: Permutation-Based Hash and
Extendable-Output Functions. National Institute of Standard and Technology,
Federal Information Processing Standard Publication, Draft FIPS 2012. 3.2.1

[Oetiker et al., 2011] Oetiker, T., Partl, H., Hyna, I., and Schleg, E. (2011). The not
so short introduction to LATEX. http://tobi.oetiker.ch/lshort/lshort.pdf.
7.2.4

[Oracle, 2013a] Oracle (2013a). Index of virtual box 4.3.2 downloads.
http://download.virtualbox.org/virtualbox/4.3.2/VirtualBox-4.3.
2-90405-Win.exe. 7.2.4

[Oracle, 2013b] Oracle (2013b). Java SE runtime environment 7 update 25. http:
//javadl.sun.com/webapps/download/AutoDL?BundleId=78825. 7.2.4

[Pastor, 1960] Pastor, J. (1960). Lecciones de Álgebra. J.R. Pastor, Madrid, España.
A.1.3, A.1.3, A.1.3

[Rankl and Effing, 1997] Rankl, W. and Effing, W. (1997). Smart Card. Handbook.
Wiley Computer Publishing, New York, NY, USA. 1.1.2

[Ratha et al., 2007] Ratha, N., Chikkerur, S., Connell, J., and Bolle, R. (2007).
Generating cancelable fingerprint templates. IEEE Transactions on Pattern
Analysis and Machine Intelligence, 29(4):561–572. 2.2.2

[Ratha et al., 2001a] Ratha, N., Connell, J., and Bolle, R. (2001a). An analysis of
minutiae matching strength. In IAPR Audio-and-Video Based Person Authenti-
cation (AVBPA), pages 223–228. 1.1.3

[Ratha et al., 2001b] Ratha, N., Connell, J., and Bolle, R. (2001b). Enhancing
security and privacy in biometrics-based authentication systems. IBM Systems
Journal, 40:614–634. 2.1, 8.6

[Reynolds et al., 2005] Reynolds, D., Campbell, W., Gleason, T., Quillen, C.,
Sturim, D., Torres-Carrasquillo, P., and Adami, A. (2005). The 2004 MIT Lincoln
Laboratory speaker recognition system. In IEEE International Conference on
Acoustics, Speech, Signal Processing (ICASSP 2005), pages 177–180. ??

http://www.nist.gov/itl/iad/ig/frvt-home.cfm
http://www.nist.gov/itl/iad/ig/frvt-home.cfm
http://tobi.oetiker.ch/lshort/lshort.pdf
http://download.virtualbox.org/virtualbox/4.3.2/VirtualBox-4.3.2-90405-Win.exe
http://download.virtualbox.org/virtualbox/4.3.2/VirtualBox-4.3.2-90405-Win.exe
http://javadl.sun.com/webapps/download/AutoDL?BundleId=78825
http://javadl.sun.com/webapps/download/AutoDL?BundleId=78825


References 211

[Rhee, 1989] Rhee, M. (1989). Error Correcting Coding Theory. McGraw-Hill. A.1.1,
A.1.1

[Rivest, 1992] Rivest, R. (1992). The MD5 message digest algorithm. Request for
comments (RFC 1320), Internet Activity Boards, Internet Privacy Task Force. 5.1

[Rivest et al., 1978] Rivest, R., Shamir, A., and Adleman, L. M. (1978). A method
for obtaining digital signatures and public-key cryptosystems. Commun. ACM,
21(2):120–126. 1.1.1

[Ross and Jain, 2004] Ross, A. and Jain, A. (2004). Multimodal biometrics: An
overview. In 12th European Signal Processing Conference (EUSIPCO), pages 1221–
1224. 1.1.3

[Ross et al., 2001] Ross, A., Jain, A., and Qian, J. (2001). Information fusion in
biometrics. In 3rd International Conference on Audio- and Video-Based Person
Authentication (AVBPA), pages 354–359. 1.1.3

[Roussev, 2009] Roussev, V. (2009). Building a better similarity trap with statis-
tically improbable features. In Proc. of 42 Hawaii International Conference on
System Science, pages 1–10. 5.1, 5.2.3

[Roussev, 2010] Roussev, V. (2010). Data fingerprinting with similarity digests. In
Chow, K.-P. and Shenoi, S., editors, Advances in Digital Forensics VI, volume 337
of IFIP Advances in Information and Communication Technology, pages 207–226.
Springer, Berlin, Germany. 5.1

[Roussev, 2011] Roussev, V. (2011). An evaluation of forensic similarity hashes.
Digital Investigation, 8, Supplement(0):34 – 41. 5.2.3

[Roussev, 2012] Roussev, V. (2012). Scalable data correlation. In Proc. of 8th

International Conference on Digital Forensics (IFIP WG 11.9). 5.2.3

[Roussev et al., 2006] Roussev, V., Chen, Y., Bourg, T., and Richard, G. (2006).
Md5bloom: Forensic filesystem hashing revisited. Digital Investigation, 3:82–90.
5.2.2

[Roussev et al., 2007] Roussev, V., Richard, G., and Marziale, L. (2007). Multi-
resolution similarity hashing. Digital Investigation, 4, Supplement(0):105 – 113.
5.2.2, 5.2.2, 5.2.2

[Sadowsky and Levin, 2007] Sadowsky, C. and Levin, G. (2007). Simhash: Hash-
based similarity detection. Technical report. http://simhash.googlecode.com/
svn/trunk/paper/SimHashWithBib.pdf. 5.2.4

[Scheirer and Boult, 2007] Scheirer, W. and Boult, T. (2007). Cracking fuzzy vaults
and biometric encryption. In Biometrics Symposium, pages 1–6. 2.4

[Seo et al., 2009] Seo, K., Lim, K., Choi, J., Chang, K., and Lee, S. (2009).
Detecting similar files based on hash and statistical analysis for digital forensic
investigation. In 2nd International Conference on Computer Science and its
Applications (CSA’09), pages 1–6. 5.2.2, 5.2.2

http://simhash.googlecode.com/svn/trunk/paper/SimHashWithBib.pdf
http://simhash.googlecode.com/svn/trunk/paper/SimHashWithBib.pdf


212 References

[Sánchez Reillo, 2000] Sánchez Reillo, R. (2000). El iris ocular como parámetro para
la identificación biométrica. Ágora SIC, 21. 1.1.4

[Sánchez Ávila and Sánchez-Reillo, 2005] Sánchez Ávila, C. and Sánchez-Reillo, R.
(2005). Two different approaches for iris recognition using Gabor filters and
multiscale zero-crossing representation. Pattern Recognition, 38(2):231–240. 1.1.2

[SourceForge, 2013] SourceForge (2013). ssdeep source code. http://sourceforge.
net/projects/ssdeep/files/ssdeep-2.10/ssdeep-2.10.tar.gz/download.
7.2.4

[SPI, 2011] SPI (2011). Index of /debian-cd/7.2.0/i386/iso-dvd. http://cdimage.
debian.org/debian-cd/7.2.0/i386/iso-dvd/debian-7.2.0-i386-DVD-1.iso.
7.2.4

[Stevenson, 2009] Stevenson, L. R. (2009). Treasure island. http://www.gutenberg.
org/cache/epub/27780/pg27780.txt. 6.3, 7.2.2

[Stinson, 2006] Stinson, D. (2006). Cryptography: Theory and Practice. 3rd edition,
Chapman & Hall/CRC, Boca Raton, FL, USA. 1.1.1

[Sutcu et al., 2007] Sutcu, Y., Li, Q., and Memon, N. (2007). Secure biometric
templates from fingerprint-face features. In IEEE Computer Society Conference
on Computer Vision and Pattern Recognition (CVPR’07), pages 1–6. 2.5

[Tapiador Mateos and Sigüenza Pizarro, 2005] Tapiador Mateos, M. and Sigüenza
Pizarro, J. (2005). Tecnologías biométricas aplicadas a la seguridad. RA-MA,
Madrid, España. 1.1.2, 1.1.2, 1.1.4

[Teoch et al., 2006] Teoch, A., Goh, A., and Ngo, D. (2006). Random multispace
quantization as an analytic mechanism for biohashing of biometric and random
identity inputs. IEEE Transactions on Pattern Analysis and Machine Intelligence,
28(12):1892–1901. 2.2.1

[Tong et al., 2007] Tong, V., Sibert, H., Lecoeur, J., and Girault, M. (2007).
Biometric fuzzy extractors made practical: A proposal based on fingercodes.
Lecture Notes in Comput. Sci., 4642:604–613. 2.5, 2.7, 3.1

[Tridgell, 1999a] Tridgell, A. (1999a). Efficient algorithms for sorting and synchro-
nization. Master’s thesis, The Australian National University. Department of
Computer Science, Canberra, Australia. 5.2.2, 5.2.2

[Tridgell, 1999b] Tridgell, A. (1999b). Spamsum readme. http://samba.org/ftp/
unpacked/junkcode/spamsum/README. 5.2.2, 6.1

[Tridgell, 2013] Tridgell, A. (2013). Getting started with ssdeep, note = http:
//ssdeep.sourceforge.net/usage.html, markedentry = [Luis:], owner = Luis,
timestamp = 2015.06.29. 5.2.2

[Tridgell, 2014] Tridgell, A. (2014). Fuzzy hashing and ssdeep. http://ssdeep.
sourceforge.net/. 5.2.2

http://sourceforge.net/projects/ssdeep/files/ssdeep-2.10/ssdeep-2.10.tar.gz/download
http://sourceforge.net/projects/ssdeep/files/ssdeep-2.10/ssdeep-2.10.tar.gz/download
http://cdimage.debian.org/debian-cd/7.2.0/i386/iso-dvd/debian-7.2.0-i386-DVD-1.iso
http://cdimage.debian.org/debian-cd/7.2.0/i386/iso-dvd/debian-7.2.0-i386-DVD-1.iso
http://www.gutenberg.org/cache/epub/27780/pg27780.txt
http://www.gutenberg.org/cache/epub/27780/pg27780.txt
http://samba.org/ftp/unpacked/junkcode/spamsum/README
http://samba.org/ftp/unpacked/junkcode/spamsum/README
http://ssdeep.sourceforge.net/usage.html
http://ssdeep.sourceforge.net/usage.html
http://ssdeep.sourceforge.net/
http://ssdeep.sourceforge.net/


References 213

[Tuyls et al., 2005] Tuyls, P., Akkermans, A., Kevenaar, T., Schrijen, G., Bazen,
A., and Veldhuis, R. (2005). Practical biometric authentication with template
protections. In 5th International Conference on Audio and Video-based Biometric
Person Authenticate, pages 436–446. 2.3.2

[Uludag and Jain, 2004] Uludag, U. and Jain, A. (2004). Fuzzy fingerprint vault. In
Workshop, Biometrics: Challenges Arising from Theory to Practice, pages 13–16.
2.4

[Uludag and Jain, 2006] Uludag, U. and Jain, A. (2006). Securing fingerprint
template: Fuzzy vault with helper data. In CVPR Workshop Privacy Research in
Vision, pages 163–171. 2.4

[Uludag et al., 2005] Uludag, U., Pankanti, S., and Jain, A. (2005). Fuzzy vault for
fingerprints. In IAPR Audio-and-Video Based Person Authentication (AVBPA),
pages 310–319. 2.4

[Uludag et al., 2004] Uludag, U., Pankanti, S., Prabhakar, S., and Jain, A. (2004).
Biometric cryptosystems: Issues and challenges. Proc. of the IEEE, 92(6):948–960.
2.3

[Verne, 2011] Verne, J. (2011). Voyage au centre de la terre. http://www.
gutenberg.org/cache/epub/4791/pg4791.txt. 7.2.2

[Wagner and Fischer, 1974] Wagner, R. A. and Fischer, M. J. (1974). The string-
to-string correction problem. Journal of the ACM, 21(1):168–173. 5.2.2

[Wakin, 2003] Wakin, M. (2003). Standard test images - Lenna. http://www.ece.
rice.edu/~wakin/images. 7.2.1

[Wells, 2011] Wells, H. G. (2011). The time machine. http://www.gutenberg.org/
cache/epub/35/pg35.txt. 7.2.2

[Wicker and Bhargava, 1994] Wicker, S. and Bhargava, V. (1994). Reed-Solomon
codes and their applications. IEEE Press. A.1.1, A.1.1

[Yuan et al., 2010] Yuan, H., Zhang, F., Huang, X., Mud, Y., Susilo, W., and
Zhang, L. (2010). Certificateless threshold signature scheme from bilinear maps.
Information Sciences, 180:4714–4728. 1.1.1

[Zhou, 2007] Zhou, X. (2007). Template protection and its implementation in 3D
face recognition systems. In SPIE Conference on Biometric Technology for Human
Identification, volume 6539, pages 214–225. 2.5

http://www.gutenberg.org/cache/epub/4791/pg4791.txt
http://www.gutenberg.org/cache/epub/4791/pg4791.txt
http://www.ece.rice.edu/~wakin/images
http://www.ece.rice.edu/~wakin/images
http://www.gutenberg.org/cache/epub/35/pg35.txt
http://www.gutenberg.org/cache/epub/35/pg35.txt

	1 Introduction
	1.1 Background
	1.1.1 Cryptography
	1.1.2 Biometrics
	1.1.3 Biometric systems
	1.1.4 Iris pattern: recognition and extraction

	1.2 Justification
	1.3 Objectives
	1.4 Methodology
	1.5 Structure and description of chapters

	I Design & implementation of a fuzzy crypto-biometric system with fuzzy extractor properties
	2 Crypto-Biometric Systems
	2.1 Template protection schemes and security
	2.2 Feature transformation approaches
	2.2.1 Salting or biohashing
	2.2.2 Non-invertible transformation

	2.3 Biometric cryptosystems
	2.3.1 Key release model
	2.3.2 Key binding and Key generation model

	2.4 Fuzzy vault scheme
	2.5 Fuzzy extractor and secure sketch schemes
	2.6 Fuzzy vault based on iris images
	2.7 Biometric fuzzy extractor based on fingercode

	3 Design & Impl. of a fuzzy crypto-biometric scheme
	3.1 A fuzzy crypto-biometric scheme based on iris templates
	3.1.1 Design

	3.2 Implementation
	3.2.1 Enrollment phase
	3.2.2 Verification phase

	3.3 Problems, boundaries and variations
	3.3.1 Statement of the polynomial
	3.3.2 Iris template
	3.3.3 Reed-Solomon error correction
	3.3.4 Lagrange interpolation
	3.3.5 Vandermonde determinant


	4 Experimental results with the fuzzy crypto-biometric scheme
	4.1 Experimental results with the fuzzy crypto-biometric scheme
	4.1.1 Intra-user variability analysis
	4.1.2 Inter-user variability analysis

	4.2 The Hamming distance and the variability
	4.3 Summary of the experiments and analysis performed


	II Design & implementation of a similarity preserving hash function and its application in Biometrics
	5 Fuzzy hash functions
	5.1 Introduction
	5.2 Similarity Preserving Hash Functions
	5.2.1 Block-based hashing (BBH)
	5.2.2 Context-Triggered Piecewise Hashing (CTPH)
	5.2.3 Statistically-Improbable Features (SIF)
	5.2.4 Block-Based Rebuilding (BBR)


	6 Design & Impl. of a similarity search function (SiSe)
	6.1 Introduction
	6.2 Design of Similarity Search function (SiSe)
	6.2.1 SiSe signature generation procedure
	6.2.2 SiSe signature comparison procedure

	6.3 SiSe Java implementation
	6.3.1 SiSe's signature generation
	6.3.2 SiSe's signature comparison


	7 Experimental results with the SiSe function
	7.1 Introduction
	7.2 Experimental results over general files
	7.2.1 Similarity tests
	7.2.2 Dissimilarity tests
	7.2.3 Special signatures
	7.2.4 Performance test
	7.2.5 Signature size tests

	7.3 SiSe tests with iris files
	7.3.1 Plain text documents
	7.3.2 BMP images
	7.3.3 JPEG images

	7.4 Summary of experiments and analysis performed


	III Application of the Walsh-Hadamard Transform to biometric authentication through iris traits
	8 Walsh-Hadamard approach in the biometric authentication
	8.1 Introduction
	8.2 Orthogonal functions
	8.2.1 Orthogonal transforms
	8.2.2 Walsh-Hadamard transform characteristics

	8.3 Description of the sub-algorithms
	8.3.1 Walsh-Hadamard Transform
	8.3.2 Cross-covariance
	8.3.3 Hamming distance
	8.3.4 Euclidean distance

	8.4 Experiments performed
	8.5 Summary of the experiments and the analysis performed
	8.6 Application of the WCHE biometric identification process


	IV Conclusions
	9 Conclusions, Contributions and Future Work
	9.1 Conclusions
	9.1.1 Scheme which does not compromise biometric traits
	9.1.2 Assure authentication and identification of users with efficient tools and performance parameters
	9.1.3 Efficiency and effectiveness in the iris templates comparison

	9.2 Contributions
	9.3 Future work


	V Appendices
	A Mathematical Tools used in the design
	A.1 Introduction and Mathematical Tools
	A.1.1 Error-correcting codes
	A.1.2 Hash functions
	A.1.3 Lagrange polynomial interpolation


	B Implementation example: case of study
	B.1 Enrollment
	B.2 Verification
	B.2.1 Same legitimate user
	B.2.2 A user different from the enrolled one


	Bibliography


