
 

 

MADRID, JANUARY 2017 

 

    Author: Miguel Pozo Ruiz 

Directors: Alessandra Gorla (IMDEA Software) and 

Ángel Rodríguez (ETSIINF) 

Collaborator: Carmela Troncoso (IMDEA Software) 

 

 

Graduated in Computer Engineering 

Universidad Politécnica de Madrid 

Escuela Técnica Superior de 

Ingenieros Informáticos 

 

FINAL DEGREE PROJECT 

 

Study of privacy in social network plug-ins 

  



 
 

INDEX 
 

 

RESUMEN DEL TRABAJO REALIZADO ............................................................................................. I 

SUMMARY OF THE WORK ............................................................................................................. II 

1. INTRODUCTION ......................................................................................................................... 1 

1.1 Aims and goals..................................................................................................................... 1 

1.2 Chapters summary .............................................................................................................. 2 

2. STATE OF THE ART ..................................................................................................................... 3 

2.1 Social networks ................................................................................................................... 3 

2.2 Clickjacking ........................................................................................................................ 22 

2.3 Web crawling ..................................................................................................................... 41 

3. TOOLS AND ENVIRONMENT .................................................................................................... 57 

3.1 Operating System .............................................................................................................. 57 

3.2 Programming language ..................................................................................................... 59 

3.3 Packages ............................................................................................................................ 61 

3.4 Development Environment ............................................................................................... 65 

3.5 Environment variables ...................................................................................................... 67 

4. DESIGN AND IMPLEMENTATION ............................................................................................. 69 

4.1 Twitter API ......................................................................................................................... 69 

4.2 Design of the application .................................................................................................. 81 

4.3 Implementation of the application ................................................................................. 102 

4.4 Theoretical analysis ......................................................................................................... 119 

4.5 Overcoming obstacles ..................................................................................................... 123 

4.6 Tests performed .............................................................................................................. 127 

5. RESULTS AND EVALUATION .................................................................................................. 131 

6. CONCLUSIONS ....................................................................................................................... 132 

6.1 Limitations of the tool ..................................................................................................... 132 

6.2 Future work ..................................................................................................................... 132 

7. APPENDIX .............................................................................................................................. 135 

8. BIBLIOGRAPHY ....................................................................................................................... 137 



 
 

FIGURE INDEX 
 

Image 1 .......................................................................................................................................... 5 

Image 2 .......................................................................................................................................... 7 

Image 3 .......................................................................................................................................... 9 

Image 4 ........................................................................................................................................ 10 

Image 5 ........................................................................................................................................ 11 

Image 6 ........................................................................................................................................ 15 

Image 7 ........................................................................................................................................ 16 

Image 8 ........................................................................................................................................ 19 

Image 9 ........................................................................................................................................ 20 

Image 10 ...................................................................................................................................... 21 

Image 11 ...................................................................................................................................... 22 

Image 12 ...................................................................................................................................... 25 

Image 13 ...................................................................................................................................... 27 

Image 14 ...................................................................................................................................... 28 

Image 15 ...................................................................................................................................... 31 

Image 16 ...................................................................................................................................... 33 

Image 17 ...................................................................................................................................... 35 

Image 18 ...................................................................................................................................... 36 

Image 19 ...................................................................................................................................... 37 

Image 20 ...................................................................................................................................... 42 

Image 21 ...................................................................................................................................... 45 

Image 22 ...................................................................................................................................... 46 

Image 23 ...................................................................................................................................... 47 

Image 24 ...................................................................................................................................... 48 

Image 25 ...................................................................................................................................... 56 

Image 26 ...................................................................................................................................... 66 

Image 27 ...................................................................................................................................... 70 

Image 28 ...................................................................................................................................... 71 

Image 29 ...................................................................................................................................... 73 



 
 

Image 30 ...................................................................................................................................... 74 

Image 31 ...................................................................................................................................... 76 

Image 32 ...................................................................................................................................... 78 

Image 33 ...................................................................................................................................... 83 

Image 34 .................................................................................................................................... 101 

Image 35 .................................................................................................................................... 118 

Image 36 .................................................................................................................................... 125 

Image 37 .................................................................................................................................... 126 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

TABLE INDEX 
 

Table 1 ......................................................................................................................................... 35 

Table 2 ......................................................................................................................................... 50 

Table 3 .................................................................................................................................... 79-81 

Table 4 ....................................................................................................................................... 128 

Table 5 ....................................................................................................................................... 129 

  



 
 

  
Page I 

 
  

RESUMEN DEL TRABAJO REALIZADO 
 

En este proyecto se ha desarrollado una herramienta para tratar de detectar si existe la 

vulnerabilidad de seguridad llamada Likejacking en la red social de Twitter. La 

herramienta es completamente independiente de otras aplicaciones, y sólo necesita las 

librerías especificadas en el apartado de “Diseño e implementación” para poder 

funcionar. Está orientada a la comunidad científica que trabaje en problemas de 

seguridad y privacidad en redes sociales, como Clickjacking, Likejacking, Cross-Site 

Request Forgery, etc. La herramienta consta de 2 módulos: 

 CrawlTweet: Un módulo que utiliza la API REST de Twitter para extraer URLs 

de tweets y comentarios de usuarios. El módulo se basa en un crawler 

desarrollado a medida, que es capaz de navegar e interactuar con páginas web, 

ya que integra PhantomJS con Selenium, así como un conjunto de librerías. 

 

 ClickScript: Un módulo de análisis basado en el crawler mencionado 

anteriormente. El módulo es capaz de navegar por páginas web y hacer click en 

sus elementos interactivos. Además, se loguea automáticamente en las redes 

sociales de Facebook, Twitter e Instagram con el fin de detectar si se ha 

producido un ataque de Likejacking.  

Adicionalmente, se han desarrollado las siguientes tareas: 

 Creación de un entorno de desarrollo: Configuración de una máquina virtual 

aislada del sistema nativo. 

 

 Diseño de un marco teórico de pruebas de análisis para tratar de detectar la 

vulnerabilidad de Likejacking, con el fin de poder implementarlo 

posteriormente. 

En un principio, la herramienta se orientó a tratar de detectar Likejacking de manera 

genérica en páginas web importantes, pero nos dimos cuenta de que era más fácil de 

detectar en redes sociales, así que enfocamos la búsqueda y detección en una de ellas. 

En este proyecto, elegimos extraer los datos de la API REST de Twitter debido a que 

proporcionaba entre otras cosas una documentación completa, y tenía menos 

limitaciones que otras redes sociales a la hora de recopilar información.  

El proyecto ha tenido una serie de desviaciones de la solución final implementada. Estas 

desviaciones se comentan en el apéndice. 
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SUMMARY OF THE WORK 
 

This project has developed a tool to detect if there is a security vulnerability called 

Likejacking in the social network of Twitter. The tool is completely independent of 

other applications, and only needs the libraries specified in the section "Design and 

implementation" in order to work. It is oriented to scientific community that works on 

security and privacy issues in social networks, such as Clickjacking, Likejacking, Cross-

Site Request Forgery, etc. The tool consists of 2 modules: 

 CrawlTweet: A module that uses the Twitter REST API to extract URLs from 

tweets and user comments. The module is based on a custom developed crawler, 

which is able to navigate and interact with web pages, as it integrates PhantomJS 

with Selenium as well as a set of libraries. 

 

 ClickScript: An analysis module based on the crawler mentioned above. The 

module is able to navigate through web pages and click on its interactive 

elements. In addition, it automatically login into Facebook, Twitter and 

Instagram social networks in order to detect if a Likejacking attack has occurred. 

In addition, the following tasks have been developed: 

 Creation of a development environment: Configuration of a virtual machine 

isolated from the native operating system. 

 

 Design of a set of theoretical analysis tests to detect the Likejacking 

vulnerability, in order to implement them later and develop a more effective 

analysis module. 

At first, the tool was oriented towards trying to detect Likejacking in a generic way on 

important web pages, but we realized that it was easier to detect on social networks, so 

we focused the search and detection on one of them. 

In this project, we chose to extract the data from the REST API of Twitter because it 

provided, among other things, complete documentation, and had fewer limitations than 

other social networks when gathering information. 

The project has had a number of deviations from the final solution implemented. These 

deviations are discussed in the appendix.   
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1. INTRODUCTION  
 

Online social networks have revolutionized modern life in developed countries and have 

grown to become a popular way for users to meet and interact online. Smartphones and 

other mobile devices have made it progressively easier to access the Internet at all 

times, making social networks all the more appealing and popular. Users spend a major 

amount of time on different social network platforms such as Facebook, Twitter, 

Instagram, Google Plus, etc., that let you to post photos, music, videos and personal 

blogs on your profile page. But the most important feature of online social networks is 

the ability to find and make friends with other site members.  

However, users share an important amount of private sensitive information on these 

platforms. For this reason, attackers have quickly adapted and devised strategies to take 

advantage of unknowing users, mainly by tricking them into their malicious domains to 

better execute their exploits. One of these techniques is Clickjacking, originally 

described by Robert Hansen and Jeremiah Grossman in 2008 [1], that consists of 

tricking users into interacting with a malicious web page, but routing the user’s input to 

another web page that would result in undesirable consequences. There are many types 

of Clickjacking. In this project, I am going to focus on a variant that is called 

Likejacking.  

Likejacking is a type of Clickjacking that consists of tricking users of websites into 

clicking web links, which are included in Facebook “likes”, Facebook or Twitter 

“follows” and other social network buttons. After clicking, it usually appears in user’s 

profile. This causes that a link to the attacker’s site is reposted to the victim’s friends 

and thus propagates the link virally.  

There are many potential consequences of clickjacking such as allowing click frauds or 

performing online payment. The Likejacking attack increases traffic to the attacker’s 

site and harvest a large number of unwitting friends or followers. It has evolved into a 

money-making scheme through the affiliate marketing technique that consists of paying 

the affiliate for every person who views an ad, signs up for a service or registers on a 

given site [2]. 

1.1 Aims and goals 
 

The aim of this project is therefore to analyze the likejacking problem on Twitter, to 

determine how common it is and the level of danger to which users are exposed if left 

unprotected. 
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There are three main goals to be performed:  

 Gather data from websites that use network plugins and check if there is any 

malicious code. 

 

 Analyze the data in order to detect Likejacking instances, being able to separate 

and differentiate this kind of activities. 

 

 Evaluate and present the final results, and elaborate conclusions to the actual 

situation of likejacking attacks in the Internet. 

1.2 Chapters summary 
 

In the following chapters, I comment a detailed review of literature found on the topic 

and its connection to the present document. Then, I introduce and discuss the different 

tools used to achieve the project’s goals. After that, I explain the design and 

implementation of the modules of the crawler, with a detailed description of the 

algorithms developed and how I used the tools to implement them. Finally, I expose the 

data gathered and the results achieved, explaining some observations on how the project 

could have been improved as well as future work that can be developed. 
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2. STATE OF THE ART  
 

In this section I will establish a theoretical basis for the project, and comment the most 

important advances and techniques related with this project. I used for this purpose 

online sources and published papers, and the result of this research is outlined in this 

chapter. 

2.1 Social networks 
 

A social network is a social structure built with web-based services, that is composed of 

individuals or organizations which are connected by one or more specific types of 

interdependency, such as friendship, common interest, relationships of beliefs, 

knowledge, etc. Social networks can also be defined as those websites that allow people 

to form online communications and exchange all types of data [29]. 

Social media platforms are driven by user-generated content, so every user is a potential 

publisher and can interact with every other user. Social media is used for a great variety 

of purposes, including the following [36]: 

 Keep contact with friends, family, etc. (for example Facebook). 

 Microblogging and staying informed of the latest news (for example, via 

Twitter) 

 Staying in touch with the professional network (for example, via LinkedIn) 

 Share multimedia content (for example, via Instagram, YouTube, Vimeo, Flickr, 

etc.) 

 Find answers to some questions (Q&A) (for example, via Stack Overflow, Stack 

Exchange, Quora, etc.) 

 Finding and organizing items of interest (for example, via Pinterest) 

There are a lot of social networking sites and the number of its users is increasing day 

by day. The majority have members that create and manage their personal profiles, post 

different types of files, provide facilities to automatically discover connection 

candidates with existing members and provide sophisticated features that designed to 

have users spend long time on these sites [29]. 

2.1.1 Evolution of social networks 

 

The evolution of social networks could be divided on several stages [30, 31]: 
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 The Internet Boom (1995-2001): This is the mid-1990s period in which Yahoo 

had just set up a shop, Amazon had just begun selling books and the race to get a 

PC in every house was on. In 1995, Classmates appeared, being the first that 

fulfilled the modern definition of a social network. Early users could not create 

profiles or list Friends, but it let you to find classmates and colleagues from 

kindergarten, primary school, high school, college, workplaces, etc. 

Years later, the social network site called SixDegrees.com launched in 1997. 

This site allowed users to create profiles, list their Friends and, beginning in 

1998, surf the Friends lists. It promoted itself as a tool to help people connect 

with and send messages to others. Although it was able to attract millions of 

users, it failed to become a sustainable business and, in 2000, the service closed. 

From 1997 to 2001, several community networks (AsianAvenue, BlackPlanet, 

MiGente, Cyworld, etc.) began to use combinations of profiles and publicly 

articulated Friends, so these features allowed users to create personal, 

professional, and dating profiles. 
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Image 1: Evolution of social networks (1995-2001) (own elaboration with data taken from [32]) 
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 Rise of social networks (2002-2005): The next wave of social networks began 

with the launch of Ryze.com, that helped people to leverage their business 

networks. Friendster launched in 2002 as a social complement to Ryze. It was 

designed to compete with Match.com, a profitable online dating site, but it had a 

different approach. It focused on helping friends-of-friends meet, based on the 

idea that friends-of-friends would make better romantic partners than would 

strangers. Friendster used the concept “Circle of Friends”, a degree of separation 

idea similar to SixDegrees. The site encountered technical and social difficulties 

because its servers and databases were not prepared to handle its rapid growth, 

and the site faltered regularly. Due to these problems, the social network was 

abandoned and now exists as an online gaming site. 

 

From 2003 onward, a broad range of new social networks were launched, 

including Linkedin, Facebook, Youtube and MySpace. Most took the form of 

profile-centric sites, trying to replicate the early success of Friendster or target 

specific demographics, such as Linkedin or Xing, that are focused on business 

people. Today, Linkedin has more than 300 million members. “Passion-centric” 

social networks like Care2 or MyChurch help strangers to connect based on 

shared interests. Care2 help activists meet and MyChurch joins Christian 

churches and their members. As the social media and user-generated content 

grew, several websites focused on media sharing, such as Flickr (photo sharing), 

Last.FM (music listening habits), Youtube (video sharing), etc., implemented 

social network features and became social networks themselves. 

MySpace also launched in 2003 to compete with sites like Friendster, Xanga, 

and AsianAvenue. After rumors emerged that Friendster would adopt a fee-

based system, MySpace grew rapidly by capitalizing on Friendster's alienation 

of its early adopters. It differentiated itself by regularly adding features based on 

user demand and by allowing users to personalize their pages. Over the years 

however, the number of Myspace users declined, and today the site exists as a 

social networking site targeted to bands and musicians. 

 

While MySpace attracted the majority of media attention in the U.S., social 

networks proliferated and grew in popularity worldwide. The main ones were 

QZone, Orkut, Mixi and Bebo. The Chinese QZone became the largest social 

network worldwide (in 2014 it had 645 million users) during this period. Orkut 

extended in Brazil and India (), Mixi attained widespread adoption in Japan and 

Bebo became very popular in the United Kingdom, New Zealand, and Australia. 
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Image 2: Evolution of social networks (2002-2005) (own elaboration with data taken from [32]) 
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Alongside these open services, other social networks launched to support niche 

demographics before expanding to a broader audience. This was the case of 

Facebook, that begun in 2004 as a Harvard only social network. It remained a 

campus-oriented site for two years before finally opening to the general public in 

2006. The Facebooks’s success is due to several factors, like the ease of use, its 

intuitive easy-access features and the ability for developers to build applications, 

which allow users to personalize their profiles and perform other tasks, such as 

compare movie preferences and chart travel histories. 

 

 The expansion of Facebook, Twitter and Google+ (2006-2010): In 2007, 

Facebook launch its platform, an open API that allowed third-party developers 

to create applications that worked within Facebook itself. Almost immediately 

after being released, the platform gained a massive amount of attention and the 

number of applications raised exponentially. For this reason, Facebook launched 

the Facebook App Store to organize and display them. 

Twitter also created its own open API and enjoyed similar success as a result. 

Another key of success of Facebook was the “like” button, that was also adopted 

by Twitter.  

 

 The new technologies and the future of social networks (2011-Today): Years 

later, noticing the importance of social networking, Google decided to launch its 

own social network (Google+) in 2011, taking advantage of the previous 

experience of the other social networks. It was not necessarily a full-featured 

networking site, but rather a social layer of Google experience. Google+ was 

another success, and it had 540 million users in June, 2014.  

 

Over the past two years, mobile technology has changed social networking and 

the way of communication. The most popular social media platforms have 

adapted to these devices and have great dependence of these technologies. 

Mobile-based platforms specialize in a specific kind of interaction service that 

involves the sharing of public images (Instagram), the private sharing of images 

sharing (Snapchat), augmented reality (Foursquare), and location-based 

matchmaking (Tinder). Photo and video sharing applications such as Snapchat 

and Instagram exist almost entirely on mobile. 
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Image 3: Evolution of social networks (2006-2010) (own elaboration with data taken from [32]) 
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With the acquisition in March 2014 of Oculus VR by Facebook, it opened the 

new trend towards augmented reality and virtual reality, that today is only for a 

few users due to its high costs. 

Also, at the end of 2015, livestreaming applications caught the attention of 

Facebook and Twitter, categorizing as an emerging trends. Twitter bought 

Periscope and a few months later Facebook launched Live Video. A popular 

livestream has a great impact and can quickly become a trending topic. 

 

A recent study conducted between March and April 2016 shows that in U.S. the 

most important social networks are Facebook, Instagram, Twitter, Pinterest and 

Linkedin. The data gathered indicate that 76% of Facebook users log in daily, 

whilst 51% do for Instagram (owned by Facebook). Twitter manages just 42% 

of users login in daily. 

 

 
Image 4: % of people who use the sites [33] 
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Image 5: Evolution of social networks (2011-Today) (own elaboration with data taken from [32]) 
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2.1.2 Risks and threats of social networks 

 

Although this project focuses in the study of one type of vulnerability in the social 

network of Twitter (clickjacking), it is important to establish a context about 

vulnerabilities and threats that social networks are exposed these days. The main threats 

to the social networks can be categorized into: 

 Privacy related threats: Privacy concerns demand that user profiles never 

publish and distribute information over the web. The immense amount of data 

provided and shared on social networks may include the following information 

about a user: date of birth, gender, sexual orientation, current address, 

hometown, email addresses, phone numbers, web sites, instant messenger 

usernames, activities, interests, favorite sports, favorite teams, favorite music, 

television shows, games, languages, his religious views, political views, 

inspirations, favorite quotations, employment history, education history, 

relationship status, family members, software applications, etc. The user also 

provides updates in the form of status messages, which could include: a thought, 

an act, a link they want to share, or a video. All this information reveals a lot 

about the user, which will be of interest to various groups including 

governments, advertisers, and criminals.  

The main privacy threats would be [39]: 

 

o Personal profile data leaks: Profiles on social networks can be 

downloaded and stored over time and incrementally by third parties, 

which allow them to create a digital dossier of personal data. This 

personal information can be used for purposes and in contexts different 

from the ones the profile owner had considered, in many cases the 

information can become damaging [39]. 

 

o User data collection: users disclose personal information to the network 

operator, such as time and length of connections, location (IP address) of 

connection, other users’ profiles visited, messages sent and received, etc. 

This is a powerful data warehouse for the owners of the social networks. 

If we add the fact that privacy policies tend to be vague in specifying 

what is and what is not personal information, it exists many risks that an 

operator network use the information for targeting (e.g. advertising), 

discriminating (e.g. price discrimination) or transfer data to third parties 

through resale [39]. 
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o Face recognition and CBIR (Content-based Image Retrieval): The 

digital images provided by users are a popular part of profiles of social 

networks. These images are tied to individual profiles, and often 

explicitly (via labelled boxes on images) or implicitly identify the profile 

holder. This data source can be used for correlating profiles across 

services using face recognition. Likewise, CBIR technology is able to 

match features of an image into large databases of images, which allow 

to identify and link locations associated with the user [39]. 

 

o Linkability from Image Metadata, Tagging and Cross-profile 

Images: Many social networks allow users to tag images with metadata 

such as the name of the person in the photo, a link to its profile (even if 

they are not the owner/controller of that profile), or even their e-mail 

address. Also, many cameras embed metadata about the camera in the 

image, so metadata are made available to those with whom the photo is 

shared, including: the name of the photo owner, the date and time the 

photo was taken, the model of the camera, etc. This information has 

serious consequences for privacy of the users [39]. 

 

o Difficulty of Complete Account Deletion: Usually, the primary page of 

the user is easy to delete, but there is some information that remain 

online, such as public comments users have made on other accounts, etc. 

In many cases, the profile only deactivates, but information persists in 

backups for a reasonable period of time, and it could be possible to 

reactivate the account again [39].  

 

There are several causes of privacy leaks [37]: 

 

o User’s limitations: The users share a lot of content on social networks 

without thinking about the short-term or long-term consequences of such 

information flow. For this reason, user decision making is limited by the 

amount of time he/she has to make a decision, the amount of data 

involved, the arrangement of this data, and other cognitive limitations of 

the mind [37]. 

 

o Design flaws and limitations of social networks: These include the 

weak privacy controls by social networks and the possibility of explicit 

attacks including cloning attacks. Some of these explicit attacks could be 

[37]: 
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 Reconstruction of a friend list: In several networks, there are by 

default different levels of user information: only me, friends, 

friends of friends and everyone. But this classification is not 

enough. Although users have the option to restrict who can view 

their friend-list, a friend attacker is able to reconstruct that user’s 

friend-list. There are several methods to gather this information: 

 A friend attacker can enumerate the names/user IDs of all 

the users who comment on posts visible to friends only, 

and via the friends who liked the post.  

 Also, when a user is tagged in a photo, the name of the 

person who tagged the user is visible. 

 Several social networks do not allow users to hide their 

mutual friends. 

 In various social networks, it is not possible to limit the 

public view of “cover photos.” 

 

 Fake accounts and cloning attacks: Social networks do not 

currently offer any certification or verification of the authenticity 

of user accounts. It means that it is easy for an attacker to register 

accounts in the name of someone else. An attacker can use 

personal information to win the trust of the friends of the victim 

and let them allow the fake account into their circle of trust. This 

way, the attacker would have access to the information of the 

friends of his victim, which his friends have agreed to share with 

the victim and not necessarily with the attacker. The process of 

creating fake accounts is called a “cloning attack”, because the 

attacker clones (creates almost exact copies) of real social 

network accounts, and then, adds the same and/or other contacts 

as their victim. 

 

 Permanent takeover of an account: Some social networks  

allow a user to recover a compromised account using several 

verification mechanisms, but they could fail if the attacker 

disassociates the victim’s current login email address from the 

victim’s account and associates it with a new dummy account. 

 

 Deactivated friend attack: Occurs when an attacker adds their 

victim as a friend and then deactivates his own account. The 

deactivation is usually temporary, so the attacker can reactivate 

his account and repeat the process of activating and deactivating 
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for an unlimited number of times. When a friend is deactivated, 

he becomes invisible and cannot be unfriended (removed from a 

friend’s list) or added to any specific list. The only privacy 

changes that may apply to the deactivated friend are those applied 

to all friends, or to the particular list of which he is already a 

member. In general, social networks provide no notification of 

the activation or deactivation of friends to its users. 

 

 
Image 6: Cycle of a deactivated friend attack [37] 

 

 Social networks variants of traditional network and information security 

threats: Social networks have a lot of users and store a great amount of data, so 

they are natural targets of spammers, phishing and malicious attacks. Apart from 

the classic attacks which are common to all web applications (e.g. identity theft, 

pharming, etc.), there are several threats which are specific to social networks. 

These type of attacks can be summarized as follows: 

 

o Encoded URL: In case of Twitter, the severe limitation on tweets 

lengths has led to users use short-Universal Resource Locators in tweets 

instead of standard URLs. Short-URLs are normal URLs that are 

encoded into URLs with fewer characters. If the URL is encoded, the 

users cannot follow the target of that URL, what is a perfect way to 

obfuscate information. This can be exploited into tricking unwilling 

users to download/spread malicious software without their knowledge 

[38]. 

 

o Social network spam: Spam is a propagation of unsolicited messages 

using social networks. Spammers use the following techniques [39]: 
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 Use of specialized software to automate friend invitations and 

note/comment posting. 

 Send notes typically including embedded links to pornographic or 

other sites designed to sell something. 

 Send friend invitations using attractive profiles that persuade 

users to accept the invitation. The profile or the invitation usually 

contains links to external sites advertising products or even 

phishing for passwords. 

 Post spams comments on public notes or on comments areas of 

‘friends’. 

 Steal members’ passwords to insert and promote their offers on 

another profile. 

 

The issues found as a consequence of spam would be the following: 

 

 Traffic Overload. 

 Loss of trust or difficulty in using the social network application. 

 Phishing and redirection of the user to advertising sites. 

 Degradation of social network service as a consequence of 

massive creation of fake profiles. 

 

 
Image 7: Fake David Beckham profile with spam messages [40] 

 

o Cross Site Scripting, Viruses and Worms: In some social networks, 

users can post HTML in their own profiles and message-boards, so they 

are vulnerable to XSS (cross site scripting) attacks, that also open doors 
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to viruses and worms. The effects provoked as a consequence of this 

vulnerability are [39]: 

 

 Compromise of accounts. 

 Denial of service and loss of reputation of the social network. 

 Phishing. 

 Spam. 

 

o Cross-site request forgery (CSRF): The CSRF attacks exploit the trust 

that a website has in the browser and its request, so, if a request comes 

from the user’s browser with a valid session, the Web server will accept 

the request and process it. The Web server is not able to know if the 

request was deliberately made by the user or if a hidden script on a 

website issued the command covertly in the background, without the user 

noticing it. To the social network, it looks like the user clicked a button 

with the action, which is actually done by the script [40]. 

 

o Clickjacking: The attack consists of tricking users into clicking on 

things that they do not see or are aware off, through loading generally an 

invisible frame, along with some content, and laid over a simple game, or 

something similar, that gets the user to click several times at specific 

places. While the victim thinks he has clicked somewhere in the game, 

he actually has clicked on the invisible layer and actually has started 

some other action. This allows the attacker to perform any action that 

requires a few simple clicks. If the user is logged into the social network 

at the same time, then something like a CSRF attack with manual 

interaction can occur. This attack is going to be explained later [40]. 

 

o Social network aggregators: They are applications that allow users to 

integrate data from various social networks platforms into a single web 

application. Therefore, the access to several social networks depends on 

a single weak username/password authentication. This type of 

applications also allow the attackers to mine data across sites, as many of 

them offer cross social networks search features. The risks associated 

with these applications are the same as any kind of authentication 

compromise, which includes identity theft, zombification of social 

networks accounts (to use for malicious purposes) or loss of privacy for 

the users [39]. 
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o Spear phishing using social networks: Spear phishing defines any 

highly targeted phishing attack, which consists of gathering any amount 

of personal information from profiles of social networks and using it for 

a highly customized phishing attack. The extra trust created by the ‘circle 

of friends’ incredibly raise the hit rate of users, making it an effective 

form of phishing attack. The spread of such phishing attacks is greatly 

increased by the vulnerability of social networks to social engineering 

techniques based on the infiltration of social networks with low entry 

thresholds. Another factor is the prevalence of scripting attacks allowing 

the automated injection of phishing links. This type of attack carries the 

same security issues as other kinds of phishing, including identity theft, 

financial and reputation damage, etc. [39]. 

 

o Profile-squatting and reputation slander through identity theft: This 

attack consists of creating and using fake profiles for malicious purposes, 

such as defamation of another user, who generally is not part of the 

social network, so it is not able to access the profile. The consequences 

are similar to domain squatting, including personal damage, phishing, 

etc. [39]. 

 

o Stalking and bullying: Stalking typically involves threatening behavior 

in which the perpetrator repeatedly seeks contact with a victim through 

physical proximity, phone calls and electronic means. Social networks 

encourage the publication of personal information, including data that 

can reveal an individual’s location and schedule. 

Cyberbullying is a term used to describe repeated and purposeful acts of 

harm that are carried out using technology. The following factors make 

social networks particularly vulnerable to Cyberbullying [39]: 

 

 Many schools ban the use of SNSs at school, which acts as a 

strong disincentive to the reporting of bullying. 

 The ease of remaining anonymous (using a fake profile). 

 The ease of communicating with restricted groups of people. 

 Social networks provide all the tools and attacks needed for 

cyberbully in a single interface. 

 Teachers and adults are frequently unable to intervene because 

they are not familiar with the technology used. 

 

o Social engineering: Social engineering is a means of attack used to 

bypass security mechanisms and access sensitive data using the 
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employees themselves (not by using technology, although technology 

may be involved). It could be necessary to gather some information to 

enter an online community, but often, the privacy settings are neglected 

and therefore, the threshold for gaining information to be used in a social 

engineering attack is very low [39]. 

 

 
Image 8: Social engineering posts on Facebook [40] 

 

o Infected profile sites: Sometimes, it appears some bugs or design flaws 

in social networks that allow users to upload malicious content. These 

issues add the possibility to include arbitrary remote content, that allows 

an attacker to embed web-attacking toolkits inside profile sites, 

generating a massive drive-by download attack against everyone viewing 

the infected profile. Social media sites can also be used as staging place 

for malware [40]. 

 

o Malicious links: Users can add malicious content to the pages, because 

they control the content of their own profile of the social network. For 

this reason, an attacker could use social engineering tricks and redirect 

victims to external malicious sites which are fully controlled by the 

attacker [40]. 
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o Manual scripts attacks: In these attacks, the victim is asked to copy and 

execute the script manually, through a few interaction steps. When the 

victim completes the steps, the malicious script has been executed and 

spread to the list of friend of the victim. Some attackers have started to 

add advertising banners to each of the steps, generating further cash flow 

for them [40]. 

 

 
Image 9: Posted scam messages with links to manual scripts attacks [40] 

 

o Misuse as control structure for virus, Trojans or botnets: Due to the 

well-distributed architecture of social networks and their good Internet 

connections, an attacker could use social networks as a command and 

control structure for botnets. They can also be used for storing updates or 

dropping off information for malware [40].  
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Image 10: Bot Twitter account with encoded commands [40] 
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2.2 Clickjacking 
 

Clickjacking (UI Redress Attack) is a web attack originally described by Robert Hansen 

and Jeremiah Grossman in 2008 [1] that consists of tricking a user into clicking on a 

button or link on another page that is different to what he is intending to click. The 

attacker hijacks clicks from the victim that are meant for the original page and routes 

them to another page, frequently owned by another application or domain, without the 

knowledge of the user [3]. Other names for clickjacking are “UI redress attack” and “UI 

redressing”, which derive from the “redressing” of the clickable content by the attacker 

so to make it appealing to the unfortunate user [5]. 

 
Image 11: Clickjacking attack description [4] 

 

The most frequently known exploits are [3]: 

 Trick users into enabling their webcam and/or microphone through Flash. 

 Trick users to leak their social networking profile. 

 Execution of malicious software. 
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 Exploitation of social networks or applications, such as making users follow 

someone, sharing or linking links, generating pay per click revenue, etc.  

For example, on Facebook, the user can be forced to post a spam message on 

several pages from the attacker, or could place a like on an unwanted page, 

ultimately spreading the threat and making other users more likely to fall on the 

same exact trap. One of the best freely available defense for the user is the 

Firefox browser addon No Script, which detects hidden elements in a page in 

real time and warns the user about the possibility of an attack [5]. 

The clickjacking attack is extremely difficult to prevent. Unlike other popular 

vulnerabilities like CSRF, XSS, SQL injection, this one is based on frames. Frames 

functionality is widely used in the web nowadays because it allows you to nest one web 

page in another page. They are used for login pages, commenting, for JavaScript 

interactions, etc. 

2.2.1 What is the difference between Clickjacking and Cross Site Request Forgery 

(CSRF)? 

 

Sometimes Clickjacking is confused with CSRF. The difference is that the CSRF attack 

forces an end user to execute unwanted actions on a web application in which they are 

presently authenticated. CSRF attacks specifically target state changing requests, not 

stealing of any data, since the attacker has no way to notice the response to the forged 

request. If the victim is a normal user, a successful CSRF attack can force the user to 

perform state changing requests like transferring funds, changing email address, and so 

forth. If the victim has an administrative account, CSRF can compromise the entire web 

application [4]. 

2.2.2 Clickjacking variants 

 

The root cause of clickjacking consists of presenting a sensitive UI element of a target 

application out of context to a user and hence, tricking the user to act out of context 

[12]. 

In order to prevent this, it must be established design goals for a good defense [12]: 

 Widget compatibility: clickjacking protection should support third-party 

widgets. 

 Usability: users should not be prompted for their actions. 

 Backward compatibility: the defense should not break existing web sites (e.g., 

by disallowing existing functionality). 
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 Resiliency: the defense should address the root cause of clickjacking and be 

resilient to new attack vectors. 

The context of an action taken by a user is composed of [12]:  

 Visual context: what a user should see right before his sensitive action.  

 Temporal context: ensures that a user action at a particular time is intended by 

the user. 

The attacks can be classified according to the out of context interactions taken by the 

user [12]:  

 Compromising target display integrity: Display integrity is the guarantee that 

users can fully see and recognize the target element before an input action.  

This category includes the following types of attacks: 

o Hiding the target element. This type of attack includes the technique 

called Likejacking, which I will describe in following sections. 

o Partial overlays (obscuring only a part of the target element). 

o Cropping the target element to only show a piece of the target element. 

 

 Compromising pointer integrity: Pointer integrity is the guarantee that users 

can rely on cursor feedback to select locations for their input events. An attacker 

may violate pointer integrity by displaying a fake cursor icon away from the 

pointer, known as Cursorjacking. This leads victims to misinterpret a click’s 

target, since they will have the wrong perception about the current cursor 

location (modifying CSS cursor property). Another variant of cursor 

manipulation involves the blinking cursor which indicates keyboard focus 

(e.g.,when typing text into an input field). 

o There is another variant of Cursorjacking called Cursor spoofing. In this 

attack, a fake cursor is programmatically rendered to provide false 

feedback of pointer location to the user, so the fake cursor gradually 

shifts away from the hidden real cursor while the pointer is moving.  
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Image 12: Cursor spoofing attack example [12] 

 

 Compromising temporal integrity: Temporal integrity is the guarantee that 

users have enough time to comprehend where they are clicking. These attacks 

manipulate UI elements after the user has decided to click, but before the actual 

click occurs. 

One representative type of attack of this category is Double-click attack, which 

is based on compromising temporal integrity for popup windows. The double-

click attack do Bait and switch that the user do a double click right after the first 

click. This technique is effective against framebusting protection. 

 

 Wack-a-Mole Attack: The whack-a-mole attack is a hybrid of pointer and 

temporal integrity. This technique combines clickjacking with social plugins to 

compromise web surfing anonymity. It consists of asking the user to play a 

whack-a-mole game and encourage him to score high and earn rewards by 

clicking on buttons shown at random screen locations as fast as possible. At a 

later point in the game, a social plugin such as a Facebook like button is 

switched at the real cursor’s location, and the user is tricked to click on it. 

 

 Password Manager attack [3]: Some password managers insecurely fill in 

passwords for the http version of https-saved passwords, and they are not 

protected against iframe and redirection based attacks. As a consequence, they 

exposed additional passwords where they use password synchronization between 

multiple devices. 

 

 Drag and Drop Attacks [18]: Most browsers support the drag-and-drop API, 

which was standardized as part of HTML5. The API allows JavaScript on a web 

page to set data at the beginning of a drag operation, and allows dropped data to 

be read. Drag-and-drop is not restricted by the ‘same-origin policy’ that prevents 

a website from accessing data belonging to another domain. This implies that 



 
 

  
Page 26 

 
  

data can be dragged freely from a website on one domain to another website. As 

drag-and-drop operations must always be initiated by a user gesture, and cannot 

be started by JavaScript, browsers allow it.  

Drag-and-drop attacks combine drag-and-drop technique with clickjacking 

attacks, and allow to entering arbitrary text into forms on another domain, steal 

content and data from a framed website and extract the HTML source code for a 

web page. The minimum required interaction to perform a drag-and-drop 

operation is a mouse down event, followed by a mouse move event and followed 

by a mouse up. 

Java provides a drag-and-drop API that can be implemented by web browsers 

and allows to override the standard behaviour. In this way, an unprivileged Java 

applet may override this class and change the type of interaction that is required 

to begin a drag operation, allowing to force a drag-and-drop event as a result of a 

normal click. 

The Java API also allows any mouse cursor to be displayed during the drag-and 

drop operation. By using a default mouse cursor instead of the standard ‘drag’ 

mouse cursor, the user is given no visual indication what is going on. 

 

 Anchor Element Position Detection [18]: Browser based attacks such as 

clickjacking, CSRF and XSS usually require a victim to be authenticated to a 

particular web application in order to succeed. An attacker will often wish to 

know whether a user is authenticated against a particular application before 

carrying out an attack. This technique can be used to perform login detection by 

checking for the presence of a particular element that exists only on 

authenticated (or unauthenticated) pages.  

For example, web applications will often redirect to a login screen if a URL that 

requires authentication is loaded. The Google Account login page has the IDs 

‘Email’ and ‘Passwd’. An attacker could attempt to load an authenticated page 

such as https://www.google.com/accounts/ManageAccount, and then check for 

the presence of one or both of these IDs to determine if the login screen was 

loaded in the iframe. 

 

 Use of CAPTCHA [19]: The proposed attack is a type of human authentication 

scheme in which user is asked to follow a certain pattern to allow the user access 

to a website. In this attack, the user needs to visit the human-check web site, 

follow the pattern in order to verify and is redirected to the actual website. The 

pattern of buttons is at specific location, which shows that behind each button, 

some function is performed. This technique easily allows to develop likejacking 

attacks. 
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Image 13: Use of CAPTCHA example attack [19] 

 

2.2.3 Defending against Clickjacking – Client side 

 

The most important client side defenses are: 

 NoScript: Another measure for protecting visual context could be allow 

rendering transparent frames and blocking mouse clicks if the browser detects  

that the clicked cross-origin frame is not fully visible [12]. NoScript is an add-on 

that could be installed with the browser Mozilla Firefox and was released on 8 

October 2008 [3]. It prevents users from clicking on invisible or "redressed" 

page elements of embedded documents or applets. NoScript is a component of 

the application created by Marco Balduzzi (Institute Eurecom), Manuel Egele 

(Technical University Vienna), Engin Kirda (Institute Eurecom) et al [17]. This 

application is capable of render a page and extract the coordinates of all 
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clickable elements in order to detect clickjacking. It also controls the mouse and 

the keyboard for scrolling the web page and click on the elements [17]. 

 

The architecture of the application is composed of two modules [17]: 

 

 
Image 14: System architecture of NoScript [17] 

 

 

o Detection unit: Combines two browser plug-ins that operate in parallel 

to analyze the automated clicks:  

 

 ClickIDS: It is used for detecting when two or more clickable 

elements overlap at the same coordinates in which user clicks 

with the mouse. When it detects some overlap elements, it 

generates an alert. This add-on is not able to detect attacks based 

on partially obstructed pages.  

ClickIDS is based on the plugin ClearClick, an extension 

available for Firefox browser which was introduced into the 

NoScript plugin [23].  

ClearClick tries to detect any mouse click event redirects to any 

invisible content or frame. If it is successful, it prompts a warning 

to the user whether he wants to continue or not. Only after 

confirmation the invisible frame it rendered [23].  
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ClearClick generated many false positives because assumed that 

all cross-origin frames were Clickjacking attempts [23].  

 

 NoScript: This add-on is a modified version of the NoScript 

open-source tool. It differs in that this version saves the alerts 

generated by ClickIDS into a database. It also provides protection 

against transparent iframe based attacks and partially obstructed 

and disguised elements.  

 

o Testing unit: This module produces a simulation of the behavior of a 

human user that interacts with the content of a web page. Its functionality 

consists of instructing the browser to visit a certain URL and iteratively 

click on the clickable elements contained on the page. 

 

A limitation of this type of defense is that cursor icons are not captured, so 

pointer integrity is not guaranteed [12]. 

 

 InContext Defense [12]: Is a new prototype defense in which web sites mark UI 

(User Interface) elements that are sensitive, and then, the browsers enforce 

context integrity of user actions on these sensitive UI elements. It ensures that a 

user sees everything he should see before his action and that the timing of the 

action corresponds to her intent.  

The InContext defense enforces target display integrity by comparing the OS-

level screenshot (browser level) of the area that contains the sensitive element 

(what the user sees), and the bitmap of the sensitive element rendered in 

isolation at the time of user action. If these bitmaps are different, the user action 

is canceled and not delivered to the sensitive element. It uses only the position 

and dimension information from the browser layout engine to determine what 

the user sees. This defense has a compatibility cost, which means that a host 

page cannot apply any CSS transforms (such as zooming, rotating, etc.) that 

affect embedded sensitive elements. 

To guarantee pointer integrity, the following techniques are taken into 

consideration: 

o Disabling cursor customization on the host page that contains the 

sensitive element and on all of the host’s ancestors, so that a user will 

always see the system cursor in the areas surrounding the sensitive 

element. 

o Freezing the screen around a sensitive UI element when the cursor enters 

the element. 

o Muting the speakers when a user interacts with sensitive elements. 



 
 

  
Page 30 

 
  

o Applying lightbox effects around sensitive element. 

o Disallowing programmatic changes of keyboard focus once the sensitive 

UI element acquires keyboard focus. 

To ensure temporal integrity the following techniques are taken into 

consideration: 

o Establish a user interface (UI) delay that only delivers user actions to the 

sensitive element if the visual context has been the same for a minimal 

time period. 

o Establish a UI delay each time the pointer enters the sensitive element. 

o Introduce a pointer re-entry on a newly visible sensitive element, that 

consists of invalidating input events when a sensitive UI element first 

appears or is moved to a location where it will overlap with the current 

location of the pointer, until the user explicitly moves the pointer from 

the outside of the sensitive element to the inside. 

o Padding area around sensitive element so that a user can clearly decide 

whether the pointer is on the sensitive element or on its embedding page. 

 

 Cursor Spoofing and Clickjacking Prevention (CSCP) [19]: Ubaid Ur 

Rehman (School of Electrical Engineering and Computer Science - National 

University of Sciences and Technology Islamabad, Pakistan), Waqas Ahmad 

Khan (School of Electrical Engineering and Computer Science - National 

University of Sciences and Technology Islamabad, Pakistan), Nazar Abbas 

Saqib (College of Electrical and Mechanical Engineering - National University 

of Sciences and Technology Islamabad, Pakistan) et al. proposed a browser-

based solution that detects and prevents Clickjacking attacks on the Facebook 

social plug-in.  

In this defense, when a cursor spoofing is detected on the websites, it displays 

both the fake and real cursors and warns the user that the website is 

compromised. This solution CSCP does not cover visual and temporal integrity 

based attacks. 

 

 GuardedID [13]: Is a commercial product suite that includes a module of 

clickjacking protection for users of Internet Explorer and Firefox. It is capable of 

detect clickjacking through enforcing all frames to become visible, and then it 

warns the user with a message. The application focuses on eliminate keylogging 

attacks, encrypting everything the user types before sending the data to the Web 

browser. 
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 Gazelle [14], [15]: Gazelle is a research prototype of web browser announced 

by Microsoft in 2009. It focuses on the principal idea of applying operating 

system principles to the browser construction [14]. Gazelle has a browser kernel 

that sits on top of the operating system.  

 

 
Image 15: the Gazelle architecture [16] 

 

 

This browser kernel exclusively manages resource protection and sharing across 

web site principals, treating them like separated entities. Each principal gets its 

own sandboxed operating system process, so if a principal has bad code in it, it 

will not affect to the rest of the principals of the web site [15]. The kernel 

receives all events generated by the operating system. It includes user events like 

mouse clicks or keyboard entries [16]. Principals can communicate with one 

other using inter-process communications (IPC) through the browser kernel. 

 

The security model of Gazelle indicates that if any of the principal components 

(kernel browser, DNS or the underlying Operating System) is compromised, 

then, the entire browser falls. It takes account of the following types of 

vulnerabilities [16]: 

 

 Cross-origin vulnerabilities: The browser only needs to ensure 

correctness in the origin determination in Browser Kernel. As it works by 

separating principals into different protection domains and making any 

sharing explicit, almost all cross-origin vulnerabilities are eliminated. 
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Cross-origin script source can still be leaked if a site can compromise its 

browser instance, but even with this, the other principals will stay intact. 

 

 Display vulnerabilities: Cross-principal display, events protection and 

access control are enforced in Browser Kernel, which means that, this 

prevents a potentially compromised principal from hijacking the display 

(like in clickjacking attacks) and events that belong to another principal. 

 

 Plugin vulnerabilities: Third-party plugins are subject to the browser’s 

security policy, which means that they can only interact with system 

resources through browser kernel system calls. A compromised plugin 

only affects the main process where the plugin is, but the rest of the 

system or the other principal instances stay unaffected.  

 

Although there have been progresses on this topic, nowadays it does not a viable 

option for defending against clickjacking. 

 

 Clickjuggler [20]: Is an automated tool that can be used for checking defenses 

against visual clickjacking (basic clickjacking attack, cursorjacking and attacks 

based on evasion of framebusting) by performing actual attacks on web pages.  

 

 BeEF (Browser Explotation Framework) [21]: Is a security tool that performs 

penetration tests that focuses on web browsers vulnerabilities. It can be used to 

check for clickjacking vulnerabilities. 

 

 Trueclick [22]: This tool uses image processing and machine learning 

techniques to build a classifier based on visual properties (such as image size, 

color, placement on the enclosing web page, whether they contain animation 

effects, and whether they consistently appear with the same visual properties on 

consecutive loads of the same web page), to automatically detect trick banners 

on a web page. 
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Image 16: Trick banners example from popular sharing sites The Pirate Bay, 

Rapidgator, and FilesTube [22] 

 

TrueClick is implemented as a browser extension that runs on demand when the 

user visits a file sharing website containing trick banners and clicks on a button 

to activate the system. Once the analysis of the banner images is complete, 

TrueClick can either mark the detected trick banners as such, or block them 

entirely. 

 

 Proclick [24]: Proclick is a client side proxy that examines the content of 

requests and response pages to detect Clickjacking attacks. It analyzes the 

parameter values of request pages and HTML JavaScript code of response pages 

and performs systematic checking to decide if attack symptoms are present or 

not. It performs a number of checks based on the specified policy for detecting 

Clickjacking attacks. 

2.2.4 Defending against Clickjacking – Server side 

 

This project analyses the clickjacking problem from the user's point of view. Although 

the server's perspective is outside the scope of this document, it is important to put the 

reader in a context and complement from 2 points of view, the client side (users) and the 

server side. 

There are several possible defenses in order to prevent Clickjacking from server side: 

 X-Frame-Options: X-Frame-Options are a new header-specified directive 

implemented in October 2013 with RFC7034 [7] that can be used to mitigate 

Clickjacking attacks. The X-Frame-Options HTTP header field indicates a 

policy that specifies whether the browser should render the transmitted resource 

within a <frame> or an <iframe>. There are three different and mutually 

exclusive values for the header field [7]: 

 

o DENY: With this value the browser must not display the content of web 

page in any frame. 
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o SAMEORIGIN: The browser must not display the content of web page 

in any frame from a page of different origin than the content itself. If the 

browser cannot reliably determine whether or not the origin of the 

content and the frame are the same, it will use the value DENY. 

 

o ALLOW-FROM uri: The browser must not display the content of web 

page in a frame from any page with a top-level browsing context of 

different origin than the specified origin. 

The implementation of a violation of X-Frame-Options may vary between 

browsers, but the general trend is that when a browser discovers that loaded 

content with the X-Frame-Options header field would be displayed in a frame 

against this directive, the browser should redirect to a "NOFRAME" page as 

soon as possible, so the page could provide the user with an option to open the 

target URL in a new window if he wants to. Some browsers will show a 

message that allows the user to safely open the target page in a new window, 

whereas other implementations will simply render an empty frame [7]. 

There are currently variations between browsers in the implementation of the X-

Frame-Options header due to support problems and one consideration problem is 

that the current implementations do not check the origins of the framing 

resources' entire ancestor tree of frames, and this may expose the resource to 

attack in multiple-nested scenarios [7]. 

Also, X-Frame-Options must be sent as an HTTP header field and is explicitly 

ignored by user agents when declared with a meta http-equiv tag [7]. 

There are several limitations to this approach [8], [9]: 

o The policy needs to be specified for every page, which could complicate 

a lot the deployment and maintenance of a web site. 

o It is not allow to provide a whitelist of domains that are allowed to frame 

the page. 

o The proxies usually add and strip headers. Therefore, if a proxy strips the 

X-Frame-Options then the site loses its framing protection. 

o Nested Frames don't work with SAMEORIGIN and ALLOW-FROM. 

o The X-Frame-Options header was never standardized and has been 

deprecated in favour of the frame-ancestors directive from the CSP Level 

2 specification. 
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The following browsers support X-Frame-Options headers [9] (Table 1): 

Browser DENY/SAMEORIGIN 

Support Introduced 

 ALLOW-FROM Support 

Introduced 

 

Chrome 4.1.249.1042  
 

Not supported 
 

Firefox 

(Gecko) 

3.6.9 (1.9.2.9) 
 

18.0 
 

Internet 

Explorer 

8.0 
 

9.0 
 

Opera 10.50 
 

Not supported 
 

Safari 4.0 
 

Not supported 
 

 

 Framebuster Javascript: Using Javascript code, it is possible to detect if a site 

is being placed in a frame. This technique is called Framebusting and was 

proposed by Gustav Rydstedt, Elie Bursztein, Dan Boneh et al. [8] in 2010. It is 

a measure for protecting visual context, and usually consists of a conditional 

statement and a counter-action that navigates the top page to the correct place (it 

could be another counter actions): 

 

i f ( top . l o c a t i o n != l o c a t i o n ) 

top . l o c a t i o n = s e l f . l o c a t i o n ; 

 
Image 17: Common frame busting conditional statement [8] 
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Image 18: Common Counter-action statement [8] 

  

If an attempt is made to embed a protected page in an attacker's page, the 

framebusting code redirects the browser to the original site, so that the victims 

can see the protected page instead of the attacker page [8]. 

One important limitation to framebusting is that it is incompatible with 

embeddable third-party widgets, such as Facebook Like buttons [12]. 

 This type of defense is weak and may be circumvented by several ways [8]: 

o Double framing: Some counter-actions navigate to the correct page by 

assigning a value to parent.location, which works well if the victim page 

is framed by a single page. However, if the attacker encloses the victim 

by two frames, then accessing parent.location becomes a security 
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violation in all popular browsers, disabling the counter-action navigation 

as a consequence. 

 

 

 
Image 19: Double framing attack [8] 

 

o The onBeforeUnload event: A user can manually cancel any navigation 

request submitted by a framed page that registers an onBeforeUnload 

handler. This event will return a string (in the majority of cases) that, 

when it is displayed to the user, he likely will cancel the navigation, 

defeating the frame busting attempt. 

 

o onBeforeUnload-204 Flushing:  This attack is similar to the previous 

one, with the difference that this one is done without prompting the user.  

 

o Exploiting the XSS filter: IE8 and Google Chrome introduced reflective 

XSS filters that help protect web pages from certain types of XSS 

attacks, but Nava and Lindsay demonstrated that these filters can be used 

to circumvent frame busting code. 

 

o Referrer checking problems: Some sites allow their pages to be framed 

by their own site. This is usually done by checking document.referrer.  
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o Clobbering top.location: The location variable can be redefined in some 

browsers like IE7 or Safari 4.0.4. When this occurs, any frame busting 

code in a subframe that tries to read top.location will commit a security 

violation by trying to read a local variable in another domain, so the 

navigation will fail. 

 

o IE Restricted Zone: The frame busting code will not run if JavaScript is 

disabled, what it is the case of Internet Explorer when tries to load 

content in a restricted zone.  

 

o Sandbox attribute: This is a new attribute on the iframe tag, specified in 

HTML5 and implemented in Google Chrome browser. This attribute 

works like a restricted zone, and can be used to disable JavaScript. 

 

o Design mode: The design mode is implemented in Firefox and IE8. 

When this mode is activated, it could be possible to disable JavaScript in 

top and subframe. 

 

o Mobile sites: In several sites, the mobile site does not use frame busting 

code, and in many cases the sites do not differentiate sessions between 

the regular and the mobile site. As a consequence, it is easier for an 

attacker to clickjack the mobile site. 

 

 Content Security Policy frame-ancestors directive [9]: Content Security 

Policy is a Mozilla initiative to provide a way to specify how content interacts 

on their web sites. The frame-ancestors directive can be used in a Content-

Security-Policy HTTP response header to indicate whether or not a browser 

should be allowed to render a page in a <frame> or <iframe>.  

Enforcing a directive prevents the protected resource from performing certain 

actions, such as loading scripts from URLs other than those indicated in a source 

list. Content Security Policy was introduced to prevent cross-site scripting 

(XSS), clickjacking and other code injection attacks resulting from execution of 

malicious content in the trusted web page context [10], [11]. It is a Candidate 

Recommendation of the W3C working group on Web Application Security, 

widely supported by the modern web browsers.  

Directives can be specified using HTTP response header or HTML Meta tag.  
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The HTTP headers are [11]: 

 

o Content-Security-Policy: is the preferred mechanism for delivering a 

policy. In this header field, a server must not send more than one HTTP 

header field named Content-Security-Policy with a given resource 

representation. A server may send different Content-Security-Policy 

header field values with different representations of the same resource or 

with different resources. 

 

o Content-Security-Policy-Report-Only: This header is the same as the 

previous one, except that it does not enforce the policy. If the site 

violates this policy the user agent will send violation reports to the URL 

specified in the policy’s report-uri directive, but allow the violating 

resources to load regardless. 

 

o HTML meta Element: The server may supply policy via one or more 

HTML meta elements with http-equiv attributes. Policies in meta 

elements are not applied to content which precedes them, so the meta 

elements have to place as early in the document as possible. 

Policies are associated with a protected resource and enforced or monitored for 

that resource. If a resource does not create a new execution context, then any 

policies delivered with that resource are discarded without effect [11]. 

The supported directives are [11]: 

o base-uri: This directive restricts the URLs that can be used to specify the 

document base URL. 

o child-src: governs the creation of nested browsing contexts as well as 

Worker execution contexts. 

o connect-src: restricts which URLs the protected resource can load using 

script interfaces.  

o default-src: define loading policy for all resources type in case of a 

resource type dedicated directive is not defined (fallback). 

o font-src: define from where the protected resource can load fonts. 

o form-action: define which URLs can be used as the action of HTML 

form elements. 

o frame-ancestors: indicates whether the user agent should allow 

embedding the resource using a frame, iframe, object, embed or applet 

element, or equivalent functionality in non-HTML resources. The frame-

ancestors directive must be ignored when contained in a policy defined 
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via a meta element. If there is a violation of the directive, the user agent 

must not include the value of the embedding ancestor as a blocked-uri 

value unless it is same-origin with the protected resource, as disclosing 

the value of cross-origin ancestors is a violation of the Same-Origin 

Policy. 

This directive obsoletes the X-Frame-Options header, so if a resource has 

both policies, the frame-ancestors policy should be enforced and the X-

Frame-Options policy should be ignored. 

o frame-src: define from where the protected resource can embed frames. 

o img-src: define from where the protected resource can load images. 

o media-src: define from where the protected resource can load video and 

audio. 

o object-src: define from where the protected resource can load plugins. 

o plugin-types: define the set of plugins that can be invoked by the 

protected resource by limiting the types of resources that can be 

embedded. 

o report-uri: specifies a URL to which the user agent sends reports about 

policy violation. 

o sandbox: specifies an HTML sandbox policy that the user agent applies 

to the protected resource. 

o script-src: define which scripts the protected resource can execute. 

o style-src: define which styles (CSS) the user applies to the protected 

resource. 

 

 Require additional action [6]: A possible protection of visual context measure 

could be to require users to mark a checkbox, fill in some password, solve a 

CAPTCHA, etc. in addition to clicking the button. This will make it harder for 

the clickjacker, as he would have to convince users to take more actions. 

 

 UI Randomization [12]: This technique is a measure of protecting visual 

context, and consists of randomizing the UI layout, through altering the position 

of the elements. 

 

 Including One-time URLs [6]: As the clickjacking attack is similar to CSRF, 

you could apply several protection measures that are used in this type of attack. 

One of this consists of including a one-time code (nonce or token) in URLs to 

critical pages.   
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 Protecting temporal context [12]: This type of defense consists of imposing a 

delay after displaying a dialog, so that users cannot interact with the dialog until 

the delay expires. This defense has also been circumvented. 

 

 Access Control Gadgets (ACG) [12]: It is a privileged UI which can be 

embedded by applications that need access to the resource represented by the 

ACG. Authentic user actions on an ACG grant to access the corresponding 

resource in the embedded application. 

 

Although these measures of protection are quite efficient, they are not self-sufficient 

enough to protect against all kinds of the clickjacking attack vectors, so they must be 

used in conjunction with other security measures. 

2.2.5 Likejacking 

 

In this project, I will focus on studying likejacking on the most important social 

networks. As I mentioned in the introduction, Likejacking is a type of Clickjacking that 

consists of tricking users of websites into clicking web links, which are included in 

Facebook “likes”, Facebook or Twitter “follows” and other social network buttons. 

After clicking, it usually appears in user’s profile. This causes that a link to the 

attacker’s site is reposted to the victim’s friends and thus propagates the link virally [2]. 

The attack vector would be a web page that has two layers. The back layer is designed 

with a Facebook like button, or Twitter follow button that is configured to follow the 

mouse cursor of the victim. The front layer shows a webpage lure designed through 

social engineering whose goal is to trick users that click this webpage. The Likejacking 

attack increases traffic to the attacker’s site and harvest a large number of unwitting 

friends or followers. Also, it has evolved into a money-making scheme through the 

affiliate marketing technique that consists of paying the affiliate for every person who 

views an ad, signs up for a service or registers on a given site [2]. 

One important limitation to this attack establishes the necessity that the victim has to be 

logged in on the social network or that the cookie has to be active in order that the 

attack would work [2]. 

2.3 Web crawling 
 

A Web crawler is a program which objective is to downloading Web pages, commonly 

for a Web search engine or a Web cache. It usually starts off with an initial set of URLs 

(S0). It first places S0 in a queue, where all URLs to be retrieved are kept and 



 
 

  
Page 42 

 
  

prioritized. From this queue, the crawler gets a URL (in some order), downloads the 

page, extracts any URLs in the downloaded page, and puts the new URLs in the queue. 

This process is repeated until the crawler decides to stop, for any one of various reasons. 

Every page that is retrieved is given to a client that saves the pages, creates an index for 

the pages, or analyzes the content of the pages [25]. 

The typical high-level architecture of Web crawlers consists of several modules [26]:  

 
Image 20: Common architecture of a web crawler [26] 

 

 Multi-threaded downloader: This module is composed by several threads and 

is in charge of visiting web pages, downloading them and retrieving the URLs 

contained.  

 

 Storage: The text and metadata of the webpage are stored usually in a database, 

in order to do a posterior study of data. 

 

 Queue: The URLs extracted from the web page are stored in a data structure, 

usually a FIFO queue. 

 

 Scheduler: It assigns the links between the threads that have to visit the 

webpages, following a determined distribution criteria.  
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A Web crawler should not download more than one page from a single Web site at a 

time, and it should wait several seconds between requests [26]. 

The crawler needs to address many important challenges, including the following [25]: 

 What pages the crawler should download. 

 How the crawler should refresh pages. 

 How the load on the visited Web sites should be minimized. 

 How the crawling process should be parallelized. 

The crawler may use the following models of operation (based on a set of the most 

important pages) [25]: 

 Crawl & Stop: The crawler starts at its initial page and stops after visiting X 

pages. 

 

 Crawl & Stop with Threshold: The crawler stops after visiting X pages, but in 

this case, the pages visited have to pass an established threshold of what pages 

are more important. 

 

 Limited Buffer Crawl: This model prioritize the storage of the most important 

pages on the crawling process. 

The crawling process may use the following strategies [26]: 

 Breadth-first: The crawler visits the pages in breadth-first ordering. It starts by 

visiting all the “seed” Web pages, adding the new pages found at the end of the 

queue. 

 

 Backlink-count: This strategy crawls first the pages with the highest number of 

links pointing to it, so the next page to be crawled is the most linked from the 

pages already downloaded. 

 

 Batch-pagerank: This strategy calculates an estimation of Pagerank, so the next 

page to download is the one that has the highest estimated Pagerank. 

 

 Partial-pagerank: This strategy is similar to batch-pagerank, with the 

difference that a temporary pagerank is assigned to new pages between Pagerank 

re-calculations, using the sum of the Pagerank of the pages pointing to it, and 

then, dividing by the number of out-links of those pages. 
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 OPIC: It can be seen as a weighted backlink-count strategy. All pages start with 

the same amount of “cash”, so every time a page is crawled, its “cash” is splitted 

among the pages it links to. The total priority of an uncrawled page is the sum of 

the “cash” it has received from the pages pointing to it. This strategy is similar to 

Pagerank, but this has no random links and the calculation is faster because it is 

not iterative. 

 

 Larger-sites-first: It starts with the sites with the larger number of pending 

pages. The larger-sites-first strategy has more advantages over the OPIC 

strategy. First, requires less computation time, and also does not require 

knowledge of all in-links to a given page as OPIC does, providing a better 

scalability. 

 

 Using the Pagerank of a previous crawl: 

 

o Historical-pagerank-omniscient: An Oracle that knows the full graph 

assigns a Pagerank to new pages. 

 

o Historical-pagerank-random: New pages are assigned a Pagerank 

value selected uniformly at random among the values obtained in 

previous crawl. 

 

o Historical-pagerank-zero: New pages are assigned Pagerank zero, and 

then new pages are crawled. 

 

o Historical-pagerank-parent: New pages are assigned the Pagerank of 

the parent page (the page in which the link was found) divided by the 

number of out-links of the parent page. 

Most studies about the Web refer only to the “publicly indexable portion”, excluding the 

portion of the Web that has been called “the hiddenWeb” or the “deepWeb” [26].  

Crawlers only can download the public part of the entire Web (the part that is indexable 

by search engines), which include the public static pages and public dynamic pages that 

have parameters known or not required [26]. 

According to this, the Web could be divided into password-protected and publicly 

available pages, and into dynamic and static pages [26]. 
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Image 21: Division of the Internet [26] 

 

Certain pages are not indexable because they require previous registration or some 

special authorization such as a password, or are only available when visited from within 

a certain network, such as a corporate intranet. Others are dynamic pages, generated 

after the request has been made. Sometimes they are not indexable because they require 

certain parameters as input [26]. 

In order to solve these problems, there are some recommendations and guidelines for 

crawling the Web [26]: 

 Download only static pages: Download only static pages and try to avoid 

downloading URLs that contain a question mark. This heuristic can fail because 

there are many URLs which are dynamically generated but do not use the CGI 

standard, so they encode the parameters in the rest of the URL. Another reason 

is due to that a valuable fraction of the publicly available Web pages is 

generated dynamically upon request. 

 

 Download dynamic pages only with one set of parameters: Dynamic pages 

are either downloaded with the set of parameters of the first time they are found, 

or with an empty set of parameters. The drawback is that dynamic pages could 

query a database and a single set of parameters cannot represent the contents of 

the database. 

 

 Download up to a maximum amount of pages: This creates a data set that is 

highly dependent on the crawling strategy. 

 

 Download up to a certain amount of pages per domain name. 

 



 
 

  
Page 46 

 
  

 Download up to a certain amount of levels per Web site: Starting from the 

home page of each Web site, this heuristic consists of following links up to a 

certain depth. There are several options in order to establish the amount of levels 

per website: 

 

o Some search engines use the heuristic of following links to URLs that 

seems to hold dynamically generated content only from pages with static 

content. 

 

o Another option is to capturing a relevant portion of the dynamically 

generated content with known parameters. 

The author Carlos Castillo [26] discovered through an statistical analysis that in 

order to capture more than 97% of the pages a random surfer will actually visit 

the crawler must go to depth <=7 (maximum of 7 clicks away from the entry 

page in most of the Web sites). 

According to the previous division of the web, crawlers could be classified as [27]: 

 Traditional: This model has several modules [27]: 

 
Image 22: Architecture of traditional crawler [27] 

 

o Frontier: It a set of seed URLs, that are passed to the Fetcher. 

 

o Fetcher: This module retrieves the contents of the pages associated with 

the URLs from the web and passed them to the Link Extractor. 

 

o Link Extractor: Is in charge of parsing the HTML pages and extracting 

new links from them. Newly discovered links are passed to Page Filter 

and Store Processor. 

 



 
 

  
Page 47 

 
  

o Store Processor: It interacts with the database and stores the discovered 

links. 

 

o Page Filter: This module filters URLs that are not interesting to the web 

crawler. The remaining URLs are then passed to URL-Seen module. 

 

o URL-Seen module: It finds the new URLs that are not retrieved yet and 

passes them to Fetcher for retrieval. This loop continues until all the 

reachable links are visited. 

 

 Deep: In order to retrieve the information hidden in the deep web, the web 

crawler would submit HTML forms many times, each time filled with a 

different dataset, so the problem is reduced to the way of assigning proper 

values to the HTML form fields. 

This model is composed of several modules: 

 

 
Image 23: Architecture of deep crawler [27] 

 

o Select Fillable: It gets a set of seed URLs, domain data, and user 

specifics as input, and chooses the HTML elements to interact with.   

 

o Domain Finder: This module fills up the HTML forms with the data 

gathered from the Select Fillable module and passes the results to 

Submitter. 

 

o Submitter: The submitter submits the form to the server and retrieves 

the newly formed page. 

 

o Response Analyser: It parses the page and, depending on the result, 

updates the repository. The process continues until the crawler reachs a 

stop condition. 

 

 RIA (Rich Internet Application): Powerful client side browsers and 

availability of client-side technologies lead to a shift in computation from 
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server-side to the client-side. This shift of computation, also creates contents 

that are often hidden from traditional web-crawlers. 

This model is composed of several modules: 

 

 
Image 24: Architecture of RIA crawler [27] 

 

 JS-engine: This module starts a virtual browser and runs a JavaScript engine. It 

then retrieves the page associated with a seed URL and loads it in the virtual 

browser. The constructed DOM is passed to the DOM-Seen.   

 

 DOM-Seen: It determines if the DOM is seen before. In negative case, the 

DOM is passed to Event Extractor. 

 

 Event Extractor: It is in charge of extracting the JavaScript events from the 

DOM and passed them to the Strategy module. 

 

 Strategy: It decides the event that is going to execute, and then it passes to 

JSEngine for further execution. This process continues until all reachable states 

are seen. 

2.3.1 Parallel crawlers 

 

As the size of the Internet grows, it becomes more difficult to crawl the Internet by a 

single process, so many search engines run multiple processes in a parallel crawler. 

In order to develop a parallel crawler there are some issues to take account [25]: 

 Overlap: When multiple processes run in parallel to download pages, different 

processes may download the same page multiple times. The coordination can be 

done using the following ways: 

 

o Independent: Crawlers may download pages totally independently, 

without any coordination. 
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o Dynamic assignment: When there exists a central coordinator that 

logically divides the Web into small partitions (using a certain 

partitioning function) and dynamically assigns each partition to crawler 

for download. 

 

o Static assignment: When the Web is partitioned and assigned to each 

crawler before the start of a crawl process. 

 

 Quality: In a parallel crawler, each process may not be aware of the whole 

image of the Web that they have collectively downloaded so far. For this reason, 

each process may make a crawling decision solely based on its own image of the 

Web and thus make a poor decision. 

 

 Communication bandwidth: Crawling processes need to periodically 

communicate and coordinate with each other.  

Parallel crawlers have many advantages compared to single process crawlers [25]: 

 Scalability. 

 Better network load dispersion: Multiple processes may run at geographically 

distant locations, each downloading “geographically-adjacent” pages. 

 Network-load reduction. 

There are two types of parallel crawlers depending on their location [25]: 

 Intra-site parallel crawler: When all crawlers run on the same local network 

and communicate through a high speed interconnect (such as LAN). 

 

 Distributed crawler: When the crawlers run at geographically distant locations 

connected by the Internet (or a wide area network). 

A parallel crawler that uses static assignment may have several modes of operation [25]: 

 Firewall mode: Each crawler downloads only the pages within its partition and 

does not follow any inter-partition link. 

 

 Cross-over mode: Each crawler downloads pages within its partition, but when 

it runs out of pages in its partition, it also follows inter-partition links. In this 

mode, downloaded pages may overlap, but the overall crawler can download 

more pages than the firewall mode. 
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 Exchange mode: The crawlers periodically and incrementally exchange inter-

partition URLs. Processes do not follow inter-partition links. 

The following table compares the different modes attending to the key factors that have 

to be taken into account (Table 2) [25]: 

Mode Coverage Overlap Quality Communication 

Firewall Bad Good Bad Good 

Cross-Over Good Bad Bad Good 

Exchange Good Good Good Bad 

 

The firewall and the cross-over modes give crawlers much independence (they do not 

need to communicate with each other), but the cross-over mode may download the same 

page multiple times, and the firewall mode may not download some pages [25]. 

There is a multitude of ways to partition the Web, including the following [25]: 

 URL-hash based: Based on the hash value of the URL of a page, a page is 

assigned to a crawler. In this scheme, pages in the same site can be assigned to 

different crawlers. Therefore, the locality of link structure is not reflected in the 

partition, and there will be many inter-partition links. 

 

 Site-hash based: It consists on computing the hash value only on the site name 

of a URL (e.g., cnn.com in http://cnn.com/index.html) and assign the page to a 

crawler. 

 

 Hierarchical: The web may be partitioned hierarchically based on the URLs of 

pages. 

2.3.2 Issues of crawling 

 

Crawling the Web presents a major challenge to developers, who have to take account 

and affront several issues. The most common issues are [26]: 

Networking: 

 The crawler should implement persistent connections in order to download 

several pages from the Web site without re-connecting. 
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 How to download pages from multiple sources in a stream of data that is as 

uniform as possible, considering that Web server response times are very 

variable. It is usual to find Web servers that are down for a long time and re-

appear later. The crawler should re-try each Web page a number of times if the 

page is down; the interval should be several hours. 

 

 A crawler must wait between repeated accesses to the same Web site in order to 

avoid overloading Web sites.  

 

 Sometimes the crawler successfully establishes a TCP connection with a Web 

server, but there is no answer from it or in other cases it could stop receiving 

data (an error of transmission) at any given moment of an operation. The 

recommendation is that all network operations should have a timeout.  

Massive DNS resolving: 

 Local DNS servers crash under heavy loads, instead of just queuing or denying 

connections. As a consequence, if after repeated attempts the crawler cannot get 

an IP address for connecting, it has to assume the Web site does not exist. The 

recommendation is that local DNS servers should be tested for their response to 

high work load. The Web crawler should detect a condition of failure and stop 

under this condition. It also could avoid resolving more than a fixed number of 

domain names at the same time and with the same DNS server. 

 

 A DNS failure is very likely to go unnoticed, because of the default caching 

policy. Therefore, at least one attempt to resolve a DNS record should be done 

one week after a DNS failure. 

 

 DNS resolvers should be tolerant to errors in DNS records, and try to retrieve 

the IP address for a host name even if other portions of the record seems 

malformed. 

 

 In various Web sites, both “www.example.com” and “example.com” names 

resolve to the same IP address and have the same contents. Usually, it is due to 

the usage of the www prefix for the host part of the URLs. To solve this 

situation, it should be considered that http://www.example.com/ and 

http://example.com/ are the same URL. 
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HTTP implementations: 

 A user agent, such as a Web browser or a Web crawler, can have limited 

capabilities and only be able to handle some data types. If it cannot handle a file, 

then it should not download it. Some Web sites return a header indicating 

content-type HTML, but the information returned is a large binary file (such as a 

ZIP archive, etc.). The crawler can waste bandwidth downloading such a file. As 

a recommendation, the returned Content-type header should always be checked 

in the downloaded pages, as it might not be a data type that the crawler can 

handle. A download limit is necessary because potentially any file type can be 

returned by the Web server, even when it is indicating HTML content type. 

 

 The crawler must limit the amount of data that is downloaded from every Web 

server. This can be done by limiting both the maximum page size, and the 

number of Web pages that are downloaded from a single Web site. However, a 

few Web sites return a response code 416 (range error). These responses 

correspond to files that are smaller than the desired size. In the case of range 

errors, a second attempt for download could be made without the Range header. 

In all cases, the Web server may ignore the range, so the Web crawler must be 

prepared to disconnect from the Web server, or discard part of the contents, if 

the server sends a long document. 

 

 Most Web browsers are very tolerant to strange behavior from the Web servers, 

like a server that only sends the contents of the Web page requested, with no 

status line and no headers. Pages from Web sites that fail to comply with basic 

standards should be considered of lower quality, and consistently, should not be 

downloaded. 

 

 If a web site has internal broken links, the Web server should return a 404 (not 

found) response. This default message looses the context of the Web site, so the 

administrators of some Web sites prefer to build error pages that maintain visual 

and navigational consistency with the rest of their Web sites. In many cases the 

response for a page that does not exists is just a normal redirect to a custom-built 

error page, without the response header signaling the error condition. This could 

be considered as a link between the URL in which the page was not found and 

the error page. Servers can be tested by Web crawlers issuing a request for a 

known non-existent page (e.g.: an existent URL concatenated with a random 

string) and checking the result code. 
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 A significant fraction of computers are configured to a wrong date, wrong time, 

or wrong time zone. These wrong dates affect the Last-Modified field in the 

Web server response, which in these cases cannot be used for estimating 

freshness. A last modification date for a Web page older than the year 1993 is 

wrong and should be ignored. For dates in the future, up to 24 hours can be 

considered just a small problem, so those time stamps are changed into the 

current date. If the date is more than 24 hours ahead it is ignored. 

HTML coding: 

 If there are errors in HTML coding, the crawler should use a tool for cleaning 

markup. 

Web content characteristics: 

 The prevalence of mirrored content on the web is very high. The crawler should 

calculate a hash function of the contents of the pages (found in the body) to 

avoid storing the same content twice. To account for minor variations in the 

Web pages, this hash function should be calculated after the page have been 

parsed and the fragment of the page has been extracted. This method only avoids 

storing the duplicate Web pages, but it does not prevent downloading the page, 

and duplicate content can generate a waste of valuable network resources. 

Server application programming: 

 Several Web sites embed identifiers in the URLs (e.g. /dir/page.html;-

jsessid=12C67754) as a way of tracking users. These identifiers are later used 

for detecting logical sessions in log analysis. A Web crawler must consider 

session-ids. Typical variable names for storing session ids in the URLs include 

e.g.: CFID, CFTOKEN, PHPSESSID, jsession-id, etc. These variables are 

widely used in Web sites, and two pages that differ only in the session id are 

very likely to hold the same contents. The recommendation is that the crawler 

has a manually-built list of known session-id variables, and whenever it detects 

one, it changes the variable to a null value. 

 

 When encoding links, it is easy to forget to include the root directory, and this 

causes several problems. As a result, it is common to find URLs with path 

components repeated several times, such as a/b/c/c/c/c/, due to dynamic pages in 

which the author has mistakenly created a relative link when it should be an 

absolute link. The problem is that these repeated path components usually refer 

to the same page, and the crawler downloads repeatedly the same information. 
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The crawler should discard repeated components in paths, except if the crawler 

checks for duplicate content, that it would not be necessary to do it. 

 

 Dynamically generated pages are, in general, slower to transfer than static pages, 

depending on the implementation and of caching issues. Besides a timeout, a 

lower speed limit should be enforced by the crawler. 

2.3.3 Evolution of relevant web crawlers 

 

In this section I will outline an evolution of web crawlers, indicating the most important 

ones [27]: 

 Mercator: Mercator (1999) took advantage of a modular Java-based framework 

to address extensibility. It uses two types of interchangeable modules [27]: 

o Protocol modules: Related to how to acquire the Web pages (e.g.: by 

HTTP). 

o Processing modules: Related to how to process Web pages. The standard 

processing module just parses the pages and extracts new URLs, but 

other processing modules can be used to index the text of the pages, or to 

gather statistics from the Web. 

 

This architecture allowed third-party components to be integrated into Mercator. 

The crawler tries to solve the URL-Seen problem in order to address the 

problem of scalability. When the size of the URL list grows, it is more difficult 

to know if a URL was seen before or not, so its solution consists of doing batch 

disk checks. In this mode hashes of discovered URLs got stored in RAM, and 

when the size of these hashes grows beyond a certain limit, the list was 

compared against the URLs stored on the disk, and the list itself on the disk was 

updated [27]. 

 

 WebFountain: WebFountain (2001) [27] was a fully distributed web crawler 

and its main objective was to create a local incremental copy of the Web that 

was periodically updated.  

All the major components in its architecture are distributed and it use efficient 

technologies such as Message Passing Interface (MPI). These features made 

WebFountain a scalable web crawler with high freshness rate. 

 

 UbiCrawler: UbiCrawler (2002) is a distributed crawler written in Java and 

composed of several identical “agents” that distributed by consistent hashing 

URLs among the different web crawler nodes. It was designed to achieve high 
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scalability and to be tolerant to failures. It deals with problem of URL-Seen 

focusing in a peer-to-peer approach (P2P), so when a URL is discovered, it is 

passed to the responsible node, which is detected by taking the hash of the URL 

and mapping it to the list of nodes. There is no overlap between nodes; therefore, 

no page is crawled twice unless a crawling agent crashes [27]. 

 

 Polybot: Polybot (2002) is a high-performance distributed web crawler that 

takes another approach to solve the problem of URL-Seen scalability. It 

enhances the batch disk check technique using Red-Black trees in order to keep 

the URLs. In this technique, when the tree grows beyond a certain limit, it is 

merged with a sorted list in main memory [27]. 

 

 pSearch: pSearch (2002) is an efficient distribute crawler that uses two 

algorithms called P2P Vector Space Model (pVSM) and P2P Latent Semantic 

Indexing (pLSI) to crawl the web on a P2P network. VSM and LSI use vector 

representation (based on modern document ranking algorithms) to calculate the 

relation between queries and the documents. Additionally, pSearch took 

advantage of Distributed Hash Tables (DHT) routing algorithms to address 

scalability [27]. 

 

 IRLbot: IRLbot (2008) is an efficient large-scale crawler that introduced a 

framework called Disk Repository with Update Management (DRUM) in order 

to deal with the URL-Seen problem. DRUM optimizes disk access by 

segmenting the disk into several disk buckets and allocates each disk bucket on 

the RAM. Each URL is mapped to a bucket and stored in its RAM bucket, so, 

when a bucket on the RAM is filled, the corresponding disk bucket is accessed 

in batch mode. This system allows to store a large number of URLs on the disk 

such that its performance would not degrade as the number of URLs increases. 

The most important performance bottleneck was caused by the complexity of 

verifying uniqueness of URLs and their compliance with robots.txt [27]. 

 

 Crawljax: Crawljax (2008) is a RIA crawler that took the user-interface into 

account and used the changes made to the user interface to direct the crawling 

strategy, taking a static snapshot of each AJAX state for indexing and testing.  

This crawler uses a variation of the Depth-First strategy with multiple threads 

for speeding up event-based crawling of a single URL application. 

The crawling process starts with a single thread such that when this thread 

discovers a state with more than one event, new threads are initiated that will 

start the exploration from the discovered state and follow one of the unexplored 

events from there [27]. 
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 FAST Crawler: FAST Crawler (2010) [28] is a distribute crawler used by the 

FAST search engine. It is an incremental crawler, such that when the document 

repository has reached its target size, the crawler continues by refreshing 

existing documents to detect changes. 

The architecture of this crawler has the following modules [28]:  

 

o Document Scheduler: Each machine holds a “document scheduler” that 

maintains a queue of documents to be downloaded by a “document 

processor”.  

 

o Document Processor: This module is responsible for retrieving 

documents from web servers and performing any processing on them. 

After processing, it stores the documents in a local storage subsystem, 

 

o Distributor module: Each crawler communicates with the other 

crawlers via a “distributor” module that exchanges hyperlink 

information. 

 
Image 25: Architecture of a single FAST Crawler [28] 

 

The crawler architecture also contains components for duplicate detection and 

link-based ranking. 
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3. TOOLS AND ENVIRONMENT  
 

In this section I explain and discuss the different tools used in the project and the 

development environment. 

3.1 Operating System 
 

The tool is running on a virtual machine with Ubuntu 12.04 LTS installed in it. The 

virtual machine can be substitute by using the packet virtualenv (in terms of 

environment and libraries management), a tool for creating and managing isolated 

Python environments, which allows to maintain multiple projects that require different 

configurations. In case of this project, I chose the virtual machine due to the high 

probability to work with any type of clickjacking and malware that could infect the 

computer.   

The distribution of Linux Ubuntu 12.04 LTS already has installed Python 2.7.3, that is 

needed to execute the code. 

I chose Ubuntu due to the following features: 

 Open source system: Ubuntu 12.04 is a Debian-based Linux operating system 

that is used in multiple platforms, including personal computers, smart phones, 

tablets, etc. It is published by Canonical Ltd and operates under the GNU 

General Public License (GPL). All of the application software installed by 

default is free software [41]. 

 

 Compatibility and flexibility to install and configure applications and 

components: Ubuntu is the most popular operating system running in hosted 

environments, and offers an ease of use environment through Unity as its default 

user interface for the desktop. It receives free support for 5 years with security 

and bug fixes, and for many applications (LTS) [41]. 

 

 High security system: The system includes advanced security features and 

policies, such as not to activate latent processes at the time of installation and 

others, including [41]: 

 

o The user's programs run with low privileges and cannot corrupt the 

operating system or other users' files.  

o The sudo tool is used to assign temporary privileges for performing 

administrative tasks, which allows the root account to remain locked. 
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o PolicyKit helps to harden the system. 

o Most network ports are closed by default. 

o A built-in firewall allows end-users who install network servers to 

control access. A GUI (GUI for Uncomplicated Firewall) is available to 

configure it. 

o Ubuntu compiles its packages using GCC features such as PIE and buffer 

overflow protection to harden its software. 

o It supports full disk encryption as well as encryption of the home and 

private directories. 

 

 Low system requirements: The minimum requirements are [42]: 

 

o 700 MHz processor (about Intel Celeron or better). 

o 512 MiB RAM (system memory). 

o 5 GB of hard-drive space (or USB stick, memory card or external drive). 

o VGA capable of 1024x768 screen resolution. 

o Either a CD/DVD drive or a USB port for the installer media. 

o Internet access is recommended. 

o Screen resolution will be set at the highest the graphics card can handle 

but when it boot-up it should be given a "Low graphics mode" option. 

o Hardware produced in the last few years or with an efficient architecture 

or machines built for a specific purpose can often work well with less 

requirements. 

o All 64-bit (x86-64) CPUs are able to run Ubuntu and can run the 32-bit 

(x86) version as well. For an optimized installation (and especially to run 

more than ~3 GiB of RAM) however, a 64-bit installation CD is 

available. The 32-bit version tends to be easier to use and runs into less 

problems. 

o All the versions up to Ubuntu 11.04 use Unity as the default GUI while 

the previous releases used GNOME Panel by default. In order to run 

Unity the system needs a better graphics adapter: 

 1000 ΜHz processor (about Intel Celeron or better). 

 1024 MiB RAM (system memory) but 2048 MiB RAM is 

recommended. 

 3D Acceleration Capable Videocard with at least 256 MB. 

Visual effects are turned on by default, but it can turn off and still have a 

usable system.  

Ubuntu divides software into 4 sections, called components, which differ from licenses 

and priority of fixing bugs and patches [43]: 
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 Main component: The main component only contains packages that meet the 

Ubuntu license requirements, and for which support is available, meeting the 

requirements for most general purpose Linux systems. The packages of this 

component have guaranteed technical assistance and security improvements. 

 

 Restricted component: Contains the program supported by Ubuntu developers, 

but is not available under any kind of free license. This includes packages such 

as the proprietary drivers for some graphics cards, such as nVIDIA. 

 

 Universe component: This component allows users to install any kind of 

programs in the system, which may or may not have a restricted license. It does 

not receive support from the Ubuntu team. 

 

 Commercial component: It contains commercial software. 

 

 Multiverse component: It contains unsupported packages, because they do not 

meet free software requirements. 

3.2 Programming language  

 

For earlier versions of the application, I started using Java 7 SDK with Crawljax, a tool 

for automatically crawling and testing modern web applications. This tool enables to 

write plugins and add a customization layer. Further details of previous versions of the 

application can be found in the appendix. 

The final version has been developed in Python 2.7.3. 

Python is a general-purpose programming language, multi-paradigm and open source. It 

was created by Guido van Rossum on early 90s, and its name is inspired to the comic 

group “Monty Python”. It supports object-oriented, functional and procedural coding 

structures. Generally, it is used for standalone programs and scripting applications, and 

it is considered as one of the most widely used programming languages in the world. 

Python focuses on code readability and library functionality, trying to optimize software 

quality, program portability and component integration. It can be run on most platforms, 

including Unix and Linux, Windows, Macintosh, Java, .NET, Android, iOS, etc. [44].  

Python uses dynamic typing and a mix of reference counting and a cycle-detecting 

garbage collector for memory management. An important feature is dynamic name 

resolution (late binding), which binds method and variable names during program 

execution. The design of Python offers also some support for functional programming 

[44].  
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I chose python due to the following features [45]: 

 Software quality: As mentioned before, Python code is designed to be readable, 

and therefore, reusable and maintainable. Its uniformity makes it easy to 

understand, and has deep support for more advanced software reuse 

mechanisms, such as object-oriented (OO) and function programming. 

 

 Developer productivity: Python boosts developer productivity because its size 

compared to other programming languages, like C++ or Java is smaller. For this 

reason, it is easier to maintain and debug. Also, Python applications do not need 

to compile and link. 

 

 Portability: The standard implementation of Python is written in portable ANSI 

C, and it compiles and runs on virtually every major platform currently in use. 

Also, Python offers multiple options for coding portable graphical user 

interfaces, database access programs, web-based systems, etc. Python 

applications are automatically compiled to portable byte code, which runs the 

same on any platform with a compatible version of Python installed. 

 

 Support libraries: Python was designed to be highly extensible, so it can be 

embedded in existing applications that need a programmable interface. This 

design of a small core language with a large standard library and an easily 

extensible interpreter, make it very popular. In addition, Python can be extended 

with homegrown libraries and a vast collection of third-party application support 

software. 

 

 Component integration: Python scripts can easily communicate with other 

parts of an application, using a variety of integration mechanisms, such as 

invoking C and C++ libraries, can be called from C and C++ programs, can be 

integrated with Java and .NET components, services like SOAP, CORBA, etc. 

This integration allows Python to be used as a product customization and 

extension tool. 

 

 Object-Oriented and functional: Python is an object-oriented language, and its 

class model supports advanced concepts such as polymorphism, operator 

overloading, and multiple inheritance. 

 

 Open source: Python is completely free to use and distribute. 

 

 Easy to use and learn, compared with other alternatives. 
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 Hybrid: Python is an hybrid programming language between scripting 

languages (e.g. Perl) and systems development languages (e.g. C, C++ or Java), 

taking advantage of several features: 

 

o Dynamic typing: Python keep track of the types of objects the 

application uses when it runs, and does not constrain data types. For this 

reason, it is usually automatically applicable to a whole range of objects. 

 

o Automatic memory management: Python automatically allocates 

objects and collects garbage, keeping track of low-level memory details. 

 

o Component organization: Python includes tools such as modules, 

classes, and exceptions, that allow to organize applications into 

components, which is perfect for building large systems. 

 

o Built-in objects, built-in tools and utilities: Python provides commonly 

used data structures such as lists, dictionaries, and strings as intrinsic 

parts of the language. It also provides various standard operations, 

including concatenation, slicing, sorting, etc., and has a large collection 

of pre-coded library tools. 

Why not Python 3.5?: 

Both versions 2.x and 3.x coexist and seem to satisfy different goals and appeal to 

different camps. For my project, the browser PhantomJS had no support for Python 3.x, 

so in order to make the environment compatible I had to implement Python 2.7 without 

option. 

3.3 Packages 

3.3.1 Pip 

 

For a better management of packets installations I use the package manager called pip, 

that helps me with the tasks of downloading, installing, uninstalling packages, etc. One 

of the dependencies of pip is the setuptools library. It builds on the (standard) 

functionality of Python's distribution utilities toolset called distutils, that is provided by 

default, so all we need left is setuptools [46]. 

I installed pip using the tool apt-get that is installed by default in any Ubuntu 

distribution. 
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3.3.2 Selenium 

 

Selenium is a portable software testing framework for web applications, and provides a 

record/playback tool for authoring tests without learning a test scripting language 

(Selenium IDE). It also provides a test domain-specific language (Selenese) to write 

tests in a number of popular programming languages. The tests can then be run against 

most modern web browsers, including: 

 PhantomJS. 

 Google Chrome. 

 Internet Explorer 7, 8, 9, 10, and 11 on appropriate combinations of Vista, 

Windows 7, Windows 8, and Windows 8.1. As of April 15 2014, IE 6 is no 

longer supported. The driver supports running 32-bit and 64-bit versions of the 

browser where applicable. 

 Firefox: latest ESR, previous ESR, current release, one previous release. 

 Safari. 

 Opera. 

 HtmlUnit. 

 Android (with Selendroid or appium). 

 iOS (with ios-driver or appium). 

Selenium is composed of multiple software tools [47]: 

 Selenium WebDriver: This tool is the result of merge Selenium and 

WebDriver, which complement together. Selenium supported a broader range of 

browsers, and WebDriver addressed some issues of Selenium. 

 

 Selenium IDE (Integrated Development Environment): This tool is a 

prototype for creating automatic test scripts, that provides an interface to 

develop them. Selenium IDE is able to record user actions as they are 

performed, and exports the actions in a reusable script that can be later executed. 

This script can be exported in several programming languages. 

 

 Selenium-Grid: This tool allows Selenium WebDriver to scale tests and execute 

them in parallel, so that different tests can be run at the same time on different 

remote machines.  

I used pip to install Selenium 3.0.2. 
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3.3.3 PhantomJS 

 

PhantomJS is a scripted, headless browser (the rendered web pages are never actually 

displayed) used for automating web page interaction. It does not have a graphical user 

interface. PhantomJS provides a JavaScript API enabling automated navigation, 

screenshots, user behavior and assertions making it a common tool used to run browser-

based unit tests in a headless system like a continuous integration environment. It has 

fast and native support for various web standards: DOM handling, CSS selector, JSON, 

Canvas, and SVG. The most important features of PhantomJS are [48]: 

 Page automation: PhantomJS allows developers to access the browser’s DOM 

API, which is useful for automating any sort of interactions with a web page 

without having to open a browser. 

 

 Screen capture: PhantomJS provides the capacity to render any content on a 

web page and store it as an image, which can be saved in several formats such 

as PNG, JPEG, PDF, and GIF. 

 

 Testing: PhantomJS helps developers to automate the process of running tests 

without a need for any sort of GUI. 

 

 Network monitoring: PhantomJS allows to inspect and analyze network 

traffic, and later, to collect different data about the performance of a web page.  

There are several variations of PhantomJS. The most notable of which is CasperJS, a 

wrapper that offers most features in a more convenient and accessible API [48]. 

For the virtual machine I use the packet version of PhantomJS 2.1.1 phantomjs-2.1.1-

linux-i686.tar.bz2 for Linux 32-bit. The binary is self-contained. There is no 

requirement to install Qt, WebKit, or any other libraries. It however still relies on 

Fontconfig (the package fontconfig or libfontconfig, depending on the distribution). An 

important note is that the system must have GLIBCXX_3.4.9 and GLIBC_2.7, so it is 

necessary to check compatibilities with python version (it works nice with 2.7.3, but it 

does not work with Python 3.5). The binary must be installed and put in the path of the 

system. You can install a previous version of phantomJS using apt-get, and then 

substitute the binary with the newer version downloaded from the webpage [49]. 
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3.3.4 Tweepy 

 

Tweepy is an open-sourced Python library that lets you to communicate with Twitter 

platform and use its API. The current version of tweepy is 3.5.0. Tweepy supports 

accesing Twitter via OAuth authentication. With tweepy, it is possible to get any object 

and use any method that the official Twitter API offers. Main Model classes in the 

Twitter API are Tweets, Users, Entities and Places. Access to each returns a JSON-

formatted response and traversing through information is very easy in Python [50]. 

I used pip to install Tweepy 3.5.0. 

3.3.5 Requests 

 

Requests is an Apache2 Licensed HTTP library, written in Python that allow you to 

send HTTP/1.1 requests. With this module, you can add headers, form data, multipart 

files, and parameters with simple Python dictionaries, and access the response data in 

the same way [51]. 

Requests supports Python 2.6-2.7 and 3.3-3.6, and has the following features [51]: 

 International Domains and URLs. 

 Keep-Alive & Connection Pooling. 

 Sessions with Cookie Persistence. 

 Browser-style SSL Verification. 

 Basic/Digest Authentication. 

 Elegant Key/Value Cookies. 

 Automatic Decompression. 

 Automatic Content Decoding. 

 Unicode Response Bodies. 

 Multipart File Uploads. 

 HTTP(S) Proxy Support. 

 Connection Timeouts. 

 Streaming Downloads. 

 .netrc Support. 

 Chunked Requests. 

 Thread-safety 

I used pip to install Requests v2.12.4. 
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3.4 Development Environment 
 

I used an open source third-party plug-in of Eclipse, called PyDev, to develop the 

application. PyDev is a plugin created by Aleks Totic in July 2003, that enables Eclipse 

to be used as a Python IDE (Integrated Development Environment). It supports also 

Jython and IronPython. It uses advanced type inference techniques and provides the 

following main features [52, 53]: 

 Django integration. 

 Django templates editor (requires LiClipse). 

 Code completion. 

 Debugger. 

 Unittest integration. 

 Interactive Console. 

 Code analysis. 
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Image 26:  Sample of code analysis feature with PyDev [52] 

 

 Go to definition (F3). 

 Find References (Ctrl+Shift+G). 

 Refactoring. 

 Google App Engine integration. 

 Syntax highlighting. 

 Parser errors. 

 Outline view. 

 Tabs or spaces preferences. 

 Smart indent / dedent. 

 Comment / uncomment / comment blocks. 

 Code folding. 

 TODO tasks. 
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 Content Assistants (Ctrl+1). 

 Scripting with Jython. 

 Mark Occurrences. 

PyDev has the following requirements: 

 The latest Java 8 JRE or JDK: Without it, the update process may appear to 

succeed, but PyDev will simply not show in the target installation. 

 At least one of:  

o Python 2.5 or newer. 

o Jython 2.5 or newer. 

o IronPython 2.6 or newer. 

 Eclipse 4.6 (Neon) onwards. For older versions: 

o Eclipse 3.6, Java 7: PyDev 4.5.5 is recommended. 

o Eclipse 3.x, Java 6: PyDev 2.8.2 is recommended. 

 To profile programs, PyVmMonitor is required and integrated through the 

profile view inside PyDev. 

In this project, I used Pydev 4.5.5 with Eclipse 3.6 and Java 7. 

3.5 Environment variables 
 

Following the best practices of security development, it is not a good idea to include 

access credentials inside the source code, so I decided to use environment variables to 

manage access to the Twitter API. This also brings portability to the code, because each 

user can use its own credentials, and parallelization, letting you to use several users to 

access the Twitter API and request more data. 

The register for the gmail account associated to the project is: 

USER: crawltweet101@gmail.com 

PASSWORD: crawltweetIMDEA* 

The same credentials must be used in order to access the Facebook, Twitter and 

Instagram test accounts. 

The first thing is to make an account on Twitter and register the application. The steps 

for this task are as follows: 

 Go to the webpage https://dev.twitter.com/ and sign into the Twitter account. 

 Click on “manage apps” and then create a new app. 

 Enter the information to fill up the form and agree to the terms and conditions. 

mailto:crawltweet101@gmail.com
https://dev.twitter.com/
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 This will generate a “consumer key” and “consumer secret” that are going to 

use in the application script. 

 The next step consists of generating the access token and the access token 

secret. 

The access credentials for the Twitter Application are: 

CONSUMER_KEY (API Key):  

C1GAdCSgG2E0uFKvSDH8lMzCT 

CONSUMER_SECRET(API Secret): 

Bkzo5dSKTvZpIuwd6jJDPijRBL2jsean7jOy4Ix3wZTHP1lCFt 

ACCESS_TOKEN:  

803693658931429376-YxKBlqu32Bpp4ddFJyj9kE7raBGvljz 

ACCESS_TOKEN_SECRET:  

  oW5p3sRUigKlZk7eDTaJq3UVbVQwmPsKNI3oVUkIY44IB 

All of the previous data have to be included as permanent environment variables of the 

system. For that, it is necessary to edit the /etc/environment file and add the following 

lines: 

$TWITTER_CONSUMER_KEY=" C1GAdCSgG2E0uFKvSDH8lMzCT " 

TWITTER_CONSUMER_SECRET=" 

Bkzo5dSKTvZpIuwd6jJDPijRBL2jsean7jOy4Ix3wZTHP1lCFt " 

TWITTER_ACCESS_TOKEN="803693658931429376-

YxKBlqu32Bpp4ddFJyj9kE7raBGvljz " 

TWITTER_ACCESS_TOKEN_SECRET=" 

oW5p3sRUigKlZk7eDTaJq3UVbVQwmPsKNI3oVUkIY44IB " 

SN_USER="crawltweet101@gmail.com" 

SN_PASS="crawltweetIMDEA*" 
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4. DESIGN AND IMPLEMENTATION  
 

In this section I explain the design of the tool and justification for the different choices I 

made. Finally, I illustrate the architecture of the application and details of the modules. 

4.1 Twitter API 
 

In order to gather data from Twitter it is important to know about its API. 

4.1.1 Types of APIs 

 

Twitter offers a series of APIs to provide programmatic access to Twitter data [36]. 

 REST API: The REST API only allows to go back in time and to gather 

information of published tweets. This API limits the amount of tweets it can be 

retrieved in terms of rate limits and time span. However, it is not possible to 

retrieve tweets older than one week, and there are some tweets that are not 

available or indexable. The REST API is composed of [36]: 

 

o Media API: The Media API is formed by multiple media objects, which 

could represent photos, videos or animated GIFs. Media objects are used 

by many endpoints, and may be included in Tweets, direct messages, 

user profiles, etc. Each media object has multiple display variants, with 

different resolutions or formats [67]. 

 

o Curator Broadcaster API: This is a private API that allows 

broadcasters to issue their Curator-created streams for on-air graphics 

systems (or other digital displays). It has two main resources [68]: 

 

 Streams: The resource that is created in the Curator product. 

 Collections: A specific collect of Tweets from a curated stream. 

 

It requires special permission to access and is only available for TV 

broadcast use [68]. 

 

o Search API: This API allows to search a performed query into a 

sampling of recent Tweets published in the past 7 days. It does not 

include all tweets and users in this search [69]. 
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o Twitter Object Nest (TON) API: With this API it is possible to upload 

media and various assets to Twitter. It requires 3-legged authorization 

[70]. 

 

In the REST API, it is only possible to access a maximum of 3.200 most recent 

tweets (called statuses in the API), including retweets, and the response does not 

include the comments or retweets of other users [54]. 

With the exception of the Streaming API, the Twitter API attempts to 

compliance with the design principles of Representational State Transfer 

(REST). REST architecture refers to a collection of network design principles 

that define resources and ways to address and access data. Twitter APIs use the 

JSON data format for responses [54]. 

 

 

 
Image 27: Time dimension of the APIs of Twitter [36] 

 

 Streaming API: The streaming API allows to go forward in time, by keeping 

the HTTP connection open, and retrieve all the tweets that match the filter 

criteria, as they are published. It is perfect for downloading a huge amount of 

tweets, but it could be more time consuming, because it is necessary to wait until 

the tweets are published. In each connection an application is allowed to submit 

up to 5.000 Twitter user ids. Only public Tweets published by the user can be 

captured using this API. Twitter provides several streaming endpoints, each 

customized to certain use cases [36, 56, 57]: 
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o Public streams: streams of public data that is flowing through Twitter, 

used for following specific users or topics. 

 

o User streams: single user streams that contains all the data of a user. 

 

o Site streams: streams designed for servers that request data of many 

users. 

 

 Twitter ADS API: The purpose of this API is to integrate advertise solutions of 

partners with the Twitter advertising platform, enabling them to create and 

manage ad campaigns programmatically on Twitter. The partner program has 3 

categories based on privileges to use the API [71]: 

 

 
Image 28: Categories of Twitter ADS API [71] 

 

o Developer: Provides access to all ADS API endpoints. The category is 

limited to 5 OAuth tokens and exposing any Ads API functionality to 

external advertisers is prohibited. 

 

o Basic: In this category, partners have 90 days to prove out their design’s 

concept in live pilot campaigns. The OAuth token limit is increased to 15 

and the advertiser exposure restrictions are lifted. Partners should 

privately onboard 5-10 advertisers. 
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o Standard: OAuth token limits are lifted and the partner is able to 

publicly advertise their full integration with Twitter Ads. 

4.1.2 OAuth 

 

Twitter uses OAuth (Open Authorization) to provide authorized access to its API. With 

this open standard authentication method, users are not required to share their 

passwords with third party applications, increasing the security of the account [55].  

There are several ways to obtain an OAuth access token [60]: 

 Sign in with Twitter: The implementations of this method for browser and mobile 

web are the same, but mobile one is optimized for mobile browsers.  

The steps for making an API call from a Twitter application, using Sign in 

method via OAuth, are as follows [57]: 

1. All applications must register on Twitter in order to obtain a consumer key 

and a consumer secret. 

2. Using the previous credentials, the application creates a unique Twitter link 

to which a user is directed for authentication. The user authorizes the 

application by authenticating himself to Twitter. Twitter verifies the user’s 

identity and creates an OAuth verifier called PIN. 

3. The user provides the PIN he has received to the application, which uses it 

for to request an “Access Token” and “Access Secret” unique to the user. 

4. Using the “Access Token” and “Access Secret”, the application authenticates 

the user on Twitter. 
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Image 29: OAuth workflow [57] 

 

The “Access Token” and “Access Secret” for a user do not change and can be 

cached by the application for future requests, so the process only needs to be 

performed once. Also, the access tokens do not expire, and only will be invalid 

if a user rejects the application or if a Twitter admin suspends it [57, 60]. 

 Application-only authentication: Twitter offers applications the ability to issue 

authenticated requests on behalf of the application itself. In this method, any request 

to API for endpoints that require user context (an authenticated user), such as 

posting tweets, will not work. However, the set of endpoints that will still be 

available can have a higher rate limit. All requests performed (both to obtain and use 

the tokens) must use HTTPS endpoints. The steps for making an API call from a 

Twitter application, using application-only authentication method via OAuth, are as 

follows [61]: 

 

1. The application must encode its consumer key and secret into a specially 

encoded set of credentials. 

2. The application makes a request to the endpoint in order to exchange 

these credentials for a bearer token. 

3. Finally, the application uses the bearer token to authenticate. 
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Image 30: Application-only OAuth flow [61] 

 

 3-legged authorization: The application can obtain an access token by redirecting a 

user to Twitter and then, authorizing the application. The process is very similar to 

the Sign in method, with the following differences [62]: 

 

o The endpoint used is different. 

o The user will always have to authorize access to the application, even if 

access was previously granted. 

 

 PIN-based authorization: This method is oriented to applications that cannot 

access or embed a web browser in order to redirect the user to the authorization 

endpoint. The process is very similar in implementation to Sign in with Twitter and 

3-legged Authorization, with minor differences in configuration of parameters used 

[63]. 

 

 xAuth: This method allows to exchange a username and password for an OAuth 

access token. It is oriented for desktop and mobile applications. When the access 

token is retrieved, xAuth-enabled developers should dispose of the login and 

password corresponding to the user [64]. 
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 OAuth echo: OAuth Echo allows to delegate OAuth authorization with a third party 

while interacting with an API. Therefore, the delegator will send a request to the 

Twitter API on user’s application behalf. It does not require xAuth. There are 

several parties involved in this interaction [65]: 

 

o the User, who is using Twitter through a particular, authorized Twitter 

application. 

o the Consumer (the Twitter application), that is attempting to interact with 

the 3
rd

 party media provider. 

o the Delegator (the third party media provider). 

o The service provider. 

4.1.3 Twitter rate limits 

 

The Twitter API limits access to applications. These limits are based on the access 

token of each user. If the limit is hit, the API will return an error message. If a user 

application insists requesting data when the limit is reached, Twitter will flag the user 

application as potential abuser [36]. 

Rate limits are divided into 15 minute intervals. For this reason, there are two possible 

limits available for GET requests: 15 calls every 15 minutes, and 180 calls every 15 

minutes [66]. 

The Twitter REST API paginates large result sets through a technique called 

“cursoring”, which divides results into pages (the size is defined by the count request 

parameter) and provides a means to move backwards and forwards through these pages 

[79]. 

The following chart lists all the rate limits for read only (GET endpoints) per window 

[58]:  
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Image 31: Rate limits per window (GET endpoints) [58] 

 

Resources not listed in the previous table default to 15 requests per allotted user [58]. 
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For POST operations, the following limits apply [59]: 

 Direct messages (daily): 1.000 messages sent per day. 

 Tweets: 2.400 per day. The daily limit for updates is divided into smaller quotas 

for half-hour intervals. Retweets are counted as Tweets. 

 Account email changes: 4 per hour. 

 Follow-up (daily): 1.000 per day. 

 Follow-up (account based): Once an account follows 5.000 users, subsequent 

attempts will be limited by specific scales for each account. 

Rate limits on reads from the system (GET) are defined on a per user and per 

application basis, while rate limits on writes into the system (POST) are defined solely 

at the user account level [66]. 

These limits include actions from all devices (web, smart phones, APIs, etc.). API 

requests from all third party applications are counted according to the hourly API limit 

[59]. 

4.1.4 API objects 

 

There are 4 main objects in the API: 

 Tweets: Tweets (also known as statuses) are the most important object in 

Twitter. They are short messages of a maximum of 140 characters (note that the 

concept of the length of a character is not the same as in computing. In Twitter, 

the number of characters in a Tweet will be equal to the byte length of the text. 

The byte length is established with the longest character (e.g. The word café has 

a length of 4 bytes for Twitter (c,a,f,é), although the real length is 5 or 6 bytes, 

depending on the representation, being the character é, the byte length 

established). There are several operations that can be done with Tweets, 

including embed, replied to, liked, unliked or deleted. Tweets include two types 

of metadata, entities and places, which are also objects [72, 74]. 

 

 Users: Users can be anyone or anything. It means that it is not necessary to be a 

real person. They can do several operations, like comment, follow other users, 

have a home_timeline, be mentioned, etc. Each user on Twitter is associated 

with a unique id and a unique Twitter handle which can be used to retrieve his 

profile [57, 73]. 

 

 Entities: Entities are complex objects that provide metadata and additional 

contextual information about content posted on Twitter. They are associated 
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with Twitter objects that are returned by the API [76]. Entities can be classified 

in several groups based on the relations with Twitter objects [77]: 

 

o Entities for tweets: Entities that grant structured data from Tweets, 

including resolved URLs, media, hashtags and mentions. 

 
 

Image 32: JSON example of a url entity [77] 

 

o Entities for Retweets: A retweet is a tweet that contains the original 

tweet as an embedded object. If the display character count of the retweet 

exceeds 140 characters, the text of the tweet is truncated. For this reason, 

some entities in the original tweet might be missing or incorrect. 

 

o Entities for Users: Describe URLs that appear in the user defined 

profile URL and description fields. User entities can apply to multiple 

fields within its parent object. 

 

o Entities for Direct Messages: They are very similar to entities for 

tweets, with the following differences: 

 Media shared in direct messages requires authorization to view. 

 Media URLs are in both media and URLs entities. 

 

 Places: Named locations that include geo coordinates and can be attached to 

Tweets by specifying a place_id when tweeting. It is not necessary that the 

Tweet is created from the location. Places can be searched for [78]. 

All the objects have several attributes (fields in the JSON response) that are described in 

detail on the official Twitter documentation [75]. Not all fields appear in all contexts. 
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4.1.5 Error codes 

 

The Twitter API returns error messages in JSON format with the following error codes 

[80]: 

Code Text Description 

32 Could not authenticate you Your call could not be completed as dialed. 

34 Sorry, that page does not exist 
Corresponds with an HTTP 404 - the specified 

resource was not found. 

36 
You cannot report yourself for 

spam. 

Corresponds with HTTP 403. You cannot use your 

own user ID in a report spam call. 

44 
attachment_url parameter is 

invalid 

Corresponds with HTTP 400. The URL value 

provided is not a URL that can be attached to this 

Tweet. 

50 User not found. Corresponds with HTTP 404. The user is not found. 

63 User has been suspended. 
The user account has been suspended and 

information cannot be retrieved. 

64 

Your account is suspended and 

is not permitted to access this 

feature 

Corresponds with an HTTP 403 — the access token 

being used belongs to a suspended user and they 

can’t complete the action you’re trying to take 

68 

The Twitter REST API v1 is no 

longer active. Please migrate to 

API v1.1. 

Corresponds to a HTTP request to a retired v1-era 

URL. 

88 Rate limit exceeded 
The request limit for this resource has been reached 

for the current rate limit window. 

89 Invalid or expired token 
The access token used in the request is incorrect or 

has expired. 

92 SSL is required 
Only SSL connections are allowed in the API, you 

should update your request to a secure connection.  

99 
Unable to verify your 

credentials. 

Corresponds with HTTP 403. The OAuth credentials 

cannot be validated. Check that the token is still 

valid. 

130 Over capacity 
Corresponds with an HTTP 503 - Twitter is 

temporarily over capacity. 

131 Internal error 
Corresponds with an HTTP 500 - An unknown 

internal error occurred. 

135 Could not authenticate you 
Corresponds with a HTTP 401 - the oauth_timestamp 

is either ahead or behind the acceptable range. 

144 No status found with that ID. 
Corresponds with a HTTP 404 - the requested Tweet 

ID is not found (if it existed, it was probably deleted). 

https://dev.twitter.com/overview/api/tls
https://dev.twitter.com/overview/api/tls
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161 
You are unable to follow more 

people at this time 

Corresponds with HTTP 403 — thrown when a user 

cannot follow another user due to some kind of limit. 

179 
Sorry, you are not authorized to 

see this status 

Corresponds with HTTP 403 — thrown when a 

Tweet cannot be viewed by the authenticating user, 

usually due to the tweet’s author having protected 

their tweets. 

185 
User is over daily status update 

limit 

Corresponds with HTTP 403 — thrown when a tweet 

cannot be posted due to the user having no allowance 

remaining to post. Despite the text in the error 

message indicating that this error is only thrown 

when a daily limit is reached, this error will be 

thrown whenever a posting limitation has been 

reached. Posting allowances have roaming windows 

of time of unspecified duration. 

187 Status is a duplicate 
The status text has been Tweeted already by the 

authenticated account. 

205 
You are over the limit for spam 

reports. 

Corresponds with HTTP 403. The account limit for 

reporting spam has been reached. Try again later. 

215 Bad authentication data 

Typically sent with 1.1 responses with HTTP code 

400. The method requires authentication but it was 

not presented or was wholly invalid. 

226 

This request looks like it might 

be automated. To protect our 

users from spam and other 

malicious activity, we can’t 

complete this action right now. 

We constantly monitor and adjust our filters to block 

spam and malicious activity on the Twitter platform. 

These systems are tuned in real-time. If you get this 

response our systems have flagged the Tweet or DM 

as possibly fitting this profile. If you feel that the 

Tweet or DM you attempted to create was flagged in 

error, please report the details around that to us by 

filing a ticket 

at https://support.twitter.com/forms/platform . 

231 User must verify login 

Returned as a challenge in xAuth when the user 

has login verification enabled on their account and 

needs to be directed to twitter.com to generate a 

temporary password. 

251 
This endpoint has been retired 

and should not be used. 
Corresponds to a HTTP request to a retired URL. 

261 
Application cannot perform 

write actions. 

Corresponds with HTTP 403 — thrown when the 

application is restricted from POST, PUT, or 

DELETE actions. See How to appeal application 

suspension and other disciplinary actions.  

271 You can’t mute yourself. 
Corresponds with HTTP 403. The authenticated user 

account cannot mute itself. 

https://support.twitter.com/forms/platform
https://support.twitter.com/forms/platform
https://support.twitter.com/forms/platform
https://support.twitter.com/forms/platform
https://support.twitter.com/forms/platform
https://support.twitter.com/forms/platform
https://support.twitter.com/forms/platform
https://support.twitter.com/forms/platform
https://support.twitter.com/forms/platform
https://support.twitter.com/articles/72585
https://support.twitter.com/articles/72585
https://support.twitter.com/articles/72585
https://support.twitter.com/articles/72585
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272 
You are not muting the 

specified user. 

Corresponds with HTTP 403. The authenticated user 

account is not muting the account a call is attempting 

to unmute. 

323 

Animated GIFs are not allowed 

when uploading multiple 

images. 

Corresponds with HTTP 400. Only one animated GIF 

is allowed to be attached to a single Tweet. 

324 
The validation of media ids 

failed. 

Corresponds with HTTP 400. There was a problem 

with the media ID submitted with the Tweet. 

325 A media id was not found. 
Corresponds with HTTP 400. The media ID attached 

to the Tweet was not found. 

354 
The text of your direct message 

is over the max character limit. 

Corresponds with HTTP 403. The message size 

exceeds the number of characters permitted in a 

direct message. 

385 

You attempted to reply to a 

tweet that is deleted or not 

visible to you. 

Corresponds with HTTP 403. A reply can only be 

sent with reference to an existing public Tweet. 

386 
The Tweet exceeds the number 

of allowed attachment types. 

Corresponds with HTTP 403. A Tweet is limited to a 

single attachment resource (media, Quote Tweet, 

etc.). 
 

 

Table 3: Error codes of Twitter API [80] 

 

4.2 Design of the application 
 

The application consists of a tool to check for the existence of Likejacking in Twitter. It 

is divided into 2 modules: 

 Data gathering: A crawler that uses the Twitter REST API to collect external 

URLs in Tweets and comments.    

 

 Analysis: A crawler that runs through the collected URLs and clicks in different 

web elements trying to find likejacking events. As it is necessary that the user is 

logged into the social network to perform the Likejacking attack, this program is 

logged on the social networks of Facebook, Twitter and Instagram before 

browsing the collected URLs. 

In this project we chose the REST API of Twitter because we established the hypothesis 

that Tweets that lead to Likejacking are targeted to users with influenced accounts, and 

therefore, these tweets have already been published on their Twitter profiles.  
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The tool is completely independent from other tools or products, and only needs the 

specified libraries to work properly.  

It is oriented to the scientific community who is working in security concerns on social 

networks, such as Clickjacking, Likejacking, Cross-Site Request Forgery, etc.  

The tool establishes a basis for extracting information for the Twitter API, but it can be 

exported and used for other purposes, allowing further development of analysis tools 

and other search programs thanks to its flexible component design. 

A generic exception handling has been implemented, which prints the exception 

produced by the error output and stores all the exception data (type and trace) in an error 

log file. 

A classic 3-level architecture based on components has been developed: 

 Interface: The tool does not have a graphic interface, so this level is empty.  

 

 Application logic: All the code developed and all the packages imported can be 

found in this level. This level is composed by the following packages: 

o PhantomJS 

o Selenium 

o Main: The source code of the application is in this package. 

o Requests 

o Tweepy 

o Python: The Python programming language is composed of several 

libraries that are included by default. The tool only uses a few of them 

(json, sys, os, time, traceback, signal and URLParse).  

Note that order between some layers is important. The highest layer corresponds 

to the browser (it has no graphical interface, so I consider that it corresponds to 

the level of application logic), which interacts with web pages. The browser is 

supported by Selenium framework, which includes several methods of web 

support and navigation through the DOM of web pages. 

The last layer would consist of the remaining packets of elements. 

 Storage: The storage level is the lowest in the hierarchy, and consists of all 

permanent files created by the application that are stored in some type of storage 

device. 
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Image 33: Architecture of the tool 

 

Why twitter?: 

Twitter is one of the most popular social network that provides a service referred as 

microblogging, a variant of blogging where the pieces of content are extremely short. In 

case of Twitter, these messages have a limitation of 140 characters. It differs from 

Facebook in that the Twitter network is not bidirectional. It means that the connections 

do not have to be mutual, so there is no correspondence in followers (a user can follow 

users that do not follow him back). The two directions of the relationship have different 

names. The people a user follows are referred to as friends, while the people who follow 

a user are referred to as followers. When the relationship is bidirectional, the user is 

commonly described as a mutual friend [36]. 
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Twitter is also responsible for popularizing the use of the term hashtag as a way to 

group conversations and allow users to follow a particular topic. A hashtag is a single 

keyword prefixed by a # symbol [36]. 

There are several factors that led us to choose to do the study of Clickjacking in Twitter:  

 It is a successful and one of the most important social network, and was created 

10 years ago at the same time as Facebook: It more or less adopts a similar 

concept as Facebook with a different approach (it focuses in microblogging) and 

follows all the steps that it took along the time. For this reason, Twitter is 

considered as a model of study for behavioural and trends of social network 

users. Twitter was created in March 2006 by Jack Dorsey, Noah Glass, Biz 

Stone, and Evan Williams and launched in July, whereby the service rapidly 

gained worldwide popularity. As of March 2016, Twitter had more than 310 

million monthly active users. 

 

 There are not studies of clickjacking in Twitter, and the majority of privacy-

related studies usually are oriented to Facebook. 

 

 Twitter has a very ease of use API and well documented. The data is in a 

standard format, which facilitates the analysis. 

 

 Twitter has lesser restrictions to requests of data than other social networks.  

 

 Care for security: The company itself places great importance on security and 

has always been actively trying to reduce spam and malicious attacks on itself 

and its users. It publishes security good practices and tries to warn and educate 

users in security concepts, as can be seen in Twitter Help Center [34, 35]. 

4.2.1 Requirements 

 

The requirements specification follows a standard IEEE-830 approach [IEEE std, 

1998], although it is not faithful in its entirety and variations have been made on it. 

The most important requirements of the system are: 

 External interfaces: The tool is in an early stage of development, so these 

requirements are beyond the scope of the Project. 
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 Functional requirements:  

 

o RF01: For the application, there must be at least one seed XYZ file with 

the initial users from which data will be requested. 

 

o RF02: The system must be able to interpret the file (mentioned at RF02) 

correctly, and load the users into the system. 

 

o RF03: The system must be able to navigate between web pages and 

between the DOM (Document Object Model) of a web page. 

 

o RF04: The system must be able to manage files (open, edit and close) 

properly. 

 

o RF05: The system must be able to extract objects from the DOM of a 

web page. 

 

o RF06: The system will need to have mechanisms to communicate with 

an external API. 

 

o RF07: The system must be able to click on interactive elements of a web 

page. 

 

o RF08: The system must be able to log in automatically on social 

networking platforms. 

 

 Non-functional requirements: 

 

o RNF01: Capacity to recover from failures: the tool should be able to 

continue crawling even if different web elements or servers, with which 

it interacts, report failures. Therefore, the tool must have recovery 

mechanisms in order to stop the shortest possible time. 

 

o RNF02: The system must be able to record and manage errors that may 

occur. 

 

o RNF03: All components of the system must be freely distributed. 

 

o RNF04: The system must be properly documented. 
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o RNF05: The storage medium used in the system will consist of flat files 

with formats easily exportable to a database. 

 

o RNF06: The system will not store access credentials, or any type of 

credentials in the source code. 

 

o RNF07: All access credentials must be configured externally in the 

environment. 

 

o RNF08: The system must be run on Linux machines. 

 

o RNF09: The system will require basic authentication using OAuth 

against the Twitter API. 

4.2.2 Data gathering’s module 

 

The input given to the crawling algorithm is a seed file with the top 100 most influential 

users, which correspond with people who have more followers on Twitter. The ranking 

may be found on this web page: http://twittercounter.com/pages/100  

The seed file is a plain text file composed of 1 column, in which each row corresponds 

with one user. 

The algorithm’s objective is to collect all the external references (URLs) to other web 

pages found on comments of the tweets of the most influential users. The data is 

organized in a predefined format file that allows a posterior analysis. 

Why do not use a data base to gather the URLs?: As we did not know what we were 

going to find in the beginning, we prefered to focus on develop an earlier functional 

version of the crawler that allowed us to start gathering sample data in order to 

determine if Likejacking exists. However, in order to facilitate importation of data to a 

data base, all the plain text files used in the application are comma separated and/or an 

end of line separated. 

The algorithm comprises the following main steps: 

1. Obtain directory where script is being executed and configure file for log errors. 

2. Open the plain text file with Twitter most influent users. The file is called 

“Twitter_users.txt”. 

3. Initialize PhantomJS browser. 

4. Connect with Twitter API: In this step, the access keys are obtained from system 

environment and then, used it for sign in through OAuth. 

http://twittercounter.com/pages/100
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5. Requests to the API a list of most recent Tweets (maximum of 3.200 tweets) of 

the seed user. The API returns data in JSON format. The API only provides 

information about the Tweets of the user, but not of the comments published of 

other users in it. 

6. Store the URLs of the Tweets of the seed user in a plain text file called 

“tweets_(user).txt” (being (user) the name of the seed user). 

7. Open the previous file and load in PhantomJS browser a tweet of the user, 

scrolling until the end of web page, in order to load all the comments published. 

8. Extract all external URLs (the ones that point outside of Twitter) of the 

comments done in the tweet. 

9. Store the URLs collected in a plain text file with a predefined format, which is 

called “URLToVisit.txt”. Each row represents a URL, and the file has 3 columns 

with comma separated values: <Name of file, ID of the Tweet, URL gathered>. 

10. The steps 7 to 9 repeat until the end of the file that contains the Tweets of the 

user, and then, it starts again from step 4.   

The algorithm finishes and exits when there are no more users to crawl. 

4.2.3 Analysis’ module 

 

This module focuses on trying to detect Likejacking events through click on most 

common interactive elements of web pages, which have the following types: 

 “Button” tag type. 

 “A” tag type with “href” attribute. 

 “Input elements” with “button type” attribute. 

If the tool raises a likejacking event, it probably has been published in some of the 

social network platforms. In order to avoid false positives, the tool has to filter any 

social network button that could publish on social network by clicking on the web 

element. 

The algorithm’s objective is to log in automatically on Facebook, Twitter and 

Instagram, and load web pages (that have been passed via data gathering’s module), 

clicking on its interactive web elements (buttons, a (href) and input (button)).  

The input given to the analysis algorithm is a plain text file called “URLToVisit.txt” 

which contains URLs to be checked. 
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The algorithm comprises the following main steps: 

1. Obtain directory where script is being executed and configure file for log errors. 

2. Obtain credentials for social networks (via environment variables) in order to 

log in. 

3. Initialize a crawler and open Facebook login web page. 

4. Log into Facebook social network. 

5. Check if login process was OK. 

6. Initialize another crawler and open Twitter login web page. 

7. Log into Twitter social network. 

8. Check if login process was OK. 

9. Initialize another crawler and open Instagram login web page (via classic login). 

10. Log into Instagram social network. 

11. Initialize another crawler for analysis. 

12. Open the file “URLToVisit.txt” and load the URLs that are going to be checked 

into program memory. 

13. Load a web page from the previous file. 

14. Search for “button” elements and click on them. 

15. Search for “a” elements and click on them. 

16. Search for “input” elements and click on them. 

17. The steps 13 to 16 repeat until the end of the file “URLToVisit.txt”. 

The algorithm finishes and exits when there are no more URLs to check. 

The likejacking events on social network platforms have to be checked manually once 

the execution of the algorithm is finished, or from time to time. 

Once the tool clicks on any interactive element, the browser loads the new address to 

which the item points, losing the old references to HTML web code and not being able 

to return to them. This problem was solved by reloading the web page, and, assuming 

nothing has been changed and the same elements have been maintained, making a loop 

to skip the interactive elements already clicked and clicking on the next element. In this 

way, all the elements of the corresponding web page would be checked. 

4.2.4 Class diagram 

 

This section contains a general UML class diagram of the tool, which follows an object 

oriented approach, as can be seen on Image 34. 
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The tool has the following classes, which are found on same package: 

 CrawlTweet (Main): The main class that initiates and runs the data gathering 

application. All paths used in this class reference the directory where script is 

being executed. 

 

 Clickscript (Main): The main class that initiates and runs the analysis 

application, which clicks in different web elements trying to find likejacking 

events. All paths used in this class reference the directory where script is being 

executed. 

 

 Crawler: Public class that contains a custom crawler. It allows to load and 

navigate between web pages. All paths used in this class reference the directory 

where script is being executed. 

 

 TimeoutException: Public auxiliary class that implements a time out exception 

using a context manager approach and the signal package for Python (which I 

will comment later). The context manager helps to properly manage the 

resources, so that the object we want to manage only exists within the indented 

block below the “with” statement. Once that block ends, the object goes out of 

scope, and it automatically calls a special method that contains the code to clean 

up the resource.  

The time out exception is generally used when there is no response from the 

browser, which may occur in several circumstances, such as loading a web page, 

clicking a button, etc. 

 

 Wait_for_more_elements: Public auxiliary class that was designed to scroll on 

tweets. It is a callable class (it allows the class’ instance to be called as a 

function). 

 

 TwitterClient: Public class that manages the connection with the Twitter REST 

API and allows to gather information. It uses the Tweepy package. All paths 

used in this class reference the directory where script is being executed. 

The classes use the following packages (some of them have been commented before in 

“Packages” section, so they will only be mentioned): 

 Sys: “This module provides access to some variables used or maintained by the 

interpreter and to functions that interact strongly with the interpreter” [81].  

In the tool, it is generally used for collect exception’s information and for 

manage interpreter’s error streams.  
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 Traceback: “This module provides a standard interface to extract, format and 

print stack traces of Python programs” [82]. 

 

 Selenium: (mentioned on 3.3.2). 

 

 Tweepy: (mentioned on 3.3.4). 

 

 Requests: (mentioned on 3.3.5). 

 

 Json: It provides an API to manage Javascript Object Notation (JSON), 

including functions to read and write values in JSON format [83]. 

In the tool, it allows to read information provided by the REST API of Twitter. 

 

 Os: This module allows to access functionalities dependent on the Operating 

System, including those that provide environment information or manipulate the 

structure of directories and files (read, write, etc.) [84]. 

In the tool, it is used for managing files and environment variables. 

 

 Time: It provides several date and time functionalities. It should be considered 

that not all functions are available on all platforms [85]. 

The tool uses it basically for suspending execution of main programs and 

waiting until certain conditions are accomplished. 

 

 Signal: “This module provides mechanisms to use signal handlers in Python” 

[86]. 

The tool uses the signal SIGALRM to raise time out exceptions. It should be 

considered that signal events only work on UNIX systems. 

 

 URLParse: “This module defines a standard interface to break Uniform 

Resource Locator (URL) strings up in components (addressing scheme, network 

location, path etc.), to combine the components back into a URL string, and to 

convert a “relative URL” to an absolute URL given a “base URL”” [87]. 

In the tool, this module is used for filtering links (URL), contained in the tweets, 

which point to Twitter. 
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Then, the relations between classes are described: 

 Clickscript (Main) - sys, traceback, time, os: All relations with these 

components are dependence-typed, since the main class imports these packages 

for its proper operation. 

 

 Clickscript (Main) – Crawler: It is a relation of association, in which the main 

class instantiates and uses the crawler class, when executing the tool. This 

relation is stronger than a relation of dependence.   

 

 Clickscript (Main) – TimeOutException: It is a relation of association 

following the same reasoning as mentioned before. The main class instantiates 

and uses the exception class. 

 

 CrawlTweet – sys, traceback, tweepy, time, os: All of these are relations of 

dependence because the main class imports these packages.  

 

 CrawlTweet – TwitterClient: It is necessary to create an instance of the twitter 

client class, in order to request information to the Twitter REST API. For this 

reason, it is a relation of association. 

 

 CrawlTweet – Crawler: As mentioned before, the main class needs to create an 

instance of the crawler that allows the interaction with the PhantomJS browser. 

Due to this cause, it is a relation of association. 

 

 CrawlTweet - TimeOutException: A relation of association in which the main 

class instantiates the TimeOutException class in order to create exceptions of 

this type. 

 

 TwitterClient – tweepy, json, os, sys, traceback: The class TwitterClient has 

relations of dependence with these 4 packages, because TwitterClient imports all 

the packages mentioned, and therefore, the class depends on them to work 

properly. 

 

 Crawler – sys, traceback, requests, selenium, urlparse, os: Relations of 

dependence because the crawler imports and needs all these packages to work. 

 

 Crawler – TimeOutException: The crawler uses and instantiates time out 

exceptions in order to keep working when the browser does not provide a 

response from a web site interaction, so it is a relation of association. 
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 Crawler – Wait_for_more_elements: It is a relation of association because the 

crawler instantiates wait_for_more_elements class when the browser needs to 

scroll a web page. 

 

 TimeOutException – signal: The class TimeOutException imports the signal 

package, therefore, it is a relation of dependence. 

 

 Wait_for_more_elements – selenium: The class wait_for_more_elements 

imports the framework Selenium, therefore, it is a relation of dependence. 

Down below are explained the attributes and the methods used on the tool. Although the 

name of the attributes used is extremely explanatory of the type of data contained, I 

consider it convenient to state it explicitly: 

 Crawler: 

o Driver: Private object type that represents the instance of the PhantomJS 

browser. 

o URLtovisit: Private collection of strings which store the URL of the 

tweets published by a user, retrieved of the Twitter REST API. 

 

 TimeOutException: 

o Sec: Private integer attribute that stores the number of seconds before 

raising the Time Out Exception. 

 

 Wait_for_more_elements: 

o Locator: Private object type that allows to find web elements using a 

selector type, such as css, tag name, class name, etc. It is composed of: 

 A string that uniquely identifies the type of selector. 

 A string that contains the HTML selector, which is going to be 

searched in the source code of the web page.  

o Count: Private integer attribute that stores the number of tweets found. 

This attribute is used for know if there are more elements (comments) in 

the Tweet. 

Only the most important and representative attributes of the class are mentioned, so I 

have discarded the temporary variables or those contained in internal methods of each 

class. 
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The methods used on the tool are: 

 TwitterClient: 

The majority of functions of this class use internally the tweepy library for 

communicate to the Twitter REST API. As a good development practice it has 

been developed methods in order to encapsule tweepy calls. However, if a 

method configures relevant parameters when doing the tweepy call, it will be 

explained. 

  

o Get_twitter_auth: Public function that does not receive any parameters 

and returns a tweepy OAuthHandler object. It allows to create an OAuth 

handler that is going to use when authenticating on Twitter.  

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with the following status 

codes: 

 1: Generic error. 

 2: Key error produced when environment variables are not set. 

 (X) Code response from API Twitter: see 5.1.5 Error codes for 

further information. 

If the code response obtained from the Twitter REST API is 88, it means 

that the request limit for this resource has been reached for the current 

rate limit window. Therefore, this function will return an integer value of 

88 for a posterior treatment of this situation. 

 

o Get_twitter_client: Public function that provides a wrapper for the 

Twitter REST API. It does not receive any parameters and returns the 

tweepy API object. Internally, this function uses Tweepy library, which 

makes the request to the API with the following parameters [50]: 

 wait_on_rate_limit: Automatically wait for rate limits to 

replenish. Value established: True. 

 wait_on_rate_limit_notify: Print a notification when Tweepy is 

waiting for rate limits to replenish. Value established: True. 

 retry_count: Default number of retries to attempt when error 

occurs. Value established: 2 retries. 

 retry_delay: Number of seconds to wait between retries. Value 

established: 300 seconds. 

 retry_errors: HTTP status codes to retry. I configure the 

following status codes:  
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 500: Internal Server Error: “Twitter is down or being 

upgraded”. 

 502: Bad Gateway: “Twitter is down or being upgraded”.  

 503: Service Unavailable: “The Twitter servers are up, but 

overloaded with requests. Try again later”.  

 504: Gateway timeout: “The Twitter servers are up, but 

the request could not be serviced due to some failure 

within our stack”. 

 timeout: The maximum amount of time to wait for a response 

from Twitter. Value established: 60 seconds. 

 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with the following status 

codes: 

 1: Generic error. 

 (X) Code response from API Twitter: see 5.1.5 Error codes for 

further information. 

 

If the code response obtained from the Twitter REST API is 88, it means 

that the request limit for this resource has been reached for the current 

rate limit window. Therefore, this function will return an integer value of 

88 for a posterior treatment of this situation. 

 

o Get_user_tweets: Public function that gets 3.200 (tweet limit) most 

recent URL Tweets (URI) from a specified user and write them in a plain 

text file called “tweets_(name_of_the_user).txt”. It receives the user 

name (string) for extracting tweets, and a client connection object to the 

Twitter API REST (tweepy API object) as parameters. The function 

returns the number of calls (int) done to the API. Note that calls done to 

the API depend on number of pages (which contain the tweets) 

requested. Each page contains 200 tweets and 16 is the maximum limit 

of pages that can be requested to the API (max. 200*16 = 3.200 tweets). 

Therefore, it consumes 1 call per page requested to the API for a total of 

16 (if requested the maximum of tweets). Only 900 calls to the API are 

permitted between window intervals (15 minutes) [50]. 

 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with the following status 

codes: 

 1: Generic error. 
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 (X) Code response from API Twitter: see 4.1.5 Error codes for 

further information. 

 

If the code response obtained from the Twitter REST API is 88, it means 

that the request limit for this resource has been reached for the current 

rate limit window. Therefore, this function will return an integer value of 

-2 for a posterior treatment of this situation. 

 

If the code response obtained from the Twitter REST API is 34 (HTTP 

404 - the specified resource was not found), 44 (HTTP 400 - the URL 

value provided is not a URL that can be attached to this Tweet.), 50 

(HTTP 404 - the user is not found), 63 (The user account has been 

suspended and information cannot be retrieved.) or 144 (HTTP 404 - the 

requested Tweet ID is not found (if it existed, it was probably deleted)), 

this function will return an integer value of -1 for a posterior treatment of 

these situations. 

 

o Extract_urls: Public function that extracts URLs contained in a JSON 

variable. It receives a tweet (with JSON format) and returns a list of 

URLs (strings) contained in the tweet. 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. 

 

o Extract_id: Public function that extract the ID of a tweet, which is 

contained in a JSON variable. It receives a tweet (with JSON format) and 

returns its ID (string). 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. 

 

o Get_timerate_status: Public function that requests the remaining 

number of API requests available to the requesting user before the API 

limit is reached for the current hour, and writes the information in a plain 

JSON file called “tweets_status.jsonl”. Internally, the function uses the 

rate_limit_status tweepy method. Calls to rate_limit_status do not count 

against the rate limit. This function receives a client connection to the 

Twitter API REST as parameter and does not return anything [50]. 

 



 
 

  
Page 96 

 
  

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with the following status 

codes: 

 1: Generic error. 

 (X) Code response from API Twitter: see 4.1.5 Error codes for 

further information. 

 

If the code response obtained from the Twitter REST API is 88, it means 

that the request limit for this resource has been reached for the current 

rate limit window. Therefore, this function will return an integer value of 

88 for a posterior treatment of this situation. 

 

o Extract_urls_file: Public function that is similar to exctract_urls(), with 

the difference that this one receives a file (with JSON format), that 

contains the tweets. 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. 

  

 Crawler: 

o __init__: Public function that creates a new instance of the PhantomJS 

browser and initializes it, configuring the user agent and initializing the 

attribute URLtovisit. It does not receive any parameter and it does not 

return anything. 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. 

 

o load_page: Public function that receives a URL to load (string) as a 

parameter, and loads a web page using PhantomJS browser. It does not 

return anything. 

If an error (other than time out exception) occurs, it raises an exception, 

printing the error obtained to stderr, writing it into a log file and exiting 

with 1 (Generic error) status code. 

 

o find_elements: Public function that finds and returns web elements 

which match with the established criteria. It receives the type of search 

that is going to be performed on the web page (string) (ID, NAME, 

XPATH, LINKTEXT, TAGNAME, CLASSNAME or CSS) and the 

HTML selector (string) as parameters. 
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If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. If NoSuchElementException raises, this function will return an 

integer value of -1 for a posterior treatment of these situations. 

 

o find_element: Public function similar to find_elements with the 

difference that it returns only the first element that matches with the 

established criteria. 

 

o quit: Public function that finalizes the crawler. It does not receive any 

parameter and does not return anything. 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. 

 

o add_elements_to_visit: Public function that receives a file of URLs and 

adds to the URLtovisit list. It does not return anything. 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. 

 

o del_elements_to_visit: Public function that deletes all occurrences of the 

URLs passed as a parameter, of URLtovisit list. It receives a list of URLs 

(strings) and it does not return anything. 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. 

 

o get_elements_to_visit: Public function that returns a list with the URL 

elements (strings) to visit (URLtovisit list). It does not receive anything. 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. 

 

o get_element_to_visit: Public function similar to get_elements_to_visit 

with the difference that it returns only the first URL element (string) 

from the URLtovisit list. 

 

o scrolls: Public function that scrolls the PhantomJS browser until the end 

of a web page. It receives the HTML selector (string) which is needed for 
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locate web elements and scroll between them. It does not return 

anything. 

If an error occurs, it raises an exception, printing the error obtained to 

stderr, writing it into a log file and exiting with 1 (Generic error) status 

code. 

 

o load_and_extract_links: Public function that loads the web page of a 

tweet (passed as parameter (string)) and extracts all the external URLs of 

the comments. It returns a list with the URLs (strings) extracted in the 

tweet. 

 

o store_URLs_to_visit: Public function that receives as parameters a list 

of URLs (strings) to be added to the URLtovisit file (li), and the URL of 

the original tweet (string). Note that the list of URLs has been extracted 

from the original tweet. This function creates a plain text file called 

“URLToVisit.txt” and stores the list of URLs using a comma separated 

format <<Name of file,IDTweet, URL>>, where: 

 Name of file: It is the name of the file where the original tweet 

has been loaded. 

 IDTweet: It is the ID of the original tweet. 

 URL: It is the external URL that is going to be added to the 

URLToVisit file. 

Before writing the file, the function checks (using the requests package) 

if the external URL exists. If it does not exist, the URL does not add. 

This function does not return anything. 

 

o snapshot: Public function that receives as a parameter the name of the 

snapshot (string) that is going to be taken. This function takes a snapshot 

and saves it in a file with the previous name. It does not return anything. 

 

o download_page: Public function that extracts the HTML code of a web 

page and stores it in a file. It receives as parameters the URL (string) and 

the name of the web page (string) that is going to download. It does not 

return anything. 

 

o click_element: Public function that clicks a web element received as a 

parameter. The function returns 0 if the web element is clicked properly 

and -1 if the passed web element does not exist. 
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o close: Public function that closes the current windows of the crawler. It 

has not input parameters and it does not return anything. 

 

o reset: Public function that closes the crawler and reinitializes it to the 

previous state. It receives as parameter an updated URLtoVisit list 

(strings) in order to recover the previous state. It does not return 

anything.  

 

 TimeoutException: 

o __init__: Public function that initializes the exception class. It receives 

an integer which value is the number of seconds before raising the Time 

Out Exception. This function does not return anything. 

 

o __enter__: Public function which is called at the start of a “with” block 

and generates a signal alarm that raise the time out exception. Note that 

the signal events only work on UNIX systems. This method does not 

receive any parameter as input and does not return anything as output. 

 

o __exit__: Public function that is called (with the exception details) when 

the timer finishes. At this moment, a signal alarm is generated, raising 

the time out exception. The function receives 3 arguments (type, value 

and traceback), corresponding with the exception details, as input 

parameters. If this method returns a false value, the exception is reraised. 

Otherwise, the exception is terminated. If it does not raise the exception, 

the __exit__ method is still called, but its three arguments are all passed 

in as None.  

 

o raise_timeout: Public function that triggers the time out exception. It 

receives as input parameters the details of the exception (type, value and 

traceback). 

 

 Wait_for_more_elements: 

o __init__: Public function that initializes and creates the object of the 

class. It receives the following parameters as input: 

 A locator object that allows to find web elements using a selector 

composed of: 

 A string that uniquely identifies the type of selector. 

 A string that contains the HTML selector, which is going 

to be searched in the source code of the web page. 
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 The number of tweets found. This parameter is used for know if 

there are more elements (comments) in the Tweet. 

This function does not return anything. 

o __call__: Public function that is used when the instance of the object is 

called.  It allows the instance of the class to be called as a function. The 

function receives as input parameter an instance of the PhantomJS 

browser that has loaded the web page in which is going to look if there 

are more elements. It returns a Boolean value of true if there are more 

elements (comments) in the tweet (meaning that it is needed to do more 

scrolling), and false if it does not or if the elements have been deleted 

entirely or are no longer attached to the DOM. 

Why not use sequence diagrams or uses cases?: I consider that it was not necessary to 

use these types of diagrams to detail and explain the operative, behavior and structure of 

the tool, because there is very little interaction between a possible user and the 

application. The user only needs to run the modules. 
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Image 34: Class Diagram of the tool 
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4.3 Implementation of the application 
 

The implementation of the application has developed through a weekly iterative cycle, 

in which the advances to the client (in this case IMDEA) were presented at the end of 

each week. 

For the implementation, the change management application called “BitBucket” [95] 

has been used as a code repository. Because it was the only developer of the tool, the 

code was not uploaded regularly, but a first initial version of the Crawltweet was 

uploaded mid-project, and then the code was updated every 2 weeks approximately. 

Also, a file backup system was implemented using “Google Drive” service. 

In order to explain the operation of the tool, the following flow chart is proposed, which 

shows the information that traverses the application, as well as the different outputs it 

generates (in the form of intermediate or final files). This diagram would be a mixture 

between a behavior diagram and an interaction diagram, focusing more on the data flow 

generated throughout the two programs and not so much on the objects that are being 

created and the life cycle of them: 

 Obtain current directory and configure file for log errors: This step 

corresponds with point 1 of both modules, and consists of configuring tool for 

managing errors. The step is performed using 

“os.path.dirname(os.path.abspath(__file__))” method to obtain the directory 

where script is being executed and adding the name of the error file to complete 

path. 

#obtaining directory where script is being executed 

    dire=os.path.dirname(os.path.abspath(__file__)) 

    #configuring file for log_errors 

    dire_err=str(dire)+"/log_error.txt" 

 

 Open seed file: Corresponds with point 2 of CrawlTweet’s algorithm. In this 

point, the tool opens file “Twitter_users.txt" and loads its content in memory. 

This is executed using: 

with open(dir1, "r") as file1: 

            for line in file1: 

                #strip() removes leading and trailing whitespace 

characters from the file. 

                cleanedLine = line.strip() 

                seed.append(cleanedLine) 
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 Initialize crawler: This step corresponds with point 3 of the algorithm of the 

data gathering module (CrawlTweet) and point 11 of the algorithm of analysis 

module (ClickScript), in which calls __init__() method of the Crawler class, 

initializing the object and preparing the PhantomJS browser. 

#initializes crawler     

        crawl=crawler.Crawler() 

 

 Connect with API: The equivalent to point 4 of the algorithm of the data 

gathering module (CrawlTweet), in which calls get_twitter_auth() method to 

obtain an OAuth handler that is going to use when authenticating on Twitter 

REST API. The get_twitter_auth() method is called by get_twitter_client(), 

which provides a wrapper for the Twitter REST API. These methods uses 

Tweepy package. 

The function get_twitter_auth() obtains Twitter access credentials (via method 

os.environ()) and send them to the API using the functions OAuthHandler() and 

set_access_token() of Tweepy package. 

The function get_twitter_client() makes the connection with the Twitter REST 

API using API() function of Tweepy package. 

print "CRAWLTWEET_MAIN: Initializing Twitter API REST client..." 

        #initializes Twitter client connection with API 

        client=tcl.TwitterClient() 

        twcl=client.get_twitter_client() 

        #twcl=tcl.TwitterClient.get_twitter_client() 

        if twcl==88: 

            print "CRAWLTWEET_WARNING MAIN: Time wait activated" 

            time.sleep(900) #wait 15 min and try another petition 

            twcl=client.get_twitter_client() 

            if twcl==88: #if petition to connect fails again finish 

application 

                localtime = time.asctime(time.localtime(time.time())) 

                time="["+ str(localtime)+"]" 

                error=""+str(time)+"CRAWLTWEET_EXCEPTION MAIN: Rate 

Limit Exceeded-Not able to connect with Twitter API REST" 

                sys.stderr.write(error) 

                with open(dire_err, 'w') as f: 

                    f.write(error) 

                f.close()  

                sys.exit(88) 

            else: 

                localtime = time.asctime(time.localtime(time.time())) 

                time="["+ str(localtime)+"]" 

                error=str(time)+"CRAWLTWEET_EXCEPTION MAIN: Error to 

connect with Twitter API REST" 

                sys.stderr.write(error) 

                with open(dire_err, 'w') as f: 

                    f.write(error) 

                f.close()  
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                sys.exit(1) 

                 

        print "CRAWLTWEET_MAIN: Initializing Twitter API REST client 

OK" 

 

 

 Request more recent Tweets: Corresponds to point 5 and 6 of the algorithm of 

the data gathering module (CrawlTweet), in which calls get_users_tweet() 

method in order to obtain most recent URL Tweets (URI) from a specified user. 

In this step intense managing tasks of errors are performed. 

The function get_users_tweet() uses method Cursor(client.user_timeline) of the 

Tweepy package, which really requests data to the API. After that, it parses the 

JSON information sent from the API (via json.dumps(status._json) method of 

Json package) and extracts the ID of the tweet (via extract_id() method of 

TwitterClient class). 

print "CRAWLTWEET_MAIN: Obtaining URL tweets from users..." 

      flag_except=0 #the second time it gets a time exception exit 

application 

      while(len(seed)>0): 

             

            #obtain user 

            user=seed[0] 

             

            print "CRAWLTWEET_MAIN: Obtaining list of tweets from user 

"+str(user)+" ..." 

             

            if(ncalls>884): #max limit of calls/window of 15 min 

                print "CRAWLTWEET_WARNING MAIN: Time wait activated-

Not more calls to the API until 15 min have passed" 

                time.sleep(900) #wait 15 min and try another petition 

                ncalls=0 #reset counter number of calls 

             

            #obtain URL tweets of the user 

            coden=client.get_user_tweets(user,twcl) 

             

            if (coden==-1): 

                """ 

                Reasons: 

                    34:Sorry, that page does not exist - Corresponds 

with an HTTP 404 - the specified resource was not found. 

                    44:attachment_url parameter is invalid - 

Corresponds with HTTP 400. The URL value provided is not a URL that 

can be attached to this Tweet. 

                    50: User not found.- Corresponds with HTTP 404. 

The user is not found. 

                    63: User has been suspended. - The user account 

has been suspended and information cannot be retrieved. 

                    144: No status found with that ID. - Corresponds 

with a HTTP 404 - the requested Tweet ID is not found (if it existed, 

it was probably deleted) 

                """ 
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                #extract user (element) from seed 

                seed.pop(0) 

                continue 

            elif(coden==-2): 

                if flag_except > 0: #if petition to connect fails 

again finish application 

                    localtime = 

time.asctime(time.localtime(time.time())) 

                    time="["+ str(localtime)+"]" 

                    error=""+str(time)+"CRAWLTWEET_EXCEPTION MAIN: 

Rate Limit Exceeded-Not able to connect with Twitter API REST" 

                    sys.stderr.write(error) 

                    with open(dire_err, 'w') as f: 

                        f.write(error) 

                    f.close()  

                    sys.exit(88) 

                 

                flag_except=1 

                #Reason 88: Rate limit exceeded - The request limit 

for this resource has been reached for the current rate limit window. 

                time.sleep(900) #wait 15 min and try another petition 

 

            else:#call was good 

                 

                #add the number of calls done to the API 

                ncalls=ncalls+coden 

                 

                #extract user (element) from seed 

                seed.pop(0) 

                 

                print "CRAWLTWEET_MAIN: Obtaining list of tweets from 

user "+str(user)+" OK" 

 

 Store in file “tweets_(user).txt”: This step is in charge of store the URLs of the 

tweets of the user in a file, and is performed with the same method as previous 

point (get_users_tweet()). It corresponds with point 6 of the algorithm of the 

data gathering module (CrawlTweet). 

 

 Open tweets file “tweets_(user).txt”, load web page, extract URLs: This step 

corresponds to points 7-8 of the algorithm of the data gathering module 

(CrawlTweet), which opens the mentioned file (point 7), loads the tweet page in 

the browser (point 7) and extracts the external URLs (point 8). All these points 

are executed by the method load_and_extract_links() of the Crawler class, in 

which after loading the web page, it scrolls until the end (via scrolls() function), 

finds web elements to extract (via find_elements_by_css_selector() method and 

find_elements_by_tag_name() method) and extract the items, returning them in 

a list. 
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    print "CRAWLTWEET_MAIN: Obtaining external URLs from 

tweets of the user "+str(user)+" ..." 

                 

                dir1=str(dire)+"/tweets_"+user+".txt" 

                #open file with the URLs of the tweets for crawling 

external links 

                file1=open(dir1,'r') 

                for line in file1: 

                    #cleaning line 

                    url = line.strip() 

                     

                    try: 

                        with timeOutException.TimeoutException(300): 

                            #extract external links of the tweet 

                            #listURL receives a list with all external 

URLs found int the tweet 

                            listURL=crawl.load_and_extract_links(url) 

 

 Store in file “URLToVisit.txt”: Corresponds to point 9 of the algorithm of the 

data gathering module (CrawlTweet), which stores external links in a file for 

visit them later. This task is performed using the function of the Crawler class 

store_URLs_to_visit(), which creates the file (if it not exists), and save the 

content passed by the method load_and_extract_links(), checking if the URL 

exists before storing it in file URLToVisit.txt. 

#store external links for visit later in a file 

"/URLToVisit.txt" 

      crawl.store_URLs_to_visit(listURL, url) 

 

 Obtain credentials: This step correlates with point 2 of the algorithm of the 

analysis module (ClickScript), in which calls method os.environ() to obtain 

access credentials for social networks from the operating system environment. 

  print "CLICKSCRIPT: Obtaining credentials for Social Networks 

..." 

        #get credentials 

        user = os.environ['SN_USER'] 

        paswrd=os.environ['SN_PASS'] 

         

        print "CLICKSCRIPT: Obtaining credentials for Social Networks 

OK" 

 

 Initialize crawler and login: This step is in charge of initializing the browser 

PhantomJS (via __init__() method of Crawler class), loading the corresponding 

social network login page (via load_page() method of Crawler class), 

introducing user and password into the login web page (via find_element() 
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method of the Crawler class, send_keys() method of Selenium package and 

click_element() method of Crawler class ), and clicking in login button.  

The find_element() function calls find_element_by_XXX() method of Selenium 

package, which searches and returns the first element that match with the type of 

search and with the selector criteria. 

The send_keys() function allows to send special characters and key events to the 

PhantomJS browser via Selenium package. 

The click_element() function checks if the web element is visible (via 

is_displayed() method of Selenium package) and if it is active (via is_enabled() 

method of Selenium package). Then, it calls the method click() of Selenium 

package in order to click the web element. 

After clicking the login button of the social network, it checks if the login was 

good by finding certain texts in the social network page (for Facebook, the ID of 

the profile and for Twitter, the name of the user). Note that it is not possible to 

check if login in Instagram was ok due to several problems, which I will 

comment in “Overcoming obstacles” section of the project.  

This process is similar for all the social networks (Facebook, Twitter and 

Instagram), and corresponds to points 3-10 of the algorithm of the analysis 

module (ClickScript). 

  print "CLICKSCRIPT: Login in Facebook ..." 

         

        #initialize crawler and open facebook 

        crawl1=crawler.Crawler() 

        dirfb="https://es-es.facebook.com/" 

         

        try: 

            #establishes a timer of 30 seconds and raise a time out 

exception if the login takes that much time or 

            #stucks in any step 

            with timeOutException.TimeoutException(30): 

                crawl1.load_page(dirfb) 

         

                #email 

                input1=crawl1.find_element("ID", 'email') 

                input1.send_keys(user) 

         

                #passwrd 

                input2=crawl1.find_element("ID", 'pass') 

                input2.send_keys(paswrd) 

         

                #click login button 

                login=crawl1.find_element("ID", 'u_0_n') 

                crawl1.click_element(login) 

                time.sleep(5) 

         

                #check fb login with profile id 

                path="//*[@id='u_0_4']/div[1]/div[1]/div/a" 

                e=crawl1.find_element("XPATH", path) 
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                val=e.get_attribute('href') 

                cleanedval = val.strip() 

                fval=cleanedval.split('=') 

                idu=fval[-1] 

        except timeOutException.TimeoutException: 

            raise Exception("CLICKSCRIPT_EXCEPTION: Error: Time out 

exception when login in Facebook") 

         

        if idu=="100014291898340": 

            print "CLICKSCRIPT: Login in Facebook OK" 

        else: 

            raise Exception("CLICKSCRIPT_EXCEPTION: Error: Login in 

Facebook Incorrect") 

        #https://www.facebook.com/profile.php?id=100014291898340 

         

        print "CLICKSCRIPT: Login in Twitter ..." 

         

        #initialize crawler and open Twitter 

        crawl2=crawler.Crawler() 

        dirfb="https://twitter.com/login?lang=es" 

         

        try: 

            #establishes a timer of 30 seconds and raise a time out 

exception if the login takes that much time or 

            #stucks in any step 

            with timeOutException.TimeoutException(30): 

         

                crawl2.load_page(dirfb) 

         

                #email 

                path2="//*[@id='page-

container']/div/div[1]/form/fieldset/div[1]/input" 

                input3=crawl2.find_element("XPATH", path2) 

                input3.send_keys(user) 

         

                #passwrd 

                path3="//*[@id='page-

container']/div/div[1]/form/fieldset/div[2]/input" 

                input4=crawl2.find_element("XPATH", path3) 

                input4.send_keys(paswrd) 

         

                #click login button 

                path4="//*[@id='page-

container']/div/div[1]/form/div[2]/button" 

                login=crawl2.find_element("XPATH", path4) 

                crawl2.click_element(login) 

                time.sleep(5) 

         

                #check twitter login with profile id 

                path5="//*[@id='user-dropdown-toggle']" 

                e2=crawl2.find_element("XPATH", path5) 

                crawl2.click_element(e2) 

         

                path6="//*[@id='user-dropdown']/div/ul/li[1]/a" 

                e3=crawl2.find_element("XPATH", path6) 

                val2=e3.get_attribute('href') 
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                cleanedval = val2.strip() 

                fval=cleanedval.split('/') 

                idu=fval[-1] 

        except timeOutException.TimeoutException: 

            raise Exception("CLICKSCRIPT_EXCEPTION: Error: Time out 

exception when login in Twitter") 

         

        if idu=="JohnTRCrawler": 

            print "CLICKSCRIPT: Login in Twitter OK" 

        else: 

            raise Exception("CLICKSCRIPT_EXCEPTION: Error: Login in 

Twitter Incorrect") 

         

        print "CLICKSCRIPT: Login in Instagram ..." 

         

        #initialize crawler and open Instagram 

        crawl3=crawler.Crawler() 

        

dirins="https://www.instagram.com/accounts/login/?force_classic_login" 

         

        try: 

            #establishes a timer of 30 seconds and raise a time out 

exception if the login takes that much time or 

            #stucks in any step 

            with timeOutException.TimeoutException(30): 

         

                crawl3.load_page(dirins) 

         

                #name_user 

                path7="input[name='username']" 

                input5=crawl3.find_element("CSS", path7) 

                fuser=user.split('@') 

                n_user=fuser[0] 

                input5.send_keys(n_user) 

         

                #passwrd 

                path8="input[name='password']" 

                input6=crawl3.find_element("CSS", path8) 

                input6.send_keys(paswrd) 

         

                #click login button 

                path9="input[value='Entrar']" 

                login=crawl3.find_element("CSS", path9) 

                res=crawl3.click_element(login) 

                time.sleep(5) 

        except timeOutException.TimeoutException: 

            raise Exception("CLICKSCRIPT_EXCEPTION: Error: Time out 

exception when login in Instagram") 

         

        #NOTE: This webpage can not be checked because is all hidden 

(developers of Instagram use hidden elements in all the web) 

        if res==0: 

            print "CLICKSCRIPT: Login in Instagram OK" 

        else: 
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            raise Exception("CLICKSCRIPT_EXCEPTION: Error: Login in 

Instagram Incorrect") 

 

 Open file “URLToVisit.txt” and load web page: This step corresponds to 

points 12-13 of the algorithm of the analysis module (ClickScript), which opens 

the mentioned file (via add_elements_to_visit() method of Crawler class and 

get_elements_to_visit() method of Crawler class) and loads the web page in the 

browser (via load_page() method of Crawler class). 

The function add_elements_to_visit() opens the file “URLToVisit.txt” and loads 

its content in the memory. 

The function get_elements_to_visit() allows to gather the content mentioned 

before. 

  print "CLICKSCRIPT: Obtaining elements to visit  ..." 

        #open file with urls (addelementtoVisit) 

        fileURL=str(dire)+"/URLToVisit.txt" 

        crawl.add_elements_to_visit(fileURL) 

        li=crawl.get_elements_to_visit() 

         

        print "CLICKSCRIPT: Obtaining elements to visit  OK" 

         

        for i in li: 

            print "CLICKSCRIPT: Checking "+str(i)+" ..." 

             

            """ 

            Filters: 

            -Facebook like button -> div class='fb-like' 

            -Facebook follow button -> div class='fb-follow' 

            -Tweet button -> a class="twitter-share-button" a 

class="twitter-follow-button" and href 

            -Linkedin share -> javascript code 

            -Instagram -> None 

            """ 

             

            print "CLICKSCRIPT: Search for button elements ..." 

            try: 

                crawl.load_page(i) 

 

 Search elements and click: Corresponds to points 14-16 of the algorithm of the 

analysis module (ClickScript), which finds the button tag elements, a tag 

elements and input tag elements in HTML code of the web page (via 

find_elements() method of the Crawler class), navigating through the DOM, and 

clicks on them. 

The find_elements() function calls find_elements_by_XXX() method of 

Selenium package, which searches and returns all the elements that match with 

the type of search and with the selector criteria. 
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print "CLICKSCRIPT: Search for button elements ..." 

            try: 

                crawl.load_page(i) 

            except: #if fails to load a page, extract the address and 

reset browser PhantomJS 

                localtime = time.asctime(time.localtime(time.time())) 

                time="["+ str(localtime)+"]" 

                error=""+str(time)+"CLICKSCRIPT_EXCEPTION: Error when 

loading web page "+str(i)+" .Skipping address..." 

                sys.stderr.write(error) 

                with open(dire_err, 'a') as f: 

                    f.write(error) 

                f.close() 

                crawl.get_element_to_visit() 

                lis=crawl.get_elements_to_visit() 

                crawl.reset(lis) 

                continue 

            elements1=crawl.find_elements("TAGNAME", 'button') 

             

            if (not elements1==-1): 

                print "CLICKSCRIPT: Found BUTTON clickeable elements 

in this page" 

                nelements=len(elements1) 

                print "CLICKSCRIPT: Number of BUTTON clickeable 

elements found: "+str(nelements) 

                 

                counter=0 #number of elements 

                 

                #for element in crawl. 

                for e in elements1: 

                    counter=counter+1 

                     

                    if counter==1: #first element 

                        print "CLICKSCRIPT: Clicking on BUTTON element 

"+str(counter) 

                        try: 

                            #establishes a timer of 10 seconds and 

raise a time out exception if the click action  

                            #does not provide a response 

                            with 

timeOutException.TimeoutException(10): 

                                crawl.click_element(e) 

                        except timeOutException.TimeoutException: 

                            error="CLICKSCRIPT: Error: Time Out 

Exception : BUTTON element "+str(counter)+" does not respond." 

                            sys.stderr.write(error) 

                            lis=crawl.get_elements_to_visit() 

                            crawl.reset(lis) 

                            continue 

                    else: 

                        try: 

                            crawl.load_page(i) 

                        except: #if fails to load a page, extract the 

address and reset browser PhantomJS 

                            localtime = 

time.asctime(time.localtime(time.time())) 
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                            time="["+ str(localtime)+"]" 

                            error=""+str(time)+"CLICKSCRIPT_EXCEPTION: 

Error when loading web page "+str(i)+" .Skipping ..." 

                            sys.stderr.write(error) 

                            with open(dire_err, 'a') as f: 

                                f.write(error) 

                            f.close() 

                            lis=crawl.get_elements_to_visit() 

                            crawl.reset(lis) 

                            continue 

                        elements10=crawl.find_elements("TAGNAME", 

'button') 

                        counter2=0 

                        for j in elements10: 

                            counter2=counter2+1 

                            if counter2==counter: 

                                print "CLICKSCRIPT: Clicking on BUTTON 

element "+str(counter) 

                                try: 

                                    #establishes a timer of 10 seconds 

and raise a time out exception if the click action  

                                    #does not provide a response 

                                    with 

timeOutException.TimeoutException(10): 

                                        crawl.click_element(j) 

                                except 

timeOutException.TimeoutException: 

                                    error="CLICKSCRIPT: Error: Time 

Out Exception : BUTTON element "+str(counter)+" does not respond." 

                                    sys.stderr.write(error) 

                                    lis=crawl.get_elements_to_visit() 

                                    crawl.reset(lis) 

                                    break 

                                break 

                            else: 

                                continue 

                     

                     

            print "CLICKSCRIPT: Search for button elements OK" 

             

             

            print "CLICKSCRIPT: Search for A elements ..." 

            try: 

                crawl.load_page(i) 

            except: #if fails to load a page, extract the address and 

reset browser PhantomJS 

                localtime = time.asctime(time.localtime(time.time())) 

                time="["+ str(localtime)+"]" 

                error=""+str(time)+"CLICKSCRIPT_EXCEPTION: Error when 

loading web page "+str(i)+" .Skipping address..." 

                sys.stderr.write(error) 

                with open(dire_err, 'a') as f: 

                    f.write(error) 

                f.close() 

                crawl.get_element_to_visit() 

                lis=crawl.get_elements_to_visit() 
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                crawl.reset(lis) 

                continue 

            elements2=crawl.find_elements("TAGNAME", 'a') 

             

            if (not elements2==-1): 

                 

                print "CLICKSCRIPT: Found A elements in this page" 

                nelements=len(elements2) 

                print "CLICKSCRIPT: Number of A elements found: 

"+str(nelements) 

                     

                counter=0 #number of elements 

                #filter href social networks 

                for e in elements2: 

                    counter=counter+1 

                     

                    if counter==1: #first element 

                        try: 

                            val=e.get_attribute("href") 

                        except crawler.StaleElementReferenceException: 

                            continue 

                        if not (val is None): 

                            if ("linkedin" in val or "facebook" in val 

or "twitter" in val): 

                                print "CLICKSCRIPT: Found social 

network button. Skipping..." 

                                continue 

                            #is not a social network button 

                            print "CLICKSCRIPT: Found A clickeable 

button in this page" 

                            print "CLICKSCRIPT: Clicking on A 

clickeable button element "+str(counter) 

                            try: 

                                #establishes a timer of 10 seconds and 

raise a time out exception if the click action  

                                #does not provide a response 

                                with 

timeOutException.TimeoutException(10): 

                                    crawl.click_element(e) 

                            except timeOutException.TimeoutException: 

                                error="CLICKSCRIPT: Error: Time Out 

Exception : BUTTON element "+str(counter)+" does not respond." 

                                sys.stderr.write(error) 

                                lis=crawl.get_elements_to_visit() 

                                crawl.reset(lis) 

                                continue 

                    else: 

                        try: 

                            crawl.load_page(i) 

                        except: #if fails to load a page, extract the 

address and reset browser PhantomJS 

                            localtime = 

time.asctime(time.localtime(time.time())) 

                            time="["+ str(localtime)+"]" 

                            error=""+str(time)+"CLICKSCRIPT_EXCEPTION: 

Error when loading web page "+str(i)+" .Skipping ..." 



 
 

  
Page 114 

 
  

                            sys.stderr.write(error) 

                            with open(dire_err, 'a') as f: 

                                f.write(error) 

                            f.close() 

                            lis=crawl.get_elements_to_visit() 

                            crawl.reset(lis) 

                            continue 

                        elements20=crawl.find_elements("TAGNAME", 'a') 

                        counter2=0 

                        for j in elements20: 

                            counter2=counter2+1 

                            if counter2==counter: 

                                try: 

                                    val=j.get_attribute("href") 

                                except 

crawler.StaleElementReferenceException: 

                                    break 

                                if not (val is None): 

                                    if ("linkedin" in val or 

"facebook" in val or "twitter" in val): 

                                        print "CLICKSCRIPT: Found 

social network button. Skipping..." 

                                        continue 

                                    #is not a social network button 

                                    print "CLICKSCRIPT: Found A 

clickeable button in this page" 

                                    print "CLICKSCRIPT: Clicking on A 

clickeable button element "+str(counter) 

                                    try: 

                                        #establishes a timer of 10 

seconds and raise a time out exception if the click action  

                                        #does not provide a response 

                                        with 

timeOutException.TimeoutException(10): 

                                            crawl.click_element(j) 

                                    except 

timeOutException.TimeoutException: 

                                        error="CLICKSCRIPT: Error: 

Time Out Exception : BUTTON element "+str(counter)+" does not 

respond." 

                                        sys.stderr.write(error) 

                                        

lis=crawl.get_elements_to_visit() 

                                        crawl.reset(lis) 

                                        break    

                                    break 

                            else: 

                                continue 

                                 

            print "CLICKSCRIPT: Search for A elements OK"                 

             

             

            print "CLICKSCRIPT: Search for INPUT elements ..." 

            try: 

                crawl.load_page(i) 
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            except: #if fails to load a page, extract the address and 

reset browser PhantomJS 

                localtime = time.asctime(time.localtime(time.time())) 

                time="["+ str(localtime)+"]" 

                error=""+str(time)+"CLICKSCRIPT_EXCEPTION: Error when 

loading web page "+str(i)+" .Skipping address..." 

                sys.stderr.write(error) 

                with open(dire_err, 'a') as f: 

                    f.write(error) 

                f.close() 

                crawl.get_element_to_visit() 

                lis=crawl.get_elements_to_visit() 

                crawl.reset(lis) 

                continue 

            elements3=crawl.find_elements("TAGNAME", 'input') 

             

            if (not elements3==-1): 

                     

                print "CLICKSCRIPT: Found INPUT elements in this page" 

                nelements=len(elements3) 

                print "CLICKSCRIPT: Number of INPUT elements found: 

"+str(nelements) 

                     

                counter=0 #number of elements 

                     

                for e in elements3: 

                    counter=counter+1 

                         

                    if counter==1: #first element 

                        try: 

                            val=e.get_attribute("type") 

                        except crawler.StaleElementReferenceException: 

                            continue 

                        if not (val is None): 

                            if (val=="button"): 

                                print "CLICKSCRIPT: Found INPUT 

clickeable button in this page" 

                                print "CLICKSCRIPT: Clicking on INPUT 

clickeable button element "+str(counter) 

                                try: 

                                    #establishes a timer of 10 seconds 

and raise a time out exception if the click action 

                                    #does not provide a response 

                                    with 

timeOutException.TimeoutException(10): 

                                        crawl.click_element(e) 

                                except 

timeOutException.TimeoutException: 

                                    error="CLICKSCRIPT: Error: Time 

Out Exception : BUTTON element "+str(counter)+" does not respond." 

                                    sys.stderr.write(error) 

                                    lis=crawl.get_elements_to_visit() 

                                    crawl.reset(lis) 

                                    continue 

 

                    else: 
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                        try: 

                            crawl.load_page(i) 

                        except: #if fails to load a page, extract the 

address and reset browser PhantomJS 

                            localtime = 

time.asctime(time.localtime(time.time())) 

                            time="["+ str(localtime)+"]" 

                            error=""+str(time)+"CLICKSCRIPT_EXCEPTION: 

Error when loading web page "+str(i)+" .Skipping ..." 

                            sys.stderr.write(error) 

                            with open(dire_err, 'a') as f: 

                                f.write(error) 

                            f.close() 

                            lis=crawl.get_elements_to_visit() 

                            crawl.reset(lis) 

                            continue 

                        elements30=crawl.find_elements("TAGNAME", 

'input') 

                        counter2=0 

                        for j in elements30: 

                            counter2=counter2+1 

                            if counter2==counter: 

                                try: 

                                    val=j.get_attribute("type") 

                                except 

crawler.StaleElementReferenceException: 

                                    break 

                                if not (val is None): 

                                    if (val=="button"): 

                                        print "CLICKSCRIPT: Found 

INPUT clickeable button in this page" 

                                        print "CLICKSCRIPT: Clicking 

on INPUT clickeable button element "+str(counter) 

                                        try: 

                                            #establishes a timer of 10 

seconds and raise a time out exception if the click action 

                                            #does not provide a 

response 

                                            with 

timeOutException.TimeoutException(10): 

                                                crawl.click_element(j) 

                                        except 

timeOutException.TimeoutException: 

                                            error="CLICKSCRIPT: Error: 

Time Out Exception : BUTTON element "+str(counter)+" does not 

respond." 

                                            sys.stderr.write(error) 

                                            

lis=crawl.get_elements_to_visit() 

                                            crawl.reset(lis) 

                                            break 

                                        break 

                            else: 

                                continue 

             

            print "CLICKSCRIPT: Search for INPUT elements OK" 
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            #deletes the element from URLtoVisit 

            crawl.get_element_to_visit() 

 

The legend of the flow diagram is: 

 Blue rectangle: Represents the start of the process of the module. 

 Green rectangle: Represents an external entity. 

 Document: Represents a file of the application. 

 Blue diamond: Represents an intermediate process of the tool. 

 Blue ellipse: Represents the start of the process of the module. 

 

 

 

 

 

 

 

 



 
 

  
Page 118 

 
  

 
Image 35: Flow diagram of the tool 
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4.4 Theoretical analysis 
 

Although only a program has been developed to perform a preliminary analysis that 

tries to find real cases of likejacking in order to develop a more effective analysis 

module, a theoretical set of search parameters of likejacking has been proposed. In this 

way, if a real case is found (for which the clickscript tool is being used), it is possible to 

analyze these theoretical parameters and implement those that are more effective. The 

parameters are as follows: 

1. Number of times a suspicious word appears in a JavaScript inline script: A 

set of words usually correlated with malicious purposes could be searched, 

configuring the tool to find any occurrence of such terms [5]. The words selected 

are the following: 

o 'window': used to see if a script interacts with the browser window in an 

attempt to modify its current state [5]. 

 

o 'iframe': to detect if a script either creates a new iframe or changes 

existing inline iframes [5]. 

 

o 'mouse' and 'click': most JavaScript functions that deal with user's 

mouse events contain these words. Tracking user movements could be 

not entirely malicious, but it is suspicious an could be a good indicator 

[5]. 

 

o 'track': if the script contains this word there are definitely user activity 

tracking components [5].  

 

o 'eval': if this word appears in the script, it indicates there is a function 

used to execute code. It is suggested to extract the length of functions 

contained inside eval calls, in order to be used as a feature for 

maliciousness detection [5]. 

 

o 'Document.write', 'element.innerHTML', 'element.outerHTML', 

'document.writeln', 'setAttribute', 'onClick', 'onmouseover', 

'onblur', 'document.createElement', 'embed', 'object', 'frame', 

'outerframe', 'payload', 'onmousemove', 'mousemove', 'dec', 'decr', 

'innerWidth', 'innerHeight', 'security=”restricted”': Most of 

malicious web pages call dangerous functions, such as eval, 

document.write, document.writeln, etc.,  in order to perform malicious 
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activity. Therefore, these dangerous functions and strings related to the 

parameters of these functions have a high possibility that obfuscate 

malware [88]. 

 

o 'getElementById', 'getElementsByTagname': It is very difficult to 

detect a malicious script when it is split between separate script objects, 

since a successful detection of each component of the script is needed. 

This could also be regarded as an antiemulation trick, since for emulation 

to succeed, the entirety of the script is typically needed. This provides a 

convenient mechanism to hide key components of the malicious script 

and evade detection. For web pages, a script generally uses 

getElementById() or getElementsByTagname() in order to access data 

stored in the parent HTML page [89]. 

 

o 'history.back': This parameter utilizes JavaScript’s ability to navigate 

forward and backward within the browser window’s history via the 

JavaScript history object. When a victim visits the attacker’s page, the 

attacker opens another window (via window.open generally) containing 

the page that is being attacked. As the attacker’s main page receives the 

window handle from window.open(), it is able to instruct the pop up to 

navigate to arbitrary URLs. Immediately after opening it, the main page 

triggers the other window to navigate away from the attacked page to 

another attacker controlled site. Due to the fact that the attacked site was 

opened first, the currently opened site is able to navigate back to it via 

history.back(). Then, the attacker could again lure the victim into 

clicking on different elements of his page. In the right moment (i.e., just 

before the user clicks) the page calls history.back(). Therefore, the 

browser window navigates back and the click hits the attacked page that 

is immediately loaded from cache [90]. 

 

o 'Cursor:none': By using the CSS property of “cursor:none” (or only 

cursor), the cursor hides and is replaced by a fake JavaScript based 

representation that appears at a different location, so the unsuspecting 

user thinks that the fake cursor is the actual pointer [90]. 

 

2. Number of dynamic code executions: It could be measured the number of 

function calls that are used to dynamically interpret JavaScript code and the 

number of DOM changes that may lead to executions [91]. 
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3. Number of iframes in the web page: Having only one iframe and triggering 

other features might indicate a very high chance of clickjacking. On the other 

hand, if too many iframes are present, some features are not actually that 

representative of clickjacking attacks anymore, so it is important to know how 

many iframes are inserted in the page [5]. 

 

4. Number of inline scripts in the page: Depending on the number, the web page 

could be suspicious. Imported scripts are not considered for simplicity of 

retrieval and analysis [5]. 

 

5. Number of iframes not visible to the user: The parameters used to determine 

if an iframe is hidden from the user are visibility: hidden, z-index < 0 and 

opacity < 0.2 [5]. 

 

6. Number of times height and width are equal to 1 in an iframe, and number 

of times an iframe has area smaller than 200: This is quite common for 

hidden iframes to have such setup, especially those that are made to move along 

with the user's cursor [5]. 

 

7. Number of times height and width are equal to 100% in an iframe: 

Generally, in a clickjacking attack, the malicious page is not visible, as the 

attacker wants to trick the user into thinking the iframe content is the actual 

page. Therefore, an iframe that covers the entire page is suspicious, although this 

is commonly seen in popup-like windows [5]. 

 

8. Number of iframes with an absolute position: This means they can be 

positioned anywhere in the page, which allows attackers to place an iframe more 

easily where the user will click it, and to place an iframe with 100% width and 

height in a way that completely overlaps with the malicious page. There are also 

other properties that should be taken into account: hidden, opacity:0.0, 

allowTransparency="true”, etc. [5].  

 

9. Number of times an iframe contains a source that does not have the same 

domain as the page URL: An iframe is much more likely to be benign if its 

content is strictly correlated with the page itself [5]. 

 

10. Number of iframes that have share plugins-related content: Share plugins 

such as Facebook likes, twitter follow button, etc. are commonly found in most 

pages and help malware to spread easily within social networks [5].  
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11. Page URL does not contain “www.”: Most well known and established benign 

pages have this popular prefix, being suspicious those that do not have it [5]. 

 

12. Checking if the URL contains an IP address: If yes, it is likely temporarily 

hosted on a private machine and more likely to be malicious [5]. 

 

13. Checking if the JS code is obfuscated: JavaScript is often misused by attackers 

to create obfuscated malware. The obfuscated code could be searched by 

analyzing the usage frequency of ASCII code in the strings [92]: 

 

o Checking how many each byte code is used in strings, focusing on 

special “char” among byte codes, because much obfuscated strings use 

excessively specific characters such as \, [, ], @, x, u, and so on. 

 

o Defining word size thresholds: Words in JavaScript code are generally 

read by people, so their sizes usually are not so long. Many obfuscated 

strings use very long word size. By dividing strings into words by a 

space character (0x20), it can be checked the size of the words and 

compare them. Usually, in a sentence, word size is under 30 bytes on the 

average and the range of word size is from 0 to 300 bytes, so it can be 

assumed that if hte word size is more than 350 bytes, it is obfuscated. An 

obfuscated code is a good indicator for the presence of malicious code. 

 

14. Checking obstructing Overlays: CSS allows the positioning of DOM elements 

both in a relative and an absolute mode. This allows web developers to create 

overlays in which one DOM element is rendered on top other elements. An 

attacker could partially obstruct the widget with opaque overlays. Furthermore, 

through setting the overlay’s pointer-events CSS property to none, the overlay 

will pass all received user interaction to the underlying element, i.e., to the 

widget. This effectively enables a Clickjacking condition which leaves the 

widget’s own CSS properties untouched [93]. 

To detect such situations, all intersecting DOM elements have to be identified by 

iterating over the embedding DOM tree’s nodes and calculating the nodes’ 

position and dimensions. For all partially overlapping elements, the pointer-

event CSS property is obtained. If overlapping elements with disabled pointer-

events could be found, a potential attack is flagged [93]. 

 

15. Checking presence of files with extension crx or xpi: crx and xpi are file type 

extensions associated with Mozilla/Firefox Browser (.xpi) and Google Chrome 

(.crx). They are basically a ZIP file that, when opened by the browser utility, 
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installs a browser extension that could be malicious. When the script is executed 

an attack occurs [94]. 

4.5 Overcoming obstacles 
 

It is worth describing the problems encountered and their solutions, as they played an 

important part in how the tool was designed and how each step of the algorithms was 

implemented: 

 Twitter REST API only gives the main tweet of the users, not the comments 

published by other users. So we had to implement a way to get comments from 

the tweets. Finally, we opted to use the crawler to load the web pages of the 

tweets and traverse the DOM of the HTML document. 

 

 Following the previous problem, we realized that Twitter only permitted to load 

a part of the comments of the web page of a tweet, which greatly reduced the 

amount of data obtained. This problem was solved by developing a scrolling 

function that allowed scrolling down until the end of the web page of the tweet, 

in order to show the rest of the comments.  

 

 All links (URLs) contained in the tweets are shortened using the t.co service, 

that wraps these shared links and helps Twitter to protect users from malicious 

content. This means a reduction of the shared links to 23 characters. This was a 

problem, since we did not know how to get the real direction of the links. 

Investigating the source code of the web of Twitter I noticed that two types of 

links were included: the short one and the expanded one, so I could solve the 

problem using the expanded link.  

It should be noted that if the t.co service does not detect a link, Twitter considers 

that it is not a valid link and does not include it as an entity, so it only would be 

present as part of the message text. In that case, our tool would not be able to 

recognize it, and therefore, to obtain it. Still, if the link is not recognized, it is 

not marked in the tweet, so there would be many users who would not notice 

that this element is a link. Due to this, users would not click on it, and therefore, 

there would be no attempt to a likejacking attack. For that reason, unrecognized 

links have not been taken into account in the tool. 

 

 When I was developing part of the Clickscript tool to log into social networks, I 

found it difficult to select certain web elements from these social networks. This 

was because many of them have measures to protect themselves from automated 



 
 

  
Page 124 

 
  

programs, such as crawlers, which use platforms to obtain data. One of these 

measures consists of the establishment of a transparent layer in the web page, 

which prevents the crawler from being able to select web elements. Despite the 

difficulties encountered, it was possible to circumvent these protection measures 

in all networks, being the most impacted the social network of Instagram, in 

which once logged in (forced through the old home page) it is impossible to 

check if this task is performed correctly. 

 

 Implementation of time out exceptions to fix browser errors and hardening the 

tool: Quite often, the crawler stuck when it was performing certain activities, 

such as loading web pages, clicking buttons, and so on. To solve this, I tried to 

hardening the crawler by implementing a custom class of exceptions, which 

would allow it to continue working if a web page or an element did not provide a 

response or this response was wrong. Therefore, I exploited the alarm signals 

used by the Linux operating system to control the processes of the system, so 

that if the crawler took too long to perform a task, it was assumed that it was 

stuck. At that point, the exception raised and the crawler was reset (preserving 

the previous state) and continued with the next point in the task list. 

 

 The structure in JSON format that returned the REST API of Twitter was 

difficult to visualize and to understand the fields of which it was composed. To 

solve this, I used the online application JSON Formatter & Validator 

(https://jsonformatter.curiousconcept.com/) that formatted the returned JSON 

structure and showed it in a simpler way to understand. 

 

 

https://jsonformatter.curiousconcept.com/
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Image 36: JSON file with tweets of my home page  
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Image 37: JSON file formatted with online application that contains tweets of my home page 

 

 The connection to the Twitter REST API was quite complex to perform and 

manage the requests that had to be made, since for this, it was necessary to build 

manually the REST requests made to the service. In the end, I solved it using 

Python's Tweepy library, which allowed me to automate all the management of 

requests to the Twitter API. 

 

 High complexity for understand the vulnerability, find out how it works and 

spreads, and understand how a crawler works. These issues have taken me many 

hours to read papers and scientific documents in order to understand everything 

behind the vulnerability and technology of robots for crawling Internet. 

 

 The user agent contains information about the name, version and platform of the 

browser. I noticed that if the user agent of the PhantomJS browser was not 

provided, and/or configured properly, there were certain servers that returned an 

error when providing the requested web page. To solve this, I implemented a 

fictitious user agent for the browser. 
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 We found problems to decide the tool for developing the crawler, so we did 

some tests with different tools and modules, like Crawljax and different crawlers 

written in Python. Finally, we oriented to develop a tool composed of different 

libraries of python, using Selenium framework. 

 

 Component Compatibility: I had several compatibility issues among the 

components of the tool, because some worked with older versions of Python 

2.X, while I was initially running a version of Ubuntu 14.04 LTS and Python3.5. 

In the end, I had to downgrade the version of Ubuntu to 12.04 LTS, standard 

platform in which everything worked fine (with Python 2.X installed by default). 

This leads to certain security issues, as an outdated TLS / SSL protocol is being 

used. When the tool is run, Python reports these issues, printing the following 

warning on the screen: 

 

SNIMissingWarning: An HTTPS request has been made, but the SNI (Subject 

Name Indication) extension to TLS is not available on this platform. This may 

cause the server to present an incorrect TLS certificate, which can cause 

validation failures. You can upgrade to a newer version of Python to solve this. 

For more information, see 

https://urllib3.readthedocs.io/en/latest/security.html#snimissingwarning. 

  SNIMissingWarning 

 

InsecurePlatformWarning: A true SSLContext object is not available. This 

prevents urllib3 from configuring SSL appropriately and may cause certain SSL 

connections to fail. You can upgrade to a newer version of Python to solve this. 

For more information, see 

https://urllib3.readthedocs.io/en/latest/security.html#insecureplatformwarning. 

  InsecurePlatformWarning 

 

4.6 Tests performed 
 

In order to expedite the reading of the tests developed, only the most important have 

been explained and documented. 

The tests performed on the tool are divided into: 

 Unit tests: Test the basic functions implemented. Due to the high cohesion 

between methods, the basic functions implement several methods necessary to 
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start the crawler (initialization, navigation to a web page, etc.). Tests developed 

are the following: 

 

ID Test Requirements it covers 

Download_page RF03, RF04, RF05 

Snapshot RF03, RF04, RF05 

Response RF03 

timeoutExc RF07 

Time_rate RF06 

 

Table 4: Requirements cover by unit tests 

 

o Download_page: 

 Input: It receives 2 input parameters, a sample url 

("https://twitter.com/CDLeganes/status/790894872995782656") 

and the name of the HTML file (“tweet_sample”). 

 Output: The HTML file. 

 Description: Download a web page using the crawler. 

 Result of the test: Test OK. 

 

o Snapshot: 

 Input: It receives 2 input parameters, a sample url 

("https://twitter.com/CDLeganes/status/790894872995782656") 

and the name of the snapshot (“tweet_sample”). 

 Output: A .png file. 

 Description: Takes a snapshot from a tweet. 

 Result of the test: Test OK. 

 

o Response: 

 Input: It receives 1 input parameter, a sample url 

("http://www.ermail.es/klik/VXJSZGMG"). 

 Output: Prints the response of the server. 

 Description: Requests an HTML web page from a server. 

 Result of the test: Test OK. 

 

o timeOutexc: 

 Input: None. 

 Output: Prints a message if the exception is raised. 

 Description: Raise a Time Out Exception. 

 Result of the test: Test OK. 
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o Time_rate: 

 Input: The credentials of the environment in order to make the 

request. 

 Output: A JSON file. 

 Description: Request the timerate status (number of calls done to 

the Twitter API REST) and writes a JSON file with the 

information received. 

 Result of the test: Test OK. 

 

 Integration Tests: Since the system is autonomous and can be run 

independently of any other, only the requirements specified in the application 

environment must be met. Therefore, integration tests for this particular case are 

not considered necessary. 

 

 System tests: They test several functionalities together thus involving a greater 

number of requirements tested at the same time. Due to the high cohesion 

between the functions, most tests performed on the tool are system tests. 

ID Test Requirements it covers 

Get_user_tweets RF04, RF06 

Scrolling RF03, RF04, RF05 

CrawlTweet RF01 - RF06 

ClickScript RF03 - RF05, RF07, RNF08 

 

Table 5: Requirements cover by system tests 

 

o Get_user_tweets: 

 Input: It receives 1 input parameter, a sample user name of 

Twitter (“rihanna”) and credential for acces the API. 

 Output: A file with tweets of Rihanna user. 

 Description: Get all the tweets of Rihanna user (max 3.200). 

 Result of the test: Test OK. 

 

o Scrolling: 

 Input: It receives 2 input parameters, a sample url 

("https://twitter.com/CDLeganes/status/790894872995782656") 

and the name of the snapshot (“tweet_scrolling_sample”). 

 Output: A .png file. 

 Description: Scrolls from a sample web page and takes a 

snapshot. 

 Result of the test: Test OK. 
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o CrawlTweet: 

 Input: It receives the Twitter_users.txt file and access credentials.  

 Output: It returns URLToVisit.txt file. 

 Description: Main loop that retrieves and collect tweets. 

 Result of the test: Test OK. 

 

o ClickScript: 

 Input: It receives the URLToVisit.txt file and access credentials. 

 Output: If the vulnerability occurs, it is expected to be published 

in some social networks platform 

 Description: Clicks in elements of the URL, checking if it exists 

clickjacking. 

 Result of the test: Test OK (although the vulnerability has not 

occurred, the application works fine). 

 

The test code and traces are added together with the source code of the application. 
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5. RESULTS AND EVALUATION  
 

I expose the data gathered and the results achieved. 

The tool CrawlTweet was able to provide 3.200 most recent tweets of Katy Perry user, 

gathering 9.200 external URLs. These URL were filtered because there were many 

results to some known sites, such as Youtube, Vine or Instagram. 

ClickScript crawled approximately 1.000 URLs without any positive result.  

It is clear that more results need to be collect.    
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6. CONCLUSIONS  
 

In this section I compare the aims of the project and the goals achieved, trying to extract 

conclusions of the actual situation of Likejacking in social networks.  

Although the IMDEA Project has a longer duration of development of this final project, 

the following goals have been met: 

 Gather data from websites that use network plugins and check if there is any 

malicious code: This goal is accomplished partially, due to the small number of 

tweets collected and analyzed, which makes the results not conclusive of 

whether the vulnerability exists or not. 

Conclusive results have not been able to achieve regarding the current situation of the 

Likejacking vulnerability on Twitter, due to the small number of results collected. 

6.1 Limitations of the tool 
 

The tool has the following limitations: 

 Although attention was paid to manage the most important errors, it has not been 

possible to take all of them into account. Therefore, greater differentiation of 

errors should be made in terms of treatment and further performance testing. 

 

 Due to the implementation of the signal package, the tool can only be run in 

Linux environments. 

 

 Compatibility limited to Python 2.7, leading to security issues in TLS and SSL 

protocols. 

 

 Lack of data to be able to evaluate the actual situation of the Likejacking 

vulnerability. 

6.2 Future work 
 

This section includes all those points that could be developed in the future, as well as 

what could be optimized. 

 It would be useful to develop a tool capable of protecting users from Likejacking 

attacks (if finally they exist on Twitter), and integrated it in a browser plugin or 
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similar protection tool, which would then be freely distributed to the larger 

public. 

 

 In order to do so, considerable effort would need to be spent on developing an 

automated way to detect Likejacking during the crawling process. 

 

 To improve the scalability of the tool and increase the data collection rate, it 

should be tried to parallelize the code and make it concurrent, in order to run 

multiple crawlers, both data gathering and analysis (having several Twitter 

users). 

 

 The application has been executed in local, so the next step is to scale it and run 

it on servers, verifying its stability. 

 

 Although attention was paid to manage the most important errors, it has not been 

possible to take all of them into account. Therefore, greater differentiation of 

errors should be made in terms of treatment and further performance testing. 

 

 It could be developed a graphic interface that allows to change certain execution 

parameters, like storage paths, parameters of connection with the API, etc. This 

would improve user usability. 

 

 When the application begins to collect a great amount of data, a database should 

be implement, and it should be as efficient as possible. Some measures can be 

implemented in order to optimize it: 

 

o Instead of performing write access to disk every time a URL is extracted 

(whether it is from user tweets, web pages, etc.), it can be stored in 

RAM, so that when the size of the URLs reaches a certain threshold, it 

writes to disk. Of course, consistency of operations must be taken into 

account. 

o The storage of the URLs in memory could be done through a hash table. 

 

 Increase the compatibility of environments, trying to find or create a substitute 

component to signal package. 

 

 Try to increase the compatibility of components, in order to implement a greater 

version of Python (for example Python 3.5). This would also improve the 

security of TLS and SSL protocols. 
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 Being an early version of the tool, I have not focused on improving and 

optimizing the performance of the application, so profilling tools could be used 

to improve and optimize the code. 

 

 The theoretical analysis showed previously can be implemented. 

 

 Increase the tests performed in the analysis module to cover more cases. 

 

 In order to get real results and get an idea of the situation of Likejacking on 

Twitter, more data should be collected, studied and analyzed statistically. 

 

 If the analysis is positive and there are cases of likejacking, machine learning 

heuristic techniques can be implemented in order to automate the detection of 

vulnerabilities and greatly increase their efficiency. 

 

 Develop a tool that could notify the users if a Likejacking event occurs, in order 

to prevent future attacks. 
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7. APPENDIX  
 

This section explains the deviations occurred during the elaboration of the final project, 

which are not part of the current solution implemented:  

1. In the beginning, the project was oriented to searching for Clickjacking 

vulnerability outside of social networks, so that the search would be focused on 

selecting important web pages from the Alexa ranking. After a deeper 

investigation, we realized that it was much easier to reproduce the vulnerability 

if the user was connected to a social network, so that the search was redirected to 

social networks. Some websites, such as newspapers or questions and answers, 

were not completely discarded. 

 

2. When choosing the development tool and the programming language, we 

thought to create a generic application (crawler) and orient it to various social 

networks and some web pages, such as newspapers or questions and answers. 

After developing a basic version of the crawler with the tool Crawljax in Java, 

we realized that it was not worth it, since Crawljax is a generic crawler that 

clicks on all elements of the DOM of a web page (in order to deploy those 

elements programmed in Javascript code), generating all possible states the web 

page has. It provides a developer framework and the possibility to develop add-

ons that allow the customization of the Crawler, but the source code of the 

framework (the way it crawls the web pages) is complex to modify.   

We needed something much more specific and not so complex, in order to 

develop a crawler that collected comments of the pages selected by us, that is, a 

custom solution. For this reason, the tool Crawljax and the programming 

language were abandoned. We decided to develop the tool in Python, which was 

a very flexible language and had several support libraries that allowed 

developing a component-based application. 

The source code of Crawljax test application can be found in 

“/Deviations/Clickjacking-Crawljax/” folder.  

 

3. At this point, we chose the development framework of Scrapy, written in 

Python, to try saving development time, since it provided a default crawler that 

could be modified and customized based on needs, which allowed saving a lot of 

lines of code. One of its main problems was that standard documentation of 

Scrapy did not explain well what it did at a lower level (it explained the 

framework as an API, but not how it works at lower level). For this reason, it 

took a lot of work to modify the standard crawler provided by Scrapy, since 

although plugins could be added above the API, the standard crawler was 



 
 

  
Page 136 

 
  

encapsulated inside the library and, it did not allow to modify everything unless 

the source code of the library was edited. However, some parameters could be 

modified.  

Therefore, and adding that it was complex to configure, since you had to delimit 

the fields of the search that the Crawler was going to perform a priori (and we in 

principle did not know what information the Crawler should extract), we 

discarded it. 

In addition, we used PhantomJS mounted on Selenium framework, which had 

many compatibility problems with Python 3.5 version and required us to use 

Python 2.7 properly. Scrapy, in the version supported with Python 2.7, offered 

less functionalities, for example when downloading the web page visited, reason 

why we decided to develop a custom solution, trying to integrate all the libraries 

or components that seemed interesting to us (to save time of development) and 

supported by Python 2.7. 

The Scrapy test code is located in “/Deviations/crawler_test” folder. 

 

4. When extracting the necessary information from the web pages, I thought to use 

regular expressions to detect and extract the external links to web pages. Due to 

its complexity and difficulty of implementation (it is very difficult to 

contemplate all the cases in which web pages can come (with or without domain, 

in various protocols, etc.)), the option was discarded. Finally, I used DOM 

selectors, so that the browser renders the web page and creates a navigable 

document. 

 

5. At the design stage, it was considered that the crawler should download all the 

web content necessary to be able to view the page locally, so a development 

based on the Linux "wget" command was implemented. Finally, the focus of the 

analysis in local was changed due to storage space considerations, page 

download time, project needs etc. Therefore, it was decided to analyze the web 

pages in real time, obtaining the DOM of these. 

The test code is located in “/Deviations/wget” folder. 

All the source code developed in deviations is included in the .zip file attached to the 

final memory, in “Deviations folder” 
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