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”Knowing yourself is the beginning of all wisdom.”

— Aristotle
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Resumen

Los actuales gestores de infraestructuras complejas no son capaces de optimizar

con éxito la resolución de los problemas causados por la excesiva cantidad de

datos a gestionar, entre otras cosas, debido a la monotońıa que ello produce en el

personal de operación o la falta de priorización en las tareas a realizar ante una

posible incidencia. Esto produce efectos negativos como cáıdas de los sistemas

o cortes de suministro del servicio que proporcionan dichas infraestructuras a

otras organizaciones o clientes.

Esta tesis aborda este problema de la gestión óptima de infraestructuras

complejas desde un enfoque nuevo, que considera estas infraestructuras como

sistemas ciberf́ısicos con conciencia emocional. La introducción del uso de esos

factores emocionales como una variable más de monitorización y gestión aporta

una visión más avanzada, realista y completa de los entornos de producción.

Para poder realizar estas tareas necesitamos apoyarnos en los últimos avances

en cuanto a Inteligencia Artificial, creando nuevos métodos para la extraccción

y la toma de decisiones que nos ayuden a conseguir nuestros objetivos en un

entorno con información heterogénea. Nos centraremos en un caso particular

de estos sistemas debido a su especial relevancia: los grandes centros de datos.

Este es un hecho muy relevante a nivel global, puesto que el coste medio

de una cáıda de un centro de datos está aumentando desde $0.5M en 2010 a

$0.75M en 2016, según el Ponemon Institute[63]. Además, la duración de las

cáıdas de la mayoŕıa de los negocios basados en el procesado de datos (Industria

4.0) está aumentando muy por encima de la media de otros negocios.

Es un problema que requiere de acción inmediata, puesto que el 50% de los

centros de datos no están preparados para los equipos de alta densidad actuales,

y los ataques cibernéticos están aumentando espectacularmente (de ser la causa

de un 0.2% de las cáıdas de centros de datos en 2010 a un 22% en 2016). Ya

en la actualidad, en media, cada centro de datos tiene unas pérdidas anuales

de más de 2M$ por cáıdas totales o parciales.

Además, los sistemas de gestión actuales son claramente insuficientes. Según

el estudio citado[63], más de la mitad de las cáıdas de centros de datos pod́ıan

haberse evitado y el 22% se debieron precisamente a errores humanos de op-

eración y otro 22% a ciberataques, causa que involucra también a tareas pre-

ventivas realizadas por el personal .
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La problemática puede complicarse con la introducción, o mejor dicho la

proliferación y estandarización de los llamados Big Data, la Internet of Things

y las ciudades inteligentes (Smart Cities), ya que aumentan exponencialmente

las necesidades de procesamiento de datos. A lo largo del texto de esta tesis

introduciremos estos conceptos y sus implicaciones cruzadas.

Tanto los ataques como los errores humanos involucran a personas, estas

personas a su vez toman decisiones en un entorno de elevada complejidad y con

alto grado de incertidumbre.

El mercado de fabricantes de software que se dedica a la gestión de centros

de datos, como el DCIM (Data Center Infrastructure Management) está en

plena expansión, se espera que supere los USD 4,5 billions en 2026[84].

Sin embargo, las soluciones actuales están enfocadas en el registro de la infor-

mación y la disponibilidad de herramientas de análisis de dicha información. La

información está disponible, pero las decisiones quedan en manos del personal

de operaciones. Y muchas veces estas decisiones son complejas y la información

disponible es demasiado amplia y de muy bajo nivel.

Algunos ejemplos notables son las decisiones para:

• Optimizar el consumo energético del centro de datos.

• Minimizar los riesgos de ciberataques.

• Optimizar el mantenimiento preventivo.

• Maximizar el beneficio, teniendo en cuenta aspectos del negocio, los re-

cursos y el estado.

• Aprovechar al máximo las capacidades de generación de enerǵıas renov-

ables.

La gestión eficiente y eficaz de los centros de datos actuales requiere her-

ramientas más potentes, conscientes de que hay personas tomando decisiones,

capaces de realizar de forma automática los análisis necesarios, capaces de ofre-

cer al personal de operaciones toda la información necesaria, nada más que la

necesaria, y al nivel adecuado y de la forma adecuada, capaces de automatizar

la toma de decisiones total o parcialmente.

Por otro lado, hasta ahora se han optimizado las distintas variables de

forma independiente. De hecho, en muchos centros de datos la gestión de

la infraestructura y de los servidores la llevan empresas diferentes y con escasa

comunicación. Sin embargo, las distintas variables del centro de datos suelen

estar relacionadas entre śı, con relaciones complejas de modelar y que cambian

con el tiempo.



Por tanto, se hace imprescindible un enfoque hoĺıstico a la gestión de re-

cursos, donde otros sistemas de gestión de centros de datos no solo agregan

información de todos los elementos del centro de datos, sino que realmente

aporte:

• Conciencia de lo que está ocurriendo en el centro de datos, de la de-

manda de servicios, de los recursos necesarios, del consumo, de la evolución

térmica, de los posibles ciberataques, etc;

• El contexto en el equipo de operaciones, su estado de ánimo, sus objetivos,

las incertidumbres que acontecen.

Es un problema que tiene en cuenta el sistema de infraestructura computa-

cional pero que es gestionada por operadores humanos que supervisan y gestio-

nan las operaciones siguiendo unas directrices de negocio.

A lo largo de esta tesis se han recogido algunas iniciativas para acotar y

controlar las posibles causas de problemas resaltando la siguientes aportaciones:

• El análisis de las distintas formas de comunicación multimodal (texto,

audio o video) y de las variables involucradas de forma directa o indirecta

en un sistema ciberf́ısico donde se realiza la captura de las emociones con

el objetivo de poder usarlas como una fuente más de información.

• Estudiar las tendencias, teniendo en cuenta otras disciplinas de ciencias

de la salud, como la Psicoloǵıa, que puedan afectar a la toma de decisiones

y por lo tanto a la productividad, de forma directa o indirecta.

• La construcción de un prototipo de control de un sistema ciberf́ısico que

involucra a datos procedentes de la monitorización de la infraestructura, y

a datos de otras fuentes como medidas emocionales o biométricas, proce-

dentes del personal que se ocupa de gestionar las operaciones.

Estas son algunas de las contribuciones originales de esta Tesis:

• La realización de un modelo de extracción de información emocional me-

diante sensores biométricos y audiovisuales en el entorno de operación de

centros de datos y validación en entorno real.

• Implementación de método de extracción y análisis para asociar las vari-

ables medidas con valores de excitación y valencia de las emociones en el

entorno de operación de centros de datos y validación en entorno real.

• Construcción de un algoritmo para determinar una acción correctiva en

función del estado de funcionamiento actual y la emoción predominante

del operador en el entorno de operación de centros de datos y validación

en entorno real.



• Diseño de un módulo de visualización configurado para proporcionar la

acción correctiva al operador en el entorno de operación de centros de

datos y validación en entorno real.

• La propuesta de algoritmo predicción de sesgo en toma de decisiones en

Centro de Operaciones de Sistemas Ciber-f́ısicos.

• El desarrollo de un sistema de gestión de personal de operaciones basado

en el uso combinado de información ambiental, telemétrica, biométrica,

audiovisual y emocional.

La contribución clave de esta tesis doctoral se centra en abordar

la problemática de la gestión de infraestructuras complejas desde

un enfoque de optimización del sistema ciberf́ısico, donde el compor-

tamiento y gestión de máquina y humano son alineados y optimizados

usando la conciencia emocional como herramienta unificada.



Abstract

The current complex infrastructure managers are not able to successfully op-

timize the resolution of problems caused by the excessive amount of data to

be managed, among other things, due to the monotony that this produces in

the operating personnel or the lack of prioritization in the tasks to be handled

in the event of a possible system crash. This produces negative effects such

as system outages or service supply disconnections that may affect to other

organizations or clients.

This thesis addresses this problem of optimal management of complex in-

frastructures from a new approach, which considers these infrastructures as

emotionally conscious cyber-physical systems. Introducing the use of these emo-

tional factors as yet another monitoring and management variable provides a

more advanced, realistic, and comprehensive view of production environments.

In order to manage these tasks, we need to rely on the latest advances in Ar-

tificial Intelligence, creating new methods for extraction and decision-making

that lead us to achieve our objectives in an environment with heterogeneous

information. We will focus on a particular case of these systems due to their

special relevance: large data centers.

Despite the focus, this problem is a very relevant fact at a global level, since

the average cost of an outage in a data center is increasing from $0.5M in 2010

to $0.75M in 2016, as suggested in the Ponemon institute study[63]. In addi-

tion, the duration of the outages in most businesses based on data processing

(Industry 4.0) is increasing well above the average of other businesses.

It is a problem that requires immediate action, since 50% of the data centers

are not prepared for the current high-density equipment, and cyber-attacks are

increasing dramatically (being the cause of 0.2% of the outages in data centers

in 2010 to 22% in 2016). Nowadays, on average, each data center has annual

losses of more than $2M due those total or partial outages.

In addition, current management systems are clearly insufficient. According

to the aforementioned study, more than half of data center crashes could have

been avoided and 22% were due to human errors of operation and another 22 %

more due to cyber attacks, a cause that also involves preventive tasks carried

out by staff.

The problem can be complicated by the introduction, or rather the prolif-
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eration and standardization of the so-called Big Data, the Internet of Things

and Smart Cities, since they increase exponentially the data processing needs.

(Smart Cities), as data processing needs increase exponentially. Throughout

the text of this dissertation we will introduce these concepts and their crossed

implications.

Both attacks and human errors involve people, these people in turn make

decisions in an environment of high complexity and with a high degree of un-

certainty.

The market of software manufacturers dedicated to the management of data

centers, such as the DCIM (Data Center Infrastructure Management) is in full

expansion, is expected to exceed USD 4.5 billion by 2026[84].

However, current solutions are focused on gathering the logs and the avail-

ability of tools to analyze such information. The information could be available,

but decisions are left to the operations personnel. And many times, these deci-

sions are complex and the information available is too broad and very low level

to facilitate the decision making.

Some notable examples are the decisions to:

• Optimize the energy consumption of the data center.

• Minimize the risks of attacks.

• Optimize preventive maintenance.

• Maximize the benefit, taking into account aspects of the business, re-

sources and status.

• Make the most of renewable energy generation capacities.

The efficient and effective management of current data centers requires more

powerful tools, aware that there are people making decisions, capable of auto-

matically carrying out the necessary analysis, capable of offering operations

personnel all the information needed, and at the appropriate abstraction level

and in the appropriate format, capable of automating decision making totally

or partially.

On the other hand, until now the different variables have been optimized

independently. In fact, in many data centers, the management of the infras-

tructure and the servers is carried out by different companies and with scarce

communication. However, the different data center variables are often related

to each other, with complex modeling relationships that may change over time.

Therefore, a holistic approach to resource management is essential, where

other data center management systems not only aggregate information from all

elements of the data center, but are also aware of:



• What is happening in the data center, of the services demand, of the

appropriated resources, of consumption, of thermal evolution, of possible

attacks;

• The circumstances of the context in the operations team, their state of

mind, their objectives, the uncertainties that may occur.

This is a problem that takes into account the computational infrastructure

system but is managed by human operators who supervise and manage the

operations following business guidelines.

Throughout this thesis, some initiatives have been collected to limit and

control the possible causes of problems, highlighting the following contributions:

• The analysis of the different procedures of multimodal communication

(text, audio or video) and of the variables involved directly or indirectly in

a cyber-physical system where the emotions of the workforce are captured

of in order to be able to use them as another source of information .

• To study the trends, taking into account other disciplines of health sci-

ences, such as Psychology, that may affect decision-making and therefore

productivity, directly or indirectly.

• The construction of a prototype for the control of a cyber-physical system

that involves data from infrastructure monitoring, and data from other

sources such as emotional or biometric measures, from the personnel re-

sponsible for managing operations.

These are some of the original contributions of this Ph.D. Thesis:

• A model for the extraction of emotional information through biometric

and audiovisual sensors in the operating environment of data centers and

validation in a real environment.

• The design and implementation of a method of extraction and analysis to

associate the measured variables with values of excitation and valence of

emotions in the operating environment of data centers and validation in

real environment.

• The development of an algorithm to determine a corrective action based

on the current operating status and the predominant emotion of the op-

erator in the data center operation environment and validation in real

environment.

• The analysis, design and implementation of a display module configured

to provide corrective action to the operator in the operating environment

of data centers and validation in real environment.



• The development of an algorithm for predicting bias in decision making

in the Cyber-Physical Systems Operations Center.

• The development of a management system for operations personnel based

on the combined use of environmental, telemetric, biometric, audiovisual

and emotional information.

The key contribution of this PhD thesis is to address the situation

of managing complex infrastructures from an optimization approach

of the Cyber-Physical System, where the behavior and management

of machine and human are aligned and optimized using emotional

awareness as a driver.
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CHAPTER1
Introduction

The study of Technology itself or the progress made by the Science related to

all the technological contributions produces relevant advances in life quality or

productivity. When we talk about the future of systems we may think about

advanced but balanced environments, involving many stakeholders. We look for

efficiency as the ability to avoid wasting materials, energy, efforts, money, and

time in doing something or in producing a desired result. In one hand, efficiency

is a measurable concept, quantitatively determined by the ratio of useful output

to total input. If we talk about a process efficiency we refer to the output of a

business process for a unit of input. Processes are often repeatable aspects of

a business that can be heavily optimized to improve efficiency.

This work will cover the use of emotional magnitudes into technical magni-

tudes and Machine Learning techniques for predicting biases caused by those

emotional status. We researched the results from other disciplines, like Psychol-

ogy, compared them and verified our expected results from our experiments.

1.1 Motivation

The problem addressed by our research line is the optimal management of

complex infrastructures, focusing on the use case of large data centers, as

an example of Cyber-Physical Systems. For reaching this optimal management

we need to handle all the elements that we have at hand. Complex Infrastruc-

tures are monitored, the systems produce data that we should analyze. But

the personnel managing operations are not much monitored. We need them to

capture the data they produce, model their behavior, and optimize the whole

system in terms of productivity and efficiency. For reaching our goal, we needed

to review the existing tools and technology advances and match them with our

needs. Therefore, we needed to run specific research on three areas: Sentiment

Analysis, Decision-Making bias prediction, and the Emotion-Driven Manage-

ment System to support the previous findings.
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1. Introduction

The current operators of complex infrastructures are not able to success-

fully optimize the problems derived from the excessive amount of data to be

managed, the monotony that this produces in the operating personnel, or the

lack of prioritization in the tasks to be performed in the event of a possible

incident. This produces negative effects such as falls or power outages of the

services that provide these infrastructures to other organizations or clients.

This thesis addresses this problem of the optimal management of complex

infrastructures from a new approach, which considers complex infrastructures as

cyber-physical systems with emotional awareness. We will focus on a particular

case of these systems, due to their special relevance: the large data centers.

Despite the focus, this problem is a very relevant fact at a global level, since

the average cost of an outage in a data center is increasing from $0.5M in 2010

to $0.75M in 2016. In addition, the duration of the outages in most businesses

based on data processing (Industry 4.0) is increasing well above the average of

other businesses.

It is a problem that requires immediate action, since 50% of the data centers

are not prepared for the current high-density equipment, and cyber-attacks are

increasing dramatically (being the cause of 0.2% of the outages in data centers

in 2010 to 22% in 2016). Nowadays, on average, each data center has annual

losses of more than $2M due to total or partial drops.

In addition, current management systems are clearly insufficient. According

to the aforementioned study by the Ponemon Institute[63], more than half of

data center crashes could have been avoided and 22% were due to human errors

of operation.

The problem can be complicated by the introduction, or rather the prolif-

eration and standardization of the so-called Big Data, the Internet of Things

and Smart Cities, since they increase exponentially the data processing needs.

(Smart Cities), as data processing needs increase exponentially. Throughout

the text of this dissertation we will introduce these concepts and their crossed

implications.

The main causes of the outages of these systems are:

• Failures of the power systems (25%);

• Cyber-attacks (22%); and,

• Human errors (22%).

Both attacks and human errors involve people, these people in turn make

decisions in an environment of high complexity and with a high degree of un-

certainty.
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1.1. Motivation

Logically, the market of software manufacturers dedicated to the manage-

ment of data centers, such as the DCIM (Data Center Infrastructure Manage-

ment) is in full expansion, is expected to exceed USD 4.5 billion by 2026. Rising

data center IP traffic and increasing demand for intelligent physical infrastruc-

ture for supporting IT assets will drive the market growth over the forecast

timespan [84].

However, current solutions are focused on gathering the logs and the avail-

ability of tools to analyze such information. The information could be available,

but decisions are left to the operations personnel. And many times, these deci-

sions are complex and the information available is too broad and very low level

to facilitate the decision making.

Some notable examples are the decisions to:

• Optimize the energy consumption of the data center.

• Minimize the risks of attacks.

• Optimize preventive maintenance.

• Maximize the benefit, taking into account aspects of the business, re-

sources and status.

• Make the most of renewable energy generation capacities.

The efficient and effective management of current data centers requires more

powerful tools, aware that there are people making decisions, capable of auto-

matically carrying out the necessary analysis, capable of offering operations

personnel all the information needed, and at the appropriate abstraction level

and in the appropriate format, capable of automating decision making totally

or partially.

On the other hand, until now the different variables have been optimized

independently. In fact, in many data centers, the management of the infras-

tructure and the servers is carried out by different companies and with scarce

communication. However, the different data center variables are often related

to each other, with complex modeling relationships that may change over time.

Therefore, a holistic approach to resource management is essential, where

other data center management systems not only aggregate information from all

elements of the data center, but are also aware of:

• What is happening in the data center, of the services demand, of the

appropriated resources, of consumption, of thermal evolution, of possible

attacks;

• The circumstances of the context in the operations team, their state of

mind, their objectives, the uncertainties that may occur.
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It is a problem that takes into account the computational infrastructure

system but is managed by human operators who supervise and manage the

operations following business guidelines.

Sentiment Analysis, also called Opinion Mining, is currently becoming

one of the most studied research fields. It is used to analyze emotions, opinions

or sentiments, normally related to a specific application, topic or service. We

may use some procedures and tools from previous research and developments.

Some of them are becoming big platforms proceeding from big vendors from

the market. This market is spinning around Artificial Intelligence nowadays,

and the use of unassisted learning systems in different tasks, involving both

machines and humans, is transforming the way of doing or delivering business

between big and small players. Small companies with these abilities, will be able

to have room for growing and improvement, living together with the big fishes

of the Tech market. This would become a disruptive advantage to compete and

to cooperate.

We faced the challenge of discovering the trends in decision-making by

capturing emotional data and the influence of the possible external stimuli. We

conducted an experiment with a significant sample of the workforce and used

machine-learning techniques to model the decision-making process. We stud-

ied the trends introduced by the emotional status and the external stimulus

that makes these personnel act or report to the supervisor or to the chain of

command. The main contribution of this subject is the production of a model

capable of predicting the bias to act in a specific context. We studied the

relationship between emotions and the probability of acting or correcting the

system. The main area of interest of these issues is the ability to influence in

advance the personnel to make their work more efficient and productive. This

would be a whole new line of research for the future

Complex Information Systems and infrastructures, like Smart Cities, must

be efficiently operated, minimizing inefficiencies and maximizing productivity.

Traditional approaches have been focused on improving the systems, automat-

ing processes and services, leaving aside human and emotions considerations.

To achieve this efficient operation, we attempted to cover both sides. We found

new ways to capture the information coming from the workforce, in our case,

the operations management team, and, merged this information with the data

from the IoT sensors from the systems, enabling a holistic view of the entire

operations occurring in real-time. In a Data Center environment, we have

developed a set of tools for capturing the emotional data in order to detect

potential biases caused by the specific mood of the person inside the operations

team. We used Artificial Intelligence algorithms for finding the patterns that

will help us to manage the system in the future. We compared and verified

our findings with the existing references from other disciplines, e.g. Psychol-

ogy. In this dissertation we expose some methods to be developed in future
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1.1. Motivation

studies for supervising and increasing productivity in Data Centers, as a useful

example for Smart Cities. Our research focuses on monitoring the mood and

the emotional status of the personnel responsible for operating the system. We

use this emotional data as an input for measurement. We finally produced a

Emotion-driven Management system.

Cyber-Physical
System

Data Center

Workplace

Personnel

Figure 1.1: Cyber-Physical System model for this Thesis.

Creating systems that can think and make decisions may raise some ethical

issues. Our goal is to make progress in Science in general and in life quality in

particular. If the ethical problems come from the individual data protection,

we should enable the systems to protect the users from data breaches or unau-

thorized use of personal data. But in the subject of responsibilities, we should

find a way to match the ethical aspects of adopting these technologies.This is

not a question of manipulating people,this is a question of helping people to

perform better. It’s more a predicament of augment human execution capabil-

ities at the workplace. Figure 1.1 represents the levels of abstractions to place

the different levels of the model.

The new holistic view presented in this research considers the Cyber-System

as an ensemble or aggregation of the systems and machines, the software that

is operating the infrastructure and the personnel responsible for Operations

management. We have to improve efficiency not only monitoring system tasks,

but also being proactive in human task execution. We propose emotional data

capturing tools, using state-of-the-art technology for using biases prediction

algorithms in the decision-making process, and finally, the use of an emotion-

driven management system, capable to monitor and predict activities, both in

the human and machine side.
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1.2 Problem formulation

The work developed in this Ph.D. thesis proposes a global management solution

based on the use of emotions as added value data captured and included in

the information systems. To conclude we perform task performance analysis

and optimization for Cyber-Physical Systems from a holistic perspective. The

envisioned modeling and optimization paradigm is summarized in Figure 1.2.

This framework takes as an input all the information gathered from the data

center during the operations tasks execution, at different abstraction layers.

Figure 1.2: Thesis general blocks model.

As pointed in the previous figure 1.2, we focused our efforts on the emo-

tion recognition phase, the biases prediction, and the optimization of the whole

system, marked as A, B and C, respectively. The scenario chosen for the devel-

opment of this PhD. thesis, is a Data Center facility, but it could be a Smart

City or any Complex Infrastructure. This environment requires real-time mon-

itoring and we look for procedures to extract all the information that may

be negatively affecting the general behavior of these complex systems. Effi-

cient management requires more powerful tools, that can be aware of processes

and tasks, capable of analyzing every corner of the production activity and

establishing the relationships between all of them. Therefore, in a future fi-

nal stage, the system should be totally or partially capable to automate the

decision-making process order to prevent the wrong decisions that can affect

to the system. The different variables of a Complex Infrastructure are usually

optimized independently. In fact, in many data centers, the management of

the infrastructure and the servers could be supported by different companies
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with scarce communication. However, the different variables are often related

to each other with hidden relationships that may change over time.

We did use our test environment in the Universidad Politécnica de Madrid

(Technical University of Madrid), but used the expertise from other partners,

existing real customers, from the current relationship from the grants and

the Research and Development projects with companies like Adam Ecotech,

MásMóvil, Global Switch, Interxion, and many others. We used their data,

their workforce, or their experience, combined with the expertise of the Labo-

ratorio de Sistemas Integrados personnel from the University.

1.3 Contributions of this Ph.D. Thesis

The contributions of this Ph.D. thesis are broadly described in the state-of-the-

art contributions on Emotion-Aware systems modeling. Some of the features

needed for describing the different elements that compound this modeling can

be detailed in 3 categories: (i) analysis of the state-of-the-art in Sentiment

Analysis, (ii) study of Emotions and Mood tracking and biases prediction, and

(iii) Proposal of a Emotion-driven Data Center management system.

• State-of-the-Art on Sentiment Analysis

– A Taxonomy on the existing Affective Computing or Sentiment Anal-

ysis tools methods and platforms available in the market.

– Classification on the different Sentiment Analysis approaches accord-

ing to the proposed taxonomy, evaluating the impact of current re-

search on Natural Language Processing (NLP).

– Identification of the new open challenges that have the potential of

improving sentiment Analysis using Multimodal approach (Text, Au-

dio and Video).

– Proposal of the best classification training model strategy for training

Semantic Networks for NLP.

• Emotions and Mood tracking and biases prediction

– Algorithm to determine a corrective action based on the current op-

erating status and the predominant emotion of the operator in the

operating environment of data centers and validation in real environ-

ment.

– Study of the emotions that may trigger call to action depending on

the decision-making scenarios. Based on empirical research.

– Algorithm for predicting bias in decision making in the Cyber-Physical

Systems Operations Center.
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• Emotion-driven Data Center Management System

– Method of extraction and analysis to associate the measured variables

with values of excitation and valence of emotions in the operating

environment of data centers and validation in real environment.

– Design of a display module configured to provide corrective action

to the operator in the operating environment of data centers and

validation in real environment.

– Model for the extraction of emotional information through biometric

and audiovisual sensors in the operating environment of data centers

and validation in a real environment.

– The development of a management system for a management system

for operations personnel based on the combined use of environmental,

telemetric, biometric, audiovisual and emotional information.

1.4 Structure of this Ph.D. Thesis

The rest of the document of this Ph.D. thesis is organized as follows:

• Chapter 2 exposes the State of the Art on emotion-based manage-

ment systems.

– Explains the concepts of Emotions and its classification.

– Explains the aspects of Emotional Intelligence.

– Covers some concerns about Decision Making.

– Explains the concepts of the Cyber-Physical Systems.

– Explains the concepts of Ergonomy.

– Covers some concerns about ethical issues with Artificial Intelligence.

– Covers some relevant regulation examples on the GRPD European

data protection policy.

– Explains the aspects of the work atmosphere.

– Covers some concerns about the future of employment.

– Exposes the state of the art in emotion-aware systems

• Chapter 3 explains our view on Modeling of an Emotion-Aware Cyber-

Physical Systems.

– Describes the best approach depending of the source of the multi-

modal input information.

– This chapter presents a taxonomy and survey, highlighting the main

Opinion Mining techniques within the state-of-the art.
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– Identifies of the open challenges that have the potential of improv-

ing sentiment Analysis using Multimodal approach (Text, Audio and

Video).

– Studies the use of the emotions depending on the decision-making

scenarios.

– Explains the method of extraction and analysis to associate the mea-

sured variables with values of excitation and valence of emotions in

the operating environment of data centers and validation in real en-

vironment.

– Exposes the design of a display module configured to provide cor-

rective action to the operator in the operating environment of data

centers and validation in real environment.

– Model for the extraction of emotional information through biometric

and audiovisual sensors in the operating environment of data centers

and validation in a real environment.

– A subsystem for managing operations personnel based on the com-

bined use of environmental, telemetric, biometric, audiovisual and

emotional information.

• Chapter 4 Discussion and Results explains our approach on Emotion-

aided environments.

– Explains the samples and the method used for obtaining them used

for the different studies.

– Explains the Machine Learning techniques used in the experiment.

– Exposes the results of the findings and its level of accuracy.

– Describes the proposal of an Emotion-driven Management Console.

– Analyses of the different procedures of multimodal communication

(text, audio or video) and of the variables involved directly or indi-

rectly in a cyber-physical system where the emotions of the workforce

are captured of in order to be able to use them as another source of

information .

– To study the trends, taking into account other disciplines of health

sciences, such as Psychology, that may affect decision-making and

therefore productivity, directly or indirectly.

– The construction of a prototype for the control of a cyber-physical

system that involves data from infrastructure monitoring, and data

from other sources such as emotional or biometric measures, from the

personnel responsible for managing operations.

• Chapter 5 Conclusions summarizes the conclusions derived from the re-

search that is presented in this Ph.D. thesis, as well as the contributions to
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the state of the art on Operation Management in Cyber-Physical Systems

in general and in Data Centers in particular. The chapter also includes a

summary on future research directions.

1.5 Publications

The results of this Ph.D. thesis, together with other related research have been

published in international conferences and journals. In this section, we briefly

present these publications and highlight the chapter in which the specific con-

tributions can be found.

1.5.1 International Journal papers

In terms of scientific publications, this Ph.D. thesis has generated the following

articles in international journals (chapter 3):

• Corredera A., Romero M., and Moya Jose M. “Affective computing for

smart operation: a survey and comparative analysis of the available tools,

libraries and web services”. In: International journal of innovative and

applied research (ijiar) 5(9) (2017), pp. 12–35

• A. Corredera, M. Romero, and J.M. Moya. “Emotional Decision-Making

Biases Prediction in Cyber-Physical Systems”. In: Big Data and Cognitive

Computing 3.3 (2019). issn: 2504-2289. doi: 10.3390/bdcc3030049.

url: https://www.mdpi.com/2504-2289/3/3/49

• Corredera A., Romero M, and J. M. Moya. “Emotion-Driven System for

Data Center Management”. In: Applied Sciences 9.19 (2019). issn: 2076-

3417. doi: 10.3390/app9194073. url: https://www.mdpi.com/2076-

3417/9/19/4073 [JCR Q1 IF=2.217]

1.6 Grants and Research Projects

The research work developed during this Ph.D. thesis was partially funded by

the following R&D projects and industrial contracts:

• CyberOps: Cyber-Physical Datacenter Operations. This project focuses

on Optimizing DataCenter Operations Management using semantic net-

works, anomaly detection, and different emotion extraction methods from

the environment and the personnel in Cyber-Physical Infrastructures.

Funded by the National R&D&i Programme Acción Estratégica Economı́a

y Sociedad Digital (AEESD) of the Spanish Ministry of Economy and

Competitiveness (MINECO).
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1.7. Patents

• GridE: Comprehensive system for the optimal coordinated management of

resources in high-performance data centers. The project proposes several

research lines and develops a new integrated system for optimal coordi-

nated management of power generation, storage, refrigeration and com-

puting capabilities in high-performance data centers based on two-phase

fluid immersion tanks. Funded by the National R&D&i Programme for

Societal Challenges, RETOS-COLABORACION of the Spanish Ministry

of Economy and Competitiveness.

Other R&D projects and industrial contracts that contributed indirectly to the

thesis are:

• Proteus: Energy consumption optimization system for data processing

centers. The project proposes the development of an energy consumption

optimization system for data processing centers. Funded by Centro para

el Desarrollo Tecnológico e Industrial (CDTI) of the Spanish Ministry of

Science, Innovation and Universities.

• HIDRA: Holistic Intrusion Detection and Response Agent. The project

proposes several research lines that target secure mobile networks through

bio-inspired using link-level techniques. Funded by the National Pro-

gramme for Fundamental Research Projects of MINECO.

• GreenStack project: This project focuses on the development of energy

optimization policies in OpenStack, providing it with awareness of the

behavior of the data center to accurately anticipate actual needs. Funded

by the National R&D&i Programme for Societal Challenges, RETOS-

COLABORACION of the Spanish Ministry of Economy and Competi-

tiveness (MINECO).

1.7 Patents

• Name of the Invention: ”System and Method for Operations Personnel

Management in Critical Environments”

• Patent number: P201930786

• Short description of the presented patent: The present invention

relates to a method and a system for managing the operations personnel

of a complex infrastructure. It comprises a first sensor means to measure a

set of physical variables of an infrastructure operator; a module of analysis

to associate the measured variables with excitation and valence values and

determine, based on these values, a predominant operator emotion; some
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second sensor means to identify an operating state of the infrastructure;

a process module to determine a corrective action based on the current

operating status and the predominant emotion of the operator; and a

module of display configured to provide corrective action to the operator.

The following section of this Ph.D thesis describes the general concepts used

in this thesis to position the State of the Art in Emotion-Aware Cyber-Physical

Systems. It covers from the basic emotion definitions to the ethical and data

privacy implications of using this science advances in the work environment.
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CHAPTER2
State-of-the-Art emotion-based

management systems

The mainstream of this dissertation is the use of the emotional status of the

personnel as one of the drivers for Operations Management. The aim is to use

it as a complement for enhancing productivity and effectiveness. Thus, briefly

introducing the field of emotions, from the Psychological disciplines, is essential

for the overall comprehension of the system.

As an example, a european comission project called HUMAINE[57], HUman-

MAchine Interaction Network on Emotion, aims to lay the foundations for

European development of systems that can register, model and /or influence

human emotional and emotion-related states - emotion-oriented systems. Such

systems may be central to future interfaces, but their conceptual underpinnings

are not sufficiently advanced to be sure of their real potential or the best way

to develop them. One of the reasons is that relevant knowledge is dispersed

across many disciplines.

In this chapter we will introduce the field of emotions and how can we use

them in a CPS. We will outline some of the ethical and privacy concerns found

at the current stage of this discipline as well, some of them caused by the use

of AI technologies. We will end this chapter with a compilation of the state-of-

the-art patents found for industrial use of emotion-aided systems and compare

them to our research line.

2.1 Why introducing emotions?

The act of being able to feel emotions is part of being human. People may have

conflicts to understand their emotions and the things that cause to feel them.

We, humans, can’t disconnect those capabilities of feeling emotions from our

body while we are working or in in our personal life. This is the main reason

why considering humans as a part of a CPS is something that may reflect the
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2. State-of-the-Art emotion-based management systems

reality of our state-of-the-art in the workplace. This can be a liability or an

asset if we can be aided, for instance, in our decision-making process in our

business performance.

The word emotion comes from the Latin term emovere meaning moving.

The term comes from a combination of energy and motion, the expression of

how life is constantly in flowing motion. Emotions are something we constantly

feel and can happen when actions or feelings stimulate a certain response within

us. We may feel emotions from a situation, an experience, or from memories.

They help us to understand the things we are experiencing and to express

ourselves the way those things make us feel whether they are good or bad.

According to the AAAC[7], Association For The Advancement Of Affective

Computing, a professional world-wide association for researchers in Affective

Computing, Emotions and Human-Machine Interaction, there are 48 recog-

nized emotions proposed in the emotional annotation and representation lan-

guage[57]. Internationally, there are 128 recognized emotions, including many

that have no name in English. Most psychologists agree with this, with the

option to classify them further.

2.1.1 Primary emotions

Imagine something has happened, anything, and suddenly you are feeling an

emotion. It is strong; it is the first reaction to what has happened. That is a

primary emotion. Primary emotions are the body’s first response, and they are

usually very easy to identify because they are so strong. The most common

primary emotions are fear, happiness, sadness, and anger.

These may also be secondary emotions given different situations, but when

we first react, it’s usually with one of the above. If the phone rang and someone

started yelling at you for no reason you would probably feel angry or afraid or

if the phone rang and someone told you that your dog had died you would

feel sad. There does not have to be a huge stimulus to elicit a primary emo-

tion. Primary emotions are adaptive because they make us react a certain way

without being contaminated or examined. They are very much an instinctual,

primal, survival response. Can be any one of a limited set of emotions that

typically are manifested and recognized universally across cultures. The list

of primary emotions varies across different theorists. They often include fear,

anger, joy, sadness, disgust, contempt, and surprise; some theorists also include

shame, shyness, and guilt. Also called basic emotion; core emotion.

2.1.2 Secondary emotions

Secondary emotions are much more complex because they often refer to the

feelings you have about the primary emotion. These are learned emotions
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which we get from our parents or primary care givers as we grow up. For

example, when you feel angry you may feel ashamed afterward or when you

feel joy, you may feel relief or pride. In Star Wars, Master Yoda explained

secondary emotions perfectly - fear leads to anger, anger leads to hate, hate

leads to suffering.

Figure 2.1: Plutchik’s wheel of emotions.

Here you can find a representation called Plutchik’s wheel of emotions (Fig-

ure 2.1). The wheel is a much easier design for people to understand because

it also uses colors to classify both positive and negative emotions as well as

making it easier to identify opposing emotions. This wheel was also beneficial

because it was easier to identify the different intensities from a single emotion

and the relationship between one emotion and another.

Secondary emotions can also be divided into instrumental emotions. These

are unconscious and habitual. We learn instrumental emotions as children as a

form of conditioning. When we cry a parent comes to soothe us; so, we learn

to use the facial expressions and response associated with crying when we need

that soothing or sense of security.

Primary emotions are more transient than secondary emotions which is why

they are less complicated and easier to understand. The first thing we feel is
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directly connected to the event or stimulus but as time passes we struggle to

connect the same emotion with the event because our emotions have changed.

Aside from secondary emotions being harder to name, there are several ways

to determine whether you are feeling a primary emotion or a secondary one.

Firstly, ask yourself if the emotion is directly a reaction or not. If it is a direct

connection, then it is a primary emotion. If the emotion came on strongly, but

that feeling has begun to fade then it is also likely a primary emotion; if the

opposite is true it’s more likely to be a secondary emotional reaction.

If the emotion lingers long after the event has happened or even effects

new but similar or connected events, then it is likely to be secondary. If the

emotion is complex, it’s almost always secondary. There is such a thing as

tertiary emotions, but as elusive as secondary emotions are tertiary emotions

are even harder to pin down.

Another reason why identifying emotions is important is to be able to react

to them properly. For someone who struggles with handling emotions or react-

ing appropriately being unable to express themselves can be frustrating. This,

in turn, leads to anger and even rage. What lead us to talk about Emotional

Intelligence.

2.1.3 Emotional Intelligence

Emotional intelligence is indispensable when it comes to building a well-balanced

life. According to the World Economic Forum[43], emotional intelligence was

ranked as of the top 10 most important workplace skills, when it comes to what

workers will need in order to be successful in 2020.

The concept of Emotional Intelligence is attributed to Professors Peter Sa-

lovey and John D. Mayer in 1990 [123]. Prof. Salovey is Provost of Yale

University, and the Chris Argyris Professor of Psychology. John Mayer was a

Postdoctoral Scholar at Stanford University and is Professor of Psychology at

University New Hampshire. They have conducted very significant research in

the area and published numerous articles of importance.

They were joined later by David Caruso, PhD to continue the development

of the model with them and the development of their emotional intelligence

assessment: the MSCEIT (Mayer-Salovey-Caruso Emotional Intelligence Test).

The work of Salovey and Mayer, and the concept of Emotional Intelli-

gence, was made popular by Journalist, Daniel Goleman. Goleman successfully

brought Emotional Intelligence into the public arena. He published a book,

”Emotional intelligence: Why it can matter more than IQ” in 1996. It shot to

the top of the best seller list and stayed there for months.
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”Emotional Intelligence includes the ability to engage in sophisticated in-

formation processing about one’s own and others’ emotions and the ability to

use this information as a guide to thinking and behavior. That is, individuals

high in emotional intelligence pay attention to, use, understand, and man-

age emotions, and these skills serve adaptive functions that potentially benefit

themselves and others”. Salovey, Mayer & Caruso.

Goleman did, however, expand and change the original concept of Emo-

tional Intelligence put forward by Mayer and Salovey, and this has caused some

confusion and overstating of its importance.

EI as a set of skills The journal article “Emotional Intelligence” (Salovey and

Mayer, 1990) presented a framework for emotional intelligence describing it as

a set of skills, thought to contribute to the accurate appraisal of the expression

of emotion in the self as well as others.

It also presented EQ as the use of feelings that can help us motivate, plan

and achieve things in life. According to the research, one tradition in Western

thought views emotions as a mere disorganized interruption of one’s mental

activity. This disruption may even be so bad that the emotions must be con-

trolled. Writings by Publilius Syrus in the first century B.C. even went as far

as stating:

Rule your feelings, lest your feelings rule you.

Modern introductory texts also suggest that emotions are a disorganized

response, largely visceral, resulting from a lack of effective adjustment. Looking

at these interpretations of emotions we can see that we have come a long way

in terms of emotional intelligence and it all started with Salovey and Mayer.

The idea of emotional intelligence is both intriguing and fascinating. Like

in the Albert Einstein quote, it certainly seems like the more you learn, the

more there is to learn. What we do know is that emotional intelligence is a

valuable skill to develop and it can certainly help you succeed and prosper in

life. While emotional intelligence may not be something that can be developed

and perfected overnight, with awareness and practice comes growth and under-

standing. With the proper guidance, we may be possible to enhance the lower

emotional intelligence skills in terms of awareness. Part of our research interest

is to augment those self-management capabilities.

2.2 Decision Making

To achieve effective decision making, it is desirable to bring rational decision

makers together with high-quality information about the different alternatives

and preferences. The information is not always the high quality we would like.
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While we want to have factual information, very often, erroneous and biased

data is injected as well. While we would like to have objective information

based upon observed data, sometimes, the best we can obtain is opinion, ad-

vice, and conjecture. Similarly, the rational decision makers are not always as

rational as we would like. Often, the goals of an organization are ambiguous and

conflicting. In many cases, the decision-making environment is characterized

by time pressures that impose additional constraints. As a result, the effective

decision making that we seek is often less attainable than we desire. One key

role of decision analysis thus becomes providing an effective link between the

decision makers and the best available information.

Organizational complexity ranges from a single decision maker with a ho-

mogeneous set of stakeholders to multiple decision makers requiring consensus

and a diverse set of stakeholders with conflicting perspectives. The best time

to address the organizational complexity is when we are setting up the project

structure by engaging the right people in the right way.

Decision analysis is a social-technical process: we must design a process that

uses the right people (broad and deep knowledge of the problem), the right

forum (conducive to discussion and interaction), the right balance of modeling

and challenging the model with intuition, and the right duration (meet needed

deadlines but enable information gathering and socializing the results).

2.3 Cyber-Physical Systems

It is a common situation that We interact with many complex objects and

systems in our life in a daily basis. Most of them are controlled by computers,

interacting with the world not only using input devices like a touchscreen,

but also through direct actions performed in the physical world. The title

of this PhD thesis refers to the term Cyber-Physical Systems (CPS) as the

conjunction and the tight coordination between computational and physical

resources. CPS are also present in many other elements, like energy networks,

factories, automated warehouses as well as planes or trains.

CPS are integrations of computation, networking, and physical processes.

Embedded computers and networks monitor and control the physical processes,

with feedback loops where physical processes affect computations and vice-

versa. The most common CPS that we see every day are modern cars, in

which computers control not only the engine, but also the braking, the vehicle

stability, and often support the driver in his tasks.We see clearly how actions

controlled through computers have an impact in the real world.

These complex systems are difficult to build and to manage. If an applica-

tion on your phone crashes the consequences are typically not very bad, but if

the interface between two manufacturing machines breaks down, the produc-
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Figure 2.2: Cyber-Physical Systems Model.

tion of a large manufacturing plant can be stopped. Even worse, in transport

or medical systems, the physical safety of people can be in a risk situation.

There are of course engineering techniques to manage this, but significant

improvements are needed to manage the CPS of tomorrow, which will be even

more sophisticated than today and very important both for our quality of life

and for the competitiveness of European industry. CPS are very complex,

especially when several systems need to be combined. That is the case for

example in an airport, a large factory or a Smart City, where many machines

have to work together to achieve a common goal. In this case, we speak about

“cyber-physical systems of systems”, or CPSoS.

The future CPS will exceed those of today in terms of adaptability, au-

tonomy, efficiency, functionality, reliability, safety, and usability[38]. Those

advances in CPS will transform our world with systems able respond faster,

like ADAS (Advanced Driver Assistance Systems), are more precise like robotic

surgery or manufacturing, work in dangerous or inaccessible environments, pro-

vide larger scale, distributed coordination, are highly efficient, augment human

capabilities, and enhance societal well-being.

These capabilities will be realized by deeply embedding computational intel-

ligence, communication, control, and new mechanisms for sensing, actuation,

and adaptation into physical systems with active and reconfigurable compo-

nents. The ability to interact with, and expand the capabilities of, the physical

world through computation, communication, and control is a key enabler for
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future technology developments. Opportunities and research challenges include

the design and development of next-generation airplanes and space vehicles, hy-

brid gas-electric vehicles, fully autonomous urban driving, and prostheses that

allow brain signals to control physical objects.

Over the years, researchers have advanced in one hand in the development

of systems, tools and methods and in the other hand in new programming

languages, real-time computing techniques, visualization methods, compiler

designs, embedded systems architectures and systems software, and innova-

tive approaches to ensure computer system reliability, cybersecurity, and fault

tolerance. Some of them have also developed a variety of powerful modeling

formalisms and verification tools. CPS research aims to integrate knowledge

and engineering principles across the computational and engineering disciplines

(networking, control, software, human interaction, learning theory, as well as

electrical, mechanical, chemical, biomedical, material science, and other engi-

neering disciplines) to develop new CPS science and supporting technology.

In industrial practice, many engineering systems have been designed by de-

coupling the control system design from the hardware/software implementation

details. After the control system is designed and verified by extensive simula-

tion, ad hoc tuning methods have been used to address modeling uncertainty

and random disturbances. However, the integration of various subsystems,

while keeping the system functional and operational, has been time-consuming

and costly. For example, in the automotive industry, a vehicle control system

relies on system components manufactured by different vendors with their own

software and hardware. A major challenge for original equipment manufac-

turers (OEMs) that provide parts to a supply chain is to hold down costs by

developing components that can be integrated into different vehicles.

However, the existing science and engineering base does not support rou-

tine, efficient, robust, modular design and development of CPS. Standardized

abstractions and architectures are urgently needed to fully support integra-

tion and interoperability and produce similar innovations in cyber- physical

systems[115, 49, 8, 98, 126].
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Figure 2.3: Cyber-Physical Systems Architecture.

2.3.1 Challenges

We bring here some of the new challenges and opportunities for the next CPS

era:

• Biomedical and Healthcare Systems

• Next-Generation Air Transportation Systems (NextGen)

• Smart Grid and Renewable Energy

• Complex Infrastructures: Smart Cities & Data Centers

CPS research is revealing numerous opportunities and challenges in medicine

and biomedical engineering. Healthcare increasingly relies on medical devices

and systems that are networked and need to match the needs of patients with

special circumstances. Hence, those systems will be needed to be dynamically

reconfigured, distributed, and that can interact with patients and custodians

or caretakers in those medical environments.

Another challenging area for CPS research is cognition and neuroscience for

understanding the fundamental principles of human motor functions and ex-

ploiting this understanding in engineered systems. That would be very helpful

for the problem of managing uncertainty.

21



2. State-of-the-Art emotion-based management systems

Therefore, CPS are expected to play a major role in the design and de-

velopment of future engineering systems with new capabilities that far exceed

today’s levels of autonomy, functionality, usability, reliability, and cyber secu-

rity. Advances in CPS research can be accelerated by close collaborations be-

tween academic disciplines in computation, communication, control, and other

engineering and computer science disciplines in conjunction with the industry

players. We would like to ad the psychology and neuroscience to that list.

2.3.2 Ergonomy

One of the factors we take in account is Ergonomics[39]. It is the process of

designing or arranging workplaces, products and systems so that they fit the

people who use them. Most people have heard of ergonomics and think it is

something to do with seating or with the design of car controls and instruments,

and this is true. However, Ergonomics applies also to the design of anything

that involves people: workspaces, sports and leisure, health and safety. It is a

branch of science that aims to learn about human abilities and limitations, and

then apply this learning to improve people’s interaction with products, systems

and environments. Ergonomics aims to improve workspaces and environments

to minimize risk of injury or harm. As technologies change, so does the need

to ensure that the tools we access for work, rest and play are designed for our

body’s requirements.

Why is Ergonomics important?

In the workplace, for instance, looking into Safe Work Australia studies, an

Australian Government statutory agency established in 2009 under the Safe

Work Australia Act of 2008. Their primary responsibility is to improve work

health and safety and workers compensation arrangements across Australia.

According to their studies, the total economic cost of work-related injuries

and illnesses is estimated to be $60 billion dollars. Recent research [56] has

shown that lower back pain is the world’s most common work-related disability,

affecting employees from offices, building sites and in the highest risk category,

agriculture.

Ergonomics aims to create safe, comfortable and productive workspaces by

bringing human abilities and limitations into the design of a workspace, includ-

ing the individual’s body size, strength, skill, speed, sensory abilities (vision,

hearing), and even attitudes. Some other studies point to other environmental

variables as a possible influence in task performance [69, 145]. The influence

of noise in the workplace and how it would be affecting negatively our working

conditions is something to take in account as well [29].

In the greater population, the number of people in Australia aged 75 and
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over is forecast to double over the next 50 years. With this, equipment, services

and systems will need to be designed to accommodate the increasing needs of

the ageing population, applying to public transport, building facilities, and

living spaces.

How does ergonomics work?

Ergonomics is a relatively new branch of science which celebrated its 50th

anniversary in 1999, but relies on research carried out in many other older,

established scientific areas, such as engineering, physiology and psychology.

To achieve best practice design, Ergonomists use the data and techniques

of several disciplines:

• anthropometry: body sizes, shapes; populations and variations

• biomechanics: muscles, levers, forces, strength

• environmental physics: noise, light, heat, cold, radiation, vibration body

systems: hearing, vision, sensations

• applied psychology: skill, learning, errors, differences

• social psychology: groups, communication, learning, behaviors.

In our model, we will consider the effects of ambient temperature or noise in

the workplace, as a possible source of distortion or distraction of the personnel

on job execution performance.

2.4 Ethical Management of Emotion-Aided Systems

We will cover some concerns about the ethics and data privacy in the workplace,

starting with some concepts from the European Data protection Regulation

(GDPR). Other important fact to consider in the area is how can we interact

with the work atmosphere, with the intention of being the less intrusive as

possible while handling emotional factors. Lastly we will mention some issues

or counter effects of the use of AI at the workplace and in the public life.

2.4.1 General Data Protection Regulation (GDPR)

During the period of the research on this dissertation a new data protection

enforcement came up. In May 2016, the European Union adopted a new Regu-

lation (EU) 2016/679 on the protection of personal data. The final Regulation

provides more rights to citizens to be better informed about the use made of

their personal data, and gives clearer responsibilities to people and entities
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using personal data. In the process of publishing our research articles that

contribute to this thesis, some of the reviewers showed us some concerns about

personal data protection and the use inside the work environment. For that

reason we thought it would be convenient to recall some of the key articles of

the European Regulation to position our approach in terms of compliance of

data protection rights.

What is personal data?

Personal data is information about a particular natural person that allows,

or could allow identifying the person. It is important to distinguish between

identifiable data, even if it is key coded, and data that is rendered completely

anonymous, as the Regulation applies to the former, and not the later. It may

be any information relating to an individual, whether it relates to his or her

private, professional or public life. To be covered by the Regulation the data

needs to be collected and used by someone else, a person or a legal entity.

Here we can find some of the articles of the GRPD regulation, we took them in

account for the procedures of the experimentation for matching those principles.

Article 4

Definitions

For the purposes of this Regulation: ‘personal data’ means any information

relating to an identified or identifiable natural person (‘data subject’); an iden-

tifiable natural person is one who can be identified, directly or indirectly, in

particular by reference to an identifier such as a name, an identification num-

ber, location data, an online identifier or to one or more factors specific to the

physical, physiological, genetic, mental, economic, cultural or social identity

of that natural person; ‘processing’ means any operation or set of operations

which is performed on personal data or on sets of personal data, whether or

not by automated means, such as collection, recording, organization, structur-

ing, storage, adaptation or alteration, retrieval, consultation, use, disclosure by

transmission, dissemination or otherwise making available, alignment or combi-

nation, restriction, erasure or destruction; ‘restriction of processing’ means the

marking of stored personal data with the aim of limiting their processing in the

future; ‘profiling’ means any form of automated processing of personal data con-

sisting of the use of personal data to evaluate certain personal aspects relating

to a natural person, in particular to analyze or predict aspects concerning that

natural person’s performance at work, economic situation, health, personal pref-

erences, interests, reliability, behavior, location or movements; ‘pseudonymisa-

tion’ means the processing of personal data in such a manner that the personal

data can no longer be attributed to a specific data subject without the use of

additional information, provided that such additional information is kept sepa-
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rately and is subject to technical and organizational measures to ensure that the

personal data are not attributed to an identified or identifiable natural person;

‘filing system’ means any structured set of personal data which are accessible

according to specific criteria, whether centralized, decentralized or dispersed

on a functional or geographical basis; ‘controller’ means the natural or legal

person, public authority, agency or other body which, alone or jointly with

others, determines the purposes and means of the processing of personal data;

where the purposes and means of such processing are determined by Union or

Member State law, the controller or the specific criteria for its nomination may

be provided for by Union or Member State law; ‘processor’ means a natural or

legal person, public authority, agency or other body which processes personal

data on behalf of the controller; 1‘recipient’ means a natural or legal person,

public authority, agency or another body, to which the personal data are dis-

closed, whether a third party or not. 2However, public authorities which may

receive personal data in the framework of a particular inquiry in accordance

with Union or Member State law shall not be regarded as recipients; the pro-

cessing of those data by those public authorities shall be in compliance with

the applicable data protection rules according to the purposes of the process-

ing; ‘third party’ means a natural or legal person, public authority, agency or

body other than the data subject, controller, processor and persons who, under

the direct authority of the controller or processor, are authorized to process

personal data;

‘consent’ of the data subject means any freely given, specific, informed and

unambiguous indication of the data subject’s wishes by which he or she, by a

statement or by a clear affirmative action, signifies agreement to the process-

ing of personal data relating to him or her; ‘personal data breach’ means a

breach of security leading to the accidental or unlawful destruction, loss, al-

teration, unauthorized disclosure of, or access to, personal data transmitted,

stored or otherwise processed; ‘genetic data’ means personal data relating to

the inherited or acquired genetic characteristics of a natural person which give

unique information about the physiology or the health of that natural person

and which result, in particular, from an analysis of a biological sample from the

natural person in question;

‘biometric data’ means personal data resulting from specific technical pro-

cessing relating to the physical, physiological or behavioral characteristics of a

natural person, which allow or confirm the unique identification of that natural

person, such as facial images or dactyloscopic data;

‘data concerning health’ means personal data related to the physical or

mental health of a natural person, including the provision of health care services,

which reveal information about his or her health status;
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Article 6

Lawfulness of processing

1.-Processing shall be lawful only if and to the extent that at least one

of the following applies: the data subject has given consent to the processing

of his or her personal data for one or more specific purposes; processing is

necessary for the performance of a contract to which the data subject is party

or in order to take steps at the request of the data subject prior to entering

into a contract; processing is necessary for compliance with a legal obligation

to which the controller is subject; processing is necessary in order to protect

the vital interests of the data subject or of another natural person; processing

is necessary for the performance of a task carried out in the public interest or in

the exercise of official authority vested in the controller; processing is necessary

for the purposes of the legitimate interests pursued by the controller or by

a third party, except where such interests are overridden by the interests or

fundamental rights and freedoms of the data subject which require protection

of personal data, in particular where the data subject is a child.

2.- Point (f) of the first subparagraph shall not apply to processing carried

out by public authorities in the performance of their tasks.

Member States may maintain or introduce more specific provisions to adapt

the application of the rules of this Regulation with regard to processing for

compliance with points (c) and (e) of paragraph 1 by determining more pre-

cisely specific requirements for the processing and other measures to ensure

lawful and fair processing including for other specific processing situations as

provided for in Chapter IX. 1 The basis for the processing referred to in point

(c) and (e) of paragraph 1 shall be laid down by: Union law; or Member State

law to which the controller is subject. 2 The purpose of the processing shall

be determined in that legal basis or, as regards the processing referred to in

point (e) of paragraph 1, shall be necessary for the performance of a task car-

ried out in the public interest or in the exercise of official authority vested in

the controller. 3 That legal basis may contain specific provisions to adapt the

application of rules of this Regulation, inter alia: the general conditions govern-

ing the lawfulness of processing by the controller; the types of data which are

subject to the processing; the data subjects concerned; the entities to, and the

purposes for which, the personal data may be disclosed; the purpose limitation;

storage periods; and processing operations and processing procedures, includ-

ing measures to ensure lawful and fair processing such as those for other specific

processing situations as provided for in Chapter IX. 4 The Union or the Mem-

ber State law shall meet an objective of public interest and be proportionate

to the legitimate aim pursued.

Where the processing for a purpose other than that for which the personal
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data have been collected is not based on the data subject’s consent or on a

Union or Member State law which constitutes a necessary and proportionate

measure in a democratic society to safeguard the objectives referred to in Ar-

ticle 23(1), the controller shall, in order to ascertain whether processing for

another purpose is compatible with the purpose for which the personal data

are initially collected, take into account, inter alia: any link between the pur-

poses for which the personal data have been collected and the purposes of the

intended further processing; the context in which the personal data have been

collected, in particular regarding the relationship between data subjects and

the controller; the nature of the personal data, in particular whether special

categories of personal data are processed, pursuant to Article 9, or whether

personal data related to criminal convictions and offences are processed, pur-

suant to Article 10; the possible consequences of the intended further processing

for data subjects; the existence of appropriate safeguards, which may include

encryption or pseudonymisation.

Art. 22

Automated individual decision-making, including profiling.

The data subject shall have the right not to be subject to a decision based

solely on automated processing, including profiling, which produces legal effects

concerning him or her or similarly significantly affects him or her. Paragraph

1 shall not apply if the decision: is necessary for entering into, or performance

of, a contract between the data subject and a data controller; is authorised

by Union or Member State law to which the controller is subject and which

also lays down suitable measures to safeguard the data subject’s rights and

freedoms and legitimate interests; or is based on the data subject’s explicit

consent. In the cases referred to in points (a) and (c) of paragraph 2, the data

controller shall implement suitable measures to safeguard the data subject’s

rights and freedoms and legitimate interests, at least the right to obtain human

intervention on the part of the controller, to express his or her point of view and

to contest the decision. Decisions referred to in paragraph 2 shall not be based

on special categories of personal data referred to in Article 9(1), unless point

(a) or (g) of Article 9(2) applies and suitable measures to safeguard the data

subject’s rights and freedoms and legitimate interests are in place. Suitable

Recitals

Article 89

Safeguards and derogations relating to processing for archiving

purposes in the public interest, scientific or historical research pur-
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poses or statistical purposes

1 Processing for archiving purposes in the public interest, scientific or his-

torical research purposes or statistical purposes, shall be subject to appropriate

safeguards, in accordance with this Regulation, for the rights and freedoms of

the data subject.

2 Those safeguards shall ensure that technical and organizational measures

are in place in particular in order to ensure respect for the principle of data

minimization.

3 Those measures may include pseudonymisation provided that those pur-

poses can be fulfilled in that manner.

4 Where those purposes can be fulfilled by further processing which does not

permit or no longer permits the identification of data subjects, those purposes

shall be fulfilled in that manner. Where personal data are processed for scientific

or historical research purposes or statistical purposes, Union or Member State

law may provide for derogations from the rights referred to in Articles 15, 16,

18 and 21 subject to the conditions and safeguards referred to in paragraph

1 of this Article in so far as such rights are likely to render impossible or

seriously impair the achievement of the specific purposes, and such derogations

are necessary for the fulfillment of those purposes. Where personal data are

processed for archiving purposes in the public interest, Union or Member State

law may provide for derogations from the rights referred to in Articles 15, 16, 18,

19, 20 and 21 subject to the conditions and safeguards referred to in paragraph

1 of this Article in so far as such rights are likely to render impossible or

seriously impair the achievement of the specific purposes, and such derogations

are necessary for the fulfillment of those purposes. Where processing referred to

in paragraphs 2 and 3 serves at the same time another purpose, the derogations

shall apply only to processing for the purposes referred to in those paragraphs.

2.4.2 Work Atmosphere

An unfavorable or deteriorated work atmosphere is not only difficult for em-

ployees, it also damages the corporate image, diminish employee performance

and decreases the company profits. We consider how autonomous are the em-

ployees, how they communicate and behave with their line of command, and

what are the consequences of a negative work atmosphere if we don’t address

it [148].

Our work environment impacts your mood, drive and performance. If em-

ployees work in a depressing office setting with unfriendly workers, they likely

will not feel motivated or confident to speak up. Creating a productive work

environment is critical to the overall success of your company.
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Some aspects that may affect as well are the team members themselves, how

comfortable is the office, the lighting or the communication between the col-

leagues.When is not possible to incorporate natural lighting through windows,

there are other options, like Blue-enriched light bulbs may reduce fatigue and

increase happiness and work performance [134]. We should use this type of

lighting in brainstorming rooms. In meeting or break rooms, use warmer tones

to promote calmness and relaxation. In conference rooms, use middle tones

that welcome workers while keeping them alert.

These aspects are more related to ergonomy, but motivation is something

we need at work. Employees are motivated and feel valued when they are given

positive reinforcement and shown how their work contributes to the success

of the business. This means offering employees specific feedback on how their

work is feeding into the broader business objectives. But employees shouldn’t

be the only ones being evaluated. Managers should be open to feedback as well.

When you involve your staff in decision making in an effort to create a better

work environment, they feel valued.

Low morale can “quickly build or break a company’s success,” says Marcus

Erb of Great Place to Work Institute [20]. Morale refers to overall employee

satisfaction, including how employees feel about their job duties and about their

relationships with colleagues and superiors. A work atmosphere filled with

negativity can create a breakdown in trust and communication and inhibit

the ability of employees to work together. In a workplace with low morale,

employees are also less likely to take initiative or share their ideas, depriving

the company of a potential source of innovation.

Job performance naturally drops when employees feel disengaged or unap-

preciated. Absenteeism and tardiness rates go up, and employees may stop

giving their best because they believe it doesn’t matter how hard they work.

Angelo Kinicki of Arizona State University’s W.P. Carey School of Business says

workers lose motivation when they feel a lack of control or input in decision-

making or feel they don’t receive enough recognition or reinforcement. In a

tense or oppressive work environment, employees may make more mistakes

simply because they find it difficult to focus in an unfriendly atmosphere.

Even in a tight job market, unhappy employees will leave the organization

as soon as they can, even if it sometimes means taking a lower-paying or lower-

status job. It’s often the highest-performing employees who leave first because

they have more opportunities and recognize they’re not getting the treatment

they deserve. Research conducted by management consulting firm Gallup in

2013 shows 63 percent of Worldwide workers [46] were not engaged in their jobs,

with highly educated employees among the most likely to be dissatisfied. As a

result, the organization is left with the least qualified employees and may have

difficulty attracting more workers because they could be uneasy about working

in such an unstable environment. High turnover also can cut into the company
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profitability due to the cost of continually training new employees.

The effects of a negative work environment eventually trickle down to the

customer or client. In highly dysfunctional workplaces, the tension is difficult

to hide, and customers quickly pick up on the fact that the employees do not

like dealing with each other or that they don’t want to be at that job. This

can make customers uncomfortable; if they have the choice, they may switch to

a business where employees seem happy to be there. Unhappy employees also

may provide worse customer service because they are not motivated to do their

best work and may feel disengaged from their job and job duties or because

they’re unconsciously taking out their frustrations on customers rather than on

their co-workers.

Acording to the OECD Employment Outlook [100] the future of work is in

our hands and will largely depend on the policy decisions countries make. It

will be the nature of such policies, our ability to harness the potential of the

unprecedented digital and technological change while coping with the challenges

it poses, which will determine whether we succeed or fail. In some policy areas,

however, changes at the margin will not be sufficient and an overhaul of current

policies might be necessary.

In a recent study, in July 2019, by McKinsey Global Institute, about the Fu-

ture of Work in America[62], it appear that the US labor market looks markedly

different today than it did two decades ago. It has been reshaped by dramatic

events like the Great Recession but also by a quieter ongoing evolution in the

mix and location of jobs. In the decade ahead, the next wave of technology may

accelerate the pace of change. Millions of jobs could be phased out even as new

ones are created. More broadly, the day-to-day nature of work could change for

nearly everyone as intelligent machines become fixtures in the American work-

place. In the midpoint case, our modeling shows some jobs being phased out

but sufficient numbers being added at the same time to produce net positive

job growth for the United States as a whole through 2030.

The study analyzed more than 3,000 US counties and 315 cities finds and

found that they are on sharply different paths. Twenty-five megacities and

high-growth hubs, plus their peripheries, have generated the majority of job

growth since the Great Recession. By contrast, 54 trailing cities and roughly

2,000 rural counties that are home to one-quarter of the US population have

older and shrinking workforces, higher unemployment, and lower educational

attainment. Automation technologies may widen these disparities at a time

when workforce mobility is at historic lows. The labor market could become

even more polarized. Workers with a high school degree or less are four times

as likely as those with a bachelor’s degree to be displaced by automation. Re-

flecting more limited access to education, Hispanic workers are most at risk of

displacement, followed by African Americans. Jobs held by nearly 15 million

workers ages 18–34 may be automated, so young people will need new career
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paths to gain an initial foothold in the working world. Roughly 11.5 million

workers over age 50 could also be displaced and face the challenge of making

late-career moves.

The future of work is not just about how many jobs could be lost and

gained. Technology is altering the day-to-day mix of activities associated with

more and more jobs over time. The occupational mix of the economy is chang-

ing, and the demand for skills is changing along with it. Employers will need

to manage large-scale workforce transformations that could involve redefining

business processes and workforce needs, retraining and moving some people

into new roles, and creating programs for continuous learning. This could be

an opportunity to upgrade jobs and make them more rewarding.

2.4.3 Other ethical issues on the usage of AI

We understand Artificial intelligence (AI), as the ability of a digital computer

or computer-controlled robot to perform tasks commonly associated with in-

telligent beings. The term is frequently applied to the project of developing

systems endowed with the intellectual processes characteristic of humans, such

as the ability to reason, discover meaning, generalize, or learn from past expe-

rience. This discipline was really initiated in the 1940s, since the development

of the digital computer.

Computers can be programmed to execute very complex tasks, for instance,

discovering proofs for mathematical theorems or playing chess with great profi-

ciency. Despite continuing advances in computer processing speed and memory

capacity, there are as yet no programs that can match human flexibility over

wider domains or in tasks requiring much everyday knowledge. On the other

hand, some programs have attained the performance levels of human experts

and professionals in performing certain specific tasks, so that artificial intelli-

gence in this limited sense is found in applications as diverse as medical diag-

nosis, computer search engines, and voice or handwriting recognition. Artificial

Intelligence applications are already improving many aspects of our daily life.

Whether discussing smart assistants like Siri or Alexa, used for enhance op-

erations like customer service using big data capabilities, Artificial Intelligence

is something yet present in our lives. The reader can find the latest compari-

son between the best Smart Assistants [95] were they recently asked the leading

digital assistants, Google Assistant, Siri, and Alexa, 800 questions each. Google

Assistant was able to correctly answer 93% of them vs. Siri at 83% and Alexa

at 80%. Each platform saw improvements across the board vs. one year ago.

In July of 2018, Google Assistant correctly answered 86% vs. Siri at 79% and

Alexa at 61%. According to statistics from Adobe, only 15% of the enterprises

are using AI as of today, but 31% are expected to add it over the coming 12

months, and the share of jobs requiring AI has increased by 450 percent since
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2013.

Leveraging clues from their environment, artificially intelligent systems are

programmed by humans to solve problems, assess risks, make predictions and

take actions based on input data. This is the main goal orf our research line.

The use of video emotion or facial recognition technologies

The latest facial recognition applications can detect faces in a crowd with amaz-

ing accuracy. As such, applications for criminal identification and for determin-

ing the identity of missing people are growing in popularity. But these solutions

also invoke a lot of criticism regarding legality and ethics. People should not

have to worry that law enforcement officials are going to improperly investigate

or arrest them because a poorly designed computer system misidentified them.

Unfortunately this is becoming a reality and the consequences for inaccurate

facial recognition surveillance could turn deadly.

According to a 2017 blog post, Amazon’s facial recognition system, Rekog-

nition[129], uses a confidence threshold set to 85% and upped that recom-

mendation to a 99% confidence threshold not long after, but studies from the

ACLU[133] and MIT[131] revealed that Rekognition had significantly higher

error rates in determining demographic traits of certain members of the popu-

lation than the pretended by Amazon.

Beside accuracy, the other significant issue facing the technology is the pos-

sible abuse of its implementation, the building of new “big brothers”. In order

to address privacy concerns, the U.S. Senate is reviewing the Commercial Fa-

cial Recognition Privacy Act[16], which seeks to implement legal changes that

require companies to inform users before facial recognition data is acquired.

This is in addition to the Biometric Information Privacy Act of Illinois, which

is not specifically targeted at facial recognition but requires organizations to

obtain consent to acquire biometric information, and that consent cannot be

by default, it has to be given as a result of affirmative action. As San Francisco

works to ban use of the technology by local law enforcement[15], the divisive

debate over the use — or potential misuse — of facial recognition rages on.

The public needs to consider whether the use of facial recognition is about

safety, surveillance and convenience or if it’s simply a way for advertisers or the

government to track us.

The future of personalized marketing and advertising is already here. AI

can be combined with previous purchase behavior to tailor experiences for con-

sumers and allow them to find what they are looking for, even faster. The

problem is that AI systems are created by humans, who can be biased and

judgmental. By displaying profiling information and preferences that a buyer

would prefer to keep secret, this application of AI technology could provoke

surrounding privacy invasion feelings, and therefore, rejection. Additionally,
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this solution would require storing an incredible amount of data, which may

not be feasible or ethically suitable. Not to mention, that the compliance with

Data Protection Regulation has many pitfalls and ultimately the right to desist

of an existing given consent at any moment.

Consider the notion that companies may be misleading you into giving away

rights to your data. The impact is these organizations can now detect and

target the most depressed, lonely or outraged people in society. Unfortunately,

not only are businesses gathering these huge amounts of information, many are

being racially, economically and socially selective with the data being collected.

And by allowing discriminatory ads to slip through the net, companies are

opening a Pandora’s box of ethical issues. The solution to this matter will not

be easy and will be different in any case. We have a really long way to go to

match ethical principles with technology progress.

The following section of this Ph.D thesis introduces our research about the

existing state-of-the-art patents on emotion aware applications in the industry

2.5 Industrial use patents on Emotion-aware systems

Looking for the existing offering from the market on tools or systems capable to

offer the functionalities we need, we found that some important companies has

been working in tackling our problem from their vision of the business. After

reviewing more that 100 possible matches, this is the list of the more relevant

findings about it:

Systems and methods for recognizing and analyzing emotional states of a

vehicle operator by HONEYWELL [142]

Abstract: A system is disclosed for reducing the likelihood of vehicle accidents,

particularly accidents involving large commercial vehicles, such as an aircraft.

The system includes one or more wearable electronic devices worn by a vehicle

operator, such as a pilot. Physiological emotional data is measured by the

wearable device(s) and transmitted to a computing cloud or other computing

device for analysis and comparison with a predictive model for indicating the

emotional state of the operator. When an unsafe emotional state is detected,

an alarm notification is generated and transmitted to an appropriate group of

users for resolution.
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Computer mouse system and associates, computer medium and computer-

implemented methods for monitoring and improving health and produc-

tivity of employees by ARAMCO[3]

Abstract: Embodiments of computer implemented systems, means, and meth-

ods are provided to detect the health characteristics of a user using a computer

mouse that includes a temperature sensor, a blood condition sensor and a blood

pressure sensor. It is described a method for sensing health characteristics of a

user using a computer mouse including receiving, from the temperature sensor,

temperature data corresponding to the body temperature of the user, receiv-

ing, from the blood condition sensor, blood condition data corresponding to

a sensed blood saturation level of the user, receiving, from the blood pressure

sensor, blood pressure data corresponding to a sensed blood pressure of the

user, and transmitting, to the computer workstation, health data correspond-

ing to the temperature data, the blood condition data, and the blood pressure

data for use in determining the body temperature, the blood saturation level,

and the blood pressure of the user.

Emotion recognition for workforce analytics by LOOKSERY INC[4]

Abstract: Videoconferencing methods and systems include generating job qual-

ity metrics based on recognizing an individual’s emotion, such as a call center

agent. Work quality metrics allow for workforce optimization. One example

method includes the steps to receive a video which includes a sequence of im-

ages, detect an individual in one or more of the images, locate feature reference

points of the individual, align a virtual face mesh to the individual in one or

more of the images based, at least, in part on the feature reference points, dy-

namically determine over the sequence of images at least one deformation of

the virtual face mesh, determining that at least one deformation refers to at

least one facial emotion selected from a plurality of reference facial emotions,

and generate quality metrics including at least one work quality parameter

associated with the individual based on the at least one facial emotion.

Production management apparatus, method and program by OMRON

TATEISI ELECTRONICS CO [JP][1]

Abstract: It is provided a line manufacturing control apparatus, method, and

computer program for controlling at least a part of a manufacturing line. The

apparatus comprises an activity obtaining unit configured to obtain informa-

tion indicating an activity of a worker during execution of an operation, by the

worker, in the manufacturing line; a first estimation unit configured to esti-

mate emotion and cognition of the worker using first learning data; a second

estimation unit configured to estimate performance of the worker using second
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learning data; and a controller configured to control a functioning of the at

least a part of the manufacturing line based on an estimation result of perfor-

mance of the worker in the operation obtained by the second estimation unit.

Apparatuses, methods and programs are also disclosed for providing driving

assistance and health care support. The state of a worker is constantly de-

termined accurately and objectively, and an accurate worker performance is

estimated and thus obtained. Vital sign measurement data and motion mea-

surement data obtained from workers WK1, WK2, and WK3 during operation

are used as primary indicators. The primary indicators and learning data gen-

erated separately are used to estimate the emotion and the cognition of each

worker. The estimated emotion and cognition are used as secondary indicators.

The secondary indicators and relational expressions generated separately are

used to estimate the productivity of each worker. The estimated performance

can be used to control a manufacturing line.

Emotion estimation apparatus method and program by OMRON TATEISI

ELECTRONICS CO [JP][2]

Abstract: Apparatus and methods for assisted driving, wherein the method

comprises steps for: storing (S1110) information indicating an emotion of a sub-

ject, and information indicating an activity of the subject; generating (S1113)

learning data representing a relationship between the stored information indi-

cating the emotion of the subject, and the stored information indicating the

activity of the subject and storing learning data into a memory; estimating

(S1123), after the learning data is generated, a current emotion of the subject

based on information indicating a current activity of the subject obtained by

an obtaining unit, and the learning data stored in the memory; and providing

(S1190) driving assistance of the vehicle based on the estimated current emo-

tion. Similarly, manufacturing line control and health care support apparatus

are provided, wherein the apparatuses provide for manufacturing line control

and healthcare support on the basis of the estimated emotion. Also, it is pro-

vided a simple and widely applicable emotion estimation apparatus capable of

estimating a subject’s emotions without any component for monitoring external

events. In a learning mode, the apparatus generates regression equations for

estimating emotional changes in arousal and in valence by multiple regression

analysis with supervisory data, which is information indicating the subject’s

emotion input through an emotion input device, and variables being feature

quantities obtained concurrently by a measurement device from measurement

data items, or heart electrical activity (H), skin potential activity (G), eye

movement (EM), motion (BM), and an activity amount (Ex) of the subject.

The apparatus estimates the emotional changes of the subject using the regres-

sion equations, and changes in the feature quantities of the measurement data

items, or the heart electrical activity (H), the skin potential activity (G), the
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eye movement (EM), the motion (BM), and the activity amount (Ex) of the

subject measured by the measurement device.

EMOTIONALLY INTELLIGENT SYSTEMS by MICROSOFT CORP

[US][89]

Abstract: A digital personal assistant is described. This assistant determines

a mental or emotional state of a user based on one or more signals and, based

on the determined mental or emotional state, provides the user with feedback

concerning an item of content generated thereby or an activity to be conducted

thereby. An API is described that can be used by diverse applications and/or

services to communicate with the digital personal assistant for the purpose of

obtaining information about the current mental or emotional state of the user.

Content tagging logic is described that identifies one or more items of content

generated or interacted with by the user and stores metadata in association with

the identified item(s) of content. The metadata includes information indicative

of the current mental or emotional state of the user during the time period

when the user generate or interact with the content.

Figure 2.4: Monitoring and KPIs is the predominant in industrial patents.

All the patents are included in the Monitoring and KPIs box of the model

and they manage the use of devices for the measurement of physiological or

movement data. Some of them have algorithms, generally regressions, to predict

the state of the subject. Apparently there is no optimization or loop back. That

doesn’t necessarily mean it doesn’t exist. But is not present in the model at

this stage or is hidden under other intellectual property protections. Only one
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side or dimension of the system is considered when evaluating the emotional

state of the user in these patents. We may choose between physiological data

like in may of them or image being this one in the case of Emotion Recognition

for Workforce Analytics by Looksery Inc patent physiological data or, , image

data. It is spread the use of of emotions from the 4 points of view that we

take into account in our research: biometrics plus multi-modal analysis: verbal

(emotional prosody), visual (video/image) and text data (Natural Language

Processing). We noticed that in all of them the relationship between the subject

(person) and the system is unclear in terms of awareness. We expect the system

to be aware of the mood of the personnel and the opposite (the workforce

knowing the workload or other CPS KPIs). In that situation we cant trigger

any action based on the emotional status, because is an incomplete awareness

situation. About the visualization, we didn’t find a system visualization or a

system control application. Some of them just trigger an alert when a threshold

is exceeded. Just one of them is able to monitor the emotional assistant using

an API that communicates with the personal assistant (Emotionally Intelligent

System by Microsoft[89]), but it simply obtains isolated information about the

emotional state of the user.

As we can see, the industrial patents are focused on the monitoring part

of our Emotion-Aware CPS, that means collecting the data of the biometric

variables. We can see the module highlighted in figure 2.4. In some cases, is

aimed for health monitoring, for assisted-driving systems and in some others for

having feedback of the possible interest, for instance, on the call center agents

solution[4].

The work developed in this thesis intends to go beyond the monitoring of

the KPIs and predict possible behaviors that may harm the team and CPS

productivity.
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CHAPTER3
Modeling of an Emotion-aware

Cyber-Physical Systems

Modeling our system according the our general view requires to develop a set

of experiments, to analyze our different contributions and compare them to the

existing state-of-the-art technologies.

We started from, what we called, the Monitoring and KPIs module, high-

lighted in figure 3.1 with the letter A, where we define the variables we are

going to monitor, like biometrics, ergonomic, audiovisual and performance.

Processing information in this module requires to be able to define and analyze

different sources of multimodal information. We are receiving emotional infor-

mation from biometrics, verbal (emotional prosody), visual (video/image) and

text data (Natural Language Processing).

Figure 3.1: Affective computing in the Monitoring and KPIs module.
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We analyzed the text information, as a possible source of emotional infor-

mation using Sentiment Analysis. Also called Opinion Mining, is currently

becoming one of the most studied research fields. It is used to analyze emo-

tions, opinions or sentiments, normally related to a specific application, topic

or service. We may use some procedures and tools from previous research and

developments. Some of them are becoming big platforms proceeding from big

vendors from the market. This market is spinning around Artificial Intelligence

nowadays, and the use of unassisted learning systems in different tasks, involv-

ing both machines and humans, is transforming the way of doing or delivering

business between big and small players. Small companies with these abilities,

will be able to have room for growing and improvement, living together with

the big fishes of the Tech market. This would become a disruptive advan-

tage to compete and to cooperate. The use of Affective Computing applied to

solve these problems will affect positively in the success of the decision-making

optimization.

3.1 Sentiment Analysis Research Matrix

As affective computing is becoming a broadly studied matter that enables Com-

plex Infrastructures to interpret human emotions, applied to text, the opinion

mining tries to discover the human emotions extracted from one or more sen-

tences. This is not an easy task, especially if you want to be able to dif-

ference between human expressions and colloquial language. In this context,

text sentiment analysis and emotion recognition play a significant role. Sen-

timent analysis could be defined as a type of data mining that measures the

inclination of people’s opinions through natural language processing (NLP),

computational linguistics and text analysis. Tools that are used to extract and

analyze subjective information from a specific topic. Sentiment analysis give

us the information not only of the sentiments or reactions of a person toward

certain products, but also people or ideas, revealing the contextual polarity of

the information. This polarity can be positive, negative or neutral, depending

on the main sentiment which is present in the text.

As mentioned in the introduction, the main idea of this study is to mon-

itor everything is happening in a Data Center. This requires awareness from

the emotional state of both machines (i.e., expressed by their logs) and staff.

Monitoring staff requires to understand their behavior, mood, stress or tired-

ness, etc. At the same time we must be aware of the telemetry of the system,

services, status, and so on, being able to predict a failure before it occurs. In

this section, we will focus in all the products that allowed us to process text

information and the classification we made according the different features they

have.

They are represented in the Table 3.1, where we show a categorization of
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several available products based on different aspects or characteristics, which

are described below. Each one will correspond to a column of the Table.

3.1.1 Application/Usability

The first classification that is made is about the application or usability of

the product, this is, the main purpose of the product. They have been dis-

tinguished two different applications: Polarity Detection (Sentiment Analysis)

and Emotion Recognition.

• PD: Polarity Detection. As it has been already said, the goal of sentiment

analysis is discovering the polarity of the text. All the products described

in Table 3.1 have the ability of predicting the sentiment (or polarity) of a

writing.

• ER: Emotion Recognition. In this case, it has been indicated if the prod-

uct, besides being useful for sentiment analysis, can be used for identifying

a set of emotion levels, such us angry, happiness, disappointment or joy.

3.1.2 Type of Products/Services

In this column, it will be indicated the typology of products. We have dis-

tinguished between APIs, web services, software libraries or packages, software

programs and distributions. Below, it is defined every type of product.

• API. In computer programming, an Application Programming Interface

(API) is a set of subroutine definitions, protocols, and tools for building

application software. In general terms, it is a set of clearly defined methods

of communication between various software components. The separation

of the API from its implementation can allow programs written in one

language to use a library written in another.

• Web Service. A web service is a service offered by an electronic device to

another electronic device, communicating with each other via the World

Wide Web. In a Web service, Web technology such as HTTP, originally

designed for human-to-machine communication, is utilized for machine-to-

machine communication, more specifically for transferring machine read-

able file formats such as XML and JSON. So, a web service can be de-

scribed as a technology that uses a set of protocols and standards that

serve to exchange data between applications.

The terms “module”, “package” and “library” are defined differently by di-

verse programming languages. As we are mainly going to use Python modules,

packages and libraries, these three terms are described in context of Python.
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• Module. Simply put, a module is a .py file that defines one or more

function/classes which are intended to be reused in different codes of your

program.

• Library. When used in Python, a library is used loosely to describe a

collection of the core modules. The term “standard library” in Python

language refers to the collection of exact syntax, token and semantics of

the Python language which comes bundled with the core Python distribu-

tion. “Additional libraries” refer to those optional components that are

commonly included in Python distributions.

• Package. A Python package refers to a directory of Python module(s).

This feature comes in handy for organizing modules of one type at one

place.

• Software Distribution. A distribution, or distro, is a collection of soft-

ware components built, assembled and configured so that it can be used

essentially ”as is” for its intended purpose.

• Software. A software or computing program is a collection of instructions

that performs a specific task when executed by a computer. This is, a

set of instructions, modules or procedures, that allow for a certain type

of computer operation.

3.1.3 Languages

The fifth column of Table 3.1 expresses the languages supported for the products

in polarity detection. If they have also the option of recognize emotions and

the languages supported for this last one, are different, they are specified in the

own column of Emotion Recognition.

3.1.4 Functionality

In this section, corresponding to the sixth column of the Table 3.1, is described

for what these products can be used for. We have distinguished two different

cases: ready-to-use products and modelling tools. The difference between them

is explained below.

• Ready-to-use products. These products are defined as those ones which

are already made. Their models have been trained and are ready to be

used.

• Modelling tools. They are products that need to be trained. It is necessary

build their own models and train it with a huge amount of data before

can be used.
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3.1.5 Free Services and Availability

Table 3.1 has been thought as a complete review of products for sentiment

analysis with good accessibility. This is, products that can be used with a free

plan and have an easy usage.

For this reason, the penultimate and last column of Table 3.1 include the

available free use for each product and the links where it is possible to access

or get them.

Below, it is presented Table 3.1.

Table 3.1: Review of products for sentiment analysis.

Name Polarity

Detec-

tion

Emotion

Recog-

nition

Type of

Product

Languages Functionality Free

Services

Availability

Watson

Natural

Language

Under-

standing

X X (only

in

English)

API Arabic,

English,

French,

German,

Italian,

Portuguese,

Russian,

Spanish

Ready-to-use/

Modelling

Tool (with

Watson

Knowledge

Studio)

1,000

request-

s/day

[27]

Lymbix X X API English Ready-to-use 3,000

requests

[81]

Opendover X API English Ready-to-use 1 month [102]

Repustate X API Arabic,

Chinese,

Dutch,

French,

German,

Hebrew,

Italian, Polish,

Portuguese,

Russian,

Spanish,

Turkish, Thai,

Vietnamese,

English

Ready-to-use Free Trial [118]

Sentiment

Analyzer

X Web

Service

English,

German,

French

Ready-to-use Unlimited [11]

Google

Cloud

Natural

Language

X API English,

Spanish,

Japanese

Ready-to-use 5,000

request-

s/month

[25]

Uclassifier X API English,

French,

Spanish,

Swedish

Ready-to-use 500

request-

s/day

[140]

Stride X API English,

German,

French

Ready-to-use Free Trial [135]

Microsoft

Azure

X API English,

Spanish,

French,

Portuguese

Ready-to-use 5,000

request-

s/month

[14]
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Name Polarity

Detec-

tion

Emotion

Recog-

nition

Type of

Product

Languages Functionality Free

Services

Availability

Monkey

Learn

X API English,

Spanish,

Portuguese,

French,

Italian,

German,

Dutch,

Russian

Ready-to-use/

Modelling

Tool (for text

classifiers)

50,000

request-

s/month

[91]

Receptivity

LIWC

X X API English Ready-to-use Free trial

for 1

month

[79]

Datumbox X API English Ready-to-use 1,000

request-

s/day

[35]

Twin

Word

X API English Ready-to-use 500

request-

s/month

[149]

Meaning

Cloud

X API English,

Spanish,

French,

Italian,

Portuguese,

Catalan

Ready-to-use/

Modelling

Tool (with

polarity of

entries and

multiwords)

40,000

request-

s/month

[26]

Sentiment140 X API English,

Spanish

Ready-to-use Free non-

commercial

use

(limited

to 1 qps)

[128]

Rosette X API English,

Spanish,

Japanese

Ready-to-use 10,000

request-

s/month

(up to

1,000 per

day)

[10]

Intellexer X API English Ready-to-use Free Trial

for

personal

use with

5,000

requests

[64]

Semantria X API Arabic,

Chinese,

Danish,

Dutch,

English,

French,

German,

Hebrew,

Italian,

Japanese,

Korean,

Malay,

Norwegian,

Polish,

Portuguese,

Russian,

Spanish,

Swedish,

Turkish

Ready-to-use Free Trial [76]
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Name Polarity

Detec-

tion

Emotion

Recog-

nition

Type of

Product

Languages Functionality Free

Services

Availability

Skyttle X API English,

French,

German,

Russian

Ready-to-use 500

request-

s/day

[132]

Data

Science

Toolkit

X API English Ready-to-use Unlimited [137]

Sentiment

vivekn.

X API English Ready-to-use Unlimited [97]

Pattern.en X Package

(Python)

English Ready-to-use

/ Modelling

Tool

Unlimited [97]

SenticNet X Web

Service

English Ready-to-use Free

demo

[127]

Vader

[59]

X Module

(Python)

English Ready-to-use Unlimited [60]

TextBlob X Library

(Python)

English Ready-to-use

/ Modelling

Tool

Unlimited [136]

NLTK X Package

(Python)

Danish,

Dutch,

English,

Finnish,

French,

German,

Hungarian,

Italian,

Norwegian,

Portuguese,

Russian,

Spanish,

Swedish,

Turkish, etc.

Modelling

Tool

Unlimited [99]

GraphLab

SFrame

X Package

(Python)

English Ready-to-use

/ Modelling

Tool

Unlimited

for 1 year

(with

academic

licence)

[139]

LibShortText X Package

(Python)

English Modelling

Tool

Unlimited [151]

RText

Tools (R)

X Package

(R)

English Modelling

Tool

Unlimited [120]

Sentiment

(R)

X X Package

(R)

English Ready-to-use Unlimited [144]

Stanford

Core

NLP

X Software

Distribu-

tion

(Java,

Python,

R, etc.)

Arabic,

Chinese,

English,

English

(KBP),

French,

German,

Spanish

Ready-to-use

(only in

English)/

Modelling

Tool

Unlimited [30]

Apache

Open

NLP

X Library

(Java)

English Modelling

Tool

Unlimited [103]

Apache

Mahout

X Software

Distribu-

tion

English Modelling

Tool

Unlimited [83]

Apache

UIMA

X Software

Distribu-

tion

English Modelling

Tool

Unlimited [141]

45



3. Modeling of an Emotion-aware Cyber-Physical Systems

Name Polarity

Detec-

tion

Emotion

Recog-

nition

Type of

Product

Languages Functionality Free

Services

Availability

LingPipe X Package

(Java)

English Ready-to-use/

Modelling

Tool

Unlimited [77]

Gate X Software English Modelling

Tool

Unlimited [47]

RapidMiner X Software English Ready-to-use

(with

AYLIEN)/

Modelling

Tool

Unlimited

(with

academic

licence)

[116]

Weka X Software English Modelling

Tool

Unlimited [146]

3.1.6 Analysis of Products

This section summarizes the main features of the products with Sentiment

Analysis functionalities presented in Table 3.1.

We are going to introduce them one by one.

Watson Natural Language Understanding

Natural Language Understanding is an API of the Watson platform of IBM.

They define it as natural language processing for advanced text analysis, ca-

pable to analyze text to extract meta-data from content (such as concepts,

entities, keywords, categories, sentiments, emotions, relations, semantic roles,

using natural language understanding) using Recurrent Neural Networks. [27]

It measures the polarity in two levels: positive or negative, and five cate-

gories of emotions: joy, anger, disgust, sadness and fear.

Bluemix is IBM’s cloud platform where the Watson services can be accessed,

including Natural Language Understanding, which is the free plan for this API

that includes the analysis of up to 1,000 items per day.

Lymbix

The Lymbix Sentiment API is the core of Lymbix sentiment technology

that is exposed for developers to determine the variations of emotions that are

present in any piece of text. This company is focused on the analysis of social

media through Natural Language Processing and adaptive learning. [81].

It classifies the sentiment into three categories: positive, negative and neu-

tral, and group the content into various categories of emotions:

• On the one hand, positive emotions:
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– affection/friendship

– enjoyment/joy

– fun/excitement

– gratitude

• On the other hand, negative emotions:

– sadness/pain

– fear/restlessness

– humiliation/shame

– anger/aversion.

Both concepts, sentiments and emotions, are not only classified but also

measured in the range [-10, 10].

Opendover

OpenDover is a webservice that allows you to extract the next generation

semantic features within blogs, content management systems, websites or other

applications. It uses semantic technologies for sentiment tagging texts that

you send to the service. Sentiment/emotion tags are returned to users for

implementing in web applications, searches, blogs and so on.

It is necessary to create the API key to connect to OpenDover. The content

is sent through a webservice to the OpenDover servers, that will analyze and

process the content using their semantic technologies. The content is sent back

with sentiment tags and negative/positive appraisal of the whole document.

[102]

Repustate

Repustate is a multilingual sentiments engine, which allows the treatment

of text in several languages like English, French, German, Spanish or Arabic. It

allows you to process texts from many sources, such as Facebook pages, Twitter

or just text fragments.

Repustate’s API can be integrated into any workflow seamlessly and quickly,

and it also provides client libraries in C#, Java, PHP, Ruby and Python to help

you get started. [118]

All sentiments are scored in the range [-1, 1] and it uses entity extraction

(based on semantic analysis) and topic level sentiment for more accurate results.

Google Cloud Natural Language
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Google Cloud Natural Language API reveals the structure and meaning of

text by offering powerful machine learning models (based on Deep Learning) in

an easy to use REST API.

You can use it to extract information about people, places, events and much

more, or simply understand sentiments.

The features of the API include:

• Syntax Analysis: Extract tokens and sentences, identify parts of speech

(PoS) and create dependency parse trees for each sentence.

• Entity Analysis: Identify entities and label by types such as person, orga-

nization, location, events, products and media.

• Sentiment Analysis: Understand the overall sentiment expressed in a block

of text.

• Entity Sentiment Analysis: Understand the sentiment for each mention

of an entity within a block of text.

• Multi-Language: Enables you to easily analyze text in multiple languages

including English, Spanish, Japanese, Chinese (Simplified and Traditional),

French, German, Italian, Korean and Portuguese.

• Integrated REST API: Access via REST API. Text can be uploaded in

the request or integrated with Google Cloud Storage. [25]

Sentiment Analysis module classifies the sentiment into three different cat-

egories: negative (with a punctuation between -1 and -0,25), neutral (with a

punctuation between -0,25 and 0,25) and positive (with a punctuation between

0,25 and 1), expressing not only the global sentiment of the text but also the

sentiment of each sentence.

Uclassifier

UClassify is a free machine learning web service where you can create and use

text classifiers. Sentiment classifier determines if a text is positive or negative.

It is well suited for both short and long texts (tweets, Facebook statuses, blog

posts, product reviews, etc.), and it has been trained on 2.8 million documents

with data from Twitter, Amazon product reviews and movie reviews. [140]

It has a free plan with 500 calls per day, performing many functionalities

such as language detection, text genre and age recognition, spam filtering, feel-

ings analysis, document labeling, detection of emotions, among others.
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Stride

Stride’s AI’s platform TEXSIE comprises of host of proprietary algorithms,

for carrying out nuanced text analysis. These algorithms are available as de-

veloper APIs. [135]

Sentiment Analysis provides sentiments scored in the range [-10, 10], dif-

ferentiating five classes: very negative, negative, neutral, positive and very

positive.

Microsoft Azure

Microsoft Azure is a growing collection of integrated cloud services that

developers and IT professionals use to build, deploy, and manage applications

through Microsoft global network of datacenters.

Within its cognitive services, it highlights the Text Analytics API which

is able to detect sentiments, key phrases, topics, and language from the text

through Neural Networks. In the case of sentiments, the API returns a nu-

meric score between 0 and 1. Scores close to 1 indicate positive sentiment and

scores close to 0 indicate negative sentiment. Sentiment score is generated using

classification techniques. The input features of the classifier include n-grams,

features generated from part-of-speech tags, and word embeddings. [14]

Monkey Learn

Monkey Learn produces text Analysis with Machine Learning. It turns

tweets, emails, documents, webpages and more into actionable data. [91]

Regarding Sentiment Analysis, it is possible to choose the API which fits

best with your text, that means, if we want to analyze products reviews we

can choose the API of Product Reviews Sentiment Analysis or if we want to

know the polarity of a tweet, we can analyze the data with Tweets Sentiment

Analysis.

The platform in which is all integrated allows you to classify the text, a file

or call directly to the API.

Receptivity LIWC

The LIWC API is available exclusively from Receptiviti. It provides devel-

opers and data scientists with an easy-to use API that delivers deep insights

into people’s psychology states by analyzing natural language and text. [79]

It allows analyzing the sentiments of a text (giving the score of the polarity

in the range [0,100] and the rating (negative or positive)), recognizing the per-

centage of some emotions in the text (sadness, fear, anger), gender detection,

age and practically all the issues related with the analysis of people. You can
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upload csv files, or directly text from Twitter, Facebook or Email.

Datumbox

The Datumbox API offers a large number of off-the-shelf Classifiers and

Natural Language Processing services which can be used in a broad spectrum

of applications including: Sentiment Analysis, Topic Classification, Language

Detection, Subjectivity Analysis, Spam Detection, Reading Assessment, Key-

word and Text Extraction and more. All services are accessible via the REST

API which allows you to develop your own smart Applications in no time.

The Sentiment Analysis is used to evaluate the opinions of the users and

classify them as positive, negative or neutral. In addition, it can be used

to detect whether the posts are objective or subjective, what is the natural

language of the posts and whether the posts were written by a man or woman.

[35]

Twin Word

Twin Word’s Sentiment Analysis API is a good place to find out the tone of

a sentence or paragraph. This API can be useful if you have a large amount of

user responses or reviews and you want to quickly find the negative comments

to see what your customers don’t like and vice versa.

However, the API gives you more power than that. Besides just reading

the type response (negative, neutral, or positive), you can determine for your-

self what you consider positive or negative and not only gives you the global

punctuation of the text but also of each key word inside this one. [149]

Meaning Cloud

Sentiment Analysis is a MeaningCloud solution for performing a detailed

multilingual sentiment analysis of texts from different sources.

The text provided is analyzed to determine if it expresses a positive/nega-

tive/ neutral sentiment; to do this, the local polarity of the different sentences

in the text is identified and the relationship between them evaluated, resulting

in a global polarity value for the whole text.

Besides polarity at sentence and global level, Sentiment Analysis uses ad-

vanced natural language processing techniques to also detect the polarity asso-

ciated to both entities and concepts in the text. It provides a reference in the

relevant sentence and a list of elements detected with the aggregated polarity

derived from all their appearances, also considering the grammatical structures

in which they are contained.

Sentiment Analysis also gives the user the possibility of detecting the po-

larity of user-defined entities and concepts, making the service a flexible tool
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applicable to any kind of scenario.

Additionally, Sentiment Analysis detects if the text processed is subjective

or objective and if it contains irony marks at a global level, giving the user

additional information about the reliability of the polarity obtained from the

sentiment analysis. [26]

Sentiment140

Sentiment140 was created by Alec Go, Richa Bhayani, and Lei Huang, Com-

puter Science graduate students at Stanford University. [128]

It allows you to discover the sentiment of a brand, product, or topic on Twit-

ter. It uses classifiers built from machine learning algorithms, like Maximun

Entropy classifier, and gives you the polarity of the text by three numbers: 0

(negative), 2 (neutral) and 4 (positive).

Rosette

Rosette text analytics API analyzes the sentiment of your text and entities

as either positive, neutral or negative. It has a free plan with 10,000 calls per

month and distinguishes between three types of languages: English, Spanish

and Japanese.

Intellexer

Intellexer API is a cloud service that enables developers to embed natural

language processing and text analysis tools in consumer and enterprise ap-

plications, or web-services using JSON or XML. It includes natural language

processing solutions for sentiment analysis, entity recognition, summarization,

document comparison, natural language interface for search engines, language

detection, spell-checking, etc.

Intellexer Sentiment Analyzer is a powerful and efficient solution that auto-

matically extracts sentiments (positivity/negativity), opinion objects and emo-

tions (liking, anger, disgust, etc.) from unstructured text information. Besides,

Intellexer Sentiment Analyzer can be successfully used for document sentiment

classification and review rating prediction tasks. [64]

Semantria

Semantria API is a tool in the cloud for Text and Sentiment Analysis. It

belongs to Lexalytics, and its operation consists of three steps:

• Firstly, evaluate semantics, syntax, and context using state of the art

unsupervised machine-learning techniques and expert-tuned text analytics

industry rules.
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• Then, they combine machine-learning, natural language processing, and

dictionaries to extract features like entities, themes, categories, summaries,

intentions, and sentiments.

• Finally, highly accurate algorithms associate features with each other;

surfacing relationships in the text, like themes and sentiment of individual

entities, or the sentiment of categories, and even relationships between

entities. [76]

Skyttle

Skyttle API is a software as a service (SaaS) system that provides text an-

alytics services to extract interesting patterns from text and store them in a

structured format for in-depth data analysis. It is easily scalable and customiz-

able to specific applications. [132]

Among its features highlights the terminology/keyword/concept extraction,

named entity recognition and Sentiment Analysis, giving the global sentiment

scores of the document (divided into the three categories: positive, negative

and neutral), the most prevalent and a phrase-level sentiment analysis.

Data Science Toolkit

Within Data Science Toolkit (DSTK) API, Text to Sentiment attempts to

predict whether the text represents a positive or negative comment, returning a

score between -5 (negative) and 5 (positive). A score of 0 means that no words

were loaded, or that the positive and negative words were balanced.

It uses a very simple algorithm, based on Finn Årup’s annotated list of

words originally designed to analyze the feeling of Twitter messages. [137]

Query the API with a GET call (usual limit of 8,000 characters) or POST

(for larger texts). “http://www.datasciencetoolkit.org/text2sentiment”

DSTK has been receiving a lot of traffic lately, exceeding the limits of the

servers, so they advise to host a server of its own so that it is not affected by

interruptions.

Sentiment.vivekn

Sentiment.vivekn is an API created by Vivek Narayanan for Sentiment Anal-

ysis, who proposed a fast and accurate sentiment classification using an en-

hanced Naive Bayes model along with authors Ishan Arora and Arjun Bhatia.

This tool works by examining individual words and short word sequences

(n-grams), comparing them with a Bayesian probability model. The probability

model is based on a set of pre-tagged reviews of IMDb movie reviews.
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Developed by Cornell University (Ithaca, NY) (last reviewed 09/16/13), it

offers a free web service and API that returns you a JSON file with text polarity

(positive, negative, neutral) and level trust. [97]

Pattern.en

Pattern is a web mining module for the Python programming language. It

has tools for data mining (Google, Twitter and Wikipedia API, a web crawler,

a HTML DOM parser), natural language processing (part-of-speech taggers,

n-gram search, sentiment analysis, WordNet), machine learning (vector space

model, clustering, SVM), network analysis and canvas visualization.

The pattern.en module, part of Pattern, contains a fast part-of-speech tag-

ger for English (identifies nouns, adjectives, verbs, etc. in a sentence), senti-

ment analysis, tools for English verb conjugation and noun singularization and

pluralization, and a WordNet interface.

Regarding Sentiment Analysis, written text can be broadly categorized into

two types: facts and opinions. Opinions carry people’s sentiments, appraisals

and feelings toward the world. The pattern.en module bundles a lexicon of ad-

jectives (e.g., good, bad, amazing, irritating, ...) that occur frequently in prod-

uct reviews, annotated with scores for sentiment polarity (positive - negative)

and subjectivity (objective - subjective). The system is based on a knowledge

database with adjectives/adverbs with different ratings, after the total word

sum, Pattern.en gives you the final polarity of the text. The sentiment() func-

tion returns a (polarity, subjectivity)-tuple for the given sentence, based on

the adjectives it contains, where polarity is a value between -1.0 and +1.0 and

subjectivity between 0.0 and 1.0. The sentence can be a string, Text, Sentence,

Chunk, Word or a Synset.

The positive() function returns True if the given sentence’s polarity is above

the threshold. The threshold can be lowered or raised, but overall +0.1 gives

the best results for product reviews. [23]

Sentic Net

SenticNet is an initiative conceived at the MIT Media Laboratory in 2009

within an industrial Cooperative Awards in Science and Engineering (CASE)

research project born from the collaboration between the Media Lab, the Uni-

versity of Stirling, and Sitekit Solutions Ltd.

Since then, SenticNet has been further developed and applied for the design

of emotion-aware intelligent applications in fields spanning from data mining

to human-computer interaction.

The main aim of SenticNet is to make the conceptual and affective infor-

mation conveyed by natural language (meant for human consumption) more
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easily-accessible to machines.

This is done by using the bag-of-concepts model, instead of simply counting

word co-occurrence frequencies as in latent semantic indexing, and by leveraging

on linguistic patterns, to allow sentiments to flow from concept to concept based

on the dependency relation between clauses.

Currently, both the SenticNet knowledge base and the SenticNet framework

are being maintained and further developed by the Sentic Team, a multidisci-

plinary research group based at the School of Computer Science and Engineer-

ing of Nanyang Technological University in Singapore, but also by many other

sentic enthusiasts around the world. [127]

It is possible to access to Senticnet API using Python installing the package

senticnet 1.0.1.

Vader

Vader (Valence Aware Dictionary and sEntiment Reasoner) is a lexicon and

rule-based sentiment analysis tool that is specifically attuned to sentiments

expressed in social media. It is fully open-sourced under the MIT License and

is made as a module for Python. [58]

It recognizes emoticons and it is possible to analyze sentiments in other lan-

guages with internet access. Among its modules, we can find polarity analysis

(positive or negative text), lexicons and examples dataset.

Regarding the punctuation of polarity analysis module, Vader gives two dif-

ferent measures: a compound one, which is calculated by summing the valence

scores of each word in the lexicon, adjusted according to the rules, and then nor-

malized to be between (-1, +1), and the positive, negative and neutral scores,

which measure the text proportions that fall into each category (the sum of the

three punctuation is equal to 1).

TextBlob

TextBlob is a Python (2 and 3) library for processing textual data. It

provides a consistent API for diving into common natural language processing

(NLP) tasks such as part-of-speech tagging, noun phrase extraction, sentiment

analysis, and more.

The textblob.sentiments module contains two sentiment analysis implemen-

tations, PatternAnalyzer (based on the pattern library) and NaiveBayesAn-

alyzer (an NLTK classifier trained on a movie reviews corpus). The default

implementation is PatternAnalyzer, but you can override the analyzer by pass-

ing another implementation into a TextBlob’s constructor.

For instance, the NaiveBayesAnalyzer returns its result as a named tuple of
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the form: Sentiment (classification, p pos, p neg). [136]

TextBlob also allows us to create our own Sentiment Analysis model, based

on Machine Learning Algorithms.

NLTK

Natural Language Toolkit (NLTK) is a leading platform for building Python

programs to work with human language data. It provides easy-to-use interfaces

to over 50 corpora and lexical resources such as WordNet, along with a suite

of text processing libraries for classification, tokenization, stemming, tagging,

parsing, and semantic reasoning, wrappers for industrial-strength NLP libraries,

and an active discussion forum.

Thanks to a hands-on guide introducing programming fundamentals along-

side topics in computational linguistics, plus comprehensive API documenta-

tion, NLTK is suitable for linguists, engineers, students, educators, researchers,

and industry users alike. NLTK is available for Windows, Mac OS X, and

Linux. Best of all, NLTK is a free, open source, community-driven project.

[99]

We can generate models of text polarity classification based on Machine

Learning Algorithms.

GraphLab SFrame

GraphLab Create is a machine learning modeling tool for developers and

data scientists. It includes a module called SFrame, which allows you to take

text and predict whether it contains positive or negative sentiment. For in-

stance, the model will predict ”positive sentiment” for a snippet of text -

whether it is a movie review or a tweet - when it contains words like ”awesome”

and ”fantastic”. Likewise, having many words with a negative connotation will

yield a prediction of ”negative sentiment”.

When a target column name is not provided, a pre-trained model can be

used. Predicted scores from the current model are between 0 and 1, where

higher scores indicate more positive predicted sentiment. The model is a

graphlab.logistic classifier. LogisticClassifier model that can be obtained via

m[’classifier’]. This model is currently tuned to focus on English-only text

corpuses, and works best when each piece of text has similar length.

However, you can also train your own model. This can be useful when you

want to tune the model to your data set to take advantage of vocabulary that is

particular to your application, or you are attempting to predict something such

as ”utility” by training on whether users thought a review was useful. [139]

LibShortText
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LibShortText is an open source tool for short-text classification and analysis.

It can handle the classification of, for example, titles, questions, sentences, and

short messages. Main features of LibShortText include:

• It is more efficient than general text-mining packages. On a typical com-

puter, processing and training 10 million short texts takes only around

half an hour.

• The fast training and testing is built upon the linear classifier LIBLINEAR

• Default options often work well without tedious tuning.

• An interactive tool for error analysis is included. Based on the property

that each short text contains few words, LibShortText provides details in

predicting each text.

The current release (Version 1.1, August 2013) of LibShortText can be ob-

tained by downloading the zip file or tar.gz file from its official page. The

package includes the source code in Python and C/C++. [151]

RText Tools

RTextTools is a free, open source machine learning package in R for au-

tomatic text classification that makes it simple for both novice and advanced

users to get started with supervised learning. The package includes nine algo-

rithms for ensemble classification (svm, slda, boosting, bagging, random forests,

glmnet, decision trees, neural networks, maximum entropy), comprehensive an-

alytics, and thorough documentation, so it is simple to create your own model

for Sentiment Analysis. [120]

Sentiment (R)

Sentiment is an R package, developed by Timothy P. Jurka. with tools for

sentiment analysis including bayesian classifiers for positivity/negativity and

emotion classification. The model has been already trained so it is ready to use

and discover the sentiment of your text. [144]

Stanford Core NLP

Stanford CoreNLP provides a set of natural language analysis tools. It can

give the base forms of words, their parts of speech, whether they are names of

companies, people, etc., normalize dates, times, and numeric quantities, mark

up the structure of sentences in terms of phrases and word dependencies, indi-

cate which noun phrases refer to the same entities, indicate sentiment, extract

particular or open-class relations between entity mentions, get quotes people

said, etc.
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CoreNLP is designed to be highly flexible and extensible. With a single

option, you can change which tools should be enabled and which should be

disabled. Stanford CoreNLP integrates many of Stanford’s NLP tools, in-

cluding the part-of-speech (POS) tagger, the named entity recognizer (NER),

the parser, the coreference resolution system, sentiment analysis, bootstrapped

pattern learning, and the open information extraction tools. Moreover, an

annotator pipeline can include additional custom or third-party annotators.

CoreNLP’s analyses provide the foundational building blocks for higher-level

and domain-specific text understanding applications.

The basic distribution provides model files for the analysis of well-edited

English, but the engine is compatible with models for other languages.

Stanford CoreNLP is written in Java; current releases require Java 1.8+.

But, you can use Stanford CoreNLP from the command-line, via its Java pro-

grammatic API, via third party APIs for most major modern programming

languages, or via a service. It works on Linux, macOS, and Windows. [30]

Apache Open NLP

The Apache Open NLP library is a machine learning based toolkit for the

processing of natural language text. It supports the most common NLP tasks,

such as tokenization, sentence segmentation, part-of-speech tagging, named

entity extraction, chunking, parsing, and coreference resolution. These tasks

are usually required to build more advanced text processing services. OpenNLP

also included maximum entropy and perceptron based machine learning. [103]

As happened with Standford Core NLP, Apache OpenNLP is also written

in Java. It is possible to build a model for classifying the text into different

categories, so we can have our own model for Sentiment Analysis.

Apache Mahout

The Apache Mahout project’s goal is to build an environment for quickly

creating scalable performant machine learning applications.

Apache Mahout software provides three major features:

• A simple and extensible programming environment and framework for

building scalable algorithms.

• A wide variety of premade algorithms for Scala + Apache Spark, H2O,

Apache Flink.

• Samsara, a vector math experimentation environment with R-like syntax

which works at scale. [83]
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It is possible to create a model for Sentiment Analysis using algorithms of

Machine Learning.

Apache UIMA

Apache UIMA is an Unstructured Information Management applications

are software systems that analyze large volumes of unstructured information

in order to discover knowledge that is relevant to an end user. UIMA enables

applications to be decomposed into components, for example ”language iden-

tification” - ”language specific segmentation” - ”sentence boundary detection”

- ”entity detection (person/place names etc.)”. Each component implements

interfaces defined by the framework and provides self-describing metadata via

XML descriptor files. The framework manages these components and the data

flow between them. Components are written in Java or C++; the data that

flows between components is designed for efficient mapping between these lan-

guages.

UIMA additionally provides capabilities to wrap components as network

services, and can scale to very large volumes by replicating processing pipelines

over a cluster of networked nodes.

We can find in Apache UIMA:

• Frameworks

• Components, and

• Infrastructure

All of them licensed under the Apache license. The dashed-line boxes above

are placeholders for possible future additions.

The Frameworks run the components, and are available for both Java and

C++. The Java Framework supports running both Java and non-Java compo-

nents (using the C++ framework). The C++ framework, besides supporting

annotators written in C/C++, also supports Perl, Python, and TCL annota-

tors. [141]

Applicating Apache UIMA to the problem of Sentiment Analysis, we can

use the algorithms of Machine Learning for building a text classification model

capable to predict the polarity of a text.

LingPipe

LingPipe is tool kit for processing text using computational linguistics writ-

ten in Java. LingPipe is used to do tasks like:

• Find the names of people, organizations or locations in news
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• Automatically classify Twitter search results into categories

• Suggest correct spellings of queries

LingPipe’s architecture is designed to be efficient, scalable, reusable, and

robust. Highlights include:

• Java API with source code and unit tests;

• multi-lingual, multi-domain, multi-genre models;

• training with new data for new tasks;

• n-best output with statistical confidence estimates;

• online training (learn-a-little, tag-a-little);

• thread-safe models and decoders for concurrent-read exclusive-write (CREW)

synchronization; and

• character encoding-sensitive I/O. [77]

It is possible to build or implement an already made model for Sentiment

Analysis and classify the text or the document into the established categories.

Gate

Gate is an open source software capable of solving almost any text process-

ing problem, with a mature and extensive community of developers, users and

scientists, capable of creating robust and maintainable text processing work-

flows.

It is in active use for all sorts of language processing tasks and applications,

including: voice of the customer; cancer research; drug research; decision sup-

port; recruitment; web mining; information extraction or semantic annotation.

[47]

RapidMiner

RapidMiner is a software program for data science, fast and simple, whose

platform unifies data prep, machine learning, and model deployment.

We can develop our own model for Sentiment Analysis, using Machine

Learning Algorithms, or use a module called AYLIEN, which allow us to know

the polarity (positive or negative) of our data without training any kind of

model and it is available in the marketplace of RapidMiner. [116]
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Weka

Weka is a software program with a collection of machine learning algorithms

for data mining tasks. The algorithms can either be applied directly to a dataset

or called from your own Java code. Weka contains tools for data pre-processing,

classification, regression, clustering, association rules, and visualization. It is

also well-suited for developing new machine learning schemes. [146]

3.2 Comparative Analysis

In this chapter, there will be used several of the products described in Table

3.1. The goal of this section is to compare the results of polarity detection in

different datasets (which will contain different kinds of products, such as tweets,

movies or books reviews), so that we can measure the effectiveness of the used

tools.

3.2.1 Datasets

For the achievement of this goal, benchmark datasets are being used. Many

of them have been used in numerous scientist papers, and others come from

important web platforms as Twitter or Amazon, which have a huge weight in

the current social frame.

A review and study about the present textual datasets available in Internet

for our convenient use of polarity detection is presented at Table 3.2.

This Table is compound of eight columns, which are being explained below.

• Name. It is expressed the name under which is known the dataset.

• Data Size. It corresponds with the text size of the dataset, this is, number

of reviews, tweets or sentences.

• Labels. In this column, it is expressed the labels of the dataset used for

polarity detection.

• Languages. Language in which is written the text of the dataset.

• Content. Dataset information.

• Data Source. Data generating platforms, from which it has been extracted

the dataset.

• Reference. Author/s of the dataset.

• Data Link. Web link in which is possible access and download the dataset.
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Table 3.2: Datasets review.

Name Data

Size

Labels Languages Content Data

Source

Reference Data

Link

MCE

Corpus

3,875

reviews

1-5, where

1 is very

negative

and 5 very

positive

English

Spanish

Spanish

Movies

Reivews

MuchoCine [85] http:

//timm.

ujaen.

es/

recursos/

mce-

corpus/
Large

Movie

Review

Dataset

(Stan-

ford)

50,000

labelled

reviews

(25,000

Train and

25,000

Test)

50,000

unlabelled

Positive-

Negative

English Movies

Reviews

IMDb [82] http:

//ai.

stanford.

edu/
∼amaas/

data/

sentiment/

Twitter

Dataset

1.6M

(Train)

497 (Test)

0-Negative

2-Neutral

4-Positive

English Tweets Twitter [128] http:

//help.

sentiment140.

com/

for-

students
Sarcasm

Corpus

Ironic (437

reviews)

Regular

(817

reviews)

Ratings

from 1 to

5

English Products

reviews

Amazon [40] http:

//storm.

cis.

fordham.

edu/
∼filatova/

SarcasmCorpus.

html
Movie

Review

Data

2,000

reviews

Positive-

Negative

English Movies

Reviews

IMDb [106] http://

www.cs.

cornell.

edu/

people/

pabo/

movie-

review-

data/
Amazon

Product

Data

142.8

million

reviews

and small

subsets for

experi-

mentation

(from 8,9

million to

10,000

reviews)

Ratings

from 1 to

5

English Products

reviews

Amazon [87] [86] http://

jmcauley.

ucsd.

edu/

data/

amazon/

Twitter

Senti-

ment

Corpus

5,513

hand-

classified

tweets

Positive,

Neutral,

Negative,

Irrelevant

English Tweets Twitter Sanders

Analyt-

ics

http:

//www.

sananalytics.

com/

lab/

twitter-

sentiment/
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3. Modeling of an Emotion-aware Cyber-Physical Systems

Name Data

Size

Labels Languages Content Data

Source

Reference Data

Link

Kaggle

Compe-

tition

(UMICH

SI650 -

Senti-

ment

Classifi-

cation)

7,086

labelled

sentences

(Train) -

33,052

unlabelled

sentences

(Test)

Positive

(1)

Negative

(0)

English Sentences

from social

media

Social data

collected

from opin-

mind.com

Kaggle https://

inclass.

kaggle.

com/c/

si650winter11

Feature

Specific

Dataset

(CI-

CLING

2012)

Dataset 1:

1,257

reviews

Dataset 2:

3,834

reviews

Dataset 3:

425

reviews

Positive-

Negative

English Products

reviews

KDD 2004

and SDM

2011

[92] http://

people.

mpi-inf.

mpg.de/
∼smukherjee/

data/

Twitter

Data

(Anno-

tated)

for

Spam

and Sen-

timent

Analysis

Manually-

Annotated-

Tweets:

8,510

tweets.

Auto-

Annotated

Tweets:

15,219

tweets

Positive,

negative,

objective-

not-spam

and

objective-

spam.

English Tweets Twitter [93] [94] http://

people.

mpi-inf.

mpg.de/
∼smukherjee/

data/

Twitter

Senti-

ment

Analysis

Dataset

1.58

million

tweets

Positive

(1)

Negative

(0)

English Tweets Twitter [128] http://

thinknook.

com/

twitter-

sentiment-

analysis-

training-

corpus-

dataset-

2012-09-

22/
Sentiment

labelled

Sen-

tences

Data

Set

3,000

reviews

Positive

(1)

Negative

(0)

English Movies

reviews.

Products

reviews.

Restaurants,

shopping. . .

reviews

IMDb,

Amazon,

Yelp

[9] http://

archive.

ics.uci.

edu/ml/

datasets/

Sentiment+

labelled+

Sentences

For the comparative study, we have selected four datasets (from Table 3.2):

• Twitter Dataset.

• A subset of the source Amazon Product Data with books reviews.

• Kaggle Competition (UMICH SI650 - Sentiment Classification).
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3.2. Comparative Analysis

• Sentiment Labelled Sentences Data Set.

By selecting these four files we seek for heterogeneity and a wide variety of

data uses. With Twitter, Amazon, IMDb and Yelp, all the principal current

platforms of social media are covered and we can obtain a good approach of

the quality and accuracy of the products from a global point of view.

Ready-to-use products have been already trained, so, they have been trained

with a complete corpus and lexicon or some of them are only useful for predict-

ing the sentiment of texts in a specific context. For that reason, we will select

the best suitable products for our final aim: detecting the emotional state and

make decisions, if needed.

3.2.2 Product Utilization/Implementation

All the products should be tested against a single test dataset, which is a

proportion of the whole data. We used ready-to-use products to automate the

testing.

We have selected ten different ready-to-use products from the whole list

and fixed a test of 3,000 reviews for each selected dataset. Neutral reviews

have been removed, because not all the products have the ability to predict

neutral sentiments nor the whole datasets have this type of polarity. In the

case of Amazon dataset, as it has reviews with a rating between 1 and 5 stars,

positive reviews have been considered the ones with 5 stars and negatives those

with 1 star.

We considered that positive and negative reviews have the same distribution

in all datasets, so we took a split of 50%-50%, that means 1,500 positive reviews

and 1,500 negative reviews.

The product list we used in the final benchmark are the following:

• Watson Natural Language Understanding

• Google Natural Language

• Microsoft Azure

• Sentiment 140

• Pattern

• Textblob

• Vader

• RapidMiner
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• MonkeyLearn

• MeaningCloud

3.2.3 Product Performances Evaluation

We can calculate the performance of each product based on commonly used

metrics:

• Accuracy: is a measure of the instances that have been correctly classified

by the model among the entire data instances.

The formula is the following one:

Accuracy = (TP + TN)/(TP + FP + TN + FN) (3.1)

Where TP is True Positive instances, TN True Negative instances, FP

False Positive instances and FN False Negative instances.

• Precision (also called Positive Predictive Value): is the fraction of true

positive instances among the positives instances detected by the model.

The formula is the following:

Precision = TP/(TP + FP ) (3.2)

• Recall (also called sensitivity): is the true positive rate, that is, the frac-

tion of true positive instances detected by the model among the real true

positive instances of the data.

The formula is the following:

Recall = TP/(TP + FN) (3.3)

• F1: is a measure that combines precision and recall is the harmonic mean

of precision and recall.

The standard formula is the following:

F1 = (1 + β2)(Precision ∗Recall)/(β2Precision+Recall) (3.4)

It is possible to interpret precision and recall not as ratios but as probabil-

ities:

• Precision is the probability, that, once positive instances have been de-

tected, they are really positive ones.

• Recall is the capacity, or probability of the model, to predict positives

instances.
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3.3. Emotional decision-making biases prediction

The final results of this section are presented in chapter 4, Discussion and

Results, in Table 4.1 and Table 4.2 .

On the next section we will cover the challenge of discovering the trends in

decision-making by capturing emotional data under the influence of a possible

external stimuli.

3.3 Emotional decision-making biases prediction

This section faces the challenge of discovering the trends in decision-making

based on capturing emotional data and the influence of the possible external

stimuli. This feature is placed in figure 3.2, in the Optimization module, marked

with the letter B.

Figure 3.2: Emotion Prediction in the Optimization module.

3.3.1 Emotional decision-making research

We conducted an experiment with a group of IT professionals and used machine-

learning techniques to model the decision-making process. We studied the

relationship between emotions and the probability of acting or correcting the

system. The main area of interest of these issues is the ability to influence in

advance the personnel to make their work more efficient and productive.

Research in cyber-physical systems integrates the principles of science in the

disciplines of computing and engineering to develop new technology. In indus-

trial practice, many engineering systems have been designed by decoupling the

control system from the hardware/software implementation details. After the
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control system is designed and verified by an extensive simulation, ad hoc ad-

justment methods have been used to address the modeling. The integration of

various subsystems, while keeping the system functional and operational, has

been time-consuming and costly. The increasing complexity of components and

the use of advanced technologies for sensors and actuators, wireless communi-

cations, and multicore processors poses a major challenge for building the next

generation of control systems.

An important part of cyber-physical systems, which is not commonly con-

sidered, is the human one. People are in continuous interaction with the system

and their decisions condition its productivity. We have been looking for a new

paradigm that links the physical world to the human world, both together,

working as one.

We studied other disciplines that may be useful for the goal we pursue,

like Psychology. The management of the emotions, present in the workforce

of any operations team, would be an excellent example for the subject of our

study. In several research articles [130, 75, 122, 74, 125, 143, 124, 12] we

found the different relationships inside the psychological part of the emotional

decision-making, and how these emotions can be redirected thanks to an ex-

ternal stimulus trigger. In fact, our main driver is to find and use the link

between psychology and the use of biometrics, traditional telemetry, or sys-

tems signals, using machine-learning techniques, and having a single view of

the overall system’s behavior, to be able to interact with it. We found dif-

ferent examples to build our use case [53, 113]. A self-explanatory cite from

Dr Heinström (2010) [54] is: ”We are genetically programmed for a stronger

and more instinctive reaction towards negative stimuli than towards positive

or neutral ones. This is a survival mechanism developed through evolution,

just like the automatic reaction to pain which protects us from physical suffer-

ing. The processing of negative stimuli is therefore automatic and immediate,

and requires little cognitive capacity [113]. Consequently, every one of us reacts

instinctively and intuitively to signals of danger, although some may react more

strongly than others.”

This section evaluates from a contextualized point of view of a cyber-physical

system, the influence of stimuli and emotions in decision-making around the

operations management tasks in a data center. The study was made in two

ways: a general point of view and a specific purpose point of view. The general

view study was developed for the entire dataset, obtaining a random forest

model capable of predicting with a 85% accuracy the acting (or not acting)

of a possible operator inside a data center. The specific purpose model have

been focused on the correlation between the external stimulus, the emotion

after this stimulus (obtained through the questionnaires) and the final decision

(acting/not acting) of the subject. In this case, other random forest model

has been used, obtaining with the 85% accuracy the action (or not action) of
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3.3. Emotional decision-making biases prediction

the subject.

3.3.2 Predicting biases in decision-making activities

For implementing the whole experiment, we selected a sample of people working

in technology that must make decisions every day in their job. We used the

statistical tools to contrast if the sample is relevant for the study. Then, we

decided the data that we needed them to answer, and evaluated their ability to

trigger actions or decisions based on emotions. We relied on the studies from

psychology that will be referenced across this study, to build the questionnaire

and make the right assumptions for building the experiment.

After that, we decided what would be the best procedure or tool to deter-

mine the predictive model for decision-making, based on the information that

we had. Finally, we contrasted the different results from the machine-learning

techniques with other statistical procedures and tools to confirm the hypoth-

esis, looking for a new way of contrasting the findings from other disciplines,

such as humanities, social sciences, or health, in our case Psychology.

About the Sample

In the quest for closing the loop of actuation, on the emotion awareness and

influence, we decided to run an experiment with people from different sex and

ages. The total number of the sample is 100, and to be sure that the sample was

representative of the universe here, we made some calculations. The calculation

of the size of the sample is one of the aspects to be specified in the previous

phases of commercial research and determines the degree of credibility that we

will grant to the results obtained.

For the sample size estimation, n, we supposed a Gaussian distribution with

confidence level of 95.5% [41, 45].

n =
k2 · p · q ·N

e2 · (N − 1) +K2 · p · q

N : It is the size of the population or universe (total number of pos-

sible respondents).

k : It is a constant that depends on the level of confidence that we

assign (see Table 3.3). The level of confidence indicates the proba-

bility that the results of our research are true: a 95.5 % confidence

is the same as saying that we can be wrong with a probability of 4.5

%.

e: It is the desired sampling error. The sampling error is the dif-

ference that can exist between the result that we obtain by asking
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Table 3.3: The most used k values and their confidence levels.

k 1.15 1.28 1.44 1.65 1.98 2 2.58

Confidence level 75% 80% 85% 90% 95% 95.5% 99%

a sample of the population and the one that we would obtain if we

asked the total of it. In our experiment: if the results of our survey

say that 100 people would take an action and we have a sampling

error of 5%, they will act between 95 and 105 people.

p: It is the proportion of individuals who possess the characteristic

of study in the population. This data is generally unknown, and it

is usually assumed that p = q = 0.5 which is the safest option.

q: It is the proportion of individuals who do not possess this char-

acteristic, i.e., 1-p.

n: It is the size of the sample (number of surveys).

However, practical criteria based on experience or simple logic are usually

used to calculate the sample size. Some of the most used methods are the

following:

• The budget that we have available for research.

• Experience in similar studies.

• The representation of each group considered: choose from each of them a

sufficient number of respondents so that the results are indicative of the

opinion of that group.

• Calculations for our study : Contrast the percentage of total active work-

ers in a country with the people working in data center Management

related activities. If the population of the country is 47 million people,

and we find that 19,564,600 is the registered active workers, the number

of them estimate that 5% of this population is related to this specialty (p

= 0.05 and q = 0.95), we want a confidence of 95.5% that determines that

k = 2 and we are willing to assume a sampling error of 5% (e) we would

need a sample of at least 76 people to be representative. In our specific

study:

N: 19,564,600 (total active workers in Spain 19-March-2019)

k: 2 (for 95.5% confidence level)

e: 5%

p: 0.05 (proportion of people that would match the desired profile)
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q: 0.95 (rest of the population proportion)

Calculating the sample size:

n: 76 is the minimum sample size for our study (we have 100)

About the Questionnaire

We built a questionnaire taking the example from previous works on decision-

making techniques science articles [124, 28, 51, 52] and added some control

variables. The objective of the questionnaire and the stimulus is to verify if,

at the end of the study, the subject takes action to the problem presented in

the stimulus. This action can be either to solve the problem by their own or to

alert a superior.

During this phase, first, we asked to the participants to define themselves

in terms of mood/emotions, (Angry: Emotion = 1, Happiness: Emotion = 2,

Neutral: Emotion = 3, Sadness: Emotion = 4, Surprise: Emotion = 5) before

starting 10 questions related to general decision-making. Then we introduce

an external stimulus, consisting of a bad or good news and question again to

self-analyze the dominant emotion/mood. Finally, we ask to the individuals if

they are willing to act/raise the problem to the chain of command. Therefore,

with this study we obtained 24 variables:

• Emotion A: It is the initial emotion/mood recorded at the beginning of

the experiment. It is indicated as a number from 1–5 that corresponds

with the emotions above specified.

• Question 1A: When I make an important decision, for me, it is essential

to overcome doubtful aspects. Questions with the suffix A indicate that

no stimulus has been introduced. Every question is evaluated on a scale

of 1 to 9 (being 1 the minimum score).

• Question 2A: When I make an important decision, for me, it is essential

to organize the actions depending on the time.

• Question 3A: When I make an important decision, for me, it is essential

to define the desired goals.

• Question 4A: When I make an important decision, for me, it is essential

to accept responsibility for the decision.

• Question 5A: When I make an important decision, for me, it is essential

to be motivated to make decision.
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• Question 6A: When I make an important decision, for me, it is essential

to generate emotions that will help me decide.

• Question 7A: When I make an important decision, for me, it is essential

to reflect on the need to make the decision.

• Question 8A: When I make an important decision, for me, it is essential

to plan the actions to be performed.

• Question 9A: When I make an important decision, for me, it is essential

to make decisions without external pressure.

• Question 10A: When I make an important decision, for me, it is essential

to take the goals of the business into account.

• Stimulus: Is the external news. it is a binary variable, as the news can be

positive/good (0) or a negative/bad (1).

• Emotion B: After the news, the individuals are asked again to state the

predominant emotion/mood they feel. Just like Emotion A, the emotion

is indicated as a number from 1–5.

• Question 1B: When I make an important decision, for me, it is essential

to overcome doubtful aspects. It is important to note that questions with

the suffix B indicate that the stimulus (news) has been carried out.

• Question 2B: When I make an important decision, for me, it is essential

to organize the actions depending on the time.

• Question 3B: When I make an important decision, for me, it is essential

to define the desired goals.

• Question 4B: When I make an important decision, for me, it is essential

to accept responsibility for the decision.

• Question 5B: When I make an important decision, for me, it is essential

to be motivated to make decision.

• Question 6B: When I make an important decision, for me, it is essential

to generate emotions that will help me decide.

• Question 7B: When I make an important decision, for me, it is essential

to reflect on the need to make the decision.

• Question 8B: When I make an important decision, for me, it is essential

to plan the actions to be performed.

• Question 9B: When I make an important decision, for me, it is essential

to make decisions without external pressure.
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• Question 10B: When I make an important decision, for me, it is essential

to take the goals of the business into account.

• Decision: After the stimulus and the ten B questions, we ask the subjects

about their willingness to act and raise the problem according to their

situation. It is a binary variable, if they decide to act/raise the problem

to the chain of command, the result is 1 and if they do not, it takes

the 0 value.

The outcome of this experiment will be explained in chapter 4 , Discussion

and Results.

3.4 Emotion-Driven Systems

Complex Information Systems and infrastructures, like Smart Cities, must

be efficiently operated, minimizing inefficiencies and maximizing productivity.

Traditional approaches have been focused on improving the systems, automat-

ing processes and services, leaving aside human and emotions considerations.

To achieve this efficient operation, we attempted to cover both sides. We found

new ways to capture the information coming from the workforce, in our case,

the operations management team, and, merged this information with the data

from the IoT sensors from the systems, enabling a holistic view of the entire

operations occurring in real-time.

Figure 3.3: Emotion-Aware CPS Management system module.
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In a Data Center environment, we have developed a set of tools for capturing

the emotional data in order to detect potential biases caused by the specific

mood of the person inside the operations team. We used Artificial Intelligence

algorithms for finding the patterns that will help us to manage the system in

the future. We compared and verified our findings with the existing references

from other disciplines, e.g. Psychology. In this section we expose some methods

to be developed in future studies for supervising and increasing productivity in

Data Centers, as a useful example for Smart Cities. Our research focuses on

monitoring the mood and the emotional status of the personnel responsible for

operating the system. We use this emotional data as an input for measurement.

We can find in figure 3.3 the representation of the whole system.

3.4.1 Emotion-Driven Workforce

We live in a world characterized by a constant population increase and limited

resources. There is nothing left but to reinvent the way we live, and there is

nothing better than do it with Smart Cities, capable of using information and

communication technology with the aim of creating better infrastructure for

citizens. This is the objective of this study, to be able to create an intelligent

system inside a complex infrastructure. We are going to focus on the specific

case of data centers, and we are going to provide them with intelligence, not

only rational but also emotional.

If we talk about managing infrastructures, like Smart Cities, our main con-

cern is how the general mood of a system, including machines and humans,

could be affecting the performance of the whole production environment. We

are looking for procedures to extract all the information that may be nega-

tively affecting the general behavior of complex systems. Efficient management

requires more powerful tools, that can be aware of processes and tasks, capa-

ble of analyzing every corner of the production activity and establishing the

relationships between all of them.

Therefore, in a future final stage, the system should be totally or partially

capable to automate the decision-making process order to prevent the wrong

decisions that can affect to the system. The different variables of a Complex

Infrastructure are usually optimized independently. In fact, in many data cen-

ters, the management of the infrastructure and the servers could be supported

by different companies with scarce communication. Anyhow, the different vari-

ables are often related to each other with hidden relationships that may change

over time. A holistic approach for resource management is essential.

Our management systems should be capable of aggregating information from

all the different elements, and be also aware of:

• The activities: what is happening in the data center, the services demand,
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the appropriated resources, energy consumption, thermal evolution, pos-

sible cyber-attacks, and many other things;

• The context: the circumstances of the real status in the operations man-

agement team, establishing the context, state of mind, objectives, and

many other uncertainties that may occur.

• The personnel: we must take into account the computational infrastruc-

ture system managed by human operators who supervise and manage all

the activities following business guidelines.

Human Error

Included in the Data Center Cyber-Physical System we find the personnel op-

erating the system. Since the dawn of humanity, error is an inherent sign of

its human condition, so it is important to know what error is and how it could

affect the whole situation. The definition of human error, as well as its nature,

is complex, but it could be defined as an unfavorable event strongly conditioned

by people activity who participate, directly or indirectly, in the realization and

control of a process. Or, in other words, it could be defined as the failure to

reach an intended goal, the divergence of a fact from a standard. While some

authors opinion like Jaques Leplat [70], who blame human factor for all the

errors, the fact is that is the main cause of accidents. Human error figures

prominently in most of the well-known calamities in the world, such as Bhopal,

the Exxon Valdez, and Chernobyl [22] .

It appears in most other complex technical activities, human error is impli-

cated in the majority of aviation-maintenance-related quality lapses, incidents,

and accidents [104, 117]. To get an idea, in medicine, the error rate attributed

to human factor is nearly 50% [119]. In fact, a study from the U.S Institute

of Medicine [68] considered that the number of deaths caused by medical er-

rors exceeded the eighth cause of general death: more people died as result of

medical errors than for motor vehicle accidents, breast cancer or AIDS [42]. In

the case of aviation, a 2006 Federal Aviation Administration study found that

from 1990 to 2002, 45% of major airline accidents in the United States and 75

percent of commuter carrier crashes were associated with human error. And, at

working locations, human error is considered the cause of more than 80 percent

of all workplace accidents [107], rating the impact of U.S. injury-related work-

place accidents (according to the National Safety Council [32]) at an average

cost of $125 million per day (approximately $123 billion per year).

Some studies [78], have attempted to improve and reduce human error in

processes of production operation. The International Human Factors Engineer-

ing Society presented the definition of human factors engineering, like anatomi-

cal, physiological and psychological aspects in certain circumstances, the study

73



3. Modeling of an Emotion-aware Cyber-Physical Systems

of mankind and machine and the environment, human health, safety and com-

fort and other issues. In other words, human factors engineering is the appli-

cation of scientific knowledge about the physiology, psychology and medicine.

It studies the relationship between humans and the environment, as a whole

system, to improve overall efficiency.

One of the interesting contributions of human factors engineering, is the

research about fatigue. Ergonomics intends to maximize human capabilities

and may contribute to decrease mistakes made by the personnel in operations

tasks. Ergonomic studies were originated in the industrial revolution of the

nineteenth century, in the early twentieth century, when Frank Gilbrerth [48]

proposed a study about sports and store management. The study includes

fatigue, working positions and design between other factors. Gilbreth improved

operating room procedures, some of them are still in use. At the same period,

the American scholar, F.W. Taylor, studied the new management methods and

theories, considering the standardization of machinery, tools, etc., for example,

his shovel shape, size, weight, and studied how to reduce the fatigue caused by

unreasonable actions [109]. We can find some other studies in Ergonomy talking

about the working atmosphere and air temperature at work environments and

how this environmental conditions may affect the task execution [69, 145].

Harvard University psychology professor Munster Berg [96] proposed a method

to improve efficiency in “Psychology and industrial efficiency”. Although, there

are present studies in the field of Psychology, as shown in the analysis from

McKinsey Global Institute in 2012 [61], the level of development of the litera-

ture about social and emotional capabilities is below the average.

Emotions measurement

As we can see, human error is conditioned by different stimuli. Environmental

conditions and mood aspects are relevant to determine the probability of error

occurrence. In this study we focused our attention on emotions and their im-

pact on task execution at the workplace. In our research line, the reference of

emotions is becoming more and more important. It’s especially relevant when

we are able to compare similar situations. We can learn from the personnel

and how they behave under those situations, the relationship between emo-

tions, mood and climate to enhance the work environment performance. For

representing the level of activation and valence of specific emotions, we used

the two-dimensions circumflex model. This model comes from psychology lit-

erature back from 70s and 80s. We can find the general representation system

in Figure 3.4 [121].

As we are going to present, in the next section, we have used this model for

positioning and defining emotions considering these two dimensions, Valence

and Arousal. Emotions precede, in most of the cases, to the decision-making
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Figure 3.4: James Russell Arousal-Valence model from 1980.

process. With the appearance of a new prospective in the emotion’s evalua-

tion process, a new paradigm emerges with the inclusion of new approach in

Judgment and Decision-Making theories. During these last years, the science

of emotion and affective computing has created a huge potential and a strong

research field to apply in the future of industrialization. Different studies point

at the future of emotion awareness as a strong player in the business intel-

ligence of management systems [71, 34]. This research field reveals that the

study of emotions should be presented in different moments at work or in our

personal life. Any small or big decision we make in our life is intended to be

an avoidance of negative situation or feelings, such as regret, fear or guilt. On

the other hand, we treat to maximize the positive situations of feeling like love,

happiness or pride. But the main outcome of these situations we may get unex-

pected reactions or emotions (anger or regret). The main point is, that taking

in account the studies in Psychology [71] about these matters and the main

patterns of human behavior, we may be able to predict some of the reactions

and may influence or distort final decision making.

We took the valence-based approach because in the last twenty years the

new mainstream in this area points at a multi-dimensional model for evaluat-

ing those influences. Evaluating just the valence doesn’t seems to be enough,

because emotions with the same valence may differ, like sadness and anger.

Those emotions will have different brain activation, physiological reactions, fa-

cial expressions or nervous system activity. Using two dimensions couldn’t be

enough either to describe emotions. Disgust, sadness and anger are negative

affect forms, but their associated arousal doesn’t give us the difference between

them. We need to go one step further to define the relationship between emo-
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tions, decisions and the associated process of decision-making. For decision

forecasting or predicting reactions on certain situations, we use the schema of

the proposed model by those studies [72, 73]. Those works examined emo-

tions using the Appraisal-Tendency Framework which connected the process of

Appraisal with emotions associated to choices and outcomes that would come

after the moment of reflection or judgment. The general approach predicts that

emotions with opposite valence (happiness and anger) may trigger similar re-

actions and emotions with similar valence (anger and fear) may exert different

judgments, reactions or choices.

Management Console

We developed a prototype for supervision, an intelligent management console,

as shown in Figure 3.5, that includes the information needed for this decision-

making action, monitoring the major variables from the employees and from

the system as well.

Figure 3.5: Employee record with historical data view.

This study contributes to enhance Smart Management Systems using emo-

tional data as one of the inputs of the IoT sensors. In this research we produce

a data model and data capturing techniques for populating the cyber-system

information data store. We will use this data as a decision-making driver in

major issues, i.e. scheduling, prioritizing, managing and assigning operations

tasks, based on the overall system mood, increasing the efficiency of the whole

system. Unlike in previous proposals, the behavior and management of ma-

chine and human should be aligned and optimized using emotional awareness

as a productivity tool.

We represented the work environment with its main elements, and we built
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a model to exemplify the command control environment. In this environment,

we find the main dashboards representing the systems we are managing and

the workers that are supervising the whole infrastructure. Every worker has

his own sensored workplace. In Figure 3.6, you can find one of its graphical

representation.

Figure 3.6: Operations Management Sensored-Workplace general view.

In the next section, we will expose the different experiments, tests and

analysis that were made in this research.

3.4.2 Managing Task Execution in Data Centers

This section we will expose the method, the IoT sensors and the tools used to

capture human, environmental and machines information in our workplace: a

Data Center.

The analysis of emotions and productivity involves two parts: an emotion

recognition section and a task performance measurement. The first one consists

in identifying a final emotion from the Employee Information Extraction Point.

Sensors will catch different values with which define a final emotion (formed by

two axis punctuation: valence and arousal). Final emotion will be expressed by

one of the 4 basic emotions defined by Ekman (sadness, happiness, surprise and

anger) and a neutral emotion defined by us (that express the central point of

Russell’s emotion model). The second part of the analysis consists in measuring
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the time that the worker spends performing the basic task (defined as a System

Integrity Check).

With the emotion recognized and the time measured, we developed an anal-

ysis of relationship between emotion and productivity, defining productivity as

the deviation of time performance from the referenced base time.

Data Centers

Data Centers constitute a special case where the management of human errors is

key. This is why this study pretends to provide added value to the development

and management of complex infrastructures from an emotional point of view.

A Data Processing Center (DPC) or Data Center is the physical location where

there are gathered the necessary computing resources of an organization or a

service provider. As a CPS, it may be a large software-managed space, where

all the electronic equipment, part of the system, is placed.

As we mentioned, all organizations have errors and control barriers. How-

ever, some articles from Psychology [71, 50], suggest that emotions will guide

the decision-making process. The strategy followed in this chapter for the opti-

mization of complex infrastructures management is based on the analysis and

control of emotions into the system itself. According to the Ponemon Institute’s

study from 2016 [63], the third cause of system outages, just after cyberattacks

and power supply system failures, is human error, with 22%. This is translated

to a $489,000 cost per failure, according to this reference.

Therefore, the system proposed in this chapter intends to reduce mistakes,

monitor the human personnel and the systems performance, decreasing the

possible expenses caused by those human failures, improving the productivity

of the whole system. For a more detailed representation of the workplace de-

scribed before (Figure 3.6),we propose to use a custom model developed for

managing this kind of environments, composed by different types of variables

(environmental, biometric, state and health variables of the system) (see Table

3.4).

Experimental Variables

Experimental Variables can be obtained from the operators’ workplace. We

developed an employee information extraction point (see Figure 3.7) that can

be implemented in every operators’ workplace.

Environmental variables are determined by ambient parameters in the data

center. One important variable is noise (although temperature IoT sensors

could be subsequently added).The microphone connected to the room will mea-

sure the periods of time that exceed a maximum level of noise (determined,

in our case according to European Union Directive on Environmental Noise
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Figure 3.7: Employee Information Extraction Point.

(2002/49/EC), between 40-50 dBA) [29], indicating an exceptional situation of

the system, therefore a possible bad influence in this environment. This vari-

able will be Boolean, so it will only take the 0/1 values.We are using biometric

sensors to control heart rate and the excitement of the workers. This biometric

variable,as well as environmental ones, will be of Boolean type. According to

the person approach and Dejoy’s error model (1990) [36, 37], it’s necessary to

monitor, not only the worker, but also the workplace. We built three status

variables from three types of input sources (included in Table 3.4), all of them

extracted from the employee information extraction point (Figure 3.7).

Table 3.4: Variables from Employee Information Extraction Point.
Name of the variable Variable type Function Measurer Tool

Environmental variable (I) Boolean Noise level sensor Microphone

Environmental variable (II) Integer Temperature and humidity sensor Sensor

Biometric variable Boolean Heart rate measurer Heartbeat wristwatch

Status variable (I) Integer Facial Emotion Recognition Web Cam

Status variable (II) Integer Emotional Prosody Microphone

Status variable (III) Integer
Mood, Work, Environment and Coordination

Status
App/ Voice Assistant

System health variable Integer Health of the system
Health Measure Program (CPU, memory,

logs. . . )

These status variables are very relevant in our study, as we intend to consider

emotions as a key base in complex infrastructures and try to relate them to the

infrastructure productivity.

The first status variable is a facial emotion recognition variable, which is

obtained from a collection of photos through the webcam of the employee in-

formation extraction point. We developed a facial recognition algorithm and

trained it with our own dataset (Figure 3.8), formed by a combination of dif-
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ferent data sources: photos from Extended Cohn-Kanade [66, 80] and Recola

database, and a collection of images of our research group personnel. These

last images were taken from a video data source. As a result, we obtained a

model able to detect the worker emotion with 79.23% accuracy.

Figure 3.8: Emotion captures example, from video Dataset samples from our own

experiments simulating emotions. Representing 5 major emotions.

For the second status variable, we created a mobile and tablet application,

using a voice assistant alternatively, where we ask, every thirty minutes, dif-

ferent questions about workload, mood of the worker, opinions of the system,

etc. The idea is not to be intrusive in the workplace applications, and get extra

data, that could show us possible unexpected situations that may affect the

personnel from the command control center, like bad moods or simply fatigue.

These devices are also present in the employee extraction point.

The third status variable is obtained from the voice of the workers. We

made a model for audio analysis, which will give us the emotional prosody of

the operator, expressed in terms of valence and arousal. We built our own

audio recognizer, training a CNN with audio from Recola database and from

our research group personnel. This last audio was taken from the same video

that the images used in facial recognition. The best model obtained was able

to predict the arousal with a Concordance Correlation Coefficient (CCC) of

0.8449 and the valence with a 0.2595 CCC.

The outcome of this experiment will be explained in chapter 4 , Discussion

and Results.

After having the results of the emotions from the three status variables (face

emotion recognition, audio analysis and the app/voice assistant questionnaire

answers), we made a sensibility analysis trying to find the relationships between

all the features and the final emotions. We divided the study into two: valence

and arousal sensibility analysis, adding and modifying the features and seeing

the produced changes in the target variable. We presented Figure 4.8 and

Figure 4.9 as the results of the weights of the features regarding the target

variable (valence for Figure 4.8 and arousal for Figure 4.9).
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CHAPTER4
Discussion and Results

After exposing our model of Emotion-Aware CPS in the different sections and

introduced some of the experiments we did to support the model we have come

to discuss the results pointed in the previous chapter.

4.1 Sentiment Analysis

Once we have tested the most important products, the next step is to create

our own models for Sentiment Analysis using the modeling tools exposed in

Table 3.1. In that way, we would be able to compare the results between the

two kinds of products and determine if creating a model is worth it or if it’s

better to use the out-of-the-box tools.

If we take a look to the tables 4.1 and Table 4.2, APIs like IBM Watson,

Google Natural Language and Microsoft Azure seem to be more precise. Inde-

pendently of the dataset, their accuracy is always between 70-90%, achieving

the higher punctuation in all of them. However, the access to their platforms

is restricted to a limited number of instances, apart from that, you can always

buy an enterprise license of use, and the unrestricted use will be granted.

On the other hand, we have APIs like MonkeyLearn and MeaningCloud,

which allow us a higher free use (50,000 and 40,000 calls per month, respec-

tively) whose accuracy is between 50-86%, and, in some datasets, not far from

the best score.

Packages do not obtain bad results either, the accuracy is always between 60-

85% and, in this case, we have unlimited use of the package. Another positive

point is that these packages allow us to create our own model, that’s very

convenient for us, if we want to apply opinion mining not only to people but

also to machines, so we can combine out-of-the-box models with new customized

ones.

At this point we can conclude that the average punctuation of analyzed

81



4. Discussion and Results

products is good enough for sentiment analysis, but the use of a combination

of them depends on the nature of the data and the use case, basing our opinion

not only in best punctuation but also in our business needs.

Table 4.1: Evaluation of selected products (I).

PRODUCTS

DATASETS

Twitter Dataset Amazon (Books Reviews)

Accu-

racy

Preci-

sion
Recall F1

Accu-

racy

Preci-

sion
Recall F1

IBM Watson 69.44% 84.88% 58.86% 69.52% 86.23% 87.20% 86.27% 86.73%

Google Natural

Language
68.29% 63.09% 87.61% 73.36% 90.57% 87.40% 94.80% 90.95%

Micrososft

Azure
73.92% 70.76% 81.45% 75.73% 73.20% 69.69% 85.07% 76.61%

Sentiment140 50.77% 90.09% 50.90% 65.05% 60.30% 76.82% 61.87% 68.54%

Pattern 62.70% 58.25% 89.87% 70.68% 65.43% 59.48% 96.87% 73.70%

Textblob 62.53% 58.13% 89.81% 70.58% 65.53% 59.55% 96.87% 73.76%

Vader 68.70% 63.25% 89.34% 74.07% 70.40% 63.58% 95.53% 76.35%

RapidMiner 57.07% 76.89% 50.88% 61.24% 60.03% 72.37% 56.93% 63.73%

Monkey Learn 55.67% 72.09% 56.63% 63.43% 79.93% 74.56% 90.87% 81.91%

Meaning Cloud 50.93% 73.24% 53.96% 62.14% 63.50% 73.86% 88.53% 80.53%

Table 4.2: Evaluation of selected products (II).

PRODUCTS

DATASETS

Kaggle Competition Sentiment Labelled Sentences Data Set

Accu-

racy

Preci-

sion
Recall F1

Accu-

racy

Preci-

sion
Recall F1

IBM Watson 81.33% 96.28% 69.95% 81.03% 79.39% 93.24% 78.25% 85.09%

Google Natural

Language
87.00% 88.66% 84.47% 86.51% 89.57% 84.97% 96.13% 90.21%

Micrososft

Azure
83.53% 88.58% 76.50% 82.10% 75.16% 69.72% 89.26% 78.29%

Sentiment140 54.77% 98.20% 58.95% 73.67% 25.53% 93.65% 18.67% 31.13%

Pattern 82.33% 78.09% 89.26% 83.30% 70.80% 64.09% 94.60% 76.41%

Textblob 82.50% 78.32% 89.26% 83.43% 70.83% 64.16% 94.40% 76.40%

Vader 86.67% 80.76% 95.81% 87.65% 74.77% 67.52% 95.47% 79.09%

RapidMiner 75.90% 83.90% 77.79% 80.73% 72.40% 78.41% 77.47% 77.93%

Monkey Learn 55.67% 72.09% 56.63% 63.43% 85.87% 84.62% 87.67% 86.12%

Meaning Cloud 86.30% 92.50% 89.06% 90.75% 69.60% 83.94% 81.20% 82.55%

Modeling tools are based on Machine Learning Algorithms for text classifi-

cation. So, if we have a group of instances with their polarity, it is possible to

train and create models for classifying new instances according to this polarity.

The problem of these products is that they need a huge amount of data for
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training and, also, a bag of words, with expressions and concepts to correct

and interpret what is really said.

The most common algorithms for classification are SVM (Support Vector

Machines), Naive Bayes, Decision Trees, Maximum Entropy, Random Forests,

Logistic Regression and Neural Networks (see Table 4.3 for more details about

the modeling tools and their classification algorithms).

Table 4.3: Some of the modeling tools and their most important classification algo-

rithms.

Modeling Tools Classification Algorithms Algorithms Link

Pattern.en
Näıve Bayes, SVM, Single

Layer Perceptron

http://www.clips.ua.ac.be/

pages/pattern-vector#

classification

TextBlob

Base, Decision Tree,

Maximum Entropy, Naive

Bayes

http:

//textblob.readthedocs.io/

en/dev/api reference.html#

module-textblob.classifiers

NLTK

Naive Bayes, Maximum

Entropy, Decision Tree,

Logistic Regression

http://www.nltk.org/api/

nltk.classify.html

LibShortText SVM

http://www.csie.ntu.edu.

tw/∼cjlin/libshorttext/doc/

classifier.html

RTextTool

SVM, Maximum Entropy,

Decision Tree, Neural

Networks

https://journal.r-project.

org/archive/2013/RJ-2013-

001/RJ-2013-001.pdf

Apache Mahout

Logistic Regression, Naive

Bayes, Hidden Markov

Models

https://mahout.apache.

org/users/basics/

algorithms.html

Weka
SMO, Naive Bayes, Filtered

Classifier

http://weka.sourceforge.

net/doc.dev/weka/

classifiers/Classifier.html#

buildClassifier-weka.core.

Instances-

Other future line will be the use of new techniques based on unsupervised

systems, for instance, using Neural Networks and their unknown behavior for

Sentiment Analysis. The best recorded score we get is dated in April 2017.

A group of scientists [114] discovered a sentiment neuron while they were try-

ing to develop a system capable to predict the next character in a chunk of

text. After training the multiplicative LSTM with 4,096 units on a corpus of

82 million Amazon reviews, they turned the model into a sentiment classifier by
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taking a linear combination of these units, learning the weights of the combina-

tion via the available supervised data. While training the linear model with L1

regularization, they noticed it used surprisingly few of the learned units. Dig-

ging in, they realized that actually appeared a single “sentiment neuron” that

was highly predictive of the sentiment value. Without knowing it, they have

developed an unsupervised system which learns an excellent representation of

sentiment, despite being trained only to predict the next character in the text

of Amazon reviews, getting 91.8% accuracy versus the previous best of 90.2%

on a small but extensively-studied dataset, the Stanford Sentiment Treebank.

Looking the results of Table 4.1 and Table 4.2, APIs like IBM Watson,

Google Natural Language and Microsoft Azure seem to be more precise. Inde-

pendently of the dataset, their accuracy is always between 70-90%, achieving

the higher punctuation in all of them. However, the access to their platforms

is restricted to a limited number of instances, apart from that, you can always

buy an enterprise license of use, and the unrestricted use will be granted.

On the other hand, we have APIs like MonkeyLearn and MeaningCloud,

which allow us a higher free use (50,000 and 40,000 calls per month, respec-

tively) whose accuracy is between 50-86%, and, in some datasets, not far from

the best score.

Packages did obtain accuracy between 60-85% and, in this case, we have

unlimited use of the package. Another positive point is that these packages

allow us to create our own model, that’s very convenient for us, if we want

to apply opinion mining not only to people but also to machines, so we can

combine out-of-the-box models with new customized ones.

4.2 Emotional decision-making biases prediction

In this experiment we highlighted the importance of selecting the right infor-

mation and the appropriate modeling techniques for the different data sources.

We used machine-learning techniques to solve the problem of predicting the

willingness of to act from the users of a cyber-physical system in a specific con-

text.

Thanks to the different relationships between the psychological part of

the emotional decision-making process, and how these emotions can be re-

conducted using an external stimulus triggers, this work evaluates from a con-

textualized point of view of a cyber-physical system, the influence of stimuli

and emotions in decision-making around the operations management tasks in

a data center.

The experiment was able to predict the action of a possible operator in-

side a data center with an 85% accuracy. The results obtained about stimulus

and actions reinforce the theories from other articles [54, 90] about negative
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stimuli and how humans are genetically programmed for a stronger and more

instinctive reaction towards negative stimuli than towards positive or neutral

ones. The processing of negative stimuli is therefore automatic and immediate,

and requires little cognitive capacity [17, 18]. Fear is also an important fac-

tor in negative stimuli, as it increases the risk perception [74], so it increases

the probability of the acting or escalating an issue to the chain of command

compared with the participants that received a positive stimuli.

We have found an important work field for the future, using emotional

variables. We can translate subjective information into technical information

and act with it using the commonest predictive modeling techniques. We found

tools coming from other knowledge areas that are useful for the goal we pursue:

to establish a direct relationship between psychological or subjective variables

and technical or numerical variables

There is a clear path for closing the loop and being able to aid to the op-

erations personnel to enhance their skills and to help them to automate the

commonest tasks. This is the way we can be more productive, in specially

changing environments, such as Smart Cities, IoT, Edge Datacenters. The fu-

ture of Telecommunications will give us a new field for improvement, as we will

have to move the services closer to end-user with high value information and a

very low latency.

As mentioned before, the study was made in two ways: a general point of

view and a specific purpose point of view. Both based on the same data, which

is made up of 100 samples (the stimulus is totally balanced-50 positive and 50

negative news- and the proportion of action over not action is 51–49).

Table 4.4: Model Metrics.

Metrics
Models

General Random Forest Specific Random Forest

Accuracy 0.85 0.85

F1 0.84 0.87

Precision 0.73 0.75

Recall 0.80 1.00

Average Precision 0.81 0.77

Area under the ROC curve 0.91 0.98

The approach of this study is to develop two different models to predict,

on the one hand, the capacity of action (or not action) of a subject through

the whole available variables obtained in our study and, on the other hand,

the relation between the stimulus, the emotion and the decision-making after

the stimulus, establishing a connection with the final action of the subject.

For that, we developed with Python two random forest models. We studied

the correlation between variables and their p-value, rejecting the variables that
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had not a statistic significance p = 0.05. We made different studies and tests

with the models to find the best hyperparameters of the algorithm that adjust

to our problem, obtaining the final models detailed below.

In this way, the general view study was developed for the entire dataset

(formed by the 24 variables, except the ones rejected by their p-value), obtain-

ing a random forest model capable of predicting with a 85% accuracy the acting

(or not acting) of a possible operator inside a data center (the metrics obtained

for this model are represented in Table 4.4). The specific purpose model was

focused on the correlation between the external stimulus, the emotion after

this stimulus (obtained through the questionnaires) and the final decision (act-

ing/not acting) of the subject. In this case, we used other random forest model,

obtaining with the 85% accuracy the action (or not action) of the subject (see

Table 4.4 for the details of the metrics obtained for this model). This specific

random forest model was made with only a part of the dataset (formed by the

variables corresponding to the stimulus, emotion after stimulus, B questions,

and the decision variable).

Accuracy in this case is defined as the instances that have been correctly

predicted, but it cannot be considered as a good metric by itself, so it is nec-

essary add other metrics for the evaluation of the models. Suppose a problem

with two unbalanced classes, where there are 9990 examples of class 0 and only

10 examples of class 1. If the classification model only predicts 0, its accu-

racy would be 99.9%, although it would not be a good model. For this reason,

accuracy should be bounded to the calculation of other metrics.

F1 score is the harmonic mean between Precision and Recall, which are,

respectively, the measurement of positive and negative instances that have been

correctly predicted.

Average precision is a popular metric in measuring the accuracy of object

detectors. It computes the average precision value for recall value over 0 to 1,

its general definition is finding the area under the precision-recall curve.

An ROC curve (receiver operating characteristic curve) is a graph showing

the performance of a classification model at all classification thresholds. This

curve plots two parameters: True Positive Rate (TPR) and False Positive Rate

(FPR). An ROC curve plots TPR vs. FPR at different classification thresholds.

Lowering the classification threshold classifies more items as positive, thus in-

creasing both False Positives and True Positives. Area under the ROC curve

tells how much model is capable of distinguishing between classes. Higher the

AUC, better the model is at predicting 0s as 0s and 1s as 1s.
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Machine-Learning Techniques

There is no predefined algorithm when choosing a machine-learning model in

these cases. Some perform better with large data sets and some perform better

with high-dimensional data. Thus, it is important to assess a model’s effective-

ness for our particular data set.

Neural Networks can be used with small datasets as well, but it depends on

the classes we are trying to split. For instance, if we just try to classify black

versus white images, we will need very few training examples. Moreover, there

are cases that do not allow us to have much training examples, for instance,

the case of predicting tsunamis, so Neural Networks are totally valid for small

datasets (as long as we do not get overtrained networks). But as we have data

with not clearly separated classes and with few variables, Neural Networks do

not make sense in this problem. For this reason, we considered random forest.

Random Forest is used with the objective of introducing artificial intelligence in

the performed analysis. Decision trees are useful tools capable of discovering the

relationships or probabilities of action according to the input variables. Linear

algorithms made no sense since there is not a clear relationship between them

and neural networks lacked sufficient data for their training. Random Forest is

a good model if we want high performance with less need for interpretation [67].

This classification technique was introduced by Breiman [19] and it has been

used in numerous articles [111, 24, 105, 65, 112, 33], but its application in

psychology [53, 113] and decision-making fields is scarce.

General Random Forest Model

The first model was able to predict, with all the data flow (the emotion and

decision-making answers to the questionnaires, the stimulus and the emotion

and decision-making answers to the questionnaires after stimulus), the prob-

ability of acting/reporting to the chain of command. The importance of the

model variables is shown in Figure 4.1.

We run two processes for evaluating the data. The first one was to verify the

correlation between the variables and reject, in case there were two variables

with a high correlation (higher than 95%), one of them (the correlation matrix

of the variables is shown in Figure 4.2). The second process was to make a

p-value analysis for rejecting the variables that had not a statistic significance

p = 0.05.

As shown in Figure 4.2, there is no variable with a correlation higher than

95%, but after the p-value analysis some variables were rejected. The distri-

bution and frequencies of the selected variables after processing are shown in

Figures 4.4 and 4.3, respectively.

As we can see in Figure 4.4, the variables Emotion B (emotion obtained after
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Figure 4.1: Importance of Model Variables.

Figure 4.2: Correlation Matrix.

Figure 4.3: Frequencies of variables.
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Figure 4.4: Distribution of variables.

stimulus) and Stimulus have a clear distribution, Emotion B = 2 (happiness)

tends to not acting whereas Stimulus = 1 (equivalent to negative news) produces

an active response, driving subjects to action.

Specific Random Forest Model

Apart from having a general model capable of predicting the action of a subject

into a data center, it was very interesting to know the importance of stimuli and

emotions in decision-making. For this reason, a second model was developed.

The selected variables for the analysis have been Stimulus, Emotion B, and

the answers of the decision-making process after the stimulus. The main goal

is to establish the probability of action according to an emotion and stimulus,

and the reason we developed this experiment, so ”A” variables has been re-

jected as they are not directly related with the Stimulus and only ”B” variables

occurs after the news are given.For this reason the specific model only takes

into account those variables experienced by the subjects after the stimulus, as

we want to establish relations between stimulus, emotions and decisions.

The procedure was identical to the general model. We evaluated the correla-

tion and the p-value of the variables according to the predicted label (Decision

to act). The correlation matrix of this specific model is shown in Figure 4.5,

and the analysis of the distribution and frequencies of selected variables (after

p-value processing (p = 0.05)) is shown in Figure 4.6 and Figure 4.7, respec-

tively.

Paying attention to Figure 4.6, Emotion B = (2,3) (2-happiness and 3-

neutral) tends to not act and Stimulus = 1 (negative news) drives the subject

to action.

We obtained Table 4.5, evaluating the probability of the willingness to act

from the participants according to their input stimulus . As we can see in
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Figure 4.5: Correlation Matrix.

Figure 4.6: Distribution of variables.

Figure 4.7: Frequencies of variables.
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Table 4.5: Probabilities to Action according to Stimulus and Emotion.

Stimulus Emotion B Probability to act

0

1 0.157

2 0.044

3 0.434

4 0.677

5 0.850

1

1 0.742

2 0.672

3 0.906

4 0.990

5 0.990

Positive news: Stimulus = 0, Negative news: Stimulus = 1, Angry: Emotion = 1, Happiness:

Emotion = 2, Neutral: Emotion = 3, Sadness: Emotion = 4, Surprise: Emotion = 5.

Table 4.5 a negative stimulus always increases the probability to act and the

emotions that drive us to an actuation are sadness and surprise.

We used Weka [44], the Machine-Learning software, (also used for data min-

ing) to check the accuracy and prediction of other models. In particular, we

used: trees J48, random forest, and random trees. The results where almost

identical, but the ones obtained with our models and processing achieved better

outcomes. It is important to note that these models were implemented from a

collection of machine-learning algorithms that Weka has previous established.

Weka did the computation and chose the final model that better adjusts to the

dataset. But we did not any of our preprocessing nor adjustment of hyperpa-

rameters (as we did programming with python for our random forest models).

4.3 Emotion-Driven Systems

All our activities produce data, in every situation. The meaning of this in-

formation may change depending on the context. At the workplace we need

the specific IoT sensors to obtain the data, using the appropriate hardware

architecture. We need it for protecting, accessing and using our own data.

In our scenario we used common video, audio accessories or even Natural

Language Processing (NLP) in the initial testing [6]. We created an Employee

Information Extraction Point applicable to any Smart City (Data Centers in

our case) in order to extract emotional, environmental and machine variables.

In this Infrastructures, the emotional part can be optimized, as a conscious

system where machines and humans are monitored and efficiently managed.

Optimization is related to workers’ emotions and their productivity is higher
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when they are in a positive mood (as the outcome in our study). This idea

coincides with the studies’ conclusions of other authors [55, 13, 150], so it is

necessary to have a staff management tool where emotions are considered, and

the workers are distributed according to their emotions. Using previous studies

from our recent research, we studied the trends introduced by the emotional

status and the external stimulus received by the workforce [31].

At the same time, it is necessary to monitor the whole infrastructure and

to define system health variables (with data of logs, temperature, CPU, mem-

ory, etc., of the infrastructure machines), which will be controlled and stored,

predicting also possible failures or system crashes.

The main goal of the new proposed system is to capture the objective emo-

tional data that should be easy observable. We have used previous experiments

to apply our knowledge from affective computing to this specific use case. We

developed experiments on how to produce valuable information and represent

it in a different way, like in Figure 3.5, where we draw the evolution of both

biometric and emotional data from the employees and the general health of the

Cyber-System.

In this work we introduced human error and performance monitoring as

the focus for industrial productivity, considering some approaches in analysis

and control. We introduced the emotions, without getting into details in the

psychological studies, and the impact of decision making at the workplace.

Our initial reference was a data center, as an example of infrastructure, that

has to be up and running 24x7 with all the services available. We did some

testing and experiments, treating to represent the major concerns inside the

operations management process, getting data from different sources. Lastly,

we made some sensitivity correlation analysis of the variables to learn from the

information we obtained. From this knowledge we will be able to design future

tools for extracting emotion and context information, correlating the data from

the personnel with the system data.

In our case the outcome of the experiments is a set of data, categorized

and ready to be exploited in different cases. We have introduced human er-

ror as the major driver for improvement in the operation of different kind of

infrastructures or Smart Cities. We have obtained variables, that give us the

context information missing in most of the scenarios. We have introduced the

influence of the psychological factor in the performance and productivity of the

specialized personnel, the emotional status and the mood, detected through our

set of tools and the model to populate the data. This data will be generated

as a whole product, using our holistic approach, taking in account not only

the biometric, audio, video and text data, but also the cyber-physical system

information, with the overall status. We have included the contrast of using

different datasets to compare theoretical results with our experimental results

[31].
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We have learnt from this process of decision making, using new ways of data

capturing and a holistic view of complex systems. There is still a big effort to

be done in this area, especially in fixing the context of the information and

taking in account all the players involved in the productivity chain.

Experiment and Results

Once the Employee Information Extraction Point is implemented in the work-

place and the status variables are extracted and traduced to valence, arousal

and their final emotion, it is possible to relate them to productivity. We built

an experiment for this purpose. We selected 12 operators, giving them the or-

der to solve a common task in the data center. They all signed explicit consent

for managing their data, and make some profiling with it. We defined a base

time to execute the General System Integrity Check (10 minutes), this task, at

the same time is subdivided into the following subtasks:

• Hardware, Operating System (OS)

• Processor utilization

• Network communications

• Disk space utilization and performance

• Main storage utilization and performance

• Error Logs

• Message and system output queues

• System Security

• Backup and Recovery

• Disaster Recovery

We measure productivity as the deviation from the time base, being neg-

ative the time reduction and positive the increment of time during the task

execution. The 12 subjects are people with experience in data centers and all

have a similar knowledge. We made 50 different tests with the sample, detect-

ing the dominant emotion, the arousal and valence of the subject. We used the

employee information extraction module for the test. Figure 4.10 sums up the

distribution of the emotions for the 50 analyzed cases. It is important to note

that there was no failure of the system while executing the task during the test.

The objective of this experiment is to relate emotions and productivity

within a data center, measuring the execution time in a simple, common and
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Figure 4.8: Emotional Variables Weights for Valence.

Figure 4.9: Emotional Variables Weights for Arousal.
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Figure 4.10: Emotion Distribution (%).

Figure 4.11: Correlation Matrix.

repetitive task. The correlation matrix between variables is shown in Figure

4.11.

As we can see in this Figure, T task (corresponding to the time spent by

the subject executing the assigned task) is inversely proportional to the valence

of the emotion.

If we evaluate the impact of the emotion in the task duration (as shown in

Figure 4.12 and Figure 4.13), we can see how emotions with a negative valence,

such as anger and sadness, have a negative impact in the productivity (that is,

they delay task execution in an average time of 4 and 2 minutes, respectively).

Happiness, on the contrary, tends to increase productivity, saving time during

the task execution, in an average of 2.5 minutes. Neutral and Surprise emotions

do not influence the average time duration of the task, although Neutral cases
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Figure 4.12: Productivity Impact of Emotions.

Figure 4.13: Average Emotions Impact on Productivity.
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Figure 4.14: Valence Impact on Productivity.

tend reduce the time spent in the task.

Focusing our attention on the valence and arousal extracted of the subjects’

emotions, we found interesting results. As shown in Figure 4.14 and Figure 4.15,

the valence of an emotion has a significant impact on productivity. The greater

the valence is, the greater it is the productivity of the subject. The arousal

doesn’t have a clear tendency, but it seems to have two different tendencies. Un-

til arousal=0.41748, productivity increases proportionally to the arousal value.

From arousal=0.41748 on wards, productivity decreases as arousal increases,

so high arousal values seem to impact negatively on productivity.

Once emotions are being related to productivity, it makes sense to put in

place a management tool to control, in terms of awareness and prediction,

the emotions of the Data Centers workers, which allow the supervisor to act on

them or distribute them according to their emotions, in order to obtain a better

efficiency and productivity. For this reason, we created a prototype of a Man-

agement Console (Figure 4.16), where emotions and workers are represented,

but also the general system health through the infrastructure sensors. As we

have explained in this chapter, at the same time that personnel is controlled

(based on workers emotions), we will be monitor the whole infrastructure, defin-

ing a system health variable (with data of logs, temperature, CPU, memory. . .

of the infrastructure machines), which will be controlled and stored, predicting

possible failures or system crashes as well. All elements of a complex infras-

tructure (a data Center in our case) are contained on a simple management

console.
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Figure 4.15: Arousal Impact on Productivity.

Figure 4.16: Staff general view from the Management Console.

98



CHAPTER5
Conclusions and Future Work

This Ph.D. thesis has addressed the optimal management of complex in-

frastructures, focusing on the use case of large data centers, as an example

of Cyber-Physical Systems. We contributed by designing new methods for

extracting information, including human emotions, and we designed the

algorithms that rule de biases in the decision-making process for this context.

In this chapter, we present a synthesis of the conclusions derived from the

research fulfilled during this Ph.D. thesis, emphasizing on the contributions to

the state-of-the-art provided by this research. Finally, we conclude this disser-

tation highlighting the open research challenges and future directions derived

from this work.

5.1 Conclusions

As described in the motivation of this Ph.D. thesis (Section 1.1), infrastructures

are becoming more complex and to manage and identify the critical issues

can be very difficult. The systems produce data that should be analyzed.

But the personnel managing operations are not much monitored. We need

them to capture the data they produce, model their behavior, and optimize the

whole system in terms of productivity and efficiency. For reaching our goal, we

reviewed the existing tools and technology advances and matched them with

the main needs we identified. Therefore, we needed to run specific research

on three areas: Sentiment Analysis, decision-Making bias prediction, and the

emotion-driven management system to support the previous findings.

The problem addressed by our research line is the optimal management

of complex infrastructures, focusing on the use case of large data centers, as

an example of Cyber-Physical Systems. For reaching this optimal management

we needed to handle some of the variables we had at hand in our environment.

According to the research objectives highlighted in Section 1.3 of Chapter 1,
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during this Ph.D. thesis we have achieved the following results:

The contributions of this Ph.D. thesis are placed in the state-of-the-art con-

tributions on Emotion-Aware systems modeling. Some of the features needed

for describing the different elements that compound this modeling can be

broadly described into 3 categories: (i) analysis of the state-of-the-art in Senti-

ment Analysis, (ii) study of Emotions and Mood tracking and biases prediction,

and (iii) Proposal of a Emotion-driven Data Center management system.

• State-of-the-Art on Sentiment Analysis

– We defined a study on the existing Affective Computing or Sentiment

Analysis tools methods and platforms available in the market.

– We Classified the different Sentiment Analysis approaches according

to the proposed taxonomy, evaluating the impact of current research

on Natural Language Processing (NLP).

– We identified new open challenges that have the potential of improv-

ing sentiment Analysis using Multimodal approach (Text, Audio and

Video).

– We proposed of the best classification training model strategy for

training Semantic Networks for NLP.

– Analyzing the results, APIs like IBM Watson, Google Natural Lan-

guage and Microsoft Azure seemed to be more precise. Independently

of the dataset, their accuracy is always between 70-90%, achieving

the higher punctuation in all of them. However, the access to their

platforms is restricted to a limited number of instances.

– On the other hand, we used APIs like MonkeyLearn and Meaning-

Cloud, which allowed us a higher free use, whose accuracy was be-

tween 50-86%, and, in some datasets, not far from the best score.

– Packages did not obtain bad results either, the accuracy is always

between 60-85% and, in this case, we had unlimited use of the pack-

age. These packages allowed us to create our own model, very con-

venient if we want to apply opinion mining not only to people but

also to machines, so we can combine out-of-the-box models with new

customized ones.

• Emotions and Mood tracking and biases prediction

– We Proposed an algorithm to determine a corrective action based

on the current operating status and the predominant emotion of the

operator in the operating environment of data centers and validation

in real environment.

– We Identified the emotions that may trigger call to action depending

on the decision-making scenarios. based on empirical research.
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– We proposed an algorithm for predicting bias in decision making in

the Cyber-Physical Systems Operations Center.

– We highlighted the importance of selecting the right information and

the appropriate modeling techniques for the different data sources.

– We used machine-learning techniques to solve the problem of predict-

ing the willingness of to act from the users of a cyber-physical system

in a specific context.

– Thanks to the different relationships between the psychological part

of the emotional decision-making process, and how these emotions

can be re-conducted using an external stimulus triggers, this work

evaluates from a contextualized point of view of a cyber-physical sys-

tem, the influence of stimuli and emotions in decision-making around

the operations management tasks in a data center.

– The study was able to predict the action of a possible operator

inside a data center with an 85% accuracy.

– The results obtained about stimulus and actions reinforce the theo-

ries from other articles about negative stimuli and how humans are

genetically programmed for a stronger and more instinctive reaction

towards negative stimuli than towards positive or neutral ones.

– The processing of negative stimuli is therefore automatic and imme-

diate, and requires little cognitive capacity.

– Fear is also an important factor in negative stimuli, as it increases the

risk perception. It increases the probability of the acting or escalating

an issue to the chain of command compared with the participants that

received a positive stimuli.

• Emotion-driven Data Center Management System

– We researched about state-of-the-art on Emotion-Aware systems patents

in the industry.

– We proposed a method of extraction and analysis to associate the

measured variables with values of excitation and valence of emotions

in the operating environment of data centers and validation in real

environment.

– We proposed a display module configured to provide corrective action

to the operator in the operating environment of data centers and

validation in real environment.

– We proposed a model for the extraction of emotional information

through biometric and audiovisual sensors in the operating environ-

ment of data centers and validation in a real environment.
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– We proposed a management system for operations personnel based on

the combined use of environmental, telemetric, biometric, audiovisual

and emotional information.

– By using common video, audio accessories or even Natural Language

Processing (NLP) in the initial testing. We created an Employee

Information Extraction Point applicable to any Smart City in order

to extract emotional, environmental and machine variables.

– We evaluated the impact of the emotion in the task duration, we can

see how emotions with a negative valence, such as anger and sadness,

have a negative impact in the productivity (that is, they delay task

execution in an average time of 4 and 2 minutes, respectively). Hap-

piness, on the contrary, tends to increase productivity, saving time

during the task execution, in an average of 2.5 minutes. Neutral and

Surprise emotions do not influence the average time duration of the

task, although Neutral cases tend to reduce the time spent in the

task.

– We monitored the whole infrastructure and to define system health

variables (with data of logs, temperature, CPU, memory, etc., of

the infrastructure machines), which will be controlled and stored,

predicting also possible failures or system crashes.

– The main goal of the new proposed system is to capture the objective

emotional data that should be easy observable. We have used previ-

ous experiments to apply our knowledge from affective computing to

this specific use case.

We developed experiments on how to produce valuable information and

represent it in a different way, where we draw the evolution of both biometric

and emotional data from the employees and the general health of the Cyber-

System.

In this Ph.D. thesis we introduced human error and performance monitoring

as the focus for industrial productivity, considering some approaches in analy-

sis and control. We introduced the emotions, without without digging into the

details from the psychological studies, and the impact of decision making at

the workplace. Our initial reference was a data center, as an example of infras-

tructure, that has to be up and running 24x7 with all the services available.

We did some testing and experiments, treating to represent the major concerns

inside the operations management process, getting data from different sources.

5.2 Future Research Directions

The research in this Ph.D. thesis has focused on the development of models and

optimization techniques for performance monitoring as the focus for industrial
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productivity, for decreasing human error, considering some approaches in anal-

ysis and control science. However, some interesting directions of future research

have emerged during the completion of this work. Following, we propose future

research directions and improvements of the work presented in this dissertation.

With this new kind of tools, we will have a clear idea of the issues and

matters that can affect to the workforce while doing their job at their workplace.

We have new assets for supervising employees or to determine root cause in

several disaster scenarios. We will monitor the personnel, the systems, and

both of them with the related context.

Future directions of this course of action could be any system that implies

human individuals, managing infrastructures and technology, like Smart Cities,

where we want to have both the psychological information and the sensor data

context in a broad environment. The infrastructure is subject to infinite evolu-

tions or improvements, such as the inclusion of better biometric data of people

or the detection of anomalies. For reaching this goal we will be using supervised

and unsupervised algorithms that can improve and complete our system.

One of the possible evolved cyber-systems is the automated or assisted cars

industry. Most road accidents occurred due to the human error. Advanced

driver-assistance systems (ADAS) are systems developed to automate, adapt

and enhance vehicle systems for safety and better driving. The automated

system which is provided by ADAS to the vehicle is proven to reduce road fa-

talities, by minimizing the human error. Safety features are designed to avoid

collisions and accidents by offering technologies that alert the driver to po-

tential problems, or to avoid collisions by implementing safeguards and taking

over control of the vehicle. Adaptive features may automate lighting, provide

adaptive cruise control and collision avoidance, pedestrian crash avoidance mit-

igation (PCAM), incorporate satnav/traffic warnings, connect to smartphones,

alert driver to other cars or dangers, lane departure warning system, automatic

lane centering, or show what is in blind spots. This is just an example of

possible improvement. With this kind of aids, we will be able to reduce these

fatalities and save the time we can use in improving the quality of life.

5.2.1 Employee emotional state supervision and control

As a step forward of the advances presented in this dissertation,the goal will be

the full control of the performance of the employees. We may provide the system

the right person with the right mood for the specific assignment. We will need

to improve the profiling of the different employees. For this purpose we will

need to have more knowledge of the psychology discipline or/and collaborate

with subject matter experts.

We must design the the workstation and job description according to this

objective, taking special care to the possible data protection and ethical issues
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in advance. We will need to be advised in psychological and legal matters.

5.2.2 Impact of other social psychological effects at the workplace

This will include expected positive and negative effects on the workforce.

Some examples to explore:

• Gamification is the application of typical elements of game playing (e.g.

point scoring, competition with others, rules of play) to other areas of ac-

tivity, typically as an online marketing technique to encourage engagement

with a product or service. Gamification in the workspace is something we

need to explore, for enhancing individual productivity and emotional at-

tachments or affiliation to the corporation.

• Perception refers to the way sensory information is organized, inter-

preted, and consciously experienced. Perception involves both bottom-up

and top-down processing. This is called top-down processing. One way

to think of this concept is that sensation is a physical process, whereas

perception is psychological.

• Groupthink is the name given to a theory or model that was extensively

developed in the 1970s to describe faulty decision making that can occur in

groups as a result of forces that bring a group together (group cohesion).

• Ostracism is being deliberately left out of a group or social setting by

exclusion and rejection. Groups and individuals alike can ostracize others

and be ostracized themselves. Although social rejection is an inevitable

part of human existence, prolonged or unreasonable ostracism can lead

to loneliness, depression, and/or aggression. An example of ostracism

is a student deliberately not inviting a particular person to their party

although they invited everyone else in their class.

5.2.3 Advanced visualization

We claim the use of Advanced visualization in terms of simplicity. Is the way

of offering easy prioritized information. It can be an art of showing less with

the same meaning. How images can simplify the information needed to under-

stand complex questions. Things like Big Data doesn’t mean so much if the

people who control the results can’t understand or have to spend too much

time interpreting the information presented.

Minimalism in information visualization is based on the proposition that

“data graphics should draw the viewer’s attention to the sense and substance

of the data, not to something else” [138].
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5.2. Future Research Directions

We have multiple data sources coming from the Internet, like IoT devices,

appliances, GPS or Building Information Systems (BMS). Those sources pro-

vide dynamic information. Organizations need to find ways to hold on with

this Big Data to better understand their customers and move much faster and

more efficiently.

5.2.4 Digital Intelligence

“As technology advances at unprecedented speed, there is an urgent need to

empower individuals with a new form of digital competencies that can help

them become ready for the rapid advance of autonomous and intelligent systems

and other digital technologies in the near future,” says Karen McCabe, Senior

Director of Public Affairs and Marketing at IEEE. “A global standard that sets

common indicators for more comprehensively and collectively understanding

the existing challenges that digital skill-promoting efforts face and a common

language is foundational to ensuring that digital literacy and competency efforts

are coordinated globally and moving in the right direction.”

Leading organizations worldwide such as IEEE SA, the World Economic Fo-

rum, the City of London, IBM, Goleman EI, the World Childhood Foundation,

People Centered Internet, and Cybersafety.org are supporters of the recent DQ

Day (10th October) and will be participating in efforts to co-create DQ Global

Standards.

The study of the behavior of the individuals and the groups, affected for

the use of digital technologies and social networks is an interesting matter we

would like to cover. The field is too broad. We are interested in the effects

on the personnel in order to enhance their performance and interest alignment

with the corporations.
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