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Abstract 

The development of malicious software has increased. In this project in addition to do a description 
of the main features of cybersecurity, as well as the main threats to security systems, also constitutes 
a review of the different machine learning techniques for the intrusion detection to be applied in data 
preprocessing and processing stages. It is presented an introduction to Machine learning in linear 
and non-linear separable problems, as well as a concise explanation of the Logistic Regression 
model. For anomaly detection from machine learning techniques a data set is employed, KDD Cup 
’99. That data set is described and the main techniques of data processing and features engineering 
are implemented: selection of functions, remove of outliers, coding (one-hot encoder), etc. 
Subsequently, this data set is divided into two subsets of training and testing, and an exploratory 
analysis of these data is carried out. Six different models are implemented and evaluated to predict 
the different types of attacks that may arise in any connection record. To do this, each model is fitted 
to the training data set to make predictions about data that have not been trained. The different 
models implemented have been compared among themselves based on the results obtained from the 
different evaluation metrics implemented, since not all the models work efficiently for the same 
problem, and a model is selected such as winner according to the nature of the problem described. 
For professional discipline, this project integrates two topics of interest, cybersecurity and artificial 
intelligence, two areas that currently and in the future will have a great impact on society.   
Keywords: intrusion detection, machine learning, KDD Cup ’99, features engineering, models, 
evaluation metrics.    
 
 
Resumen 

El desarrollo de softwares maliciosos ha aumentado. Este proyecto, además de hacer una 
descripción de las características principales de la ciberseguridad, así como de las principales 
amenazas para los sistemas de seguridad, también constituye una revisión de las diferentes técnicas 
de machine learning para la detección de intrusos, que se aplicarán en las etapas de pre 
procesamiento y procesamiento de datos. Se presenta una introducción al machine learning en 
problemas separables lineales y no lineales, así como una explicación concisa del modelo Logistic 
Regression. Para la detección de anomalías a partir de técnicas de machine learning se emplea un 
conjunto de datos, KDD Cup ’99. Se describe ese conjunto de datos y se implementan las principales 
técnicas de pre procesamiento de datos e ingeniería de características: selección de funciones, 
eliminación de outliers, codificación (one-hot encoder), etc. Posteriormente se procede a una 
división de este conjunto de datos en dos subconjuntos de entrenamiento y de prueba, y se realiza un 
análisis exploratorio de estos datos. Se implementan seis modelos diferentes para predecir los 
diferentes tipos de ataques que pueden surgir en cualquier registro de conexión. Para ello, se ajusta 
cada modelo al conjunto de datos de entrenamiento para hacer las predicciones sobre datos que no 
han sido entrenados. Se han comparado entre sí los diferentes modelos implementados en función a 
los resultados obtenidos de las diferentes métricas de evaluación implementadas, ya que no todos los 
modelos funcionan de manera eficiente para el mismo problema, y se selecciona un modelo como 
ganador según la naturaleza del problema descrito. Para la disciplina profesional, este proyecto 
integra dos temas de interés, ciberseguridad e inteligencia artificial, dos áreas que en la actualidad 
y en el futuro tendrán un gran impacto en la sociedad.    
Keywords: detección de intrusos, machine learning, KDD Cup ’99, ingeniería de características, 
modelos, métricas de evaluación.    
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1. INTRODUCTION 

With the rise of computer networks, the increase of the services offered by them and the need to keep 
integrity, reliability and availability of the information transmitted, makes the security of computer 
systems, cybersecurity, increasingly important, due to the increase in attacks on computer systems 
and the development of malicious software.  
While a number of effective techniques exists for the prevention of attacks, it has been approved 
over and over again that the attacks and intrusions will persist and always be there. Although 
intrusion prevention is still important, another aspect of network security is just as important, 
intrusion detection. With novel intrusion detection techniques, network systems can become less 
vulnerable by detecting attacks and intrusions effectively, so the damage can be minimized and 
normal network activities keeping without being affected. The solution is the use of Intrusion 
Detection System (IDS) that inspect the activity of computer systems for patterns or behavior 
considered abnormal that may indicate a system attack or a misuse. Most current IDS are based on 
supervised machine learning models which require labelled data to perform model training. It is 
fundamental for any detection system the possibility of accessing balanced and diversified data to 
train the system.   
Recent research exposes growth of not known attacks based on content, which is why new data 
preprocessing techniques are necessary as well as to improve anomaly detection rates.  

2. CYBERSECURITY 

Cybersecurity is a broadly used term, whose definitions are highly variable, often subjective, and at 
times, uninformative. I will choose the definition used in the article [1] Defining Cybersecurity: 
“Cybersecurity is the organization and collection of resources, processes, and structures used to 
protect cyberspace and cyberspace-enabled systems from occurrences that misalign de jure from de 
facto property rights.”  
Cybersecurity is an increasingly broad field that involves different levels of a technological structure 
and includes everything from the services and applications, to the hardware architecture or the 
operating system and databases, repositories, libraries or communications. For this reason, 
conceptual models are usually proposed that take into account different domains or aspects, each of 
them is studied separately to analyse risks, threats, vulnerabilities and countermeasures.    
Let´s consider three fundamental pillars for cybersecurity: availability, integrity and confidentiality. 
Availability; whenever an authorized user wants to access or use an asset, he has the possibility to do 
so. Integrity; is that the assets cannot be altered or modified by unauthorized persons. 
Confidentiality; it has to do with the information stored or in transit and it refers to your privacy, you 
should only have access to it, therefore, the authorized persons. It can add two other pillars that can 
become very important in some scenarios, access control and non-repudiation. Access control; it 
consists of preventing the unauthorized use of an asset or resource. Non-repudiation; it is about 
preventing an issuer from denying their participation in a communication.                                
Therefore, when it says that security is responsible for the services, mechanisms and policies that 
ensure that the operation mode of a computer system is safe, it refers in essence to achieve the 
appropriate levels of availability, integrity, confidentiality, access control and non-repudiation.  
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[2] Applying AI, and specifically machine learning, in network security helps protect user and 
enterprises against advanced persistent threats and cybercriminals. The organization´s expectation is 
always that its endpoint protection software will identify and block previously unseen malware, 
including new variants designed to evade detection. This means security vendors must find new 
ways to detect attacks. 
So it has evolved from signature-based detection to heuristics-based, which changes detection from 
exact malware code matches to anything reasonably similar in nature. But malware has been able to 
evolve so that its behaviour can be made to look different each time, thereby fooling most heuristics 
checks. Now, it has got attacks designed to look unique arriving at such a rate that the old method of 
detection: people in a lab deciphering what is an instance of malware, just won´t cut it. 
Before the application of machine learning to cybersecurity, humans needed to define what to look 
for, what relationships should be categorized as bad, how to analyse the data, and what data to use in 
the first place, keeping in mind that these definitions changed daily. With machine learning in 
cybersecurity, the local computer can analyse much larger data sets more quickly than humans, 
extrapolating relevant data, attributes, behaviours, attack methods and more while teaching itself 
what is benign or malicious.  
The goal of machine learning in cybersecurity is to empower an algorithm itself to identify every 
attack with as little assistance as possible. While it is not perfect, the idea of having intelligent 
protection not just watching but learning to ensure the security of your environment.    
To check if this technology is necessary to have an effective defense, it has to look at modern 
methods of attack and to see whether legacy methods of detection can be successful. The modern 
methods of attack trends have grown in popularity over the last few years are evasive techniques 
(malware techniques to avoid detection), botnet attacks and sophisticated attacks (a simple path to 
infection). The best of machine learning for cybersecurity is that it is always learning, this makes it a 
very necessary part of the defense.    
The list of attack trends above will likely be obsolete in a few years, there will be new methods of 
attack [3]. But even so, machine learning in cybersecurity analysing each new attack, building its 
database of threat artefacts and behaviours, improving its ability to defend and protect with exposure 
to each new attack.  
Machine learning in cybersecurity is able to detect yet unknown threats. Machine learning 
technology does this by distinguishing atypical from typical behavior, while noting and correlating a 
great number of simultaneous events and data points. The machine learning algorithms must be 
trained on large volumes of data have already been properly labelled, identified or categorized with 
distinguishing features that can be assigned and reassigned relative weights.  

2.1 Malware, Phishing, SOC 

 Malware: Type of software that aims to damage and infiltrate without the consent of his owner 
in an information system [4]. This definition encompasses many specific types of malware, such 
as ransomware, spyware, command and control, etc.  

Malware discussion typically encompasses two main aspects [5]: 
o Objective: what the malware is designed to achieve. 

The most common objectives observed in malware: Exfiltrate information; stealing 
data, payment information, credentials, etc. Malware focused on this type pf theft can 
be extremely costly to a person, company, or government target that falls victim. 
Disrupt operations; malware actively working to cause problems for a target´s 
operation. From a virus on a single computer corrupting critical operation system   
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files, making that one system unusable, to a destruction of many systems in a 
installation, the level of disruption can vary. Demand payment; scareware uses empty 
threats to scare the target into paying some monies. Ransomware is a type of malware 
that attempts to prevent a target from accessing their data (by encrypting files on the 
target) until the target pays up.    

o Delivery: how the malware is delivered to the target. 
Malware use a variety of different delivery mechanisms, or attack vectors: Trojan 
horse; this is a program which appears to be one thing but is really a delivery 
mechanism for malware. This malware relies on the user to download it and run it on 
the target. Virus; is a type of self-propagating malware which infects other programs 
or files of a target via code injection. The difference between a virus and a Trojan 
horse is the malware propagation through injecting itself. Worm; malware designed to 
propagate itself into other systems. A worm actively works to infect other targets. 

The amount and diversity of its variants render classic defense ineffective, such that millions 
of host in the Internet are infected with malware (Trojan horses, virus or worms). The 
dynamic analysis of malware binaries during run-time provides an instrument for 
characterizing and defending against the threat of malware. Machine learning allows for 
automatically identifying novel classes of malware with similar behaviour (clustering) and 
assigning unknown malware to these discovered classes (classification). A proof of concept 
based on automatic behaviour based on malware analysis and the use of machine learning 
techniques could detect malware quite effectively and efficiently.  
 

 Phishing: [6] It is a deception technique that uses a combination of technology and social 
engineering to gather sensitive and personal information, such as passwords, credit card numbers, 
bank accounts and identities by masquerading as a trustworthy person or business in an electronic 
communication. Phishing makes use of spoofed emails that are made to look authentic and 
purported to be coming from legitimate sources like financial institutions, ecommerce sites, etc., 
to lure users to visit fraudulent websites through links provided in the phishing email. [7] The 
fraudulent websites are designed to mimic the look of a real company webpage. Though there are 
several techniques and software to detecting phishing attempts, phishers come up with new 
techniques to circumvent the available software and techniques. 

Can be applied different methods for detecting phishing emails using known as well as new 
features that can assist in discovering phishing attacks with very limited a-prior knowledge about 
the adversary or the method used to launch a phishing attack. The approach is to classify 
phishing emails employing different machine learning algorithms to the dataset for the 
classification process. The use of machine learning from a given training set is to learn labels of 
instances (phishing or legitimate emails).    

   

 SOC: [8] Unique brain capable of centralizing, monitoring and prioritizing the security data of a 
company´s network. Collect all the data (generated by firewall, access control, intruder 
prevention…) and filter and show the most important, prioritizing the risks and allowing to act 
quickly to control cyber-attacks before they can be launched. 
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A SOC will handle, on behalf of a company or institution, any threatening informatics incident, 
and will ensure that it is properly identified, analysed, communicated, investigated and reported. 
The SOC also monitors applications to identify a possible cyber-attack or intrusion (event) and 
determines if it is a genuine malicious threat (incident) and if it could affect business.    

2.2 Bot Network 

Botnet have become one of the biggest current threats to security systems [9]. A bot in this case is a 
device infected by malware, which then becomes part of a network of infected devices controlled by 
a single attacker or attack group. A single attacker need to gather under his control as many bots as 
possible, so the larger the bot network, the grater the impact it will cause. Bot networks are designed 
to infect millions of devices to obtain an economic benefit, spread malware or interrupt Internet 
service and using the resources of those devices for automated tasks that generally remain hidden to 
the users of the devices.  
[10] Botnet infections are usually spread through malware, such as a Trojan horse. Botnet malware is 
designed to automatically scan systems and devices for common vulnerabilities that have not been 
patched.  
The user infects his own system after opening a malicious email, clicking on a malicious ad, or 
download dangerous software from a website. So, bot networks are able to carry out actions such as 
accessing, modifying personal information, committing crimes… 
Botnets are difficult to detect, since they only use a small part of the processing capacity of infected 
computers, thus avoiding interrupting their normal operation and alerting the user.  
Once the desired number of devices is infected, attackers can control the bot using two different 
approaches: client/server, approach involves setting up a C&C server (botmaster) and sending 
automated commands to infected botnet clients through a communications protocol. A botmaster is 
an entity that coordinates to initiate, manage, or suspend attacks on all infected machines (bots). The 
other approach, a peer-to-peer network. Peer-to-peer botnet relies on a decentralized approach, and 
each infected device works as a client and server. Infected devices may be programmed to scan for 
malicious websites, or even for other devices in the same botnet. The bots can then share updated 
commands or the latest versions of the botnet malware. The peer-to-peer approach is more common 
today. Cybercriminals and hackers try to avoid detection by cybersecurity vendors and law 
enforcement agencies.  
The basic aim of this distributed coordinated network is to initiate various malicious activities over 
the network, including phishing, click fraud, spam generation, copyright violations, keylogging, and 
the most importantly, DoS attacks. 

2.3 DoS Threads 

It is a type of “anomalous” attack. [11] It is an attack in which an adversary directed an avalanche of 
traffic requests to a system so that the computer or memory resource is too busy or too full for handle 
legitimate requests and, in the process, denies access of legitimate users to a machine.  
DoS attacks are generated by saturation of ports with multiple information data, causing the server to 
be overloaded and unable to continue providing its service. A denial of service attack prevents the 
legitimate use of users when using a network service. The family of TCP/IP protocols is used for 
these attacks.  
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An extension of the DoS attack is DDoS attack. Is a malicious attempt to disrupt normal traffic of a 
targeted server, service or network by overwhelming the target or its surrounding infrastructure with 
a flood of Internet traffic. DDoS attacks achieve effectiveness by utilizing multiple compromised 
computer systems as sources of attack traffic. Exploited machines can include computers and other 
networked resources such as IoT devices.  
A DDoS attack requires an attacker to gain control of a network of online machines in order to carry 
out an attack. Computers and IoT devices are infected with malware, turning each one into a bot. The 
attacker has remote control over the group of bots (botnet). When the IP address of a victim is 
targeted by the botnet, each bot will respond by sending requests to the target, causing the targeted 
server or network to overflow capacity, resulting in a denial of service to normal traffic.  

2.4 IDS 

IDS is a software application or hardware machine to monitor system services for malicious 
activities. IDS are effective data protection tools that greatly complement the use of other security 
techniques. Computer systems can be exposed to a variety of attacks that travel through the computer 
network, in the form of connections.  
The two primary purposes of IDS [12] are prevention and reaction. The first involves the listening of 
traffic on the network, with the intention of identifying the attack, applying pattern recognition or 
intelligent techniques based on statistical models and supported in neural networks, informing the 
system in real time about attempted attacks or suspicious activities. The second purpose makes 
possible the development of defensive responses implemented through scripts, before the 
materialization of the attacks.  
IDS are classified according to different criteria: the source of information they use to detect the 
intrusion, the type of intrusion detection they perform once the information is collected, the type of 
response they provide after having detected an intrusion and, finally, the frequency of use.  
NIDS are the most popular in the area of intrusion detection. They use network traffic (TCP/IP 
packets) as a source of information, checking the packets that circulate through the network in search 
of elements that denote an attack against any of the systems located in it. From these packets, they 
verify the validity of some parameters and the behavior of the protocols on the TCP/IP family used. 
NIDS has the advantage of not affecting the performance of computers that protect because it uses 
network traffic as a source.  
The response that an IDS provides when detecting an intrusion is also a determining factor in its 
classification. These responses can be: passive or active. Passive refer to reports, sounds or the 
recording of the actions that occurred. Active are those trigger some particular action such as the 
execution of programs or the reconfiguration of the firewall. 
The frequency of use classifies IDS into dynamic and static. Dynamic IDS are able to analyze 
activity in real time (they can respond adequately to an attack when it is happening and avoid their 
effects). Static IDS works offline at specific time intervals (they do not offer security between 
execution intervals).  
A technique for botnet detection is based on IDS [13], that is, a technique to detect unauthorized 
access to a computer or network. IDS detection techniques are further classified as two types of 
approaches, signature-based, and anomaly-based. 
In Signature Based systems, botnet signatures are used to give information about specific botnet 
behaviour.  
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In Anomaly Based the basic idea comes from analysing several network traffic irregularities 
including traffic passing through unusual ports, high network latency, increased traffic volume, and 
system behaviour indicating malicious activities in the network. Anomaly based approaches are 
divided into host-based and network-based approaches. In host-based approaches, individual 
machines are monitored to find suspicious actions. Network-based approaches analyse network 
traffic and gathering meaning about botnets using machine learning techniques. Network monitoring 
tool examines network behaviour based on different network characteristics. It filters traffic that is 
unlikely to be part of botnet activity, classifies the remaining traffic into a group that is likely to be 
part of a botnet.    

 

3. INTRODUCTION TO MACHINE LEARNING LINEAR SEPARABLE AND 
NONLINEAR SEPARABLE PROBLEMS 

Two definitions of machine learning are offered by Arthur Samuel [14] and Tom Mitchell [15]: 
“Field of study that gives computers the ability to learn without being explicitly programmed”.  Tom 
Mitchell, another well regarded machine learning researcher, proposed a more precise definition in 
1998: “A computer program is said to learn from experience E with respect to some task T and some 
performance measure P, if its performance on T, as measured by P, improves with experience 

3.1  Supervised Learning 

In Supervised Learning [16], it is given a data set and already know what our correct output should 
look like, having the idea that there is a relationship between the input and the output. Input and 
output data are labelled for classification to provide a learning basis for future data processing. 
Supervised learning problems are categorized into “regression” and “classification” problems. In a 
regression problem, it is trying to predict results within a continuous output, meaning that it is trying 
to map input variables to some continuous function. In a classification problem, it is instead trying to 
predict results in a discrete output. That is, it is trying to map input variables intro discrete categories.  
 A type of very simple supervised algorithm is the perceptron algorithm [17]. One of the goals of 
machine learning and AI is to what humans do and even surpass them. The perceptron mimics the 
function of neurons in machine learning algorithms. The brain is composed of billions of 
interconnected neurons that are constantly firing, passing signals from one neuron to another. An 
individual neuron sending a signal to other neurons connected to it if its inputs match certain criteria. 
Perceptrons take in several inputs and spit out an output.   

3.2  Unsupervised Learning 

Another type of machine learning problem, called Unsupervised Learning [18]. Unsupervised 
learning allows it to approach problems with little or no idea what our results should look like. It can 
derive structure from data where it does not necessarily know the effect of the variables.  
The goal for unsupervised learning is to model the underlying structure or distribution in the data in 
order to learn more about the data. Algorithms are left to their own devises to discover and present 
the interesting structure in the data.  
This structure can be derive by clustering the data based on relationships among the variables in the 
data, that is, unsupervised learning problems can be further grouped into clustering; where you want 
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to discover the inherent groupings in the data, and association problems; where you want to discover 
rules that describe large portions of your data.  
With unsupervised learning there is no feedback based on the prediction results.  
 

 
                                                    Fig. 1. Supervised learning and unsupervised learning. 
 

3.3  Reinforced Learning 

[19] In this technique, it is sought that the algorithm is able to find the most appropriate set of 
operations to achieve an objective through the learning of rules and actions.  
When the answer is correct, reinforced learning resembles supervised learning: in both cases the 
apprentice receives information about what is appropriate. However, both approaches differ 
significantly from erroneous when the apprentice responds inadequately. In this case, the supervised 
learning tells the apprentice exactly what he should have answered, while reinforced learning only 
tells him that the behaviour has been inappropriate and usually how much error has been committed.  
 

4. LOGISTIC REGRESSION 

Most of the publication of this section has been taken from the Andrew NG course, Machine 
Learning, distributed by Coursera and offered by Stanford University [20].  
[21] Logistic Regression is an algorithm for Classification Problems, used to assign observations to a 
discrete set of classes. Logistic regression generates a probability with a value between 0 and 1, 
exclusive. This resulting probability can be used in two ways: exact numbers (can be calibrated) or 
binary classification, where the goal is to correctly predict one of two possible labels (yes or no). 
Unlike linear regression which outputs continuous number values, logistic regression transforms its 
outputs using the sigmoid function to return a probability value which can then be mapped to two or 
more discrete classes. 
So, to explain how a classification algorithm is developed, it can take an example. In this example, a 
training set is used for a task of classifying a tumor as malignant or benign. It only has two values as 
possible solutions, No (0) or Yes (1). To try the Classification, a method is to use the algorithm 
linear regression to this data set. If it uses linear regression for this problem, there is a need for 
setting up a threshold based on which classification can be done. For example, if the threshold is 0.5 
and it wants to make predictions, linear regression map all the predictions greater than 0.5 as 1, and 
all those under 0.5 as 0. However, this method does not work well because the classification is not 
actually a linear function.                                               
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The Classification Problem is the same as the regression problem, except the values it now wants to 
predict take only a small number of discrete values. Now, it focuses on the binary classification 
problem.  
Representation of the hypothesis: [22] the output from the hypothesis is the estimated probability. 
This is used to infer how confident can predict value be actual value when given an input X. This 
function it will use this function to represent our hypothesis in which it has a classification problem. 
It would like our classifier to generate values between 0 and 1. It would like to propose a hypothesis 
that satisfies this need: 
                                                                      0 ≤ hθ(x) ≤ 1                     
(1) 
                                                                      hθ(x) = θTx          (2) 
So, to logistic regression, it modifies the linear regression hypothesis formula:  
                                                                      hθ(x) = g(θTx)                                                                 (3) 
 

4.1  Mathematical Fundaments 

It presents here the Sigmoid Function: g(z). This function assigns any real number to the interval 
[0,1], so it is useful to transform a function of arbitrary value into a more suitable function for 
classification.                                                                                                                                                     

                                                                       g(z) = 1

1+𝑒−𝑧                                                                   (4) 

 

 
                                                Fig. 2. Sigmoid Function 

                              
If it combines both formulas, it obtains the formula of my hypothesis: 

                                                                     hθ(x) = 1

1+𝑒−𝜃𝑇𝑥                      
(5) 
 
Given this hypothesis representation, what it needs to do is fit the parameters theta to our data. So 
given a training set it needs to pick a value for the parameters theta and this hypothesis will then let 
us make predictions. It will talk about a learning algorithm later for fitting the parameters theta. 
Interpretation of this model: interpretation of the output of my hypothesis, hθ(x).  
When it hypothesis outputs some number, It is going to treat that number as the estimated probability 
that y is equal to 1on a new input example. If it uses the tumor classification example, it has a feature 
vector x, which is this xo equals 1 as always. The one feature is the size of the tumor.  

                                                          x = [
𝑥0

𝑥1
] = [ 1

 𝑡𝑢𝑚𝑜𝑟 𝑠𝑖𝑧𝑒 
]                                                          (6) 
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Suppose it has a patient that enters and that has a tumor size and it feeds his feature vector x into it 
hypothesis. And suppose it hypothesis outputs the number 0.6. These means that for a patient with 
features x, the probability that y equals 1 is 0.6 (the tumor has a 60% chance of being malignant). 
It is going to interpret my hypothesis output as: 
                                                          hθ(x) = P(y=1 | x;θ)                                                                    (7) 
 This is the probability of y is equal to 1, given that x is parameterized by theta.    
It hypothesis give it estimates of the probability that y is equal to 1. Since this is a classification task, 
it knows that y must be either 1 or 0. So, given hθ(x), it can therefore compute the probability that y is 
equals to 0. So, the probability of y is equal to 0 plus the probability of y is equals to 1 must add up to 
1. 
                   P(y=0 | x;θ) + P(y=1 | x;θ) = 1           P(y=0 | x;θ) = 1 – P(y=1 | x;θ)                            (8) 
 

Decision Boundary 
The previous hypothesis gives estimates of the probability that y is equal to 1 given x parameterized 
by theta. So, if it wanted to predict if y is equal to 0 or y is equal to 1, here is something it might do. 
Whenever the hypothesis outputs that the probability of y being 1 is greater than or equal to 0.5, so 
this means that if there is more likely to be y equals 1 than y equals 0, then let´s predict y equals 1 (y 
= 1 if hθ(x) ≥ 0.5) And otherwise, if the estimated probability of y being over 1 is less than 0.5, then 
let´s predict y equals 0 (y = 0 if hθ(x) < 0.5) 
[23] If it looks at this plot of the sigmoid function, it will notice that g(z) is greater than or equal to 
0.5 when z is greater than or equal to 0 (when z is positive) So, hθ(x) = g(θTx) is greater than or equal 
to 0.5 whenever θTx is greater than or equal to 0. Theta transpose x takes the role of z.  

 
                                                    Fig. 3. g(z) ≥ 0.5 if z ≥ 0 
 
A hypothesis is going to predict y equals 1 whenever theta transpose x is greater than or equal to 0 
(θTx ≥ 0) and the hypothesis is going to predict y equals 0 whenever theta transpose x is less than 0.5. 
To summarize, if it decides to predict whether y = 1 or y = 0 depending on whether the estimated 
probability is greater than or equal to 0.5, or whether less than 0.5, then that is the same as saying 
that when it predicts y = 1 whenever theta transpose x is greater than or equal to 0, and y = 0 
whenever theta transpose x is less than 0.  
The decision boundary is the line that separates the area where the hypothesis predicts that y = 1 of 
the area where the hypothesis predicts that y = 0. The decision boundary is a property of the 
hypothesis, since it is created by it hypothesis function.  
In order to get our discrete 0 or 1 classification, it can translate the output of the hypothesis function 
as follows: 
                                                                    hθ(x) ≥ 0.5 → y = 1                                                          (9) 
                                                                    hθ(x) < 0.5 → y = 0                                                        (10) 
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The way our logistic function g behaves is that when its input is greater than or equal to 0, its output 
is greater than or equal to 0.5: 
                                  g(z) ≥ 0.5; when z ≥ 0             hθ(x) = g(θTx) ≥ 0.5; when θTx ≥ 0                  (11) 
For these statements it can say: 
                                                                    θTx ≥ 0 → y = 1                                                             (12) 
                                                                    θTx < 0 → y = 0                                                             (13) 
The concept of decision boundary can be better understood with an example: 

               θ = [
7

−1
0

]                                                                         (14) 

                                                                   y = 1 if 7 + (–1)x1 + 0x2 ≥ 0 
                                                                   7 – x1 ≥ 0 
                                                                    – x1 ≥ –7 
                                                                    – x1 ≤ 7                                                                           (15) 
In this case, its decision boundary is a straight vertical line placed on the graph where x1 = 7, and 
everything to the left of that denotes y = 1, while everything to the right denotes y = 0. The input to 
the sigmoid function g(z) does not need to be linear.  
 
Cost Function [24]: to fit the parameters of theta for the logistic compression.  
It cannot use the same cost function that it uses for linear regression because the logistic function 
will cause the output to be wavy, causing many local optima, it will not be a convex function. If its 
cost function has many local minimums, gradient descent may not find the optimal global minimum.  
Instead of Mean Squared Error, it uses a cost function called Cross-Entropy, also known as Log 
Loss. 
So, the cost function for logistic regression is:  

        Ϳ(θ) = 1

𝑚
 ∑ 𝐶𝑜𝑠𝑡𝑚

𝑖=1 (hθ(x(i)), y(i))                                            (16) 

                                                            Cost(hθ(x), y) = –log(hθ(x)) if y = 1                                       (17) 
                                                            Cost(hθ(x), y) = –log(1 – hθ(x)) if y = 0                                 (18) 

 
If its correct answer y is 0, then the cost function will be 0 if its hypothesis function also outputs 0.   
If its hypothesis approaches 1, then the cost function will approach infinity. 
If its correct answer y is 1, then the cost function will be 0 if its hypothesis function also outputs 1.   
If its hypothesis approaches 0, then the cost function will approach infinity. 
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                                             Fig. 4. Cost Function 
 
Writing the cost function in this way guarantees that Ϳ(θ) is convex for logistic regression.  
The key thing to note is the cost function penalizes confident and wrong predictions more than it 
rewards confident and right predictions.  
 
Simplified cost function and gradient descent: [25] cost of making different predictions about the 
different examples of labels y(i): 
                                      Cost(hθ(x), y) = –y log(hθ(x)) – (1 – y) log(1 – hθ(x))                                 (19) 
 
So, it can write all its cost functions for logistic regression in a more convenient form with just one 
line: 

                                     Ϳ(θ) = – 1

𝑚
 ∑ 𝑦𝑚

𝑖=𝑖
(i) log(hθ(x(i))) + (1 – y(i)) log(1 – hθ(x(i)))                           (20) 

Given this cost function, in order to fit the parameters theta, it is going to do then is try to find the 
parameters that minimize Ϳ(θ). The way it is going to minimize the cost function is by using Gradient 
Descent. 
Gradient descent is an optimization algorithm used to minimize some function by iterative moving in 
the direction of steepest descent as defined by negative of the gradient, that is, each training instance 
is shown to the model one at time. The model makes a prediction for a training instance, the error is 
calculated and the model is updated in order to reduce the error for the next prediction. In machine 
learning, it uses gradient descent to update the parameters of its model. It has a usual template for 
graded descent where it repeatedly updates each parameter by taking: 

                                                             θj = θj – α 𝛿

𝛿𝜃𝑗
 Ϳ(θ)                                                              (21) 

                                                      𝛿

𝛿𝜃𝑗
 Ϳ(θ) = 1

𝑚
 ∑ (𝑚

𝑖=1 hθ(x(i)) –  y(i)) xj
(i)                                                            (22) 

When implementing logistic regression with gradient descent, it has all of these different parameters 
value theta, zero down to n that it needs to update.  
There are some advanced optimization algorithms that allow logistic regression to run much more 
quickly than it is possible with gradient descent. This will also let the algorithms scale much better to 
very large machine learning problems, such as if it had a very large number of features. BFGS and L-
BFGS are examples of more sophisticated optimization algorithms.  
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4.1.1 Optimisation with SGD 
 

If it has a very large training set, gradient descent becomes a computationally very expensive 
procedure. There is a modification of the previous algorithm called Stochastic Gradient Descent [26].  
For larger datasets, it uses SGD Classifier that implements regularised linear models with stochastic 
gradient descent. Stochastic gradient descent considers only one random point while changing 
weights unlike gradient descent which consider the whole training data. Stochastic gradient descent 
is much faster than gradient descent when dealing with large datasets.    
In contrast to gradient descent, it is going to come up with a different algorithm that does not need to 
look at all the training examples in every single iteration, but that needs to look at only a single 
training example in one iteration.      
The hypothesis and the cost function will look like this:  

                                                       Cost(θ, (x(i), y(i))) = 1

2
 (hθ(x(i)) –  y(i)))2                                                             (23) 

                                                         Jtrain(θ) = 1

𝑚
 ∑ 𝐶𝑜𝑠𝑡𝑚

𝑖=1 (θ, (x(i), y(i)))                                           (24) 

So, this is what stochastic gradient descent does: 
The first step of stochastic gradient descent is to randomly shuffle the dataset or reorder the m 
training examples.  
The second step is where stochastic gradient descent does the main work. It is going to repeat for i 
equals 1 through m. It will repeatedly scan through the training examples and update the parameter 
theta, θj, as θj = θj – α(hθ(x(i)) –  y(i))) ∙ xj

(i) for all the values of j. 
So what stochastic gradient descent is doing is it is scanning through the training examples. It is 
going to look the first training example, (x(1) , y(1)), and modify the parameters a bit to fit just the first 
training example a little bit better. Having done this inside this inner loop, is then going to go on the 
second training example, where it is going to do there is take another little step in parameter space. 
And so on until you get through the entire training set.  
What it is doing is it is taking this gradient term, (hθ(x(i)) –  y(i))) ∙ xj

(i), using just one single training 
example and it is starting to make a progress in improving the parameters already, unlike using 
gradient descent where it has to scan through all of the training examples before it can modify the 
parameters a little bit and make progress towards a global minimum. Instead, for stochastic gradient 
descent it just needs to look at a single training example and it is already starting to make progress, 
moving the parameters towards the global minimum. 
So, as parameters end up pretty close to the global minimum, that will be a good hypothesis and so 
running stochastic gradient descent it gets a parameter near the global minimum.    
But, when the algorithm is running, it has to know if it is completely debugged and is converging 
well. To verify the convergence of the stochastic gradient descent, let´s take the definition of the cost 
that it had previously. A stochastic gradient descent is scanning through the training set right before 
it has updated theta, θ, using a specific training example, (x(i) , y(i)), let´s compute how well its 
hypothesis is doing on that training example. And it wants to do this before updating theta because if 
it has just updated theta using example that it might be doing better on that example than what would 
be representative. Finally, it can plot these costs that it has been computing in the previous step every 
n iterations. It is possible that gives you a running estimate of how well the algorithm is doing on the 
last n training examples that your algorithm has seen. 
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Slowly decrease the learning rate alpha, α, over the time is a way to the stochastic gradient descent to 
actually converge to the global minimum. As the algorithm runs, the iteration number becomes large, 
so alpha will slowly become small, and so it takes smaller and smaller steps until it hopefully 
converges to the global minimum. So if it does slowly decrease alpha to zero, it can end up with a 
better hypothesis. Typically this process of decreasing alpha slowly is usually not done.          

4.2  Maximum Likelihood Principal  

The principle of maximum likelihood is a method of obtaining the optimum values of the parameters 
that define a model. The parameter values are found such that they maximise the likelihood that the 
process described by the model produced the data that were actually observed.  
[27] For logistic regression, least squares estimation is not capable of producing minimum variance 
unbiased estimators for the actuals parameters. In its place, maximum likelihood estimation is used 
to solve for the parameters that best fit the data.  
Unlike linear regression it is not possible to find a closed-form expression for the coefficient values 
that maximize the likelihood function, so that an iterative process must be used instead, for example 
Newton´s method. This process begins with a tentative solution, revises it slightly to see if it can be 
improved, and repeats this revision until no more improvement is made, at which point the process is 
said to have converged. In some instances, the model may not reach convergence. Non-convergence 
of a model indicates that the coefficients are not meaningful because the iterative process was unable 
to find appropriate solutions.  

4.3  Learning as a Bernoulli distribution Optimisation with SGD 

A Bernoulli distribution is a discrete probability distribution for a random experiment that has only 
two outcomes. [28] It is a binomial distribution with a single trial. Bernoulli trials are usually phrased 
in terms of success and failure.  
An important part of every Bernoulli trial is that each action must be independent. The odds must 
remain the same throughout the trials, each event must be completely separate and nothing to do with 
the previous event.  
So, let´s describe odds ratio [29]. Odds ratio represents which outcomes has better odds for success, 
and it is given by calculating the ratio of odds for each outcomes. Logistic regression is about 
predicting binary variables, that is, when the target variable is categorical.  
In linear regression, the output can thus be continuous from negative to positive infinity. Since 
logistic regression is about classification, it is not possible to achieve such output with linear 
regression model: Y = a + biXi; -∞ ≤ Y ≤ ∞; -∞ ≤ Xi ≤ ∞ since, the range on both sides of the 
equation do not match. The aim is to transform the left-hand side of the equation in such a way that it 
matches the range of right-hand side. So, if we now consider a natural logarithm on left-hand side 
then the ranges on both side matches: ln ( 𝑃

1− 𝑃
) = a + biXi; -∞ ≤ ln ( 𝑃

1− 𝑃
) ≤ ∞; -∞ ≤ Xi ≤ ∞ [] 

We have achieved a regression model, where the output is natural logarithm of the odds, also known 
as logit.  
The aim of logistic regression it to predict some unknown probability P for a successful event, for 
any given linear combination of features. The logit and Bernoulli functions can be connected, since 
the dependent variable in logistic regression follows Bernoulli distribution having an unknown 
probability P. Therefore, the logit, log of odds, links the independent variables (Xs) to the Bernoulli 
distribution.   
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4.4 Multiclass Classification 

If there are some options and it wants a learning algorithm to label them automatically, it has a 
classification problem with some classes, which it can assign them numbers, for example, y = 1, y = 
2 or y = 3. [30] 
Whereas previously for a binary classification problem, its data sets look like the figure 5: 

 
                                                                           Fig. 5. Binary classification 

 
For a multiclass classification problem its data sets may look like the figure 6:  

 
                                                                           Fig. 6. Multiclass classification 

 
Here, it is using three different symbols to represent its three classes.  
It already knows how to do binary classification, using logistic regression, now, it sees an idea called 
one-vs-rest (or one-vs-all) classification. It can then take this and make it for multiclass classification 
as well.  

4.5  Logistic Regression with O-V-R Strategy 

[31] O-V-R Strategy provides a way to take advantage the binary classification. In a given 
classification problem with N possible solutions, an OVR solution consists in N independent binary 
classifiers, that is, a binary classifier for each possible result. During the training, the model runs 
through a sequence of binary classifiers, training each one to answer a question about independent 
classification. 
Instead of y = {0,1} it will expand its definition so that y = {0,1…n}. Since y = {0,1…n}, it divides 
its problem into n+1 binary classification problems; in each one, it predicts the probability that y is a 
member of one of our classes.  
                                                                        y ∈ {0,1…n}                                                              (25) 
                                                                  hθ

(0)(x) = P(y=0 | x; θ) 
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                                                                  hθ
(1)(x) = P(y=1 | x; θ) 

                                                                               … 
                                                                  hθ

(n)(x) = P(y=n | x; θ)                                                      (26) 
                                                                  prediction = maxi (hθ

(i)(x))                                               (27) 
 

It is choosing one class and then lumping all the others into a single second class. It does this 
repeatedly, applying binary logistic regression to each case, and then uses the hypothesis that 
returned the highest value as its prediction.  
To summarize, it trains a logistic regression classifier hθ(x) for each class to predict the probability 
that y = i. It picks the class that that maximizes hθ(x) to make a prediction on a new x.  
So, it can better explain this strategy with a simple example, in which it has a training set, where it 
has three classes: y =1: triangle; y = 2: square; y = 3: cross.  
 

 
                                                                           Fig. 7. Multiclass classification  

 
What it is going to do is take its training set and turn this into three separate binary classification 
problems, that is, into three separate two class classification problem.  
It starts with the class number one (triangle). It is going to create a new sort of fake training set 
where classes number two (square) and three (cross) get assigned to the negative class, and the class 
number one gets assigned to the positive class. 

 
      Fig. 8. Example of the class triangle 

 
When a new training set is created, a classifier is fitted, called hθ

(i)(x). Here the triangles are positive 
and the circles are negative. The triangles being assigned the value of 1, and the circles being 
assigned the value of 0. It is going to train a standard logistic regression classifier that will give it a 
position boundary.  
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Next it does is the same thing for the rest of the classes. It fits a n logistic regression classifier hθ
(i)(x).  

 

 
    Fig. 9. Examples of the classes square and cross 

 
The classifiers have been fitted, hθ

(i)(x) = P(y=i | x;θ), thus trying to estimate what is the probability 
that y is equal to class i given x parameterized by theta.  
So, in the example of the class number one (triangles), the classifier was learning to recognize the 
triangles. It is thinking of the triangles as a positive class, that is, hθ

 i=1(x) is trying to estimate what is 
the probability that the y equals 1, and similarly the other classes. So it now has three classifiers (or n 
classifiers in the general case), each of which was trained to recognize one of the three classes. 
Finally, to summarize, it wants to train a logistic regression classifier, hθ

(i)(x), for each class, i, to 
predict the probability of y is equal to i. Finally, to make a prediction, when it is given a new input x, 
and it wants to make a prediction, it just runs all three of our classifier on the input x and it then picks 
the class i that maximizes the three. It just picks the classifier, one of the three classifier is most 
confident. Whichever value of i gives it the highest probability it then predicts y to be that value.  

4.5.1 Multiclass Classification with Logistic Regression 
 

It concept has been explained in previous sections, but now it will be by relating it to its project. 
This project is a multiclass classification problem. So, it uses an idea called one-vs-rest (O-V-R 
Strategy). In this problem with N possible solutions, an OVR solution consists in N independent 
binary classifiers, that is, a binary classifier for each possible result. During the training, the model 
runs through a sequence of binary classifiers, training each one to answer a question about 
independent classification.  
In logistic regression, the classifier uses the OVR scheme if the multi_class option is set to ‘ovr’.  

 
                     Fig. 10. Example of how to initialize the classifier using OVR strategy 
 
[32] So basically, a type of attack is chosen, grouping the rest of them in a second class. This is done 
repeatedly applying binary logistic regression to each step. Then, the hypothesis that returned the 
highest value that will be used such as its prediction. 
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5. REGULARIZATION AND FEATURES ENGINEERING 

5.1 Regularization 

[33] One of the major aspects of training a machine learning model is avoiding overfitting. The 
model will have a low accuracy if it is overfitting. This is the main cause of poor results in machine 
learning. The model will only fit to learn the particular cases that it is taught and will be unable to 
recognize new input data. It must find a midpoint in learning of the model in which it is not incurring 
underfitting and not overfitting.  
To recognize this problem it must subdivide the input data set for training in two: one for training 
and one for validation that the model will not know in advance. The validation set should have as 
many samples as possible and a sufficient number of samples to be able to check the results once the 
model is trained.  
Regularization in machine learning is an important concept and solves the problem of overfitting. It 
is a form of regression that constrains the coefficient estimates towards zero. This technique 
discourages learning a more complex model, so as to avoid the risk of overfitting and does not 
reduce the number the features (avoiding discarding part of the information it has about the 
problem). Regularization keeps all the features, but reduces the magnitude of the parameters θj. 
Logistic regression can also be prone to overfitting. The previous equation (20) represents the cost 
function for logistic regression. If it wants to modify this function to use regularization, all it needs to 
do is add to it the following term: 𝜆

2𝑚
∑ 𝜃𝑛

𝑗=1 j
2                                              λ: regularization parameter 

So, even though it is fitting a very high order polynomial with many parameters, as long as 
regularization is applied and keeps the parameters small, it is more likely to get a decision boundary.  

                       Ϳ(θ) = – 1

𝑚
 ∑ 𝑦𝑚

𝑖=𝑖
(i) log(hθ(x(i))) + (1 – y(i)) log(1 – hθ(x(i))) + 𝜆

2𝑚
∑ 𝜃𝑛

𝑗=1 j
2                   (28)            

The second sum means to explicitly exclude the bias term, θ0.  

5.2 Features Engineering 

In machine learning, the algorithms use input data to create outputs. This input data include features, 
which are usually in the form of structured columns. Algorithms require features with some specific 
characteristic to work correctly. So, it is necessary a features engineering.  
Feature engineering has to goal, preparing the appropriate input data set, compatible with the 
algorithm requirements and improving the performance of machine learning models. There are some 
main techniques of features engineering. Some of them will be mentioned in following sections [34]:  

- Imputation: missing values are one of the most common problems in the preprocessing of the 
data. This missing values affect the performance of the models. Some machine learning 
platforms automatically drop the rows which include missing values in the model training 
phase. This can decrease the model performance because of the reduced training size. Most of 
the algorithms do not accept data sets with missing values and gives an error. There are some 
options to the missing values; drop the rows or the entire column, imputation (preserve the 
data size) sensible values (use the medians of the columns), replacing the missing values with 
the maximum occurred value in a column.  
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- Handling outliers: an outlier is an observation point that is distant from other observations 
[35]. The outliers can be a result of a mistake during data collection or an indication of 
variance in the data.  

- One-hot encoding: is a common encoding methods in machine learning. This method spreads 
the values in a column to multiple flag columns and assigns 0 or 1 to them. These binary 
values express the relationship between grouped and encoded column. It changes its 
categorical features to a numerical format without losing any information. 

- If the dataset is very unbalanced with the respect to certain categories, it has to eliminate the 
categories or attacks that have few examples. 

 In the following sections it will be shown the features engineering of the project.    

5.2.1 Recursive Feature Elimination 
 

When working in this field, it is usual to deal with data sets contains many variables. Some of them 
may be redundant and even decrease the accuracy of models. The process of identifying or excluding 
not necessary variables is called feature selection and in most cases it is defined through an 
automated algorithm [36].  Feature selection makes its approach more efficient: 

- It helps to avoid overfitting as less redundant data is present after feature selection. 
- It may increase prediction performance, as learning will concentrate only on meaningful data. 
- It reduces execution time and id memory-efficient as there is less data process.  

There are a few techniques of feature selection, for example recursive feature elimination.   
[37] Recursive feature elimination, RFE, is a feature selection method that fits a model and removes 
weakest features until the specified number of features is reached. RFE requires a specified number 
of features to keep, however it is often not known in advance how many features are valid. To find 
the optimal number of features cross-validation is used with RFE to score different feature subsets 
and select the best scoring collection of features.  
As features engineering, this method will be mentioned in the following sections, where it will be 
applied to the project.   

5.2.2 Polynomial Features 
 

It can improve its features and the form of the hypothesis function (equations (9) and (10)) in a 
couple different ways.  

- It can combine multiple features into one. 
- It can change the behavior or curve of the hypothesis function by making it a quadratic, cubic 

or square root function. 
[38] Hypothesis function need not be linear if that does not fit the data well. For example, in the 
figure 11, it does not look like a straight line fits this data very well.  
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                                                                    Fig. 11. Polynomial regression 
 
If the hypothesis function of the previous figure is: hθ(x) = θ0 + θ1x1, then it can create additional 
features based on x1, to get the quadratic function: hθ(x) = θ0 + θ1x1 + θ2x1

2 or the  cubic function: 
hθ(x) = θ0 + θ1x1 + θ2x1

2 + θ3x1
3.  

 
                                                                    Fig. 12. Cubic function 
 
In the cubic version, it has created new features x2 and x3, where x2 = x1

2 and x3 = x1
3. So, a 

polynomial has been fitted to the data, such as a quadratic function or a cubic function, obtaining 
better models.  
At the time of practise, this steps or methods and regularization are applied by default by the 
classifiers class, implemented by Scikit-learn.  

6. DATASET ANALYSIS 

The idea of applying machine learning techniques for the intrusion detection consists in the 
automatic construction of models based on the training dataset. This dataset contains a collection of 
data instances which can be described by a set of attributes (features) and the associated 
classification labels. The features can be of different types (discrete or continuous) and the labels 
associated with the data instances are generally in the form of binary values, normal (not attack) and 
anomalous (attack). But some researches have used different types of attacks (DoS, U2R, R2L, 
Probe) instead of the anomalous tag. So, the learning techniques are able to provide more 
information about the types of anomalies.  
Data preprocessing is required in all knowledge discovery tasks, including network intrusion 
detection tasks, which, as it mentioned before, attempts to classify network traffic as normal or 
anomalous. The steps of data preprocessing include [39]: 

 Dataset creation, where it identifies the network traffic to be used for training and for testing. 
These datasets should be labelled indicating if the connection is normal or anomalous.    
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 Construction of features, where it creates additional features with a better discriminative capacity 
than the initial set of features. This may mean improvements in the results of the machine 
learning algorithms that are applied.  

 Reduction: used to decrease the size of the dataset by discarding any redundant or irrelevant 
feature.  

Preprocessing converts network traffic into series of observation (which are optionally labelled 
according to their class) where each observation is represented as a feature vector. These feature 
vectors are suitable as inputs for machine learning algorithms.  
Intelligent intrusion detection systems can only be built if there is availability of an effective data set 
with a considerable amount of quality data for training and testing. 
The KDD Cup ´99 dataset meets all the necessary requirements. It is a publicly available, labelled 
and preprocessed dataset for machine learning algorithms. This help to the researches who wish to 
test their algorithms and make valuable comparisons with other intrusion detection algorithms.    

6.1  Dataset Description, Feature Explanation and Exploratory Analysis   

[40] The KDD Cup ´99 dataset was created by processing the TCP dump (tool to analyze the traffic 
circulating on the network) portions of the evaluation data set of the 1998 DARPA Intrusion 
Detection System (IDS).  
[41] Since 1999, KDD’99 has been the most wildly used data set for the evaluation of anomaly 
detection methods. DARPA’98 is about 4 gigabytes of compressed binary TCP dump data of 7 
weeks of network traffic. This was processed into about 5 million connection records. Similarly, the 
two weeks of test data yielded around 2 million connection records.  
A connection is a sequence of TCP packets starting and ending at some well-defined times, between 
which data flows to and from a source IP address to a target IP address under some well-defined 
protocol. KDD training dataset consists of approximately 4,900,000 simple connection vectors each 
of which contains 41 features and is labelled as either normal or an attack, with exactly one specific 
attack type. The preprocessed data produced [39]: 

- 9 basic header features and derives from a simple connection, for each connection.  
- 9 time-based header features derives from multiple connections, built on a sliding window of 

two seconds. 
- 10 header features based on host, derived from multiple connections, built on a sliding 

window of 100 connections that allows detecting scan attacks.  
- 13 content-based features built from the payload of the packages. They were designed to 

specifically detect attacks of the type R2L and U2R.  
So, it is necessary to separate the data into features and targets. The target (or label) is the value it 
wants to predict. The features are all the columns the model uses to make a prediction.     
Each connection record consists of about 100 bytes. There are 22 types of simulated attacks, which 
fall in one of the following four categories [41]: 

- Denial of Service Attack (DoS): is an attack in which the attacker directed a deluge of traffic 
requests to a system in order to make the computing or memory resource too busy or too full 
to handle legitimate requests and in the process, denies legitimate users access to a machine. 
In this category are the following specific attacks: back, land, neptune, pod, smurf and 
teardrop  

- User to Root Attack (U2R): is a class of exploit in which the attacker starts out with access 
to a normal user account on the system (gained by sniffing passwords, a dictionary attack, or 
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a social engineering) and is able to exploit some vulnerability to gain local access to the 
system. In this category are the following specific attacks: buffer_overflow, loadmodule, perl 
and rootkit.   

- Remote to Local Attack (R2L): occurs when an attacker who has the ability to send packets 
to a machine over a network but who does not have an account on that machine exploits some 
vulnerability to gain local access as a user of that machine. In this category are the following 
specific attacks: ftp_write, guess_passwd, imap, multihop, phf, spy, warezclient and 
warezmaster.  

- Probing Attack: is an attempt to gather information about a network of computers for the 
apparent purpose of circumventing its security controls. In this category are the following 
specific attacks: ipsweep, nmap, portsweep and satan.   

In many investigations a small part that represents 10% of the entire dataset is used. It contains 
494021 connection records. This 10% subset was created due to the huge amount of connection 
records present in the full dataset.  
In the following Table 1 it can see the presence of each attack in our dataset (targets):  
 
                     Table 1 
                      Presence of each attack in the dataset. 
 

Dataset Normal DoS U2R R2L Probe 

10 % Dataset 97277 391458 52 1126 4107 

Whole 
Dataset 

972780 3883370 522 11277 41102 

 
As shown in Table 1 the percentage of attacks in both datasets is high. Most attacks belong to the 
DoS category. In spite of this, the dataset is very unbalanced with the respect to certain categories 
such as U2R or R2L, of which very few examples are included. Other investigations have 
manipulated these deficiencies and created a dataset based on KDD Cup ´99 called NSL-KDD, from 
which they eliminated duplicate instances. It had to eliminate the categories or attacks that have few 
examples. So now, it dataset has only the following targets: back, ipsweep, neptune, normal, 
portsweep, satan, smurf and warezclient. This causes the dataset to lose its real meaning, because in 
real environment instances are repeated, and the methods implemented must take this into account.   
The test data is not from the same probability distribution as the training data, and it includes specific 
stack types not in the training data. This makes the task more realistic.  
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                           Table 2 
                            Distribution of normal traffic and attacks in the KDD Cup `99. 
 

Type % Training set % Test set 

Normal 19.69 19.48 

DoS 79.24 73.90 

U2R 0.83 1.34 

R2L 0.23 5.21 

Probe 0.01 0.07 

 

                    
  Fig. 13. % Training set                                                            Fig. 14. % Test set 
 
KDD’99 features can be classified into three groups [41]: 

1) Basic features: this category encapsulates all the attributes that can be extracted from a 
TCP/IP connection. Most of these features leading to an implicit delay in detection. In this 
category are the following set of features defined for individual TCP connections. Table 3 
 

2) Traffic features: this category includes features that are computed with respect to a window 
interval and is divides into two groups: 

a) “same host” features: examine only the connections in the past two seconds that 
have the same destination host as the current connection, and calculate statistics 
related to protocol behavior, service, etc. 

b) “same service” features: examine only the connections in the past two seconds 
that have the same service as the current connection.   

This two groups or types of traffic features are called time-based. However, some probing 
attacks scan the hosts or ports using a much larger time interval than two seconds. As a result, 
these attacks do not produce intrusion patterns with a time window of two seconds. To solve 
this problem, the “same host” and “same service” features are re-calculated but based on the 
connection window of 100 connections rather than a time window of two seconds. These 
features are called connection-based traffic features. Table 4 shows them.  

3) Content features: unlike most of the DoS and Probing attacks, the R2L and U2R attacks do 
not have any intrusion frequent sequential patterns. This is because the DoS and Probing 
attacks involve many connections to some hosts in a very short period of time, but the R2L 
and U2R attacks are embedded in the data portions of packets, and normally involves only a 
single connection. To detect these kinds of attacks, it needs some features to be able to look 

%Targets in the training set

Normal DoS U2R R2L Probe

% Targets in the test set

Normal DoS U2R R2L Probe
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for suspicious behavior in the data portion, such as the number of failed login attempts. These 
features are called content features. Table 5 shows them.  

       Table 3 
       Basic features of individual TCP connections.  
 

Feature Description Type 

duration Length (number of seconds) of the connection. continuous 

protocol_type Type of the protocol (tcp, udp, etc.) discrete 

service Network service on the destination (http, telnet, etc.) discrete 

src_bytes Number of data bytes from source to destination. continuous 

dst_bytes Number of data bytes from destination to source. continuous 

flag Normal or error status of the connection. discrete 

land 1 if connection is from/to the same host/port; 0 
otherwise. 

discrete 

wrong_fragment Number of wrong fragments. continuous 

urgent Number of urgent packets. continuous 

 
         Table 4 
         Traffic features computed using a two-second time window.  
 

Feature Description Type 

count Number of connections to the same host as the current 
connection in the past two seconds. 

continuous 

The following features refer to these “same host” connections. 
 

serror_rate % of connections that have “SYN” errors. continuous 

rerror_rate % of connections that have “REJ” errors. continuous 

same_srv_rate % of connections to the same service. continuous 

diff_srv_rate % of connections to different services. continuous 

srv_count Number of connections to the same service as the current 
connections in the past two seconds. 

continuous 

The following features refer to these “same service” connections.  
 

srv_serror_rate % of connections that have “SYN” errors. continuous 

srv_rerror_rate % of connections that have “REJ” errors. continuous 

srv_diff_host_rate % of connections to different hosts.   continuous 



ETS de Ingeniería y Sistemas de  Telecomunicación  

 

 

  32 

 

       Table 5 
       Content features within a connection suggested by domain knowledge. 
 

Feature Description Type 

hot Number of “hot” indicators. continuous 

num_failed_logins Number of failed login attempts. continuous 

logged_in 1 if successfully logged in; 0 otherwise. discrete 

num_compromised Number of compromised conditions. continuous 

root_shell 1 if root shell is obtained; 0 otherwise. discrete 

su_attempted 1 if su_root command attempted; 0 otherwise. discrete 

num_root Number of root accesses. continuous 

num_file_creations Number of file creation operations. continuous 

num_shells Number of shell prompts. continuous 

num_access_file Number of operations on access control files. continuous 

num_outbound_cmds Number of outbound commands in an ftp session. continuous 

is_hot_login 1 if the login belongs to the “hot” list; 0 otherwise. discrete 

is_guest_login 1 if the login is a “guest” login; 0 otherwise. discrete 

 

The features described above can be of two types: continuous or numeric (they take real or integer 
values) and discrete or symbolic (they take value from a specified list).   
One of the most important deficiencies in the KDD Cup ´99 dataset is the huge number of redundant 
records [42], which causes the learning to be biased towards the frequent records, and thus prevent 
them from learning unfrequented records, which are usually more harmful to networks such as R2L 
and U2R attacks.   
Features with constant values from the training data, such as “num_outbound_cmds” and 
“is_hot_login”, were removed. These have no variation at all in the training data. They always have a 
zero value, so do not provide any information.  
 

 
Fig. 15. KDD’99 features 
 
The data set may contain features without any value due to human errors, interruptions in the flow 
data, etc. This missing values may affect the performance of the model. To solve this problem there 
are some techniques. In this project the imputation technique was used. It uses the medians of the 
columns to fill in missing values. It used the function fillna().  



ETS de Ingeniería y Sistemas de  Telecomunicación  

 

 

  33 

 

The features “duration”, “src_bytes” and “dst_bytes”, were started with the removal of outliers. They 
have strongly biased distributions, so these features contain some huge outliers. In the table 6 it can 
see these features and their main values.  
 
   Table 6 
   Continuous features with strongly biased distributions 
 

Feature Minimum value Maximum value Mean Standard deviation 

duration 0 58329 47.979302 707.74575 

src_bytes 0 693375640 3025.61029 988217.100 

dst_bytes 0 5155468 868.53242 33039.9678 

 
So, these features surely have outliers. An outlier is an observation point that is distant from other 
observations. In the figure 16 it can see a graph of the feature ‘duration’, depicting groups of 
numerical data through their quartiles.   
 

 
                                                  Fig. 16. Boxplot to duration  
 
Above plot shows that the majority of the points are in the value 0. Then there are outliers that are 
not include in the box and are values that are quite distant or deviated from the rest. So they are due 
to errors and should be eliminated. All the upper points of the mean are eliminated.  
In machine learning projects, an important part is the feature engineering. It is very common to see 
categorical features in a data set. However, it machine learning algorithm can only read numerical 
values. It is essential to code the categorical features that they are in numerical values.  
In this project, it will use the One-Hot-Encoder technique. LabelEncoder and One-Hot-Encoder 
should generally be used together as a tow-step method to encode the categorical features. 
LabelEncoder generates a type of data frame, while One-Hot-Encoder generates a numpy matrix.    
In it data set, we know that the categorical features are in columns 1 (protocol_type), 2 (service) and 
3 (flag) of the matrix. Before encoding them using One-Hot-Encoder, it needs an estimator that 
allows different columns or subsets of input columns to be transformed separately and the features 
generated by each transformer will be concatenated to form a single feature space. This is useful for 
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heterogeneous data or in columns, to combine several mechanisms of extraction of features or 
transformations in a single transformer, it uses ColumnTransformer function. In the figure 17 and the 
figure 18 it can observe a sample object before and after encoding.      
 

 
  Fig. 17. Sample object before encoding 
 

 
 Fig. 18. Sample object after encoding 
                                                                                                                                           

7. MODEL EVALUATION 

Once the parameters of the learning algorithm have been fitted, it tries choosing the parameters to 
minimize the training error. One might think that getting a really low value of training error might be 
a good thing, but it knows that just because a hypothesis has low training error, that does not mean it 
is necessarily a good hypothesis. A hypothesis can overfit and therefore fail to generalize the new 
examples not in the training set, so for problems with more features it becomes hard or may be 
impossible to plot what the hypothesis looks like and so it needs some other way to evaluate its 
hypothesis.  

7.1  Split Data 

When using a statistical model, it usually fitted on a training set in order to make predictions on a 
data that was not trained. It usually splits its data into two subsets: training set and testing set, and 
fits its model on the train data in order to make predictions on the test data.  
The training set contains known outputs and the model learns on this data in order to be generalized 
to other data later on. It has the test dataset in order to test its model´s prediction on this subset.   
It can use the train_test_split function in order to make the split. It can indicate the percentage of the 
data that should be held over for testing. Usually is around 80/20 or 70/30. In this project, the 
percentage has been 80/20, since the size of the test data inside the function has been equal to 0.2 
(test_size = 0.2).  
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                                    Table 7 
                                    Number of attacks in each dataset 
 

 Training set Test set 

Normal 77885 19393 

DoS 312065 78129 

R2L 833 187 

Probe 3111 765 

 

7.2  Train Model 

Now, it is time to fit the data using the fit function. So, it fits the model on the training data and try to 
predict the test data.  
To sum up, it has loaded in the data, splits it into a training and testing sets and now it is going to fit 
a regression model to training data, to make predictions based on this data and test the predictions on 
the test data.  
Learning the parameters of a prediction function and testing it on the same data is a methodological 
mistake: a model that  would just repeat the labels of the samples that it has just seen would have a 
perfect score, but would fail to predict anything useful on yet-unseen data. As it mentioned earlier, 
this situation is called overfitting. That means that the model it trained has trained too well and fit too 
closely to the training dataset. This model will be very accurate on the training data but will probably 
be very not accurate on untrained or new data. It is because this model is not generalized, meaning it 
can generalize the results and cannot take any interferences on other data, which is, ultimately, what 
it is trying to do. When evaluating different settings (“hyperparameters”) for estimators, there is still 
a risk of overfitting on the test set because the parameters can be tweaked until the estimators 
performs optimally. This way, knowledge about the test set can leak into the model and evaluation 
metrics no longer report on generalization performance. To solve this problem, yet another part of 
the dataset can be held out as a called validation set: training proceeds on the training set, after which 
evaluations is done on the validation set, and when the experiment seems to be successful, final 
evaluation can be done on the test set. This data set is used to compare the performances of the 
prediction algorithms that were created based on the training set. It chooses the algorithm that has the 
best performance.  
However, by partitioning the available data into three sets, it reduces the number of samples which 
can be used for learning the model, and the results can depend on a particular random choice for the 
pair of train/validation sets.  
In order to avoid this, it can perform something called cross validation, CV. A test set should still be 
held out for final evaluation, but the validation set is no longer needed when doing CV. It is very 
similar to train/test split, but it´s applied to more subsets. Meaning, it splits its data into k subsets, 
and train on k-1 one of those subset. What it does is to hold the last subset for set. It is able to do it 
for each of the subsets.   
It will focus on this technique later, when it explains the hyperparameters and the GridSearchCV 
class. 
So, after all the work of data preparation, the model will be created and trained using Scikit-learn 
[46]. Thus, in this project it chooses two models that will be analyzed and processed: 
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Random Forest 
Random Forest is an ensemble classifier used to improve the accuracy. [43] A random forest is a 
meta estimator that fits a number of decision tree classifiers on various sub-samples of the data set 
and uses averaging to improve the predictive accuracy and control over-fitting.   
The random forest model is imported from scikit-learn, instantiates the model, and fits the model on 
the training data.  
 

 
                    Fig. 19. Output of RandomForestClassifier().fit(data_train,target_train) 
  
The model has now been trained to learn the relationships between the features and the targets [44]. 
Now, it needs to know how good the model is. To do this it makes predictions on the test features 
(the model is never allowed to see the test answer). It then compares the predictions to the known 
answers. To evaluate the performance of the model and the quality of a model´s predictions it uses 
functions or evaluation metrics: 

- Accuracy: rate of success in the prediction.  
 
                                 Accuracy = 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑐𝑜𝑟𝑟𝑒𝑐𝑡 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠

𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠
                                                (28) 

 
                                             Table 8 
                                             Accuracy classification score of random forest classifier 

 
 Accuracy 

Random Forest 0.999888295387615 

 
- Confusion matrix: it shows explicitly when a class is confused with another class.  

It computes a confusion matrix for each class or sample. It computes class-wise (default) or 
sample-wise (sample-wise = true) multilabel confusion matrix to evaluate the accuracy of a 
classification, and an output confusion matrices for each class or sample. It requires version 
0.21 or higher of the scikit-learn.  
In multilabel confusion matrix, the count of the true negatives (TN) is x0,y0, true positives 
(TP) is x1,y1, false negatives (FN) is x1,y0, and false positives (FP) is  x0,y1.  
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          Table 9 
        Confusion matrix 
  

 Predicted Class 

True Class Positive Negative Total 

Positive True Negatives (TN) False Positives (FP) p 

Negative False Negatives (FN) True Positives (TP) n 

Total p´ n´ N 

 
Multiclass data will be treated as if binarized under a one-vs-rest transformation. Returned 
confusion matrices will be in the order of sorted unique labels in the union of (target_test, 
predictions).  
The main diagonal contains the sum of all the correct predictions (TN and TP). That means, if 
the model says that the target is a specific attack (p´) or not (n´) and it guesses correctly. The 
other diagonal reveals the errors of the classifier.  
 
                            Table 10 
                            Confusion matrix of the random forest classifier 
 

back (DoS) [
98049 0

0 425
] 

ipsweep (Probe) [
98234 0

2 238
] 

neptune (DoS) [
77122 0

0 21352
] 

normal  [
79071 10

0 19393
] 

portsweep (Probe) [
98270 1

0 203
] 

satan (Probe) [
98152 0

5 317
] 

smurf (DoS) [
42122 0

1 56351
] 

warezclient (R2L) [
98287 0

3 184
] 

 
The following conclusions can be revealed from the Table 10:  
o For the attack back for example, the classifier predicts that this attack is present in 425 of 

the connection records of all the checked and it guesses correctly, and that in the rest of 
the other connection records it has not detected this attack and it guesses correctly again. 

o On the contrary, for the attack ipsweep, the classifier predicts that this attack is present in 
238 of the connection records and it guesses correctly, but there are 2 connection records 
of all the checked where the classifier predicts that this attack is not present, but in reality 
the attack is present. The classifier predicts too that in the rest of the other connection 
records it has not detected this attack and it guesses correctly.  
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o And another case that can be investigated is the attack normal (or not attack), the 
classifier predicts that type of connection record is present 19393 and in the rest of the 
other connection records it has not detected and it guesses correctly. But there are 10 
connection records where the classifier predicts that this type of connection record is 
present, but in reality it is not present.        
 

 
- Classification report: it builds a text report showing the main classification metrics. The 

reported averages include [44]: 
 micro avg: averaging the total true positives, false negatives and false positives. 
 macro avg: averaging the unweighted mean per label. 
 weight avg: averaging the support-weighted mean per label. 

The classification report visualizer displays the precision, recall, F1 and support scores for                 
the model. In order to support easier interpretation and problem detection, the report 
integrates numerical scores with a color-coded heatmap. All heatmap are in the range (0, 
60000) to facilitate easy comparison of classification models across different classification 
reports.   
The classification report shows a representation of the main classification metrics on a per-
class basis. This gives a deeper intuition of the classifier behavior  over global accuracy which 
can mask functional weakness in one class of a multiclass problem. The metrics are defined 
as follows:  

 Precision: is the ability of a classifier not to label an instance positive that is actually 
negative. For each class it is defined as the ratio of true positives (TP) to the sum of 
true and false positives (TP + FP): “for all instances classified positive, what the 
percent was correct?” 
 
                                     Precision = 𝑇𝑃

𝑇𝑃+𝐹𝑃
                                                                 (29) 

 
 Recall: is the ability of a classifier to find all positive instances. For each class it is 

defined as the ratio of true positives (TP) to the sum of true positives and false 
negatives (TP + FN): “for all instances that were actually positive, what percent was 
classified correctly?” Table 11 shows precision and recall values.  
 
                                        Recall = 𝑇𝑃

𝑇𝑃+𝐹𝑁
                                                                  (30) 

 
 F1-score: is a weighted harmonic mean of precision and recall such that the best 

score is 1.0 and the worst is 0.0. Generally, F1 scores are lower than accuracy 
measures as they embed precision and recall into their computation. As a rule of 
thumb, the weighted average of F1 should be used to compare classifier models, not 
global accuracy.  
 

 Support: is the number of actual occurrences of the class in the specified data set. 
Imbalanced support in the training data may indicate structural weaknesses in the 
reported scores of the classifier and could indicate the need for stratified sampling or 
rebalancing. Support does not change between models but instead diagnoses the 
evaluation process.  
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               Table 11 
      Precision and recall  
 

 precision recall 

back (DoS) 1.00 1.00 

ipsweep (Probe) 1.00 0.99166667 

neptune (DoS) 1.00 1.00 

normal 0.99963918 1.00 

portsweep (Probe) 1.00 1.00 

satan (Probe) 1.00 0.99068323 

smurf (DoS) 1.00 0.99998225 

warezclient (R2L) 1.00 0.98930481 

 
  The table 12 shows the same values (round values) 

 
           Table 12 
           Classification report of the random forest classifier 
 

 precision recall f1-score support 

back (DoS) 1.00 1.00 1.00 425 

ipsweep (Probe) 1.00 0.99 1.00 240 

neptune (DoS) 1.00 1.00 1.00 21352 

normal 1.00 1.00 1.00 19393 

portsweep (Probe) 1.00 1.00 1.00 203 

satan (Probe) 1.00 0.98 0.99 322 

smurf (DoS) 1.00 1.00 1.00 56352 

warezclient (R2L) 1.00 0.98 0.99 187 

     

accuracy   1.00 98474 

macro avg 1.00 1.00 1.00 98474 

weight avg 1.00 1.00 1.00 98474 

     
Thus, it reveals that the all the types of attacks classified positive, were correct, but for all the        
types of attacks that were actually positive, some of these attacks (ipsweep, satan, warezclient) 
had a 0.01% of error.    
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                                       Fig. 20. HeatMap 
 
 
The figure 20 reveals that the types of attacks: neptune, normal and smurf are more presents in the 
data set. This map allows the correlation between types of attacks in the data set to become easily 
visible.   
 
Logistic Regression 
This concept has already been discussed in previous sections of this document, so it will be go 
directly to explain its evaluation. 
[32] The logistic regression model is imported from scikit-learn, instantiates the model, and fits the 
model on the training data. 
 

 
                                       Fig. 21. Output of LogisticRegression().fit(data_train,target_train) 

  
The model has now been trained to learn the relationships between the features and the targets, and 
will be followed with the same steps taken that have been taken for the previous classifier.  
Thus, it uses functions or evaluation metrics to evaluate the performance of the model and the quality 
of a model´s predictions: 

- Accuracy: 
 

                            Table 13  
                            Accuracy classification score of logistic regression classifier 
 

 Accuracy 

Logistic Regression 0.9912667303044459 
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- Confusion matrix: 

                             
                            Table 14 
                            Confusion matrix of the logistic regression classifier 
 

back (DoS) [
98022 27

345 80
] 

ipsweep (Probe) [
98234 0

150 90
] 

neptune (DoS) [
76881 241

2 21350
] 

normal  [
78513 568

57 19336
] 

portsweep (Probe) [
98270 1

187 16
] 

satan (Probe) [
98152 0

42 280
] 

smurf (DoS) [
42106 16

45 56307
] 

warezclient (R2L) [
98280 7

32 155
] 

 
The following conclusions can be revealed from the Table 14:  
o for the attack neptune, the classifier predicts that this attack is present in 21350 of the 

connection records of all the checked and it guesses correctly, but there are 241 
connection records of all the checked where the classifier predicts that this attack is 
present, but in reality the attack is not present, and there are 2 connection records where 
the classifier predicts that this type of connection record is not present, but in reality it is 
present.  

o The classifier predicts too that in the rest of the other connection records (76881) it has 
not detected this attack and it guesses correctly. 
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- Classification report: 
 

      Table 15 
      Classification report of the logistic regression classifier 

 

 precision recall f1-score support 

back (DoS) 0.75 0.19 0.30 425 

ipsweep (Probe) 1.00 0.38 0.55 240 

neptune (DoS) 0.99 1.00 0.99 21352 

normal 0.97 1.00 0.98 19393 

portsweep (Probe) 0.94 0.08 0.15 203 

satan (Probe) 1.00 0.87 0.93 322 

smurf (DoS) 1.00 1.00 1.00 56352 

warezclient (R2L) 0.96 0.83 0.89 187 

     

accuracy   0.99 98474 

macro avg 0.95 0.67 0.72 98474 

weight avg 0.99 0.99 0.99 98474 

 
In the table 15, the different values of each target are shown related to the precision, the 
recall, the f1-score and the support.  
 
                            Table 16 
                            Precision and recall  
 

 precision recall 

back (DoS) 0.74766355 0.18823529 

ipsweep (Probe) 1.00 0.375 

neptune (DoS) 0.98883794 0.99990633 

normal 0.97146302 0.9970608 

portsweep (Probe) 0.94117647 0.07881773 

satan (Probe) 1.00 0.86956522 

smurf (DoS) 0.99971592 0.99920145 

warezclient (R2L) 0.95679012 0.82887701 
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                                       Fig. 22. Heatmap 
 
The figure 22, same as figure 20, reveals that the types of attacks: neptune, normal and smurf are 
more presents in the data set. This map allows the correlation between types of attacks in the data set 
to become easily visible.   
 
Comments 
So, we have built two models to solve its machine learning problem, but both classifiers have been 
instantiated by default that means, no parameter has been inputted or adjusted. The settings have not 
been adjusted in order to improve its performance. Thus, it is time to move on to model 
hyperparameters tuning. This concept will be explained in the following sections.    

 

Estimation of the initial parameters 
Once the features engineering is done, the next step is to estimate the initial parameters. First, the 
classifiers were fitted with default parameters: 

- Random Forest: main parameters [45], [49]: 
 n_estimators: represents the number of the trees in the forest. The higher the number 

of the trees the better to learn data. The default value is 10. 
 criterion: function to measure the quality of a split. Supported criteria are ‘gini’ for 

the Gini impurity and ‘entropy’ for the information gain. The default value is ‘gini’. 
 max_depth: represents the maximum depth of each tree in the forest. The deeper the 

tree, the more splits it has and it captures more information about the data. The default 
values is ‘None’. 

 max_features: represents the number of the features to consider when looking for the 
best split. The default value is ‘auto’.  

 random_state: is the seed used by the random number generator. The default value is 
‘None’. 
 

- Logistic Regression: main parameters [32]: 
 max_iter: represents the maximum number of iterations taken for the solvers to 

converge. The default value is 100 
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 multi_class: three possible values: ovr, a binary problem is fit for each label, 
multinomial, the loss minimised is the multinomial loss fit across the entire 
probability distribution, and auto. The default value is ovr.  

 tol: represents the tolerance for stopping criteria. The default value is 0.0001 
 penalty: used to specify the norm used in the penalization. Four possible values: ‘l1’, 

‘l2’, ‘elasticnet’ and ‘None’. The default value is l2.    
 solver: algorithm to use in the optimization problem. Five possible values: ‘newton-

cg’, ‘lbfgs’, ‘liblinear’, ‘sag’, and ‘saga’. The default value is ‘liblinear’.  
 random_state: the seed of the pseudo random number generator to use when shuffling 

the data. The default value is ‘None’   
 
So, it has built a random forest model and logistic regression model to solve its machine learning 
problem. These models were run with the default parameters determined by the random forest and 
logistic regression modules. But it can improve the models by tuning the hyperparameters. To 
achieve this, it defines a grid of parameters that it would want to test out in the models and select the 
best model using GridSearchCV.    

7.3  Hyper Parameters Tuning with Grid Search 

[46] Hyper-parameters are parameters that are not directly learnt within estimators and whose model 
value cannot be estimated from data. It cannot know the best value for a model hyperparameter on a 
given problem. Hyperparameter tuning relies more on experimental results than theory, and thus the 
best method to determinate the optimal settings is to try many different combinations evaluate the 
performance of each model. But as mentioned before, a model that would just repeat the labels of the 
samples that it has just seen would have a perfect score, but would fail to predict anything useful on 
yet-unseen data (overfitting) [47]. The model can generalize the results and cannot take any 
interferences on other data. When evaluating hyperparameters for estimators, there is still a risk of 
overfitting on the test set because the parameters can be tweaked until the estimators performs 
optimally. The standard procedure of hyperparameter optimization accounts for overfitting through 
CV. 
In this technique, using the most common method (K-Fold CV) it split its training set into k number 
of subsets, called fold. It then iteratively fit the model k times, each time training the data on k-1 of 
the folds and evaluating on the kth fold and this fold is called the validation data. At the end of 
training, it averages the performance on each of the folds to come up with final validation metrics for 
the model. For hyperparameter tuning, it performs many iterations of the entire K-Fold CV process, 
each time using different model settings. It then compares all of the models, select the best one, and 
train it on the full training set and finally evaluate it on the testing set.  
Some models allow for specialized, efficient parameter search strategies. A generic approach to 
sampling search candidates is provided in scikit-learn [48]: GridSearchCV for given values. The grid 
search provided by GridSearchCV exhaustively generates candidates from a grid of parameter values 
specified with the param_grid parameter.  
When fitting it on a dataset all the possible combinations of parameter values are evaluated and the 
best combination is retained.  
In the previous section it has mentioned the main parameters of the random forest and logistic 
regression models, and their default values. A grid of parameter values and scores dictionary are 
needed. The scores dictionary can be used as the scoring argument in GridSearchCV. When multiple 
scores are passed the method GridSearchCV.cv_results will return scoring metrics for each of the 
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score types provided. So, as mentioned before, the GridSearchCV function is used to fit several 
classifiers according to the combination of parameters in the param_grid. The scores from scores are 
recorded and the best model will be selected and fit to the full training data. In this project, the 
classifiers have been optimized for the scores, precision and recall. So, it will have two different 
models for random forest, and another two models for logistic regression. The precision and recall 
scores for every combination of the parameters in param_grid are stored in cv_results_.     
In this project a grid of parameters with specific values for each model has been assigned:     

Random Forest 
                                Table 17 
                                Random forest parameter grid 
 

Parameter Values 

n_estimators 1 10  

max_depth 1 16 32 

criterion ‘gini’ ‘entropy’  

max_features 1 10  

random_state 0 1 5 

 
Before looking for which combination of parameter values produces the most accurate model, it 
must specify the different candidate values it wants to try. The table 17 shows a number of candidate 
parameter values. The grid search will try all combinations of parameter values and select the set of 
parameter which provides the most accurate model.  

 Random Forest optimized by precision: in this case, the optimizer will try to reduce the false 
positives.  
To this case, GridSearchCV has selected the following parameters: {‘criterion’: ‘gini’, 
‘max_depth’: 16, ‘max_features’: 10, ‘n_estimators’: 10, ‘random_state’: 5} 
The figure 23 shows a series of iterations that the GridSearchCV function has performed to 
find the best combination of parameter for the classifier. 
 

 
    Fig. 23. Iterations to find the best parameter set using cv = 3 
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                                  Table 18 
                                  Accuracy classification score of random forest classifier optimized by precision 

 
 Accuracy 

Random Forest 
optimized by precision 

0.9998172106342791 

 
It can be observed that this model has a slightly lower accuracy than the model with the      
values by default. This does not have to be strange, since previously it has obtained a great 
accuracy. 
 
                            Table 19 
                            Confusion matrix of the random forest classifier optimized by precision 
 

back (DoS) [
98049 0

0 425
] 

ipsweep (Probe) [
98234 0

2 238
] 

neptune (DoS) [
77122 0

0 21352
] 

normal  [
79063 18

0 19393
] 

portsweep (Probe) [
98271 0

0 203
] 

satan (Probe) [
98152 0

2 320
] 

smurf (DoS) [
42122 0

1 56351
] 

warezclient (R2L) [
98287 0

13 174
] 

 
The previous classifier fitted by defaults parameters and not optimized, has a high accuracy 
in the predictions, so it is difficult to show a small improvement or a small decrease in the 
number of the false positives.  
Observing table 19, the previous statement about accuracy is confirmed. Since for example, 
in the attack warezclient the number of the true positives has decreased, or in attack normal 
the true negatives has decreased too.  
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           Table 20 
           Classification report of the random forest classifier optimized by precision 

 

 precision recall f1-score support 

back (DoS) 1.00 1.00 1.00 425 

ipsweep (Probe) 1.00 0.99 1.00 240 

neptune (DoS) 1.00 1.00 1.00 21352 

normal 1.00 1.00 1.00 19393 

portsweep (Probe) 1.00 1.00 1.00 203 

satan (Probe) 1.00 0.99 1.00 322 

smurf (DoS) 1.00 1.00 1.00 56352 

warezclient (R2L) 1.00 0.93 0.96 187 

     

accuracy   1.00 98474 

macro avg 1.00 1.00 0.99 98474 

weight avg 1.00 1.00 1.00 98474 

 
It reveals that the all the types of attacks classified positive, were correct. But there are 
attacks that were actually positive and they had a little percentage of error when they were 
checked (warezclient). 
 

           Table 21 
           Precision 

 
 back 

(DoS) 
ipsweep 
(Probe) 

neptu
ne 
(DoS) 

normal portsweep 
(Probe) 

satan 
(Probe) 

smurf 
(DoS) 

warezclient 
(R2L) 

Precision 1.00 1.00 1.00 0.99907269 1.00 1.00 1.00 1.00 

 
 

 Random Forest optimized by recall: in this case, the optimizer will try to reduce the false 
negatives.  
To this case, GridSearchCV has selected the following parameters: {‘criterion’: ‘gini’, 
‘max_depth’: 32, ‘max_features’: 10, ‘n_estimators’: 10, ‘random_state’: 1} 
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                                  Table 22 
                                  Accuracy classification score of random forest classifier optimized by recall 

 
 Accuracy 

Random Forest 
optimized by precision 

0.9999187602819019 

 
This model with the hyperparameters tuning has a better accuracy than the other two models 
of random forest. In the table 23 it can be observed that the true positives and the true 
negatives have increased a little with respect to the model not optimized.   
 
                            Table 23 
                            Confusion matrix of the random forest classifier optimized by recall 
 

back (DoS) [
98049 0

0 425
] 

ipsweep (Probe) [
98234 0

2 238
] 

neptune (DoS) [
77122 0

0 21352
] 

normal  [
79073 8

0 19393
] 

portsweep (Probe) [
98271 0

0 203
] 

satan (Probe) [
98152 0

3 319
] 

smurf (DoS) [
42122 0

0 56352
] 

warezclient (R2L) [
98287 0

3 184
] 

 
With this classifier optimized by recall, the number of false negatives has decreased. For 
example for the attacks smurf and satan, but it is a very small improvement.   
In the table 24 it is observed a little improvement in this model optimized by recall (in the 
recall metric) with respect to the model optimized by precision or to the model not optimized. 
The attack warezclient is an example of it.  
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           Table 24 
           Classification report of the random forest classifier optimized by recall 

 

 precision recall f1-score support 

back (DoS) 1.00 1.00 1.00 425 

ipsweep (Probe) 1.00 0.99 1.00 240 

neptune (DoS) 1.00 1.00 1.00 21352 

normal 1.00 1.00 1.00 19393 

portsweep (Probe) 1.00 1.00 1.00 203 

satan (Probe) 1.00 0.99 1.00 322 

smurf (DoS) 1.00 1.00 1.00 56352 

warezclient (R2L) 1.00 0.98 0.99 187 

     

accuracy   1.00 98474 

macro avg 1.00 1.00 1.00 98474 

weight avg 1.00 1.00 1.00 98474 

 
           Table 25 
           Recall 

 
 back 

(DoS
) 

ipsweep 
(Probe) 

neptun
e 
(DoS) 

norma
l 

portsweep 
(Probe) 

satan 
(Probe) 

smurf 
(DoS) 

warezclient 
(R2L) 

Precision 1.00 0.99166667 1.00 1.00 1.00 0.99068323 1.00 0.98395722 

 
If it compares with the table 11 it is verified that there is a little improvement in this model 
optimized by recall 
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Logistic Regression 
 
                               Table 26 
                               Logistic regression parameter grid 
 

Parameter Values 

max_iter 5000   

multi_class ‘ovr’   

tol 0.0001   

random_state 0 1 5 

 
For this model it is not considered opportune to optimize more, because a great accuracy was 
obtained with the default values. In addition, the parameters of this model have several restrictions to 
each other. For example, the value ‘multinomial’ of the parameter multi_class cannot match the 
value ‘liblinear’ of the parameter solver. Or the value ‘l1’ of the parameter penalty cannot match 
values ‘newton-cg’, ‘lbfgs’ or ‘sag’ of the parameter solver. It should also be taken into 
consideration that programming of this project has been done in a laptop, so the computational 
calculation should not be very large and there should not be a large number of possible values in 
each parameter.    
 

 Logistic Regression optimized by precision: in this case, the optimizer will try to reduce the 
false positives.  
 
To this case, GridSearchCV has selected the following parameters: {‘max_iter’: 5000, 
‘multi_class’: ‘ovr’, ‘random_state’: 1, ‘tol’: 0.0001} 
 

                           Table 27 
                           Accuracy classification score of logistic regression classifier optimized by precision 

 
 Accuracy 

Random Forest 
optimized by precision 

0.9959583240246156 

 
This model with the hyperparameters tuning has a better accuracy than the model with the 
default values. Better values have been chosen for the parameters max_iter, solver and 
random_state. In the table 28 it can be observed that the true positives and the true negatives 
have increased a little in the majority of the attacks.  
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                            Table 28 
                            Confusion matrix of the logistic regression classifier optimized by precision 
 

back (DoS) [
98047 2

9 416
] 

ipsweep (Probe) [
98234 0

150 90
] 

neptune (DoS) [
76972 150

2 21350
] 

normal  [
78866 215

39 19354
] 

portsweep (Probe) [
98271 0

93 110
] 

satan (Probe) [
98152 0

42 280
] 

smurf (DoS) [
42106 16

45 56307
] 

warezclient (R2L) [
98272 15

18 169
] 

 
With this classifier optimized by precision, the number of false positives has decreased. For 
example for the attacks back, neptune and normal.    

 
          Table 29 
          Classification report of the logistic regression classifier optimized by precision 

 

 precision recall f1-score support 

back (DoS) 1.00 0.98 0.99 425 

ipsweep (Probe) 1.00 0.38 0.55 240 

neptune (DoS) 0.99 1.00 1.00 21352 

normal 0.99 1.00 0.99 19393 

portsweep (Probe) 1.00 0.54 0.70 203 

satan (Probe) 1.00 0.87 0.93 322 

smurf (DoS) 1.00 1.00 1.00 56352 

warezclient (R2L) 0.92 0.90 0.91 187 

     

accuracy   1.00 98474 

macro avg 0.99 0.83 0.88 98474 

weight avg 1.00 1.00 1.00 98474 
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It can observed in table 29, how many of the attacks have improved the precision (back, 
normal and portsweep). And this is why the values of macro_avg and weight_avg of the 
precision, have improved too.   
 

           Table 30 
           Precision 

 
 back 

(DoS) 
ipswe
ep 
(Prob
e) 

neptune 
(DoS) 

normal portswee
p 
(Probe) 

satan 
(Prob
e) 

smurf (DoS) warezclient 
(R2L) 

Precision 
0.995215 1.00 0.99302326 0.98901324 1.00 1.00 0.99971592 0.91847826 

 
If it compares with the table 16 it is verified that there are many attacks than have improved 
its precision (back, neptune, normal and portsweep).  

 Logistic Regression optimized by recall: in this case, the optimizer will try to reduce the false 
negatives.  
 
To this case, GridSearchCV has selected the following parameters: {‘max_iter’: 5000, 
‘multi_class’: ‘ovr’, ‘random_state’: 0, ‘tol’: 0.0001} 
 

 
                          Table 31 
                           Accuracy classification score of logistic regression classifier optimized by recall 

 
 Accuracy 

Random Forest 
optimized by precision 

0.9959583240246156 

 
The same affirm that for the previous model optimized by precision.  
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                            Table 32 
                            Confusion matrix of the logistic regression classifier optimized by recall 
 

back (DoS) [
98047 2

9 416
] 

ipsweep (Probe) [
98234 0

150 90
] 

neptune (DoS) [
76972 150

2 21350
] 

normal  [
78866 215

39 19354
] 

portsweep (Probe) [
98271 0

93 110
] 

satan (Probe) [
98152 0

42 280
] 

smurf (DoS) [
42106 16

45 56307
] 

warezclient (R2L) [
98272 15

18 169
] 

 
With this classifier optimized by precision, it can observed in the table 33, that the number of 
false positives has decreased with respect to the model not optimized. For example for the 
attacks back, portsweep, warezclient and normal.    

          Table 33 
          Classification report of the logistic regression classifier optimized by recall 

 

 precision recall f1-score support 

back (DoS) 1.00 0.98 0.99 425 

ipsweep (Probe) 1.00 0.38 0.55 240 

neptune (DoS) 0.99 1.00 1.00 21352 

normal 0.99 1.00 0.99 19393 

portsweep (Probe) 1.00 0.54 0.70 203 

satan (Probe) 1.00 0.87 0.93 322 

smurf (DoS) 1.00 1.00 1.00 56352 

warezclient (R2L) 0.92 0.90 0.91 187 

     

accuracy   1.00 98474 

macro avg 0.99 0.83 0.88 98474 

weight avg 1.00 1.00 1.00 98474 
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It can observed in the table 23 how many of the attacks have improved a lot the recall (back, 
portsweep and warezclient). And this is why the values of macro_avg and weight_avg of the 
recall, have improved too.   
 

           Table 34 
           Recall 

 
 back 

(DoS) 
ipsweep 
(Probe) 

neptune 
(DoS) 

normal portsweep 
(Probe) 

satan 
(Probe) 

smurf 
(DoS) 

warezclient 
(R2L) 

Precision 
0.978823 0.375 0.999906 0.9979889 0.5418719 0.8695652 0.999201 0.903743 

 
If it compares with the table 16 it is verified that there are many attacks than have improved 
its recall (back, portsweep and warezclient).  
 

 

Remarks 
So, six different models have been presented to apply to the problem defined in this project. The 
main task now, is to choose which model is the most appropriate for the case. It could be chosen 
based on many aspects or factors. For example in the table 35 it can observed a comparison between 
all the models and their accuracy 
 
Table 35 
Comparison between all the models and their accuracy 
 

 Random 
forest 

Logistic 
regression 

RF 
optimized 
by precision 

LR 
optimized 
by precision 

RF 
optimized 
by recall 

LR 
optimized 
by recall 

Accuracy 0.999888295 0.991266730 0.99981721 0.99595832 0.99991876 0.995958324 

 
And in the table 36 it can observed a comparison between the different models and the results of the 
metrics obtained for each of them.   
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Table 36 
Relationship between all the models and attacks 
 

 Random forest Logistic 
regression 

RF optimized 
by precision 

LR optimized 
by precision 

RF optimized 
by recall 

LR 
optimized by 
recall 

 Prc. Recll Prc Recll Prc Recll  Prc Recll Prc Recll Prc Recll 

back 1.00 1.00 0.7476 0.1882 1.00 1.00 0.9952 0.978 1.00 1.00 0.99 0.9788 

ipsweep 1.00 0.9958 1.00 0.375 1.00 0.991 1.00 0.375 1.00 0.9916 1.00 0.375 

neptune 1.00 1.00 0.9988 0.9999 1.00 1.00 0.9930 0.999 1.00 1.00 0.99 0.9999 

normal 0.9996 1.00 0.9714 0.9970 0.9990 1.00 0.9890 0.997 0.9990 1.00 0.98 0.9979 

portsweep 1.00 1.00 0.9411 0.0788 1.00 1.00 1.00 0.541 1.00 1.00 1.00 0.5418 

satan 1.00 0.9906 1.00 0.8695 1.00 0.990 1.00 0.869 1.00 0.9907 1.00 0.8695 

smurf 1.00 0.9999 0.9997 0.9992 1.00 0.999 0.9997 0.999 1.00 1.00 0.99 0.9992 

warezclient 1.00 0.9893 0.9567 0.8288 1.00 0.930 0.9185 0.903 1.00 0.9893 0.91 0.9037 

 
But as mentioned above, the best model has to be chosen depending on each particular use case or 
which would be the most suitable, and that does not mean that the best model is the one whose 
accuracy is the highest. In the case of this project, the main task is the detection of intruders in 
communication networks. For this problem, it is better to label as attacks connection records that are 
not attacks, instead of to ignore attacks that really are. So, it needs a model that has the minimum 
false negatives possible. The table 36 confirms that the best or most suitable model to solve the 
nature of the problem mentioned would be the random forest model optimized by recall.      

8. SUMMARISATION/CONCLUDING 

With this project, it has been demonstrated that with machine learning we have a high capacity in 
terms of recall and precision, to detect attacks and make an adequate classification of all of them, 
which may be present in connection records.  
Depending of each use, the models presented can be optimized for some tasks, so that we minimize 
the problems to solve.   
For the intrusion detection, it has been confirmed that the best model is the one that has the minimum 
false negatives possible, because it is better to label as attacks connection records that are false 
negative.  
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Table 37 
Classification of the models in terms of recall 
 

 Random 
forest 

Logistic 
regression 

RF optimized 
by precision 

LR optimized 
by precision 

RF optimized 
by recall 

LR optimized 
by recall 

 Recall Recall Recall Recall Recall Recall 

back 1.00 0.1882 1.00 0.978 1.00 0.9788 

ipsweep 0.9958 0.375 0.991 0.375 0.9916 0.375 

neptune 1.00 0.9999 1.00 0.999 1.00 0.9999 

normal 1.00 0.9970 1.00 0.997 1.00 0.9979 

portsweep 1.00 0.0788 1.00 0.541 1.00 0.5418 

satan 0.9906 0.8695 0.990 0.869 0.9907 0.8695 

smurf 0.9999 0.9992 0.999 0.999 1.00 0.9992 

warezclient 0.9893 0.8288 0.930 0.903 0.9893 0.9037 

 
So, we have chosen as the most suitable model to solve our problem, to the random forest model 
optimized by recall. Its hyperparameters were tuned with grid search, and its configuration are: 
{‘criterion’: ‘gini’, ‘max_depth’: 32, ‘max_features’: 10, ‘n_estimators’: 10, ‘random_state’: 1}     
 

9. BIBLIOGRAPHY 

[1] Craigen, Dan. 2014. Defining Cybersecurity. s.l. : Technology Innovation Management Review, 
2014. 
[2] AI and machine learning in network security advance detection. Cavalancha, Nick. 2018. s.l. : 
SearchSecurity, 2018. 
[3] 2017. Rapid7. Common Types of Cybersecurity Attacks. [Online] 2017.  
[4] What is Malware? [Online] Cisco. https://www.cisco.com/c/en/us/products/security/advanced-
malware-protection/what-is-malware.html. 
[5] 2017. Rapid7. Malware Attacks. [Online] 2017.  
https://ciberseguridad.fandom.com/es/wiki/Phishing. 
[6] 2014. FANDOM. Wiki Ciberseguridad. [Online] 2014.  
[7] Ataques de autenticación multiplataforma. B, Joachim. 2005. 2005. 
[8] 2017. Verne Telecom. SECURITY OPERATIONS CENTER (SOC): UNA SOLUCIÓN 
INTEGRAL DE CIBERSEGURIDAD. [Online] Verne, 2017. 
https://www.vernegroup.com/vernetelecom/actualidad/security-operations-center-soc-una-solucion-
integral-de-ciberseguridad. 
[9] 2018. Panda Security. ¿Qué son las Botnets? [Online] Mediacenter, 1 June 2018. 
https://www.pandasecurity.com/spain/mediacenter/seguridad/que-es-una-botnet/. 

https://www.pandasecurity.com/spain/mediacenter/seguridad/que-es-una-botnet/


ETS de Ingeniería y Sistemas de  Telecomunicación  

 

 

  57 

 

[10] 2017. SearchSecurity. Secure Web gateways, from evaluation to sealed deal. [Online] April 
2017. https://searchsecurity.techtarget.com/definition/botnet. 
[11] 2018. What is a DDoS Attack? DDoS Learning Objectives. [Online] Cloudflare, 2018. 
https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/. 
[12] Modelo de detección de intrusiones en sistemas de red, realizando selección de características 
con FDR y entrenamiento y clasificación con SOM1. De la Hoz , Emiro, et al. 2012. 1, s.l. : INGE 
CUC, 2012, Vol. 8. 
[13] 2017. Machine Learning in Cyber Security Domain – 9: Botnet Detection. NormShield Blog. 
[Online] Normshield, 2017. https://www.normshield.com/machine-learning-in-cyber-security-
domain-9-botnet-detection/. 
[14] JeanFrancoisPuget. 2016. What is Machine Learning? [Online] IBM Community, May 2016. 
https://www.ibm.com/developerworks/community/blogs/jfp/entry/What_Is_Machine_Learning?lang
=en. 
[15] Jason Brownlee. 2013. What is Machine Learning? [Online] Machine Learning Mastery, 17 
November 2013. https://machinelearningmastery.com/what-is-machine-learning/. 
[16] Jason Brownlee. 2016. Supervised and Unsupervised Machine Learning Algorithms. [Online] 
Machine Learning Mastery, 16 March 2016. https://machinelearningmastery.com/supervised-and-
unsupervised-machine-learning-algorithms/. 
[17] Akshay Chandra Lagandula. 2018. Perceptron Learning Algorithm: A Graphical Explanation Of 
Why It Works. [Online] Towards Data Science, 22 August 2018. 
https://towardsdatascience.com/perceptron-learning-algorithm-d5db0deab975. 
[18] Margaret Rouse. 2016. unsupervised learning. [Online] TechTarget, December 2016. 
https://whatis.techtarget.com/definition/unsupervised-learning. 
[19] Błażej Osiński and Konrad Budek. 2018. What is reinforcement learning? The complete guide. 
Reinforcement learning. [Online] Deepsense, 5 July 2018. https://deepsense.ai/what-is-
reinforcement-learning-the-complete-guide/. 
[20] Andrew Ng. Machine Learning Course. [Online] Coursera, Stanford. 
https://www.coursera.org/learn/machine-learning. 
[21] Andrew Ng. Machine Learning Course. Logistic Regression. [Online] Coursera, Stanford. 
https://www.coursera.org/learn/machine-learning/lecture/wlPeP/classification. 
[22] Andrew Ng. Machine Learning Course. Hypothesis Representation. [Online] Coursera, 
Stanford. https://www.coursera.org/learn/machine-learning/supplement/AqSH6/hypothesis-
representation. 
[23] Andrew Ng. Machine Learning Course. Decision boundary. [Online] Coursera, Stanford. 
https://www.coursera.org/learn/machine-learning/supplement/N8qsm/decision-boundary. 
[24] Andrew Ng. Machine Learning Course. Cost Function. [Online] Coursera, Stanford. 
https://www.coursera.org/learn/machine-learning/supplement/bgEt4/cost-function. 
[25] Andrew Ng. Machine Learning Course. Simplified Cost Function and Gradient Descent. 
[Online] Coursera, Stanford. https://www.coursera.org/learn/machine-
learning/supplement/0hpMl/simplified-cost-function-and-gradient-descent. 
[26] 2017. How to make SGD Classifier perform as well as Logistic Regression using parfit. 
[Online] Toward Data Science, 29 11 2017. https://towardsdatascience.com/how-to-make-sgd-
classifier-perform-as-well-as-logistic-regression-using-parfit-cc10bca2d3c4. 

https://searchsecurity.techtarget.com/definition/botnet
https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/
https://www.ibm.com/developerworks/community/blogs/jfp/entry/What_Is_Machine_Learning?lang=en
https://www.ibm.com/developerworks/community/blogs/jfp/entry/What_Is_Machine_Learning?lang=en
https://machinelearningmastery.com/what-is-machine-learning/
https://machinelearningmastery.com/supervised-and-unsupervised-machine-learning-algorithms/
https://machinelearningmastery.com/supervised-and-unsupervised-machine-learning-algorithms/
https://whatis.techtarget.com/definition/unsupervised-learning
https://deepsense.ai/what-is-reinforcement-learning-the-complete-guide/
https://deepsense.ai/what-is-reinforcement-learning-the-complete-guide/
https://www.coursera.org/learn/machine-learning/lecture/wlPeP/classification
https://www.coursera.org/learn/machine-learning/supplement/0hpMl/simplified-cost-function-and-gradient-descent
https://www.coursera.org/learn/machine-learning/supplement/0hpMl/simplified-cost-function-and-gradient-descent


ETS de Ingeniería y Sistemas de  Telecomunicación  

 

 

  58 

 

[27] A. Czepie, Scott. Maximum Likelihood Estimation of Logistic 
[28] Stephanie. 2016. Statistics How To. Bernoulli Distribution: Definition and Examples. [Onlie] 29 
de 07 de 2016. https://www.statisticshowto.datasciencecentral.com/bernoulli-distribution/. 
[29] Saptashwa. 2018. ‘Logit’ of Logistic Regression; Understanding the Fundamentals. [Online] 
Towards Data Science , 1 de 10 de 2018. https://towardsdatascience.com/logit-of-logistic-regression-
understanding-the-fundamentals-f384152a33d1. 
[30] Andrew Ng. Machine Learning Course. Multiclass Classification. [Online] Coursera, Stanford. 
https://www.coursera.org/learn/machine-learning/supplement/xSUml/multiclass-classification. 
[31] Andrew Ng. Machine Learning Course. Multiclass Classification: One-vs-all. [Online] 
Coursera, Stanford. https://www.coursera.org/learn/machine-
learning/supplement/HuE6M/multiclass-classification-one-vs-all. 
[32] sklearn.linear_model.LogisticRegression. [Online] Scikit Learn. https://scikit-
learn.org/stable/modules/generated/sklearn.linear_model.LogisticRegression.html. 
[33] Andrew Ng. Machine Learning Course. Regularized Logistic Regression. [Online] Coursera, 
Stanford. https://www.coursera.org/learn/machine-learning/supplement/v51eg/regularized-logistic-
regression. 
[34] Emre Rencberoglu. 2018. Fundamental Techniques of Feature Engineering for Machine 
Learning. [Online] Towards Data Science, 1 de 04 de 2018. https://towardsdatascience.com/feature-
engineering-for-machine-learning-3a5e293a5114. 
[35] Natasha Sharma. 2018. Ways to Detect and Remove the Outliers. [Online] Towards Data 
Science, 22 de 05 de 2018. https://towardsdatascience.com/ways-to-detect-and-remove-the-outliers-
404d16608dba. 
[36] Dawid Kopczyk. Feature Selection algorithms – Best Practice. [Online] 
http://dkopczyk.quantee.co.uk/feature-selection/. 
[37] 2016. Recursive Feature Elimination. [Online] Yellowbrick, 2016. https://www.scikit-
yb.org/en/latest/api/features/rfecv.html. 
[38] Andrew Ng. Machine Learning Course. Features and Polynomial Regression. [Online] 
Coursera, Stanford. https://www.coursera.org/learn/machine-learning/supplement/ITznZ/features-
and-polynomial-regression. 
[39] Luis Rivero Pérez, Jorge. 2014. Machine learning techniques for intrusion detection in 
computer. s.l. : Revista Cubana de Ciencias Informáticas , 2014. 
[40] J. Stolfo, Salvatore, et al. Cost-based Modeling and Evaluation for Data Mining With 
Application to Fraud and Intrusion Detection: Results from the JAM Project.  
[41] Tavallaee, Mahbod, et al. 2009. A Detailed Analysis of the KDD CUP 99 Data Set. 2009. 
[42] Extracting salient features for network intrusion detection using machine learning methods. C. 
Staudemeyer, Ralf and W. Omlin, Christian. 2014. s.l. : SACJ, 2014. 
[43] Farnaaz , Nabila y Jabbar, M. A. 2016. Random Forest Modeling for Network Intrusion 
Detection System. s.l. : ELSEVIER, 2016. 
[44] 2016. Classification Report. [Online] Yellowbrick, 2016. https://www.scikit-
yb.org/en/latest/api/classifier/classification_report.html. 



ETS de Ingeniería y Sistemas de  Telecomunicación  

 

 

  59 

 

[45] Finn Qiao. 2017. Logistic Regression Model Tuning with scikit-learn — Part 1. [Online] 
Towards Data Science, 08 de 01 de 2017. https://towardsdatascience.com/logistic-regression-model-
tuning-with-scikit-learn-part-1-425142e01af5. 
[46] sklearn.ensemble.RandomForestClassifier. [Online] Scikit learn. https://scikit-
learn.org/stable/modules/generated/sklearn.ensemble.RandomForestClassifier.html. 
 [47] Adi Bronshtein. 2017. Train/Test Split and Cross Validation in Python. [Online] Towards Data 
Science, 17 03 2017. https://towardsdatascience.com/train-test-split-and-cross-validation-in-python-
80b61beca4b6. 
[48] sklearn.model_selection.GridSearchCV. [En línea] Scikit learn. https://scikit-
learn.org/stable/modules/generated/sklearn.model_selection.GridSearchCV.html#sklearn.model_sele
ction.GridSearchCV. 
[49] Mohtadi Ben Fraj. 2017. In Depth: Parameter tuning for Random Forest. [Online] Medium 
Corporation , 21 12 2017. https://medium.com/all-things-ai/in-depth-parameter-tuning-for-random-
forest-d67bb7e920d. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 



ETS de Ingeniería y Sistemas de  Telecomunicación  

 

 

  60 

 

10.  ANNEX: IMPLEMENTED CODE 
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