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Abstract 
This Master Thesis is focused on a web platform developed to collect and display 
information about IoT devices installed in workplaces. The main purpose of the 
work was to analyse, redesign and implement the user interface of the system 
by applying a human-centred design methodology. The context of the project 
has been established by the company Archibus Solution Center Spain, S.A, 
which aims at analysing the workplace performance and at proposing solutions 
for space optimization. The IoT platform, called IoT-Hub was developed for this 
Master Thesis to offer specialized users a helping tool to visualize and manage 
the data gathered by the IoT devices. 

By following a human-centred design process, the project started with 
performing user research in the form of interviews to evaluate the initial IoT-
Hub application and to define the required functionalities from the users’ 
perspectives. Afterwards, conclusions from the user research were used in the 
ideation process that led to the creation of the first prototypes. Following this, 
iterative development stages and usability tests were performed to improve the 
usability and the user experience of the application. 

The result of this Master Thesis consists of a functional, accessible, and 
redesigned web application, called IoT-Hub that follows the same concept as the 
initial platform, but was developed by applying a human-centred design 
methodology. 
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1 Introduction 
Internet of Things (IoT) is a technical system that facilitates the communication 
between different devices connected to the Internet. The main aim of Internet of 
Things is to create a ubiquitous network where everything is connected, and 
information is accessed in a seamless way. This technology is continuously 
evolving and provides a large spectrum of different applications that can 
improve the way we live and the way we access information (e.g. systems for 
smart home, cities, environment, agriculture, health). 

The concept of IoT is relatively recent, being first introduced in 1982, when 
David Nichols, a student at Carnegie Mellon University had the idea of 
connecting a vending machine to the network in order to get information about 
the state of the drinks (Teicher, 2018). Later, in 1999, Kevin Ashton was the one 
that named this concept as “Internet of Things”, mentioning also that “if we had 
computers that knew everything there was to know about things – we would be 
able to track and count everything, and greatly reduce waste, loss and cost” 
(Ashton, 2009).  Currently, IoT technology is considered to have big influences 
in the industrial and consumer worlds. Different trends have been identified, 
such as the improvement of IoT security using blockchain, the development of 
voice user interface and the inclusion of artificial intelligence in the 
improvement of IoT ecosystems (Banafa, 2019). 

Considering different domain applications where IoT is used, one of them is 
related to the workplace environment. The focus here is on achieving workplace 
digitalization through IoT sensor implementations which can lead not only to 
tracking and monitoring work efficiency, but also to building a more sustainable 
environment (Dimosthenis Kotsopoulos, 2018). Recent research has been done 
in examining the use of IoT technology inside the workplace environment and it 
concentrates on determining what positive and negative impact it has on the 
employees’ productivity and on their social behaviour (Ingrid Nappi, 2019). 

With all the advancements that have been made towards IoT and its integration 
in the workplace environment, challenges are still present. These are related 
first to privacy (RuthAndea, 2019) and to the lack of interoperability when it 
comes to creating feasible IoT ecosystems (Arne Broering, 2017). 

In this Master Thesis, the focus was on creating an IoT application, called IoT-
Hub, that gathers information from different IoT interconnected devices in a 
workplace environment. IoT-Hub is a web platform that serves specialized users 
in knowing and visualizing data gathered from different devices installed in 
workplaces. The main aim of the application was to provide the necessary 
information about a building in order to analyse and predict the workplace 
performance and the impact on energy consumption, fulfilling here one of the 
sustainability goals: sustainable cities and communities (The Global Goals For 
Sustainable Development, 2020). The project focused on developing better 
usability, user experience and accessibility than the initial application by 
applying human-centred design techniques. 

1.1 Purpose and context of the study 
The platform is one of the projects developed by the company Archibus Solution 
Center Spain, S.A. (Spain, 2020). The company consists of IT consultants and 
solution providers that develop and maintain applications meant to analyse the 
workplace performance. IoT-Hub has three main roles. Firstly, the web 
application allows the integration of any type of devices because the users can 
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manage the installation process directly from the platform. Secondly, it displays 
information gathered from the IoT-Hub server that stores the data collected by 
the integrated devices with a specified periodicity. Lastly, IoT-Hub is a 
visualization tool that allows easy access to the raw data collected from the 
sensors, with a strong emphasis on providing a good user experience. 

Archibus has already developed platforms that analyse and interpret the 
information from different types of devices. One of them is called Archibus Cloud 
and it was developed to integrate the raw data collected from the sensors, and 
to create a smart workplace monitoring service, enhancing analytics: providing 
metrics, alerts, dashboards, and reporting tools. More information about this 
platform will be provided in the “State of the Art” chapter. 

IoT-Hub is the connection application between the hardware and the other 
applications, such as Archibus Cloud. It is the one that brings up the data in a 
raw format, so the other bigger applications can consume and analyse it. Figure 
1 shows an example of the connection between IoT-Hub and the existing 
platform from Archibus, Archibus Cloud. 

 

 
Figure 1 Connection between IoT-Hub and Archibus Cloud 

The IoT-Hub web interface has been developed in the past, but the initial version 
was not in alignment with the other Archibus applications’ design, look and feel 
and user experience. The new version focuses on developing a product that fits 
all user needs, enhancing on the user experience and accessibility by adopting 
a human-centred design approach. 

IoT-Hub has three user roles, consisting of people that know about the purpose 
of the application and about its integration with the other Archibus platforms: 

 The consumer – users from the company that are familiar with the basic 
concepts about the IoT sensors. 

 The technician – this user category is composed of technicians that have 
knowledge on how to install and maintain the IoT devices. 

 The admin – this user category is composed of project managers that have 
access to all the features in the platform. They oversee and manage the 
other users. 

All user roles have been taken into consideration while developing the IoT-Hub 
platform, because of different features needed. 

1.2 Research questions 
The main challenge of this Master Thesis project was to redesign and develop a 
new version of the IoT-Hub by adopting a human-centred design methodology. 
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It needed to fulfil all the user requirements and comply to the accessibility 
conditions. Therefore, the research questions for this project are the following: 

 Which are the recommended human-centred techniques for redesigning 
an IoT platform for specialized users? 

 Can a better human-centred design for IoT-Hub leverage the usability, 
user experience and accessibility of the platform? 

To answer these questions, the work was organised in several phases: 

1. To perform a literature review on IoT in workplaces, similar systems that 
show data gathered from different IoT devices and dashboard design. 
With this, a better understanding on the topic will be formulated.  

2. To conduct user research to understand the initial IoT-Hub platform: 
interviews, usability evaluations and creation of an affinity diagram to 
align all the needed requirements for the new interface.  

3. To develop the initial interaction prototypes involving all user types. 
4. To develop the new IoT platform, including programming its functionality. 
5. To evaluate the application to determine whether it brings significant 

improvement for the users in terms of usability, user experience and 
accessibility. 

The first research question was answered during the second and third phases, 
by creating a structured plan of what would be the recommended human-
centred techniques to redesign the platform.  

The second research question was answered during the fourth and fifth phases, 
as the result of the final platform evaluation process. 

1.3 The main structure of the Master Thesis 
The structure of this Master Thesis is divided into multiple chapters that define 
each stage of the work. Hence, this document includes: 

 Chapter 2: “State of the Art”. It contains all the information needed to 
understand the work done in this project. 

 Chapter 3: “Evaluation of the initial IoT-Hub application”. In this chapter, 
the user research study is presented and explained. 

 Chapter 4: “Project Development”. This chapter presents the usability 
tests and the development evolution of the application.  

 Chapter 5: “Accessibility”. It demonstrated the IoT-Hub compliance with 
the WCAG conformance levels A and AA. 

 Chapter 6: “Results and Conclusions”. In this chapter, the research 
questions are answered and general views on the project are provided. 
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2 State of the Art 
As mentioned in the previous chapter, IoT has become more present in different 
domains, helping not only in the digitalization process, but also having 
environmental and social impact (e.g. systems for smart home, cities, 
environment, agriculture, health). The focus in this Master Thesis is on using 
IoT devices to enhance the work productivity and wellbeing of the employees. 
Therefore, this chapter will cover how IoT has been applied until now in 
workplaces to improve the employees’ productivity, what are the reasons proving 
that IoT is beneficial in this domain and how similar systems are designed and 
developed.  

Starting with the examples of existing platforms that collect data from IoT 
devices, the need and main purpose of creating IoT-Hub will be explained. The 
initial developed platform will then be presented from both the technological and 
user experience perspective. Following this, a description of the used 
technologies in the development of IoT-Hub will be provided. Finally, 
descriptions on usability and accessibility concepts will be presented to facilitate 
a better understanding on their necessity and importance in the application. 

2.1 Enhancing workplace productivity with IoT devices 
Today, many companies are performing their activities in offices. In that context, 
a highly relevant topic is the wellbeing of the employees, as it is one of the factors 
that influence their productivity and therefore, the profit of the company. There 
have been studies proving that office ergonomics, design, and facilities are 
influencing the way people work and become more productive and motivated in 
their tasks (Aram Seddighaf, 2015). Apart from this, the employees’ wellbeing 
and health are other factors that influence their capacity to work at full potential.  

Considering this, IoT devices have been adopted to monitor and provide better 
solutions in creating a productive and effective workspace environment. A 
thorough selection and analysis of current trends in using IoT devices to 
enhance the workplace effectiveness has been done by Nappi and de Campos 
(Ingrid Nappi, 2019). The important findings from this article were that in 
general, IoT devices are used into workplaces to analyse the connection between 
the physical space and employees’ productivity, to determine the emotional 
states and behaviour, and to gather data on how these might affect their 
effectiveness in the workplace.  

Considering the focus of this Master Thesis, the studies related to the 
connection between workspace effectiveness and the physical environment are 
more interesting and more related to the subject. One of the trends in using IoT 
devices inside workplaces is to track the office occupancy rates, finding out what 
are the real use cases of the planned work zones and how the real estate costs 
can be reduced. Studies where Bluetooth sensors have been inserted into 
employees’ access cards were conducted to find out whether or not there is a 
significant difference between the used spaces and the planned ones (Bronwyn 
K. Clark, 2018). It has been proven that this can be the case and knowing better 
how the workspaces are used can lead to a better planning and a better 
resources usage as mentioned by Ianeva and colleagues (Maria Ianeva, 2015). 

However, proving that the usage of IoT devices inside the workplaces can 
influence the employees’ productivity has not been mentioned in many studies. 
A very compelling one is about reducing the real estate costs by adopting a 
seating allocation algorithm based on data retrieved from IoT sensors (Cooper, 
2017). These devices can help in determining the important factors in seat 
distribution, such as noise levels, temperature, proximity to other team 
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members and equipment needed. With the algorithm built in this study, the 
researchers proved that the reallocation of workspaces based on multiple factors 
detected by IoT devices can influence not only the employees’ wellbeing, but also 
their productivity. 

2.2 Data visualisation systems for IoT devices 
On the market, IoT platforms are mostly provisioned from the cloud and are 
either in the form of Software-as-a-Service (SaaS) or Platform-as-a-Service 
(PaaS). However, it has been discovered that the majority of them are PaaS and 
their general features include data visualisation techniques, device 
maintenance, connectivity as a service and data analysis (Milan Zdravković, 
2016).  

One of the examples is the IoT platform called GrooveStreams, which can collect 
data from multiple IoT devices and serves not only as a real-time data analysis 
tool, but also as a visualization one through customizable charts and graphs 
(GrooveStreams, 2020). Another application is called Kaaproject and it is a 
middleware platform that enables the communication between devices, and it 
contains features for maintenance and management. Moreover, it can be 
integrated with other technologies, such as IoS, Android and Raspberry Pi 
(Kaaproject, 2020). A third example is represented by the application called “PTC 
ThingWorx”, which, apart from the representation of connected devices, 
includes also collaborative workspaces, real-time dashboards and mobile 
versions of the platform (PTC, 2020). 

Taking into consideration the research done in this area and the analysis on the 
existing IoT platforms, it can be said that these applications focus on creating 
knowledge and real-time data interpretation, being secure and robust, involving 
people in the process and building scalable projects that minimize the human 
interventions. 

Acknowledging these concepts presented and the way the data visualisation 
systems are developed and designed, Archibus owns a platform with similar 
modules. It is called Archibus Cloud and it is a digital tool that helps 
organizations evolve their workplace strategy to motivate their employees and 
to reduce the real estate costs (Archibus, 2020). Therefore, Archibus Cloud 
provides a workplace solution and it is a single data platform that easily 
integrates external systems. There are six possible modules that can be 
integrated with Archibus Cloud, but two of them are of higher importance and 
are more related to the subject of this Master Thesis. The first one is called 
“Space Management” and it is the one that gives information about the 
occupancy needs and about redesigning the workplace in an effective way. The 
second one is the module called “Serraview Space Optimization” that uses real 
time data from IoT devices to track space utilization (with sensors, Wi-Fi devices 
and badges). Hence, the Archibus platform collects and displays IoT metrics, so 
the users can better understand the average space utilization and the true needs 
of the workplaces. 

2.3 Initial IoT-Hub application 
The IoT-Hub application was created to be one of the modules that will be 
connected to Archibus Cloud. Therefore, IoT-Hub will be a standardized 
platform that will only collect and display data from the IoT devices installed in 
different workplaces, without performing analysis on it. That task would be 
passed to Archibus Cloud if necessary, as it has more power in executing these 
operations.  
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The main reason for creating IoT-Hub was that the company wanted an 
application that would work independently from the big platform Archibus 
Cloud, but at the same time, could also connect as a plug-in to it if analysis had 
to be performed. This way, up-to-date and complete data about devices would 
be available to users faster and in a platform that does not have other modules 
to increase its complexity, like Archibus Cloud. 

IoT-Hub had already its first version build, but it needed changes in terms of 
look and feel, essential requested functionalities, user experience design and 
accessibility. One of the most important features was the development of the 
functionalities for the three different types of users described in the 
“Introduction” chapter (the Consumer, the Technician and the Admin). The 
intended structure of the functionalities depending on the user types can be 
seen in Figure 2. Therefore, it is important that the Dashboard, the User 
Settings, and the Data Visualisation tools are available for all three user types. 
However, the Device Configuration panel will only be available for the 
Technicians and Admins, while the User Administration tools will be accessible 
only if the user is an Admin. 

 
Figure 2 IoT-Hub functionalities organization 

However, for the initial IoT-Hub application, this distinction has not been made 
and in Figure 3, the red squares highlight that all these functionalities can be 
accessed by any user after logging in (in the left side of the picture, the menus 
are for Device configuration and Data visualisation, while on the right side, the 
menu is dedicated for both the User Settings and User Administration). Thus, 
the application needs to make a distinction between what each user can see and 
use. 
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Figure 3 The functionalities for the initial IoT-Hub application 

 

In addition, data gathered from the IoT devices was mostly displayed in tables 
and further research on how users would interpret and use them needed to be 
performed. Lastly, the initial application had a basic dashboard implementation, 
which needed to be expanded, designed, and developed to be a tool where users 
could immediately see and interact with the most important information about 
the IoT devices in a specific workplace. Thus, a research study on effective 
dashboard design has also been conducted for this Master Thesis. 

The term “dashboard” describes a system used to visualize essential information 
about a product useful for the decision-making process. Performance metrics 
and progress charts are one of the examples used as visualisation techniques. 
Therefore, the dashboards have the purpose of visualising data and of fulfilling 
specific goals. In the article “Effective Dashboard Design” (Andrea Janes, 2013), 
it is mentioned that in order to obtain a useful dashboard, a good approach is 
to first select the right data and then the right visualisation technique. To 
achieve that, the “Goal, Question Metric” paradigm (GQM) can be used (V. Basili, 
1994) and it has three levels: the goal (conceptual level), the questions 
(operational level) and the measure (quantitative level). Hence, the approach 
here is to firstly define the main goal of the dashboard, then to prepare a set of 
questions correlated to the goal and finally, to identify the right measurement 
tools to answer those questions. The GQM technique was used in this Master 
Thesis in defining the best roles for the dashboard. This analysis is presented 
in more detail in Chapter 4 Project Development. 

2.4 Technologies used 
During the project development of IoT-Hub, different technologies have been 
used to firstly develop the application server and then the user interface. This 
section contains an overview of all technologies and frameworks used, with 
details on what they are providing and on the reasons for choosing them in this 
project. Thus, the following subsections describe sequentially the technical 
aspects of the backend and frontend development, while in the end, the general 
project structure is presented. That way, the connections between the 
technologies chosen can be better understood. 

2.4.1 Backend development 
The backend of the IoT-Hub application has been developed by the employees 
of Archibus before the work for this Master Thesis started. From the 
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technological point of view, the server application for IoT-Hub has been 
developed using SpringBoot (SpringBoot, 2020), which is a Java-based 
framework created by Pivotal Team and it is used to create Micro Services. These 
represent a method of developing software systems that allow developers to 
create and deploy independent services, which bring different advantages to the 
project (easy development, minimum configuration, and simple scalability). 
Therefore, by using Micro Services, an application is broken down into its core 
functions and each function is a service (Figure 4). 

 
Figure 4 Microservices example structure (RedHat, 2020) 

By using SpringBoot, a RESTful API service has been built for IoT-Hub. REST 
is the acronym for Representational State Transfer and it was first defined in 
2000 by Roy Fielding (Fielding, 2000) in his dissertation. It is an architectural 
style for distributed hypermedia systems that creates a set of constrains for 
developing Web services. Therefore, for an application to be called RESTful, it 
needs to comply to the following principles: 

 Client-server: to differentiate between the data storage and user 
interface concerns. 

 Stateless: to include all the information necessary in each request 
from the client to the server. 

 Cacheable: to label the data from a request as cacheable or non-
cacheable. 

 Uniform interface: to apply the software engineering principle of 
generality to the component interface. 

 Layered system: to create an architecture of hierarchical layers to 
constrain the component behaviour. 

 Code on demand: to permit client functionality to be extended by 
executing code in the form of scripts. 

In addition to being able to create a RESTful API service, SpringBoot has been 
chosen as the backend technology, because it has flexible libraries and it is a 
framework for building Java products in a quick, easy, and safe process.  

2.4.2 Frontend development 
An initial phase in the fronted development of the application was the creation 
of prototypes to decide on the best suited features and to test them with the 
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users. Therefore, Figma (Figma, 2020) was chosen as a tool for prototyping. This 
application is a collaborative interface tool that helps in the process of designing, 
prototyping, and gathering feedback for a product. It was adopted for IoT-Hub 
because it helped in redesigning the initial application and in gathering valuable 
feedback from the potential users before starting to develop it. Figure 5 
showcases an example of how Figma can be used to collaboratively create 
working prototypes before starting to code the application. 

 
Figure 5 Figma: example of use 

From the development point of view, REACT has been used. REACT is a 
JavaScript library developed by Facebook for building user interfaces (React, 
2020) and it has been chosen for IoT-Hub because it can consume data from a 
RESTful API service, it has a flexible development process, stability, advanced 
performance, ease in building accessible components and interactive interfaces. 

Moreover, the IoT-Hub interface is expected to be suitable for professionals with 
knowledge in technology. Therefore, the application needs to be interactive, 
flexible and to have complex components that are dedicated to data visualisation. 
As mentioned before, there are different functionalities for the three user roles 
and each one of them contains distinct requirements. Thus, the platform needed 
dedicated components for data visualisation such as graphs, tables, diagrams, 
but it also required simple, intuitive components for basic functions and 
navigation. 

One of the REACT UI frameworks used in this project is Material-UI (Material-
UI, 2020), which offers components for faster and easier web development. The 
reasons behind using this technology were that Material-UI is a popular 
framework, that contains a very detailed documentation and great support from 
the community. Moreover, it provides advanced components that are easily 
customizable and built with accessibility requirements in mind. For example, 
for the components that require specific attributes or WAI-ARIA attributes, there 
is a dedicated section mentioning which are the best practices for ensuring 
accessibility.  
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In addition, all the elements from this REACT framework are compatible with 
the mobile perspective, which was one of the requirements for building the 
application.  

Most of the components from Material-UI have been used for Inputs (the Button, 
Radio, Text Field, Date / Time inputs etc) and for Navigation (the Drawer, the 
Tabs). For a better understanding on how these components look like, Figure 6 
illustrates their basic form. 

 
Figure 6 Material-UI Basic Components 

A second REACT framework that was used for the development of IoT-Hub was 
React Bootstrap (Bootstrap, 2020) which replaces the Bootstrap JavaScript 
library and offers the components built from scratch for React. Moreover, it is 
compatible with any UI ecosystem and complies with the accessibility guidelines. 
This framework was chosen mainly for the layout of the application, as it 
provides the components “Container”, “Row” and “Col” that are built with 
flexbox (MDN, 2019) and are fully responsive, ideal for the mobile version of the 
application. Flexbox (the Flexible Box Module) is a one-dimensional layout 
model that offers dynamic alignment and space distribution between items in 
an interface. Thus, by using these components from React Bootstrap, the 
responsive part of the application was implemented in an effortless manner. 

Figure 7 demonstrates the organization of elements in a container per rows and 
per columns and reveals the use of breakpoint sizes to let the container know 
the number of columns that fit next to each other on different device sizes: 

 xs – extra-small devices (< 576px) 
 sm – small devices (≥ 576px) 
 md – medium devices (≥ 768px) 
 lg – large devices (≥ 992px) 
 xl – extra-large devices (≥ 1200px) 
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Figure 7 React Bootstrap Layout Example 

As IoT-Hub is all about data visualisation, high-performance UI widgets were 
needed such as graphs, tables, charts, and data editors. One of the resources 
used in this scope was DevExtreme (version 20.1) (DevExtreme, 2020), which is 
a HTML5 JavaScript Component Suite, it integrates with REACT and contains 
customizable and powerful data visualisation UI widgets. Therefore, this tool 
was chosen for the tables that are available in IoT-Hub, because of the extensive 
customizable features available. One of the examples is the component 
DataGrid, represented in Figure 8. The table layout and pagination are created 
by default and it is possible to have editable cells, customized filters for each 
column as well as a general “Search” text field for the entire table. Moreover, 
with this component, the export to Excel functionality can be implemented in a 
straightforward method. 

In addition, from version 19.1, DevExtreme has included accessibility, UX and 
API enhancements for DataGrid which consisted of keyboard navigation, 
double-click events and better user experience in general.  

 

 
Figure 8 DevExtreme DataGrid example 

A second JavaScript library used for data visualisation was amCharts 
(amCharts, 2020), which provides simple, powerful, flexible and accessible UI 
widgets. This was utilized for the graphs in IoT-Hub. One of the examples is the 
StepLine graph (Figure 9), which was utilized to showcase a large amount of 
data over a specified period. Referring to the accessibility part of the components, 
amCharts made sure that their products comply to the standards of the Section 
508, W3C’s Accessibility Initiative. Therefore, in the charts, the information is 
accessible by keyboard navigation and each element has textual information 
available for screen readers. 

This JavaScript library can be used either with a subscription or without, the 
only difference being that their logo is displayed at the bottom of the component 
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if the subscription was not activated. However, Archibus has used this library 
in the past in other projects and the subscription could be activated for IoT-Hub. 

 
Figure 9 amCharts StepLine graph example 

2.4.3 General project structure 
From the technical viewpoint, the project integrated three components: the 
Database, the RESTful Web Service, and the IoT-Hub interface. Figure 10 
presents the connections between them and showcases the technologies that 
were used for each part of the application. Thus, as a general conclusion on how 
the project was constructed from the technical point of view, the IoT-Hub 
interface was built with REACT and gathered data through API requests to a 
RESTful Web Service, which was built using the SpringBoot Java framework 
and connected to the database. 

 
Figure 10 Project Architecture 

2.5 Overview on human-centred design and accessibility 
concepts 

In this Master Thesis, the focus was on creating a better user experience for IoT-
Hub by adopting a human-centred design approach. During this development 
process, certain activities have been performed to achieve the expected result. 
This section contains a broad explanation on the main concepts present in this 
project related to human-centred design and accessibility. Therefore, the 
following sub-sections will cover concepts such as human-centred design, 
usability, user experience, accessibility, and universal design. At the beginning 
of each sub-section, the official definitions from ISO are provided, followed by 
more details about the concepts and how they have been used in the 
development of this Master Thesis. 
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2.5.1 Human – centred design 
Definition: “approach to systems design and development that aims to make 
interactive systems more usable by focusing on the use of the system and 
applying human factors/ergonomics and usability knowledge and techniques” 
(ISO, 2019). 

Applied in the development of products and services, human-centred design is 
the process an individual or a team is following to find the suitable solutions 
that address the core problems of their customers. This methodology is highly 
effective when its three properties intersect: feasibility (how achievable and 
realistic are the set goals), desirability (what the customers want) and viability 
(the possibility of further development and growth of the project). Therefore, if a 
product or a service was built respecting the human-centred design 
methodology, the outcome will be a validated solution that will incorporate all 
three characteristics: feasibility, desirability, and viability (Figure 11). 

 
Figure 11 Human - Centred Design Characteristics 

What differentiates other problem-solving techniques from the human-centred 
design one is the emphasis on understanding the people and their problems, on 
discovering what would be the best solution for them and on testing whether 
the result is truly meeting their requirements. Thus, this approach to system 
design and development can be achieved in five iterative phases (DC Design, 
2017): Empathize, Define, Ideate, Prototype and Test (Figure 12). 

 
Figure 12 Human - Centred Design Process 

The initial phase (Empathize) is referring to understanding the people for which 
the product is designed before coming up with solutions. This implies that the 
designers spend more time learning about their users, their environment and 
about the actual core of their issues. Moreover, this is the stage where expert 
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advice is sought to interpret in a better manner the difficulties that might need 
to be overcome. Empathising is one of the most important phases of the human-
centred design process, as it gives the designers and developers clues on the 
real problem that needs to be solved. 

The second phase (Define) is all about articulating the core problem identified 
in the previous stage. After understanding the environment and the people for 
which the product is developed, a clear statement of what needs to be done is 
needed. Therefore, a good practice is to use the initial problem received from the 
users and question why that problem appeared in the first place. There is a 
procedure related to this approach called “The Five Whys Technique”, initially 
developed by Sakichi Toyoda (the founder of Toyota Motor Corporation) and 
used during the development of the manufacturing methodologies (Fernandes, 
2018). After having a clear core problem, key actions will be set to achieve 
specific goals and different solution ideas might be generated. However, an 
important aspect here is to check all the time the initial solutions against the 
main problem formulated in this stage. 

The third stage (Ideate) is all about putting together all the information gathered 
from the first phase, the conclusions on the main problem formulated in the 
second stage and starting to brainstorm ideas. In this stage, the important 
aspect is working in teams, so the ideas can be as diverse as possible. Moreover, 
it is necessary that at this point, the team does not analyse the solutions as 
being bad, good, practical, or impractical, as it can shut down the creative 
process. It can also be a good moment to co-design with the customers, because 
involving them into the process can bring up interesting insight that can 
generate more focused solutions. 

During the fourth phase (Prototype), different mock-ups of the product will be 
built. The main purpose here is to create prototypes that can be tested with the 
customers to observe if the solutions are suitable or not. Therefore, after the 
brainstorming session, ideas that could meet the clients’ needs are chosen and 
put into prototypes. They will be used in the testing stage for observing whether 
they are effective or not. 

In the last stage (Test), flows, gaps, and weaknesses in the design of the 
prototypes will be found by testing them with the people that need the product 
or service. The purpose here is to test the mock-ups with them repeatedly to 
find out if all issues are addressed. It is the moment when feedback on the 
brainstormed ideas is collected from the clients. Moreover, these prototypes give 
people a general idea on how the final product might look like and how it might 
solve their problems. 

These five steps of the human-centred design methodology are part of an 
iterative process, as the ideas are continuously tested and improved until all 
stakeholders identify the solution that addresses exactly the problems identified 
at the beginning. 

Thus, human-centred design is the methodology that finds the core problems 
before solving them, empathizes with people for which the product or service 
must be build and applies usability knowledge and human factors to design the 
best solution. 

2.5.2 Usability 
Definition: “extent to which a system, product or service can be used by specified 
users to achieve specified goals with effectiveness, efficiency and satisfaction in 
a specified context of use” (ISO, 2019). 
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As a quality attribute, usability is used to assess how easy are interfaces to use 
and according to Jakob Nielsen, usability is defined by 5 important components: 
learnability, efficiency, memorability, errors, and satisfaction (Nielsen, 2012). 
After being measured, these components can specify the usability objectives 
(Figure 13). Therefore, the following paragraphs will explain in more detail each 
component and what are their roles in achieving good usability in a system. 

 
Figure 13 Usability Components 

Learnability is an underlying usability attribute that measures how easy it is for 
users to complete basic tasks and to learn how the system works. Depending 
on the complexity of the product or service, the learning times can differ, 
meaning that the systems can have specific purposes addressed to specialized 
users or not. However, even if the learning time is short or long, the users need 
to be guided by the system to learn in a decent amount of time how to properly 
use it to perform their tasks successfully. 

Efficiency means how fast can a user perform tasks in the system after learning 
to use it. Depending on the product with which they interact and their goals, 
users might only use complex or basic functions from the same system. To 
assure the efficiency of the product, shortcuts of those functionalities can be 
provided. 

Memorability relates to how much the users remember how to operate the 
system after a period of discontinuance. This applies to the products or services 
that are used seldom and the important aspect here is to have the users make 
as less mistakes as possible when returning to it. Moreover, even if errors are 
made, it should be easy to correct them. 

The fourth component of usability is related to errors and it measures how many 
mistakes are users making, what is their severity and how easily they can be 
corrected. It implies that systems should be constructed in a way that do not 
allow users to make errors. In addition, the systems should give the users good 
instructions on how to avoid making them as much as possible. 

Satisfaction measures how pleasant it is to use the design. This can be achieved 
by using brand images and visual design that influence the users’ motivation 
and effectiveness in performing their tasks and achieving their goals. 

To improve usability, all these five attributes must be taken into consideration 
and analysed. To achieve that while designing and developing a new product, a 
good and recommended practice is to perform usability tests on specific people 
to measure the usability attributes. Therefore, usability testing is a UX research 
methodology to gather insight into the problems of the system, to discover 
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development opportunities and to better understand the people for which the 
product is designed. 

This method is part of the iterative process of human-centred design and it is 
composed of three important components: 

 Firstly, the representative users, which will be part of the usability tests. 
They need to be the ones that will later use the product, because their 
insight on how the system should work is valuable for the future 
development of the product. 

 Secondly, the representative tasks that will be asked to be performed by 
the observers. These need to be formulated in a clear way for the 
participants, excluding any bias and emphasizing on real case scenarios. 

 Lastly, the observer that takes notes on how the users are performing the 
tasks, what is the success rate and where are the users having difficulties 
in performing their tasks. 

Therefore, by performing usability tests in an iterative way during the project 
development, the designers can gather a better insight on how the system 
should work to better meet the usability requirements. 

2.5.3 User Experience 
Definition: “user’s perceptions and responses that result from the use and/or 
anticipated use of a system, product or service” (ISO, 2019). 

User Experience is related to everything a person experiences while interacting 
with a product or a service. It is more complex than usability, so it is more 
related to the whole experience they have while performing their tasks and to 
the general feeling they associate with a product or a brand. 

There are a lot of aspects to consider when talking about user experience, but 
in his User Experience Honeycomb, Peter Morville (Morville, 2004) managed to 
incorporate the most important characteristics of it. As he mentions when 
creating this framework, his goals were to connect the communities of user 
experience and experience design and to make it understandable that even 
though usability is necessary, it is not sufficient. Therefore, he started from the 
diagram of “Three Circles of Information Architecture” to explain that for a 
project to be successful, it needs to equally focused on the context, users, and 
content (Figure 14). However, in his vision, user experience was about more than 
the connection between these three properties, so he expanded them and 
created the User Experience Honeycomb, which gives a better perspective on 
why usability is not the only aspect that needs to be taken into consideration 
when designing a new product. 

 

 
Figure 14 Three Circles of Information Architecture (Morville, 2004) 
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Thus, the new diagram, the User Experience Honeycomb (Figure 15) contains 
seven hexagons that have the purpose of explaining why usability is not enough 
for building a system and how user experience can make the difference when 
building a product. The seven hexagons are the following: 

1. Useful = a service needs to be useful and to address a specific problem. 
Therefore, businesses must find the real use of their product and come 
up with innovative solutions to solve the existing problems. 

2. Usable = the system or product built must be easy to use and to 
understand. 

3. Desirable = the products designed need to have a visual identity and 
enhance on the visual image and other components of the emotional 
design. 

4. Valuable = the designed products need to bring value to their customers, 
either through the mission supported or through customer satisfaction. 

5. Findable = it is very important for a product to have clear navigation and 
for users to find what they are looking for in an easy, painless way. 

6. Accessible = the products need to be designed with accessibility in mind, 
so users with disabilities can have access to the same information. 

7. Credible = it is necessary to have elements in the design that make people 
trust the products they are using. 

 
Figure 15 User Experience Honeycomb (Morville, 2004) 

The role of this diagram is threefold. Firstly, it helps in understanding that user 
experience needs to go beyond usability and to also provide guidance in 
prioritizing the needs of a product. Secondly, it gives support in modular 
designing of a system, by providing different, individual perspectives. Thirdly, 
each component of the honeycomb contains a singular viewpoint of user 
experience, which can be extended and explored depending on the product. 
Moreover, the first three attributes presented in the diagram (Useful, Usable and 
Desirable) can be easily understood and interpreted by customers when 
interacting with a product. However, the other four (Valuable, Accessible, 
Findable and Credible) are hidden from the users’ view and can only be 
noticeable when their requirements are not fulfilled in the product design. 

Therefore, user experience is a concept that needs to be present in any product 
design, as it is more complex than usability and can bring value to the users’ 
opinions and general feeling about the systems. Furthermore, for a product to 
offer a good user experience, the components from the “User Experience 
Honeycomb” need to be present in the product design. 
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2.5.4 Accessibility 
Definition: “extent to which products, systems, services, environments and 
facilities can be used by people from a population with the widest range of user 
needs, characteristics and capabilities to achieve identified goals in identified 
contexts of use” (ISO, 2019). 

Computer accessibility refers to the practice of making the digital system usable 
by everyone. Accessibility is not only connected with the people with disabilities, 
but also with the ones using the system in special situations (e.g. those using a 
mobile device, those with a temporary disability, those with a slow internet 
connection etc.). By making a system accessible, equal opportunities to explore 
and use it are given to everyone. Providing accessibility should not be perceived 
as an impediment in building the product, but more as guidelines in helping to 
make the system better for all its users. When thinking about disabilities, either 
temporary or permanent, the following categories arise (Mozilla Developer 
Network, 2020): 

 People with visual impairments: according to the World Health 
Organization (WHO, 2020), the number of people with visual disabilities 
is estimated to 285 million globally (38 million are blind). Therefore, it is 
a significant number of persons that need to be taken into consideration 
when designing a digital system. The categories of people with visual 
impairments include the ones with blindness, colour blindness and low 
vision. These users are depended of assistive technologies in the form of 
software magnifiers, screen readers or hardware technologies such as 
Braille devices that help them read and write. 

 People with hearing impairments: in this case, according to World Health 
Organization (World Health Organization, 2020), an estimated number of 
466 million people worldwide suffer from hearing loss. This category 
includes deaf persons and the ones with auditory impairments. It is 
common that some of them use devices that amplify the sounds they are 
hearing, but in the case of digital systems, techniques for providing 
textual alternatives to video content are more common.  

 People with mobility impairments: this category includes people with 
physical problems, such as loss of a limb or paralysis, but it can also 
include people with genetic or neurological disorders. For these persons, 
the use of a digital system might be obstructed by the impossibility of 
using the mouse or by the fact that they are physically limited to use only 
one part of their body to interact with a digital system. A solution example 
for this user category is the use of keyboard to interact with the digital 
system. 

 People with cognitive impairments: this disability category includes a large 
range of people with mental issues, learning and intellectual disabilities 
and even older people that have troubles remembering and thinking. In 
this category, there is a lot of diversity and assuring accessibility to them 
is related more to how content is displayed and understood by them. A 
few good practices are minimising distractions and unnecessary content, 
providing consistent layout and navigation and breaking difficult tasks 
into smaller, logical steps that are easier to understand. 

For web accessibility guidelines, WCAG 2.1 (Web Content Accessibility 
Guidelines) is a detailed document published by W3C (W3C, 2018) that aims at 
providing a standard that would fulfil the needs of individuals, organisations 
and governments. This document is divided into four big sections, covering 
guidelines on how products can be perceivable, operable, understandable, and 
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robust. The guidelines contain success criteria, which have different 
conformance levels: A, AA, and AAA. 

2.5.5 Universal design 
Definition: “design of products, environments, programmes and services to be 
usable by all people, to the greatest extent possible, without the need for 
adaptation or specialized design” (International Organization for 
Standardization, 2014). 

The universal design was first developed by the architect Ronald Mace in 1980 
and his view was that a design should be developed with awareness in mind 
and it should be usable by as many people as possible. The key point of 
universal design is that it benefits everyone, but it is necessary for some people. 
Moreover, there are seven principles of universal design (Bettye Rose Connell, 
1997): 

1. Equitable use = the design is useful and marketable to people with diverse 
abilities. 

2. Flexibility in use = the design accommodates a wide range of individual 
preferences and abilities. 

3. Simple and Intuitive Use = use of the design is easy to understand, 
regardless of the user's experience, knowledge, language skills, or current 
concentration level. 

4. Perceptible Information = the design communicates necessary information 
effectively to the user, regardless of ambient conditions or the user's 
sensory abilities. 

5. Tolerance for Error = the design minimizes hazards and the adverse 
consequences of accidental or unintended actions. 

6. Low Physical Effort = the design can be used efficiently and comfortably 
and with a minimum of fatigue. 

7. Size and Space for Approach and Use = appropriate size and space is 
provided for approach, reach, manipulation, and use regardless of user's 
body size, posture, or mobility. 

There are similar concepts related to universal design, but address accessibility 
from a different perspective. Therefore, one of them is inclusive design, which 
refers to the process of assuring the accessibility of a product. It is considered 
ideal that by combining accessibility and inclusive design, a product will be 
usable by all and will also comply to the accessibility standards. Thus, inclusive 
design is a design methodology that emphasizes on the full range of human 
diversity. By applying the inclusive design method, product developers include 
and learn about people with different perspectives. 

Another similar concept is “Design for all” and implies that products need to be 
built in a way that they are used by the widest possible range of people. Even 
though there are many definitions for “Design for all”, there is a popular one 
created by the European Institute for Design and Disability (EIDD): “Design for 
All is design for human diversity, social inclusion and equality” (EIDD, 2004). 

Hence, these three terms are applied in the same domain, but have different 
nuances. This Master Thesis will use only the term universal design to express 
usability for people from a population with the widest range of user needs, 
characteristics, and capabilities. 
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3 Evaluation of the Initial IoT-Hub 
Application 

As mentioned in the previous chapter, the IoT-Hub platform was already 
developed, but needed to be redesigned for better usability, user experience and 
accessibility. To achieve that, the initial platform had to be analysed with the 
help of the users to determine its weak and strong points. User research was 
performed in the form of interviews to discuss about the platform and to 
determine what future goals must be achieved. For further guidance in the user 
research and the interview processes, the information from the book 
“Understanding your users” (Kathy Baxter, 2015) has been used.  

Hence, this chapter is divided into four sections. The first one presents how the 
user research was performed, what were the main participants and what was 
their user role according to the ones in the platform: the Consumer, the 
Technician, and the Admin. The second part is about the interviews performed: 
what was the creation process of the interviews, what were the questions, the 
materials needed for it and the expected outcomes. The third part of this chapter 
introduces the general review of this initial evaluation phase with the data 
analysis process, the findings in the form of an affinity diagram and the 
difficulties occurred. Lastly, conclusions on the performed user research are 
stated. 

3.1 User Research 
Firstly, to perform the user research, a suitable research activity had to be 
chosen. Having in mind that it was of high importance to understand exactly 
how people think, feel and what are their reasons for using the IoT-Hub, it was 
decided that semi-structured interviews would be performed. Semi-structured 
interviews are the ones that provide both qualitative and quantitative data and 
specific details and opportunities to follow up. 

The user roles for the IoT-Hub are very clear. There are three user types, which 
depend on their purposes to use the application, their needs, and their 
professional abilities to use the system. The roles are as follows: 

 The consumer – specialized users from the company that are familiar with 
the basic concepts about the IoT sensors. Here, most of them are 
interested into the basic views of the platforms and getting information 
in a fast, efficient way is their goal. 

 The technician – this user category is composed of technicians. They have 
additional features in the application to install and maintain the devices. 
Their role is more technical and involves high knowledge on configuring 
and maintaining the IoT devices. 

 The admin – this user category is composed of project managers and they 
have access to all the features in the platform. Apart from overseeing and 
managing the other users, they also have high technical knowledge and 
can play the role of the technician if necessary. 

There were three steps that needed to be completed before starting the 
interviews: 

 A proposal had to be created to outline the type of data that would be 
collected and the activities that would be conducted. 
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 Then, it was important to decide the duration and timing of the sessions. 
It was planned that all sessions would not take more than one hour and 
all of them were done for over a period of 10 days (depending on the users’ 
availability). 

 The third step was related to recruiting participants. Here, the aim was 
to choose persons from all three user types, to have a better coverage and 
more information about their expectations on the platform. More details 
on how the interviews have been structured and their methodology will 
be found in the next section.  

3.2 Interviews 
Archibus Spain is a small company, with no more than 20 employees working 
in different business areas. Taking into consideration that IoT-Hub is designed 
for people with a basic knowledge in IoT and for the ones that are usually 
working and managing data from these devices, the group of people that could 
be interviewed was significantly reduced. Therefore, it was only possible to 
interview four people that knew about the existence of the application (one of 
them even used it before) to gather more qualitative information for the redesign 
process. 

Hence, the interviews performed were with two technicians, one consumer and 
one admin (Table 1). The number of technicians was specifically chosen higher 
than the others, as a diverse perspective on how IoT-Hub would be used by 
people that know more about the IoT devices was necessary. Furthermore, the 
participants will be referred as User A, User B, User C and User D to keep their 
anonymity.  

Participant 
ID Role Description Experience 

User A Consumer 
User familiar with the basic concepts related to the 
IoT sensors. The aim here is to collect information in 
a fast, efficient way. 

Low 

User B Technician Technical user that knows more about configuring 
and maintaining the IoT devices. Medium 

User C Admin 

Project Manager that has access to all features and 
can also play the role of the technician if needed. 
This user can also manage the other users in the 
platform. 

High 

User D Technician Technical user that knows more about configuring 
and maintaining the IoT devices. Medium 

Table 1 Interview participants & their roles 
The timeline of this research study was to prepare the interviews, to perform 
them, then to analyse the data and to interpret it, ending with communicating 
the findings to all stakeholders (Figure 16). The following subsections present 
general concepts about the user research and about the creation process of the 
interviews. 

 
Figure 16 Interview process 

3.2.1 General concepts 
Interviews are guided conversations where the interviewer seeks essential 
information from users individually. Their role in this situation was to gather 
data on how this platform is useful and how it can bring value to all user types. 
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Having in mind that this user research was performed during the product 
development, it was a formative evaluation method.  

Moreover, these interviews were decided to be semi-structured ones, meaning 
that they were a combination of structured and unstructured ones (close-ended 
questions blended with those similar to normal conversation). The advantages 
on performing this kind of interviews are that both qualitative and quantitative 
data can be collected and there is more detailed information from the 
interviewees. However, the disadvantages here are that this process is more time 
consuming in analysing the participants’ answers and it can be not as 
consistent across participants as the structured ones. 

3.2.2 Interview creation process 
To create the questions for the interviews, it was necessary to brainstorm the 
list of important topics that needed to be covered and they were the following 
ones: 

 General concepts about IoT-Hub: the purpose of using it and current pain 
points 

 The dashboard: understanding the concept and its role in IoT-Hub 
 Data visualisation techniques: the way data is presented in the platform 

and improvement suggestions 
 The UI of the platform: general feedback sessions of the usability of the 

application   
 The profile view of the platform: the purpose of having this feature and 

improvement suggestions 

After completing the list of topics needed, a draft of the interview questions was 
created, with the condition that there were questions for each category. In this 
phase, all question ideas were written down, making sure that they respected 
the following rules: 

 They were clear, understandable, and impartial. 
 The questions avoided addressing more issues at a time. 
 They did not contain imprecise words like “rarely”, “sometimes”, “few”. 
 There were no leading questions, which would assume the answers 

should be avoided. 

These rules were necessary to make the questions as impartial as possible, to 
not influence the answers of the interviewees and to get as many concrete 
responses as possible. Also, it was essential to inform the interviewees that there 
were neither right nor wrong answers. 

The next list presents all final questions for the user research arranged in the 
structure the interviews followed: 

1. Introduction (max 5-7 minutes): welcoming and telling the participant 
about the main idea of the user research and asking for permission to 
record the interview 

a. Tell the participant about the purpose of this interview and how 
much it will last. 

b. Let the participant know that the interview will be recorded. 
c. Tell the participant the main ideas about the IoT-Hub and the 

intended purpose it would serve. 
2. Warm-up (max 5-10 minutes): easy questions that feel more like a 

conversation than an interview 
a. What is/would be your purpose for using IoT - Hub? 
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b. What are the pain points that you currently face when you deal 
with this kind of data/information? 

3. Body of the session (max 20-25 minutes): more detailed questions about 
IoT-Hub 

a. What is the most important information you want to know about 
the sensors, the devices etc.? 

b. How would you see this data represented? 
c. Do you think it is useful to perform different actions on the data 

presented on the dashboard? What would those actions be? 
d. What do the items in the “Go to” menu mean to you? 
e. Do you think all the elements from the “Go to” menu are useful? 
f. Do you think the elements in the “Go to” menu can be arranged in 

different groups? If so, how would you group them?  
g. How would you like the data to be presented? 
h. Is this something you would have expected to see? What is 

missing? 
i. How would you use the data you see in the tables? 
j. Is it important for you to see the “Data Set” (Raw Measures, 

Measures, Aggregated Data)? If so, how would you use it? 
k. Are you used to having a profile page in the applications you are 

currently using? 
l. What do you usually see and do on the profile page? 

4. Cooling-off (max 5 min): interview summary, easy questions 
a. Do you see yourself using other devices to access this platform? 
b. What are for now the most visible problems you see on the 

platform? How would you see these features implemented in a 
different way? 

c. Do you think it is something else we need to talk about related to 
the interface? 

5. Wrap-up: thanking the participant and escorting him/her out 

The materials needed for these interviews were the computer to show the initial 
IoT-Hub interface, a voice recorder to document the conversations with the 
participants, a quiet room, and the list of questions. Only one interview took 
place online, as the participant was in another city. 

Even though in the interviews, the initial IoT-Hub interface was presented to 
the participants, it was made only with the purpose of giving more context to 
them and build up some ideas on how the ideal platform would look like. In 
addition, all interviews have been performed with the help of an observer that 
had more knowledge about IoT-Hub and could interfere if there were more 
complex questions asked by the participants. 

As for the expected outcomes of this interview, it was necessary to find out if 
this platform is indeed needed by these three user types, what functionalities 
are mandatory to be implemented and how they would be used. Another 
expected outcome was to get as much information as possible from the 
interviewees, so that an affinity diagram could be built to provide useful data 
for the platform redesign process. 

3.3 User Research Review 
By performing these interviews, the hypotheses was that more information 
would be provided about the users and their environment. Moreover, it was 
expected that the user research would give reliable observations on how the 
initial IoT-Hub was used. This section introduces the general review of the 
interviews performed. Thus, information is provided about the activities 
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performed during the interviews, the data analysis process with the insight 
learned from the users, the difficulties occurred and the final deducted decisions. 

3.3.1 Activities performed for the user research 
The four interviews were performed in February over a period of 10 days, 
depending on each participant availability. All of them were done with Archibus 
employees and were face-to-face interviews, apart from the last one that was 
done with a person from another city, so a remote interview setting needed to 
be prepared. Table 2 provides more information on the activities performed for 
this user research. 

Session Duration of the 
session Date Place Session 

type 
No. of interviewed 
users & their role 

1 1 hour and 38 
minutes 17.02.2020 Archibus 

office 

Face-to-
face 
interview 

One Consumer 
(User A) 

2 1 hour and 30 
minutes 17.02.2020 Archibus 

office 

Face-to-
face 
interview 

One Technician 
(User B) 

3 38 minutes 18.02.2020 Archibus 
office 

Face-to-
face 
interview 

One Admin 
(User C) 

4 52 minutes 27.02.2020 Archibus 
office 

Online 
remote 
interview 

One Technician 
(User D) 

Table 2 Activities performed for the user research 

In terms of the tasks performed during the interviews, they were corelated with 
the structure of the interview: the Introduction, the Warm-up questions, the 
Body of the session, the Cooling-off and the Wrap-up. Thus, apart from asking 
the participants questions, there were other activities completed during each 
part of the interviews. 

In the Introduction stage, the participant was welcomed into the conference room 
and details about the interview were provided. The purpose of the user research 
was explained to the interviewee, as well as the estimative duration of the 
session. Moreover, the user was asked the permission to use a voice recorder 
for the interview, as a note taker could not be available.  

After the logistics part was clear, a user role was assigned to the participants, 
depending on their knowledge of IoT systems. In addition, more information 
about what IoT-Hub is and its purpose were provided. This was necessary to 
put the participants in the context and familiarize them with the concept of the 
project. All of them knew what Archibus Cloud was, so for the explanation of 
IoT-Hub, this reference was used. However, it was important to mention here 
that even though IoT-Hub shares the same general idea with Archibus Cloud, it 
approaches a different concept: the one of gathering the data from the IoT 
sensors, without performing analysis on it.  

Furthermore, an initial overview on what the initial platform contains and how 
it looks like was conducted. This included only showing the existing dashboard 
and the elements of the main menu and providing a short description for each 
of them. After this, to assure that the following questions in the interview would 
be understood by the participants, they were encouraged to ask questions if 
they were uncertain about the general information presented. 

In the Warm-up part of the interviews, the participants were asked simple and 
more general questions related to the current pain points they face when it 
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comes to dealing with a lot of information gathered from IoT devices. Moreover, 
ideas were collected about ways and scenarios to use IoT-Hub. This part of the 
interview was essential in better understanding the users and their environment, 
what are their goals and how IoT-Hub could help in achieving them. 

The Body of session part of the interview was the most important and elaborated 
one. The scope of this was to take the participants through all the major features 
of the application, while asking questions about the functionality, design, and 
their understanding of the presented concepts. Therefore, at first, the 
discussion was about the IoT-Hub dashboard. However, before talking about it, 
general dashboard concepts were transmitted to the participants. These 
included the role of a dashboard in an application and the reasons it was chosen 
as a feature in IoT-Hub. After that, the participants were shown the initial IoT-
Hub dashboard (Figure 17) and were asked specific questions related to what 
they would like to see in this view, how the information would be visualised and 
what actions they would like to perform. 

 
Figure 17 Initial IoT-Hub Dashboard 

Following this, the discussion moved towards the configuration panel of the 
application, where users could see and edit the information about the devices 
installed in the application. The first questions were related to the way the 
configuration menu (Figure 18) was organized and to the participants’ 
understanding of the menu items. Here, the focus was on getting more insight 
on their knowledge of the IoT system and on the concepts that are important to 
them when working in this field. Furthermore, they were asked about their 
vision of how information would be shown for any item in the configuration 
menu before presenting them the actual representations. 
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Figure 18 Initial IoT-Hub Configuration menu 

The next part was about showing them how the data from the configuration 
menu was represented in this initial version of the IoT-Hub (Figure 19). Here, 
they could compare the image they had in mind about this with the actual 
design. The questions were about their general understanding of the view and 
whether they expected some functionalities that were not present. 

 
Figure 19 Initial IoT-Hub configuration view 

Following this, the discussion moved to the Data Set view of the application 
(Figure 20), which has the role of showing the users the data collected from each 
device for specific dates and times. Here, the questions were related to how they 
would like to see and use this data and what was their general opinion on the 
design. Moreover, considering the role they would have in this application, they 
were asked what information was more important to them and how they would 
like to visualise and interact with it. 

The final part of this interview stage was about the Profile page of this 
application and the questions were related to their preferences of the available 
settings and how they would use them in this kind of application. 
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Figure 20 Initial IoT-Hub Data Visualisation 

In the Cooling-off part of the interviews, the questions were focused on more 
general aspects of the platform, such as the design and the user experience. 
Another discussion in this part of the interviews was about the most visible 
problems in IoT-Hub and their solutions to those problems. This was taken as 
an opportunity to learn more about the users and about their view on the most 
important concepts in the application that lacked either functionality or design. 

For the Wrap-up part of the interviews, the participants were asked if they had 
more comments or questions about IoT-Hub. Furthermore, the users were 
thanked for being part of this user research and were escorted from the meeting 
room. 

For a short description of the activities performed during the interviews, Table 
3 presents the timeline for each session. 

Interview stage Activities performed 

Introduction 

Welcoming participant 

Explaining the purpose of the interview 

Asking permission to voice record the interview 

Providing general information about IoT-Hub 

Showing the main features of the application 

Answering clarification questions 

Warm-up General questions about their environment and goals. 

Body of session 

Discussion about the IoT-Hub dashboard 

Discussion about the configuration panel of IoT-Hub 

Discussion about the Data Set view in IoT-Hub 

Discussion about the Profile in IoT-Hub 

Cooling-off Discussion about general aspects and visible problems in IoT-Hub 

Wrap-up 
Final comments and questions from the participant 

Thanking the participant for coming to the interview 
Table 3 Activities performed during the interviews 

During these interviews, there were also different activities that could not be 
performed as planned or had to be modified to accommodate the participant. 
Table 4 shows the main deviations that took place. 
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Deviation Aspect Explanation 

1 
User A, B and D: making 
the introduction longer for 
explanation purposes. 

These three participants knew about the existence 
of IoT-Hub, but they needed more information 
about its purpose and goals. Hence, there were 
some aspects that needed to be clarified before 
starting to ask questions about the application. It 
can be visible in the time spent on the interviews 
that User C had already this knowledge and the 
interview was shorter. 

2 User C: some activities 
were skipped for this user. 

As this user was the most experienced one with the 
application and already knew its basic features, 
some questions were skipped (e.g. how he thought 
the data was represented). 

3 
User A, B and D: 
interruptions during the 
interviews. 

These users were more familiarized with Archibus 
Cloud and during the interview, they got a bit 
influenced by what they knew from that 
application. Therefore, the interviewer and the 
observer had to interrupt the interviews for a 
couple of times to clarify that they should not think 
about the functionalities in Archibus Cloud.  

Table 4 Deviations during the interviews 

Even though these deviations occurred and slight changes had to be made 
during the interviews, the data gathered from the participants was very valuable 
and necessary on better understanding the users, their goals, and their 
expectations from this platform. 

3.3.2 Difficulties occurred 
The difficulties occurred while performing this user research were firstly 
correlated to the deviations that happened during the interviews. A significant 
difficulty was related to the fact that IoT-Hub was a new platform, recently 
developed. Thus, even though it was agreed in the company that this application 
was necessary to improve the way IoT data is visualised and used, not many 
employees used or knew about it before. The interviews were performed with 
current or future users, but for some of them it was very important to explain 
the purpose and concepts of the platform before starting to ask them questions. 

Another difficulty was related to the fact that all of them knew about another 
platform from this company, Archibus Cloud. Even though this application and 
IoT-Hub have different goals, they are similar as a concept. Thus, in some parts 
of the interviews, some participants were thinking of functionalities from 
Archibus Cloud. In these situations, the observer was the one that clarified how 
these platforms are different. 

Lastly, the number of participants can be considered an impediment. However, 
this problem could not have been avoided and did not have any solution, as 
Archibus Spain is a small company, with around 20 people. From these 20, only 
a small number of them were familiar with the IoT devices and could represent 
potential users of IoT-Hub. 

3.3.3 Interviews data analysis 
After all the interviews had been performed, data needed to be analysed to 
conclude what were the most important features that needed improvement and 
which were the new ideas that need to be implemented in IoT-Hub. After each 
interview, debriefing sessions were held with the observer of the user research 
to determine what were the key points gathered from the participants. These 
were essential to review the completed interviews, to take notes and to discuss 
the dynamic of the interviews. The following paragraphs present how the notes 
and recordings have been used to analyse the information. 
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To start the data analysis process, the notes taken in the debriefing sessions 
and the recording of the interviews had to be reviewed. Therefore, time was put 
into listening to the interviews again and taking notes of each answer from each 
participant. This process was necessary, because an affinity diagram was 
intended to be created to better understand the concepts that needed to be 
worked on in IoT-Hub. 

The affinity diagram is a useful and quick method to analyse data from a user 
research study, like the interview study that was performed in this case. The 
process of creating an affinity diagram is simple. The researcher needs to take 
the key points from each participant and write each of them on a card or sticky 
note. After that process is over, the cards are shuffled and placed on a white 
board or wall. The purpose of this method is to group together similar cards to 
identify themes or trends in the data. After the groups are merged, each of them 
is given a label to identify the key points resulted from the user research. 

This method was chosen for this data analysis, because the initial IoT-Hub was 
a very complex application. To succeed in understanding how and what needed 
to be improved in the platform and satisfy the user needs, the issues needed to 
be broken down into focused categories, which represented a different feature 
in the application. Moreover, the affinity diagram was a great way of seeing the 
big picture of the user research study and of identifying if there was any missing 
data about IoT-Hub. Finally, another reason for choosing this method was 
related to the innovation factor that comes with it, because new ideas could be 
generated while working on categorizing the data from the interviews. 

During the affinity diagram creation process, there were a few rules that needed 
to be taken into consideration and applied: 

 There was no leader while building the diagram, everyone in the team 
was equal. 

 To facilitate innovation, criticism of the ideas was not encouraged. 
 From the beginning, no preconceived labels for the groups were imposed. 
 The card groups were dynamic, so the small ones could be merged and 

the big ones could be broken apart as needed. 
 If necessary, cards that could belong to multiple groups were duplicated 

and added to those specific groups. 
 All cards and groups could be moved around on the board/wall. 

Therefore, in the case of the user research for IoT-Hub, after finishing the 
interviews and understanding the concept of the affinity diagram, the following 
steps have been followed to create it: 

1. Finding a place: considering that there was a significant amount of data 
gathered from the interviews, a big space was needed to create the 
diagram. Thus, two windows in the Archibus office were used for this 
setup. 

2. Creating the cards: the notes from the debriefing sessions and the ones 
created after relistening to the audio recordings were used to identify key 
points of information gathered from each interview. These included 
participants’ observations, design ideas, pain points etc. To get a better 
understanding of what were these key points from each interview 
performed, the annex (section 8.1) presents all of those included in the 
affinity diagram. For each participant, a different coloured sticky note 
was used to write the key points. 

3. Sorting the cards: after the cards were created, they were shuffled and 
divided between the team members. For this user research, the team was 



 

30 

formed of two people: the interviewer and the observer. Following that, 
the cards were placed on the windows, grouping the similar ones. Two 
important aspects were that no reasons had to be given for the places 
chosen for the cards and no labels had to be identified early on. There 
were cases when the same card was found multiple times and the 
solution was to stack it on top of the others, as it meant that the same 
issues were discovered by multiple interviewed participants. In addition, 
there were also cases of different opinions on the same topic and the 
cards were placed next to each other, to be a reminder that there were 
some differences of opinions from the participants. 

4. Labelling the groups: after all cards have been placed on the window, the 
groups formed have been labelled with suggestive names that could be 
correlated to different features for the application. As examples, there 
were groups for the “Dashboard”, “Data Set”, “Profile”, “General UX”, 
“Actions in the tables” etc. 

5. Regrouping the data: there were cases where groups were too big and had 
to be split into smaller categories or others were too small and had to be 
merged. Thus, the cards were rearranged to make the content from the 
interviews clearer. 

6. Walking through the diagram: after completing the groups in the affinity 
diagram, the team talked about all concepts discovered and made 
conclusions on the data gathered from the interviews. This part of the 
session was audio recorded, as valuable information was mentioned 
about the decisions for the next steps in the product redesign process. 

For further reference, the resulting diagram was added to the annex (section 
8.2). Each participant from the interviews has been assigned a colour for their 
cards and the legend is visible in the affinity diagram. In addition, as it can be 
observed, there were some groups that were easier to identify based on the cards 
created: “Dashboard”, “Menu”, “Profile” etc. However, there were some 
interesting key points from the interviews that were more difficult to categorize 
and they were labelled as “Independent Ideas”. In addition, some cards could 
belong to more than one group and the solution was to place them at the borders 
of those groups (e.g. the cards between the “Measures” and “Raw Data” labels). 
Lastly, it is important to mention here that the labels with the same colour were 
initially bigger groups that needed to be divided into smaller ones. This colour 
code has been chosen to show that the groups are related and present similar 
concepts. 

After the affinity diagram was complete, a series of decisions have been taken 
regarding the redesign of the application. The comments from the interviews 
have been taken into consideration to build an application that is oriented 
towards usability, user experience and accessibility. Thus, based on the 
information from the affinity diagram, the following decisions have been made: 

 The goal of the application would be to present the data gathered from 
the IoT devices in a visual way. Moreover, all features of the platform 
would need to facilitate the users to perform their tasks in an efficient 
manner. 

 Regarding the menu of the application, it has been decided that it would 
be on the left side of the window, it should be less confusing than the one 
in the initial application and it should be designed as a hierarchy that is 
understandable for the users (Figure 21). 
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Figure 21 Affinity diagram - Menu cards 

Other solutions for the new IoT-Hub were taken from the analysis of this affinity 
diagram and are more specific regarding the content of the application. Thus, 
the following decisions are related to the dashboard, to the way the data set is 
represented and to the redesign of the tables. 

 For the dashboard (Figure 22), considering all the issues and ideas raised 
during the interviews, the decisions for the new application were: 

o Even though there were different opinions between the 
participants on whether to add alerts in the dashboard about 
failing devices, the final agreement was to include them. The 
reason was that with this information, the users would be able to 
identify the problems with the devices in a fast way. 

o To add graphs in the dashboard with specific data that would be 
significant for the users. Here, the basic idea was to create graphs 
for data evolution of distinctive, customizable sensors. Therefore, 
the users can set in the application what data they would want to 
see as graphs in the dashboard. 

o To have interactive elements in the dashboard, so the users could 
inspect the information presented. In addition, the dashboard 
would be customizable.  

o The data on the dashboard needs to be descriptive and useful. 
Moreover, for the UI and UX part of the dashboard, it has been 
decided that colour codes and numeric values are important. 
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Figure 22 Affinity diagram - Dashboard cards 

 Another part of the application is described by the views where the data 
from all IoT devices is represented. Thus, this is the “Data Set” part of 
the platform where visualisation techniques were necessary. The 
important decision was to divide the “Data Set” into two parts (Figure 
23).: 

o “Raw Data” which would display the data as it is taken directly 
from the sensors. Here, operations on the data would be available, 
such as filtering and exporting it. Moreover, this data would only 
be available to the Technicians and Admins, as it would be too 
complex for the Consumers to understand and use. 

o “Aggregated Data” which would present the data evolution over a 
specified period. This would be available for all users and it would 
be especially important to the Consumers. To make it more 
understandable and easier to use, this data would be represented 
as graphs. 

 
Figure 23 Affinity diagram - Data Set cards 

 As there is a lot of data gathered from the devices, the decision was that 
apart from using charts, tables would also be used as visualisation tools. 
Therefore, the following decisions about their redesign have been taken 
(Figure 24): 

o To not have redundant data in the tables, so to have only columns 
that would be meaningful for the users. 
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o To create a mind map of all entities that are related to the IoT 
devices and that are present in the application. 

o To have meaningful and consistent data filters in each view. 
o To have interactivity in the tables, so data can be filtered, exported, 

and ordered by different criteria. 

 
Figure 24 Affinity diagram - Table cards 

Other important agreements that have been made after the completion of the 
affinity diagram were related to the general look and feel of the application and 
about the user experience. Hence, these were the decisions made for the 
development and design of the new application (Figure 25): 

 In every view, a description of its purpose would be provided, so even the 
users that do not have experience in working with the data from the IoT 
devices would know what the features are about. 

 During the development process, it would be tested with the users 
whether a feature of redirecting them from one view to another is 
necessary when interacting with specific components. The reason behind 
this is that during the interviews, this issue created a debate and the best 
way to discover if this is efficient or not, is to test it during the 
development process. 

 Another important feature requested by the participants in the interview 
was to make the application mobile responsive. 

 
Figure 25 Affinity diagram - General UX cards 
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There were also different features identified in the affinity diagram that were not 
set as priority and more as future development ideas (Figure 26): 

 To be able to customize the dashboard from the profile. Thus, the profile 
view would be more than a place to visualize data about the current user 
in the application. The reason for setting it as future development was 
that API endpoints were not created for this feature. 

 To develop a wizard creation process that would make the IoT equipment 
creation process easier and more intuitive (e.g. creating new devices and 
adding them to the application). 

 
Figure 26 Affinity diagram - Future development cards 

3.4 Conclusions on the user research 
This user research was a good and interesting way of learning more about the 
users and their environment. Considering the expected outcomes from these 
interviews, all of them were met. Thus, by talking to users with different roles 
in the application, a broader understanding on how they would use the 
individual IoT-Hub features was created. The best impact of these interviews 
was towards the improvements that could be done in the application.  

All participants were open minded, had a clear vision on how the interactivity 
of this platform would be and contributed with constructive ideas for the new 
version of the IoT-Hub. In terms of the goal to create an affinity diagram, the 
data from the interviews was more than enough to create a complex sketch to 
analyse the big picture of the information received. Hence, this was the method 
of analysing the knowledge from the user research and of making decisions for 
the upcoming development of the new platform. To conclude, the user research 
can be considered to have been successful. 
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4 Project Development 
After evaluating the initial IoT-Hub application and performing the user 
research to understand which were the most important changes that needed to 
be made, the next phase of the project started. It consisted in the actual project 
development of the platform by implementing the decisions from the affinity 
diagram analysis process. This chapter of the Master Thesis covers all the 
details about the development phase and explains in detail the iterations made 
to complete the project. 

Hence, the topics covered in this chapter are related to prototyping, product 
development and usability testing. In terms of the prototypes created, more 
details are uncovered about the process of creating them and about the feedback 
sessions performed with future users. Furthermore, the development phase is 
presented in iterations, where after implementing specific features, usability 
tests have been performed to analyse the user’s satisfaction and opinions. 

4.1 Prototyping 
Prototyping is the action performed in the fourth phase of the human-centred 
design process and consists of creating mock-ups of the needed system to test 
with the users. Therefore, the ideas generated during the user research were 
added into the prototypes to analyse the users’ perspectives.  

This stage was important and essential before the start of the technical 
development because it gave more insight into the users’ behaviour and helped 
in generating ideas for the design of the new application. More information is 
given about the development and creation process of the prototypes for IoT-Hub, 
followed by the details on the feedback received from the users about them. 

4.1.1 Creating the prototypes 
The process of prototype creation started right after completing the user 
research and reviewing the decisions made. It was chosen to develop high-
fidelity prototypes, because the main purpose of the application was to have 
visual, interactive components where users could see the information from the 
IoT devices. Therefore, it was essential to understand how users would interact 
with different visualisation techniques before implementing them. To do so, the 
tool Figma was used to create the prototypes for each view of the application. 

To create the prototypes of the views in the application, the following steps were 
taken:  

1. Firstly, the cards and conclusions from the affinity diagram for each 
specific feature were reread.  

2. Then, even before testing the prototypes with the users, it was essential 
to confirm that the components were feasible from a technical point of 
view. Thus, research was performed on how those features would be 
implemented using the JavaScript library, REACT.  

3. Finally, a prototype for each view was created using elements that could 
appear in the working application. 

The Login view of the application was not included in the user research, because 
it was not considered one of the critical features to redesign. However, its 
prototype was created to give the users context when interacting with the 
application. It consists of a basic form to type the username and password to 
login, while also giving the option of creating an account (Figure 27). For 
branding purposes, the logo of the company Archibus has also been added to 
the Login view. From the technical point of view, this prototype would be easy 
to implement, as it only contains a simple form. 
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Figure 27 Prototype for the Login view 

Another important part of the application was represented by the Navigation 
Menu. As concluded from the user research, the menu should be on the left side 
part of the screen and should display the items in a more organised and 
understandable way. Figure 28 shows how the menu would be constructed, both 
in a closed state (left) and opened state (right). Icons and text have been used to 
facilitate a faster recognition of their functionalities. Thus, there would be only 
five primary elements in the menu: 

 Dashboard for the critical and most important IoT data 
 Data Set: to analyse the Raw and Aggregated Data 
 System Visualisation: to edit and observe the configured IoT equipment 
 Installer to configure new equipment in the platform 
 Profile for dashboard configuration and personal settings. In addition, 

the Admins can administrate the other users in the application.  

From the technical point of view, this menu would be feasible, because the 
component Drawer from Material-UI, can be used. 

Considering that the Dashboard is the most complicated view in terms of the 
components the users would use and see, a thorough analysis for this has been 
made. As mentioned in Chapter 2 (State of the Art), the Goal-Question-Measure 
technique (GQM) has been applied to determine what was the most important 
information for the dashboard and how it would be represented. The purpose of 
this technique was that after establishing the goal of the dashboard, specific 
questions correlated to the goal were generated. After that, the right 
measurement tools to answer those questions were identified. Thus, the 
components in the dashboard were well defined. 
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Figure 28 Prototype for the left side menu closed and opened 

The main goal of the dashboard was to see in an efficient way the critical and 
most important data about the IoT devices. Thus, there were four questions 
related to this goal. For each question, the right solution has been adopted to 
be represented in the prototype (Figure 29) and consists in using different 
visualisation tools such as lists, diagrams and graphs: 

 Question: Which are the devices that are not working properly? 
o Solution: A list of all devices that are in Bad or Poor condition 

ordered by their criticality. 
 Question: How are the sensors of each IoT device grouped considering 

their purpose? 
o Solution: A chart that groups sensors by their unit type (e.g. 

temperature) 
 Question: What is the data evolution of the sensors over a specified 

period? 
o Solution: Dynamic graphs that show the data evolution of sensors. 

 Question: What is the last data measured by the sensors that are 
important to the user? 

o Solution: Cards with the latest information on the priority sensors 
set by each user. 

 
Figure 29 Goal - Question - Measurement technique for the dashboard 
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With these four measurements as decisions for what would be present on the 
dashboard, the initial prototype has been created. Each card visible in the 
dashboard prototype (Figure 30) served as the answer for each question 
presented in the GQM technique. Therefore, at the top left, the card was 
dedicated to the alerts of failing devices (marked with 1) and next to it, the mock-
up diagram grouping the sensors by their unit type (marked with 2) was created. 
The card below these two indicated the data evolution of a sensor over a 
specified period (marked with 3). Lastly, the card on the bottom contained the 
latest measurements for the sensors that represent a priority for the users 
(marked with 4). 

From the technical point of view, these visualisation tools would be feasible. For 
card 1 and 4, simple lists from Material-UI are enough, but the challenges were 
represented by the diagram and the graphs, because the aim was to develop not 
only interactive components, but also accessible ones. Thus, for the diagram, a 
more complex JavaScript D3 component was chosen and for the graph, the 
solution was the Step Line Chart from amCharts. 

 
Figure 30 Prototype for the Dashboard 

The second component in the menu was the Data Set. This was a group of two 
other views. Therefore, the first one was called Raw Data and it was designated 
only for Technicians and Admins, because it contained the unprocessed data of 
any sensor connected to IoT-Hub. Here, the main functionality was related to 
how the table would be filtered to get only the data the user would be interested 
in. Thus, filters have been added on the top of the page and the table contained 
its own ordering and searching tools for a better navigation (Figure 31). From 
the technical point of view, the table could be implemented using the Data Grid 
component from DevExtreme and the filters could be part of a form. 

The next view from the Data Set was the Aggregated Data, which presented data 
evolution of a specific sensor. For the users with the role Consumer, this view 
was of high importance, because it displayed in a visual way the data received 
from specific sensors over time. Thus, dynamic graphs have been chosen as a 
tool to present that evolution. In addition, the information from the graph was 
available in a table format for further inspection of the data (Figure 32). This 
view would be feasible, because the graph can be implemented using the Step 
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Line Chart from amCharts and the table component could be the Data Grid from 
DevExtreme. 

 
Figure 31 Prototype for the Raw Data 

 
Figure 32 Prototype for the Aggregated Data 

The third item in the menu was System Visualisation. Here, all equipment 
configured in the platform could be visualised and edited. Hence, for a better 
understanding on how all components of the IoT equipment are related to each 
other, a diagram has been added to the prototype (Figure 33). Its role here was 
for information purposes, but users could also interact with it to select for which 
entity they would want to see the information.  

Two options on how the data would be visualised have been provided in the 
prototype: as a list in a table or as a list of cards (Figure 34). From the technical 
point of view, the diagram could be implemented as a basic html styled nested 
list, the cards are components available in Material-UI and the table could be 
the one from DevExtreme, as in the other views. 
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Figure 33 Prototype for the diagram in System Visualisation 

 
Figure 34 System Visualisation - different modes of presenting the information 

The Installer view in IoT-Hub was destinated for adding new equipment to the 
platform. In the prototype, two steps for achieving this goal have been created. 
Therefore, at first, a selection menu for the needed component to install would 
be visible. Depending on what item was chosen, personalised steps to guide the 
user in the installing process would be offered. Figure 35 presents this process 
and from the technological point of view, this could be feasible by using simple 
forms and the Stepper component from Material-UI. 

 
Figure 35 Prototype for the Installer 

Lastly, the Profile view in the application was prototyped with four 
functionalities in mind. Firstly, a feature to change the profile details, such as 
the password was added to the prototype. Secondly, an option to configure the 
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dashboard with the elements that would be interesting for each user was created. 
Thirdly, another feature added was only available for the Admins and it was 
about administrating the other users in the platform (Figure 36). Lastly, the 
Profile view was the place where users ould logout from the application. From 
the technical perspective, this view would be easily implemented with basic 
components from Material-UI. 

 
Figure 36 Prototype for the Profile 

After creating all these views in Figma, they have been connected between each 
other, so they would change on click events. This was necessary, to test the 
entire application prototype, instead of separate views. Hence, users could get 
the feeling of interacting and navigating through a real application and could 
give more valuable feedback before starting the coding process. 

4.1.2 Feedback on the prototypes 
The feedback sessions on the IoT-Hub prototype have been performed with three 
future users of the platform, one for each role type. Their task was to navigate 
through the entire application and think aloud while interacting with each 
component. The goal was to get their perspective on the design and on the 
content that would be available in each view. Therefore, the following list 
contains their observations and suggested improvements: 

1. Login view 
a. Easy and simple to use, there were no big issues found here. 

2. Navigation Menu 
a. They liked the icons and the collapsible menu. 
b. They liked its position to the left side of the window. 

3. Dashboard: 
a. There was confusion about the diagram with the sensors because 

they could not interact with it in the prototype. However, they liked 
the concept of having a diagram on the dashboard. 

b. For the Alerts, a suggestion was to add information about the 
number of fails the device had. Another suggestion was to sort 
them, so the user would firstly see the devices in bad condition 
and then the ones in poor condition. 

c. An idea for the graphs section on the dashboard was to have the 
graph for any period, not only for a day. 

d. For the priority sensors, they would like to have interactivity in the 
components. 

4. The Data Set: 
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a. Raw Data 
i. They thought that it would be useful to be able to export 

the data from the table.  
b. Aggregated Data 

i. The graph should have a legend. 
ii. It would be useful to have an export button for the data in 

the table. 
iii. They would like to have interactivity with the graph (e.g. to 

have tooltips while hovering over the graph; zoom in and 
zoom out functionalities) 

5. The System Visualisation 
a. They liked more the option of seeing the information as a table, 

not as cards. 
b. They liked the idea of having the diagram to show the connection 

between the equipment configured in the platform. 
6. The Installer 

a. They liked that after choosing what to install, personalised steps 
were shown to make the process easier. 

b. They wanted a visual aid to know if there were any mandatory and 
optional steps in the process. 

7. The Profile 
a. For the User Administration feature, a good solution would be to 

have a table with all users and to perform actions on it. 
b. They liked the panel for Dashboard Customization, but better 

labels for the fields were needed. 
8. General observations for the entire prototype 

a. They liked the look and feel of the prototype and understood in an 
easy way the navigation menu. 

b. They liked that the tables were interactive, and filters were 
available. 

c. There were suggestions to be careful when a large amount of data 
needs to be represented. 

4.2 Development and usability evaluations 
By finishing testing the IoT-Hub prototype, the next phase of the project started. 
This was not only focused on the interaction design, but also on developing the 
system with the design and functionalities described in the previous stages. 
Thus, all views that have been prototyped and tested with the users, have also 
been programmed using the JavaScript library, REACT. Hence, the development 
of the project consisted of programming the frontend of IoT-Hub, where real-
time IoT data was collected through API requests to a RESTful Web Service. The 
implementation order of the IoT-Hub views was the following: 

 The Dashboard, because it was more complex than any other view and 
more time needed to be put into it. 

 The Data Set, because it was the next important view where users can 
work directly with all data gathered from the IoT sensors. 

 The System Visualisation 
 The Installer: this was chosen to be implemented after the System 

Visualisation, because it was more important to view and edit the existing 
equipment then having the features for adding a new one. However, 
because of time constraints, this view remained only in the prototype 
stage and is considered as future work. 
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 The Profile, because it was the easiest to implement and it also did not 
have as much value as the other views in terms of data visualisation. 

After each coding iteration, evaluations of the application were performed with 
users. Depending on the evolution of the platform, the participants in the 
evaluation sessions were assigned or not a user role. To better understand what 
were the improvements that needed to be done in IoT-Hub, the method preferred 
was performing usability tests. These were basically observations of the users 
completing the same specific set of tasks based on representative scenarios. The 
important aspect here was that the participants were asked to think aloud while 
interacting with the application, so the observer could get a better 
understanding on the reasons some actions were performed. 

There were five usability tests performed for IoT-Hub and even though each of 
them had different purposes, their structure was the same. However, before 
explaining it, it is critical to mention that all of them have been performed during 
the quarantine period of COVID-19, so they had to be completed in an online 
remote setting. This problem caused some inconveniences, but the tests could 
still be executed using the meeting application Zoom. In addition, there was a 
limited number of people that could participate in the usability tests, so for each 
iteration, there was a maximum of 3 users performing the tasks.  

The structure of each usability test was the following: 

 Preparing the setup: considering that the sessions were performed online, 
the setup was different than the one of a normal usability test. 

o Each participant was asked for a convenient time to spend around 
40 minutes in a usability test. Moreover, permission to record the 
meeting was asked. 

o Each participant received a meeting invitation via email with a link 
to the Zoom meeting. 

o As evaluation methods during the interview, for each participant 
and each task, the following have been noted: 

 Task success – whether the user managed to complete the 
task 

 Time on task – the amount of time spent completing the 
task 

 Introduction 
o After the user joined the online meeting, the purpose of the 

usability test was stated by the observer. 
o The user was told that to perform the session, he/she will be given 

the remote control of the observer’s computer. This way, even in a 
remote setting, the tasks would still be performed by the user. 

o The participant was informed that there would be several tasks to 
be performed in specific views of the application (e.g. “You will have 
to complete 3 tasks in the Dashboard”). The tasks would be told 
by the observer, but the user could also reread them in a separate 
window on the computer. 

o It was mentioned to the participant that there were no right or 
wrong answers and the session was not testing him/her, but the 
application. Therefore, the user was encouraged to be as honest 
as possible and to think aloud while completing the tasks. 

 Body of session 
o The user started the tasks, without being interrupted by the 

observer. 
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o During this time, the observer took notes on the main issues found 
and completed the evaluation marks for task success and time on 
task. 

o The observer interfered only if the participant was lost or needed 
technical clarification. 

 Conclusions 
o After going through each task, the following general questions 

were asked: 
 What did you like? 
 What did you not like? 
 Did you expect to see something that was not present in the 

application? 
 Final: the participant was thanked for the contribution and the meeting 

was ended. 

As mentioned before, there were five usability tests performed. The first one 
covered the Login view, the left side Navigation Menu and a part of the 
Dashboard. Considering that the dashboard was the most complicated and 
complex view to implement, the next two usability tests were focused on 
improving it. Furthermore, the fourth usability test was concentrated on the 
Data Set and System Visualisation views, while the last one included testing the 
Profile view and other general aspects of the platform. 

During the last development phase, it was decided that the Installer view is a 
complex one and it would need more time to implement in an efficient manner. 
Therefore, the final decision was to focus on fixing the bugs and the usability 
issues that were still present in the application and to consider the Installer 
view as future work. 

4.2.1 1st Iteration 
This iteration was about the Login view, the left side Navigation Menu and the 
Dashboard. Figure 37, Figure 38 and Figure 39 show how the views of these 
components looked like before the usability tests started. 

 

 
Figure 37 Login view before 1st usability tests 
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Figure 38 The Dashboard before the 1st usability tests 

 
Figure 39 The Dashboard with the graphs before the 1st usability tests 

There were five tasks that needed to be performed by the users. The following 
list presents them and explains which were the steps that needed to be 
completed to finish the tasks successfully.   

 Task 1 (testing the Login view): Login in the application using the 
username “admin” and the password “admin”. 

o Steps: 
 Fill in the form with the right credentials and press the 

keyboard “Enter” or the button “Sign In” (Figure 40). 

 
Figure 40 Task 1: application login 
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 Task 2 (testing the Navigation Menu): Navigate to the dashboard. 
o Steps: 

 Understand that the component on the left is the navigation 
menu. Expand the menu and click on “Dashboard” or click 
directly on the home icon (Figure 41). 

 
Figure 41 Task 2: The Navigation Menu 

 Task 3 (testing the “Alerts” card on the Dashboard): Detect the number of 
devices that are failing at this moment. 

o Steps: 
 Understand that the current failing devices are present in 

the “Alerts” card. Navigate through the pages of that card 
to see all the failing devices (Figure 42). 

 
Figure 42 Task 3: The "Alerts" card 

 Task 4 (testing the “Graphs” card on the Dashboard): Get the data 
evolution gathered by UbibotHumidity on 19.03.2020 from 8AM to 7PM. 

o Steps: 
 Understand that the third card on the dashboard is the one 

needed (The Graphs Card). Click on the “Humidity” tab, 
scroll through all the sensors to find “UbibotHumidity” and 
click on the button near the name of the sensor (Figure 43). 

 
Figure 43 Task 4: The list of sensors in the “Graphs” card 
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 Select the date from the calendar and the start and end time 
from the time input. Interpret the generated graph (Figure 
44). 

 
Figure 44 Task 4: The generated graph 

 Task 5 (testing the “Current Sensors” card on the Dashboard): Find the 
names of all sensors that have the unit type “Humidity”. 

o Steps: 
 Understand that the “Current sensors” card is the needed 

one for this task and use the dropdown to choose the option 
“By Unit Type” (Figure 45). 

 
Figure 45 Task 5: The "Current Sensors" card 

 Hover the circles to find the “Humidity” group. After that, 
hover the circles inside the “Humidity” group to see the 
names of all sensors that measure humidity (Figure 46). 

 
Figure 46 Task 5: Finding the "Humidity" group 
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For this first iteration, three people participated in the usability tests and were 
not assigned any specific role in the application, as the views tested were the 
same for every user type. To respect their anonymity, they will be referred in 
this subchapter as User A, User B and User C. After all tests have been 
completed, the recordings of the meetings have been watched and the following 
table has been completed for each task and user (Table 5): 

Task User 
ID Time on task Task 

success Observations 

1 

A 5 seconds Yes No problems in logging in 

B 7 seconds Yes No problems in logging in 

C 5 seconds Yes No problems in logging in 

2 

A 7 seconds Yes Found the dashboard easily 

B 6 seconds Yes Found the dashboard easily 

C 6 seconds Yes Found the dashboard easily 

3 

A 

 
5 minutes Yes 

The participant had the following question: What is 
the difference between the criticality and the 
condition? They need to be more user friendly 
because the terms are too technical. 

Better pagination: see all the pages 

The user thought that only the bad devices are the 
ones failing. 

B 3 minutes Yes The participant felt lost because of the terms 
condition and criticality. 

C 1 minute Yes Understood that the failing devices are only the ones 
in bad condition. 

4 

A 6 minutes Yes 

Difficulties in finding the correct name. 

The time textbox was a bit confusing, especially with 
the time format. 

Difficult to know if the graph logo is a button or not. 

Suggestion: to see a default graph after selecting a 
sensor. 

More intuitive than the alerts. 

The user did not understand what the status of the 
sensor is representing. 

B 5 minutes Yes 

The user experienced difficulties in entering the time 
in the fields. 

The participant liked the graph. 

He observed that the values on the X axis are not 
visible. 

C 3 minutes Yes 
The user clicked on another sensor that did not 
have data on the specified time from the task and 
the graph was empty. 
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Task User 
ID Time on task Task 

success Observations 

Had difficulties in entering the time in the input, 
because of not knowing what the time format was. 

After finding the right sensors, the user liked the 
graph. 

5 

 

 

 

 

 

 

 

 

 

A 3 minutes Yes 

The user zoomed in the diagram but did not know 
how to zoom out. 

The participant liked the idea, but thinks that more 
information is needed, such a legend. 

B 1 minute Yes 

The user liked the idea but did not know what each 
part of the diagram represents, so a legend is 
needed. 

The user thinks that the diagram could become 
unreadable if it would contain more components. 

C 2 minutes Yes The participant thinks that it is a nice idea and it 
could bring value to the dashboard. 

Table 5 Observations from the 1st round of usability tests 

As general observations after the usability tests have been completed, the 
following have been found: 

 User A liked the cards idea for the layout, the left side menu because of 
the intuitive icons and the colours. However, the participant did not like 
the diagram that does not have a legend and was not intuitive, the 
technical words that were not understandable and the “Alerts” card 
represented as a table. One feature that the user missed was the filter 
option for the sensors. 

 User B like the graphs and the idea for the diagram. However, the 
participant did not like the alerts, because they did not have enough 
information for the reasons the devices are failing. In addition, the user 
did not like the time input field either. 

 User C liked the graphs and that there is a lot of information in the same 
place, which can be accessed quickly. However, the participant did not 
like the diagram, because it did not have enough information, but it was 
an interesting idea. Moreover, as user B, user C did not like the time 
input field. 

After analysing the approaches of the participants to complete the tasks, 
decisions have been made in terms of what it needed to be changed, added, or 
improved on the dashboard: 

 “Alerts” card 
o Make it more user friendly with less technical words. 
o Show for how many times the devices failed. 
o Add alert signs depending on the condition, colour coded. 
o Implement a better pagination component. 
o Change the colour for the pagination component. 
o Remove the table and add a list of alerts instead. 

 “Current Sensors” card 
o Make the diagram more user friendly: a legend is needed to know 

what the diagram is about. 
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o It can be a problem if there are too many elements in the diagram, 
so this issue needs to be tested. 

 “Graphs” card 
o Change the time input, so it is more intuitive to use. 
o The graph logo needs to look like a button. 
o Have a default graph after clicking on a specific sensor. 
o Add a filter for the sensors. 
o Change the date format: day/month/year. 
o Change the X axis, so all values are visible. 
o Add a loading message while the graph is building. 
o Add an error message if there is no data for a certain date & time. 

4.2.2 2nd Iteration 
The second development iteration was about fixing the issues found in the first 
usability tests. Regarding the “Current Sensors” card (now named “Critical 
Sensors”), a different approach to it has been implemented and it needed to be 
tested. Moreover, an additional feature has been added to the dashboard: a 
section where users could see the latest values of their priority sensors (Figure 
47).  

 
Figure 47 The Dashboard view before the 2nd usability tests 

For these usability tests, the participants had four tasks to perform. The 
following list contains the successful steps to complete the tasks: 

 Task 1 (testing the “Alerts” card): Detect the number of devices that are 
failing at this moment. 

o Steps: 
 Login into the application, find the “Alerts” card and 

navigate through the pages to count all the devices that are 
failing (Figure 48). 
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Figure 48 Task 1: The "Alerts" card 

 Task 2 (testing the “Graphs” card): Get the data evolution gathered by 
UbibotHumidity on 04.04.2020 from 8AM to 4PM. 

o Steps: 
 Understand that the card at the bottom of the page is the 

needed one. Click on the “Humidity” tab and scroll through 
all devices to find the needed one. After that, click on the 
button near the name of the sensor (Figure 49). 

 
Figure 49 Task 2: The list of sensors 

 Select the date from the calendar and the start and end time 
from the time inputs. Click on the “See graph” button and 
interpret the graph (Figure 50). 

 
Figure 50 Task 2: The graph 

 Task 3 (testing the “Current Sensors” card): Find the names of all current 
critical sensors that have the standard service “IN”. 
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o Steps: 
 Understand that the card with the title “Critical sensors” is 

the needed one. Then, hover the circles inside the “In” group 
to see the names of all sensors (Figure 51). 

 
Figure 51 Task 3: The "Critical sensors" card 

 Task 4 (testing the “Priority Sensors” card): Find the latest value for 
temperature. 

o Steps: 
 Understand that the card with the title “Priority Sensors” is 

the needed one. Then, find the card displaying the latest 
value for the temperature (Figure 52). 

 
Figure 52 Task 4: The "Priority Sensors" card 

The users that participated in this usability test were the same as the ones from 
the first iteration (referred here as User A, User B and User C). As before, they 
were not assigned any specific user role, because the dashboard was intended 
for all user types. In this iteration, it was interesting to observe their opinions 
on the fixed issues and on the additions to the dashboard: the “Priority Sensors” 
card and the reimplementation of the “Critical Sensors” card. After watching the 
recordings of the meetings, the following observations have been made (Table 6) 
for each user and each task completed: 

Task 
no. 

User 
ID Time on task Task 

success Observations 

1 A 1:35 minutes Yes Did not know if “Bad” means that the device failed. 
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Task 
no. 

User 
ID Time on task Task 

success Observations 

Wanted to know what the solutions are to fix the 
failing devices. 

B 33 seconds Yes Found the number of failing devices very easily and 
did not have additional comments.  

C 36 seconds Yes Found them easily and understood which are the 
ones that are failing. 

2 

A 1:20 minutes Yes 

Liked the graph and thought it is very intuitive. 

Liked that the icon next to the sensor text looked like 
a button. 

Thought the time input is still not very good, had 
difficulties using it. 

B 1:55 minutes Yes Had difficulties with the time input. 

C 1:40 minutes No 

Did not click on the “See Graph” to visualize the 
graph and thought that there was no data. 

Had difficulties with the time input. 

3 

A 1:10 minutes Yes 

Did not understand the term “Critical Sensors”. 

Thought that this diagram version is better than the 
one in the first usability test, because it was more 
intuitive. 

The legend needed to be more understandable. 

Had an improvement suggestion: to add interactivity 
in the diagram. 

B 30 seconds Yes 

Liked this idea better than the one from the first 
usability test and understood the legend. 

Did not understand the term “Critical Sensors”. 

C 30 seconds Yes Liked the idea and understood the legend. 

4 

A 1 minute Yes 

The text “Last update” should be written at the top 
and not repeated for each Priority Sensor. 

Had an improvement suggestion: to add more 
interactivity to the components. 

B 5 seconds Yes 

Found it very fast because of the colour and the 
temperature icon. 

Liked that this component was set at the side of the 
screen, because it was more visible. 

C 1:30 minutes Yes 

Did not understand the task clearly at first and was 
looking for the answer in another part of the 
dashboard. 

Thought that the title “Favourite Sensors” would be 
more suitable. 

Table 6 Observations from the 2nd round of usability tests 
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As general observations after the usability tests have been completed, the 
following have been found: 

 User A liked the new representation of the diagram on the “Critical 
Sensors” card. The participant did not like that the words “Critical” and 
“Bad” were not understandable. The features the user missed were the 
actions in the “Alerts” and “Priority Sensors” cards and the flexibility in 
choosing the period to see the data evolution in the “Graphs” card. 

 User B liked the “Alerts” card and the new diagram on the “Critical 
Sensors” card, the layout of the dashboard and the idea with the “Priority 
Sensors”. One thing that the user did not like was the time input field. 

 User C liked the “Priority Sensors” card, the “Alerts” card and the new 
diagram on the “Critical Sensors” card. One feature that the participant 
did not like was the time input field. 

After analysing the approaches of the participants to complete the tasks, 
decisions were made in terms of what it needed to be changed, added, or 
improved on the dashboard: 

 “Alerts” card 
o The text “Failed x times” was not very visible, as no user 

commented about it. 
o Add interactivity to know which actions need to be performed to 

fix the failing devices. 
o Feature to test if the devices are working. 
o Add the status of the device. 

 Critical sensors card 
o The title needs to be changed to “Failing/Failed devices”. 
o Fix the bug in the legend: not all devices are visible. 
o Adding interactions: see why a sensor from a device is failing. 

 Graphs card 
o Change the time range input. 
o Add the unit type for the Y axes. 
o Add more flexibility in choosing any period to see the data 

evolution of a sensor. 
 Priority sensors 

o Implement a colour code rule for the sensors. 
o Refresh button should not be so close the title. 
o The star icon in the “Priority Sensors” card means more 

“Favourite”, so either change the title to “Favourite sensors” or 
change the icon to be more representative for the “Priority sensors”. 

o Do not repeat the text “Last update” for every priority sensor. 
o Think of some possible actions for the “Priority Sensors” 

(interactivity) (e.g. To see a graph with info about last week) 

4.2.3 3rd Iteration 
For the 3rd iteration, the purpose was to test if the issues found in the second 
round of usability tests were properly fixed. As there were no new features added 
to the dashboard and the users were already familiarized with the application, 
this iteration was an overview of all functionalities implemented. Therefore, 
there were no specific tasks for the participants to perform, they were only asked 
to interact with the application and give their opinions on it. For a better 
understanding, Figure 53 presents how the dashboard looked at the time of the 
tests. 
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Figure 53 Dashboard interface for the 3rd iteration 

Each participant reviewed all functionalities found in the dashboard and the 
next table (Table 7) presents their comments regarding the four functionalities, 
marked in the previous figure with numbers from 1 to 4: 

1 – The Alerts Card 

2 – The Failing Devices Card 

3 – The Priority Sensors Card 

4 – The Graphs Card 

Functionality 
tested 

User 
ID Observations 

The Alerts Card 

A 
The refresh should look like a button. 

Fix the layout problem when navigating through the pages.  

B 
Liked the new icons and the pagination part 

Suggestion to have a search input. 

C 
Liked that the number of failures is visible. 

Liked that the Poor devices are present as well. 

The Failing 
Devices Card 

A 

Thought that the implementation was better because of the 
relationship between the alerts and the diagram. 

Liked the diagram. 

Thought that there should be two legends: one for Bad devices and 
another one for Poor devices. 

B 

Liked that the relation between this card and the “Alerts” card was 
visible. 

Liked that interactions with the diagram were possible. 

Thought that it would be better to have the “Bad” devices at the 
left, because they were more important. 

C Liked it and the diagram was very clear. 
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Functionality 
tested 

User 
ID Observations 

There should be a distinction between the criticality for bad devices 
and the ones poor ones -> two legends. 

The Priority 
Sensors Card 

A 

Suggestion: by clicking on any sensor, information about it will be 
displayed in a popup. 

Suggestion: a vertical carousel for the cards if there are too many. 

B 
Liked the idea and the icons + colours. 

See information about sensors after clicking on them. 

C Liked it but did not have additional comments. 

The Graphs 
Card 

A 

Needs to have a title. 

Would like to see which sensor was selected. 

Confused about the AM and PM parts in the time field. 

Noticed that if there is too much data, the graph is not readable. 

Suggestion: to change the graph into a Step Line Graph. 

Suggestion: zooming in and out in the graph. 

B 
Liked the graphs. 

Confused about the AM and PM parts in the time field. 

C 

Liked the graphs but was also confused about the AM and PM 
parts in the time input. 

All graphs should have the unit on the Y axes. 

Table 7 Observations from the 3rd round of usability tests 

After getting the feedback from the users, the following decisions have been 
made to improve the dashboard for the following development stage: 

 The Alerts Card: 
o Click on the device to see why it is failing. 

 The Failing Devices Card: 
o There should be two different legends for the diagram. 

 The Priority Sensors: 
o There should be interactivity with the cards. 
o Suggestion: to have a vertical carousel for the cards if there were 

too many. 
 The Graphs Card: 

o Change the AM and PM in the time inputs. 
o Add units on the Y axes. 
o Add a title for the card. 
o Suggestion: change the graph to a Step Line one. 

4.2.4 4th Iteration 
The 4th development iteration focused on implementing the Data Set views of 
the application, which consisted in the one for the Raw Data (Figure 54) and the 
one for the Aggregated Data (Figure 55). Moreover, the page for the System 
Visualisation (Figure 56 and Figure 57) was created. Therefore, the focus for this 
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iteration was on testing these new features and getting improvement 
suggestions from the users. 

 
Figure 54 The "Raw Data" view before the 4th round of usability tests 

 
Figure 55 The "Aggregated Data" view before the 4th round of usability tests 

 
Figure 56 The diagram in the "System Visualisation" view before the 4th round of usability tests 
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Figure 57 The data in the "System Visualisation" view before the 4th round of usability tests 

Considering these functionalities are more complex than the ones tested before, 
all participants have been given the roles of Technicians. All tasks have been 
focused on a specific sensor, called “UbibotLight” and the users had to navigate 
through the application and use specific functionalities to get the needed data. 

For this iteration, the participants had to complete 3 tasks. The following list 
contains the steps to complete them successfully: 

 Task 1 (testing the “Raw Data” view): Get the raw data set of the sensor 
“UbibotLight” for today and export it to your computer. 

o Steps: 
 Navigate to the “Raw Data” view using the menu (Figure 58). 

 
Figure 58 Task 1:  Navigation to the "Raw Data" view 

 Fill in the input “Sensor” by choosing the option 
“UbibotLight” (Figure 59). 

 
Figure 59 Task 1: Choosing the correct sensor 

 Fill in the date input (Figure 60). 
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Figure 60 Task 1: Choosing the date 

 Click the “Apply Filters” button to filter the results (Figure 
61). 

 
Figure 61 Task 1: Filtering the results 

 Export the data by clicking on the “Export all data” button 
(Figure 62). 

 
Figure 62 Task 1: Exporting the raw data 

 Task 2 (testing the “Aggregated Data” view): See the data evolution of the 
sensor “UbibotLight” for this week and export the data to your computer. 

o Steps: 
 Navigate to the “Aggregated Data” view using the menu 

(Figure 63). 

 
Figure 63 Task 2: Navigation to the "Aggregated Data" view 

 Fill in the input “Sensor” by choosing the option 
“UbibotLight” (Figure 64). 
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Figure 64 Task 2: Choosing the correct sensor 

 Select the first and last date of the current week (Figure 65). 

 
Figure 65 Task 2: Choosing the period needed 

 Click the button “Apply Filters” (Figure 66). 

 
Figure 66 Task 2: Applying the filters 

 Interpret the generated graph (Figure 67). 

 
Figure 67 Task 2: The generated graph 

 Export the data to the computer (Figure 68). 

 
Figure 68 Task 2: Exporting the data 

 Task 3 (Testing the “System Visualisation” view): Change the sample rate 
with which the data is gathered for “UbibotLight” to 15 min. 

o Steps: 
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 Navigate to the “System Visualisation” view using the menu 
(Figure 69). 

 
Figure 69 Task 3: Navigation to the "System Visualisation" view 

 Click on the “Sensors” button in the diagram (Figure 70). 

 
Figure 70 Task 3: Choosing "Sensors" from the diagram 

 Find the sensor “UbibotLight” in the table (Figure 71). 

 
Figure 71 Task 3: Finding the sensor in the table 

 Click on the edit button at the beginning of the row (Figure 
72). 

 
Figure 72 Task 3: Editing the sensor 

 Modify the “Sample Rate” field and save the changes (Figure 
73). 

 
Figure 73 Task 3: Modifying the "Sample rate" field 
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There were only two participants for these usability tests, as the third one from 
the other sessions was not available anymore. Both users have been assigned 
the role of a Technician and the interesting aspects were to observe how they 
would use the application to visualise more complex data and to work with the 
equipment configured in the platform. Their feedback on these new features can 
be seen in Table 8: 

Task 
no. 

User 
ID Time on task Task 

success Observations 

1 

A 4 minutes Yes 

The user was confused about the filters at the top of 
the page and the filters in the table. 

Found the export button very easily. 

The “Load more” button needs a tooltip with more 
information. 

B 2:30 minutes Yes 

Found it easily, the icon in the left side menu is 
understandable. 

Liked how the sensors in the filter are ordered 
alphabetically. 

Liked the filters in the table. 

Found the export button easily and liked the 
functionality. 

The “Load more” button needs more information 
(maybe a tooltip). 

2 

A 4:20 minutes Yes 

Associated data evolution to aggregated data. 

The user was confused with the calendar 
component.  

Found the export button very fast. 

Thought that both the table and the graph are 
important in data visualisation. 

Thought that a legend is necessary for the graph. 

B 6 minutes Yes 

Liked the graphs. 

Found the export button easily. 

Suggested that an export functionality for the graph 
can also be useful. 

Thinks that both the graph and the table are 
important in data visualisation. 

Liked the filters in the table. 

3 
A 24 seconds Yes 

Thought that a message should be displayed after 
editing a row to know if the change was successful 
or not. 

Liked the organisational chart and thinks it was 
useful. 

B 1 minute Yes Found the needed sensor easily. 
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Task 
no. 

User 
ID Time on task Task 

success Observations 

Liked the edit functionality in the table. 

Liked the organisational chart. 

Table 8 Observations from the 4th round of usability tests 

As general observations after the usability tests have been completed, the 
following have been found: 

 User A liked both the organisational chart and the one in the “Aggregated 
Data” view. However, the participant considered that it would be useful 
to have a confirmation message to know if the data editing process was 
successful. 

 User B liked that the “Raw Data” view was very intuitive and thought that 
the graphs were useful and saved time in visualising the data. However, 
the participant thought that the “Load more” button was not very 
intuitive.  

After analysing the approaches of the participants to complete the tasks, 
decisions have been made in terms of what it needed to be changed, added, or 
improved: 

 Raw Data 
o The tooltip for the “Load More” button should be changed, so it is 

more understandable. 
o Loading message after clicking on “Load more” button should be 

added to know when the table is populated with new data. 
 Aggregated Data 

o Add the functionality of exporting the graph. 
o Add the legend to the graph. 

 System Visualisation 
o Add a message for success or failure after editing a row in the table. 

4.2.5 5th Iteration 
The 5th development iteration was focused on testing all views in the application: 
the “Login” (Figure 74), the “Dashboard” (Figure 75), the “Raw Data” (Figure 76), 
the “Aggregated Data” (Figure 77), the “System Visualisation” (Figure 78) and the 
“Profile” (Figure 79). 

 
Figure 74 The "Login" view before the 5th usability tests 
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Figure 75 The "Dashboard" view before the 5th usability tests 

 
Figure 76 The "Raw Data" view before the 5th usability tests 

 
Figure 77 The "Aggregated Data" view before the 5th usability tests 
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Figure 78 The "System Visualisation" view before the 5th usability tests 

 
Figure 79 The "Profile" view before the 5th usability tests 

Apart from fixing the issues found in the 4th iteration, a Profile view has been 
added to the application. To make sure that all features were suitable for all 
user roles, the usability tests have been personalised for each user type. 
Therefore, there were some similar tasks, but also specialized ones, depending 
on the roles assigned. 

4.2.5.1 The usability test with the Consumer 
The views assigned to the Consumer were the “Login”, the “Dashboard”, the 
“Aggregated Data” and the “Profile” without the “User Administration” feature. 
There were five tasks selected for the participant that had the role of a consumer. 
The following list contains the tasks and the steps to successfully complete them. 

 Task 1 (testing the “Login” view): Login the application with the given 
username and password. 

o Steps: 
 Complete the login form and click on the “Sign In” button 

(Figure 80). 
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Figure 80 Task 1: Logging in the application 

 Task 2 (testing the “Alerts” and “Failing devices” cards on the 
“Dashboard”): Detect which are the current failing devices. 

o Steps: 
 Look over the dashboard and understand that the card 

“Failing devices” is the needed one. Hover the elements in 
the diagram to see information about the devices. Moreover, 
understand that the “Alerts” card is correlated to the 
“Failing devices” one (Figure 81). 

 
Figure 81 Task 2: The information about the failing devices 

 Task 3 (testing the “Priority Sensors” on the “Dashboard” and the 
“Dashboard Configuration” feature on the “Profile”): Customize your 
dashboard: choose 3 sensors for the “Priority Sensors” card and visualize 
the changes on the dashboard. 

o Steps: 
 Navigate to the “Profile” view and find the “Dashboard 

Configuration” feature (Figure 82). 

 
Figure 82 Task 3: The "Dashboard Configuration" feature 
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 Edit the input for the “Priority Sensors” and save the 
changes (Figure 83). 

 
Figure 83 Task 3: Setting the new priority sensors 

 Check if the dashboard has changed with the new priority 
sensors (Figure 84). 

 
Figure 84 Task 3: Checking the new priority sensors on the dashboard 

 Task 4 (testing the “Aggregated Data” view): Get the aggregated data for 
“UbibotHumidity” from the 1st of May until the 13th of May. Choose your 
preferred start and end times. Export both the graph and the table. 

o Steps: 
 Navigate to the “Aggregated Data” view (Figure 85). 

 
Figure 85 Task 4: Navigation to the "Aggregated Data" view 

 Select the “UbibotHumidity” sensor and the dates from the 
task and click on the “Apply filters” button (Figure 86). 

 
Figure 86 Task 4: Filling the inputs with the needed information 

 Export the graph using the button on top of it (Figure 87). 
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Figure 87 Task 4: Exporting the graph 

 Export the data in the table below the graph by clicking the 
export button localized in the header of the table (Figure 88). 

 
Figure 88 Task 4: Exporting the data in the table 

 Task 5 (testing the “Personal Settings” and the logout features from the 
“Profile” view): Change your password and logout from the application. 

o Steps: 
 Navigate to the “Profile” view and find the feature for the 

“Personal Settings”. Fill in the current and new password 
and save the changes (Figure 89). 

 
Figure 89 Task 5: Changing the password 

 Find and click on the logout button in the “Profile” (Figure 
90). 

 
Figure 90 Task 5: Logging out from the application 



 

69 

The feedback received from the user that played the role of the Consumer can 
be seen in Table 9: 

Task 
no. Time on task Task 

success Observations 

1 13 seconds Yes Completed the task fast, did not have any issues. 

2 43 seconds Yes 

Found the failing devices and made the connection between 
the two cards. 

Found a layout issue when navigating through the pages of 
the devices in the “Alerts” card. 

3 1:10 minutes Yes 

Thought that the customization can be done also in the 
“Dashboard” view. 

Found the options in the profile but had doubts. 

Liked the idea. 

4 1:40 minutes Yes 

Found the page easily. 

Did not have any problems to generate the graph and found 
the export button for the chart and for the table easily. 

5 1:50 minutes Yes 

Found the place to change the password easily. 

Also used the feature to see the new entered password. 

Found the logout button easily. 

Table 9 Observations from the tasks performed by the Consumer 

The general comments after the usability test with the Consumer were: 

 The user liked the customizable priority sensors and the exporting 
features in the “Aggregated Data” view. 

 The participant did not like the impossibility of modifying the priority 
sensors from the dashboard. The user would like to know from the 
dashboard that certain parts can be edited. 

4.2.5.2 The usability test with the Technician 
In comparison with the Consumer, the Technician could also access the “Raw 
Data” and the “System Visualisation” views. The participant had six tasks to 
complete and the following list presents the steps to successfully complete them: 

 Task 1 (testing the “Login” view). Login the application with the given 
username and password. The steps for this task have been already 
described in the test done with the Consumer. 

 Task 2 (testing the “Alerts” and “Failing devices” cards on the 
“Dashboard”): Detect which are the current failing devices. The steps for 
this task have been already described in the test done with the Consumer. 

 Task 3 (testing the “Data Evolution” feature on the “Dashboard” and the 
“Dashboard Configuration” feature on the “Profile”): Customize your 
dashboard: add Temperature and Light as standard sensors for the Data 
Evolution card and visualize the changes on the dashboard. 

o Steps: 
 Navigate to the “Profile” view and find the “Dashboard 

Configuration” feature (Figure 82). 
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 Add the new Standard Sensors to the list with the label 
“Standard Sensors for Data Evolution” and save the 
changes (Figure 91). 

 
Figure 91 Task 2: Add Standard Sensors to the Dashboard 

 Check if the changes have been applied on the “Dashboard” 
(Figure 92). 

 
Figure 92 Task 2: Checking the changes on the Dashboard 

 Task 3 (testing the “Raw Data” view): Get the Raw Data for the device 
CogniPoint2, specifically for the sensors CogniP10 and export the result. 

o Steps: 
 Navigate to the “Raw Data” view (Figure 93). 

 
Figure 93 Task 3: Navigation to the "Raw Data" view 

 Fill in the details in the filters on top of the page and click 
on the button “Apply Filters” (Figure 94). 

 
Figure 94 Task 3: "Raw Data" filters 

 Save the table data by clicking on the export button in the 
header of the table (Figure 95). 



 

71 

 
Figure 95 Task 3: Exporting the table data 

 Task 4 (testing the “System Visualisation” view): Visualise all the devices 
configured in the platform and enter a description for “ubibot_02”. 

o Steps: 
 Navigate to the “System Visualisation” view (Figure 96). 

 
Figure 96 Task 4: Navigation to the "System Visualisation" view 

 Click on the “Devices” element in the diagram (Figure 97). 

 
Figure 97 Task 4: Selecting the "Devices" from the diagram 

 Find the device “ubibot_02” in the table and click on the 
edit icon to modify it (Figure 98). 

 
Figure 98 Task 4: Finding the "ubibot_02" device 

 Add a description and save the changes (Figure 99). 

 
Figure 99 Task 4: Adding a description for the device "ubibot_02" 



 

72 

 Task 5 (testing the “Personal Settings” and the logout features from the 
“Profile” view): Change your password and logout from the application. The 
steps for this task have been already described in the test done with the 
Consumer. 

The observations made for this usability test and the feedback received from the 
participant that played the role of the Technician can be seen in Table 10: 

Task 
no. Time on task Task 

success Observations 

1 13 seconds Yes Did not find any issues. 

2 31 seconds Yes 

Looked first at the “Failing devices” card and then at the 
“Alerts” one and made the connection between them. 

Hovered over the diagram to see more information about the 
failing devices. 

3 3 minutes Yes 
Looked also on the Dashboard for hints to modify it. 

Expected to look for it in the Profile and it was logical for 
the user to find the settings panel there. 

4 1:05 minutes Yes 
Found the “Raw Data” view easily and had no problems in 
filling in the inputs in the filters and in finding the export 
button. 

5 45 seconds Yes Understood that the task is solved in “System Visualisation” 
and performed the task with no problems. 

6 30 seconds Yes 
Found the feature easily in the “Profile” view and completed 
the task successfully. 

Found the logout button fast. 
Table 10 Observations from the tasks performed by the Technician 

The general comments after the usability test with the Technician were: 

 The user liked that every functionality was clear and easy to use. 
 The user did not like that there was confusion when trying to configure 

the dashboard. The participant thought that it would be better to have a 
sign or an icon to know that a part of the dashboard is customizable.  

4.2.5.3 The usability test with the Admin 
Apart from the features that were available for the Technician, the Admin had 
also access to the “User Administration” feature to create users and edit the 
current ones in the platform. In this usability test, the Admin had six tasks to 
perform. The following list contains the steps to successfully complete them: 

 Task 1 (testing the “Login” view). Login the application with the given 
username and password. The steps for this task have been already 
described in the tests done with the Consumer and the Technician. 

 Task 2 (testing the “Alerts” and “Failing devices” cards on the 
“Dashboard”): Detect which are the current failing devices. The steps for 
this task have been already described in the tests done with the 
Consumer and the Technician. 

 Task 3 (testing the “Priority Sensors” feature on the “Dashboard” and the 
“Dashboard Configuration” functionality on the “Profile” view): Customize 
your dashboard: choose 3 sensors for the “Priority Sensors” card and 
visualize the changes on the dashboard. The steps for this task have been 
already described in the test done with the Consumer. 

 Task 4 (testing the “Aggregated Data” view): Get the aggregated data for 
UbibotHumidity from the 1st of May until the 13th of May. Choose your 
preferred start and end times. Export both the graph and the table. The 
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steps for this task have been already described in the test done with the 
Consumer. 

 Task 5 (testing the “User Administration” feature on the “Profile” view): 
Create two users in the application with the given usernames, passwords, 
and roles. 

o Steps: 
 Navigate to the “Profile” view and select the tab called “Users 

Administration” to see all the configured users in the 
platform (Figure 100). 

 
Figure 100 Task 6: The "User Administration" feature 

 Click on the “Add” button to create a user (Figure 101). 

 
Figure 101 Task 6: Adding a new user 

 Fill in the information for the new users and save the 
changes (Figure 102). 

 
Figure 102 Task 6: Fill in the users' information 

 Task 6 (testing the logout button in the “Profile” view): Logout from the 
application. The steps for this task have been already described in the 
tests done with the Consumer and the Technician. 

The observations made during the tasks performed by the Admin and the 
feedback received can be seen in Table 11: 
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Task 
no. Time on task Task 

success Observations 

1 11 seconds Yes No issues found. 

2 46 seconds Yes 
Looked first at the diagram with the failing devices and then 
at the “Alerts” card. Made the connection between these two 
cards on the dashboard. 

3 1:20 
minutes Yes 

Liked the idea. 

Went to the profile page to change the dashboard. 

4 3:28 
minutes Yes 

Found the aggregated data page easily. 

Had some difficulties to set the time. 

Was not very easy to find the button to export the graph. 

Found the button to export the table data easily. 

5 3 minutes Yes 

Thought that the label for the add button should be “Add a 
user” instead of “Add a row”. 

When creating a user, the status IN should be already 
selected. 

Would like to have a confirmation field for the password to 
know if it was correctly entered. 

6 12 seconds Yes Found the logout button easily. 
Table 11 Observations from the tasks performed by the Admin 

The general comments after the usability test with the Admin were: 

 The user liked the application in general and that every functionality was 
where the participant expected to be. 

 The Admin did not like that sometimes, it took too much time to load the 
data. 

4.2.5.4 Conclusions after the 5th iteration 
After completing all three usability tests with the participants, the 
improvements that need to be implemented were: 

 The export graph button should be more visible. 
 The label of the add button should be “Add a user” and the status IN 

should be already selected when creating a user. 
 There should be an additional filed to re-enter the password for a new 

user to avoid mistakes. 
 The layout in the “Alerts” and “Data Evolution” cards needs to be fixed. 
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5 Accessibility 
During the development of IoT-Hub, the accessibility of the application has also 
been assured. The main aim here was to comply to the conformance levels A 
and AA from the Web Content Accessibility Guidelines 2.1 (W3C, 2018). 
Therefore, the following subsection contains the criteria that passed or failed in 
the evaluation of the application. Moreover, some requirements that took more 
effort to fulfil are explained in more detail below the tables.  

5.1 WCAG 2.1 Checklist Evaluation for levels A and AA 
The evaluation of IoT-Hub in terms of accessibility is presented in Table 12 and 
Table 13, which contain more information on the criteria with conformance 
levels A and AA. 

Success criteria Level Value Comments 

1.1.1 Non text content A Fail 

The only non-text content on IoT-Hub was 
represented by the graphs. This criterion 
fails, because as it is implemented now, 
the information displayed is a dynamic 
one and text alternatives should also be 
dynamic. Therefore, this can be 
considered as a future work for the 
application, as text rendering engines 
could solve this problem. 

1.2.1 Audio-only and Video-only 
(Pre-recorded) A Pass There is no audio-only or video-only 

content. 

1.2.2 Captions (Pre-recorded) A Pass There is no pre-recorded media that 
would need captions. 

1.2.3 Audio Description or 
Media Alternative (Pre-recorded) A Pass 

There is no pre-recorded media that 
would need audio descriptions or media 
alternatives. 

1.3.1 Info and Relationships A Pass 

For each field in the application, labels 
are provided. One example is in the 
“Profile” view, where the user can change 
the password and the fields are required. 
The input field is marked as required in 
the source code and it can be identified by 
a screen reader software. Another 
example is the table component used in 
different views of the application. For each 
column in the header, the aria-label 
attribute is programmatically determined. 

1.3.2 Meaningful Sequence A Pass 
By disabling the CSS styles on the views 
in the application, the content remains 
meaningful, understandable, and sorted. 

1.3.3 Sensory Characteristics A Pass All content is displayed in a way that it 
does not rely on sensory information. 

1.4.1 Use of Colour A Pass 

The contrast ratio is at least 3:1 with 
surrounding text. Moreover, in the case of 
required fields, both colour and text are 
used to identify them. 

1.4.2 Audio Control A Pass There is no audio in the application. 

2.1.1 Keyboard A Pass All views in the application have been 
tested using only the keyboard and there 
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Success criteria Level Value Comments 

were no issues found. Both navigation 
and interaction work as intended while 
using the keyboard. 

2.1.2 No Keyboard Trap A Pass 
There are no places in the application 
where users could get trapped while using 
the keyboard to navigate. 

2.1.4 Character Key Shortcuts A Pass There is no keyboard shortcut 
implemented. 

2.2.1 Timing Adjustable A Pass There is no time limit set in the 
application. 

2.2.2 Pause, Stop, Hide A Pass There is no moving, blinking or auto-
updating information in the application. 

2.3.1 Three Flashes or Below 
Threshold A Pass There is no flashing content. 

2.4.1 Bypass Blocks A Pass 
Each view in the application contains 
heading elements, so the left side menu 
can be bypassed. 

2.4.2 Page Title A Pass All pages in the application have a 
meaningful title. 

2.4.3 Focus Order A Pass 
The interactive elements are placed in a 
correct order that can be navigated just 
by using the keyboard. 

2.4.4 Link Purpose (In Context) A Pass 

In the website, the links are only the ones 
from the left side navigation menu and 
their purpose can be determined. Both 
text and icons are included in the links. 

2.5.1 Pointer Gestures A Pass There are no functionalities that require 
multipoint or path-based gestures. 

2.5.2 Pointer Cancellation A Pass There are no functionalities that use 
single pointer. 

2.5.3 Label in Name A Pass 

For all user interface components with 
labels that contain text, a programmatic 
name is also assigned. One example can 
be found in the login form, where both the 
input for the username and the one for 
the password have the same name as the 
label assigned. 

2.5.4 Motion Actuation A Pass There are no functionalities that can be 
operated by device motion or user motion. 

3.1.1 Language of Page A Pass The language is programmatically defined. 

3.2.1 On Focus A Pass There is no change of context when the 
interactive elements receive focus. 

3.2.2 On Input A Pass 

By changing a user interface component, 
no automatic changes of context occur. 
For all changes of context, the user is 
advised of the behaviour before they 
happen (e.g. deleting a table row). 
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Success criteria Level Value Comments 

3.3.1 Error Identification A Pass 

All forms in the application have 
descriptive labels. Moreover, there are 
clear instructions in case of unfilled 
required fields or in case an error has 
occurred. 

3.3.2 Labels or Instructions A Pass 

All forms have descriptive labels and the 
required ones are marked with *. 
Moreover, the fields that require specific 
inputs, contain dropdown lists with 
options or provide the input format 
needed. 

4.1.1 Parsing A Pass The HTML tags are properly closed and 
there are no duplicated IDs in the code. 

4.1.2 Name, Role, Value A Pass 

For all user interface components in the 
application, the name and role can be 
programmatically determined. Moreover, 
the attributes aria-label and aria-
labelledby are used to provide a label and 
a name to the user interface controls. One 
example can be found in the menu icon 
from the left side navigation menu, where 
a label is not visible, but the attribute 
aria-label is provided to be used by 
assistive technologies.  

Table 12 Criteria for conformance level A 

There are some criteria in Table 12 that need more information: 

 “1.4.1 Use of Colour”: There was a specific use of colour in the graphs. 
One example was made in the case of multiple lines in the graphs with 
different colours. A legend illustrated the colour association with the 
name of the line. However, in case the user cannot perceive colour, a 
functionality of clicking on one series from the legend, makes it disappear 
from the graph. That way, the user can make the correlation between the 
colour and the representation in the graph (Figure 103). 

 
Figure 103 Example of the criterion "Use of Colour" 

 “2.1.1 Keyboard”: For the graphs in the application, each interactable 
element can be selected using the TAB key. In the case of the graph 
scrollbar, such as the one found in the “Aggregated Data” view, the user 
can move it using the arrow keys on the keyboard (Figure 104). 
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Figure 104 Using the keyboard to zoom in the graph 

 “2.4.3 Focus Order”: One example of correct navigation using the 
keyboard is represented by the diagram in the “System Visualisation” 
view (Figure 105). Here, the diagram is formed of buttons that were 
implemented as a nested list, so the navigation would not be affected. 

 
Figure 105 Example of a correct "Focus Order" 

 “3.3.2 Labels or Instructions”: This applies for the inputs that require 
specific data or format. One example in IoT-Hub is given by one of the 
inputs labelled as “Date”. It expects a specific date format and it informs 
the user about that format. Another example is related to the edit 
functionality in the table. When a user wants to edit a specific column 
that only allows specific technical options, those options are provided to 
the user. Both examples are illustrated in Figure 106. 

 
Figure 106 Correct example for the criteria "Labels or Instructions" 

Success criteria Level Value Comments 

1.2.4 Captions (Live) AA Pass There is no synchronized media in the 
system. 

1.2.5 Audio Description (Pre-
recorded) AA Pass There is no pre-recorded media. 

1.3.4 Orientation AA Pass The content in the application is not 
restricted to a specific orientation. 
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Success criteria Level Value Comments 

1.3.5 Identify Input Purpose AA Pass 

All fields in the application have the 
appropriate attributes to detect their 
purposes. One example can be considered 
by the inputs for the passwords that have 
the attribute type=”password” 

1.4.3 Contrast (Minimum) AA Pass 
The contrast between the text and the 
background meets the requirements (at 
least 4:5:1). 

1.4.4 Resize text AA Pass 
When resizing the pages up to 200%, the 
text, images or controls of the application 
are not truncated or obscured.  

1.4.5 Images of Text AA Pass 

There are no images of text in the 
application. All visual elements are either 
found in the navigation menu, where the 
links have both icons and text to describe 
their target. Moreover, the visual 
components that contain text, such as the 
graphs are dynamically generated. 

1.4.10 Reflow AA Pass 

The content in the application can be 
represented without requiring scrolling in 
two dimensions and without loss of 
information.  

1.4.11 Not-text Contrast AA Pass 
All non-text elements in the application 
have a contrast ratio of at least 3:1 against 
adjacent colours. 

1.4.12 Text spacing AA Pass 

In all pages of the application, the text fits 
in the bounds of the containing box 
without being cut off and without 
overlapping other boxes.  

1.4.13 Content on Hover or 
Focus AA Fail 

This criterion is not met in the application, 
because the requirement “Dismissible” is 
not met for the tooltips of the graphs. Even 
though most of them do not cover other 
text while displaying the message, there 
are still some that do cover content and 
they cannot be dismissed by the user 
without moving the pointer. 

2.4.5 Multiple Ways AA Pass All pages of this website are accessible 
from other pages. 

2.4.6 Headings and Labels AA Pass 

There is a correct hierarchy of the headings 
used in the application. Moreover, for all 
input fields present in the platform, 
descriptive labels are provided to help 
users identify specific components within 
the content. 

2.4.7 Focus Visible AA Pass 
The interactive user interface elements are 
highlighted when using the keyboard to 
interact with them. 

3.1.2 Language of Parts AA Pass 
The language of the website can be 
programmatically determined, except from 
the technical words related to the IoT 
devices. However, they are considered an 
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Success criteria Level Value Comments 

exception from this rule, so the criterion is 
still met. 

3.2.3 Consistent Navigation AA Pass 

All repeated components in the website are 
presented in the same way all the time (e.g. 
the left side navigation menu that has sub 
navigation items for the “Data Set” 
element). 

3.2.4 Consistent Identification AA Pass 

All components that have the same 
functionality in the website are consistent. 
Here, it is the case of the functionalities 
present in the tables and in the filters. 

3.3.3 Error Suggestion AA Pass There are text descriptions that identify 
required fields or occurred errors. 

3.3.4 Error Prevention (Legal, 
Financial, Data) AA Pass 

When critical data in data storage systems 
can be modified by the users, they are 
announced of this behaviour before 
completing the action.  

4.1.3 Status Messages AA Pass 

After submitting forms, dialogs with the 
success of the operation are shown to the 
user. This is applied in the cases of editing 
a field in the table or adding new users. 
Moreover, the attribute aria-live="assertive" 
is used, so assistive technologies have 
access to it. 

Table 13 Criteria for conformance level AA 

There are some criteria in Table 13 that need more information. For example:

 “1.3.4 Orientation”: there are some elements in the application that 
would be easier to visualise in landscape mode if used on a mobile device, 
such as the graphs and the tables. However, users can still interact with 
them even in portrait mode. In the case of the graphs, they resize in a 
way that data is still visible (Figure 107). Considering the tables, they 
have an option to hide the columns that do not fit because of the 
orientation, but the user can still access them, by clicking on a button 
inside the table (Figure 108). 

 
Figure 107 Graphs after changing orientation 
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Figure 108 Tables after changing orientation 

 “1.4.10 Reflow”: If the users increase the zoom in the application, all 
information and functionality is still available. Some examples can be 
seen in Figure 109. Moreover, there are cases where certain 
functionalities are hidden behind dropdown menus as the one illustrated 
in Figure 108. 

 
Figure 109 Examples of keeping the content while zooming in 

 “3.2.4 Consistent Identification”: For all tables in the application, the 
functionalities are consistent in every page they are present. For example, 
the “Export data” button has the same position and style. Furthermore, 
the filters in the table are consistent, as the same functionalities can be 
applied to any column of any table present in the application (Figure 110). 

 
Figure 110 The consistent "Export" button and the table filters 

 “3.3.3 Error Suggestion”: There are situations in IoT-Hub where users 
need to comply with certain rules when filling inputs (e.g. when editing 
an IoT equipment that needs to follow certain rules). This is illustrated in 
Figure 111. 
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Figure 111 Example of meeting the "Error Suggestion" requirement 

 “3.3.4 Error Prevention (Legal, Financial, Data)”:  In IoT-Hub, there are 
two situations where critical data in data storage systems can be 
modified by the user: 

o When a user modifies his/her password. Here, the user has the 
possibility to review the new password entered by clicking on the 
“Eye” icon. Moreover, a password confirmation text field is 
required and checks if the new password and the re-entered one 
are identical (Figure 112). 

 
Figure 112 Example of error prevention when changing the password 

o When a user with the Admin role wants to delete a user, a 
confirmation popup appears before the action is performed 
(Figure 113). 

 
Figure 113 Example of error prevention when deleting a row from the table 
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6 Results and Conclusions 
This chapter discusses the results of IoT-Hub, the overview of the project 
development timeline, the answers to the research questions, the future work, 
and the personal comments regarding this Master Thesis. 

6.1 Final application 
After the last usability test performed with the users, the improvement 
suggestions have been implemented, resulting is a better version of the 
application. Moreover, during the accessibility evaluation of the application, 
necessary changes have been done to comply to the conformance levels A and 
AA. Therefore, the following images present the final views and functionalities 
of IoT-Hub (Figure 114, Figure 115, Figure 116, Figure 117, Figure 118, Figure 
119, Figure 120, Figure 121, Figure 122 and Figure 123). 

 
Figure 114 The "Dashboard" view 

 
Figure 115 The "Dashboard" view with the graphs on 
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Figure 116 The "Aggregated Data" view - the graphs 

 
Figure 117 The "Aggregated Data" view - the table with data 

 
Figure 118 The "Raw Data" view 
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Figure 119 The diagram in the "System Visualisation" view 

 
Figure 120 The table in the "System Visualisation" view with the editing properties 

 
Figure 121 The "Personal Settings" in the "Profile" view 
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Figure 122 The "User Administration" in the "Profile" view - available only for Admins 

 
Figure 123 The "Dashboard Configuration" in the "Profile" view 

6.2 Conclusions 
In this Master Thesis, a human-centred design process has been applied to 
develop an application for IoT data visualisation. The main goal was to redesign 
an existing application and to implement its functionalities considering the 
usability, user experience and accessibility of the platform. To achieve this goal, 
the timeline of the project was the following: 

 Firstly, it was important to understand the company Archibus and its 
goals in the project development process. Moreover, it was essential to 
learn what were their expectations and requirements from this project. 

 Following this, a research study on IoT devices in general and IoT devices 
and workplaces has been performed to better understand how this 
technology is integrated into companies. 

 To have a better understanding on how users perceive the initial IoT-Hub 
application, a user research study has been completed and consisted of 
performing individual interviews. The aim here was to evaluate the 
application and discover information about its customers, such as their 
goals, their environment, and their reasons to use this platform. 
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 After finishing the interviews, the data was analysed using an affinity 
diagram. From this, the main feasible features of the application emerged 
and a development plan has been made. 

 Before starting the development process, research has been done on the 
suitable technologies that can be used to complete the project. 

 For the project development work, prototypes have been created, followed 
by the frontend programming of the application. This was done using the 
JavaScript library, REACT and by collecting IoT data through API 
requests to a RESTful Web Service.  

 There were five development stages and after each of them, usability tests 
with the users have been performed. This was an essential stage for the 
project, as the improvements of the platform were owed to the feedback 
received from the users. 

 Finally, the accessibility of the application has been guaranteed by 
following requirements from WCAG and complying with the conformance 
levels A and AA. 

Regarding the research questions of this Master Thesis, two have been stated at 
the beginning of the project. After completing the work, the answers for each of 
them are: 

1. Which are the recommended human-centred techniques for redesigning an 
IoT platform for specialized users? 
During the development of this project, it has been demonstrated that by 
adopting an iterative process, the redesign of the platform can be 
achieved. Therefore, it is recommended to adopt a human-centred 
process by going through each stage: Empathize, Define, Ideate, 
Prototype and Test. In this Master Thesis, one of the most important 
stage was the Empathize one, because it gave more insight into why the 
users consider that a redesign of IoT-Hub was necessary.  

2. Can a better human-centred design for IoT-Hub leverage the usability, user 
experience and accessibility of the platform? 
The answer to this question turned up while and after performing the 
usability tests. The users noticed different improvements while 
interacting with the platform and while performing their usual tasks. By 
applying a human-centred design, the benefits were not only the 
technical ones visible in the application, but also the users’ contributions 
on the platform, that emerged while testing and improving it. Hence, the 
human-centred design process applied to IoT-Hub leveraged the usability, 
user experience and accessibility of this platform. 

With reference to the future work of the platform, the improvements consist at 
first in implementing the automatic installer of new IoT equipment. Therefore, 
the prototype created for this functionality needs to be coded and to follow the 
same human-centred design approach. In addition, regarding the accessibility 
of the application, the issues found need to be fixed. These consist in the criteria 
from WCAG that were marked as failed and are mostly related to the graphs in 
the application. 

Lastly, during the project development, there were also some problems that 
could not be avoided. One of the occurred deficiencies was related to the 
impossibility to interview a larger number of people both during the user 
research stage and the usability tests. Considering that this project was an 
internal one for the company and that Archibus Spain does not have many 
employees, the specialized ones that would use IoT-Hub were even fewer. 
Another shortcoming in the project was related to the usability tests that were 
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performed during the quarantine period of COVID-19 and needed to be 
completed in an online remote setting. However, even with these issues, the 
development iterations were performed and the people involved in the usability 
tests adapted very quickly to the new settings. 

To conclude, the development of this project was a gradual one, with high accent 
on the human-centred design process. Thus, the Master Thesis has been 
focused not only on performing user research and creating prototypes, but also 
on programming the new application and conducting usability tests with the 
users. 
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8 Annex 
8.1 Summary of the participant’s answers in the user 

research 
User A – The Consumer 

 His purposes: efficiency and the possibility to perform data analysis 
 Not missing when important events happen 
 Statistics about failures 
 Information to know: occupancy, electric consumption, temperature, 

issues 
 Graphs with purpose / trends in dashboard (e.g. how to reduce electric 

consumption) 
 Set goals & see them in the dashboard 
 Tops in dashboard per week / month / year as grids 
 No alerts in dashboard about sensor failures 
 Statistics grouped by monitoring purpose (e.g. temperature) 
 Interested into failed equipment instead of sensors 
 Interacting with the data in the dashboard: export, modifying the goals 
 Configuration wizard: mandatory steps at the beginning 
 Important to be present in the application: Drivers, Services, Hosts, Units 
 “Go to” menu: only for people that are configuring the sensors 
 Items in the menu should be grouped 
 Meaningful filters 
 Selection & multiple selection of rows with checkboxes 
 Descriptions of different abstract terms 
 Only “Aggregated Data” for the consumers 
 Profile: name, password, role, username 
 Maybe phone access for field work 
 Data set deletion accessible only by the technicians 
 CRUD concept for managing the rows in the tables 
 Different data for different roles on the dashboard 
 Do not get redirected to other pages 
 The menu for the Consumer: Dashboard (Homepage), Measures, 

Aggregated Data 

User B – The Technician 

 Purposes: get info from sensors, monitor the occupancy & give 
improvement suggestions 

 Pain: data is wrong or not useful 
 Colour codes & numeric values in dashboard 
 Interactive dashboard: reports by day, filters, no exports 
 Important in the menu: Devices, Hosts, Drivers, Units 
 Picture of sensors for identification 
 See how many devices are connected to a host 
 There should not be any redundant information in the tables 
 Have tolerance for errors in rooms (occupancy problems) 
 Similar & consistent filters for each page 
 Ascending & descending ordering of the values in the table 
 Aggregated data as a graph, not table 
 Better to have the Raw Data and filter it than having the Aggregated one 
 “Measures” are important to him 
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 Filter by the measurement type in “Measures” 
 Profile: configure what you see in the application 
 Personalized profile: name, surname, photo 
 Mobile access to the platform in remote situations & the possibility to get 

notifications 
 Help menu, tooltips, tutorial 
 Descriptions of terms 

User C – The Admin 

 Purpose: seeing the raw data about the IoT devices, performing analysis 
on the data, and seeing the information in a visual way 

 Useful & descriptive information in the dashboard 
 Personalized dashboard 
 Graphs in the dashboard + interactivity for consumer (pop-up) 
 Maybe tables in the dashboard for a technical profile 
 Left side collapsible menu, less items 
 Wizard in the main menu 
 Hierarchy of the current menu elements 
 Most important: Devices, Services, Drivers, Connections 
 No redundant information in the tables 
 Additional information by clicking items in the table 
 Redirecting users to specific information 
 The configuration menu items - interesting for Technicians and Admins 

only 
 “Raw Data” - for Technicians / Admins 
 “Aggregated Data” in a graph rather than a table 
 Graphs that group the same type of devices 
 Export the data 
 Dashboard configuration: only if there are multiple users 
 On phone as a progressive app + notifications 
 Configuration wizard as a progress bar 

User D – The Technician 

 Purpose: get the information about sensors from IOT - Hub and publish 
it in Archibus 

 Show the comfort levels: temperature, humidity, light etc. 
 Pain: the amount of data stored and the failure possibilities 
 Important to see performance data 
 Alerts for missing connections, communication problems on the 

dashboard 
 Emails as notifications for failures / important updates 
 Graphs for the data on the dashboard 
 Publish only essential information on the dashboard 
 The Dashboard needs to be interactive 
 Redirect the users to another page / pop-up after interacting with the 

dashboard 
 “Go to” menu should be called “Configuration” and have a hierarchy 

structure 
 Data from the “Go to” menu can be presented in a tree / mind map (zoom 

in / out) 
 Filters in the pages with tables 
 Do not show columns without information 
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 Enable and disable columns depending on the data 
 Data Set divided into: Data (Aggregated & Raw Data) and Calculated Data 
 Combine data to get meaningful updates (correlations -> e.g. occupancy 

& CO2) 
 Profile to keep info, for example passwords 
 The application should be mobile responsive & have the possibility to get 

notifications on the phone. 
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