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scientific publications with a recognized review process and impact index.

• To offer society a group of individuals who are able to elaborate, assess and

critique new scientific and technological development research proposals in

the field of economics and innovation management.

• To train researchers eligible for jobs requiring a PhD Degree as postdoctoral

researcher, university professor, researcher at institutes or businesses and

other jobs requiring creativity, leadership and management in the area of

technology.

• To contribute to raise awareness of the scientific activity as a career and of

its ethical implications for society.





Contents

Acknowledgment I

Abstract III

Resumen V

1 Introduction 1

1.1 Research motivation: Human-centered society . . . . . . . . . . . . . . . . . . . . 3

1.2 People-Centric IoT: Health oriented . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.3 Formalization research objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2 Methodology 10

2.1 Research method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.2 A guiding framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.2.1 Enabling technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

2.2.2 Applied devices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2.2.3 Prototype: proof of concept . . . . . . . . . . . . . . . . . . . . . . . . . . 22

2.3 Study design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

2.3.1 Study design 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

2.3.2 Study design 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

2.3.3 Study design 3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

2.3.4 Study design 4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

3 Collection of publications 36

3.1 Publication 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

3.2 Publication 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

3.3 Publication 3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

3.4 Publication 4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

3.5 Publication 5 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116

3.6 Publication 6 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 133

3.7 Publication 7 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 155

i



4 Conclusions 179

4.1 Implications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185

4.2 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188

4.3 Future research . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188

Bibliography 202

ii



Acknowledgment

I would like to express my sincere gratitude to my advisor Professor Joaquín Ordieres-Meré for

all the support during my doctoral study and research. His kind and spirituality have been

motivating me to act as a valuable person to the world.

I would like to thank my colleagues and collaborators Prof. Carlos A. Iglesias, Prof. Jack

D. Spengler, Prof. José-Fernán Martínez-Ortega, Prof. Sokhn Maria, Dr. Ganggao Zhu, Dr.

Xiaochen Zheng, Dr. Bing Gong, Dr. Jesus Rodriguez, Dr. Yuanjiang Huang, Dr. Jie Yin,

Dr. Julia Ayuso Sanchez, Dr. Zhan Liu, Mr. Geovanny Poveda, Miss Beatriz Bustos and Mr.

Magalhaes Miguel. Working with you, has transformed me to be better person.

I would like to thank all my family members, especially my father Xicheng Sun and my hus-

band Ning Li, for supporting me throughout my life. You have always been the most important

motivation for me to continue and accomplish the doctoral study. Special gratitude goes to

China Scholarship Council (CSC) for offering me the CSC scholarship, and a special thanks to

Prof.Angel Alvarez who takes care of me like the father in Spain.

Last but not least, I would like to quote a poem to thanks to life itself.

Be thankful that you don’t already have everything you desire, if you did, what would there

be to look forward to?

Be thankful when you don’t know something, for it gives you the opportunity to learn.

Be thankful for the difficult times, during those times you grow.

Be thankful for your limitations, because they give you opportunities for improvement.

Be thankful for each new challenge, because it will build your strength and character.

Be thankful for your mistakes, they will teach you valuable lessons.

Be thankful when you’re tired and weary, because it means you’ve made a difference.

It’s easy to be thankful for the good things. A life of rich fulfillment comes to those who are

also thankful for the setbacks.

Gratitude can turn a negative into a positive. Find a way to be thankful for your troubles,

and they can become your blessings.

I



II



Abstract

Digital transformation boosts the integration of intelligent data into all areas of society, from

personal streams of life-span, an organization business workflows, to the whole ecosystem of

different industries. The continuous connectivity and interaction in the digital world pave the

way to learn knowledge from the variety of massive data. The Internet of Things (IoT) is a

promising practice in the digitalization process. Its basic spirit is to thrust a paradigm that

everything (machine and people) can be seamlessly connected into an IoT network by sensors.

Toward the next frontier society 5.0, it is aimed for a prosperous human-centered society

where people can have a high quality of life. However, general IoT architectures and data

value chain models are still device/platform-specific, which lacks necessary emphasis on people

dimension. Health as the core aspect of people has a significant impact on their quality of life.

The adverse health factors may cross the entire lifespan: from home to workplace, from commute

to work or fitness, and even elderly people care homes. To center the research work, the research

question was pinpointed: How to accelerate and enhance people’s health and well-being in the

IoT data value chain?

On the premise of research status-quo and the pinpointed research question, four specific

research objectives were defined as follows. 1. Enhance people dimension, especially health

and well-being perspective in conventional IoT architectures. 2. Develop continuous long term

monitoring solutions to support better health management. 3. Learn psychological and physical

health impact from (e.g., workers) a group of people over the activities. 4. Accelerate health-

related data sharing with security trust and privacy assurance.

To fulfill the research objectives, the action research method was employed as a theoretical

approach to analyze and implement the research; a guiding framework was designed to set up

the research theme and context, the applied key concepts, enabling technologies, devices, and

developed prototypes were introduced under the guiding framework; furthermore, several study

designs were detailed presented including experimental setup, data collection, and relevant data

analysis method.

Toward a human-centered society, the future of IoT is also seeking enhanced people-centered

solutions. To accelerate and facilitate health-related data-driven knowledge acquisition and data

value chain to society, organizations, and individuals, the research leverages advance technologies

such as IoT, Smart Wearables, DLT, and machine learning techniques. To summarize, the
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study focuses on the health dimension, the thesis generalizes highly the main contributions.

1. The study proposed IoT application architectures such as Healthy operator 4.0 architecture

and proved their feasibility through real-world application cases in the industry. 2. Three long-

term monitoring solutions were developed using low-cost IoT devices and successfully adopted

in practical usage to continuously collect health-related parameters. 3. Different data mining

approaches and machine learning methods were investigated and compared to learn health impacts

over the activities from a group of people. The method chosen was proved to be capable of better

understanding people’s behavioral patterns and hidden rules, by the real-world empirical analysis

conducted in both Spain and the USA. 4. A data sharing solution was designed in the study, that

integrates DLT (IOTA Tangle) to IoT data management, by which data transparency and data

ownership can be implemented under a secure, fee-less, and trust data sharing mechanism.

The value produced by the contributions is reflected on the individual level, organization

level, and society level, which lies in societal aspects such as smart environment, industry 4.0,

and smart city. With data-driven AI technology booming, big data analytic era comes. The

future of work is now. The advance technology such as deep learning, Hadoop, Kubernetes, and

Spark can be employed to dig knowledge out of data. The IoT big data analytic can achieve an

improved understanding of data for individuals, organizations, and society, to make efficient and

effective decisions.
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RESUMEN

La transformación digital acelera la integración de la inteligencia de datos en todas las áreas

de la sociedad, desde los flujos de datos personales relativos a las actividades diarias, pasando

por los flujos de trabajo de procesos de negocio en las organizaciones, hasta alcanzar todo el

ecosistema de relaciones inter-industrias. La conectividad universal continua y la interacción

en el universo digital facilita la obtención de conocimiento desde una gran variedad de datos

masivos. El internet de las cosas (IoT) es una práctica prometedora in la digitalización de

procesos. Su espíritu primario es potenciar un paradigma en el que tanto las máquinas como la

gente pueden ser conectados de un modo integrado en las redes IoT de sensores.

Manteniendo el foco en la siguiente frontera, "sociedad 5.0", se busca desarrollar una sociedad

que potencie la dimensión humana, donde la gente podrá desarrollar una elevada calidad de vida.

No obstante, tanto la arquitectura general del IoT como los flujos de valor de los datos obtenidos

son aún específicos para los dispositivos o plataformas, lo que dificulta poner el énfasis en la

dimensión humana general. La salud, como un aspecto central de interés para las personas

tiene un impacto muy significativo en su calidad de vida. Factores negativos en relación a la

salud pueden ser persistentes en el tiempo, tanto enámbitos domésticos como laborales, y pueden

ocurrir tanto en el transporte diario como en actividades deportivas o en el cuidado de personas

de edad avanzada. Para centrar el trabajo de la tesis la pregunta de investigación ha sido

resaltada: ¿Cómo acelerar y potenciar la dimensión salud y bienestar en la población a través

de los flujos de valor correspondientes a esos datos?

Sobre las premisas definidas pro el status-quo de investigación y por la pregunta de investi-

gación cuatro objetivos específicos de investigación han sido definidos: 1.-Potenciar la dimensión

humana, en particular salud y bienestar en las arquitecturas basadas en IoT. 2.- Desarrollar solu-

ciones de monitorización de parámetros a largo plazo, que permitan una mejor gestión de los

factores con influencia en la salud. 3.- Comprender el impacto en la salud tanto física como

psicológica en grupos de población (por ejemplo trabajadores) durante el desempeño de su activi-

dad. 4.- Acelerar el uso compartido de los datos relativos a la salud, cumpliendo criterios de

confianza y privacidad suficientes.

Para alcanzar los objetivos de investigación el método de investigación activa ha sido em-

pleado como aproximación teórica para analizar e implementar la investigación. Se ha desarrol-

lado un marco de referencia que guíe el proceso y permita establecer el tema de investigación y su
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contexto, los conceptos clave, las tecnologías habilitantes, los dispositivos, así como desarrollar

los prototipos de acuerdo al marco desarrollado. Adicionalmente, varios estudios de detalle han

sido desarrollados, incluyendo su ciclo de vida de configuración, captura de datos y análisis de

los mismos.

El futuro del IoT enfocado a una sociedad centrada en la dimensión humana busca también

desarrollar soluciones centradas en la gente. Para acelerar y facilitar la generación y adquisición

de conocimiento proveniente de los flujos de datos que pueda beneficiar a la sociedad (organiza-

ciones e individuos), la investigación balancea tecnologías avanzadas, tales como IoT, dispositivos

inteligentes, Libros Mayores Distribuídos y técnicas de aprendizaje automático. El estudio se

centra en la dimensión de salud y de modo resumido sus principales contribuciones son: 1.-

Proponer aplicaciones de arquitecturas IoT como Operario Saludable 4.0, demostrando su factibil-

idad a través de aplicaciones con casos de uso industriales. 2.- Desarrollar tres soluciones de

monitorización de largo plazo usando dispositivos IoT de bajo coste con una implementación

satisfactoria en las aplicaciones reales que permite la recogida de datos relativos a parámetros

relacionados con salud. 3.- Investigar diferentes aproximaciones de minado de datos y méto-

dos de aprendizaje automático, así como comparar sus resultados para comprender mejor las

implicaciones sanitarias de comportamientos cuando se consideran agrupados. La selección del

método elegido ha mostrado su utilidad en explicar los patrones de comportamiento de la gente

y determinadas reglas no explícitas, al observar comportamientos de grupos de personas tanto

en España como en E.E.U.U. 4.- Diseñar una solución de compartición de datos que integra la

tecnología DLT (Tangle de IoTA) para facilitar el manejo de datos de IoT, de modo que trans-

parencia y propiedad de los mismos estén aseguradas a través de mecanismos confiables y sin

coste de transacción.

El valor creado a través de las contribuciones de esta tesis se reflejan tanto a nivel individual

como de sociedad en general, vinculado a gestión ambiental inteligente, industria 4.0 y ciudades

inteligentes. Con las aplicaciones de inteligencia artificial aprovechando los flujos de datos en

plena explosión, la era de creación de valor usando la analítica de datos masiva está en sus

comienzos. Tecnologías avanzadas como el aprendizaje profundo, Hadoop, Kubernetes y Spark

pueden ser empleadas para destilar conocimiento desde los datos. La analítica de datos masiva a

partir de IoT se espera que contribuya a transformar el conocimiento tanto para individuos, como

organizaciones y sociedad en general, facilitando tomas de decisiones más eficientes y efectivas.
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Chapter 1

Introduction

Digitalization, also referred to as digital transformation, is about the integration of intelligent

data into anything and everything that intersects our business workflows in different industries

and personal streams of all life-span [1]. Data is at the heart of digitization, the lifeblood of the

digital transformation process. Today, factories/enterprises are leveraging data to make employ-

ees and processes more productive and well-being; government and authorities are leveraging

data to understand pollution exposure and climate change; companies are leveraging data to

provide better caring to elders in an aging society and create new opportunities of competitive

advantage-working toward the future of tomorrow.

The digital world owns its merits of continuous connectivity and communication, which

will be always on, always tracking, always monitoring, always computing, always learning, and

always adapting. This is because they are paving the way for knowledge learning benefiting from

massive and diverse data. The term "epistemology" stems from the Greek words "episteme" and

"logos". "Episteme" was translated as "knowledge" or "understanding" or "acquaintance", and

"logos" was translated as "account" or "argument" or "reason" [2].

The Internet of Things (IoT) is a typical practice to boost the digitalization process in aca-

demics and industry. In 1999, the terminology 'Internet of things' was coined by Kevin Ashton

of Procter & Gamble, when Radio-frequency identification (RFID) was viewed as essential to the

IoT, enabling computers to connect and manage all things including individual things (including

all existing things: machine and people). The basic idea of this concept is the 3A concepts: any-

time, anywhere and any media [3], to reach a paradigm that everything around can be identified,

interact with each other, and seamlessly integrated into the IoT network infrastructure. The IoT

network enables physical object (machine/people) augmented with connectivity by sensors [4].

The wave of connectivity is towards smart homes/offices, smart wearables in healthcare/manu-

facturing, connected cars, connected manufacturing equipment, and smart cities. The total IoT

connected devices are projected to reach the amount of 1.0 trillion worldwide by 2025, a five-fold

augment in the coming five years [5].

The Internet of Things (IoT) is the next frontier in the digital revolution. More than a
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CHAPTER 1. INTRODUCTION

decade ago, Michael E. Porter introduced the value-chain concept, depicting it as a series of

activities that create and build value [6] in the field of Business Management. In the digitization

world and the context of IoT, the data now is considered to be a vital strategic asset. The

data value chain was defined by the European Commission: the 'center of the future knowledge

economy, bringing the opportunities of the digital developments to the more traditional sectors

(e.g. transport, health, manufacturing, public health, and financial services)' [7].

To understand the fundamental data value chain framework [8], the value streams of data

can be described into gathering data from edges and endpoints, data storage, data process-

ing/analytic, and promulgating information/the extracted knowledge back for consumption by

end-users, including machines and people. This data value chain consists of four fundamental

steps:

• Generation - sensing and capturing data leveraging the devices connected to things;

• Collection - collecting data, transmitting, validating and storing it via communication

networks and various data storage techniques;

• Analytics - toward to different business and application domain, processing and analyzing

the data to generate new insights and knowledge; and

• Exchange - Applying the outputs to use in practice for management improvement, trigger-

ing business opportunities, and boosting smart applications in society.

SENSING CONNECTION
IoT sensing devices

IoT connectivity
Embedded intelligence

COMMUNICATION
Focus on access
Network, edge

Information transport

INFORMATION ANALYTICS
Information analysis
Big data analytics

KNOWLEDGE VALUE
Analysis to action

Decision support intelligence

HUMAN VALUE
Smart applications

Stakeholder benefits
Tangible benefits

STORAGE
Centralized/

Distributed storage
Security and Privacy 

Figure 1.1: IoT value cycle and benefit paradigm.

The hyperconnected society, in essence, is based on hyperconnected IoT environments. A

preliminary IoT data value chain model was produced by [9], which introduces the fundamental
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1.1. RESEARCH MOTIVATION:
HUMAN-CENTERED SOCIETY

IoT value cycle and benefit paradigm. Deriving from this preliminary IoT chain model, the

adapted value chain model for this research work is introduced in Figure 1.1, where data flow

and exchange across all IoT architectural layers. Linking the IoT value chain in Figure 1.1 and the

four fundamental steps introduced aforementioned, the IoT data processes include the following

procedures as a summary: data acquisition, data transmission, data processing, data integration,

data storage, data filtering, data analysis/analytics, data usage, data exposure (openness), and

data monetization.

1.1 Research motivation: Human-centered society

The goal of the next frontier society 5.0 is aiming for a prosperous human-centered society, in

which people can achieve a high quality of life that is comfortable, healthy, and well-being [10].

The needs of diverse people, regardless of elders, employees, patients, individuals, etc, can be

full-filled supported by the fusion of cyberspace with people. The digital replica of people can be

established by IoT sensor-based data streams and corresponding virtual model built upon, that

can be used for various purposes. The relevant concepts like digital twin [11] steaming from the

manufacturing industry, shed a light to create a digital representation of holographic people’s

characteristics, that continuously learns and updates itself leveraging IoT, artificial intelligence,

ontologies, and machine learning techniques. The digital twin of humans was proposed by [12],

refers to collection and analysis of physical, physiological, and contextual data of human, to

improve their quality of life and enhance well-being.

Different IoT architectures were proposed to enhance the IoT value chain in the next frontier

hyper-connected society. The IoT umbrella covers different application fields, it appears that

functional requirements and technologies used vary enormously [13]. The IoT is also a technolog-

ical revolution that represents the future of computing and communications, and its development

depends on dynamic technical innovation in fields, from connection, communications, storage, to

future computing. IoT architecture was designed and defined by different research studies [14],

depending on its booming development not only on the technology progress in fields of connec-

tion and future storage and computing, more on various new applications and successful business

models [15]. It evolves from the early stage three/five-layer architecture [15, 16], IoT architec-

ture of cloud/fog computing [17,18], big data analytics architecture [18] to the novel BlockChain

based architecture [19]. To seek autonomously adaptation to changing contexts without user

involvement, many of these developments are still too device-centric or platform-specific [20,21],

the fact that human context is often overlooked or is considered as an unpredictable element in

their control loop. General IoT architecture aforementioned lacks necessary emphasis

on people dimension, which hinders its strengths and appeal to human-centered

society.

The concept of Industry 4.0 is not only applicable in factories, but also throughout the

entire value chain system [22]. The RAMI4.0 model [23] was developed to build a common
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CHAPTER 1. INTRODUCTION

reference architecture for all participants to share a standard concept and perspective. From the

perspective of integration ability of the RAMI4.0 components [24], the integration of different

sources of data includes RFID readers, Industrial IoT sensors, actuators, etc., but with limited

consideration of human asset. Integration of human (operators) is only via enhanced Human

Machine Interface (HMI) [25], which was also applied to the Cyber-Physical Systems architecture

(5C) [26]. Industry 4.0 should carefully consider the central role of humans [27]. In particular,

in industrial applications e.g, Industrial IoT, the long-term return of investment is imperative

for promoting enterprise adoption, empowering people would pave the way to deliver values to

all product life cycle.

People are an integral part of the IoT/IIoT ecosystem. The emerging concepts People-Centric

IoT [21], Internet of People (IoP) [28], and human-in-the-loop (HITL) [29], are bridging the gap

between IoT and the beneficiaries: humans. Humans and their interactions with smart devices

can simultaneously be viewed as data sources for defining a people-centric IoT architecture [30].

In the IoT data value chain, the human context is useful that can augment a broad range of

applications including environmental monitoring, occupational safety and health, aging care,

among others. While existing studies primarily focus on how the IoT can assist people, the work

that how people can cooperate with or assist IoT is rare in terms of closing the loop [21]. In this

regard, personal smartphones/gadgets or wearable with a set of capabilities play a central role,

that can improve the connection between people and the IoT in daily lives [28]. The approaches

enabling people-centric IoT applications are needed to be enhanced, include aspects such as

cognitive systems for smart homes [31], health monitoring, smart logistics, smart tracking [32],

and behavior recognition [33], on basis of context-aware, condition-aware or mood-aware services.

1.2 People-Centric IoT: Health oriented

Health as the most important aspect of people has a significant impact towards to high-quality

human-centered society. Health is vital to the entire lifespan: from home through the workplace,

from commute to work to fitness and even old age/care homes. The fractions constituting the

adverse health factors include dissatisfying living/working environment, anti-ergonomic body

movements and postures, and psychological and physiological irregularity aroused by various

activities. The health section is a fast-growing IoT market, the driver is to improve the quality

and efficiency of various health services with new tools and technologies [34]. The networked

sensors, either worn on the body or embedded in living environments, make it possible to gather

indicative information of health-related parameters. To give the work a clear and specific focus,

the research question is formulated: How to accelerate and enhance people’s health and

well-being in the IoT data value chain?

Occupational health is a comprehensive practice of protecting and improving health condi-

tions in the workplace. To ensure occupational health, regulatory agencies, e.g., Occupational

Safety and Health Administration (OSHA) developed monitoring strategies to guarantee em-
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1.2. PEOPLE-CENTRIC IOT: HEALTH ORIENTED

ployees’ healthy working conditions. The environmental parameters such as chemical exposure

and noise level are assessed by professionals sent from local regulatory agencies. However, the

monitoring reference period is generally a short-term basis and it is regularly adopted to be 15

min in practice [35]. This setup raises challenges in terms of instrument calibration, labor time,

and costs. Indoor working conditions vary greatly over time, and on spot short-term sampling

or measurement in specific episodes could fail to provide a holistic assessment of the working en-

vironment [36]. The short-term monitoring strategy poses a potential risk to guarantee people’s

health.

Legislators, regulations, and standards were forced to intervene, which have brought to the

forefront eliminating the occupational risk at the source. Considering the measurement strategy

in regulatory agencies is short term basis due to limited resources, European Agency for Safety

and Health at Work (EU-OSHA) [37] and the Partnership for European Research on Occupa-

tional Safety and Health (PEROSH) [38] pointed out the importance to explore using advanced

ICT to ensure the safety and health of the worker, from a long-term perspective.

Continuous and persistent monitoring e.g. prevention, is no longer a word, with reaction

to technological progress that applies sensor networks to support long-term monitoring [39]. In

businesses flow, wherever in work office or industrial already understand that worker health is a

major component of their financial success, as it ties to sickness absence, work-injure law-suite,

productivity, and total quality. The study [36] has a deeper discussion of long-term monitoring

benefits in terms of air quality management. To enhance long-term monitoring strategy, that

will demand more monitoring capability and diagnostic centers that assist the decision-making

process, which was pointed out by a systematic review of OSH in the industrial 4.0 era [39].

To ensure occupational health, working conditions are needed to be considered inside the

workplace, as it is related to people’s comfort and health. Working in poor air quality may lead

to plentiful adverse health problems, such as headaches, nausea, sick building syndrome, skin

irritation, kidney failure, and cancer [40]. IoT based environmental monitoring solution [41–43]

shed a light to longer-term monitoring with low-cost sensors. Smart sensor networks for air

quality monitoring applications [44,45], AirCloud [46], ISSAQ [47], MAQS [48], hybrid [49] were

developed to be able to detect temperature, humidity condition, gaseous pollutants (carbon

dioxide, volatile organic compounds, nitrogen dioxide), particular matter, noise, or microbial

contaminants (mold, fungus). The energy consumption and management, overall cost, data

processing, sensor node, and sensor network infrastructure of previous research were summarised

in study [47, 50]. However, customization and flexibility are lacking considering the monitoring

solution is a block box for users, who could not configure and choose the sensors according to

different monitoring environments. Regarding data processing, in existing approaches, less effort

was made on data transparency and sharing among relevant stakeholders. For monitoring

solutions, the challenges in terms of customization, flexibility and transparency to

all stakeholders (including workers themselves) are remaining.

Health factors of people are not only related to their working environmental quality but also
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psychological level and physical demands stimulated by job position. Wearable devices such

as smartwatches, smart wristbands, smart insoles, and smart glasses are useful for ensuring

people’s psychological and physical health, as they can build cyber links to frontline workers in

real working scenarios.

Wearable technology is becoming prominent and attractive in many applications, it also

exhibits its significance on the quality of human life [51]. The use of wearable helps monitor the

physical and physiological parameters of a person, to enable to monitor people’s behaviors and

activities and provide information awareness to ensure a healthy and wellness living environment

and life. The wearable application consists of security, sports, and medical scenarios, where it

is possible to monitor people’s body temperature, heart rate, blood pressure, electrocardiogram

(ECG), motion, brain activity, and skin response, to new a few [52, 53]. Based on Futuresource

research [54], the smart wearable sensors will change the people and their lives just like the

personal computer did a few decades ago. The wearable technologies will impact every aspect

of people’s life, health, sport, fitness, eating habits, and medical diagnose, and redefine the

relationship between consumers and producers, doctors and patients, etc. In particular, by

2017, in the healthcare market, the wearable sensor market grew to more than $20 billion.

The basic architecture of wearable devices can be represented as shown in Fig 1.2. Based

on different types of monitoring tasks, different sensors are used. The raw data measurement

collecting from the sensors is sent to a processor (App in mobile phone, software platform

installed in PC) for data multiplication. Then the processed data results are shown in displace

to give user summarised data reports. Nevertheless, the incompleteness of the presented

model in Figure 1.2 remains, as learning capabilities are limited because of the

non-persistent data and lack of explicit relationship (either time or activity-based).

Those commercial personal wearables only provide summarised data, as devices are linked to

apps by Bluetooth, that mostly are designed to present the data to users and upload summaries

to the cloud manufacturer [55]. The non-continuous and less-openness feature of commercial

wearable hinders the learning ability benefiting from data-driven applications.

PROCESOR

DISPLAY

SENSORS

Figure 1.2: Block diagram of wearable sensing.

The human-centric cyber-physical systems (HCPSs) include broad concepts and technology

to connect people with the cyber world with a sense of immersion. There is significant research
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in the direction of empowering people including applying virtual and augmented reality applica-

tions to facilitate worker’s activities by giving appropriate instructions, or for training needs [56].

The application of elements like positioning tags, safety gloves [57] and helmet, head-mounted

display (HMD), and smart glasses [58] have started to be increasingly used in industrial appli-

cations. Different Industrial Wearable System (IWS) applied in industrial context pointed out

the significance to consider wearable devices as contributors to the production system’s perfor-

mance, from its business value [59]. The industrial wearables market is projected to grow to

$2.78 billion by 2024 [60]. Wearable devices such as smart watch [61] and smart wristband can

be useful for estimating operator’s well-being (cognitive, psychological, and physical needs) in

Human Cyber-Physical Systems (H-CPS) [62].

Towards occupational health, safety, and productivity of the well-being of workers, a con-

ceptual framework for OSH risk management in smart working environments leveraging IoT

technologies and ambient intelligence was proposed by [63]. In its foreseen smart working en-

vironments, worker’s skill levels, cognitive abilities, and psychological states, as well as working

ambient can be analyzed and adapted within building cyberspace. Healthy operator 4.0 was

envisioned by [64,65], where wearable trackers are used to measuring activity, stress, vital sign,

biometrics data, and other health-related metrics. The cognitive or physical workload can be

relieved and managed by assessing the operator’s well-being via smart wearables such as skin

conductance, heart rate, steps, motion, acceleration, and ergonomic metrics. Healthy Opera-

tor 4.0 aims to provide sustainable solutions for workers to support better job satisfaction and

well-being.

Nevertheless, in current industrial practice, most applications are developed in isolated cir-

cumstances aimed at addressing specific problems with a single device (e.g. wearable). There-

fore, there is a gap in creating human-centered systems able to promote operators’

learning context not only relying on single parameters but also providing a mean-

ingful articulated set of relevant parameters both in the short and long term [66].

Besides, when the interest is to learn from the psychological and physical impact of

different workers over the processes, the contribution is much less. As the impact in

terms of effectiveness depends on those cyber links, a higher level of data integration consider-

ing multiple subsystems (process and operator) is vital to achieving an effective and efficiency

human-cyber-physical symbiosis [59]. Complex rules and knowledge can be learned or inferred

from large scale and diverse data sources integration, in particular when significant variability

sources are involved (operators).

When the data source is related to people, trust, security, and privacy concerns are more

demanding as they are sensitive health data. "Protected Health Information" (PHI) has a higher

value on the illegal market than credit card credentials. There is a global risk that cyber-attacks

and data breaches to target health-related databases [67].

Although data management technologies exist in sensor networks or wearables devices, they

are mostly based on centralized models. Data security and privacy face issues if the generated
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data is stored in a centralized topology [68]. The limitation lies in many-to-one traffic flows

(server-client model), which in turn increases delay and the problem of a single point of failure.

Moreover, how to ensure the data has not been tampered/altered/falsified, is a difficult question

to answer in centralized architectures [69]. Centralized organizations managing sensitive user

data may misuse them illegitimately, thus leading to a breach of privacy [70]. The number of

networked machines, devices, and people includes in the myriad of IoT may increase rapidly with

the prevalence of IoT. The developed IoT architecture must be scalable, however, the centralized

based models issue to manage them globally [70].

Data streams/lakes/sources applied in the real world applications can be from many aspects.

For instance, in an industrial case, the health-related parameters may come from the production

system, industrial wearable system, and personal wearable. That accounts for different data

sources that are needed to foster a holistic health-oriented solution. Furthermore, regarding

data transparency to stakeholders, it is difficult for relevant stakeholders to access those data, as

distinct data sources are fragmented in different data clouds. For instance, if a company needs

to share its environmental qualify data to OSH regulatory agencies or other peer entities, the

data sharing will be hard to implement as it needs to across different IT infrastructure to access

the centralized database. Furthermore, relevant stakeholders such as OSH agencies, either can

not benefit from the continuous long-term sensor-based monitoring solution. When diverse data

sources are needed to be shared among stakeholders, the data lakes involved are across several

data silos. A shared data management platform would be beneficial for all relevant stakeholders

to follow up on all life-cycle information of product, in such a way data integrity and transparency

can be ensured.

Data ownership is an additional challenge. When asked, 88% of U.S. internet users and 87% of

British internet users would want to control the data being collected through smart devices [71].

The centralized data management solution issues data producers to reuse their own generated

data outside the enterprise’s internal environment. People lose data ownership and also the

possible business opportunities stemming from those data, as people can sell their generating data

to interested data consumers. Under this perspective, when referring to data related to people,

the EU General Data Protection Regulation (GDPR) is an effective tool to add significant trust

to this dimension, as users can now understand their rights and privacy is enhanced. Therefore,

a solution providing with salient merits: immutability, transparency, traceability,

and reliability, is demanding to ensure trustworthiness in a scalable and robust way.

Blockchain technology (BCT), as well-known technology that underpins the digital cryp-

tocurrency like Bitcoin initiated by Satoshi Nakamoto [72], litecoin and Ethereum, has been

recently used to provide security and privacy in peer-to-peer networks. The peer-to-peer net-

work posses a similar topology to IoT [68, 73], which indicates BCT is also promising for IoT.

BCT is based on a distributed network, which ensures scalability and robustness by applying

resources of all participating nodes. It can eliminate many-to-one traffic flows and decrease
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transmission delay even overcome the single point of failure problem. The Blockchain-based IoT

architecture, in essence, is to use Blockchain technology to manage access control [70, 74, 75] or

secure, decentralized data storage and sharing [76].

To ensure the transparency among trusted entities, integrate BCT in IoT may provide trust-

worthiness via its salient features [68]: immutability, transparency, traceability, auditability, re-

liability, and operational resilience [75, 77]. It realizes a secure database over untrusted parties:

heterogeneous devices, organizations, etc., by a decentralized consensus. The increasing de-

velopment of Blockchain and its foundation Distributed Ledger Techniques (DLT),

comparing the different DLT and choosing the proper one for the health monitoring

scenario is a challenging task.

1.3 Formalization research objectives

On the premise of research status-quo and the pinpointed research question, the research objec-

tives in this study were defined. The aim is to accelerate and facilitate health-related data-driven

knowledge acquisition and data value chain to society, organizations, and individuals, that lever-

age advanced technologies such as IoT, Smart Wearables, DLT, and machine learning techniques.

To summarise, the primary research objectives shaped by the research question are formalized

as follows.

1. Enhance people dimension, especially health and well-being perspective in conventional IoT

architectures.

2. Develop continuous long-term monitoring solutions to support better health management.

3. Learn psychological and physical health impact from (e.g., workers) a group of people over

the activities.

4. Accelerate health-related data sharing with security trust and privacy assurance.
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Chapter 2

Methodology

For the methodology chapter, it composes the research method, a guiding research framework,

and study designs. The research method was employed as a theoretical approach to analyze and

implement the research objectives. Adhere to the applied research method, a guiding framework

was designed to set up the research theme. It also helps visualize the theoretical research

framework and depicts the key concepts, enabling technologies, tools, and devices. In the end,

several study designs are introduced to achieve defined research objectives. Each study design

includes experimental setup, data collection, and data analysis plan. About the research design,

the holistic overview of the big picture is demonstrated in Figure 2.1.

1. Enhance people dimension 2. Long-term monitoring

3. Learn behavior in group 4. Empower data sharing

Applied 
IoT devices

Enabling Technologies

Prototypes

How to accelerate and
enhance people's health
and well-being in the IoT

data value chain ?

Research Question (RQ) Research Objectives

Research Method

Action research
method

Study Design 1

Study Design 3

Study Design 2

Study Design 4

Study Design 1 Study Design 2

...

Study Design 3 ...

Study Design 3 Study Design 4

...

Smart Watch, Smart Glass, 
Environment Sensors,
Air Quality Monitors, Motion Sensors, 
Beacons, Skin Conductance Sensors

Machine Learning, Data mining
Knowledge Engineering
Distributed Ledger Technologies
Digital Twin, Big Data Analytic

IAQ monitoring system
Location tracking system
Physiological condition monitoring system
DLT based Data sharing system

Research Framework

Data sharing
system

...

Figure 2.1: Big picture: an integrated research design.
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2.1 Research method

From a methodological point of view, this study employed an action research method. Action

research method [78] is a theoretical method to test and verify research hypotheses in a real-

world scenario. Action research depends on the collection, analysis, action, evaluation, and

critical analysis of practices based on collected data and evidence aimed to bring improvements

in real-world practices. This type of research is conducted by the participation and collaboration

of some individuals with a common objective. Following the action research essence, the mission

that looking for effective strategies to improve people’s health and well-being was carried out in

several real-world enterprises.

2.2 A guiding framework

Following the defined research method, a reference framework is designed as shown in Figure

2.2. It was used to build up the research context. The research framework crosses six IoT layers

(Sensing, Network, Storage & Sharing, Modeling & Analysis, and Application layer), which was

designed based on state-of-art IoT architectures.

Different IoT architectures were designed and defined by extensive research studies [14], de-

pending on rapid development not only on the booming technology but also on diverse new

coming applications and potential and vital business models [15]. The IoT umbrella covers

different application fields, it appears that functional requirements and technologies used vary

enormously [13]. The IoT architecture is also a technological revolution that represents the next

frontier computing and communications, its development relies on dynamic technical advance-

ment, from connection, communications, storage, to future computing.

Three-layer architecture [15] was introduced in very early stages. The three layers are

the perception layer, network layer, and application layers. This architecture as the initial

architecture and was extended by the following research work.

(i) The Perception layer is the sensing layer, which is used to identify physical objects and

gather information. The perception layer includes smart connection objects such as RFID tags,

cameras, sensor networks, and GPS. (ii) The Network layer is responsible for connecting smart

objects to the IoT infrastructure network, is used for transmitting and processing the information

gathered from the perception layer. (iii) The Application Layer is a fusion of IoT’s social

applications and industry demands. It envisions various applications in real-world applications

such as smart manufacturing, smart homes, smart health, and smart cities.

The three-layer architecture expresses the main idea of IoT, but it is not enough for the whole

IoT research aspects and future needs. Targeting different goals such as business-oriented, based

on the three-layer architecture, more layer architecture was proposed to define finer and richer

aspects of IoT.
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DLTs

iv Modeling &
 Analysis

v Application

Machine/Deep Learning

iii Storage &
Sharing

 i Sensing

ii Network

Tracking SystemEnvironment Sensing Wearables

SaaS
PaaS
IaaS

Cloud Computing

Knowledge EngineeringBig data Analytic

Local Storage

Smart Building Smart CityEnvironmentIndustry 4.0OSH

Figure 2.2: A guiding framework and approach for implementation research.
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Fiver layers architecture was proposed in [15, 16], with two more layers: processing and

business layer added compared with three-layer architecture aforementioned. The processing

layer as the middleware layer, it works to store and analyze a huge amount of data. The

data management technologies such as databases, data processing, and data manipulating are

employed in this layer. The business layer is oriented to profit business models by managing

IoT systems or data enabling business applications. This is because the real success of the IoT

architecture relies on good business models [15]. This business layer will be adopted to determine

future business strategies towards a human-centered society.

Since a great number of connected devices is rapidly increasing in the IoT infrastructure

network, so there is going to be generating tremendous data as well. Storing/processing that

massive data locally and temporarily will not be feasible anymore. As cloud computing gains

ground, there is research moving towards to cloud-centric IoT architecture. The user does not

need to worry about the huge burden of maintenance or managing/processing all the resources

locally.

IoT architecture of cloud computing The IoT and cloud computing working in integra-

tion make a new paradigm, as termed Cloud of Things (CoT). These architectures added cloud

computing layer to get flexibility and scalability of data storage, data analytics, integrity, and

privacy. The three key cloud computing models that interacted with cloud computing-based IoT

architectures are Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software

as a Service (SaaS) [17,79–82].

Cloud computing-based IoT architecture is a centralized computing model, most of the com-

putations occur in the cloud [18]. Although the data computation and processing speed have

risen rapidly, the network bandwidth has not increased appreciably accordingly, which may lead

to long latency. The IoT latency-sensitive applications which require a short response time can

not afford the delay caused by data transferring. The decision making in the cloud requires

high-quality data, it is not necessary to transmit all the collected data to cloud considering

its inefficient processing and storing. Raw data can be filtered, converted, or integrated before

transmitting to the cloud. Besides, some decisions can be made locally without transmitting

data to the cloud.

IoT architecture of fog computing . To overcome these issues, fog computing extends

cloud service to the network edge. A new layer called fog layer is added between end devices

and clouds. Fog computing architecture adds the fog layer between end devices and cloud to

address these challenges such as low latency. It also enables high reliability and security, high

performance, mobility, and interoperability [83,84] to optimize IoT architecture.

In the big data era, cloud-centric/fog computing IoT architecture can not sufficient to fully

implement the IoT paradigm. Big data is featured by its three main aspects: (a) volume, (b)

variety, and (c) velocity, which were first popularized by Gartner to introduce the big data

challenges [85]. Massive data is generated each second from IoT devices (sensors, actuators).
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Those data are stored and managed in a cloud/fog computing platform or big data platform.

However, how to fully make use of data to mine value information to support decision making is

not answered in cloud/fog architecture. The current architecture up to now mainly focuses on

IoT concerning data acquisition and data communications [86].

IoT architecture and big data analytic. With data-driven Artificial Intelligent (AI)

technology booming, another new layer: big data analytic layer was popped out, where advance

technology such as machine learning and deep learning, Hadoop, Kubernetes, and Spark can be

employed to dig knowledge out of data, and forecast future patterns out of history data [86].

IoT big data analytic layer is aimed to assist business associations and organizations to achieve

an improved understanding of data, by which they can find efficient and effective strategies [87].

The big data analytic layer powered by methods such as big data and distributed computing

can also be used to improve the efficiency of IoT.

Data security and privacy are again challenged in the big data paradigm. Access management

technologies do exist in IoT, but they are mostly based on centralized models that are hard to

be managed on a global scale [70]. Data security and privacy face issues if all collected data is

stored in a centralized topology [68]. To ensure the data has not been tampered/altered/falsified

is a tough question to answer within centralized architectures [69]. This brings about the need

to verify that the information has never been modified or tampered. Centralized organizations

managing sensitive user data may misuse them illegitimately, thus giving rise to a breach of

privacy [70].

Of course, typical solutions such as authentication, authorization, and communication en-

cryption by suffering excessive delays and overheads or computationally expensive could poten-

tially compromise user privacy [88, 89]. In many circumstances, that may not inappropriate for

latency-sensitive applications and many resource-limited IoT devices.

IoT architecture and BlockChain . BlockChain technology (BCT), as popular technol-

ogy that underpins the digital cryptocurrency like Bitcoin initiated by Satoshi Nakamoto [72],

has been extensively applied to implement security and privacy in peer-to-peer networks [68,73].

Integrate BCT in IoT may provide trustworthiness via its merits such as [68]: immutability,

transparency, traceability, auditability, reliability, and operational resilience [75, 77]. The ad-

vanced and recent technologies like smart contracts and consensus protocols [75, 90] pave the

way for implementing those types of merits.

The BCT based IoT architecture brings scalability and robustness features by using resources

of all participating nodes. Many-to-one traffic flows are eliminated under such architecture. In

turn, it decreases transmission delay and addressed the issue of a single point of failure. It

realizes a secure network over untrusted parties: heterogeneous devices, organization, etc., by

a decentralized consensus. The BCT based IoT architecture is to adopt DLT as a technical

foundation to manage access control [70,74,75] and secure, trust, and decentralized data storage

and sharing [76].
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The IoT can change the shape of the society and offer enormous benefits to the next frontier

society 5.0 but it also faces many key challenges [75].

• Challenge#1 – Distribution. The devices on the IoT such as sensors, wearable devices, or

other relevant types of devices or services are distributed; Furthermore, IoT infrastructure

and services should enable the distributed users to be accessible and consume the services

on the IoT.

• Challenge#2 – Heterogeneity. Interoperations ought to be supported among heterogeneous

devices in the IoT network. Generally, the devices over IoT are with different operating

systems (OS), data format, interfaces, and communication protocols. These devices can

generate huge amounts of data, which usually come in different formats and meanings [91].

• Challenge#3 – Trust. It is impractical to rely on a common and single security control

mechanism for all types of IoT devices and services. The trust of an IoT device or service

is based on the security and trusts from all of the networked devices and services over the

IoT infrastructure network.

• Challenge#4 – Scalability. The amount of networked and connected machine, device,

service, and people in the myriad of an IoT will increase exponentially, as the rapid devel-

opment of sensor technology and communication protocol. The developed IoT architecture

and framework need to be scalable to adapt to the booming prevalent of IoT.

• Challenge#5 – Resource constraints of IoT devices. Devices over IoT such as sensors, smart

wearable, RFID tags suffer from limited resources such as battery power, computing, and

storage resources.

The research framework is functional as a guideline giving a broad overview of this research

study, in terms of both technological, business, and application aspects. It took consideration of

all significant merits of the state-of-art IoT architectures, as well as the key challenges confronted.

More detailed information derived from the framework is introduced in the following subsections,

that composes enabling technologies, applied IoT devices, and the developed prototypes.

2.2.1 Enabling technologies

Different technologies were used in connection with most of IoT data process flow, corresponding

to different layers in the guiding framework. The study applied the sensor networks and smart

wearables for health-related data collection. As a sensing layer, they are mainly identifying

objects and gathering information. To extract knowledge in the modeling and analysis layer,

machine learning and data mining are the tools for advanced data analysis and further decision

making support. Ontology becomes the knowledge representation, with which multiple hetero-

geneous data sources from different domains can be fused, semantic-linked, and exchanged in
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common understanding space, thanks to the standard representation format. Data usage, data

exposure, and data monetization are important elements in the storage and sharing layer. DLT,

specifically IOTA, is applied as a solution designed for IoT, which accelerates data storage, data

sharing, and data reusability in a secure, fee-less, and scalable manner.

Sensor Networks. The number of sensors deployed in the IoT network is growing at a rapid

pace. Sensor networks as an important aspect of IoT are functional in the sensing/perception

layer. It may consist of an enormous scale of sensing nodes, which are addressed and connected

within the protocol stack. The IoT devices such as sensors and wearables will bridge the gap

between the physical and digital world to improve the quality and productivity of life, industries,

and society 1. Wireless sensors and wireless sensor networks (WSN) have many well-known appli-

cations: military applications, environmental monitoring, robotics, autonomous vehicles, smart

agriculture, asset tracking, and smart building/home [92]. The typical sensors are: tempera-

ture sensor, motion sensors, pressure sensors, proximity sensors, noisy sensors, lighting sensors,

and optochemical sensors [93] for air pollutants O3, CO2, CO. Environmental sensor networks

with optochemical sensors were used in this study to monitor working ambient conditions in the

workplace.

Context-awareness. Context-aware computing is proven to be successful in understanding

the real-world situations. Since the early 1990S, context awareness has been studied as a core el-

ement in ubiquitous and pervasive computing sensor networks. The "context awareness" concept

and its definition were proposed by Abowd et al. [94] in 1999, which has been widely accepted

by the research community. To analyze the human’s health such as abnormal physiological pa-

rameters of the people, the context information is required for understanding the physiological

status occurrences under which adverse events are triggered. The premise that the environ-

ment affects people’s physical activity, productivity, cognitive function, health, and well-being

is well-established [95, 96]. The environmental conditions may act as stimuli to trigger irreg-

ular physiological status. To provide a healthy and high-performance environment, a holistic

approach is needed. There is substantial knowledge of individual factors and their surrounding

environmental factors as context, thus understanding how factors interact and what role oc-

cupants and environmental factors play in these interactions (both causative and receptive) is

essential.

Data fusion. Building a complete picture of people’s health could be achieved by the fusion

of the data gathering from multiple sensor devices. To interpret the information and take

appropriate decisions, different sources of sensory information is needed to be integrated into

an information knowledge base. "Multisensor data fusion" was proposed by [97], it is defined

as the technology concerned with the combination of how to combine data from multiple (and

possible diverse) sensors to make inferences about a physical event, activity, or situation. The

principles of multisensory integration are that crossmodal stimulus. Multisensor are integrated

1https://www.analyticsvidhya.com
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to find confidence in the data produced by the sensors. For instance, to give an integral vision

of a specific human activity, it should be on a multisensor integration basis. The personal

environmental exposure data would enhance additional knowledge of the human activity. After

human movement data was classified into accurate activity groups, the environmental data can

be fused to each activity data segmentation to allow a more complete view on the people’s health

condition.

Smart Wearable. In European countries, about 900,000 people die of sudden each year,

caused by prevented cardiovascular diseases. Transient abnormalities can not always be cap-

tured because lots of cardiac diseases are episodic rather than continuous abnormalities. Those

abnormalities are vital but their timing is hard to be predicted and detected. Life-threatening

disorders can go undetected as they occur episodically or may never be captured objectively.

Wearable technology is worn on a part of the body, focuses on tracking and improve safety,

health, activity, and well-being. With the emergence of biosensor development, there is likely a

rapid expansion of wearable biosensors in healthcare with the corresponding reduction of cost.

The wearable devices enabling the monitoring includes smartwatch, smart glass, tracking devices

(e.g. air pollution tracker), and mobile phones. Other common smart wearables include smart

rings/pens, smart clothes, smart gloves, smart shoes, headphones, smart screens worn as the

head display, which are normally for industrial applications. The ECG system is also emerging

not only for patients but as general use in daily lives, like the Apple watch is embedded with

this function. The EEG systems [98] with their functionalities to monitor brain actives, have

started to be used in school, workplace, and industrial factories. In this study, the smart wear-

ables: smartwatch, air pollution tracker, and smart glass were used to track people’s stress level,

concentration level, fatigue level, and personal pollution exposure level.

Ontology. Heterogeneity becomes a key characteristic in sensor networks. The sensors

connected to IoT are from different hardware platforms and software architecture design. The

data generated from sensors have different data types and data structures. Data interoperability

is a vital design requirement to enable data interconnection and data integration across different

devices and service platforms [99]. For high-level applications and services, data has to be

interoperable and linked to other domain knowledge. Semantic modeling, such as ontologies

based techniques have proved to be successful to deal with syntactic interoperability and semantic

compatibility.

Ontology is a formal, explicit specification of a shared conceptualization [100]. In computer

science, ontology is a formal representation of the knowledge by a set of concepts within a domain

and the relationships between those concepts. Ontology was considered in many application do-

mains to address data interoperability as it can be used to define a common understanding space

by specifying the used concepts and their relationship in between, in a formal and standardized

way. Ontology as considered in modern knowledge engineering provides standard domain vo-

cabulary to maintain a common space of understanding. The metadata languages aligning with
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ontology vocabulary would convey that kind of shared information in a landscape of information

management. The representative metadata languages are XML, RDF, and OWL. Consider-

ing the balance between richness and usability, RDF achieved prospective usages in practical

settings [101]. RDF is a graph-based data model that provides a grammar schema for data

interchange on the web. RDF stream modal for storing environmental sensor data was proposed

by [102].

Under sensor-based IoT context, the sensor-related data standards e.g, SSN ontology 2 en-

abling data linking and annotating in IoT applications. The SSN ontology was developed to

define core concepts and relations including sensors, features, properties, observations, and sys-

tems, etc. In health-related domains, extensive ontologies were constructed to represent the

existing knowledge in a standard manner. Ontologies are used in health include upper-level

ontologies (Basic Formal Ontology (BFO) [103] and Descriptive Ontology for Linguistic and

Cognitive Engineering (DOLCE) [104] ), domain-dependent ontologies (gene ontology, vital sign

ontology [105], and air quality ontology [106]), to new a few. More recently, ontologies and

semantic technologies have been used for environmental modeling and representation. Indoor

Environmental Quality ontology was proposed by [106], which can be used for indoor monitor-

ing and control applications. In this regard, the data sources in this study are from several

hardware and software architectures: air quality sensors, smartwatches, smart glasses, and posi-

tioning trackers. Corresponding ontologies were reused to sharing knowledge among entities in

the value chain across knowledge bases, rather than just sharing data itself.

Machine Leaning. Machine learning (ML) is a subset of artificial intelligence. The process

is to build a mathematical model with training data, that perform the needed tasks: predic-

tion, classifications, regression, and clustering among others. The ML approaches are divided

into three broad categories: supervised learning (Support Vector Machines (SVM), logistic re-

gression, naive Bayes, decision tree, K-nearest neighbor, multilayer perceptron), unsupervised

learning (k-means, hierarchical clustering, principal component analysis, and autoencoders), and

reinforcement learning. In recent years, deep learning (convolutional neural networks (CNNs)

and deep belief networks (DBNs)) [107] has become a core methodology as it can automatically

learn high-level features. For health-related data collected from IoT devices or wearable, ML

algorithms such as association rule learning were explored to discover associated relations among

diverse data sources in this study. To understand human behavior clustering or health status,

classification/regression is helpful to trigger health alters, to model human digital twins from a

long-term perspective.

Association rule learning. It is a rule-based machine learning method for discovering relations,

patterns, and rules among variables in a given data set. An association rule is composed of two

parts: an antecedent and a consequent. To identify interesting rules from a set of all possible

ones, constraints on various measures of significance and interest apply. To identify the most

2https://www.w3.org/TR/vocab-ssn/
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important relationships, the criteria include support, confidence, and lift. Support is a measure

of how frequently a given itemset occurs in the whole data set. Confidence is the proportion

of how often the rule has been found is correct. The lift of a rule is defined as the ratio of

the observed support to that expected. The value of lift gives the degree that two occurrences

are associated with each other when the lift is greater than one. Many algorithms have been

proposed for association rule learning, such as the Apriori algorithm, Eclat algorithm, and FP-

growth algorithm.

Cluster analysis. It also called classification analysis or numerical taxonomy, which is to

group a set of data objects sharing common characteristics into relative groups/clusters. The

computing distances are used to separate observations into different groups. There are more than

100 clustering algorithms, every methodology follows different criteria for defining the distances

among data points. Some more popular ones which are used widely, they are connectivity mod-

els, centroid models, distribution models, and density models. The specific algorithm includes

hierarchical clustering, k-means, and Density-based spatial clustering of applications with noise

(DBSCAN).

Regression analysis. The regression model is a supervised technique, which is used to predi-

cate a continuous value. In data sets, some variables are observed, such as independent variables

(Characteristics that can be measured directly) and dependent variables (value depends on inde-

pendent variables). In the statistical domain, the regression model is to estimate the relationship

among those variables based on a set of statistical calculations. Types of regression models in-

clude simple linear regression, polynomial regression, support vector regression, decision tree

regression, and random forest regression. Take the example of ergonomic parameters measured

from wearable sensors. With the regression analysis used, the forecast ergonomic evolution is

predicated in advance to prevent unnecessary anti-ergonomic movements or potential physical

injures.

Distributed Ledger Techniques. Generally, today’s IoT solutions rely on centralized

server-client methods of administering connectivity and interaction to various devices and ser-

vices. With the increasing amount of IoT devices, deploying IoT solutions at scale will have to

address complex issues such as security, latency-sensitive, connectivity, and cost. DLT is one of

the technologies that can help if IoT solutions need to grow to scale. A distributed ledger is a

database that is spread across different nodes. Changes to a distributed ledger require multiple

authentications from these nodes [108]. This consensus protocol replaces a central administrator

since all peers contribute to maintaining the integrity of the database [109]. This mechanism

creates shared accountability and the pooling of resources to manage the ledger via a consensus

protocol. The state of art consensus protocols was presented in [110] with a comprehensive

review and analysis.

Currently, data is mostly limited to the control of specific entities and not available for the

broad masses. IOTA presents a counterpart to the status quo, makes it possible to securely store,
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sell, and access data streams. IOTA is a tangle-based consensus protocol designed specifically

for the IoT industry. The IOTA was used to share data among engaged parities in the value

chains, as its consensus protocol for building trustiness is superior to other blockchain’s such

as bitcoin and Ethereum, in terms of scalability, fees, and quantum attack [111]. The IOTA

foundation also envisions a new model with which you can retain the data ownership. In a generic

monitoring solution with IoT, the generated data is locked inside the organizations. Even the

data from personal wearable, that is related to health like sensitive confidential information, data

producers: the people do not own the control for their data. With the data ownership model in

IOTA, data producers can sell the data they generated to other consumers to harvest economic

benefits. The IOTA equipped with the smart contract by Qubic is a very important part for the

future business processes like the data market. As IoT and sensor technology revolution, data

is becoming increasingly important. Data is the new oil, the new gold. The immense growth of

data marketplaces is an inevitable result.

2.2.2 Applied devices

The relevant IoT devices which were applied in our research work, are shown in Figure. 2.3.

Smart Watch: H Band. The device is a low-cost smart band containing sensors for

measuring heart rate, blood pressure, step, and air pressure. Based on the App provided by

the manufacturer, a customized App was developed for data collection [112]. The collected data

can be transferred to an Android smartphone and then uploaded to a remote database. The

frequency is every one-minute measuring once.

Smart Eyewear: JING-MEME. This is an eyeglass-type wearable device [113]. It applies

three-point electrooculography sensors, accelerometer sensors to track peoples’ body and mind

so that to examine and analyze peoples’ conditions (focus level, fatigue) in different activities.

The JING-MEME logger App is used to record raw data for possible further analysis: eye blinks,

eye movement, and eye rotation.

Kagoo Environmental Sensors. It is manufactured by Circulate that is used to mea-

sure environmental parameters [114]. Twelve environmental parameters are measured including

chemical conditions and physical conditions. Different sensor combinations can be configured to

be plugged into a workstation island, where each island five maximal sensors are loaded. The

other hardware is a Raspberry Pi (a wifi router function supported). A wifi module works as

data transmission media between sensors and Raspberry Pi. The Raspberry Pi is responsible

to receive data from the sensor, manipulate data, and transmit data to the server. Moreover, a

mobile phone is needed for configuring sensors to send data measurement to raspberry Pi via an

App: EnvCon.

Shimmer Sensing. The solution provides wearable devices which could monitor human

physiological response such as heart rate and galvanic skin conductance level [115]. It enables
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Smart Watch

MetaMotionC (MMC)

Shimmer sensing

ATMO TUBEEnvironment Sensors
Raspberry Pi

Smart Glass

Foobot

E-beacon

Figure 2.3: Applied IoT devices in the study.
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more than 30 people simultaneously monitoring, which powers large scale of human subjects par-

ticipation. The real-time data can be streamed via Bluetooth to NeuroLynQ software platform

where complex emotional response analysis results are provided to users. All the continuous

data is stored into the local database and also logged into an embedded SD card.

MetaSensor. It refers to MetaMotionC (MMC) from mbientlab (https://mbientlab.

com/), that enables us to monitor angles and acceleration and was used to track the arm angle

through time. Similar to H Band data collection, the measurement is sent to a customized App

on a smartphone, and then stored in a remote database when the phone reaches internet access.

ATMO TUBE Wearable Air Pollution Tracker. It is an air quality tracker and gives

an air quality score. PM1, PM2.5, and PM10, VOCs; temperature and humidity; a barometer,

and altimeter are measured by this tracker [116]. The environmental exposure can be monitored

along with people’s trajectory indoors and outdoors. The recorded data is stored Atmotube

App installed on a mobile phone and can be exported to Google drive. The frequency is every

one-minute measuring once.

Foobot Indoor Air Quality Monitor. It is an air quality monitor that sensing fine

particles, total VOCs, temperature, and humidity [117]. It also provides CO2 concentration

level based on a calculation model. It is based on a Wi-Fi connection and every 5 min to store

data to the cloud. The data collection can be done via request datapoints from API provided in

their official website. The devices can also work with IFTTT 3 that can be configured to store

data in Google drive sheet form.

Blukii Beacon. The smart beacon works with the Bluetooth Low Energy (BLE) standard

and is Eddystone and iBeacon compatible [118]. The e-beacon data were broadcasted through

Eddystone, an open-source beacon format. The smart beacon works together with an app:

Owntracks [119] to track people indoors. The indoor tracking data were stored in a local database

through the app.

2.2.3 Prototype: proof of concept

The proof of concept (PoC), earliest was coined by Bruce Carsten in 1984. The term now is

widely defined as a realization of a certain method to demonstrate the proposed concept or

theory whether it has practical potential in a real-world environment. As the working domain

is related to system development, prototyping is working as an early demonstration built to

test the feasibility of the proposed concept/architecture/framework. In this research work, four

prototypes were developed to evaluate the usability of the corresponding framework and concept.

The relevant source code could be found on GitLab [120]. Each prototype or combination of

prototypes was used in different research actions, where each action is targeting one or multiple

research objectives.

3https://ifttt.com/
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Indoor air quality (IAQ) monitoring system [36]. Measuring IAQ conditions would

be the first pace to ensure indoor conditions. If we can not measure it, we could not improve

it. The system is designed as an IoT based monitoring system, which is developed using kagoo

devices manufactured by Circulate, Raspberry Pi, and a central server. It supports real-time

and long-term data collection, which will facilitate the research community and practitioners

for long-term and integrated multiple pollutants data collection solutions. Several indoor en-

vironmental conditions are measured, including air quality, acoustic conditions, lighting, and

thermal comfort. Nine sensors, particulate matter (PM), formaldehyde (HCHO), Total Volatile

Organic Components (TVOC), benzene (C6H6), carbon dioxide (CO2), carbon monoxide (CO),

zone (O3), nitrogen dioxide (NO2), and T.H.I.N (Temperature & Humidity & Illumination &

Noise). Those sensors can be freely selected and plugged into an island, to support customiza-

tion and flexibility for different monitoring environments. The system also contains an interface

to connect to the data-sharing system, from which IAQ data can be shared among trusted

entities/stakeholders based on DLT techniques. Meanwhile, the transparency among different

stakeholders can be implemented via the secure data sharing system.

Location tracking system (indoors and outdoors) [121]. The location tracking system

is a low-cost solution, which uses a personal smartphone and beacons to track people indoors.

Beacons are deployed in different regions in indoor space. Different indoor regions are specified

with identifier numbers of the beacons in the App: OwnTracks [119] installed on the phone. The

solution fully employs personal smartphones to connect people to IoT in an economic way. The

OwnTracks itself can also support outdoor positioning. The integrated functions were loaded

into a docker container, enabling run-time on container level addressing platform or depen-

dencies, configuration files control issue. The location tracking system servers to understand

people’s locations. In our study, it was used to learn how much time people staying in each

micro-environment indoors to better assess their pollution exposure across micro-environments,

combining their exposure outdoors as well.

Human physiological condition monitoring system [66]. The system is composed of a

smart band, a mobile phone, and a local server. The smart band measures human physiological

parameters like body’ heart rate and blood pressure. The measurement is transmitted to the

mobile phone via Bluetooth, and the data will be stored in the local database when the mobile

phone has access to Wi-Fi or 4/5G, through an app running on the phone. The implemented

system is useful to monitor human physiological conditions persistently and continuously. With

the help of physiological information, makes it possible to assess people’s workload, stress level,

and mood along with timeline and activity diary. It would combine with more data sources such

as data lakes from production and data streams from working ambient so that the holistic digital

twin of humans can be built to improve job satisfaction and well-being.

IoT data sharing system based on DLT [111]. Trust is a concern to shared data with

other counterpart entities in the value cycle. The designed data sharing system was based on
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DLT, which is IOTA, is a distributed Ledger specially designed for IoT. It is the first open-source

distributed ledger that is being built to power the future of the IoT with feeless microtransactions

and data integrity for machines. IOTA presents counterpart to the status quo, makes it possible

to securely store, sell, and access data streams. It supports secure, tamper-resistant, and highly-

scalable data exchange based on Tangle data structure.

The Tangle-based cryptocurrency overcomes fundamental limitations of blockchain e.g., Ethereum,

by using a directed acyclic graph (DAG) data structure for storing transactions. Two types of

transactions are supported in the system, which is Masked Authenticated Messaging (MAM)

based and message-based.

MAM is a data communication protocol which adds functionality to emit and access an

encrypted data stream. It can be used in multiple ways to control visibility and access: public,

private, and restricted. The combination of public and restricted MAM protocols could provide

users granular control over the IoT data, which could bring great benefit to all stakeholders.

For instance, when a workspace is needed to be OSH assessed, the manager can share with the

accredited inspector the address and the side_key to the report air quality data streams from a

certain time. Then the inspector will be able to fetch and evaluate all data streams. Afterward,

the manager can change the key to revoke the authorization.

The modeled data can be also transmitted regularly to IOTA Tangle as a permanent message.

To interact with the IOTA network, it is needed access to a node. A public node has been used

to submit data from IOTA Tangle. The PyOTA is functional as IOTA python API library to

implement data sending to Tangle. The IOTA JavaScript library is used for data retrieving since

it is the most established IOTA libraries. By knowing the address/tag/bundle of the message,

as well as the proper public key of the sender, will enable the user to consume the messages.

The source code could be found in [122], which supports Python and NodeJS.

The data publisher can be any organization who produces continuous data such as environ-

mental data. The data are published to the Tangle with MAM protocol, using specific encryption

and privacy protocols. The data are published in their channels, and each channel has an address.

The subscribers of a data channel will receive the newly published data. The published data are

usually encrypted, and an extra decryption key may be necessary to decrypt the received data.

All the data are published and received through an IOTA node, which is a computer con-

nected to the IOTA network. Users may use their node or use public nodes. A user can be a

data publisher and a subscriber at the same time. For example, the employer can publish the

workspace environmental data, and the employee/the accredited inspector from regulation agen-

cies can subscribe to these data and review working environmental quality accordingly. Likewise,

the inspector can publish the evaluation result to the Tangle, and the employer can subscribe to

this channel and receive the result.

As many stakeholders are engaged in the value chain, each of them would need to access

related data streams containing details of the whole workflow such as environmental footprint.
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The data streams include production data, worker’s health data, worker’s activities, and working

conditions data, that can be shared among stakeholders via the designed system.

2.3 Study design

To answer the defined research question, the four research objectives defined in the introduc-

tion parts play as drivers to implement the research study in practice. To fulfill the research

objectives, several study designs were set up keeping the replication principle. In this thesis,

we include four of them, considering the rests are either system/model-oriented or under the

publishing process.

All the study designs are aimed to empower people’s health and well-being within IoT ap-

plications. The included study design one and two are targeting research objective that is to

apply continuous long-term IAQ monitoring solution to support better health management. The

study design three and four, extending the long-term monitoring strategy, but mainly are aimed

to learn psychological and physiological impact over people in different activities. The research

objective that accelerates health-related data sharing with security trust and privacy assurance

was mainly implemented via the aforementioned DLT based data sharing system.

Ethical approval: All procedures performed in studies involving human participants were in

accordance with the ethical standards of the institutional and/or national research committee

and with the 1964 Helsinki declaration and its later amendments or comparable ethical standards.

Furthermore, I have completed the ethical training program 'Social & Behavioral Research In-

vestigators', under requirements set by Harvard University. All participating populations signed

a consent form.

2.3.1 Study design 1

Exposure to indoor environments across the entire lifespan: from homes (bedroom, kitchen)

through child care facilities, from schools, transport (bus, metro, airplane) to work; restauran-

t/bar, shopping malls, fitness room, hospitals, institutional buildings, and even old age/care

homes. It ties to every entire life cycle and has profound impacts on many social aspects.

Environmental quality also plays a role in human behaviors indoors. The lighting system

can induce eye strain or have impacts on circadian rhythm [123,124]. The increased CO2 signif-

icantly decreased decision-making performance. Chronic exposure to NO2 can lead to adverse

respiratory effects such as airway inflammation and stressed respiratory symptoms to people

with asthma. Exposure to Ozone can cause respiratory symptoms and lead to eye irritation for

healthy people. It may increase risks for respiratory issues and visits to hospital admissions for

asthma patients. A high concentration of formaldehyde will lead to increased eye blink frequency

and subjective sensory irritation. Thermal effects on human performance in office environment
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measured by [125], it indicated that there was a greater decrease in task performance due to

thermal discomfort. The study [126] identified substantially elevated adverse health effects that

come from overexposure to humidity have: fatigue, fainting, muscle cramps, and heat exhaustion.

Site selection. Different types of the workplace across continents were chosen to monitor

their IAQ variations from a long-term perspective. These workplaces are relatively commonplace

such as offices and factories, that have certain generality to understand the IAQ situation in

common sense. The aim is to better manage IAQ in diverse workplaces as IAQ ties to people’s

comfort and health and has a huge impact on business perspective as well.

At each selected site, the developed IAQ monitoring system was used to record the IAQ

situation with a frequency of 1 min. The data collection period is from one month to five

months depending on the site availability and research plan schedule. The overall description of

the study design is shown in Figure 2.4.

STUDY DESIGN

Study Area 1 Analysis
Advertising workshop in Spain

4 Types of Working
Condition

Data Analysis

Time series analysis
Recommendation strategy 

Environment data
collection

2018-12-07--2019-01-11
(IAQ) monitoring system

Environment data
collection

2019-03-01--2019-08-01
(IAQ) monitoring system

Study Area 2 Analysis
Steel manufacturing factory in

Spain
Study Area 3 Analysis

UPM office in Spain
Study Area 4 Analysis

Green building Harvard office in
Boston, USA

Environment data
collection

2018-10-15---2018-11-15
(IAQ) monitoring system

Environment data
collection

2019-11-01--2019-12-15
(IAQ) monitoring system

Figure 2.4: Study design: monitoring IAQ in diverse working conditions.

Data analysis. Two types of data analysis methods are used to extract meaningful data

characteristics. The time series analysis method is employed to analyze the IAQ temporal char-

acteristics together with standards and guidelines for OSH assessment. The OSH institutes such

as NIOSH [35] and EPA [127] defined recommended exposure limit (REL) and Threshold Limit

Value (TLV) for hundreds of workplace contaminants. These standard values are considered to

assess the pollution level in a certain site.

Thought the long-term monitoring process and time series analysis, IAQ conditions have

significant variations from time to time due to changes in the working process, human activities,
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and weather conditions. To fulfill legal compliance at the Occupational Safety and Health Act

of 1970 (OSHAct), enterprises used to contract accredited inspectors to perform air-quality

testing. The short-term sampling in the testing process would be possible to fail to catch the

most effective sampling periods. To better select sample periods, a recommendation strategy

was designed to give out reasonable time windows. The recommendation strategy is based on the

continuous long-term measuring data and a voting strategy using a statistical analysis approach.

Managerial perspective. Indoor air quality is a major concern to businesses, managers,

and employees as it impacts people’s health, comfort, productivity, and well-being. Studies con-

ducted by EPA show that people spend up to 90% of their time indoors and indoor environments

sometimes have higher levels of pollution than outdoors, occasionally, 100 times higher. In the

US, productivity loss of 0.5 to 5 % per workplace, would bring 20 to 200 billion dollars loss

annually.

Long-term IAQ monitoring ensures that the OSH dimension is given the same emphasis

as other business objectives. Considering economic loss deriving from poor air quality, it is

important to report indoor air quality daily and take it as one of the Key Performance Index

(KPI) vectors. Moreover, the relevance of the KPIs increases when they are based on real-time

measurements.

To quantify how a workplace affects productivity, creativity, and well-being, CBRE, a real-

estate service and investment company, designed a science-based tool to measure specific cri-

teria [128]. The related experiments proved that information awareness also affects employee

performance. It shows if an employee understands they are working in a quality controlled envi-

ronment, it is useful to improve their performance. The real-time long-term monitoring solution

provides IAQ transparent empowerment to employees.

Both continuous collected IAQ raw data and statistical summary data are transmitted to

IOTA’s Tangle through MAM or message. Different clients can register their interest to receive

such data streams. According to relevant business models, different sharing mechanisms can

be packaged to better serve all stakeholders. For example, the calculated avg pollutant value

during each 15 min, can be uploaded and stored in the IOTA Tangle as the statistical summary

data. Relevant accredited inspectors could assess this data in advance for better sampling period

selections in OSH assessment.

The developed indoor air quality system can be also used to empower an indoor air quality

audit management platform. The platform can help auditors and clients better understand the

indoor air quality process, and save the cost of performing audits. It also supports to learn from

historical experiences and suggest effective mitigation actions for ultimately improving indoor

air quality condition. By bring healthier conditions inside buildings, the link among green

procurement, sustainable building and horsing, and energy-efficient management and control is

actively fostered via the developed indoor air quality monitoring solution. A successful indoor

air quality management practices for various building types and designs can also be accelerated
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via the development of knowledge base powered by the proposed flexible, low-cost, and real-time

IoT and DLT based air quality monitoring solution.

Meanwhile, there have been several trends in society that yield indoor air quality a priority to

be addressed: economics growth press pressure to the environment, higher population densities,

energy efficiency under the rise of air-conditioning; climate change; healing built-environment,

cultural heritage protection, and cognitive improvement in school, new demanding construction

materials. These all accentuate the indoor air quality research. Therefore, indoor air quality

research is increasingly becoming an important focus in the scientific research community and

practitioners.

2.3.2 Study design 2

Air pollution from both outdoor and indoor sources constitutes the greatest environmental risk

to human health around the globe. About seven million premature deaths were attributed to air

pollution in 2014, based on an estimate by the World Health Organization (WHO). It is projected

that, by 2050, outdoor air pollution will be the number one cause of environment-related deaths

worldwide. For these reasons, governments across the globe have started to monitor the levels

of major air pollutants, especially in metropolitan and urban areas. Besides, as introduced

aforementioned, indoor air pollution is equally detrimental, as statistics show that 4.3 million

people per year die from exposure to household air pollution. Exposure to poor indoor air is a

significant cause of productivity loss.

Monitoring Personal Air Pollution Exposure (PAPE), which refers to the amount of pollution

being inhaled by an individual, has been a topic of growing interest worldwide, not only as a

result of global health policies but more importantly, due to the interest in understanding its

effects on various cardiovascular and respiratory diseases.

PAPE estimation. The study design used different sensors such as e-beacon and indoor

pollution monitors and combined outdoor and indoor data with spatiotemporal activity patterns

to estimate the Personal Air Pollution Exposure (PAPE) of an individual. The mobile-phone-

based tracking app such as Moves [129] and OwnTracks provides the time and location data of

the individual in the indoor and outdoor environment. For outdoor pollution data acquisition,

respecting EU directive (Directive2008/50/EC) regarding the establishment of limits to major

air pollutants, most large cities built their air quality monitoring stations. Take the example of

Madrid, the air pollution data are open access and can be downloaded free of charge from the

official website 4, the meteorological data 5 also like this.

For the indoor pollution monitors, the developed IAQ monitoring system or commercial

Foobot indoor monitors can be used. Different indoor monitors can be placed in diverse micro-

environments indoors if more precise indoor pollution exposure crossing micro-environments

4https://www.madrid.es/portal/site/munimadrid
5https://opendata.aemet.es/centrodedescargas/inicio
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is needed to be estimated. Micro-environments (office, meeting room, and printing room) in

the workplace could be replicated by deploying air monitoring devices in all available micro-

environments. The indoor pollution data are minute-based measurements of PM, VOCs, CO2,

etc, which were retrieved from Foobot’s API. The e-beacon devices were placed in proximity

to the indoor monitors. Together with the developed location tracking system, it helped us to

determine whether the individual was within the indoor vicinity.

For location tracking, we used the developed Owntracks based location tracking system, in

which time, location, and activity were recorded. The location tracking system is a low-cost

solution, which uses a personal smartphone and beacons to track people indoors. Beacons are

deployed in different regions in indoor space. The OwnTracks itself can also support outdoor

positioning. The integrated functions were loaded into a docker container, enabling run-time

on the container level. The location tracking system is functional to learn people’s locations, in

both indoor and outdoor environments.

Data modeling. To model indoor pollution level, the indoor location tracking records people

indoor moving area and timestamp while indoor air monitors stores the IAQ in each indoor area.

The indoor modeling was done based on timestamp aggregation with e-beacon based indoor

location tracking records and IAQ data from indoor air monitors. About outdoor modeling,

geostatistical method [130], numerical-modeling based dispersion models [131] or big data, and

machine learning-based models [132] can be used to estimate outdoor pollution exposure, with

data collected from fixed-site monitor stations and people location tracking outdoors.

However, considering the computational costs and the number of potential users, we adopted

some classical but still cost-effective approaches like the Kriging algorithms. Kriging methods

estimate the value at a location by assigning a weight of the surrounding known values and

calculating the weighted sum of the data. Interpolation technique e.g., Kriging, is a simple, in-

tuitive, and fast method. Kriging surpasses others as it provides an interpolation error estimate,

and it is an accurate interpolation.

The main data sources used to model indoor pollutions were the e-beacons and foobot indoor

monitors. The timestamps recorded from the e-beacons provide the time when the individual

was detected indoors. To obtain the corresponding pollution values during these periods, each

of these timestamps was matched to the closest timestamp logged from the Foobot device. The

pollution values were then aggregated in the indicated periods.

Ventilation measures the volume of gas inhaled by an individual. It varies with the type

of activity. The type of activity or travel mode may have a significant effect on the exposure

values. The types of activities in the tracking include “transport”, “walk”, “run”, and “cycle” and

are based primarily on the speed of movement of the individual. Ventilation would be considered

to the exposure calculation by multiplying a human inhalation rate.

Implications and discussion. This pilot case study presents evidence that PAPE can

be estimated by employing indoor air quality monitors and e-beacon technology that have not
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previously been used in similar studies and have the advantages of being low-cost and unobtrusive

to the individual.

We did our best in providing a consistent perspective on how to model outdoor pollution,

including the four major classes. Indeed, we provided a rather agnostic justification about

the choice, including the potential added value due to data fusion, which can enable machine

learning based models. Besides, potential limitations like roughness are discussed and some

other limitations from other techniques like boundary conditions for Community Multi-scale Air

Quality Model (CMAQ) are also discussed. We do believe we have argued to explain why the

specific class of models has been chosen as well as their limitations. To this end, it makes sense

to clarify that the contribution of the paper is not to promote the more accurate model but to

provide an integrated approach, able to run dynamically and providing timely information to

the users.

We must be aware of different uncertainty sources for both indoor and outdoor measurements.

For sure, one of them is due to the outdoor modeling of pollution but it is not the largest one, and

there is estimation for their accuracy. The paper does not claim that it proposes a full accurate

estimation, but an estimation trying to promote a feasible and integrated solution to estimate

the personal pollution exposure. Such exposure dosage is composed of different components,

both from outdoor and indoor. Therefore, the uncertainty based on the outdoor model will

impact in the same way to two different individuals being outdoor at the same point in time.

Indeed, data fusion will contribute to increasing the precision specifically for interpolated based

models. Finally, yet importantly, moderate uncertainty from the concentration of the pollution

levels needs to be integrated through the exposition time according to the air ingestion rate

(another source of uncertainty, depending on the physical activity being carried out). Because

of those moderating factors, the total figure of uncertainty remains much less relevant that the

aggregated exposition figure.

Variability across micro-environments in the same indoor environment has been investigated

by numerical research work. They all demonstrated significant temporal and spatial variations

in different micro-environments. Those micro-environments are like smoking and no-smoking

area, underground and ground-level in the metro system, and office and photocopy. Besides,

in households, although people spent less time in the kitchen than other rooms, the cooking

preparation process takes place mostly using electric or gas cookers, or leaky stoves in developing

countries such as China and India. Those could lead people to exposure to a high concentration

of indoor pollutants than other rooms. Therefore, to differentiate micro-environments indoors,

as shown in those applications mentioned above, has a significant implication for indoor pollution

exposure assessment in terms of quality assurance and assessment accuracy.

We would like to point out that the current version is a conceptual paper in which a theoretical

framework is promoted and a case study was made as a proof of concept to demonstrate the

practical implications of the proposed IoT application. The research indicates the possible future
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practical applications where our proposed framework and IoT application can be used. For

instance, our IoT application can be extended to include prediction models, enabling dynamic

feedback about PAPE risks. One important dimension that is possible to consider is the impact

in terms of travel route decisions. According to the corresponding aggregated pollution and

exposure values predicated, different routes that one individual can take when moving from

one location to another. Greener and healthier routes can be selected. The proposed approach

considers indoor pollution (waiting time inside subways for instance) when calculating the travel

routes. Since indoor pollution data is currently not available in public transportation such as

buses, trains, and subways, we were not able to fully test such an approach in our case study.

Nevertheless, in our proposed framework, we acknowledged that indoor pollution is an integral

part of estimating PAPE for such alternative travel routes.

We are aware of the limitations of including only 1 person in our case study. However, since

this study is mainly interested in estimating the pollution exposure of an individual, concen-

trating on a single volunteer provides a fine-grained detail on the associated issues related to

the technical feasibility of our proposed application. The authors [133] argue that "since we

are interested in extracting routine behaviors of individual users we focused on long-term, fine-

grain data acquisition from a few users rather than on coarse data from a large user population.

Focusing on a single person over three months helped us identify the issues associated with

smartphone momentary location tracking in very fine detail." Of course, in future work, we will

try to increase the number of users so we can derive more robust conclusions about our proposed

method.

Furthermore, PAPE data from this type of application could be useful for air quality policy

development as well as in epidemiological studies that explore the effects of air pollution on

certain diseases. Having a large scale air quality data, the benefit of a dense mesh of sensors

becomes evident. Such a strategy is reported as being done in different cities around the world,

such as Airbox in Taipei and Array of Things (AoT) sensor boxes in Chicago.

2.3.3 Study design 3

Recent advances in technology have empowered the widespread application of cyber-physical

systems in manufacturing and fostered the Industry 4.0 paradigm. In the factories of the future,

it is possible that all items, including operators, will be equipped with integrated communication

and data processing capabilities.

In this context, a Healthy Operator 4.0(HO4.0) concept was proposed, aims to address the

concerns regarding increasing workforce stress levels, the state of psychosocial health, and the

new potential physical risks in Industry 4.0 paradigm. For the implementation of this relatively

new concept, we constructed a unified architecture to support the integration of different enabling

technologies. We designed an implementation model to facilitate the practical application of this
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concept in the industry. Besides, a prototype system was developed, and relevant experiments

were conducted to demonstrate the feasibility of the proposed system architecture.

The Health Operator (HO4.0) is presented as a virtual system: the HO4.0 digital twin,

gathering all the health-related information from operators and potentially enabling the learning

of rules from the different behaviors. The HO4.0 digital twin is powered by Industrial IoT

networks, wearable technologies, ambient intelligence, and modeling technologies. It not only

enables real-time health risk information, e.g., risk alert but also makes it possible to simulate the

future behavior of operators; to infer and forecast the evolution from their behavior at mid/long

term ranges.

Case selection. The case selected is connected with a logistic intra-facility in the steel

manufacturing factory in Spain. The interest was in obtaining health-related knowledge of

crane operators in their working environment, who was in charge of loading trucks that deliver

manufactured steel rebar bundles to build concrete structures in the construction sector.

The case was selected due to different considerations. In the loading process, a lack of specific

items could impact the delivery dates, and improper loading disposal sequence may negatively

affect the scheduled work in the unloading process. The responsibility for such a decision relies

on the crane operator, which may trigger their stressful situations. Furthermore, the crane

operator was working in a rather complex environment. The production process in the plant

includes cutting, blending, and welding may affect air quality, especially acoustic aspects. These

complex environments may arise health threats to crane operators as well. Therefore, considering

their working conditions, complex mobility schema, mental stressor, and high physical workload,

these types of workers were decided to study subjects.

Subjects. Seven crane operators were involved in the experiment. They all maintain a

healthy status during the experiment.

Experimental setup. At the site, the developed IAQ monitoring system was used to

record the IAQ situation with a frequency of 1 min. Each crane operator wore a smartwatch, a

positioning tag, and a MetaSensor during their working time. The developed location tracking

system and the human physiological condition monitoring system can be employed for continuous

data collection. The Ultra-wideband (UWB) technique based solution can also be considered for

indoor positioning, as it demonstrates better performance compared with those BLE technique

based [134]. The data collection period is from April 2019 to July 2019 depending on the schedule

of the research plan. Some of the data collection starting time varies, that is because it took

time to coordinate with some of the equipment suppliers. The overall description of the study

design is shown in Figure 2.5.

Data analysis. When the interest was to analyze the similarity of the operating condi-

tions and operator behavior through time, the application for building projectors with general

non-linear dimension reduction was needed. The collected data were from multiple data sources.

These data were fused into a 12-dimensional space according to time series. The nonlinear dimen-
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Figure 2.5: Study design: healthy operator in industrial scenario.

sion reduction algorithms and tools such as Principal component analysis(PCA), T-distributed

Stochastic Neighbor Embedding (t-SNE), and Uniform Manifold Approximation and Projection

(UMAP) dimension reduction techniques can be used for data projection. They can optimize a

low-dimensional graph from twelve dimensions into two, to keep close records that are close in a

higher-dimensional space, and that preserved more of the global structure of the whole data set.

As several variables are associated with the operator’s health, they are possibly from working

conditions, mental status, or physically demanding. To understand human behaviors, e.g. higher

blood pressure appeared in a specific situation, different machine learning techniques such as

association rules can help explain the causes for such behaviors.

To understand the behavior of operators over time, different regression algorithms were ap-

plied to predicate future trends. The forecast method is either by using the time series approach

or the multidimensional one. To identify similar behavior between operators, clustering algo-

rithms were useful to learn psychological and physical health impacts over a group of people.

Implications. The implementation of a prototype to validate the HO4.0 framework was

performed successfully, the layer structure helped in providing guidance to the required discussion

to build the system. Data interconnection and interoperation further facilitated health action

decisions making, aimed to improve the operator working conditions, where the actions were

built on semantic-based data driver strategies.

The HO4.0 concept is toward a human-centric perspective on the fourth industrial revolu-

tion technologies. People as a core part of this large shift towards smart manufacturing or smart
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factories. HO4.0 as a subtype of Operator 4.0 is capable to assist human workers in creating

different types of healthy enhancements, from health monitoring that warn of risks, physical sup-

port to avoid anti-ergonomic postures and movements, to manage increased stress from working

processes. Of course, the question of privacy should be properly addressed as health-related in-

formation is extremely sensitive. The ongoing DLT and its relevant technological advancements

would be a suitable tool to manage health-related information reasonably.

It is possible to combine the organizational analysis based on patterns with the additional

value created from the operator level, by allowing them to be aware of their values. This is

another useful dimension of the HO4.0 concept, as awareness is a key element for empower-

ment. Useful discussion about the correlation between health impact with the working process

is enabled among workers, as workers themselves can access their historical data from a built

web-based platform.

2.3.4 Study design 4

Case selection. The study was undertaken in a controlled office in Escuela Técnica Superior

de Ingenieros Industriales (ETSII), Universidad Politécnica de Madrid (UPM). The selected site

was with dissatisfactory IAQ which was assessed via the developed long-term IAQ monitoring

system.

Subjects. To maintain population generality, 12 healthy adults with different profiles and

backgrounds participated in the study. They were invited from the ETSII campus or FOAF

network.

Experimental setup. Each participant was required to visit the office once per day. The

experimental procedure includes 3 min questionnaires, 10 min cognitive test, 1 min productivity

test, 3 min creativity test, and another 3 min questionnaires.

The questionnaires compose of workplace subjective assessment (e.g., Subjective Assessment

of Workplace Performance [135]), participant demographic information, fatigue status question-

naire (e.g., Chronic Fatigue Syndrome Attitude Test Questions [136]), and workload assessment

(e.g., NASA TLX [137]).

The human activity was simulated via cognitive test, productivity test, and creativity test.

The productivity ability is measured by typing (information processing work), designed by the

Cambridge University Brain Science lab. The creativity is measured by the Taxonomy of Creative

Thinking Method [138], that the simulation task is mind map (knowledge creation work) [139].

Cognitive performance is assessed by visual reaction time task, Stroop task, and visual backward

digit span task provided by psytoolkit [140]. Meanwhile, the human response was measured by

various wearable devices, where the focus was measured by smart glass manufactured by JINS

MEME, the heart rate and blood pressure were measured by H Band based human physiological

condition monitoring system.
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One of the inevitable consequences of rapid urbanization is the compromised physiological

and psychological health of urban dwellers as a result of limited access to nature and thus the

accumulation of urban stress.

The biophilia hypothesis also named BET, which suggests that humans possess an innate

tendency to seek connections with nature and other forms of life. The hypothesis was introduced

by Edward O. Wilson in his book, Biophilia (1984) and became well-known and popularized.

Biophilia is defined by him as "the urge to affiliate with other forms of life". Based on this

hypothesis, emerging scientific evidence has shown that exposure to nature has significant physi-

ological and psychological benefits, including stress recovery, improvement of cognitive functions,

and an increase in positive affect.

The study design explored the biophilic effects on people’s performance [141, 142]. Selected

NASA plants were applied as biophilic design [141]. Hypothesis testing method: Paired t-test

and Wilcoxon signed-rank test were used to test the significant differences between non-biophilic

and biophilic scenarios.

Data analysis. The different statistical methods can be used to analyze similarities or dif-

ferences in people’s behaviors at the site. Besides, to understand physiological and psychological

impact over the people’s performance, a diverse machine learning method can be employed,

especially when the data set reaches a certain scale.

Impact. The research results potentially have several benefits. It proved that dissatisfying

working environments pose an adverse effect on people’s performance, with a quantified and

objective manner. Plus, the biophilic hypothesis was further assessed in the study via quantified

biophilic design. If our research hypothesis is well verified, quantified biophilic design can be used

to improve working environments, enhance economic benefits by improving worker productivity

and performance, even in dissatisfying IAQ environments. It will bring tremendous benefits

for people working or living in a dissatisfying air quality environment, especially in developing

countries. Besides performance improvement, biophilic design is also low-cost, energy-saving,

sustainable for all related stakeholders.

The research results will be applied in CBRE’s clients, when applicable. The whole research

study is a pilot experiment on a small scale and in preparation for our proposed global scale

research project.

35



Chapter 3

Collection of publications

The main results have been published in eleven journal/conference articles shown in Table 3.1.

There are seven journal articles and one conference article already published that systematically

display the primary research outcomes, while the rest of them are to be put out soon. The major

seven publications included in the collection are listing in this chapter beneath the table. The

included articles in the chapter are not an infringement on copyright. Articles are licensed under

open access, and the copyright is retained by the authors.
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Table 3.1: List of publications from the study.

No. 5-year Impact Fac-
tor

Title DOI

1 3.032 (Q1) in ’Instru-
ments & Instrumenta-
tion’

Indoor Air-Quality Data-Monitoring
System: Long-Term Monitoring Ben-
efits [36]

10.3390/s19194157

2 2.948 (Q1) in ’Public,
Environmental & Occu-
pational Health’

The Use of the Internet of Things for
Estimating Personal Pollution Expo-
sure [121]

10.3390/ijerph16173130

3 3.032 (Q1) in ’Instru-
ments & Instrumenta-
tion’

Non-Invasive Ambient Intelligence in
Real Life: Dealing with Noisy Patterns
to Help Older People [143]

10.3390/s19143113

4 4.924 (Q1) in ’digital
health’

Accelerating Health Data Sharing: A
Solution Based on the Internet of
Things and Distributed Ledger Tech-
nologies [111]

10.2196/13583

5 3.032 (Q1) in ’Instru-
ments & Instrumenta-
tion’

Geometric Deep Lean Learning:
Deep Learning in Industry 4.0 Cy-
ber–Physical Complex Networks [144]

10.3390/s20030763

6 3.032 (Q1) in ’Instru-
ments & Instrumenta-
tion’

Healthy Operator 4.0: A Human Cy-
ber–Physical System Architecture for
Smart Workplaces [66]

10.3390/s20072011

7 3.032 (Q1) in ’Instru-
ments & Instrumenta-
tion’

Data Handling in Industry 4.0: In-
teroperability Based on Distributed
Ledger Technology [145]

10.3390/s20113046

8 – Biophilic Adaptation at the Workplace
Multidimensional Impact on Human’s
Behavior [146]

ISES-ISIAQ2019

9 – Applying Distributed Ledger Technol-
ogy to Facilitate IIoT Data Exchange:
an Approach based on IOTA Tangle
[147]

IESA2020-accepted

10 – Decentralized Industrial IoT Data
Management Based on Blockchain
and IPFS [148]

APMS2020-accepted

11 8.763 (Q1) in ’Environ-
mental Sciences’

Physiological and Psychological Re-
sponses to Transitions Between Urban
and Urban Nature Environments Us-
ing Immersive Visualization [149]

Environment
International-under
review
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Abstract: Indoor air pollution has been ranked among the top five environmental risks to public
health. Indoor Air Quality (IAQ) is proven to have significant impacts on people’s comfort, health,
and performance. Through a systematic literature review in the area of IAQ, two gaps have been
identified by this study: short-term monitoring bias and IAQ data-monitoring solution challenges.
The study addresses those gaps by proposing an Internet of Things (IoT) and Distributed Ledger
Technologies (DLT)-based IAQ data-monitoring system. The developed data-monitoring solution
allows for the possibility of low-cost, long-term, real-time, and summarized IAQ information
benefiting all stakeholders contributing to define a rich context for Industry 4.0. The solution
helps the penetration of Industrial Internet of Things (IIoT)-based monitoring strategies in the specific
case of Occupational Safety Health (OSH). The study discussed the corresponding benefits OSH
regulation, IAQ managerial, and transparency perspectives based on two case studies conducted
in Spain.

Keywords: long-term monitoring benefits; indoor air quality; low cost; occupational safety and health;
industry 4.0; IOTA tangle

1. Introduction

Indoor air pollution is a leading environmental risk, which affects people’s working performance,
comfort, health, and well-being [1–3]. People spend around 90% of their time indoors, and human
exposure to indoor air pollutants may occasionally be more than 100 times higher than outdoor
pollutant levels [4]. Exposure to poor indoor air is a significant cause of productivity loss, for the
U.S., as productivity decreases 0.5–5% per workplace, generating a loss of 20 to 200 billion US dollars
annually [5].

Indeed, exposure to poor indoor air also increases numerous adverse health problems, such as
nausea, headaches, skin irritation, sick building syndrome, kidney failure, and even cancer [1,3,6].
The World Health Organization (WHO) estimates that 700,000 people per year die from poor breathing
conditions [7]. Therefore, IAQ, has a significant impact on people’s comfort, health, and performance.

Sensors 2019, 19, 4157; doi:10.3390/s19194157 www.mdpi.com/journal/sensors
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IAQ have been investigated by research community and practitioners. However, two important
gaps are identified by a systematic literature review. Details of literature review method and results are
presented in Appendix A. The first gap is that long-term data-monitoring is lacking in the IAQ research
community and in practice. The second gap is that IAQ data monitoring solution is hard to operate,
expensive, and lacks transparency in terms of Occupational Safety Health (OSH) management.

Gap I. In most research work, sampling time period is relatively short term, and even sometimes
lasts for less than one hour. Measurements were made based on assumption the IAQ conditions are
the same during the year [3,8,9]. Several studies have shown that seasonal variation or non-heating
and heating time period differences [10–12], considering IAQ variation by season climate change and
human heating behavior. However, those studies only took a short time sampling each season. As IAQ
varies from time to time due to changes in working conditions, human activity, and weather conditions
etc., short-term or seasonal sampling could not cover all kinds of variations. Therefore, long-term
monitoring becomes a need in the research community.

In addition to the research dimension, the practical applications, it is increasingly becoming
important to gather indoor working conditions to evaluate and minimize adverse health problems.
To ensure OSH, environmental regulatory agencies, e.g., Occupational Safety and Health
Administrations (OSHA) and local authorities have developed monitoring strategies to assess
employee exposure to indoor pollutants. Generally, the monitoring reference period is a short-term
basis. A Short-Term Exposure Limit (STEL) is a term used in occupational health, industrial hygiene,
and toxicology, and it is regularly adopted to be 15 min.

Long-term monitoring is challenging for environmental regulatory agencies considering
instrument calibration, labor time, and costs. In regular monitoring strategies, the professional
determination method is used to measure indoor contaminant level. For measuring Volatile Organic
Components (VOCs), is to collect air samples, either based on whole air samples in SUMMA passivated
stainless steel canisters or on solid adsorbent tubes. Subsequently, the VOCs are separated by gas
chromatography and measured by mass-selective detector or multidetector techniques in a remote
laboratory basis [13,14]. Due to obstacles in sampling pump technology, professional particulate matter
meters such as personal environmental monitor (PEM) with Leland Legacy pump and sioutas personal
cascade impactor sampler, only allow maximal 24-hour sampling [15]. Therefore, although those
determination methods are accurate, in practice, it will not be possible to have a long-term monitoring
strategy with professional instruments.

There are specific measurements considering different episodes, such as an eight-hour working
period, night and day cycles, and seasonal variations. However, indoor working conditions vary
greatly over time, and on spot short-term sampling or measurement in specific episodes could fail to
provide a holistic assessment of the working environment. Long-term monitoring becomes a demand
in the workplace and real applications such as OSH management.

Gap II. IAQ data-monitoring solution challenges are presented into two aspects. One challenge is
that IAQ data sampling/collection is expensive, complex to customize and operate, and professional
expertise dependency. To measure multiple pollutants, various devices should be bought from
different manufactures [3,10,12]. For example, Aeroqual 200 to measure nitrogen dioxide (NO2) and
Total Volatile Organic Components (TVOC); Extech VPC300 to measure particulate matter (PM); htV-M
to measure formaldehyde (HCHO); Q-Trak to measure carbon monoxide (CO). In addition, diffusive
or passive samplers should be prepared and analyzed by chemical domain experts, and frequently
replaced with new ones due to limited equipment lifespan [8,11,12], which is complicated to operate
and time and labor consuming. Moreover, since different pollutants are measured with different
instruments, the various collected pollutant data is complex to manage and process. Another challenge
is that IAQ data sampling/collection lacks data sharing in terms of IAQ transparency to all stakeholders.
IAQ transparency is vital for managers to regulate working conditions, because IAQ affects employee’s
productivity, comfort, and health [2]. IAQ transparency is significant for employees to enhance
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worker empowerment. However, few data-monitoring solutions consider IAQ data- sharing from a
transparent point of view.

As the graphical abstract shows in Figure 1, the research presented in this study will address those
gaps by proposing an IoT and DLT based IAQ data-monitoring system. The system is a light, low-cost,
long-term solution enabled by blooming development of IoT and sensor technology, and it does enable
customization because of users can freely choose pollutant sensors by a simple plug-in. It supports
multiple pollutants data-monitoring, which will facilitate research community and practitioners for
long-term and integrated multiple pollutants data-monitoring solutions. The main contribution from
the paper is not only the hardware layer involved, although it provides a solution ahead of what it is
possible to find in the market these days, mainly because of the provided flexibility but also because of
the data released over a public tangle in both ways, consolidated summaries as well as stream data
flow, which overcomes the private clouds that providers used to adopt. Such approach is hard to
handle in Europe regarding the General Data Protection Regulation (GDPR).

Raw data IAQ managmentOSH  assessment Data marketplace

Summary data
/Raw data

IOTA Tangle
Sensing

MAM/Message MAM/Message

Single-board computer

Target IAQ data transparency with Distributed Ledger TechnologyAddress technical complexity with multiple sensor flexibility

Internet of Things based to manage short-term monitoring bias

Figure 1. Graphical Abstract. IAQ: Indoor Air Quality; MAM: Masked Authenticated Messaging;
OSH: Occupational Safety Health.

The paper promotes an open view of interaction from different layers of application, which enables
different kinds of relationships and actually becomes kind of referential framework. The promoted
system, which fits into the framework, applies IOTA distributed ledger techniques (concept introduced
in Section 2.1) to enable data sharing, which benefits all stakeholders. It provides flexibility
and low-cost, real-time, and summarized IAQ information to managers, aligns IAQ transparency
to worker empowerment, and enables other benefits related to improving environments in the
workplace. The relevant benefits are discussed and presented by two case studies conducted in
Spain, from perspectives of OSH assessment, regulating working conditions, OSH transparency and
data sharing with IOTA distributed ledger techniques.

A significant point highlighted by this paper is that although the paradigm of Industry 4.0 is
being widely adopted by many industries in different sectors, there is a lack of penetration of these
technologies in the specific case of the OSH [16]. Actually, the contribution from the IIoT can be
considered as very significant because it can help in changing the implemented monitoring strategies.
A contribution in this line is essentially the way adopted in in this paper.
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2. Materials and Methods

2.1. Framework

The framework of the proposed data-monitoring architecture is presented in Figure 2.
It is composed of five layers, including the sensing layer, network layer, IOTA-based data storage
& sharing layer, data analysis layer, and application layer. (i) The sensing layer is the perception
layer, which is the lowest layer of the conventional architecture of IoT. It contains different sensors for
sensing and gathering IAQ information; (ii) The network layer is responsible for connecting to other
smart things, network devices, and servers. It also facilitates transmitting and processing sensor data;
(iii) The storage & sharing layer is based on DLT, the IOTA Tangle in this case, which supports secure
and tamper-resistant data storage and sharing. The raw IAQ data can be shared through IOTA Tangle
and in return the data publisher can receive monetary or other types of benefits. Moreover, the IAQ
data analysis results, e.g., recommendation strategies, can also be shared through IOTA Tangle to
help enhance regulation assessment; (iv) The analysis layer receives data from previous layers and
use certain data processing techniques and machine learning models, to extract information and
knowledge or even further means of wisdom; (v) The application layer is responsible for delivering
specific services to corresponding users. It defines various scenarios in which the IoT and DLT can be
deployed, for example, information transparency, IAQ management and assessment, gaining economic
benefits for data providers. The proposed framework can also address low-cost sensor accuracy issue,
as it supports persistently data aligning with OSH regulatory assessment conducted by high reliable
professional instrument. The main enabling technologies involved in this framework are introduced
as follows:

• IoT. The term "Internet of things" was coined by Kevin Ashton of Procter & Gamble in 1999, when
he viewed Radio-frequency identification (RFID) as essential to the IoT, allowing computers to
manage all individual things (all existing things). Presently, the IoT concept is that the pervasive
presence of a variety of things or objects—such as RFID tags, sensors, actuators, mobile phones, etc.

• Low-cost IoT-based sensing. The low-cost IoT sensors enable the use of wireless communications
and computing for interacting with the physical world. The relevant sensors could sense
indoor environmental parameters such as IAQ, comfort, lighting, and acoustic conditions.
Several systems [17–19] have been developed for monitoring indoor environmental conditions
with low-cost sensors. The data quality generated by these sensors are often of questionable.
The performance of different low-cost air-quality sensors vary from unit to unit, spatially and
temporally, as it relies on different algorithms, the meteorological conditions and atmospheric
composition [20]. The IAQ data-monitoring platform implemented in this study is low-cost
sensor-based considering that high accuracy is not the top requirement for the targeted
applications of this study. Instead, this platform is developed for purposes such as awareness
raising and recommendation of sampling period selection for OSH legal compliance, which only
demand the pollution level on a coarse scale. In addition, as shown in Figure 2 , the accuracy of the
proposed platform can be improved through data adjustment with professional instrument at each
OSH regulatory spot-check in long periods, just by observing potential bias or sensor saturation.

• Network. The network e.g., IoT gateway, bridges sensor networks with the traditional
communication networks. It settles the heterogeneity between various sensor networks, mobile
communication networks, and the Internet (all computer networks) [21,22]. A single-board
computer (SBC), such as Raspberry Pi, could provide low-cost and efficient gateway services
based on emerging IoT standards.

• DLT. Blockchain, as the first DLT, was invented by Satoshi Nakamoto in 2008 to serve as the
public transaction ledger of the cryptocurrency Bitcoin [23]. The main component of DLT
is a distributed ledger, which is used as a distributed database maintained by a consensus
protocol run by nodes in a peer-to-peer network. This consensus protocol replaces a central
administrator, since all peers contribute to maintaining the integrity of the database [24]. With a
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decentralized and consensus-driven nature, DLT could provide reliable solutions, such as
blockchain [23], Ethereum [25] and IOTA Tangle [26], to enable secure and tamper-resistant
data storage and sharing.

• IOTA and the Tangle. IOTA is a tangle-based cryptocurrency designed specifically for the
IoT industry. The IOTA tangle naturally succeeds the blockchain as its next evolutionary step
by overcoming some of its fundamental limitations, such as scalability, high transaction fees,
and vulnerability to quantum attack [26]. The main feature of the tangle is that it uses a Directed
Acyclic Graph (DAG) for storing transactions instead of sequential blocks. In the Tangle, users
need to perform a small amount of computational work to approve two previous transactions to
issue a new transaction. This new transaction will be validated by subsequent transactions [27].

• Masked Authenticated Messaging (MAM). The main data communication protocol used for
data sharing in IOTA is MAM. It enables clients to emit and access an encrypted data streams
over the IOTA Tangle, regardless of the size or cost of a device [28]. MAM uses channels
(Public/Private/Restricted) for message spreading. IOTA users can create a channel and publish
a message of any size, at any time. A small amount of proof-of-work is required to allow the data
to propagate through the network and to prevent spamming. Other users can subscribe to this
channel through its address, and receive a message that is published by the channel owner.

IOTA Tangle (DLT and MAM)

iv Analysis

v Application

TransparencyIAQ managment OSH regulatory assessmentData marketplace

Machine Learning

iii Storage &
Sharing

 i Sensing

ii Network

Recommendation strategy

Figure 2. IAQ data-monitoring application framework supported by Internet of Things
(IoT) and Distributed Ledger Technology (DLT). IAQ: Indoor Air Quality; MAM: Masked
Authenticated Messaging; OSH: Occupational Safety Health.

The framework is also a functional guide following presented research work, for better
understanding the IoT and DLT-based IAQ data-monitoring system and its long-term monitoring
benefits.

2.2. Standards and Guidelines for OSH Assessment

The US National Institute for Occupational Safety and Health (NIOSH) defined a recommended
exposure limit (REL) for hundreds of workplace chemical contaminants [29]. For NIOSH RELs,
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a time-weighted average (TWA) concentration was measured for up to a 10 h workday during a
40 h workweek. They also define STEL as a TWA exposure that should not be exceeded at any time
during a workday. For a ceiling REL, it is the ceiling value which should not be exceeded at any time.
The STEL is as a legal limit for the exposure of an employee to a chemical substance. For chemicals,
STEL assessments last for 15 min and are expressed in parts per million (ppm), or sometimes in
milligrams per cubic meter (mg/m3). Table 1 lists a couple of indoor chemical pollutants and their
STEL, presented in NIOSH. We also list an averaging period of 24 h Threshold Limit Value (TLV) for
PM referencing from EPA [30] and European Union (EU) air-quality standards [31], because NIOSH
only provides TLV for a total particulate 10 mg/m3 8 h TWA.

Table 1. TLV for pollutant based on NIOSH, EPA and EU air-quality standards. STEL: Short-Term
Exposure Limit.

Pollutant STEL (15 min) Average over 24 h

CO2 30,000 ppm (54000 mg/m3) STEL
CO 200 pm (229 mg/m3) ceiling
Benzene 1 ppm (3.2 mg/m3) ceiling (15 min)
Formaldehyde 0.1 ppm (0.12 mg/m3) ceiling (15 min)
NO2 1 ppm (0.18 mg/m3) STEL
O3 0.1 ppm (0.2 mg/m3) ceiling
PM2.5 50 µg/m3 (EPA)
PM10 50 µg/m3 from EU air-quality standards

Considering the variations of workplace concentrations that originate from work patterns,
processes (batch production or continuous process), human activity, and meteorological variations,
several samples are required for the whole air-quality testing procedure. As shown in Table 2,
the sampling duration and its related number of samples are presented, introduced by standard
EU BS EN 689:1996.

Table 2. Minimum number of samples in relation to sampling duration:BS EN 689:1996.

Sampling Duration Time Number of Samples

10 s 30
1 min 20
5 min 12

15 min 4
30 min 3

1 h 2
2 h 1

2.3. IoT and DLT-Based Data-Monitoring System

The research, unifying the proposed framework, has designed an IoT and DLT-based IAQ
data-monitoring system (Figure 3), which is developed using kagoo devices manufactured by Circulate
(Figure 3a,b), Raspberry Pi (Figure 3c), and IOTA Tangle (Figure 3d).

The kagoo devices (Figure 3a,b were adopted as the sensing layer. Several indoor environmental
conditions are measured with those devices, including air quality, acoustic conditions, lighting,
and thermal comfort. Nine sensors, particulate matter (PM), formaldehyde (HCHO), TVOC,
benzene (C6H6), carbon dioxide (CO2), carbon monoxide (CO), ozone (O3), nitrogen dioxide (NO2),
and T.H.I.N (Temperature & Humidity & Illumination & Noise), are used to measure indoor conditions.
Those sensors can be freely selected and plugged into an island, where five maximal sensors are enabled.
The list of mushroom sensors are presented in Table 3.
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(c) Raspberry Pi

(a) PM sensor, CO2 sensor, CO sensor 
HCHO sensor, TVOC sensor 

(b) C6H6 sensor, NO2 sensor, O3 sensor 
T.H.I.N sensors

(d) IOTA Tangle

MAM

(e) Clients

Message

Figure 3. Deployment of Indoor Air-Quality (IAQ) data-monitoring system, enabling different type of
clients. MAM: Masked Authenticated Messaging.

Table 3. Sensor specification.

No. Sensor Name Model Functions Range

1 PM KG-PM2 PM2.5, PM10 Concentration Monitor 0–1000 µg/m3

2 HCHO KG-HO2 HCHO Concentration Monitor 0–7 mg/m3

3 TVOC KG-TV2 TVOC Concentration Monitor 0–3 mg/m3

4 C6H6 KG-C62 C6H6 Concentration Monitor 0–320 mg/m3

5 CO2 KG-C22 CO2 Concentration Monitor 0–0.5%
6 CO KG-C12 CO Concentration Monitor 0–500 ppm
7 NO2 KG-N22 NO2 Concentration Monitor 0–20 ppm
8 O3 KG-O32 O3 Concentration Monitor 0–20 ppm
9 T.H.I.N KG-TN2 Comfort Monitor (Temperature, humidity,

illumination and noise)
T: –40–80°; H:
0–99.0% RH; I:
0–2000 Lux; N:
0–120 dB

The SBC Raspberry Pi (Figure 3c) was used as the network layer. A python program was run
at Raspberry Pi to collect data measurements from sensors, parse data measurements, and calculate
raw data measurement and statistic summaries. The raw data is collected with a frequency of 1 min.
Usually, data measurements are stored every 1 min or 5 min in most IAQ monitoring devices [32,33].
The study took 1 min since smaller granularity data could be collected for data analysis. The relevant
source code could be found on GitLab [34].

The continuous collected raw data is transmitted to IOTA Tangle through MAM communication
protocol. The transmitted data will be broadcast in a streaming channel. Any IOTA user who knows
the address of the channel (and the private key in case the channel is restricted) can consume the
IAQ data.

The periodical statistic summary, such as 15 min (STEL basis) average indoor pollutant
concentration, is uploaded and stored to IOTA Tangle as a message. Through different clients, all
the users can review or use the real-time and long-term periodic statistic summary results, which
could be applied for OSH regular assessment, IAQ management, and employee transparency for
worker empowerment. For instance, when the organization needs to be OSH assessed, they can
share with the regulatory authorities the data access from a certain time. Afterward, the regulatory
agencies will be able to fetch data streams (e.g., statistic summary data report) for further assessment.
Considering low-cost sensor’s accuracy constrains, as the initial application, those data streams
could be taken as pre-assessment to ensure spot-checking is conducted efficiently and effectively.
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Indeed, larger populations could assess the data as scalability was considered to be a capability in
the system.

2.4. Case Studies

Two case studies were conducted in Spain. The choice of location selection was mainly based on
availability of sites; however, the location of each industrial building was carefully examined regarding
the influence of the surroundings, urban/rural area, and green zone/heave traffic. Regarding their
building structure, the selected locations were representative of the building stock of the country
in terms of typology, construction techniques, and age. Site 1 is an advertising workshop located
at a warehouse area next to a highway. Site 2 is a steel processing plant located at a rural area
near a busy road, where the office section is monitored. The office represents the most common
working environment and the advertising workshop represents a less common but with possible
higher pollution environment. The site characteristics are listed in Table 4.

The chemical and physical parameters measured were PM2.5, PM10, HCHO, TVOC, C6H6, CO2,
CO, O3, NO2, temperature, humidity, illumination, and noise. The data-monitoring system was placed
near worker activity area, with a height of 1.5 m above the ground. On Site 1, the data-monitoring
period was from 15 October 2018 to 15 November 2018. On Site 2, the office section is from 7 December
2018 to 11 January 2019. 24 h with granularity 1-minute data measurements were collected inside
two sites. All collected data are open access for researchers in OSF (https://osf.io/t6rp8/) .

Table 4. Building site characteristics overview.

Characteristic Site 1 Site 2

Section workshop section office section
Year of construction 35 46
Floor 1 1
Number of occupants 12 8
Total area (m2) 200 100
Heating No Yes
Ventilation Natural Ventilation System
Windows Single Glazing Single Glazing
Floor covering Coating Coating
Facilities One solvent printing machine, two

caving machine, computers, furniture
Computers, furniture

Cleaning schedule Once a week Everyday
Working schedule Flexible, 24 h, including weekends Two shifts: 06:00–14:00;

14:00–22:00, only business days
Smoking Yes No
Nearby potential pollutant sources No No

3. Results and Discussion

3.1. Long-term Monitoring Benefits for OHS Assessment

The Occupational Safety and Health Act of 1970 (OSHAct) was passed to prevent workers
from being harmed at work. The act created the OSHA, which enforces protective workplace safety
and health standards. To fulfill legal compliance, employers used to contact accredited inspectors
to perform air-quality testing. However, as presented in Table 2, some standards are defined to
help regular short-term sampling. For example, the sampling duration time (15 min) is in relation to
minimum 4 times samples established by statistical analysis and practical experience. However, it is still
challenging for inspectors to select a sampling period. IAQ varies as working condition change such
as different working process. As shown in Figure 4, heave printing work was done in afternoon in
Site 1 leading to formaldehyde concentration rising and reaching to peak.
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Figure 4. Time evolution of formaldehyde(HCHO) concentration in Site 1 during the day 2018-11-10.
Dashed line refers to STEL threshold.

Practical research was conducted in Site 1, which has proved that regular spot checks are not
sufficient to ensure employee health and safety. Suppose the inspector implemented a formaldehyde
measuring path of 15 min sampling with stops of 30 min in between. If the inspector starts the testing
by 09:00 a.m. considering that employee starts working at 08:00 a.m. the sampling period covers from
09:00 a.m. to 11:00 a.m. As depicted, formaldehyde evolution for the 10th of November in 2018 in Site 1,
shown in Figure 4, there would not be any exceeding found. However, if the time span is expanded
wider, exceedings appear continuously between 12:00 p.m. to 17:00 p.m. Therefore, it is proven that
the inspector criteria, in full respect of regulation, still fails to guarantee employee health and safety.
Although some surveys could be conducted, such as a review of work patterns, production processes,
and exposure times that help select better sampling periods, they are always time-consuming and
less accurate.

To address the sampling period selection bias, we designed a recommendation strategy which
could give out a reasonable sampling period based on long-term measuring data and a statistical
analysis approach. Considering all the historical data collected in the site for each indoor pollutant,
a holistic statistical method was used to select better sampling periods. The recommendation strategy
working flow is shown in Figure 5. The example of showing how the valid sampling duration for
pollutant formaldehyde in Site 1 is selected based on the recommendation strategy is given. The data
measurement from the whole data-monitoring period (15 October 2018–15 November 2018) are applied
as input data. For each day in the monitoring period, all possible 15 min time intervals daily, with a
time translation of 1 min are segmented, and the avg formaldehyde value during each segmentation
is calculated. The 15 min segmentation with the max avg value is selected out in each day and the
hour and two hours where the 15 min is located is marked and recorded, as shown in Figure 6b.
Finally, based on a voting strategy of all monitoring days, those valid sampling durations could
be recommended and selected out. Then, specific professional determination methods are used to
measure indoor contaminant levels where the time windows are better selected.
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Calculate the average value for each 15 min time interval

Each day, the time interval which has the max average value is
selected out

15 min

15 min

For each day, in all working hours, iterate all moving 15 min time
window, with time translation of 1 min

...

2019-11-152018-10-15

...

Based on voting strategy of all monitoring days,  better sampling
periods can be recommended. 

For a pollutant, all data collected as input

15 min

15 min

15 min

15 min

15 min
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15 min 15 min

Figure 5. Recommendation strategy flow diagram.

The recommendation strategy is evaluated with the case studies conducted in Site 1 and Site 2.
Taking PM2.5 in Site 2 as an example, our recommendation framework enables us to demonstrate a
distribution of PM2.5 maximal average value occurrences (sampling time: 15 min) in site. The detail is
shown in Figure 6a. Each point representing the hour where the better 15 min is located in and each line
segment representing the 15 min sampling duration covering 2 h, e.g., from 18:50 to 19:05. As shown
in Figure 6a, most high PM2.5 values appear in the morning, before 08:00 a.m. Therefore, based on
long-term measuring data analysis, for a regular PM2.5 check in Site 2, the sampling time period is
recommended for the morning, before 08:00 a.m. As shown in Figure 6b, most of high formaldehyde
values in Site 1 appear in the morning, between 08:00 a.m. to 12:00 p.m. Similarly, as shown in
Figure 6c, the recommendation sampling time for benzene in Site 1 would be in the afternoon, around
14:00 p.m. to 18:00 p.m. With the recommendation strategy, exceeding and significant variation could
be caught up to ensure employee’s health and safety.
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Figure 6. Distribution of indoor pollutant maximal average value occurrences (sampling time: 15 min)
in site. (a) Distribution of PM2.5 maximal average value during monitoring period in Site 2. Dashed line
refers to EPA TLV; (b) Distribution of HCHO maximal average value during monitoring period
in Site 1. Dashed line refers to STEL threshold; (c) Distribution of C6H6 maximal average value during
monitoring period in Site 1. Dashed line refers to STEL threshold.

3.2. Long-Term Monitoring Benefits for Regulating Working Conditions

The employer is legally responsible for ensuring the good working conditions of employees.
Long-term IAQ monitoring enables employers to understand IAQ data and IAQ patterns, so they can
take appropriate measures to regularly improve working conditions. As shown in Figure 7a, in Site 2,
CO2 concentration is constantly higher than TLV(0.1%). The TLV(0.1%) is based on a daily average,
which obtained references from Circulate App: EnvCon [35]. The Circulate company set TLVs, taking
references from China’s air-quality standards. Measures should be taken to reduce CO2 concentration
in Site 2. The corresponding measures could be opening windows, adapting heating, ventilation,
and air conditioning (HVAC) systems or with plants [36,37] to reduce CO2 concentration.
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Thermal comfort normally refers to temperature and humidity, and is the condition
of mind that expresses satisfaction with the thermal environment and subjective evaluation
(ANSI/ASHRAE Standard 55). The temperature and humidity ranges are 16–28° and 30–80%
respectively, according to WHO. It is also important not to over-design illumination, which can
induce adverse health effects such as headache frequency, stress, and increased blood pressure.
For the work requiring perception of details, such as offices, sheet metal work, and bookbinding,
the minimal illuminance is 100 lux, which is defined by EU standard. On Site 2, as shown in Figure 7b,c,
displays very low humidity and illumination levels. Therefore, measures should be taken to improve
employee comfort.
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Figure 7. Working conditions demonstration in site 2. (a) Evolution of CO2 hourly average
concentration during monitoring period in site 2. Dashed line refers to Circulate TLV;
(b) Evolution of humidity hourly average during monitoring period in site 2. Dashed line refers
to WHO comfort recommendation; (c) Evolution of illumination hourly average during monitoring
period in site 2. Dashed line refers to EU illuminance standard.
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3.3. Long-Term Monitoring Benefits for OSH Transparency

Long-term IAQ monitoring ensures that OSH dimension is given the same emphasis as
other business objectives. The economic benefits of high-quality indoor working conditions was
demonstrated by [5]. The magnitude of productivity gains may be obtained by providing better indoor
environments, a 20 to 50% reduction in sick building syndrome, saving between 10 and 100 billion
US dollars. 8 to 25% fewer asthma-related absences save 1 to 4 billion US dollars. A 23 to 76% reduction
in respiratory diseases saves 6 to 14 billion US dollars. The IAQ has a significant effect on economic
benefits in enterprise management.

In building science studies, thermal comfort has been related to productivity and health.
Office workers who are satisfied with their thermal environment are more productive [38]. For example,
it is valuable to provide the correct light intensity for each task or environment. Otherwise, energy
not only could be wasted, and over-illumination can lead to adverse health and psychological effects.
Beyond the energy factors being considered, glare or excess light can decrease worker efficiency.
The field of OSH comprises a variety of risks that need to be managed. Considering economic loss
deriving from poor air quality, it is important to report IAQ daily and take it as a Key Performance
Index (KPI) vector, along with other business objectives. Moreover, the relevance of the KPIs increases
when they are based on real-time measurements.

To quantify how a workplace affects productivity, creativity, and well-being, CBRE, a real-estate
services and investment company, designed a science-based tool to measure specific criteria [39].
The related experiments proved that information awareness also affects employee performance. That is
to say, if an employee knows they are working in a good quality environment, it is helpful to improve
their performance. The real-time long-term monitoring solution would provide IAQ transparent
employee empowerment.

3.4. Long-Term Monitoring Benefits for Data Sharing by IOTA

Recently, with the tremendous development of Industry 4.0, DLT (e.g., IOTA) has attracted
significant attention. With DLT, we will have the Internet of value. DLT has great potential to
create new foundations for our economic and social systems by efficiently establishing trust among
people and machines, reducing cost, and increasing the use of resources [40]. IOTA, as the most
prominent distributed ledger project, whose goal is to become the very fundamental layer of such
society, is challenging the looming paradigm shift.

Both continuous collected IAQ raw data and statistical summary data are transmitted to IOTA’s
Tangle through MAM or message. Different clients can register their interest to receive such data
streams. According to relevant business models, different sharing mechanisms can be packaged
to better serve all stakeholders [41]. For example, the calculated avg pollutant value during each
15 min, introduced in Section 3.1, can be uploaded and stored in the IOTA Tangle as the statistical
summary data. Relevant accredited inspectors could assess this data in advance for better sampling
period selections in OSH assessment.

The long-term IAQ monitoring solution could gain economic benefits for enterprises with the
support of IOTA, with which enterprises could receive automatic, transparent, and frictionless
payments from IAQ data consumers.

4. Conclusions

As proven by our study, long-term IAQ monitoring and data analytics have been lacking in the
research community and in practice. Under this context, this research has contributed to address
identified gaps by designing and testing a framework and a system, which is proven to be an effective
solution for all stakeholder needs. For instance, through the monitoring system, managers can take
measures to improve indoor working conditions. Some CO2 exceeding values were found in Site 2.
Managers could apply one basic green plant, an Areca palm (Chrysaidocarpus lutescens), which was
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discovered by NASA to efficiently remove CO2. In addition, this paper proves the enormous potential
of the IIoT in the context of Industry 4.0 to contribute in bringing new insight in worker’s environment,
both by consistently monitoring such environment and to easily disseminate the collected information
with minimum cost and infrastructure requirements. Besides aligning IOTA, a long-term monitoring
solution provides continuous values to OSH assessment agencies, supporting IAQ transparency to
employee empowerment, and bringing continuous economic value to enterprises through paid data
sharing services.

The limitation of this research study is that precision could issue IoT based measurements, but the
data-monitoring system could be re-adapted by the conducted professional spot-check by an accredited
inspector, as indicated in Figure 2. At each spot-check, more accurate data measurements could be
obtained with the professional instruments. The data-monitoring system would calibrate itself with
those accurate measurement, therefore, in the long-term, the precision of the data-monitoring solution
would be better improved.

The carried-out research results would be applied in CBRE in future work to assess IAQ influences
on employee productivity, health, and well-being.
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Appendix A

The literature review method is based on a guideline from [42]. The time span of the review
is from Jan 1999 to Jan 2019. Only studies in English are considered. The IAQ monitoring
and analytic are considered to be a whole, its sub-problems, such as the standalone monitoring
system, exposure risk assessment, and micro-environment are not included in the literature review.
The data sources include four digital libraries (ACM Digital Library, IEEE Xplore, Springer Link,
and Science Direct), hand searching two conferences: the International Society of Indoor Air Quality
and Climate (ISIAQ), the International Conference on Indoor Air Quality, Ventilation and Energy
Conservation (IAQVEC) in Buildings. The search terms used are indoor (environmental/air),
and quality (investigation/research/assessment/monitoring/analysis). After excluding irrelevant
studies based on exclusion criteria and an analysis of their titles and abstracts, 65 studies were included
based on full text screening, and 7 studies are selected from the reference lists. In the end, 72 studies
were used as the final primary studies. Considering the objective of the research work is mainly from
time and data-monitoring solution dimensions, the 23 most relevant studies were selected and listed
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in Table A1, from pollutant (P), time period (T), seasonal (S), data collection (D), and transparency (Tr)
aspects, respectively.

Table A1. Systematic literature review of IAQ.

Study P T S D Tr

[3] NO2, TVOC, PM0.3-10 8h working time in five working days,
September 2015

No Aeroqual 200 (NO2, TVOC), Extech VPC300
(PM0.3-10)

No

[10] PM2.5, HCHO, CO2 PM2.5 and CO2 entire year, HCHO in four
seasons (sampling time: 20 min)

Yes A: on-line monitoring system with
Ikair (CO2) and Yun (PM2.5) sensors
B: on-site measurement for HCHO by
spectrophotometry

No

[43] HCHO, CO2 4 h between 08:00 AM and 12:00 AM No A real-time occupational exposure monitoring
system with Grove-HCHO and T6613C (CO2)

No

[8] NO2, O3 and 29 VOCs One week between 20 and 27 December 2012 No Diffusive samplers No
[11] 34 VOCs, NO2,O3 Summer: 24 and 28 May 2010; Winter:

February 21 and 25, 2011
Yes Passive samplers No

[12] Temperature, humidity, HCHO,
C6H6, C2HCL3, Pinene, Limonene,
NO2, CO2, CO, PM2.5, VOCs,
Radon, O3

Monday to Friday, in both non-heating
(26/09/2011-14/10/2011) and heating
(23/01/2012-10/02/2012)

Yes Diffusive samplers (HCHO, C6H6, C2HCl3,
Pinene, Limonene, NO2, O3); Telair 7001
(CO2), aeroQUAL (CO), PM2.5 (Derenda
LVS3.1/PMS3.1-15)

No

[9] PM2.5, PM10, CO2, CO, HCHO,
and VOCs, O3

1 h No Lighthouse handheld 3016 (PM, temperature,
humidity), WolfSense (CO2, CO, VOC and
O3), htV-M (HCHO)

No

[44] PAHs One month in April No Passive sampler No
[45] VOCs, HCHO, acetone and O3 During 4 h with a 40-m frequency No PRO-EKOS AT. 401X (HCHO, O3), gas

chromatograph Voyager (VOCs and acetone)
No

[46] temperature, humidity, CO, CO2,
PM10, NO2, HCHO, C6H6 and
toluene, bacteria and fungi

3–10 December No Passive bubblers (HCHO), passive bubbler
(NO2), SKC passive sampler (VOCs)

No

[47] PM, noise, temperature, humidity May 2009 (hot season) and February 2010
(cold season)

Yes – No

[48] Bacteria, fungi, dust, ammonia,
and HCHO

2 h No Passive sampler No

[49] Eighteen PAHs 28 days (May–June 2014) No Passive sampler No
[50] PM Pre-winter (November and early December

2013) and winter season (January and early
February 2014)

Yes MOUDI No

[51] 17 VOCs May 2015 No Passive sampler No
[52] TVOC, 13 VOCs, PM2.5, NOx, O3 Two weeks (working and non-working days)

which starts from early morning (08:00 a.m.)
to late evening (20:00 p.m.)during winter
season of 2014

No Model EC 9810 series (O3), Model Ecotech
Sernious 40 (NOx), Micro IV Single Gas
Detector (CO), MiniVol™ TAS (PM2.5),
PhoCheck 5000 photo-ionization detector
(PID) (TVOC), NIOSH method (VOCs)

No

[53] benzene, toluene, ethylbenzene
m,p-xylene and o-xylene (BTEX)

Winter (from 9 December 2013 to
17 January 2014) and Spring (from 24
March to 17 April 2014

Yes Passive sampler No

[54] PM Three weeks during the summer, autumn,
and winter in 2014 and 2015

Yes OPS; TSI model 3330 No

[55] HCHO and C6H6 45 min No Passive samplers No
[56] HCHO Second semester of 2010 and first semester of

2011
No Passive samplers No

[57] VOCs 24 h No Passive sampling No
[58] Temperature, humidity, fungi,

dust, endotoxins, CHO, VOCs,
CO2, NO2

Two seasons: October–Match;
April–September

Yes Radiello passive sampler (CHO and VOCs),
Passam Ag passive sampler (NO2), Q-Trak
(Temperature, humidity, CO2)

No

[59] PM2.5, PM10 During rush hours (8:00 a.m.–12:00 p.m.)
for one week per each season from June
2015–June 2016

Yes Dust-Trak No
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Abstract: This paper proposes a framework for an Air Quality Decision Support System (AQDSS),
and as a proof of concept, develops an Internet of Things (IoT) application based on this framework.
This application was assessed by means of a case study in the City of Madrid. We employed different
sensors and combined outdoor and indoor data with spatiotemporal activity patterns to estimate the
Personal Air Pollution Exposure (PAPE) of an individual. This pilot case study presents evidence
that PAPE can be estimated by employing indoor air quality monitors and e-beacon technology
that have not previously been used in similar studies and have the advantages of being low-cost
and unobtrusive to the individual. In future work, our IoT application can be extended to include
prediction models, enabling dynamic feedback about PAPE risks. Furthermore, PAPE data from this
type of application could be useful for air quality policy development as well as in epidemiological
studies that explore the effects of air pollution on certain diseases.

Keywords: Personal Air Pollution Exposure (PAPE); air pollution monitoring; IoT; Air Quality
Decision Support System; health impact

1. Introduction

Pollution and various forms of ecosystem contamination continue to be pressing issues across the
globe [1]. China’s rapid increase in urbanization in the last three decades, for example, has resulted into
environmental challenges where air pollution is the leading problem [2]. Protecting the environment,
therefore, is a serious undertaking that faces businesses and governments today. In recent years,
there has been increasing pressure on institutions to measure and report environment-related
parameters [3]. For this reason, there has been a significant increase in the number of reporting
instruments used globally, of which sustainability reporting instruments account for the largest share
owing to government regulations [4].

Environmental sustainability now underpins the policy-building initiatives of government
institutions and businesses alike. In developed countries such as those of the European Union (EU),
air pollution damage, which brings about a direct threat to public health, is expected to rise in the
next decade. This has compelled the EU governments to give priority to air pollution level reduction
above any other climate change policy plans [5]. In developing countries, however, there are still
inadequate air quality policies and environmental monitoring plans. This is a major concern primarily
because these are the regions that are more susceptible to increasing levels of air pollution [6]. There is
therefore a challenge in finding economical solutions to monitor pollution levels and other relevant
health parameters.
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Air pollution from both outdoor and indoor sources constitutes the greatest environmental risk
to human health around the globe [7]. About seven million premature deaths were attributed to air
pollution in 2014, based on an estimate by the World Health Organization (WHO). It is projected
that, by 2050, outdoor air pollution will be the number one cause of environment-related deaths
worldwide [8]. For these reasons, governments across the globe have started to monitor the levels of
major air pollutants, especially in metropolitan and urban areas.

In addition, people spend around 90% of their time indoors, and human exposure to indoor air
pollutants may occasionally be more than 100 times higher than outdoor pollutant levels, according
to the United States (US) Environmental Protection Agency (EPA). Indoor air pollution is equally
detrimental, as statistics show that 4.3 million people per year die from exposure to household
air pollution [9]. Exposure to poor indoor air is a significant cause of productivity loss in the US,
as productivity decreases by 0.5 to 5% per workplace, generating a loss of 20 to 200 billion US dollars
annually [10].

Monitoring Personal Air Pollution Exposure (PAPE), which refers to the amount (µg) of pollution
being inhaled by an individual, has been a topic of growing interest worldwide, not only as a result
of global health policies, but more importantly, due to the interest in understanding its effects on
various cardiovascular and respiratory diseases. These diseases have been documented widely in
existing epidemiological studies [11,12]. Nevertheless, this traditional evaluation of PAPE has not been
directly undertaken for individuals, but rather for groups of people exposed to the annual average
concentrations of pollution that are indicated by a network of fixed-site outdoor monitors.

Existing studies on the association of air pollution with different diseases [13,14] recognize the
importance of measuring PAPE among individuals. By monitoring activity patterns, it is possible
to establish correlations between different populations or levels of socioeconomic status and PAPE.
Although there are novel methods to measure and model these exposures, the great variability in
PAPE remains a major challenge [15] and provides a compelling case for research on the effects of air
pollution on health. Dias and Tchepel [16] suggest that, in order to assess personal exposure, not only
the spatial-temporal variability of urban air pollution should be taken into account but also the indoor
exposure and the individual time-dependent activities should be measured.

The recent advances in data technology are expected to play major roles in the next decade,
permitting easier access and analysis of data [1]. The Internet of Things (IoT), which is defined as the
network of various ubiquitous devices that are capable of computation and communication over the
Internet, has been gaining recognition in the development of advanced applications in the healthcare
sector [17]. This wave of digital innovation is driving the healthcare industry and paving the way
for cheaper, smaller and more efficient wearable technologies that monitor health indicators in real
time [18].

Health systems around the world are under pressure to come up with economical solutions to
existing problems [18]. These sensor technologies, coupled with sophisticated analytics, have the means
to improve process efficiency and achieve cost reductions [19]. With this kind of digital innovation,
an economical and scalable application can be built to help developing countries to measure PAPE and
other health parameters to improve their current health risk assessment systems.

Although there was initially a concern about sharing private information from sensor technologies
or other similar devices, the general public has started to accept the use of digital services, even for
sensitive information such as health data [20]. In fact, in a consumer survey performed by Price
Waterhouse Coopers in 2015, 83% of respondents indicated that they were willing to share data to
aid in the diagnosis and treatment of diseases [21]. With this collaborative support from the general
public, exploring IoT applications to test sensor-driven projects can greatly facilitate advances in the
healthcare industry [22]. Insights gained from the surveillance of vital health information, such as
PAPE, can establish a foundation for predictive, preventive, and personalized healthcare systems [18].
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In line with these trends in the healthcare industry, this paper seeks to propose a framework for
an Air Quality Decision Support System (AQDSS) and to develop an IoT application that measures
PAPE based on this framework. The four sections of this paper are organized as follows. The first
section provides a literature review of studies on key air pollutants, determination methods for air
pollutants, and PAPE estimation techniques as well as the current opportunities and challenges in the
field. The second part discusses the methodology, which includes the proposed framework and an IoT
application that was tested by means of a case study. This is followed in the third part by the analysis
and a discussion of the results of the case study. The fourth part presents conclusions that highlight
the study’s important contributions and directions for future research.

2. Literature Review

2.1. Key Air Pollutants

The key air pollutants that are currently being monitored by agencies such as the WHO, the EPA
in the United States, and the European Environment Agency (EEA) in Europe, are particulate matter
(PM10 and PM2.5), ozone (O3), nitrogen oxide (NO), nitrogen dioxide (NO2), carbon monoxide (CO),
sulfur dioxide (SO2), volatile organic compounds (VOC), and benzene (C6H6). They are also frequently
studied in academic research [23,24]. Although there is a substantial amount of monitoring data
available for each of these pollutants. PM10 and PM2.5 are considered to be the most widely studied air
pollutants in the existing environmental risk and health literature. This is because PM poses one of the
greatest risks to human health [25].

The indoor environment is a critical domain where an average person spends an estimated
90% of his or her time [26]. Thus, indoor air pollution is more likely to account for total population
exposure than pollution from the outdoor environment [27]. While individuals are spending more
and more time indoors, an assessment of the health impact of indoor air pollution has not been
studied as extensively as the impact of outdoor air pollutants. One of the main reasons for this is
the lack of indoor air quality monitoring information [28]. There are primary indoor air pollutants,
which are recommended based on the EU (2008) directive for Clean Air and the WHO [28]. They are
schematically listed as benzene, formaldehyde, naphthalene, nitrogen dioxide, polycyclic aromatic
hydrocarbon, radon, trichloroethylene, and tetrachloroethylene. In the research community of indoor
air quality monitoring and assessment, particulate matter, carbon dioxide, carbon monoxide, ozone,
nitrogen oxide, formaldehyde, benzene, total volatile organic compound (TVOC), polycyclic aromatic
hydrocarbon, and other VOCs have been extensively studied [29,30].

2.2. Determination Method for Air Pollutants

Most workspaces or industrial environments still apply traditional measuring strategies to assess
occupational health and safety. These strategies are mainly based on the EPA Compendium of
Methods [31] and the International Organization for Standardization (ISO) method, which rely on
complex sampling and analysis techniques. These methods, such as Method-10A and IP-3A, require
domain experts to prepare diffusive or passive samplers and are frequently replaced with new ones
due to the limited equipment lifespan. Subsequently, the collected samplers are separated by gas
chromatography and measured by mass-selective detector or multidetector techniques in a remote
laboratory [32]. Moreover, to measure multiple pollutants, the equipment for each pollutant has to be
prepared or bought from different manufacturers, which can lead to issues about data manipulation
and integration. These aforementioned elements of the traditional measuring strategy restrict the
sampling time to a short-term basis [33]. As indoor air quality varies from time to time due to changes
in working conditions, human activity, and weather conditions, short term sampling cannot cover all
kinds of variations. Therefore, long-term monitoring has become a need in the research community
and practical applications such as Occupational Safety and Health (OSH) management.
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The rapid development of IoT and sensor techniques enables light, low-cost, and real-time
pollution monitoring solutions. The integration of IoT and the sensor network in air quality monitoring
addresses the aforementioned gaps: short-term monitoring and complex air monitoring solutions.
Recent studies on the development of indoor air quality monitoring systems have been undertaken on
PM, carbon dioxide (CO2), CO, and VOC. Moreover, IoT-based indoor air monitoring devices such as
Foobot and AirVisual are already commercially available on the market.

2.3. IPAPE Measurement Techniques

As noted previously, there is a growing interest in measuring PAPE at the individual level.
At present, there is a wide range of low-cost sensor technologies [34] that can be leveraged to implement
large scale monitoring networks by means of complex measurement techniques [35]. PAPE requires
tracking of a person’s activity patterns to learn the time and location of their exposure to pollution
concentrations as well as the duration of exposure and nature of the pollutants. This is necessary to
understand the probable effects on health of the exposure [36].

The different PAPE measurement techniques that have been developed in the last decade can
be grouped into three categories. The first group is the traditional method in which pollution data
are collected from fixed-site outdoor monitors and assigned to the home address of the individual
through spatial interpolation techniques. Examples include Land Use Regression (LUR) [37], Inverse
Distance Interpolation [38], and the geostatistical Kriging algorithm [39]. Numerical models, such as
the Community Multiscale Air Quality (CMAQ) model and the Urban Atmospheric Dispersion
model (DAUMOD), were proposed for regional air pollution modeling prediction in previous
studies [40]. However, the expensive computational cost and failure to capture pollution variability
make them inadequate for the application of modeling in real time in urban areas where there are
severe photochemical pollution conditions. Graz Lagrangian Model (GRAL) is another advanced
mathematical model that can handle the motion of pollution in buildings and complex terrains [41].
A major drawback of these types of models, however, is the need to have accurate information about
emissions, meteorological data, and the structural and geographical figures of the area, which may not
always be available in high resolution [42]. While the performance of the spatial interpolation methods
may significantly drop in dynamic terrains such as in urban environments, they have still been used
widely in recent studies [43,44] of areas where the detailed information needed for complex numerical
models (e.g., street-based monitoring) is still unavailable.

In summary, these methods are inadequate, as they do not address the issue of the individual’s
spatio-temporal PAPE variability [45] and neglect indoor air pollution. Accordingly, this has led
researchers to explore new techniques that can provide more accurate measures of PAPE.

The second group of techniques, which is built on the traditional method but addresses the issue
of exposure variability, takes into account the activity patterns by tracking an individual’s location.
It incorporates indoor pollution data based on the amount of time spent indoors. A commonly used
indoor pollution measurement method is the indoor/outdoor ratio [37]. Other techniques, such as
modeling based on data from vehicle type and emissions have also been proposed [46]. With respect
to activity tracking, different tools have been used in studies to track the location and activity patterns
of an individual. These include Global Positioning Systems (GPS) [35], public WiFi networks [37], and
accelerometers [45]. A common characteristic shared by these activity tracking tools is the use of a
mobile device, particularly a smartphone. This mobile technology has proved to be an enabling tool in
the health industry with its ability to access data anytime from anywhere [47]. Although this group
of PAPE measurement techniques is an improvement from the first group, it still faces the issue of
pollution variability and measurement accuracy with its reliance on fixed-site outdoor monitors and
indoor/outdoor ratios alone [48].

The last group of techniques stems from the two previously discussed groups but further
captures the issue of indoor pollution measurement accuracy and the spatio-temporal resolutions
of data from fixed-site outdoor monitors. The periodic measurements by these fixed-site outdoor



Int. J. Environ. Res. Public Health 2019, 16, 3130 5 of 25

monitors by nature have low spatial resolution and do not address the issue of variability in pollution
concentration [49]. Since the indoor environment has a much greater impact on human health than the
outdoor environment [50], it is essential to have solutions that can provide more accurate measures of
indoor air pollution instead of employing the traditional method of using the indoor/outdoor ratio.

Personal exposure measurements can be performed directly and indirectly [51]. Passive samplers
are widely used in personal sampling, since they have the merits of being light, electricity-free, and
wearable. Passive samplers exist for nitrogen dioxide, carbon monoxide, VOC, ozone, sulfur dioxide,
and formaldehyde [52]. Due to sampler lifespan, the sampling time usually lasts from a few days up
to one week [53].

On the other hand, using a micro-environmental model is an indirect way of assessing personal
exposure. In daily life, people move around and are exposed to various levels of pollutants in various
locations. The term “micro-environment” is defined as a chunk of air space with a homogeneous
pollutant concentration [54]. Such a micro-environment can be an indoor location (bedroom, kitchen,
etc.) or workplace location (meeting room, office, printing room, etc.). The spatio-temporal individual
time-activity crossing in micro-environments is tracked through questionnaires or time-activity
diaries (TADs).

The key to measuring individual pollution exposure is to track an individual’s activities in both the
space and time dimensions. GPS technology is the ideal technology, and it has been used successfully
for this purpose. Some well-designed integrations of GPS devices and portable pollution monitors
have been proposed by some studies [35,55] to determine the potential exposure at the individual level.
However, in indoor environments, GPS technology does not function as well as it does outdoors.

Therefore, more extensive approaches have been developed such as the use of mobile sensors
(i.e., handheld, USB-pluggable smartphone sensors, wearable sensors) to monitor PAPE indoors.
Studies [56,57] that have included this group of PAPE measurement techniques have managed to
address the most relevant issues of pollution variability by employing mobile sensors. Beacon
technology offers a promising solution for indoor location tracking. Furthermore, the use of
indoor monitors instead of mobile sensors, which are often used in similar studies, eliminates the
inconvenience of carrying a device around. The use of an indoor monitor and e-beacons also enables
unobtrusive and low-cost collection of pollution data for multiple individuals, in contrast to a mobile
sensor, which only collects data for a single individual.

2.4. Opportunities and Challenges

Although continuous technological advancements have enabled researchers to propose solutions
that provide measures of PAPE, the issue about the cost and scalability of such methods remains
to be addressed. The most recent approach, as discussed in the third group of PAPE measurement
techniques, employs mobile sensors that the individual carries around. Although these mobile sensors
are able to provide better spatial resolution of pollution data, the willingness of individuals to carry
these sensors is still a challenge, in addition to the cost and scalability issues of the method.

The trade-off between cost and quality of pollution data continues to be a point of discussion
among studies. The proposed PAPE measurement techniques that are currently available in the
literature are limited to PAPE estimation alone and, therefore, fail to provide a more comprehensive
view of the entire AQDSS. Thus, there is an opportunity to further explore the use of existing
technologies to enable the development of a more comprehensive PAPE measurement technique
that is able to provide a preventive, predictive, and personalized system.

Within similar studies on the measurement of PAPE, there are some proposed conceptual
frameworks [35,36] and system architectures [56,58]. However, they are centered primarily on PAPE
measurement and the potential health impacts. In this paper, we present a comprehensive framework
that encompasses not only PAPE measurement but provides a holistic view of the entire AQDSS. As a
proof of concept for this framework, we also develop a low-cost and unobtrusive IoT application for
measuring PAPE that addresses the gaps in the currently available solutions.
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3. Methodology

3.1. Framework

Figure 1 shows the proposed framework for an AQDSS. There are three key stakeholders identified,
namely the individual, the healthcare industry, and the government. The three pillars at the center
represent the elements that are directly linked to the government. They include pollution laws, sectorial
regulations, and incentives, all of which make up the air quality monitoring policies of the government.

Figure 1. Proposed framework for the Air Quality Decision Support System (AQDSS).

As pointed out previously, these government regulations play an important role, as they largely
support and drive policies that enable the measurement and access to air quality data.

The other two stakeholders are the individuals and the healthcare sector, which form the apex of
the framework. They are supported by five layers of activities, as illustrated by the pillars on both
sides. The first three on the left correspond to the analysis of past data to estimate PAPE and their
related health impacts. The two pillars on the right represent future possibilities of forecasting PAPE
and the associated health risks.

Although the estimation of PAPE is fundamental to the entire AQDSS, its associations with
forecasting and as a predictive health risk assessment system are noteworthy. Air quality forecasting
techniques are already being explored in current research [59,60] in environmental modeling literature,
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where their important contributions to the development of control measures to prevent damage to
human health have been highlighted.

This proposed framework can be adopted to aid in the development of an AQDSS and various
IoT applications. For instance, consider a mobile application that allows an individual to select the
best route to travel from home to work that minimizes the risk to pollution exposure. This could be
achieved by employing different modeling techniques to continuously analyze real-time air quality
data and forecast PAPE values for each of the possible routes to the destination. Actual PAPE data
that are stored in the database can also be used for epidemiological studies and air quality policy
development. This could be one of the applications of the proposed framework when all identified
pillars are fully employed. In this paper, however, as a proof of concept, we focus mainly on PAPE
measurement (pillar 2) in accordance with the system architecture that is illustrated on the base of the
framework. In order to manage sensor data in an interoperable way, this implementation considers
the Web Service Description Language provided by the Sensor Observation Service v2.1 (SOS) from
the SOS-OGC consortium. This standard defines a Web service interface which allows observation
queries, sensor metadata, as well as representations of observed features. Furthermore, this standard
defines a means to register new sensors and to remove existing ones. Also, it defines operations to
insert new sensor observations. The feasibility was assessed through the developed case study.

3.1.1. System Architecture

As indicated in the framework, the base shows the set of activities that are related to the gathering
and management of all air quality and personal data. This groundwork is required for the entire
system to function. There are five different sources of data. They are the (S1) outdoor pollution
monitors, (S2) location tracking application, (S3) indoor pollution monitors, (S4) e-beacons, and (S5)
meteorological monitors. S1 and S2 are intended for outdoor pollution modeling, and S3 and S4 are for
indoor pollution modeling. We also consider meteorological data, as they are relevant for air quality
prediction studies [60,61].

The data are extracted from the mentioned data sources and stored in a database management
system. Data mining, numerical modeling, and geostatistics, as shown in the center of the framework
are the key activities that support the entire system, as it is a continuous process to discover and
analyze spatio-temporal data.

3.1.2. PAPE Measurement

There are essentially three elements to consider when measuring PAPE. They are (1) outdoor
pollution, (2) indoor pollution, and (3) the individual’s location pattern. With respect to the outdoor
pollution, the mobile-phone-based tracking app provides the time and location data of the individual
in the outdoor environment. An outdoor pollution map is created by using potentially different
strategies, such as

• Numerical-modeling-based dispersion models [62,63],
• Big data, machine-learning-based models [60,64],
• Geostatistic-based techniques, like Kriging [65,66].

Each of these techniques has its specific advantages and limitations, and its consideration in
a specific application will support its choice. Actually, the latest family of methods has specific
advantages, as it is suitable for working with the fixed network of pollution stations the city has
implemented. Indeed, it also deals with the limitations of sparse data, as Data fusion can increase
the reliability of data as well as it can contribute to dealing with local effects like street canyons, etc.,
by using the street granularity-based IoT air quality stations some cities are deploying, such as Airbox
in Taipei [67] and Array of Things (AoT) sensor boxes in Chicago [68].
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For the duration of time that an individual is outdoors, the corresponding pollution data
are estimated by superimposing the developed outdoor pollution map over the collected location
pattern data.

For the indoor pollution, the e-beacons indicate the period when the individual is indoors, and
the indoor air quality monitors provide the corresponding air quality data, when available. Failing this,
outdoor information will be used by default. The integration of personal mobiles and fixed e-beacons
located in different indoor micro-environments enables the individual’s time-location information to
be understood. The corresponding time-location knowledge combined with location-specific indoor
air quality information collected from air monitoring devices can provide a detailed picture of personal
exposure in the indoor environment.

Both outdoor and indoor data are then integrated, and statistical modeling techniques are
employed to either estimate or forecast the individual’s PAPE.

3.2. Madrid Case Study

In order to assess the feasibility of the proposed IoT application that measures PAPE and
contributes to empowering users because of the relevant figures provided at the personal level,
we conducted a case study to analyze significant functionalities.

3.2.1. Study Area

The study area was the City of Madrid, which is the capital of Spain, as well as its largest
municipality. It was the first city in Spain to have air quality monitoring stations and has always been
at the forefront of the fight against air pollution. In response to the most recent EU directive (Directive
2008/50/EC) regarding the establishment of limits to major air pollutants, the Madrid government has
committed to maintaining acceptable pollution levels by continuous air quality monitoring.

The Madrid air pollution monitoring network consists of 24 fixed-site outdoor monitors (Figure 2).
The hourly averaged measurements of SO2, CO, NO, NO2, PM10, PM2.5, C6H6, toluene (C6H5–CH3),
hexane (C6H14), propene (C3H6), m-xylene, o-xylene, and methane (CH4) hydrocarbons can be
downloaded free of charge from the official open data website of the Ayuntamiento de Madrid [69].
Meteorological data, such as temperature, humidity, ultraviolet radiation, pressure, solar radiation,
rainfall, precipitation, diffuse solar radiation, global radiation, wind speed, and wind direction can
also be accessed through the website of the Agencia Estatal de Meteorologia [70].

Figure 2. Air Quality Monitoring Network of Madrid.
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3.2.2. Data Collection

In this case study, S1, S2, S3, and S4 data sources were used and meteorological data were
excluded (see Figure 1). We had one individual volunteer whose activities were monitored during the
study period.

For this particular case, Madrid does not yet implement the street-based pollution monitoring
strategy, but based on similar studies [43,44], the research team adopted the geostatistics-based
approach, as it becomes linear scalable with time and is suitable for integrating additional data sources.
Therefore, outdoor pollution figures were downloaded from the mentioned open data website of
Madrid City Hall. For location tracking, we used the mobile app Moves [71] in which time, location,
and activity were accessed through an open Application Programming Interface (API). Other similar
open source mobile apps are widely available, such as OwnTracks [72], Miataru [73], and Geo2Tag [74].

For the indoor pollution, Foobot indoor monitors were used. One of them was placed in the
individual’s workplace, as this is where she spends most of her indoor time. The indoor pollution
data were retrieved from Foobot’s API [75]. The e-beacon devices were placed in proximity to the
indoor monitors. They helped us to determine whether the individual was within the indoor vicinity.
The e-beacon data were broadcasted through Eddystone, an open-source beacon format, and were
retrieved through an app that we developed in Cordova [76]—a free and open-source platform for
building mobile applications.

All of these data sources promote the scalability of the proposed IoT application, as most are
publicly available without charge. The only costs incurred were for the indoor monitor and e-beacons.
E-beacons, however, are low-cost, small enough to attach to any surface, and are finding an increasing
number of location-based applications in various industries such as retail and transportation as well as
in households [77]. Hence, beacon technology offers a promising solution for indoor location tracking.

All data that were collected from the mentioned data sources were processed as indicated in the
Data in Brief Collection documents that were submitted to the journal for this paper. The developed
code can be also found in a public repository [78].

The selection of the pollutants used for the PAPE estimation was based primarily on the data
provided by the devices, which also agreed with the data on the most common air pollutants that have
been widely studied previously [23,24]. Table 1 shows the available pollutants for each of the data
sources used.

Table 1. Available Pollutants for each Data Source.

Source Pollutant Unit

PM2.5 µg/m3

Indoor Monitor CO2 ppm
VOC ppb

PM2.5 µg/m3

PM10 µg/m3

CO µg/m3

Outdoor Monitor NO2 µg/m3

SO2 µg/m3

O3 µg/m3

NOx µg/m3

3.2.3. Outdoor Pollution Modeling

Existing studies of PAPE essentially rely on modeling techniques in which data collected
from fixed-site outdoor monitors are used to estimate pollution at specific geographic locations.
To create an outdoor pollution map, there are several alternative methods. These include using
micro meteorological numerical-based models (WRF, CMAQ, etc.) [79], or machine-learning-based
models [64]. However, for the sake of simplicity and considering the computational costs and the
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number of potential users, we adopted some classical but still cost-effective approaches like the Inverse
Distance Weighting (IDW), Simple Kriging, Ordinary Kriging, and Co-Kriging algorithms.

Table 2 shows the formulae and main characteristics of these techniques in which ẑ0 is the
measured value at the prediction location, λi is the weight of the measured value at the ith location,
and Xi is the measured value at the ith location. The parameters that were tuned are also indicated in
the table.

All three methods estimate the value at a particular location by assigning a weight of the
surrounding known values and calculating the weighted sum of the data. These techniques differ
mainly in the calculation of the assigned weight λi. Kriging, which is a geostatistical method, offers
advantages over other interpolation techniques, as it provides an interpolation error estimate, and it is
an exact interpolation. The interpolations are based on weights that do not depend on data values [80].
The advantages of the deterministic interpolation technique IDW, on the other hand, are that it is simple,
intuitive, and computes the interpolated values quickly [81]. We created the outdoor pollution map by
employing these three interpolation techniques in R, an open-source statistical modeling software.

Table 2. Techniques Used for Outdoor Pollution Modeling.

Technique IDW Simple Kriging Ordinary Kriging Co-Kriging

Formula ẑ0 = ∑n
i=0 λiXi ẑ0 − c = ∑n

i=0 λi(Xi − c) ẑ0 = ∑n
i=0 λiXi ẑ0 = ∑n

i=0 λiXi + ∑n
j=0 β jtj

Characteristics The weight, λi,
depends solely on the
distance to the
prediction location.

Assumes a constant and known
mean c of the samples. The
weight, λi, depends on the use
of a fitted model to the
measured points, the distance to
the prediction location, and the
spatial relationships among the
measured values around the
prediction location.

Condition that ∑n
i=0 λi = 1

assumes a constant and
unknown mean of the
samples. The weight, λi,
depends on the use of a
fitted model to the measured
points, the distance to the
prediction location, and the
spatial relationships among
the measured values around
the prediction location.

tj is the secondary
regionalized variable which
is co-located with the target
variable tj. The weight β j
assigned to tj varies between
0 to 1.

Parameters Idp
0.1, 0.3, 0.5, 0.8, 2, 5

Sill
1, 10, 100, 250, 500, 600, 700, 800, 900
Range 0.1, 0.5, 1, 10, 20, 50, 80
Nugget
0.00001, 0.0001, 0.001, 0.01, 0.1, 1, 10, 100, 200, 50
Beta
0.05, 0.12, 0.2, 0.5, 0.9, 1.5, 3, 1
Variogram Model: Gaussian,
Circular, Exponential

1. Optimal Parameters and Model Selection

In order to select the optimal parameters and the best modeling technique for each of the hourly
outdoor pollution datasets, a 5-fold cross validation was performed to avoid overfitting. For each
of the 24-hourly datasets and each of the three modeling techniques and all combinations of their
respective parameters, the selection of optimal values was based on the root-mean-squared-error
(RMSE) metric. The dataset was separated into two parts, training and testing, which were used
to fit the model and calculate errors, respectively. The parameters and the model that provided
the least RMSE were selected.

For the Simple and Ordinary Kriging techniques, the weights λi were derived by fitting a
covariance function or variogram. First, a graph of the empirical variogram was plotted and
a model was fitted to the points based on this plot. Table 3 shows the different models and
functions from which to choose when fitting a model to the empirical variogram. Based on the
5-fold cross validation, the Gaussian Model was selected as the optimal configuration.
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2. Outdoor Pollution Map

Similar to [43], an hourly outdoor pollution map was created that was based on the identified
optimal parameters and modeling technique for each respective hour. Figure 3 shows an example
of the pollution maps based on the PM2.5 pollution data on 2017-03-24. It shows that, from
midnight to the morning at around 6:00, the highest pollution levels consistently occurred in
the southwestern part of the city and moved towards the north with maximum levels that
ranged from 8 to 12 µg/m3. Concurrently, high pollution levels were also experienced in the
northwestern part of the city at midnight and in the northeastern part at 01:00 in the morning.

The selection of time frequency (hourly-based in this case) also impacts the accuracy, depending
on how spiky the pollution looks. In Madrid, the pollution sources are strongly related to traffic
and then variations are smooth [82]. Therefore, hourly-based frequency is a rather convenient
basis for calculations.

Table 3. Available Pollutants for each Data Source.

Model Function

Circular semivar(d) = c0 + c(1− 2
π cos−1( d

α ) +
√

1− d2

α2 0 < d ≤ α

semivar(d) = c0 + cd > α
sermivar(0) = 0

Spherical semivar(d) = c0 + c( 3d
2α − 1

2 (
d
α )

3
0 < d ≤ α

semivar(d) = c0 + cd > α
sermivar(0) = 0

Exponential semivar(d) = c0 + c(1− e
−d
r ) d > 0

sermivar(0) = 0

Gaussian semivar(d) = c0 + c(1− exp(−d2

r2 )) d > 0
sermivar(0) = 0

d = distance between two locations, c0 = y-intercept, α = range.

3.2.4. Indoor Pollution Modeling

The main data sources used to model the indoor pollution were the e-beacons and indoor
monitor. The timestamps recorded from the e-beacons provide the time when the individual was
detected indoors.

In this study, we refer to “indoor” as the work location, since the indoor monitor was only
present at the individual’s workplace. The “outdoor” environment, on the other hand, refers to any
other location outside the workplace. To obtain the corresponding pollution values during these
periods, each of these timestamps was matched to the closest timestamp logged from the Foobot
device. As illustrated in Figure 4, the pollution values were then aggregated in time periods based on
Equation (1) on the assumption that, if the difference between two sequential timestamps recorded on
the e-beacons was more than 10 min, the individual was outdoors and a new indoor period would
start. For instance, in Figure 4, from 2017-03-24 at 14:37:46 to 2017-03-24 at 14:44:59, the pollution levels
were aggregated, since the timestamp immediately following 2017-03-24 at 14:44:59 is 2017-03-24 at
14:59:00 and the difference is longer than 10 min. Therefore, during the period between 2017-03-24 at
14:44:59 and 2017-03-24 at 14:59:00, the individual was outdoors and the new indoor period resumed
at 2017-03-24 14:59:00.

Similarly, micro-environments (office, printing room, meeting room) in the workplace could be
replicated by deploying e-beacons and air monitoring devices in all available micro-environments.
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Figure 3. Co-kriging interpolation of PM2.5 on 24 March 2017.

The PAPE Exposure(p) in period p inhaled by the individual was calculated by multiplying the
pollution value SZ(p) by the respective minute ventilation (VE) value using Equation (2).

SZ(p) =
n

∑
t=i

1
2
(Zti+1) + Zti )(ti+1 − ti) (1)
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where ti+1 − ti < 10 mins, and SZ(p) is the fully aggregated pollution value during the period from
time ti to tn. This period is named p.

Exposure(p) = SZ(p) ∗VE (2)

where VE ∈ (VER, VEW, VERT, VEC)
VER = VE for activity type “run”;
VEW = VE for activity type “walk”;
VERT = VE for activity types “rest” and “transport”;
VEC = VE for activity type “cycle”.

Figure 4. Aggregation of Indoor Pollution Values.

3.2.5. Indoor and Outdoor Pollution Integration

The individual’s location was tracked through the Moves mobile application. The recorded data
from this tracking app include the starting and ending times, latitude, longitude, and activity type,
as shown in Table 4. To obtain the corresponding pollution values for these periods, the time and
location records were matched against the interpolated values from the created outdoor pollution
map. The resulting outdoor pollution data were then matched against the aggregated indoor pollution
values in Figure 4, in which the outdoor data were replaced by the corresponding indoor data.

Table 5 shows the resulting individual’s indoor and outdoor PAPE values for PM2.5 with the
respective period (i.e., starting and ending times), location (i.e., longitude and latitude), environment
type (i.e., indoor or outdoor), activity type (i.e., transport, rest, walk, run, cycle), and minute
ventilation (VE). The PAPE values are indicated in its last column ”Exposure”.

VE (m3/min) measures the volume of gas inhaled by an individual. It varies with the type of
activity. The type of activity or travel mode may have a significant effect on the exposure values [83,84]
and, hence, it is important to account for VE. We obtained the VE values from a study done by [85] on
human inhalation rates. The types of activities in the tracking app include “transport”, “walk”, “run”,
and “cycle” and are based primarily on the speed of movement of the individual. In this study, for
the time periods that lack one of these types of activity data, we assumed that the individual was at
“rest” (i.e., sleeping, sitting, etc.). Since VE is based primarily on the body movement of the individual,
we used the same VE values for both activity types “transport” and “rest”.

3.2.6. Practical Application

To illustrate a possible IoT application [86,87] that can be developed using the proposed
framework, we identified different travel routes and their corresponding forecasted PAPE values [60]
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that give the individual an opportunity to select a travel route that minimizes the risk of exposure
to pollution.

As an example, we selected an entry in Table 5 for the time period 12:04:30 to 12:23:44 on
24 March 2017, in which the individual was outdoors and in transport mode. During this selected
period, by using the starting and ending location data that the tracking app provided, we identified
alternative routes using the ggmap package in R.

From this package, the estimated travel time and route locations (i.e., latitude and longitude) were
obtained. Then, based on these specific time and location data, the corresponding pollution values
were taken from the previously interpolated outdoor pollution values.

Table 4. Data from Tracking App.

Start Time End Time Latitude Longitude Activity

2017-03-24 00:00:00 2017-03-24 11:55:37 40.4612 −3.7093 Rest
2017-03-24 11:55:37 3/24/2017 11:59:20 40.4592 −3.7106 Walk
2017-03-24 11:59:20 3/24/2017 12:04:30 40.4571 −3.7118 Rest
2017-03-24 12:04:30 3/24/2017 12:23:44 40.4486 −3.7006 Transport
2017-03-24 12:23:44 3/24/2017 19:52:00 40.4400 −3.6894 Rest
2017-03-24 19:52:00 3/24/2017 20:08:40 40.4506 −3.6994 Transport
2017-03-24 20:08:40 3/24/2017 21:13:07 40.4612 −3.7093 Rest
2017-03-24 21:13:07 3/24/2017 21:21:55 40.4594 −3.7105 Walk
2017-03-24 21:21:55 3/24/2017 22:32:59 40.4575 −3.7117 Rest
2017-03-24 22:32:59 3/24/2017 22:42:51 40.4594 −3.7105 Walk
2017-03-24 22:42:51 3/25/2017 00:00:00 40.4612 −3.7093 Rest

Table 5. Integrated Indoor and Outdoor Personal Air Pollution Exposure (PAPE).

Start End Latitude Longitude PM2.5 Environment Activity VE Exposure
(µg/m3 * min) (m3/min) (µg)

2017-03-24 0:00 2017-03-24 11:55 40.461 −3.709 5354.15601 Outdoor Rest 0.00893 47.81261
2017-03-24 11:55 2017-03-24 11:59 40.459 −3.711 13.9543 Outdoor Walk 0.01326 0.18503
2017-03-24 11:59 2017-03-24 12:04 40.457 −3.712 20.08333 Outdoor Rest 0.00893 0.17934
2017-03-24 12:04 2017-03-24 12:23 40.449 −3.701 111.43482 Outdoor Transport 0.00893 0.99511
2017-03-24 13:16 2017-03-24 14:03 40.43999 −3.68938 268.65655 Indoor Rest 0.00893 2.3991
2017-03-24 14:03 2017-03-24 14:37 40.44 −3.689 347.06125 Outdoor Walk 0.01326 4.60203
2017-03-24 14:37 2017-03-24 14:44 40.43999 −3.68938 28.72532 Indoor Rest 0.00893 0.25652
2017-03-24 14:44 2017-03-24 14:59 40.44 −3.689 141.90761 Outdoor Walk 0.01326 1.88169
2017-03-24 14:59 2017-03-24 15:58 40.43999 −3.68938 273.87957 Indoor Rest 0.00893 2.44574
2017-03-24 15:58 2017-03-24 16:09 40.44 −3.689 80.2915 Outdoor Walk 0.01326 1.06467
2017-03-24 16:09 2017-03-24 17:00 40.43999 −3.68938 275.25632 Indoor Rest 0.00893 2.45804
2017-03-24 17:00 2017-03-24 17:12 40.44 −3.689 70.15613 Outdoor Walk 0.01326 0.93027
2017-03-24 17:12 2017-03-24 17:41 40.43999 −3.68938 253.86892 Indoor Rest 0.00893 2.26705
2017-03-24 17:41 2017-03-24 17:56 40.44 −3.689 63.02457 Outdoor Walk 0.01326 0.83571
2017-03-24 17:56 2017-03-24 18:32 40.43999 −3.68938 278.09301 Indoor Rest 0.00893 2.48337
2017-03-24 18:32 2017-03-24 18:46 40.44 −3.689 85.27723 Outdoor Walk 0.01326 1.13078
2017-03-24 18:46 2017-03-24 19:19 40.43999 −3.68938 193.88363 Indoor Rest 0.00893 1.73138
2017-03-24 19:52 2017-03-24 20:08 40.451 −3.699 182.9052 Outdoor Transport 0.00893 1.63334
2017-03-24 20:08 2017-03-24 21:13 40.461 −3.709 626.14768 Outdoor Rest 0.00893 5.5915
2017-03-24 21:13 2017-03-24 21:21 40.459 −3.711 68.61289 Outdoor Walk 0.01326 0.90981
2017-03-24 21:21 2017-03-24 22:32 40.457 −3.712 414.90097 Outdoor Rest 0.00893 3.70507
2017-03-24 22:32 2017-03-24 22:42 40.459 −3.711 51.34302 Outdoor Walk 0.01326 0.68081
2017-03-24 22:42 2017-03-25 0:00 40.461 −3.709 6.56381 Outdoor Rest 0.00893 0.05861

4. Results and Discussion

4.1. Outdoor Pollution Model Performance

The adopted modeling technique based on geostatistics [65,66] using hourly-based data [43] from
the fixed network of pollution stations can be interpolated by using different techniques, and criteria
for technique selection is needed. Therefore, a cross validation with the leave out strategy was adopted.
Based on the 5-fold cross validation performed for each of the three modeling techniques, among the
24 hourly datasets of PM2.5 captured on 34 March 2017, the Simple Kriging technique proved to be the
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best model with a selection occurrence of 13, followed by the Ordinary Kriging with 10, Co-kriging
with 7, and IDW with 1, out of 24 datasets. Our results agree with previous studies such as [88], where
Simple Kriging outperformed Co-Kriging, and [89], in which Simple Kriging turned out to be the best
model for estimating NO2 and PM10.

It can be argued that some local effects like turbulence around buildings, roughness of
constructions, and some other aspects impact the accuracy of the estimation. The techniques used in
such dimensions can be those related to the integration of meteorological, chemical and transportation
numerical modeling (WRF and CMAQ models), with the limitations of being able to precisely estimate
the boundary conditions as well as to properly model the city configuration (buildings, trees, surface
properties, etc.). When running with high spatial resolution, they produce good results, although
the quality is slightly reduced and numerical stability becomes an issue [90]. Another potential
contribution could be to use artificial-intelligence-based models to estimate pollution levels. In these
fields, the authors have already made significant contributions. Actually, some papers [91] have shown
the competitive advantage of these methods over those based on numerical simulations. However,
to keep the implementation interoperable and extendable, interpolation was finally adopted, because
it can easily be enriched with the data fusion option based on IoT-based, street level pollution sensors.

4.2. Device Performance

To validate the fully aggregated indoor pollution values (SZ(p)) obtained from the indoor monitor
and e-beacon devices, they were matched against the pollution data that were measured simultaneously
during the study period using a portable air pollution monitoring tool- Atmotube [92] that was carried
by the individual.

Figure 5 shows the indoor VOC values measured from the Atmotube and the Foobot monitor
on 2017-03-31. It can be seen that there is significant measurement variance between the two
devices. Nevertheless, the measured values follow the same trend. There is no consistent Air Quality
Index (AQI) provided for comparing the pollution values measured by each device. In agreement
with [93], the AQI scales differ across countries, organizations, and devices, and this presents an
obstacle for comparison and invalidates its usability, which emphasizes the need for a standardized
awareness procedure.
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Int. J. Environ. Res. Public Health 2019, 16, 3130 16 of 25

Variance in measurements can be attributed to the differences in calibration and measurement
methods that were used by these sensors (see Figure 5). However, this situation partially unveils
the observed difficulties in getting people aware of the real importance of pollution, as someone can
exhibit different figures for the same pollutants at the same place and point in time. Actually, it is
another strong point to have a common framework such as the one proposed in this paper, because it
mainly fosters transparency and then allows interpolated or modeled values for outdoor pollution
over time at a particular place to be compared with local, privately owned sensors from both outdoor,
and indoor locations. From such observations where different local sensors can indeed participate,
a better understanding about outliers and commonalities and trends can be derived.

4.3. PAPE Values

Figure 6 illustrates a color map of the average PM2.5 levels (µg/m3) for one day, in which the
range of the specific values is presented on a color scale on the right. The location pins indicate the
environment, activity type, time percentage (%), and the respective amount of PM2.5 (µg) that the
individual was exposed to within the indicated time duration. It can be seen that the individual spent
most of the day (62.78 %) outdoors (i.e., outside the workplace) on the northwest side of the city where
the highest daily average pollution level of 12 µg/m3 was concentrated, and this resulted in a total
PM2.5 exposure of 52.7 µg.

Figure 7 shows the one day PM2.5 exposure levels by activity type. Based on this plot,
the individual spent most of the day (88.13%) at rest and was exposed to approximately 70 µg
of PM2.5 during this period. PM2.5 exposure values within a selected time period on the same day are
also plotted in Figure 8, which shows that the individual had the highest pollution exposure at 15:32 in
the afternoon during this selected period.
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Figure 6. One Day PM2.5 Exposure Per Location, Activity Type, and Time Percentage.
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From this analysis, the value of people being able to figure out the distribution of the total intensity
of pollutants based on their activity becomes evident, as this method can make them aware of the
real dimension of the problem and avoid classical myths, like the idea that most of the pollution is
acquired outdoors (see Figure 6). While there are similar studies such as in [87], where the authors
demonstrated the cleanest air routing algorithm for path navigation by calculating the PM2.5 exposure,
they mainly focused on pollution acquired outdoors and not indoors.

Since information is the key aspect in having the opportunity to make proper decisions,
the advantage of such an integrated framework that is able to integrate not only outdoor conditions
but also indoor ones when available becomes more evident. This can also have an impact not only at
the individual level by making everyone aware of their exposed pollution levels but at an aggregated
level as well, because the public health dimension is impacted when buildings are seen as actionable
regarding the indoor conditions. Therefore, KPIs can be adopted by considering the gradient between
outdoor and indoor levels per area of occupancy of the buildings. By having systematic monitoring
inside, the management dimension can be adopted.
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Figure 8. Indoor PM2.5 Exposure Values Across Time. (DeltaT = 1 min).
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4.4. Alternative Travel Routes

Similar to [87,94], another non-neglectable dimension that is possible to consider is the impact in
terms of transportation decisions. Figure 9 shows different routes that one individual can take when
moving from one location to another, and the corresponding aggregated pollution and exposure values
are provided in Table 6. These values were predicted on the basis of the individual’s activity data
for 24 March 2017 from 12:04:30 to 12:23:44. The most frequent one adopted by the user was labeled
“Actual”, while the other potential routes were named A to C.

In this example, the better individual route will is B, as it causes the least amount of PAPE at
0.769 µg, which is 22.75% lower than the actual exposure of 0.995 µg. However, the decision process
can be more complex, because there will certainly be some time duration uncertainties, which will
consequently result in uncertainty about the total PAPE value of each alternative route.

Route A B C

Figure 9. Alternative Travel Routes.

Although most of the tools that give routing solutions for transportation problems are based
on duration, some of them have the capability of filtering them out based on pollution exposure
outdoors [87,94]. In terms of added value, this contribution enables alternatives to be ranked based on
estimated pollution levels both outdoors and indoors, provided that pollution data is also available
inside public transportation modes such as trains, buses, and subways. In these cases, as forecast
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for pollution is needed, machine-learning-based models that infer outdoor pollution values need to
be used.

Table 6. Total PM2.5 and Exposure Values of the Different Routes..

Route PM2.5 (µg/m3 * min) Exposure (µg)

A 89.34 0.80
B 86.08 0.77
C 100.17 0.89

Actual 111.43 0.99

4.5. Limitations

Due to the lack of publicly available air quality information for other indoor areas such as shops,
buses, cars, metros, etc., outdoor pollution data from the fixed-site outdoors information must be used
in such cases. If there are more available resources, additional monitoring IoT devices in other indoor
areas will provide greater accuracy. In most cases, good results demand good inputs, and existing data
are replaced whenever better data become available. Quality improvements can be expected from
those actions. Smart city empowered data sharing platforms such as IOTA Tangle [95] would boost
IoT-based indoor air quality resource availability.

Accuracy for outdoor pollution estimation is another known limitation, both because of the time
frequency resolution of available data and because of the interpolation errors. It would be possible
to implement Weather Research and Forecasting (WRF) models such as the CMAQ. This decision
requires significant effort, not only because of using the appropriate Digital Elevation Model (DEM)
required to represent the landscape and building configuration, which is a complex task, but because
it requires the boundary conditions to be realistic. This means adopting pressure and wind speed
conditions for all surfaces external to the volume of interest. These situations need to be updated
regularly throughout the day, as environmental conditions change as well. Indeed, numerical stability
conditions must be carefully managed in this case as well.

For future applications, the best solution for environments will come from both the increasing
deployment of dense (e.g., street-level) IoT-based air quality sensors and the prosperity of the data
sharing platform, which can increase the available data and, consequently, will increase the accuracy.

5. Conclusions

This paper (1) proposed a framework for an AQDSS and (2) developed an IoT application based
on this framework. The feasibility of the IoT application in measuring PAPE was evaluated through a
case study. In comparison to mobile sensors that were used in previous studies, this IoT application
has higher scalability, because it involves minimal cost and intrusion to the individual. This pilot case
study also presents evidence that PAPE can be estimated by employing indoor monitors and e-beacon
technologies that have not been used previously in similar studies.

Using our proposed framework as a general guideline, the IoT application that we developed can
be further extended to include prediction models that will allow an individual to make smart decisions
when it comes to PAPE risk. Furthermore, PAPE data obtained from the application can be used in air
quality policy development as well as in epidemiological studies to explore the correlations of PAPE
with certain diseases.

We faced difficulties during the extraction and integration of data from multiple devices, which
highlights the importance of choosing the right technologies to use when developing such IoT
applications. There was an observed variance among the different devices, which can be attributed to
device calibration and the measurement techniques used. Future research should, therefore, explore
these issues and identify emerging technologies that permit seamless data integration and more
accurate PAPE measurements.
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Abstract: This paper aims to contribute to the field of ambient intelligence from the perspective of
real environments, where noise levels in datasets are significant, by showing how machine learning
techniques can contribute to the knowledge creation, by promoting software sensors. The created
knowledge can be actionable to develop features helping to deal with problems related to minimally
labelled datasets. A case study is presented and analysed, looking to infer high-level rules, which can
help to anticipate abnormal activities, and potential benefits of the integration of these technologies
are discussed in this context. The contribution also aims to analyse the usage of the models for the
transfer of knowledge when different sensors with different settings contribute to the noise levels.
Finally, based on the authors’ experience, a framework proposal for creating valuable and aggregated
knowledge is depicted.

Keywords: smart building; IoT; machine learning; ambient intelligence; ambient assisted living

1. Introduction

It has been largely demonstrated that huge improvements in human health and the increased
attention being paid to the impacts of different factors (e.g., food and habits (smoking, sports, etc.))
on quality of life are resulting in the increased longevity of humans. According to a United Nations
report [1], it is expected that there will be more than one billion people aged over 65 years by 2030,
which is equivalent to one in eight people on Earth. Significantly, the most rapid increases in the
65-and-older population are occurring in developing countries, which will see a jump of 140% by
2030. This effect will dramatically impact the required infrastructures (e.g., homes). Therefore, it will
be necessary to possess smarter ways to evaluate people’s behaviour and needs. There are different
approaches for handling this, starting from ambient intelligence (AmI), which refers to electronic
environments that are sensitive and responsive to the presence of people. It is possible to identify
“ambient assisted living” (AAL) aiming to help individuals to continue to carry out their daily activities
in their homes, for as long as possible and with the least amount of assistance.

Although there are research works aimed at tracking the movements of individuals with high
precision, in order to gain knowledge regarding how the interactions develop for different tasks,
as a wide variety of Internet of Things (IoT) devices are used [2,3], this paper aims to discuss how
to exploit the advantages of the knowledge gathered in much more real contexts with non-intrusive
sensors. The ambition of this work is to accept high levels of noise in the dataset, which is not very
rich in terms of detail, and to try to derive useful behavioural rules to be applied in the same or other
environments. The noise arises because of the usage on general non-intrusive sensors in real ambiences,
where many uncontrolled factors such as not properly closed room door, not foreseen requests, etc.,
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can affect the measures from those sensors. As far as those features are not directly related to the
outcome of the model, they can be seen as noise for the learning process. Our major motivation is
the fear that most users report the unwanted intrusive behaviour of devices that are already in use.
Therefore, we are looking to still derive useful knowledge from the less specific (non-intrusive) sensor
network easily available at Smart Homes.

According to the TRUSTe report [4], 83% of U.S. Internet users and 84% of British Internet users
were concerned about the idea of information being collected through smart devices, and 87% of
U.S. Internet users compared with 84% of British Internet users were concerned about the type of
information collected by smart devices (see Figure 1). Although the IoT literature still lacks studies on
the behavioural aspect that explains the customers’ perception of IoT adoption and focuses more on
technological aspects, an IoT technology trust model is proposed in [5] that covers a varied set of factors
related to consumer trust, which affects the decision to adopt IoT technology, including three main
dimensions and eight domains. The three dimensions are: security of products and service-related
factors, product-related factors, and social-influence-related factors. According to their survey analysis,
the security and privacy of IoT products and services are among the highest priorities to ensure
consumers’ trust; however, they remain a challenge in IoT technology. For this reason, this paper has
the goal of promoting the development of useful behavioural models by learning from non-intrusive
general-purpose sensors that are already in place to cover other functions. Additionally, because of the
intrinsic uncertainties, it becomes relevant to analyse to what extent the uncertainty in the underlying
datasets impacts the quality of the models.

Figure 1. Circle of trust regarding the Internet of Things. Research carried out by TRUSTe. Source: [4].

A non-invasive environment for tracking the behaviour of individuals is particularly useful for
the living environments of the ageing population, although some concerns regarding usability and
user friendliness have been raised [6]. There is a wide range of solutions for monitoring the mobility
of this population, but many proposals are based on the installation of new dedicated sensors [7].
However, it is also possible to take advantage of the already-existing infrastructure, designed mainly
for other purposes, to infer information associated with people’s behaviour [6,8,9].

According to the World Health Organisation (WHO), over 47 million people live with dementia
worldwide [10]. These figures are increasing, and, by 2050, the prevalence of Alzheimer’s-related
diseases will quadruple [11]. Unusual behaviour and mobility patterns in the older population may
be early symptoms of dementia [12]. The detection of these patterns would help provide a better
intervention regarding the living environments of people in the early stages of dementia to improve
both their well-being and that of their caregivers, and could help to delay institutionalisation [13].
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On the other hand, analysing the behavioural changes in the routines of already-diagnosed people
helps to evaluate their long-term changes and enables the implementation of effective assistance and
palliative care [14]. Although specialised equipment and expertise are needed for accurate diagnosis,
smart environments with ambient intelligence may raise the alarm and allow for further investigation
to be made.

From the previous analysis different cohorts of population can benefit from soft monitoring
systems able to analyse trends in different temporal scale, including elaborated information from the
existing sensors. Such cohorts include risk attention to daily activities in the kitchen, initial steps of
some diseases, and many other regular cases.

To show that these goals can be effectively reached, the remaining structure of the paper develops
as follows. Section 2 reviews different relevant contributions in the field. Section 3 presents the
promoted framework enabling the development of user-centred AmI applications and it defines the
real context used to learn from behaviours. Later, in Section 4, the modelling effort is coherently
developed for the context defined in the previous section. In Section 5, the results for the modelling
activities are presented. Then, Section 6 discusses the results found in relation to the expectations,
and it derives the impact of noise effects. Finally, Section 7 summarises the findings, establishes
limitations and points out related topics suitable for further research.

2. Related Work Review

Older people want to remain independent while they have no disabilities that prevent them from
doing so, or while their level of disability is manageable. In the U.S. alone, about 80% of those over 65
are living with at least one chronic disease, and an estimated 5.4 million senior citizens are suffering
from Alzheimer’s disease [15]. To this end, AmI is a very useful tool, as it enables people to continue
to live in their homes with sufficient confidence and security. Regarding the AmI, there are some
interesting contributions, such as a theoretical one looking to establish an ontology between the two
dimensions of AmI and smart buildings [16]. In other cases, the contribution is very narrow, and the
studies emphasise a particular aspect, as in [17], which aims to control an LED system for lighting
under more user-centred criteria, or the work in [18], which promotes learning from user behaviour to
reduce energy usage.

Sometimes the AmI proposal involves specific components, such as a fuzzy embedded
agent-based approach for realising AmI in intelligent inhabited environments for controlling the
heating, ventilation and air conditioning (HVAC) subsystem of the smart building [19]. In other cases,
the contribution is much more referential and it proposes a new way of understanding the phenomena,
such as the proposal of a framework aiming to coordinate a set of agents for the management of the
energy in a smart building [20]. There are also contributions that are very specific with regard to
comparing features based on the IoT with people’s behaviour. One example is found in [21], which is
concentrated on devices that measure by actigraphy instead of polysomnography and is looking to
identify similarities between people with regard to their movements during periods of sleep. It is
focused on a specific ethnographic community of people, and, therefore, could face issues to do
with privacy.

There are also several interesting surveys, such as the one in [22], which presents its findings
under five groups: privacy and security, sensing, reasoning, acting and human–computer interaction.
There are some others, such as the one in [23], which emphasises the relationship between AmI and
artificial intelligence (AI) to help identify and learn about user profiles, recognizing recurrent users’
behaviours, etc. Unfortunately, almost all the mentioned contributions were related to rather simplistic
configurations with high levels of intrusive screening, including charge-coupled device (CCD)-based
tracking, etc. Indeed, there are authors that seek to identify the most convenient tools, which emerged
from the literature review as the most suitable and widespread, by comparing them to identify
the interaction mechanisms that end users appreciate most [24]. To this end, there are also relevant
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contributions coming from ontology fields looking to provide insights to different contexts, such as
hotels [25], etc.

Some researchers have identified smart homes as instances of AAL technologies. They have
suggested that these AAL technologies can facilitate care, and consequently improve the quality
of service provided to users [26]. Almost all the works in this field are based on the principle of
event-condition-action (ECA), mainly due to the use of user interfaces for triggering actions from
a program. AAL systems must represent many different types of contextual information, such as
sensor information, activity structure, user profiles, temporal information such as environmental
data, and spatial information such as the residence layout and its surroundings [26]. In this paper,
the relevant AAL areas are identified as activity recognition, context modelling, anomaly detection,
location and identification, and planning. For instance, planning makes it possible to schedule
daily plans and to create flexible daily reminders to help dementia patients to carry out their daily
activities [27]. Planning and scheduling techniques can be categorised into classical approaches such as
forward and backward searches or graph-based analysis, decision-theoretic techniques such as Markov
decision processes, hierarchical techniques, as well as those that are suggested by rule-based systems.

It is worth highlighting the contribution of Hao et al. [28], who focused on activity recognition
as one of the most important prerequisites for smart home applications. They clearly identified that
it is a challenging topic due to the high requirements for reliable data acquisition and efficient data
analysis, which also emphasises the noise issue we have already highlighted. The critical factors that
were identified as aggravating the complexity of recognition are the heterogeneous layouts of smart
homes, the number of residents, and varied human behavioural patterns. Therefore, most human
activity recognition systems are based on an unrealistic assumption that there is only one resident who
is performing all the activities.

Most of the contributions to anomaly activity detection have been used for detecting anomalies in
daily activities or medication compliance, by using rule-based techniques, similarity-based techniques
or temporal relation discovery techniques. There was no transfer of knowledge involved as the learning
activity recognition came from the same context. Therefore, learning in real noisy environments,
identifying significant patterns and looking not just to fire rules to drive actions, but to increase the
existing knowledge by using a general-purpose non-invasive sensing strategy could be interesting.
It can be valuable to infer long-term bias with some degree of anticipation. To the best of our knowledge,
this approach has not been analysed in depth previously.

Regarding the detection of human activity indoors, several approaches are currently being
studied. Regarding human presence/movement detection, three main technologies are the current
focus of analysis in the literature: environmental data-fusion, image/video and Wi-Fi/Bluetooth.
Image-video-based solutions have been stated to obtain high-accuracy results; however, they suffer
from privacy-related issues. Applications of this kind are presented in [29], where image-based
detection is used to determine the occupancy of various university buildings. Wireless communication
signals are also being used in two different ways. Firstly, they are used to count users with
connected devices by analysing the footprints of the detected devices, as in [30]. Secondly,
Wi-Fi signal perturbations are being used to infer presence and movement, as stated in [31,32]. Finally,
environmental data-fusion refers to the use of environmental values such as temperature, relative
humidity, CO2, etc., to infer additional information by using data-fusion and other data mining
techniques, as shown in [33,34].

AAL technologies have also been studied to develop alarm-based monitoring systems to notify
users of non-ordinary actions and behaviours in older people and people with physical disabilities.
In the Italian project HDOMO, they developed an automated domestic environment that made it
possible for people to continue being autonomous in their private environment. The behaviour
of home inhabitants was monitored by using low-cost passive sensors alongside depth cameras.
They developed a series of alarms that detected unusual behaviours such as falls, sleep apnoea,
incorrect feeding, etc. [35]. Other approaches, such as the one presented in [36], define systems that
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learn from room-to-room transitions and permanence to detect behaviour changes that may be related
with health problems, which are communicated via alarms. Apart from sensors installed in built
environments, the application of wearable devices has also been studied to detect attention-requiring
actions (e.g., low blood pressure), enabling monitoring to continue outside homes [37].

Based on the findings from the literature review, the authors agreed with the the major limitations
reported, which are that recognition activities are based on unrealistic hypotheses, and mainly used
in highly monitored environments that are difficult to generalise. Therefore, this study selected a
multi-human environment with different behavioural patterns as the source for learning user practices
(see Section 3). Indeed, we suggest the idea of using AI techniques to deal with non-intrusive and
non-human dedicated sensing activities to contribute to certain human activity recognition, when
some context exists which provides insight for location identification in order to make it possible to
use transfer learning by applying classification pattern analysis to help in anomaly detection for other
contexts. In the next section, more details are provided regarding the selected context.

After analysis of the contributions, we can identify a gap related to the lack of consideration of
identification of behavioural rules people adopt when different time scales are involved. Our vision is
that, because such rules involve created knowledge, bias from the regular behaviour of people can be
identified, and, by understanding their significance, potential negative effects or risk can be mitigated.
This is of crucial importance in the case of ageing people living alone, as it can lead to early warning
of potential approaching difficulties such as memory loss, unsafe usage of facilities, etc. Therefore,
this paper aims to contribute to the research in this field.

3. Materials and Methods

To evaluate the potential of such rule discovering capabilities, we selected a convenient context.
The research environment was carried out in a care home for ageing residents with dementia who are
in long-term care.

The Technology Acceptance questionnaire was not administered as such, because the non-invasive
design for the experience and the characteristics of the residents. Instead, an informed consent was
given by each participant or a responsible family member stating that only anonymous data would be
used for epidemiological, public health, educational or research purposes.

The care home allowed us to install and monitor non-intrusive sensors in six different rooms of
the psychogeriatric ward located in the second floor of the building: the Main Hall, the living room,
the dining room, and three bedrooms spread over the same independent cohabitation unit. The three
monitored rooms were chosen because the residents with major behaviour problems resided there and,
therefore, they were in need of more assistance and attention. Among the incidences that sometimes
occur are agitation, alteration, screams, verbal aggression, physical aggression and inappropriate
behaviour. The site layout plan with the monitored rooms depicted on a grey background is shown
in Figure 2.

Thirteen residents were living in the cohabitation unit during the year in which data were collected.
The residents were seven men and six women with an average age of 84 years. A predetermined
timetable of the care home provided clues about the residents’ normal location, making abnormalities
stand out more clearly. Residents were in bed between 22:00 and 08:00. From 8:00 on, residents were
woken up, cleaned and dressed by the nursing assistants. They spent most of the day between the
Main Hall and the living room, connected by a narrow passage. They usually only accessed the
Dining Room during meals (8:30–10:30, 13:00–14:00 and 19:00–20:00). Bedrooms were occupied at
night, although they may have occasionally been used during the day (e.g., nap after lunch), and since
residents can receive visits from relatives and the bedrooms closest to the living room are not locked.
Almost half of the residents need to be moved from one space to another because they do not move on
their own. On the other hand, other residents roam freely.
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Figure 2. Area of interest: A cohabitation unit in the psychogeriatric ward of an elderly care home.

The six monitored rooms were equipped with identical wireless sensors to measure and report
levels of ambient temperature (◦C), relative humidity RH (%), CO2 concentration (ppm) and passive
infrared (PIR) technology-based motion detection. The temperature, relative humidity and CO2 levels
were collected by multisensor devices mounted on the wall of each room in the “breathing zone”.
The “breathing zone” was located at a height of 1.5 m above the floor in the Main Hall, the living
room and the dining room, and at a height of 1.2 m, next to the bedside tables, in the bedrooms.
The PIR sensors were mounted on the ceiling, in the middle of the shared lounges, and above the
bed area in the bedrooms. These sensors were primarily designed for the control of lighting, heating,
ventilation, and air conditioning systems (HVAC) and characterised as being easily installable and
non-invasive. During normal operation, the sensors harnessed light energy from the environment
through integrated solar cells and transmitted the measured data to a central node that uploaded
them into the cloud. At night or in low light, backup batteries provided additional power to ensure
the proper operation of the sensors. All sensors support the EnOceanTM standard protocol (ISO/IEC
14543-3-10) for low-power wireless communications.

The data acquisition was carried out with respect to the national laws regarding non-intrusiveness,
privacy and confidentiality over the period of one year. The multisensor devices collected
environmental data regarding the temperature, relative humidity and CO2 levels at a regular frequency
that could decrease during extended periods of low light due to low battery charge. However,
the ceiling-mounted PIR motion sensors operated as room occupancy gauges by detecting when a
room was occupied or vacant. These PIR sensors did not send the motion detection data periodically
but when the room occupation status changed with minimum pre-configured delays. In this way,
when motion was detected, the data indicating the occupied statuses were transmitted immediately
and no more data were sent in the 2 min that followed. Then, the PIR sensor transmitted an occupancy
message upon detection of a new motion. On the contrary, if no motion was detected for an extended
period of 10 min, an unoccupied message was sent. These pre-configured delays optimised the energy
consumption of the PIR sensors without affecting the effective control of the HVAC and lighting
systems; however, they made data analysis more challenging as no information regarding the room
occupancy was sent between delays. Therefore, the sampling frequency of the environmental sensors
was finally established to be 10 min because that frequency matched the restrictions of the PIR sensors,
that do not send an unoccupied message until ten minutes have elapsed since the last motion detection.
In addition, the power generation requirements under normal lighting conditions do not allow the
frequency to be much higher than ten minutes and indoor environmental values usually remain stable
without sudden changes.

The installed sensors provided information on the quality of the environmental parameters in
which residents lived, as well as information regarding their movements. A deeper analysis to discover
behaviour and mobility patterns of the residents and the integration of additional information, such as
the timetable of the care home, could reveal aspects associated with the evolution of the disease.
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In general, the identification of either sudden or progressive changes in their routines helps to provide
specific care to the residents.

The data collection provided more than 50,000 patterns, considering the raw sensor data.
Careful labelling process was carried out for 16,900 patterns to be used for the presence data model,
and about 560 patterns for the window opening process, as it is a less frequent event and limited
unbalanced datasets were used. The patterns used for the presence model were randomly segmented
into 11,323 for training and 5577 for testing. In a similar way, the 560 patterns for the opening window
model were segmented into 392 for training and 168 for testing. It became clear that specific effort was
required for labelling the patterns, therefore it was indicated that the chosen case study had a partially
labelled dataset.

After the description of the site, the sensing strategy adopted, and the data collection carried out,
the method used for data preparation is presented here. Note that we were interested in developing
software-based sensors that were able to determine and formalise new knowledge. Two different
models were proposed, the first one was regarding the presence or absence of people inside a room
during a significant period of time, only taking into account the patterns of CO2, temperature and
humidity evolution. The second model was to detect when the window in the room was opened or
closed. As described above, the environment was very noisy, not only because of the occasional failure
of the sensors but due to additional unforeseen behaviours such as nurses leaving doors opened,
forced ventilation rules, diffusion of air (as well as the related physical properties) between spaces,
which all occurred without any clear pattern.

To be able to support the conclusions found in an unbiased context, data preparation adopted the
removal of sequences of days from the datasets for learning purposes. These removed data became
the elements that were used to test the knowledge gathered after the training processes had ended.
For the remaining data in the datasets, as several configurations required testing, a cross-validation
folder approach was adopted to decide the most suitable modelling configuration.

Indeed, regarding the context awareness discussed in the state of the art AAL approaches, it was
decided to incorporate some degree of semantic description of the spaces, making it possible to be
responsive not only to the indoor variations of parameters, but also to those from the next room,
thus adding information about the building. The usage of Web Ontology technology enables to setup
a clear relationship between the sensor data and the home context towards defining the activity
context. It enables not only the description of the entities themselves, but also their relationships in a
formal way suitable for being exploited in the model construction [38]. Indeed, services, home owners
but also family relatives can be easily defined, as well as time references. Based on the established
relationships both geometric but also functional properties can be named. Geometric properties can
help in improving the modelling task but functional are in the basis for the rule adoption, as depicted
in the Discussion Section.

4. Modelling

The first aspect to be analysed is what is known in the cross-industry standard process for
data mining (CRISP-DM) methodology as “data understanding”, in the context of the business
understanding. To this end, some pictures of the variables per monitored space based on the expected
seasonality, which is a daily behaviour, can help to understand the particularities. From the analysis,
it became evident that the relative position of the sensors for the same type of spaces (e.g., bedrooms)
was significant in terms of the absolute values. Indeed, the geographical orientation of the spaces
inside the building also became relevant, as the relative humidity (RH) and temperature levels were
significantly different for different orientations when the bedrooms were considered.

Presence sensors provide very noisy information, as their operational design makes the movement
signal last for a long period. On the contrary, if people do not move at all, the sensors indicate the
absence of people, which is not true. Indeed, the movements of nurses and other working people
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contribute to their activation. In the end, and after various filtering strategies, it was decided that the
PIR information was mainly useless because of its high noise level.

However, those sensors allowed us to appreciate when ventilation occurs during room cleaning
in the morning as RH spiked and temperature also became impacted. Additionally, a reduction of CO2

was seen when users left a room.
Overall, it was evident that RH and temperature were strongly regulated by the building control

system and they were, therefore, not very informative. However, the CO2 sensors were still useful as
they provide information regarding the room occupancy. The basic principle of its behaviour is that
the CO2 concentration increases over time, as the person sleeping inside is continuously producing it.
It is also expected that when the room becomes empty its concentration will be lower than when it is
in use. Obviously, real behaviour is slightly more complex because sometimes the door to the room
remains open when the room’s user is inside and diffusion happens, which moderates or reverses the
growth in CO2 concentration.

By inspecting Figure 3, it can be seen that the users of bedrooms 1 and 2 spent some time
resting after lunch and that this was not the case for the user of bedroom 3. The figure also shows
that, in bedroom 3, the CO2 level began to increase after dinner time (20:30), and during dinner,
the CO2 flowed from the dining room to bedroom 3 when the room’s door remained open due to its
proximity. These effects are relevant and reinforce the need for the semantic description of the building.
By observing the same levels during night time, it becomes clear that the CO2 concentration does not
increase in bedrooms (e.g., bedroom 2) in the first part of the night, whereas some increases occur in
the living room and in the main hall. This behaviour changes around 07:00 when the nurse visits the
room and the bedroom’s door is closed. Then, CO2 starts to increase again. If the focus becomes the
dining room, it is possible to identify breakfast time (short period of time around 08:30), lunch time
(larger period of time around 13:00), and dinner time (at around 19:00). The Figure 4 shows a rather
similar behaviour for the same spaces, but in a different point in time.
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Figure 4. Sensor variations per room on 25 October 2018.

The previous analysis makes it evident that some knowledge can be derived from the sensors’ data.
Mainly, the rules that were found were related to the room occupancy for users, where the aggregation
of data from sensors over time must be significant in order to deal with the previously highlighted
local variations.

Therefore, we were interested in building models that inferred the use of the spaces, by considering
the level of CO2, the slope of its variation, the values from the neighbouring rooms, and the RH
variations. To adequately learn from the data, a smooth data function was required, and therefore a
moving average of five values was used.

Then, a model for presence in bedrooms was trained by preparing a dataset that involved the
following variables:

• CO2 concentration level in the room.
• CO2 concentration level in the contiguous room.
• Slope of the regression linear model for RH level in the room considering three points before the

present time and three points after.
• Slope of the regression linear model for CO2 level in the room considering three points before the

present time and three points after.
• Slope of the regression linear model for CO2 level in the contiguous room considering three points

before the present time and three points after.

Labels for the outcome variable were adopted according to the reported information available
from the care home.

For the model related to the window status, the variables under consideration were:

• CO2 concentration level in the room.
• Relative humidity in the room (RH).
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• Slope of the regression linear model for RH level in the room considering three points before the
present time and three points after.

• Slope of the regression linear model for CO2 level in the room considering three points before the
present time and three points after.

As already indicated in the last part of the Materials and Methods Section, to preserve the
independence for validating the learned model, the information from January 2018, after the
10 January 2018, was removed from the dataset and reserved for testing purposes. The remaining part
of the dataset that was used for learning purposes involved 11,323 samples with an unbalanced ratio
between classes of 66%/33% (i.e., presence/absence from the bedroom).

The goal when addressing artificial intelligence techniques is not just to find models that can
produce accurate predictions, but also can be used to extract knowledge in an intelligible way, i.e., can
be understood as being able to explain the reasoning logic behind the provided outcome.

Although there are many techniques and algorithms helpful for this purpose, tree-based
methods stand as one of the most effective and useful method, capable to produce both reliable
and understandable results, on mostly any kind of data [39]. Therefore, although different methods
were explored such as naive Bayes, support vector machine and feed forward back propagation neural
networks, the final decision was to use random forest technique, as a good representative technique
for the tree based classification algorithms. As a summary for their benefits are:

• Decision trees are non-parametric. They can model arbitrarily complex relations between inputs
and outputs, without any a priori assumption. Indeed, these methods do not require variable
standardisation and other transformations, which can hinder future usage as values can go out of
the adopted range.

• Decision trees handle heterogeneous data (ordered or categorical variables, or a mix of both).
This become an interesting characteristic for classification problems.

• Decision trees intrinsically implement feature selection, making them robust to irrelevant or noisy
variables (at least to some extent). Actually, it is a convenient characteristic that was used in this
study to identify the most contributing variables. Indeed, they help to understand the path for
the provided outcome.

• Decision trees are robust to outliers or errors in labels. This characteristic becomes critical in real
life applications, when sensors can have issues and provide either wrong or biased measures.

Therefore, the adopted modelling approach was the random forest classifier [40] because of
its flexibility, ensemble capabilities, and bagging properties. During the tuning process, different
parameters were tested, such as the number of variables considered for the trees (between two and
five were analysed and two was the value finally adopted), the number of trees considered for the
ensemble (between 100 and 600, where 500 was selected) and a strategy of a 10-fold cross-validation
was adopted to avoid bias due to specific pattern selection for training. The same strategy was used
for both models and the adopted parameters were the same.

Creating a classification and regression tree (CART), involves selecting input variables and split
points on those variables until a suitable tree is constructed. The selection of which input variable to
use and the specific split or cut-point is chosen using a greedy algorithm to minimise a cost function.
It is a recursive binary splitting and tree construction ends using a predefined stopping criterion, such
as a minimum number of training instances assigned to each leaf node of the tree.

The random forest technique relys on the consensus carried out by different trees (the forest).
When the training set for the current tree is drawn by sampling with replacement, about one-third
of the cases are left out of the sample. Each tree is constructed using a different bootstrap sample
from the original data. About one-third of the cases are left out of the bootstrap sample and not
used in the construction of the kth tree. These out-of-bag data are used to get a running unbiased
estimate of the classification error as trees are added to the forest. It is also used to get estimates of
variable importance.
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In random forests, there is no need for cross-validation or a separate test set to get an unbiased
estimate of the test set error. It is estimated internally, during the run of the algorithm, which makes it
even less dependent on the configuration decisions.

After each tree is built, all of the data are run down the tree, and proximities are computed for
each pair of cases. If two cases occupy the same terminal node, their proximity is increased by one.
At the end of the run, the proximities are normalized by dividing by the number of trees, and they
become useful in replacing missing data and locating outliers [40].

The objective here is not to develop a specific study regarding the capabilities of machine learning
to represent the knowledge but to use almost-standard and sufficiently robust techniques to capture
and properly represent this new knowledge. The new knowledge distilled is represented by the two
models built, and as far as such information was not measured but just inferred by the models from
the general purpose sensors, they are seen as soft sensors. This soft sensors become key elements
regarding different problems, as part of the assessment for the construction of the behavioural rule.

5. Results

The two selected models were trialled under a strategy of 10-fold cross-validation with minimal
adjustments for the selected variables as per the split of the standard recursive partitioning algorithm
used, which starts with all the data and performs an exhaustive search looking for possible split points
to find the one that best explains the entire data, or, in formal terms, that reduces the node impurity
the most. Cross-validation ensures that the averaged performance being considered is independent
from the set of data.

The results show that, for this particular case, it was best to only consider two variables,
as depicted in Table 1, where the accuracy represents the percentage of correctly classified instances
out of all the instances, and Cohen’s Kappa essentially depicts the classification accuracy, except it is
normalised at the baseline of random chance on the dataset.

Table 1. Cross-validated performance by considering different numbers of variables regarding the
presence model.

Number of Variables Accuracy Kappa

1 0.9935522 0.9851646
2 0.9963665 0.9916528
3 0.9960815 0.9909948
4 0.9961171 0.9910764
5 0.9954046 0.9894418

Validation of the trained models was carried out using data from the same room but measured
during a period after the one used for training. Therefore, full independence of the data was adopted
and the results are presented in Table 2.

Table 2. Contingency table for the presence classifier.

Real Room Absence Real Room Presence

Predicted room absence 2510 18
Predicted room presence 86 2963

From the results in this table, obtained from data not previously seen as the data came from the
part of the dataset that was omitted for validation, it becomes clear that the accuracy of the classifier
was high (F1-score: 0.984).

After validating the coherence of the model, it was then necessary to determine which variables
the created knowledge was based upon, which is presented in Table 3.
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Table 3. Relevance of variables for the presence model. Gini coefficient is related to Mean Decrease
in Impurity.

Variable Absence (%) Presence (%) GINI Decrease

CO2 in Bedroom 2 31.25 38.47 4644.5
CO2 in Living Room 25.03 32.24 3467.6

RH slope 20.53 13.14 2627.8
CO2 slope in Bedroom 11.40 8.87 746.9

CO2 slope in Living Room 11.79 7.28 733.6

To this end, it becomes clear that the presence model has a high accuracy level, and the highest
impact for the decision-making process regarding the presence/absence of the user in the bedroom
was the CO2 concentration (with a significant contribution from the variation rate (i.e., the slope)
of this concentration). There were some other relevant effects we were unable to consider, such as
the effective contribution of the forced ventilation system with regard to the variation in bedroom
temperature, etc., as such data were not accessible. The window model was also considered and the
results are presented in Table 4.

Table 4. Contingency table for the opened window classifier.

Real Room Absence Real Room Presence

Predicted room absence 97 8
Predicted room presence 5 58

For this model, the accuracy metrics (F1-score) was equal to 0.935 and it was considered acceptable.
Indeed, it was possible to understand upon which variables the knowledge created was based, which
is presented in Table 5.

Table 5. Relevance of variables for the window model.

Variable Closed (%) Opened (%) GINI Decrease

CO2 in Bedroom 58.79 48.55 73.44
RH in Bedroom 50.67 54.98 69.06

RH slope 55.75 48.47 85.07
CO2 slope in Bedroom 63.22 50.96 100.75

The built models allowed for additional knowledge by means of the new features to be obtained.
These features, which are not directly measured by the existing sensors, allow for estimation of the
room occupancy time and the ventilation routine of the room to be carried out on a daily basis. Indeed,
in Table 6, the models were applied to the data collected during several days and the new information
was obtained.

Table 6. New knowledge creation for bedoom 1.

Date Inside from Inside Until Opened Window

26 January 2018 20:35 08:05 08:10/09:15
27 January 2018 21:05 08:15 08:20/09:05

. . . . . . . . . . . .

Based on the information obtained from the models, it becomes possible to estimate frequent
behaviours, such as the routine for ventilation based on the time of opening the window in the room
(see Figure 5).
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Figure 5. Frequency of room ventilation based on the opening of the window.

Furthermore, it can be estimated how long such process lasted, as shown in Figure 6.
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Figure 6. Duration of ventilation activities.

This information can be refined with regard to a specific period such as in summer or in winter,
or for working days and weekends. Therefore, behaviour can be compared against that which
was exhibited during the preceding days and it can be determined when it becomes unexpected.
For instance, one rule could read as follows, “if during last three days the ventilation last more than
the maximum threshold then raise an alert” or “if more than three times during last ten days there are
absences from the room lasting more than 10 min each between 22:00 and 07:00, then alert”. This is
because such behaviours are understood as potential signals for behavioural changes that needed to
be analysed. All such rules can be implemented in the reasoning layer, named “High Level Rules”
according to the proposed framework in Figure 7.

To provide a consistent context, capable of managing the structure proposed in the depicted
framework, both for handling the complexity of different rules, and their updating process, and for
enabling the regular accuracy monitoring of the built soft sensors and launched the reinforced learning
processes when required, it is proposed to adopt the usage of Web Ontology Language (OWL), in a
particular semantic context expression, given the basis of satisfying context-aware reasoning. Particular
attention is deserved to the rules designed with Semantic Web Rule Language (SWRL) [38].
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Figure 7. Referential framework proposed. AAL, ambient assisted living; AI, artificial intelligence.

The approach will typically enable the implementation of effective strategies to help in the
management of different use cases in a flexible way, as the resulting ontologies are essentially shared
knowledge models that enhance the capabilities of automated processing and the level of automation
by allowing machines or agents to interpret data/information and reason against ontological contexts,
thus enabling knowledge based intelligent decision support [41]. Applications have also been reported
in the context of IoT, as in [9], where similar architecture was proposed for Cruise cabins.

6. Discussion

As explained in the previous sections, the a priori effect of a human presence on the temperature
and humidity of a room is limited by artificial regulation systems. However, we were able to detect
window openings in the form of high immediate increases in humidity, which of course were influenced
by the climate in the monitored zone where normal humidity values were between 70% and 80%.

In contrast with temperature and humidity, CO2 values were shown to be highly correlated with
human presence and, that being the case, this was the parameter used to determine room occupancy
in this study. Not only were the on-site values used to determine human presence but measurements
in nearby large spaces were also used, as they had a great effect on the contiguous rooms. This was
especially important when the doors were opened and the diffusion of air between spaces was more
notable. In this way, information regarding the physical distribution of the building was added to
the models.

The aim of this work was to enable the detection of regular behaviours to aid in the monitoring of
patterns, such as occupancy or ventilation, based on normal environmental sensors which are already
present in many spaces for HVAC control, etc. When this purpose was achieved, the information
gathered by these sensors could be modelled to gain additional information without adding more
sensors or infrastructure to the building. To validate our proposal, additional sensors were installed
in the form of PIR sensors to gather basic knowledge of binary presence (i.e., occupied/unoccupied)
in the rooms. The aim here was to avoid installing these supplementary devices while being able to
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obtain the knowledge they provide. Indeed, this was a significant conclusion because the sensor does
not regard presence but movement.

The viability of using machine learning models, in this particular case by using the random forest
method, for this problem was demonstrated for different problems, obtaining high accuracy values
(see Tables 1 and 4), when a 10-fold cross-validation strategy was adopted.

All the possible configurations of the data that could be used in the models were tested, and,
finally, the one that obtained the most accurate results was the model using trees with two variables
in the forest. The trained model with just two variables was validated with previously unseen data,
obtaining an accuracy score of 98% (the confusion matrix is shown in Table 2) for the room occupancy
and 93% for the ventilation model. With the results obtained, the presented approach is considered to
be valid to determine the presence in rooms in which the data were used to train the models. However,
further work is needed to generate a unique model that could be transferred to other rooms.

Based on the knowledge gathered, it should be possible to transfer the knowledge obtained in one
room to others, by using the model to estimate the presence of people in other bedrooms. However,
because of the relevance established in Table 3 for the different types of variables, it becomes clear that
absolute levels of CO2 have strong relevance. Therefore, the model cannot be attributed to specific
rooms and it provided unacceptable failure rates when applied to different rooms.

When transferability becomes a requirement for the knowledge gathered, a different strategy must
be adopted (e.g., variable normalisation), in order to make it possible to compare scenarios. The size of
the rooms could also be needed for such normalisation, as the effect of one person’s presence does
not affect a bedroom or the Main Hall in the same way due to their size difference. As this aspect is
a relevant factor, specific tests were performed to analyse the effects when learning was transferred.
To this end, a normalisation between 0 and 1 for the CO2 and RH values per room was performed
(as effective relative volumes of rooms were not available). The same variables were defined, including
the slopes of the normalised variables and the same type of random forest model was built, with exactly
the same set of values for training and with the same strategy for validation. Therefore, the results can
be interpreted using the same contingency table as Table 2 in comparison with the actual contingency
table (see Table 7), and it was concluded that the quality was similar for both models.

Table 7. Contingency table for the normalised classifier.

Real Room Absence Real Room Presence

Predicted room absence 2517 18
Predicted room presence 79 2963

Subsequently, it was possible to transfer the model to Bedroom 1. This was particularly significant,
as the behaviour observed in Bedroom 1 was less defined than in the other bedrooms (see Figure 3).
The contingency table describing the performance of the model is presented in Table 8.

Table 8. Contingency table for the “transferred” normalised classifier.

Real Room Absence Real Room Presence

Predicted room absence 9976 774
Predicted room presence 468 16279

Indeed, some improvements could be made when reinforcement learning was considered.
However, even though the performance was slightly reduced, the value of transferring knowledge
can still be easily appreciated. The F1 score as averaged value per class was reduced from 0.984 in the
proper context up to 0.84 when transferring was considered.

It is also necessary to recognise that the use of these sorts of models requires a certain level of
abstraction because, in the creation of the synthetic variables, a time summarising approach must be
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adopted. As previously commented, values within (t − 30 min, t + 30 min) were used to calculate the
slopes for moment t. Therefore, the decision was made based on hourly behaviour instead of having a
prediction at the same frequency as the sampling rates.

In addition to transferring models between contexts, which sometimes requires the application
of reinforced learning from a small amount of data coming from the present room in addition to the
already trained model in another space, an additional use can be derived from the created knowledge.
This involves the establishment of rules by comparing the learned long-term behaviour with the
present one. As an example, by comparing the starting routine for performing room ventilation
(see Figure 5) with the recent and short-term (for instance last week) pattern, potential advice can be
derived and, when combined with other factors, such as variations in the room usage, etc., they can
alert against early effects that can require extra investigation. Another potential rule could also consider
the ventilation time used in connection with the outdoor weather conditions. The criteria for raising
alerts will depend on firing several of these rules at the same time, in order to collect stronger evidence
for any change in behavioural patterns.

Through the studied case it becomes pretty clear that the quality of the derived knowledge strongly
depends on the labelling processes required both for training at the beginning and for reinforced
learning in the case of update of the behaviour or transference of the models to a different environment.
Actually, this dependency becomes an opportunity to offer the people being monitored to participate
and to be at the same time users but also co-creators of the Aml technology. If a convenient and
simple phone app is enabled to ask the participants willing to adopt such active role, the regular
labelling process can be enriched dramatically, and full set of benefits can be derived, at the system
level but also at individual level. To foster such dynamics and provide a smart system just querying
when relevant events happen, and also for making a consistent management of the produced rules
possible, the assistance from the semantic perspective becomes essential. Therefore, the natural
evolution for using such soft sensors is to integrate them into a semantic schema able to provide a
holistic perspective.

7. Conclusions

The ability to determine human presence in the spaces of a building without adding additional
sensors in a non-intrusive way could be applied to detect behaviours that are not understood to be
regular in cases where regular patterns can be established, such as in the case of elderly people living
alone or in cases such as the one described in this paper, where patients display very regular behaviour
day-to-day. The acquired knowledge allows the authors to propose the reference framework depicted
in Figure 7.

Either from the direct model outcome or by using transferring strategies, the newly created
knowledge can be seen as a kind of aggregated soft sensor where rules can be derived, such as the
number of hours per weekday the user sleeps or the number and duration of absence times during the
night time per weekday. Such newly derived knowledge can be used to establish alerts or triggers.
This is significant as these alerts can inform the user of any unexpected long-term deviation from
regular behaviour (e.g., month-over-month). This kind of soft surveillance will help to identify mental
diseases or certain other difficulties in their early stages. The applications of the proposed framework
will be further analysed in future research.

Although limitations exist because of the sample sizes and the strict context needed for labelling
the samples helping in producing the supervised learning, the research carried out still shows strong
capabilities for building soft sensors, and their advantage to establish variations in a different time scale,
which can be useful for higher level behavioural rules. To this end, integration with semantic schema
need to be deeply investigated in future research, in particular the rule management and updating
procedures according to the confidence estimations.

In addition, in terms of limitations, it is relevant to emphasise that there is a bias towards the
benefits and the positive outcome of the AAL technologies in particular in the case of aging people.
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This field is named as gerontechnology [42]. In this sense, the present paper revolves on the same idea
of becoming useful to the relatives and the older people as well. However, it is worth recognising the
lack of enough social studies with an agnostic lens trying to identify negative impacts of AAL over
such collective, either because of the opt-out or just because of disruptions because of unsuccessful
integration among components or AAL programs. Indeed, derived effects such as increased levels of
social isolation because of the technology adoption will require further attention.
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Abstract

Background: Huge amounts of health-related data are generated every moment with the rapid development of Internet of Things
(IoT) and wearable technologies. These big health data contain great value and can bring benefit to all stakeholders in the health
care ecosystem. Currently, most of these data are siloed and fragmented in different health care systems or public and private
databases. It prevents the fulfillment of intelligent health care inspired by these big data. Security and privacy concerns and the
lack of ensured authenticity trails of data bring even more obstacles to health data sharing. With a decentralized and consensus-driven
nature, distributed ledger technologies (DLTs) provide reliable solutions such as blockchain, Ethereum, and IOTA Tangle to
facilitate the health care data sharing.

Objective: This study aimed to develop a health-related data sharing system by integrating IoT and DLT to enable secure,
fee-less, tamper-resistant, highly-scalable, and granularly-controllable health data exchange, as well as build a prototype and
conduct experiments to verify the feasibility of the proposed solution.

Methods: The health-related data are generated by 2 types of IoT devices: wearable devices and stationary air quality sensors.
The data sharing mechanism is enabled by IOTA’s distributed ledger, the Tangle, which is a directed acyclic graph. Masked
Authenticated Messaging (MAM) is adopted to facilitate data communications among different parties. Merkle Hash Tree is used
for data encryption and verification.

Results: A prototype system was built according to the proposed solution. It uses a smartwatch and multiple air sensors as the
sensing layer; a smartphone and a single-board computer (Raspberry Pi) as the gateway; and a local server for data publishing.
The prototype was applied to the remote diagnosis of tremor disease. The results proved that the solution could enable costless
data integrity and flexible access management during data sharing.

Conclusions: DLT integrated with IoT technologies could greatly improve the health-related data sharing. The proposed solution
based on IOTA Tangle and MAM could overcome many challenges faced by other traditional blockchain-based solutions in
terms of cost, efficiency, scalability, and flexibility in data access management. This study also showed the possibility of fully
decentralized health data sharing by replacing the local server with edge computing devices.

(J Med Internet Res 2019;21(6):e13583)  doi: 10.2196/13583

KEYWORDS

Internet of Things; distributed ledger technologies; data sharing; health information interoperability; IOTA Tangle; masked
authenticated messaging; blockchain; intelligent healthcare
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Introduction

Internet of Things and Intelligent Health Care
Internet of Things (IoT) has been developing explosively in
recent years. It is believed to be the next revolutionary
technology and bring great benefits to various domains of the
society including health care [1]. The health care industry has
been dramatically changed because of the information
technology revolution that started in the last century. New
technologies such as telemedicine, digital hospital, electronic
health and mobile health have been widely applied during the
past decades, and now, the rapidly development of IoT is
promoting health care from digital into intelligent [2].

The advances of IoT have resulted in rapid emergence of smart
environments such as smart home [3]. Sensors in these
environments can measure the values of various environmental
factors including temperature, humidity, air quality, and noise
[4].

As an important aspect of IoT, wearable technology has also
shown a surge in the past decade. Different types of wearable
devices containing various embedded sensors such as
smartphone, smart watch, smart band, and smart glasses have
been used in health care applications to realize various
health-related applications such as remote diagnosis [5], disease
monitoring [6], and elderly people caring [7].

Challenges of Health Care Data Sharing
Large amounts of health-related data are generated by these
smart devices including environmental data from stationary
sensors and activity data from wearable devices. These data are
valuable resources for health care applications, research, and
commercial projects. Properly sharing these health data can
benefit all related stakeholders including the device users,
patients, researchers, and companies and improve the public
health care system.

Currently, most data generated by IoT devices are controlled
by different service providers, device manufacturers, or scattered
in different health care systems [8,9]. These siloed and
segmented data make it impossible or very difficult to share
data outside their own closed environments, and this leads to
enormous quantities of wasted data [10]. Besides, it puts data
security and privacy at risk as these centralized data stores and
authority providers are attractive targets for cyberattacks [11].

With the increasing concern about data privacy and security
issue from public and private users, data protection regulations
will become stricter. For example, the European Union has
published the General Data Protection Regulation [12] to protect
individual data. Such regulations make data sharing even more
difficult.

Besides the complex data protection regulations, another main
obstacle to freely flowing of big data is that, although data
sharing is becoming cheaper from a technological perspective,
it is prohibitively expensive to transfer fine, granular data in
real time because of intermediary fees [13]. Another barrier is
the lack of ensured authenticity and audit trails of data.
Traditional data transmission protocols and databases are

susceptible to various attacks, including man-in-the-middle
attacks and data tampering [14].

To overcome these barriers that hinder the full use of valuable
health data, it is necessary to develop advanced systems to
accelerate secure, fee-less, tamper-resist, and high-scalable
health data sharing.

Distributed Ledger Technologies and Blockchain
A distributed ledger is a distributed database, maintained by a
consensus protocol run by nodes in a peer-to-peer network. This
consensus protocol replaces a central administrator, as all peers
contribute to maintaining the integrity of the database [15].

As one of the most widespread DLT, the blockchain, has gained
substantial popularity in recent years, primarily in the financial
field because of the cryptocurrencies. For example, Bitcoin was
first introduced in 2008 [16] and ever since has attracted the
attention of the research community from diverse academic
fields [17-19] and gained mainstream popularity because of its
unique characteristics such as the absence of centralized control,
an assumed high degree of anonymity, and distributed consensus
over decentralized networks. Blockchain solutions could reduce
data breach risks by utilizing threshold encryption of data
together using public key infrastructure, where cooperation of
multiple parties is required to decrypt data, and asymmetric
cryptography is used to authenticate communication with system
participants [20].

Limitations of Blockchain
Specialized distributed consensus protocols based on DLT have
enabled novel decentralized applications such as cryptographic
currencies [16] and smart contracts [21]. The rise and success
of Bitcoin during the last 6 years proved that blockchain
technology has real-world value. However, these block-based
protocols, such as blockchain and Ethereum, also have several
drawbacks that prevent them from being used as a generic
platform for IoT data sharing.

Scalability
A blockchain has an inherent transaction rate limit because all
participants agree on the longest chain and discard forks and
side branches [22]. Common practice is to wait for 6 blocks to
be added to the longest chain before reaching a high level of
confidence that a transaction is final on the Bitcoin network
[20,23]. As an example, it took on average 9.3 min to confirm
a Bitcoin transaction at the end of December 2018 [24].
Applications that require exchange of value and low latency
cannot be certain that their transactions are final in a shorter
time frame and must trust the payer to not double spend [20].
The current incentive schemes that allow these protocols to
spread virally make inefficient use of computational resources
while constraining the transaction rate on the network. The
transaction rate of Bitcoin protocol has been lower than 5
transactions per second in the whole network during most of
the time in the year 2018 [25]. Similarly, the Ethereum protocol
currently processes about 6 transactions per second across the
entire network [26]. This low throughput cannot fill the
requirements of data sharing in many health care scenarios.
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Fees
Another notable drawback is the concept of a transaction fee
for transactions of any value. For example, the Bitcoin protocol
requires a fee that may exceed US $0.30 each transaction [27]
according to the statistics of January 10, 2019. To use a
distributed ledger at scale for financial or other industrial use
cases, this low throughput and high fee model will not suffice.
The importance of micropayments will increase in the rapidly
developing IoT technology and paying a fee that is larger than
the amount of value being transferred is not logical.
Furthermore, it is not easy to get rid of fees in the blockchain
infrastructure as they serve as an incentive for the creators of
blocks [28].

Centralization
Lots of computing power is required to maintain the blockchain,
and mining power has become centralized to some extent. The
latest statistic shows that the 6 largest mining pools control
75.76% of the of the network’s mining power (BTC.com 21.5%,
AntPool 14.9%, SlushPool 11.01%, ViaBTC 10.65%, BTC.TOP
9.67%, F2Pool 8.03%) [29].

Vulnerable to Quantum Attack
Bitcoin and other proof-of-work–based blockchains are
susceptible to being broken by quantum computers. Quantum
computers, although still a hypothetical construct as of today,
could be very efficient for handling problems that rely on trial
and error to find a solution [28]. The process of finding a nonce
to generate a Bitcoin block is a good example of such a problem.

As of today, one must check an average of 268 nonce to find a
suitable hash that allows a new block to be generated.
Theoretically, a quantum computer would need θ(√N) operations
to solve a problem that is analogous to the Bitcoin puzzle stated
above [30]. This same problem would need θ(√N) operations
on a classical computer. Therefore, a quantum computer would

be around 17 billion (√268) times more efficient at mining the
Bitcoin blockchain than a classical computer. It would make
possible of gaining control of over 51% of computing power
of the whole blockchain network, which would enable attackers
to double spend and break the entire network.

IOTA and the Tangle
IOTA is a tangle-based cryptocurrency designed specifically
for the IoT industry where a machine-to-machine micropayment
system is required. The tangle naturally succeeds the blockchain
as its next evolutionary step by overcoming some of its
previously mentioned fundamental limitations [31]. The main
feature of the tangle is that it uses a directed acyclic graph for
storing transactions instead of sequential blocks. In the Tangle,
users must perform a small amount of computational work to
approve 2 previous transactions to issue a new transaction. This
new transaction will be validated by some subsequent
transactions [28].

This structure enables the Tangle with high scalability. There
is no maximum throughput, as the more activities in the Tangle,
the faster transactions can be confirmed. In addition, with this
'pay-it-forward' system of validations, there is no need to offer
financial rewards. Transacting with IOTA can be free of charge.

Moreover, IOTA has no miners, therefore it is truly
decentralized.

The IOTA tangle is designed to be quantum resistant. The
number of nonce that one needs to check to find a suitable hash

for issuing a transaction is around 38 on average, which is not
unreasonably large. The gain of efficiency for an “ideal”

quantum computer would therefore be of order 34=81, which
is already quite acceptable [28]. More importantly, the algorithm
used in the IOTA implementation is structured such that the
time to find a nonce is not much longer than the time needed
for other tasks that are necessary to issue a transaction. The
latter part is much more resistant against quantum computing
compared with the traditional blockchain.

Masked Authenticated Messaging
The main data communication protocol used in the proposed
system is Masked Authenticated Messaging (MAM). It enables
to emit and access an encrypted data stream over the Tangle
regardless of the size or cost of a device [32]. MAM uses
channels for message spreading. IOTA users can create a
channel and publish a message of any size at any time. A small
amount of proof-of-work is required to allow the data to
propagate through the network and to prevent spamming. Other
users can subscribe this channel through its address and receive
a message that is published by the channel owner.

Merkle Hash Tree
MAM uses a signature scheme based on Merkle Hash Tree
(MHT) [33-35] to sign the cipher digest of an encrypted message
[32]. The address of a channel is the root of this Merkle tree,
which itself is created using the seed of the user.

As the MHT example shown in Figure 1, private keys (A, B,
C, D) are generated according to the seed, index, and security
level [36]. The corresponding addresses, also called leaves (A',
B', C', D'), can be generated respectively [37,38]. By applying
the hash functions to narrow the addresses, the root of the
Merkle tree can be obtained. In a MAM stream, a single MHT
only lasts for a short period of time, each message contains the
root of the next Merkle tree (or the future direction of the
channel) [32].

Each message is signed with the one-time signature (OTS)
scheme. Each leaf in the MHT corresponds to 1 OTS scheme.
This means that each tree can produce the same number of
messages as the number of leaves in the MHT [15].

In an MHT, the set of complementary hashes of a given leaf are
the siblings of this leaf. As shown in Figure 1, the siblings of
leaf A' (in red color) are B“ and Hash(C”,D“). By combining
a given leaf and its siblings, the root of an MHT can be
calculated.

A complete MAM transaction should include a signature section
and the masked message section. The signature is created from
one of the private keys corresponding to one of the leaves. The
masked message consists of the raw data that need to be shared,
the root of the next MHT, the index of the chosen leaf (branch
index), and the siblings of this leaf. Figure 2 shows an example
of a MAM stream with 2 transactions.
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Figure 1. An example of Merkle Hash Tree with 4 leaves.

Figure 2. Structure of a Masked Authenticated Messaging stream with 2 transactions.
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Privacy and Encryption Modes
MAM has 3 privacy and encryption modes to control the
visibility and access of a channel: public, restricted, and private.

In public mode, the root of MHT is directly used as MAM
transaction address and channel key. Therefore, any user who
receives a message randomly or intentionally can then decode
it by using the address of the message.

In private mode, the hash of the MHT root is used as the address,
and the message is decrypted using the root. This prevents
random users from decrypting the message if they stumble
across it as they are unable to derive the root from the hash.

In restricted mode, an authorization key, named as sideKey in
this study, is added based on private mode. The address used
to attach to the network is the hash of the sideKey and the root
(according to the current MAM source code [38], only the hash
of root is used, which differs from the introduction of IOTA
website [32,36]). It enables a message publisher to revoke access
to future messages from subscribers by changing the sideKey.

To consume a MAM message, the receiver needs to use the root
to calculate the address of the transaction and fetch the masked
message. Then, use the root, and sideKey in restricted mode, to
decrypt the masked message.

In a MAM channel, the current message contains the address
of the following message, whereas the previous ones are not
referenced. This adds the forward secrecy character to a channel.
When users are authorized with the correct decryption key, they
could follow a MAM stream from the current transaction, but
there is no way to read previous messages.

Objective of This Paper
The objective of this study was to integrate IOTA Tangle with
IoT to develop a health data sharing system, which could support
secure, fee-less, tamper-resist, high-scalable, and
granular-controllable health data exchange. The data source

could include both wearable devices and stationary sensors in
a smart environment such as smart home. The feasibility of the
proposed system needs to be verified with a prototype system
and its application in a practical case.

Methods

System Architecture
The architecture of the proposed health care data sharing system
is presented in Figure 3. There are 2 roles involved in this
system, data publisher and data subscriber. The publisher can
be an individual, a family, or any other organization who
possesses smart devices and sensors. These devices, sensors,
and their owners produce health-related data, which are then
published to the Tangle using specific encryption and privacy
protocols. The data are published in their own channels, and
each channel has an address. The subscribers of a data channel
will receive the new published data. The published data are
usually encrypted, and an extra decryption key may be necessary
to decrypt the received data.

All the data are published and received through an IOTA node,
which is a computer connected to the IOTA network. Users
may use their own node or use public nodes. A user can be a
data publisher and a subscriber at the same time. For example,
a patient can publish his or her health data, and his or her doctor
can subscribe these data and make evaluation accordingly.
Afterwards, the doctor can publish the evaluation result to the
Tangle, and the patient can subscribe this channel and receive
the result.

Due to the limitations of size, power supply, and computing
capability, most wearable devices and environmental sensors
cannot publish or receive data directly to or from the Tangle.
In this case, a gateway layer will be necessary, which could be
a computer, a smartphone, or a single-board computer such as
Raspberry Pi [39].
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Figure 3. Architecture of the proposed health data sharing system based on IOTA Tangle. GPS: Global Positioning System; MAM: Masked Authenticated
Messaging.

Implementation
To verify the feasibility of the proposed health data sharing
system and demonstrate the implementation process, a prototype
has been developed. The structure of the prototype is shown in
Figure 4.

A portable human movement monitoring system using
smartwatches was developed previously for the remote diagnosis
of essential tremor (ET) [40,41]. The Pebble smartwatch [42]
in this system could measure the triaxial acceleration data for
tremor evaluation and activity recognition. The customized apps
in the smartphone allows users to report their location, activity
name, tremor level, self-evaluation about the disease, and other
factors related to the disease, such as medication, alcohol, and
coffee intake. These data, after integrated with other sensor data
generated by the smartphone, will be compressed and uploaded
to the remote server via internet for analysis using machine
learning techniques.

In addition to the movement monitoring system, we added an
environmental monitoring system composed of Kagoo air quality
sensors [43] and Raspberry Pi [39]. The Kagoo sensors could
measure various environmental factors such as temperature,
humidity, noise, and the content of pollutions in the air,

including particulate matter, formaldehyde, total volatile organic
components, benzene, carbon dioxide, carbon monoxide, ozone,
and nitrogen dioxide. These sensors can be freely combined
and plugged into a motherboard, which can communicate with
the single-board computer Raspberry Pi through wired or Wi-Fi
connection. A Python program running on Raspberry Pi could
fetch and preprocess the environmental data from air sensors.
More technical details, including the hardware manual and
software codes, are openly accessible [44].

We use these 2 data collecting systems to represent wearable
devices and stationary context sensors. The combination of
these 2 data sources could provide a more complete
understanding about users’ health-related information.

In this prototype, the Pebble smartwatch, Android smartphone,
and air quality sensors compose the sensing layer; the
smartphone and Raspberry Pi play the role of gateway
corresponding to the architecture of the proposed system. The
data collecting frequency varies among different devices. The
acceleration data from the smartwatch are recorded with a
frequency of 25 Hz and uploaded every minute in a batch. The
frequency of the data from smartphone depends on user’s habit
and usually is less than once per hour. The Kagoo sensors record
environmental data once per minute.
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Figure 4. Prototype of the health data sharing system using smartwatches, smartphone, air sensors, and Raspberry Pi. MAM: Masked Authenticated
Messaging.

In this prototype, instead of directly published to the Tangle
through the gateway as shown in Figure 1, the raw data are first
sent to a local server for processing. The reasons are 2-fold.
First, the frequency of the acceleration data from smartwatch
is much higher than the other 2 data sources. Publishing these
raw data to the Tangle will lead to a long lagging period.
Therefore, on the server side, the acceleration data will pass
through a tremor evaluation module based on deep learning
approaches [41]. The output will be a shorter message per
minute with a time stamp and a tremor score based on the
classification result. This shorter message will be published to
the Tangle. The raw acceleration data will be saved in a private
database for future use. The second reason is to simplify the
experiment of testing the average waiting time of publishing
messages. The data from different sources are all gathered in
the server and published through the same node in a
concentrated period to obtain a more reliable result.

In terms of privacy and encryption modes, the environmental
data are published in public MAM mode, whereas the patient
report data and tremor evaluation data are published in restricted
MAM mode.

To consume the published data over the Tangle, subscribers
only need to know the address of the channel if the data are
published in public mode, whereas an extra decryption key is
needed for the data in restricted mode as introduced previously.
Both data publishing and data receiving were realized through

the JavaScript programs, which are introduced with details in
the following experiment and results section.

Results

Experiment
An experiment was conducted to prove the feasibility of the
proposed system, which can broadcast and receive combined
health data from both wearable devices and stationary
environmental sensors. In general, 3 types of data are tested,
including tremor level based on smartwatch acceleration data,
patient reports from smartphone, and environmental data from
air sensors. The environmental data were broadcasted using
public MAM protocol, whereas the other 2 types of data were
broadcasted using restricted MAM protocol. The authentication
keys of restricted mode were changed during a broadcast stream
to demonstrate how a user could revoke access to the data they
generate in future.

All the data were broadcasted and received in JSON format.
For each type of data, 100 trials of broadcasting were realized
to test the average waiting time. The data were published using
a computer equipped with a 4-core Intel Core i5-4460 3.2 GHz
CPU, a 12 GB of RAM memory, and the Ubuntu Linux 18
64-bit version operating system. The data were published
through a public IOTA node [45,46]. The memory usage was
50%, and the number of neighbors was 12 when connected to
this node during the experiment. The complete scripts for
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publishing and receiving JSON data over the Tangle are openly
available [47].

Experiment Outcomes
Figure 5 shows an example of published environmental data
over the Tangle using public MAM mode. It displays that the
address of the channel is the same as the root of the MHT. Any
user who knows the address could fetch the message and decrypt
it with root, which is the same to the address.

Figure 6 presents an example of patient report data published
in restricted mode. In this case, the address is the hash of the
MHT root, which is totally different. Subscribers need to know
both the address and the extra encryption key (side_key) to fetch
and decrypt the message. In restricted mode, the publisher can
send a subscriber the address and side_key to grant him or her

access to the current and future messages in the data stream. To
revoke the authorization, the publisher just needs to change the
side_key when publishing a new message, and subscribers
without the new side_key will loss the access to this message
and future ones.

The combination of public and restricted MAM protocols could
provide users granular control over their heath data, which could
bring great benefit to the health care system. For instance, in
our prototype, when a patient wants to be diagnosed, he or she
can share with the neurologist the address and the side_key to
the report data and tremor evaluation data streams from a certain
time. Afterwards, the neurologist will be able to fetch all 3 data
streams as the environmental data are published in public mode.
After the diagnosis, the patient can change the key to revoke
the authorization, as shown in Figure 7.

Figure 5. Environmental data published to the Tangle with public Masked Authenticated Messaging mode.

Figure 6. Patient report data published to the Tangle with restricted Masked Authenticated Messaging mode.

Figure 7. Granular access control over messages published over the Tangle by combing public and restricted Masked Authenticated Messaging protocol.
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Table 1. Result of the data broadcasting experiment using Masked Authenticated Messaging (MAM) protocol.

Waiting time per message (seconds)Size (bytes)MAM modeData

MinimumMaximumMean (SD)

8.8155.4120.41 (8.11)260PublicAir quality 

7.8133.4117.35 (5.37)29RestrictedTremor level 

10.1055.1719.99 (7.61)570RestrictedPersonal report

12.8740.3622.56 (5.97)260PublicAir quality from Raspberry Pi

The summary of the waiting time for publishing the 3 types of
data to the Tangle based on 100 trials is presented in Table 1.
The result shows that there is no obvious difference among
these 3 types of data in terms of waiting time for publishing to
the Tangle, although their message length and encryption modes
are different. This is because of the fact that, in IOTA Tangle,
the size of a transaction is 2673 trytes, which is about 1650
bytes. It means that as far as a message is shorter than this limit,
the waiting time of publishing such messages should be similar
on the same node. The actual waiting time depends on the
computing capability of the node to perform proof of work, and
it may vary from a few seconds to more than half minute
according to our tests as shown in Table 1.

Currently, the bottleneck of the data publishing speed is the
total number of nodes connected to the Tangle network and the
condition of the specific node used by the publishing device. It
is expected that the time to publish data from a local server or
from the single board computer should be similar. Aiming to
verify this consumption, an extra test using Raspberry Pi to
publish the air quality data was conducted in addition to the
experiment of publishing 3 types of data using a local server.
The result is presented in Table 1. It shows that there is no
obvious difference regarding the waiting time for publishing a
message, which verified the aforementioned consumption.

Discussion

Principal Findings
This study explored the application of emerging distributed
ledger technology in the health care domain. We proposed a
health data sharing system by converging IoT, IOTA Tangle,
and MAM protocol. It makes possible of a reliable marketplace
for the individuals to share their health-related data with
hospitals, researcher, industry companies, or any other
organizations in a secure and controllable way. In return,
individuals can get benefit from their own data in monetary,
medical services, or other forms. On the other hand, researchers
and companies will be able to gather relevant data for their
studies, clinical trials, or product development.

Most existing studies about the applications of DLT and IOT
in health care either focused on the conceptual design of health
data sharing systems or discussed relevant policies from
managerial perspectives. In comparison, this study not only
proposed an application framework supported by DLT and IOT
technologies but also implemented a prototype system in
practice from technical perspective.

Through an experiment based on a prototype system, we
demonstrated how the health-related data are collected and

published to the Tangle in different encryption and privacy
options. Our experiment showed that combining public and
restricted MAM data streams, individuals are enabled to define
granular access controls to different data consumers. The
proposed system could facilitate the development of fee-less,
secure, and efficient health data sharing marketplace to handle
the big data generated by numerous IoT devices, and hence,
pave way to the promising intelligent health care.

Although the current implementation of IOTA Tangle and its
MAM protocol are already usable, they are still under
development and are evolving rapidly. The current waiting time
for attaching a message to the Tangle may vary from a few
seconds up to more than 1 min. Although this is faster than other
block-based protocols, there is still large room for performance
improvements, as the more nodes connected to the Tangle
network, the faster a transaction can be approved.

Limitations
The feasibility of the proposed health data sharing system using
IOTA Tangle and MAM protocol was verified through the
experiments based on a prototype system in a controlled
environment. There are a few limitations worth to be mentioned.

First, in the prototype, a local server was introduced between
the gateway layer and the IOTA nodes. The aim was to handle
the large amount of raw acceleration data and simplify the
testing process. In practical application, this local server can be
excluded. The sensor data can be published to the Tangle
directly from IoT devices or through a gateway such as
smartphone or Raspberry Pi. This could enable the real
machine-to-machine communication and make it easier for large
scale implementation.

Another limitation of this pilot study is that a public IOTA node
was used for publishing and receiving data over the Tangle. The
lagging time varied depending on the workload of that public
node, which is always stable. In practical implementation, a
private node should be set up according to the practical
requirements.

Conclusions
IOTA Tangle, together with the MAM communication protocol,
could provide a fee-less, secure, highly scalable, and
quantum-immune data sharing platform. The fast development
of IoT is upgrading health care industry from digital to
intelligent. The converging of IOTA Tangle, MAM, and IoT
could significantly accelerate the health data sharing and pave
way to realizing the vision of intelligent health care. The
proposed solution in this study overcomes many of the
challenges faced by other traditional block-based solutions in
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terms of cost, efficiency, scalability, and flexibility in data
access management. It could be applied in many scenarios of
health care, such as remote diagnosis, chronic disease
monitoring, and elderly caring, as introduced in the previous
ET diagnosis experiment. Patients can publish their own health
data to the Tangle with different encryption options and
authorize medical experts to access to the tremor and activity
data during a period. Experts can also share the diagnosis result
with patients or their relatives.

This solution could be useful in many other areas such as
rehabilitation, sports and fitness, and labor health protection in

workplaces, which indicates the directions for future work. For
example, wearable devices can be used to monitor workers’
positions, activities, working load, and health indicators such
as heart rate and blood pressure. Environmental sensors can be
used to monitor the working conditions including the air quality,
temperature, humidity, noise, and illumination. All these data
or the periodical statistic results can be published to the Tangle
and authorize access to different stakeholders such as
Environmental Health and Safety experts, production managers,
and government audit departments to better understand the
health status of workers and avoid overfatigue or injuries.
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Abstract: In the near future, value streams associated with Industry 4.0 will be formed by
interconnected cyber–physical elements forming complex networks that generate huge amounts of
data in real time. The success or failure of industry leaders interested in the continuous improvement of
lean management systems in this context is determined by their ability to recognize behavioral patterns
in these big data structured within non-Euclidean domains, such as these dynamic sociotechnical
complex networks. We assume that artificial intelligence in general and deep learning in particular may
be able to help find useful patterns of behavior in 4.0 industrial environments in the lean management
of cyber–physical systems. However, although these technologies have meant a paradigm shift in the
resolution of complex problems in the past, the traditional methods of deep learning, focused on
image or video analysis, both with regular structures, are not able to help in this specific field. This is
why this work focuses on proposing geometric deep lean learning, a mathematical methodology that
describes deep-lean-learning operations such as convolution and pooling on cyber–physical Industry
4.0 graphs. Geometric deep lean learning is expected to positively support sustainable organizational
growth because customers and suppliers ought to be able to reach new levels of transparency and
traceability on the quality and efficiency of processes that generate new business for both, hence
generating new products, services, and cooperation opportunities in a cyber–physical environment.

Keywords: Industry 4.0; IIoT; geometric deep learning; lean management

1. Introduction

Today it seems almost a truism to talk about the fact that data surround us. According to
recent studies, by 2025 humanity will have created about 163 zettabytes of information [1]. However,
the alarming thing is not that we are going to be flooded with data, but that these data will be very
different from the data with which we are used to dealing in classical disciplines such as signal or
image processing, statistics, or machine learning. Beyond this, the data we will face are data that
will emerge from the trillions of objects connected to the Internet of Things (IoT). In many cases,
including the industrial IoT (IIoT), these data are produced by distributed sources, such as thousands
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of sensors in factories, i.e., data are distributed over networks. Managing large amounts of data
in these ever-expanding networks raises nontrivial concerns about the efficiency of data collection,
processing, analysis, and security [2,3]. Currently, data from processes and systems are collected and
stored without a clear strategy, and this can be a barrier to implementing paradigms such as “social
manufacturing” [4]. In addition to being distributed, these data may be unstructured, and therefore
cannot generally be encapsulated in one table. A defined strategy is therefore needed on what kind of
data to collect at the technical and the organizational level. Finally, in addition to numerical, data can
be ordinal, categorical, or other. The aim of this work is to introduce the reader to a series of concepts
that pave the way for processing these data by means of adapted deep-learning techniques [5].

The purpose of this work is to study the possibility of providing Industry 4.0 leaders with
a theoretical model that allows for the extraction of relevant patterns embedded within their
organizations by means of artificial intelligence. Specifically, the goal of this work is to provide
the reader with mathematical models that adapt convolutional and pooling deep-learning operations,
hence describing the possible use of geometric deep-learning architectures on non-Euclidean Industry
4.0 complex cyber–physical networks. The structure of this work is as follows: First, Section 2 provides
relevant background information, clarification, and definitions. Second, Section 3 provides a framework
of previous relevant concepts regarding deep learning, specifically geometric deep learning. Third,
Section 4 provides mathematical models to compute geometric-deep-learning algorithms over Industry
4.0 lean-management complex-networked cyber–physical systems. Finally, Section 5 outlines the
conclusions and managerial implications of this model, and its applications in the field.

2. Background

This brief section presents and defines fundamental preliminary concepts to the comprehensive
understanding of the presented content in the following sections of this work:

• Industry 4.0. The term Industry 4.0 has gained large traction since it was first publicized [6], stating
the need for a paradigm shift towards a less centrally controlled manufacturing structure. It is
seen as the Fourth Industrial Revolution, with the first three being mechanization through steam
power, mass production through electrically operated engineering, and the digital revolution
through the integration of electronics and IT. Industry 4.0 enables more production autonomy
as technology becomes more interconnected, and machines are able to influence each other by
creating a cyber–physical system.

• Cyber–Physical Systems. The term “cyber–physical system” in the context of Industry 4.0 refers
to the tight conjoining of and co-ordination between computational and physical resources.
The impact on the development of such systems is a new paradigm of technical systems based on
collaborative embedded software systems [7].

• Lean Management. Lean-management systems in an Industry 4.0 cyber–physical context have
been described as sociotechnical entities that aim to systematically reduce the variability of
value-creation processes [8–13]. These two fundamental dimensions, the social and the technical,
are subsequently meant to symbiotically support each other to maximize value creation through
the systematic elimination of activities that do not add value for the client. A series of models
were presented by scholars that allow the analysis and quantification of these systems as complex
networks [14,15].

• Complex-Networked Organizational Design. Under the organizational-network paradigm,
modern Industry 4.0 cyber–physical lean-management-oriented organizations can be understood
as a symbiotic sociotechnical ecosystem of social networks [16] that interacts with increasingly
complex-networked physically distributed interconnected sensors [17], whose readings are
modeled as time-dependent signals on the vertices, human or cyber–physical, respectively.
This means that, on the nodes of the network, attributes can be found that describe them as having
the form of a given time series.
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Within this framework, a complex network is defined as a graph with nontrivial topological
features that do not occur in simple graphs such as lattices and random networks [18]. For any
given time t, lean complex cyber–physical networks can be formally described by time-dependent
graphs Ω(t) = [N(t); E(t)] that can be understood as lists of N(t) nodes and E(t) ⊂ (N(t)xN(t))
edges that represent its human and cyber–physical nodes, and its standard communication
edges [19]. Given the static graph in t, Ω(t), each node and edge can be characterized by a series
of typically two-dimensional signals x = [x1, . . . , xn] ∈ (RnxRm), where n relevant parameters
of the node or axis are described as the time series of m elements. In the case of nodes, signals
typically represent demographic, sociological, or competence information. In case that the nodes
are human, and in the case of a cyber–physical node, relevant information on the state of the
cyber–physical node expressed in time series of several key performance indicators. In the case of
edges, signals typically represent information referring to the quality of measurable relationships
of the individual with other stakeholders of the organization; in the case of human–human or
cyber–physical-to-human edges, of the time series associated with relevant key performance
indicators being reported to other stakeholders. Specifically, snapshots for the time-dependent
graph can be built, that is, the time-dependent graph is considered as an ordered pair of potentially
different sets. A time-dependent graph considered as a sequence of static graphs is given by
Expression 1.

Ω = [Ω(t1), Ω(t2), . . . , Ω(tk)] (1)

This method is most commonly used for modeling discrete time-dependent graphs, and is
suitable for the time-dependent graph with a specific time structure, especially in real-time
networks such as complex-networked cyber–physical systems [20]. This modelling method is
assumed here, and the time sequence of static graphs is not explicitly mentioned when referring
to time-dependent graphs.

As a consequence of these references, it can be stated that cyber–physical complex-networked
lean-management systems in an Industry 4.0 context can be understood as management systems
that systematically try to reduce the intrinsic variability of industrial value-creation processes by
understanding them as complex networks of computational and physical elements.

3. Related Work

Within this framework, the work approaches the interpretation of strategic information contained
in Industry 4.0 cyber–physical complex-networked lean-management systems from two main vectors:
social and technical strategic organizational design complexity. As shown in the research overview
in Table 1, these two research directions have been intensively examined at three (micro-, meso-,
and macroscopic) levels of complexity. A better visualization of these organizational levels is in the
graphical abstract of Figure 1 for clarity purposes, but it should be noted that this classification is
purely synthetic; in reality, cyber–physical systems in an Industry 4.0 context present the continuous
complexification of networks arranged in nested hierarchies. This by no means suggests that one
level of aggregated complexity is more difficult to deal with than a less aggregated one. In fact,
the opposite is often true. For example, in the study of value-creating cyber–physical systems, the study
of shop-floor management has been done for decades with almost solely qualitative methods and
common sense [21–23]. Deep learning has been recently used to extract statistical patterns from
cyber–physical systems at certain microscopic local levels [24,25]; however, there is an urgent need
for algorithms to be developed that ensure a holistic understanding of cyber–physical systems at the
meso- and macroscopic level of complex-networked aggregation.
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Figure 1. Macroscopic, mesoscopic, and microscopic levels of organizational sociotechnical complexity.Figure 1. Macroscopic, mesoscopic, and microscopic levels of organizational sociotechnical complexity.
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Table 1. Research overview.

Social Technical Socio Technical

Micro Imai, 2012 [26];
Stock and Seliger, 2016 [27]

Takeda, 2009 [28];
Francis and Bian, 2019 [29];
Jabeur et al., 2015 [17];
Li et al., 2017 [30];
Aazam et al., 2018 [31];
Tao et al., 2018 [32];
Mushtaq and Haq, 2019 [33];
Shevchik et al., 2019 [34];
Al-Jaroodi and Mohamed, 2019 [35];
Sun et al., 2019 [36]

Villalba-Diez et al., 2015 [23];
Villalba-Diez et al., 2019 [24].

Meso
Rother, 2010 [37];
Villalba et al., 2018 [13];
Birkel et al., 2019 [38]

Takeda, 2011 [39];
Davis et al., 2012 [40];
Gomez et al., 2015 [41];
Culot, 2019 [42];
Jimenez et al., 2016 [43];
Wang et al., 2018 [44];
Villalba-Diez et al., 2019 [25];
Jang et al., 2019 [45];
Ordieres-Mere et al., 2019 [46]

Villalba-Diez and
Ordieres-Mere, 2015 [10];
Villalba-Diez et al., 2015 [9];
Villalba-Diez and
Ordieres-Mere, 2016 [11];
Villalba-Diez et al., 2017 [47];
Davies et al., 2017 [48];
Kumar et al., 2019 [49].

Macro

Womack and Jones, 2003 [50];
Toyota, 2014 [51];
Burton et al., 2015 [52];
Covey, 2004 [53];
Rabelo et al., 2019 [54];
Romero et al., 2017 [55];
Wang et al., 2019 [56];
Guo and Jyang, 2019 [57]

Lee et al., 2015 [58];
Wang et al., 2015 [59];
Goodfellow et al., 2016 [5];
Sisini et al., 2018 [60];
Zheng et al., 2018a [61];
Lu and Xu, 2019 [62]

Stock and Seliger, 2016 [27];
Villalba-Diez, 2017 [15];
Villalba-Diez, 2017 [14];
Kiel et al., 2017 [63];
Stock et al., 2016 [64];
Shang et al., 2019 [65].

Subsequently, a research hypothesis can be formulated. Due to the high potential shown by deep
learning in a wide range of applications, we could hypothesise that deep learning can be used to find
patterns within Industry 4.0 lean-management complex-networked cyber–physical systems, which
takes us to the concept of geometric deep lean learning. The analogy of networks proposed in this
work, as well as the global analysis of the evolving networks and, through the geometric deep lean
learning of the local relations between agents, provide an adequate context to establish which data to
collect, and how to structure their analysis in a general and systematic way.

Within this context, there are two main resource-organizing classes for integrating deep learning
in Industry 4.0 cyber–physical contexts with regard to different assumptions on data acquisition:

• Offline training, and decision-support learning and predicting from a global and integrated way,
for example, by extracting relevant information from an organization by means of deep-learning
algorithms that analyze previously labeled text in organizational categories [66]. Alternatively, by
combining deep learning with other computing methods that allow for more balanced datasets
and, hence, better deep-learning performance [67].

• Digital twin and augmented reality. Creating virtual environments that, by recording, visualization,
and interaction with cyber–physical assets, are capable of generating necessary tagged information
in real time that is fed to deep-learning algorithms [68]. The creation of digital twins in combination
with deep-learning algorithms was also proposed to enable the parallel control of cyber–physical
value-creating processes [69].

Deep-learning algorithms are built by stacking data-processing filters—layers—in deep
architectures [5]. These layers extract increasingly accurate representations of the data fed into
them through a series of algebraic operations, such as convolution (learning local patterns of feature
maps) and pooling (downsampling of feature maps). A key reason for the success of these classical
deep-learning applications on time-series, images, or video processing, is on its underlying Euclidean
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or gridlike data-structure space. The ability to leverage statistical properties of such data through
local statistics is possible because of the shift invariance, local connectivity and the multi-resolution of
the dataset. For instance, in a color image, pixels are placed together (shift invariance), present local
properties (local connectivity), and present a red–green–blue-layered color structure (multiresolution).
The use of convolution and pooling imposes conditions on the dataset while extracting local features
shared throughout images that make it suitable for the problem without sacrificing the expressive
capacity of the network. In fact, the graph’s Laplacian L = D − A that supports the information
contained in the images is constant [70], where D and A represent the degree and adjacency matrix
of the graph, respectively [19]. This allows a series of mass algebraic operations that make the
magic of deep learning possible. However, at an organizational level, networks associated with
Industry 4.0 lean-management cyber–physical systems are, by definition, dynamic and do not present
these characteristics.

The fundamental idea of deep learning is that it is assumed that data to be studied came from the
combination of different attributes at multiple hierarchical levels. An important underlining concept in
this context is that of the manifold. A manifold can be intuitively understood as locally Euclidean space.
Earth, for example, can be understood as a gigantic ellipsoid, but to a human at a point on its surface,
it appears to be a plane. In other words, the manifold is an interconnected region: a series of points
associated with its surrounding environment. From any of these points, the manifold appears to be
locally Euclidean. Formally speaking, differentiable X manifold of dimension d is a topological space in
which each point x has an environment that is homeomorphic to a Euclidean space of dimension d called
tangent space TxX [71]. If the manifold is equipped with a Riemannian metric, such as an inner product
〈 · , · 〉TxX : (TxX)x(TxX)→ R , then the manifold is called a Riemannian manifold. The set of tangent
spaces at all points is known as tangent bundle TX and is assumed to be smoothly dependent on the x
position. It is precisely this feature that is exploited by machine-learning algorithms. The condition
for this is the implicit assumption that interesting points occur only in a collection of manifolds in
directions tangent to the TX planes, and with statistically interesting variations happening only when
switching manifolds.

In other words, manifolds are topological spaces locally homeomorphic to Euclidean spaces.
Complex networks, the object of this study, can be described by complexes of nodes and edges (i.e.,
triangles) that can be treated as discrete types of manifolds [72]. As has been described before [73–75],
these can be understood as manifolds in order to explain the problems related to evolutionary
manifolds using the theory of complex evolutionary networks. Specifically, deep learning applied to
graphs usually considers these as manifolds; for this reason, we can consider deep lean learning as
a manifold learning challenge. In the following sections, the consideration of graphs as manifolds is
not geometrically rigorous, and might not be as smooth as previously defined. Classical applications
of deep learning to graphs [76] focuses on static networks, but cyber–physical systems represented by
complex networks are dynamic in nature, as nodes (both human and cyber–physical) and sociotechnical
relations between them are constantly evolving.

For this reason, in order to discover statistical patterns within lean-management cyber–physical
systems by means of deep learning, it is necessary to either transform existing data into figures that
can be interpreted by classical approaches, or to generalize the concept of deep learning to dynamic
networks. The first strategy was successfully implemented by one of the authors [13]. The second
strategy follows in the footsteps of geometric deep learning.

Geometric deep learning is an emerging technique to generalize deep-learning models to
non-Euclidean domains, such as certain graphs and manifolds [70]. The wide variety of domains in
which geometric deep learning has so far been useful can be summarized in four categories:

• Graphwise classification. For instance, in the classification of molecules [77]. In this model, atoms
represent the nodes, and chemical bonds are the edges of a graph. Research aims to extract
certain features that predict certain properties of the molecule. This is relevant, for instance, to the
pharmaceutical companies that are in the business of drug design. Some of these properties are
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toxicity and water solubility. Given a graph, researchers aim to classify a molecule graph. This is
analogous to classical deep-learning-based visual image classification [78].

• Vertexwise classification. For example, in a social-network domain in which nodes are people of
which we have certain demographic information, a researcher aims to predict how these people
will vote in the next election. The analogy in computer vision is semantic image segmentation [79]
in which the pixels of an image are labeled as belonging to a certain category.

• Graph dynamics. There are also domains that are described by fixed graphs, and others in which
the graph changes with time [70]. Complex-networked cyber–physical systems belong to the
second class.

• Known vs. unknown domain. In some cases, the graph can be known; in others, it is only partially
known, noisy, or not known at all and needs to be learned. In these cases, the researcher aims to
not only learn the graph features, but also the graph itself [80].

Existing approaches to implement geometric deep learning can be classified into two broad
categories: spectral and local filtering methods.

• Spectral filtering methods.

Spectral filtering methods make use of the spectral eigendecomposition of the Laplacian graph
to elegantly mathematically define convolution-like operators. The fundamental limitation of
the spectral construction is that it can only be used to single and static domains. This is because
filter coefficients are dependent on the eigenvector- and eigenvalue-decomposition basis of the
Laplacian graph, which is highly dependent on network architecture [70]. This approach is not
suitable for our needs because of the dynamic characteristics of Industry 4.0 lean-management
cyber–physical complex systems and their associated complex networks.

• Local filtering methods.

Local filtering methods, on the other hand, are not topology-dependent, fall within the frame of
signalling processing on graphs [81], and are more suitable in this setting, in particular, in order to
define an operation similar to convolution in this domain [82].

4. Geometric Deep Lean Learning Over Industry 4.0 Lean-Management Complex-Networked
Cyber–Physical Systems

According to Immanuel Kant, a science is not a science until there is a relation to mathematics.
Although this characterization is provocative, and few would discuss such absolute numbers today,
the implicit main question remains valid: can we find mathematical expressions that explain, process,
and learn from network data, especially from complex-networked cyber–physical systems? This
question is the motivator of this work, both for its practical and theoretical interest. On the one hand,
empirically speaking, the processing of signals on graphs from complex cyber–physical networks
has exponential importance due to the unstoppable emergence of technologies such as the IIoT and
blockchain. On the other hand, the theoretical field of artificial intelligence constantly needs to develop
new algorithms and computational architectures to later allow its practical application.

Applied to the analysis of complex-networked cyber–physical systems in the context of Industry 4.0,
this leads to two classes of problem formulations that geometric deep lean learning theoretically solves:

• Strategic organizational design. Performing classical inference problems [76].

Recently, it has been shown that this classification can be considerably improved by using
information about the proximity environment [83,84]. Analyzing signals on graph vertices and
edges could potentially help to learn inherent structures of the graphs, such as organizational
clusters, with better accuracy than that provided by topological information alone—this is
a strategic challenge to which organizational design tries to respond.
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• Trust and power structures. Learning hidden organizational properties.

Although deep learning has been employed in a wide variety of fields of knowledge, such
as modeling social influence [85] and computer vision [86–88], it is important to incorporate
knowledge about the domain to be treated in the model. For example, in order to build
a deep-learning model for the study of a network of sensors in a cyber–physical system of
industry 4.0, it might be useful, in a first approximation, to choose the edge weights of the graph
as a decreasing function of the distance between nodes, as this would lead to a smooth graph
signal model [89]; however, this would not be suitable for a lean structural network, because
adjacency does not necessarily mean similarity [14]. For this reason, the model of the graph to be
used can be superimposed on other structures, instead of being a pure unconnected abstraction.
In other words, the graph that represents the complex-networked cyber–physical system in
an Industry 4.0 context, can be studied from different perspectives, superimposing it to a specific
sociotechnical environment that helps to better understand the statistical information that it
contains. As a consequence, the integration of these priors is a fundamental challenge for the
success of geometric deep lean learning. Some examples are the structures of power or trust
between the different actors of an organization that are fundamental variables that influence the
success of an organization, but remain elusive, since they often cannot be directly measured.
Geometric deep lean learning could be applied to learn these parameters as weights between the
nodes of the complex organizational network.

These problems reduce to fitting a time-dependent tensor A(t), so that Ω(t + 1) ≈ A(t) ·Ω(t) [90].
The hypothesis underlying this objective is that x(t + 1) ≈ A(t) · x(t) where A(t) is constant in a window
of time. The reason why we can take this assumption as true is that complex networks associated with
cyber–physical systems in Industry 4.0 environments do not have very high variability [14]. As a result,
a sufficiently small time window can always be found in which the hypothesis is sufficiently true.

Generalizing deep-lean-learning models to dynamic structured data in complex graphs requires
a detailed description of the non-Euclidean equivalents to the basic elements of deep learning
(convolutional layers and downsampling “pooling”), locally applied to each of the graph elements [70]:

• Convolution on non-Euclidean complex-networked cyber–physical graph time-dependent signals.

As expressed in Expression 1, for weighted time-dependent directed graph Ω(t), a series of
signals x = [x(1), . . . , x(n)] ∈ (RnxRm) expressed on its human and cyber–physical nodes, and on
its standard communication edges, are considered, in which components of xa reside in or are
protruding from node a.

For each node, we define a proximity environment given by group Na =
{
b : (b, a) ⊂ E

}
that

represents set of nodes b connected with a. This Na set is characterized by an RNxN matrix S called
the network-translation matrix operator that defines the manifold metric. We defined S as the
graph adjacency matrix, the Laplacian of the graph, or any other normalization of it, as a linear
transformation to encode the structure of a graph. Without loss of generality, the singularity
problem of the adjacency matrix, which is nontrivial, was not considered in this work [91].
As shown in Figure 2, group Na represents the manifold upon which the convolution acts.
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Figure 2. Local manifold upon which graph convolution acts.

The Fourier decomposition of graph Ω(t) is expressed by x̂ = U−1 · x, where S = U ·Λ · U−1 and
autovalues Λ describe the frequencies of the graph [92]. Now, we can directly filter x from the
spectral domain by means of function f : C→ R that allows to compute convolution ẑ = f (Λ) · x̂
by means of point-by-point multiplication in the spectral domain between filter f (Λ) and the
Fourier transform of the graph in x. Therefore, by inverting the Fourier transform of the graph, we
obtain the extension of the convolutional operation to the non-Euclidean time-dependent graph
in Equation (2).

z = P(S)x and P(S) = U f (Λ)U−1 (2)

The filter operation can be directly described on the node, resulting in an alternative formulation
given by Equation (3), where scalar parameter φa,b is a representation of the information weights
coming from neighbour node b into or from node a.

za = ∑
b∈Na∪a

φa,b · xb (3)

Due to the local properties of S, za can be obtained in the domain of the node through
local-information exchange. This means that the initial signal on the node is recursively
transformed by S a K number of times until decomposition is obtained that determines za as the
convolution between the network filter with a polynomial transfer function and xb.

By means of the Fourier transform of the network, the screening operation of Equation (3) has the
transfer function given by Equation (4):

h(Λ) =
κ

∑
k=0

φk ·Λk (4)

This filter, based on local-information exchanges, captures information in K-radius proximity
from the node representing the depth of the geometric-deep-lean-learning algorithm.

Taking into account this convolutional operation given by Equation (3), we are able to compute
the f th level feature produced as output of the lth layer:

yl
f = σl ·

(
l−1

∑
g=1
P l

f ,g · yl−1
g

)
(5)

where:

Figure 2. Local manifold upon which graph convolution acts.

The Fourier decomposition of graph Ω(t) is expressed by x̂ = U−1 · x, where S = U ·Λ ·U−1 and
autovalues Λ describe the frequencies of the graph [92]. Now, we can directly filter x from the
spectral domain by means of function f : C→ R that allows to compute convolution ẑ = f (Λ) · x̂
by means of point-by-point multiplication in the spectral domain between filter f (Λ) and the
Fourier transform of the graph in x. Therefore, by inverting the Fourier transform of the graph, we
obtain the extension of the convolutional operation to the non-Euclidean time-dependent graph
in Equation (2).

z = P(S)x and P(S) = U f (Λ)U−1 (2)

The filter operation can be directly described on the node, resulting in an alternative formulation
given by Equation (3), where scalar parameter φa,b is a representation of the information weights
coming from neighbour node b into or from node a.

za =
∑

b∈Na∪a
φa,b · xb (3)

Due to the local properties of S, za can be obtained in the domain of the node through
local-information exchange. This means that the initial signal on the node is recursively
transformed by S a K number of times until decomposition is obtained that determines za

as the convolution between the network filter with a polynomial transfer function and xb.

By means of the Fourier transform of the network, the screening operation of Equation (3) has the
transfer function given by Equation (4):

h(Λ) =
κ∑

k=0
φk ·Λk (4)

This filter, based on local-information exchanges, captures information in K-radius proximity from
the node representing the depth of the geometric-deep-lean-learning algorithm.

Taking into account this convolutional operation given by Equation (3), we are able to compute
the f th level feature produced as output of the lth layer:

yl
f = σl ·




l−1∑
g=1
Pl

f ,g · yl−1
g


 (5)

where:
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- σl represents the nonlinear activation function (i.e., ReLU); and
- Pl

f ,g · yl−1
g indicates the graph structure relating the gth input yl−1

g to the f th output yl
f .

Now, we simply combine two cases to model the mechanism of a convolutional network applied
to a non-Euclidean graph in each time slot: the case in which edges vary, and that in which nodes
vary. This can be combined into a single expression to describe Pl

f ,g given by Equation (6):

Pl
f ,g(S) =

K∑
k=1

Υl,(k:1)
f ,g +

K∑
k=0

(
k∏

m=0
Υ(m)

d + φk · τk
)

(6)

where:

-
∑K

k=1 Υl,(k:1)
f ,g represents the edge-varying case, in which

* Υl,(k:1)
f ,g acts as a shift operator, and therefore represents a learning paradigm for data

embedded within complex graphs, whose weights are known to some degree of
ambiguity, are only partially known, or are unknown.

-
∑K

k=0

(∏k
m=0 Υ(m)

d + φk · τk
)

represents the node-varying case, in which

* d ⊂ E is a special set of nodes (i.e., nodes with a degree above a certain threshold, nodes
with a certain level of hierarchy in the organization, or any other relevant feature),

* φk ∈ [0, 1]Nxd is a binary matrix, and
* τk is a vector describing the node parameters in d.

• Pooling in non-Euclidean complex-networked cyber–physical graph time-dependent signals.

As introduced earlier, downsampling pooling layers in classical deep-learning architectures that
extract information from Euclidean domains such as speech, images, or videos typically report
the maximal output within rectangular proximity [93]. In this way, it is possible to extract local
characteristics that are shared by other areas of the images, thus considerably reducing the number
of parameters that the deep network has to learn without sacrificing its learning capacity. Pooling
can be described as a progressive coarsening of the graph. A simple way to do this is to collapse
edges and reduce the size of the graph through a standard max-pooling operation on the nodes by
just taking the maximum of each one of the feature tensors on each of the nodes being coarsened.
This can be represented as a binary-tree structure of node indices. These pooling modules on
graphs can be inserted between the convolutional modules in order to extract high-level graph
representations, and thus be able to perform effective graph classification.

Some alternatives in this field have not been to try to pool the whole network, but different
hierarchies of the complex network in order to be able to learn which node groups have similar
characteristics [94]. Once these groups are learned, clusters are made, and network pooling
is carried out as described above or with an alternative method. This process is repeated for
each of the network layers; thus, its classification is obtained. This presupposes, however, prior
knowledge of the network structure.

The extraction of shared local characteristics is not possible through this method in time-varying
non-Euclidean domains, i.e., complex-networked cyber–physical graphs, because no stationarity
or shift invariance can be found within these domains. Wu et al. [95], and Lee et al. [96] provided
state-of-the-art surveying overview of this interesting open research question.
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5. Conclusions and Management Implications

Geometric deep lean learning at a strategic level is expected to ensure sustainable organizational
growth because customers and suppliers are able to reach new levels of transparency and traceability
on the quality and efficiency of the processes, which generates new business opportunities for both,
and new products, services, and co-operation opportunities in a cyber–physical environment. In a world
of limited resources, increasing business volume can only be achieved by increasing the depth of
integrated intelligence capable of successfully handling the emerging complexity in value streams.
The future implications of geometric deep lean learning at an organizational level are yet to be fully
deployed, but it is expected that the field of analysis of complex-networked cyber–physical systems in
Industry 4.0 environments will attract intense attention from both industry and scholars who could
develop tools to interpret, classify, and better understand the behavioral patterns of such networks
through the application of this very exciting field of artificial intelligence.

Managerial implications of geometric deep lean learning on a mesoscopic level should try to
integrate geometric deep lean learning in whole-value-stream processes to substantially improve
resource optimization. Geometric deep lean learning at a value-stream level is expected to impact lead
time and on-time delivery. At a mesoscopic level, producing only what the customer needs, when they
needs it, in the required quality, the integration of deep-learning technologies is expected to not only
allow the systematic improvement of complex value chains, but also the better use and exploitation of
resources, thus reducing the environmental impact of Industry 4.0 processes. This technology could
also be implemented at the customer side to increase defect-detection accuracy on products themselves.
Such analyses provide sensitivity about operations and operational conditions, which also impacts
value-stream-related efficiency and effectiveness.

The theoretical implications of the application of these geometric-deep-lean-learning models to
data embedded within complex-networked datasets support researchers in departing from “crafted”
features in modeling machine-learning models when dealing with geometric data. In the context of
Industry 4.0 cyber–physical systems, these could be drone-positioning and decision-making algorithms,
and the proper interpretation of wearable devices (i.e., physical sensors) on human or cybernetic process
owners. Until now, models dealing with such problems required a certain amount of prior knowledge
(e.g., the isometric-shape-deformation model), and often did not capture the full complexity and wealth
of data. Geometric-deep-lean-learning methodologies could bring a breakthrough to the field and be the
first indications of a coming paradigm shift by, for instance, expanding existing social-manufacturing
knowledge into unknown territory through the contextual self-organizing of mass-individualization
processes under a social-manufacturing paradigm through a cyber–physical–social system approach.

Some of the main potential applications can be clustered four categories:

• Graphwise classification. The classification of complex cyber–physical graphs by deep lean
learning, thus creating product families and allowing automated decision making in real time in
which products are developed, produced, and channeled to the final customer.

• Vertexwise classification. The classification of certain crucial nodes in the value-creation process
by means of deep-lean-learning models that allows an improvement of organizational design to
assure an increase of overall process performance.

• Graph dynamics. Learning complex-networked cyber–physical graph dynamics is of great interest
when dealing with change management within non-Euclidean sociotechnical systems.

• Known vs. unknown domains. The learning, generation, and semisupervised design of value
streams by learning the most suitable complex cyber–physical graphs for certain types of
products, thus potentially generating high customization with high efficiency and effectiveness in
resource use.

The data needed to implement these mathematical concepts are enormous and fall within the
field of big data. The acquisition of data associated with the cyber–physical systems of Industry
4.0 is costly and of great strategic value to the involved organizations, which is why systems that
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increase the confidence of the involved actors and guarantee the security of these IIoT data, as the
distributed ledger technology, are essential for the practical application of the exposed concepts.
The quality of the obtained data essentially depends on the trust that the various value-creating actors
have in each other. Achieving the necessary high degrees of confidence and successfully managing
these parameters in an environment of interdependent supplier and customer networks is one of
the challenges in the immediate future, and ought to be met by several blockchain and distributed
ledger protocols. The Constrained Application Protocol is excellent for use with limited devices and
low-power networks, such as those preferred in IIoT. To ensure greater security, applications known
by the more important User Datagram Protocol, such as Voice over IP/Session Initiation Protocol,
Datagram Transport Layer Security, can be run on User Datagram Protocol instead of Transmission
Control Protocol. The Rivest–Shamir–Adleman hybrid algorithm can also be good, with high efficiency,
better security and privacy protection, and is suitable for the end-to-end encryption requirements of
the future IIoT. Future IIoT research within an Industry 4.0 complex-networked cyber–physical context
should focus on, among others, the following characteristics: the open security system, the way in
which individual privacy is protected, terminal-security function, and laws related to IIoT security.
It is undeniable that IIoT security requires a set of policies, laws, and regulations, and a perfect
security-management system for mutual collocation to ensure the success of this exciting and fruitful
research endeavor.
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Abstract: Recent advances in technology have empowered the widespread application of
cyber–physical systems in manufacturing and fostered the Industry 4.0 paradigm. In the factories
of the future, it is possible that all items, including operators, will be equipped with integrated
communication and data processing capabilities. Operators can become part of the smart
manufacturing systems, and this fosters a paradigm shift from independent automated and human
activities to human–cyber–physical systems (HCPSs). In this context, a Healthy Operator 4.0 (HO4.0)
concept was proposed, based on a systemic view of the Industrial Internet of Things (IIoT) and
wearable technology. For the implementation of this relatively new concept, we constructed a
unified architecture to support the integration of different enabling technologies. We designed an
implementation model to facilitate the practical application of this concept in industry. The main
enabling technologies of the model are introduced afterward. In addition, a prototype system was
developed, and relevant experiments were conducted to demonstrate the feasibility of the proposed
system architecture and the implementation framework, as well as some of the derived benefits.

Keywords: healthy operator 4.0; human–cyber–physical system; industrial internet of things;
industry 4.0; smart workplaces

1. Introduction

The continuous technological innovations in the domains of information technology (IT),
the Internet of Things (IoT), and artificial intelligence (AI), among others, have significantly changed
production systems [1–3]. Recent advances of these technologies have enabled a systematical
implementation of cyber–physical systems (CPS) in manufacturing, which has significantly improved
the efficiency of production systems and made them perform more resiliently and collaboratively. These
advanced technologies are transforming the manufacturing industry to the Industry 4.0 paradigm [4,5].

In the Industry 4.0 era, all items in a smart factory will be equipped with integrated communication
and certain data processing capabilities, by the so called Industrial Internet of Things (IIoT). The IIoT
scenario enables a close connection between the physical and digital worlds, and the paradigm
of cyber–physical equivalence or digital twin emerges [6], where the vision of the digital twin
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itself refers to a comprehensive physical and functional description of a component, product, or
system, which includes more or less all information that could be useful in all lifecycle phases [7].
This represents a seamless integration between both worlds, meaning that the digital part can virtually
replicate the behavior of the physical counterpart and, henceforth, be used to create new added value
services in both directions.

The smart “artifacts”, including people, will be connected to the CPS [8,9], which is different from
computer integrated manufacturing (CIM), as the intention of Industry 4.0 paradigm is not creating
unmanned production facilities. In contrast, it provides a great opportunity for operators to become
part of the smart manufacturing systems in such a way where the individual skills and talents of the
operators can be better realized [10–12].

The advanced technologies, such as IoT and CPS, in the Industry 4.0 paradigm provide new
forms of interaction between operators and machines that will produce new intelligent workforces and
will bring significant impacts on the nature of manufacturing [13,14]. Human-centricity is one of the
most critical focuses in the transformation towards Industry 4.0. It allows for a paradigm shift from
independent, automated, and human activities to human–cyber–physical systems (HCPSs) where
machines are not designed to replace the skills and talents of humans, but rather to co-exist with,
and to assist humans in being more efficient and effective [15,16]. A clear opportunity in such a path
is to align the human central view in the decisions for process improvement, where improvement
in the classical lean management, e.g., (CPD)nA [17], was performed through a strategy enabling
taking advantage of the IoT devices, and looking to increase the knowledge analysis capabilities of the
responsible worker. Therefore, the aims of HCPSs can be described [12,15] as:

• Empowering people to dynamically interact with machines in both the cyber and physical worlds
to fit the operators’ cognitive and physical needs supported by intelligent human–computer
interaction techniques;

• Improving the physical, sensing, and cognitive capabilities of people taking advantages from
diverse technologies, such as IoT and wearable technologies.

On the basis of HCPSs, the concept of Operator 4.0 was proposed, aiming at improving the
cooperation between humans and machines [13,15]. Operator 4.0 represents “a new design and
engineering philosophy for adaptive production systems where the focus is on treating automation as
a further enhancement of the human’s physical, sensorial, and cognitive capabilities” [15].

According to different enabling technologies and targeting aspects, Operator 4.0 can be
empowered by different technologies [12,13], such as,

• Virtual operator, enabled by virtual reality (VR)/augmented reality (AR) [18],
• Super-strength operator, enabled by exoskeletons [19],
• Smarter operator, enabled by intelligent personal assistant (IPA)-based solutions [20],
• Healthy operator, enabled by wearable technologies combined with advanced data analytic

techniques [21],
• etc.

As one of the core sub-types of Operator 4.0, the Healthy Operator 4.0 (HO4.0) aims to address
the concerns regarding increasing workforce stress levels, the state of psycho-social health [22,23],
and the new potential physical risks [24,25] in the cyber–physical production environments caused by
the introduction of new Industry 4.0 technologies, including autonomous and collaborative robots,
AR, and VR.

Although occupational health has been a popular topic for decades in both academic research
and industrial applications, it has rarely had the advantage of real time quantitative measurements,
mainly due to the limited capabilities for directly measuring such factors [21,26–31].

The recent advances in sensing technologies and IoT, especially wearable technologies, provide
new solutions for real-time monitoring of an operator’s activities, locations, vital signs, etc., as well as
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the status of the surrounding workplace environment [30–32]. These technologies make it possible
to develop health-related applications, such as alerting operators of possible exposure to hazardous
environments, avoiding collisions with moving heavy equipment, and preventing anti-ergonomic
body movements and postures [21,33]. However, in current industrial practice, most applications are
developed in isolated circumstances aimed at addressing specific problems. Therefore, there is a gap
in creating human-centered systems able to promote operators’ learning context not only relying on
single parameters but also providing a meaningful articulated set of relevant parameters both in the
short and long term.

To cope with this challenge, a unified architecture for HO4.0 is required to support the integration
of different enabling technologies, thus guiding the implementation of this concept in the context of
occupational safety and health. The focus of the paper is established to:

• Formally define the HO4.0 concept, by carefully analyzing the contributions from previous
research in relevant fields,

• Propose a HO4.0 application framework enabling relevant data integration in highly dynamic
work environments, supported by the IIoT and wearable technology. According to the definitions,
we presented a multi-layer architecture and an implementation framework to guide the their
application in industry;

• Provide a prototype system, developed according to the proposed framework, where the
assessment of its capabilities can be derived; and

• Conduct experiments to verify the capabilities of the prototype system to provide new knowledge
on real applications.

From the methodological point of view, this study followed the critical action research method,
in which the researcher and a field operator collaborated in the diagnosis of the problem and in the
development of a solution based on the diagnosis [34]. Critical action research is based on the analysis,
action, evaluation, and critical analysis of practices based on collected data, in order to introduce
improvements in the relevant practices. This type of research is facilitated by the participation and
collaboration of a number of individuals with a common purpose where the research focuses on
specific situations and their context.

The rest of this paper is organized as follows: Section 2 introduces the formal definition for HO4.0,
enabling us to build over the proposed framework, in Section 3. Section 4 introduces the application
case supporting the prototype creation. The experiments and outcomes are presented in Section 5.
Then Section 6 summarizes the findings and provides our interpretation in the context of the proposed
HO4.0 framework. Finally, Section 7 provides a more strategic perspective of the knowledge gains,
including the limitations and further research directions.

2. HO4.0 Concept

As the sub-type of Operator 4.0, the HO4.0 concept was first envisioned in [12], where it was
roughly depicted as Operator + Wearable Tracker = Healthy Operator (physical and cognitive interaction).
In this stage, individual wearable devices, such as smartwatches, were used to track an operator’s
health-related metrics. However, an isolated and separate monitoring dimension can not fully represent
comprehensive health aspects. Therefore, a unified health view of the operator is needed to enable
holistic workforce health management and analytics. In this study, aligned with the Operator 4.0
definition [13,15], and extending the former concept, the HO4.0 is formally defined as a system focused
on health and operator well-being, looking to facilitate the operators’ empowerment by enabling
relevant knowledge creation, including modeling their behaviors.

It is relevant that our adopted perspective differs from the one chosen in [12,21], where the the
concept was closer to the operator. It was introduced as a specific type or vision for the Operator
4.0 concept. Instead, the ambition here was to consider the relevant information gathered, when
appropriately fused, as a digital image of the operator’s behavior, and due to this, the digital twin
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approach comes in naturally. To facilitate the integration of concepts, the natural approach is to
consider the HO4.0 as a system instead of a type of operator. Under this interpretation, the HO4.0
can be also presented as a virtual system: the HO4.0 digital twin, gathering all the health related
information from operators and potentially enabling the learning of rules from the different behaviors.
This does include benchmarks regarding the health impact of different operator routines, etc.

The HO4.0 digital twin is powered by IIoT networks, wearable technologies, ambient intelligence,
and modeling technologies. It not only enables real-time health risk information, e.g., risk alert, but
also make it possible to simulate the future behavior of operators; to infer and forecast the evolution
from their behavior at mid-long term ranges, aiming to reduce the operator’s cognitive and physical
workload, and increase the operator’s well-being such as Occupational Safety and Health (OSH), job
satisfaction, work-related affect, and enhance the workforce productivity in the Industry 4.0 context.

3. HO4.0 Framework

The proposed framework has two main components, one is the architecture, and the other involves
the required technologies.

3.1. Proposed Architecture

A traditional CPS structure usually includes five levels (5C structure), including Smart Connection,
Data-to-information Conversion, Cyber, Cognition and Configuration [4]. Based on the Operator 4.0
definition, we adapted the 5C structure of CPS and designed a four-level architecture for HO4.0,
compatible with the 5C CPS structure, as the proposed architecture shown in Figure 1 is composed of
the Smart Connection layer, the Integration and Communication layer, the Modeling layer, and the
Cognition layer.

• Smart Connection layer: Accurate and reliable data from operators, machines, the ambient
environment, and other parts of the production system are the foundation of the HO4.0 system.
The sensing layer collected these data utilizing wearable devices, ambient sensors, and the
industrial sensors of manufacturing systems etc. Wearable devices, such as smart watches,
smart bands, smart glasses, smart shoes, and smart helmets, contain a variety of sensors that
can measure the operator’s location, movements, heart rate, blood pressure, body temperature,
concentration level (e.g., fatigue), foot pressure, etc. Stationary or portable ambient sensors, such
as air quality, thermal (temperature and humidity) sensors, and acoustic and light sensors, are
used to monitor the conditions of the workplace environment surroundings, such as the indoor
air quality level, temperature, humidity, pollutant concentration, light intensity, and noise levels.
The indoor positioning system (IPS) was adopted to detect the movement and location of the
operators, vehicles, work pieces, machines, etc. in a workplace.

• Integration and Communication layer: This layer was mainly composed of edge computing
devices or gateways, which could include a smartphone, tablet, router, or single-board computer
(SBC) etc. This layer was required due to the limitations of the size, power supply, and computing
capabilities of most wearable devices and ambient sensors from the sensing layer. They are not
capable of performing operations such as data filtering and integration. This layer aimed to
filter and integrate these diverse data, and if necessary, to convert and pre-process the raw data
based on different data modeling approaches. The sensors used in the sensing layer are from
many domains, e.g., monitoring human psychological behaviors and detecting environmental
conditions. This layer also facilitated the data uploading to the server storage for further data
analysis. The edge computing device in this layer can be applied to provide real-time health
warnings that are critical for a human that interacts with machines and HCPSs.

• Modeling layer: The health related data was fused and modeled in this layer. The twin model
of operator health was created and relevant simulations can be run to apply the derived high
lever rules. This is typically conducted in a local or remote/cloud server with a higher computing
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capability that is able to care about data streams from different communication devices. Semantic
data description enables the interoperability and usage of semantic models, and knowledge
graphs might also be employed to facilitate the knowledge extraction. Supported by advanced
machine learning techniques and semantic-driven data fusion, useful knowledge, such as risk
alerts, improved advice, and rules, can be extracted.

• Cognition layer: Based on the results from the model layer, the cognition layer can provide hints
and insights from cyber space to physical space and acts as a monitoring system for the preventive
decisions from operators, machines, or ambient environments. On this layer, analyzing the results
can support the decision-making and can be presented with proper data visualization techniques.
Certain user interfaces, applets, or web-based services can be also implemented. The alerts,
advice, and orders can be delivered to different stakeholders to help them conduct corresponding
actions. The target is to ensure work–life health, safety, and satisfaction.

    Cognition Layer

    Modeling Layer

Machine leaning & Data mining

HO awareness Predicative health risk

Actions for better well-being

Rule inference

Twin model of Health

Integrated simulation

         Integration &   
    Communication

Layer
Edge devices

Data Storage

   Smart Connection
Layer

Positioning System

Working environment Wearables

Healthy Operator Oriented   

Real-time alters

Figure 1. Healthy Operator 4.0 (HO4.0) architecture.

3.2. Enabling Technologies

The successful implementation of HO4.0 architecture requires the support of a series of advanced
enabling technologies. Some of the ones that were mentioned in the model and used in the prototype
are introduced as follows.

• Wearable technology: Wearable technology or wearable computing is the study or practice
of inventing, designing, building, or using miniature body-worn computational and sensory
devices [35]. With the rapid development of sensing technologies, various types of sensors can be
embedded in wearable devices. According to their features, they can be divided into four major
groups [36]:
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1. Environmental sensors, such as light sensors, temperature sensors, sound sensors, humidity
sensors, air quality sensors (e.g., CO2 sensors, particulate matter (PM) sensors, and volatile
organic components (VOCs) sensors), and barometric sensors.

2. Biosensors, including body temperature sensors, heart-rate-monitoring sensors,
electrocardiogram (ECG), electroencephalography (EEG), electromyography (EMG) sensors,
blood pressure sensors, galvanic skin response (GSR) sensors, eye tracking, weight insole,
and glucose level sensors.

3. Location tracking sensors, such as GPS, altimeters, magnetometers, compasses, and
accelerometers.

4. Other sensors, including camera sensors, communication sensors, ultrasonic sensors,
infrared receiver (IR), sensors.

The application of wearable technologies in HCPSs provides rich information related to the
operators and the surrounding environment.

• Indoor Positioning System: IPSs locate and track objects within a closed environment usually
based on triangulation and multilateration methods using light, ultrasound, or radio signals
to provide positional information [37]. The tracking of operators and production equipment
can be significantly improved by the application of IPS [13]. Several wireless technologies
might be used in IPS depending on the application situations by means of different positioning
algorithms [38], such as Global Positioning System (GPS), Radio Frequency IDentification (RFID),
Cellular networks, Ultra-wideband (UWB), wireless local area network (WLAN), Bluetooth etc.
The adoption of IPS makes possible of a context-aware system for HO4.0 to help operators monitor
the locations of machines, vehicles and workpieces to improve productivity and avoid potential
collision risks.

• Ambient environment monitoring: The condition of the ambient environment plays a crucial
role in a HO4.0 system. It may impact the operators’ working performance or even harm
their health. For example, indoor air pollution is one of the leading environmental risks,
and indoor air quality (IAQ) is proven to have significant impacts on human comfort, health,
and performance [29]. The advancement of low-cost IoT sensors, in recent years, has enabled
the use of wireless communications and computing for interacting with the physical world.
These sensors can measure indoor environmental parameters including IAQ, comfort, lighting,
and acoustic conditions [39–41]. Many of these low-cost ambient sensors allow portable
deployment and different sensors can be easily packed in one board to fit the requirements
of different application scenarios. The data generated by such sensors can be collected by certain
edge computing devices, such as single board computers (SBC). As an example, an ambient
environment monitoring system based on a sensor island and a Raspberry Pi SBC was developed
in a previous study [29]. The sensor island used in this system was composed of nine different
ambient sensors to monitor different aspects of the ambient environment. More details of this
system are explained in the prototyping section.

• Knowledge engineering: A semantic data model is a high-level representation of knowledge.
It is designed to capture the meaning of data attributes and relationships, and obtain the meaning
of each instance in an application context. The standard data model and knowledge engineering
facilitates information exchange and data interpretation in a very heterogeneous data sources.
Fusion and integration data based on rich semantic context gravitates toward applications, such
as effective decision making processes, by fully making use of the various heterogeneous data.
Ontologies, stemming from the Semantic Web, are used to define standard and common terms,
vocabulary, and relationships for a particular area/domain. Aligning on common interpretations
through ontologies, data/knowledge graphs can be generated to refer to the relationships
among different data sources from different domains. Existing or adapted ontologies [42,43]
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are recommended to be used for semantic modeling aiming to derive action rules toward the
operator’s health management.

• Machine learning (ML): The data gathered from the sensing layer can contain valuable
information, which is the core of the HO4.0 system. Indeed, when scaled up appropriately,
it can become a large volume of data; whereas, a global analysis can help in providing better
interpretations for the impact of different behaviors. Therefore, advanced data modeling tools,
such as machine learning, can be useful to create or emphasize such new knowledge. The wide
applications of the IoT have promoted the concept of big data, which on the other hand,
has fostered the explosive involvement of the advanced machine learning techniques represented
by deep learning. Despite the great achievement of machine learning in many fields, its power has
not been fully and systematically explored in the industry sector, particularly in the human-centric
systems. Here the benefits from the adopted concept for HO4.0, such as the system proposed in
this research (which enables the digital twin approach) facilitates modeling capabilities to detect
patterns and to add value in the real world for human-centric applications. For example, deep
learning can be used to monitor an operator’s activities based on the motion data collected from
wearable devices [9,44,45], but when combined with health related information and environmental
conditions, this can provide a health index for such activities. In addition to the self learning
process based on the real time data, the inter-comparison between workers would help to better
understand the physiological and mental demands, but it can also help to find different patterns
and to learn about the sustainability of them for the long term [46].

4. The Application Case and Experiments

To validate the proposed architecture, an application case was carried out, enabling the
construction of a prototype helping with different practical implementations.

4.1. Case Selection

The case is connected with a logistic intra-facility, where the interest was in obtaining health
related knowledge of crane operators in their working environment, who were in charge of loading
trucks that moved manufactured steel rebar to build singular concrete structures.

Figure 2a shows how an operator moved around, looking for the pieces to be loaded, then
attaching them and loading them into the trucks, where they went up and down a specific platform as
presented in Figure 2b, which was designated to facilitate access to the truck itself and to maintain
awareness on how the material was placed inside the truck. The preparation of the materials on trucks
must be carefully planned as the unload process typically needs to visit different construction sectors
to deliver specific sets of rebar. Therefore, a specific disposal sequence of items as per the layers in the
truck must also be carefully planned and is prone to errors and stressful situations, where there are
doubts about what was actually loaded into the truck. This is even more sensitive for sets involving
small numbers of light rebar, where weight variations are not informative enough about errors in the
loading process.

Outside of their specific job, the crane operator was working in a rather complex environment,
with potential environmental quality concerns. This environment was a plant that manufactures steel
rebar, where the production of specific items by cutting, blending, and welding may affect the air
quality. Due to the working environment, as shown in Figure 2a, acoustic and illumination aspects
were be other health threats.

Due to the different working conditions for crane operators and their complex mobility
schema, their mental working environment, and physical workload, and because of the continuous
over-pressure to quickly deliver products to trucks, we determined that these workers were suitable
for inclusion in the validation for the HO 4.0 architecture.



Sensors 2020, 20, 2011 8 of 21

(a) Crane operator at work. (b) Operator unloading platform.
Figure 2. Crane operator working conditions.

4.2. Sensing Layer

In this application, based on the specific characteristics of the workers, the sensing layer was
designed to include different dimensions, including the:

• Environmental conditions, including temperature, humidity, and noise, as they can impact the
operators’ health, as well as their performance.

• Heart rate, as related to their physical or mental effort.
• Blood Pressure, also as related to their physical or mental effort.
• Arm angle, referring to the horizontal line, as a reference for ergonomic working activities.
• Position, as a reference for understanding the movements and knowledge requirements in order

to complete the work.
• Steps, as a reference for the physical effort.
• Crane position, in relation to the crane operator movements, allowing us to identify the effective

working time.

Therefore, different sensing devices need to be attached to the crane operator to collect the
information in relevant frequency patterns, although they must be as lightweight as possible, in order
to be feasible for daily operations.

For the prototype, we decided to include three devices attached to the crane operators and one
environmental station deployed on the shopfloor. Two of them were based on low cost devices, a
MetaSensor (see Figure 3a) from mbientlab (https://mbientlab.com/store/metamotionr/), enabled us
to monitor angles and acceleration and was used to track the arm angle through time. Another sensor
we included was a smartband from HBand (see Figure 3b), able to track the heart rate, blood pressure,
and steps.

For positioning the crane operator and the crane hook, we decided to use Ultra-wideband (UWB)
technology with six stations able to track those positions [47]. The technology named uRTLSTM, is a
high precision real-time location solution (RTLS) based on UWB technology. The solution used several
channels available at 3–7 GHz using the Decawave UWB chipset in compliance with IEEE 802.15.4.

The indoor environmental quality substantially affects a operator’s health, comfort, working
performance, and well-being. In this study, the working environment for operators was monitored
with an IoT based environmental quality monitoring system developed by [29]. The measured indoor
environment conditions included: the chemical environmental parameters: particulate matter (PM),
formaldehyde (HCHO), Total Volatile Organic Compounds (TVOC), benzene (C6H6), carbon dioxide
(CO2), carbon monoxide (CO), ozone (O3), nitrogen dioxide (NO2), and the physical parameters:
temperature, humidity, illumination, and noise.

Although these specific devices were selected for this implementation, without a lack of
generalization, certain other devices, such as smart insoles, smart helmets, and skin conductivity
sensors, could be also adequate, depending on the application case under consideration.
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(a) Angle measurement device. (b) Smartband device.
Figure 3. Wearable devices used in this application.

4.3. Integration and Communication Layer

In this application, the usage of several technologies were required in order to properly handle
the data streams. There were data collected from the factory that benefited from using the existing
extranet to upload the datasets to the data repository. This is the case for the environmental monitoring
station, which was based on a raspberry pi delivering the data throughout its internal network card.
This was also the case for the positioning system, which was acquired from the tracktio company
(https://tracktio.com/). This system had its own data repository, therefore an additional middleware
was required in order to enable data integration.

There were other data streams that were collected only by bluetooth, as the devices only had this
interface. To handle these streams, an Android based app was developed [48], making it convenient to
integrate the features and enabling a flexible data collection architecture [49]. Figure 4 presents the
main details for this application, which collected data according to a specific time sequence. For this
application, a minute-based frequency was adopted for health and environmental parameters, and
a second-based frequency for the position, which provided convenient granularity for the learning
application. Indeed, it was relevant that the developed app showed real time values and informed the
operator regarding significant values. Although it was possible to order smartband vibrations when
specific conditions were met, this was not activated as it could distract the operators from their main
task and possibly become an unacceptable safety risk.

(a) Main screen. (b) Device list.
Figure 4. The app developed for data collection.
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The overall context for the data handling of the applied wearable in this study is presented in
Figure 5.

Figure 5. Overview of the applied wearable data flow.

4.4. Modeling Layer

With all the data streams ingested, this layer facilitated the fusion and time alignment as per
the device media access control (MAC) address and time. Therefore, the record-sets were derived
providing context for the digital twin, according to the chosen application case. The data fusion could
integrate data streams that in some cases belonged to the same individual or in other cases belonged to
properties of the area, affecting several operators on the shop-floor. The collected data streams allowed
us to consider semantic annotation to enable a machine based data handling strategy.

The existing Vcard ontology for people [50] was used to model each operator. The indoor
environmental quality ontology: AIR_POLLUTION_Onto, proposed by [51], was used to model the
operator working environmental exposure, risk, and control applications. The physiology factor of the
operator was semantically represented with HUMAN STRESS ONTOLOGY [52], considering the data
sources steaming from the physiological parameters, such as the heart rate and blood pressure. The
indoor navigation ontology introduced in the ILONA system [53] was applied for the indoor model
positioning of the operators. Therefore, the considered set of references, based on the integration of
such ontologies was as shown in Table 1.

Table 1. Data streams with semantic annotation.

Entity Message

crane operator { “Ontology”:”https://bit.ly/2OxeEkO”,”object”:”vcard”,”fn”:”José Luis
Fernández”, ”nickname”:”Jose”,”hasEmail”:”mailto:perpalper@gmail.com”,
“Gender”:”Male”,”bday”:”1988-06-23”,”adr”:”José Gutiérrez Abascal 2,
28006, Madrid” }

environmental
situation

{“Ontology”: “AIR_POLLUTION_Onto”, “object”: “airPollutants”,
“deviceId”: “Airmonitor1”, “PM”: “25 ug/m3”, “CO2”: “0.04%”, “VOC”:
“0.4 mg/m3, “NOX”: “0”, “Timestramp”: “09/08/2019 09:10:00”}

stress factor {“Ontology”: “HUMAN STRESS ONTOLOGY”, “object”: “Measurements”,
“deviceId”: “Hband1”, “Timestramp”: “09/08/2019 09:10:00”,
“stressPhysiology”: [ {“heartRate”: “80”, “bloodPressureHigh”: “120”,
“bloodPressureLow: “70”}]}

position {“Ontology”: “ILONA”, “object”: “Position”, “deviceId”: “Crane1”,
“Coordinate”: [{“x”:”40.342712”, “y”:”-3.123472”, “z”: “605.85”}],
“Timestamp”: “09/12/2019 10:10:00”}

Based on the specific interest, the annotated data streams were combined to create the contextual
datasets, where their structure was not fixed at all. Instead, it was problem related. Therefore, when
the interest was to analyze the similarity of the operating conditions and operator behavior through
time, the application for building projectors with general non-linear dimension reduction was needed.
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Then, this layer will include different algorithms and tools, such as Principal component analysis
(PCA), T-distributed Stochastic Neighbor Embedding (t-SNE), or Uniform Manifold Approximation
and Projection (UMAP) dimension reduction techniques, which optimize a low-dimensional graph
from twelve dimensions into two, in order to keep close records that are close in a higher dimensional
space, and that preserved more of the global structure of the whole dataset.

When the interest is to look at specific behaviors that can be described by particular variations in
variables, such variables were created and the ranges calculated. Based on those derived new variables,
different Machine Learning techniques, such as association rules, can bring interesting rules explaining
the causes for such behaviors.

When the case is to understand the behavior of operators through time, different regression
algorithms were applied in order to forecast future trends, either by using the time series approach or
the multidimensional one. Indeed, if the interest was to identify similar behavior between operators,
different clustering algorithms were helpful, based on the medium term records of their digital twins.

The previous examples illustrated the strong possibilities that this layer can provide when the
interest is to derive new knowledge for operators at different level of aggregation and for different
time scales.

5. Results

The working environment of operators for this particular case study is dissatisfying as shown
in Figure 6, due to different aspects where the actual exposition levels exceeded the threshold limit
value (TLV).

The TLV of a environmental substance (chemical or physical) is defined to be a level to which a
worker can be exposed day after day for a working lifetime without adverse effects. The recommended
comfort TLVs for temperature and humidity are 16–28 °C and 30–80%, respectively, according to
World Health Organization (WHO) [54]. For work that requires the perception of details, such as
offices, sheet metal work, or bookbinding, the minimal luminance TLV is 100 Lux, which is defined
by the European Union (EU) standard. The noise levels defined by WHO are 85–90 dB(A) daily
average [55], the smallest value (85 dB (A)) was taken as the TLV to ensure acoustic health to the
maximal extent. The TLV for PM2.5 and HCHO are a 25 µg/m3 average per day and a 0.016 ppm
(0.02 mg/m3) average per 8 hours as defined by WHO [56] and National Institute for Occupational
Safety and Health (NIOSH) [57], respectively. The TLV of CO2 (0.1%) and TVOC (0.60 mg/m3 average
per 8 h) are based on a daily average, which obtained references from Circulate App: EnvCon [58].
The Circulate company set TLVs by taking references from China’s air-quality standards.

In this application case, the noise level was rather high consistently over time, as demonstrated in
Figure 6a. In the vast majority of the working time, the noise level was higher than 85 dB(A) as defined
by WHO [55], as the primary working activity is steel operations, which produces a huge amount
of noise. Although operators are wear industrial headsets to protect their ears, constantly working
in very noisy environments presents potential damage and hearing related problems, e.g., tinnitus.
It also affects concentration at work, which was the case for crane operators. The environment was also
rather dry and dim as depicted in Figure 6a (Humidity and Lighting). The chemical environmental
conditions were inadequate as shown in Figure 6b. The PM2.5 and HCHO exceeded the contaminant
level from time to time, and the TVOC is approached limits periodically. Therefore, these systems also
help to identify dimensions where measures can be taken to improve the working environment, which
would have a significant impact on the operators.
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Figure 6. Operator exposure to the environmental condition on site. The red line refers to the threshold
limit value (TLV).

It is relevant to identify different clusters of behavior from the collected data as shown in Figure 7.
In fact, this Figure presents a non-linear two dimensional projection from the originally 12-dimensional
space of fused data from two different crane operators was embedded. It was decided to use the
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UMAP projection technique to provide a clear vision regarding the sample distribution where the
inter-distance between samples was maintained and good preservation of the data’s global structure
was granted [59].

UMAP: metric=correlation, n_neighbors=15, min_dist=0.1

1
2
3
4
5

(a) Segmented per period of time.

UMAP: metric=correlation, n_neighbors=15, min_dist=0.1

Op1
Op2

(b) Segmented per Operator.
Figure 7. Projected patterns from the digital twin.

The projection result, shown in Figure 7, depicts the whole dataset’s distributions and clusters
phenomenon. Then, we decided to segment the whole dataset into five groups of the same length, to
explore time dependency of clusters (see Figure 7a). The five groups were segmented via homogeneous
distribution through time, and marked with different colors (labels 1–5). As far as the same color
appears in different clusters, that means that they are not related to time mainly, but related to
operator’s behaviour. In Figure 7b, the behaviors from the two monitored crane operators are presented.
The projection of the whole dataset was also segmented into two groups: operator 1 and operator 2
marked with two different colors. It becomes clear that there is not operator specificity as per cluster,
therefore the existence of many of them is due to intrinsic reasons. On the other side, different operators
behaved in different ways, as different colors appeared in different clusters, although similarities
due to the common activities were also there. Indeed, there was room to identify each of the clusters
and to enrich the collection with larger datasets and, thus, derive knowledge from such clusters.
The evolution of operator health such as stress level can be identified via clusters and amount of time
on each, which makes it possible to adapt individual healthy requirement from management point of
view. The objective measures can be taken, e.g., to allocate specific operator to less demanding trucks
in order to provide better wellness or convenient recovery process.

The interest in the prototype was also to evaluate its functionality to derive specific knowledge
when considering digital twins. In particular, the interest was to analyze the stress levels and the
impacts. We decided to focus on situations where large differences between high and low blood
pressure happen. This is because no matter whether an operator can suffer hypertension, an unwanted
situation related to high levels of stress will have locally larger differences between the high and
the low pressures, and the risk for cardiovascular disease, diabetes, chronic kidney disease, high
cholesterol levels, and aneurysms will be larger [60]. A segmentation in different discrete categories
between Low to Intense for the original variables as well for the derived ones (mainly differences and
ranges), was carried out, including ∆BloodPressure, where the threshold for a large difference was
adopted to be 45 mmHg. After the data preparation an a priori algorithm for the association rules
discovery was applied, which provided some rules like those presented in Table 2.
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Table 2. The derived rules from the application of machine learning techniques looking at high
differences in blood pressure and explaining the intense values.

Rule Antecedent Confidence Support Lift

’Arm angle:UP FRONT’ AND ’High Blood
Pressure:Intense’ AND ’Heart Rate:Moderate’

1.0 5.9% 3.86

’Sound Level:Noisy’ AND steps:Low AND
Arm angle:UP FRONT AND ’High Blood
Pressure:Intense’

1.0 6.27% 3.86

’steps:Low’ AND ’HCHO:Relative Moderate’ AND
’High Blood Pressure:Intense’

0.84 10.0% 3.85

Only relevant rules were highlighted as the algorithm discovered many others related to normal
conditions, including normal environmental conditions and normal body indicators, which imply a
normal range for ∆BloodPressure, etc. All of them had strong support and moderately high confidence
however the lift values were close to 1. Indeed, the biggest interest was to check the rules with high
confidence values, high lift figures, and moderate or low support. Those rules became excellent
candidates to create knowledge (maximum confidence); however, due to their relatively low support,
they remain mostly unknown.

During the validation of this prototype there was an unexpected high interest from the operators
to obtain the knowledge about their parameters (to learn from their digital twins), and as far as it was
possible and it was understood it could also provide benefits to the operators as they can become more
aware of the reasons for their parameters; therefore, a significant effort was conducted to address the
increase of awareness.

The operator were able to have the real-time information of their health parameters, as shown in
Figure 8.

(a) Biometric parameters. (b) Ergonomic parameters.
Figure 8. Informative phone screens.

When lean management techniques are being used at the organization level, it can also help
with the management of processes to communicate to the operators their figures on a daily basis, as
described above for the (CPD)nA method [17]. Therefore, an application for the trello™system was
created at the Cognition layer, where the detailed messages can be seen, as in Figure 9, bringing a
way to deeply dig into the specific graphics Figure 10, making it possible to promote the operator
self-learning process.
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(a) Graphical view sent to user account. (b) Summary screen sent as message to trello.
Figure 9. Informative user phone screens where time granularity can be configured.

Figure 10. The graphical detailed view of the collected data at an individual level.

6. Discussion

The implementation of a prototype to validate the HO4.0 framework was performed successfully,
where the layer structure helped in providing guidance to the required discussion in order to build
the system. Data interconnection and interoperation further facilitated the making of health action
decisions, aiming to improve the operator working conditions, and the strategies and actions were
built on semantic-based data driver strategies.
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The data from the sensing layer was collected via the data networking layer and was multimodal
and heterogeneous when considering the different sensing instruments and data collection solutions.
To make decisions, especially for the long-term policy in terms of health management, the data
coming from different domains have to be interoperable and linked. We also needed to emphasize the
meaning of each type of data streams, as well as the frequency of sampling, aligned with the relevant
business model.

To further support decision making for health operator applications, different ontologies were
applied in this study to make the data interoperable and semantically accessible while crossing
domains. Although the already presented combination was retained for this prototype, there was
no limitation other than to properly describe the entities and their inter-relationships to maintain a
standard domain vocabulary and common understanding. Therefore, they can also be created on
purpose. The metadata languages aligning with the ontology vocabulary convey that kind of shared
information in a landscape of information management.

With the data inter-operation features and semantic annotation, a holistic view can be built up to
enable the machine learning application to create new knowledge, as already presented. This can be
operationalized and communicated looking to improve the operator health and safety.

Additionally, it is possible to combine the organizational analysis based on patterns with the
additional value created from the operator level, by allowing them to be aware of their own values. This
is another useful dimension of the HO4.0 concept, as awareness is a key element for empowerment [61].

7. Conclusions

Empowering people has significant implications for factories under the Industry 4.0 paradigm.
Health, as one of main concerns affects operator’s job satisfaction and well-being. However, it was
rarely investigated in the context of HCPSs. Aiming to reduce this gap, holistic view of operator health
dimension was proposed, where the main contributions of this paper are summarized as follows:

• We explored the HO4.0 concept.
• Based on the classical five-level CPS structure, we proposed a four-layer framework for the

implementation of the HO4.0 concept.
• We investigated of the enabling technologies for HO4.0.
• We developed a prototype system to showcase the application process of the proposed framework.
• We applied advanced machine learning and preparation with semantic engineering technologies

to manage and analyze heterogeneous data from different sources, bringing this support to the
digital twin perspective.

The research scope is not limited to the outcome of conducted experiments, but to provide
an integrated framework providing vertical and horizontal integration capabilities. The proposed
architecture supports easy integration of different data sources as from Industrial Internet of Things,
wearables such as smart helmet, smart insoles, smart glasses, to name a few. From a practical
perspective, it also successfully addresses the need for data integration from different devices,
as manufacturers aim to provide their own data lakes, which are not flexible enough to allow user
defined sampling frequency or convenient restful based data access. In addition, enhancing the
capability for monitoring different devices with the same middleware (phone, tablet, etc.) including
reconnecting capabilities, makes the data collection process stronger, which is really valuable in
industrial environments.

The gathered data sources with the defined data fusion techniques, including semantic
interoperability, produce multidimensional datasets, which are suitable to be analyzed in real time
with advanced modeling technologies (big analytics). By learning from operators’ daily activities and
parameters, inference about their evolution in long term perspective can be derived through their
digital-twins. Such approach can have managerial value as adopted strategies can relay on transparent
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measurement system and they can better preserve knowledge, experience, and well-being for longer,
as well as company enlarges its social sustainability dimension.

In addition, it was also possible to realize the high degree of interest that such applications
open to workers themselves, and how it becomes a way of discussion between them, as they try to
identify patterns and explanations. We have found it very interesting for using it in a smarter way of
management, taking advantage of such interest in order to increase the empowerment and engagement
of workers into their processes.

Further than that, based on the adopted methodology, we concluded that the designed framework
for HO4.0, as depicted above, based on the HO4.0 concept, was adequate and easy to follow in the
integration of different sources of data at any time.

As a limitation, the prototype was applied in only one company with a wide range of operator
profiles, but where the size and culture can also have an impact, and these dimensions were not
analyzed. Another limitation is based on appropriate sensor availability, as there are safety regulations
that can limit the application of specific sensors, and there are a lack of sensors for certain tasks, such
as human concentration. However, the range of applications was very large as the integration between
the operator’s health and smart monitoring is just starting.

As a further research ambition, the prototype will be extended by integrating weight measurement
through smart insoles, giving the information of the loads being carried by operators along the working
time. This will be implemented by extending the ’Other devices’ option from the Android app,
following the created implementation rules. Indeed, further research is needed to better categorize
the identified clusters, its distribution and stability against sample size. Another research line is
connected to the information that could be derived from the digital-twins when more data populate
them. It seems to be very promising. Finally, but yet importantly, to connect the HO4.0 with production
processes can bring a truly integrated management perspective which demands further investigations.
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Abbreviations

The following abbreviations are used in this manuscript:

AI Artificial Intelligence.
CIM Computer Integrated Manufacturing.
CPS Cyber–Physical Systems.
ECG Electrocardiogram.
EEG Electroencephalography.
EMG Electromyography.
GPS Positioning System.
HCPSs Human-Cyber–Physical Systems.
HO4.0 Healthy Operator 4.0.
IAQ Indoor Air Quality.
IIoT Industrial Internet of Things.
IoT Internet of Things.
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IPA Intelligent Personal Assistant.
IPS Indoor Positioning System.
IR Infrared Receiver.
IT Information Technology.
MAC Media Access Control
ML Machine Learning
OSH Occupational Safety and Health
RFID Radio Frequency IDentification.
SBC Single-Board Computer.
TLV Threshold Limit Value
UWB Ultra-wideband.
VR Virtual Reality.
WLAN wireless local area network.

References

1. Schmidt, R.; Möhring, M.; Härting, R.C.; Reichstein, C.; Neumaier, P.; Jozinović, P. Industry 4.0-potentials
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Abstract: The information-intensive transformation is vital to realize Industry 4.0 paradigm, where1

processes, systems and people should be in a connected environment. Current factories must2

combine different sources of knowledge with different technological layers. Taking into account data3

interconnection and information transparency, it is necessary to enhance the existing frameworks.4

This paper proposes an extension to an existing framework, which enables access to knowledge about5

the different data sources available, including data from operators. To develop the interoperability6

principle, a specific proposal to provide a (public and encrypted) data management solution to7

ensure information transparency is presented, which enables semantic data treatment and provides8

an appropriate context to allow data fusion. This proposal is designed also considering the Privacy9

by Design option. As a proof of application case, an implementation was carried out regarding10

the logistics of the delivery of industrial components in the construction sector, where different11

stakeholders may benefit from shared knowledge under the proposed architecture.12

Keywords: Industry 4.0; Reference Architecture Model;Interoperability; Digital Twin; Distributed13

Ledger Technology; GDPR; RAMI 4.0; LASFA.14

1. Introduction15

The recent advances in Information Technology, Internet of Things (IoT) and Cyber-Physical16

Systems (CPS), among others, have enabled digitization and automation of production processes and17

led to the definition of the fourth industrial revolution, also known as Industry 4.0 (I4.0) [1–3]. In18

manufacturing domain, the I4.0 vision has promoted the smart manufacturing and smart factories19

concepts by augmenting all assets with sensor-based connectivity [4]. Intelligent sensors such as20

positioning tags, safety gloves [5], head-mounted displays (HMDs), and smart glasses [6] have been21

widely applied in industrial applications. These intelligent sensors generate large volume of industrial22

data and it remains a challenging task to collect, store, analyze, and exploit them in business, including23

simulation, virtual reality, digital twins and so on [7].24

Human factors, such as fatigue indicators, have significant effects on product quality and factory25

productivity in manufacturing activities [8]. It is clear that increasing the integration of data (including26

wearable information) can help to increase understanding of the performance of a business [9].27
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Indeed, when there is interest in increasing the existing information, a higher level of data integration28

considering both sub-systems (process and operator) is vital to achieve an effective and efficient human29

cyber–physical symbiosis [10]. Therefore, pervasive data interconnection and data-driven dynamic30

decision-making are the key points of Industrial Internet of Things (IIoT) infrastructures, in order to31

deliver a significant increase in business performance.32

To ensure all participants involved in I4.0 share a common perspective and understanding,33

the Reference Architecture Model for Industry 4.0 (RAMI 4.0) [11] has been conceived as a standard34

architecture to describe the fundamental aspects of I4.0. It helps to leverage the process of transitioning35

classical manufacturing systems to I4.0. However, this model, as well as some existing frameworks36

[12,13], insufficient focus on those wearable devices in the integration layer, especially those related to37

human bio-sensing dimensions; in such a way, the value extended from data fusion from wearable38

devices is weak, from both functional and business points of view. Such imperfections mainly linked39

to aspects of privacy, data ownership, data silos and a lack of interoperability.40

Figure 1. Lower level components of LASFA architecture model [14].

Recently, a new architecture model based on RAMI 4.0, named LASFA (LAsim Smart FActory), has41

been proposed [14]. It adopts the hierarchy of the layers from RAMI 4.0 and focuses on communication42

among the distributed systems in smart factories, which can help manufacturing companies to43

transform their manufacturing processes and systems towards the Industry 4.0 paradigm. Figure 144

presents an example of the lower level of such a local production system, as well as the data flows45

among different components. Compared with RAMI 4.0, the LASFA approach provides a simple46

configuration for smart factory-enabling agents and manufacturing units in different layers. Due to47

these advantages, the LASFA architecture model was selected for further development in this work.48

Integration of data requires data fusion capabilities, where data fusion from different systems49

demands interoperability capacities of such systems, as this accounts for the capability of a system50

to work with other products or systems; either for implementation or access without significant51

restrictions [15,16].52

Interoperability is related to heterogeneity in information theory. Therefore, classical taxonomies53

have identified Semantic Interoperability, Structural Interoperability, Syntactic Interoperability, and54

System Interoperability [17]. The focus of this work is to enable the syntactic and structural dimensions55

of interoperability by fostering terminology transparency and context-sensitive information processing.56
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This is due to the lack of common data standards (i.e., models, dictionaries, and conventions) which57

enable the interpretation of data across sub-systems inside an organization, hindering effective data58

re-usability under a standard format outside of the provided data environment. Therefore, addressing59

such a gap will help automatic information processes through CPS. The paradigm of cyber–physical60

equivalence (or digital twin) has emerged [18] to provide a comprehensive physical and functional61

description of a component, product, or system, in such a way that its information can be useful in any62

of its life-cycle phases [19].63

When a value proposal requires the integration of different stakeholders having different64

Information Technology (IT) capabilities, such as customers or specific providers, granting access to a65

public database having immutable but encrypted data is a significant proposal. To this end, different66

cases can be figured out; on one hand, customers wish to have access not only to the product itself,67

but also to the production data of the product [20] for different reasons, such as knowledge of the68

environmental footprint, logistics, and so on.69

On the other hand, providers of specific services (e.g., certification bodies) require certified70

production rates, environmental performance, or continuous improvement, which is another clear71

example of requiring access to such production-related data streams. Organizations such as regulatory72

agencies expect holistic and transparent information exchange with peer companies or factories.73

Furthermore, when asked, 88% of U.S. internet users and 87% of British internet users wish to control74

the data being collected through smart devices [21]. Encrypted but public databases enable data75

ownership of producers (especially those related to humans), which can ensure trust and business76

values resulting from data re-usability by other data consumers.77

In modern interconnected societies, where different stakeholders aim to gather different views of78

different data flows and implement their workflows to make use of them, companies need to consider79

their value proposals in order to attract current and future stakeholders with relevant data, as well as80

being able to properly interpret them [22,23]. There is a need for clients, such as middleware platforms,81

end-users, services, and applications, which efficiently and effectively retrieve IIoT data resources,82

enabling the integrated and interoperable usage of their data streams.83

Due to the different requirements that different stakeholders have in relationship to84

production-related data encoded into public databases, but also due to the different ways of processing85

such data, the convenience of integrating semantic meaning into the data itself has arisen. Thus,86

different stakeholders can easily integrate data processing into their own workflows, and the whole87

process becomes more resilient to changes in format, the creation of new attributes or entities, and so88

on. These aspects are linked to data transparency, understood (in the sense of [24–26]) as the degree of89

visibility and accessibility of information, which includes a component for providing an institutional90

infrastructure.91

Of the secure and non-intensive technologies requiring third-party data access as previously92

described, the company itself may benefit from providing such standardized production process data93

flows; particularly when a lean management strategy is implemented. In the case of the usage of the94

(CPD)nA method [27–29], the expansion of KPI at different levels through time can render traceability95

useful for the external certification of auditing processes. In addition, workflows can be activated96

based on their progress, as per the Value Stream Mapping method [30,31]. Therefore, the management97

dimension is also relevant for this proposal.98

Under the described context, this paper aims to promote the principles of interoperability and99

data transparency in the I4.0 context by enabling the integration of data coming from different IIoT100

devices, including wearable devices, as well as enabling the integration from different data sources,101

with the aim of enhancing data fusion among processes from different stakeholders.102

The contributions from this paper are the following:103

• An enhanced framework providing flexibility to accommodate different data sources and digital104

twin, as well as an integrated mechanism to disseminate the desired content while limiting105

exposition of the related IT systems. This creates a common understanding of interoperability.106
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• Integration of ontologies with the data sets, enabling data fusion techniques and a higher degree107

of flexibility for data manipulation, enabling automation in machine learning applications.108

• Integration of data dissemination in an encrypted way which is immutable and isolated from109

other IT areas of the company, through the usage of Distributed Ledger Technology (DLT)110

solutions. Such automation accounts for the transparency principle. Obviously, its contribution111

must be understood as not being attached to the any particular DLT ledgers, but as a convenient112

data management approach to show its capabilities.113

• Validation of the proposal through Proof of Concept, as deployed in an industrial case involving114

a real manufacturing company.115

Therefore, in Section 2, we review some background principles and contributions related to116

attributes connected with the value proposal. Section 3 introduces the proposed architecture, including117

the reference updated framework and its significant components. Section 4 presents the scenario for118

proof of concept, involving several devices with different semantic meanings in such a way that their119

data flows are integrated. In Section 5, a discussion of the business dimension is carried out. Finally,120

the last section is devoted to presenting our Conclusions.121

2. Literature review122

There are several principles that need to be considered when a new or improved framework is123

presented. These principles are:124

• Data silos. At present, data produced by IIoT deployment devices and wearable devices are125

controlled or owned by different device manufacturers. Most of the existing value proposals for126

the IIoT deployment or wearable devices include one platform to manage the physical devices in127

an integrated way, as well as collecting the data from them by placing it into a private cloud for128

processing [32,33]. Benefiting from Radio-frequency identification (RFID) and sensor network129

technologies, common physical objects can be connected and are able to be monitored and130

managed by a single system [34]. However, as increasing types of IIoT and wearable devices from131

different vendors become available, more data silos are generated. The existence of such data silos132

not only jeopardize potential data-driven services and applications; the limited and restricted133

features provided also dramatically hinder the learning and inference capability derived from134

the higher requirements of data integration. Most importantly, all related stakeholders in I4.0 are135

looking forward to a transparent and shared information platform including production and136

operator data, which is difficult to realize due to the security constraints when passing between137

various data silos.138

• Data ownership. It is an additional challenge for data producers (normally referred to as operators)139

to reuse (e.g., monetize) their data outside the data provider’s environments. The data producer140

cannot benefit from the data they generate, as the data is locked inside of the internal data141

environment of the enterprise. They lose their data ownership and the business opportunities142

stemming from those data are outside of the data owner’s control. Under this perspective, when143

referring to data related to humans, the EU General Data Protection Regulation (GDPR) is as144

effective tool to add significant trust to this dimension, as users are now able to understand their145

rights and privacy.146

• Privacy. When data are related to people, such as devices which are linked to apps by bluetooth,147

the apps are mostly designed to present the data to users and upload summaries to the148

cloud manufacturer [35]. However, data integration (especially when related to people) has149

limitations related to privacy and misuse [36,37]. Cyber security is vulnerable, as wearable150

device manufacturers have reduced their safety protocols and safety stack layers to enable151

cheap products, as they have been understood as only serving the end user in a local context.152

Therefore, there is a clear demand regarding the concept of building and embedding security153

and privacy controls into connected products, as well as the infrastructure itself. This is one of154

the implementations of the Privacy by Design (PbD) concept [38,39].155
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• Interoperability. IIoT devices, including wearable devices, are highly heterogeneous in terms of156

the underlying communication protocols, data formats, and technologies from different vendors.157

Such heterogeneous infrastructures, devices, and configurations have becomes a strong limitation158

for data integration and interoperability. By 2021, 25 billion sensor-enabled objects are expected159

to be connected to the IIoT, as reported by Gartner [40].160

Traditional factory-floor control and interconnection data management solutions are mostly161

based on centralized systems. The German Federal Ministry of Economic Affairs and Energy has162

provided specifications for the exchange of information within the administration shell. The Open163

Platform Communications Unified Architecture (OPC UA)[41] is the core communication standard for164

I4.0-compliant communications [42]. Its adoption was a significant step towards the interconnection of165

devices, according to RAMI 4.0.166

RAMI 4.0 is based on a three-dimensional co-ordinate system consisting of the Layers, Life-Cycle167

& Value Stream, and Hierarchy Levels dimensions, according to the IEC 62890 and IEC 62264/IEC168

51512. It is derived from the Smart Grid Architecture Model (SGAM), which is a key outcome of the169

EU Mandate M/490 Reference Architecture group for the purposes of communication in networks of170

renewable energy sources.171

In addition, a number of other proposals aimed at contributing to such common perspectives172

among stakeholders have been proposed by different institutions. Therefore, The National Institute173

of Standards and Technology (NIST) has promoted the Smart Manufacturing vision as collaborative174

manufacturing systems which are able to cope with the challenges of quality, efficiency, and175

personalization that manufacturing companies are presently facing. China has proposed the National176

Intelligent Manufacturing System Architecture (IMSA), looking to guide the upgrade of Chinese177

manufacturing towards intelligent manufacturing. However, wearable devices have been neither178

well-considered as connected elements in the Integration Layer of RAMI4.0 [13], nor in the 5C179

architecture [12].180

After RAMI 4.0, the Industrial Internet Reference Architecture (IIRA) for IIoT Systems has been181

introduced, promoting IIoT architects to use a standard-based architecture framework and adopt182

a common vocabulary based on ISO 42010. All of these frameworks have been discussed in [42],183

although such architectures did not specifically include the operator’s contributions.184

Compared with RAMI 4.0, the LASFA model can not only enable more reliable and simple185

modeling of smart factories, but also cover the functionality of ERP, MES, and PLM sub-systems with186

new digital twins, which are integrated digital agents supported by artificial intelligence. Approaches187

such as cloud-based data storage methods have created the centralized approach, shifting the way in188

which franchisers interact with franchisees [32,33]. However, such systems (e.g., PLCs) are expected to189

be too limited in their accessibility to keep up with the growing demand for higher level integration190

[43] and information transparency for all relevant stakeholders [44,45].191

Distributed ledger technologies (DLTs), such as blockchain, provide a convenient replacement for192

the central administrator in guaranteeing the integrity of a database. Blockchain-based data sharing193

systems [46] were proposed to address data security and privacy issues and have gained trust from194

data owners [47,48]. However, blockchain-based protocols still have several drawbacks that hinder195

their usage in generic data IoT data sharing platforms [49]. The inherent transaction rate limit leads to196

low throughput, which brings about scalability issues. The concept of a transaction fee for any value197

transaction is difficult to get rid of in blockchain-based IIoT infrastructures and some concerns have198

been raised regarding the susceptibility of blockchains to quantum computers [49].199

The lack of interconnected data and shared meaning is another limitation for most DLT-based IIoT200

data platforms [50,51]. Most sensor data sources, including wearable devices, are characterized by a201

high degree of heterogeneity, and the implementation of their provided interfaces is highly dependent202

on the underlying device hardware [52]. These data silos with heterogeneous data jeopardize potential203

data-driven services and applications. Delicato et al. [53] pointed out that discovering and retrieving204

data from IoT is a challenge, which is worsened by a lack of standardization of formats in representing205
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resources. However, efforts are still slow-paced to create interoperable platforms to bridge such huge206

data silos.207

To ensure data privacy and to protect data ownership, the data need to be digitally signed and208

encrypted; even in a distributed platform supported by DLT. Besides blockchain-structured protocols,209

some recent DLTs have been developed which are specifically designed for the IoT industry. For210

example, the Directed Acyclic Graph (DAG)-structured IOTA surpassed conventional blockchains, in211

terms of its scalability, fee-less, and quantum-resistant features [54]. In the IOTA network (named the212

Tangle), a new transaction needs to approve two previous transactions to attach itself to the network;213

this transaction will then be validated by some subsequent transactions [49,54]. This mechanism214

theoretically eliminates throughput caps as the more transactions that are added, the faster the215

approval speed is.216

IIoT requires interconnected data for predictive maintenance, industrial automation, operational217

efficiency, and better decision-making. Extending the ability to use sensor data integrated from a218

wide variety of heterogeneous sources facilitates the building of multiple applications and services,219

which is a vital step toward the success of the IIoT vision and I4.0. However, to effectively address the220

interconnection of data from heterogeneous entities ranging from simple sensing devices to complex221

robotic devices, service agents, or human actors in a consistent way, it is necessary to pay attention to222

the meanings of the individual data streams [55]. The functions of the information layer in LASFA+223

also demand consistent integration of higher-quality data, with the provisioning of structured data224

[56].225

Aimed at the data interconnection issue, semantic modeling (e.g., ontology-based techniques)226

has proven successful in dealing with data interoperability and semantic compatibility [57,58] in the227

manufacturing domain. The Blockchain ontology with dynamic extensibility (BLONDiE) ontology [59]228

has been developed for Bitcoin and Ethereum but is still in its initial phase. Upper level ontologies,229

such as the Basic Formal Ontology (BFO) [60] and DOLCE [61], work as hub-and-spokes strategies230

for bringing about interoperability throughout a domain. Ontologies, thus, are in development in231

various areas. BFO is currently being used in industry IT contexts to gain interoperability in digital232

manufacturing. Based on BFO, the aim of the Industry Ontology Foundry (IOF) [62] initiative is to233

create a suite of interoperable and high-quality ontologies covering the domain of industrial (especially234

manufacturing) engineering [63].235

Integration not only happens among the data streams of wearable devices, but higher levels of236

knowledge can also be derived in industrial contexts when integration between production processes237

and operator data is considered. This allows more integral access to the infrastructures by means of238

digital twins [64].239

To overcome the aforementioned concerns, this study improves upon an interoperable data240

handling architecture. The semantic modeling module encompasses heterogeneous resource241

handling by applying an ontology-based information model, where the ontologies take advantage242

of well-established and standardized concepts and relationships derived from existing ontologies, in243

order to semantically represent data resources in IIoT [65].244

3. Proposed Architecture245

To complement the RAMI 4.0 reference model, and taking advantage of the LASFA architectural246

model, we integrate all the key elements and their interconnections in a two-dimensional platform.247

It includes several production layers, as well as a business process. The production layers represent248

the manufacturing company in terms of production lines, production cells, warehouses, and manual249

workplaces, creating the local production systems (which are treated as distributed systems). The250

business layer of the LASFA model includes the company’s strategy, business planning, and the251

monitoring and the delivery of orders [14].252

As indicated in Section 1, our main ambition is to extend the proposal of the existing, modern, and253

valuable framework, LASFA. The general structure of the LASFA architectural model was presented254
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in [14], and its components and attributes were compared with those of RAMI 4.0 in Section 4 of the255

above reference.256

It is evident that LASFA is much more specific and offers the end-user a simple visualization of257

the entire architecture of the smart factory, with the definitions of the exact locations and functions of258

the digital twins and agents, as well as the specific information and data flows between them. The259

model shows, very clearly, the distribution and autonomy of every single building block in the smart260

factory, from the product to the management.261

In general terms, the LASFA architecture fits with the expectations raised in this work. However,262

it does have several limitations and, so, this paper adds some extensions to create the improved LASFA263

model, which we call LASFA+ (see Figure 2).264

PRODUCT / 
PART 1

ASSETS

PARAMETERS PARAMETERS

LOCAL PRODUCTION PROCESS 1

LOCAL AGENT

DIGITAL TWIN of product

VISUALIZATION OF LOCAL 
PRODUCTION PROCESS

DIGITAL TWIN of local process

ADDITIONAL 
SENSORS / 

DEVICES

LOCAL 
CLOUDMES

LOCAL AGENTLOCAL AGENTLOCAL AGENT

OPERATORS

MiddlewareIIoT SBC (IWS)
PROVIDER 

CLOUD

MANAGEMENT 
OF PROCESS

Lean manufacturing,
Continuous Improvement

LOCAL CLOUD   or               PROVIDER
                                         CLOUD 

Figure 2. Improved lower layer for the LASFA+ architectural model.

The first difference is the wider perspective given to the elements participating in production,265

where not just traditional assets are considered but also extended ones, providing complementary266

information to the production process. Some of those services rely either on local or (more frequently)267

on provider-based clouds outside of the company boundaries. Therefore, the reference model needs to268

be consistent with such realistic conditions. Obviously, such data flows should be integrated with the269

traditional ones to build the digital twin.270

Another difference is the role of the MES and ERP systems, where the MES used to be closer to271

production and as a support for visualization of the data of the production process.272

Machines, devices, and people are equipped with sensors in order to connect and communicate273

with each other. This proposed architecture enables the connection of people by low-cost wearable274

devices which can be conveniently obtained in the market, such as personal health-tracking devices.275

This architecture makes it possible to not only collect physical features and events but also virtual276

ones, as a result of the model’s output. This becomes useful, when integrated, to develop even more277

complex models.278

The information from various sensors can be further processed in edge devices, such as local279

servers and single-board computers, where such processing includes data fusion, semantic modeling,280

and data encryption.281

Data fusion is relevant to different aspects, and can include data summaries over certain periods282

of time from a certain type of sensor. In order to provide a higher view of data, raw data may need283

to be statistically summarized. Extracting data patterns or classification of raw data to high-level284

knowledge could also be included in data fusion. Machine learning (ML), deep learning (DL), or285

inference mechanisms can be applied for this purpose. A local server is preferable in this context,286

considering the high computation demands of ML or DL methods. The motion/positioning data287
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collected from sensors can be segmented and classified into different types of activity, such as running,288

walking, and so on.289

To enable data interoperability, semantic information is annotated in each data message.290

Existing ontologies in any domain (besides industrial) are able to be reused under this architecture.291

Ontology-based structured data can be conveniently integrated with other data sets, in order to292

empower more complex applications (e.g., data-driven AI algorithms). Ontologies aligned with293

existing ones or newly proposed ontologies are also supportive in this semantic modeling module.294

As shown in Figure 3, an application scenario was developed which enables interoperability295

among different data sources, further providing a secure, distributed database that empowers data296

access by different stakeholders. The main components of the prototype include a heterogeneous data297

source, ontology-based interoperability modeling, and incorporation within the DLT module for data298

dissemination.299

Data	source1 Data	source2 Data source3

Individual	Wearables ERP/MESIndustrial	Wearable	System

Ontology

Data	Source

MIMU-Wear
SmartBAN
HeathIoT
Fitbit

Wearable Ontology

Local	Data
Cloud Local	Data

Cloud
Local	Data
Cloud

DLT
SmartContract

Industrial	
Ontologies
Foundry

Positioning
Ontology

Semantic	Modeling	with	Karma

Data	Encryption

Figure 3. Prototype of data handling in an industrial context.

The corresponding ontology schema is functional as an information model for the automatic300

understanding of data during retrieval procedures. Data on the DLT, such as the IOTA Tangle,301

can be retrieved by data consumers. Various data transactions can be retrieved by having the302

address/tag/bundle or integrated based on defined ontology schema. In this way, the dominant303

paradigm of keeping data hidden from public knowledge by having protected access is broken and304

the data becomes part of the product being delivered for further usage. Data consumers may define305

their own ontology fitting their specific requirements, where this data will be seamlessly integrated.306

Although data published to a DLT (e.g., IOTA Tangle), is protected in a secure infrastructure, the307

message within each transaction confronts a data security issue. If the message is not encrypted, once308

the transaction address is spread in the Web, any party who has the tag, address of the receiver, or309

transaction ID is able to read the contents.310

Here, different policies can be adopted, such as:311

• Public. This is the already-described mechanism, where anyone knowing the address of the312

receiver has the right to freely access to the content.313



Version May 24, 2020 submitted to Sensors 9 of 23

• Restricted. This is the case where sensitive information needs to be shared among only a limited314

number of stakeholders. To prevent unauthorized entities from reading the data, the message315

content is obfuscated by encrypting it before uploading it to the Tangle. DLT access at message316

level, including the encryption/decryption process, is demonstrated in Figure 6.317

• Private. In this case, due to the specific content of the data, to prevent unauthorized entities from318

reading the data and to respect the GDPR enforcement rules, the message content is obfuscated319

by encrypting it before uploading it to the Tangle by using a private certificate, making it Private320

by Design (PbD).321

For messages which are determined to be Private, the framework proposed in this paper can be322

extended in such a way that data owners are able to share a concrete data set defined by matching323

some conditions (e.g., a period of time) with specific entities. The proposed solution is that the data324

owner installs a web-service which is able to handle such authorized data requests. The signature key325

of the data structure will be a public one, preserved under a smart contract and consumed by a web326

service which is in charge of providing the requested information. The designed data structure for the327

request can be provided in JSON format for the REST-type implemented protocol, which includes the328

following elements,329

• The DLT address, representing the interested entity or device;330

• The DLT tag, representing the interested data set;331

• The public key, for the user requesting the access to the DLT stored data;332

• Selection criteria for the required data, such as from [DateTime] to [DateTime]; and333

• Proof of worth for accessing the data.334

SENSORS	+	EDGE	NODE SMART	CONTRACT	PLATFORM

AGENT/USER

CLEAN	DATASET

PRIV.USER

SYM	NODE
CERT

SYM	NODE
CERT

SYM	NODE
CERT

PUBLIC	NODE	
CERT

PUB.
USER

PUB.
USER

Figure 4. Global schema for Web Services operation including certificate usage.

When either people or agents request the web service to access the specific data according to the335

above structure, when they have the right of access, the web-service will access the DLT repository336

under the specific criteria provided and verify the ownership of the requested information. This337

verification will be based on consuming the smart-contract to obtain access to the symmetric encryption338

key used by the node, thus being able to decrypt it and compare signatures. Then, such data can339
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be aggregated (according to the requested period of time) and be sent to the requester by the web340

service after encrypting it using the provided public key of the user/agent. The data consumers will341

receive back the data and handle it by using its private key, in such a way that only they themselves342

are allowed to consume it.343

The whole schema can be seen in Figure 4, where the role of different certificates is shown clearly.344

In this way, no third parties are aware of the encripting/decrypting certificate, as the data is made345

available to them by re-encrypting it with their public asymmetric certificates, which only enables the346

third party to decrypt its content.347

This type of solution can help companies from at least three different perspectives. They can348

redesign their adopted business models related to the IIoT and its integration into the management349

dimension of the organization [66,67]. However, it may also become useful to increase the knowledge350

of the existing processes in the existing business model, or may just help in the update process of such351

business models themselves.352

In the case of public messages, there are no requirements for encryption. Under the restricted353

approach, the encryption certificate can be shared among the interested stakeholders, in such a way354

they can collect the information on their own.355

Not only due to the transparency provided, but also because such data streams are delivered356

automatically by the different digital twins, the trust of shareholders and consumers will increase357

immediately. In addition, such knowledge will enable the management needs of owners, being more358

consistent with its potential value when shared.359

4. Proof of Concept: an industrial scenario360

To validate the proposed architecture, a data-handling system based on a DLT (IOTA), and domain361

ontologies was designed to improve data interoperability, with integrated privacy criteria through362

message encryption and data sharing under the Industry 4.0 paradigm.363

The implemented system was adopted in a practical industrial scenario. The aim was to verify364

that our proposed architecture has practical potential in real-world applications, leveraging the365

implemented system to demonstrate its feasibility. The approach, which adopted a positivist view366

of research, relied on the literature and empirical data coming from the case itself, as well as on the367

insights of the researcher to build incrementally more powerful theories.368

Loading Construction	sites

DLT-IOTA

Web	Service

Manufacturing

ERP/MES/PLM UWB-IPS

				Local Cloud
Semantic	Modeling

Production
Management

Heart	Rate
Blood	Pressure

Web	Service

Figure 5. Application scenario of the proof of concept implementation.
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The application case was conducted in a Spanish factory manufacturing steel rebars to reinforce369

concrete in the construction sector. The general workflow is as shown in Figure 5. Its production370

process (operation) includes cutting, blending, and welding rebars into different size configurations,371

packing them into rebar bundles according to customer’s order, and loading the rebar bundles into372

trucks for logistics. For each process, there are different data flows that may affect the production373

efficiency and effectiveness; the data flows came from data sources such as production line, IIoT374

devides such as industrial wearable systems (IWSs), and personal wearable devices.375

Consider the truck loading process as an example. The requirement is that the right rebar bundles376

are loaded into the truck in a specific disposal sequence, which needs to be well managed as the377

bundles are delivered and distributed to different sites. As a lack of specific items could impact the378

delivery dates, an improper loading disposal sequence may negatively affect the scheduled work in379

the unloading process. In the present situation, the responsibility for such a decision relies on the crane380

operators, who take charge of loading the rebar bundles to the truck buffer using a crane machine.381

To effectively assess this internal logistics, different data sources should be taken into382

consideration. Such an analysis requires knowledge about the order and manufacturing sequences,383

which are handled by the Enterprise resource planning (ERP) system, Manufacturing Execution System384

(MES), or Product Lifecycle Management (PLM). The logistics information is required, such as where385

and when the items are loaded into the truck, in order to understand whether the items were loaded386

and well-placed in a proper storage buffer in the truck.387

Moreover, more details, such as the crane operator profile, their working conditions, and working388

status (e.g., health parameters and movement trajectory/speed) are also relevant. Body-related389

parameters need to be integrated, mainly as the stress of the crane operators may affect the loading390

process. The movement trajectory/speed need to be considered, as analysis can be made to understand391

whether the loading process requires excessive physical efforts.392

When different stakeholders need to have access to specific process-related information,393

non-tampered data are required due to certification principles; therefore, an open system is a convenient394

tool, reducing the IT barriers and which is robust against facility ownership changes.395

The system prototype will adapt the proposal presented in Section 3 by adopting specific396

mappings over the particular characteristics of the company and its processes.397

Different devices, systems, and data sources composed the configured prototype, as indicated398

below:399

• Production related information from ERP/MES/PLM system;400

• Ultra wide band (UWB) indoor position system (IPS) to track crane position and crane operator401

movements, to better define the location for rebar bundles; and402

• Smart band to monitor crane operator’s heart rate and blood pressure.403

The MES manages sequence planning and the bottom-up data flow on the shop-floor [68]. It404

provides the current state of the process, identifying the optimal resources allocation by taking405

consideration of the workstation capacity and organization-level requirements (e.g., manufacturing406

order). All data generated by manufacturing processes are stored in a single database in the company407

local cloud, based on a Microsoft SQL server database.408

The UWB indoor positioning system (IPS) from the Tracktio™ company 1 was used to track the409

crane hook and crane operators. Rebar bundle locations in different buffer areas of production or410

positions in the truck for customer delivery were derived from the dynamic behavior of the process.411

The position of crane operator was tracked as a reference for understanding the movement trajectory412

and speed. The IPS had its own data repository; the data were acquired from a web service.413

A smart band was worn by the crane operator, in order to monitor their stress factors, such as414

blood pressure and heart rate. Every minute, data was collected and uploaded to a smart phone (as an415

1 https://tracktio.com/
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example of edge computing); then, it was reprocessed and transmitted to a MongoDB database located416

in the local cloud.417

For data interoperability, all data sources in this industrial scenario were semantically modeled,418

fostering their linkage to other domain knowledge. To this end, different existing domain ontologies419

were reused in this study. The data sources were in the three aforementioned sectors: production420

system, IPS, and individual wearable devices. The existing and shared/published ontologies for each421

sector were collected and one was selected to model the data source in this study, according to the422

mapping of data structure. The details of available ontologies for reusability are listed in Table 1.423

Table 1. Ontology Reusability Selection.

Ontology List
IPS Wearable Production System
Positioning Ontology [69,70] MIMU-Wear Ontology [71] MES ontology [72–74]
IndoorGML [75] SmartBAN Ontology [76] ERP ontology [77,78]
Navigation ontology [70,79,80] HealthIoT Ontology [81] PLM ontology [73]
Indoor space ontology [82,83] Fitbit Ontology [84]

Vital Sign Ontology [85]

To map the generated data sources in this industrial scenario, three ontologies were chosen for424

data modeling. The selection criteria were chosen on basis of the degree of matching between the425

ontological schema and data source structure. After deeper analysis of each ontology’s schema, as426

listed in Table 1, the vital sign ontology [85] was used to model heart rate and blood pressure data from427

the Smart band; the rebar bundle and crane operator’s position were modeled with the positioning428

ontology [69]; and the MES ontology [72] was applied for the model production system data source.429
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Table 2. Data semantic transformation based on ontology and Karma.

Semantic Modeling
Data Source Data Storage Ontology JSON-LD
MES (ISA-95) Microsoft SQL

database
MES ontology
[72]

{ "@context": {
"mes":"http://mesontology/schema",
"gr": "http://purl.org/goodrelations/v1#",
"pto": "http://www.productontology.org/id/",
"xsd": "http://www.w3.org/2001/XMLSchema#",
"gr:seriaNumber": {
"@type": "xsd:int" },
"gr:description": {
"@type": "xsd: string" },
"gr:amountOfThisGood": {
"@type": "xsd:int" },
"gr:eligibleRegions": {
"@type": "xsd: string" },
"gr:weight": {
"@type": "xsd:float" }
"mes:planificationId": "2270077239",
"gr:seriaNumber": "AAAEEE3452XX",
"gr:description": "bundle of rebars",
"gr:amountOfThisGood": "20",
"gr:eligibleRegions": "DE(Germany)",
"gr:weight": "300",
"gr:includes": {
"@type": [
"gr:Individual",
"pto:Rebar" ]} }

Smart band MongoDB Vital Sign
Ontology [85]

{ "@context": {
"vso": "https://bioportal.bioontology.org/
ontologies/VSO",
"xsd": "http://www.w3.org/2001/XMLSchema#",
"vso: pulserate": {
"@type": "xsd:int" },
"vso: systolicbloodpressure": {
"@type": "xsd:int" },
"sumo": "http://www.adampease.org/OP/SUMO.owl",
"sumo:timepoint": {
"@type": "xsd:dateTime" },
"vso:pulserate" : "79",
"vso:systolicbloodpressure": "111",
"sumo:timepoint": "2020-04-08T11:20:00Z" }

IPS (tracktio) CSV file Positioning
Ontology [69]

{ "@context": {
"positionpoint": "http://positioningontology/schema",
"xsd": "http://www.w3.org/2001/XMLSchema#",
"axis": "http://data.ign.fr/def/ignf#CoordinateSystemAxis",
"axis: listofaxes": {
"@type": "xsd:list" },
"sumo": "http://www.adampease.org/OP/SUMO.owl",
"sumo:timepoint": {
"@type": "xsd:dateTime" },
"positionpoint": {
"axis: listofaxes": "7.299998 1.140002 1.499998" },
"sumo:timepoint": "2020-04-09T10:00:00Z" } }
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The mapping tool Karma 2 provides a graphical user interface which automates the semantic430

modeling process. Karma learns to recognize the mapping of data to the chosen ontology classes431

and proposes a model that can generate JSON-LD for large data sets in a batch mode. JSON-LD is a432

lightweight Linked Data format, which was designed based on the concept of "context", linking object433

properties in JSON to concepts in an ontology. The JSON-LD data type was selected as it is lightweight434

and interoperate at Web-scale, but also provides embedded semantics. The data format is based on435

JSON and ontological schemas, maintaining a common space of understanding and supporting the436

evolution of schemes over time without requiring data consumers to change format. The data source,437

applied ontology schema, and the transformed JSON-LD format (containing semantic annotation) are438

listed in Table 2.439

In order to distribute information about the process interaction, the IOTA network is required.440

For this, access to a node is needed and a public node (https://nodes.thetangle.org:443) was selected441

for data submission to the IOTA Tangle. The message sent to the IOTA Tangle is encrypted. A python442

script that implements the RSA (Rivest–Shamir–Adleman) public-key cryptosystem was used for443

encryption and validation of messages. PyOTA, an IOTA python API library, was used to implement444

data sending and retrieval to and from the IOTA Tangle. The source code can be found at [86], which445

supports Python and NodeJS.446

A data message describes relevant information combined from different data sources, in which447

the details about loading a rebar bundle are encrypted and delivered to the IOTA Tangle by the IIoT448

system, after integrating the meaningful information. In this application, every bundle loaded into a449

truck and delivered to a construction site was encoded as a message. As the unit is the truck, every450

truck has a specific encryption certificate, which could be shared with interested stakeholders (e.g.,451

construction workers, transport agencies, insurance companies, or end consumers ).452

As shown in Figure 6, the loading truck activity is labeled with the tag [LOADTRUCKTESTCASE]453

in IOTA Tangle. Related transactions could be looked up and fetched by tags or bundles. After data454

retrieval, a data message should be validated and decrypted by stakeholders, where the semantic455

meaning of the data are encoded in the message itself. This design fosters data reusability by learning456

processes and growth of models, as they can select the appropriate meaning of data sets or ask for457

automatic preprocessing before accomplishing further transformations.458

5. Discussion459

The needs of the near-future dimensions of I4.0 require an increasing level of integration of460

data from different sources, including data from not only workers, but also from different providers461

and sources. This enforces PbD requirements, due to both company security rules and regulatory462

requirements. A major aspect of the GDPR are the so-called legal grounds for lawfully processing463

personal data, one of which is consent. In several IoT applications where consent is used, it may even464

need to be explicit consent.465

There still remain, after the GDPR, some problems with personal data, as follows:466

• Data consistency and the use of different sources of information and/or different time periods or467

geographical positions;468

• Data storage: although properly scrambled, masked, or blurred, the related persons probably are469

not aware such pieces of information do exist related to them; and470

• Problems related to EU citizens when requesting products or services outside of the EU.471

The harder problem is the second one, mainly due to the absence of accountability: as a user never472

knows who is gathering information about them, they cannot ask for access, erasure, or modification.473

Thus, there are two types of accountability:474

2 https://usc-isi-i2.github.io/karma/
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Figure 6. Data handling process supported by IOTA Tangle; loading activity as example.

• Accountability regarding users; but also,475

• Accountability within the organization.476

In our validation case, the delivery process to the customer has limited information from the477

process itself, as truck loading is mainly a human-driven activity. Therefore, it risks exposure to478

a significant time variability and existence of errors in missed or items wrongly included inside479

the truck. From a business perspective, adding transparency by maximization in the amount of480

automation involved is worthwhile for stakeholders. Furthermore, current private and centralized481

data management approaches limit the high-level integration of multi-modal data sources, as well as482

data ownership and re-usability (e.g., monetizing health data generated from data producers).483

The deployed architecture, as proof of concept, was able to provide additional information,484

integrated in a convenient way in order to help to understand the type of items frequently creating485

problems, configurations of truck layout consistent with specific delivery sequences, the movements486

used to load particular item shapes, and so on.487

There exist potential contributions in the direction of empowering operators of I4.0 [87], including488

virtual and augmented reality applications to facilitate the operator’s activities and to reduce unwanted489

mistakes or damage by giving appropriate instructions for complex tasks or working environments.490

They are also useful for job role allocation and/or for determining training needs, especially in491

dynamic work environments with changing conditions [88]. Therefore, the impact of the physiological492

conditions of workers can be considered as relevant, especially the influences of tiredness or stress.493

Obviously, to have significance in such an analysis, large periods of data collection and close494

integration are required. Indeed, path dependency [89] does exist; however, such analysis exceeds the495

scope of the present research.496
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Another critical enabling technology for data interoperability adopted in this study is semantic497

modelling and ontology engineering. Ontologies provide standardized definitions for different498

data sources and make possible of reasoning and autonomous decision-making, by formalizing499

the structure of the knowledge. Existing ontologies, i.e. vital sign ontology, positioning ontology, and500

the MES ontology, are reused in this study to accelerate the development. To obtain a higher level501

of interoperability, such ontologies can be further exploited and adapted to keep align with widely502

recognized upper-level ontology like BFO [60] and to be attached to industrial ontology initiatives like503

IOF [62]. In this way, the developed ontologies will be able to interact with other domain ontologies504

thus to achieve wider range of interoperability in I4.0 context.505

As one of the fundamental enabling technologies of I4.0, the digital twin concept is briefly506

discussed in this study but not explored with details as it is not the main focus of this paper.507

Nevertheless, the proposed data integration and handling approaches are important basis for508

implementation of digital twins. For example, in some existing digital twin studies [90,91], similar509

semantic modelling techniques have been adopted to improve data interoperability data heterogeneous510

issues. Aiming to identify the dynamics of virtual model evolution and enhancing the decision-making511

capabilities, the next generation of digital twin, i.e. cognitive twin concept, has been proposed in a512

recent study [92], which integrated augmented semantic capabilities with conventional digital twins.513

The work presented in this paper will have great potential in these digital twin and cognitive twin514

domains.515

6. Conclusions516

In this paper, our main contributions were to extend and complement the I4.0 reference model517

LASFA, with reference to some more general ones (e.g., RAMI4.0), by adding additional data flows518

to complete the production process description and including different provider add-ons for digital519

twin construction. The proposed update enables higher level integration and more efficient process520

description. By considering the PbD design for exchange of information over public DLT systems, it521

also accounts for information transparency and data ownership for related stakeholders.522

The adopted configuration, which enables the semantic enrichment of data, also make it possible523

to implement rules enforcing interaction mechanisms and to derive new properties related to the524

employed ontologies. Although such a direction was not implemented in the proof of concept carried525

out, it may be useful for stakeholders accessing the data.526

The presented proposal benefits from the integration of semantically annotated data from different527

sources, including human health-related wearable device data, in an industrial context. When528

information related to people has been included, a signature layer is used to provide a PbD solution,529

in full accordance with the GDPR regulations and to enable positive-Sum [39].530

The core idea of the proposed architecture is to enable the sharing of different obfuscated data531

streams over a public immutable network-oriented database with quick-answer capabilities and good532

scalability characteristics. The proposed architecture enables extensions, in order to facilitate higher533

levels of control and empowerment of data owners by integrating an explicit delegation of access to534

specific data sets and time windows through the use of web services.535

Considering a simple application case, the benefits from a business perspective appear evident,536

with the integration of different dimensions not previously considered. There also exists additional537

value with the possibility of further performance analysis of procedures, when the proposed538

architecture is combined with artificial intelligence (AI) techniques. The theoretical implications539

of this research allow for a convenient framework providing a high level of control on the data540

produced by each agent, while also providing a platform to share data coherently with different541

business models. It also provides a flexible way to interconnect semantically powered data streams,542

which is a significant contribution for data driven ML/AI applications.543

This paper also makes a point from a practical application perspective; in particular, by providing544

an interesting implementation of data handling strategies aligned with Industry 4.0 principles enabling545
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the integration of data coming from workers. Such tools can have a significant impact on advanced lean546

manufacturing and lean management implementations, as they go a step beyond classical digitization547

approaches. This could be the case for the standardization of formal communications under Lean548

Management (CPD)nA.549

There are several aspects that provide us with further research paths, as we require long data550

collection approaches and the definition of consistent key performance indicators for individual551

applications. Furthermore, the definition of related business models for micro (smart contract-based)552

data monetization and traceability applications also provides avenues for further research.553

A clear limitation of the existing research is the adoption of a single and specific DLT technology;554

namely, IOTA. The proposal is not conceptually dependent on IOTA; it simply served as a driver to555

implement our architecture in the proof of concept. However, some other technologies, such as Obyte,556

may be considered as potential substitutes.557

Another limitation is the required digital infrastructure needed in the companies to successfully558

implement the digital twin concepts, which is capable to manage requirement of both internal and559

external stakeholders.560

Future research steps will be to deeply analyze the meaning of the integrated data built, in terms561

of value for business, looking to identify behavioral patterns or to create forecasting models, and its562

ability to better adjust operation times and, most importantly, timely delivery.563

Another interesting perspective to be considered is that wearable devices, such as smart564

watches [88] and smart wristbands, can be useful for estimating the operator’s well-being (i.e.,565

cognitive, psychological, and physical needs) in Human Cyber–Physical Systems (H-CPS) [93].566

Wearable monitoring provides opportunities for health diagnostics and operator well-being in567

industrial environments, as has also been identified in [94,95].568
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AI Artificial Intelligence
DAG Directed Acyclic Graph
DL Deep Learning
DLT Distributed Ledger Technology
ERP Enterprise Resource Planning
GDPR General Data Protection Regulation
I4.0 Industry 4.0 paradigm
IIoT Industrial Internet of Things
IoT Internet of Things
IPS Indoor Position System
IT Information Technology
IWS Industrial Wearable System
JSON JavaScript Object Notation
JSON-LD JavaScript Object Notation for Linked Data
KPI Key Performance Indicator
LASFA Lasim Smart Factory reference model
MES Manufacturing Execution System
ML Machine Learning Techniques
OPC UA Open Platform Communications Unified Architecture
PbD Privacy by Design
PLM Product Lifecycle Management
UWB Ultra Wide Band
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Chapter 4

Conclusions

Toward a high-quality human-centered society, the future of IoT is also seeking people-centered

solutions. The study focuses on the health dimension, its contributions across the whole IoT

value chain life cycle. To answer the research question ’How to accelerate and enhance people’s

health and well-being in the IoT data value chain?’, the action research method was employed to

analyze and implement the research. The research aim was defined to accelerate and facilitate

health-related data-driven knowledge acquisition and data value chain to society, organizations,

and individuals, that leverages advanced technologies such as IoT, Smart Wearables, DLT, and

machine learning techniques. Specifically, the research aim was shaped via four research ob-

jectives. Firstly, to enhance people’s dimension, especially health and well-being perspective

in conventional IoT architectures. Secondly, to develop continuous long term monitoring solu-

tions to support better health management. Thirdly, to learn psychological and physical health

impacts from (e.g., workers) a group of people over the activities. Fourthly, to accelerate health-

related data sharing with security, trust, and privacy assurance.

To implement the defined research objectives, a guiding framework was designed to set up the

research structure, where key concepts, mainly enabling technologies, applied devices, and the

developed tools were introduced. To reach the research aims, four study designs were presented

in the study that detailed describe the experimental setup, data collection mechanism, and data

analysis approach.

Eleven journal/conference articles have been published concentrating on the research ques-

tion. Each publication has its significant contributions, which are aligned to the four research

emphasis, respectively. Figure 4.1 gives a systematic view that shows how each publication’s

value is streaming into those four research aims.

• The publication titled Indoor Air-Quality Data-Monitoring System: Long-Term Monitor-

ing Benefits [36] addressed short-term monitoring bias by providing a low-cost IoT based

monitoring system, in the specific case of Occupational Safety and Health (OSH). The

proposed system supports long-term, multiple pollutants data-monitoring and enables
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Figure 4.1: Map of research outcomes.

customization in choosing pollutant sensors by a simple plug-in. To this end, temporal

variations of various physical and chemical pollutants in the mid-long term can be tracked

and analyzed leveraging the proposed system. The bringing in benefits was discussed in

the individual and organization levels. For individuals, health awareness was enabled to

empower people in the workplace in terms of performance improvement such as produc-

tivity. About the organization, the real-time working environmental data will be possible

to be considered as other business objectives in KPIs, because working conditions affect

people’s performance. The developed solution also enables the organization to take mea-

sures to improve the working environment based on collected data indicators. The OSH

regulatory agency can benefit from the long-term monitoring solution in terms of better

catching up significant variations and exceeding via recommendation strategy powered by

the proposed system. Transparency is enhanced as well via DLT to establish trust among

organizations. Peer companies can share data streams with OSH regulatory agencies to

fulfill legal compliance.

• The publication titled The Use of the Internet of Things for Estimating Personal Pollution

Exposure [121] provides a holistic solution to monitor personal exposure tracking temporal

and spatial variations. A research framework for air quality decision making support

system was proposed to connect personal exposure assessment to different stakeholders

namely individual, healthcare industry, and public health linked to the government. The

proposed approach for personal exposure assessment has significant strength in cost and

non-invasive aspect by combining air quality monitors with e-beacon technology. That can
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boost personal exposure data collection scope to a large scale, especially in those developed

countries.

• The publication titled Non-Invasive Ambient Intelligence in Real Life: Dealing with Noisy

Patterns to Help Older People [143] contributes to discovering non-intrusive ’software’

sensors for providing a healthy living environment for older people or dementia people.

The built ’software’ sensors make it possible to assist people when assistance and care

are needed, to evaluate people’s long-term changes for an accurate diagnosis. But most

importantly, the non-intrusive feature is useful to fuse sensors seamlessly into people’s

routines, meanwhile effectively addressing people’s trust concerns.

• The publication titled Accelerating Health Data Sharing: A Solution Based on the Internet

of Things and Distributed Ledger Technologies [111] empowers health data sharing with

security and privacy endorsement. The adopted distributed ledger technologies, which is

Tangle based, overcame the limitations of traditional blockchain shows better suitability

to be used as the data-sharing approach. Through the proposed data-sharing platform,

the big health data paradigm can be fulfilled by fully utilizing and exploiting the data silos

fragmented in different levels of (individual and organizational) storage.

• The publication titled Geometric Deep Lean Learning: Deep Learning in Industry 4.0

Cyber-Physical Complex Networks [144] was an exploration in handling complexity in the

scale of big data value streams. A theoretical model integrating geometric deep-learning

was proposed to tackle the needs of massive and multiple types of data networks. The in-

spired geometric deep lean learning injects a strategic level of transparency and traceability

on processes inside organizations, which impacts business improvement in the product life-

cycle.

• The publication title Healthy Operator 4.0: A Human Cyber-Physical System Architecture

for Smart Workplaces [66] enhanced the human dimension compared with the transitional

Cyber-Physical System architecture, especially in a health perspective. As health-related

factors may come from different places such as working environment and activity executed,

in the short, or long term, a holographic health monitoring mechanism ought to be built to

ensure people’s health and further wellness. To this end, the healthy operator 4.0 (HO4.0)

concept was defined as a holistic system focused on the health and well-being aspect. The

proposed HO4.0 architecture provides a reference framework to facilitate various sensing

streams integration, human behavior modeling, and knowledge creation based decision

making, towards a healthier smart workplace. Furthermore, a real-world validation of the

proposed architecture was carried out in a Spanish factory.

• The publication title Data Handling in Industry 4.0: Interoperability Based on Distributed

Ledger Technology [145] is towards improving data interconnection and information trans-

parency in the Industry 4.0 paradigm. An extension to the existing framework was pro-
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posed which is to enhance data access of different data sources including data from people.

The research work demonstrated how different data sources can be interoperated and

shared align with the extended framework. The study envisioned and instantiated an en-

hanced data management solution leveraging ontology modeling and DLT, also considered

the Privacy by Design option. The proposed framework and solution would play a vital

role to realize Industry 4.0 paradigm where processes, systems, and people are connected

in cyberspace.

• The publication titled Biophilic Adaptation at the Workplace: Multidimensional Impact

on Human’s Behavior [146], in this study, how the working environment affects people’s

behavior was explored. The working space with limited air quality was detected by the

developed air monitoring system after a mid-term monitoring period. In that workplace,

different profile people’s cognitive performance, productivity, focus, and creativity were

accessed by designed tests and wearable devices. For example, the focus/concentration

level was monitored by a smart glass. A comparison experiment was conducted as well to

explore how biophilic design may help improve people’s performance in a dissatisfy working

space.

• The publication tilted Physiological and Psychological Responses to Transitions Between

Urban and Urban Nature Environments Using Immersive Visualization [149] was an exten-

sion study to explore how to improve human health and well-being leveraging nature space.

This study enrolled 173 healthy adults via the Harvard Decision Science Lab in Boston.

Their physiological and psychological responses such as heart rate and skin conductance

level were measured continuously by Shimmer sensing. All participants experienced a total

of four immersive outdoor environments (two urban and two urban nature) provided by

12k digital big screen. The result indicates that transitions from urban to urban nature

is beneficial to residents for stress relief, that quantified research result would help urban

planning decision making.

• The publication titled Applying Distributed Ledger Technology to Facilitate IIoT Data

Exchange: an Approach based on IOTA Tangle [147] and Decentralized Industrial IoT

Data Management Based on Blockchain and IPFS [148] made extension research based

on DLT study in health data sharing. The application of DLT in Industrial IoT data

exchange, especially when large data volume is involved, was studied. The InterPlanetary

File System (IPFS) combining IOTA was proposed to provide a suitable complementary

data management approach to address large data exchange.

As one of the three pillars in the sustainability concept, the role of people should be con-

sidered carefully to build a sustainable ecosystem. In a future society, the long-term return of

investment is imperative to promote enterprise transformation, empowering people will act as

a key step delivering values to all product life cycles. In industry 4.0 era, a full range of vari-
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ables and steps including people can provide a broader perspective that impacts a production

process. Collecting people’s data e.g. health-related would enable a holistic measure space to

boost overall performance effectiveness. In light of the continual improvement in management,

continuous feedback from the process is significant to increase the effectiveness and efficiency of

the organization to fulfill its goals. Gradual improvements are based on many small changes,

in the long run, therefore, continuous monitoring is seen as meta-process to enable continual

improvement management systems. Artificial Intelligence and machine learning are impacting

many areas of our lives, as one of the key areas, they can also create values in the acceleration of

the decision-making process. The digital twin of people powered by those advance technologies

makes it possible to simulate the future behavior of worker; to infer and forecast the evolution

from their behavior at mid-long term ranges, aiming to reduce the worker’s cognitive and physical

workload, and increase the worker’s well-being such as OSH, job satisfaction, and work-related

effect. In the current value stream, it is vital that organizations such as regulatory agencies can

have a holistic and transparent information exchange with peer companies or factories. Providers

of specific services (e.g., certification bodies) require certified production rates, indoor air qual-

ity compliance, environmental footprint, or production-related data tracing like a work-related

injury. When a value proposal requires the integration of those different stakeholders, granting

access to a public database having immutable but encrypted data is a significant proposal. In

model interconnected societies, different stakeholders aim to gather different views of data flows,

organizations can consider that approach to attract current and future stakeholders.

• The study proposed people-centric IoT application architectures such as Healthy operator

4.0 (HO4.0) architecture and proved their feasibility through real-world application cases

in the industry. The proposed application architecture promotes a new design and engi-

neering philosophy for adaptive production systems where human’s physiological, physical,

psychological, sensorial, and cognitive capabilities were enhanced in automation and adap-

tion. The digital twin of humans concept, specifically H04.0 digital twin in the study,

came naturally. It envisions high data integration in dynamic work environments, with

the human context in the loop. Due to this context-awareness e.g. health awareness, the

feeling of safety and confidence is increased and stress can be reduced somehow. It also

makes it possible to detect the life-threatening conditions or of no signs or symptoms un-

derlying disease in advance. People can achieve a high quality of working conditions, that

improve worker’s job satisfaction and well-being. The proposed architectures are not only

applicable for workers since they are people-centric oriented, but are also play a guiding

role in other societal applications such as healthy buildings and smart aging.

• To enable low-cost and unobtrusive solution data transmission in daily lives, personal

smartphones with a set of capabilities such as Bluetooth protocol were applied to improve

the connection between people and the IoT. Ergonomic and physiological data streams were

collected by Bluetooth, an Android-based app embedded in the smartphone was developed,
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making it convenient to integrate the features and enabling a flexible data transmission

mechanism connected to people’s daily working environment.

• Three long-term monitoring solutions were developed with low-cost IoT devices and suc-

cessfully adopted into practical usage to continuously collect health-related parameters.

The continuous and long-term supportive monitoring provides the possibility to catch

temporal and spatial variations of health-related parameters. The rich data sources offer

multiple health dimensions, that can reflect a more holistic health digital replica. Indi-

viduals’ health awareness is enabled in the workplace. The information awareness affects

employee performance, e.g., the awareness of working in a good air quality control work-

place improves people’s productivity. It was possible to realize the high degree of interest

that such applications open to workers themselves, and how it becomes a way of discussion

between them, as they try to identify patterns and explanations of health impacts over

working processes. Working conditions and worker’s health tie to business flow. The con-

tinuous monitoring solution enables managers to understand working conditions, thus they

may take measures e.g., mitigation actions to improve them accordingly. The developed

solution also supports data sharing and data transiency vertically and horizontally, which

is leveraged by DLT. For instance, OSH regulatory agencies can access indoor environ-

mental quality data with the DLT based data sharing system, so better time windows can

be selected to catch exceeding and significant variation for better-ensuring worker’s health

and safety.

• Different data mining approaches and machine learning methods were investigated and

compared to learn health impacts over the process from a group of people. The method

chosen was proved to better understand people’s behavioral patterns and hidden rules, by

the real-world empirical analysis in both a Czech Republic factory and a Spanish factory,

as well as at Harvard in the USA. Those derived rules or knowledge can assist in decision

making in terms of improving people’s health and well-being. When the sample size reaches

a certain scale, the population demographics would be more generalized to enable more

complex and diverse analyses such as culture affects.

• A data sharing solution was designed in the study, that integrates DLT (IOTA Tangle),

semantic modeling to IoT data management, by which data transparency, data interoper-

ability, and data ownership, especially related to sensitive health data, can be implemented

under a common-understanding, secure, fee-less, and trust data sharing mechanism. The

proposed data sharing and data handling solutions empower data usages on different as-

pects. For each individual, the data owner can deliver to the beneficiary the requested

data. Take the stress data collected from an industrial operator for instance, since the

operator themselves as data producer, they can also control the data, they may choose to

share with clinical or other relevant organizations. This data sharing solution applied on-

tology modeling design fosters data reusability by learning processes and growth of models,
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as data consumers can select the appropriate meaning of datasets.

To summarize, every defined research objective in the research study was being carried out.

The thesis also generalized highly the main contributions to respond to the research question

’How to accelerate and enhance people’s health and well-being in the IoT data value chain?’. The

value produced by the contributions is reflected on the individual level, organization level and

society level in the means of enhancing personal health awareness, releasing stress and increas-

ing performance, detecting life-threatening activities, driving business flows and opportunities,

facilitating OSH regulatory check, enabling learning ability from a group of people, and a trans-

parent and trust data management mechanism. To accelerate and enhance people’s health and

well-being in the IoT data value chain, the study involved data flow and exchange across all

IoT architectural layers and IoT data value cycle. The creation of new values and their research

implications lie in many societal aspects such as industry 4.0, smart environment, and smart

city.

4.1 Implications

To accelerate and enhance people’s health and well-being in the IoT data value chain, it involves

most of the data processes inside the IoT data value cycle. In the study, the main components

of the IoT data value cycle and benefit paradigm includes data processes: data acquisition, data

integration, data analysis, and data usage.

• Data acquisition. Several IoT based health monitoring systems were developed to collect

health-related data including environmental data, ergonomic data, and physiological pa-

rameters. The continuous and long-term supportive monitoring provides the possibility to

catch temporal and spatial variations of health-related parameters. The rich data sources

offer multiple health dimensions, that can reflect a more holistic health digital replica.

• Data integration. As there are different data lakes used, data heterogeneity would issue

data fusion and data integration. Ontology-based syntactic interoperability was explored

in the study to make each data source interoperable, integrable, and exchangeable among

entities. The applied approach enables multiple health-related data sources interoperable

and linked, which is considered as the significant foundation for mining knowledge from

data.

• Data analysis. To extract knowledge and rule from collected data sources, diverse machine

learning and data mining method were used to derive knowledge from the collected data

parameters. Those derived rules or knowledge can assist decision making in terms of

improving people’s health and well-being such as locating the causes of monitored irregular

behaviors. Different prediction methods will help detect potential life-threading disease and

improve workers’ welfare and reduce personal and organization healthcare costs. Similar
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workers are filtered out to learn physiological and psychological health impacts over a

group of people, powered by clustering algorithms. Decision making for better human

resources management is enabled via job position re-allocation, organized job training,

reconfiguration of the manufacturing system for stress reduction, etc.

• Data usage. When a value proposal requires the integration of different stakeholders hav-

ing different Information Technology (IT) capabilities, a data-sharing platform with im-

mutability and reliability provides a significant approach. The collected health data is

uploaded to a secure DLT based public database to enable data transparency and sharing

with all relevant stakeholders. As data was generated by people, their data ownership

can be ensured with the DLT platform where data producers also can monetize their data

with the support of the smart contract. In this way, people are motivated to use health

monitoring in their daily lives. The developed DLT based data sharing platform has high

relevance for the scope and the objectives in the principle of accountability and the obli-

gation of privacy by design.

The value produced by the contributions is reflected in the individual level, organization

level, and society level. The contributions of this dissertation derive from improving the human

health and well-being knowledge acquiring and sharing, as well as an exploration of usage of

health-related information and knowledge in different contexts (living, working, learning, and

commuting), in different environments (residential houses, offices, hospitals, industrial facilities,

and education facilities) but also different levels of interest (individual/group, corporate/man-

agerial, regulatory agencies/social).

At a personal level, individuals’ health awareness is enabled in the workplace via real-time

monitoring solutions. It helps prevent health-threatening activities, detect chronic disease, and

minimize personal costs. The continuous data can also be shared with clinics and hospitals for

better and accurate health diagnoses or instance companies to recover their healthcare cost.

Moreover, user produced data can be monetized via the proposed data-sharing framework. Eco-

nomic benefits are triggered for any individual, by sharing their live data streams with interested

data consumers. In the data market, users can monetize their own generated data set with the

support of the smart contract. In this way, people are motivated to use health monitoring in

their daily lives.

At the organization level, working conditions and worker’s health tie to business flow con-

sidering its huge impacts on worker’s performance, health, and productivity. The continuous

monitoring solution makes it possible for managers to learn working conditions, so they may take

measures to better manage the air quality. These parameters are vital as they can be used by

companies to develop their employee welfare programs to reduce healthcare costs [60]. Besides,

continuous monitoring enables organizations to take health-related conditions as one of the Key

Performance Index (KPI) vectors, considering economic loss deriving from a dissatisfy working

environment. Furthermore, the link between sustainable management, energy-efficient manage-
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ment, and green procurement design is fostered as well by the developed long-term indoor air

quality monitoring solution.

The indoor air quality monitoring solution can also empower an air-quality audit management

platform, such as keep tracking the environmental footprint. Several societal priorities such as

climate change and CO2 emissions-related issues can be addressed thanks to the developed

air-quality monitoring solution. Besides, continuous air-quality monitoring is linked to new

demanding societal needs, as it is pouring values to healing built-environment in an aging society,

cultural heritage protection, and economic pressure pressing to the environment.

For organizations and business associations, the core technology DLT not only supports

health data sharing, thanks to its salient metrics such as immutability, traceability, and relia-

bility, the developed platform can also potentially be used to realize full visibility and effective

coordination of global trade such as supply chains. At this critical moment, the coronavirus dis-

ease (COVID-2019) pandemic shakes the world. The sudden explosion and uncontrolled world-

wide spread exposed the limitations of handling public health emergencies. The DLT based

solution such as IOTA and blockchain, would helpful for governments and society in aspects of

fast-tracking drug delivery, tracking citizens’ phones with privacy assurance to curb the spread

of the COVID-2019.

At the society level, there is a challenge in finding economical and non-intrusive solutions to

monitor health-related parameters, especially in developing countries [121]. Environment Pollu-

tion and Climate Change have become a global concern. A great number of people are working

and living in a polluted environment. The WHO recently reported that nine out of 10 people

breathe polluted air. While the cost of pollution monitoring is always a vital topic, to reinforce

scalability, low-cost would be on the promise. A low-cost and unobtrusive solution for estimate

personal air pollution exposure (PAPE) was proposed employing indoor air quality monitors,

personal phones, and e-beacon technology. The PAPE data is helpful for air quality policy-

making, climate change, and epidemiological study. For example, the interest in understanding

air pollution effects on various cardiovascular and respiratory diseases. Furthermore, the quan-

tified research on stress relief benefiting from urban to urban nature transitions study, which

would assist the urban planning decision-making process to achieve a better well-being for urban

residents. Organized and structured urban green space can be planned accordingly to reduce

urban dwellers’ accumulated stress in the rapid urbanization process. The study findings can be

used indoor as well. Many studies show that connecting people to nature is an important aspect

of wellness, especially for children and patients. Spending time in green spaces is beneficial for

mental and physical health, yet not everyone has equal access to such spaces. With the Virtual

Reality and Augment Reality technology exponential development, recorded green space with

the immersive experiences is promising to restore worker’s attention and concentration level, as

indicated by Kaplan’s Attention Restoration Theory (ART) [150].
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4.2 Limitations

Some conditions and influences that place restrictions on the research design/methodology, the

findings of this study have to be seen in the light of some limitations.

• Due to sensor availability and safety regulations, the applied sensors are limited. It may

affect building a worker’s health digital twin under an intact digital replica. There is a

lack of sensors for certain purposes, such as human concentration.

• Different sensors were used to measure the same parameter such as indoor air quality, there

was an observed variance among the different devices. The distinction can be attributed

to devise calibration and the measurement techniques used, which should be acknowledged

as potential ’selection bias’.

• When referring to people’s health and well-being, cultural backgrounds can also have an

impact. It has been clearly demonstrated that cultural differences do exist and these

preferences may be found at the organizational or individual level. Some ways of measuring

cultural values were studied, but considering its complexity and time constraint, the culture

dimension was not analyzed in the study.

• Another limitation of this pilot study is that a public IOTA node was used for publishing

and receiving data over the Tangle. The lagging time varied depending on the workload of

that public node, in practical implementation, a private node should be set up according

to the practical requirements.

• Because of time constraints, the integration between healthy operator’s health and smart

monitoring is at the initial stage. When data size reaches a big scale, advance big data

analytic can be used to discover more complex rules or patterns from data.

4.3 Future research

The future of work is now. The IoT connects any "thing" that generates data without stopping,

massive data is generated each second from IoT devices (sensors, actuators). The business

advantages with IoT comes to Big data era. Big data in IoT will demand more robust and

scalable platforms, finer analytical tools, and more powerful data storage systems.

With data-driven AI technology booming, big data analytic was come out, where advanced

technology such as machine learning and deep learning, Hadoop, and Spark can be employed to

dig knowledge out of data and predicate future out of history data [86]. IoT big data analytic aims

to assist business associations and organizations to achieve an improved understanding of data

to make efficient and effective decisions [87]. The next step work is to explore big data analytic

platforms, that can uncover additional value from the monitoring health data with efficiency
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and effectiveness. With a wider variety of sensors are integrated, a holographic digital twin of

humans is built to empower people’s health and well-being as a whole. Increasing data sources

are fused into the analytical platform to foster diverse applications in real-world scenarios.

Machine/deep learning is an effective tool to dig knowledge from massive data. Human activ-

ity recognition (HAR) is one of the most important prerequisites for health-related applications

such as smart factories, remote health monitoring, assistant living, and green building energy

management. Deep learning techniques showed their merits on obtaining high-quality activ-

ity types from raw sensor data. Sensor-based activity recognition approaches were categorized

into two main classes [151]: Data-Driven Approaches (DDA) and Knowledge-Driven Approaches

(KDA). The DDA approaches are machine learning basis requiring preexistent large datasets for

building an activity model. They are capable to deal with uncertainty and dynamic situations

through training and learning processes. Deep learning has shown surpassing performance in

HAR. The deep learning approaches: Convolutional Neural Network (CNN) can be used to build

classification models, powered by TensorFlow. The bringing value stream and benefits derived

from big data and machine/deep learning can be better enhanced and extended to be poured

into future state for individual, organization, and society, toward the next high-quality society

5.0.
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