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Summary 

Entre las dificultades se esconde la oportunidad 
Albert Einstein 

 
Over the last few years, we have seen and are experiencing how wireless 

communication devices are changing from being something exceptional to being 
commonplace in our daily lives. Advances in wireless communications, the 
miniaturization of electronic devices and the increasing capabilities of these devices 
have made wireless networks a very common resource in the industry and consumer 
electronics. Wireless Sensor Networks (WSNs) are spatially distributed sensors that 
monitor physical or environmental conditions and share their data over the network. 
WSNs are also characterized by the limitation of their resources as the need for low 
power consumption as they usually run on batteries, the need for low cost, or its low 
data throughput, among others. That is why in WSNs the resolution of some 
problems already solved in wired networks becomes a challenge, such as the 
implementation of time synchronization strategies.  

This time synchronization is necessary for the successful operation of many 
applications based on WSNs, but each node is independent and has its own clock 
source. Therefore, it is not enough to synchronize the clocks of the different nodes at 
the beginning of the application because many factors can cause them to be out of 
sync, for example, the frequency of oscillation of the clock sources may be slightly 
different, temperature changes, battery status, etc. 

Besides, the level of demand on time synchronization in WSNs depends on the 
type of application. There is a wide variety of applications in WSNs: applications 
that attempt to merge data from all nodes to obtain an overall picture of the scenario, 
applications that seek to develop communication strategies by making use of the 
medium access control layer, or applications that need to coordinate actions among 
all nodes to carry out cooperative tasks. Each application may have different 
requirements in terms of time synchronization that may range from very lax 
requirements, where several seconds offsets are allowed, too much more demanding 
requirements. It should also be noted that each developer may use a different 
hardware platform with different resources. 

When developers of applications for WSNs want to implement a synchronization 
strategy for their system they face all the above issues when making their decision. 
Today this decision was made by developing their own synchronization protocol or 
by adapting an already created protocol to their needs. After the state-of-the-art 
review carried out, it has been proven that no methodology helps the developer to 
decide to choose a synchronization protocol for WSNs that is adapted to the specific 
needs of each case. 

That is why this Doctoral Thesis has been developed in order to implement a 
methodology for the implementation of synchronization strategies for wireless sensor 
networks. 
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Taxonomy has been developed to organize and generate a structure that 
accommodates not only existing synchronization strategies but also those that may 
appear in the future. The development of this specific taxonomy has been done to 
facilitate and assist in the development of the methodology. The taxonomy is based 
on nine groups where each synchronization strategy must be cataloged. 

The methodology is based on a flow chart that guides the user through the ten 
most important themes and parameters regarding time synchronization in WSNs. 
These blocks to analyze are objective, power consumption, monetary cost, security, 
network topology, message distribution, accuracy, stability, and software, and 
hardware abstraction. Each of the blocks has a level scale that allows its comparison 
and its graphic representation. With this methodology, the aim is that any user, 
regardless of their level of knowledge in the subject of time synchronization in WSNs, 
has the possibility of selecting a synchronization strategy that adapts to their specific 
needs and requirements, reducing the time of their selection.  

In addition to the methodology, we also present a Time Synchronization Search 
Tool (TSST). This tool is composed of several blocks: the administration block, the 
user block and the database that interrelates both. In the administration block, the 
experts in synchronization strategies parameterize each strategy before incorporating 
it into the database. In the user block, users looking for a synchronization strategy 
that suits their needs to make use of a parameterized filter. This selection filter shows 
all those synchronization strategies that meet the requirements and needs that the 
user has imposed. The tool displays the results in table form and graphic form making 
the display and comparison of the strategies faster. 

Once the methodology and the tool have been developed, it is necessary to 
validate them to verify their correct operation. The validation has been done through 
two use cases with different levels of exigency concerning time synchronization. The 
applications chosen as use cases are structure health monitoring and environmental 
monitoring. For the monitoring of structures, a theoretical study and simulations 
have been carried out with real data on how time synchronization affects the 
identification of the frequencies and modal forms of the structures. Also, tests have 
been carried out on a bridge in northern Spain. In the application of environmental 
monitoring, a study and real tests have been conducted on the behavior of different 
clock sources in the presence of temperature changes. This has allowed us to see how 
decision making in the early stages of design can help us to minimize the problem of 
time synchronization in WSNs. 

After the good results obtained in the different studies, simulations, and 
experiments performed in the validation, it is concluded that the developed 
methodology works and helps in the selection of time-synchronization strategies for 
WSNs. 
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Resumen 

Nada tarda tanto como aquello que no se empieza 
Alain 

 
Durante los últimos años hemos visto y estamos experimentando como los 

dispositivos con comunicaciones inalámbricas pasan de ser algo excepcional a ser algo 
habitual en nuestra vida cotidiana. Los avances en comunicaciones inalámbricas, la 
miniaturización de los dispositivos electrónicos y el aumento de las capacidades de 
estos dispositivos han hecho que las redes inalámbricas se conviertan en un recurso 
muy común en la industria y la electrónica de consumo. El subgrupo de las redes de 
sensores inalámbricas, en inglés Wireless Sensor Networks (WSNs) se caracterizan 
por ser sensores espacialmente distribuidos que monitorizan condiciones físicas o 
ambientales y comparten sus datos a través de la red. Las WSNs también se 
caracterizan por la limitación de sus recursos como necesidad de bajo consumo ya 
que suelen funcionar con baterías, la necesidad de que sean de bajo coste, o su baja 
tasa de transmisión de datos entre otros. Es por ello por lo que en WSN la resolución 
de algunos problemas ya resueltos en redes cableadas se convierte en un reto, como 
la implementación de estrategias de sincronización temporal.  

Esta sincronización temporal es necesaria para el correcto funcionamiento de 
muchas aplicaciones basadas en WSNs, pero cada nodo es independiente y tiene su 
propia fuente de reloj. Por tanto, no basta con sincronizar los relojes de los diferentes 
nodos al inicio de la aplicación porque son muchos los factores que pueden hacer que 
se desincronicen, por ejemplo, la frecuencia de oscilación de las fuentes de reloj puede 
ser ligeramente diferente, los cambios de temperatura, el estado de la batería, etc. A 
esto hay que añadir problemas heterogéneos de diferente naturaleza que van desde 
utilizar diferentes plataformas hardware con diferentes recursos hasta el desarrollo de 
diferentes aplicaciones con diferentes requisitos. 

Cuando los desarrolladores de aplicaciones para WSNs desean implementar una 
estrategia de sincronización para su sistema se enfrentan a todos los problemas 
anteriores a la hora de tomar su decisión. Hoy en día esta decisión pasaba por 
desarrollar su propio protocolo de sincronización o por adaptar un protocolo ya creado 
a sus necesidades.  

Es por ello por lo que se ha llevado a cabo el desarrollo de esta Tesis Doctoral 
con el fin de desarrollar una metodología para la implementación de estrategias de 
sincronización para redes de sensores inalámbricas. 

Se ha desarrollado una taxonomía con el objetivo de organizar y generar una 
estructura que acomode no solo a las estrategias de sincronización existentes, sino 
también a aquellas que puedan aparecer en el futuro. El desarrollo de esta taxonomía 
específica se ha hecho para facilitar y ayudar al desarrollo de la metodología.  

La metodología se basa en un diagrama de flujo que guía al usuario a través de 
los diez aspectos y parámetros más importantes en referencia a la sincronización 
temporal en WSNs. Estos bloques para analizar son: objetivo que persigue la 
sincronización, consumo de energía, coste monetario, seguridad, topología de la red, 
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distribución de mensajes, exactitud en el protocolo de sincronización, estabilidad de 
la fuente de reloj, abstracción de software y abstracción hardware. Cada uno de los 
bloques tiene una escala de nivel numérica que permite su comparación y su 
representación gráfica. Con esta metodología se persigue que cualquier usuario, 
independientemente de su grado de conocimiento en el tema de sincronización 
temporal en WSNs, tenga la posibilidad de seleccionar una estrategia de 
sincronización que se adapte a sus necesidades y requisitos específicos reduciendo el 
tiempo de su selección.  

Además de la metodología también presentamos una herramienta de búsqueda 
de sincronización temporal a la que hemos llamado TSST. Esta herramienta está 
compuesta por varios bloques: el bloque de administración, el bloque de usuario y la 
base de datos que interrelaciona a ambos. En el bloque de administración los expertos 
en estrategias de sincronización parametrizan cada estrategia antes de incorporarla a 
la base de datos. En el bloque de usuario los usuarios en busca de una estrategia de 
sincronización que se adapte a sus necesidades hacen uso de un filtro parametrizado. 
Este filtro de selección muestra todas aquellas estrategias de sincronización que 
cumplen con los requisitos y necesidades que el usuario ha impuesto. La herramienta 
muestra los resultados en forma de tabla y de forma gráfica haciendo que la 
visualización y comparación de las estrategias sea más rápida. 

La validación se ha hecho a través de dos casos de uso con diferente nivel de 
exigencia respecto a la sincronización temporal: monitorización de salud de 
estructuras y monitorización de parámetros ambientales. Para la monitorización de 
estructuras se ha llevado a cabo un estudio teórico y simulaciones con datos reales de 
como la sincronización temporal afecta a la identificación de las frecuencias y formas 
modales de las estructuras. Además, se han realizado pruebas sobre un puente en el 
norte de España. En la aplicación de monitorización de parámetros ambientales se 
ha hecho un estudio y pruebas reales del comportamiento de diferentes fuentes de 
reloj frente a cambios de temperatura. Esto nos ha permitido comprobar como la 
toma de decisiones en las primeras fases de diseño nos puede ayudar a minimizar el 
problema de la sincronización temporal en WSNs. 
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Lo importante es no dejar de hacerse preguntas 
Albert Einstein 

 

Throughout this chapter, the reader is shown the importance of time in our daily lives. 
The concept of Wireless Sensor Networks (WSNs) is introduced and how these are being 
expanded to perform many tasks previously done with wired networks. The importance 
of Time Synchronization (TS) in WSNs is highlighted, and the difficulties involved in 
synchronizing a network of distributed wireless nodes. This chapter presents the 
motivation that has led us to develop this doctoral thesis, the objectives that we intend 
to achieve and the publications that have been carried out throughout the development 
of the work. 
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1.1. History of time 

Humanity has experienced the need to measure time from the beginning of 
civilization. The notion of time is fundamental to our existence and very familiar in 
our lives. The measurement of time has evolved according to the era thanks to the 
technology used, making these measurements increasingly accurate and with better 
performance. In prehistory, time was measured using natural phenomena, such as the 
movement of stars, and calendars were soon created based on the sowing and 
harvesting periods from the Sumerian civilization (2400 BC). 

The concept of the clock appeared for measuring time. A clock is a device that 
counts events indicating the passage of a time interval (e.g., 1 second) and uniquely 
labels each of those intervals (e.g., 3rd Jan 1982 23:54:37). Their quality depends on 
the stability of their frequency, and therefore on the ability to generate events at a 
constant frequency [1]. The absolute value of the frequency compared to the desired 
value, or its frequency accuracy, is important, but calibration can compensate for an 
inaccurate but stable standard. The first clocks on record were the sundial and the 
water clock from the Egyptian civilization (1500 BC). The hourglass was invented in 
the 13th century AD and mechanical clocks appeared some centuries later and. Then, 
thanks to C. Huygens and his study of the pendulum, the pendulum clock (1657) 
emerged, where the minute hand was added, gaining accuracy and reliability. The 
invention of the stopwatch followed in 1735. The electronic clock (1841) was 
introduced by the Scotsman A. Bain using electrical energy that moved a pendulum 
with electromagnets. In 1920 the quartz clock, based on piezoelectricity, came on the 
scene thanks to W. A. Morrison. Finally, the atomic clock appeared in 1948. Today, 
the most accurate timepiece is an atomic clock, the NIST-F1, developed by the 
National Office for Standardization (NIST) of the United States, launched in 1999. 
It is so accurate that it has a margin of error of only one second every 30 million 
years [2]. The most common unit for time is seconds and, since 1967, the second has 
been defined as exactly “the duration of 9,192,631,770 periods of the radiation 
corresponding to the transition between the two hyperfine levels of the ground state 
of the 133 Cesium atom” (at a temperature of 0 K) [3].  

In electrical engineering, the use of the word “clock” differs from the common 
use of that term, which refers to a device that keeps track of the hours of the day. 
Reasonable quality mechanical watches can be expected to keep time to within fifteen 
seconds per day. Standard quartz watches can be expected to keep time to within 
fifteen seconds per month. Thermo-compensated quartz watches take performance to 
the next level. Current models are specified by their manufacturers to keep time to 
within fifteen seconds per year or better and usually perform much better. To put 
this performance in perspective, fifteen seconds per year is five hundred parts per 
billion. 

A clock signal is a binary signal in digital electronics that serves to coordinate 
the actions of several circuits, especially for the synchronization of the flip-flops in 
complex digital systems. The use of the clock in electronics opened the door to 
synchronous systems. In asynchronous sequential circuits, the changes of states occur 
at the natural rhythm associated with the logic gates used in their implementation. 
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The synchronous sequential circuits only allow a change of state in the instants 
marked or authorized by a signal of synchronism of oscillatory type (i.e., the clock), 
which solves the problems that the asynchronous circuits originated by not having 
uniform changes of state within the system or circuit. In cases where there is a clock 
signal, it is usually given by a clock generator. The signal oscillates between a high 
and low status. This signal is characterized by a period of oscillation, the clock 
frequency, and the duty cycle. The use of the clock in an electronic system causes a 
machine-coded instruction to be executed at each clock cycle. Most complex 
integrated circuits require a clock signal to synchronize different parts of the chip 
and to balance the gate delays. As chips become more complex, it becomes 
increasingly difficult to provide an accurate and consistent clock signal everywhere. 
Today, nearly all microcontrollers and microprocessors depend on some kind of clock 
to execute all their instructions. The higher the working frequency of the clock, the 
faster it executes instructions. In addition, the use of the clock in electronic systems 
has allowed the use of timestamps, mechanism that allows the system to associate a 
timestamp to a certain event and many time-synchronization strategies have been 
created using this mechanism.  

Electronic systems are synchronized to perform tasks or events simultaneously, 
or near-simultaneously, from a certain perspective. However, in his first relativity 
paper in 1905, Albert Einstein proved that there are no such things as absolutely 
simultaneous events. According to Einstein's special theory of relativity, it is 
impossible to say in an absolute sense that two distinct events occur at the same time 
if those events are separated in space [4]. Leaving aside the precise definition of 
Einstein's absolute simultaneity, in this document, when we talk about synchronized 
events, or events that are performed simultaneously, we use the traditional definition: 
events that happen at the same time. 

This brief review of the history and evolution of the clock reflects the importance 
of the measurement of time throughout history. This importance is still evident today 
in all facets of our lives. 

1.2. Wireless Sensor Network  

A Wireless Network (WN) is any type of network of devices that use wireless 
technology to establish communication connections to exchange information between 
the different nodes that make up their network. The desire for connectivity and the 
need to avoid, for example, the costly and tedious process of deploying cables, has 
resulted in wireless networks becoming a method of interconnection and 
intercommunication between devices in constant growth, increasingly integrated into 
professional and daily life. 

Typical examples of wireless networks that inundate our daily environment 
include such networks as the Wireless Local Area Network (WLAN) (Wi-Fi at 
homes), telephone networks, terrestrial microwave networks, such as those used for 
television and radio distribution, and many more. 
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The exchange of data between wireless devices has grown considerably over the 
last few years. A clear example of such growth is the WLANs, as can be seen in 
Figure 1.1. In 1997, the standard WLAN, IEEE 802.11 [5], had a data rate of 2 Mbps. 
The use of the new standard 802.11ac, also called Wi-Fi 5 or Wi-Fi Gigabit, can now 
achieve a throughput of about 433 Mbps with a single link, theoretically achieving 
rates of 1.3 Gbit/s using 3 antennas. Even the 802.11ax, also named Wi-Fi 6 or Wi- Fi 
6th generation, improves the global spectral efficiency in the bands of 2.4 GHz and 5 
GHz. This means that the data rate has multiplied by 25,000 in around 20 years. 

 

 
Figure 1.1. The evolution and progress of wireless standards for 2.4GHz, 5GHz and 
60GHz. 

Another example of WNs is Wireless Personal Area Networks (WPAN), defined 
as networks with coverage of fewer than 10 meters radius and centered on personal 
devices without a fixed infrastructure. An example of WPAN is Bluetooth, which 
was later standardized as IEEE 802.15.1 [6]. Nowadays, all devices such as mobile 
phones, tablets, audio systems for vehicles or homes incorporate a Bluetooth system 
for interconnection between devices. There are many more wireless applications and 
many have low data rate requirements and few bits a day are needed.  

Wireless Sensor Networks (WSNs) are a subset of WNs. These are characterized 
by autonomous sensors that are spatially distributed to monitor physical or 
environmental conditions and that share their data through the network. A WSN 
node consists of four main components: the processing unit, the communication unit, 
the sensing unit, and the power unit.  

Generally, their objective is to collect information to be pieced together in order 
to assemble a broader picture of the environment that each sensor would have 
individually. One of the characteristics of a WSN is that the aggregated global 
information of its different sensors becomes greater than the sum of its parts. In most 
cases, the primary function of a WSN is to sense the environment and transmit that 
information to a base station for deeper processing with secure time information [7].   

The devices in a WSN form a network without the need for any infrastructure. 
In some cases, network nodes cooperate for communication by forwarding each 
other’s packets for delivery from a source to a destination. This yields a multi-hop 
communication environment. Today’s WSNs have proved to be a success in certain 
applications where traditional measurement systems were not, and they have even 
made new solutions, that were not viable before, possible. The deployment of WSNs 
offers developers the ability to adapt the measurement system to the needs of the 
application. A WSN can observe the environment in a very different way from 
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previous systems. Information can be extracted in a way that is closer to the 
phenomenon’s occurrence, making use of wide and dense areas in both space and time 
[8]. WSNs must usually operate unattended for long periods (months or years) and 
remain reliable, which is one of the reasons, among others, why low consumption of 
the nodes is sought. As WSNs have limited power resources, computing capabilities, 
storage capacity, and bandwidth, solving the problems they face becomes more 
complex due to the trade-off between the parameters involved; for example, the 
development of energy-saving techniques that are used to reduce consumption across 
the network.   

WSNs are characterized by their ability to deal with a combination of technical 
difficulties that are not found in other types of networks. These difficulties are 
detailed below [9]: 

• Low Power Consumption. The average power consumption in a WSN is 
usually very low and with limited peak power sourcing capabilities. 

• Low-Cost. WSNs are usually networks with low resource nodes. One of the 
objectives of the engineer is to design low-cost nodes to make networks with 
many nodes possible. 

• Worldwide Availability. WSNs should meet the varying worldwide 
requirements and employ a single band worldwide, usually a free radio band, 
such as Industrial, Scientific, or Medical (ISM) radio bands. 

• Network type. Different topologies can be used in a WSN, such as star, mesh, 
cluster, tree, or others. 

• Security. How secure the network is and how secure the network is perceived. 
WSNs are probably going to replace a wired version of the system, so the use 
of encryption ensures the integrity of the transmitted messages. 

• Data throughput. WSNs usually have limited data throughput requirements. 
One of the reasons is not to waste other resources, such as power energy, in 
transmissions. 

• Message Latency. Depending on the application, the message latency 
requirement in WSNs can be very relaxed. 

• Mobility. In general, WSNs do not require mobility, but the nodes are usually 
free to move in a coverage area. 

• Communication failures. WSNs can be aware of communication failures and 
have the ability to withstand harsh environmental conditions. 

• Scalability. WSNs should be able to scale the network deployment without 
degrading the performance of the whole system. 

• Autonomous. The network should be a WSN capable of self-configuration and 
self-maintenance. 
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Figure 1.2. The number of devices connected to the internet reached 22 billion 
worldwide at the end of 2018, according to the latest research from Strategy 
Analytics. Enterprise IoT remains the leading segment, accounting for more than 
half of the market [10]. 

In recent years, another group of wireless devices called the Internet of Things 
(IoT) has appeared. It could be said that there are few differences between WSN and 
IoT, and perhaps the most relevant and striking is the Internet connection. WSNs 
do not need to have an internet connection because they are final sensor nodes and 
coordinating nodes talking to each other. A WSN can be transformed into an IoT 
network if we provide it with an internet connection and if we consider that both are 
based on monitoring and recording the physical conditions of the environment. The 
IoT, as well as the WSN, is the integration of connectable devices and sensors to 
enable remote monitoring, creating a network of networks of autonomous objects. 
The wireless IoT family is expanding to different areas, such as vehicles, buildings, 
construction equipment, smart wearables, smart home automation, smart health 
monitoring, smart cities, smart security, etc. Every day, more applications and 
wireless devices are available to interconnect and solve multiple and diverse problems. 
According to the Gartner Inc. 2017 prediction, the IoT will include 20.4 billion units 
installed by 2020 [11] with almost $3 trillion of investment. The numbers vary from 
source to source, but all of them agree that the amount of IoT connected devices 
installed worldwide will continue to increase [12] [13] and that, in the near future, 
IoT devices are expected to be integrated into a larger number of areas (home, 
industrial, medical, etc.) and applications (smart security solutions, smart home 
automation, smart health care, smart wearables, transportation, building automation, 
renewable energy, etc.). The IoT is the cornerstone of many organizations’ digital 
transformation, enabling them to optimize existing operations and excel at creating 
and pursuing exciting new business models [14]. The traditional fields of embedded 
systems and WSNs, among others, all contribute to enabling the IoT. Figure 1.2 
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shows graphically the research conducted by Strategy Analytics in May 2019 [10], 
where the millions of devices connected to the network can be seen separated into 
groups. The enterprise IoT remains the leading segment, accounting for more than 
half of the market. 

1.3. Time Synchronization 

The flexibility offered by WSNs keeps growing rapidly, and this has meant that 
they have been considered a fundamental structure for future ubiquitous 
communications due to a variety of promising potential applications. Some of these 
applications need time synchronization.  

 

 
Figure 1.3. Through the succession of nine images, we see how a group of starlings 
in movement creates shapes and silhouettes. This synchronization of movements in 
flight creates fascinating figures like this giant bird. Photographs by Daniel Biber, 
January 2018. 

For a WSN to work properly, it is necessary for the different elements that make 
it up to be coordinated. In particular, those elements necessary for wireless 
communications and all those actions that must be executed simultaneously in the 
different devices for the correct operation of the application. If these actions are 
synchronized properly, communication collisions are minimized, thus minimizing 
retransmissions and helping to save energy. Similarly, if the acquisition of data by 
the sensors is synchronized, we would have a true picture of the monitored area. An 
example of synchronization without collisions can be seen in nature when a group of 
starlings flies and their movement create shapes and silhouettes. This synchronization 
of movements in flight creates fascinating figures like the giant bird that can be seen 
in Figure 1.3. 
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Due to the usefulness of WSNs in multiple fields, the applications based on 
wireless sensor end devices have diversified and expanded. Nowadays, it is possible 
to find wireless network applications dedicated to monitoring parameters in a 
distributed way [15]. Some wireless networks coordinate sleep wake-up node 
scheduling mechanisms [16]. There are also some wireless network applications with 
communication protocols based on time slots to transmit and receive messages so as 
to make efficient use of the radio spectrum [17]. All of them need 
time- synchronization strategies to operate correctly. Each of these applications has 
different needs concerning the time synchronization of the network. Thus, many 
strategies have appeared over the years to synchronize WSNs and continue to do so, 
adapting the solutions to a specific problem. 

Because of this wide variety of WSN applications, time-synchronization 
requirements in WSNs are very different, going from very lax to very demanding 
ones. Every time developers face the problem of choosing and implementing a time-
synchronization strategy for a specific WSN application, they realize that an 
enormous amount of research is necessary before undertaking the task. Solving the 
time-synchronization challenge must be done considering many other trade-offs, 
because time synchronization is just another service in the WSN application routine. 
There is no single time-synchronization strategy that maximizes all parameters, nor 
is there a time-synchronization strategy that works for every application. For 
example, in most cases, the more precise the time-synchronization strategy is, the 
more message exchanges between nodes are needed, or the better and more expensive 
hardware it requires [18]. Strategies can pursue an accurate time- synchronization in 
top layers, such as the application layer [19], or low layers, such as the Medium 
Access Control (MAC) layer [20]. Time synchronization does not mean that all clocks 
are always perfectly synchronized on the network. That would be the strictest and 
most complicated way to implement. Precise synchronization is not always essential. 
Protocols that go from indulgent to strict are available to meet the user's needs. 
Depending on the application, various degrees of accuracy are required. 

In centralized systems, there is no need for synchronized time because there is 
no time ambiguity. A process, task or event gets the time by simply issuing a system 
call. When another event then tries to get the time, it will either get an equal or 
higher time value. Thus, there is a clear ordering of events and times at which these 
events occur. In distributed systems, there is no global clock or an implicit notion of 
common time. Each node in the network has its own internal clock and its own notion 
of time. Also, because different clocks tick at different rates, they may not always 
remain synchronized, although they might be synchronized at any time, for example, 
when they start.  

1.3.1. Difficulties implementing time synchronization in WSN 

After this justification of why time synchronization is not only important but 
vital in sensor networks, we would like to highlight the complexity and difficulty of 
achieving it in the WSN field.  
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Synchronizing a WSN is not a trivial task. Clocks drift out of synchronization, 
especially those using low-cost, commodity computing parts that are often used in 
low power WSNs. Since each of the devices in the network has its own clock, a 
synchronization strategy is needed to make them all work in unison. The most 
common strategy consists in synchronizing all the devices’ clocks with a reference 
clock. In most cases, it is not enough to synchronize local clocks once at the beginning 
of the application, because local clocks in the wireless devices are not usually stable 
enough to keep the time synchronization in the network during the lifetime of the 
application. In most cases, more advanced synchronization strategies are needed to 
keep the application properly synchronized during all its operations. We must also 
consider that the synchronization procedure is not the primary task of a wireless 
sensor node; it is usually a service routine that allows us to improve (or warrant) the 
reliability of the main task [21]. 

We have independent nodes, that is, each of them has its own modules: battery, 
oscillators, main microcontroller, radio transceiver, sensors, etc. Also, they are 
distributed by an area, and therefore, the atmospheric conditions they face may be 
different one from the other. Hardware clocks that use both the microcontroller and 
the transceivers are not perfect, and therefore there are variations in the oscillator. 
Some nodes can be at ground level, others at 3 meters in height. Some may be in free 
space, others may see their communications attenuated by trees, walls, etc. Some can 
be in the sun and therefore with high temperatures, while others can be in the shade. 
Some can be maintained under stable atmospheric conditions, while others can face 
intense atmospheric changes. The instructions of the MicroController Unit (MCU) 
necessary to execute certain actions are not always the same and will therefore not 
always have the same duration. Imagine the case of interruption by the reception of 
a package. Time synchronization in many cases goes unnoticed because, either the 
problem is not critical or it has been solved by a third party without us realizing it, 
for example, when the synchronization protocol is inherent in the dissemination of 
network messages. The non-determinism in the dynamics of the network complicates 
the task of synchronizing the systems. When a node timestamps a packet to send it 
to another node, the packet that transports the timestamp faces variable delays until 
it reaches the destination and is decoded. These delays do not allow the recipient to 
compare the clocks accurately and therefore do not allow precise synchronization. 

Since WSNs are limited in energy resources, computing capabilities, storage 
capacity, and bandwidth, the implementation of traditional algorithms for time 
synchronization, such as Network Time Protocol (NTP) and Global Positioning 
System (GPS), is not practical in WSN. Researchers have developed successful 
synchronization protocols for wired networks in recent decades. But these are 
unsuitable for WSNs because of the challenges posed by the special characteristics of 
this type of networks. 

Many factors, such as temperature, oscillator aging, battery charge, pressure, 
etc., all affect time synchronization, causing dynamic deviations over time [22]. For 
example, temperature changes affect the accuracy of local clocks by dynamically 
modifying their frequency and causing them to deviate from the reference. Other 
factors that affect an accurate and stable time synchronization are the number of 
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nodes in the network, the topology, the type of message distribution, software layers 
with non-deterministic delays in communication processes, attacks from malicious 
time sources, etc. [23].  

Clock error (deviation) is inevitable. Clock values of different wireless sensor end 
devices diverge from each other and, consequently, many clock synchronization 
protocols for wireless networks have been proposed in the past. These protocols differ 
from each other considerably due to their structural, technical or global objective 
features [24]. To synchronize a wireless network, it is necessary to reach a common 
notion of time, taking into account the fact that the clocks of the devices can deviate 
due to multiple reasons, that the time requirements for every application vary, and 
that the target parameters to maximize in the application differ in every case. For 
example, there are one-hop vs. multi-hop wireless networks, internal vs. external clock 
synchronization, stationary vs. mobile nodes, fault tolerance, scalability, sleep 
scheduling, energy efficiency, etc. The approach of every clock synchronization 
protocol is different due to the limited resources of every network, the nature of the 
communication, or the physical environment. To develop an appropriate time-
synchronization strategy, several things need to be known: the source from where the 
clock value is propagated, how the clock value is propagated, when the clock value 
is propagated, how the logical clock time is determined from the physical clock value, 
whether the time synchronization is a priori or post-facto, or whether it is 
probabilistic or deterministic, among other concerns. 

In short, time synchronization in WSNs is not an easy task. This is because 
there are many different scenarios and applications out there, and each of those 
scenarios and applications may require different hardware and may have different 
requirements and needs for time synchronization. Given the need to have a 
synchronization system for any WSN, and given the difficulty of finding a suitable 
system for each need, this work faces the problem and proposes a solution. 

1.4. Motivation 

Several years ago, we were developing a project for the monitoring of civil 
structures. The objective was to develop a system that would collect the vibrations 
of a structure. Initially, the platform focused on the development of a high-speed 
acquisition system with 24-bit resolution. Additionally, to improve the system, we 
were using a model of accelerometers with very high sensitivity and each of the 
implemented nodes had wireless communications to be able to locate them in the 
optimal places for measurement and data collection.  

After the first field tests, we realized that, although we were using good quality 
accelerometers, high speed and high-resolution Analog to Digital Converter (ADC) 
modules, and that the system acquired the data correctly; when we merged the data 
from different nodes, the results were not as expected. This led us to discover the 
importance of time synchronization in these applications when using WSNs. The 
problem had gone unnoticed when the measurements were made with wired systems 
since, in this type of system, there are no synchronization problems between the 
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different measurement points. Without time synchronization, all our efforts in the 
acquisition were useless since, when merging the data, a small deviation between the 
samples taken of several nodes meant that the results were not the correct ones, thus 
giving us a distorted vision of the reality. 

When we decided to integrate a synchronization strategy, we realized that there 
were different options available. Each of these options had their pros and cons. We 
had to analyze each of them in-depth to understand them and see which was best 
suited to our needs at the time. This need to find a time-synchronization strategy 
that would adapt to the needs of the application is what motivated us to carry out 
this Doctoral Thesis. 

During the development of this thesis, we abstracted from the sensors part and 
focused on those units that have a direct relationship to the system clock. To do this, 
we analyze both the hardware and the software parts involved. 

At the end of the structure monitoring project, we already had a valid 
synchronization protocol integrated into the measurement system. Figure 1.4 shows 
measurements made in a Structural Health Monitoring (SHM) application with nine 
spatially distributed channels that have taken their samples in a synchronized 
manner. 

 

 
Figure 1.4. Measurements made in an SHM application with nine spatially 
distributed channels that have taken their samples in a synchronized manner. 

In short, time synchronization is a service, not only necessary, but in many cases 
vital in WSN applications. However, today, the choice of a time-synchronization 
strategy that adapts to the specific needs of each case requires detailed knowledge of 
the subject. For these reasons, it has been considered necessary to develop a 
methodology for the implementation of time-synchronization strategies in WSNs. We 
consider that this methodology facilitates and speeds up the choice of time-
synchronization strategies for all developers of WSN applications, regardless of their 
degree of knowledge in the field of time synchronization. 



12 CHAPTER 1. Introduction 

 

1.5. Objectives 

This thesis has a general objective: the development of a methodology for the 
implementation of time-synchronization strategies for wireless sensor networks. The 
methodology presented in this dissertation offers WSN developers a way to choose a 
time-synchronization strategy methodically. The proposed methodology provides 
developers, looking for a time-synchronization strategy for their WSN, with a set of 
strategies that fit the needs of each case. Thus, developers do not need to be experts 
in the specific issue of time synchronization to choose an adequate strategy. Each 
time-synchronization strategy has previously been evaluated by an expert in the field 
and has been cataloged based on multiple parameters. The methodology compensates 
for the lack of experience that developers may have by adapting the level of 
abstraction to the experience of the developer. So the methodology reduces 
development time by offering solutions graphically pre-evaluated by experts. These 
features ensure a successful decision for everyone. 

To achieve this general objective, we have set other specific and shorter 
objectives.  

• Analysis of the state of the art in the field of time synchronization in WSNs. 
• Analysis of the clock sources applied in the nodes of the WSN and their 

influence in time synchronization. 
• Development of a hardware platform that allows us to evaluate the 

implementation of time-synchronization strategies. 
• Implementation of a synchronization strategy in a real application, e.g., 

structural health monitoring. 
• Analysis of the influence of time synchronization in a real application, e.g., 

structural health monitoring. 
• Establish a framework for comparing new and existing time-synchronization 

strategies. 
• Development of a taxonomy for the cataloging of time-synchronization 

strategies. 
• Development of a tool that facilitates the use and application of the 

previously developed methodology. 
• Validation of the methodology and tool previously developed. 

1.6. Contributions 

Due to the complexity and challenges involved in choosing the 
time- synchronization strategy in each case, a methodology for choosing time-
synchronization strategies for WSNs is presented in this dissertation. Developers can 
focus their efforts on the application and main services because the methodology 
abstracts them from the complexity of the time-synchronization strategies, 
facilitating their choice and assuring a strategy adapted to the WSN needs. The 
methodology helps experts and developers who lack the experience in time 
synchronization to find the appropriate solution for specific cases. In most cases, the 
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methodology speeds up decision-making when choosing an appropriate time-
synchronization strategy for an application, even when the person who must choose 
it is an expert in the field. 

An online tool has been developed to put the application of the methodology 
into practice. This tool allows any WSN application developer to obtain a set of time-
synchronization strategies as output by using some entry requirements. The database 
that has been developed as part of the tool also becomes a reference point for experts 
and non-experts in time synchronization. The database is where any 
time- synchronization strategy is analyzed and parameterized before being inserted 
and, therefore, at the time of its consultation, allows the evaluation of the protocols 
from a standardized point of view. 

In addition, to implement different synchronization strategies and to be able to 
apply these strategies in real environments, several hardware platforms have also 
been developed.  

1.7. Organization of the document 

The document is organized as follows. This first introductory chapter is followed 
by Chapter 2 of general concepts and definitions, necessary to understand the rest of 
the document. Chapter 3 reviews the state of the art in synchronization strategies. 
Chapter 4 presents the development of a taxonomy for cataloging synchronization 
strategies. The methodology is developed and explained in Chapter 5. This same 
chapter also presents the online tool that allows us to execute the methodology in a 
guided manner. Chapter 6 explains the validation procedures for both the 
methodology and the tool. The same chapter shows the results of the analysis of the 
clock sources and the influence of time synchronization on the application of 
structural health monitoring. Finally, Chapter 7 highlights the most relevant 
conclusions of this doctoral thesis. At the end of the document, the reader can find 
the sections of References and the List of Acronyms.   
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Friedrich Engels 

 

Throughout this second chapter, we review certain concepts that are necessary to 
understand the rest of the document. At the beginning of the chapter, we discuss the clock 
sources, their types, and characteristics and we give a brushstroke to the reasons why 
these clock sources are not perfect, causing all WSNs clocks to end up deviating over time. 
After that, we explain the terminology that is used repeatedly throughout the document. 
Concepts are clarified through theoretical definitions and figures, giving way to the 
presentation of a mathematical model of the behavior of a clock in WSNs. To better 
understand future synchronization protocols, we make a general review of the most used 
network topologies in WSNs, showing graphically the distribution of the nodes that make 
up the network. In the same way, we also clarify the idea of the software layer 
interconnection model used in WSNs and the modulations most used in radio 
communications.  
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2.1. Terminology 

This subsection defines various terms commonly used in the document. We 
explain their differences and similarities through images and their relationship with 
time synchronization in WSNs.  

The terms that we present below are intended to clarify the terminology that is 
used throughout the rest of the document. In this way, the reader can skip this 
subsection and come back to it when the reader finds a term that needs clarification. 

Physical and Logical Clock 

A logical or electronic clock, from now on simply a clock, is a device that counts 
events indicating the passage of some time interval in an electronic device [8]. The 
quality of a clock normally boils down to the stability of its frequency, that is to say, 
the ability of the clock to generate events at a constant frequency over time. 

In a WSN, each sensor node has its own hardware-based clock that can be used 
to assign time-stamps to events that occur in the system. The clock is based on the 
count of an oscillator at a given frequency and the count is stored in a register of the 
microcontroller. 

Following the same example of an embedded system with a crystal oscillator of 
8 MHz with a PLL that transforms that frequency to 96 MHz is easy to understand 
the difference between the physical and the logical clock. In this case, the physical 
clock is the one generated physically by the crystal oscillator (8 MHz), but the logical 
clock is the one generated through the PLL, the system frequency of 96 MHz. In 
some cases, physical and logical clocks are equivalents. 

Accuracy and precision 

All clock sources in a WSN are based on some kind of oscillator. The terms 
accuracy and precision can easily be confused since they can be used as synonyms in 
the colloquial language, but they are very different in the context of the scientific 
method.  

The accuracy of an oscillator represents how much the frequency of the oscillator 
can deviate from its nominal value and it is expressed in parts per million (ppm). 
Accuracy refers to the closeness of a measured value to a standard or known value, 
in other words, the degree of conformity (closeness) of a measure to a standard or a 
true value. The accuracy is the fact to be exact or correct, the absence of error. In 
measurement theory, the accuracy is known as the systematic error due to 
measurement bias. 

Precision refers to the closeness of two or more measurements to each other. The 
precision of a system, related to reproduction and repetition, is the degree to which 
these measures can be repeated under invariable conditions showing the same result. 
Precision is the measure of statistical variability. In measurement theory, the 
precision is known as the random error due to measurement variation. 

For example, if an experiment contains a systematic error when increasing the 
number of samples, generally, we improve the precision, but we do not improve the 
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accuracy. The result is consistent but inaccurate. The accuracy improves if the 
systematic error is eliminated or reduced, but the precision is not modified. 

 
Figure 2.1. Graphical explanation of the term’s accuracy and precision. Accuracy is 
the proximity of measurement results to the true value. Precision refers to the 
closeness of two or more measurements to each other. 

Figure 2.1 shows a graphical explanation of the accuracy and precision’ terms. 
During the present document, that differentiation between both terms will be of 
crucial importance for the evaluation of the different clock sources and time 
synchronization strategies. 

A good time synchronization strategy is that with high accuracy and high 
precision. But, a WSN with low accuracy and high precision, would be easy to correct 
with software techniques such as correcting the offset. A WSN with high accuracy 
and low precision has more disperse values of the clock, but the average can be 
accurate. The time synchronization in this system would be more difficult to solve. 
Figure 2.2 shows the graphical explanation of the terms related to the dispersion of 
the clocks values. In this sense, high precision is preferable over high accuracy in time 
synchronization, although it would be desirable to have a system with high precision 
and accuracy. 

 

Figure 2.2. Explanation of the term’s accuracy and precision through the dispersion 
of samples. 
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Offset, skew, drift and jitter 

Continuing with the terminology used by [25] and [26], we differentiate the 
following terms: 

• Offset is a delay of a given clock source or the difference between two clocks. 
It is also named as phase difference, phase offset (Figure 2.3) or phase error. 
It can be measured in time units or phase degrees. The offset of the clock 𝑀𝑀𝑤𝑤 
is given by 𝑀𝑀𝑤𝑤(𝑡𝑡) − 𝑡𝑡, instantaneous difference between a clock and the 
reference time. The offset of the clock 𝑀𝑀𝑤𝑤 relative to 𝑀𝑀𝑗𝑗 at time 𝑡𝑡 ⩾ 0 is given 
by 𝑀𝑀𝑤𝑤(𝑡𝑡) − 𝑀𝑀𝑗𝑗(𝑡𝑡). The offset error is the simplest and most commonly used 
time synchronization metric. If two clocks are perfectly synchronized, then 
their offset is zero, meaning they have the same value at that instant. 

 
Figure 2.3. Phase offset (𝜃𝜃) between two signals in the time domain.  

• Skew is the difference between the frequencies of a given clock and the 
reference clock. Skew is the frequency difference between oscillators, also 
named as frequency error or frequency offset. We use the term skew to refer 
to the first derivative of the clock value concerning time, 𝑀𝑀𝑤𝑤′(𝑡𝑡). The skew of 
a clock 𝑀𝑀𝑤𝑤 relative to clock 𝑀𝑀𝑗𝑗 at time 𝑡𝑡 is (𝑀𝑀𝑤𝑤′(𝑡𝑡) − 𝑀𝑀𝑗𝑗′(𝑡𝑡)). Clock skew refers to 
multiple related phenomena that cause a clock not to advance exactly at the 
same rate as a reference one. After some time, one clock gradually de-
synchronizes from the other clock. This metric is important because it predicts 
the growth of the offset over time. If two clocks are perfectly synchronized, 
then their relative drift is 1, meaning that the clocks have the same rate. 
 

• Drift is the second derivative of the clock value for time, namely 𝑀𝑀𝑤𝑤′′(𝑡𝑡), that 
is why drift is also known as frequency drift. Clock drift refers to variations 
over the skew usually due to environmental conditions. Clock drift is the best 
indicator to know the stability of an oscillator against temperature variations. 
In oscillators with temperature control, when the temperature varies, the drift 
remains stable and does not vary. In contrast, in oscillators without 
temperature control, it is normal that after a change in temperature, the drift 
also changes, causing a variation in the oscillation frequency. 
A graphic representation of the previous terms can be seen in Figure 2.4.  
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Figure 2.4: Clock terminology: graphical behavior of the clock components over 
time. 

• Jitter is the deviation from the true periodicity of a presumable periodic 
signal (Figure 2.5). The jitter is related to the temporal variations in 
consecutive edges of the clock signal. The jitter can be decomposed in a 
random jitter (gaussian) and deterministic jitter. In general, the jitter is 
considered random, and in this case, can be considered the random component 
of the skew. Jitter refers to variations in the output signal or its precision. 
The fluctuation or jitter is the uncertainty in the measurement of the clock.  

 

 
Figure 2.5. Graphical representation of the parameters of a jittered signal. 

Real-Time Clock 

Whether based on CMOS oscillators or Crystal Oscillators (XOs), it is possible 
to create the so-called Real-Time Clock (RTC). The term RTC was created to 
differentiate this type of clocks from the logical clocks, which simply measure the 
time counting pulses of a signal, without being directly related to temporal units. 
RTCs are more similar to the clocks and calendars we use regularly, and they work 
with seconds, minutes, hours, days, weeks, months and years. 

RTCs have the advantage of freeing the system from having to perform time 
accounting. RTCs can be an external chip or can be an internal software module in 
the microcontroller. Besides, in some cases, the RTC incorporates some type of 
battery. This battery is a backup to maintain the time value in case of loss of power 
or in cases in which the microcontroller enters in modes of low power consumption. 
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In general, all RTCs are configured to generate an interrupt every second. That 
is why most of them are based on 32.768 kHz (215) oscillators, so the oscillators’ pre-
scalers can be divisible by 2. 

Spatial and temporal synchronization 

In a WSN, the nodes are spatially distributed. The term spatial synchronization 
refers to the physical space and indicates that the goal is not to improve the 
individual time synchronization accuracy of the network nodes but the accuracy of 
the entire network. When the term spatial synchronization is used it means that the 
synchronization of the whole is more important than the individual synchronizations. 

Temporal synchronization refers to the accuracy of measurement concerning 
time. In this specific case, the term temporal synchronization refers to the individual 
time synchronization of the clock of a node to a reference clock. During the rest of 
the document we use the term time synchronization, or simply, synchronization 
indistinctly. 

Resolution 

The term resolution refers to the smallest change in the underlying physical 
quantity that produces a response in the measurement. The resolution refers to the 
precision of measurement to time. In our case, the temporal resolution is the ability 
of a system to distinguish as two different events separated in time. For example, in 
a system with a clock with a frequency of 1 MHz, where events are generated at a 
speed that is the inverse of the frequency: 1

106
= 1 µ𝑠𝑠, the resolution is that the 

smallest time variation (1 µs) it can detect. If two or more events occur in an interval 
of fewer than 1 µs, they cannot be detected. 

Delay and Latency 

Latency is a time interval between the stimulation and response, or, from a more 
general point of view, as a time delay between the cause and the effect of some 
physical change in the system being observed. Latency is physically a consequence of 
the limited speed with which any physical interaction can propagate. This velocity is 
always lower than or equal to the speed of light. Therefore, every physical system 
that has spatial dimensions different from zero will experience some sort of latency, 
regardless of the nature of stimulation that it has been exposed to.  

Latency and delay are intrinsically linked and sometimes interchangeably used. 
However, they are not always the same.  

Delay is the time it takes for data to travel from one endpoint to another or in 
other words, the time needed by the packet or bit of data to travel across the network 
endpoint. Delay is the one-way trip of a packet crossing a network.  

Latency, though, can be one of two things. Latency is sometimes considered the time 
a packet takes to travel from one endpoint to another, the same as the one-way delay. 
More often, latency signifies the round-trip time. Round-trip time encompasses the time 
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it takes for a packet to be sent plus the time it takes for it to return. This does not include 
the time it takes to process the packet at the destination.  

Network monitoring tools can determine the precise round-trip time (latency) 
on a given network. Round-trip time can be calculated from the source since it tracks 
the time the packet was sent and computes the difference upon acknowledgment of 
return. However, a delay between two endpoints can be difficult to determine, as the 
sending endpoint does not have information on the time of arrival at the receiving 
endpoint. 

Synchronization lifetime 

We use the term synchronization lifetime to refer to the interval that the clocks 
remain synchronized in the system. It may be that the synchronization lifetime 
coincides with the network lifetime, but it may also be that we only want the network 
to remain synchronized in certain smaller and more specific periods. 

Scope 

We use the term scope as the size of the region in which a timescale is defined. 
The scope may be purely geographic (e.g., distance in meters). In other contexts, it 
is more useful to think about the logical distance, such as the number of hops through 
a network. As the scope increases, there is usually a cost in cumulative phase error. 
GPS is a counterexample to this rule, it provides synchronization that is Earth-wide 
in scope, with the same error bound regardless of location. 

Convergence time 

Convergence time is the time needed in the system to acquire the 
synchronization bound for all nodes in the network. The importance of convergence 
time as a metric is directly tied to the need for energy efficiency. 

2.2. Clock sources 

Most electronic systems require measuring the passage of time and performing 
actions at specific times. A device that measures the passage of time, a clock, has a 
particularly simple dynamics: its state progresses linearly in time [27]. A clock 
provides the essential “heartbeats” and the timing of electronics [28].  

A clock directly depends on the ticks generated by the oscillator. A clock is an 
electronic device that counts oscillations in an, for example, accurately-machined 
quartz crystal, at a specific frequency. Clocks are essentially timers. The timer counts 
the oscillations of the crystal, which is associated with, at least, a counter register 
and a buffer register. For each oscillation in the crystal, the counter is decremented 
or incremented by one. When the counter becomes zero or rises to its maximum, an 
interrupt is generated, and the counter is reloaded from the holding register. 
Therefore, it is possible to program a timer to generate an interrupt, every second, 
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or every millisecond, or even in every oscillator tick. In every of those clock ticks, the 
interruption process is executed so the local time is updated. 

The oscillator can vary its frequency due to changes in aging, temperature, 
battery charge, pressure, etc. [22]. Therefore, the more accurate and more stable the 
oscillator is, the better results its clock gives, generating measures increasingly 
accurate and with better performance. The most common oscillators to create clock 
sources for WSNs are summarized here:  from relaxation oscillators to the stable 
quartz-crystal oscillators. 

2.2.1. Relaxation Oscillators 

  The most simple and inexpensive kind of oscillators consists of a feedback loop 
that repetitively charges a capacitive load through a resistance until it reaches a 
threshold level, and then discharges it, beginning the cycle anew (Figure 2.6). They 
are called RC oscillators if the components needed to build them are resistors and 
capacitors, or CMOS oscillators if they are based on CMOS digital logic inverters. 
During the rest of the document, we only discuss the CMOS oscillators, since they 
are the most common type of relaxation oscillators that are integrated into the 
microcontrollers. These kinds of oscillators are very cheap but they are not very 
accurate nor stable. 

 
Figure 2.6. The simplest CMOS oscillator is created hooking an RC feedback around 
a CMOS logic inverter with Schmitt trigger input [28].  

2.2.2. Piezoelectric resonator 

  A Basic Crystal Oscillator (XO) is an electronic oscillator circuit that uses the 
mechanical resonance of a vibrating crystal of piezoelectric material to create an 
electrical signal with a precise frequency. This frequency is commonly used to keep 
track of time, as in quartz wristwatches, to provide a stable clock signal for digital 
integrated circuits, and to stabilize frequencies for radio transmitters and receivers. 
The most common type of piezoelectric resonator used is the quartz crystal, so 
oscillator circuits incorporating it became known as crystal oscillators. 

The quartz crystal oscillators are attractive because they are cheap, small, use 
a little amount of energy and work surprisingly well despite their low resource 
requirements; they only need a couple of capacitors to work. Crystal is the common 
term used in electronics for the frequency-determining component, a wafer of quartz 
crystal or ceramic with electrodes connected to it. The piezoelectric resonator is a 
more accurate term for it.  

The frequency accuracy of an XO is in the order of 10−4 and 10−5, i.e. two 
similar but unbalanced oscillators will drift between 10 and 100 µs every second, or 
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between 1 and 10 seconds per day. However, their frequency stability is significantly 
better, with frequency changes of 1-part between 10−9 to 10−11 when averaged over 
several seconds or more. 

The frequency generated by the crystal may deviate from its nominal value and 
its value is expressed in ppm. The ppm units are like percent which is parts per 
hundred (102) but based on million (106). Therefore, 1% is equivalent to 10,000-ppm. 
For very stable and accurate oscillators with slight variations, it can be used the 
units of parts per billion (ppb). 

For example, a 20-ppm crystal with a nominal frequency of 32.768 kHz means 
that the frequency can be between 32.7673 kHz (-20-ppm, the minus sign means 
behind, or 0.999980 nominal value) and 32.7687 kHz (+20-ppm, the plus sign means 
ahead, or 1.000020 nominal value). These numbers may give the reader a comfortable 
feeling but remember that with a month the oscillator accumulates 79.1 seconds, so 
using a 20-ppm crystal to build an alarm clock, it may have an error of 1 minute per 
month. And for a crystal with an error of 100-ppm translates as 100

106
 or 10−4. So, the 

total error on a day is 86,400 𝑥𝑥 10−4  =  8.64 seconds per day. In a month, the 
oscillator would deviate 30 𝑥𝑥 8.64 =  259 seconds or more than four minutes. 

An oscillator depends on conditions like the ambient temperature, the supply 
voltage, the age of the oscillators, etc. all changing over time [22]. Crystals have a 
temperature coefficient graph meaning that one of the main sources of error is 
temperature. Timing components are typically characterized at 25°C. As the 
temperature changes, the system can experience substantially greater drift, depending 
on how long the temperature condition persists. That is the reason that there are 
many variations of XO. In the next paragraphs are summarize the main 
characteristics of the most known XO variations. 

Basic Crystal Oscillator 

A Basic Crystal Oscillator (XO) is a device that uses the mechanical resonance 
of a vibrating crystal of piezoelectric material to create an electrical signal with a 
precise frequency. The accuracy of an oscillator is typically specified in tens of ppm. 
The initial accuracy at room temperature (+25°C) is dictated by the calibration of 
the crystal for the most part. A typical calibration tolerance for a basic crystal would 
be 20-ppm to as much as 1000-ppm. The typical aging rate ranges from 1-ppm/year 
to 5-ppm/year. This kind of oscillator achieves its temperature stability from the 
quartz crystal’s inherent temperature stability. They are cheap (cost less than $1) 
and they require just two additional capacitors to work. 

Voltage-Controlled Crystal Oscillator 

A Voltage-Controlled Crystal Oscillator (VCXO) is a crystal oscillator with a 
frequency that can be adjusted by an externally applied voltage. VCXOs have a wide 
variety of applications in Frequency Modulation (FM) and Phase-Locked Loop (PLL) 
systems. Typical deviation ranges can be 10-ppm to as much as 100-ppm. The typical 
yearly aging rate is between 1-ppm to 5-ppm. The temperature stability is between 
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20-ppm and 1000-ppm. Their cost is in the range between $1 and more than $100. 
This price range varies depending on different factors such as linearity, amount of 
control voltage applied, the type of crystal being used, circuit design, accuracy, 
operating temperature range, manufacturing size, packaging, etc. 

Temperature-Compensated Crystal Oscillator 

A Temperature-Compensated Crystal Oscillator (TCXO) includes an internal 
temperature sensor. The basic building block for a TCXO is a VCXO with an 
approximately 50-ppm deviation range and a temperature-sensitive network. This 
temperature-sensitive network (temperature compensation circuit) applies a voltage 
to the varactor diode that corrects the frequency of the VCXO at any temperature 
within the operating temperature range. Typical temperature stabilities achieved 
from TCXOs would be from 0.10-ppm to 10.0-ppm with a typical aging rate that is 
between 0.50-ppm/year to 2-ppm/year. From this, we can see that a TCXO offers 
about a tenfold improvement in temperature stability over an XO. The only 
disadvantage over a regular XO is the higher cost that can be from $1 to more than 
$10.000.  

Oven Controlled Crystal Oscillator 

An Oven Controlled or compensated Crystal Oscillator (OCXO) provides the 
highest resilience to temperature change. OCXOs offer the lowest drift under normal 
operating conditions. The temperature stability for a typical OCXO ranges from 0.5-
ppm to 0.001-ppm. OCXOs typical aging rate is 0.2-ppm /year to 0.02-ppm/year. 
This type of oscillator has a temperature controlling circuit to maintain the crystal 
and key components at a constant temperature. OCXOs are typically used when 
temperature stabilities on the order of 1 x 10-8 or better are required. While this type 
of oscillator has a tenfold improvement over a TCXO for temperature stability, the 
OCXO tends to be higher in price (cost between $25 to $3.000) and consumes more 
power. Typical power at +25°C ambient is 1.5 Watts to 2.0 Watts in a steady-state 
condition.  

Microcomputer Compensated Crystal Oscillator 

Like a TCXO, a Microcomputer Compensated Crystal Oscillator (MCXO) 
integrates a temperature sensor. The MCXOs employ external compensation 
providing at least 10- to 100-times improvement in overall frequency accuracy when 
compared to conventional TCXO [29]. They have frequency stability between 0.05 
and 0.14-ppm, typical TCXOs aging rate is 1-ppm/year and MCXOs cost more than 
TCXOs (cost over $50).  

Oven Controlled Microelectromechanical Oscillators 

An Oven Controlled Microelectromechanical Oscillators (OCMO) or MEMs 
Oscillators are based on MEMs technology to generate the predetermined frequency 
with a temperature control [30]. A micro-oven resistor is automatically controlled by 
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the analog loop to provide active temperature stabilization for the resonator. This 
kind of oscillator achieves between 50- to 5-ppb frequency stability. MEMs oscillators 
have excellent long term aging performance with 1.5-ppm in one year, 3.5- ppm in ten 
years or some of them with 500-ppb in 20 years. The temperature stability of this 
kind of oscillators is between 3-ppb and 15-ppm. They cost from $1 to more than 
$100. 

Atomic clocks 

Atomic clocks are the most accurate time and frequency standard known and 
are used as primary standards for international time distribution services. An atomic 
clock is the most accurate man-made time device. In an atomic clock, the atom is the 
pendulum of the clock. When an electron inside an atom transits between two energy 
levels, it either emits or absorbs an energy quantum of a precise frequency, which is 
related to the energy difference between the two atomic levels (according to Planck’s 
formula E = hv). Thus, it creates an atomic oscillator. The most used atomic clocks 
are the rubidium, hydrogen, and cesium atomic clocks. Cesium atomic clocks employ 
a beam of cesium atoms. The clock separates cesium atoms of different energy levels 
by the magnetic field. Hydrogen atomic clocks maintain hydrogen atoms at the 
required energy level in a container with walls of special material so that the atoms 
don't lose their higher energy state too quickly. Rubidium atomic clocks, the simplest 
and most compact of all, use a glass cell of rubidium gas that changes its absorption 
of light at the optical rubidium frequency when the surrounding microwave frequency 
is just right. 

Since 1967, the International System of Units (SI) has defined the second as the 
duration of 9,192,631,770 cycles of the radiation corresponding to the transition 
between two energy levels of the ground state of the cesium-133 atom, which has 
drift rate of one part in 1013. The Coordinated Time Universal Clock (UTC) is 
currently a real-time average of about 50 cesium-clocks. This time standard is 
distributed via shortwave radio (WWV in the US) and satellite GPS around the 
world. 

A comparison of oscillators' accuracy can be seen in Table 2.1 [31] [32]. Through 
this comparative table, it is observed how the accuracy of the oscillators improves as 
their cost increases, so there is a tradeoff between the quality of the oscillator and its 
price. 

https://en.wikipedia.org/wiki/International_System_of_Units
https://en.wikipedia.org/wiki/Second
https://en.wikipedia.org/wiki/Caesium-133
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Table 2.1. Comparison of oscillators accuracy 

 
 
Usually, the embedded systems make use of PLL circuits to minimize the impact 

of the temperature and to stabilize the oscillator. For example, thanks to the use of 
a PLL the system can transform an oscillator of 8 MHz in a system frequency of 96 
MHz making use of a combination of pre-scalers. 

Most WSNs make use of XOs as oscillators to build their clock source. If not 
specified otherwise, in this document, we must consider that the clock source of a 
WSN is based on an XO. 

2.3. Clock model 

Even though the frequency of a clock changes over time, for relatively extended 
periods, it can be approximated with good accuracy by an oscillator with a fixed 
frequency [33]. Equation 2.1 shows the value of the clock 𝑀𝑀𝑤𝑤 at the instant 𝑡𝑡 relative 
to a reference clock, which is considered perfect. The Equation 2.1 shows the 
deviation value of a clock over time 
 

𝑀𝑀𝑤𝑤(𝑡𝑡) = 𝑎𝑎𝑤𝑤 + 𝑏𝑏𝑤𝑤(𝑡𝑡) Equation 2.1 

where 𝑎𝑎𝑤𝑤 is the initial clock offset and it does not depend on the time and 𝑏𝑏𝑤𝑤  is the 
dynamic clock term that is dependent on the time. In general 𝑎𝑎𝑤𝑤 y 𝑏𝑏𝑤𝑤 are different for 
each node and 𝑏𝑏𝑤𝑤 is approximately constant for an extended period. The dynamic 
component of the clock can be expanded as follows [34]: 
 

𝑏𝑏𝑤𝑤(𝑡𝑡) = 𝑡𝑡 + 𝜓𝜓𝑤𝑤(𝑡𝑡) Equation 2.2 

where t represents the true time and 𝜓𝜓𝑤𝑤(𝑡𝑡) represents the phase error of the clock 
that has units of time. For an ideal clock source, 𝜓𝜓𝑤𝑤(𝑡𝑡) = 0 and the dynamic term is 
𝑏𝑏𝑤𝑤(𝑡𝑡) = 𝑡𝑡. The phase shift can be decomposed in a polynomial of true-time t as follows:  
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𝜓𝜓𝑤𝑤(𝑡𝑡) = 𝜙𝜙 +
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𝑡𝑡2

2
+ 𝑞𝑞(𝑡𝑡) 

Equation 2.3 

where 𝜙𝜙 indicates the time or phase offset. The term �̇�𝜙 = 𝑑𝑑𝑑𝑑
𝑑𝑑𝑡𝑡

 represents the rate of 
change of phase, the frequency offset or the skew. The rate of change of frequency 

offset or frequency drift, of just drift, is denoted by �̈�𝜙 = 𝑑𝑑2𝑑𝑑
𝑑𝑑𝑡𝑡2

. Finally, the term 𝑞𝑞(𝑡𝑡) 
represents the random deviation which is non-deterministic where are included the 
rest of the terms, such as jitter. 

If two clocks are perfectly synchronized, then their relative skew is 𝑑𝑑𝑑𝑑
𝑑𝑑𝑡𝑡

 = 1, which 
means that both have the same rate, and their relative offset is 0, which means that 
they have the same value at that instant. The skew for a fast clock (ahead of the 
reference) is 𝑑𝑑𝑑𝑑

𝑑𝑑𝑡𝑡
 > 1 and for a slow clock (behind the reference) is 𝑑𝑑𝑑𝑑

𝑑𝑑𝑡𝑡
 < 1. Given 

Equation 2.1, it is possible to calculate the time of an ideal clock, considering no 
initial offset and no phase errors (𝜓𝜓(𝑡𝑡) =0 and subsequently [𝜙𝜙, �̇�𝜙, �̈�𝜙]=[0,0,0]), so the 
perfect clock is 𝑀𝑀𝑤𝑤(𝑡𝑡) = 𝑡𝑡. When developers observe short periods of time or the 
behavior of unstable clock sources, we see a phenomenon called drift, which is the 
skew variation to time. Keep in mind, that through the literature referring to TS in 
WSNs, in many cases, it is assumed that the skew is constant for long periods, so 
researchers use the term skew and drift indistinctly. 

2.4. Sources of delay 

In practice, the clock sources in each of the nodes in a distributed system run at 
slightly different frequencies, causing the clock values to gradually diverge from each 
other. This divergence has different names depends on the source which causes the 
deviation. Clock synchronization is performed to correct these clock differences in 
distributed systems. 

In WSNs all information exchange is done through sending and receiving 
messages. Therefore, in any time synchronization process involving message 
exchange, the following sources of delay will appear in the communication path: send 
time, access time, transmission time, propagation time, reception time and receive 
time. In Figure 2.7 we can see the different blocks divided between the transmitter, 
the receiver and the propagation medium [35] [24]. 

 

 
Figure 2.7. The six delay components in the transmission path 

The send time is the time spent by the message transmitter in the application 
layer. This time is the time spent building the package and sending it to the MAC 
layer. This time block is non-deterministic as it depends on processor load, speed, 
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stability, etc. The access time is the time spent in the MAC layer to access the 
transmission medium. This time is variable unless a time slot is specified for each 
node to access the channel. The transmit time is the time required to transmit the 
message to the wireless channel. This time is deterministic and mainly depends on 
the size of the message and the data rate of the channel. The propagation time is the 
time required to transfer the packet from the source to the destination through the 
propagation medium, usually air. This time depends mainly on the distance between 
source and destination and the propagation speed of the medium. As a general rule, 
this time is negligible compared to other sources of error since the propagation speed 
is usually very high and the distances between nodes relatively small. The reception 
time is the time required to receive the packet from the propagation medium to the 
MAC layer. This time is deterministic as it was with transmission time. Finally, the 
receive time is the time needed to transport the packet from the MAC layer to the 
application layer and also to process its content. Like send time, it is a non-
deterministic time that depends mainly on the load of the node processor.  

The biggest problem in time synchronization is not that these delays exist but 
to specify how much is delayed at each stage. Eliminating or correcting the delay at 
any stage will improve the precision and accuracy of the synchronization protocol. 
These six delay components always exist, regardless of whether the protocol is simple 
or complex.  All of these sources of error create uncertainty in communication latency. 

 

2.5. Conclusion 

In Section 2.1, we show a general review of some terms that we are going to use 
during this document. The terms accuracy and precision can easily be confused since 
they can be used as synonyms in the colloquial language, but they are very different 
in the context of time synchronization.  

The offset is the instantaneous difference between two clocks in a precise 
moment. Two clocks synchronize if their offset is zero. It is possible to read the values 
of the clocks continuously and also correct them continuously to have a synchronized 
system, but this process is very demanding and it consumes many resources. That is 
why the skew calculation acquires importance in time synchronization in WSNs. With 
the skew, a developer can predict the growth of the offset over time and then make 
predictive corrections to keep the network synchronized.  
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This chapter reviews the state of the art regarding the work on time-synchronization 
strategies that have been published. We begin by discussing the traditional 
synchronization systems that have been used in wired networks and commenting on the 
reasons why they do not apply to WSNs. After that, we review those solutions, which 
under a hardware perspective, have been used to synchronize WSNs. Then we present the 
most representative software solutions that have been implemented to date. As there are 
many published proposals, we have decided to summarize them in different groups: 
reference protocols, protocols that consider security, protocols that consider temperature, 
etc. Finally, and after the many options discussed, we conclude that to facilitate the 
correct choice of a time-synchronization strategy, the use of a methodology is necessary. 

3.1. Traditional synchronization methods 

Since the appearance of the first computers and electronic systems, mechanisms 
have been sought to be able to synchronize events and to be able to share the 
information of a global clock. The most widespread methods for synchronizing clocks 
in distributed systems have been NTP (Network Time Protocol) [36] and GPS 
(Global Positioning System) [37]. Both solutions are global, have been extensively 
tested and are used worldwide. 
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NTP is a networking protocol for clock synchronization between computer 
systems over packet-switched, variable-latency data networks. In operation since 
before 1985, NTP is one of the oldest Internet protocols in use. NTP clients 
synchronize their clocks to the NTP time servers with accuracy in the order of 
milliseconds of  Universal Time Coordinated (UTC) [38] by statistical analysis of the 
round-trip time. NTP stands out by its scalability, self- configuration in large multi-
hop networks, robustness to failures and sabotage, and ubiquitous deployment. NTP 
is now the de-facto standard for time synchronization on the Internet. 

GPS provides localization service by allowing users to measure the time of flight 
of radio signals from satellites (at known locations) to a receiver. Since GPS time is 
kept within several nanoseconds of the UTC timescale, GPS has emerged as the pre-
eminent method for distributing UTC and frequency worldwide in outdoor spaces.  

 

 
Figure 3.1. Diagram of how the GPS determines geographic location. A GPS unit 
compares the time a signal was sent by a GPS satellite (monitored by ground 
control stations) with the time it was received by the unit. The time difference tells 
how far away the satellite is. Additional distance measurements from other satellites 
allow the unit to determine its exact location. 

But the limitation of resources in energy, monetary cost, processing and 
bandwidth of the WSNs, in combination with the potential high density of the nodes 
makes the methods, that have been traditionally used for time synchronization, 
inappropriate for such networks. Time synchronization techniques that have been 
used in wired networks are not suitable for WSNs. NTP, which has been widely used 
on the Internet, is too complicated to implement and is not energy efficient [39]. NTP 
is stable but its accuracy is limited in many cases, probably because NTP is an 
application layer protocol. GPS has a high-power consumption for use in 
battery- powered WSNs and the electronic GPS modules are not cheap. The GPS 
module is only functional with satellite coverage and the accuracy is variable 
depending on the number of connections. Some time-synchronization protocols for 
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WSNs, which we discuss later in this section, have based their synchronization 
mechanisms on the methods used by NTP. But all of them have tried to adapt these 
mechanisms to the limitations of the WSNs. 

The use of GPS in WSNs to synchronize the network is more widespread than 
that of NTP. GPS modules not only distribute global time through their satellite 
communications, but their main function is to provide global geographic positioning 
as seen in Figure 3.1. One of the examples can be seen in [40] where the authors make 
use of GPS modules to synchronize the RTCs of each of the nodes of the network. 
For this solution, the authors adopt a statistical signal processing framework 
injunction with a long-term frequency calibration of a TCXO made every four hours. 
In [41] the authors investigate low-cost GPS receivers for the time-synchronization 
of WSNs with SHM (Structural Health Monitoring) applications in mind. They 
conclude the work saying that the use of GPS for time-synchronization is valid, but 
to obtain all the accuracy that the GPS-PPS (Pulse Per Second) signals could 
provide, large power consumption would be required. The solution implemented in 
[42] also makes use of GPS-PPS signals to synchronize the nodes of the network for 
SHM applications. The authors emphasize that software protocols for time 
synchronization have an increased power- consumption to maintain wireless beacons 
and that these protocols, in the best case, only reach accuracies of tens of 
microseconds. On the contrary, the authors do not analyze the additional power 
consumption that comes with the use of GPS modules, but they do show their interest 
in future work of looking for techniques to reduce the high-power consumption. The 
complete solution they provide is a combination of hardware and software techniques 
that generates a time-synchronization accuracy between nodes of 6 nanoseconds. One 
of the advantages that the use of GPS has in the time-synchronization of WSNs is 
that it can reduce, and even avoid, wireless communications due to time-sync packet 
exchanges. An example where time-synchronization messages are not exchanged 
between the nodes of the network is in [43], where each node has a low-cost GPS 
module. After the tests performed, also in the field of SHM, they show an accuracy 
of sub-microsecond between nodes. 

There are no solutions for implementing NTP directly in a WSN due to the 
limitations of this type of network. The use of GPS has been extended more since 
the most limiting factor is power consumption, and this can be minimized with larger 
energy sources, or using the system for short periods. In general, the limitations of 
WSNs do not allow the use of traditional protocols because WSNs have limitations 
of size, consumption, and complexity. Neither GPS nor NTP was designed with these 
limitations in mind. 

In addition to NTP and GPS, over the years, there have been other 
communications standards focused on synchronization, such as PTP (Precision Time 
Protocol) [44] or TSN (Time-Sensitive Networking) [45]. PTP was originally defined 
in the IEEE 1588 standard. This standard was designed for systems whose 
specifications could not be met by NTP or GPS protocols. This system uses a 
hierarchical master-slave architecture for the distribution of the clock reaching 
accuracy in the sub-microsecond range. Some research articles such as the [46] have 
implemented PTP over WSNs achieving an accuracy of 200 nanoseconds offset from 
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the reference clock of a master node. The [46] solution requires a lot of message 
exchange and entails a high overhead in the synchronization phase which leads to 
high power consumption. The PTP implementation was designed for wired ethernet 
and that is why in its adaptation and implementation for WSNs has difficulties such 
as complying with symmetric communication paths and accurate time stamping [47]. 
Even so, some authors like [48] have proposed that PTP become a standard also for 
WSNs, although without much success. In the proposal of [49], an extension of PTP 
for multi-hop wireless networks is carried out. This proposal reduces the convergence 
time and the number of packets required for synchronization without compromising 
on the synchronization accuracy. 

Time-Sensitive Networking (TSN) is based on the IEEE 802.1 Standard 
Ethernet for guaranteed real-time communication. These standards enable 
deterministic real-time communication over Ethernet. TSN achieves determinism 
over Ethernet by using time synchronization and a schedule that is shared between 
network components. By defining queues based on time, Time-Sensitive Networking 
ensures a bounded maximum latency for scheduled traffic through switched networks. 
TSN denotes a set of IEEE 802 standards, which extends the functionality of Ethernet 
networks to support a deterministic and high-availability communication. Wired TSN 
for industrial use is undergoing acceptance and deployment, but for the industry, the 
next challenge will be developing seamless, wireless TSN capability [50]. In this line 
of work is the publication [51] where there is a state-of-the-art analysis for the 
implementation of TSN for WSNs and where the main challenges and gaps to 
overcome are shown. 

Although for wired networks the protocols and standards for time 
synchronization are abundant and have demonstrated their proper functioning, their 
adaptation for WSNs is not simple and in many cases is not feasible. That is why, as 
shown in Section 3.2, since the appearance of the WSNs, many authors are 
investigating and developing solutions to synchronize WSNs. 

3.2. Time synchronization strategies for WSNs 

Throughout this subsection, we review the state of the art on the works related 
to time- synchronization strategies. The wide variety of existing strategies is evident 
because each of them focuses on solving the needs from a specific perspective. Some 
strategies decide to face the problem of synchronization in the early stages of design, 
that is, in the choice and design of hardware elements, such as clock sources. Instead, 
most works focus on software strategies, that is, on so-called synchronization 
protocols. Besides, as if that were not enough, with the rise of the IoT, time 
synchronization has also gained importance, developing new strategies focused on the 
field of IoT but most of them also valid for general WSNs. 

3.2.1. Hardware synchronization strategies 

We can find different approaches to face the time-synchronization challenge. 
The hardware approach is based on using additional hardware modules to improve 
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some characteristics of the network to enhance some parameters, for example, to 
make the strategy more accurate or more stable. This hardware approach tends to 
focus on the early design phases of the synchronization strategy, that is, on the best 
use or use of better clock sources. 

Design decisions in the early stages are very important. Choosing a correct clock 
source directly affects the problem of time synchronization. Temperature changes can 
influence the behavior of the clock sources, mainly on the stability to offer a constant 
oscillation frequency. 

Several studies have pointed out the importance of the early phases of new 
product development projects in different fields, such as medicine [52] or building 
construction [53], to name a few. The importance of early-stage design decisions has 
to do with several critical decisions that have a great impact on the performance of 
product development, in our case, the performance of a WSN. Any fault occurring in 
these early phases in understanding the importance of time synchronization in WSNs 
becomes a problem to solve in the future. 

If we focus exclusively on the analysis, performance evaluation or performance 
comparison of clock sources, the number of works in the scientific community is not 
very extensive compared to other topics [54]. 

The use of synchronization protocols allows us to dynamically correct the 
deviation of the clock and, therefore, limit the error in time-synchronization of the 
network. However, the selection of the most appropriate clock source for a certain 
application reduces the number of operations to be performed by these 
synchronization software protocols, thus achieving a more efficient and robust 
operation. 

We must keep in mind that the clock directly depends on the ticks generated by 
the oscillator. The oscillator can vary its frequency due to changes in aging, 
temperature, battery charge, pressure, etc [22]. There are specific studies of the 
sensitivity of quartz oscillators [55], ad-hoc developments of clock oscillators, such as 
OCMOs [30] or CMOS oscillators [56], and analyses about the influence of 
temperature on the clock skew of the nodes [57]. Therefore, the better and more 
stable the oscillator is, the better the results its clock gives. Some examples of works 
of the most common oscillators to create clock sources for WSNs are summarized 
here: relaxation oscillators, basic XOs, and TCXO. 

Relaxation Oscillators 

The definition of a Relaxation Oscillator can be seen in Section 2.2.1. The 
approach of DiStiNCT work [58] is to use the internal CMOS oscillator of the 
microcontroller as the clock source of the nodes. This kind of oscillator has an 
accuracy of up to 15,000-ppm instead of the typical crystal oscillators with 10- or 
100-ppm. They use this solution arguing some advantages, such as reduced power 
requirements, improved ruggedness and the ability to integrate the microcontroller 
and the clock source on the same chip. When talking about time synchronization, 
this kind of imprecise oscillators is not usually considered as a clock source in WSNs. 
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However, DiStiNCT achieves a mean time-synchronization error of 6.6 ms with 9 
sensor nodes. 

Piezoelectric resonator 

The definition of a Piezoelectric Resonator can be found in Section 2.2.2. There 
are many variations of XO like TCXOs (cost over $5), OCXOs (cost over $50), 
OCMOs (cost over $160), etc. These variations are more stable, but several are the 
reasons that make these variations nor recommended for WSNs. In some cases the 
main reason for not using them despite their good benefits is the price, in other cases, 
they need a longer stabilization time or they are larger. 

Whether based on CMOS oscillators or XOs, it is possible to create the so-called 
RTC, as explained in Section 2.1. The practical solution for time-synchronization in 
WSNs proposed by [59] makes use of RTCs. Authors say that when a local RTC is 
involved in the system, there is no need for time corrections if the local clock skew is 
low enough and/or the re-synchronizations are made frequently. Both for short and 
long term situations, the local RTC is a good solution in terms of energy requirements 
and stability. So in that work, they use an RTC as high precision and low energy 
solution. For many applications, this can not be considered high precision but for 
some others, it is a good enough solution. 

Based on the same idea of using RTCs, the work developed in [60] uses an RTC 
in one of the nodes in the network to improve the robustness of time-synchronization. 
The authors propose a time-synchronization solution using an RTC claiming the 
advantage of an improvement in the robustness of offline time synchronization 
protocols.  In further work [61] they make a new proposal where the network is 
synchronized using several RTCs. The main idea is based on the stability of the 
RTCs. The researchers state that if all RTCs in the network start synchronized, the 
global synchronization will stay stable.  

As commented in the previous section, the use of GPS in WSNs is not typical 
but it has still been implemented in some works. In [62] the researchers make use of 
GPS modules. The authors emphasize that GPS has the advantage of transporting 
UTC information worldwide. This allows worldwide sensor networks to be 
synchronized. They highlight that the greatest risk is to have degraded timing 
accuracy attributable to much noise on the signal transmission path. The solution 
they propose is a mix of hardware/software that minimizes the overall delay time 
before the software timestamp the event. 

3.2.2. Software time-synchronization strategies 

The software approach centers its efforts on the development of software 
algorithms and strategies to improve the time-synchronization techniques. The task 
of clock synchronization in WSNs is typically carried out by synchronization protocols 
rather than by specific hardware solutions. Due to the impact, that time 
synchronization has on the proper functioning of a WSN, during the last years there 
have been many analyses and protocol developments around this topic. An ever-
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increasing number of works dealing with the design and the implementation of 
protocol-based techniques for synchronization can be found in the literature. Most of 
these developments and analyses focus on software protocols that are implemented 
in the nodes that form the network. Many of those cases are ad-hoc developments for 
specific hardware.  

Reference protocols 

Some synchronization protocols have become reference protocols. Most of them 
because they were the first ones developed or because of the novelty of the way they 
approach the problem. Figure 3.2 is shown the evolution of works published by year 
with the topic “time synchronization in Wireless Sensor Networks”. Since 2003 there 
is a growing interest in the topic. These protocols have been referenced in multiples 
occasions and then they have become the most prominent examples of time 
synchronization protocols. The works that we have considered as references are those 
that have been used as the basis for future developments: Reference Broadcast 
Synchronization (RBS), Timing-sync Protocol for Sensor Networks (TPSN), Flooding 
time synchronization (FTSP), and the efficient network flooding and time 
synchronization with Glossy. 

 

 
Figure 3.2. A record count of publications about time synchronization in Wireless 
Sensor Network by year. Extracted from the analysis of the results of the Web of 
Science [63]. 

The Reference Broadcast Synchronization (RBS) work was one of the first 
developed [64]. In this work, the broadcast nature of the physical channel is exploited 
to synchronize a set of receivers. The receivers record their local time when they 
receive the reference broadcast and exchange the registered values with the 
neighboring nodes. The biggest advantage of RBS is that it eliminates the non-
determinism of the transmitter-side in the communication path. Figure 3.3 can be 
seen the difference between the traditional time synchronization path and the RBS 
path. The disadvantages of this protocol are, on the one hand, that the transmitter 
does not synchronize with the receivers, and on the other hand that an additional 
message exchange is needed to exchange the time values between the receivers. 
Besides, the protocol was initially designed for small networks, so it was not designed 
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to be extended to multi-hop networks, although it can be implemented in those 
networks. 

 

 
Figure 3.3. Critical path analysis for traditional time synchronization protocols 
(left) and RBS (right) [64]. 

The Timing-sync Protocol for Sensor Networks (TPSN) work was also 
one of the first developed [65] and it bases on the idea of NTP. This algorithm is 
based on tree topology. TPSN first creates a spanning tree of the network and then 
performs two-way pairwise synchronization along the edges. Each node synchronizes 
with the rest by exchanging two messages with its first top-level reference node in 
the hierarchy. This two-way message exchange averages the uncertainties and 
estimates the propagation delay. This means that this protocol only compensates for 
the offset error but not the skew or drift. Figure 3.4 is shown the two-way message 
exchange between a pair of nodes. This protocol achieves twice better performance 
than RBS because it timestamps the radio input messages in the MAC layer while 
RBS was tested with application-layer timestamping. Some disadvantages of this 
protocol are that it is not able to manage dynamic changes in the topology or that it 
does not estimate the clock drift of nodes. Also, the two-way message exchange 
introduces significant communication overhead and wastes energy and channel 
resources.  

 

 
Figure 3.4. Two-way message exchange between a pair of nodes in TPSN protocol 
[65]. 

 The Flooding Time Synchronization (FTSP) [66] work uses a single 
broadcast channel to synchronize neighbors with a dynamically elected reference 
node. The protocol compensates for the sources of error in the sender-receiver path 
except for the propagation delay as can be seen in Figure 3.5. This protocol also 
integrates clock skew estimation with linear regression. This was the first protocol 
that considered interrupt jitter compensation. This is by recording several 
timestamps per packet at the sender and receiver sides and then averaging and 
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normalizing the obtained timestamps to come out with a final timestamp of the 
outgoing message. One drawback of FTSP is that the clock drift estimation applies 
a fixed-size regression table that does not change dynamically with the linear time 
frame underestimation. This means that under different synchronization periods, the 
table can contain the past drift data points which deviate from the linearity resulting 
in large regression errors. Another disadvantage is that the periodic broadcast of 
synchronization messages limits its scalability due to the increase in collisions [67]. 

 

 
Figure 3.5. FTSP decomposition of the message delivery delay over a wireless link 
[66]. 

The efficient network flooding and time synchronization with Glossy [68] 
exploits constructive interference of IEEE 802.15.4 symbols for fast network flooding 
and implicit time synchronization. This emerging trend allows multiple senders to 
transmit an identical packet simultaneously. The Glossy design temporally decouples 
flooding from other network activities (Figure 3.6). This assumes that the packet 
forwarding mechanism has the highest priority and that priority inversion never 
occurs. These implicit synchronization protocols work over mesh network topologies 
and can reach sub-microsecond time synchronization accuracy. The flooding message 
distribution system is based on constructive interference. For this interference to 
work properly, the maximum time offset of concurrent packet transmissions must not 
exceed a given hardware constrained threshold. Glossy make use of two clocks: the 
high-frequency digitally controlled oscillator and the low-frequency external crystal. 
The Virtual High-resolution Time (VHT) technique has been employed to translate 
the high-resolution estimate of the reference time to a low-resolution value with high 
precision at the external crystal clock. Influenced by FTSP, Glossy compensates 
software jitter by measuring the gap between interrupt reception and interrupt 
service and then accordingly inserting a certain number on non-operations 
instructions at the beginning of the interrupt handler [23]. 
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Figure 3.6. Glossy schema showing that the protocol decouples flooding from other 
application tasks executing on the nodes [68]. 

Reference protocols variants 

In addition to the aforementioned reference protocols, many variants exist. In 
Maximum Time Synchronization (MTS) the idea is to maximize the local 
information to achieve a global synchronization [69]. The MTS algorithm can 
calculate skew and offset simultaneously and can be completed at the same time. 
MTS requires a tuple of four timestamps to determine the relative clock skew. The 
sender node sends two messages with its local clock that is timestamped in the 
receiver node.  

Based on the same idea, in the same work, the Weighted Maximum Time 
Synchronization (WMTS) is proposed. This variant is used when the 
communication delay is significant. The weight is the number of hops the logical 
information takes to reach the node from the reference node.  

The Gradient Time Synchronization Protocol (GTSP) was designed to 
provide accurately synchronized clocks between neighbors [70]. In GTSP every node 
periodically broadcasts its time information and synchronization messages received 
from direct neighbors are used to calibrate the logical clock. Logical skew and offset 
are calculated at each node using simple averaging. GTSP uses several timestamping 
per packet for jitter compensation, like FTSP. But this algorithm requires neither a 
tree topology nor a reference node. 

 The central idea of the PulseSync [71] is to distribute the information on clock 
values as fast as possible (similarly to Glossy) while minimizing the number of 
messages required focusing on multi-hop synchronization. The authors propose a root 
square order bound algorithm based on their probabilistically analyzed GTSP and 
FTSP and the lower bound of their respective skews. PulseSync can adapt to network 
dynamics and changing clock drifts. This protocol is asymptotically optimal in 
contrast with FTSP which exhibits an error that grows exponentially with the size 
of the network. Similarly, to FTSP, a root node periodically floods its clock value 
through the network. Linear regression is used for skew estimation.  
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MAC protocols 

The Time Synchronized Mesh Protocol (TSMP) work [72] is the basis for 
some industry-specific standards such as WirelessHART and ISA100. TSMP is the 
protocol that combines Time Division Multiple Access (TDMA), channel hopping, 
and simple time synchronization, which all are efficient methods to increase reliability 
and determinism which are a very desirable feature for industrial networks. TSMP 
uses a simple timing synchronization mechanism to maintain TDMA slot 
synchronization between a time master and several slaves.  

Another example of a time synchronization algorithm that is used to develop 
MAC protocols is the solution proposed by [20]. The authors present a TDMA timing 
synchronization protocol which is simple to implement and negligible computational 
or network overhead. The distribution of messages is like the FTSP in the way that 
this protocol is sending one synchronization packet to all nodes in the network. The 
time master measures global time several times and adds the average to the 
synchronization packet just before transmitting it. A receiver records its perception 
of global time several times at reception, averages them, and adjusts its clock using 
linear regression.  

The authors of [73] propose an uncertainty-driven approach to duty-cycling, 
where a model of long-term clock drift is used to minimize the duty-cycling overhead. 
To do this, the authors develop a one-hop synchronization scheme that is integrated 
with third-party MAC protocol, generating the UBMAC, which aims at minimizing 
uncertainty for preamble management. This proposal is known for the feature of a 
Rate-Adaptative, energy-efficient long-term Time Synchronization (RATS) 
algorithm that adapts the sampling period to the user specification on the 
synchronization bound. In other words, the algorithm can adapt to changing clock 
drift and environmental conditions. Radio duty cycling has significant importance in 
the field of MAC protocols and topology management. This predictive duty cycling 
provided by RATS gives power consumption savings when using the UBMAC 
protocol.  

Temperature variants 

Some software proposals try to correct the drift of the clock by compensating 
for the temperature variations. The authors in [74] stand out the importance of 
environmental temperature changes as one of the major causes of the clock frequency 
difference between nodes. Their Temperature Compensated Time 
Synchronization (TCTS) protocol uses the on-board temperature sensor to 
autonomously calibrate the local oscillator and removes the effects of environmental 
temperature changes.  

The authors of [57] propose an innovative correction factor that minimizes the 
impact of temperature in the clock skew. They also make use of the onboard 
temperature sensor as an input for their mathematical model.  

The authors in [75] say that the clock skew is a non-stationary random process 
highly correlated to temperature. They propose a piece of additional information 
Aided Multi-model Kalman Filter (AMKF) algorithm, which uses temperature 
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measurements to assist clock skew estimation. Making use of the AMKF, the authors 
also propose an Environment-Aware Clock Synchronization (EACS) scheme 
to dynamically compensate clock skew.  

The authors of [76] point to temperature variations as one of those responsible 
for the loss of synchronization, among other effects. To study the effects of 
temperature variations in WSN they have designed a testbed called TempLab. They 
use TempLab to analyze the detrimental effects of temperature variations in three 
cases: on processing performance, on a tree routing protocol, and CSMA-based MAC 
protocols. 

Linear regression algorithms 

In the analysis made by [21] is highlighted that the adoption of synchronization 
algorithms is preferable to the adoption of hardware solutions, such as GPS-based. 
This analysis focuses the attention on the adoption of linear regression algorithms for 
those synchronization algorithms that use one way messaging. The paper proposes a 
deep performance analysis aimed at highlighting the sensitivity of the regression-
based algorithms to some factors that influence the accuracy in typical low-cost 
applications, such as the finite resolution of the local timing clock, the presence of 
clock drift, clock high-frequency noise, and low-frequency noise, the presence of 
latencies due to the radio devices, the presence of latencies due to the microcontroller 
device. Their main goal is to evaluate the effect of each one of these factors of 
influence on the overall synchronization performance.  

In addition to the previously mentioned algorithms that make use of linear 
regression to estimate the skew, the Recursive Time Synchronization Protocol 
(RTSP) [77] propose an accurate synchronization of all the nodes in a network to a 
global clock using multi-hop architecture in an energy-efficient way. This solution 
uses MAC-layer time-stamping, a dynamic elected reference node, compensation of 
the propagation delay and adjustment of the timestamps at each hop, estimation of 
the relative skew and offset using least square linear regression on two data points, 
adaptive re-synchronization interval, and energy awareness.  

Security 

Another software approaches highlight the critical and challenging security issue 
in the WSN time-synchronization process. Wireless networks are more susceptible to 
security attacks compared to wired networks, where the user needs to physically be 
connected to the network. The work [78] establishes a fundamental theory of secure 
clock synchronization. This work is not exclusively focused on WSN, but it gives a 
global idea of the importance of security in clock synchronization processes. They 
make a distinction between those one-way communications and those two-way 
communications. The work shows that all one-way time transfer protocols are 
vulnerable to replay attacks that can potentially compromise timing information. 
They also propose a set of conditions for secure two-way clock synchronization 
mechanisms. In some environments, malicious nodes may surround our network. The 
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malicious sensor nodes could decrease the accuracy of the whole network by 
broadcasting fake timestamp messages.  

The authors in [79] propose a secure time synchronization model for large-scale 
IoT networks based on spanning-tree topology. The work developed in [80] says that 
the attacks to the time synchronization service may incur data distortion or even 
malfunction of the whole system. They highlight the Sybil attack as one of the most 
common attack types for WSNs, where a node illegitimately claims multiple 
identities. They propose a Robust and secure Time-Synchronization Protocol (RTSP) 
to defend against Sybil attacks. The work [81] is concerned with secure time 
synchronization for WSNs under message manipulation attacks. They revise their 
previous protocol MTS, proposing a secured maximum consensus-based Time 
Synchronization (SMTS) protocol to detect and invalidate message manipulation 
attacks.  

Difficulties in choosing the right time-synchronization strategy 

The objectives of time-synchronization strategies are very diverse and, therefore, 
synchronization strategies can be applied in very different ways. Among all the 
synchronization protocols, some exclude the reference node from the synchronization 
of the network. Others need specific network topologies, such as a tree topology. 
Some algorithms integrate the time-synchronization task as an inherent service while 
distributing messages. The development of synchronized MAC schemes or the 
development of secure time-synchronization algorithms are other topics to focus the 
researcher’s effort. Another line of research in the field of time synchronization is the 
study and analysis of how to compensate for variations in clock sources due to 
variations in temperature. Some time-synchronization protocols correct the offset, 
others the skew, others the drift, while others correct a combination of all. Some 
time-synchronization strategies make use of linear regression algorithms, some make 
use of statistical solutions.  

Whenever developers are dealing with the decision to choose a synchronization 
strategy that suits the needs and requirements of their application, they realize that 
they have two options: develop their own strategy or adopt another strategy to their 
own needs.  

Over time, there have been several works in which some ideas that are repeated 
are highlighted and condensed and other works in which an analysis of the 
synchronization protocols is shown with a different approach to the rest. 

Throughout all the work developed certain ideas are repeated, and as time has 
passed, and the technique has advanced, they have been refined, detailed and 
improved. For instance, the decomposition of error sources in time synchronization 
methods in the network at the beginning was decomposed into four basic components: 
send time, access time, propagation time and receive time [82]. But over the years, 
this decomposition of time has become more detailed and today six terms are 
commonly used, as we saw in Section 2.4: send time, access time, transmission time, 
propagation time, reception time and receive time [35] [24]. Even these delay 
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components can be categorized into two classes: deterministic (fixed portion) and 
stochastic (variable portion). 

Another idea that is repeated as a conclusion of many works is the objectives 
pursued with the implementation of synchronization strategies in WSNs. In most of 
the works, they talk about coordinating operations between the nodes and 
collaborating to archive more complex tasks, i.e., data fusion. There is also 
considerable talk of developing power-saving schemes to avoid collisions between 
transmissions and to increase network lifetime, for example with the use of power-
saving modes in the nodes. The terms scheduling algorithms or MAC schemes such 
as TDMA are also used where time synchronization is an essential part of 
transmission scheduling. Finally, many authors highlight cooperative transmissions 
as another application where time synchronization between nodes of a WSN is 
indispensable. 

The way to approach the calculation of the deviations in the nodes that compose 
the network is another of the recurrent discussions. It can be approached from a 
signal processing point of view [83] or a statistical point of view [35] [84]. The 
statistical approach concludes that while estimating the clock skew between two 
nodes is possible, it is impossible to determine the clock offset for pairwise 
synchronization unless the delays in two-way message communication are symmetric. 

There has also been much discussion about problems such as trade-offs of 
complexity versus accuracy and fault tolerance or the close relationship between 
distributed synchronization and distributed estimation/detection applications. Table 
3.1 shows a comparison of various time sync schemes with some of the most 
representative parameters. 

Security in synchronization protocols is another growing concern where latest 
developments are looking for a secure-time synchronization protocol that is scalable, 
topology independent, fast convergent, energy-efficient, less latent and less 
application dependent in a heterogeneous hostile environment [7]. The authors discuss 
a different type of attack: masquerade attack, replay attack, message manipulation 
attack and delay attack.  
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Table 3.1. A comparison chart of various time sync schemes and metrics extracted 
from Ranganathan survey (2010) [7]. 

 
 
With the many developments that have arisen in recent years, there is a 

difficulty in choosing the right synchronization strategy for a specific application. For 
this reason, some authors have published some taxonomies cataloging a group of 
protocols according to certain characteristics. An example of taxonomy can be seen 
in Figure 3.7 [24] and the classification of protocols according to this taxonomy can 
be seen in Table 3.2. 

Table 3.2. Global objective features of representative clock synchronization 
protocols from the Swain survey (2015) [24]. 
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Figure 3.7. Different approaches to classify features of clock synchronization 
protocols from Swain survey (2015) [24]. 

Some authors [23] stand out that most performance evaluations of the proposed 
solutions have been limited to theoretical analysis and simulation, ignoring several 
practical aspects (packet handling jitters, clock drifting, packet loss, etc.). For this 
reason, their work takes into account the practical aspects of implementation and the 
authors create a new taxonomy by evaluating a group of protocols as shown in Figure 
3.8. The authors conclude that clock drifting and delay variation are the most 
influencing features when the practical aspects of the implementation are considered.  
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Figure 3.8. Taxonomy and classification of different protocols based on the 
implementations aspect extracted from the review of Djenouri (2016) [23]. 

Another classification based on the way the clock parameters (progressive type 
vs. recursive type)  are propagated can be seen in Figure 3.9 [85]. The same authors 
have also compared the protocols based on different performance parameters 
(synchronization error, scalability, computation overhead, etc.) as can be seen in 
Table 3.3. 

 

 
Figure 3.9. Classification of clock synchronization protocols based on the 
propagation of clock parameters extracted from Geetha survey (2017) [85]. 
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Table 3.3. Comparison between different clock synchronization parameters 
extracted from Geetha survey (2017) [85]. 

 
 
And finally, another issue to highlight the synchronization strategies is the 

technique used to make the timestamp. As can be seen in Figure 3.10 [86], the authors 
make an analysis of different timestamping techniques (hardware and software), 
different propagation delay compensation methods, different clock adjustment 
procedures and they also analyze the impact of synchronization rate and packet loss. 
They conclude that the performance of a time-synchronization protocol is directly 
affected by the timestamping mechanism being used. The best option to timestamp 
the incoming messages is the hardware timestamping-base solution. 

 



3.3. Conclusion 49 

 

 
Figure 3.10. Various factors affecting packet-based synchronization extracted from 
Mahmood survey (2017) [86]. 

3.3. Conclusion 

We can extract the main ideas that are repeated throughout the previously 
presented works. On the one hand, it seems that the decomposition of the error 
sources has been standardized in six components: send time, access time, transmission 
time, propagation time, reception time and receive time. We have also notice that 
the most representative functionalities of a WSN for the implementation of time 
synchronization strategies are three: data fusion, MAC schemes, and cooperative 
transmissions. The concern for having secure time-synchronization strategies exist, 
but it is underdeveloped. The problem of synchronizing the nodes in the WSN can 
be faced from statistical signal processing or other more deterministic. Besides, many 
authors have developed taxonomies for the ordering of the different protocols, but 
each approach is different when considering different parameters and objectives. 
Furthermore, although many works make theoretical analyses, very few focus their 
efforts on the real implementation of time-synchronization strategies. Finally, we can 
conclude that when using timestamping techniques, the hardware timestamping-
based solution gives the best results.  

We also would like to highlight two conclusions: that there is no unique solution 
to solve the global problem of time-synchronization in WSNs and that with the 
increase of applications and requirements, the time-synchronization is more 
challenging every day.  

There is no single time synchronization strategy that maximizes all parameters, 
nor is there a synchronization strategy that works for every application. For example, 
in most cases, the more precise the time synchronization strategy is, the more message 
exchanges between nodes are needed, or the better and more expensive hardware it 
requires [18]. Strategies can pursue an accurate time synchronization in top layers, 
such as the application layer [19], or low layers, such as the MAC layer [20]. 

There is a wide variety of WSN applications. Due to that variety, time 
synchronization requirements in WSNs are very different, going from very lax to very 
demanding ones. Every time developers face the problem of choosing and 
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implementing a time synchronization strategy for a specific wireless application, they 
realize that huge research is necessary before undertaking the task. Solving the time 
synchronization challenge must be done considering many other trade-offs because 
time synchronization is just another service in the WSN application routine. 

Due to the usefulness of WSNs in multiple fields, the applications based on 
wireless end devices have diversified and expanded. Most of the applications for 
WSNs need time synchronization strategies to operate correctly. Each of these 
applications has different needs concerning the time synchronization of the network. 
Thus, many strategies to synchronize WSNs have appeared over the years and 
continue to do so, adapting the solutions to a specific problem. 

As mentioned earlier, the WSN family of end devices continues to grow and is 
becoming more varied. Therefore, the task of synchronizing a greater quantity and 
variety of end devices becomes more complex every day. Similarly, since the task of 
synchronizing a wireless network is becoming increasingly complex, the number of 
experts in the field is reduced. Therefore, it is necessary to create and use a 
methodology to address this task of selecting time synchronization strategies 
appropriate to each scenario and wireless network. Nowadays, there is a lack of 
methodologies to assess these time synchronization strategies, to compare them, and 
to determine the ones that are best suited for a given network, scenario and 
application. As commented in the previous sections, nowadays, no methodology is 
found among the published works that help developers find the most appropriate 
solution for each case. 

For all those reasons we consider the need to implement time- synchronization 
strategies in WSNs. This need has led to many works that have been validated solving 
the problem of time synchronization but applying it to specific cases. Also, today, to 
carry out the choice of the appropriate time-synchronization strategy is necessary to 
have deep knowledge in the field of time synchronization for WSN. And finally, of all 
the work developed to date, there is no methodology to help and guide the developer 
of WSN applications in the choice of time-synchronization strategies for WSN. 

There are many works validated, but that all have been developed to solve a 
specific problem. Therefore, if application developers for WSN need to implement a 
synchronization strategy for their network, should they do a study and understanding 
of the broad set of validated solutions? What would be the steps to follow to adopt 
the correct solution? 

A methodology for choosing and implementing time-synchronization strategies 
for WSN would allow the final user, the application developer, to be abstracted from 
the inherent complexities associated with that task. We can see it analogously in the 
security systems for low power consumption networks. Today, it is not necessary to 
be a security expert to implement the necessary security strategies in a system. It is 
only necessary to follow a series of recommended steps, and any non-expert can reach 
the required level of security in their system. 
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Cuanto más se dividen los obstáculos,  
más fáciles de vencer 

Concepción Arenal 

 

This chapter focuses on the development of a taxonomy, to organize and generate a 
structure that accommodates not only existing synchronization strategies, but also those 
that may appear in the future. The development of this specific taxonomy has been done 
to facilitate and assist in the development of the methodology. Each of the classification 
parameters is explained in detail by including at least one example. 

 
As seen in Chapter 3, several authors have performed different taxonomies with 

different approaches. There are taxonomies based on implementation aspects, others 
based on technical (e.g.: a priori vs post-facto synchronization or how the clock value 
is propagated) or structural characteristics (e.g.: internal vs external clock 
synchronization or one-hop vs multi-hop WSNs), others based on clock propagation 
parameters, etc. 

The taxonomy we want to develop has several requirements. The taxonomy to 
be developed must have the capacity to catalog any time-synchronization strategy. 
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Therefore, either software or hardware strategies, or strategies already created or 
strategies that may appear in the future must be able to be classified by the 
taxonomy. This first requirement forces us to create a taxonomy with enough general 
categories where every strategy can be classified but at the same time allow us to 
characterize and differentiate some strategies from others. Besides, the taxonomy 
must be clear and precise in the classification branches so that any expert in the field 
of time synchronization in WSN was able to classify the new strategy developed 
according to this structure. Also, this classification must be sufficiently simple and 
clear for those developers who are not experts in time synchronization at WSN. These 
developers must be able to understand simply the fundamental features of the 
strategies already classified by the taxonomy. Given these requirements and 
evaluating the taxonomies presented in the previous chapter, we note that none of 
these taxonomies are adapted to our needs. For this reason, we see the need to 
develop a new taxonomy. 

The developed taxonomy is shown in Figure 4.1 in which a classification tree is 
observed. For the development of this taxonomy, we have focused more on the way 
synchronization strategies are implemented and we have downplayed the importance 
of formal or mathematical development. Also, as shown in Figure 4.1, there are 
certain branches within a color square. The colored squares indicate mandatory 
classification points for each of the synchronization strategies. This is that any 
synchronization strategy must be able to be classified in each of these colorful squares. 
To be more precise, each synchronization strategy must be able to be classified into 
each of the nine colored branches in the figure. It is also noteworthy that the proposed 
taxonomy is divided into two large independent groups: the target with which the 
synchronization strategy has been developed and the software with which the 
synchronization strategy is implemented.  

The development of this specific taxonomy has been done to facilitate and assist 
in the development of the methodology. The importance of this taxonomy lies in the 
fact that, once the methodology has been developed, the cataloging of the different 
protocols will be more agile and quicker. This makes the introduction and selection 
of synchronization strategies more agile and quicker during the execution of the 
methodology. 

Through the following subsections, each of the branches of the taxonomy 
decision tree will be studied in depth. 
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Figure 4.1. Time-synchronization strategies taxonomy based on target and software 
implementation. 
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4.1. Target 

Depending on the application, time synchronization is not only recommended 
but necessary to carry out certain tasks. At the top of the taxonomy shown in Figure 
4.1 is the target branch as shown in Figure 4.2. This branch separates the 
synchronization strategies into three groups according to the type of target pursued 
with its implementation. Some strategies synchronize the network looking for data 
fusion, synchronization strategies that look for a cooperative transmission between 
several nodes and strategies that synchronize tasks in the MAC layer to save energy. 

 

 
Figure 4.2. Detail of the taxonomy showing only the target block. 

Data fusion  

All those applications that want to synchronize the generation or capture of 
events need a time-synchronization scheme. The nodes of a WSN are usually spatially 
distributed forming a network. The time synchronization between the nodes allows 
us to coordinate operations and collaborate to reach complex sensing tasks. For 
example, the data monitored by each of the nodes can be merged with the rest giving 
a global meaning to the measure. This is called data fusion, where the total meaning 
is greater than the sum of the individual parts. 

Some application examples of this data fusion are the applications that need to 
do signal processing to the merged data. There are applications very sensitive to the 
capture of events and it is very important to know if the event recorded by two 
nodes, which are spatially separated, is the same event at different times or if they 
are different events.  

A clear example where small errors in the time-synchronization between samples 
taken by different nodes of the network lead to big changes in the results are 
structural health monitoring. In this type of application, the acceleration of a 
structure is sampled at different points of it. The data collected by each node are 
merged to obtain an image of the overall behavior of the structure as can be seen in 
Figure 4.3. The colors in the figure show the deformation of the structure, that is, 
the red and orange colors are where more acceleration has been detected and the blue 
colors where less acceleration has been detected. If, for example, node A and node B, 
which must vibrate in unison, are out of sync, it could be the case that when the 
data is merged, when one goes up, the other goes down, showing a movement of the 
structure that does not correspond to reality, in this case, confusing a flexural mode 
with a torsional mode. There are other examples, some equally demanding and others 
more permissive, where the fusion of data is important, such as the environmental 
monitoring of atmospheric variables in an area, or the estimation of vehicle 
trajectories. 
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Figure 4.3. First flexural mode of vibration of a bridge. For this mode, nodes A and 
B must measure the same acceleration in the same direction. The colors in the 
figure show the deformation of the structure, that is, the red and orange colors are 
where more acceleration has been detected and the blue colors where less 
acceleration has been detected. 

Cooperative Transmissions  

Under this target of designing synchronization, strategies are included all those 
synchronization schemes that use constructive interference between signals 
transmitted by the wireless sensor nodes. Cooperative transmissions allow extending 
the WSN transmission range as seen in Figure 4.4. 

Distributed or cooperative beamforming is a cooperative transmission scheme 
whereby several nodes in a wireless network organize themselves into a virtual 
antenna array and focus their transmission in the direction of the intended receiver, 
potentially achieving orders of magnitude improvements in energy efficiency [87]. 
Also, this technique maximizes the lifetime of the network while satisfying the 
requirements of Quality of Service (QoS). There are other uses of this cooperation, 
for example, the cooperative transmission technique is also used in wireless acoustic 
sensor networks. These networks are used in reverberant environments with limited 
loudspeakers.  

An example with practical considerations in the implementation of collaborative 
beamforming on WSN can be found in [88]. In that work, they conduct a thorough 
study of the related work and analyze the requirements to do collaborative 
beamforming. The factors that affect the implementation of that type of technique 
in real scenarios are considered in the work. Therefore, they consider that the nodes 
to be used can be generic commercial nodes with their associated constraints and 
that there is no central node that synchronizes the system. 
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Figure 4.4. Beamforming scenario between wireless nodes and the far-away base 
station showing the system model for carrier synchronization. Extracted from work 
[89]. 

 

MAC schemes 

All those time-synchronization strategies that aim to synchronize 
communications to avoid collisions when access to the medium are included within 
MAC schemes. We define it this way because the MAC schemes’ implementation, 
generally, is done in the MAC layer of the WSN protocol stack. This type of strategy 
can also be known by other names, such as power-saving schemes, power 
management, scheduling algorithms, transmission scheduling, sleep schedule, etc. By 
using these coordinated MAC schemes, such as TDMA, or any of its variants, the 
transmission medium can be shared, for example, the air.  

From all the names presented above, it can be extracted that the objective of 
these strategies is to coordinate the periods of sleep, reception, and transmission of 
the different wireless nodes that compose the network. That is to say, the sleep cycles 
and the activity cycles of the wireless sensor nodes are coordinated. Therefore, if the 
nodes remain as long as possible in a sleep state, and only wake up, in a coordinated 
way, when it corresponds to them to send or receive information, it allows the node 
to save energy and extend the lifetime of the network. But while a node is sleeping 
it can neither send nor receive packets. Only when they wake up, they can re-establish 
communications. With TDMA, these sleeping, receiving and sending cycles are 
coordinated. In this way, there be only one sending node at the time and therefore 
there be no collisions through the shared medium. Only those nodes to which a 
message is destined are in reception mode and the rest of nodes are in a state of 
energy saving in sleep mode or performing tasks that do not require radio 
communication. In this way collisions in the process of sending packets are avoided, 
the network lifetime is increased, and networks of greater efficiency in the spectrum 
and energy can be designed.  
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The TSMP [72] is a protocol that makes use of TDMA. The TSMP devices stay 
synchronized with each other and communicate in timeslots, like other Time Division 
Multiplexing (TDM) systems. Such deterministic communication allows the devices 
to stay extremely low power, as the radios only turn on for the periods of scheduled 
communication.  This kind of protocol uses channel hopping to avoid interference, 
the packets between TSMP devices get sent on different radio channels depending on 
the time of transmission.  

4.2. Software implementation 

The second big group in which we separate the time synchronization strategies 
is according to their software implementation. As we commented at the beginning of 
the chapter, this taxonomy should include both software strategies and hardware 
strategies, but we have considered that whenever a hardware strategy is implemented, 
it has some associated software. Therefore, hardware strategies are a subgroup of this 
software implementation and therefore are seen in a subsection. 

The organization tree according to its software implementation is divided into 
six subgroups, where three of them keep branching. Each of the six branches of the 
software implementation is defined below. 

Security 

 
Figure 4.5. Detail of the taxonomy showing only the security block. 

In this security group, we catalog the synchronization strategies depending on 
whether they implement some security level that protects the synchronization 
algorithm (Figure 4.5). We do not want to catalog security strategies in wireless 
communications that are synchronized. But we want to catalog time synchronization 
strategies that within their implementation have considered the peculiarities of 
security.  

Depending on what security measures are implemented in the synchronization 
protocol we can tell if the protocol has considered the security in its design or not. 
An example of a secure time synchronization model for large-scale IoT networks based 
on a spanning tree topology was presented in [79]. The work introduces a secure time 
synchronization protocol that can work in large-scale IoT networks, which are in a 
hostile environment where exists malicious nodes. The authors point out that 
malicious sensor nodes can decrease the accuracy of the entire network by 
broadcasting fake timestamps messages. 
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Energy efficiency 

 
Figure 4.6. Detail of the taxonomy showing only the energy efficiency block. 

Like the security group, we catalog synchronization strategies depending on 
whether the authors have considered the energy efficiency of the protocol (Figure 
4.6). In this case, we are not considering whether the network as a whole or, in 
particular, a wireless sensor node, is energy efficient. What interests us in classifying 
protocols in this branch is whether energy efficiency has been considered when 
designing the protocol. Therefore, the implementation of those protocols that have 
taken into consideration this parameter makes better use of the energy resources. 

In this way, those synchronization protocols that need a few cycles of CPU 
execution to work are more efficient than those that require many cycles to carry out 
their tasks. Therefore, protocols that require many mathematical operations to make 
estimates, for example, statistical protocols, are less energy efficient than those 
protocols that only keep a timestamp in memory when a package is received. 
Similarly, those synchronization strategies that require additional hardware modules 
and those that make high use of energy are less efficient than those that do not need 
additional hardware and power consumption. 

In the development presented in [62], it is shown how to carry out the 
synchronization strategy making use of an external module with high power 
consumption, such as a GPS module. 

Complexity 

 
Figure 4.7. Detail of the taxonomy showing only the complexity block. 

This group of complexity, like the two previous ones, security, and energy 
efficiency, catalogs the time-synchronization strategies according to whether this 
parameter has been considered in its design (Figure 4.7). By the complexity 
parameter, we mean computational load, not the complexity of having to use many 
lines of code for its implementation. It may be the case that a few lines of code 
generate a high computational complexity. 

For example, there some protocols, like [75], where the authors make use of 
multi-model Kalman filter algorithms which increase the complexity of the protocol 
implementation. 
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Hardware requirements 

 
Figure 4.8. Detail of the taxonomy showing only the hardware requirements block. 

In this classification branch, the algorithms are sorted according to the hardware 
requirements they need to function properly (Figure 4.8).  

One of the branches is integrated with all those protocols that do not need any 
additional hardware to execute the time-synchronization tasks. In other of the 
branches, the strategies of time synchronization are integrated where external 
hardware modules are necessary. In other words, the time-synchronization strategy 
is based, for example, on an external RTC clock or on a specific GPS module for 
synchronization which is the main clock source for time management. In our work 
about clock sources and their influence on time synchronization in WSNs, there are 
several examples of external modules used with this purpose [90]. As a third case, the 
most extreme case, there are time-synchronization strategies that develop specific 
hardware platforms to obtain the desired time synchronization results. An example 
of this case is found in one of our works where an innovative wireless end device is 
presented to monitor structures in a synchronized way [91]. 

Clock correction 

 
Figure 4.9. Detail of the taxonomy showing only the clock correction block. 

All time-synchronization strategies can be classified depending on whether they 
carry out clock value correction in the synchronization process (Figure 4.9). Those 
strategies that do not perform any kind of clock value correction usually synchronize 
events once the measurement is finished. These strategies are called post-facto 
synchronization. An example of a post-facto synchronization protocol is [8]. In that 
work, the authors present an implementation of a low- power synchronization scheme 
called post-facto synchronization.  

There are the strategies that do correct the clock values, i.e. they correct the 
offset that accumulates over time. This correction can be carried out on demand, at 
specific moments, or periodically at regular intervals. As a rule, when the correction 
is made on-demand, an offset correction is made. When it is done periodically and 
regularly, you can calculate and estimate the values of the drift and from this value 
calculate the offset to be corrected in each iteration. Synchronization protocols that 
implement calculations, estimations, and corrections regularly provide stability to the 
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clock against changes in environmental conditions, such as changes in ambient 
temperature. An example of the importance of temperature changes in the frequency 
difference in clocks is seen in work [74]. An example of a calculation and correction 
of the skew and offset is presented in the MTS [69]. 

Software abstraction 

The synchronization protocols can be cataloged according to their software 
abstraction (Figure 4.10). A protocol is more abstract when it abstracts more the 
programmer from the particularities of its implementation. A protocol is less abstract 
when it is necessary to know more details about its implementation.  

Within this branch of software abstraction, we divide the classification according 
to three characteristics: the implementation layer in the software protocol stack, the 
network topology and the distribution of messages in the network. 

 

 
Figure 4.10. Detail of the taxonomy showing only the software abstraction block. 

Implementation layer 

In the scope of the WSNs, a software interconnection model based on 
the Open Systems Interconnection (OSI) [92] model is used but reduced. In 
addition to the physical layer and the data link layer, following the 
architecture presented by Callaway in [9], the International Standards 
Organization (ISO) model for OSI states that the network layer “provides 
functional and procedural means to exchange network service data units 
between two transport entities over a network connection. It provides 
transport entities with independence from routing and switching 
considerations.” The network layer controls the operation of the network and 
routes packets and it also addresses flow control. In WSNs there is no specific 
transport layer because the point-to-point connection is not assured. The 
session layer in WSN is also dispensed with since in this field there are usually 
no user sessions, but the network usually has a specific task. In this document 
we differentiate four layers (see Figure 4.11): physical (PHY), medium access 
control (MAC), network (NET) and application (APP). In the lower layers 
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are the PHY layer and the MAC layer while in the higher layer is the APP 
layer.  

The application layer is considered the layer of greater abstraction 
concerning the physical world, but the one closest to human understanding 
and therefore where the software develops more easily. The physical layer, 
which is the layer of least abstraction, is closest to the physical world and 
farthest from human understanding. In lower abstraction layers the task of 
developing software is more complex, although once developed it is much 
more efficient. 

 

 
Figure 4.11. Diagram of the software abstraction layers in WSN and the associated 
communication paths delays. 

We refer to low abstraction when the implementation of the protocol 
needs software modifications in the lower layers of the protocol stack. We 
refer to high abstraction when its implementation can be carried out in the 
application layer.  

In the classification tree, a low abstraction is equivalent to needing a 
specific implementation layer, while a high abstraction indicates that a non-
specific implementation layer can be used. A specific implementation layer 
means that it is necessary to implement the strategy at a specific layer for 
its proper functioning, for example, implement the protocol at the MAC 
layer. An implementation in a non- specific layer means that the strategy has 
the freedom to be implemented in the layer that the developer considers most 
appropriate. Carrying out an implementation in the APP layer makes it 
easier to implement from the programmer. But its disadvantage is that it is 
a protocol that will drag more non- deterministic time deviations. And these 
non-deterministic deviations are one of the great enemies of accuracy in time 
synchronization. Therefore, generally, the protocols that are implemented in 
the lower layers of the protocol tower tend to be more accurate. In short, 
there is a compromise between the precision pursued and the abstraction of 
its implementation. 

An example of a time-synchronization protocol that needs a MAC-layer 
time-stamping technique is the RTSP [77]. 
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Network topology 

Network topology group classification refers to whether a 
synchronization protocol needs a specific network topology to function or 
whether it is a protocol that can be implemented in any type of network 
topology. As in the previous case, making use of a specific topology means 
that for the correct functioning of the strategy, a specific network topology 
must be used. If the strategy is encompassed within non-specific topology it 
means that it works correctly regardless of the type of topology used. 

As has been said repeatedly, many of the synchronization strategies are 
ad-hoc solutions. It is for this reason that many synchronization strategies 
require specific network topology for their proper functioning. For example, 
the Timing-sync Protocol for Sensor Networks (TPSN) [65] is an algorithm 
that only works under a tree topology. 

Message distribution 

The last branch of classification in the taxonomy that we propose 
catalogs the synchronization protocols according to the distribution of the 
messages in the network. In the same way, as we have classified the 
synchronization protocols according to their topology, they can be classified 
according to the message distribution. 

In this classification block, we use the specific and non-specific terms in 
the same way as in the previous cases of the implementation layer and 
network topology. Therefore, we have synchronization strategies that only 
work using specific distribution schemes and those that work independently 
of the chosen distribution scheme. An example of a protocol that needs a 
specific message distribution is Glossy. The efficient network flooding and 
time synchronization with Glossy [68] not only exploits the constructive 
interference of IEEE 802.15.4 symbols but also needs fast network flooding 
as a message distribution mechanism. 

 
Once the taxonomy is defined, the development of the methodology is greatly 

facilitated and can be seen in the following Chapter. 
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Para estar absolutamente seguro de algo,  
uno debe saber todo o nada al respecto 

Henry Kissinger 

 

This chapter presents both the methodology developed and its associated tools. We begin 
the chapter by giving a brief overview of the difference between the "method" and the 
"methodology" and by showing the benefits of using the latter. After that, we explain all 
the details of the developed methodology based on a block diagram. Once the methodology 
is presented, we explain the tools developed: the administration tool and the user tool and 
the database they share. We explain in detail all the necessary parameters to evaluate 
each time-synchronization strategy and we see how the results are shown to an end-user 
who makes use of the methodology and the associated tools. 

5.1. Difference between ‘method’ and ‘methodology’ 

Methodology is a word generated from three words of Greek origin: metà 
("beyond"), odòs ("way") and logos ("study"). The concept refers to the research 
plan that allows meeting certain objectives within the framework of science. 
Therefore, the methodology can be understood as the set of procedures that determine 
a scientific type of investigation or mark the course of a doctrinal exposition. 

It is important to distinguish between the method (name received by each plan 
selected to achieve an objective) and the methodology (the branch that studies the 
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method). While method and methodology are closely intertwined, they serve different 
roles in the research process and should be treated accordingly.  

A method is simply the tool used to answer your research questions, for example, 
a time-synchronization strategy. The term method, also known as research 
techniques, can be defined as the path to an end; concerning the methodology consists 
of the procedures that must be carried out to comply with the stipulated by it and 
obtain true conclusions about the phenomenon or problem that is analyzed.  

The methodology is not dedicated to analyzing or verifying knowledge already 
obtained and accepted by science: its task is to track and adopt valid strategies to 
increase this knowledge. A methodology is a rationale for the research approach and 
the lens through which the analysis occurs. In other words, a methodology describes 
the general research strategy that outlines how research is to be undertaken [93]. The 
methodology should impact which method(s) for a research endeavor is selected to 
generate compelling data. With one methodology, you can apply several different 
methods to support or reject the research hypothesis. The methodology is the 
systematic, theoretical analysis of the methods applied to a field of study. It comprises 
the theoretical analysis of the body of methods and principles associated with a 
branch of knowledge. A methodology does not set out to provide solutions. It is, 
therefore, not the same as a method. Instead, a methodology offers the theoretical 
underpinning for understanding which method, set of methods, or best practices can 
be applied to a specific case. The methodology is a concrete resource for the selection 
of specific research techniques. The methodology to be efficient must be disciplined 
and systematic and allow an approach that allows analyzing a problem in its entirety. 

In a nutshell, while the methodology is what unites the subject to the object of 
knowledge and is essential to achieve scientific knowledge, the method is the path or 
instrument that leads us to it.  

5.1.1. Benefits of a methodology 

Although the motivation that has led us to develop a methodology has already 
been introduced, we would like to go a little deeper into the benefits that this 
methodology can bring to all the researchers in the WSN field who wish to implement 
time-synchronization processes in their networks. 

A methodology allows the developers of WSNs to have consistency between 
projects allowing an objective comparison between evaluations, priorities, and 
improvements in the process. The methodology gives the developers consistency in 
metrics and expectations and gives them the flexibility to reach the complexity of 
the projects. The methodology allows developers to have better planning based on 
common experience. Thanks to a methodology a faster implementation of methods 
can be achieved as it can abstract developers from certain details, at the same time 
as it allows them to focus their attention on smaller and easier to solve objectives. A 
methodology often improves the ability to get the job done. 

Moreover, the methodology together with the tool, that is also presented in this 
chapter, allows developers to build a knowledge base that can be easily shared 
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worldwide. In this way, the entire scientific community can benefit from the 
community experience. 

Our methodological approach is based on quantitative methods since we aim to 
categorize, rank and identify patterns among these methods. If our objective were to 
describe, interpret, contextualize and gain in-depth insight into specific concepts, it 
would be better to approach them through qualitative methods.  

In this thesis, we have developed a methodology to address practical problems, 
not just theoretical ones. As we have seen in Chapter 3 through the state of the art, 
there is not a standard methodology, not even a methodology, for the implementation 
of time- synchronization strategies for WSNs. The methodology we present here is 
intended to offer the researchers a range of possibilities among which they can choose 
the method that best fits his problem. The aim is to develop, not only a methodology 
but also a tool that helps researchers to choose between multiple synchronization 
protocol options, the one that best fits the resources available to obtain a specific 
result. The tool we have developed aims to facilitate the development of the 
methodology and to support it, allowing an end-user to apply the methodology 
effectively. 

5.2. Methodology for implementation of synchronization 
strategies for WSN 

The methodology presented in this thesis offers WSN developers a way to choose 
a time-synchronization strategy in a methodological way. Developers looking for a 
time-synchronization strategy can make use of this methodology. The proposed 
methodology provides developers with a set of strategies that fit the needs in each 
case. Thus, developers do not need to be experts in the specific topic of time 
synchronization to choose an appropriate strategy. Each time-synchronization 
strategy has been previously evaluated by a synchronization expert and has been 
catalogued based on multiple parameters. 

Thanks to the taxonomy presented in the previous chapter, depending on the 
parameters that are important for each application and developer, the methodology 
leads the developer through a series of steps to obtain a solution, or a group of 
solutions, adapted to the specific case. It is ensured that, regardless of the level of 
expertise of the final users of the methodology, the solution that is finally chosen has 
been technically validated. The methodology compensates for the lack of experience 
that developers may have as it adapts the level of abstraction to the developer’s 
experience. In these cases, in combination with the tool, the methodology reduces 
development time by offering solutions graphically pre-evaluated by experts. These 
features ensure a successful decision for everyone. 

The methodology we propose is based on a series of steps that can be observed 
in Figure 5.1. In each of the steps, which we call blocks, the user must evaluate a 
series of characteristics or parameters. All synchronization strategies are available at 
the beginning of the cycle. Developers select certain characteristics or requirements 
in each of the blocks. Since not all the strategies fit the requirements imposed in each 
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of the blocks, the number of available strategies is reduced as one advances through 
the blocks. Once the entire process is completed, all the remaining 
time- synchronization strategies meet the commitments established between the 
requirements and the available resources. This procedure is called 
"time- synchronization strategy filtering". This filtering process makes it possible to 
select time-synchronization strategies from all the possibilities available in the tool. 
In this way, the user can find one, or a set of time-synchronization strategies, adapted 
to the needs of the application and the scenario. 

The set of blocks that constitute the methodology guides the user in analyzing 
all the important issues when choosing a time-synchronization strategy. Associated 
with this methodology, a set of tools has been created. These tools are dynamic and 
can handle the appearance of new solutions, such as new synchronization protocols 
or situations, or changes in the needs or the environment. This is because the filtering 
process discussed above is done on a set of strategies that can grow or shrink at any 
time. This means that if, in the future, new time-synchronization strategies appear, 
they can be included in the set of available strategies to be filtered. 

The methodology guides the developer through a sequence of topics related to 
time synchronization from the most abstract to the most concrete. In this way, the 
methodology can filter, through multiple interrelated parameters and according to 
the interests of the developers, and select the most appropriate synchronization 
strategy in each case.  

The methodology does not only lead the user to automate the selection of a 
time-synchronization algorithm; it can also offer non-expert developers in the field of 
time-synchronization solutions adapted to their needs. If the needs of the application 
change, this methodological process is carried out again and a new adapted solution 
is obtained. An ad-hoc solution would usually be a more fitting solution, but most 
WSN application developers are not experts in the field of time  synchronization, and 
the development of an ad-hoc synchronization protocol would take a lot of effort and 
development time on their part.  

In addition, the use of the methodology allows final users to save time. On the 
one hand, the user does not need to take additional tests to check if the strategy the 
user wants to implement works correctly, because other users before him/her have 
already made those tests. On the other hand, having a methodology and a tool 
associated with a set of synchronization strategies saves us time in choosing them, 
since users do not have to spend time searching for the available options. 

In this section, every step of the methodology is explained. The objective of our 
methodology is not to specify what should be done in the evaluation, but rather how 
to do it. However, in this work, we also present a set of tools that make the execution 
of the methodology possible. 

The methodology we propose can be represented by a flowchart, as shown in 
Figure 5.1. This flowchart can be divided into six main blocks of inputs (green) plus 
the output blocks (blue). The white blocks represent the phases where decisions must 
be made, that is, where the combination of methodology and tools compare the input 
requirements with the available time-synchronization strategies and filters them. 
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Figure 5.1. Flowchart of the proposed methodology, where the input blocks are 
green, and the output blocks are blue. White blocks are where the methodology 
makes decisions.  

The flow of the methodology shows, one input block after another, the evaluation 
of a block of parameters and how the possibility of finding a viable solution is 
evaluated. If a possible solution is not found given the requirements, a report is 
generated. This report informs the developers what the parameters are, or the trade-
offs between them, that make a viable solution impossible. The cycle ends after 
determining the non-feasibility. On the contrary, if all the input blocks are evaluated, 
and there are still viable solutions available, a spider or radar chart is generated (see 
Figure 5.2). This chart shows the relationship between the parameters and the 
possible solutions that meet the requirements that the developers have introduced. If 
the developers are not satisfied with the solutions offered by the methodology, they 
can always start the process again and modify the input parameters. 

The order of the input blocks, as shown in Figure 5.1, can be changed. The 
established order ensures a method of filtering the time-synchronization strategies 
from the most abstract to the most concrete characteristics. The first block of inputs 
in the methodology evaluates the target of the time-synchronization strategies. We 
call that block the “synchronization target” block. Following the taxonomy presented 
in the previous chapter, we have chosen three of the most common targets pursued 
when developers want to synchronize a WSN. Most time- synchronization strategies 
belong to one of these targets: spectral or energy efficiency making use of MAC 
schemes, data fusion, or communications with cooperative transmissions. If the reader 
returns to Chapter 3, where we looked at the state of the art and the different existing 
works, he/she would see that all the works can be included in one of these three 
objectives. 

The second input block is the “power consumption and monetary cost” block. In 
this block, the methodology makes the users evaluate the additional monetary cost 
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and the power consumption of those tasks related to the time-synchronization 
strategy.  

The third block evaluates the scenario where the WSN is to be deployed. This 
block is called “scenario and security analysis” because it is here that the methodology 
makes the user evaluate whether the scenario facilitates or hinders the 
time- synchronization tasks and how critical the security and authenticity of the time 
source are. The variation of the environmental conditions, especially changes in 
temperature, can affect the behavior of the clock sources to a greater or lesser extent. 
Time-synchronization strategies can be different if the network is oriented to indoor 
spaces, or if it is a network that is planned to be installed in open and outdoor spaces. 
In this block, other concepts, such as the network size or the convergence time, are 
also evaluated. The network size is the number of nodes that must be synchronized 
in the network. The greater the number of nodes, the more complex and/or slow the 
message distribution is likely to be. As previously mentioned, each application may 
have specific requirements that need to be known. The block that makes the user 
evaluate those specific “application requirements” is given that same name. In this 
block, the time accuracy needed for the synchronization strategy for the proper 
execution of the application is evaluated. The maximum time-synchronization error 
allowed is a key factor for the correct operation of the application. This is one of the 
most important parameters in terms of synchronization strategies. It sets the error 
limit that the network can tolerate and, if it is exceeded, that time- synchronization 
strategy is considered not valid. The synchronization convergence time is the time 
the strategy needs from the start of its execution until it reaches the synchronization 
objective. This convergence time can be affected by the network size. Certain 
synchronization strategies run correctly for a small number of nodes, but if the 
number of nodes in the network grows, the accumulated error also grows. 

 In the last two blocks of inputs, the user must evaluate the software and 
hardware resources. The tools used to execute the methodology can filter the available 
synchronization strategies based on the software and hardware limitations. The 
number of time-synchronization strategies is reduced when the software or hardware 
required is more demanding. Some protocols need to be implemented at specific layers 
of the software stack, such as the MAC layer. Other protocols only work on certain 
operating systems or by making use of specific radio modulations. Some protocols do 
not require any specific hardware, while others need external modules or specific 
transceivers. Each new requirement may reduce the number of time- synchronization 
strategies, and it may be that no one option meets all the requirements. 

Any of the input blocks can be skipped, considering that there are no limitations 
or, in other words, that there is freedom to choose any available option. 

Once all the input blocks have been evaluated, the tool generates a radar chart. 
This radar chart is a graphical method of displaying nine parameters that 
characterize a time- synchronization strategy in the form of a two-dimensional chart. 
Each of the parameters has a quantitative value, from 0 to 10, and these values are 
represented on axes starting from the same point at the center, as shown in Figure 
5.2. We delve into the meaning of each parameter and its values in Section 5.2.3. 
Generally, each time-synchronization strategy has just one main “synchronization 
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target”. For each target, a set of solutions can be considered as valid. The rest of the 
input blocks of Figure 5.1 are represented by the nine radar parameters. The power 
consumption and the monetary cost are related to the second input block, the 
security; while the topology of the network and the message distribution represent 
the “analysis of the scenario and security” and the “application requirements” is 
represented by the precision and accuracy and stability of the clock. The “software 
requirements” is represented by the software abstraction parameter. Similarly, the 
“hardware requirements” is represented by the hardware abstraction parameter. All 
the available time-synchronization strategies have numerical values for each of the 
evaluated parameters. All the strategies that can be plotted, whose area stays inside 
the area defined by the filter, are offered to the users as the synchronization strategies 
that meet the WSN requirements. When developers select any of the solutions 
proposed by the radar chart, the methodology cycle is considered finished. In certain 
cases, the tools that execute the methodology can propose what they consider to be 
the best option among all the proposals. If the developers agree with this solution, 
the methodology cycle finishes. In the end, in special cases, a piece of pseudocode is 
offered to facilitate the implementation task of the strategy in the WSN. The 
methodology does not define time-synchronization protocols, it catalogs them and 
offers the ones that are adjusted to the requirements of a specific application. 
 

 
Figure 5.2. Graphical representation of the insertion of a new time-synchronization 
strategy into the tool database with all the possible solutions. This example shows 
the insertion of solution 4.  

Through this methodology, we can standardize, structure, and organize how 
time-synchronization strategies are filtered and selected, based on the application and 
the user decisions or needs. This methodology is repeatable, reproducible, and 
undoubtedly reports results. The methodology helps to tackle different projects in 
the same way and allows any developer to select the appropriate time-synchronization 
strategy for his or her WSN, regardless of his or her experience in the subject, 
abstracting the developer from the details of the protocols and generally improving 
the development time. 

The methodology can be used from two points of view: the administration point 
of view and the user's point of view. From the administrator's point of view, the 
objective is to incorporate new time-synchronization strategies into the system so 
that the options are more and more extensive. From the user's point of view, the aim 
is to find a time-synchronization strategy that meets the requirements imposed by a 
specific application. 
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5.2.1. Administration view 

From the administrator's point of view, a WSN synchronization expert is 
responsible for evaluating the new synchronization strategy. As will be seen in Section 
5.2.3, the administrator must parameterize the new strategy and assign a value to 
each of the parameters. To go through all the parameters, the administrator follows 
the flowchart shown in Figure 5.1. A graphic representation of the insertion of a new 
time-synchronization strategy into the tool database can be seen in Figure 5.2.  

Whether the point of view is the administrator's or the user's does not change 
anything about the methodology. The communication between both points of view 
is a table or database that must store the parameterized strategies that are added. 
The database of possible solutions simply grows with every new incorporation. The 
new strategy should be analyzed by the experts and broken down and cataloged 
according to a parameter evaluation. In this administration view, time-
synchronization strategies are defined based on nine numerical values representing 
nine parameters. The parameters can use values from 0 to 9. We reserve the value of 
0 to indicate that the parameter has not been defined and therefore no value has 
been assigned to it. For parameters that have been evaluated, values from 1 to 9 are 
used. It is thus possible to know the level of the parameters by a fast, visual means; 
knowing that the closer to the center it is, the lower its value will be and, generally, 
the more demanding the parameter. The farther from the center, the higher its value 
and, generally, the laxer the parameter. 

We go deeper into the evaluation of each of the parameters in Section 5.2.3, 
where we analyze the meaning of each numerical value for each parameter. Although, 
as a rule, the level associated with the parameter indicates its level of demand, there 
are some special cases where the numerical value is associated with a specific type of 
behavior.  

In short, we can say that the lower the parameter levels, the smaller the area 
enclosed when the points are joined. A small area indicates that, in general, it is a 
very demanding time-synchronization strategy. However, the higher the values 
associated with the parameters, the greater the area enclosed in the radar chart. A 
larger area visually indicates that the protocol is more relaxed and therefore less 
demanding. This visual approach is represented in Figure 5.3. 
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Figure 5.3. Graphic representation of a very demanding time-synchronization 
strategy (left) and therefore with a small area and a very relaxed time-
synchronization strategy (right) and therefore with a much larger area. 

On the lefthand side of Figure 5.3, we can see a representation of a demanding 
synchronization strategy, where all its parameters have values close to 1. On the 
righthand side of the figure, we can see a relaxed synchronization strategy in all its 
parameters with values close to 9. Visually and quickly, we can see how the left area 
is much smaller than the right area. Similarly, quickly and visually, without looking 
at the details, we can extrapolate that the strategy on the right is much more relaxed 
and the one on the left much more demanding. 

Once incorporated into the database, this new strategy is part of the possible 
solutions that are offered to developers who make use of the methodology and the 
selection tool. 

5.2.2. User view 

From the user's point of view, the aim is to create a filter to reduce the number 
of valid options for a specific case. Following the order of the blocks of the 
methodology, the concepts on which the end-user is guided analyze all the 
fundamental characteristics of a synchronization protocol. From this perspective, it 
must be considered that the user does not have to be an expert in the field. Therefore, 
the way to obtain the necessary information to set the filter must be done through 
simple questions that every user may know. Some of the parameters to be evaluated 
can have a direct question, since it is assumed that the user has enough knowledge 
to answer them. For example, the end-user may be asked whether he/she wants to 
have a secure protocol (level 1) or whether the security parameter should be more 
relaxed (level 9). From the user's point of view, the special value 10 can be used. 
This value indicates that this parameter is not relevant for the creation of this specific 
filter. A value of 10 does not perform any filtering and all strategies will be valid 
concerning that parameter. In some parameters, the questions should be masked and 
approached from an end-user point of view, as she/he does not need to know the 
existence or implementation details of certain features. For example, instead of asking 
about the specific network topology, the user may be asked about the number of 
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nodes in the network, how they are physically distributed and whether they can 
communicate freely with each other. In Figure 5.4, the flowchart followed by this 
input tool is shown. Each of the topics of the input blocks is evaluated.  

 

 
Figure 5.4. Flowchart of the user tool where all the input blocks are evaluated and 
queries to the time-synchronization strategies database are generated. The cycle 
ends when there is no solution available to fulfill the requirements or when all the 
input blocks are evaluated, and the radar chart is generated. 

Each time a block from Figure 5.1 is evaluated, one or more parameters are 
assigned a value. Each time a parameter is evaluated, the solutions available up to 
that point are offered. If there are still available solutions after the evaluation, 
another input block is processed. The radar chart is regenerated every time a new 
input block is processed. If there are no remaining input blocks, the solution is chosen 
before the cycle ends. If there are no available synchronization strategies to fulfill the 
requirements after all queries have been made to the database, a report is generated 
and the cycle ends. 

As in several of the cases, the questions about the parameters should be masked 
by several simpler questions, the input forms contain both general and detailed 
questions. Depending on the answers to the general questions, some of the detailed 
questions can be considered irrelevant. The more information obtained from these 
input forms, the more accurate the result will be. The more details are provided, the 
narrower the selection filter of time-synchronization strategies. The narrower the 
filter is, the fewer strategies appear as available. Different users may have a relative 
interpretation of the same metric, for example, the accuracy of an oscillator. This 
process, and the table proposed in Section 5.2.3, are responsible for transforming the 
relative into the absolute. 

There is a direct relationship between the requirements and the number of 
available solutions. If, on the one hand, due to the requirements introduced in the 
input blocks, the filter is too selective and restrictive (smaller area in the chart), it 
may be that no solution meets all the desired parameters. If, on the other hand, few 
details are provided, the selection filter is too flexible and tolerant (bigger area in the 
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chart), so a large number of possible solutions are offered, many of which are very 
general and poorly adjusted to a specific problem.  

 

 
Figure 5.5. Graphic representation of the application requirements creating a user 
filter. 

Figure 5.5 shows the graphic representation of an example of application 
requirements, or as we say, the definition of the user filter. In this case, it is a large 
area filter, so it is known beforehand that it is a relaxed filter. We can see how the 
parameters of monetary cost, security, network topology, and message distribution, 
are not important for either the user or the application. These parameters have been 
assigned the value 10, indicating that any solution is acceptable. In the power 
consumption parameter, a value of 8 has been set, which indicates that, although it 
is not very demanding, it is considered. The same applies to the value 7 for clock 
stability. Software abstraction is starting to be of interest to the user and the 
parameters of accuracy and hardware abstraction, with a value of 4, are already 
important features for the user and the application. 

All the details of the parameter evaluation, as well as the meaning of the 
different levels, are explained in the following sub-sections. 

5.2.3. Parameter evaluation 

There are nine parameters in total plus a target selection. All the parameters, 
except the synchronization target, have a numeric value ranging from 1 to 9. The 
value 0 means that the parameter has not been defined (from the administrator's 
point of view) and the value 10 indicates that this parameter has no importance in 
the definition of a filter (from the user's point of view). These nine parameters are 
represented on the radar chart. In the numerical scale, with which the parameters 
are evaluated on a level scale, the value 1 is the most demanding and 9 the most 
relaxed. In this level scale, the user, when defining the filter for selecting 
synchronization strategies, has a graphic view of whether the filter is very demanding 
or relaxed. The larger the area of the filter, the more relaxed it is; while the smaller 
its area, the more demanding it is. Table 5.1 shows a summary of the correspondence 
between the blocks to be followed by the methodology and the parameters that are 
evaluated in the radar chart. Each of the parameters, and the meaning of their level 
scale, are explained below. 
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Table 5.1. Correspondence between the blocks to be followed by the methodology 
and the parameters that are evaluated in the radar chart. 

 
 

Synchronization target 

The synchronization strategies are very different according to their purpose. 
Although an improvement in hardware means that all time measures improve, 
software solutions are very dependent on the target of the synchronization protocol. 
Following the taxonomy presented in Chapter 4, we differentiate three types of 
targets: MAC schemes, cooperative transmission, and data fusion. The 
synchronization strategies of the MAC schemes pursue the objective of synchronizing 
the MAC layer for the successful operation of some communication protocols. In this 
way, all the communication protocols can use differentiated time slots to transmit 
packets and avoid collisions. The cooperative transmission applications synchronize 
their communications to achieve collective goals, for example, to make constructive 
interference. The data fusion applications need synchronization to merge all the data 
collected by the individual nodes to make up a general picture of the whole network. 
In the administration view, one or more targets can be selected as the strategy may 
meet several targets simultaneously. In the user section, only one target can be 
selected. 

We can find examples of protocols that pursue each of the targets: for instance, 
an example of a MAC scheme is the TSMP [72], examples of cooperative 
transmissions are the efficient network flooding and time synchronization with Glossy 
[68], which make use of constructive interferences, while an example of data fusion is 
the TPSN [65]. 

Power consumption  

Table 5.2. Values associated with the level scale for the power consumption 
parameter ranging from 1 to 9. 
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Regarding power consumption, if there are transitions in the microcontroller 
state between an active mode and low-power mode in the implementation of the 
node’s software, it is necessary to take into account the clocks that can remain active 
in low- power mode and their accuracy. The same applies to the transitions between 
an active mode and sleep mode in the radio transceiver. Those transitions can affect 
the time-synchronization strategy to follow. If the user is looking for a solution with 
limitations in power consumption, or the power consumption should be as small as 
possible, only certain synchronization strategies will be viable. One piece of 
information that the administrator may know is the minimum and maximum distance 
between the network nodes. With these data, and depending on the radio transceiver, 
it is possible to estimate the radio transmission power needed to communicate the 
nodes, and therefore the power consumption of wireless communications. 

If the administrator has evaluated the power consumption associated with the 
synchronization strategy at the nodes, a numerical value can be associated with each 
consumption range. The administrator must consider that the use of radio 
transmissions is usually very consuming; therefore, in many cases, doing more 
operations locally and performing fewer radio communications is usually more energy-
efficient. To translate the relative evaluation of each administrator and user into an 
absolute scale, we have created Table 5.2, where numerical values are associated with 
the scales of each parameter. For the case of power consumption, we have a scale 
where the most demanding power consumption, the one associated with value 1, is 
the one that consumes less than 5µW and where value 9 is associated with the most 
relaxed situation, and where there can be consumptions up to 5W. The most 
demanding and relaxed situation has been calculated based on a system with a 5-volt 
power supply and current consumption of 1µA and 1A respectively. These measures 
are based on realistic scenarios where the communication messages and the necessary 
execution time have been considered. This power consumption parameter refers only 
to the additional power consumption provided by a single-node synchronization 
strategy. This parameter is an absolute value and is not a percentage value of the 
total power consumption of the node.  We have used units of watts so that the ranges 
were independent of the value of the system's power supply. 

As commented before, for the data input and the graphical representation of the 
term power consumption, we must bear in mind that a greater value indicates that 
the strategy has a greater consumption of energy. Therefore, the lower the value of 
the level, the lower the power consumption of that protocol. From the user point of 
view, small values filter out those protocols that consume a lot of energy. Large level 
values accept protocols with both small and large consumption. An example of a 
synchronization strategy that makes use of GPS, and therefore high power 
consumption, is [62].  

Monetary cost 

The administrator must evaluate the monetary cost associated with 
implementing a synchronization strategy. Thus, if some external module is needed to 
implement the synchronization strategy, it is necessary to know its price. For certain 
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users, the monetary cost is of vital importance, since they will have to discard some 
solutions whose cost exceeds certain limits. For example, the use of GPS modules or 
some expensive TXCO. 

Table 5.3. Values associated with the level scale for the monetary cost parameter 
ranging from 1 to 9. 

 
  
As can be seen in Table 5.3, for the monetary cost parameter, we have defined 

limits in percentages. In this case, we preferred to set the parameter values as a 
percentage of the price of an end node. In this case, if the end product has high costs, 
it may not matter so much to assume higher costs in the synchronization strategy.  
On the other hand, if the cost of the node is very low, the cost of the strategy may 
have a significant impact. This percentage refers to the cost of the node, with the 
cost of the node being 100% of its price. The value 1 is associated with those strategies 
that have no extra cost or a very low cost, that is, those strategies that have an 
associated cost lower than 1% of the node cost. The value 9 is associated with those 
strategies that have a very high cost, that is, whose cost is between 90 and 100% of 
the node cost. If, for example, we have a node whose cost is 10 euros, those strategies 
with a cost of less than 0.1 euros would be assigned the value 1, while those with a 
cost of more than 9 euros would be assigned the value 9 or 10. The rest of the values 
are defined in Table 5.3. If the nodes of a network with wireless communications 
must be connected to wired power, then the administrator must give them a value of 
10. With this scale of values, from the user point of view, the radar chart will have 
a very large area for those values that are more relaxed, that is, higher consumption, 
and will have a smaller area for those more demanding values that seek less power 
consumption. 

An example where an administrator can value this parameter could be the case 
of including an external component such as an OCXO [43]. This external module 
increases the price of the node and, depending on the number of nodes that make up 
the network, this monetary cost can be assumed or not. 

In this parameter, only the monetary cost is evaluated. The cost of resources, 
for example, the cost of implementing highly complex strategies, are evaluated in a 
distributed manner. That is, if a strategy is computationally complex, with high 
computational overhead, it is probably associated with a higher power consumption, 
higher monetary cost or require specific hardware. These three parameters are already 
evaluated separately. 

Security  

The security of the time-synchronization strategy indicates how critical it is to 
ensure the authenticity of the time source. Some applications require a secure and 
reliable time-synchronization scheme for the WSN because they are placed in hostile 
environments. Those time-synchronization protocols incorporate special strategies to 
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fight against fake timestamp broadcasters or they have some prevention strategies 
against malicious attacks. 

Table 5.4. Values associated with the level scale for the security parameter ranging 
from 1 to 9. 

 
 
An administrator, when incorporating a new synchronization strategy into the 

database, must assess whether it has been designed with security in mind. For the 
graphic representation of the security term, it must be considered that higher values 
indicate lower safety in the protocol. Similarly, small level values indicate that the 
protocol has a higher level of security (Table 5.4). The value 1 has been associated 
with those protocols which are stricter in terms of security and, therefore, where 
security is a priority. On the other hand, the value 9 has been associated with those 
protocols that are not very secure or not at all secure; therefore, security is not 
considered in their design. Intermediate values can be extrapolated from both ends. 

By filtering the available protocols, a user can allow all protocols regardless of 
their security by assigning a value of 10 to the filter or he/she can search only for 
secure protocols by lowering the value of the filter. 

An example of the security parameter is the secure time-synchronization model 
for large-scale IoT networks based on a spanning tree topology [79].  

Network Topology 

The scenario where the network is deployed affects several of the parameters 
that must be evaluated by the administrator to set the parameter values. The 
network size is the number of nodes that make up the network. There are many 
factors, such as the network topology, the message distribution scheme, or the 
difficulty of synchronizing many or just a few nodes in the network, among others, 
that depend on the network size. The physical location where the WSN is deployed 
determines which synchronization strategies are more adequate in each case. The 
synchronization scope is the range of action where the time synchronization must be 
effective. The administrator should know if the time-synchronization strategy needs 
to synchronize all the nodes in the network or only some of them. What is more, the 
WSN sometimes needs to be synchronized with third-party references, such as the 
UTC. Another way to get relations and to make estimations is the fact that, knowing 
the number of nodes in the network in combination with the span of communications 
and the space between nodes, the administrator can get an idea of the topology of 
the network. Also, according to the number of nodes, the clock dispersion and 
therefore the error of the time-synchronization strategies vary. 
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Table 5.5. Types of network topologies associated with the level scale for the 
network topology parameter which has five options. 

 
 

The topology of the network is also related to the scenario. Some synchronization 
protocols make use of specific network topologies, such as linear, star, tree or mesh. 
The level values for this parameter are somewhat special. Instead of having nine 
values, there are only five options, with values 1, 3, 5, 7 and 9 (Table 5.5). The most 
demanding topology, associated with the value 1, is the mesh topology.  In this 
topology, all nodes must have communication with all nodes through multi-hop 
communications. The next level of demand is the tree topology, where it is necessary 
to establish the hierarchy of levels and where there can also be multi-hop 
communications. We move on to star topology, which can also be seen as a one-hop 
tree topology. Then we have the linear topology, which is just a tree topology reduced 
to a single branch. And finally, the least demanding level, to which we assign the 
value 9, are those strategies that can work in any type of topology. 

It should be noted that there are network topologies that allow other topologies 
to be executed in turn. This scale has been designed valuing this property as well. 
For a user who has no special requirements, he or she can set the filter to value 9, 
allowing the selection of all strategies, both those that work in all topologies and 
those that need a specific topology. More demanding users who need a tree topology, 
for example, will set the filter to value 3. This allows the selection of both tree and 
mesh topology strategies. As mentioned before, the mesh topology can be reduced to 
a tree topology by reducing the number of routing paths. If for example, a user sets 
level 5, star topology, he/she is indicating that she/he wants to discard simpler 
topologies, such as the linear topology, but accepts strategies that make use of more 
complex topologies, such as tree or mesh.  

Visually, large areas represented with large values accept both protocols that 
work with specific topologies and those that work with multiple topologies. Small 
values, associated with small areas, only accept specific and increasingly complex 
topologies, so the number of available strategy results is also reduced. 

An example of a time-synchronization protocol that needs a specific topology is 
the secure time-synchronization model for large-scale IoT networks based on a 
spanning tree topology [79].  

Message Distribution 

The message distribution scheme is dependent on the network topology. Message 
distribution is usually critical in the synchronization protocols, since it is through 
this distribution of messages that deterministic and non-deterministic pathways 
appear. This is why many protocols use very specific message distributions.  

Communications in the network can be multi-hop, meaning that the messages 
can go through the network further than the physical distance between two adjacent 
nodes. If the network allows multi-hop communication, the communication distance 
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can cover the whole network. If the administrator knows this communication distance 
and the physical distance between nodes, it is possible to infer whether one-hop or 
multi-hop communications are necessary.  

Table 5.6. Message distribution types associated with the level scale for the message 
distribution parameter which has five options. 

 
 

Most of the methods of time synchronization in wireless networks are based on 
the sharing of messages between neighboring nodes. However, the administrator must 
consider what Pottie and Kaiser showed in [13], that the radiofrequency energy 
required to transmit 1 Kb more than 100 m (i.e., 3 J) is equivalent to the energy 
required to execute 3 million instructions. This means that how the problem of time 
synchronization can be tackled is very varied, as each approach can have advantages 
and disadvantages. 

Similar to the network topology parameter, the message distribution parameter 
is divided into five levels: 1, 3, 5, 7 and 9 (Table 5.6). The message distribution 
models we value are one-hop (point-to-point and broadcast) and multi-hop (flooding, 
point-to-point, and broadcast). At level 1. we associate broadcast distribution with 
multi-hop, that is, the most demanding of all. This type of distribution must control 
the forwarding of messages and their origin in order not to saturate the network. At 
level 3, we associate point-to-point communications with multi-hop. Routing is 
required for this type of distribution. The next level is flooding with multi-hop. For 
level 7, we have a broadcast distribution with one-hop, and finally, with level 9, we 
have point-to-point communication with one-hop. 

From the user's point of view, if the filter is set to value 5, for example, we are 
saying that we are looking for synchronization strategies that allow multi-hop and 
discarding all strategies that are based on a single hop. If a user requires multi-hop 
point-to-point communications, those strategies that have multi-hop broadcast 
communications will also work, but not those that have one-hop communications.  

Visually, as in previous cases, the smaller the area, the fewer the strategies that 
will be offered to the user as valid options. An example of a synchronization protocol 
that needs at least a level 5 is the efficient network flooding and time synchronization 
with Glossy [68]. 

Accuracy  

As commented in previous sections, every application has specific requirements. 
The triangle of relationships between the maximum error allowed by the application, 
the accuracy of the clock and the period between synchronization rounds offer the 
administrator information of vital importance when introducing a new time-
synchronization strategy in the database.  
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Table 5.7. Values associated with the level scale for the accuracy and precision 
parameter ranging from 1 to 9. 

 
 

For the parameter of accuracy, we can consult Table 5.7 to know the association 
between the levels and the demand in accuracy. We have associated with the most 
demanding level, level 1, a maximum error in time synchronization of less than 1µs. 
While we have associated with the most relaxed level, at level 9, time synchronization 
errors between 10 and 60 seconds. Given the current state of the art, it has been 
considered that very few strategies achieve sub-microsecond accuracy at the cost of 
making use of high resources. This is why the most demanding level has been set at 
that range. The more relaxed value is for those applications that need to be 
synchronized, but that do not require much accuracy because they monitor varying 
parameters very slowly, for example, changes in ambient temperature. As seen in the 
taxonomy, there are strategies for post-facto synchronization; so this accuracy may 
be achieved once the measurement is completed with further data processing. For a 
user who sets his/her selection filter at level 4, i.e., 1-millisecond accuracy, all 
strategies that are capable of synchronizing with a maximum error of 1 millisecond 
will be suitable. But if they synchronize with fewer errors, they will also be valid. 
Visually, the smaller the area, the more demanding the filter, eliminating more 
strategies. An example of a good precision is those strategies where the MAC-layer 
timestamping is employed to achieve synchronization accuracy up to microseconds 
[65], while the Speculative Precision Time Protocol consistently synchronizes with 
sub-microsecond precision [94].  

As with consumption, if the administrator knows the minimum and maximum 
distance between the network nodes, the message propagation time could be 
estimated. In this way, it could be known if this time has a significant contribution 
in comparison with the rest of the components of the communications path. 

Clock stability 

For the administrator, it is useful to know if the local clocks in the nodes are 
corrected continuously or if they can run freely (without local corrections). 
Furthermore, if the clocks are corrected continuously, this correction operation can 
be done on demand when an event is detected, or it can be done periodically at 
intervals. In the case of periodic clock corrections, the stability parameter of the clock 
is useful to estimate of the period in which the corrections should be executed.  

Table 5.8 shows the different clock stability ranges that have been associated 
with the nine levels. We consider a clock to be very stable, and therefore very 
demanding when its stability is like that of cesium and rubidium clocks, having 
deviations of less than 10−11. This deviation is equivalent to 864 nanoseconds a day, 
or 26µs a month, and is associated with the value 1. The scale grows and therefore 
becomes more relaxed until it reaches the value 9, where the clocks have stability 
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between 100- and 1000-ppm or a deviation of more than 8.64 seconds a day, or more 
than 259 seconds a month. 

Visually, the larger the area, the less strict the parameter is, and the more 
options are available. As the filter is reduced, the parameter becomes more 
demanding and the available options will be reduced.  

Table 5.8. Values associated with the level scale for the clock stability parameter 
ranging from 1 to 9. 

 
 

From the user's point of view, we must consider that both experts and 
non- experts in the field can use the filtering tool. This is why the questions posed to 
the user must abstract him/her from the problem. In the case of clock stability, the 
user may not even know that the clocks have a stability parameter. This is why the 
question posed to the user is a more abstract question, such as how often can a 
synchronization round be run? Depending on the answer to this question, the tool 
assigns the level of the filter. 

Examples of synchronization strategies that perform corrections continuously 
are those that make use of linear regression algorithms such as the RTSP [77]. 

For the administrator, it would be useful to know if the reference clock is static 
or not, that is, if it always comes from the same source or if it is a dynamic reference. 
For example, FTSP [66] achieves robustness to node and link failure by using ad- hoc 
flooding to propagate synchronization messages and dynamic topology updates. In 
FTSP, the node with the lowest ID number is dynamically elected/re-elected as the 
root node and serves as the source of the reference time.  

The convergence time of the synchronization strategy is another factor to 
consider. The greater the time of convergence, the greater the percentage of CPU 
that is dedicated. Also, the longer it takes to synchronize the network, the longer it 
takes to perform the synchronized tasks required by the application. 

Software abstraction 

A wireless sensor node can have several clock sources: internal oscillators, 
external oscillators, or specific frequency oscillators such as RTCs. The administrator 
must know the requirements in terms of software abstraction of the synchronization 
strategy to be incorporated into the database. Some synchronization strategies 
require techniques that make use of multiple clocks, such as VHT [95], or switch 
between the working states of the microcontroller by turning off some clocks. If the 
administrator knows the typology and frequency of the clock sources, he or she can 
establish whether the clocks are affected by environmental factors or not. The 
administrator can also estimate the range of accuracy of a clock only by knowing its 
type. The administrator should know that internal RC clock sources have poor 
accuracy and that they are very dependent on such factors as the temperature. Clock 
sources based on crystal oscillators have good accuracy and precision. The accuracy 
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of the clocks is one of the parameters used to calculate the relationship between the 
maximum permissible error and the length of the intervals between rounds of time 
synchronization. Although the clock sources have a certain frequency, the system 
may work at a higher or lower frequency. The inverse of this frequency gives the 
administrator what we refer to as a bit time. The bit time sets some resolution limits. 
For example, the bit time for 32.768 kHz clocks is 30.5 µs, but for an 8 MHz clock it 
is 125 ns. Besides, the frequency can be used to estimate power consumption if this 
has been defined as an important parameter.  

Table 5.9. Software abstraction levels associated with the level scale for the software 
abstraction parameter that has eight options. 

 
 
The level of software abstraction is key to choosing an adequate synchronization 

strategy. If the software architecture is based on an operating system or, if the nodes 
work on bare machines, this leads the tool to some solutions or others. An operating 
system can facilitate the tasks of integration or implementation of the software, but 
at the same time, the operating system could mask many tasks and executions. In a 
bare machine system, it is more difficult to implement software, but there is more 
control over the execution of tasks and the code is better at dealing with the hardware 
constraints. A system with an operating system is slower when executing code 
because there is code overload due to the context changes, so there is a trade-off 
between low-level control and efficiency in code development.  

The software abstraction parameter has been divided into eight levels (Table 
5.9). The most demanding level is the one that most abstracts the end-user from the 
specific implementation of the strategy and, therefore, level 1 has been assigned the 
application software abstraction layer on the operating system. The next level of 
abstraction would be the application software layer over the bare machine, that is, 
without an operating system. For level 3, the implementation would need to modify 
the software on the operating system level. For level 4, the software would need to 
be modified at the network layer level. At the next level, it would be necessary to 
touch software at the MAC layer level. At level 7, drivers would need to be modified 
and, at level 8, the ability to touch system registers would be required. Therefore, a 
higher level of abstraction may imply that certain strategies cannot be implemented 
because they belong to lower layers. This organization of layers has been done from 
the application developer's point of view and should not be confused with the point 
of view of the developer of the different layers of the protocol stack. 

In this way, from a user perspective, use of the filter is defined by up to which 
layer of software abstraction the user has available to be modified. Users who set a 
level 5, for example, can modify up to the MAC layer. This excludes all protocols 
that need to touch the HAL, drivers or registers, but accepts all protocols that are 
implemented in higher layers, e.g., application. As in all other cases, a smaller filter 
area limits the number of available solutions. 
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There are many examples of synchronization strategies that have been 
implemented on operating systems. For example, with TinyOS [96], one of the factors 
that allow good results to be obtained in time-synchronization protocols is that 
packet-level time-synchronization interfaces provided by TinyOS are used to 
timestamp synchronization messages at MAC layer. Also, TinyOS has the FTSP [66] 
synchronization protocol integrated. A particular example, among others, of the 
synchronization algorithm that works with TinyOS, is the Clock Sampling Mutual 
Network Synchronization (CS-MNS) [97]. However, there are also many protocols 
implemented on FreeRTOS [98]. In the TDMA timing protocol proposed by Lennval 
[20], the software timer reloads introduce an error larger than what they want to 
compensate for; this is due to, among others, real-time OS preemptions. They also 
highlight that, when making the measurement setups with FreeRTOS, the 
synchronization uncertainties in the send time are due to delays that depend on 
implementation details and OS delays. Another example is the proposed MAC 
protocol by Val [99], which is based on FreeRTOS and has been designed and 
implemented for real-time SHM systems for trains. Then there are also examples of 
implementations on other less well known operating systems. The Flopsync scheme 
designed by Leva [100] was implemented as an application for the Miosix [101] 
microcontroller operating system; while the time-synchronization strategy behind the 
Trustful Space-Time Protocol (TSTP) [94] makes use of a cross-layer communication 
protocol initially developed for the Embedded Parallel Operating System (EPOS) 
[102].  

Hardware abstraction 

Finally, the administrator must consider the requirements of the synchronization 
strategy in terms of the hardware needed for its operation. Concerning the specific 
requirements of the strategy in these terms, other hardware parameters can affect 
other parameters to a greater or lesser extent. Therefore, the more knowledge the 
administrator has when incorporating a synchronization strategy into the database, 
the better defined its parameters will be. For example, it is interesting to know the 
types and sizes of the available memories. There could be, among others, volatile or 
non-volatile memories, flash memories, and RAM; and each of the memory types 
could have different sizes. Flash memory affects the size of the code that could be 
implemented, while RAM affects the amount of data that can be stored at runtime. 
In the case of some synchronization strategies, it could affect the number of offset 
timestamps that can be stored for skew calculations using such methods as the least-
squares regression [103] [104]. There are many other examples where the hardware 
approach is used to solve, or at least minimize, the problem of time synchronization 
in WSNs. For example, one of the hardware platforms we have developed is a wireless 
end device that monitors structures in a synchronized way [91]. In this case, the 
hardware approach is not based on the system clock source, but on the design of a 
complete system where the nodes must meet strict time-synchronization 
requirements. The network synchronization of the system is based on a star topology 
where a central node emits energy pulses. The receiving nodes record the moment 
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when they received the energy pulse with a timestamp in the MAC layer. Once the 
measurement is finished, the data is merged based on the reception timestamped 
pulses. 

Table 5.10. Hardware abstraction levels associated with the level scale for the 
hardware abstraction parameter which has seven options. 

 
 
The highest level of exigency is the one that allows the synchronization strategies 

to be executed while abstracting the user from the difficulties that the hardware 
entails. This is why, in level 1, we have associated non-specific hardware with 
constrained resources. In level 2, we have non-specific with unrestricted resources 
hardware where high complexity strategies can be executed. In level 3, it is necessary 
to add external oscillators, such as an external RTC. In level 4, an external module 
has to be added, for example a GPS module. In level 5, it is necessary to use a specific 
radio transceiver. In level 6, a specific microcontroller is needed and, finally, a 
complete specific hardware platform is needed in level 7. A user who sets level 2 in 
the selection filter indicates that she/he only wants to opt for synchronization 
strategies that do not require external or specific elements to work. On the other 
hand, a user who sets level 4 would be willing to include external clocks or modules. 
The complete list can be found in Table 5.10. 

The modulation of the data at the time of transmission and the frequency band 
of the transceiver fix some characteristics, such as the wavelength, and therefore the 
transmission range. Considering the frequency band, an estimation of the one-hop 
communication span can be made. To estimate that communication span, it is also 
necessary to know the type of antenna (strip, external, ceramic, etc.) and the 
configured transmission power. An estimation of the scope of communications can be 
made with these data. The baud rate, the type of modulation to be used for 
communications and other details about the modulation would also be useful for the 
administrator. For example, an MSK modulation is needed to use inherent 
synchronization protocols, such as Glossy [68]. 

Another important topic is whether the synchronization in the network is done 
exceptionally or the time-synchronization strategy needs to have the clocks 
synchronized throughout the lifetime of the application. This will affect the tasks and 
the percentage of execution time in the microprocessor used by the synchronization 
strategy. If continuous local corrections are made by the nodes, it may be necessary 
to do skew calculations, that is, the estimation of the deviation of their local clocks 
from the reference one. These mathematical calculations may require more complex 
operations, perhaps with a floating-point, or they may need to store more variables 
in memory. The hardware platform may also provide the developers with some tools 
that facilitate the calculations.  
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Table 5.11. Summary of the values and levels associated with each of the parameters 
that form the radar chart. Through this table, the relative evaluation of each 
administrator and user is translated into an absolute evaluation, the same for all. 

 
 
As shown in Table 5.11, all parameters are evaluated from 1 to 9 and values 0 

and 10 are used to indicate special cases from the administrator and user perspectives. 
The ranges from 0 to 1 and 9 to 10 have been intentionally left empty to 
accommodate possible new developments that may occur in the future. In this way, 
the methodology would continue to be valid in the future, where, for example, 
synchronization strategies appear with lower power consumption than those we value 
in the table. These new strategies could be assigned values between 0 and 1, 
indicating that they consume less. Furthermore, with this growth, we would have a 
perspective on how the state of the art has evolved in a specific parameter. This 
capacity to incorporate new solutions in the future would not affect the solutions 
already incorporated in the database, since all the previous values and ranges are 
maintained with the same meaning. When incorporating these new ranges of values, 
at the time they appear, the associated tool will have to be adapted. 

5.2.4. Report results 

When the methodology is used, a result must always be generated. This result 
can be satisfactory by offering one or several synchronization strategies that meet the 
user's requirements, or it can be an unsatisfactory result where no strategy that meets 
the requirements can be offered. In both cases, the methodology generates a report. 
Each time the user modifies one of the filtering parameters, the tool calculates the 
number of possible remaining solutions. 
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The methodology generates a report in table form that is accompanied by a 
radar chart. The table shows a list of all the synchronization strategies that comply 
with the filter defined by the user. This same table is represented graphically through 
the radar chart. In some cases, depending on the requirements of the application and 
the decisions of the user, a group of time- synchronization strategies is proposed as a 
solution. In other cases, when there is a harder dependency between the parameters 
and the degrees of freedom are reduced, the result of unfeasibility can be reached. In 
this case, the result is accompanied by the causes and trade-offs that make it 
unviable.  

From the user's point of view, it should be noted that there are dependencies 
between the parameters evaluated. Therefore, the user must consider that, perhaps, 
when he/she seeks to maximize some parameters, others must be minimized to obtain 
viable solutions. It is probable that, when trying to maximize all the parameters, no 
solutions will be available. 

All the possible solutions, hardware and/or software, fulfill a series of trade-offs 
between the parameters. A radar chart is formed with all these trade-offs that 
graphically shows the dependency between the parameters and the quantitative value 
of each parameter. Figure 5.6 shows a graphic representation of how a solution is 
chosen with the user filter. Figure 5.6 is a specific figure designed to clarify how the 
tool filters the different solutions available. The application requirements (Figure 5.5) 
are superimposed over the available solutions in the database (Figure 5.2), giving 
Figure 5.6 as a result.  

 

 
Figure 5.6. Graphical representation of how a valid solution is selected. Here the 
application requirements shape (blue area) is superimposed over all the available 
solutions in the database. Only the solutions 3 and 4 are valid (grey area) because 
they are fully contained in the user filter area. The solutions 1 and 2 are with a 
pointed line and are discarded. 

As can be seen, only solutions 3 and 4 are completely contained within the 
user- defined filter area. The filter is a definition of the application requirements. 
Therefore, only solutions 3 and 4 are valid in this example case. As the area of 
solutions 1 and 2 is not completely contained by the filter area, it means that some 
of its parameters do not meet the requirements imposed and are therefore excluded. 
The radar chart offers a visual way to know, through areas, which solutions are valid, 
and which are not. The smaller the area of the radar chart, the more selective and 
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demanding the requirements to choose a valid synchronization strategy. In contrast, 
the greater the area of the radar chart, the less restrictive or the greater the freedom 
when choosing a synchronization strategy. All the viable solutions that pass the filter 
are included in the chart. Any modification in the input parameters causes a 
modification in the requirements or on the freedom to choose an appropriate strategy, 
and therefore the tool generates a different radar chart. 

As commented before, all the time-synchronization strategies have previously 
been included in a database with a value assigned to each of their parameters. In this 
way, all the synchronization strategies are parameterized and can be represented on 
a radar chart. When setting a user filter, each parameter value is compared. If the 
value of the strategy is less than or equal to the value of the filter, it is kept, if it is 
greater, it is discarded as it does not meet the requirements imposed by the user. 

Using this procedure of graphic representation, an optimal solution can be 
defined as that one which coincides with the perimeter of the filter. That is, we 
consider the optimal solution to be the one in which the values of its parameters 
coincide, individually, with the values defined in the filter. Therefore, the solution 
that coincides with the filter will be an optimal solution for the definition of the 
needs. At this point, the user may see that other solutions offer better values in 
certain parameters and therefore change his/her definition of needs, being stricter in 
those parameters, also making the optimal solution change. 

5.3. Time-Synchronization Search Tool (TSST) 

The tool helps both the administrator and the user to follow the workflow of the 
methodology. The tool can be something as simple as a table in a notebook where 
the new strategies that are incorporated are noted and parameterized. But thanks to 
new technologies, and the use of computers, this tool can evolve to use an excel table 
and where the radar chart is also generated. Or it could also be developed on other 
platforms such as applications for PCs or mobile devices.   

We have decided to develop a tool based on web development. Specifically, we 
have created four web pages in JavaScript [105] and HTML [106], which connect to 
a web server created in NodeJS [107] and which makes use of a database developed 
with Cockroach DB [108]. The elements and developments have been chosen so that 
the web tool is easily accessible, and that the worldwide scientific community can 
benefit from it. Our tool is released in a public repository for anyone to download 
and run for use. In the following sections, we will detail each of the developments. 

The tool we have created to go through this methodology allows the evaluation 
and the introduction of the necessary data in the input blocks. Four web interfaces 
and a database have been developed. The tool is called Time-Synchronization Search 
Tool (TSST). The four web interfaces are general index (Figure 5.7), administration 
form, user form, and associated calculators. One of the forms is used by experts in 
time-synchronization strategies to introduce each of the strategies in a parametrized 
way into the database. We call this form the administration TSST (aTSST). The 
aTSST allows experts to quickly and easily enter new time- synchronization strategies 

https://bitbucket.org/repoB105/tsst
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into the database. In this way, every protocol found in the database is available in 
the filtering phase. The database provides the dynamism to incorporate, edit or delete 
strategies, but only from the administrator mode. The user TSST (uTSST) is where 
the end-user enters their requirements seeking to find a synchronization strategy that 
suits their needs. This is the web form that abstracts the end-user from the details 
of the strategies. As a rule, the use of a tool like ours improves the decision time to 
choose a synchronization strategy. Furthermore, regardless of the user's level of 
experience in this field, the tool guides them in their decision making so that the 
result is always a valid one. The web interface with associated calculators helps 
administrators and end-users to perform calculations related to clock sources or 
synchronization strategies, for example, by doing deviation calculations and 
converting ppm to seconds a day.  

 
 

 
Figure 5.7. Index page of the Time-Synchronization Search Tool (TSST). 

5.3.1. Database 

The chosen database is from Cockroach labs [108]. CockroachDB is an 
open- source distributed Structured Query Language (SQL) database that offers the 
user many benefits. Its state-of-the-art technology is attractive to businesses of all 
sizes and draws them in. Once there, the database flexibility and extensive features 
for database management encourage them to stay. In their own words, this database 
has been architected for the cloud, allowing them to deliver resilient, consistent, 
distributed SQL at any scale. This database is scalable and distributed and offers the 
familiarity and power of SQL with the comfort of your existing Object Relational 
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Mapping (ORMs). Automated sharding (data fragmentation for scalability) ensures 
great performance as the database scale. CockroachDB scales horizontally, very 
quickly, and easily. This scaling capability is unique in that it has this specialized 
built-in functionality. Although this database is an SQL database, its scaling is 
considered non-SQL-ish. This database has also been designed for resilience and 
latency. The database offers a multi-region database that operates with single-region 
latency and ensures data is always available and a Recovery Point Objective (RPO) 
of zero. This means that when a failure occurs the data that can be lost is zero.  

In our case, we have used a self-hosted distributed SQL for all our testing and 
development. But the aim is to transform it into a distributed SQL service that the 
whole scientific community can take advantage of. A key benefit of this database is 
straightforward horizontal scaling across nodes. 

During development and testing, the database was installed on a computer with 
a Windows operating system. Once installed, a script is executed that starts the 
database where we assign a listening port and an HTTP command port. Once the 
database is launched, we obtain an output as shown in Figure 5.8 

 

 
Figure 5.8. CockroachDB database log after initializing 

Once the database server is initialized, we can create a new database document, 
and within this create a new table. This table is where the synchronization strategies 
are stored. We have created a table with 22 fields. In addition to the 10 fields 
presented in Section 5.2.3, we have fields for the internal management of the database 
and information about the published strategy. The information about the strategy 
stores data like the title of the strategy, if it has a Digital Object Identifier (DOI) or 
Uniform Resource Locator (URL) number, date of its publication in the scientific 
community, name of the journal or congress where it was published, names of the 
authors, an abstract of the strategy and a field to store a pseudo code. The fields 
that we have created for the internal management of the database are a unique 
identifier field, an internal name or name reduced to a single word, a field that saves 
a timestamp of when the strategy has been inserted in the database and a field that 
saves the contact information of the administrator who has made the insertion. 

This table structure allows administrators to store new time-synchronization 
strategies while allowing users to filter according to multiple parameters. 
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5.3.2. Webserver 

The server has been created using NodeJS. NodeJS is an asynchronous event-
oriented JavaScript runtime environment built with the Chrome V8 JavaScript 
engine. NodeJS is designed to build scalable networked applications. 

The server starts by importing all the necessary packages for its proper 
functioning. Among others, it imports the HTML package, the URL address package, 
and the CockroachDB package. Then the code tries to initialize the database.  First, 
a login is made with the corresponding data to have write permissions. Then it is 
checked that the database document exists, and if not, a new one is created. The 
same check is made to see if a previous table already exists or if a new one must be 
created. If there is an error in the database initialization, this error is shown on the 
server terminal and the server execution is finished. In case the database initialization 
is satisfactory we can go on to create an HTTP server. 

5.3.3. Administration TSST 

The administration TSST (aTSST) website is based on two files. One file 
contains an HTML structure and the other file contains all the functionality of the 
website developed in JavaScript.  

In the HTML file, we define the style of the web page and the places where the 
different web blocks are found. In this specific case, we are going to define a web form 
with multiple parameters and several buttons to interact with the web. We create an 
input block for each of the database fields. 

The JavaScript file is the one that contains all the functionality control of the 
page and where its behavior is defined. To facilitate the work jQWidgets [109] has 
been used. jQWidgets is a software framework with widgets, themes, input validation, 
drag and drop plug-ins, data adapters, internationalization, and many other 
advantages. It is built on open standards and HTML5, CSS, JavaScript, and jQuery 
technologies. 

The administration website can be divided into three sections. The first section 
collects information about the details of the time-synchronization strategy. The 
second section is where the synchronization strategy is parameterized. The third 
section is where the results are shown in table mode, and in a graphic way, using a 
radar chart. 

Figure 5.9 shows the first section of the aTSST. In this section, the mandatory 
fields are highlighted in red. These mandatory fields are the minimum fields that the 
administrator must complete to include a new strategy in the database. At the 
beginning of this first section, there are brief instructions for new administrators. 
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Figure 5.9. Display of the first section of the aTSST where they ask about 
publication details of the synchronization strategy. 

Figure 5.10 shows the second section of the aTSST. This section is where the 
administrator should parameterize the synchronization strategy. All fields in this 
section are mandatory. The target or the set of targets that the strategy pursues 
must be indicated. Besides, a value must be assigned to each of the nine parameters. 
All parameters have a numerical value between 0 and 9. A value of 0 indicates that 
the parameter has not been defined. To make it easier to assign values to the 
parameters, a slider has been included for each parameter. Each slider has been 
configured so that only valid values can be chosen according to Table 5.11. This way, 
all parameters go from 0 to 1 without intermediate values. There are parameters such 
as software or hardware abstraction whose maximum values are 8 and 7 respectively. 
Moreover, in these parameters, as with the network topology and message 
distribution parameters, their values are discrete and therefore the slider only allows 
certain values in each case. In the rest of the parameters, the values in the slider have 
been configured to allow values with jumps of 0.25 units between 1 and 9. Also, the 
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tooltips shown when moving each slider show the values to which each scale 
corresponds (Table 5.11). In this way, when moving the slider, the limit or real value 
that is being set is always shown. A small button with the "+" symbol has also been 
added to each parameter description. Pressing the "+" button displays a popover 
with detailed explanations on how to interpret and evaluate each parameter. 

 

 
Figure 5.10. Display of the second section of the aTSST where the target is selected 
with checkboxes and the value of the parameters through sliders. The user 
interaction buttons are also shown. 

At the bottom of the second section of the aTSST there are four buttons: save, 
search, clean and delete. The buttons are disabled when you first enter the page. 
Every time any of the form fields are filled in, they are validated. The content of the 
field is validated, and it is checked if any of the buttons should be enabled or disabled 
when filling in any field. For example, the search button is enabled when the 
administrator selects one or several targets. If after selecting a target we click on the 
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search button, a search is performed in the database of all strategies that match the 
selected target.  

After a search, the results appear in a table, as seen in the third section of 
aTSST shown in Figure 5.11. The table shows a reduced number of the saved 
parameters to make their display more user-friendly. The internal name, the title of 
the publication, the target and the values of the nine parameters are kept in the 
table. If the administrator clicks on any of the synchronization strategies that appear 
in the table, its radar chart is shown below the table.  

The clean button is enabled every time one of the input fields has been filled in. 
This button is used to clear the whole form and the lower section where the results 
table and the radar chart are shown. By pressing this button, the whole page is 
cleaned. 

The save button, as its name indicates, serves to save the data entered in the 
form in the database. When a strategy is saved in the database it is associated with 
a unique identifier number. 

 

 
Figure 5.11. Display of the third section of the aTSST where when interacting with 
the buttons a table with the saved strategies is shown. Clicking on one of the 
strategies in the table displays its associated radar chart showing the value of its 
parameters. 
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When a search is made and one of the time-synchronization strategies is selected, 
in addition to painting its radar chart, the form data is filled with the data saved in 
the database. Besides, the save button changes its text to “Edit”, indicating that if a 
modification of the form is made, this button can be pressed to save the changes. 
This way, any strategy saved in the database can be edited later. 

Finally, the delete button is a button that is enabled when selecting a strategy 
from the table. If we click on the delete button, this strategy is deleted from the 
database table. 

As additional details the table is dynamic, so the administrator can change the 
size of the columns or can sort the strategies shown by any of those columns. In this 
way, the administrator can sort the display as he or she likes best. Also, parameter 
values that were assigned as 0 in the table are represented as Not Defined (N/D) 
making it easier to identify those parameters. 

5.3.4. User TSST 

The user TSST (uTSST) is thought and designed so that any WSN application 
developer, with much or little experience in the field of time synchronization, can 
complete it without difficulties. The most direct and effective way to know the 
requirements and needs of the application regarding time synchronization is to ask 
the final users, the application developers.  

The user page has the same structure as the administration page as can be seen 
in Figure 5.12. This page is composed of two files, one containing the HTML structure 
and the other containing the behavior defined in JavaScript. 

In this case, all fields are mandatory, both the target and the values of the nine 
parameters. Unlike in the aTSST case where the administrator could set several 
targets, in this case, the user can select a single target to perform the filtering. In 
uTSST, the number of values that are necessary to perform the strategy search is 
also implemented using sliders. The reader can see a difference at first sight between 
aTSST and uTSST looking at the limits of the sliders. In the aTSST, the general 
limits were between 0 and 9, while in the uTSST the values range from 1 to 10. For 
a user, the value 10 represents that this parameter has no importance in the search 
as commented in Section 5.2.2. In the case of the uTSST, the default value of the 
sliders when loading the page is 10. 

In this web, we have only included two buttons: search and clean. The clean 
button has the same behavior as in aTSST, it cleans the contents of the forms and 
the page. 

The search button is disabled until a target is selected. Once a target is selected 
the user can press the search button, which makes a search request in the database. 
The search criteria are the selected target and all those strategies whose parameter 
values are lower than the variables entered in the form. In Figure 5.13 the reader can 
see the results of a search where values have been assigned to the parameters and the 
data merger target has been chosen. The results are shown both in table mode and 
in graphical mode via the radar chart. In the uTSST, there are some differences from 
the aTSST. In this case, when you click on a strategy in the table its information is 
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displayed for the user to consult. The radar chart shows in a single graph all the 
viable solutions that meet the requirements imposed. That is all the solutions that 
are kept within the imposed filter appear in the graph. The filter is represented in 
the graph as a blue line with a semi-transparent blue filling. Each of the possible 
solutions appears as a colored line. If the number of possible solutions is too large, 
all the lines overlap and the display of the results on the radar chart is confusing. 
That is why the radar chart is interactive, allowing the user to activate and deactivate 
lines, or to highlight the line that interests the user most, as shown in Figure 5.14. 

 

 
Figure 5.12. The user interface of the uTSST 

The uTSST forces the user to follow the evaluation blocks of the methodology. 
This ensures that any user, regardless of their experience in the field of WSN time 
synchronization, meets the evaluation requirements.  
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Figure 5.13. The output result of user TSST where strategies are shown as colored 
lines that comply with the filter represented in a semi-transparent blue fill. 

Once the radar chart has been generated with all possible solutions, there are 
several possibilities before finalizing the methodology cycle. 

• The developers can directly select one of the possible solutions offered by the 
tool. 

• When the time-synchronization strategies are inserted in the database, some 
of them have associated pseudocode. If any of them are included in the set 
of available solutions, the pseudocode is also offered to the developers to 
facilitate the implementation task. An example of pseudocode can be seen in 
Figure 5.15. 
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Figure 5.14. The output result of user TSST where one strategy is highlighted and 
four are disabled. 

 

 
Figure 5.15. Initialization pseudo-code for time synchronization of the secure time 
synchronization protocol against fake timestamps for Large-Scale IoT [79]  

5.3.5. Display of the results 

The display of the results, as mentioned above, is done through a table and a 
graph. The table is created using one of the jQWidgets modules. The module is a 
lightweight jQuery widget that represents data in a grid-like structure. This table 
supports the multi-column display of hierarchical data, data paging, sorting and 
filtering, data editing, columns resizing, fixed columns, conditional formatting, 
aggregates, and rows selection. It can read and display the data from data sources 
like XML, JSON, Array, CSV or TSV. Therefore, it offers multiple alternatives for 
table mode representation, organizing the data dynamically and facilitating the 
interaction of the administrator and user. 
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For the graphic representation, we have made use of Highcharts [110]. 
Highcharts is a software library for graphics written in pure JavaScript, offering an 
easy way of adding interactive charts to a web site or web application. Within the 
wide range of possibilities of Highcharts, we have made use of polar data 
representation. From there we have defined the rest of the details, such as the number 
of variables to represent, the number of divisions to show, or if the data represented 
has a fill or just stroke. Besides, as it is an interactive graphic, the user can see the 
parameter values in a pop-up when moving the mouse over the different represented 
strategies. Besides, in the legend, the representation of the different strategies can be 
activated or deactivated, or simply highlighted as shown in Figure 5.14. 

As commented in the uTSST, the radar chart is interactive. For example, when 
the administrator or user places the mouse over the graph, it shows the value of each 
of the parameters. The radar chart also has a sub-menu to display the chart on full 
screen, to download the chart in image format, or to download it in table format. 
Besides, the user can interact with the graph by activating, deactivating or 
highlighting each of the data series represented. 

5.3.6. Associated tools 

Along with the main tool (TSST), other small tools have been developed that 
have been of great help to us in the development of the validation. Three types of 
calculators have been developed. As in the previous tools, this set of calculators has 
been developed as an integrated website where the user can make calculations online 
and the results are offered instantly. 

• In the clock deviation calculator (Figure 5.16), the time deviation (seconds per 
day and minutes per year) can be calculated given the quality of a clock in ppm. 
By entering any of the three parameters, the other two can be calculated. This 
calculator also allows the user to add a temperature coefficient to the clock 
source and therefore calculates the additional ppm, sec/day and min/year that 
the clock could deviate as a function of the temperature. Finally, this calculator 
gives the accumulated values of the clock deviations by adding the two previous 
calculations. 
 



5.3. Time-Synchronization Search Tool (TSST) 99 

 

 
Figure 5.16. A calculator that converts the quality of a clock expressed in ppm into 
time deviations and can also add a deviation term according to a temperature 
coefficient. 

• The ppm conversion calculator (Figure 5.17) is a calculator that allows 
conversion between different units: decimal, percentage, permille, ppm, ppb and 
parts per trillion (ppt). Entering a value in any input field directly converts it 
to all the others.  

 
Figure 5.17. A calculator that converts between multiple units: decimal values, 
percentage, per miles, ppm, ppb, and ppt. 

• The calculator Clock quality vs Error tradeoff (Figure 5.18) calculates 
dynamically what is presented in Table 6.6. Thus, by entering two values 
between the maximum allowed synchronization error in an application, the 
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quality of a used clock source or the intervals between synchronization rounds, 
the third value is calculated. 

 

 
Figure 5.18. Development that dynamically calculates the compromise between the 
maximum allowed synchronization error in an application, the quality of a clock 
source and the intervals between synchronization rounds. 
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Una vez descartado lo imposible,  
lo que queda, por improbable que parezca,  

debe ser la verdad 
Arthur Conan Doyle 

 

Throughout this chapter, we validate the developments of the methodology. We have 
carried out the validation of the methodology and the validation of the method. For the 
validation of the methodology, a group of test users has used it and we have collected all 
their comments and answers in a form. To carry out the method validation we make use 
of several use cases. We present several hardware platforms that we have developed during 
this thesis to be able to implement and execute experiments and synchronization strategies 
in real environments. We validate the methodology and the associated tool, but we also 
implement the proposed strategies in real applications. We show the real tests carried out 
in the different scenarios. We conclude the chapter corroborating with results the correct 
functionality of the developed methodology. 

6.1. The methodology of the validation 

To check that our developments, both the methodology and the tools, comply 
with the proposed objectives, we have carried out validation of the methodology and 
the method. 

To validate the methodology, we have used a group of expert WSNs test users 
who have been asked to use the methodology and the tool. Each of the users has 
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worked independently and we have collected and classified all their answers. Also, we 
have asked them to answer a form to evaluate their previous knowledge about WSNs 
and time synchronization and their level of satisfaction with the application of the 
methodology and the use of the tool. Finally, thanks to the use made by these users, 
and based on their comments, a series of improvements have been implemented in 
the tool to make it more user-friendly and simpler to use and understand. 

For the validation of the method, we have employed use cases. Specifically, two 
use cases have been conducted for two applications with different requirements but 
with the same target, data fusion. The number of applications with the target of data 
fusion is higher than those developments that pursue one of the other objectives: 
cooperative transmissions or MAC schemes. The applications where data fusion is 
required have grown exponentially with the arrival of IoT and Industry 4.0, where 
sensors of the same type or a different nature cooperate to obtain a complete image 
of the environment under monitoring. Both use cases require a correct time 
synchronization to carry out a proper data fusion. 

The verification and validation presented in this chapter focus on the process of 
choosing one, or a group, of time-synchronization strategies that meet the 
requirements of each of the proposed applications and implementing it in a real 
application environment. 

Verification and validation are independent procedures that are used together 
for checking that a system meets requirements and specifications and that it fulfills 
its intended purpose. Verification is the action of checking that what we say we are 
doing we are doing. The verification task is carried out in the development phase and 
provides objective confirmation that the results meet the design requirements. 
Validation confirms that what we are doing is being done right and that the intended 
goal is being achieved.  

The validation task is performed once the system has been developed and is 
therefore after verification. With the validation the result is evaluated, it is checked 
that it complies with what was initially agreed and that it meets the requirements of 
the end-user. Validation, as its name suggests, serves to validate the correct 
functioning of a development. In this way, its validity is assured. Through validation, 
the correspondence between the initial descriptions and the model is checked to see 
if it responds to the initial approach. Validation is a necessary phase, otherwise, there 
is a risk of implementing a bad specification, or of implementing a development that 
does not meet the needs. The validation should verify that different users with the 
same requirements should get the same set of answers. That is why the two use cases 
developed in this chapter have been brought to the attention of a group of researchers 
who work with WSNs. This group, individually, has been provided with the same 
assumptions for each of the cases and their responses and behavior have been 
evaluated with the uTSST. 

The methodology, the user interface, the administration interface and the 
functionality of all of them have been validated through use cases. For web 
development, it can be said that both the frontend and the backend have been 
validated. 
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Besides, to complete the validation, a "tour session" has been carried out. In 
this session, the methodology and associated tools are reviewed in detail, allowing 
other researchers to express their opinions on it. This allows future users to 
understand the meaning of each requirement and express their agreement or 
disagreement with them. Making use of all constructive criticism, the final published 
version has been developed. 

As commented before, for this validation we are going to make use of two use 
cases. For each of the use cases, we have proposed an application or scenario where 
we use a different hardware platform. With this environment, we set up and develop 
a series of tests from which we obtain results. The results we obtain must validate 
the correct functioning of the methodology and the tool for choosing a 
time- synchronization strategy. But also, the application must work correctly with 
the implementation of the selected time-synchronization strategy. 

With these two use cases, we can validate the methodology (through the test 
group's answers to the questionnaires) and the method (through use cases). 

6.2. Method validation 

To validate the correct functioning of the methodology, the use case method has 
been used. This method is a “way of using” the system, usually described through a 
set of “typical uses”. A use case describes how an actor uses a system to achieve a 
goal, and what the system does to help him. This method tells how the system and 
the interaction with it collaborate to produce a value output, complete use of the 
system. This approach is a practical way to functionally evaluate both the 
methodology and the tool presented in Chapter 5. A use case not only helps to 
validate the functioning of the entire system but in many cases helps to understand 
and clarify the functioning of the process. 

One of the proposed use cases has relaxed requirements in the parameters and 
the other has more demanding parameters. In this way, we show how the 
methodology works in different circumstances and applications giving an appropriate 
solution in every case. 

The first application on which we have worked is the application that motivated 
the development of this thesis: SHM. For this application, we developed an ad-hoc 
hardware platform called the “SHM platform”. With this hardware, numerous tests 
were carried out in different structures, but the main one was a Spanish road bridge. 

The second application is an environmental monitoring application. A modular 
ad-hoc hardware platform has been developed for this application with the name of 
the “Multi-purpose HW Platform”. We have carried out multiple tests checking the 
influence of temperature on the deviation of the clock sources. The results of the 
behavior of different types of clocks are presented.  

These use cases have been chosen because they are representative of different 
degrees of severity in terms of requirements. An undemanding time-synchronization 
is required in environmental monitoring applications. In this kind of application, 
accuracy errors in the range of seconds in the data fusion do not have a great influence 
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on the result. From this application, it should be noted that it is carried out in large 
outdoor spaces where temperature variations between day and night and different 
times of the year are continuous. Accuracy errors in the range of milliseconds in the 
time-synchronization of the data fusion do have an important and direct influence on 
the results in SHM applications. In this specific use case, we go into how 
synchronization errors affect SHM results.  

The use case analysis has been presented in a structured manner: application 
introduction, hardware platform, assumptions, methodology, tests, and results as can 
be seen in Figure 6.1. 

 

 
Figure 6.1. Flow diagram showing the analysis structure of each use case. 

In each case, we introduce the application followed by a subsection about the 
hardware platform developed and used. In the subsection of assumptions, the 
situation in which the application is developed has been raised. In this subsection, it 
is possible to introduce additional restrictions to those imposed by the application, 
such as restrictions imposed by the user or the environment. The methodology 
subsection has been divided into two phases. First, the flow of the methodology 
diagram presented in Section 5.2 is used. As a second phase, the tool presented in 
Section 5.3 is executed, where values have been assigned to the different parameters 
and a set of valid synchronization strategies have been obtained that meet the 
application requirements. The time- synchronization strategy is then implemented in 
the hardware platform and some test is carried out obtaining their corresponding 
results.  

6.2.1. Structural Health Monitoring application 

The objective of modal analysis in structural mechanics is to determine the 
natural frequencies and modes of vibration of an object or structure during free 
vibration. We can describe the dynamic behavior of any linear mechanical structure 
in terms of parameters that describe its structural resonance. These modal parameters 
are the resonance frequency, the damping and the vibration pattern (modal form) of 
the resonance. The mathematical model based on these parameters is a linear model 
that gives a complete description of the linear behavior of the structure. An 
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Operational Modal Analysis (OMA) is then a type of experimental method that 
determines the characteristics of a dynamic system and defines the dynamic model 
of a structure. 

Structural Health Monitoring (SHM) refers to the process of implementing a 
damage detection and characterization strategy for engineering structures. In this 
framework, the damage is defined as changes to the material and/or properties of a 
structural system. The SHM process involves the observation of a system over time 
using periodically sampled response measurements from an array of sensors (often 
inertial accelerometers). For an SHM wireless system, all sensors collecting 
acceleration samples must be correctly synchronized. If any of the data loses 
synchronization it may be interpreted as damage to the structure, when in fact it is 
a failure in the process of merging the data. That is why in this use case, following 
the methodology, the tool needs to find a viable solution for a demanding application 
regarding time synchronization. In this use case, most of the input forms in the tool 
are filled with details because the requirements imposed by the application and 
scenario are rigorous. 

The tests and results performed in this use case are divided into two. In the first 
instance, a theoretical study is made of how synchronization errors affect the 
frequencies and modal forms of structures. Then this situation is simulated on a beam 
where, in a controlled way, synchronization errors are introduced. After that, 
fieldwork is done on a bridge of a Spanish road using the developed hardware. 

Hardware platform 

The first developed hardware platform was aimed for the structural health 
monitoring of bridges [91]. To carry out the application and collect the necessary 
data, both the hardware platform and the corresponding software were developed in-
house. 

This hardware platform was designed, implemented and tested by us. The 
hardware architecture is shown in Figure 6.2 left. The internal modules that compose 
the system are the power module, acquisition module, wireless communication 
module, synchronization module, control module, and manager module. The designed 
system is composed of two types of devices: the server and the clients. Clients have 
power, acquisition, wireless communication, control, and synchronization modules. 
The server consists of wireless communication, synchronization and manager 
modules. In Figure 6.2 right is shown a diagram of the scenario where the hardware 
is going to be used. As can be seen, on a structure such as a road bridge, the 
measurement nodes are placed on the structure to detect the vibrations of the 
structure. 

 



106 CHAPTER 6. Validation 

 

 
Figure 6.2. Block diagram of the developed hardware platform (left) and a simplified 
diagram of a real measurement scenario on a road bridge (right).  

To know the details of each one of the modules, the reader is directed to consult 
the publication [91] where detailed information can be found. In this section, we only 
focus on the development of the time-synchronization module. 

In Figure 6.3 we are showing four representative images of a real scenario where 
vertical vibrations are being monitored on a bridge located on a Spanish road. From 
left to right and from top to bottom:  

a) The image shows an overview of the location of multiple nodes and their 
corresponding accelerometers.  

b) Image of one of the clients used to record the vibrations of the road over the 
bridge.  

c) One of the accelerometers used to record the accelerations. These models of 
the accelerometer are high precision with a broadband resolution of 
0.000001g rms and a sensitivity of 10.0 V/g. 

d) The server consists of a laptop computer where the wireless communications 
module is connected to send commands and energy pulses to the clients and 
receive the collected data from them. 
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Figure 6.3. From left to right and from top to bottom. a) Image of the tests made 
on a road in a bridge in Spain. b) Image of one of the clients used to record the 
vibrations of the road over the bridge. c) One of the accelerometers used to record 
the accelerations. d) Server with a wireless module used to send commands and 
synchronization pulses to the clients. 

As commented before, the system is based on two components: a personal 
computer where the data is merged and which act as a server and the monitoring 
nodes which act as clients. The server has the hardware and software for network 
configuration, the transmission of measurement parameters, the transmission of 
synchronization pulses, and data reception. Clients have the software necessary to 
understand the measurement instructions, the data acquisition card, and the 
appropriate sensors (between one to four per node) to measure. 

As discussed in previous chapters, when a developer needs a 
time- synchronization protocol and does not have a methodology, there are two 
options: to make use of an existing protocol that may not be adapted to the needs of 
the application or to develop one of their own. In our case, when this application was 
carried out, we did not have any methodology and we decided to develop our own 
time-synchronization protocol. Moreover, when we detected this need, we took 
advantage of it and decided to start developing this thesis. 

The published work [111] shows an analysis of how errors between 30 µs and 1 
ms affect the detection of different modal forms. Normally in SHM applications over 
bridges, the frequencies and modal forms to be detected are below 25 Hz. As the 
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objective of this application is data fusion applied to SHM, for a target- sampling rate 
of 50 Hz, a total jitter of 1 millisecond or 5% of the sampling interval is selected as 
the gap on total jitter [112]. If this limit is exceeded, the results will be compromised, 
always considering that synchronization errors have a greater effect when the 
frequency is higher. For example, a 1 ms synchronization error between two measured 
acceleration responses will result in 3.6° error in phase angle at 10 Hz and 36° error 
at 100 Hz [113].  

The proposal that was made for the wireless time synchronization was based on 
the standard protocol IEEE 802.15.4 to meet the time requirements. A master device 
inside the server sent energy pulses to all clients on the network distributed through 
a star topology. The synchronization modules in the clients had the feature to detect 
energy in the 2.4 GHz band and acted upon detection. The transceiver used was a 
Texas Instruments CC2420.  

For the implementation of the time-synchronization strategy, the main challenge 
in this platform was the software stack layer overhead. Function calls could generate 
non- deterministic delays from the detection of the energy pulse in the physical layer 
until that warning reaches the application layer. Our solution was a direct call from 
the physical layer to the application layer, making the timestamp in the MAC layer, 
avoiding all the intermediate stack layers. In this way, the client module generates 
an interruption at the exact moment that it detects energy in its operation band. 
The interruption is attended immediately in the PIC32 microcontroller, and a couple 
of time reference-number of samples are stored. We used a 32- bit timer to get this 
reference, which is activated in the first pulse. The 32-bit timers allow us to detect 
differences in the signal under 1 nanosecond. By removing the different layers of 
protocol communication, and making the timestamping in the MAC layer, the energy 
pulse that marks the synchronization is much faster and does not require any 
additional processing. 

Synchronization pulses could be transmitted to the clients at any time to set 
sync marks that would be used in the post process. This process corrects small 
deviations between internal oscillator-based hardware clocks. This way, the system 
offers full flexibility to create synchronization marks at any moment or in any setup. 
These pulses could be used to synchronize the clients before placing them over the 
structure. Therefore, the system allowed for the measurement of structures that are 
thousands of meters in size. We also included a 9-dBi external antenna which 
increased the coverage of the synchronization module. More sync marks could be 
requested during the measurement process to increase accuracy using a simple 
postprocessing algorithm with decimation and interpolation operations. 

The first pulse synchronizes the activation of all ADCs in the boxes. That makes 
all the ADCs start their measurements with a minimum clock error. Tests carried 
out in the laboratory assure that the difference between receiving pulses in the nodes 
is under 120 ns. With all those pulses, the system can fix the minimum derivations 
in the signals provoked by differences in the frequency clock of the clients which have 
an accuracy of 25-ppm. 

Finally, when the measurement of one setup finalizes, the clients send the 
couples' samples-timer number to the server where they are analyzed. Because of the 
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oversampling and the sync marks, the server can process the data getting the 
synchronization accuracy pursued. Sync marks are sent by the server; thus, an exact 
time between marks is known. The frequency rate is fixed and higher than the 
system's needs. Therefore, two files of different clients should have the same number 
of samples between marks. If a little jitter is detected, the server can interpolate or 
decimate samples to avoid that jitter. 

Following our own taxonomy, this protocol is included within the protocols with 
a data fusion objective. No security has been implemented in its development. It is 
an energy-efficient protocol as it only needs to store a timestamp after an 
interruption. Therefore, it is a protocol with low complexity. The hardware 
requirements it has only require a radio transceiver that can act after detecting energy 
pulses. It has no clock correction and therefore falls within the post-facto protocols. 
The protocol makes use of a star network topology, with timestamping at the MAC 
layer and without a specific message distribution. 

To summarize, the sync module provided a great initial reference to the system, 
with less than 125-ns difference between all clients. The next pulses that the clients 
receive are used to fix derivations in the frequency clock. Using that approach, we 
obtain good first initial pulse synchronization and enough information to correct the 
internal deviation. 

Assumptions 

The tool faces an application for structural health monitoring. The time 
synchronization requirement in these applications is strict and requires a maximum 
deviation between the clocks in the network of 1 millisecond [114] [115]. However, 
the more precise it is, the better the results are. In these applications, the main task 
is the acquisition of accelerations and therefore the task of synchronization, cannot, 
under any circumstances, interrupt the acquisition. 

In this use case, it is intended to monitor a road bridge. The system must be 
portable to be installed in different types of bridges and it should be battery-powered 
to allow its deployment in different scenarios. In this case, we have a star network 
topology, and we make use of a specific hardware platform. 

The monitoring of a structure, such as a bridge, is usually carried out with 
multiple measurements lasting between 10 and 20 minutes. A full set of measurements 
can take up to 8 hours. In the end, the total set of measurements can then be merged 
to obtain complete information about the structure or to compare its behavior at 
different times. 

Methodology 

The objective of this use case is data fusion with a demanding 
time- synchronization accuracy. The power consumption is a parameter (value of 8) 
that has relative importance. The WSN end devices used in this application are 
battery-powered but they can be charged every day. The batteries used by the nodes 
in this application must last at least 8 hours, one working day. The monetary cost 
(value of 8) depends only on the number of end devices needed for the specific 
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scenario. The network size and the localization of the scenario are variable. The scope 
of time synchronization extends to all nodes that collect samples since the 
desynchronization of only one of the nodes affects the overall outcome. In the 
application, there are no special requirements regarding security because this is a 
mobile system and it is considered that no attacks are going to occur (value 10).  The 
network topology (value of 7) have been previously defined. In this case, there is a 
specific network topology, a star topology, to use. Regarding message distribution, 
although it is not previously defined it must work correctly in the star topology (value 
of 7). As commented in the assumptions, the maximum error allowed for this 
application is 1 millisecond. That makes compulsory the use of a precise and accurate 
(value of 4) time-synchronization strategy where the period of synchronization rounds 
depends on the quality of the clock sources used. In this case, the stability parameter 
(value of 8) loses some importance since multiple measurements of about 10 or 20 
minutes are made. In these periods, even if the clock sources are not very stable, their 
deviation is not noticeable. Considering the requirements imposed by the application, 
and the requirements imposed by the user makes the complexity of the time-
synchronization strategy increase. Parameters as the convergence or the use of static 
reference nodes to distribute the reference time are not defined. But the clock sources 
to use are the ones available in the specific hardware platform imposed by the user 
(value of 7). The synchronization messages must be timestamped in the MAC layer 
to get accurate results and that is the reason for a low level of software abstraction. 
The memory available, the hardware platform and the transceiver for the radio 
communications are specific and have been previously defined by the user (value of 
8). But the hardware platform should not be a limitation because it has the 
computing capacity necessary to carry out the necessary calculations of most of the 
protocols that exist to date. All the parameter values are summarized in Table 6.1. 

Table 6.1. Summary of the values assigned to the nine parameters of the 
methodology for a specific application of Structural Health Monitoring 

 
 

With the values that we, as end-user, have set to each of the parameters, we 
can make use of the tool and set a filter as shown in Figure 6.4. The area, in this 
case, shows how the most demanding parameter is precision, and the parameter that 
is indifferent to the user is security. The other parameters make the area not small 
indicating, that many of those protocols that comply with the accuracy parameter 
will be valid for this application. On the left side of Figure 6.4, we can see the real 
data from many of the wireless sensors that took the samples in a synchronized way 
even though they were spatially distributed throughout the structure. 
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Figure 6.4. Radar chart generated based on the input form for a specific Structural 
Health Monitoring application. The most demanding parameter is precision with a 
value of 4 and the most relaxed is the security with a value of 10. 

In this case, the report generated by the tool, containing the radar chart with 
the viable solutions, is shown in Figure 6.5. As a result, those synchronization 
protocols that keep the time-synchronization error below 1 millisecond would be 
offered.   

 

 
Figure 6.5. User selection tool showing a table with all the viable time-
synchronization that fulfills the user filter and a graphical representation with a 
radar chart. 

As mentioned above, when this application was carried out, and when the 
synchronization protocol was developed, the methodology did not yet exist. But once 
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the methodology was developed, this protocol was incorporated into the tool selection 
database. Given the requirements imposed, the tool, as can be seen, offers our own 
development as one of the possible solutions to be implemented (the “PulseStar”), 
and is the one that we select to carry out the next test. 

Test 

As already mentioned, we will first see the simulations. Then we will analyze 
what we call Practical case: a simulation of a beam with real data introducing 
controlled synchronization errors. Finally, we will see the tests carried out on a real 
bridge located on a Spanish road. 

In this experiment, the time synchronization between distributed measurement 
nodes is analyzed. This issue becomes more important as information gathered by 
each node must be combined to form global information subsequently analyzed. In 
the case of using WSNs for OMA applied to SHM, small time-synchronization errors 
can cause major problems in modal identification. Thus, a numerical experiment is 
presented in which the effects of these time-synchronization errors on the OMA 
estimation are shown. This controlled simulation allows us to analyze the mode 
shapes identified with and without error yielding important conclusions that may be 
used to improve estimations in future applications. 

In this section, we study the influence of lack of time synchronization in OMA 
applied to SHM. The use of WSNs in certain applications such as those related to 
OMA applied to SHM implied certain challenges such as the time synchronization 
between distributed measurement nodes. The deviations in clock offset between 
measurement nodes in a distributed WSN can lead to unsuccessful estimations of 
modal shapes using OMA. Frequency variation between two different measures may 
be used as an indicator of possible structural damage, while modal shapes are used 
as a tool to localize damage. In most cases, only one measurement is present and 
frequency and modal shapes are used for finite element updating. A remarkable 
deviation in the modal shapes would make damage location or model updating a 
difficult task that would lead to wrong results. If these results are going to be used 
as a starting point for maintenance or structural modifications, the consequences are 
unpredictable. 

Simulations 

The stage on which the experiment is raised and on which subsequently the 
results are extracted considers that the only source of error of time synchronization 
is the phase error between different measuring points. Five spaced points on a beam 
extent of nine meters are considered including the two fixed points at the supports 
(Figure 6.6). The manually induced phase error remains constant and stable 
throughout the measurement. The phase error is applied to different measuring 
points. As a further check, the software used to OMA identifies correctly and adds 
no additional errors. In this way, we ensure that all differences after the modal 
identification are due to the induced phase error in the selected channels. 
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Figure 6.6.  Example of first four mode shapes of a Bernoulli beam with five 
measurement nodes. 

 
A two-dimensional static Bernoulli beam [116] has been studied to get its modal 

parameters. The OMA techniques use measurements at discrete point locations to 
determine the modal shape. This continuous function is suitably approximated if the 
measurement nodes are at points where the vibration mode is observable. The 
problem can arise when several modes want to be identified using the same sensor 
positions. For example, Figure 6.6 shows a beam with five measurement points, two 
fixed in the ends and three in between (a-a’, b-b’, c-c’). With those three two different 
combinations of the sensor, locations are showed to identify the first four modes, (a, 
b, c) at (𝐿𝐿

4
, 𝐿𝐿
2

, 3𝐿𝐿
4
) and (a’, b’, c’) at (𝐿𝐿

5
, 3𝐿𝐿
5

, 4𝐿𝐿
5
). The first choice would be selected if the 

expected modal shape is not already considered. In this case, mode 4 is not detected 
and mode 2 is poorly represented. The second alternative has measurements in all 
nodes with at least half of the maximum amplitude reached for a given frequency 
within these four modes. Other modal shapes can be poorly represented. 

All the operations and analyses relating to structures and modal forms could be 
carried out thanks to the help of Jaime García Palacios, Jose Manuel Soria Herrera 
and Roberto Ortega from the Hydraulics and Energy Laboratory of the Escuela de 
Ingenieros de Caminos, Canales y Puertos of the Universidad Politécnica de Madrid. 
In this practical use case, an ideal modal shape is compared against a modal shape 
obtained at given discrete points after an OMA is carried out. Therefore, the 
analytical acceleration series in the time domain with a sampling of 1000 Hz are 
generated in MATLAB from the superposition of the modal shapes at each 
measurement node. A first analysis compares the result of the obtained modal shapes 
with the theoretical ones and they completely fit. A second analysis introduces a 
synchronization error over two of the measurement points. The results are compared 
with the theoretical modal shapes obtained when this error is expected, and they 
both matches. 

It is assumed that at each measurement node the amplitude of the registered 
acceleration is the same as the ideal one at the same node. The difference between 
independent nodes in the same position is due to small synchronization errors. To be 
more specific, with time- synchronization error, a phase deviation is considered. This 

http://www.caminos.upm.es/
http://www.caminos.upm.es/
http://www.upm.es/
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deviation makes that the maximum amplitude in different measurement points is 
reached at different times. 

Therefore, at a given time, not all the channels would have reached the 
maximum possible value. Figure 6.7 shows the influence of phase deviation due to a 
time-synchronization error. It is assumed that measures are carried out at three 
intermediate nodes (𝐿𝐿

4
, 𝐿𝐿
2

, 3𝐿𝐿
4
) and channels connected at (𝐿𝐿

4
, 3𝐿𝐿
4

) have a retarded angle 
of deviation. At time 𝑡𝑡1 the maximum is reached at span center (a) while at nodes 
(b) and (c) the amplitude is lower. Therefore, at time 𝑡𝑡1 the modal shape is 
represented by the blue line. If this approach is considered when nodes (b) and (c) 
reach the maximum amplitude (time 𝑡𝑡2), node (a) has an amplitude smaller. In this 
case, the modal shape is represented by the magenta line. The modal shapes identified 
after OMA have normalized the maximum value of the theoretical displacement to 
be able to compare the series. 

 
Figure 6.7. Influence of phase deviation between different measuring nodes 

Since in this use case, only the influence of the phase deviation due to 
synchronization error between channels is studied, the ideal Bernoulli model is used 
for now on. The real world differs from this behavior adding errors, such as 
fabrications differences, fluctuations in the environment, slightly different clock 
speeds between measurement nodes, etc. As was commented above, in this case only, 
a phase error is considered. That phase error is controlled and manually added to 
some of the measurement nodes and the offset between measurement nodes is 
constant and stable during all the measurement. 

Very small errors in time-synchronization cause important errors in OMA. The 
influence is not significant on the identified frequency, but it is on the modal shape. 
It should be considered that the main purpose in OMA is to detect, localize, identify 
and if possible, to determine the remaining span life of the structure. For detection 
based on frequency, variations could be a good signal, but for the remaining steps, 
modal shapes become very important. They can show where the structure has suffered 
more variation helping to localize the possible damage. Identification is more related 
to how this variation can be implemented in a Finite Element Model (FEM) to follow 
a given modal shape. As more modes are identified, more information to calibrate a 
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model is obtained and better radiography of the structure is obtained because some 
damage can only be detected for higher frequencies. A constant synchronization offset 
among channels introduces a phase deviation that it depends on the identified 
frequency and it is directly proportional to it. However, the error in the amplitude of 
the channel respect to the maximum possible amplitude at a given time is not linear 
as it is related to the cosine of the phase deviation. This introduces important errors 
as the angle grows to π/2 rad. In fact, with a phase deviation of π rad the modal 
shape can be completely different; e.g., when two sensors are located at both sides of 
the middle span cross-section of a bridge, the first flexural longitudinal mode is seen 
with both sensors accelerating up and down synchronously. If one of them has a 
phase deviation error for this frequency of π rad, when one moves in one direction, 
the other goes on the contrary one. This means that this mode is identified as a 
torsional one instead of flexural. 

As mentioned before the sampling frequency (𝑓𝑓𝑠𝑠) is a very important parameter 
of this model. It is assumed that synchronization between the acquisition systems 
allows assuring that there is no more difference among two channels than the time 
gap among two recorded samples. This is common to WSNs. This gap corresponds 
to a maximum error time given by 𝑡𝑡𝑒𝑒 = 1

𝑓𝑓𝑓𝑓
.  

If the measurement is carried out at 𝐴𝐴 points then there are two modal shape 
vectors than can be compared, the ideal one and the error series. The Modal 
Assurance Criteria (MAC) value is usually considered to compare mode shapes. A 
value of MAC closes to 1 means a good correlation between the two vectors, while a 
value of 0 shows orthogonality. Assuming the orthogonality of mode shapes the MAC, 
value is a good help to the difference between two orthogonal modes with close 
frequencies. 

Practical case 

A Bernoulli beam with a length of 9 m is studied. Nine modes are considered 
and values in Table 6.2. are given for the theoretical frequency. 

In the same table for a given sampling frequency of 1000 Hz, the error of angle, 
as well as amplitude, are obtained for each mode. The MAC value has been obtained 
considering 7 and 27 equally distributed measurement nodes on the beam. In both 
cases, it is supposed that half of the sensors (pairs or odds) have reached the 
maximum amplitude and the intermediate ones have a phase deviation angle given 
by one sample at the given frequency rate. 

For each of the modal frequencies (𝑓𝑓𝑛𝑛) associated with the modal order (𝑛𝑛), the 
values of phase deviation (𝜑𝜑), amplitude error (𝐴𝐴𝐴𝐴𝑝𝑝𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒) and MAC are computed to 
introduce the amplitude error in the modal shape. It is supposed that half of the 
channels (pairs or odds locations) have reached the maximum amplitude while the 
other half have an amplitude given by the maximum minus the amplitude error 
associated with the studied frequency, as shown in figure 2. 𝑀𝑀𝐴𝐴𝑀𝑀7𝑛𝑛 represents the 
MAC value obtained with 7 sensors equally spaced and 𝑀𝑀𝐴𝐴𝑀𝑀27𝑛𝑛 with 27 measurement 
points. In both cases, the end sensors are located on the supports. 
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Table 6.2. Theoretical modes and errors associated with 1000 Hz of sampling 
frequency. For each of the modal frequencies (𝑓𝑓𝑛𝑛) associated to the modal order 
(𝑛𝑛), the values of phase deviation (𝜑𝜑), amplitude error (𝐴𝐴𝐴𝐴𝑝𝑝𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒), and MAC values 
are obtained with 7 (𝑀𝑀𝐴𝐴𝑀𝑀7𝑛𝑛) and 27 (𝑀𝑀𝐴𝐴𝑀𝑀27𝑛𝑛) measurement points are shown. 

  
 

 
Figure 6.8. Comparison of mode shape 9 (red line) with 7 (blue line) and 27 (green 
line) measurement points 

If many measurement points are considered, as is the case of 27, there is no 
difference between choosing the pairs or odds to add the phase error. With only a 
few points, as is the case of 7, the difference between choosing one or another option 
could be visible. 

Analyzing MAC values of Table 6.2. there is no difference between the case with 
7 or 27 nodes except for the case of 𝑛𝑛 =  6 and 𝑛𝑛 =  9. Modal shape 6 is poorly 
represented with only 7 equally spaced points measurement points where only those 
with the phase error will be identified. All these positions have zero modal 
displacements for this modal order. Modal shape 9 has an interesting behavior that 
can be seen in Figure 6.8. With only 7 points of measurement, the phase is inverted 
𝜋𝜋 rad. But does not happen in the case of 27 measurement points. That is why for 
mode 9 with a phase angle deviation close to 𝜋𝜋 rad. the MAC value obtained with 
27 measurement nodes becomes 0, while with 7 nodes is 1. 

Road bridge in Spain 

To verify that the acquisition hardware platform, together with the 
synchronization protocol, worked correctly, several tests were carried out on the road 
AP-67, north direction side, in Aguilar de Campoo bridge, Spain. During the tests, a 
National Instruments (NI) wired measurement equipment was taken, which acted as 
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a reference system since it had been used in previous measurements and its correct 
operation had been verified.  

For these tests, a time-synchronization protocol was developed with the name 
PulseStar. PulseStar was based on a star topology where the central node emitted 
energy pulses. With the first pulse, the rest of the nodes started recording samples. 
More energy pulses were emitted during the measurement. Each node stored 
timestamp in the MAC layer when it was detected. The clocks of each node ran freely 
and were not corrected during the measurement. At the end of the measurement, 
each node sent the recorded data to the central node where the data fusion was 
performed, matching the recorded energy pulses. This protocol allowed us to 
synchronize the samples with sub-millisecond accuracy. 

In the current tests, the wireless system composed of seven reference sensors and 
nine roving sensors measured all the 34 nodes by 3 setups, as shown in Figure 6.9. In 
total, four wireless boxes, each one with four available channels, were used for the 
tests. The 4-channel NI system was used mainly for evaluation of the time 
synchronization of the wireless system. There are two overlapped reference nodes #17 
and #20 for the wired and wireless systems. 

 
Figure 6.9. Diagram of the monitored road bridge with the position of the 34 
measurement points. 

Besides, in each setup, there were two roving sensors of the wired system 
overlapped with two of the roving sensors of the wireless system. Each setup had 
been repeated twice, for a measurement duration of 10 mins and 15 mins, respectively. 
The ambient vibrations on the road bridge were measured when one lane was closed 
while the other lane was still open to the traffics. 
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The identified mode shapes of Mode 1 and Mode 5 from the 10-min 
measurements are plotted in Figure 6.10. 

 
Figure 6.10. Identified mode 1 (left) and mode 5 (right) of the road bridge after 10 
min measurement. 

 
The identified mode shapes from Mode 1 to Mode 5 from the 15-min 

measurements are plotted in Figure 6.11. The relative differences between the 
frequencies identified from 10-min measurements and 15-min measurements are very 
low, less than 2 %.  

 

 
Figure 6.11. Identified mode 1 (left) and mode 5 (right) of the road bridge after 15 
min measurement. 

Results 

Practical case 

The selected nine modes are used to generate a time history series of the beam 
acceleration at each considered node. This time histories are generated for the 
theoretical perfect modes. The calculation focusses only on the case of 7 nodes. A 
phase deviation corresponding to 1 sample over 1000 Hz (1 millisecond) is added to 
nodes 3 and 5 (odds). The aim is to demonstrate the importance of synchronization 
errors associated with each of the modes identified. 

These series are identified using the Expectation-Maximization SSI method. In 
the first analysis, the series without errors are analyzed and in the second one, the 
series with synchronization errors are used. Both series are compared, and in this 
way, the influence of the phase angle deviation is evaluated. 
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Table 6.3. Frequency comparison of series where the generated theoretical 
frequencies (𝑓𝑓𝑡𝑡ℎ𝑒𝑒𝑒𝑒), the identified frequencies from the signal without error (𝑓𝑓𝑤𝑤𝑒𝑒𝑤𝑤𝑡𝑡) 
and the identified frequencies from the signal with the induced offset (𝑓𝑓𝑤𝑤𝑤𝑤𝑡𝑡ℎ). The 
lack of synchronization does not affect the identification of the natural frequencies 
of the structure. 

 
 

A first result that can be seen in Table 6.3 is that the lack of synchronization 
between nodes does not affect the identification of the natural frequencies of the 
structure. That is, the natural frequencies of the beam are properly identified taking 
as data source the ideal signal and taking as data source the signal with the induced 
offset error. The three columns showed correspond to the generated theoretical 
frequencies (𝑓𝑓𝑡𝑡ℎ𝑒𝑒𝑒𝑒), the identified frequencies from the signal without error (𝑓𝑓𝑤𝑤𝑒𝑒𝑤𝑤𝑡𝑡) 
and the identified frequencies from the signal with the induced offset (𝑓𝑓𝑤𝑤𝑤𝑤𝑡𝑡ℎ). From 
these results it can be concluded that frequencies are the same. Only modal shape 6 
is not identified due to the location of the sensors that generate spatial aliasing for 
this modal shape.  

A figure of each of the eight identified modes is shown in Figure 6.12. The 
theoretical modal shape is drawn as a dashed red line while the blue line represents 
modal identified theoretical shape and green line modal identified shape when 
synchronization error of 1ms is introduced at nodes 3 and 5. 

After the identification process, there is no difference in the modal displacements 
between the theoretical modal shape and the identified one. As well as between a 
theoretical shape within the induced error and its corresponding identified one. 
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Figure 6.12. The eight identified mode shapes of a Bernoulli beam with seven 
measurement points with the theoretical modal shape (dashed red line), the modal 
identified theoretical shape (blue line) and the modal identified shape when 
synchronization error of 1ms is introduced at nodes 3 and 5 (green line). 

In Figure 6.12 the eight identified modal shapes have been represented to explain 
the problem. For the firsts three modes, no clear graphical difference between both 
identified series is seen. In Table 6.4 the numerical results show that the difference 
grows with the modal order, as it was expected from the theoretical background. 
From modal shape 𝑛𝑛 =  4 onwards the differences are even graphically visible. 

 
For modal shape three, there are no differences between the signals. The reason 

is that nodes 3 and 5 cross over zero at the same instant that the central node is at 
its maximum amplitude. 

Looking at modal shape 4, nodes 2 and 6 in table 3 and MAC value of 0.9912 
from table 1 the following conclusions are thrown. First, a good MAC value can be 
used to discard different modal shapes, but it is not a clear indicator of the modal 
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displacement of each one of the measured nodes. In this case nodes, 2 and 6 in the 
modal shape have a difference of 17.19% concerning its desirable amplitude. 

This difference becomes important when these results are going to be used for 
damage location or FE updating. The current error will increase with modal order as 
can be seen in modal order 5 where this difference becomes 40.23% with MAC of 
0.9404. Differences in modal shape 7 are huge in the graphical and numerical analysis 
as well as the poorly MAC value of 0.2650. 

If a visual inspection of modal shape 8 is carried out to identify this as a possible 
mode, as it is usually done in OMA analysis to avoid spurious poles, it looks like a 
second bending mode while its real order is 8. Therefore, the lack of synchronization 
could induce a wrong visual interpretation of results. 

As has explained before, mode 9 is a case, where the graphical and numerical 
information tells that the identification with and without phase error is the same. 
This is only when seven nodes are considered. This is because the phase error inducted 
in this case is near π radians making the signal with error turn over in the nodes with 
no error. Nodes 3 and 5 have no modal displacement, therefore, the identified modal 
shape coincides with the theoretical one. 

Table 6.4. Normalized amplitude of each of the seven measurement points (𝑁𝑁𝑑𝑑𝑑𝑑) 
between the modal identified theoretical shape (∅𝑤𝑤𝑒𝑒𝑤𝑤𝑡𝑡) and the modal identified 
shape when synchronization error of 1ms is introduced (∅𝑤𝑤𝑤𝑤𝑡𝑡ℎ).  

 

Road bridge in Spain 

The wireless results are compared to the wired results obtained in previous tests. 
The wired results were already checked, and their validity was known. By comparing 
the wireless and wired results we validated and ensured that there was no 
time- synchronization errors. In general, the relative difference between the 
frequencies is low, less than 5 %. In Figure 6.13 the reader can see the overlap of the 
results obtained with the wired system (W) and the wireless system developed (WL), 
taking measurements of 10 and 15 minutes. In the horizontal axis are represented 
each of the measurement nodes and in the vertical axis are the modal displacement.  
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Figure 6.13. Superposition of the results obtained with the wired system (black line) 
and the wireless system developed, taking measurements of 10 (red line) and 15 
(blue line) minutes. 

Conclusion 

In this practical use case, the importance of time-synchronization has been 
remarked. A very easy theoretical procedure has been introduced to evaluate the 
amplitude error of each measuring node, associated with each frequency when the 
maximum synchronization admissible error is known. This is the case of many actual 
wireless systems. An example of an application with an analytical solution has been 
used to avoid extra errors. Also, an OMA has been carried out on the analytical 
constructed time history series to check that the identified modal shapes correspond 
to the theoretical ones they are derived from. The time-synchronization error has 
been introduced in a controlled way, and the influence over the modal shapes 
corresponding to nine modal orders is studied. Within these nine modes, different 
situations have been analyzed and several conclusions may be drawn. 

First, is that a small deviation of time-synchronization does not affect the 
identification of frequencies. Second, the amplitude error increases with the frequency 
and this error is maintained after the OMA process. However, in some cases this error 
can be considered as negligible while in others becomes crucial for modal 
identification, leading to a wrong visual interpretation of results, impossibility to 
identify a real mode, correct identification of a mode that is one radian out of phase, 
etc. The relative importance of this error can be easily evaluated as already 
mentioned.  
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It can be noted that the theoretical Bernoulli model used has the frequencies 
clearly marked and well detached, and the values become very large for orders bigger 
than 4. These values are difficult to identify in a real structure. However, this example 
has been selected to point out the importance of time-synchronization, and it should 
be considered that only 1 millisecond has been considered in 2 measured nodes to get 
these results.  

Tests have shown how the lack of time synchronization in SHM applications 
directly affects the results. The protocol chosen through the methodology was 
successfully implemented on a bridge, obtaining both the structure's own frequencies 
and its modal forms. The identification results correspond accurately with the 
theoretical results and the wired results.  

The test subjects who have used the tool and faced the SHM use case have 
obtained a set of valid solutions. This experiment shows that starting from the same 
premises if they are not too strict, the set of solutions can be wide. Within that set 
of results, each user chooses the solution that he or she finds best. In our case, all the 
solutions chosen by the users would be valid for the application under study. 

In this way, the use of the methodology and the tool is validated in this case of 
use, where a certain degree of accuracy in time synchronization was necessary. 

6.2.2. Environmental Monitoring application  

In this use case, we face the selection of a time-synchronization strategy with 
large freedom for decisions. Multiple details of the user form of inputs are irrelevant 
because of that lack of restrictions. High synchronization accuracy is not required for 
this application, as time- synchronization errors in the range of seconds do not have 
a great influence on the result. This is thanks to the fact that the variables that are 
monitored are of very slow variation, such as temperature, that their variation is 
noticeable in minutes or hours, but that in windows of a few seconds it is not 
noticeable. In this use case, we talk about freedom of decision since there is no 
imposition of use of any type of hardware platform, nor the type of network, nor 
scheme of distribution of messages, nor cost. 

Hardware platform 

The hardware platform presented in this section was designed, implemented and 
tested by us in a modular way to be useful in multiple environments and applications. 
In this way, different types of experiments can be carried out on this hardware 
platform. In this section, we focus on experiments about environmental conditions 
and how temperature changes affect the stability of the clock sources in WSN. But 
later, we will see how, by adding new modules, we can improve the previous hardware 
platform, the “SHM platform v1.0” and extend its coverage to be able to perform 
SHM tasks in other structures. To achieve these objectives it was thought that the 
best way to implement them was in a modular way, where the complete system was 
formed by different boards with different functionalities that could be stacked on top 
of each other making the global functionality of the system grow. 
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Stackable modules 

The initial design, environmental applications-oriented, was carried out with two 
hardware layers: supply and regulation board, and control and communications 
board. The assembly of a basic system can be seen in Figure 6.14.  

 

 
Figure 6.14. Modular stackable hardware platform. The initial basic system 
composed of two layers: power management, and control and communications (left). 
Detail of different clock sources (right): a) external 32.768 kHz, b) external 8 MHz 
for PLL, c) external DS3231 TCXO. 

The power regulator board (Figure 6.15) contains four parallel power down 
regulators that transform the input signal to 12v, 5v, 3.3v, and 1.8 volts and filter 
the signal to both input and output. All regulators are switched with the capacity to 
supply 3 amps at their output. 
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Figure 6.15. Schematic diagram of the board containing the four parallel voltage 
regulators. 

The control, storage and communications board (Figure 6.16) is 
responsible for managing the entire system and where we implement the strategies of 
time synchronization. This board has as general and main objectives the storage of 
the collected data, as well as the synchronization between the different nodes with 
sensors that are used to perform the measurement. This hardware module is where 
the different clock sources to be tested are located. 

 

 
Figure 6.16. Schematic diagram of the control, storage, and communications board. 

The hardware radio frequency module and the software module for time 
synchronization were used for time synchronization. The dual RF module is the one 
needed for the wireless communications, to exchange commands and instructions 
between nodes. This radiofrequency module works in sub-GHz frequencies having the 
ability to switch between the 433 MHz and 868 MHz bands. The implemented module 
is based on the Semtech SX1276 radio transceiver with LoRa compatibility. The 
control of this transceiver is used as a 32F411-DISCOVERY board that incorporates 
a microcontroller STM32F411 of the same manufacturer. This microcontroller is 
based on an ARM Cortex M4 32-bit core. 
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The design of this hardware platform was made with the idea of being able to 
implement different time synchronization strategies in it. This platform is a generic 
platform where, in multiple cases, it can be considered to be oversized. 

For the application of environmental monitoring, we have used only the two 
first stackable modules with some modifications such as an additional 32.768 kHz 
external oscillator, or an external DS3231 TXCO. For the STM32F4xx board's 
family, the LSI clock accuracy is not recommendable for calendar applications [117]. 
The LSI clock is neither factory calibrated nor very accurate. Typically, its frequency 
is between 30 - 60 kHz. The LSI clock incorporated in the STM32F4xx boards is the 
example of CMOS oscillator we are going to test. This kind of oscillator, unlike the 
other oscillators in the system, acts as a low-power clock source that can be kept 
running in Stop and Standby modes. In this board, all internal clocks except LSI are 
stopped in Stop mode [118]. A standard external 32.768 kHz 20-ppm XO, a DS3231 
TCXO and the main HSE at 96 MHz are the other three clocks sources under 
comparison. 

As commented before, a similar device from a different vendor has been tested 
to compare the behavior between vendors. Most of the tests have been done with an 
STMicroelectronics platform. In this case, to evaluate whether the microcontrollers’ 
manufacturers have any effect on the behavior of external oscillators, a platform from 
a different vendor has been selected. The platform selected is an Arduino UNO R3 
which is based on a Microchip ATmega328P with an external crystal oscillator of 16 
MHz. 

Assumptions 

In this use case, the methodology pursues the goal of finding a synchronization 
mechanism for an environmental monitoring application. The application monitors 
multiple parameters, such as temperature or humidity, covering a large area of terrain 
using a WSN. It is necessary to aggregate all the data to have a global vision of how 
the monitored variables in the area evolve. The aggregated data must be time-
synchronized to obtain an accurate picture of the environment. The information must 
be transmitted periodically and continuously to a processing center. As the 
parameters under monitoring vary slowly with time, their acquisition is done every 
10 minutes. 

The nodes that make up this monitoring network need to have low power 
consumption for several reasons. On the one hand, some of them are going to be 
installed in areas of difficult access, so replacing their batteries will not be a quick 
task. On the other hand, the number of nodes that make up this network is large and 
replacing or recharging the batteries of all the nodes is a task that should be reduced 
to a maximum of once a year. In this case, the application is intended for users who 
only want to modify the software at the application level. Furthermore, non-specific 
hardware platforms are to be used, where, at most, an external clock source is added. 
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Methodology 

Regarding the first input block, in this case, the objective of the 
time- synchronization strategy is data fusion. There is a special interest in the power 
consumption (value of 3) because the WSN end devices are scattered throughout an 
extensive area and they are battery powered. The monetary cost (value of 8) is 
interesting because in this case, the number of end devices is big. The application is 
developed in a barely hostile environment and therefore it has no special security 
requirements (value of 10). The network size is imposed by the size of the area under 
monitoring and the localization is mainly outdoors. The scope of the network to be 
synchronized is the full network. Neither the topology (value of 10) nor the 
distribution of messages (value of 10) is very demanding in their requirements. 
Several options like star or mesh topologies are valid. And the message distribution 
only needs multi-hop communications. There is no need to distribute the UTC 
through the nodes because is enough to have a worldwide time in the sink node where 
the data is merged. The application requirements regarding the maximum error of 
time between nodes are lax because environmental changes are slow, and the sampling 
period is appropriate (value of 8). On the other hand, it is interesting that the 
stability of the clock sources is good so that during these long intervals between 
samples, the clocks of the nodes do not deviate too much (value of 7). In this 
application, the synchronization complexity seems low. The reference clock in the 
sink node where the data is merged is static. There are no established requirements 
regarding the synchronization convergence time, the type of clock sources used, the 
use of memory in the microcontroller, the frequency band to be. In this use case, 
regarding software abstraction, the user can only touch the software at the 
application level (value 2). And finally, concerning the hardware abstraction, the user 
at most wants to use external clock sources (value 3). All parameters are summarized 
in Table 6.5. 

Table 6.5. Summary of the values assigned to the nine parameters of the 
methodology for a specific environmental monitoring application.  

 
 

In this case, three parameters are irrelevant for the user: security, network 
topology, and message distribution. This makes the filter, in all those parameters, 
allow the input of all the protocols. The accuracy and monetary cost parameters are 
also lax and make the filter area large. On the other hand, there are three parameters 
with very low values that we must interpret according to their levels. The value 3 in 
power consumption indicates that we are looking for very low consumption protocols. 
The low values of software and hardware abstraction indicate that the user is only 
willing to use protocols with a high abstraction for the user, that is, programming in 
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the upper layers of the software stack, specifically in the application layer, and generic 
hardware platforms where only external clock sources need to be added. The user 
tool generates a radar chart with the area shown in Figure 6.17. 

Making use of the user filter in the tool, the report generated can be seen in 
Figure 6.18. From all the possible solutions offered by the radar chart, we have chosen 
the use of RTC modules based on TCXO in each of the nodes. Considering the 
scenario, it would be recommended to use a sub-gigahertz transceiver because the 
distances between nodes can be large and because the data transferred from one node 
to another is small. The network topology recommended would be mesh topology 
because it is the most adaptable to the scenario. The RTCs values are corrected on-
demand with reference timestamps reducing in this way the message exchange due 
to time synchronization. 

 

 
Figure 6.17. The radar chart generated for the specific requirements of an 
environmental monitoring application. Big values represent few constraints or big 
freedom in the selection, and low values represent high demands or very restrictive 
conditions. 

As in this case, there are three parameters to which the user does not give 
importance, the filter supports any solution regarding them. Therefore, for those 
parameters, the filter is the largest possible and therefore increasing its area. In Figure 
6.18 you can see how for security, network topology, and message distribution the 
filter has a value of 10. 
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Figure 6.18. User selection tool showing a table with all the viable time-
synchronization that fulfills the user filter and a graphical representation with a 
radar chart. 

Test 

To check that the strategies proposed by the tool following the guidelines of the 
methodology meet the requirements, not only a real application has been 
implemented, but also an intensive study of different clock sources. 

The developed hardware platform serves to carry out stability tests with 
different clock sources [90]. We conducted real experiments and theoretical analyses 
of the behavior of different clock sources over this platform. To corroborate the 
results, the same experiments were also carried out on another commercial hardware 
platform from a different manufacturer. We highlighted and demonstrated the 
importance of the early stages of design, especially the selection of the clock source 
because that decision has a great impact on the performance of the time 
synchronization in wireless sensor networks. On our hardware platform, we performed 
real experiments with CMOS clock sources without calibration, with CMOS clock 
sources with calibration, with clock sources based on external 32.768 kHz oscillators, 
with clock sources based on TCXOs and with clock sources based on the internal 
HSE oscillator increasing its frequency through a PLL. 

The representation of the analysis of the theoretical behavior of the different 
clock sources shows how, in addition to the basic quality of the clock source, it is 
necessary to consider the influence of the temperature. Depending on the type of 
clock source, the temperature influence can provoke high-drift variations, which 
makes the software correction of the TS more complicated. Those theoretical analyses 
have been corroborated conducting experiments of performance, where the CMOS, 
XO, and TCXO clock sources have been tested at room temperature and with abrupt 
changes in temperature. The results show that in the future, with good modeling of 
the working temperature and clock sources, the theoretical calculations can give us a 
very good approximation of the behavior of clock sources in real environments. 
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This work shows that a good choice of the clock source in the early phases of 
the design of a WSN can lead the developers from failure to success. The clock source 
choice in the early stages of design has a great impact on the performance of the TS 
in WSN. The developers should always choose the clock source that best suits their 
needs and consider the influence of the temperature. 

There are several types of clocks sources that can be used in WSNs. None of 
them are perfect, and their oscillator can vary its frequency over time due to changes, 
mainly, in temperature. The clock sources have a direct influence on time 
synchronization tasks, and those tasks of time synchronization, in some cases, have 
a direct impact on the results and behavior of the main application of the WSN.  
Knowing the clock source used by the nodes in a WSN is a key factor in the design 
of applications that require time synchronization.   

In an environmental monitoring application, for example, to monitor the 
temperature of a vineyard, different clock sources were tested to check their stability 
against temperature changes.  

For this case of application, real experiments and theoretical analysis of the 
behavior of the clock sources most used in WSNs have been carried out. CMOS 
oscillators have low accuracy, bigger than 500-ppm and a high dependency with 
temperature. External crystal oscillators have good accuracy, around 20-ppm, and 
are stable with temperature. TCXO is very accurate, around 5-ppm, and the 
temperature does not influence their drift. The use of PLL circuits minimizes the 
impact of temperature and stabilizes oscillators. We highlight and demonstrate the 
importance of the early stages of design, especially the selection of the clock source 
because that decision has a great impact on the performance of the time 
synchronization in WSNs. 

The objective of this empirical study is to prove that if we can improve the 
stability and accuracy of the clock source on which our synchronization is based, the 
synchronization protocols will need to perform fewer re-synchronization rounds and, 
therefore, our networks will be synchronized more accurately for longer periods. 
Knowing the performance and behavior of the clock source of a WSN allows the 
developers to address certain TS problems at an early design stage. In this way, it 
will be easier for developers to solve future problems with the implementation of 
software protocols. Addressing the problem in the early phases of design will allow 
the developers to have a WSN with a more robust and stable TS. Also, analyzing the 
clock sources of our sensor nodes and understanding what type of clock is appropriate 
in each case helps the developers to better design and understand the operation of 
TS in WSNs. This use case is aimed to enable designers of WSNs to compare and 
evaluate the consequences of using different clock sources, based on their empirical 
behavior. Start with early design decisions is always better, for example, starting in 
the hardware design phase, to minimize defects in the later stages, such as, in software 
developments. 
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Analysis of theoretical behavior 

  We use the following three groups to cover the most used clock sources in 
WSN: 

• RTC based on the internal CMOS oscillator of a microcontroller.  
• RTC based on an external 32.768 kHz XO.  
• RTC based on an external TCXO.  

 
Therefore, an analysis of the theoretical behavior and the practical experiments 

have been carried out for each of these groups. The behavior of these groups must 
coincide with the analysis carried out by the manufacturers in their respective 
datasheets. 

The purpose of these analyses is to be able to compare these theoretical data 
with the empirical results that we will show in the next subsection. All clock sources 
have been used as the basis of an RTC. In this way, the theoretical analysis and 
experiments are more easily comparable and the conclusions more clear. The results 
obtained are easily extrapolated to any other clock source. Two sources of the clock 
with a different frequency of oscillation, that is to say, with different granularity 
between generated events, but with the same accuracy in ppm, cause the same 
deviation after an equal interval of time. 

Among all the environmental factors that can affect the behavior of clock 
sources, the most relevant parameter is the temperature. Considering the temperature 
as the fundamental parameter that causes changes in the skew, the rest of the 
parameters can be considered negligible [22]. This is why in this section we are going 
to consider that all skew variations are due to changes in temperature. A null offset 
has also been considered throughout the work, simplifying the analysis and making 
the results more intelligible. 
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Figure 6.19: Example figure of a DS3231 TCXO where the behavior of a typical 
uncompensated crystal oscillator and a compensated oscillator can be seen. The 
figure shows how an oscillator slows down at cold and hot temperatures [119].  

Figure 6.19 is the example figure of a TCXO DS3231 showing the behavior of 
typical uncompensated crystal oscillators against temperature [119]. The figure 
compares how an XO and a TCXO are affected due to changes in temperature. 
Dashed lines represent the range of ±20-ppm for the XO. That figure shows the 
general behavior of an oscillator, and how it slows down at cold and hot temperatures 
and how its tolerance increases up to ±15%. The turnover temperature is, as a rule, 
25∘𝑀𝑀 and its tolerance at that point is usually ±5∘𝑀𝑀. The temperature coefficient is 
a constant in the range of 0.030 to 0.042 with a typical value of 0.036  [120]. As a 
numerical example, we assume a turnover temperature of 25∘𝑀𝑀 and 𝑘𝑘 = −0.042 
𝐴𝐴𝐴𝐴𝐴𝐴/∘𝑀𝑀2. The fractional change of frequency can be calculated as shown in Equation 
6.1: 
 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸(𝐴𝐴𝐴𝐴𝐴𝐴) = 𝑘𝑘 ∗ (𝑇𝑇0 − 𝑇𝑇)2

𝑘𝑘 = −0.042𝐴𝐴𝐴𝐴𝐴𝐴/∘𝑀𝑀2 ± 15%
𝑇𝑇0 = 25∘𝑀𝑀 ± 5∘𝑀𝑀

 

Equation 6.1 

Giving a real example with a working temperature of 85∘𝑀𝑀, we obtain that the 
clock source deviates an additional −151𝐴𝐴𝐴𝐴𝐴𝐴 ± 50𝐴𝐴𝐴𝐴𝐴𝐴. This additional deviation 
due to temperature changes is independent of the factory accuracy of the clock source. 
That is to say, the deviation due to changes in temperature is independent of the 
accuracy of the oscillator. 

RTC based on internal CMOS oscillators 

CMOS oscillators have a high skew and drift. These are the most used and basic 
solutions for a clock in modern microcontrollers. They are usually able to operate in 
all low power consumption modes. We include in this group all the oscillators with 
an accuracy bigger than 100-ppm. In our theoretical analysis, we take a clock whose 
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skew grows linearly at an average rate of 1,000-ppm (86.40 seconds/day, 8.76 
hours/year).   

Deviations in an oscillator can be both positive and negative, meaning that in 
some cases the deviation is increased and in others is decreased. In Figure 6.20 it is 
shown only the absolute value of the maximum, that is the worst case. In Figure 6.20 
left, we can observe the evolution of deviation in minutes of a 1,000-ppm oscillator. 
The theoretical analysis was done at 25∘𝑀𝑀, 35∘𝑀𝑀 and 45∘𝑀𝑀. The legend shows the 
deviation due to the variation of temperature (ppmTmp) and the accumulated 
deviation (ppmTot). The deviation is calculated based on the deviation due to the 
accuracy of 1,000-ppm plus the result of Equation 6.1 using the aforementioned 
temperatures. The accuracy deviation calculation can be achieved by multiplying the 
frequency deviation of the clock sources by the time intervals, which gives the 
absolute deviation between the local and real-time. After one day, the oscillator 
deviates 86.40 seconds at 25∘𝑀𝑀, but if its temperature is 20∘𝑀𝑀 higher, an additional 
1.45 seconds can be diverted. But the real contribution here is to see how, depending 
on the accuracy of clocks, the influence of the temperature could be negligible or 
become the most important factor. Being an imprecise oscillator due to its quality of 
1,000-ppm, the contribution of the deviation by temperature represents a small 
percentage. This is common in oscillators with an accuracy higher than 100-ppm. 

 

 
Figure 6.20. The absolute maximum of the theoretical value of the deviation of an 
oscillator with different accuracy (yellow bars) and the influence of constant 
temperature (±10°C red bars, ±20°C blue bars) with a 1,000-ppm oscillator (left) 
and with a 2-ppm oscillator (right). 

RTC based on external crystal oscillators 

Clocks based on XO to generate RTC are more stable than those based on 
CMOS. These kinds of clock sources are usually able to operate in low power and 
sleep modes, but not in stop modes. 

We are including in this group all oscillators with precision between 10- and 100-
ppm. The typical frequency of an oscillator that is used for an RTC is 32.768 kHz, 
which gives us a granularity of 30.5 𝜇𝜇𝑠𝑠. Its skew grows linearly, but much more slowly 
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than in CMOS. In this case, we are analyzing clocks with 20-ppm (1.73 seconds/day, 
10.51 min/year) without changes in temperature. If the temperature grows till 45∘𝑀𝑀, 
the 20-ppm clock can reach 37-ppm with a deviation of around 3.2 sec/day. 

RTC based on external Temperature Compensated Oscillators 

  A TCXO can minimize the deviation due to temperature changes, creating a 
clock source much more stable than a normal XO. We are including in this group all 
those clock sources with a precision deviation lower than 10-ppm. For this theoretical 
analysis, we are using clocks with 2-ppm accuracy (0.17 seconds/day and 1.05 
min/year). Usually, they can operate in all modes because they have their own 
external battery. In these cases, the information from the clock source to the system 
will be only available in running modes via serial communications. 

We can see in Figure 6.19 how the TCXO is much more stable than an 
uncompensated XO [119]. 

In Figure 6.20 right, we see the deviation in seconds of a 2-ppm oscillator with 
temperatures of 5∘𝑀𝑀, 15∘𝑀𝑀, 25∘𝑀𝑀, 35∘𝑀𝑀 and 45∘𝑀𝑀. After 24 hours, there is a 0.173 
seconds deviation at 25∘𝑀𝑀, but with deviations of 20∘𝑀𝑀, there is an additional 1.45 
sec deviation. 

The additional deviation due to temperature variations is the same regardless of 
the base ppm of the clock source, but the relative percentage due to temperature in 
the 2-ppm clock is greater than the deviation of 2-ppm itself, which means that the 
temperature has a bigger impact on oscillators with better accuracy. 

Table 6.6 shows the maximum time intervals between re-synchronization rounds 
in a WSN to keep the synchronization error between nodes below a certain level 
(columns) based on the accuracy of the oscillator used (rows). For example, for a 
clock source that deviates 20-ppm, if we want an accuracy below 1 millisecond, we 
need to re-synchronize every 50 s. The table is created based on Equation 6.2, where 
the necessary time (Round Interval) to reach a certain time error using a specific 
oscillator accuracy is calculated. 
 

𝑅𝑅𝐸𝐸𝑅𝑅𝑛𝑛𝑑𝑑
𝐼𝐼𝑛𝑛𝑡𝑡𝐼𝐼𝐸𝐸𝐼𝐼𝑎𝑎𝐼𝐼 =

𝑆𝑆𝑆𝑆𝑛𝑛𝑆𝑆ℎ𝐸𝐸𝐸𝐸𝑛𝑛𝑟𝑟𝑟𝑟𝑎𝑎𝑡𝑡𝑟𝑟𝐸𝐸𝑛𝑛  𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸[𝑠𝑠]
𝑂𝑂𝑠𝑠𝑆𝑆𝑟𝑟𝐼𝐼𝐼𝐼𝑎𝑎𝑡𝑡𝐸𝐸𝐸𝐸  𝑆𝑆𝑡𝑡𝑎𝑎𝑏𝑏𝑟𝑟𝐼𝐼𝑟𝑟𝑡𝑡𝑆𝑆[𝐴𝐴𝐴𝐴𝐴𝐴]  𝑥𝑥  10−6

 
Equation 6.2 

In this way, Table 6.6 provides a quick method of evaluating the synchronization 
requirements of a WSN. For example, setting the premise of not wanting the 
synchronization messages to collapse the network, and therefore, restricting to a 
maximum of 1 message every 0.1 sec, we can see that the synchronization with a 
maximum error of 1 𝜇𝜇𝑠𝑠 is unfeasible for systems with clock sources over 20-ppm. In 
less demanding applications, where a maximum error of 1 ms can be allowed, we can 
use almost any clock source, always bearing in mind that the better and more stable 
our clock source is, the fewer messages and operations we need to maintain 
synchronization. 
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Table 6.6. The relation between oscillator quality and maximum synchronization error allowed 

 

Test setup 

The objective of conducting experiments on a real WSN is to verify that the 
hypotheses assumed in the theoretical analysis are correct. Even so, when performing 
experiments in real scenarios there are circumstances that are difficult to analyze in 
theory or that have been overlooked, such as hardware differences and interactions 
between nodes. 

The experiments make use of several scenarios but all of them have the same 
basis as can be seen in Figure 6.21. The reference node has a CMOS, an XO, and a 
TCXO and it is connected via serial communications with a computer. The computer 
is running with Windows 10 and the Windows Time Service is configured with phase 
correction adjustments every 86,400 seconds (24 hours) against an NTP server. All 
nodes cohabit in two environments, where the temperature is controlled thanks to an 
additional two sensor nodes, one near the reference node, at an ambient temperature 
above 20∘𝑀𝑀, and the other near a cabin with a controlled temperature of 8∘𝑀𝑀. 

 

 
Figure 6.21: Graphical representation of the WSN scenario   

To test the behavior of the clock sources under temperature changes, in some of 
the tests, a set of nodes was placed inside and outside of the 8∘𝑀𝑀 controlled cabin. In 
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this way, that set of nodes undergoes drastic temperature changes between the 8∘𝑀𝑀 
in the cabin and the more than 20∘𝑀𝑀 of the room’s ambient temperature. 

Measurements and comparisons between the different RTC clocks have been 
made. We have tested and compared the behavior of CMOS clocks, based on an 
internal CMOS oscillator of 32 kHz without and with calibration. External oscillators 
of 32.768 kHz of 20-ppm and 100-ppm quality have also been tested. We have also 
evaluated several DS3231 TCXOs. Besides, to evaluate the behavior of the main clock 
in WSNs, experiments have been carried out with the HSE clock that is normally 
based on an external oscillator (16 MHz in our case) and some type of internal PLL 
that increases its speed (96 MHz in these experiments). Finally, although all the 
experiments have been carried out on the hardware platform explained in the next 
subsection, a new test has been performed on a device from a different vendor. 

Each node sends the value of its local clocks every several seconds. In the 
reference node, all data is collected by marking the arrival time via software in the 
MAC layer and aggregating the data to a common file. This allows us to check the 
deviation between all the node clocks and the reference one. Multiple experiments 
have been performed to compare the three clock sources under evaluation. 

Results 

Experiment with CMOS clock sources without calibration 

Table 6.7 shows the values of the frequencies after a performance measurement 
of the clock sources of the STM32F411 boards as they came from the factory using 
the standard pre-scalers for a 32 kHz clock source. We can see the differences and 
the corresponding ppm associated with each clock source are enormous. Because of 
that low accuracy, these are not recommended for most synchronization applications. 
All these clock sources exceed 1,000-ppm; some even reach 100,000-ppm. 

Table 6.7. Measured accuracy of LSI clocks: the LSI clock factory deviation from 
an ideal 32 kHz without calibration. 

 
 

Figure 6.22 shows how the clock sources based on two TCXOs and four internal 
CMOS deviate with time. The NTP clock is the reference one and its line is almost 
invisible since it is superimposed by the TCXO clocks. In this case, it is remarkable 
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to see how much the CMOS oscillators with factory defaults pre-scalers deviate. The 
CMOS oscillators with the maximum and minimum deviation are the ones with 
12.44% (124,441-ppm) and 0.65% (6,534-ppm), all over 1,000-ppm. Using this kind 
of CMOS oscillators as clock sources, as they came from the factory, makes the 
influence of temperature irrelevant because they deviate so much that the influence 
of additional factors goes unnoticed. When making the scale so large with the 
deviation of the CMOS, it seems that the rest of the clock sources represented, such 
as the external XO oscillators and the TCXO, do not deviate at all, but we show 
their behavior in more detail in the next figures and experiments. 

Every clock has been approximated through a basic linear fitting giving an 
expression similar to Equation 2.1. In this way, we can differentiate their offset and 
skew (Figure 6.22 and Figure 6.24). The difference between the real data and the 
fitting line is the accumulated drift over time (Figure 6.23 and Figure 6.25). The 
mathematical expressions of every clock are over-impressed in the figure. It has been 
proven through several performance measurements that the CMOS oscillators in 
long-term experiments tend to deviate the same percentage. Their skews grow linearly 
and they are precise but not accurate. 

 

 
Figure 6.22: Long-term experiment with non-calibrated internal CMOS oscillators. 
Two nodes are at room temperature (yellow and green lines) and the other two 
nodes alternate between the room and cabin temperature (cyan and magenta lines).   

In Figure 6.23, the accumulated drift (skew variation) over time of the clock is 
shown with the temperature variation. In the experiment carried out, two of the 
nodes were at room temperature (left) and two were subjected to sudden changes in 
temperature (right). 
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Figure 6.23. The accumulated drift of non-calibrated internal CMOS oscillators 
versus temperature: room temperature in (left) and drastic temperature changes in 
(right). The accumulated drift follows an ascending line when the temperature falls 
and a downline when the temperature grows.   

We can observe how in both cases, at room temperature and with drastic 
changes in temperature, the accumulated drift follows the same pattern. As a general 
rule, we can infer that the accumulated drift carries an ascending line when the 
temperature falls and a downline when the temperature grows. 

Experiment with CMOS clock sources with calibration 

Knowing the factory oscillation frequencies, and using more appropriate values 
for the pre-scalers for the RTC clock, allows us to adjust its frequency to be more 
accurate. 

Once we verified that the CMOS oscillators of the STM32F4xx boards are not 
factory calibrated and that they deviate greatly from the theoretical 32 kHz, an 
adjustment of their pre-scalers was made to adjust their values to those of an RTC. 
Once adjusted, the previous experiment was repeated. Their results are shown in 
Figure 6.24. 
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Figure 6.24: Long-term experiment with calibrated internal CMOS oscillators. Two 
nodes are at room temperature (yellow and green lines) and the other two nodes 
alternate between the room and cabin temperature (cyan and magenta lines). A 
pointed line represents the linear fitting behavior of each node’s clock. 

We can note that the accuracy of the clocks can be now expressed in ppm, with 
maximum and minimum deviations of 3,008- and 507-ppm. This new experiment 
allows us to observe some behaviors that could not be detected in the previous ones 
due to the calibration. 

Now, we observe how the influence of the temperature makes it possible to 
differentiate the skew from the accumulated drift. The skew grows linearly but the 
drift does not and is directly dependent on temperature changes. 

As in the previous case, the accumulated drift has been represented with the 
temperature variation. Figure 6.25 left shows the nodes at room temperature and 
Figure 6.25 right corresponds to the nodes subjected to sudden changes in 
temperature. 

The behavior of CMOS oscillators against the temperature in this experiment is 
very similar to the previous case but with different ranges since they have been 
calibrated. 
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Figure 6.25. The accumulated drift of calibrated internal CMOS oscillators versus 
temperature: room temperature in (a) and drastic temperature changes in (b). The 
skew grows linearly but the drift does not, and it directly depends on temperature 
changes. 

Experiment with external 32.768 kHz clock sources 

The behavior of the external clock sources used is shown in Figure 6.26. Figure 
6.26 left shows a global view to see how the external oscillators vary in magnitude 
with a CMOS oscillator. It can be seen that the external oscillators are much more 
accurate and precise than those based on relaxation oscillators. 

 

 
Figure 6.26. Long-term experiments with external 32.768 kHz oscillators. In Figure 
(left) it can be seen how the accuracy of the external oscillators is better than that 
of the LSI by several orders of magnitude. In Figure (right) the same figure is 
plotter without the LSI line. 

In Figure 6.26 right, we have eliminated the CMOS line to observe the detail of 
the external clock sources. In this case, we can see how the external oscillators of 
32.768 kHz behave as expected and within the margins marked by their datasheets, 
two of them of 20-ppm and another of 100-ppm. The oscillators reach deviations of 
– 3-ppm, -17-ppm and 67-ppm. Repeating this experiment under the same conditions, 
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it is observed that the results are very similar demonstrating that the external 
oscillators are precise. 

Experiment with Temperature-Compensated Crystal Oscillators 

In all the experiments and all the previous figures, the TCXO has been plotted. 
Their results are so close to the 0-ppm reference that in most cases their lines overlap. 
We corroborate that their drift is very low independently of the temperature changes, 
resulting in a maximum and minimum deviation of 4- and 0-ppm in our experiments. 
An example of how much the drift deviates with temperature in the case of an XO 
and a TCXO is shown in Figure 6.27. 

 
Figure 6.27: Stability of an XO and a TCXO under drastic temperature changes. 

Experiment with High-Speed External Oscillator 

The main clock in most of the devices chosen to create WSN is based on external 
crystal oscillators. Then the base frequency of the oscillator is increased through a 
PLL generating the final frequency at which the device works. In this experiment, 
the crystal oscillator has a frequency of 8 MHz and after the PLL process, the 
frequency is increased to 96 MHz. 

This experiment aims to show the behavior of the High-Speed External (HSE) 
main clock versus temperature changes. The same scenario has been used as in the 
previous experiments, but in this case, taking the local timestamps of the nodes using 
the 96 MHz HSE. The results at room temperature can be seen in Figure 6.28 left 
and with drastic temperature changes in Figure 6.28 right. 

 



142 CHAPTER 6. Validation 

 

 
Figure 6.28. HSE drift behavior under two different temperature environments: 
room temperature (left) and drastic temperature changes (right). The influence of 
temperature changes can be considered negligible for the HSE drift. 

Experiment with ATmega328P with 16 MHz external oscillator 

All previous experiments have been performed on the same hardware platform 
as the STMicroelectronics vendor. To have a more general idea of the behavior of 
clock sources in WSN, we have decided to make an additional test on a similar 
hardware platform from a different vendor. For this experiment, we have chosen the 
Arduino UNO R3 platform whose microcontroller is an ATmega328P from Microchip. 

The same scenario has been maintained as in previous cases, but in this case, 
the main oscillator of Arduino UNO, an external oscillator of 16 MHz without PLL, 
has been used. The results obtained can be seen in Figure 6.29. 

 

 
Figure 6.29. The behavior of an external 16 MHz oscillator in an ATmega328P 
device under two different temperature environments: room temperature (a) and 
drastic temperature changes (b). The cabin environment with drastic changes in 
temperature has more influence in the oscillators drift. 
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Conclusion 

This practical use case highlights the importance of early-stage design decisions 
that affect the problem of time synchronization in WSNs. For that reason, we have 
focused this work on the hardware elements that affect the problem of TS, the clock 
sources. 

The behavior of different types of clock sources, with different quality and under 
the influence of temperature has been, not only theoretical study in this section but 
also tested in real scenarios. The representation of the analysis of the theoretical 
behavior of the different clock sources shows how, in addition to the basic quality of 
the clock source, it is necessary to take into account the influence of the temperature. 
Depending on the type of clock source, the temperature influence can provoke high 
drift variations, which makes the software correction of the time synchronization 
more complicated. Those theoretical analyses have been corroborated conducting 
experiments of performance, where the CMOS, XO and TCXO clock sources have 
been tested at room temperature and with abrupt changes in temperature. The results 
show that in the future, with good modeling of the working temperature and clock 
sources, the theoretical calculations can give us a very good approximation of the 
behavior of clock sources in real environments. 

A good choice of the clock source in the early phases of the design of WSN 
application developers can lead the developers from failure to success. The clock 
source choice in the early stages of design has a great impact on the performance of 
the time synchronization in WSN. The developers should always choose the clock 
source that best suits their needs and consider the influence of the temperature. 

The use case and the uTSST has been put in the hands of six test subjects. All 
of them, despite using different values in some parameters to create the filter has 
reached the same conclusion, using the synchronization strategy of using TCXO-
based RTCs. For this use case, all the users reached a valid solution that gives a 
solution to the synchronization problem. 

With this use case, the operation of the methodology and the tool has been 
validated by offering a synchronization protocol that meets the requirements of the 
application. The application where the protocol has been implemented, as it is not 
very demanding in terms of accuracy, has worked correctly obtaining the expected 
results. 
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6.3. Methodology validation 

To validate the methodology, we have asked a group of test users to apply the 
methodology and use the tool by facing two use cases. The use cases they have faced 
are the same two cases that we have presented in section 6.2. All users have applied 
the methodology and made use of the tool individually and without being influenced 
by the answers or experience of the rest of the users. Therefore, all the answers must 
be evaluated from the perspective that they are users who apply the methodology 
and use the tool for the first time and therefore have no previous experience in either 
the methodology or the tool. To deal with the use cases, all test users have been 
provided with the same information. This information is the assumptions presented 
in sections 6.2.1 and 6.2.2. 

The researchers had different degrees of experience in WSNs to make use of our 
system, as can be seen in the top section of Figure 6.29. As shown in the figure, half 
of the participants consider themselves to have a low level of experience in working 
with WSNs, while the other half considers themselves to have a high level of 
experience. This allows us to evaluate and validate the methodology and the tool 
from both points of view. 

 
Figure 6.30. Level of expertise in WSNs (top), and degree of knowledge in the field 
of time synchronization in WSNs (bottom), being 1 the lowest degree of knowledge 
and being 5 the expert level. 
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We have also asked participants about their level of knowledge in the field of 
time synchronization in WSNs as shown in the bottom section of Figure 6.29. As the 
histogram reflects, almost all participants consider themselves to have little 
knowledge in this field, although some consider themselves to have a high level. The 
tests carried out with this heterogeneous group of users reinforce the motivation and 
development of this thesis, since as will be seen throughout the following sections the 
methodology and tools have been useful to all of them. 

The test user group, therefore, covers the entire range of end-users, from those 
who have no experience with WSNs and do not know much about time 
synchronization, to those who are experts in both subjects. 

It is to this varied group of test users that we present the two use cases: 
application for structural health monitoring and application for environmental 
monitoring. All of them have been given access to the uTSST without any further 
explanation than the one included in the tool itself. 

In the next two sections we show the answers given by the test users to the ten 
parameters to be evaluated in the uTSST, that is, synchronization target, power 
consumption, monetary cost, security, network topology, message distribution, 
accuracy, clock stability, software abstraction, and hardware abstraction. We also 
comment on which has been the final strategy selected and if these strategies are 
valid in each use case. 

6.3.1. Structural Health Monitoring application 

For this use case 100% of the users ended up choosing the same target: data 
fusion, as shown in Figure 6.30 section a).  

In section b) of the figure we see the values assigned to the power consumption 
parameter. As the reader can see, the assigned values are very dispersed, from users 
who do not give it any importance (value 10), to users who look for consumptions 
below 500uW (value 3). From the assumptions offered to the users, it was possible 
to extrapolate information concerning the power consumption of the system. But the 
histogram shows, that given some data, the interpretation of each user can be 
significantly different. 

The values assigned to the monetary cost parameter can be seen in section c) of 
the figure.  In this case, the users have tended to be undemanding since most of the 
users have chosen values above 8 and the most demanding have selected the value 5.   

In section d) we can see the histogram that shows the answers regarding the 
security parameter. The users tend to consider that the application does not need to 
be secure (values above 8), although one of the users answered the opposite 
considering security as a priority (value 1). 

One of the clearest ideas in the assumptions was the use of a star network 
topology. Most users have selected that, as shown in section e) of Figure 6.30. But 
even with the information provided, there was one user who marked all the topologies 
as valid (value 9). 

Regarding the message distribution parameter, section f) of the figure, we find 
very different ratings. About this parameter, nothing specific was commented on in 
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the assumptions and therefore all the information had to be extracted from the 
comments related to the environment. Perhaps that is why most users have rated 
this parameter as undemanding, with one-hop distributions (values above 7), while 
another pair of users have opted for multi-hop distributions. 

 

 
Figure 6.31. Values assigned by test users to all parameters in the case of the SHM 
application. All parameters except the target are represented in histogram graphs. 
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The assumptions also gave precise information on the maximum permissible 
error in this MHS application. Therefore, most users have marked the option of 1ms 
(value 4) as seen in section g) of the figure. Two other users have marked more 
demanding levels, while another user has marked a more relaxed level. 

Section h) of the figure shows the histogram of user response values. Most users 
have selected undemanding clocks, 10-ppm and above. But two users have checked 
the 0.1- and 1-ppm options, two types of the clock that are rare in generic WSN 
applications. 

The response histogram of the software abstraction is shown in section i) of 
Figure 6.30. Most users have marked the option with a value of 10 so that the filter 
will not limit this parameter. The rest of the users have marked values, from 5 to 8, 
indicating that the users can touch the lower layers of the software stack. 

Regarding the hardware abstraction, shown in section j) of the figure, most users 
have indicated that hardware is not a limiting factor when defining the filter (value 
10). Four other users have marked the specific platform option (value 7) which is 
what was indicated in the assumptions. Another user has marked the option to use 
a specific microcontroller, while another user has marked the option to use a non-
specific hardware platform with unlimited resources. 

Each of the users, with the values assigned to all the parameters, has obtained 
different results. In Figure 6.31 left we show the results of a user with little experience 
in SHM and little knowledge of time synchronization and on the right the results of 
a user with experience in WSN and high knowledge of time synchronization. 

 

 
Figure 6.32. Results obtained by two users who have applied the methodology and 
made use of the uTSST to choose a suitable synchronization protocol for an SHM 
application. On the left are the results of a non-expert user and on the right of an 
expert user. 

Figure 6.31 shows that every user has obtained one or a set of solutions, 
regardless of their degree of experience and knowledge in WSNs and time 
synchronization. The choice of all users is reduced to the three protocols shown in 
Figure 6.31 right. We can, therefore, conclude that all users have chosen a valid 
synchronization strategy for this SHM use case. The differences between some users 
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in their choice are due to the different weights they have given to each of the 
parameters. 

6.3.2. Environmental Monitoring application 

As in the case of previous use, for this environmental monitoring application, 
100% of the users have selected data fusion as a synchronization target. We can see 
the results in section a) of Figure 6.32. 

The response histogram for the power consumption parameter can be seen in 
section b) of the figure. Most users have selected very low power ranges, as indicated 
in the assumptions (values below 4). Except for one user who has marked the option 
not to assign a value to this filter parameter (value 10). 

The set of answers to the monetary cost parameter valuation can be seen in 
section c) of Figure 6.32. In this case, the responses are very diverse, from users who 
have assigned very strict values (value 1) to users who do not give it any importance 
(value 10). For this parameter there was no specific information in the assumptions, 
it was only commented that this application required a high number of nodes to 
monitor a large area. This monetary cost parameter is a parameter that can be refined 
once a set of possible solutions is obtained, for example, by choosing those that 
minimize the cost. 

Regarding the security parameter, the trend in user responses is to be 
undemanding and to create filters where security is not a critical parameter. Even 
so, as the reader can see in section d) of the figure some users marked the value 1 
indicating that security was a priority. 

In section e) of the figure can be seen that most users have marked that they 
are looking for a mesh network topology (value 1), others have preferred tree 
topology, and another large percentage has marked that any topology would suit 
them. 

Regarding message distribution, most users considered this parameter to be not 
limiting and therefore chose the value 10. Another percentage of users have opted for 
more demanding values where they were looking for more complex message 
distribution systems with routing and multi-hop. These results can be seen in section 
f) of Figure 6.32. 

The accuracy value did have a reference in the assumptions, indicating that a 
very exact synchronization is not required since the parameters to be measured are 
of very slow variation. Most of the users understood this as shown in the histogram 
in section g) of the figure. The rest of the users were somewhat more demanding, 
going down to maximum errors of 10ms (value 5). 
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Figure 6.33. Values assigned by test users to all parameters in the case of the 
Environmental Monitoring application. All parameters except the target are 
represented in histogram mode. 

The clock stability parameter is a parameter that most users have marked as 
not limiting when creating the filter (value 10) as can be seen in the figure. However, 
some users have marked stabilities of 0.1-ppm (value 5), which means using very 
good quality oscillators. 

The assumptions also commented that they were looking for protocols that could 
be implemented in the upper layers of the software stack. That is why most users 
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have used values 1 and 2 as can be seen in section i) of Figure 6.32. One of the users 
has marked the value 10. 

Also, in the assumptions, it was commented that it was sought to be able to 
execute the synchronization strategy in not-specific hardware platforms. Therefore, 
as the histogram j) in the figure shows, most users have chosen the value 3 or lower. 
A small percentage has left the default value of 10. 

Given the individual responses of each user, a filter has been created with the 
values assigned to each parameter. These filters have generated one or a set of 
solutions for each user. It should be noted that in this case, a high percentage of the 
answers have marked the same solution. We can see in Figure 6.33 left the filter 
generated by a user with little experience in WSNs and on the right the filter created 
for an expert user. 

 
Figure 6.34. Results of the filters created for an environmental monitoring 
application. The figure shows the values assigned to each parameter by a non-expert 
user (left) and an expert user (right). 

6.3.3. User experience assessment 

Through a form, we wanted to know the users' opinions about the methodology 
and their experience with the use of the TSST. 

In Figure 6.34 we can see the histograms of users' answers when we have asked 
them about the methodology. 

A value of 1 means "Not at all", that is, that they do not agree with what they 
are asked. A value of 5 means "Yes, of course" or that they completely agree with 
what they are asked.  

Section a) of the figure shows the answers of the users when they were asked if 
they found useful the existence of a methodology like the one developed in this 
doctoral thesis. As can be seen from the answers, all the test users considered it to 
be useful. Some of the comments provided by the users' highlight that due to their 
low knowledge of the subject, the use of the methodology and the tool has saved 
them a lot of time both to form an idea of the needs of their application and 
subsequently of the solutions available. Another comment highlights that the greatest 
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usefulness is to have a complete list of strategies where all aspects and characteristics 
are evaluated and therefore comparable. 

Test users were asked whether they considered that the methodology used took 
into account all relevant aspects of WSNs. The test users' answers are shown in the 
histogram in section b) of Figure 6.34. As can be seen in the graph, all of them 
consider that the most relevant aspects have been taken into account. In the 
comments of some users, they have left us new proposals of parameters, like for 
example, to value to include the number of nodes in the network or if the environment 
is going to be noisy since they could be useful parameters at the time of selecting the 
most suitable strategy. Other users have asked us to include some parameter that 
allows us to discretize according to the nature of the deployment of the network. 
That is, new Body Area Networks (BANs) are appearing that use new methods of 
synchronization, such as heartbeat-based synchronization. 

 

 
Figure 6.35. Histogram of users' answers when asked their opinion about the 
methodology developed. 

Test users were also asked if they felt that the methodology and associated tool 
saved them time in choosing a synchronization strategy. The answers can be seen in 
the histogram in section c) of the figure. As can be seen, most users considered that 
it did save them time. These users have left us comments saying that it would also 
be interesting to show strategies similar to the one chosen as secondary options so 
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that once one is chosen, they can be compared. The user who has marked a value 2 
tells us that this tool is useful and reduces the selection time in those people who 
have the least knowledge on the synchronization state of the art. But that for expert 
users, the time saving is less. 

Users have also been asked if they find it useful to have a public database with 
a list of parameterized synchronization strategies. As can be seen in the histogram in 
section d) of Figure 6.34 everyone has answered yes that it is useful for them. Several 
of the users' comments have highlighted the usefulness, not only of having a 
consultation database, but also the possibilities of being able to order them according 
to some parameters or being able to represent them graphically. 

Finally, about the methodology, users were asked whether the solutions proposed 
to them met the requirements of the application. The set of answers can be seen in 
section e) of Figure 6.34 where the trend of responses is positive. Indeed, these users 
have not had time to verify if these proposed solutions, once implemented, comply 
with the requirements, but all of them, a priori, have ended up satisfied. 

 

 
Figure 6.36. Histogram of users' answers when asked their opinion about the 
developed Time Synchronization Search Tool (TSST). 

To finalize the user ratings they were asked about their user experience with the 
tool. The results can be seen in Figure 6.35. Section a) of the figure shows the 
histogram of users' responses to the question of whether they considered an 
interactive web platform to be a good method for implementing the methodology. All 
users have considered that our implementation is a good way to execute the 
methodology. Some of the users have highlighted the table where the results can be 
sorted according to parameters. Others have highlighted the visual part of the radar 
chart. 

Users were also asked whether the mechanisms for assigning values to 
parameters (slide bars) were adequate. The answers can be seen in section b) of the 
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figure. This time the answers are more distributed although the tendency is that they 
are satisfied with the solution included. Some of the users have suggested changing 
some slide bars to radio buttons in parameters such as network topology or message 
distribution. They have also suggested including the table of values near each slide 
bar. 

Finally, users were asked whether the mechanisms for displaying the results 
seemed appropriate (table mode and graphical mode). The results can be seen in 
section c) of Figure 6.35 where it can be seen that most of them found the 
representation modes adequate. The suggestions in this question were generous. Some 
proposed to show all the results at the beginning and to have them disappear 
dynamically as values were entered into the filter. Others proposed that strategies 
that do not comply with the filter but are close to doing so, could be shown in some 
way.  Others proposed to make a dynamic activation/deactivation of the axes in the 
radar chart. And others that in the table, instead of appearing the values from 1 to 
10, would appear the data to which those values represent. 

6.4. Conclusion 

To check the correct performance of new development, it is necessary to go 
through a validation process. In our case, the complete validation has been done by 
differentiating the method validation and the methodology validation. For method 
validation, the process has been done through use cases. The use cases generate 
inputs, which after being processed using the methodology and associated tools, result 
in outputs. By checking whether the outputs meet the initial objectives, the correct 
functioning of the system can be validated. In this chapter we have made use of two 
use cases, all of them with the target of data fusion, but with different requirements.  

In the use case of SHM, solutions were sought that would work by fulfilling a 
series of premises. The solution had to be implemented in specific hardware, with 
specific network topology and its maximum synchronization error had to be below 1 
ms. The obtained solution was implemented in a real environment, fulfilling the 
imposed requirements and giving good results in the acquisition of the natural 
frequencies and the modal forms of the structure. Furthermore, it has been shown 
how synchronization errors affect the identification of modal forms in SHM 
applications. In the case of environmental monitoring, the requirements were lax, and 
not only has it been validated that the application works correctly with the solution 
offered by the methodology, but a study has been made of how the clock sources vary 
with temperature variations and how these variations influence the time 
synchronization. After the test carried out, we conclude that the method has been 
validated. 

For the validation of the methodology, we have asked a group of test users to 
put into practice the application of the methodology and the use of the tool. This 
group of users has faced the two use cases described above in a theoretical way. 
Through some forms, we have been able to analyze their degree of satisfaction and 
the behavior of the methodology and the tool. Given the results obtained with the 
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group of test users, we conclude that the methodology has been validated. The use 
of the methodology and the tool can be extended to any user, expert or not in the 
field. 

Therefore, after performing the verification and validation of the methodology 
and method we can conclude that the developed system works as expected and that 
the results obtained by different users have been successful. 
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El verdadero progreso es el que pone  
la tecnología al alcance de todos 

Henry Ford 

 

In this chapter, we present the conclusions we have reached with the development of the 
thesis. Also, we present possible future work that we and future researchers can carry out 
to improve the work of selecting time-synchronization strategies for WSN. 

7.1. Dissertation conclusion 

Time synchronization in WSNs and wireless IoT networks is a key element for 
the proper operation of many applications. Each application has different 
requirements related to time synchronization. This is why many synchronization 
strategies have been developed and published throughout the years. When WSN 
application developers need a synchronization strategy, they must face the difficulty 
of this selection. This said selection must consider many parameters, and in many 
cases requires prior knowledge in the subject of synchronization in WSN. Given this 
difficulty, we detected the need to develop a methodology to facilitate the task of 
selecting a time-synchronization strategy adapted to the needs of each IoT 
application.  

After analyzing the state of the art in Chapter 3, we concluded that there are 
many and varied works that provide solutions to the issue of time synchronization in 
wireless sensor networks. The problem arises when one realizes that no one solution 
fits all possible applications. Although many solutions have been proposed over the 
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last few years, practically all of them are only applicable to specific cases. Therefore, 
every time new users or application developers for WSNs need a synchronization 
strategy, they conclude that they must either develop their own strategy adapted to 
their needs or make use of a third-party protocol that may not fit the requirements.  

With the increase in applications and options available, the problem of time 
synchronization becomes increasingly complex. This variety ranges from applications 
that have very lax requirements concerning time synchronization to others that have 
very demanding requirements. A wider range of parameters must also be considered. 
There are trade-offs between these parameters, so in trying to maximize one another 
may be diminished. Due to this increase in the variety of applications and the level 
of demand, as well as the increase in the parameters to be considered, the number of 
time-synchronization experts is reduced and therefore the probability of choosing the 
right strategy becomes smaller. 

 
Although all these methods of solving the time-synchronization issue are 

different, some agreements have been reached to address these challenges:  
• The most representative targets pursued when implementing a 

time- synchronization strategy are three: data fusion, MAC schemes, and 
cooperative transmissions. 

• The critical path of communication in WSN can be divided into six 
components: send time, access time, transmission time, propagation time, 
reception time and receive time.  

• The hardware timestamping-based solution, that is, timestamping at the 
MAC layer, is currently the most successful timestamping technique. 

• Until now, there has been no methodology to help users select the 
synchronization strategy that best suits their applications and requirements.  

 
Thanks to the methodology developed, the user who develops applications for 

WSN is freed from the worry of choosing the most appropriate synchronization 
strategy for his/her specific case. This divides the complex problem of time 
synchronization in WSN into several smaller challenges. On the one hand, users will 
have to detect and analyze the needs and requirements of their application regarding 
time synchronization; while on the other hand, they will have to interpret the 
published work to implement such a strategy in their own network.  

After the development of this doctoral thesis, the objectives proposed in the first 
chapter have been fulfilled. Of these objectives, we would like to highlight the 
following:  

• An analysis of the most used clock sources in WSN has been carried out. 
From this analysis, it has been concluded that decisions in the early stages 
of design are very important since they affect future action to a great extent. 
For example, the selection of the appropriate clock source for the scenario 
and application in WSN greatly helps to reduce or simplify the software 
strategies that must be implemented to obtain the required time 
synchronization. In addition to this analysis of clock sources, the important 
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influence that temperature variation has on certain clock sources is also 
extracted. 

• Several hardware platforms have been developed. These platforms have a 
double utility. On the one hand, they serve as support for carrying out 
experiments and development tests, and on the other hand, they are used 
as platforms where real applications with time-synchronization requirements 
have been developed. 

• The application that motivated this work was Structural Health 
Monitoring. Given the special interest in these applications, a time-
synchronization protocol was developed, giving good results when put into 
practice.  

• To go deeper into the specific issue of time-synchronization effects in SHM 
applications, a theoretical study with associated practical simulations was 
made. This work allowed us to verify that synchronization errors do not 
affect the detection of the frequencies of a structure, but they do have a 
direct influence on the detection of its modal forms. 

• A taxonomy has been developed to catalog both existing and future 
synchronization strategies. This taxonomy has allowed us to organize the 
many existing protocols according to certain parameters that characterize 
them. This taxonomy was necessary for the complete development of the 
methodology. 

• To help in the decision to choose the most appropriate synchronization 
strategy in each specific application, it has been necessary to develop the 
Time-Synchronization Search Tool (TSST) that allows us to compare 
synchronization strategies. For this purpose, a radar chart has been 
developed where nine parameters are represented through which the 
synchronization strategies are characterized. The parameters we consider 
are power consumption, monetary cost, security, network topology, message 
distribution, accuracy, clock stability, software abstraction, and hardware 
abstraction.  

• Several tools have been developed to help both the administrator and the 
user to execute the methodology. In the administrator's case, a form has 
been created from which an expert in time synchronization can incorporate 
new strategies. By using the radar chart and giving the appropriate values 
to each parameter, all the strategies are cataloged under the same scale. 
From the user's point of view, a WSN application developer can filter 
graphically, based on the radar chart parameters, the strategies that do not 
meet their requirements. Graphically, larger area strategies will be more 
flexible in their requirements, while smaller area strategies are more 
demanding. 

• As an integrated development shared by both the administration tool and 
the user tool, a database has been created to store all the synchronization 
strategies. This database is, therefore, a point of reference for all the 
developments regarding time synchronization that allows the comparison of 
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strategies based on parameters that have been defined on a standardized 
scale. This database, together with the developed tools, generally improves 
the selection time for a synchronization strategy. If the database is 
sufficiently complete and updated with all the new developments that 
appear, expert and non-expert users can quickly evaluate the options 
available. 

 
All the above milestones have served and helped in the development of a 

methodology that guides WSN users in the selection of a synchronization strategy 
that suits their needs. The methodology developed guides the users through a series 
of blocks that make them question the most relevant parameters that best represent 
a synchronization strategy. With the methodology developed, the WSN application 
developers focus on the problem of developing the necessary services of the 
application, abstracting them from the problem of choosing a time-synchronization 
strategy. Using an analogous example, if developers want to have a secure application, 
developers do not need to be security experts if they have a methodology that 
indicates the steps and techniques to be applied. 

The combination of the methodology and the tool creates an abstraction layer 
for the developers of WSN applications concerning the time-synchronization 
strategies. WSN application developers do not need to be experts in the field of time 
synchronization to select the appropriate solution for their specific case. Experts and 
non-experts in the field get the same technical solution making use of the 
methodology cycle. This is possible because all the possible time-synchronization 
strategies have previously been parametrized and inserted into the tool database by 
experts. Furthermore, the use of the filtering tool reduces the time for selecting 
synchronization strategies. If an expert makes use of the tool, he or she would save 
the time used in having to search for those published works and evaluate them one 
by one to see which one best suits his or her needs. Through the tool, the experts 
who have previously inserted the protocols, have already evaluated and 
parameterized them, saving this time for the end-user 

The main advantages of applying this methodology to WSNs are: 
• It generates a fast response regarding viability. As the methodology is based 

on a series of steps, and the viability of a valid solution is evaluated in each 
step, it is not necessary to wait until the end of implementation to know if 
it is possible to obtain a solution that fulfills the application’s requirements.  

• It gives greater control to the developer. Developers participate actively in 
the different stages of the process, for example, introducing all the 
requirements and needs of the WSN application under development in the 
input forms of the tool. 

• The tool used to execute the methodology establishes a relationship 
between the different parameters and their effect on time synchronization. 
When prioritizing the parameters, the developers know which ones have 
more impact than others. 
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It clarifies the relationship between the parameters of each synchronization 
strategy and the requirements of each application, making use of graphic 
representations in the shape of a radar chart. 

A validation process has been conducted, through use cases, to check that all 
the developments carried out throughout this thesis are correct. Two examples of use 
cases of the methodology and the tool have been given with two well-differentiated 
scenarios and with different characteristics and requirements. The behavior of the 
methodology has been shown, in both cases, to give valid results to the developer. 
For the validation of the methodology and the tool to be complete, several researchers 
were asked to make use of it by dealing with the same cases of use. The researchers, 
with different degrees of experience in WSNs and different degrees of knowledge in 
the field of time synchronization, were confronted with the use cases. In all cases, all 
the researchers came up with solutions that fitted their needs. One of the use cases 
was based on an SHM application and the other on an environmental monitoring 
application. These applications were chosen because they are representative of 
applications with different time-synchronization requirements.  

This thesis demonstrates that the proposed methodology guides WSN 
application developers in the selection of a proper time-synchronization strategy that 
fulfills the requirements of their application. 

7.2. Future work 

Once we have concluded this work of developing a methodology for the 
implementation of synchronization strategies for wireless sensor networks, the door 
is open to future work that can improve what has already been developed. 

As with any global methodology and tool, its globalized use by the scientific 
community will allow for continuous feedback and improvement. We would like to 
emphasize that the scope of this doctoral thesis should not be limited to the current 
state of the tool. The methodology is independent of the tool, and therefore, even if 
the tool evolves and improves in the future, the methodology must remain valid.  

At the time of publication of this thesis, the tool has a couple of dozen 
synchronization strategies incorporated into the database. All the parameterization 
of these incorporated strategies and their insertion in the database has been done by 
us. This has been so to allow the validation of the methodology and the tool. We 
would like that in the future all the strategies were filled in by the real experts, that 
is, the developers of the synchronization strategies themselves. If each author 
parameterizes his/her work and shares it through this database, in the future we 
could have a global database with thousands of strategies. Therefore, we propose the 
integration of more synchronization strategies in the tool and database. The better 
fed the database is, the more useful it will be for all users as there will be more 
options to choose from. To promote the use of the tool and make it accessible to all 
WSN application developers, we have released the source code and its content under 
the Attribution 4.0 International license (CC BY 4.0). This license allows sharing 
and adaptation under the terms of attribution with no additional restrictions. We 
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have also published all the source code of our developments in a public repository 
(https://bitbucket.org/repoB105/tsst) and the tool that executes the methodology 
can be accessed through a public website (http://elb105.com/tsst). 

To be able to integrate more strategies it would be necessary to define how to 
become part of the community of application administrators. If any expert in the 
field, regardless of their residence, could remotely authenticate themselves and add 
strategies, the platform would grow and be useful globally. That is why in the future 
it is planned to develop an authentication system from which users of the tool can 
register. Besides, once the users are registered, they will be able to acquire different 
roles, either the administrator/expert or the developer/end-user.  

Another improvement that could be addressed in the future would be the 
management of feedback from all roles. This way end-users who implement 
synchronization strategies could help synchronization strategy developers with their 
feedback and experiences. But they would also be helping other application 
developers who may be facing the same implementation difficulties they have. 

As in every new development, the best way to debug and improve it is through 
its use. That is why we believe that making use of the methodology and its associated 
tools in real and practical cases would improve its usability and functionality. Making 
practical executions allows us to evolve, either with changes, improvements or new 
developments that help increase its functionality. The increase of the functionality 
could go in the line of increasing the automation of decisions or improving the 
parameterization detailing more certain aspects or parameters. 

Improvements in the display of results could be implemented in the current tool. 
A method could be implemented to show those strategies that have been discarded 
for not complying with the limits set but are very close to the filter created. In this 
way, the user can weigh up whether by reducing the level of demand on certain 
parameters he/she can obtain a solution more in line with his/her needs. Also, 
considering that in the future there will be thousands of possible solutions, a 
mechanism could be developed so that only a limited number of solutions are shown 
on the radar graph. In this way, only the solutions closest to the defined filter would 
be shown. 

The tool could also be extended by giving it more autonomy, for example, by 
incorporating algorithms that help the user in the choice of solution to be 
implemented. These algorithms, in combination with the above-mentioned feedback, 
could suggest solutions based on success stories or the experiences of other users. 

Also, we would like to highlight the high growth that the issue of security in 
time synchronization in WSN is having. Given this growing interest, probably 
prompted by the resolution of other more basic challenges, we would like to improve 
the assessment of the security parameter for our methodology and tools. Probably 
during the next years, there will be many advances in this line that should be 
considered. 

Finally, given the evolution of WSNs in the past, it is not surprising that they 
continue to evolve and create more powerful microcontrollers with greater resources 
and lower power consumption. These new developments in combination with other 
technologies not assessed in this thesis, such as 5G, may give rise to future new 

https://bitbucket.org/repoB105/tsst
http://elb105.com/tsst/
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solutions concerning time synchronization. It is, therefore, an important task to keep 
an eye on future new developments that may appear. We can imagine that cognitive 
synchronization strategies will appear in the future. That is, synchronization 
strategies capable of dynamically modifying their parameters at run time. The 
methodology presented in this doctoral thesis would still be valid, but the tool would 
have to be adapted to support these types of dynamic synchronization strategies. 
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