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1. Resumen. 
 

El propósito de diseñar un sistema electrónico embebido para enviar y recibir datos 
usando tecnología LoRa nace del interés de querer profundizar en el uso de una 
tecnología que tiene un gran potencial, pero lleva poco tiempo en el mercado y eso hace 
que aun sea desconocida. Las posibilidades que puede ofrecer esta tecnología, parecen 
muy interesantes y ser capaces de abrir y explorar un nuevo mercado hasta ahora 
inexistente como pueden ser las comunicaciones inalámbricas de largo alcance. 
 

Vivimos en un mundo completamente conectado, donde cada día es mayor la 
necesidad de la gente de tener conectados más objetos, conocer su estado e interactuar 
con ellos y en las grandes ciudades esto es posible, pero si vamos a núcleos rurales 
parecemos estar en otro momento tecnológico, donde en muchísimos lugares aun no 
llega la red de internet, en unos puntos por dificultad y en otros por no interesar 
económicamente o medioambientalmente. 

 
Con LoRa parece que podemos cubrir algunas de estas necesidades, y podamos 

recopilar datos de núcleos alejados sin necesidad de tener electricidad ni internet, ya que 
con LoRa una batería puede durar varios años y la distancia entorno a los 15kms ya no 
sería un problema. Esto puede ser muy interesante ya que eliminaríamos tanto el factor 
económico como ambiental para pequeños y medianos desarrollos, incluso podríamos 
recopilar datos de bosques ante posibles sequias o incendios que previniesen incendios, 
lo que claramente sería un beneficio medioambiental enorme, ya que cada año en la 
época de verano los incendios arrasan nuestros bosques. 

 
La banda de frecuencia utilizada por LoRa es la ISM, que se rige por el Reglamento 

de Radiocomunicaciones de la UIT, esta banda es libre y por tanto no hay que pagar, ni 
hay que pedir licencia, lo que facilita enormemente los desarrollos y reduce el coste de 
estos. Es similar a la banda GSM de telefonía móvil, pero sólo para datos a velocidades 
más bajas. El protocolo LoRaWAN es lo bastante seguro como para que la información 
no se vea comprometida en las comunicaciones. 

 
Con las pruebas realizadas y resultados obtenidos, podemos concluir que la 

tecnología LoRa envía correctamente la información de forma rápida siempre dentro del 
límite de datos máximo de envío, teóricamente de 50 bytes, en la práctica hemos visto 
que algo menos de 40 bytes. Además se ha podido ver que el alcance es superior al de 
otras tecnologías como WiFi o Bluetooth. En el Campus de la universidad es menor del 
que cabría esperar, y en gran parte parece culpa de la ubicación del Gateway que no 
ayuda a la buena recepción de la señal. La máxima distancia obtenida ha sido entre los 
dos puntos del mapa que es aproximadamente de 1000m. (Ver imagen 1) 
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Imagen 1: Distancia máxima envío datos LoRa Campus SUR UPM 

 
Como este dato parecida insuficiente, posteriormente se ha cambiado la ubicación 

del Gateway, y se ha obtenido una distancia de envío de 4,93 kms (Ver imagen 2) en un 
entorno semi urbano, ya que entre en el lugar donde se encuentra ubicado el Gateway y 
el emisor había pocos edificios. Este dato si se acerca a lo indicado por los fabricantes y 
demuestra el potencial de la tecnología LoRa. 

 

  
Imagen 2: Distancia máxima envío datos LoRa fuera del campus. 
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Abstract 
 
The purpose of designing of an electronic embedded system for data transmission 

and reception using LoRa technology was born from the interest of deepening the use of 
a technology that has a great potential, but it has been in the market for a short time and 
that makes it still unknown. The possibilities that this technology can offer seem very 
interesting and are able to open and explore a non-existent new market, which until was 
non-existent - such as long-range wireless communications. 

 
We live in a completely connected world. Every day there is a need of people to 

connect more to objects, to know their state and to interact with them. In big cities this 
is possible, but if we are to go to the area’s nucleus we seem to be in another moment 
technologically. There are many places in which the internet network still does not 
reach. In some areas it is due to connectivity issues, however in others it is due to it not 
being of economic or environmental benefit. 

 
With LoRa it seems that we can cover some of these needs. We can collect data from 

remote nuclei without having electricity or internet, because with LoRa a battery can 
last several years and the distance of around 15kms would no longer an issue. This can 
be hugely beneficial, since we could eliminate both the economic and environmental 
factors for small and medium-sized developments. We could even gather forest data in 
the event of droughts or fires that could lead to prevention of fires. This would be a 
huge environmental benefit, since each year during the Summer time the fires deplete 
our forests. 

 
The frequency band used by LoRa is the ISM, which is governed by the ITU Radio 

Regulations, this band is free of charge and in turn not a negative factor economically. 
Another benefit is that you do not have to hold a a license for the band,, which greatly 
facilitates the developments and reduces the cost of these. It is similar to the GSM band 
of mobile telephone technology, but instead for data at lower speeds. The LoRaWAN 
protocol is secure, so therefore information is not compromised in communications. 

 
With the tests and results obtained, we can conclude that the LoRa technology 

correctly sends the information at a high speed, always within the maximum limit of 
shipping, theoretically 50 bytes. In practice we have seen that sometimes even less. In 
addition to this, it has been possible to see that although the scope is greater than other 
similar technologies like Wi-Fi or Bluetooth in the Campus of the university; it  is 
smaller than it would be expected. In large part, it seems to be the fault of the location 
of the Gateway that does not promote good reception of the signal. The maximum 
distance obtained has been between the two points of the map which is approximately 
1000m. (See image 1). 
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Image 1: Maximum distance sending data LoRa in campus sur UPM 

 
As this information seems insufficient, the location of the Gateway has subsequently 

been changed, and a delivery distance of 4.93 kms has been obtained (see image 2) in a 
semi-urban environment, as it enters the place where it is located the Gateway and the 
issuer had few buildings. This data comes closer to what is indicated by the 
manufacturers and demonstrates the potential of LoRa technology. 

 

  
Imagen 2: Maximum distance sending LoRa data off campus. 
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3. Acronyms list 
 

ISM:   Industrial, Scientific and Medical radio bands 
BLE:  Bluetooth Low Energy 
IoT:   Internet of things. 
LoRa:   Long Range 
WAN:   Wide Area Network 
LoRaWAN: Long Range Wide Area Network 
API:   Application Programming Interface 
ADR:  Adaptive Data Rate. 
LDR:   Light Depending Resistor 
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4. Introduction   
 
The project is located in the technologies of wireless interconnection between 

electronic devices. We have technology for short range and high speed such as Wi-Fi or 
short range and low speed such as Bluetooth. Even within the Bluetooth we have the 
BLE variant for short range and short bursts with low consumption. But we do not have 
long-range technology, although it is true that we have repeaters and Wi-Fi antennas 
that promise distance of up to several Kms, it is not a technology designed specifically 
for it and despite being able to use it, it has high power consumption. 

  
In view of these above described technologies, at this moment we do not have any 

that cover a long distance with a low consumption. At this point the LoRa technology 
emerges the covers this need. LoRa is designed to cover long range from 10 to 20 kms 
at low speed. The problem found is that it is a relatively new technology and little 
extended, so there are not many developments or evidence of its operation. this problem 
is  due to infancy of this project, the technology needs to be further utilised to see its 
practicality. 

 
The proposal is to understand the hardware and software available for 

communication and design several programs that, through experiment, will allow us to 
better understand this technology. 

 
The structure of the project will be as follows: 

Firstly, we find a brief description of the technological framework in which we find 
ourselves. Where the existing technology stands and the forecast of the future to be 
explained. Secondly, we will find the specifications and design restrictions on which the 
project has been based. 

 
Once located within the study that is going to be done, we will find one of the most 

extensive points of the document, where the proposed solution is described. In it we find 
the necessary information to understand the reason for choosing the hardware and 
software that is used and the depth in the technical explanation of the chosen ones, as 
well as the most important software libraries. The operation of the examples contained 
in the software documentation is also explained to give  a better understanding of the 
technology. 

 
In addition to the above, the LoRaWAN protocol, which is the one used together 

with the LoRa technology, is explained in more detail. 
We will also see the chosen GateWay as well as its characteristics, in order to analyze 
the results we obtain, and to analyse if it is what is expected. 
Towards the end, the solutions proposed and developed by experimentation, to verify 
the operation and limits of the technology, will be further explained. 
The following point will show that the results obtained, as well as remarks about what 
was to be examined  in each test, indicating whether it is satisfactory or not. 

 
In the next  part of the document we will find the necessary plans that allow us to 

know the block diagrams and connection of the different hardware in more detail. We 
will also see the budget for the realization of the project. 
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The point that closes the project is the conclusion, which explains the assessment of the 
results and the comparison of them with the results that were initially expected. There is 
also a global vision of what can be expected from LoRa technology. 

 
Finally we find the biographical references; the bibliography used to develop this 

project and the annexes that allow us to understand the hardware configuration 
necessary for data collection. 
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5. Technological framework  
 

At the initial commencement, the PFG, the LoRa technology and its LoRaWAN 
protocol is unknown to the public,, if you ask any person what it is and could they even 
briefly  explain, very few people would be able to, unlike it’s more famous 
counterparts Bluetooth and WiFi; few people know of the LoRa technology. 
Personally, I did not know the full extent of this technology. It wasn’t until my tutor 
inspired me to look into this technology by introducing me to it.  

 
To understand the interest and importance that this technology can have in both 

present day and the future, we must know the Internet of things (IoT) and its state [1]. 
By definition, the Internet of Things is "the interconnection via Internet of computer 
devices integrated in everyday objects, which allows them to send and receive data". 
We know as IoT the set of devices connected to the internet or other devices that 
exchange information to control elements or receive information on the status of other 
devices or sensors. 

 
At this time around the world, we have millions of devices that are sharing data. If 

we take a smart home as an example; there could be smart thermostats, locks, light 
switches and security cameras, just to name a few.. An example of an intelligent 
thermostat is Netatmo [2], which is capable of analyzing past and current data such as 
the weather forecast, to predict the behavior of the environment and maintain a stable 
temperature with the greatest possible energy savings. 
Most estimates say that for the next few years we will have more than 21 trillion (21 
billion) IoT devices. 

 
Once located in the technology that surrounds us, we can continue to know 

LoRaWAN, which is a specification of wireless communications between devices 
developed and managed by the "LoRa Alliance" [3], which certifies every hardware 
manufacturer that wishes to work with this technology. Currently, during the first 
quarter of 2019, it has more than 500 members since its founding in 2015. It is 
specially designed to be used in the so-called Internet of Things (IoT). 

 
From the Allianz, they indicate the different radio chip suppliers. Among them, the 

microchip providers Microchip, ST Microelectronics and Renesas who have publicly 
announced their intention to adopt the LoRa radio technology. It is also likely that 
there are other semiconductor companies that will offer solutions in the near future. 
So in the current climate, we can find chips from these specific manufacturers. 
In our specific case we are going to use a development board from the ST 
Microelectronics provider. 
The great advantages of this technology are its low consumption (it is estimated a 
duration of up to 10 years battery life in optimal conditions), at a long range of 
between 10 and 20 km. 
 

 The use of this technology is not widespread, it has been used recently and in the 
tennis tournament of Roland Garros, where LoRa technology was used by placing 
sensors on the carpets at the entrances of the tracks, which allowed the organizers 
know the flow of visitors in real time, number of people in each of the 17 areas and 
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availability of seats to accommodate the spectators [4]. This has been a successful 
venture showing the punctuality and durability of the technology. 

 
But if we try to find other examples of the application we will not find much more 

in everyday use, this is due to the TGF being an infant product. The interest in finding 
the limitations and the potential of this technology is vast, the want to see its 
possibilities in the future both as it is and with further is undeniable. I am of the 
opinion that it will only flourish by the growing need of people to be connected and 
furtermore to obtain data from remote places where there is no access to an internet 
network or an electrical network or socket is unavailable or unattainable.. As other 
technologies do, we would have to be able to communicate a long-range device with a 
small battery. 
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6. Specifications and design restrictions. 
 
The development will have a series of initial and final conditions that are detailed: 
Entry conditions: 

 Evaluation of available hardware. 
 Evaluation of available software. 
 Use Lora technology. 

 
Exit conditions: 

 Functional system based on Lora technology. 
 Functional system using LoRaWAN networks. 

 
PFG specifications: 

 The system will use LoRaWAN networks. 
 The system will use Lora technology. 
 The system will be able to read information from inputs (such as sensors) and 

will be able to transmit information. 
 The system must be able to obtain the information received and be shown to the 

user, to check the correct operation and consistency between the data sent and 
received. 
 

Restrictions of the PFG: 
 The development board "B-L072Z-LRWAN” compatible with Arm Mbed will 

be used. 
 The Multiconnect Conduit gateway will be used, since it has been acquired by 

the university. 



 

14 
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7. Description of the proposed solution  
 

7.1. General description of the proposal   
First, the hardware and software available and the reason for choosing this 

particular hardware and software will be briefly summarized. This will be briefly 
followed by a general description of the proposal is made, which after developing it in 
the following points, will make it possible to understand what the LoRa technology 
consists of and the LoRaWAN networks, as well as the protocols that are in use.. All 
this will be designed into a system which will allow communication. 

 
To do this, an analysis of the hardware used for LoRa communication will be 

carried out, explaining the hardware of the development board b-l072z-lrwan1, the 
STM32L072CZ microcontroller it has and the hardware of the LoRa CMWX1ZZABZ-
091 modem. Later, the software that will be used for the development of the system 
that will be used, our design will be further explained. , in this software the ARM 
architectures widely used in microprocessors that require a low consumption, and the 
Mbed language used to program in a simple way ARM Cortex-m microcontrollers will 
also be explained. 

 
After gaining  a more in depth knowledge of the hardware and software necessary 

for the operation of the LoRa technology, an explanation of the operation with the use  
of PING-PONG as an example will be made to understand the parts of software that 
involve the hardware. 

 
Moreso, we will get to know the LoRaWAN protocols ability to transmit 

information through LoRa technology with the knowledge of the protocol and an 
example that allows a deeper understanding to  its operation. 

 
Finally, the LoRa modem used in the design of the system will be discussed and the 

software designed to verify the correct communication between the development board 
and the modem located on the university campus will be explained. 
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7.2. Evaluation of available hardware and software 
In this section there will be a brief introduction of the chosen hardware and 

software, it will not be extensive since it is not the main theme of the project, but a 
necessary tool to be able to develop it. I will review the available hardware since it is 
principle could condition the software. 

 
Development plates were founded, and not only LoRa chips, since the aim of the 

project was not to develop an electronic device, but to test the potential of this 
technology. 

 
Starting from these premises, two plates were reached, both from the manufacturer 

ST Microelectronics. B-L072Z-LRWAN1 [5] and B-L475E-IOT01A1 [6] this last one 
needed the connectivity module LoRa I-NUCLEO-LRWAN1 [7], both plates were 
compatible with Arm Mbed (that although it was not known if it was going to be used 
was an interesting possibility) and they displayed a sufficient performance for the 
desired purpose, so we opted for the plate B-L072Z-LRWAN1 due to simplicity of 
design. 

 
Once the board was chosen, the software that they used was Mbed and Keil 

uVision, so Keil uVision would be used first and later, if it was necessary to develop a 
specific module, it would be possible to install it. 

 
For the election of the GateWay, two economic possibilities were sought. The first 

and most economical option was to make one homemade with a Raspberry Pi [8]; the 
second was to buy the Dragino model LG01-P [9]. The tutor had access to try these 
solutions and the results were much lower than expected, so the department opted to 
buy the MultiConnect Conduit model, which although it had a high price, was to be 
used for future studies and developments. This device will be explained later. 
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7.3. Integrated hardware with LoRa.    
7.3.1. Microcontroller of development board 

The development board has an STM32L072CZ microcontroller, where the main 
features are listed below [10]. 

Of all it’s features, the most remarkable is that it incorporates the high-performance 
Arm® Cortex®-M0+ 32-bit RISC core operating at a 32 MHz frequency, a memory 
protection unit (MPU), high-speed embedded memories (up to 192 Kbytes of Flash 
program memory, 6 Kbytes of data EEPROM and 20 Kbytes of RAM) plus an 
extensive range of I/Os and peripherals. 
Key Features: 
Ultra-low-power platform 

 1.65 V to 3.6 V power supply 
 -40 to 125 °C temperature range 
 0.29 μA Standby mode (3 wakeup pins) 
 0.43 μA Stop mode (16 wakeup lines) 
 0.86 μA Stop mode + RTC + 20 KB RAM retention 
 Down to 93 μA/MHz in Run mode 
 5 μs wakeup time (from Flash memory) 
 41 μA 12-bit ADC conversion at 10 ksps 
 

Core: Arm® 32-bit Cortex®-M0+ with MPU 
 From 32 kHz up to 32 MHz max. 
 0.95 DMIPS/MHz 
 

Memories 
 Up to 192 KB Flash memory with ECC 
 20 KB RAM 
 6 KB of data EEPROM with ECC 
 20-byte backup register 
 Sector protection against R/W operation 
 

Up to 84 fast I/Os (78 I/Os 5V tolerant) 
 
Reset and supply management 

 Ultra-safe, low-power BOR (brownout reset) with 5 selectable thresholds 
 Ultra-low-power POR/PDR 
 Programmable voltage detector (PVD) 
 

Clock sources 
 1 to 25 MHz crystal oscillator 
 32 kHz oscillator for RTC with calibration 
 High speed internal 16 MHz factory-trimmed RC (+/- 1%) 
 Internal low-power 37 kHz RC 
 Internal multispeed low-power 65 kHz to 4.2 MHz RC 
 Internal self-calibration of 48 MHz RC for USB 
 PLL for CPU clock 
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Pre-programmed bootloader 
 USB, USART supported 
 

Rich Analog peripherals 
 12-bit ADC 1.14 Msps up to 16 channels (down to 1.65 V) 
 2 x 12-bit channel DACs with output buffers (down to 1.8 V) 
 2x ultra-low-power comparators  
 Up to 24 capacitive sensing channels supporting touchkey, linear and rotary 
touch sensors 
 7-channel DMA controller, supporting ADC, SPI, I2C, USART, DAC, Timers 
 

11x peripheral communication interfaces 
 1x USB 2.0 crystal-less, battery charging detection and LPM 
 4x USART (2 with ISO 7816, IrDA), 1x UART (low power) 
 Up to 6x SPI 16 Mbits/s 
 3x I2C (2 with SMBus/PMBus) 

11x timers:  
 2x 16-bit with up to 4 channels 
 2x 16-bit with up to 2 channels 
 1x 16-bit ultra-low-power timer 
 1x SysTick 
 1x RTC 
 2x 16-bit basic for DAC 
 2x watchdogs (independent/window)  

 
7.3.2. Module LoRa 

The LoRa module used in the development board is CMWX1ZZABZ-091. 
The module is powered by an STM32L072CZ and an SX1276 transceiver. The 
transceiver features the LoRa® modem, providing ultra-long-range spread spectrum 
communication and high interference immunity, minimizing current consumption. Also, 
this module supports the frequencies 868MHz and 915MHz. Finally, indicate that the 
reference clocks used are an integrated 32MHz clock and 32.768 KHz clock. 

 
Block diagram [11]: 

 
Image 3: Block diagram CMWX1ZZABZ-091 
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7.4. Software   
7.4.1. ARM architecture 

Firstly, we will explain what the ARM architecture used in microprocessors consists 
of. The microprocessors or ARM processors are based on the RISC (Reduced 
Instruction Set Computer) architecture and have as a main feature the possibility of 
executing parallel processes in a shorter way and therefore making an energy saving. 
The Main reason why we were looking to use LoRa technology is to use a technology 
which has minimum consumption. 

 
Without wanting to delve into the ARM architecture too much, we will briefly explain 
the design it has, since the ARM instruction set includes features that allow it to achieve 
high performance in its execution. We wanted to maintain the traditional concept of 
RISC, and therefore the execution of an order was established in a time, normally, of a 
cycle. The most interesting feature is the use of the upper 4 bits as a condition code, 
making any instruction conditional. This cutoff reduces the space for some shifts in 
memory access, but avoids losing clock cycles in the pipeline by executing small pieces 
of code with conditional execution. 

 
Typical example of the Maximum common divisor, according to the Euclid 

algorithm. 
Example in C [12]: 
 
    while (i! = j)  {     // Enter the cycle when i <j or i> j, not when i == j 
       if (i> j) // When i> j does the following 
           i - = j; 
       else // in another cso, do the following 
           j - = i;  } 
 
In contrast with ARM assembly code, the cycle can be made more efficient by: 
loop:  // Compare i and j 
    GT = i> j; 
    LT = i <j; 
    NE = i! = J; 
    // Improved operations using flags results 
    if (GT) i - = j; // subtract only if it is greater 
    if (LT) j - = i; // subtracts only if it is smaller 
    if (NE) goto loop; // Cycle only if the compared values are not equal 
 
And this is coded as: 
loop: CMP Ri, Rj; set the condition "NE" if (i! = j), 
                            ; "GT" if (i> j), 
                            ; or "LT" if (i <j) 
        SUBGT Ri, Ri, Rj; if "GT" (Greater than), i = i-j; 
        SUBLT Rj, Rj, Ri; if "LT" (Less than), j = j-i; 
        BNE loop; If "NE" (Not equal), then perform the cycle 
 

ARM also has several unique features, or at least strange compared to other RISC 
architecture. These include the possibility of adding shifts and the ability to rotate in 
the data processing (arithmetic, logic and movement of records), in addition to the 
relative addressing, and the pre and post increase in addressing mode. 
All this combined ensures that less operations of load and storage are needed, therefore 
improving the yield. 
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There are two modes of operation: the ARMI with instructions that occupy 4 bytes, 
faster and more powerful (there are instructions that are only in this mode) but with 
greater memory and greater electricity consumption. And, secondly, the THUMB 
mode, this is more limited; with instructions that occupy 2 bytes and with less current 
consumption. 

 
 

7.4.2. Mbed 
Mbed is a programming language for embedded systems and focused on ARM 

architectures. It’s main attraction is its online compiler. Mbed was developed with the 
definite consideration of IoT - Internet of Things. 

The compiler of Mbed works from a web browser, the disadvantage of this compiler 
is that an internet connection is needed [13]. 

 
Features of Mbed project: 

  Device and Component Support: With support for Mbed OS available on a wide 
range of Arm Cortex-M based devices, developers can prototype IoT 
applications quickly on low-cost development boards. 
Simple USB drag and drop programming allows you to rapidly prototype 
without the need for expensive debug hardware. 

 
  Real Time Software Execution: With an RTOS core based on the widely used 

open-source CMSIS-RTOS RTX, Mbed OS supports deterministic, 
multithreaded real time software execution. The RTOS primitives are always 
available, allowing drivers and applications to rely on features such as threads, 
semaphores and mutexes. 
 

  Open Source: Released under an Apache 2.0 license, you can use Mbed OS in 
commercial and personal projects with confidence. 
 

  Ease of Use: With a modular library structure, the necessary underlying support 
for your application will be automatically included on your device. 
By using the Mbed OS API, your application code can remain clean, portable 
and simple, whilst taking advantage of security and communications. 
 

  Community: The Mbed community allows contribution and collaboration 
between Arm, over 60 partners, and hundreds of thousands of individual 
developers all over the world. 
 

  End to End Security: We address security in device hardware, software, 
communication and in the lifecycle of the device itself: 
Hardware Enforced Security At the lowest level of Mbed OS, we use a 
supervisory kernel called uVisor to create isolated security domains which 
restrict access to memory and peripherals. 
Communications Security We take SSL and TLS, the standard protocols for 
securing communications on the internet, and allow you to include them in your 
Mbed project with a simple API. 
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 Drivers and Support Libraries: Driver support for a wide range of standard MCU 
peripherals is included in Mbed OS. This includes digital and analog IO, 
interrupts, port and bus IO, PWM, I2C, SPI and serial. 
The C libraries of each supported toolchain are also integrated into Mbed OS, 
including implementation of thread safety support. 

 
7.4.3. Arm Mbed OS 5: 

 First and as indicated in the previous point Arm Mbed OS is a free, open-source 
embedded operating system designed specifically for the IOT. 

It includes all the features you need to develop a connected product based on an Arm 
Cortex-M microcontroller: low-powered, constrained devices that need to connect to the 
internet and support peripherals such as sensors and I/O devices. Mbed OS provides an 
abstraction layer for the microcontrollers it runs on, so that you can focus on writing 
C/C++ applications that call the functionality available on a range of hardware, and 
reuse your application on any Mbed-compatible platform. 

Architecture diagram: This is the basic architecture of an Mbed board [14]: 
 

 
Image 4: Architecture diagram 

 
Mbed OS foundation: Mbed OS uses a hardware abstraction layer (HAL) to support the 
most common parts of a microcontroller, such as timers. This foundation facilitates 
writing applications against a common set of application programming interfaces 
(APIs); your device automatically includes necessary libraries and driver support for 
standard MCU peripherals, such as I2C, serial and SPI. 

 
The HAL also serves as the starting point when adding support for new targets or 

features to existing targets.  
 
Mbed OS has an RTOS core, so it supports deterministic, multithreaded, real-time 

software execution. The RTOS primitives are always available, allowing drivers and 
applications to rely on threads, semaphores, mutexes and other RTOS features. 

 
The structure of Mbed OS enables matching applications and storage systems. In 

other words, where the block level storage options vary and are application dependent, 
you can choose the file system that best fits your IoT device. The FAT file system - 



Description of the proposed solution 

22 

backed by an SD card - provides compatibility with other operating systems, such as 
Windows, Mac OS or Linux. When high reliability and recovery from power failure are 
important, it makes sense to use our embedded file system, backed with a (Q)SPI NOR 
flash chip. 

 
Finally, Mbed OS implements the retargeting layer and boot process integration of 

each supported toolchain for you, so application development feels similar to C or C++ 
development for any other operating system. 

 
Connectivity: Arm works with its Partners to enable Bluetooth Low Energy, NFC, 

RFID, LoRa, 6LoWPAN, Thread, Ethernet, Wi-Fi, cellular and mobile IoT (LPWA) 
across devices and system architectures running Mbed OS. Mbed OS offers a stable 
core of existing connectivity technologies.  

 
The networking and connectivity stacks are flexible enough to meet the needs of the 

most demanding IoT device designs, whether a combination of a single chip 
microcontroller and radio, or multiple chips connected across serial buses. System 
designers can have confidence in our certified connectivity stacks, such as our certified 
Thread stack, because of their maturity, interoperability and validated components. 

 
Mbed OS fully supports our Pelion IoT Platform, so you can manage your deployed 

devices and their data. Together, Mbed OS and Pelion comprise a coherent ecosystem 
that meets the needs of most production-ready projects. 

 
Security: The Pelion IoT Platform has built-in security at all levels, stressing both 

protection against violations and mitigation of their consequences. Alongside hardened 
cloud services, robust communication stacks and safe firmware updates, Mbed offers 
two security-specific embedded building blocks: Arm Mbed TLS and a Secure Partition 
Manager (SPM) that meets industry best practices as part of Arm’s Platform Security 
Architecture. Mbed TLS secures communication channels between a device and 
gateway or server, and the use of a secure partition manager and isolated security 
domains for trusted system services reduces the attack surface. All together, this 
provides a unique chip-to-cloud security model, relying on the low-level capabilities the 
Arm ecosystem silicon Partners provide to secure the data and identity of cloud-
connected devices. 

 
Our approach to security is to leverage state-of-the-art industry standard protocols, 

ciphers and encryption suites following the recommendations from NIST and other 
related organizations. This gives us access to the latest work by the global security 
research community, rather than a limited in-house resource. 

 
Hardware: Arm, its Partners and the Arm Mbed developer community work together 

to develop the Mbed OS project. This thriving ecosystem means that Mbed OS includes 
drivers for a lot of different hardware, so you can concentrate on clean and portable 
application code. 

 
Broadly speaking, there are three types of hardware you can see on our site: 

Modules: include a microcontroller, IoT centric connectivity and required onboard 
memory. They are ideal for designing IoT products, from prototyping to mass 
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production. Mbed Enabled Modules have full support for Mbed OS with all available 
connectivity drivers. 

 
Boards: development boards are an inexpensive way to start developing with Mbed 

OS and other components. 
 
Components: the Component Database hosts reusable libraries for different 

hardware, middleware and IoT services that you can use with Arm Microcontrollers. 
These components can be used as building blocks for quickly developing prototypes 
and products. 

 
The documentation: This is the technical documentation for Mbed OS. We have 

three types of documents: references, tutorials and porting guides. 
 
Mbed OS reference book: It is a section that gives background reference information 

about Mbed OS. This content includes architectural details and technical information 
about the configuration system. 

 
Arm Mbed OS lets you write applications that run on embedded devices, by 

providing the layer that interprets your application's code in a way the hardware can 
understand. 

 
Your application code is written in C++. Your code uses the application 

programming interfaces (APIs) that Mbed OS provides. These APIs allow your code to 
work on different microcontrollers in a uniform way. This reduces a lot of the 
challenges in getting started with microcontrollers. 
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7.5. Ping-pong example   
In the example of Ping-Pong for the development board, we can see how two 

development boards are communicated, in this real case, one sends a message "PING" 
and the other responds a message "PONG". 

 
In this case, the LoRa communication is used, but there is no LoRaWAN protocol. In 

the main.c file is the main operating routine of the ping pong example. They begin by 
defining parameters such as the LoRa working frequency of 868 MHz or the PING and 
PONG messages by means of a constant for the comparison in reception. 

After using a modem, the sending and receiving parameters for this type of modem 
are configured using constants defined for different types of technology. 

 
Example: 

"Radio.SetTxConfig (MODEM_LORA, TX_OUTPUT_POWER, 0, LORA_BANDWIDTH, 
                                 LORA_SPREADING_FACTOR, LORA_CODINGRATE, 
                                   LORA_PREAMBLE_LENGTH, LORA_FIX_LENGTH_PAYLOAD_ON, 
                                   true, 0, 0, LORA_IQ_INVERSION_ON, 3000); 
 
“Radio.SetRxConfig (MODEM_LORA, LORA_BANDWIDTH, LORA_SPREADING_FACTOR, 
                                   LORA_CODINGRATE, 0, LORA_PREAMBLE_LENGTH, 
                                   LORA_SYMBOL_TIMEOUT, LORA_FIX_LENGTH_PAYLOAD_ON, 
                                   0, true, 0, 0, LORA_IQ_INVERSION_ON, true); " 
 
Initially, when there is no master and slave cards defined, random information is 

sent, and one of them assumes the role of master, when the other already verifies that a 
master exists, he assumes the role of slave. 

 
The board that assumes the MASTER role sends the PING message and then waits to 

receive the PONG message, the reception of this message is indicated by the red LED. 
The board that assumes the role of slave sends the PONG message and then waits to 
receive the PING message, the reception of this message is indicated by the blue LED. 

 
The following are included in the main.c file, among others: 

- Hw.h which in turn calls hw_conf.h and again this to b-l072z-lrwan1.h 
- Radio.h 
 
The relevant libraries are included in the file hw_conf.h according to the 

microprocessor of ST microelectronics used, for example for the development board. 
#ifdef USE_B_L072Z_LRWAN1 
  #include "stm32l0xx_hal.h" 
  #include "b-l072z-lrwan1.h" 
  #include "stm32l0xx_hal_conf.h" 
  #include "mlm32l0xx_hw_conf.h" 
#endif 
 
The file b-l072z-lrwan1.h will configure the specific parameters of the board b-

l072z-lrwan1, such as the configuration of pins and LEDs. It includes functions for 
turning LEDs on and off 

The radio.h file defines the functions to configure the radio with the parameters 
appropriate to the type of technology, we have for FSK and LoRa. 
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In the following image 5 we can see the messages visible in a serial console 

emulator, PuTTY to the associated to the two boards. On the left we have the slave 
board, which sends the message PONG and waits for the message and on the right we 
have the master board, which sends the message PING and waits for the message 
PONG. 

 

 Image 5: Ping Pong example 
 
We can also visualize it directly on the plates, also on the left we have the slave plate 

and on the right the master. 
In the image 6 on the left, we see the slave plate turning on the blue LED, after 

receiving a PING message, in the image 6 on the right we can see the master plate with 
the red LED on after receiving a message PONG. 

 

  
Image 6: Boards in Ping Pong example 
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7.6. LoRaWan specifications 
7.6.1. Introduction 

LoRaWan is a network protocol with a star typology, with gateways that link the end 
nodes with a server. The Gateway-Server connection is through an IP and the Gateway-
node connection is through LoRa. 

The communication is bidirectional, where we find messages end node - server 
called uplink and server end node type called downlink. The data rate oscillates between 
0.3 Kbps and 50 Kbps, it is adjustable in each node. In Europe the frequency band is 
ISM 863-870 MHz 

 
7.6.2. LoRaWan Classes 

A  LoRa network  distinguishes  between  a  basic LoRaWAN (named  Class  A)  
and  optional features (Class B, Class C): 

 

 
Image 7: Classes LoRaWAN 

 
Class A: Bi-directional end-devices: End-devices of Class A allow for bi-directional 

communications where by each end-device’s uplink transmission is followed by two 
shorts downlink receive windows. The transmission slot scheduled by the end-devices 
based on its own communication needs to possess a small variation based on a random 
time basis. 

This Class A operation is the lowest power end-device system for applications that 
only require downlink communication from the server shortly after the end-device has 
sent an uplink transmission. Downlink communications from the server at any other 
time will have to wait until the next scheduled uplink. Usually Class A devices are 
battery powered. 

 
Class B: Bi-directional end-devices with scheduled receiving slots: 
End-devices of Class B allow for more receiving slots. In addition to the Class A 

random receiving windows, Class B devices open extra receiving windows at scheduled 
times. In order for the End-device to open it’s receiving window at the scheduled time, 
it receives a time synchronized Beacon from the gateway. Usually Class B devices are 
battery powered. 

 
Class c: Bi-directional end-devices with maximal receive slots: 
End-devices of Class C have nearly continuously open receiving windows, they are 

only   closed when transmitting. Class C end-device will use more power to operate 
than Class A or Class B but they offer the lowest latency for server to end-Device 
communication. Class C devices are electrically powered. 
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7.6.3. Physical Message Formats 
The LoRa terminology distinguishes between uplink and downlink messages. 
 
 Uplink Messages 

Uplink messages are sent by end-devices to the Network Server relayed by one or 
many gateways. Uplink messages use the LoRa radio packet explicit mode in which the 
LoRa physical header (PHDR) plus a header CRC (PHDR_CRC) are included. 
The integrity of the payload is protected by a CRC.  
The PHDR, PHDR_CRC and payload CRC fields are inserted by the radio transceiver. 
Uplink PHY: 

 
Preamble PHDR PHDR_CRC PHYPayload CRC 

Table 1: Uplink messages 
 
 Downlink Messages  

Each downlink message is sent by the Network.Server to only one end-Device and is 
relayed by a single gateway. Downlink messages use the radio packet explicit mode in 
which the LoRa physical header (PHDR) and a header CRC (PHDR_CRC) are 
included. Downlink PHY: 

 
Preamble PHDR PHDR_CRC PHYPayload 

Table 2: Downlink messages 
 
 Receive Windows 

Following each uplink transmission the end-Device MUST open two short receive 
windows. The receive window start times are defined using the end of the transmission 
as a reference. 

 
Image 8: Receive Windows 

 
 Mac Message Formats 

All LoRa uplink and downlink messages carry a PHY payload (Payload) starting 
with a single-octet MAC header (MHDR), followed by a MAC payload (MACPayload), 
and ending with a 4-octet message integrity code (MIC). 

 
Radio PHY Layer: 
 

Preamble PHDR PHDR_CRC PHYPayload CRC 
Table 3: Radio PHY Layer 
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PHYPayload: 
 

MHDR MACPayload MIC 
Table 4: PHYPayload 

or 
MACPayload: 
 

FHDR FPort FRMPayload 
Table 5: MAC Payload 

FHDR: 
 

DevAddr FCtrl FCnt FOpts 
Table 6: FHDR 

 
MAC Layer (PHYPayload) 
This is the breakdown of the payload message of the physical layer (PHYPayload) 
 

Size (bytes) 1 7.. M 4 
PHYPayload MHDR MACPayload MIC 

Table 7: MAC Layer 
 
MAC Header (MHDR field) 
The MHDR header contains information about the type of message (Mtype), space 

reserved for future uses (RFU) and message format during activation (Major): 
 

Bit 7..5 4..2 1..0 
MHDR bits MType RFU Major 

Table 8: MAC Header 
 

Mtype informs about the type of message that the plot carries: 
 
The LoRaWAN distinguishes between 8 different MAC message types: Join-request, 

Rejoin-request, Join-accept, unconfirmed data up/down, and confirmed data up/down 
and proprietary protocol messages. 

 
MType Description 

000 Join-request 
001 Join-accept 
011 Unconfirmed Data Up 
100 Unconfirmed Data Down 
101 Confirmed Data Up 
110 Confirmed Data Down 
111 Proprietary 

Table 9: MType 
 
Join Request and Join accept are used for the activation of nodes by activation by air. 
Messages with data carry MAC commands or application data. This data may require 

confirmation through the fields confirmed data up / down or not unconfirmed data up / 
down. 
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Standard isn messages can be used in applications that are prepared for this with the 

proprietary messages. 
 
Major specifies the format of the messages, during activation. At the moment there is 

only one option: 
 

Major bits Description 
00 LoRaWAN R1 
01..11 RFU 

Table 10: Major bits 
 

MAC Payload of data messages (MAC Payload) 
They are found if the MType indicates that the message is of data, whether they 

require confirmation or not: 
 

Size (bytes) 7..23 0..1 0..N 
MAC Payload FHDR FPort FRMPayload 

Table 11: MAC Payload 
 

Your payload includes the frame header (FHDR) and the optional port fields 
(FPORT) and another payload (FRMPayload). 
For its part, FHDR contains the device address (DEVAddR), one control byte (FCtrl), 
two account (FCnt) and up to 15 options (FOpts): 
 

Size (bytes) 4 1 2 0..15 
FHDR DevAddr FCtlr Fcnt Fopts 

Table 12: FHDR bits 
 
The FCtrl of the dowlink messages is: 
 

Bit 7 6 5 4 [3..0] 
MFctrl bits ADR ADRACKReq ACK FPending FOptsLen 

Table 13: FCtrl bits of downlink messages 
 
The FCtrl of the uplink messages is: 
 

Bit 7 6 5 4 [3..0] 
Fctrl bits ADR ADRACKReq ACK ClassB FOptsLen 

Table 14: FCtrl bits of uplink messages 
 

They have the adaptive rate control (ADR). Thanks to this, the nodes in LoRa can use 
any data rate available. It is managed through ADR and ADRACKReq. 
ACK are the message confirmation bits 
- Fpending is used in the downlink to notify the node that there are more messages 
ready. 
- FCnt keeps track of messages sent and received by the node. 
- Fopts contains MAC commands. 
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- FPort appears if the Payload of the frame (FRMPayload) contains data and its possible 
values are MAC message or messages for the application. 
- FRMPayload. If the frame contains a message, this field is encrypted before 
calculating the MIC through AES 128 bits. 

 
Message integrity code (MIC) 
This code is calculated from all fields of the message 

Msg = MHDR | FHDR | FPort | FRMPayload 
The MIC is calculated as: 
cmac = aes128_cmax (NwkSkey, B0 | msg) 
MIC = cmac [0..3] 26 
Where B0 is: 
 

Size (Bytes) 1 4 1 4 4 1 1 
B0 0x49 4 x 0x00 Dir DevAddr FCntUp/Down 0x00 Len(msg) 

Table 15: MIC message 
 

If Dir is 0 the message is uplink, if it is 1 it will be downlink 
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7.7. Example of using Mbed-LoRaWan.  
The example that we can find in the Mbed platform’s basic function to know the use 

of the Mbed os API for the LoRaWAN protocol [16]. 
Radio driver: First, it is indicated that the radio driver must be selected. 
Mbed-OS provides support for several modules, if we use one of these it is not 

necessary to apply this point, but if you do not have to define it, for that you have to 
modify the `lora-radio` field and provide a set of pin if it is different from the 
predetermined. For example: 

"lora-radio": { 
    "help": "Which radio to use (options: SX1272,SX1276)", 
    "value": "SX1276" 
 
PHY: Depending on the country in which this technology is being used, the 

LoRaWAN protocol must comply with the corresponding radio emissions. For this 
purpose, Mbed-OS has the class 'LoRaPHY' that allows to implement any PHY layer of 
a region. Today, 10 different implementations are provided, specific to each country. 
The PHY layer is chosen at compile time and by default the PHY "EU 868Mhz" is used. 
To change it, one can do: 

"phy": { 
            "help": "LoRa PHY region. 0 = EU868 (default), 1 = AS923, 2 = AU915, 3 = CN470, 4 = CN7

79, 5 = EU433, 6 = IN865, 7 = KR920, 8 = US915, 9 = US915_HYBRID", 
            "value": "0" 
        }, 
 
Network credentials: Within the mbed_app.json file you can modify the specific user 

settings that the Mbed-OS stack and the application need. 
Add `Device EUI`,` Application EUI` and `Application Key` necessary for activation 

by air (OTAA). For example: 
"lora.device-eui": "{ YOUR_DEVICE_EUI }", 
"lora.application-eui": "{ YOUR_APPLICATION_EUI }", 
"lora.application-key": "{ YOUR_APPLICATION_KEY }" 
 
Support module: The following boards and modules tested with the LoRaWAN stack 

of Mbed-OS are indicated, among which we can see the board chosen for the PFG: 
- MultiTech mDot 
- MultiTech xDot 
- LTEK_FF1705 
- Advantech Wise 1510 
- ST B-L072Z-LRWAN1 LoRa®Discovery kit (with muRata radio chip) 
 
Compiling the application: Select your target and hit the compile button. 
Running the application: Copy and paste the binary of the application into the target 

hardware, connect a serial console emulator (for example Hyperterminal or PuTTY) to 
the associated USB of the device and select the speed of 115200 bit/s, finally restart the 
card and you should see something similar to: 

Mbed LoRaWANStack initialized  
 Adaptive data  rate (ADR) - Enabled  
 Connection - In Progress ... 
 Connection - Successful  
 Disconnected - Exiting Application  
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7.8. API Mbed LoRaWan 
The LoRaWAN Interface provides a C++ API for connecting to the internet over a 

LoRa network. The following functions are defined [17]: 
 lock (void) 
 unlock (void) 
 add_app_callbacks (lorawan_app_callbacks_t * callbacks): Add application 

callbacks to the stack. 
 add_link_check_request(): Validate the connectivity with the network. 
 cancel_sending(): Cancel outgoing transmission. 
 connect(): Connect OTAA or ABP using the Mbed OS config system Connect 

by Over The Air Activation or Activation By Personalization. You need to 
configure the connection properly using the Mbed OS configuration system. 

 connect (const lorawan_connect_t &connect): Connect OTAA or ABP with 
parameters. All connection parameters are chosen by you and provided in the 
data structure passed down. 

 disable_adaptive_datarate(): Disables adaptive data rate. When ADR is disabled, 
either you can set a certain data rate, or the MAC layer selects a default value. 

 disconnect: Disconnect the current session. 
 enable_adaptive_datarate: Enables ADR. The underlying LoRaPHY and 

LoRaMac layers handle the data rate automatically based on the radio conditions 
(network congestion). 

 get_backoff_metadata (int &backoff): Get hold of backoff time. In the TX path, 
because of automatic duty cycling, the transmission is delayed by a certain 
amount of time, which is the backoff time. While the system schedules 
application data to be sent, the application can inquire about how much time is 
left in the actual transmission to happen. 
The system will provide you with a backoff time only if the application data is in 
the TX pipe. If however, the event is already queued for the transmission, this 
API returns a LORAWAN_STATUS_METADATA_NOT_AVAILABLE error 
code. 

 get_channel_plan (lorawan_channelplan_t &channel_plan): Gets the channel 
plans from the LoRa stack. Once you have selected a particular PHY layer, a set 
of channels is automatically activated. Right after connecting, you can use this 
API to see the current plan. Otherwise, this API returns the channel plan that 
you have set using set_channel_plan(). 

 get_rx_metadata (lorawan_rx_metadata &metadata): Get hold of RX meta-data. 
Use this method to acquire any RX meta-data related to current reception. RX 
meta-data is only available right after the reception is completed. In other words, 
you can check for RX meta-data right after receiving the RX_DONE event. 

 get_tx_metadata (lorawan_tx_metadata &metadata): Get hold of TX meta-data. 
Use this method to acquire any TX meta-data related to previous transmission. 
TX meta-data is only available right after the transmission is completed. In other 
words, you can check for TX meta-data right after receiving the TX_DONE 
event. 

 initialize (events::EventQueue *queue): Initialize the LoRa stack. You must call 
this before using the LoRa stack. 

 receive (uint8_t port, uint8_t *data, uint16_t length, int flags): Receives a 
message from the Network Server on a specific port. 
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 receive (uint8_t *data, uint16_t length, uint8_t &port, int &flags): Receives a 
message from the Network Server on any port. 

 remove_channel (uint8_t index): Removes a single channel. You cannot remove 
default channels (the channels the base stations are listening to). 

 remove_channel_plan ():Removes an active channel plan. You cannot remove 
default channels (the channels the base stations are listening to). When a plan is 
abolished, only the non-default channels are removed. 

 remove_link_check_request ():Removes link check request sticky MAC 
command. Any already queued request may still be completed. However, no 
new requests will be made. 

 send (uint8_t port, const uint8_t *data, uint16_t length, int flags): Send message 
to gateway. 

 set_channel_plan (const lorawan_channelplan_t &channel_plan): Sets the 
channel plan. You can provide a list of channels with appropriate parameters 
filled in. However, this list is not absolute. The stack applies a CF-List whenever 
available, which means that the network can overwrite your channel frequency 
settings right after Join Accept is received. You may try to set up any channel or 
channels after that, and if the channel requested is already active, the request is 
silently ignored. A negative error code is returned if there is any problem with 
parameters. 

 set_confirmed_msg_retries (uint8_t count): Sets up the retry counter for 
confirmed messages. Valid for confirmed messages only. 

 set_datarate (uint8_t data_rate): Sets up a particular data rate. 
 set_device_class (const device_class_t device_class): Change device class or 

change current device class. 
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7.9. Gateway LoRaWan 
 
The MultiConnect Conduit gateway is a product of the company multitech, designed 

for industrial use and among its advantages stand out its easy configuration and its 
multiple scalable options since it can work on other platforms with 4g-LTE, 3G, 2G and 
Ethernet in addition to power add cards that allow LoRaWAN or RF connectivity. 

 
To use it with the LoRa technology you must connect the LoRa target on the back: 
 

 
Image 9: mCard of MultiConnect Conduit 

 
For the technology LoRa says to have a great reach of up to 10 miles (16 Kms) in 

open field and between 1 and 3 miles (1,6 – 4,8 kms) in city. 
 
In the annexes of the project, we can find the configuration method, also in the 

results of the project we will verify if the scope indicated by the specifications is 
reached. [20]  
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7.10. Designed project 
7.10.1. Modified ping pong to use several boards 

Starting from the Ping-Pong example of LoRa, the code has been modified to make a 
circuit where a Master board sends a PING command and several slave plates are 
responding PONG between them until closing a circuit that ends up returning the PONG 
to the master board. That is, the master board (numbered 0) sends PING0, this PING0 is 
received by all the slave boards but only the slave board 1 will respond with a PONG1, 
these data are received by all the boards but only the slave board 2 will respond with a 
PONG2, so on with as many boards as we have, when we reach the final board, the data 
will be processed by the Master board to send a new PING command. 

 
In the beginning all the boards start being master, and they are sending PING 

messages, if a plate is master and it receives a PING message it will stop being it. When 
a board is a slave, if it receives a number of PONG equal to the one that would be sent 
by it, it is modified, since it assumes that another has its role already. Thanks to this we 
get the system to stabilize. 

 
In addition the program will be modified, so that each time a new board is added, it 

will be able to communicate with the rest to be recognized and added to the circuit, so 
that the master board does not respond with the X Pong (X being the last number 
maximum of known plate) if not answer with the number X + 1 that will correspond to 
the new plate added. 

The maximum number of plates is limited by a variable to the beginning of the 
program, so that it is limited and to be able to add a plate that will remain as back up 
and that in case of failure of any of them, replace it. 

 
The program will be the same on all plates and must be stable, so that any plate can 

assume the paper that is established at that moment, and in case a plate is lost the 
system can recover. If each plate has its own program, we must first number the plates 
and each one assume its specific role. What would cause that in case of loss of one of 
them the program was stopped. 

 
When a board sends a message, all of them receive it and only the one with the next 

turn responds, but all process the message since in it the maximum number of plaques is 
communicated, as well as the number of boards that the Master board knows. 

 
The program has been modified to simulate an environment as real as possible, and 

to understand the operation of LoRa, as well as the communication between chips. At 
first it was not necessary to include so much level of detail since there was no minimum 
communication specification, but in the first tests with more than 2 plates, I saw that it 
was necessary, since the speed of communication is very fast despite having away the 
plates, so it had to include a greater control of possible errors. 
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7.10.2. Sending data with LoRaWan 
On the other hand, with other program the LoRa technology is going to be tested, 

using the LoRaWAN protocol, for it comes from a tutor program, which is capable of 
sending data from a GPS module and a light sensor as well as other data. 

 
This program is able to send data to GateWay and these can be seen in the server 

used to store the received data or in the mobile application of "LoRaWAN ResIOT". 
 
As there is no certainty about the number of bytes that can be sent, nor the frequency 

with which data can be sent, I modify the base of the delivered program to make 
different tests from different distances. From all these distances chains of 20, 30 and 40 
bytes will be sent (since this will be configurable by means of a variable in the 
program). The shipping frequency will also be modified. With this program it is tried to 
obtain experimentally the maximum number of bytes and the shortest delivery time 
accepted by the gateway maintaining a low error rate. 

 
The information received in the data server will be observed, and knowing the 

frequency of data transmission will try to estimate the loss at home. 
 

7.10.3. Sending data with optimized LoRaWan  
In the previous examples have been sent data to test the limits of LoRaWAN, but it is 

important to know that the information sent should be as optimized as possible, so that 
the time of sending from the device to the gateway is the lowest possible, with this we 
get that the saturation of the frequency is lower, as well as the energy consumption of 
the devices. On the other hand, the duty cycle of radio devices is regulated by 
government regulations. Normally, it should not exceed 1%. 

 
In Europe, the work cycles are regulated by section 7.2.3 of the ETSI standard 

EN300.220 In addition, the LoRaWAN specification dictates that for the union of 
frequencies be used for LoRaWAN-compliant networks in the activation of over-the-air 
devices activations (OTAA). In most regions this duty cycle is 1%. 

 
Theoretically we should have an average of 30 seconds of airtime in the uplink 

message per day and a maximum of 10 downlink messages, including ACK's. 
 
 For the optimization of bytes the process that is going to be followed is the 

following one: The test data will be sent as a number, the rest of the data are already 
numbers. Currently the infomation of the numbers is sent as bytes. 
For example the number 246, is sent in a sequence of 3 bytes as 2 (0x02), 4 (0x04) and 
4 (0x06). The idea is to code the number 246 in hexadecimal, which would give us a 
sequence 1111 0011, which in hexadecimal would be (0xF6), thanks to this we would 
send a single byte instead of 3. This will apply to all sent data.   

 
Later in the reception the data must be decoded, so we must also modify the LUA 

part of the node. Shipping tests will be carried out to verify correct operation. 
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7.10.4. Sending data looking for the maximum range 
 
With the same base of point 7.10.3, modified to send the minimum GPS data 

necessary to locate where we send the data and regardless of the number of bytes, a 
long-range test will be performed, the GateWay is at low altitude and there are several 
buildings that limit the signal but will look for the farthest point from which the 
information can be sent without being compromised.  
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8. Results  
 

8.1. Result of modified ping pong to use several boards. 
It has been tried that the example simulates best in an environment as real as 

possible, which has meant an increase of hours on the estimated schedule of the project, 
but I have considered this a necessary feat since there were moments when I was not 
sure I was understanding correctly the reason of the errors I observed in the operation 
and did not see in the code. After improving this code I have been able to understand 
these problems more in depth. 

 
Tests that have been carried out in getting a debugged code that does not leave the 

operation at a halt by not contemplating any scenario, out of all the tests, step to detail is 
the most significant to understand the operation. 

 
During the debugging and verification of test results, it was detected that despite 

entering a random number, if all the plates are started simultaneously, they obtain the 
same random number sequentially, that is, if the sequence is 1, 222 , 135 and 346 all the 
plates will obtain this sequence. This problem could not be solved, so to avoid this 
problem the boards must be initialized sequentially, so that despite obtaining the same 
sequence, this is not at the same exact instant in time. 

 
For the first test we simply put the variable maxBoards = 2 and msglog = 3 so that 

the largest number of messages is displayed. For this case we are going to use 2 plates. 
In the following image 10 we see the exchange of messages: 

 
Image 10: Messages of ping pong 

 
The table 16 shows sequentially the exchange of messages produced between the 

boards. The operation is correct and it is about becoming familiar with the exchange of 
messages, in this environment it should work just like the demo program. After testing 
it, I check that it works the same. 

 
We can see that the plaque that will assume the role of Master is initialized in master 

and that the board that will assume the role of Slave begins as mastery ceases to be (We 
find a message that says: "... I receive PiNG and I stop being MASTER "). This 
achieves what was explained in the previous point, where it was indicated that all the 
boards have the same program and this must be stable. 
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Message sequence: 
Log board master: Log board slave: 

INICIO PROGRAMA max placas 2 
OnRxTimeout 
caseRX_timeout 
caseRX_error 
... Preparo primer PING me falta: 1 
OnTxDone 
caseTX 
OnRxTimeout 
caseRX_timeout 
caseRX_error 
... Preparo primer PING me falta: 1 
OnTxDone 
caseTX 

INICIO PROGRAMA max placas 2 
 

 OnRxDone 
RssiValue=-115 dBm, SnrValue=-1 
caseRX 
0... Rx_timeout 12000 Time_envio4000 
0... Recibo PiNG y dejo de ser MASTER 
1... Activo envio Pong en 4000 ms 
1...envio rapido, ya que aun no me conocen 2000 ms 
Soy master: 0 numSlave 1 maxSlave: 0 envioPing 0 
envioPong 1 
1... Envio PONG10, maxSlave: 0 
OnTxDone 
caseTX 

OnRxDone 
RssiValue=-116 dBm, SnrValue=2 
caseRX 
0... Rx_timeout 12000 Time_envio4000 
0... Recibo PONG1 MaxSlave: 0 Random1591 
MaxSlave recibido 1 
0... Activo envio Ping en 4000 ms 
Soy master: 1 numSlave 0 maxSlave: 1 envioPing 1 
envioPong 0 
0... Envio PING01, maxSlave: 1 conozco hasta: 1 
OnTxDone 
CaseTX 

 

 OnRxDone 
RssiValue=-115 dBm, SnrValue=0 
caseRX 
1... Rx_timeout 12000 Time_envio4000 
1... Recibo PiNG0 maxSlaves: 1 falta: 2  Random1577 
MaxSlave recibido 1 
1... Activo envio Pong en 4000 ms 
Soy master: 0 numSlave 1 maxSlave: 1 envioPing 0 
envioPong 1 
1... Envio PONG11, maxSlave: 1 
OnTxDone 
CaseTX 

OnRxDone 
RssiValue=-115 dBm, SnrValue=3 
caseRX 
0... Rx_timeout 12000 Time_envio4000 
0... Recibo PONG1 MaxSlave: 1 Random1577 
0... Activo envio Ping en 4000 ms 
Soy master: 1 numSlave 0 maxSlave: 1 envioPing 1 
envioPong 0 
0... Envio PING01, maxSlave: 1 conozco hasta: 1 
OnTxDone  
caseTX 
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Log board master: Log board slave: 
 OnRxDone 

RssiValue=-115 dBm, SnrValue=-1 
caseRX 
1... Rx_timeout 12000 Time_envio4000 
1... Recibo PiNG0 maxSlaves: 1 falta: 2  Random85 
1... Activo envio Pong en 4000 ms 
Soy master: 0 numSlave 1 maxSlave: 1 envioPing 0 
envioPong 1 
1... Envio PONG11, maxSlave: 1 
OnTxDone 
caseTX 

OnRxDone 
RssiValue=-116 dBm, SnrValue=-2 
caseRX 
0... Rx_timeout 12000 Time_envio4000 
0... Recibo PONG1 MaxSlave: 1 Random85 
0... Activo envio Ping en 4000 ms 
Soy master: 1 numSlave 0 maxSlave: 1 envioPing 1 
envioPong 0 
0... Envio PING01, maxSlave: 1 conozco hasta: 1 
OnTxDone 
CaseTX 

 

 OnRxDone 
RssiValue=-115 dBm, SnrValue=1 
caseRX 
1... Rx_timeout 12000 Time_envio4000 
1... Recibo PiNG0 maxSlaves: 1 falta: 2  Random783 
1... Activo envio Pong en 4000 ms 

Table 16: Ping Pong messages with 2 boards 
 
For the second test we put the variable maxBoards = 2 and msglog = 1 so that it 

shows less number of messages and is easier to track. For this case we will use 3 boards, 
although we have a maximum of 2, what is sought is the operation that occurs in this 
scenario. In the following image 11 we see the exchange of messages: 

 

 
Image 11: Messages of ping pong, three boards 

 
 
 The table 17 shows sequentially the exchange of messages produced between the 

boards. In the first moment the master and slave 1 boards are exchanging messages, at 
the moment that the slave board 2 is introduced, which happens to be on standby, with 
this we wanted to simulate a real environment in which we could have a backup board 
before a failure. After having the stable communication environment between the 
master and slave 1 boards, I turn off the latter so that the entrance of the slave board 2 
is forced. 
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After a while, the system is only reset and the master board and slave board 2 begin 
to exchange messages.  

 
We can see that at the beginning, all the boards are Master, the slave board 1 upon 

receiving the message PING becomes slave 1. As mentioned above, apart from the 
PING message, other information is sent to the number of known boards, for this 
reason the slave board 2 when it is initialized and receives the message PING it ceases 
to be master, but also becomes reserved because it knows the number of active plates 
and is the maximum number defined in the program. (Message: 0... Recibo PiNG y dejo de ser 
MASTER. MaxSlave recibido 1.2... Alcanzado numero max de placas 2 paso a reserva“) 
 

Finally I consider the test satisfactory. 
Message sequence: 
 

Log board master: Log board slave1: Log board slave2: 
INICIO PROGRAMA max placas 
2... Preparo primer PING me falta: 1 

INICIO PROGRAMA max placas 2 
0... Rx_timeout 12000 Time_envio4000 

 
 0... Recibo PiNG y dejo de ser 

MASTER 
1... Activo envio Pong en 4000 ms 
1...envio rapido, ya que aun no me 
conocen 2000 ms 
1... Envio PONG10, maxSlave: 0 
1... Rx_timeout 12000 Time_envio4000 

 

... Preparo primer PING me falta: 1   
 1... Recibo PiNG0 maxSlaves: 0 falta: 1  

Random1577 
MaxSlave reiniciado 0 
1... Activo envio Pong en 4000 ms 
1... Envio PONG10, maxSlave: 0 
1... Ignoro pasar a MAster por falta de 
este 1 / 4 
1... Rx_timeout 12000 Time_envio4000 

 

... Preparo primer PING me falta: 1   

... Preparo primer PING me falta: 1 
0... Rx_timeout 12000 
Time_envio4000 
 

1... Recibo PiNG0 maxSlaves: 0 falta: 1  
Random85 
MaxSlave reiniciado 0 
1... Activo envio Pong en 4000 ms 
1... Envio PONG10, maxSlave: 0 

 

0... Recibo PONG1 MaxSlave: 0 
Random1591 
MaxSlave recibido 1 
0... Activo envio Ping en 4000 ms 
0... Envio PING01, maxSlave: 1 
conozco hasta: 1 

  

 1... Ignoro pasar a MAster por falta de 
este 1 / 4 
1... Ignoro pasar a MAster por falta de 
este 2 / 4 
1... Rx_timeout 12000 Time_envio4000 

 

... Preparo primer PING me falta: 1   
 1... Recibo PiNG0 maxSlaves: 0 falta: 1  

Random783 
MaxSlave reiniciado 0 
1... Activo envio Pong en 4000 ms 
1... Envio PONG10, maxSlave: 0 

1... Rx_timeout 12000 
Time_envio4000 
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Log board master: Log board slave1: Log board slave2: 
... Preparo primer PING me falta: 1   
... Preparo primer PING me falta: 1 
 

1... Recibo PiNG0 maxSlaves: 0 falta: 1  
Random1476 
MaxSlave reiniciado 0 
1... Activo envio Pong en 4000 ms 
1... Envio PONG10, maxSlave: 0 
1... Ignoro pasar a MAster por falta de 
este 1 / 4 
1... Ignoro pasar a MAster por falta de 
este 2 / 4 
1... Rx_timeout 12000 Time_envio4000 

 

... Preparo primer PING me falta: 1 
0... Rx_timeout 12000 
Time_envio4000 

  

 1... Recibo PiNG0 maxSlaves: 0 falta: 1  
Random901 
MaxSlave reiniciado 0 
1... Activo envio Pong en 4000 ms 
1... Envio PONG10, maxSlave: 0 
1... Rx_timeout 12000 Time_envio4000 

 

0... Recibo PONG1 MaxSlave: 0 
Random1577 
MaxSlave recibido 1 
0... Activo envio Ping en 4000 ms 
0... Envio PING01, maxSlave: 1 
conozco hasta: 1 
0... Rx_timeout 12000 
Time_envio4000 

  

 1... Recibo PiNG0 maxSlaves: 1 falta: 2  
Random1954 
MaxSlave recibido 1 
1... Activo envio Pong en 4000 ms 
1... Envio PONG11, maxSlave: 1 
1... Rx_timeout 12000 Time_envio4000 

 

0... Recibo PONG1 MaxSlave: 1 
Random85 
0... Activo envio Ping en 4000 ms 
0... Envio PING01, maxSlave: 1 
conozco hasta: 1 
0... Rx_timeout 12000 
Time_envio4000 
 

  

 1... Recibo PiNG0 maxSlaves: 1 falta: 2  
Random187 
1... Activo envio Pong en 4000 ms 
1... Envio PONG11, maxSlave: 1 
1... Rx_timeout 12000 Time_envio4000 

 

0... Recibo PONG1 MaxSlave: 1 
Random783 
0... Activo envio Ping en 4000 ms 
0... Envio PING01, maxSlave: 1 
conozco hasta: 1 
0... Rx_timeout 12000 
Time_envio4000 

 INICIO PROGRAMA max placas 2 
0... Rx_timeout 12000 
Time_envio4000 
 

 1... Recibo PiNG0 maxSlaves: 1 falta: 2  
Random1888 
1... Activo envio Pong en 4000 ms 
1... Envio PONG11, maxSlave: 1 
1... Rx_timeout 12000 Time_envio4000 

0... Recibo PiNG y dejo de ser 
MASTER 
MaxSlave recibido 1 
2... Alcanzado numero max de 
placas 2 paso a reserva 
2... Rx_timeout 12000 
Time_envio4000 
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Log board master: Log board slave1: Log board slave2: 
0... Recibo PONG1 MaxSlave: 1 
Random1476 
0... Activo envio Ping en 4000 ms 
0... Envio PING01, maxSlave: 1 
conozco hasta: 1 
0... Rx_timeout 12000 
Time_envio4000 

 2... Recibo PoNG1 maxSlaves: 1  
Random1577 
2... Soy reserva 
2... Rx_timeout 12000 
Time_envio4000 

 1... Recibo PiNG0 maxSlaves: 1 falta: 2  
Random848 
1... Activo envio Pong en 4000 ms 
1... Envio PONG11, maxSlave: 1 
1... Rx_timeout 12000 Time_envio4000 

2... Recibo PiNG0 maxSlaves: 1 
falta: 2  Random85 
2... Ignoro, soy Slave 2 
2... Rx_timeout 12000 
Time_envio4000 

0... Recibo PONG1 MaxSlave: 1 
Random901 
0... Activo envio Ping en 4000 ms 
0... Envio PING01, maxSlave: 1 
conozco hasta: 1 
0... Rx_timeout 12000 
Time_envio4000 

  

 1... Recibo PiNG0 maxSlaves: 1 falta: 2  
Random1309 
1... Activo envio Pong en 4000 ms 
1... Envio PONG11, maxSlave: 1 
1... Rx_timeout 12000 Time_envio4000 

2... Recibo PiNG0 maxSlaves: 1 
falta: 2  Random783 
2... Ignoro, soy Slave 2 
2... Rx_timeout 12000 
Time_envio4000 

0... Recibo PONG1 MaxSlave: 1 
Random1954 
0... Activo envio Ping en 4000 ms 
0... Envio PING01, maxSlave: 1 
conozco hasta: 1 

 2... Recibo PoNG1 maxSlaves: 1  
Random1476 
2... Soy reserva 
2... Rx_timeout 12000 
Time_envio4000 

 1... Recibo PiNG0 maxSlaves: 1 falta: 2  
Random822 
1... Activo envio Pong en 4000 ms 
 

2... Recibo PiNG0 maxSlaves: 1 
falta: 2  Random901 
2... Ignoro, soy Slave 2 
2... Rx_timeout 12000 
Time_envio4000 

Lost connection Lost connection Lost connection 
 

... Preparo primer PING me falta: 1 
0... Rx_timeout 12000 
Time_envio4000 

  

  2... Recibo PiNG0 maxSlaves: 0 
falta: 1  Random1954 
MaxSlave reiniciado 0 
Fuerzo ser el Slave num: 1 
1... Activo envio Pong en 4000 ms 
1... Envio PONG10, maxSlave: 0 
1... Rx_timeout 12000 
Time_envio4000 

0... Recibo PONG1 MaxSlave: 0 
Random187 
MaxSlave recibido 1 
0... Activo envio Ping en 4000 ms 
0... Envio PING01, maxSlave: 1 
conozco hasta: 1 
0... Rx_timeout 12000 
time_envio4000 

  

  1... Recibo PiNG0 maxSlaves: 1 
falta: 2  Random187 
MaxSlave recibido 1 
1... Activo envio Pong en 4000 ms 
1... Envio PONG11, maxSlave: 1 
1... Rx_timeout 12000 
Time_envio4000 
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Log board master: Log board slave1: Log board slave2: 
0... Recibo PONG1 MaxSlave: 1 
Random1888 
0... Activo envio Ping en 4000 ms 
0... Envio PING01, maxSlave: 1 
conozco hasta: 1 

  

  1... Recibo PiNG0 maxSlaves: 1 
falta: 2  Random1888 
1... Activo envio Pong en 4000 ms 

Table 17: Ping Pong messages with 3 boards 
 

For the third test we put the variable maxBoards = 4 and msglog = 1 so that it shows 
less number of messages and is easier to track. For this case we will use 4 boards, what 
we are looking for is stable operation with a high number of boards and we see what 
happens in this scenario. In the following image 12 we see the exchange of messages: 

 

 
Image 12: Messages of ping pong, four boards 

 
The table 18 shows sequentially the exchange of messages produced between the 

boards. In the first moment the master and slave 1 boards have exchanged messages, at 
any given moment the slave board 2 is introduced, when I see that the operation is 
stable and I check that the system recognizes that board and the exchange of messages 
and that it is no longer just between the master board and slave 1, now the message 
exchange is 3 bands. The master board sends a PING message that receives the slave 
board 1, it processes the message and sends PONG1 that receives the slave board 2, it 
processes the message and sends PONG2, which is processed by the Master board, 
starting a new cycle as described. 
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Once this circuit is stable, it is decided to introduce the slave 3 board, and check that 
the system recognizes the board again and the message exchange is no longer just 
between the master board, slave 1 and slave 2, now the message exchange is to 4 
bands. The master board sends a PING message that receives the slave board 1, it 
processes the message and sends PONG1 that receives the slave board 2, it processes 
the message and sends PONG2 that receives the slave board 3, it processes the 
message and sends PONG3 that It is processed by the Master board, starting a new 
cycle as described. 

 
With this test it is possible to simulate a real environment in which several plates 

communicate simultaneously. I consider this test the most important, since with it I 
could see the communication potential of LoRa, despite having the plates separated at 
a distance of 2m  and without an antenna resulted in having less emission power. the 
transmission was instantaneous , which forced me to modify the code to include 
random delays that would have a stable system. It was also necessary to add the 
maximum known plate control, in which all this information is exchanged, so that if 
one plate is not capable of processing the information by receiving a multitude of 
simultaneous messages, another is able to update the rest of the state of the net. 
 
Finally I consider the test satisfactory. 
Message sequence: 

 
Board master Board slave 1 Board slave 2 Board slave 3 

INICIO PROGRAMA max 
placas 4 
... Preparo primer PING 
me falta: 1 

  
 

 
 

... Preparo primer PING 
me falta: 1 
0... Rx_timeout 20000 
Time_envio4000 
 

PROGRAMA max placas 4 
0... Rx_timeout 20000 
Time_envio4000 

  

 0... Recibo PiNG y dejo de 
ser MASTER 
1... Activo envio Pong en 
4000 ms 
1...envio rapido, ya que aun 
no me conocen 1000 ms 
1... Envio PONG10, 
maxSlave: 0 
1... Rx_timeout 20000 
Time_envio4000 
 

  

0... Recibo PONG1 
MaxSlave: 0 Random1591 
MaxSlave recibido 1 
0... Activo envio Ping en 
4000 ms 
0... Envio PING01, 
maxSlave: 1 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 
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Board master Board slave 1 Board slave 2 Board slave 3 
 1... Recibo PiNG0 

maxSlaves: 1 falta: 2  
Random1577 
MaxSlave recibido 1 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG11, 
maxSlave: 1 
1... Rx_timeout 20000 
Time_envio4000 

  

0... Recibo PONG1 
MaxSlave: 1 Random1577 
0... Activo envio Ping en 
4000 ms 
0... Envio PING01, 
maxSlave: 1 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 

   

 1... Recibo PiNG0 
maxSlaves: 1 falta: 2  
Random85 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG11, 
maxSlave: 1 
1... Rx_timeout 20000 
Time_envio4000 

INICIO PROGRAMA 
max placas 4 
0... Rx_timeout 20000 
Time_envio4000 
 

 

0... Recibo PONG1 
MaxSlave: 1 Random85 
0... Activo envio Ping en 
4000 ms 
0... Envio PING01, 
maxSlave: 1 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 

 0... Recibo PONG1 
MaxSlave: 1 
Random1591 
MaxSlave recibido 1 
0... Inicializacion off 
0... Rx_timeout 20000 
Time_envio4000 
 

 

 1... Recibo PiNG0 
maxSlaves: 1 falta: 2  
Random783 
1... Activo envio Pong en 
4000 ms 
1... Rx_timeout 20000 
Time_envio4000 
 

0... Recibo PiNG y dejo 
de ser MASTER 
2... Activo envio Pong 
en 4000 ms 
2...envio rapido, ya que 
aun no me conocen 
1000 ms 
2... Envio PONG21, 
maxSlave: 1 
2... Rx_timeout 20000 
Time_envio4000 

 

0... Recibo PONG2 
MaxSlave: 1 Random783 
MaxSlave recibido 2 
0... Activo envio Ping en 
4000 ms 
0... Envio PING02, 
maxSlave: 2 conozco 
hasta: 1 
Time_envio4000 

1... Recibo PoNG2 
maxSlaves: 1  Random1476 
MaxSlave recibido 2 
1... Ignoro, soy Slave 1 

1... Rx_timeout 20000 
Time_envio4000 
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Board master Board slave 1 Board slave 2 Board slave 3 
 1... Recibo PiNG0 

maxSlaves: 2 falta: 1  
Random901 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG12, 
maxSlave: 2 
1... Rx_timeout 20000 
Time_envio4000 

2... Recibo PiNG0 
maxSlaves: 2 falta: 1  
Random85 
MaxSlave recibido 2 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 
 

 

0... Recibo PONG1 
MaxSlave: 2 Random1476 
0... Ignoro, soy MASTER 
y espero PONG2 
0... Rx_timeout 20000 
Time_envio4000 
 

 2... Recibo PoNG1 
maxSlaves: 2  
Random783 
2... Activo envio Pong 
en 4000 ms 
2... Envio PONG22, 
maxSlave: 2 
2... Rx_timeout 20000 
Time_envio4000 

 

0... Recibo PONG2 
MaxSlave: 2 Random901 
0... Activo envio Ping en 
4000 ms 
0... Envio PING02, 
maxSlave: 2 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 

1... Recibo PoNG2 
maxSlaves: 2  Random1954 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
 

  

 1... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random187 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG12, 
maxSlave: 2 
1... Rx_timeout 20000 
Time_envio4000 
 

2... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random1476 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 

 

0... Recibo PONG1 
MaxSlave: 2 Random1954 
0... Ignoro, soy MASTER 
y espero PONG2 
0... Rx_timeout 20000 
Time_envio4000 
 

 2... Recibo PoNG1 
maxSlaves: 2  
Random901 
2... Activo envio Pong 
en 4000 ms 
2... Envio PONG22, 
maxSlave: 2 
2... Rx_timeout 20000 
Time_envio4000 
 

 

0... Recibo PONG2 
MaxSlave: 2 Random187 
0... Activo envio Ping en 
4000 ms 
0... Envio PING02, 
maxSlave: 2 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 
 

1... Recibo PoNG2 
maxSlaves: 2  Random1888 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 

  



Results 

 
  49 

Board master Board slave 1 Board slave 2 Board slave 3 
 
 

1... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random848 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG12, 
maxSlave: 2 
1... Rx_timeout 20000 
Time_envio4000 

2... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random1954 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 

 

0... Recibo PONG1 
MaxSlave: 2 Random1888 
0... Ignoro, soy MASTER 
y espero PONG2 
0... Rx_timeout 20000 
Time_envio4000 
 

 2... Recibo PoNG1 
maxSlaves: 2  
Random187 
2... Activo envio Pong 
en 4000 ms 
2... Envio PONG22, 
maxSlave: 2 
2... Rx_timeout 20000 
Time_envio4000 

 

0... Recibo PONG2 
MaxSlave: 2 Random848 
0... Activo envio Ping en 
4000 ms 
0... Envio PING02, 
maxSlave: 2 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 

1... Recibo PoNG2 
maxSlaves: 2  Random1309 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 

  

 1... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random822 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG12, 
maxSlave: 2 
1... Rx_timeout 20000 
Time_envio4000 

2... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random1888 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 

 

0... Recibo PONG1 
MaxSlave: 2 Random1309 
0... Ignoro, soy MASTER 
y espero PONG2 
0... Rx_timeout 20000 
Time_envio4000 
 

 2... Recibo PoNG1 
maxSlaves: 2  
Random848 
2... Activo envio Pong 
en 4000 ms 
2... Envio PONG22, 
maxSlave: 2 
2... Rx_timeout 20000 
Time_envio4000 

INICIO 
PROGRAMA max 
placas 4 
0... Rx_timeout 
20000 
Time_envio4000 

0... Recibo PONG2 
MaxSlave: 2 Random822 
0... Activo envio Ping en 
4000 ms 
0... Envio PING02, 
maxSlave: 2 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 

1... Recibo PoNG2 
maxSlaves: 2  Random1867 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
 

 0... Recibo PONG2 
MaxSlave: 2 
Random1591 
MaxSlave recibido 
2 
0... Inicializacion 
off 
0... Inicializacion 
off, dejo de ser 
MASTER 
Time_envio4000 
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Board master Board slave 1 Board slave 2 Board slave 3 
 1... Recibo PiNG0 

maxSlaves: 2 falta: 3  
Random1853 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG12, 
maxSlave: 2 
1... Rx_timeout 20000 
Time_envio4000 

2... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random1309 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 
 

 

0... Recibo PONG1 
MaxSlave: 2 Random1867 
0... Ignoro, soy MASTER 
y espero PONG2 
0... Rx_timeout 20000 
Time_envio4000 
 

 2... Recibo PoNG1 
maxSlaves: 2  
Random822 
2... Activo envio Pong 
en 4000 ms 
2... Envio PONG22, 
maxSlave: 2 
2... Rx_timeout 20000 
Time_envio4000 

3... Recibo PoNG1 
maxSlaves: 2  
Random1577 
3... Ignoro, soy 
Slave 3 
3... Rx_timeout 
20000 
Time_envio4000 
 

0... Recibo PONG2 
MaxSlave: 2 Random1853 
0... Activo envio Ping en 
4000 ms 
0... Envio PING02, 
maxSlave: 2 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 

1... Recibo PoNG2 
maxSlaves: 2  Random1289 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
 

  

 1... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random323 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG12, 
maxSlave: 2 
1... Rx_timeout 20000 
Time_envio4000 
 

2... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random1867 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 
 

3... Recibo PiNG0 
maxSlaves: 2 falta: 
3  Random85 
3... Ignoro, soy 
Slave 3 
3... Rx_timeout 
20000 
Time_envio4000 
 

0... Recibo PONG1 
MaxSlave: 2 Random1289 
0... Ignoro, soy MASTER 
y espero PONG2 
0... Rx_timeout 20000 
Time_envio4000 
 

 2... Recibo PoNG1 
maxSlaves: 2  
Random1853 
2... Activo envio Pong 
en 4000 ms 
2... Envio PONG22, 
maxSlave: 2 
2... Rx_timeout 20000 
Time_envio4000 
 

3... Recibo PoNG1 
maxSlaves: 2  
Random783 
3... Ignoro, soy 
Slave 3 
3... Rx_timeout 
20000 
Time_envio4000 
 

0... Recibo PONG2 
MaxSlave: 2 Random323 
0... Activo envio Ping en 
4000 ms 
0... Envio PING02, 
maxSlave: 2 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 
 

1... Recibo PoNG2 
maxSlaves: 2  Random1368 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
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Board master Board slave 1 Board slave 2 Board slave 3 
 1... Recibo PiNG0 

maxSlaves: 2 falta: 3  
Random521 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG12, 
maxSlave: 2 
1... Rx_timeout 20000 
Time_envio4000 

2... Recibo PiNG0 
maxSlaves: 2 falta: 3  
Random1289 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 

3... Recibo PiNG0 
maxSlaves: 2 falta: 
3  Random1476 
3... Ignoro, soy 
Slave 3 
3... Rx_timeout 
20000 
Time_envio4000 

0... Recibo PONG1 
MaxSlave: 2 Random1368 
0... Ignoro, soy MASTER 
y espero PONG2 
0... Rx_timeout 20000 
Time_envio4000 
 

 2... Recibo PoNG1 
maxSlaves: 2  
Random323 
2... Activo envio Pong 
en 4000 ms 
2... Envio PONG22, 
maxSlave: 2 
2... Rx_timeout 20000 
Time_envio4000 

3... Recibo PoNG1 
maxSlaves: 2  
Random901 
3... Ignoro, soy 
Slave 3 
3... Rx_timeout 
20000 
Time_envio4000 
 

0... Recibo PONG2 
MaxSlave: 2 Random521 
0... Activo envio Ping en 
4000 ms 
0... Rx_timeout 20000 
Time_envio4000 
 

1... Recibo PoNG2 
maxSlaves: 2  Random54 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
 

 3... Recibo PoNG2 
maxSlaves: 2  
Random1954 
3... Activo envio 
Pong en 4000 ms 
3...envio rapido, ya 
que aun no me 
conocen 1000 ms 
3... Envio PONG32, 
maxSlave: 2 
3... Rx_timeout 
20000 
Time_envio4000 

0... Recibo PONG3 
MaxSlave: 2 Random54 
MaxSlave recibido 3 
0... Activo envio Ping en 
4000 ms 
0... Envio PING03, 
maxSlave: 3 conozco 
hasta: 1 
0... Rx_timeout 20000 
Time_envio4000 

1... Recibo PoNG3 
maxSlaves: 2  Random31 
MaxSlave recibido 3 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
 

2... Recibo PoNG3 
maxSlaves: 2  
Random1368 
MaxSlave recibido 3 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 
 

 

 1... Recibo PiNG0 
maxSlaves: 3 falta: 4  
Random724 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG13, 
maxSlave: 3 
Time_envio4000 

2... Recibo PiNG0 
maxSlaves: 3 falta: 4  
Random521 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 

3... Recibo PiNG0 
maxSlaves: 3 falta: 
4  Random187 
MaxSlave recibido 
3 
3... Ignoro, soy 
Slave 3 
Time_envio4000 

0... Recibo PONG1 
MaxSlave: 3 Random31 
0... Ignoro, soy MASTER 
y espero PONG3 
0... Rx_timeout 20000 
Time_envio4000 
 

 2... Recibo PoNG1 
maxSlaves: 3   
2... Activo envio Pong 
en 4000 ms 
2... Envio PONG23, 
maxSlave: 3 
2... Rx_timeout 20000 
Time_envio4000 

3... Recibo PoNG1 
maxSlaves: 3  
Random1888 
3... Ignoro, soy 
Slave 3 
3... Rx_timeout 
20000 
Time_envio4000 
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Board master Board slave 1 Board slave 2 Board slave 3 
0... Recibo PONG2 
MaxSlave: 3 Random724 
0... Ignoro, soy MASTER 
y espero PONG3 
0... Rx_timeout 20000 
Time_envio4000 

1... Recibo PoNG2 
maxSlaves: 3  Random117 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
 

 3... Recibo PoNG2 
maxSlaves: 3  
Random848 
3... Activo envio 
Pong en 4000 ms 
3... Envio PONG33, 
maxSlave: 3 
3... Rx_timeout 
20000 
Time_envio4000 

0... Recibo PONG3 
MaxSlave: 3 Random117 
0... Activo envio Ping en 
4000 ms 
0... Envio PING03, 
maxSlave: 3 conozco 
hasta: 1 
Time_envio4000 

1... Recibo PoNG3 
maxSlaves: 3  Random1073 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
 

2... Recibo PoNG3 
maxSlaves: 3  
Random31 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 
 

 

 1... Recibo PiNG0 
maxSlaves: 3 falta: 4  
Random522 
1... Activo envio Pong en 
4000 ms 
1... Envio PONG13, 
maxSlave: 3 
1... Rx_timeout 20000 
Time_envio4000 

2... Recibo PiNG0 
maxSlaves: 3 falta: 4  
Random724 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 
 

3... Recibo PiNG0 
maxSlaves: 3 falta: 
4  Random1309 
3... Ignoro, soy 
Slave 3 
3... Rx_timeout 
20000 
Time_envio4000 
 

0... Recibo PONG1 
MaxSlave: 3 Random1073 
0... Ignoro, soy MASTER 
y espero PONG3 
0... Rx_timeout 20000 
Time_envio4000 
 

 2... Recibo PoNG1 
maxSlaves: 3  
Random117 
2... Activo envio Pong 
en 4000 ms 
2... Envio PONG23, 
maxSlave: 3 
Time_envio4000 

3... Recibo PoNG1 
maxSlaves: 3  
Random822 
3... Ignoro, soy 
Slave 3 
3... Rx_timeout 
20000 
Time_envio4000 

0... Recibo PONG2 
MaxSlave: 3 Random522 
0... Ignoro, soy MASTER 
y espero PONG3 
0... Rx_timeout 20000 
Time_envio4000 

1... Recibo PoNG2 
maxSlaves: 3  Random399 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
 

 3... Recibo PoNG2 
maxSlaves: 3  
Random1867 
3... Activo envio 
Pong en 4000 ms 
3... Envio PONG33, 
maxSlave: 3 
Time_envio4000 

0... Recibo PONG3 
MaxSlave: 3 Random399 
0... Activo envio Ping en 
4000 ms 
0... Envio PING03, 
maxSlave: 3 conozco 
hasta: 1 

1... Recibo PoNG3 
maxSlaves: 3  Random1616 
1... Ignoro, soy Slave 1 
1... Rx_timeout 20000 
Time_envio4000 
 

2... Recibo PoNG3 
maxSlaves: 3  
Random1073 
2... Ignoro, soy Slave 2 
2... Rx_timeout 20000 
Time_envio4000 
 

 

 1... Recibo PiNG0 
maxSlaves: 3 falta: 4  
Random1965 
1... Activo envio Pong en 
4000 ms 

2... Recibo PiNG0 
maxSlaves: 3 falta: 4  
Random522 
2... Ignoro, soy Slave 2 

3... Recibo PiNG0 
maxSlaves: 3 falta: 
4  Random1853 
3... Ignoro, soy 
Slave 3 

Table 18: Ping Pong messages with 4 boards 
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8.2. Result of sending data with LoRaWAN:  
 

For this section, messages received on the server are interpreted. This server is a free 
version and when it does not show a message we can not determine if it has not reached 
the GateWay or because the free version could not process it. 

 
For the realization of this test, the variable 

MBED_CONF_LORA_DUTY_CYCLE_ON is modified by setting it to 0 so that the 
value of the TIMER_TX is taken into account. 

 
The information will be sent from 3 points. Point P1 located 10 meters from the 

Gateway with direct vision. Point P2 located on the campus next to publications about 
200m from point P1. Point P3 located next to the library, outside, about 283m from 
point P1. 

 

 
Image 13: Point of sending data 

 
To perform a test in equal conditions from all points, the maximum number of bytes 

that could be sent from each point was checked. From points 2 and 3 the 40-byte 
shipment could not be exceeded. The maximum shipment occurred from point 1 where 
56 bytes were sent with the frame: 

 
Date Latitude Longitude Sec Prueba NSats SM Light Temp HR 

09:29:42 40,388935 -3,629838 1 P1B56V10-123 8 0,4 100 100 0,4 
Table 19: Maximum shipment 

 
In the first place a sending test is made from point P1, sending 30 bytes every 1 

second, where a 50% loss of the messages is detected, the time is modified to 3 seconds 
and an efficiency of 100% is achieved. 

 
After that, the number of bytes is modified to 50 bytes first and then to 45 bytes and 

the sending of data is not achieved, so it is considered that it is not possible to send this 
data in a stable, only occasional way. 

 
Finally, the test is carried out from the points P1, P2 and P3, sending 20, 30 and 40 

bytes from all of them and varying the delivery time in 5 and 10 seconds. 
Therefore, 6 tests of data are sent from each point, giving rise to 18 results. 
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 In the program the variables numMaxBytes and TX_TIMER are modified to alter 
the values of the maximum number of data and the time between sending data. As the 
time of each test is different, a take of 30 shipments is made in each case. In order not to 
copy unnecessary data, the results from each point are transcribed to a table 20, where 
the 30 shipments and the data we have are indicated, where P indicates the point (1,2,3), 
B the number of bytes (20, 30 , 40) and T the shipping time (5, 10s). 

 
Point 1 

Sequence 20B T5s 20B T10s 30B T5s 30B T10s 40B T5s 40B T10s 

1 S S S S S S 

2 S S S S S S 

3 S N S S S S 

4 S S S S S S 

5 S S S S S S 

6 S S S S S S 

7 S S S S S S 

8 S S S S S S 

9 S S S S S S 

10 S N S S S N 

11 S S N S N S 

12 S S S S S S 

13 S S S S N S 

14 S S S S S S 

15 S N S S S S 

16 S S S S S S 

17 S S S S S S 

18 S S S S S N 

19 S S S S S S 

20 S S S S S S 

21 N S S S S S 

22 S S S S S S 

23 N S N S S S 

24 S S S S S S 

25 S S S S S S 

26 S S S S S N 

27 S S N N S S 

28 S S S S S S 

29 S S S S S S 

30 S S S S S S 

Lost 2 3 3 1 2 3 
Table 20: Data from point 1 

 
In this first case, we have direct vision and we see that the losses are minimal, there 

is no relationship between the loss of data and the time of delivery or between the losses 
and the number of data sent. 
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Point 2 

Sequence 20B T5s 20B T10s 30B T5s 30B T10s 40B T5s 40B T10s 

1 S S S S S S 

2 S S N S S S 

3 N S N S S S 

4 S S S S S S 

5 S S S S S S 

6 N S N S S S 

7 S S S S S S 

8 S S S S S S 

9 S N S S S S 

10 S S S S S S 

11 S S N S N S 

12 S S S S S S 

13 N S S S N S 

14 S S S S S S 

15 N S S S S S 

16 S N S S N N 

17 N S S S S S 

18 S S N S S S 

19 N S S S N S 

20 N N N N S S 

21 N S N S S S 

22 N N S S S S 

23 S S S N S S 

24 N S N S S S 

25 N S N N N S 

26 N S S N N S 

27 N N N S S S 

28 S S S N S S 

29 N N S S N S 

30 N S N N N S 

Lost 15 6 11 6 8 1 
Table 21: Data from point 2 

 
In the second case we can observe that the time between sending can be related to the 

loss of data, while the number of bytes sent does not seem to be proportional to the loss 
of data. 

 
Whenever we send a number of data that the system can absorb (We saw in the 

testing that 45 and 50 bytes were too much) the system receives the information. While 
if we send the messages very often the losses that occur to a greater extent. Something 
similar to what was observed when the delivery time was 1 second despite being next to 
the Gateway. 
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Point 3ext 

Sequence 20B T5s 20B T10s 30B T5s 30B T10s 40B T5s 40B T10s 

1 S S S S S S 

2 S S S S N S 

3 S S S S N S 

4 S N N S S S 

5 S S S N S S 

6 S S S S N S 

7 S S S S S S 

8 S S S S S S 

9 S S N S S S 

10 S S S S S S 

11 N S S S N S 

12 S S S S N S 

13 S S S S S S 

14 S S S S S S 

15 N S S S N S 

16 S N S S S S 

17 S S N S S S 

18 N S S S S S 

19 S S N S S S 

20 S N S S N S 

21 S S N S S S 

22 S S S S N S 

23 S N N S S S 

24 S S S S S N 

25 N N S S S S 

26 S S S S S S 

27 S S N S S S 

28 S N S S S S 

29 S S N S N S 

30 N S N S S S 

Lost 5 6 9 1 9 1 
Table 22: Data from point 3 

 
In the third and final case, we can observe that, as in the previous case, the time 

between sending can be related to the loss of data, while the number of bytes sent does 
not seem to be proportional to the loss of data. 
This third case is important, since it was made at a greater distance than the previous 
one, but it was done outside (from inside the library it was not possible to connect), so 
that no wall or glass would be difficult to send. 

 
In all scenarios, we see that a repeated message arrives at different moments of time, 

which causes the current one not to be received. In others, the message was simply lost. 
Those who get lost by receiving several times the same that seems to reach bounced 
from the air, it seems easy to think that it could be solved by increasing the sending 
between messages. 
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In this first case, we have direct vision and we see that the losses are minimal, there 
is no relationship between the loss of data and the time of delivery or between the losses 
and the number of data sent. 

 
In the second case we can observe that the time between sending can be related to the 

loss of data, while the number of bytes sent does not seem to be proportional to the loss 
of data. Whenever we send a number of data that the system can absorb (We saw in the 
testing that 45 and 50 bytes were too much) the system receives the information. While 
if we send the messages very often the losses that occur to a greater extent. Something 
similar to what was observed when the delivery time was 1 second despite being next to 
the Gateway. 

 
In the third and final case, we can observe that, as in the previous case, the time 

between sending can be related to the loss of data, while the number of bytes sent does 
not seem to be proportional to the loss of data. 
This third case is important, since it was made at a greater distance than the previous 
one, but it was done outside, so that no wall or glass would be difficult to send. 

 
In view of the results, the conclusion I get is that the distance is important, we see 

that considering a minimum distance, the losses are minimal and random, you can not 
get a relationship between the time of sending or the number of data sent. 

 
On the other hand it is very important the interference that can occur in the signal 

because of buildings or street furniture, since we see that at an approximate distance, the 
losses are greater sending the information from a room than from the outside. 

 
Finally, as the sending of data it is understood that it will not be close to the gateway, 

since this technology is designed for long range, we see that by moving away influences 
the time of sending between messages. 

 
In short to use this technology it seems very important the situation of the elements, 

both the Gateway and the device for sending data. We must take into account when 
placing them that there is minimum number of walls, glass or buildings in between. 
With this we will achieve a higher success rate. 

In addition, if the time window between sending data is large, the success rate will be 
higher, in this test data is sent continuously but it is not appropriate. 

 
With the results obtained it is decided to make a test another day from points 1, 2 and 

3, in two cases, sending every 5 seconds and every 10 seconds. At all times 30 bytes are 
sent, since it was concluded in the previous sections that the number of bytes did not 
seem to influence. 
 
The results obtained are: 
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Sequence P1B30V5 P1B30V10 P2B30V5 P2B30V10 P3B30V5 P3B30V10 

1 S S S S S S 

2 S S S S S2 S2 

3 S S S S N S 

4 S S S S N N 

5 S S S S S S2 

6 S S2 S S S N 

7 S N S S N S 

8 S S S S4 S N 

9 N S N N S S 

10 S S S3 S S S2 

11 S S N S2 S N 

12 S S S S S S2 

13 S S S3 S N S 

14 S S N S S S2 

15 S S S S2 S S 

16 S2 S S S2 S2 S2 

17 N S S N N N 

18 S S S3 S2 N S 

19 S S N S2 S2 S2 

20 S S N S N N 

21 S S S2 S N S 

22 S S S S N S2 

23 S S S S S S 

24 S S S S4 S3 S 

25 S S S N N S 

26 S S S S N S 

27 S S S2 S S S2 

28 S2 S N S S S 

29 N S S S S N 

30 S S S S S S 

Lost 3 1 6 3 11 7 
Table 23: Data from all points second day 

 
In this result it has been indicated if a message arrived in more than one occasion. 

The arrival of a message in more than one occasion, usually occupies the space of time 
of the following message since they are sent followed with little distance of time. 

 
The conclusion obtained as in the previous case is that the time window is important, 

since in the shipment for 5 seconds the loss is greater than the shipment in 10 seconds. 
It is also observed that the greater the distance, the greater the loss. 

 
On the other hand analyzing the data with the repeated messages that would be 

occupying the time of the next message, the conclusion that is obtained is that the error 
rate could be significantly reduced if the delivery time was greater than 10 seconds. 

 
As a last test and to check the previous theory a shipment is made from points 1,2 

and 3 every 30 seconds. The table 24 shows the result, where the reception time of each 
sequence is indicated and if it has come several times. The result is as follows: 
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Sequence P1B30T30 P2B30T30 P3B30T30 

30 Jun 10, 09:11:06 Jun 10, 08:46:49 Jun 10, 08:24:53 

29 Jun 10, 09:10:36 Jun 10, 08:46:20 Jun 10, 08:24:26 

29     Jun 10, 08:24:23 

28     Jun 10, 08:23:53 

27 Jun 10, 09:10:06 Jun 10, 08:45:49 Jun 10, 08:23:23 

27 Jun 10, 09:09:36 Jun 10, 08:45:22   

26 Jun 10, 09:09:06 Jun 10, 08:44:49 Jun 10, 08:22:53 

25 Jun 10, 09:08:36 Jun 10, 08:44:24 Jun 10, 08:22:26 

25     Jun 10, 08:22:23 

24 Jun 10, 09:08:06 Jun 10, 08:43:49 Jun 10, 08:21:52 

23 Jun 10, 09:07:36 Jun 10, 08:43:22 Jun 10, 08:21:26 

23     Jun 10, 08:21:22 

22 Jun 10, 09:07:06 Jun 10, 08:42:50 Jun 10, 08:20:52 

21 Jun 10, 09:06:36 Jun 10, 08:42:22 Jun 10, 08:20:27 

21     Jun 10, 08:20:22 

20 Jun 10, 09:06:05 Jun 10, 08:41:49 Jun 10, 08:19:52 

19 Jun 10, 09:05:35 Jun 10, 08:41:24 Jun 10, 08:19:22 

18 Jun 10, 09:05:05 Jun 10, 08:41:20 Jun 10, 08:18:52 

18   Jun 10, 08:40:49   

17 Jun 10, 09:04:35 Jun 10, 08:40:24 Jun 10, 08:18:27 

17     Jun 10, 08:18:22 

16 Jun 10, 09:04:05 Jun 10, 08:40:02 Jun 10, 08:17:55 

16   Jun 10, 08:39:58 Jun 10, 08:17:51 

16   Jun 10, 08:39:48   

15 Jun 10, 09:03:39 Jun 10, 08:39:20 Jun 10, 08:17:22 

15 Jun 10, 09:03:35     

14 Jun 10, 09:03:05 Jun 10, 08:38:53 Jun 10, 08:16:52 

13 Jun 10, 09:02:35 Jun 10, 08:38:19 Jun 10, 08:16:22 

12   Jun 10, 08:37:48 Jun 10, 08:15:51 

11 Jun 10, 09:02:05 Jun 10, 08:37:20 Jun 10, 08:15:25 

11 Jun 10, 09:01:35     

10 Jun 10, 09:01:05 Jun 10, 08:36:53 Jun 10, 08:14:51 

9 Jun 10, 09:00:35 Jun 10, 08:36:21 Jun 10, 08:14:29 

9     Jun 10, 08:14:25 

9     Jun 10, 08:14:21 

8 Jun 10, 09:00:04 Jun 10, 08:35:58 Jun 10, 08:13:54 

8   Jun 10, 08:35:54 Jun 10, 08:13:51 

8   Jun 10, 08:35:51   

8   Jun 10, 08:35:47   

7 Jun 10, 08:59:36 Jun 10, 08:35:20 Jun 10, 08:13:22 

6 Jun 10, 08:59:05 Jun 10, 08:34:48 Jun 10, 08:12:51 

5 Jun 10, 08:58:35 Jun 10, 08:34:20 Jun 10, 08:12:21 

4 Jun 10, 08:58:05 Jun 10, 08:33:48 Jun 10, 08:11:51 

3 Jun 10, 08:57:35 Jun 10, 08:33:18 Jun 10, 08:11:21 

2 Jun 10, 08:57:04 Jun 10, 08:32:48 Jun 10, 08:10:51 

1 Jun 10, 08:56:34 Jun 10, 08:32:18 Jun 10, 08:10:21 
Table 24: Data from all points third day 



Results 

60 

As we can see, the loss has been minimal, and the 3 data that have been lost 
(indicated in red) are occupied by the replication of the previous data in an interval 
greater than 30 seconds of sending. 

 
We have cases of data replication, but in a short space of time, which means that the 

sequence is not lost. Therefore we can conclude that the time window is a very 
important fact. 
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8.3.  Result of sending data with optimized LoRaWAN.  
 
To optimize the sending of data, as already incised, instead of sending the digits of a 

number, for example in the case of number 234, we would have to send 3 bytes (0x02, 
0x03 and 0x04) the number will be sent in hexadecimal occupying a single byte 
(0xEA). 

 
The information we send is the following: 

 Counter, that generates a sequence in each shipment, limits the sequence to a 
number between 0 and 255. 
 

 A test number, before we sent a text and it will be replaced by a number, the 
sequence is limited to a number between 0 and 255. 
 

 The SoilMoisture value is a floating number, which would occupy 4 bytes 
coded, but will be converted to integer multiplying this value by 100, to leave 2 
decimals of precision, with this we send 2 bytes instead of 4. 
 

 The value Light, is a floating number, which would occupy 4 bytes coded, but it 
will be converted to integer multiplying this value by 100, to leave 2 decimals 
of precision, with this we send 2 bytes instead of 4. 
 

 The value Number of satellites, is a whole number, a single byte is sent, since 
the number could never exceed 255. 
 

 The Latitude value is a floating number, which occupies 4 bytes coded. 
 

 The value Length, is a floating number, that occupies encoded 4 bytes. 
 

 The Relative Humidity value is a floating number, which would occupy 4 bytes 
coded, but it will be converted to integer multiplying this value by 100, to leave 
2 decimal places of precision, with this we send 2 bytes instead of 4. 
 

 The value Temperature, is a floating number, which would occupy 4 bytes 
coded, but it will be converted to integer multiplying this value by 100, to leave 
2 decimals of precision, with this we send 2 bytes instead of 4. 

 
With all this we get that the number of bytes sent is always 19, previously and without 
coding the data, it depended on the values reached by the different variables, but it was 
of the order of 45 bytes, so the reduction of bytes is greater than fifty%. 

 
After optimizing the sending of data, the node had to be modified to correctly 

interpret the received data (See Annex I). There have been two tests, the test 150 
sending data every 10 seconds and without taking into account the duty cycle parameter, 
the second test is 120, where the duty cycle has been respected. 

 
The table 25 indicates the data sent and received, only a small sample is put, since 

the purpose of this test was to verify the correct coding and decoding. 
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Shipping 
Reception Date Latitude Longitude Sec Test SM Light NS Temp HR Payload 

Shipping 
 

40.387.917 -3.629.873 40 150 63 2153 4 51 2107 

28963f0069080 
43a8d2142d84f 
68c03b083300 

Reception 
Jun 19, 
10:56:03 40,38791656 -3,62987328 40 150 0,63 21,53 4 0,51 21,07 

28963f0069080 
43a8d2142d84f 
68c03b083300 

Shipping 
 

40.387.917 -3.629.873 39 150 68 2231 4 46 2170 

27964400b7080 
43a8d2142d84 
f68c07a082e00 

Reception 
Jun 19, 
10:55:53 40,38791656 -3,62987328 39 150 0,68 22,31 4 0,46 21,7 

27964400b7080 
43a8d2142d84 
f68c07a082e00 

Shipping 
 

40.387.917 -3.629.873 38 150 65 2478 4 65 2478 

26964100ae090 
43a8d2142d84f 
68c0ae094100 

Reception 
Jun 19, 
10:55:43 40,38791656 -3,62987328 38 150 0,65 24,78 4 0,65 24,78 

26964100ae090 
43a8d2142d84f 
68c0ae094100 

Shipping 
 

40.387.890 -3.629.830 37 150 46 2656 4 46 2656 

25962e00600a0 
4338d2142224f 
68c0600a2e00 

Reception 
Jun 19, 
10:55:34 40,38788986 -3,62982988 37 150 0,46 26,56 4 0,46 26,56 

25962e00600a0 
4338d2142224f 
68c0600a2e00 

Shipping 
 

40.387.878 -3.629.812 36 150 56 2754 4 56 2754 

24963800c20a0 
4308d2142d54e 
68c0c20a3800 

Reception 
Jun 19, 
10:55:23 40,38787842 -3,62981153 36 150 0,56 27,54 4 0,56 27,54 

24963800c20a0 
4308d2142d54e 
68c0c20a3800 

Shipping 
 

40.387.859 -3.629.817 35 150 56 2857 4 56 2857 

23963800290b0 
42b8d2142eb4e 
68c0290b3800 

Reception 
Jun 19, 
10:55:13 40,38785934 -3,62981677 35 150 0,56 28,57 4 0,56 28,57 

23963800290b0 
42b8d2142eb4e 
68c0290b3800 

Table 25: Data sent and received without duty cicle 
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Shipping 
Reception Date Latitude Longitude Sec Test SM Light NS Temp HR Payload 

Shipping 
 

40.388.115 -3.630.692 35 120 61 1929 5 61 1929 

23783d0089070 
56e8d2142405d 
68c089073d00 

Reception 
Jun 19, 
11:13:28 40,38811493 -3,63069153 35 120 0,61 19,29 5 0,61 19,29 

23783d0089070 
56e8d2142405d 
68c089073d00 

Shipping 
 

40.388.126 -3.630.683 34 120 61 2173 5 61 2173 

22783d007d080 
5718d21421e5d 
68c07d083d00 

Reception 
Jun 19, 
11:13:14 40,38812637 -3,63068342 34 120 0,61 21,73 5 0,61 21,73 

22783d007d080 
5718d21421e5d 
68c07d083d00 

Shipping 
 

40.388.206 -3.630.631 33 120 31 2122 5 51 2153 

21781f004a080 
5868d2142445c 
68c069083300 

Reception 
Jun 19, 
11:13:01 40,38820648 -3,63063145 33 120 0,31 21,22 5 0,51 21,53 

21781f004a080 
5868d2142445c 
68c069083300 

Shipping 
 

40.388.218 -3.630.613 32 120 68 2131 5 68 2131 

2078440053080 
5898d2142f85b 
68c053084400 

Reception 
Jun 19, 
11:12:47 40,38821793 -3,63061333 32 120 0,68 21,31 5 0,68 21,31 

2078440053080 
5898d2142f85b 
68c053084400 

Shipping 
 

40.388.210 -3.630.631 31 120 58 2139 5 58 2139 

1f783a005b080 
5878d2142445c 
68c05b083a00 

Reception 
Jun 19, 
11:12:35 40,3882103 -3,63063145 31 120 0,58 21,39 5 0,58 21,39 

1f783a005b080 
5878d2142445c 
68c05b083a00 

Shipping 
 

40.388.233 -3.630.725 30 120 41 2134 5 61 2126 

1e78290056080 
58d8d2142cd5d 
68c04e083d00 

Reception 
Jun 19, 
11:12:20 40,38823318 -3,63072515 30 120 0,41 21,34 5 0,61 21,26 

1e78290056080 
58d8d2142cd5d 
68c04e083d00 

Table 26: Data sent and received with duty cicle 
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8.4. Result of sending data looking for the maximum range. 
 

For this section, messages received on the server are interpreted. This server is a free 
version and when it does not show a message we can not determine if it has not reached 
the GateWay or because the free version could not process it. 

 
With this test we have tried to find the maximum distance from which the electronic 

device can communicate with the Gateway. For this, a basic program was loaded, in 
which it was sent: sequece, name of test, latitude, longitude and number of satellites. 

 
The test was done walking from about 600m from the gateway (distance calculated 

in straight line) and observing the messages received by the gateway. Arriving at a point 
at 994.49m (see image 14) obtaining messages, observing the received sequences was 
acceptable. 

 
When the situation was reached at 1.05 km (see image 15), the error rate was very 

high, more than 60% of the messages were lost (see image 16), so it was decided to stop 
the test considering that messages were no longer received correctly. 

 
 

 
Image 14: Point of maximum range 
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Image 15: Point loss 

 
In image 16 we can observe the loss of data.We had a loss of data from 19:34 to 

19:38. This was the time when we were at 1,05kms and the signal recovered at the 
vovler at 999,49m. 

 
Image 16: Received sequence 
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Image 17: Map from ResIot Server 

 
The conclusion we have came to about the maximum range reached is that 1km was 

not the expected result. In point 9, we saw that the manufacturer of the Gateway 
indicates that in the city the expected distance is between 1 and 3 miles (1.6 - 4.8 km). 
In our case, we only reached 1km which is 40% less than the minimum indicated. The 
situation of the gateway may not help the optimal reception of data, since it was located 
at street level and inside a building, but with this starting data we were not able to get 
further distance. 

 
In image 18, we can see the repetition of the test a different day, to check the 

maximum range. It was achieved from the same point (image 18 left). Later, it was tried 
to get greater distance from the road, but it was not possible (image 18 right), being 
valid the data of 1km. 

     
Image 18: Maps from ResIot Server 
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  The previous result did not leave the LoRa technology in a good place, since the 
scope seemed scarce, for the data proposed by the manufacturers. For that reason, a last 
test was carried out, in which the same data were sent, putting the parameter duty cycle 
1 and using the LoRaWAN protocol. Now, the environment was urban, but it was tested 
by sending data traveling by road from one town to another, so there were few buildings 
between the sender and receiver. 

 
The test was carried out totaling around 30 kms in a radius between 4 and 6 kms 

from the Gateway. The table 27 shows the data received in the ResIoT server. We can 
see that some sequences were lost, exploring the limits while we were moving away. 
Thus, the data took more time to be received. 

 
Date Latitude Longitude Seq Prueba NSats 

Jun 22, 12:53:46 40,3055916 -3,83548832 32 60 9 

Jun 22, 12:51:18  40,2754478 -3,81015682 31 60 8 

Jun 22, 12:40:25 40,2714043 -3,83443141 28 60 9 

Jun 22, 12:37:57 40,2714005 -3,83442998 27 60 9 

Jun 22, 12:33:02 40,2691422 -3,82862997 26 60 9 

Jun 22, 12:19:05 40,2713547 -3,83436847 23 60 8 

Jun 22, 12:18:28 40,2713547 -3,8343668 22 60 8 

Jun 22, 12:17:51 40,2713547 -3,8343668 21 60 8 

Jun 22, 12:13:56 40,2657394 -3,83695674 18 60 8 

Jun 22, 11:46:42 40,2667999 -3,85243678 15 60 8 

Jun 22, 11:41:45 40,2667999 -3,85243678 14 60 8 

Jun 22, 11:35:24 0,01401172 -3,86327505 13 60 8 

Jun 22, 11:34:02 40,2641754 -3,86264348 12 60 8 

Jun 22, 11:32:39 40,2641754 -3,8626399 11 60 8 

Jun 22, 11:31:16 40,2661972 -3,86562157 10 60 8 

Jun 22, 11:29:17 40,2725983 -3,86569524 9 60 8 

Jun 22, 11:27:49 40,2807236 -3,86798859 8 60 8 

Jun 22, 11:25:22 40,2807236 -3,86798859 7 60 8 

Jun 22, 11:22:53 40,2819672 -3,86867976 6 60 8 

Jun 22, 11:17:56 40,2950974 -3,87612343 5 60 8 

Jun 22, 11:15:28 40,2998581 -3,87410831 4 60 8 

Jun 22, 11:12:59 40,3043098 -3,86702991 3 60 8 

Jun 22, 11:09:36 40,3018379 -3,86504817 2 60 8 

Jun 22, 11:08:58 40,3018379 -3,86505175 1 60 8 
Table 27: Data received looking for the maximum range. 

 
 The farthest point was the sequence 31, but this was not considered valid, since it 

was received on the server while we travelled towards the Gateway. It was not a real 
fact. 

 
In the following image (image 19), we can see a map where the coordinates received 

in the server of the most significant points are reflected. 
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Image 19: Maps from ResIot Server 

 
With the results obtained, the maximum distance reached was 4.93 km. 

 

  
Image 20: Maps from ResIot Server 
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In the following image (image 21) we can see the points from where the sent data 
were not received. These points were located more than 5 km, so we could conclude 
that in these conditions it was possible to transmit data at a distance of 5 km. 

 

   
Image 21: Maps from ResIot Server 

 
 
While the test was being carried out and data were being sent, it was possible to 

verify that at those points, despite being far away, we saw the Gateway (both high 
points), the reception of the message was good and also fast. When we were traveling 
on the road and we were at a point of lower altitude where there was no direct vision, 
the frames were not lost, but it took longer to receive, so it is important the altitude of 
both the emitter and receiver, since the obstacles hinder transmission. In the previous 
test, it was already deduced that the little scope obtained could be related to the bad 
situation of the Gateway, since it was inside a building and in a ground floor. 
 

The final conclusion that was obtained, once both tests were concluded, was that the 
maximum distance reached was close to what the manufacturers indicate. A better result 
could be obtained with optimal conditions, but in a future real development these 
conditions may not always be achieved. 

The data obtained from 5 km seems an acceptable distance, taking into account that 
this technology was designed to send large distances, with low consumption and cost. 
This technology can lead to many developments without the need for a large investment 
in both economic and infrastructure. 
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9. Blueprints  
 

Blocks diagram of example Ping Pong:  
 
In the following block diagram two boards are shown, each of them has the 

STM32L072CZ microcontroller, which is in charge of executing the code, this 
microcontroller sends the information through the LoRa CMWX1ZZABZ-091 modem. 

 
The signal travels through the air and is received by the radio interface LoRa of the 

second board, which delivers the information to the microchip so that it is processed by 
the code and the program acts according to the loaded programming.  

 
 

 
 

 
 
 
 
 
 
Blocks diagram of example board- Gateway communication:  
In the following block diagram are shown the sending and receiving blocks are 

shown,  on the one hand the shipment is made by a board that has the STM32L072CZ 
microcontroller, which is responsible for executing the code, this microcontroller sends 
the information through the LoRa CMWX1ZZABZ-091 modem. 

The signal travels through the air and is received by the reception block which 
consists of a gateway and a server that stores the data received. 
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Connection of protoboard to B-L072Z-LRWAN1 board: 
The pinout of B-L072Z-LRWAN1 board is [18]: 
- Arduino-compatible headers: 

Top left side                                            Top right side

 
Image 22: Pinout of B-L072Z-LRWAN1 

 
Morpho headers: 
CN2 header                                                        CN3 header 

 
Image 23: Pinout of B-L072Z-LRWAN1 

 
 
The pinout of pa6h1f1752 [19].                      The pinout of resistor and LDR. 

                   
Image 24: Pinout of pa6h1f1752 and pinout of resistor and LDR. 
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We also have a resistor and an LDR connected. So the final connection is the 

following: 
 

 
Image 25: Connection protoboard and B-L072Z-LRWAN1. 

 
Where the connection detail is:  
PIN Pa6h1f1752 (Vin)  PIN B-L072Z-LRWAN1 (3.3V) 
PIN Pa6h1f1752 (GND)  PIN B-L072Z-LRWAN1 (GND) 
PIN Pa6h1f1752 (TX)  PIN B-L072Z-LRWAN1 (PA10)  
PIN Pa6h1f1752 (RX)  PIN B-L072Z-LRWAN1 (PA9) 
PIN AUX BOARD (AUX1)  PIN B-L072Z-LRWAN1 (3.3V) 
PIN AUX BOARD (AUX2)  PIN B-L072Z-LRWAN1 (A2) 
PIN AUX BOARD (AUX3)  PIN B-L072Z-LRWAN1 (GND) 
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10. Budget  
 

The table 28 shows the price breakdown of the elements used in the project: 
 

Element Unit cost (€) Units Total cost (€) 
B-L072Z-LRWAN1 48,17 4 192,68 
Software license Keil 
Uvision 5 (*) 

1100 1 1100 

GPS Adafruit 
pa6h1f1752 

35,73 1 35,73 

protoboard 3,99 1 3,99 
cables 0,40 5 2 
Light sensor 0,30 1 0,30 
resistance 0,10 1 0,10 
MultiConnect Conduit 
Starter Kit for LoRa 
Technology 

1083,56 1 1083,56 

Student labor 30 320 9600 
Teacher labor 60 40 2400 
Total Project - - 14.418,36 

Table 28: Budget 
 

(*) This data is approximate, since for the project the student license of the university 
has been used and the unit cost can not be known. 
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11. Conclusion  
 
The purpose of this project is the design of an embedded electronic system to send 

and receive data using LoRa technology. This technology is relatively new and 
therefore what is sought is to deepen the use of this technology, since hardly there isn´t 
any information and the manufacturers give some data that have not been contrasted. 

 
To do this, it is proposed to perform different tests on the system designed to study 

the limits and operation of this technology, always with the tools available to us at the 
university. First of all, we must remember that the technology we use is LoRa and the 
protocol that is used is LoRaWAN, since we can use LoRa technology but sending data 
without protocol. 

 
First, LoRa technology was tested. For this intention a system was designed where 

there wass an exchange of messages between four plates. With this situation, the correct 
communication was verified, but we also saw the importance of respecting the times of 
sending between messages and not occupy all the bandwidth. It was detected that if 
several plates send messages simultaneously, the receiving plate loses one or several of 
them. This test gave us as a result to understand the operation of LoRa technology and 
the importance of following a protolo sending data so that the exchange of messages 
was correct. 
 

Secondly, a system capable of sending and receiving LoRa data was designed, where 
the shipment was made from a development board, capable of interpreting sensor data. 
The information sent was varied, such as a GPS positioning, a % of light covered by a 
sensor, or a temperature rate, among others. 

 
The reception was done by a Gateway that dummed the information on a server, 

where you could check the information received. 
 
With this system several scenarios were developed. In the first of them, different 

numbers of bytes were sent, from different locations and with different time intervals 
(the Duty parameter of the LoRaWAN protocol was not respected). At first, it was 
determined that a maximum of 56 bytes could be sent next to the gateway, but once we 
got away, the 40 bytes were not exceeded. After this first test, the second test was 
carried out from three locations (the first one next to the Gateway, the second at 200m 
and the third at 283m). They were carried out from each location sending chains with 
data below 20, 30 and 40 bytes every 5 and 10 seconds. 

 
After carrying out this test, it was concluded that the number of bytes was not as 

important as the time between shipments. It is important to remember that the 
LoRaWAN protocol was not being respected but it was about looking for the limits. 

 
After this test and with the conclusions drawn, the sending was carried out again 

from the three locations of data chains less than 30 bytes every 5 and 10 seconds. The 
conclusion obtained was the same: the time between shipments did affect the loss of 
data. 
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Finally, in this scenario the sending time was increased to 30 seconds, making 
shipments from the 3 locations of data chains less than 30 bytes. The conclusion 
obtained was that the number of losses were reduced to an almost insignificant figure. 

 
With the previous conclusions, a new scenario was proposed, where the LoRaWAN 

protocol was intended to be used in its entirety. This is why the sending of data was 
optimized, reducing the number of bytes to approximately 50%, starting from about 40 
bytes (according to the data generated), being able to send the information in 19 bytes. 
With this situation, we would be able to send the same information occupying a smaller 
bandwidth which allows us to make a greater number of shipments if necessary, 
respecting the protocol. In this scenario, we only tried to see that the received 
information was interpreted correctly. Two tests were carried out: one of them every 10s 
and the other one activating the Duty Cicle parameter, which resulted in shipments 
every 15 seconds approximately. In both tests the reception of data was correct and data 
optimization was validated. 

 
In the third scenario, we verified if the distance specified by the Gateway 

manufacturer was reached (between 1.6-4.8km in urban surroundings). The minimum 
data was sent for a faster analysis: the sequence, test number, number of satellites, 
latitude and longitude were sent. 

 
The result obtained in this test in the urban environment of the University Campus, 

and with the conditions of the position of the Gateway (inside the laboratory), a 
maximum distance of 1km was obtained. This data did not meet expectations, but was a 
greater distance to other more extended technologies such as WiFi. To confirm that with 
a better location the distance would be longer, a change of location of the Gateway was 
made, being better placed to verify that with the same sender and receiver, the distance 
could increase. Finally, a distance of almost 5 km was reached. This information was 
adjusted to the reality expressed by the manufacturers, although it could be even higher, 
since in the environmental test there were few obstacles. 

 
The overall conclusion of the project is that the technology has a great potential for 

many applications, although it is true that the expected maximums are not met, such as 
sending 50 bytes or the distance could be greater than 5 km. On the one hand, the data 
obtained seem more than enough for many developments. It has been seen that 
optimising the sending of data, with only 19 bytes, you could send a lot of information. 
On the other hand, in an urban environment 1 km is a distance more than enough to 
gather information from a data center located at a strategic point. 

 
After the completion of this project, it could be further researched about the sending 

and receiving of data, for this it could be studied as the waves propagate in the middle 
and study in which cases you could get an improvement in shipping distance. 

You can also study in a completely clear environment the scope that could be 
obtained to investigate possible applications of this technology. 

 
The technology studied opens a new path in a world that is increasingly connected 

and evolving in the IoT world. It will allow to control data that until now were not 
possible due to the difficulty of putting delivery devices because of the lack of power or 
because they are too far away despite being in an urban environment. It could even be 
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possible to connect objects in a simple way that today are more inefficient, for example 
today it is possible to read the water meter of a house without accessing it, but reading 
the operator It must be closed to the house, at the door. If we applied the LoRa 
technology, we could be able to collect all the readings of one or more buildings in an 
apple, instantly without having to move. This would increase the productivity of the 
company in charge of collecting data. 

 
In addition, as we have seen, the development board can be powered by 3 1.5v 

batteries with an estimated duration of up to 5-10 years, so in a rural environment the 
environmental impact would be lower than the systems that can be used. As of today, 
they require the installation of at least one solar panel and a battery that powers the 
system. It is easy to deduce that the economic cost will be lower, since we need fewer 
resources for the sending of information. 

 
It is a technology with few implementations in the industrial world, but thanks to the 

Longe Range, its main virtue could bring many benefits to our society. 
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14. Annex I: Installation of the ResIoT Server.   
 
In Annex I, the installation of the Resiot Server will be explained, which will store 

the data received by the Gateway. The server can be installed locally, or it can also be 
stored in the cloud to be able to consult it from anywhere. 

 
The steps for installed locally are: 

1 Download the client from the Resiot page and register on the platform in the free 
version [A1]. Version: IOT ResIOT ™ platform + LoRaWAN network server (local 
versions) 
 
2 Once downloaded, you must run the installable, you must choose the route where it 
will be installed and confirm the steps: 

 
Image 1: Install locally server step 2 

 
3 Once the location of the program is confirmed, click on the install button and wait 
for it to finish: 

  
Image 2: Install locally server step 3 
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4 Once installed we are requested to create the user admin: 

 
Image 3: Install locally server step 4 

 
5 After creating the user admin we can access the server with the user data: 

  
Image 4: Install locally server step 5 

 
6 At this time we will be asked for the license that we will have obtained when 
creating the user account on the platform. 

  
Image 5: Install locally server step 6 
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7 In the following image we see the server start menu once installed: 

  
Image 6: Install locally server step 7 

 
The advantage that we obtain when installing the server in the cloud is that we can 

access the information from anywhere, even see the information in the app from a smart 
phone. The steps to install in the cloud are: 

1 Create an account on the platform: 

  
Image 7: Install server in cloud step 8 
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2 choose the free version in the cloud: 

 
Image 8: Install server in cloud step 9 

 
3 we must buy the license although its cost will be € 0: 

  
Image 9: Install server in cloud step 10 
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4 in the list of products and we will see the version in the cloud: 

  
Image 10: Install server in cloud step 11 

 
5. After clicking on the link, the url opens and we can access the online server: 

  
Image 11: Install server in cloud step 12 

 
6 We choose the working frequency band and access the dashboard 

 
Image 12: Install server in cloud step 13 
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Image 13: Install server in cloud step 14 

 
Once the server is installed, either locally or in the cloud, we must follow the same 

steps to receive the information.Configure the nodes and the gateway. 
We create an AppEUI that we will need later in the creation of the Node: 

 
Image 14: AppEUI 

 
For the creation of the node we must enter the following data:  

The Devide EUI field will be the same as that defined in the project code in the 
mbed_config.h file and variable MBED_CONF_LORA_DEVICE_EUI “#define 
MBED_CONF_LORA_DEVICE_EUI {0x38, 0x39, 0x32, 0x35, 0x59, 0x37, 0x91, 0x94 } “. 

 
In the EUI application, we introduce the name of the AppEUI created previously. 
 
The Application KEY field will be the same as that defined in the project code in the 

mbed_config.h file and variable MBED_CONF_LORA_NWKSKEY “#define 
MBED_CONF_LORA_NWKSKEY {0xf3,0x1c,0x2e,0x8b,0xc6,0x71, 0x28,0x1d,0x51,0x16,0xf0, 
0x8f,0xf0,0xb7,0x92,0x8f}” 

 
We must choose the server with European frequencies. 
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Image 15: Node 

 
We can create the fields that we want the node to receive and that can be shown in 

the dashboard 

 
Image 16: Node 
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The LUA code is used to decode the received information and assign it to the created 
fields. LUA for sending data with LoRaWAN: 

 
function string.fromhex(str) 
    return (str:gsub('..', function (cc) 
        return string.char(tonumber(cc, 16)) 
    end)) 
end 
function split(pString, pPattern) 
   local Table = {}  -- NOTE: use {n = 0} in Lua-5.0 
   local fpat = "(.-)" .. pPattern 
   local last_end = 1 
   local s, e, cap = pString:find(fpat, 1) 
   while s do 
      if s ~= 1 or cap ~= "" then 
     table.insert(Table,cap) 
      end 
      last_end = e+1 
      s, e, cap = pString:find(fpat, last_end) 
   end 
   if last_end <= #pString then 
      cap = pString:sub(last_end) 
      table.insert(Table, cap) 
   end 
   return Table 
end 
 
Origin = resiot_startfrom() 
if Origin == "Manual" then 
  -- Do stuff 
else 
  Tag1 = "Secuencia" 
  Tag2 = "Prueba" 
  Tag3 = "SoilMoisture" 
  Tag4 = "Light" 
  Tag5 = "NSats" 
  Tag6 = "Temperature" 
  Tag7 = "HR" 
  appeui = resiot_comm_getparam("appeui") 
  deveui = resiot_comm_getparam("deveui") 
  payload, err = resiot_getlastpayload(appeui, deveui) 
  value = string.fromhex(payload) 
  values = split(value,",") 
   
  worked, err = resiot_setnodevalue(appeui, deveui, Tag1, values[1]) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag2, values[2]) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag3, values[3]) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag4, values[4]) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag5, values[5]) 
  worked, err = resiot_setlatitudelongitude(appeui, deveui, tonumber(values[6]),tonumber(values[7])) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag6, values[8]) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag7, values[9]) 
End 
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LUA for sending data with optimized LoRaWAN: 
 
Origin = resiot_startfrom() 
if Origin == "Manual" then 
  resiot_debug("Manual Mode")  
  payload="030a0500e803075d8e21429c4d68c0e8030500" 
  resiot_debug(payload)  
else 
  appeui = resiot_comm_getparam("appeui") 
  deveui = resiot_comm_getparam("deveui") 
  payload, err = resiot_getlastpayload(appeui, deveui) 
end 
  Tag1 = "Secuencia" 
  Tag2 = "Prueba" 
  Tag3 = "SoilMoisture" 
  Tag4 = "Light" 
  Tag5 = "NSats" 
  Tag6 = "Temperature" 
  Tag7 = "HR" 
  msgRec_dec, Error = resiot_hexdecode(payload) 
  Secuencia = msgRec_dec[1];   
  Prueba  = msgRec_dec[2];   
  SoilMoisture = (resiot_ba2intLE16({msgRec_dec[3],msgRec_dec[4]})/100); 
  Light = (resiot_ba2intLE16({msgRec_dec[5],msgRec_dec[6]})/100); 
  NSats = msgRec_dec[7]; 
  Latitude = 

resiot_ba2float32LE({msgRec_dec[8],msgRec_dec[9],msgRec_dec[10],msgRec_dec[11]}); 
  Longitude = 

resiot_ba2float32LE({msgRec_dec[12],msgRec_dec[13],msgRec_dec[14],msgRec_dec[15]}); 
  HR = (resiot_ba2intLE16({msgRec_dec[16],msgRec_dec[17]})/100); 
  Temperature = (resiot_ba2intLE16({msgRec_dec[18],msgRec_dec[19]})/100); 
   
  worked, err = resiot_setnodevalue(appeui, deveui, Tag1, Secuencia) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag2, Prueba) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag3, SoilMoisture) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag4, Light) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag5, NSats)  
  worked, err = resiot_setlatitudelongitude(appeui, deveui, tonumber(Latitude),tonumber(Longitude)) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag6, Temperature) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag7, HR) 
 
LUA for sending data looking for the maximum range: 
 
Origin = resiot_startfrom() 
if Origin == "Manual" then 
  resiot_debug("Manual Mode")  
  payload="030a075d8e21429c4d68c0" 
  appeui = "70b3d57ed000fcda" 
  deveui = "3839323559379194"  
  resiot_debug(appeui) 
  resiot_debug(deveui) 
 resiot_debug(payload)  
else 
  appeui = resiot_comm_getparam("appeui") 
  deveui = resiot_comm_getparam("deveui") 
  payload, err = resiot_getlastpayload(appeui, deveui) 
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end 
  Tag1 = "Secuencia" 
  Tag2 = "Prueba"  
  Tag5 = "NSats"  
 
  msgRec_dec, Error = resiot_hexdecode(payload) 
  resiot_debug(msgRec_dec) 
  Secuencia = msgRec_dec[1];   
  Prueba  = msgRec_dec[2];    
  NSats = msgRec_dec[3]; 
  Latitude = resiot_ba2float32LE({msgRec_dec[4],msgRec_dec[5],msgRec_dec[6],msgRec_dec[7]}); 
  Longitude = resiot_ba2float32LE({msgRec_dec[8],msgRec_dec[9],  msgRec_dec[10], 

msgRec_dec[11]}); 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag1, Secuencia) 
  worked, err = resiot_setnodevalue(appeui, deveui, Tag2, Prueba)  
  worked, err = resiot_setnodevalue(appeui, deveui, Tag5, NSats)  
  worked, err = resiot_setlatitudelongitude(appeui, deveui, tonumber(Latitude),tonumber(Longitude)) 
 
For the configuration of the GateWay we must enter the following fields. All of them 

are quite descriptive by their own name: 
  

  
Image 17: Gateway 

 
   

15. Bibliographical references: 
[A1] https://www.resiot.io/en/  
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16. Annex II: Configuration of the Gateway MultiConnect 
Conduit   

 
When accessing the IP of the Gateway we are asked for a login with username and 

password. 

  
Image 1: Node 

 
After entering the data we access a main menu, the most important data are shown 

below. In information of the device we find the MAC. (See image 17: Gateway of 
Annex I) 

 
Image 2: Device information 
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Inside LoRaWAN networking we find the information of the Gateway necessary to 
link it in the server how it is Gateway data EUI. (See image 17: Gateway of Annex I) 
In addition important data is chosen as the frequency band and very important, the 
server path where you should send the information. 
 

 
Image 3: LoRaWAN Networking 

 
Finally in Network interfaces configuration we can find the IP that the gateway has. 
 

 
Image 4: Network Interfaces configuration 



Annex III: Gateway connection via WiFi 

 
  97 

 

17. Annex III: Gateway connection via WiFi 
 

To perform the last test of maximum distance of data transmission and for the 
presentation that will be made of this project, there is no Ethernet cable. The Gateway 
can be configured to connect to a Wi-Fi network or via an Ethernet cable. As for the 
presentation the computer will be used, the configuration by which has been chosen is 
to connect the laptop to the shared wifi of the smarphone, and the laptop will be the one 
that shares the connection obtained through the network card by Ethernet cable to the 
Gateway . 

 
This connection has been chosen to not modify the parameters of the Gateway for 

two point tests, since it will later return to Ethernet cable on the campus of the 
university. 
 
The steps to follow are: 

1.  From the control panel and accessing the network adapter configuration, select 
both connections (Wifi and ethernet) and click the right button (see image 1). 

2.  Finally select the option "Conexiones de puente". 
 

  
Image 1: Bridge connection 

 
We will see a new icon that indicates the status of this connection (see image 2). After 

this, we can connect the Gateway to the laptop and it will have connection. 
 

 
Image 2: Bridge icon 

 


