




A. Cloud
According to The National Institute of Standards and Tech-

nology (NIST) [9], cloud computing is a model for enabling
ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or
service provider interaction.

This general definition shows the power that cloud comput-
ing makes available to the Internet of Things. The basic idea
is to collect information, usually big amounts of data, in the
point of interest (this so-called the edge, where information is
generated) and upload it to be properly processed in the cloud,
where ideally permanent and enough processing resources
are available. This model may work perfectly with some
approaches where the energy resource is not a limitation or
the time required for any decision does not impose a very fast
reaction.

However, the cloud computing paradigm applied directly to
IoT presents a set of drawbacks regarding latency, bandwidth
and storage [10] because of the huge amount of data that have
to be uploaded and processed. Due to these limitations, more
layers have been proposed during the last years, getting closer
to the source of data.

B. Fog
Bonomi et al. [11] at Cisco coined the concept of Fog com-

puting as a highly virtualized platform that provides compute,
storage, and networking services between end devices and
traditional Cloud Computing Data Centers, typically, but not
exclusively located at the edge of networks. Another definition
of Fog is that it is an architecture that distributes computation,
communication, control and storage closer to the end users
along the cloud-to-things continuum [8]. NIST defines fog
computing as a layered model for enabling ubiquitous access
to a shared continuum of scalable computing resources [12].

Perhaps, the use of the name fog attended to marketing pur-
poses. The fog shares many similarities with another concept:
the edge, which usually leads to confusion or makes them be
put on the same level. Even some authors consider fog and
edge as the same concept, as in [13].

The Fog has in its very heart the approximation of cloud-
like resources as processing and storage closer to the data
source. In the Internet of Things, this means bringing the cloud
closer to the sensors and IoT devices. Moreover, the fog has
the capability of sending selectively data to the cloud under
request or based on certain rules.

C. Edge
According to [10] Edge computing refers to the enabling

technologies allowing computation to be performed at the edge
of the network, on downstream data on behalf of cloud services
and upstream data on behalf of IoT services.

One of the most fundamental characteristics of the edge is
that the processing, networking and storage are made right
in the IoT devices or the sensor nodes, meaning that in
edge computing, the communication with the cloud is not
mandatory. Due to this, one key difference between fog and

edge is that in fog computing the processing is carried out in
more powerful devices than IoT nodes, as Internet gateways
for example. Instead, the edge is decentralized by nature,
allowing autonomous decisions [14].

The nature of the processing resources of the edge nodes
allows a secondary division: edge nodes and extreme edge
nodes, being the last ones those powered by batteries or
energy harvesters and very limited in computing and storage
capabilities to reduce costs and enlarge lifetime. In this type of
devices, the ideal situation is to get perpetual systems avoiding
battery replacement. In this context the term perpetual refers
to a lifetime of tens of years, considering that ideal perpetuity
is unfordable due to technology or degradation issues. In this
regard, perpetuity will be referred to as very long-term lifetime
for the sake of correctness along the rest of the paper.

D. Extreme Edge (Also Known as Mist or the Things)
The bottom layer of the IoT is the one in charge of taking

measures from the world. Usually, this action is made by
tiny devices composed of sensors, a low-end microcontroller,
a radio module and a battery or/and an energy harvester, these
are the things.

These devices, in many cases, can connect to each other
creating a short area network (Personal Area Network, PAN,
tens of meters) or wide area network (Long Range, tens of
kilometers), frequently using unlicensed radio frequency bands
as the ISM (Industrial, Scientific and Medical) ones. This has
been the approach of the wireless sensor networks during the
last 20 years, which now become part of a bigger reality that
is the IoT.

Some authors have named this layer as the Mist [15],
stating that Mist computing pushes processing even further to
the network edge, involving the sensor and actuator devices.
Preden et al. [15] affirm that Mist computing reduces latency
and increases autonomy, and self-awareness of every device
becomes crucial as the computation and actuation depend on
the environment. This Mist approach is, in other words, taking
networked embedded systems as wireless sensor networks as
the lowest layer of the IoT. In Fig. 2 the layers of the IoT are
shown along with the domain of the processing elements and
devices in each layer.

At this point, the paper enters into detailing the edge of
the IoT, distinguishing two layers inside: the edge and the
extreme edge. The analysis and discussion presented in the
next sections are the main contributions of this review paper.

III. THE EDGE

With the progressive growth of heterogeneous and more
powerful devices on the Edge, it is clear that the decentralized
nature of this layer shall be taken as an advantage to provide
runtime distributed processing and dynamic decision-making
capabilities, so that a meaningful communication with the
Fog and Cloud layers are performed (only if needed). Unlike
traditional WSNs where sensor nodes get measurements from
the environment under monitoring and then transmit such
data to remote sinks, the Edge Computing is envisioning
one step further in highlighting the collaboration among
deployed devices, so as to produce significant information

                      



directly on-site. In this context, an efficient coordination of
Edge and Extreme Edge technologies will certainly leverage
the overall self-management of IoT devices. This is partic-
ularly important considering two main issues to be tackled,
i.e., 1) data gathering from and management of such a huge
amount of devices and 2) energy provision to assure their
long-term operability and maintenance.

A. Edge Computing
The traditional node architectures, where 8-bit microcon-

trollers were the main core of the sensor platforms for
performing simple acquisition tasks, are evolving towards
more sophisticated microprocessors and System on Chip that
provide enhanced trade-off solutions between processing capa-
bilities and power consumption [16]. However, since the
effective duty cycle and energy demand of these devices are
also increasing in line with their computational load (and
thus the network lifetime will anyway be penalized), they
are rather planned to be deployable platforms with accessible
external power sources in most of the real application cases.
This approach goes aside the Extreme Edge, where different
strategies are upon the table to achieve perpetuity with no outer
power supply, as detailed in subsequent sections of this paper.

As mentioned before, it is sometimes diffused the border
line between Edge and Fog computing in the state of the art,
depending on the approach followed to identify the different
components of the IoT technologies at different levels. This
is the case of Multi-access Edge Computing paradigm [17]
which has been thought to close the gap between the Cloud
service functionalities and the network edge devices, offering
a lower end-to-end latency with a better traffic performance.
Similarly, the concept of Cloudlets [18] tries to bring the Cloud
computing and storage closer to mobile devices so that the
interaction delay between the service consumer and service
provider becomes shorter. Instead, in this work the Edge
rather contemplates possible “Cloud-less” contexts where the
processing autonomy of the end devices is empowered by the
collaboration among participant IoT Edge nodes, and their
relationship within the network.

B. Heterogeneity on the Edge
Following the aforementioned ideas, mobile devices (such

as smartphones or next-generation wearable devices) are con-
sidered as one of the groups that compose the Edge Computing
(particularly within the participatory sensing picture [19],
where users become data providers as well), while sensor
platforms can be seen as permanent city/industrial metadata
producers and they additionally provide the underlying tech-
nologies for fully supporting the on-site decentralized IoT
infrastructure on the Edge. In general, when referring to more
powerful Edge sensor platforms, it usually comes in mind the
wide-spread Raspberry Pi board, which certainly fits within
the IoT gateway side (much closer to the Fog). However,
System-on-Chip based embedded platforms are clearing the
horizon towards consolidating the present (and the near future)
of IoT edge device architectures. In this regard, ARM-based
MCUs with radio transceiver integrated on chip are currently
being supported in most of the IoT embedded operating

systems (in particular Contiki-NG, RIOT and Linux-based OS)
offering important updates for efficient power management,
task scheduling, and IP-based networking capabilities [20].

One step further in strengthening the baseline conception
of the decentralized IoT Edge is related to tackling the cross-
connectivity issues that undoubtedly arise when having het-
erogeneous technologies under its umbrella. Although several
approaches are independently appearing in the literature, some
authors propose hardware-software frameworks for both IoT
embedded application development and seamless integration
of sensor platforms (such as direct synergies between smart
wearables and WSN nodes, proposed in [21]), as an inter-
mediate solution seeking the next-generation of distributed
middleware [22]. This is particularly important for the actual
implementation of modular and reusable intelligent compo-
nents that can support the generation of significant data on
the Edge nodes.

C. Addressing Distributed Applications on the Edge
Combining the increasing computing capabilities on the

Edge with the energy-efficient sensing potential of the Extreme
Edge will indeed make the approach of distributed applications
a more feasible strategy to exploit the collaboration among the
participant IoT nodes. In general, the effective coordination
of embedded distributed functionalities of these types of
applications has been linked to the capabilities of the Fog
layer and, therefore, it serves as the gathering integration
point to further correlate the data produced by the traditional
sensor nodes. With the evolution of the Edge Computing and
more particularly with the pronounced improvement on the
processing and power management techniques, the possibility
of implementing distributed computing techniques on the Edge
has become a reality. This means that intelligence on the edge
can be actually applied without losing a resource-constrained
awareness of the bottom layer.

The issue of distributed applications on the Edge not only
regards the hardware requirements to make possible the imple-
mentation of algorithms, but also encompasses communication
and networking strategies to facilitate the cross-connectivity
among deployed devices. As such, the multi-hop commu-
nication is indeed a must, but dynamic mesh networking
or at least clustering techniques upon the wireless low-rate
communication channel shall be the baseline techniques to
promote collaborative contexts on the edge.

On the other hand, there are remarkable advances on
proposing new paradigms for exploiting distribution in IoT,
as the approach proposed in [23] where a programming
model for large-scale distributed sensor network applications
is addressed by the application model that maps mobile fog
processes into distributed computing instances, allowing data-
stream handling from the edge devices.

However, when analyzing the main trends for addressing
distributed applications on the edge, two general streams
can be found in recent state-of-the-art proposals: Distributed
middleware and Agent-based Computing Paradigm (the latter
can be even realized with the goodness of the former one). The
approach of integrating middleware capabilities on the Edge in
an embedded form allows enhancing dynamic self-discovery

                      



and context-aware capabilities to be shared among local
nodes, which then provides an enhanced coherence model
of the local computing with respect to the overall system.
Moreover, there are contributions in the literature related
to the creation of cooperative connected smart objects in
the form of middleware-driven intelligent multi-agent sys-
tems [24], with the support of one or more communication
models (for instance, oriented to distributed publish/subscribed
mechanisms). Additionally, there are more advanced solutions
towards distributed smart objects on the Edge with the com-
bination of cognitive multi-agent systems for heterogeneous
deployments [25], where middleware capabilities bridge the
management and programming of such objects in large-scale
distributions.

However, as shown in the following section, the feasibility
of applying these techniques to the Extreme Edge side is
limited due to the intrinsic nature of the involved technology,
that is, the provision of sensing or triggering actions under
zero-power conditions. Thus, in general, it is not an approxi-
mation for the very bottom part of IoT but rather a mechanism
to be applied right on top of it, though taking advantage of its
sensing and context related features.

D. Industrial Applications on the Edge
Edge computing has gained attention in the last decade and

the industry is using it as a valuable approach for solving
different problems. In this regard, researchers in [26] present
a platform concept, which combines cloud computing and
industrial control using edge devices realized for an automa-
tion cell. The target is lying behind the approach of industrial
control of field devices, comprising self-contained systems in a
dedicated network for exchanging control information between
field devices and control hardware, so as to accomplish process
tasks and moving towards a solution based on the continuum
cloud to edge.

Moreover, the new Industry 4.0 revolution is putting more
load in all the layers of the IoT, from the edge to the
cloud. In this context, researchers present in [27] the multi-
tier multi-access edge computing (mMEC) as one of the most
important technologies within 5G. The internetworking model
in the smart factory is analyzed, and then each edge node is
mapped into the mMEC platform to identify its computation
performance.

IV. THE EXTREME EDGE

Some authors have already classified the IoT devices like
in [28]. However, very few attention is being paid to the
extreme edge devices focusing more on what it has been
the usual approach in the last two decades, that refers to a
low-end low power 8-bit or 16-bit microcontroller, a radio
transceiver using a low data rate short-range communication
protocol as IEEE 802.15.4, and powered by standard coin cells
or AA batteries. The leader in this type of HW approach
has been and is the TelosB platform, developed in 2005 at
U.C. Berkeley [29].

These types of nodes have been very popular for testing dif-
ferent concepts in the area of WSNs, because of their availabil-
ity, price and standardization in the way of software support

and a community behind them. Very good examples of this
fact are the operating systems TinyOS [30] and Contiki [31]
that have been the niche for plenty of research works relying
on the well established library of components and testbeds
available.

However, in this type of devices as TelosB, there is one
critical aspect that has to be considered and needs full atten-
tion, this is the perpetuity of the sensor deployments to avoid
energy source availability problems and battery replacement in
a “billion devices” paradigm. One of the most important issues
that has to be taken into account is the energy supply to the
devices. In [32] a study of the TelosB is made, confirming that
this HW platform consumption ranges from 500 µA to 25 mA
approximately, which roughly means that in the best case, with
standard AA batteries, assuming a charge of 1 Ah, the nodes
can last for 3 years with very low duty cycles, in the order
of 1%, which means being awake 3,6 s per hour. Even with
bigger batteries, the situation is not the desirable one for a
very long-term lifetime deployment. This means that in many
cases, deployed nodes with this power consumption profile
will need to be connected to the mains or will need another
type of energy source, probably a harvester, able to supply
power in the order of a hundred of milliwatts. On the other
hand, for such a low profile performance, the size of this device
is still big, in the order of 20 cm2.

A very good example of the limitations of this type of
nodes is shown in [33], where a low power microcontroller
TI MSP430F5438A along with a CC2420 for IEEE 802.15.4
standard are used. This architecture is very similar to the
TelosB one. Authors of this work use eight solar cells for
energy harvesting purposes with 89.2 mW of peak energy at
2 V each one. Authors fail in getting perpetuity with this setup,
for an always-on approach.

Even though there are strong limitations for this type
of devices, a proper combination with the edge could
bring benefits in terms of power savings and performance
improvement.

For the aforementioned reasons, the sensor nodes of the
IoT must be scaled down in resources and thus in power
consumption. Moreover, the nature of the power supply has
to tend to harvest energy from the environment to make the
IoT sensors autonomous to the maximum extent as possible.
Therefore, TelosB and other wireless sensor nodes as [34]
or the ones compared in [35] may be used as prototyping
platforms or edge low-end devices, always keeping in mind
the energy limitations of such devices. The approach should
be closer to the pioneer one that was presented in 1999 coining
the concept of Smart Dust and motes [36]. This approach was
very good in terms of integration and autonomy, but presented
an important drawback that was the necessity of the line of
sight for communication between motes because the laser was
the chosen technology for this purpose.

With all these considerations, in this section, a review of
sensor nodes for the extreme edge is presented, focusing on
those tiny nodes or motes oriented to very specific tasks
with very limited processing and memory resources, and
with limited energy budget ant their energy constraints and
supplies.

                      



A. Edge Nodes
As it was mentioned, in the IoT structure different layers

can be identified. In the lowest level, the edge is present. It is
so-called edge because it is the closest level to the source
of data, the physical magnitudes. Sensors and actuators are
located here. However, there is a fuzzy limit between the fog
and the edge and, in this regard, there are even more levels
of complexity that drive to divide the edge into those devices
intended for measuring and communicating and those ones
that may carry out more processing intensive tasks [37].

What is a more common tendency is bringing more intel-
ligence to the smart sensors, which is necessary for the
global Internet of Things integration [38]. The sensor layer
of the IoT is the one that will count on the highest amount
of devices (billions in principle), and these devices will be
deployed everywhere, most of the time unattended. Moreover,
these smart sensors will communicate to each other mostly
with radio transceivers, using protocols not always directly
integrated with the Internet [39].

Due to the huge number of devices that will be deployed
in the near future, replacing batteries cannot be an issue
anymore. In this regard, the scientific community is working
on improving both efficiencies of the HW for sensor nodes
and battery capacity, together with better energy harvesting
techniques and algorithms for decreasing power consumption.

The autonomy of the IoT deployments in terms of energy
arises from two points: the first one is the need for avoiding
battery replacement even in very low duty cycle applications.
The second one is the existence of applications that need
continuous sensing as the ones related to the assisted living
context or critical systems. In [39], authors face this sce-
nario by implementing policies for energy optimized sensor
activation, getting good improvement results comparing with
no optimization implementations, reducing battery spending
three times in the best case and achieving 175 hours of
lifetime, for an elderly fall detection system. However, even
though these results are good, battery recharging or replacing
is still mandatory. Their results are good as a testbed for
future optimizations in the context of activities of daily living
sensing.

In the context of wearable devices for health care,
Basu et al. [38] present a solution for smart wearable devices.
In this case, the authors take advantage of the inherent task-
level parallelism of the bio-signals. In this work the target is
the inclusion of a coarse-grained reconfigurable architecture
made of several RISC (Reduced Instruction Set Computer)
processors interconnected by a configurable matrix, synchro-
nization schemes for SIMD (Single Instruction Multiple Data)
execution and inexact computing model. Anyway, the target
for this architecture is still far from the perpetuity, although
very good results are obtained due to the complexity of the
system.

Following the approach of Smart Dust, in [40] a sensing
platform with energy harvesting is presented. The size of the
mote is 1 mm3 and it is a very good example of what a mote
should look like in terms of size and power consumption.
They present a stacked architecture with two processors,
sensors and a Li-ion battery that can be recharged by solar

energy harvesting. It also includes an optical communication
module for programming after assembly, synchronizing and
reprogramming if necessary.

B. Smart Dust
The previous examples are very good candidates for sensor

nodes in the edge close to the extreme, and they are highly
resource-limited sensor nodes. Even though these type of
devices will exist by billions in the IoT, there exist space
for other sensor nodes with more power consumption but
still with access to perpetuity. This is the case of the node
presented in [41] in which a node for snail detection in an
agricultural environment is presented, in order to avoid pests
that may damage the plantations. Perpetuity is necessary for
the purpose of the application, and radio communication is
a requirement as well. In this case, power requirements are
higher, but there is also the possibility of including bigger
solar cells to cope with the energy demand. The hardware of
this device is based on commercial radio and microcontroller
modules. In this case, a solar panel supplying 100 mA and 5 V
is used, taking advantage of the space size and that plenty of
sunlight is available. The results show that one hour is enough
to recharge the batteries (1000 mAh) so probably the hardware
could be scaled down to decrease price.

The examples shown up to now exposes a direct rela-
tionship between size and energy availability. In the IoT
paradigm, many of the deployed devices will have to cope
with the restriction of non-intrusiveness, meaning that small
size is mandatory, in the order of some mm3. This is the
main challenge, coping with reduced size and maintaining
performance with very low power consumption. According
to [42], the power budget for a multiyear operational lifetime
is in the order of 1-10 nW/mm3. The main reasons for these
limitations are the harvester’s energy generation capabilities
and the battery capacity. Focusing on wearable IoT devices,
energy harvesting from the human body with vibration or
thermal sources is in the order of 2.2 µW/cm2 for thermoelec-
tric generators and 7.4 µW/cm2 for piezoelectric generators,
meaning that suitable sensor node design could fit in this type
of IoT devices for always-on performance.

C. Zero-Power Sensors
Continuing with the topic thread of the need for measuring

in every place possible, it is clear that sensor nodes must scale
down even more to be able to work unattended in inaccessible
locations. In this point, the zero-power sensing concept is
proposed by Qian et al. [43], where all the energy needed
to produce the data of interest is generated by the specific
physical phenomenon that is being measured, with no other
power supply present in the system. This is a breakthrough for
achieving always-on things in IoT. The basic idea is replacing
the electronics that are consuming power continuously, even
in very low power modes, by micro-electromechanical relay
technology. This technology uses mechanical contacts between
terminals instead of transistors to set or not a signal, therefore
the standby power consumption due to sub-threshold conduc-
tion is practically eliminated (the energy in a switching cycling
is in the order of attojoules, reported in [44]).

                      



In this line, the work reported in [45] is a demonstration
of an infrared wireless sensor node with near zero-power
consumption, using MEMS (Microe Electro Mechanical Sys-
tems) photoswitches. Authors use the sensor to wake up a
node when the signal of interest is detected. The node is
powered with a coin cell. The sensing element takes 2.6 nW to
generate a wake-up signal to the WSN node. The WSN node is
consuming 180 nW while sleeping. In this situation, the node
can last more than ten years, only waking-up when the sensor
detects any event of interest, and therefore, depending on
this, the battery duration may change considerably. Anyway,
to the best of the authors’ knowledge, this represents the first
implementation of a sensor node with zero-power sensors, that
are always one expecting for a specific event, that can wake
up a mote that is powered by a commercial battery, without
any harvester or other power supply, and can last for years
without missing any event, everything working together.

An application using zero-power sensing is presented
in [46], targeting underwater monitoring using sound sensing.
Authors achieve always-on event-driven audio detection for
pattern recognition detection, consuming 55 µW of power.
They use a mixed approach with the event-driven detector
and a microbial fuel cell that makes use of microbes in the
soil to generate energy. Therefore, a zero-power system is
achieved with no batteries or other power sources for the
sensing system.

The DARPA N-Zero program [47] is seeking for zero-power
sensors and signal processing that allow systems to last just
using the self-discharging power of a battery, which allows
lifetimes in the order of tens of years. This system will select
an event from a noisy environment and will wake up a higher
order system based on detected events. The target is to achieve
sensor networks deployments that can last for decade-long
lifetimes.

A military focused work is presented in [48], where piezo-
electric MEMS accelerometers tuned for a specific frequency
are used to detect intruders in an area of interest. The system is
composed of the sensor plus a CMOS (Complementary Metal
Oxide Semiconductor) stage to generate a wake-up signal,
achieving consumptions in the order of 5.4 nW, needing to
supply energy to the CMOS comparator. This is called near
or quasi zero-power sensor.

A very good approach is the one presented by
Pinrod et al. [49], where a combination of zero-power piezo-
electric movement sensors and quasi zero-power NEMS (Nano
Electro Mechanical Systems) switches are used to create a
trigger-bit device that can wake up a more powerful sensor
node (as a TelosB, as they illustrate). Their approach is
intended to measure acceleration, magnetic field and orienta-
tion by detecting patterns using lead zirconate titanate (PZT)
piezoelectric sensors. They get 5 nW of power consumption
combining the sensors and the NEMS switches that generate
the wake-up signal.

Even though the aforementioned works are very promising,
there is still a place for CMOS implemented smart sensors,
as the temperature sensor presented in [50]. In this work,
a smart temperature sensor fully implemented in CMOS
technology is presented. This approach is the one related to

Fig. 3. Edge and extreme edge nodes power vs lifetime.

smart sensors, where the device includes the sensing element
plus the necessary electronics to supply proper digital signal to
a secondary circuit that will carry out signal processing and
other tasks. In this work, the authors get around 80 pW of
power consumption in the worst case, which makes this sensor
suitable for very long-term lifetime IoT applications. With the
proper energy source the perpetuity is affordable using this
sensor. In Fig. 3 the orders of magnitude of the different
aforementioned types of edge and extreme edge nodes are
displayed.

All the examples described in these previous subsections use
different energy sources, depending on the specific application
requirements and the particularities of the technology. In this
context, the nodes in the type of the Single Board Computers
and the TelosB like platforms may use batteries or connection
to the mains. Eventually, dedicated harvesters can be included
if the application duty cycle is short enough. Approaching to
the extreme edge, the sources are mainly harvesters, from the
environment or from the proper signal that is being taken.
Independently of the energy source, that may drive to specific
power supply circuits, the analysis has been made considering
only the unique features of every set of devices.

D. Communications in the Extreme Edge
At this point, it is applicable to point out the benefits and

drawbacks of optical communications and other approaches
in these types of devices. As authors reported in [40] they
get data communication speed of 120 bps and 72 pJ/bit,
meaning that this optical communication is around 500 times
less power consuming compared with IEEE 802.15.4 (con-
sidering 3.3 V of voltage supply, 30 mA of current in radio
transmission and 250 kbps of data rate, which is a very
big improvement. Moreover, they get 228 pW of standby
power which is around 5300 times less than commercial
IEEE 802.15.4 chips as CC2530 (with 1.2 µW of sleep power
at 3 V). Therefore, it seems more suitable for very long-term
lifetime motes the use of this technology instead of radio
links, in terms of power consumption. However, the power
of mesh networking is lost and the limitation of the line
of sight is imposed. Anyway, the restriction of the power
consumption is so strong that, in the case of unattended very

                      



TABLE II

IOT STATE OF THE ART OF VERY LONG-TERM LIFETIME EXTREME EDGE NODES AND THEIR MAIN CHARACTERISTICS

long-term lifetime sensors, the traditional concept of radio
communication may be sacrificed.

One step forward in minimizing sensor node architecture is
the one presented in [51], where authors present a microsystem
for acoustic sensing and object recognition for IoT without
wireless communication. The key aspect is that this system
is designed for unattended ground sensor nodes. The system
is presented as the sensing and processing stage, but no
communication hardware is introduced to make this node part
of a network. Instead of including communications, authors
consider this contribution as a waking-up element for more
powerful devices, in case a positive result has been obtained,
mainly to deal with false alarms. Waking-up polices are
other significant approaches when unattended performance
is required. According to [51], this acoustic microsystem
consumes 12 nJ which is enough to work with a 1mm2 solar
panel in indoor light condition (100 lux).

It is clear that radio communications will only be present in
the extreme edge when a suitable energy source is available
(the mains or an appropriate energy harvester in the order of
hundreds of watts) or wake-up policies are implemented.

E. Software Application Development in the Extreme Edge
In fact, from the point of view of software support upon this

extremely constrained sensor layers, the intrinsic nature and
requirements of the extreme edge make the development of
long-term near-zero-power devices an important challenge that
shall be also addressed considering the application context and
specific requirements for the target deployment environment.
It means that the generalization of functionalities beyond
common sensor node development implementation becomes
more restricted than in case of the traditional Edge devices.

This is illustrated in Table II, where the comparison of the
software support for each type of extreme edge node is also
shown, along with the type of core architecture that drives
the management of the node (if there is any available). The
processing/control elements integrated into most of the very-
long-term lifetime devices are very specific to the type of
process they are intended for, so similarities along toolkits
can be rather encountered from the code-building support
tools provided by manufacturers of microcontrollers/DSPs,
but not from the Extreme Node itself, as there is not a
common well-established high-level programming model for
them (unlike software support platforms already available for
the Edge, as mentioned before). Thus, application-specific
software development is intrinsically performed. Nevertheless,
it can be also noticed that some of the solutions can be

combined with edge computing strategies right on top of the
extreme devices to benefit from these very efficient sensing,
triggering and wake-up capabilities.

In particular, the works proposed in [40], [41], [45], and [46]
provides trade-off solutions to push a greater subsection of the
edge computing and embedded management into the extreme
devices, with a winning balance between very long-term
lifetime and software application development (considering
the potential of creating reduced lightweight libraries for
node management in such cases). In the meantime, works
as [48]–[50] provide ultra-efficient sensing and triggering
capabilities in terms of energy savings for critical deploy-
ments where the power supply is a primarily concern. Thus,
the potential of these solutions can be indeed exploited by
fostering a tied correlation between the distribution of extreme
devices with gathering capabilities in the edge (in the form
of sensing and triggering actions), so that a complementary
energy-efficient computing can be put in place at the bottom
of IoT.

F. Actuation in the Extreme Edge
The extreme edge imposes strong requirements to the

devices in terms of power consumption. In this regard, even
though actuation is a key issue in the Internet of Things
paradigm, in many cases it is restricted to switching on and off
other systems with more capabilities in terms of actuation and
processing power, or energy budget. In this context, the system
is powered off and a trigger event can produce, for example,
a digital action when a specific event connected to a physical
parameter occurs, as in [49]. Therefore, if actuation is required,
special care has to be taken to ensure that the energy budget
available is enough to fulfill the requirements of the application
in the edge.

G. Influence of Application Requirements Against Lifetime
As there is an important diversity of possible IoT application

scenarios, the associated requirements to meet the specification
of the target sensor deployments will ultimately have effects
on the lifetime at both node and network levels. Direct and
indirect requirements can be highlighted. The former ones are
indeed related to the application specifics, such as needed
sensing capabilities and number of nodes to be deployed
for sensing coverage of the target environment, development
and platform costs, the scale of the solution, communication
and wireless coverage constraints, mobility, and Quality of
Service (QoS) among others; whereas the latter set the intrinsic
implications for completion of the requirements, such as the

                      



type of multi-hop routing strategy (which would have an
impact in the long-term network lifetime balance), the appli-
cation duty cycle, the realization of the power supply and
management based on the available sources (in accordance
with the scenario constraints), computing and resource usage.
They are all going to produce a specific influence on the
energy consumption of the sensor nodes and thus on the
overall lifetime of the system. As a result, according to
the confluence between the application requirements and the
resource limitations on the edge and the extreme edge, lifetime
maximization techniques can be certainly applied so as to
tackle (to a certain extent) the impact of the input design
constraints [52].

For instance, Nguyen et al. [53] evaluate the impact of the
duty cycle and battery selection on the lifetime, and they verify
that the lifetime of a node with 100% of duty cycle, that is,
with no sleep mode activations and radio module always on
(with no communication), can go down to less than 80h in the
extreme study case example with respect to a 25% of the duty
cycle, where almost 200h can be achieved (depending on the
nominal values of the selected batteries for the experiments).
In the meantime, the duty cycle has a relationship with the
application requirements. A high degree of mobility among
the participant nodes may need increasing the radio activity
as the routing strategies would rely on dynamic and reactive
mechanisms to find the optimal route to the destination point.
It is also interesting to remark from that experimental study
that the choice of the type of battery can have an impact
of 25% savings in the lifetime [53], which provides an idea of
the importance of the design and implementation stages once
the application constraints and requirements are set.

Strategies around opportunistic transmissions, clustering
and coverage optimization techniques [52] play a crucial
role both to provide an overall balance among the sensor
network and to complement the lifetime maximization based
on energy awareness designs, including energy harvesting and
near-zero power technologies. As shown in Table II, solutions
are conceived for accomplishing almost perpetual systems with
extremely reduced power consumptions even in active modes,
by means of dedicated energy harvesting techniques (and
even power management subsystems when possible) to extend
the node lifetime depending on the application requirements,
as illustrated in the work presented in [40].

V. REQUIREMENTS FOR REALISTIC IOT DEPLOYMENTS

From the previous section, a classification for nodes in the
edge can be made attending to power consumption. Four types
of edge nodes can be distinguished:

1) Edge Nodes: devices that overlap with the limits of
the fog. The processing capabilities are in the order of
single board computers like Raspberry Pi or BeagleBone
Black or even more powerful systems as the NVIDIA
Jetson family. The order of magnitude of the power
consumption of these nodes is from more than one watt
to tens of watts.

2) Motes: Tiny embedded systems with low-end micro-
controllers and radio transceivers communication data

at hundreds of kbps, as TelosB. These devices con-
sume between hundreds of milliwatts to hundreds
of microwatts, depending on the specific hardware
architecture

3) Smart Dust type. Integrated devices, usually with solar
cells, with sizes in the order of mm3, and with optical
communications, more reduced power that radio. These
devices consume in the order of microwatts or less.

4) Zero-power sensor nodes: event-driven devices that take
energy from the signal to be measured, no requiring in
general additional power systems as in the case of the
Smart Dust approach. The system is usually consuming
near to zero power until the event of interest occurs,
waking up the system and supplying the necessary
energy to trigger a signal. The consumption of these
devices is in the nanowatt domain.

In Figure 3 the different types of edge nodes are plotted
considering power consumption and lifetime.

As a result of the information displayed in the previous
sections, it is possible to distinguish different domains for the
edge devices, from the highest level closer to the fog and the
cloud, to the sensor layer close to the signals. Depending on
the processing requirements, data will move between these
levels accommodating where the processing is taking place.

Attending to the extreme edge, in Table II the very long-
term lifetime IoT devices analyzed in the previous section
are shown, exhibiting the main characteristics extracted from
the research works. A proper combination of harvesting,
zero-power sensing, event-driven performance and low power
techniques may drive to applications that can last for tens of
years, making realistic the realization of the Internet of Things.

The path to realistic IoT edge deployments where auton-
omy is mandatory is set by the aforementioned approaches.
In applications where always-on sensing is needed, and these
are a big set in IoT scenarios, zero or near zero-power sensors
are one of the keys to allow perpetual or tens of years living
systems. Sensors consuming nanowatts with the ability to
wake up more powerful devices that are off, will permit the
realization of the Internet of Things in the near future.

It is clear that the paradigm shift is taking place in the
very bottom of the IoT, to allow the capability of deploying
sensor networks that can generate valuable and usable data.
This is happening by overcoming what has always been one
of the main barriers that made very difficult the explosion of
the wireless sensor networks and hence, of the IoT, this is the
power consumption and the perpetuity of the devices.

Therefore, the always-on event-driven sensors, that include
micro and nano-electromechanical switches instead of elec-
tronic circuits, optical communications, wake-up policies with
trigger-bit sensors appear as feasible solutions nowadays, and
advances in this way are leading the way for the extreme edge
of the IoT. It is fair to say that is now more than ever when
the IoT together with the wireless sensor networks are in their
closest place to be a reality in the people’s life.

A. Research Challenges and Open Issues
An important challenge to be faced with the fast and

continuous evolution of IoT is the trade-off analysis between

                      



very-long-term lifetimes and technology progress, as the
extended autonomy of the sensor devices (expected to last for
years with the discussed strategies) would certainly cause a
confluence of such lifetime with the aging and obsolescence
of the deployed pieces, or at least part of the implemented
system. This means that, although the sensor node has been
conceived to guarantee almost perpetuity, the actual auton-
omy of the deployment would be truncated by the intrinsic
obsolescence problem of the devices. Indeed, the way system
design, manufacturing and integration processes are carried
out shall also consider how the main target of very-long-
term lifetimes will be supported by technologies that take
into account longevity-aware strategies. This is not only a
concern for the planning and development stages, but for the
deployment, commissioning and even the decommissioning
process of the overall life cycle of the aimed system.

What strategies and techniques shall be accounted for to
provide lifetime vs. longevity-conscious IoT edge and extreme
edge deployments? Four main concepts have to be reinforced
(at least) during the design, development, implementation, and
commissioning of the IoT sensor nodes: Scalability of the
solutions, so that the system would evolve and grow depending
on the dynamic requirements of the IoT context; reconfigura-
bility/reprogrammability, which allow runtime modifications,
updating and replacement of functional blocks of the system;
standardization, considering protocols and abstraction layers
that provide a well-defined framework for long-term seamless
integration of actual and new hardware components; and mod-
ularity, which fosters reusability and coexistence of hardware
components.

VI. CONCLUSION

The Internet of Things foreseen at the end of the nineties
seems nowadays to breathe stronger due to the advances made
in low and zero-power sensing and signal processing. That is
the bottom layer of the IoT, the extreme edge, where the things
are. Over it, a continuum of different types of devices range
from the extreme edge to the fog and the cloud, where data
are managed and processed for the good of the humankind.

Researchers seem to have found the right path to very long-
term lifetime smart sensors, the key enabling the IoT. It has
just started but the first steps in the right direction have been
taken. It is now more clear that in the next decade more than
20 billion things deployed will certainly be a reality. That
will bring other problems related to privacy or security, and
moreover to recycling and trash management of extreme edge
devices.
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