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Summary 

Over the past two decades, the digital era has contributed to the appearance of 

new technologies, methodologies, devices and concepts. Internet of Things has been 

one of these new concepts. The combination of several technologies such as sensors, 

autonomous devices, wireless communications, cloud computing, big data analytics, etc. 

provide useful information about the monitored devices. These measurements can 

provide great efficiency increases and more knowledge while reducing the costs. 

One of the main applications of IoT is Smart Agriculture, where IoT sensors are 

capable of providing information about agriculture fields. This information combined with 

machine learning algorithms can help to make better decisions and improve the 

production and product quality. 

This master's thesis analyzes an end-to-end precision agriculture solution called 

Smarteye to propose some improvements and implement them. The product collects 

data from vineyards and transmits it to the cloud. Then, the information is processed, 

and a web application displays the data in real-time and suggests the best action to do 

depending on the measurements gathered.  

A small group of these enhancements have been implemented, mainly on the 

software side of the product. In addition, suggested upgrades reduce the product cost, 

the runtime, number of queries and storage memory while increases scalability, 

portability and availability.
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Agriculture has been present since the earliest civilizations in order to produce 

one of the basic needs of humans and any organic life, the food. For that, the cultivation 

of crops and plants and exploitation of animals (livestock) were needed. Throughout the 

centuries, humans have invented new mechanisms and techniques to increase the 

efficiency of agriculture, such as: irrigation systems, the three-field system of crop 

rotation and mechanical advances.  

However, according to the United Nations’ (UN) Food and Agricultural 

Organization (FAO): the global population is estimated to reach 9.7 billion by the middle 

of the 21st century and 11.2 billion by the end of the century. That is, the population will 

increase nearly a 53 percent by the year 2100 [1] [2]. These values are shown in Figure 

1 which presents four different estimations of population projections: low, medium, high 

and Constant Fertility. Medium variant is most probable variant. High and low population 

variants are only based on alternative fertility rates (0.5 higher and 0.5 lower than in the 

medium variant). The last scenario is a non-realistic variant that shows how the world 

population would change if fertility rates remained constant.  

 

Figure 1. Global population growth to 2100. Source: [3]. 
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Furthermore, is expected that more than the 60 percent of the global population 

will live in urban areas by 2050 [1] [2]. The living conditions of urban populations will 

affect the demand of the food quality. Due to these multiple trends involving population 

growth and changes, food production must increase by 25-70 percent by mid-century to 

be capable to satisfy food needs [4]. In order to reach these food production levels is 

mandatory to improve the efficiency of the current farming methods, reduce costs of 

production (crop fields, cattle, farming equipment, …), reduce food waste, …  

Now, thanks to the technological revolution of the last two decades in which all 

data can be easily digitalized, exchanged, downloaded, uploaded and stored in the 

cloud, the Internet of Things (IoT) is essential to bring this decisive change in the 

agriculture sector. IoT has emerged as a main concept where small devices are capable 

of analyze, collect, transmit data to the user (and/or cloud) to be stored in order to interact 

with these data and take efficient decisions. For that advantages, IoT is used in many 

different sectors and applications such as Smart Cities, Smart Home, e-Health, Smart 

Agriculture, … This concept of interconnected intelligent devices can help to increase 

production minimizing the costs by monitoring the crop fields and their environmental 

conditions, some of which are: humidity, soil moisture, temperature, wind speed, etc. 

With the combination of IoT, Wireless Sensor Networks (WSN), Artificial Intelligence (AI) 

and autonomous machines, agriculture would be automated and more productive.  

1.1. Smart Agriculture 

In order to reduce losses and improve product quality, the agricultural sector 

began to transform their traditional workspaces into smart farms where plants or animals 

are precisely monitored and get the right procedures with high efficiency. Getting real-

time data from different parameters of any field grants taking smart and strategic 

decisions to save resources and optimize yields. 

Smart agriculture, also known as precision agriculture, involve numerous 

technologies: geolocation (GPS), mobile and autonomous robots/devices, sensors, 

wireless communication networks and protocols, cloud computing, ICT, software 

applications, big data analytics …   Together, these technologies can help to have a fast 

and accurate decision-making or accelerate farming work (irrigation, animal feeding, 

harvesting, …) while minimizing costs. 
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IoT devices located at smart farms do a repeated farming cycle for the purpose 

of control and react immediately to possible unexpected changes [5]. This farming cycle 

is composed by: 

1) Observation. Sensors collect data from the different elements to be 

measured. Then, IoT devices that collect the data from these sensors 

send the information to the cloud. 

2) Diagnostics. The data is stored, processed and analyzed in the cloud. 

3) Decisions. After data processing, software applications determine the 

actions to be performed by the IoT devices. 

4) Implementation. Devices execute those actions. In some cases, the 

diagnostics, decisions and implementation parts are made locally at the 

IoT devices to accelerate the process. Then, the information about the 

actions done and data are sent to the cloud. 

1.2. Problem description 

“Smarteye: Ibercaja Agro IoT", is a project developed by EFOR, Microsoft and 

Libelium to support the growth of farmers' fields through the development of intelligent 

agriculture, which involves improving sustainability, traceability and efficiency through 

the installation of agronomic condition sensors. The information about the state of the 

crops is obtained in real time and in a motorized way. Then, the product evaluates the 

evolution of the established indicators, such as environmental and soil temperature, soil 

humidity, atmospheric pressure, plant vigor, rainfall recorded on the land and wind speed 

to facilitate decision-making at each stage of the production cycle.  

The main objective of this thesis is to provide an accurate study of the current 

architecture of the Smarteye solution. The study involves all the components of the 

solution, from the hardware devices to the dashboard. The software and hardware code, 

data treatment (structure, storage, model), communication protocols, cloud platform 

used, sensors and nodes used will be evaluated. This will be followed by a of the possible 

improvements that can be made to the product. The most profitable improvements will 

be implemented and tested. 
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1.2.1. Objectives 

As mentioned above, the principal purpose is to analyze and improve the 

architecture of the IoT solution called Smarteye, a solution for the agricultural sector. 

This solution is an end-to-end solution that collects data from sensors installed in farms 

and represents the most relevant data in dashboards (triggers alarms, makes 

predictions, real-time data). For that reason, the objectives are: 

• Analyze hardware used in Smarteye: Libelium sensors, nodes, Meshlium 

(Gateway), … Sensors used, deployment of nodes, code used, 

Meshlium’s configuration and all related with the hardware will be 

analyzed in order to know how the data is collected and sent to the 

Meshlium gateway that is connected with the Azure cloud platform.  

• Evaluate the components used in the Azure cloud platform used in 

Smarteye. IoT hub, stream analytics, VMs, databases, … The objective is 

to identify the elements deployed in Azure and their purpose in the 

solution.  

• Inspect the workflow of the website deployed. This website shows the 

dashboards and presents relevant information to the consumer in real 

time (sensor information, crops state, alarms, …). Also allows the 

consumers to monitor their crops.  

• Consider possible enhancements and evaluate their benefits in order to 

select those that really strengthen the solution without modifying its main 

purpose.  

• Examination of the possible advances (methodology, possible 

modifications in the product structure, impact of the upgrades on the 

product, budget, if it is profitable, …). 

• Implementation and test of the improvements. 

• Analyze future improvements and features to be added in order to include 

new functionalities that make the solution completer and more useful.  
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1.3.  Manuscript structure 

The structure of the memory is as described below: 

1) Chapter 2 introduces the current state of the art and related works in smart 

agriculture. 

2) Chapter 3 describes Smarteye in detail (hardware, software, behavior, 

…). Later, a dissection of each part of the product will be made: the 

budget, use, relevance in the structure, common components, data used 

in each part of the structure, communication, devices, cloud platform and 

its contents, dashboard, data storage, …. After this study, decisions about 

which improvements can be implemented will be discussed.  Finally, the 

results of the changes made will be presented. 

3) To conclude, in the last chapter, the main ideas and results obtained 

during the development of this project will be discussed. In addition, some 

modifications and future work will be presented 



2 State of the Art  
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Wireless Sensor Network (WSN) is one of the keys for using the IoT in agriculture 

since the deployment of all the IoT devices can cover large distances between them and 

the gateway nodes. Wireless sensor networks allow the communication with low 

consumption between these small devices and gateways which send the data to the 

cloud through other communication protocols and networks [6]. WSN involve a large 

amount of new communication protocols with different specifications such as: LoRa and 

LoRaWAN, Zigbee, Sigfox, Bluetooth Low-Energy (BLE), 6LowPAN, … An example of 

WSN is shown in Figure 2, the diagram includes the wireless sensor nodes 

interconnected among them and the gateway node which sends the data through 

Internet to the database, server and the user who can remotely control the network. 

In agriculture, there are a lot of WSN-based applications that can be implemented 

simultaneously. These applications can be for automated irrigation systems, farming 

monitoring, security systems, greenhouse gases monitoring, product tracking, … 

Furthermore, these WSN are scalable, so there can be improvements and new features 

added including the devices needed to the current architecture.  

 

Figure 2. Example of a WSN in a crop field. Source: [7] . 

During the last two decades different techniques for precision agriculture have 

emerged thanks to the implementation of WSN. The main advance in the sector has 

been the incorporation of robotics and remote-control (or automated, in some cases) 

devices that carry out the different jobs at the farms. Sensors located around the farm 
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monitoring several elements (temperature, humidity, theft detection, …) send the 

information to a database that stores the status of all the plants/animals. Then, using a 

decision-making algorithm a decision is made and the robots receive it and do the 

appropriate job. Some related works are described below: 

In [8] a system that monitors the crop field using various sensors (temperature, 

humidity, soil moisture and light) with an automated irrigation system is detailed. Like 

other projects, sensors send the data gathered to a location to be stored (cloud, web 

server, database). In this case, the data is sent to a web server located at the farm. When 

the soil moisture value is below the threshold, the irrigation system is automatically 

activated. Furthermore, notifications about the current status of the fields are sent to the 

farmers and they can monitor the field conditions from anywhere. The system 

significantly reduces the water consumption and requires minimal maintenance. 

[9] presents a security and protection system of crops from attacks of animals. 

Security system sends a notification after detecting a problem. The components of this 

security system are: passive infrared sensor (PIR sensor), Ultrasonic Ranging Device 

(URD), cameras, Ultrasonic Sound Repellent and Raspberry Pi. When PIR sensor 

identifies some presence starts URD sensor and webcam. Then, the distance to the 

animals is calculated combining the data from webcam and URD. Finally, the sound 

repellent is activated to frighten the rodents or insects and notifications are sent to the 

user.  The system is designed to provide fast and precise notifications and responses. 

Based on attempted test cases 84.8% success is achieved. It may be helpful to identify 

if the presence is a human, a rodent, an insect, etc. 

In [10] an agriculture monitoring system which controls temperature and humidity 

in crop fields is presented. The system is composed by the temperature and humidity 

sensors and a single CC3200 chip that consists of microcontroller, network processor 

and Wi-Fi module. The condition of the crop field is monitored using the sensors and the 

camera that send the images captured to the user. In addition, with the information taken 

by the system the field can be controlled easily by the user in real time. It reduces the 

costs and helps to advance the harvest of the crops. 

The works described above use the IoT concept combining a lot of technologies 

like WSN, automated devices, sensors, cameras, etc., but they do not use cloud 

computing to store or take decisions. Cloud Computing has raised as a potential 

technology that eliminates the need for maintaining expensive computing resources such 

as: hardware, software, storage, … In the agricultural sector, cloud computing promotes 
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centralized and economical solutions due to the provisioning of resources over the 

Internet combined with dynamic demand (pay-for-use) policies and fast deployments. 

Furthermore, the appearance of cloud platforms like Azure, IBM Cloud, Amazon Web 

Services (AWS), etc. with some IoT-based kit services helped to the raising of Cloud 

Computing. There are some works using cloud computing in precision agriculture: 

K.E. Adetunji and M.K. Joseph, define in [11] a cloud-base monitoring platform to 

monitor agricultural resources. This system uses 4duino and some sensors to get data 

and transmit to the platform. The values are visible through graphs in dashboards.  

[12] proposes a greenhouse monitoring system with a cloud. The system can 

monitor different environmental parameters such as light, temperature, relative humidity 

and soil moisture. The data is periodically updated using GSM into the cloud. The real-

time values are shown through dashboards in ThingSpeak. 



3 Description  
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3.1. Smarteye 

Ibercaja, a Spanish bank, created Agrotech, an IoT financing program for their 

customers to introduce the IoT into their fields in order to increase their incomes. 

Agrotech, also known as Smarteye, is a project developed by EFOR, specialists in 

software solutions, communication and marketing of companies, and Libelium, hardware 

IoT company specialized in the agriculture sector, to increase the efficiency of the 

agronomists’ farms through the development of smart agriculture, which involves 

improving sustainability, traceability and efficiency through the installation of agronomic 

condition sensors. Thanks to IoT, WSN and AI, farmers can know when it is best to do 

some of the jobs related to farm maintenance, such as: sowing, irrigating, fertilizing or 

harvesting [13] [14] [15]. 

Agrotech was tested in multiple vineyards of Aragon (Spain) due to the wine 

industry is one of the most important industries in Spain. There are more than 4,000 

wineries, most of them small and medium-sized enterprises. Those small customers 

could use this financing program to improve their vineyards. 

Smarteye provides an autonomous IoT measurement system that monitors the 

state of the grapes in real time. In addition, analyzes the evolution of the established 

indicators, such as ambient and soil temperature, soil moisture, rainfall recorded on the 

land, wind speed, etc. to prevent bad conditions that affect the grape quality and to take 

decisions in advance. Furthermore, the system has several applications (website, mobile 

app) that display in real-time the information about the grapes in different dashboards.  

 

Figure 3. Control panel of Smarteye’s website. 



DESCRIPTION 

 13 

The control panel of the website is shown in Figure 3. On the top-right of the 

picture, the vineyard can be selected, and settings can be modified (user account, alerts, 

…). Then, the control panel shows one advice to the user that the system has determined 

depending on the values of the sensors, in this case the decision is to not irrigate. Next 

to this advice, different parameters of the last days are described: soil moisture, last frost, 

the number of days without rain and the quantity of rain during the last month. Under this 

information, the last values obtained from the sensors are shown. After, some graphs 

are displayed presenting the data of the last day of every sensor. Finally, on to the left-

side, a menu to navigate through the various sensors is displayed.  

The sensors’ pages show the detailed information of the sensor in diverse time-

spaces (hour, day, week, month). The pages display mean value, minimum value, 

maximum value and a graphic with the values of the time lapse selected as seen in 

Figure 4. 

 

Figure 4. Wind sensor’s page.  

The main objectives of this project according to [13] were: 

• Delivering to the key customers the IoT product in order to promote the 

project.  

• Introducing the cloud platform where users can visualize and evaluate 

data in order to assist them with their decisions. 

• Analyzing and conceptualizing the product creation and its own brand.  
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• Use the data collected to model the farming land in order to qualify it: 

promotion sales, rent, and insurance, among others. 

• To reach new clients and improve the digital communication channels of 

the bank. 

• To help to promote new technologies among this potential group of 

customers which are young farmers. 

Finally, users reduce work time since they do not have to access physically the 

vineyards, they can access to the applications to check their fields. Moreover, customers 

can compare their knowledge with real data while their production is more productive 

and efficient. 

3.2.   Product structure 

As mentioned above, the Smarteye product has been developed by EFOR and 

Libelium. The last one is specialized in IoT hardware for the precision agriculture and all 

the devices and hardware deployed at the vineyards are from Libelium which are shown 

in Figure 5: 

 

Figure 5. Station with the hardware parts involved in Agrotech project. 

Each station located at the vineyards are composed by: 

• Libelium Waspmote Plug & Sense! Smart Agriculture nodes with 4G 

module to transmit the information. 
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• Sensors including humidity, temperature, soil temperature and moisture, 

atmospheric pressure, leaf wetness, solar radiation and weather 

conditions. 

• Solar panel to power the nodes and station. 

• Weather station 

• Adapters and connectors. 

The last device of the hardware deployed by Libelium is the Meshlium Gateway 

which receives the information from the Waspmotes Plug & Sense! Nodes and transmits 

it to the cloud platform. 

The software part of Smarteye has been developed by EFOR using Microsoft’s 

cloud platform, Azure. This part includes the development and maintenance of storage, 

analytics, machine learning algorithms, dashboards, website, mobile applications, 

notifications, user accounts, …   

 

Figure 6. Communications diagram of Smarteye project. 

In Figure 6 it can be seen the communication diagram from sensor nodes to the 

Microsoft Azure cloud platform. The diagram represents the hardware and 

communication side of Smarteye, located predominantly at the vineyards. The nodes are 

located at numerous stations (as depicted in Figure 5) positioned around the vineyards 
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that are composed by the solar panels (to power the nodes), anemometer, wind direction 

and pluviometry sensors and the other sensors placed at the crops. The nodes collect 

the data from the different sensors connected and send the information to the Meshlium 

Gateway, located at EFOR’s offices, using the cellular network LTE (4G). Once the 

gateway receives the data coming from the nodes, it sends it to the Microsoft Azure cloud 

platform using 4G too. 

The software side of the project is presented in Figure 7, it shows the software 

architecture at the cloud and how the data is exchanged between the various elements. 

The architecture is composed by 2 different parts, the Azure cloud platform elements 

side and the Ubuntu Virtual Machine and its elements side. 

 

 

Figure 7. Architecture of the software side of Smarteye. 

The first part has only one element implemented: the IoT Hub, a central message 

hub that connects and controls the smart devices with the cloud, receives the data 

coming from them and is capable of route the information received among the different 

cloud elements like a database , stream analytics , machine learning, service bus queue, 

etc. easily. In addition, the IoT hub can send messages to the IoT devices and all 

communications are reliable and secure. IoT Hub provides support for the AMQP, MQTT, 

and native HTTP1.1 over TLS protocols.  
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The other part is composed by a Virtual Machine (VM) with Ubuntu OS installed. 

This VM has two servers deployed inside: one MySQL Server that contains the main 

database, and one Apache Web Server that contains the website of Smarteye.  

The database contains several tables to save the data gathered and sent by the 

sensors. To fill the tables of the database, a script puts the values received at the IoT 

Hub into the database using the built-in Event Hub of the IoT Hub. Once the 

measurements are stored, the artificial intelligence algorithms and the website can 

access them.  

The website displays the real time data taken by the sensors located at the 

vineyards, generates reports on the information taken in a given time interval and, as 

mentioned in previous sections, gives some recommendations to the users about what 

to do with their vineyards (irrigate, harvest, sow, fertilize, …) . Also, it can configure alerts 

and send notifications to the customers. The webpage is developed in PHP. 

3.3. Evaluation 

3.3.1. Hardware 

As discussed above, hardware elements including sensors, gateway, nodes, 

wires, connectors, etc. are supplied by Libelium. Aside from Libelium is one of the main 

developers of Smarteye, and consequently, they are the ones who supply the hardware, 

this company offers great advantages over the rest IoT hardware companies [16]: 

• Waspmote (node) is an open source wireless sensor platform with its own 

Integrated Development Environment (IDE) based on the Arduino one. 

• IoT kits containing programmed sensor devices connected to specific 

cloud applications are offered. They are useful to be used in pilots or proof 

of concept projects due to its fast installation and testing. 

• Waspmote Plug & Sense! line allows fast, easy and scalable deployment 

of a WSN. This is a ready-to-go hardware where developers can forget 

about electronics and hardware maintenance and focus directly on 

services and applications. These Waspmote Plug & Sense are the ones 

installed at each station deployed at the vineyards, as seen in Figure 5. 
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• Nodes are customizable before purchase. That is, customers can select 

modules, sensors, connectivity and much more so that once the node is 

delivered to clients, they directly connect the node which will start its work. 

As mentioned above, Smarteye uses the Waspmote Plug & Sense! Kits to directly 

install at each station and start sensing. These kits come already configured to sense 

and send the information to the Meshlium Gateway via 4G, so they do not need any code 

modification. 

Regarding the Gateway, it happens the same as the nodes, Smarteye’s Meshlium 

is designed to receive the measures from the sensors and send them to Azure, to the 

IoT Hub to be precise, using 4G by default. Furthermore, Meshlium is capable of store 

the sensor data in the Meshlium Local Data Base (MySQL) or in an External Data Base 

(MySQL). All the Meshlium nodes come with the Wi-Fi AP ready so that users can 

connect using their Wi-Fi devices. Once connected, customers can access to the 

Meshlium Manager System using this URL: http://10.10.10.1/ManagerSystem. This 

Manager System has a lot of features that can be customized by the user such as: 

network setup, sensors connected, cloud configuration, … 

 

Figure 8. Meshlium configuration page of the connection to IoT Hub. 

http://10.10.10.1/ManagerSystem
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Figure 8 shows the Meshlium configuration page of the connection with Azure 

IoT Hub after navigating to the Manager System. The page has three different elements 

to configure: the main configuration of the connection to the IoT Hub, the Waspmotes 

and the sensors that will be connected to the IoT Hub, and the status of the platform.  

To configure the connection, it is necessary to fill in the different fields of the form: 

the connection string of the IoT Hub that can be obtained in the Azure Portal, the number 

of requests, the synchronization interval, the protocol (in this case MQTT) and the log 

level, DEBUG is selected to get more information about the connection. The second part 

of the configuration is loading the sensors that will connect with Azure IoT Hub by clicking 

in “Load local VM”. After this, clicking in “Create devices in Azure IoT” will create the IoT 

Devices in Azure. Finally, the platform status controls if the communication is enabled or 

stopped. 

Due to the easy deployment and maintenance of the hardware distributed among 

the vineyards including stations, Waspmote Plug & Sense!, solar panels, connectors, 

etc. there is no reason to try to improve this part of the product. Moreover, thanks to the 

nodes and gateway are already configurated to do their work only by plugging in, their 

code should not be changed. In this case, the hardware used helps to developers to 

focus their minds onto the software part: the storage, the dashboard to display data, the 

artificial intelligence, website functionality and view (user friendly, views, graphs, …) and 

more. 

Also, the communication part is solved using 4G as the nodes are powered by 

the solar panels placed at the stations and they have 4G coverage. If they would not 

have it, 3G or GPRS would be used. XBEE, LoRa or similar communication protocols 

can be used when battery consumption is a determining factor. 

3.3.2. Software 

In this part, the elements used in Azure and the contents of the VM will be studied. 

As the IoT Hub has to be implemented in the Azure platform to receive the messages 

sent by the sensors, the concern is about the VM and its elements and whether they can 

be replaced by different elements that Azure offers as SQL database, Cosmos DB, Web-

App, Azure Table Storage and others.  

To recap the VM usage, the VM has two servers running inside: one MySQL 

server and one Apache server. The MySQL server has one database that contains 
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several tables that store the measures of the sensors and some added information like 

user accounts, vineyards, alerts, ...  

As this master’s thesis was offered by EFOR in order to improve the Smarteye 

solution, there were some privacy policies for accessing to important information. Three 

code files located at the VM have been shared: the first one is a script to store data into 

the database and the rest loads the data stored into the database to create a first 

approximation to the website. Next, the files are described briefly: 

• A JavaScript (hereinafter referred as “insert.js”) fills the rows of these tables 

using the messages received at the IoT Hub. Then, insert.js does the following 

actions: 

1) Sets the connection to the IoT Hub built-in Event Hub using its connection 

string and adjusts the connection to the MySQL database using the server 

name, user, password and database name. 

2) Establishes both connections and defines a function that will be called 

each time the IoT Hub receives a message. 

3) Creates a table called “Measurements” if it does not exist that will have 5 

columns, one for each JSON field shown in Figure 9. 

4) When a message is received, executes the function that inserts the values 

into the database. Before being inserted, the message is modified in order 

to be inserted as a MySQL insert query. Figure 9 shows the JSON format 

of the message received at the IoT Hub. It has 5 fields: sensor, device 

identifier, value, device MAC and date of the measure.  

 

Figure 9. Message format received at the IoT Hub. 

The message adjustment includes to parse the date into ISO format that 

is done using regular expression patterns and switch cases involving the 
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month to be parsed as a number and the hour (AM/PM) management 

using ifs sentences. These changes that use around 150 lines of code 

can be managed easier with Stream Analytics or Azure Function App, but 

this is discussed forward. 

• A PHP file is in charge of the connection with the database that will be used by 

the last file.  

• The last file is a PHP that creates an XML file (hereinafter referred as 

“sensors.xml”) that will be used later in other functions or files. The file 

sensors.xml is divided by vineyards/stations. Each sensor of each vineyard has 

a MySQL query to obtain the values of a given sensor from a given vineyard in 

a given time interval. An example of a branch of sensors.xml file is depicted in 

Figure 10.  

 

Figure 10. Example of a sensor branch of sensors.xml.  

The MySQL query is inside the clausula_generacion branch that selects, in this 

case, the values of the anemometer (measures wind speed) sensor of the 

Station_1 station of the last month, the time interval is defined inside the 

interval_time branch. The fields [INICIO_CALCULO] and [FIN_CALCULO] are 

changed to their correct values in other functions of the second PHP file.  

Once sensors.xml is formed, the second PHP file also creates one table in the 

database per each sensor branch defined in sensors.xml if it does not exist. 

Tables are created with the name with the same value as nombre branch 

(sv_Station_1__ANE_mes would be the table name in the case of the example 

of Figure 10) and three fields: date, value and alert. After this, the created tables 

are filled using the values obtained from the MySQL query of 
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clausula_generacion branch. Therefore, it is assumed that these new tables and 

their values will be used in future steps in other files of the website. 

To sum up, those files work on the database, one of them to insert data sent by 

the sensors and two for prepare the data to be used later on the website. The new tables 

created in the second PHP file help to get only the data needed to draw the graphs or to 

be used in other functions. This means that the data used by the graph showing the 

values of the last month of the Station_1 anemometer sensor will be stored in the table 

called “sv_Station_1__ANE_mes”. Then, the query to obtain the data is addressed to 

this table instead of to the big table called “Measurements” that contains all the data from 

all the sensors. 

Since the website is developed by other departments different from the IoT one, 

the workflow is unknown. However, it can be supposed considering the previous files. 

The website will probably use the data stored at the tables created by the PHP file and 

display them in different graphics. Alerts are presumably configured with a certain 

threshold or can be customized with events (if it rains, if there is frost, …). 

Regarding the machine learnings algorithms, their structure, code or 

functionalities are unknown, but as has happened before, they can be guessed 

considering the described functionalities of the website. As explained in previous 

sections, the farmers can know when it is best to do some of the jobs related to farm 

maintenance, some of which are: sowing, irrigating, fertilizing or harvesting. Thus, the 

algorithms probably compare the current values of the sensors with some defined 

indicators to get the right decision of which work is best to do. Furthermore, predictions 

about the grape status are probably performed to enhance the production efficiency and 

some alerts or notifications are processed by these algorithms. 

With the VM elements already analyzed as far as possible, the main concern is 

why this VM is used with these two servers running because the power of the VM is not 

used at all (it can run more servers, applications, frameworks, …).  

To run a MySQL server to manage the database it may be better to use the 

storage offers that Azure has for two reasons: first, the values stored in the database are 

very small (only VARCHAR values) in terms of storage memory, and the second reason 

is that the VM is too expensive to store low quantity of data and deploy a website, it could 

be cheaper using a storage component and the web app in different elements of Azure. 

To be more precise, in similar projects, a database containing 3 tables with 1.5 million 

rows uses 180 MB. Use a virtual machine to store less than 1 GB is wasting money. 
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Furthermore, in reference to the number of transactions made between the 

database and the other pieces of the software architecture (IoT Hub, website, scripts), 

the creation of new tables and the corresponding insertion of values, that are the same 

as stored in the main table “Measurements”, could be a problem if the number of 

transactions increase the cost of the deployment. So, some changes in can be made in 

the structure of the web page. 

3.4. Improvements 

After the study of each element of Smarteye, some improvements will be 

discussed. Hardware side will not be evaluated as the IoT devices are configured from 

factory to do their job without the need of modifying their code. This means that the 

considered improvements will be exclusively on the software and Azure. 

The main adjustment will be the replacement of the VM, and its components 

deployed inside, by some Azure elements which will be discussed below. Without 

knowing the characteristics of the machine (performance, RAM, storage), it is difficult to 

estimate the cost of the Ubuntu VM used. Nevertheless, the probable cost is 40-60 € 

according to the supervisor of this thesis. 

3.4.1. Database 

Azure offers many storage products: databases, servers, cloud storage, etc. As 

the VM has running a MySQL server, the database is relational and the queries that 

perform Smarteye will be MySQL. For that reason, it is desirable that the service used is 

a relational database. However, there are some services that have to considered as 

Azure Table Storage for its benefits such as large data storage and easy access at low 

cost. 

In this thesis, two services have been selected to store the data coming from the 

sensors: SQL database and Azure Table Storage. Both services will be described and 

compared in order to select the best one. 

• SQL Database is a relational database that uses the benefits of SQL 

server in the cloud. It has great scalability, portability, high availability and 

managed infrastructure.  

• Azure Table Storage is a NoSQL non-relational service where large 

amounts of data can be stored. It simplifies storage as the features of the 
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relational databases do not exist (constraints, relationships) and each 

table has not defined any schema, rows of different structures can be 

stored. This service does not use primary keys or foreign keys and 

relationships between them, it uses three properties to define uniquely an 

entity (row) of the table: PartitionKey, RowKey and Timestamp. The two 

first properties act as an index to make queries. In addition, the definition 

of the PartitionKey is used for balancing the load of the servers that store 

the data. PartitionKey divide the table into different partitions (all entities 

with the same PartitionKey value) that can be moved to a different server 

by the service controller to reduce the traffic on the overloaded server. 

Data types 

SQL database uses the data types of SQL standards. On the other hand, Azure 

Table Storage only has 8 different types: Binary, Bool, DateTime, Double, GUID, Int, 

Int64 and String. So, the model designed must take into account these types in order to 

use the service properly. 

Storage 

Azure Table Storage can store up to 200TB of information per table, but each 

entity cannot take more than 1MB. With this limitation and the data types that can be 

used, Azure Table Storage only can store simple values. In contrast, SQL database can 

store only 150GB, but can store heavy data or files. 

Queries 

SQL database uses the standard SQL format queries, i.e. the queries can be very 

complex (joins, constraints, …) with no limit in the number of rows returned. Meanwhile, 

Azure Table Storage only can execute simple queries with a limit of 1,000 entities 

returned. However, the use the PartitionKey and RowKey to make the queries makes 

them faster. 

Price 

SQL database is charged based on the size of the database and performance 

level and offers different tiers of service. The basic tier with 2 GB of included storage 

costs 4.34 €. Assuming that the database of Smarteye stores 1 GB, this option is a lot 

cheaper than the VM. 
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On the other hand, Azure Table Storage does not charge for CPU or RAM used 

in servers, the price is defined by the number of transactions and the amount of storage 

used. Figure 11 presents the prices of Table Storage. To understand how cheap this 

service is, a 100 GB storage with locally-redundant storage (LRS) with 10 million 

transactions would cost 4.1 €. With the same assumption of 1 GB of storage and 10 

million transactions with Read-access geo-redundant storage (RA-GRS) would only cost 

0.46 €. This price is 10 times cheaper than the SQL database, but as mentioned above 

there are some limitations to keep in mind in Azure Table Storage. 

 

Figure 11. Pricing of Azure Table Storage 

Once demonstrated that these two features of Azure are very low-cost and have 

several advantages, one of the enhancements implemented will be the creation of a 

database. Nevertheless, as the features, number of transactions, query types (simple or 

complex) and the rest of the relevant information about the database used are uncertain, 

the two options will be deployed. Also, a hybrid option could always be deployed if the 

application needs the benefits of both options. 

3.4.2. Data routing 

As a result of the new database implementation it is required to route the 

messages from the IoT Hub to this database to insert the values. There are 2 main 

elements in Azure that will be evaluated to select the most suitable one: 

• Stream Analytics is a stream processing service that runs without program 

environment or software configuration. Regarding the IoT, it allows 

connection to the IoT Hub built-in Event Hub, data transformation and 

routing to many output options such as databases, functions, power BI,… 

The transformations are made in a language similar to SQL (good for 
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filtering, grouping by, etc.) called Stream Analytics Query Language 

(SAQL). It is scalable, easy to use, the deployment is fast, intuitive and 

user-friendly.  

• Azure Functions can run pieces of code in a flexible, scalable, and low-

cost way. Azure Functions removes the provisioning of servers or VMs, 

this is called "Server-less" technology. With server-less, the user can 

easily modify the code and define the triggers or functions that will be 

executed. Then, without worrying the server resources, the invoice is 

calculated by the amount of time that the function is executed. Also, many 

sources can be selected as input or output (IoT Hub, database, Event 

Hubs, …).  

Both options have a lot of benefits but, in terms of coding the routing data function, 

Stream Analytics is easier than Azure Functions, as a SAQL query is similar to a SQL 

query. Nonetheless, the main difference is the pricing.  

Stream Analytics cost is calculated by multiplying the time the Stream is enabled, 

with a cost of 0.102 €/hour, by the streaming units (computing resources) used to 

execute the job. Thus, as the job is always enabled the cost per month (730 hours/month 

is the standard for Azure) using only one unit is 74.46 €/month which is more than the 

VM cost.  

On the other hand, Azure Functions pricing is shown in Figure 12. It is divided 

into two parameters: execution time, whose measurement is GB/s, and the number of 

executions performed during the month. The execution time is determined by multiplying 

the memory used by a function (minimum is near 128 MB/s) by the execution time 

(minimum is 1 second) by the total number of executions. Then, the invoice is the sum 

of the execution time plus the total execution cost (number of executions multiplied by 

0.169 €/million of executions). Moreover, the pricing gives a free grant of 400,000 GB/s 

and 1 million executions.  

Therefore, the Azure Functions service will execute the routing function every 

time the IoT Hub receives a message and, if the IoT Hub uses the Free tier which can 

receive a maximum of 8,000 messages per day (248,000 messages in a 31-day month), 

there will be 248,000 executions per month. The function only needs to get data from the 

IoT Hub and insert it into the database, so the execution takes a maximum of 3 seconds 

and will use the minimum memory (128 MB/s) as it is a simple function. Then, the monthly 

cost will be 0 € because the execution time is around 95,000 GB/s that comes within the 
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free grant and the total number of executions is less than 1 million. Only will be paid the 

storage account linked to the Functions app. 

 

Figure 12. Azure Functions pricing. 

To sum up, it will be implemented the Azure Functions to route the data from the 

IoT Hub to the database replacing the script insert.js. 

3.4.3.  Website 

The last element of the VM to evaluate if there can be an enhancement is the 

website. Azure offers the App Service utility that brings the all the needs to create 

websites, APIs, backends, … Each App Service instance can run multiple applications 

and offers different plans with several features (disk space, cores, RAM, OS, …) to 

address all the possible levels of development as can be seen in Figure 13.  

 

Figure 13. Azure App Service plans (Linux OS). 
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Since there will be a new type of storage implemented (Azure Table Storage), 

the website has to be modified in order to connect properly with this storage. For that 

reason, a simple Web App will be implemented to demonstrate that it can access to the 

data and display it using graphs. The web page deployed will use the Free tier because 

it is only to show that can work with different types of storage.  

However, to estimate a proper cost (without knowing exactly what features are 

needed) could be used the cheapest instance of Basic tier which uses 1 core, 10 GB of 

disk space, 1.75 GB of RAM and costs 11.08 € per month. To this price can be added 

some features including custom domain (.com, .net, .org, …) with a cost of 10 €/year, 

SSL certificates that cost 59 €/year with one year of validity, or SSL connections that are 

of two types: Server Name Indication (SNI) SSL Connections (0 €) and IP Address SSL 

Connections (32.889 €/month). Since SSL support is required on the website, it can be 

added to the estimated website invoice: SNI SSL connections, certificates (they can be 

purchased from other SSL provider and then linked to the App Service) and, if it is 

needed a static IP address, an IP SLL connection. If all these features are added the 

cost would be 43-48 € depending on the SSL provider of the certificates. 

This cost is similar to the VM price but using the App Service there can be 

deployed unlimited APIs, applications, sites and backends. In addition, the VM has to be 

fully managed by the user (patches, updates, commands) while the App Service gives 

the freedom of not manage the OS. Also, VM has the two servers running inside, if it 

fails, the product is over. However, if cost is the main concern, the VM can be 

downgraded to one with less capacity and power than Smarteye's current VM, so it would 

only run a web server reducing the cost significantly.



4 Implementation  
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4.1. Simulated replica of Smarteye 

Due to Smarteye is in production and there are privacy policies, the solution will 

be replicated locally, and updates will be implemented and tested on to the replica. This 

replica will simulate nodes that are collecting and sending data to IoT Hub instead of 

using Waspmotes and Meshlium because there could not access to these devices.  

To simulate the devices sending information the “IoT Hub- Connect your device 

to your IoT hub using .NET” exercise of Cloud Computing course is followed (Azure 

documentation of this practice: [17]). 

The azure subscription used is the Azure for Students, the free subscription for 

students. The first step is the creation of the IoT Hub as shown in Figure 14, selecting 

the free tier. 

 

Figure 14. IoT Hub creation. 

The next step is creating a device entity using a .NET console app developed in 

Visual Studio Enterprise 2017. This application connects to the IoT Hub using its 

connection string and adds a new device. The code is downloaded installing the 

Microsoft.Azure.Devices package. The connection string has to be changed by the one 

of the IoT Hub and the device must have a name. Then, when the app runs it generates 

a device key and adds the device to the IoT Hub. Figure 15 shows that the Device1 has 

been added correctly with its own connection strings and keys. 
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Figure 15. Device created by the .NET Console app. 

The following process is creating another .NET console app that simulates a 

device that sends messages to the IoT Hub. As the previous step, the code is copied 

installing the Microsoft.Azure.Devices.Client package. 

 In this case, the IoT Hub server name, the device key generated before and the 

name of the device must be written in the code. In addition, as the example code 

simulates temperature and humidity values there is required a modification in order to 

send the message format shown in Figure 9. Then, the sensor sending the data is 

selected by a random number from the following values: 'TC', 'HUM', 'SOIL3', 'PRES', 

'SOILTC', 'ANE', 'PLV1', 'PLV2' and 'PLV3’. The deviceUuid is always “Alfamen_1” 

referring to the station, the value is a random number, the gateWaymAC is composed 

by “Wasp_[random number]” to simulate different MAC addresses and the date is a 

DateTime object with a custom format to copy the format used by Waspmotes. Figure 

16 presents that the simulated device sends messages to the IoT Hub. 

 

Figure 16. Simulated device that sends data to the IoT Hub. 
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4.2. Databases deployment 

Once the IoT Hub receives messages from the simulated device, the databases 

can be deployed. First the SQL database will be deployed and then the Azure Table 

Storage service. 

4.2.1. SQL Database 

The first step is to create the SQL database resource. As mentioned before, the 

tier selected is the Basic one that costs 4.21 € and has 2 GB of storage. To create the 

resource is required to have a SQL server created, if it does not exist then it has to be 

created. The creation of these two resources is described in Figure 17. 

 

Figure 17. SQL Database and SQL server creation. 

To access to the database is desirable the installation of an external software 

application called “Microsoft SQL Server Management Studio (SSMS)”. This tool is an 

integrated environment for controlling SQL infrastructures. Once the tool is installed it is 

required to connect with the SQL server created above as shown in Figure 18.  

Then, navigating through the left menu the database created will appear. The 

folders that contain the database will be visible and the creation of the main table 

“Measurements” can be done with a simple SQL query or using the Graphical User 

Interface (GUI) of the tool. After executing the SQL query to create the table the columns 

are defined as seen in Figure 19. 
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Figure 18. SQL server connection configuration on SSMS tool. 

Then, the deployment of the SQL Database is completed. The next step is to 

code the functions that will insert data into the table created. 

 

Figure 19. “Measurements” table.  

4.2.2. Azure Table Storage 

The second resource to store the data collected from sensors is Azure Table 

Storage. The first step is to create a Storage Account as described in Figure 20. Later, 

selecting the resource and navigating to Storage Explorer it is presented the storage 

types that the Storage Account offers (Blobs, Files, Queues, Tables). Selecting tables, 

an option to create a new table is displayed. So, the table “measurement” is created, and 

the next step is to insert data into it. 
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Figure 20. Storage Account creation. 

4.2.3. Azure Functions 

One of the main modifications is the incorporation of Azure Functions to process 

the messages received at the IoT Hub and insert the correct values into the database. 

The first phase, as the other services, is to create the resource in Azure as shown in 

Figure 21. Selecting the pay-for-use plan and the Storage Account already created. Also, 

an Application Insights resource is produced. This resource is a service that allows the 

users to monitor the web applications in real-time. It will automatically detect 

performance errors and includes powerful analytics tools to help users to know how their 

applications work. 

 

Figure 21. Function App creation. 
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When the resource is enabled, a new function can be created from different 

templates provided by Azure. Then, since the input data come from an IoT Hub, a 

template of a trigger of IoT Hub will be selected. The fields are filled as defined in Figure 

22. The function name is defined and the connection to the IoT Hub built-in Event Hubs 

is set with the group of consumers by default. 

 

Figure 22. Function template selection (IoT Hub trigger). 

The next step is to code the function as this template only generates the display 

of the IoT Hub messages. This function will insert the values into the SQL Database. To 

connect the function with the database it is required the aggregation of the connection 

string to the database. This connection string is inserted as application setting of the 

function, the name of the setting and the value are required. Then, to connect to the SQL 

server it is necessary to install the libraries (SqlClient) that allow working with SQL. Once 

the libraries are installed the coding begins.  

Figure 23 shows the code used in this function. It is remarkable that are less than 

70 lines of code instead of the 150 lines of the script insert.js used in the VM and, also, 

the date time format is changed with only 1 line when the script used a lot of lines trying 

to replace the format. The main method is an Asynchronous Task that is executed every 

time the IoT Hub receives a message which is deserialized using the custom class 

MyMessage whose attributes are the keys of the JSON received by the IoT Hub. After 

that, the date format is changed using the ToString method and the desired format. Then, 

the connection string of the SQL Database is retrieved calling the application setting 

“sqldb_connection” and the connection is established. This is followed by the insert query 

to the database and its response. It’s a simple function that simplifies the insertion of the 

data with 5/6 lines of commands. 
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Figure 23. Code of the function that inserts data into the SQL database. 

Once one function works properly, the second function can be coded. This 

function will insert the values into the Azure Table Storage. As the first function, the 

template with the IoT Hub trigger is mandatory. The table located at the Storage Account 

must be accessible to the function. For that reason, Function App can integrate outputs 

to several resources such as Service Bus, Cosmos DB, Azure Blob Storage, etc.  The 

configuration of a Table Storage output can be seen in  Figure 24. The Storage Account 

and the table are defined, and the parameter name is the variable name that will be used 

in the code to refer the selected table. 

 

Figure 24. Table Storage output configuration at the Function App. 



IMPLEMENTATION 

 37 

Figure 25 illustrates the code used in this function. Once again, there are less 

than 40 lines of code instead of the 150 lines of the script insert.js used in the VM. The 

main method is an Asynchronous Task that is executed every time the IoT Hub receives 

a message which is deserialized using the custom class MyMessage whose attributes 

are the keys of the JSON received by the IoT Hub and, in this function, the class inherits 

from TableEntity to store the data without errors. After that, the date format is changed 

using the ToString method and the desired format. Then, PartitionKey and RowKey 

(inherited from TableEntity) are set, the first is defined by the sensor and the second by 

the date. This combination gives uniqueness to every entity since the date cannot be 

repeated. Finally, the insert operation is performed. This function is simpler than the 

previous one, but both functions work perfectly. 

 

Figure 25. Code of the function that inserts data into the Table Storage. 

Once the simulated device and the functions are executed, the databases are filled with 

the values sent. Figure 26 represents the “measurement” table created at Azure Table 

Storage. The values have been stored correctly and the columns are automatically 

created from the Function App function. In addition, the columns sensor_name and date 

have the same values than PartitionKey and RowKey as the MyMessage object had 

those attributes defined and the whole object was inserted. Nevertheless, these extra 

columns can help to query data clearer when processing the data returned by the API.  
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Figure 26. “measurement” table view in Azure Table Storage. 

Figure 27 shows the data that has been stored at the SQL Database due to the 

Function App deployed. A SQL query in the SSMS tool returns the data of the 

“Measurement” table and displays it. 

 

Figure 27. “Measurements” table view in SSMS tool. 

4.3. Web Application 

To develop the simple web application to only display the data of the different 

databases to prove that can be connected easily and get the data to display it, it will be 

used Visual Studio 2017 where will be deployed an ASP.NET Core application. To start, 

the creation and selection of the type of project is done as shown in Figure 28. Then, in 

the next dialogue, the web application selected will be ASP.NET Core 2.1 and Web 

Application (Model-View-Controller). 
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Figure 28. Creation of the ASP.NET Core web application. 

Once created, the current web application has the Model-View-Controller 

architecture. That is, the web page is divided in three interconnected parts: the controller, 

which receives the user inputs and transforms into commands to send to the model, 

which manage the data of the application (data structure, logic), and the view is 

responsible of representing the information.  

The project creates several folders and files such as controller classes, model 

classes, html, style sheets for the website, javascripts, … Before starting the coding, two 

NuGet packages will be installed: the “WindowsAzure.Storage” package, to download 

the libaries needed to connect with Azure Table Storage, and “System.Data.SqlClient” 

package, to download the libaries required to connect with SQL Database. After the 

installation, the first part to define is the model, that will define the data structure. 

Therefore, there will be created two classes: one class called “SensorDataFields” which 

is a copy of the MyMessage class created in the Function App and, the second class 

called “SensorData.cs” which is defined by two Lists containing SensorDataFields 

objects. One list will be for data coming from SQL Database and the other for data 

coming from Table Storage. 

The following piece will be the controller, that connects to both storage services 

using the libraries installed. The data coming from the queries is transformed to the data 

structure of the model element and, finally, the view is loaded.  
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Figure 29 shows the method that collects the data from Azure Table Storage. The 

binding settings are similar to the Function App previously defined. But, this time the 

settings are defined manually (it can also be done with application settings or defining 

connection strings in previously), so the name and the key of the Storage Account have 

to be defined in the code. The query selects the entities where the “PartitionKey” (sensor 

name) is “ANE”, the anemometer sensor. After, for each entity returned, the date and 

number format are modified and then the entity is stored into the List of the Table Storage 

values. 

 

Figure 29. Method to obtain values from the Azure Table Storage. 

Figure 30 describes the method that retrieves the data from SQL Database. To 

establish the connection with the SQL Database, the connection string is defined 

manually in the code (it can be defined using app settings). The query is a simple select 

of the fields value and date where the sensor is “HUM”, the humidity sensor. Then, the 

query is executed and each row is stored into the List of the SQL Database values. 

 

Figure 30. Method to obtain values from the SQL Database. 
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Finally, the view is implemented using the template already generated to bring a 

specific style. The Chart.js and jQuery libraries are loaded to present the graphs in the 

view.Chart.js is a JavaScript library that allows the visualization of graphs in a simple 

way. 

Regarding the main view of the page, the index.cshtml file will only show the two 

graphs of the collected data (anemometer and humidity values). Some variables are 

defined at the top of the file to refer to the data of both storages. The X and Y values to 

create the graphs are set in these variables. Then, the location of the charts is described 

in the html body with an identifier so the scripts can work on them. At the end, the scripts 

that form the graphs are configured. 

When the website is finished, it can be run locally thanks to Visual Studio. Once 

the result is the desired, the web page can be published into Azure. Before publishing, 

an App Service resource is required, it can be created or selected if already exists. Figure 

31 shows the creation settings of the App Service. An App Service plan is also 

mandatory, then, the plan selected is Free because the website is only to prove that it 

can query and process data from different storage resources as the website running in 

the VM. 

 

Figure 31. App Service creation from Visual Studio. 
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Once the Service App is created, the Web App is published and starts running. 

Modifications can be made at Visual Studio but every change has to be published 

manually. To avoid this problem, the website can be published automatically using Azure 

DevOps with Continous Delivery (CD) methodology. In addition, Azure DevOps gives 

some additional benefits such as version control system, connection to other tools like 

Android Studio or Eclipse and management of the application lifecycle. 

Finally, the website visualization is shown in Figure 32. It displays the two graphs 

decribed earlier: one using data coming from Azure Table Storage and the other with 

data coming from SQL Database. This web application indicates that data can be stored 

in many storage services and can be read using simple APIs or libraries. In addition, the 

website defined in the VM of Smarteye uses many files to do the same. Using that page 

affects to Smarteye’s scalability since it created new tables in the database per each 

sensor of each station. If the stations would increase, the number of tables could be very 

large. And these tables store the same values as the main table, so the creation of this 

tables can be avoided.  

 

Figure 32. Web application view. 

Finally, artificial intelligence can be implemented in the WebApp developed using 

the new framework called ML.NET which allows the development of custom models and 

machine learning into .NET-based applications, using .NET, even without previous 

knowledge in developing machine learning models. In addition, ML.NET can easily 

integrate machine learning into .NET applications such as web, mobile, desktop, gaming, 

and IoT [18] [19]. 
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To sum up, the upgrades made are focused in storage type and the functions that 

store the data coming from the vineyards into these storage instances. Two types of 

storage have been proposed and implemented: a conventional SQL database that uses 

the SQL Database service, and Azure Table Storage, a structured NoSQL service that 

provides key/attribute storage without using schemas. 

The functions to store the information into the storage resources have been 

developed using Azure Functions service with .NET language. The functions defined 

reduce execution time and processing. 

The website deployed removes unnecessary databases queries and runtime. In 

addition, the framework, concept and language used is different from the one used in the 

Smarteye solution. This justifies that multiple and diverse development approaches can 

be implemented and work correctly. 

The architecture shown in Figure 7 has been modified by the one presented in 

Figure 33. The main difference is the VM, which was removed, and its components were 

divided into several Azure services. Furthermore, two storage options were defined (both 

can also be used simultaneously) instead of the one used in the VM. Also, ML can be 

implemented in the Web App without using an external service or framework. 

 

Figure 33. Architecture implemented in this thesis.



5  Conclusions   
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In this master's thesis, the IoT financing program known as Smarteye has been 

studied with the main objective of looking for new improvements and functionalities to 

offer a more complete end-to-end solution for the agricultural sector. This solution has 

been promoted by Ibercaja to assist in the introduction of IoT and new technologies into 

this traditional sector. Agrotech provides a measurement system that monitors the 

customers’ farms in real-time contributing to increase the production and quality of the 

supervised products. This solution combines several technologies including Wireless 

Sensor Networks, Cloud Computing, Artificial Intelligence and wireless communications. 

The hardware used in Agrotech is provided by Libelium, a hardware IoT company 

specialized in the farming sector. Sensors and nodes are supplied together in a device 

called Waspmote Plug & Sense! which is connected to a weather station with 

environmental sensors such as wind speed, wind direction, pluviometer, … This station 

also has a solar panel to power the node. Then, nodes collect the measurements from 

sensors and send the information to the Meshlium Gateway using 4G. The gateway 

routes the information to the IoT Hub created on Azure cloud platform. As hardware 

provisioned is already configured and it is not necessary to modify settings or code, the 

components can start working within seconds of being plugged in. 

The software is developed by EFOR, a company specialized in technological 

services, and solutions for management, communication and marketing of companies. 

All elements configured are defined in Azure cloud platform. The main components set 

are an IoT Hub, which receives the information from the Meshlium and can route it to 

many resources of Azure and an Ubuntu virtual machine with two servers running, a 

MySQL server and an Apache Web Server. In addition, the artificial intelligence is 

designed in the virtual machine. Some scripts inside the VM are used to store the data 

coming from the IoT Hub into the MySQL database of the MySQL server. Then, several 

files are used to deploy the web page of Smarteye. These files include queries to the 

database, data processing, layout, graphs, notifications, … 

A small group of improvements was proposed since hardware side did not need 

modifications due to the fact that the devices are already configured. Thus, the 

suggested enhancements were only on the software side. These possible modifications 

are based on resource cost, runtime, accessibility, scalability, portability and some 

benefits that the designed architecture may have over the current one. The upgrades 

considered were: the removal of the virtual machine, the installation of new storage 

resources using Azure services, the use Azure applications/functions to store the data 
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into the databases/storage and a new website deployment. This last modification can be 

referred only to the change of service used or to a new development from scratch. 

Finally, the enhancements implemented were the creation and proposal of two 

different kinds of storage (SQL or NoSQL) depending on the needs of the product, the 

use of Azure Functions to place the information into the storage resources and the 

generation of a new web page to prove that both storage types can be accessed and 

processed quickly and easily.  

The storage services configured were SQL Database to store relational data into 

a SQL database as was done in the virtual machine, and Azure Table Storage to store 

large amounts of data without schema with fast read access. The first option can be used 

for fully relational data schemas, heavy rows of data, storing files, performing complex 

queries and using the benefits of SQL in the cloud. The second option can be managed 

to store a great amount of data, store simple entities (rows), make simple and fast queries 

at a low cost. Both alternatives provide cost savings, great scalability, portability, high 

availability and managed infrastructure. To achieve these features in the current 

structure, it would be needed to create more MySQL servers or use more VMs, but at a 

higher cost. 

The functions to route the data were developed in Azure Functions service, which 

provides serverless computing. The capability to run pieces of code in the cloud without 

managing web servers or containers while the cost only depends on the execution time 

makes this service very useful. Two functions were configured, one per storage option. 

The code used reduced the runtime of the scripts used in the VM. Furthermore, Azure 

Functions has extra benefits that include: variety of programming languages, Continuous 

Deployment and Integration (CD-CI) support, easy integration with Azure services 

(Cosmos DB, Azure Service Bus, Azure Storage, etc.), … 

Web page was implemented with ASP.NET Core framework in Visual Studio. The 

instance of the web was defined in the Web App service. This website was developed 

using the Model-View-Controller architecture. The main functionalities of the site were: 

the data gathering from the two storage options using the libraries already implemented, 

data processing using the data model designed and the corresponding visualization of 

the information using graphics. The proper visualization of the measurements prove that 

any service of Azure can be integrated easily in different applications. 
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Implementing these elements reduces the cost of the current implementation by 

more than 50 percent if some features are not included in the website's App Service Plan 

(4 € of SQL Database + 0.5 € of Table Storage + 11 € of App Service Plan). Moreover, 

the components have their own management in the cloud without having to be 

manipulated by the user as in the virtual machine. If any server/application fails, the data 

is replicated on multiple servers and the product could not be affected. The use of a 

single virtual machine with all the components configured inside, increases the danger 

of product crash because it is a critical element since if the virtual machine fails, the 

components and the product go down. Also, the final structure gives greater scalability 

than the old one. The services deployed can be upgraded or downgraded with facility 

depending on the needs of the product while the VM upgrade/downgrade is more difficult 

since the addings/removals of elements have to be manipulated by the user and are not 

trivial. Furthermore, the services implemented give more portability than the VM since 

the storage can be replicated easily in various servers, the functions of Azure Functions 

and the website code can be uploaded to a repository or downloaded. VM files and 

settings can also be downloaded, but the action of moving the MySQL server and its 

databases with the data stored is too laborious. 

Finally, some features could be improved and added in order to enhance the 

product such as: weather prediction using APIs, autonomous responses from the system 

(e.g. irrigate when is needed), user control from the application (e.g. send commands to 

specific nodes), … 
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