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Abstract 

The objective of this work is to design an autonomous intrusion detection system 

for wireless sensor networks that would be able to detect wide range of attacks, 

including the previously unseen ones. The existing solutions have limited scope, 
in a sense they provide protection against already identified attacks, which 

renders the system vulnerable to unknown attacks. Furthermore, in those that 

can be adjusted in order to expand their scope, the modification has to be done 
through human interaction.  

We deal with this problem by proposing an artificial intelligence approach for 

detecting and confining attacks on the core protocols of wireless sensor 
networks: aggregation, routing and time synchronization. The approach is based 

on four main contributions. First of all, the attacks are treated as data outliers. To 

this end, the spaces of sensed values and the routing information of each node 
are mapped into vector spaces, which enable definition of distance-based 

analysis for outlier detection. Second, we develop unsupervised machine 

learning techniques for detecting outliers using defined distance based analysis. 

Third, we further envision distributed intrusion detection system, given the 
distributed nature of WSNs. Every node is being examined by agents that reside 

on the nodes in its vicinity and listen to its communication in a promiscuous 

manner, where each agent executes one of the unsupervised algorithms. 
Considering the optimal algorithm parameters cannot be guessed from the start, 

the immune system paradigm is used to obtain a set of high quality agents. And 

finally forth, the system of agents is coupled with a reputation system, in a way 
the output of an agent assigns lower reputation to the nodes where it detects 

adversarial activities and vice versa. It is further advocated to avoid any contact 

with low reputation nodes, which provides implicit response to adversarial 
activities, since compromised nodes remain isolated from the network. A 

prototype of the approach is implemented and connected to the sensor network 

simulator called AmiSim developed by our research group. 

The approach has been tested on the mentioned simulator on a group of 
representative attacks on each of the core network protocols. The detection and 

complete confinement of all the attacks was observed, while maintaining low 

level of false positives. It is also important to mention that the algorithms have 



Unsupervised Intrusion Detection in Wireless Sensor Networks based on Artificial Intelligence Techniques  

II 

been trained on both clean and unclean (i.e. data with traces of attack presence) 

data, being able to detect and confine the attacks in both cases, which provides 
its robustness. Moreover, it has been proven that the resulting reputation system 

has advantages over the conventional ones in the terms of lower redundancy 

necessary for correct operations, as well as its robustness to attacks on reputation 

systems, such as bad mouthing or ballot stuffing, given that it does not use any 
second hand information. 

Finally, we have proposed various ways of embedding the approach into a 

realistic environment, which adapts it to the environment resources, both 
computational and power, and we have proven its viability. We have provided 

estimations of resource consumption, which can help in choosing processors that 

can support the implementation. 

To summarize, the proposed approach can be expanded and adapted in an easy 

and rapid way in order to detect new attacks. Furthermore, with the intelligence 

and the level of uncertainty introduced by the proposed techniques, the solution 
offers possibilities to address the security problem in a more profound way. 

Thus, although in the current state this solution does not detect attacks that 

make no change in sensed value that is forwarded to the base station, nor in the 

routing paths used to send the values to the base station, it can be used to 
complement the conventional techniques, which will permit better detection of 

new attacks and react more rapidly to security incidents. 



III 

Resumen 

El objetivo de esta tesis es diseñar un sistema autónomo de detección de intrusos 

para  redes de sensores, que también sería capaz de detectar una amplia 
colección de ataques, incluyendo los que no se han observado anteriormente. Las 

soluciones existentes son limitadas en el sentido de que son capaces de proteger 

la red solo de los ataques previamente identificados, lo que los hace vulnerables 
a los ataques desconocidos. Asimismo, en los que se pueden ajustar y de esa 

manera ampliar sus posibilidades de detección, la modificación tiene que 

hacerse de manera manual. 

La tesis propone un enfoque basado en la inteligencia artificial para detectar y 

confinar los ataques a los protocolos clave de las redes de sensores inalámbricas, 

que son la agregación, el rutado y la sincronización temporal. El enfoque se basa 
en cuatro contribuciones principales. En primer lugar, los ataques se tratan como 

datos atípicos. Por eso, los valores sensados, así como la información del rutado 

de cada nodo son mapeados en espacios vectoriales, lo que permite definir el 

análisis basado en distancia para detectar los datos atípicos.  En segundo lugar, 
se han desarrollado técnicas de aprendizaje automático sin supervisión, capaces 

de detectar los datos atípicos utilizando dicho análisis basado en distancias. En 

tercer lugar, dado el carácter distribuido de las redes de sensores, se propone la 
detección de intrusos organizada de manera distribuida, de manera que cada 

nodo se examina por agentes que se encuentran en los nodos vecinos y que 

escuchan su comunicación de manera promiscua, donde cada agente ejecuta uno 
de los algoritmos de aprendizaje automático sin supervisión. Además, teniendo 

en cuenta que los parámetros óptimos de los algoritmos no se pueden adivinar 

desde el principio, se utiliza el paradigma de los sistemas inmunes para obtener 

un conjunto de agentes de alta calidad. Por último, el sistema de agentes se une a 
un sistema de reputación, de manera que la decisión de cualquier agente puede 

asignar un valor de reputación más bajo a los nodos donde encuentra indicios de 

intrusión, o viceversa. Además, se aconseja evitar cualquier contacto con los 
nodos que tienen reputación baja, lo que permite tener una respuesta implícita 

ante actividades adversas, de manera que los nodos comprometidos quedan 

aislados de la red. El prototipo del enfoque se ha implementado y conectado al 
simulador de redes de sensores denominado AmiSim, que fue desarrollado por 

nuestro grupo de investigación. 
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El enfoque se ha comprobado en el simulador, bajo la presencia de varios 

ataques característicos para cado uno de los protocolos clave de la red. La 
detección y el confinamiento completo de todos los ataques fue observado, 

mientras se mantenía la tasa de falsos positivos en un nivel bajo. Asimismo, es 

importante mencionar que los algoritmos fueron entrenados con datos 

“limpios”, pero también con datos “sucios” (los datos que contienen trazas de 
ataques), siendo capaz de detectar y confinar los ataques en ambos casos, lo que 

demuestra su robustez. Además, se ha demostrado que el sistema de reputación 

derivado tiene ventajas sobre los sistemas convencionales, tanto por necesitar 
menos redundancia para funcionar correctamente, como por su robustez ante 

ataques al sistema de reputación, por ejemplo, ante la propagación de 

información falsa sobre otro elemento de la red, puesto que no utiliza la 
información de segunda mano. 

Por último, se han propuesto varias maneras de implementar este enfoque en 

entornos reales, que se adaptan a los recursos de los que dispone cada entorno, 
tanto computacionales como de potencia, y se ha demostrado su viabilidad. 

Además, se han proporcionado estimaciones del consumo de recursos, que 

puede ayudar a la hora de elegir el procesador capaz de implementar el enfoque 

propuesto.  

En resumen, el sistema propuesto es fácilmente ampliable y puede adaptarse de 

forma rápida para detectar nuevas amenazas. Además, con la inteligencia propia 

de estas técnicas y el nivel de incertidumbre que se introduce, la solución que se 
plantea ofrece alternativas reales para abordar el problema de seguridad con 

mayor profundidad. Por eso, la idea principal de esta investigación es 

complementar las técnicas de seguridad convencionales con estos métodos, lo 
que permitirá detectar mejor los nuevos ataques y reaccionar de manera más 

rápida ante posibles incidentes de seguridad. 
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1. Introduction 

1.1. The Security Issue in Wireless Sensor Networks 

Technological advances achieved in the previous decade have paved the way for 
the development and deployment of wireless sensor networks (WSN). Their 

development was mainly motivated by military applications, such as control 

and surveillance in battlefields, but during time their deployment has been 
introduced to other areas, i.e. industrial control and monitoring, environmental 

monitoring, health monitoring of patients or assistance to disabled people and 

the emerging field of ambient intelligence. In all of the applications, it is 
mandatory to maintain the integrity and the correct functioning of the deployed 

network. Furthermore, WSNs are often deployed in unattended or even hostile 

environments, making their securing even more challenging.  

WSNs consist of a large number of sensor nodes (also called motes). Since the 

operation of these networks relies on a huge number of nodes, the nodes have to 

be very cheap, so they exhibit very limited power and computational resources, 

small memory size and low bandwidth usage and usually no tamper-resistant 
hardware is incorporated with any of them. The nodes within a WSN are 

densely deployed in the area or the phenomenon to be observed, which provides 

high level of redundancy. This means that there exist a number of sensors in a 
certain zone that should give coherent information, which can serve as a way to 

discriminate the erroneous nodes. 

Presence of attackers should not compromise the integrity of the network, i.e. the 
network should be able to continue working properly. To be able to do this, the 

main objective is to protect the core protocols of the network: aggregation, time 

synchronization and routing. Aggregation is affected by changing sensed values 
of the nodes in a way that the aggregated value becomes skewed and the 

information it provides is different from the reality. Even worse is the case when 

the node that performs the aggregation gets compromised, when the attacker is 

in a position to significantly change the value that sends to the sink. On the other 
hand, time synchronization can be very important in some applications where 

time is critical, e.g. control of power or nuclear plants. Thus, if an attacker can 
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affect on the clock of the processors that lie on the sensors or introduce delays in 

data transmission, the damage can be severe.  

A routing protocol should be secured in a way it provides standard security 

goals: integrity, legitimacy and availability of message delivery even in the 

presence of adversaries or low power conditions. Moreover, every message 

should arrive to its final destination and the destination node should be able to 
verify the integrity of every message as well as the identity of the sender. Any 

kind of routing malfunction can degrade the performances of the network. As 

routing is not deterministic and is decided on the fly, all the nodes in a WSN can 
participate as routing hops. Thus, the attacker can affect on the routing of the 

information from sources to the sink in various ways, e.g. it can advertise false 

routes. On the other hand, once the attacker establishes itself as a routing hop, he 
can tamper with the network packets. The attacks mentioned are given in more 

detail in Chapter 2.1.4. 

1.2. Motivations 

The most common approach to deal with the security issue is to add an 
authentication system and encryption to communications [11],[23],[57]. 

However, limited resources of the nodes are not able to support the execution of 

complicated encryption algorithms. The nodes are also vulnerable to side-
channel attacks [45], [46] that can be used in order to discover the secret keys. 

What’s more, encryption and authentication cannot help in the case of 

compromised mobile nodes, which often carry private keys that can come into 
possession of an attacker.  

Another issue in WSNs’ security is the impossibility to update hardware and/or 

software components every time a new vulnerability or potential threat is 
detected. On the other hand, the existing redundancy helps in maintaining 

network integrity, but does not detect nor prevent attackers in carrying out their 

malicious activities. Moreover, redundancy in some cases can be a weak point. 

For example secure routing using redundancy relies on the credibility of other 
nodes, which can be used to launch attacks.  

Therefore, the main conclusion is that an attacker can always find a weak point 

to launch his attack, so we need to add a second line of defense that would 
detect these intrusions and provide appropriate response to their activities. Here 
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we take over the well known term used in network security: intrusion detection 

systems (IDS). In the same way we define intrusion as a sequence of actions 
whose main goal is to compromise the integrity, confidentiality and/or 

availability of a resource (one node, a group of nodes or whole network). Again, 

we are able to distinguish two types of intrusion detection systems: misuse 
detection systems, which look for patterns of known attacks or abuse of known 

weak points, thus able to detect only previously seen attacks, and anomaly 

detection systems, which look for deviations from established “normal” 
behavior, thus with the possibility of detecting previously unseen attacks.  

IDSs for WSNs have to fulfill certain requirements. The behavior of the system 

has to be modeled in a way that attack traces are distinguishable from the rest of 
the data, i.e. traces of “normal” behavior. Apart from this, the solution has to be 

adapted to the limited resources of the nodes. Furthermore, an IDS has to be able 

to function in autonomous way, since in most of the cases no human 

intervention is possible. Finally, an IDS has to be aware that no node is to be 
trusted, so the detection algorithms have to be designed in a way that 

corresponds to this requirement. After having detected an intrusion, an IDS has 

to be capable of performing the necessary actions in order to mitigate the effect 
of the detected attack and eventually eliminate it from the network. 

However, as we will see in Chapter 2, the existing solutions have limited scope, 

in a sense they provide protection against already identified attacks, which 
renders the system vulnerable to unknown attacks. Furthermore, in those that 

can be adjusted in order to expand their scope, the modification has to be done 

by a human. As we will see in the following, the objective of this thesis is to try 

to provide answers to these issues. 

1.3. Thesis Objectives 

The main objective of this thesis project is to design an anomaly detection system 

for sensor networks that would be able to detect initial traces of attacks in 
general and hinder their further progress. In order to design a system that would 

approach the problem of the sensor network security in a more profound way 

than presented in the solutions of the state-of-the-art, we have to consider the 
following characteristics: 
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• The system has to be autonomous, i.e. it has to be able to make 

decisions by itself, to detect improper behaviour of its parts and be able 

to either correct or circumvent it, as in many cases no human 
interaction is possible;  

• The system should be scalable, and a way to achieve it is to design it as 

a distributed system; 

• The deployment of unsupervised machine learning, in particular 

artificial intelligence (AI) offers the following advantages: 

o AI techniques (neural networks, genetic algorithms, artificial 

immune systems…) provide certain level of self-intelligence; 

o High level of both flexibility and adaptability, since these 

techniques can be easily re-trained using different data; 

o Unsupervised techniques do not need to work with either normal 
or anomalous data, avoiding in that way time-consuming and 

error-prone process of data filtering;  

On the other hand, the most important deficiency of these 
techniques is high resource consumption. 

• The implementation of the detection system has to be aware of the 

limited resources of the sensor units on one side and of the 

requirements of the proposed solution on the other; 

• The deployed set of features has to be suitable for distinguishing data 

with attack traces from normal data; 

• Finally, the detection system should be aware of the attacks that can 

be launched against its own proper functionality; furthermore, it 
should be able to defend itself from these attacks or at least mitigate 

their influence. 

1.4. Thesis Contributions  

We deal with the main issues of the IDS for WSN mentioned previously by 
proposing an artificial intelligence approach for detecting and confining attacks 

on the core protocols of wireless sensor networks: aggregation, routing and time 

synchronization. The approach is based on four main contributions. First of all, 
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the attacks are treated as data outliers. To this end, the spaces of sensed values 

and the routing information of each node are embedded into vector spaces, 
which enable definition of distance-based analysis for outlier detection. To the 

best of our knowledge, existing solutions employ vectors comprised of the 

features that are known to change in the presence of attackers, which is the main 
reason they can detect only already identified attacks.  

Second, we develop unsupervised machine learning techniques for detecting 

outliers using defined distance based analysis. Third, we further envision 
distributed intrusion detection system, given the distributed nature of WSNs. 

Every node is being examined by agents that reside on the nodes in its vicinity 

and listen to its communication in a promiscuous manner, where each agent 
executes one of the unsupervised algorithms. Considering the optimal algorithm 

parameters cannot be guessed from the start, the immune system paradigm is 

used to obtain a set of high quality agents. In this way, the detector itself is 

capable of reaching an optimal configuration without any human intervention. 
To the best of our knowledge, similar approach cannot be found in the literature. 

And finally forth, the system of agents is coupled with a reputation system, in a 

way the output of an agent assigns lower reputation to the nodes where it 
detects adversarial activities and vice versa. It is further advocated to avoid any 

contact with low reputation nodes, which provides implicit response to 

adversarial activities, since compromised nodes remain isolated from the 
network. In this way, we have assured fast and automatic response to 

adversaries which impedes them to further propagate their malicious activity. 

After this, the base station can apply additional measures in order to completely 

confine the attack, e.g. it can revoke secret keys from malicious nodes. 

A prototype of the approach is implemented and connected to the sensor 

network simulator called AmiSim developed by our research group. The 

approach has been tested on the mentioned simulator on a group of 
representative attacks on each of the core network protocols. The detection and 

complete confinement of all the attacks was observed, while maintaining low 

level of false positives. It is also important to mention that the algorithms have 
been trained on both clean and unclean (i.e. data with traces of attack presence) 

data, being able to detect and confine the attacks in both cases, which provides 

its robustness. Moreover, it has been proven that the resulting reputation system 
has advantages over the conventional ones in the terms of lower redundancy 
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necessary for correct operations, as well as its robustness to attacks on reputation 

systems, such as bad mouthing or ballot stuffing, given that it does not use any 
second hand information. 

Finally, we have proposed various ways of embedding the approach into a 

realistic environment, which adapts it to the environment resources, both 

computational and power, and we have demonstrated its viability. We have 
provided estimations of resource consumption, which can help in choosing 

processors that can support the implementation. 

Thus, the global contribution of this thesis is the design of an IDS for WSN, 
which is capable of detecting wide range of attacks on core WSN protocols. 

Furthermore, its adaptation is straightforward and automatic. This, together 

with the possibility to reach an optimal configuration by itself and the implicit 
response to attackers, means that the system needs none or minimal human 

intervention, which makes it self-sustained and suitable for the implementation 

in WSN domain. Its distributed nature provides necessary scalability, while the 
detector redundancy and configuration provide robustness against attacks on 

the detection system itself. As a final point, there are different possibilities of 

incorporating the detector into the targeted WSN according to the available 

resources.   

1.5. Thesis Organization 

The thesis organization follows the typical structure of a research process: in the 

beginning the unresolved issues in the research area are defined, followed by the 
details on the proposed solution and its empirical evaluation.  

Hence, we start with presenting the problem of security in WSNs in Chapter 2. 

An overview of the existing attacks and security vulnerabilities is presented, 
along with the known solutions. The unresolved issues are emphasized, and 

based on these issues we define the problem that will be solved in this thesis.  

Chapter 3 presents the principles of the proposed solution. We start with the 

temporal and spatial modeling of the space of sensed values and routing 
information that is embedded into vector spaces using the concept of n-grams, 

which provides us the possibility of defining outliers using distance functions. 

This is followed by the proposal for detecting intrusions in WSNs as data 
outliers using unsupervised learning algorithms that deploy previously defined 
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vector spaces. After this, we propose to couple the output of the learning 

algorithms with a reputation system, which provides implicit response to 
attacks. Here we also provide a short overview of the reputation systems 

deployed in WSNs. Finally, we define the scope of attacks that can be detected 

with the approach. 

The details on the developed algorithms and their performance evaluation are 

given in Chapter 4. Chapter 5 presents the distributed organization of detectors 

based on the paradigm of the immune systems and evaluates its performance. 
The details on the proposed solution are completed in Chapter 6, which provide 

different possibilities of integrating the proposed approach into a realistic 

environment. The evaluation of resource consumption is also given in this 
chapter. Finally, the conclusions are drawn and the future work is given in 

Chapter 7. 

1.6. Publications 

The results of the thesis, together with other related research, have been 
published in international conferences and journals. The list of publications can 

be divided into two major categories, the first one being the application of 

artificial intelligence in security, while the second one consists of the 
implementations of the developed artificial techniques using reconfigurable 

hardware. The aim of this section is to briefly present these publications. 

1.6.1 List of Publications on Applying Artificial Intelligence in 

Security 

Banković, Z.; Vallejo, J.C.; Malagón, P.; Araujo, A.; Moya, J.M.: Eliminating 

routing protocol anomalies in wireless sensor networks using AI techniques. 

In Proceedings of the 3rd ACM workshop on Artificial intelligence and 
security (AISec '10). Chicago, IL, USA, October 2010; pp. 8-13.  

Banković, Z.; Fraga, D.; Moya, J.M.; Vallejo, J.C.; Araujo, A.; Malagón, P.; de 

Goyeneche, M.; Villanueva, D.; Romero, E.; Blesa, J.: Detecting and Confining 
Sybil Attack in Wireless Sensor Networks Based on Reputation Systems Coupled 

with Self-organizing Maps. In Proceedings of Artificial Intelligence Applications 

and Innovations, Larnaca, Cyprus, October 2010; published by IFIP Advances in 

Information and Communication Technology 2010, 339/2010, 311-318. 
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Banković, Z.; Moya, J. M.; Araujo, A.; Fraga, D.; Vallejo, J.C.; de Goyeneche, J.: 

Distributed Intrusion Detection System for Wireless Sensor Networks based on a 
Reputation System coupled with Kernel Self-Organizing Maps. Integrated 

Computer-Aided Engineering 2010, 17(2), 87-102. 

Banković, Z.; Fraga, D.; Moya, J.M.; Vallejo, J.C.; Malagon, P.; Araujo, A.; de 

Goyeneche, J.-M.; Romero, E.; Blesa, J.; Villanueva, J.; Nieto-Taladriz, O.: 
Improving security in WMNs with reputation systems and self-organizing maps. 

Journal of Network and Computer Applications, In Press, Corrected Proof, Available 

online 7 April 2010, ISSN 1084-8045, DOI: 10.1016/j.jnca.2010.03.023. 

Moya, J.M.; Araujo, Á.; Banković, Z.; de Goyeneche, J.-M.; Vallejo, J.C.; Malagón, 

P.; Villanueva, D.; Fraga, D.; Romero, E.; Blesa, J.: Improving Security for 

SCADA Sensor Networks with Reputation Systems and Self-Organizing 
Maps. Sensors 2009, 9, 9380-9397. 

Banković, Z.; Moya, J.M.; Araujo, A.; de Goyeneche, J.-M.: Intrusion Detection in 

Sensor Networks Using Clustering and Immune Systems. In Proceedings of 10th 
International Conference on Intelligent Data Engineering and Automated 

Learning (IDEAL 2009), Burgos, Spain, September 2009; Published by Lecture 

Notes in Computer Science 2010, 5788, 408-415. 

Banković, Z.; Moya, J.M.; Araujo, A.; Bojanić, S.; Nieto-Taladriz, O.: A Genetic 
Algorithm-based Solution for Intrusion Detection. Journal of Information 

Assurance and Security 2009, 4, 192-199. 

Banković, Z.; Bojanić, S.; Nieto-Taladriz, O.: Evaluating Sequential Combination 
of Two Genetic Algorithm-Based Solutions for Intrusion Detection. In 

Proceedings of the 1st International Workshop on Computational Intelligence in 

Security for Information Systems (CISIS 2008), Genova, Italy, October 2008; 
Published by Advances in Soft Computing Series 2008, 53, 147-154. 

Banković, Z.; Bojanić, S.; Nieto-Taladriz, O.; Badii, A.: Unsupervised Genetic 

Algorithm Deployed for Intrusion Detection. In Proceedings of Third 
International Workshop on Hybrid Artificial Intelligence Systems, (HAIS 2008), 

Burgos, Spain, September 2008; Published by Lecture Notes in Computer 

Science 2008, 5271, 132-139. 

Banković, Z.; Bojanić, S.; Nieto-Taladriz, O.; Badii, A.: Increasing Detection Rate 
of User-to-Root Attacks Using Genetic Algorithms. In Proceedings of 
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International Conference on Emerging Security Information, Systems and 

Technologies (SECURWARE 2007), Valencia, Spain, October 2007; pp. 48-53. 

Banković, Z.; Stepanović, D.; Bojanić, S.; Nieto-Taladriz, O.: Improving network 

security using genetic algorithm approach. Computers & Electrical Engineering 

2007, 33(5-6), 438-451. 

Banković, Z.; Stepanović, D.; Bojanić, S.; Nieto-Taladriz, O.: Efficient Application 

of Genetic Algorithm and a Dimension Reduction Technique for Intrusion 

Detection. In Proceedings of 2006 International Conference on Engineering and 
Mathematics (ENMA 2006), Bilbao, Spain, July 2006; pp. 303-308. 

1.6.2 List of Publications on Reconfigurable Hardware for 

Security Applications  

Zapater, M.; Malagón, P.; Banković, Z.; Moya, J.M.; de Goyeneche, J.-M.; Araujo, 
A.; Fraga, D.; Vallejo, J.C.; Romero, E.; Blesa, J.; Villanueva, D.; Nieto-Taladriz, 

O.; López-Barrio, C.A. System Simulation Platform for the Design of the SORU 

Reconfigurable Coprocessor. In Proceedings of 25th Conference on Design of 
Circuits and Integrated Systems 2010 (DCIS 2010), Lanzarote, Spain, November 

2010; 

Moya, J.M.; Banković, Z.; Araujo, A.; de Goyeneche, J.-M.; Zapater, M.; Malagón, 
P.; Fraga, D.; Vallejo, J.C.; Romero, E.; Blesa, J.; Villanueva, D.; Nieto-Taladriz, 

O.; López-Barrio, C.A. The SORU2 Reconfigurable Coprocessor and Its 

Applications for Embedded Systems Security. In Proceedings of 25th Conference 
on Design of Circuits and Integrated Systems 2010 (DCIS 2010), Lanzarote, 

Spain, November 2010; 

Grozea, C.; Banković, Z.; Laskov, P. FPGA vs. Multi-Core CPUs vs. GPUs: 

Hands-on Experience with a Sorting Application. In Proceedings of Facing the 
Multicore-Challenge, Heidelberg, Germany, Published by Lecture Notes in 

Computer Science 2010 , 6310, 105-117. 

Banković, Z.; Moya, J.M.; Araujo, A.; de Goyeneche, J.-M.: Anomaly Detection in 
Wireless Sensor Networks using Reconfigurable SORU processor and Self 

Organizing Maps. In Proceedings of Reconfigurable Computing and 

Applications Conference, Alcala de Henares (Madrid), Spain, September 2009; 
pp. 67-76. 
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Moya, J.M.; Banković, Z.; Araujo, A.; de Goyeneche, J.-M.: Utilizando 

Reconfiguración Dinámica para Evitar Ataques de Canal Auxiliar en Sistemas 
Empotrados. In Proceedings of Reconfigurable Computing and Applications 

Conference, Alcala de Henares (Madrid), Spain, September 2009; pp. 413-422. 

Badii, A.; Carter, A.; Handzlik, A.; Bojanic, S.; Englert, T.; Patel, D.; Pejovic, V.; 

Chorazyczewski, A.; Hameed, K.; Bankovic, Z.: Real-Time Context-Aware 
Network Security Policy Enforcement System (RC-NSPES). In Proceedings of  

Fifth International Conference on Networking and Services, Valencia, Spain, 

April 2009; pp.112-121. 

Bojanić, S.; Milovanović, V.; Banković, Z.; Carerras, C.; Nieto-Taladriz, O.: 

Intrusion Detection Using New FPGA Architectures. WSEAS Transactions on 

Communications 2005, 4(10), 1077-1085. 

1.6.3 Other Publications  

Banković, Z.; Romero, E.; Blesa, J.; Moya, J.M.; Fraga, D.; Vallejo, J.C.; Araujo, A.; 

Malagón, P; de Goyeneche, J.; Villanueva, D.; Nieto-Taladriz, O.: Using Self-
Organizing Maps for Intelligent Camera-Based User Interfaces. In Proceedings 

of 5th International Conference of Hybrid Artificial Intelligence Systems (HAIS 

2010), San Sebastián, Spain, June 2010; Published by Lecture Notes in Computer 

Science 2010, 6077, 486-492. 

Banković, Z.; Moya, J.M.; Romero, E.; Blesa, J.; Fraga, D.; Vallejo, J.C.; Araujo, A.; 

Malagón, P; de Goyeneche, J.; Villanueva, D.; Nieto-Taladriz, O.: Using 

Clustering Techniques for Intelligent Camera-Based User Interfaces. To be 
published in Logic Journal of the IGPL, Oxford University Press 
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Chapter 2 
Previous Work on Security Solutions for 

Wireless Sensor Networks 
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2. Previous Work on Security Solutions for Wireless 
Sensor Networks 

In the first part of this chapter we will give the definition of the security 

problem, including description of the most common threats and the security 

requirements in WSNs. In the following we will present a review of the state-of-
the-art in the WSN security field. The common techniques deployed for this 

purpose will be mentioned, together with their major deficiencies. The goals of 

these techniques include authentication, sensed data confidentiality, system 
availability and service integrity. The main part of the chapter will be dedicated 

to the existing intrusion detection techniques and their limitations. The aim of 

this chapter is both to give rationale and to define the main methodological, 
technological and functional aspects of this thesis project. 

2.1. Security in Wireless Sensor Networks 

2.1.1 Security Issues 

Sensor nodes exhibit various constraints that impede the deployment of existing 
security techniques and make the security problem even more complicated. We 

will present them in more detail in the following: 

• Limited Resources 
o Sensor nodes exhibit very limited memory and storage space, as 

well as computational capacities. This makes very challenging to 

implement efficient cryptography and other algorithms that are 

known to consume significant resources. 
o Sensor nodes are supplied by batteries, so their power 

consumption must be minimized. Having in mind that 

installation of new sensors in many cases may be complicated or 
even impossible, their life must be prolonged. This is another 

constraint to the above mentioned security mechanisms, but also 

to designing protocols that support security services. 
 

 

 



Unsupervised Intrusion Detection in Wireless Sensor Networks based on Artificial Intelligence Techniques  

16 

• Unreliable Communication 

o Communications in WSNs have inherent problems with 

unreliability (due to interference, deployment in unreachable 
areas, etc.), conflicts and latency. 

o Since the communication channel in WSNs belongs to ISM 

(Industrial, Scientific and Medical) radio bands (a group of RF 
frequency bands reserved for unlicensed use for industrial, 

scientific and medical applications, including 915MHz, 2.4GHz 

and 5.8GHz), any internal or external device can easily access the 
data that is being exchanged. 

o It is easy to attack the availability of the channel. 

• Unattended Operation 

o Sensors are deployed in open environments in distributed 
manner, which makes them prone to failure due to weather 

conditions of adversarial activities. 

o Remote management makes practically impossible to detect 
physical tampering or maintain the network (e.g. change the 

batteries) in timely fashion. 

2.1.2 Problem Definition 

2.1.2.1 Threat Model 

• Outsider vs. Insider. According to their position towards the network, 

attacks can be divided into outside (have no access to network 

elements and services) and inside attacks. 

• Passive vs. Active. In general, sensor network attacks can be divided 

according their effect on the network to passive (have no effect on 

network functioning) and active (change the functioning of the 

network). 

• Mote-class vs. Laptop-class. In mote-class attacks, an adversary 

attacks a WSN by using a few nodes with similar capabilities to the 

network nodes; in laptop-class attacks, an adversary can use more 

powerful devices (e.g., a laptop) to attack a WSN. These devices have 
greater transmission range, processing power, and energy reserves 

than the network nodes. 
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2.1.2.2 Trust Model 

Sensor networks (Figure 1) consist of sensor nodes of different capabilities. We 
envision two types: ordinary sensor nodes with very limited resources and small 

capabilities and the nodes with higher recourses and computational capacities 

(comparable to a PDA). There are no trust requirements on the sensor nodes of 
both kinds since they are equally vulnerable to physical capture and other 

attacks. In sensor networks, there are one or more base stations, such as PCs, 

which are sinks and aggregation points for the information gathered by the 
nodes (However, there can be more access schemes, for example data can 

accessed and collected by a satellite and in that way transferred to remote 

monitoring facilities). Base stations are the interface between the sensor network 

and the users. Since base stations are often connected to a larger and less 
resource constrained network, it is generally assumed that a base station is 

trustworthy so long as it is available. 

 

Figure 1. WSN Model 
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2.1.3 Security Requirements 

Sensor networks are vulnerable to various kinds of attacks that significantly 
deteriorate their performances. Thus, it is necessary to add security mechanisms 

that would enforce the following security properties of these networks: 

• Data Confidentiality. In many applications, such as military, health, etc., 

sensed data is confidential. Furthermore, control data, such as security 
credentials or secret keys must be hidden form unauthorized entities. 

On the other hand, it impedes potential adversaries from seeing the 

traffic and performing various analysis on it.  

• Data Integrity. This property guarantees that the received data has not 

been modified during transmission by an adversary.  

• Authentication. This property is the assurance that the received data is 

coming from the claimed origin. 

• Authorization. In essence, this feature means that only authorized 

entities can perform certain operations in the network. 

• Availability. The users must be able to access the services that networks 

provide, even in presence of adversarial activities. 

• Freshness. Since sensor networks are data-centric, it is very important to 

provide the most recent data. In other words, the network delay must 

be minimized even in the presence of adversaries. This is important in 

scenarios where information has to be received as soon as possible and 
also to prevent adversaries from re-sending forged data that could be 

harmful. 

• Forward and Backward Secrecy. This property guarantees that the sensors 

that leave the network will not be able to read any future messages 
(forward) and that the sensors that enter the network are not able to 

read any previous messages. This is especially important in the cases 

when the nodes have authorization to perform certain operations, but 
in most cases it is not mandatory. 

• Self-organization. In essence, this means that sensor nodes should be 

able to autonomously react in problematic situations, organizing and 

healing themselves so as to at least adapt their activities and to ensure 
continuous service. 

• Auditing. This property is not necessary, but it is helpful in many 

situations: in order to perform self-organization, the nodes have to 
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know the state of their surrounding; when it comes to security, data 

inconsistence can be the evidence for the existence of an attack or after 
the network failure stored data can show what went wrong. 

• Non-repudiation. In essence, this property means that a node cannot 

deny that it has sent a message. It is not a mandatory property in most 
cases. However, it can be important in situations where sensors 

monitor critical infrastructure components, in case a “dispute” arises 

when it is necessary to prove that a device has performed a certain 

task. 

• Privacy and Anonymity. These properties provide hiding the source of 

packet or frame and prevent adversaries from accessing private 

information. However, there are cases when this is not desirable (for 
example, after natural catastrophes such as earthquakes or floods, it is 

necessary to re-situate endangered species). 

• Resilience to Attacks. This feature provides network sustainability in the 

case when some nodes are destroyed or compromised. 

• Survivability. The ability to provide a minimum level of service in the 

presence of power loss, failures or attacks. 

• Degradation of Security Services. This concerns the ability to change 

security level as resource availability changes. 

2.1.4 Security Threats 

In the following we will see the most common threats in WSNs. We follow 

attack taxonomy given in [78] since it is the most thorough and the most 
complete of all presented by the security community. 

2.1.4.1 Attacks on the Node 

As mentioned previously, a big issue in securing WSNs is their unattended 

operation that makes them vulnerable to physical tampering and deliberate 
changing of the software that runs on the nodes. In the following we will see 

these attacks in more detail. 

A. Physical Tampering 

In the domain of WSNs we are able to distinguish two types of physical attacks: 
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• Invasive Attacks. These attacks are based on physical probing or 

physical modification of the chip, resulting in either change of the 

stored data, software operation, etc. These activities aim at changing 
the behavior of the chip in a way that the attacker has unlimited access 

to the data stored on the chip (including the data obtained from the 

communication with the rest of the nodes) and is able to make damage 
to the system.  

• Non-invasive Attacks. This type of attacks does not include any physical 

damage to the nodes, but rather collects the information that can be 

used in order to find a way to legitimately enter the system. Special 
types of these attacks are side-channel attacks that are based on the fact 

that the secondary measurable values can leak information about the 

data being processed by the encryption algorithms. This is further 
deployed for revealing the secret keys of the implemented 

cryptographic algorithms, which further provides them the entrance to 

the system.  

B. Software Attacks 

Software based attacks consist in modifying the software code that is running on 

a node, usually achieved by taking advantage of an existing vulnerability. For 
example, a well known attack also from the field of network security is the 

buffer-overflow attack. The vulnerability that is exploited in this case is failing to 

check the limits of buffers in the code. When a process tries to write something 
beyond the boundaries of the buffer, adjacent memory locations can be 

overwritten with either corrupt data or malicious code. 

2.1.4.2 Attacks on the Network Communication Stack 

The attacks on the communication stack of the WSN can be divided into the 
following categories: 

• Physical layer 

• Link layer 

• Network and routing layer 

• Transport layer 

In the following we will see typical examples of each of them in more detail.  
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A. Physical Layer 

Sensor nodes use Radio Frequency (RF) to communicate with each other. If an 

attacker has few nodes in the network that he can control, he is able to disrupt 

the communication in the whole network by interfering with RF. This attack is 

known as Jamming.  

B. Link Layer 

Link layer provides access to the shared wireless channel. The fact that the 

channel is shared can be exploited in order to make transmission complicated or 
to degrade the performances of the nodes. For example, an attack can cause 

collision with packets in transmission or cause unfair usage of the channel 

between the neighborhood nodes in order to degrade the transmission, or it can 
cause battery exhaustion by continuous request to retransmission. 

C. Network Layer 

The purpose of these layers is to provide reliable end-to-end transmission. The 
main security issue is that the nodes (with their limited nature and 

vulnerabilities) serve as routing hops. This provides the possibility of various 

attacks, and in the following we will se the most typical ones. 

• Blackhole (or Sinkhole) attack. In this attack, the compromised node 

advertises itself as a potential routing hop with a low routing cost. This 

results in forwarding a large number of packets to this node that end 

up discarded. 

• Wormhole attack. It is caused by an adversary that tunnels packets 

from one point to another, and then replays them into the network 

from that point. The adversary does not need to compromise any node, 

as it can overhear the communication, which makes it very challenging 
to detect.  This attack can cause big damage to the routing protocols, as 

it can provide the sense of proximity between nodes that are actually 

very far from each other. 

• Spoofed, altered, replayed packets. The target of these attacks is the 

routing information that the nodes use. Any change in this information 

can result in routing loops or provoke further delays in transmission. 
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• Selective Forwarding. In this attack, compromised nodes only forward 

parts of the received packets and drop the rest.  

D. Transport Layer 

The transport layer serves for managing end-to-end connections for the 

application in the network. A typical attack that targets this layer is the flooding 

attack, whose goal is to exhaust the memory of a node by sending many 
connection establishment requests. Another typical attack is the 

desynchronization attack, where the attacker forges packets to one or both ends 

in the connection by putting different sequence numbers on the packets. This 
will further cause that the end points in a transmission request retransmission of 

the supposed missed packets, which results in higher communication overload. 

2.1.4.3 Traffic Analysis Attacks 

Most of the nodes in a WSN send their observation (or measures) to the base 

station. For this reason, the traffic in sensor networks has a specific pattern (so-

called many-to-one, or many-to-few) which can be exploited by an adversary.  

A potential adversary is able to obtain information concerning the topology of 
the network, the location of the base station, the behavior of the nodes, etc, by 

observing the volume and the pattern of the network traffic. The main objective 

of the attacker is to find the common paths that are used for sending information 
to the base station and to try to compromise the nodes that form part of these 

paths, in this way impeding the information to reach the base station. The 

attacker can also launch a Denial of Service attack to drain the energy from the 
nodes that are located on the common paths.  

In general, there are two possible ways for the attacker to launch these attacks: 

• He can observe the rate of packet-sending of the nodes in his vicinity, 

and then try to compromise the nodes with higher rates. 

• Another possibility is to observe the time between sending the 

consecutive packets and then follow the path of the packets in order to 

locate the base station.  
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2.1.4.4 Sybil Attack 

The Sybil attack is one of the most aggressive and elusive attacks that can affect 
on different protocols, so we dedicate it a separate section. In this attack, 

malicious nodes pretend to have multiple identities, either fabricated or stolen 

(by impersonated existing identities). This provides the possibility to affect on 
many different aspects in the network and significantly deteriorate the 

performance of the network. It can affect on routing (it can deteriorate routing 

protocols, as it surpassingly provides many routing hops, while in reality is only 
one), voting (having more identities gives it more significance in the processes 

that rely on voting, for example in trust schemes), fair resource allocation (it gets 

resources for each identity), etc. 

2.1.4.5 Attacks on Reputation Schemes 

Reputation, also known as recommendation, systems have been widely used for 

identifying selfish nodes and isolating them from the network. The main idea is 

to help the nodes in deciding which nodes they can trust and communicate with, 
so the nodes with low reputation eventually get isolated from the network. We 

will talk about reputation systems in more detail in the following chapter, but 

now we will see some of the security issues in these systems that can be 
exploited by adversaries: 

• Ballot stuffing: Compromised nodes that have false or stolen identities 

can send their output more than once. 

• Bad-mouthing: Compromised nodes can send wrong reputation values 
about well-behaving nodes and in that way lower their global 

reputation. 

• Reputation transitivity: If the case that a node did not have any previous 

contact with another node, in most reputation systems it relies on 
second-hand information, which can be altered by adversaries. 

• Sybil attack: Having multiple identities can help adversaries in 

significantly changing the reputation values of the nodes.  

• The way of assigning reputations in order to get the desired outcome is 
not very clear in general, which can be exploited by potential 

adversaries; in other words, the adversary can at the same time behave 
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within the limits of accepted behavior, and exploit the vulnerabilities 

that the reputation system is not taking into consideration. 

2.1.4.6 Other Protocol-specific Attacks 

• Attacks on data-aggregation. In order to reduce the communication 

overhead, the data that nodes collect get aggregated at certain points 

and this combined information is sent further to the base station. 
Compromised nodes can send wrong information and in that way 

affect significantly on the aggregated information. Even worse is the 

case when the nodes that perform data aggregation become 
compromised, as they can either drop the data coming from the sensors 

or send altered information to the base station. 

• Attacks on time-synchronization. In some application of sensor networks 

time synchronization among the sensors is very important (for 
example, tracking). Most synchronization protocols rely on adjusting 

the clocks of two neighbor nodes by either mutual synchronization 

(known as sender-receiver protocol) or beacon signals (receiver-
receiver protocol). In these scenarios, the main objective of an 

adversary is to deceive other nodes into believing that an incorrect time 

is accurate. In an internal attack, the attacker can present false value of 
its internal clock. On the other hand, the attacker can also launch 

external attacks: manipulation of the contents of the negotiation 

messages through message forging and replay, and delaying the 

messages exchanged in the negotiation process by means of a pulse-
delay attack. In either case, it is obvious that these attacks can 

significantly deteriorate the performance of the network. 

2.2. Common Security Techniques 

In the following we will see the common techniques deployed for securing 

sensor networks.  

2.2.1 Encryption 

As already mentioned, WSNs mainly use public wireless media to communicate. 
Eavesdropping and message insertion is straightforward in this case, as a 
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potential attacker has open access to the media. Thus, techniques like data 

authentication, shared secret key between the communication parties and access 
control properties of the sensed data. All of the previous techniques rely on data 

encryption. These techniques support the property of data confidentiality.  

Due to the limited resources, asymmetric cryptography is too costly for WSN 
applications. On the other hand, symmetric cryptography is up to four times 

faster, but pairwise keys are not a good solution in the terms of scalability. 

Global keys are especially week solution since a compromised node would 
compromise the whole network.  

These problems have paved the way to the development of the specific 

techniques that are suitable for WSN deployment. For example, TinySec [42], 
was developed as a first attempt to introduce security to the link layer of the 

TinyOS [87] suite. The main idea consists in incorporating software-based 

symmetric keying with low overhead requirements, trading off in this way 

security and efficiency. Further, Zigbee (802.15.4) standard [79] has introduced 
hardware-based symmetric keying with success. In another approach the 

researchers in [57] were investigating the possible deployment of public 

cryptography to create secure keys during network deployment and 
maintenance phases. Finally, extensive research that is also being conducted on 

topics such as key storage and key distribution [11], key maintenance [18] and 

shared key pools [23] also deserves to be mentioned at this point. 

However, although encryption solves problems of eavesdropping and 

authentication, we still have a problem if a node is compromised. In that case, 

the attacker possesses the secret key of a legitimate node, so it is able to 

authenticate itself to the rest of the nodes. Furthermore, in this way it can access 
easily to any sensitive data. Even if the node is not compromised, remains the 

problem of side channel attacks where the attacker can obtain the secret keys 

using side information, as the time it takes to perform certain operations, power 
consumption statistics, etc. Thus, encryption when deployed without any 

supporting system is not able to provide high level of security of WSNs. 

2.2.2 Secure Routing Protocols 

The routing protocol is one of the key parts in the functioning of WSNs, so 

significant research has been dedicated to its securing. Most of the research 



Unsupervised Intrusion Detection in Wireless Sensor Networks based on Artificial Intelligence Techniques  

26 

advocates for intrusion-tolerant routing protocols, rather than intrusion 

detection. In other words, a single compromised node should be able to affect on 
a small part of the network, and cannot cause the failure of the entire network. 

Intrusion tolerance design is mainly oriented to protection against two classes of 

attack that could bring down the entire network: DoS-type attacks that can flood 

entire network with data packets (bogus or replayed) to the entire network on 
one side, and on the other side routing attacks that can deteriorate the 

performances of the entire network in many ways, e.g. by propagating 

erroneous control packets containing false routing information throughout the 
network, false routing or network packet tampering.  

Secure routing protocols emerged for the need to maintain the integrity of the 

system in the presence of adversarial activities (given as attacks on routing layer 
in the previous text). Perrig et al [67] made the first attempt to design a set of 

secure protocols for sensor networks. This set designated as SPINS: (Security 

Protocol for Information via Negotiation) provides secure data confidentiality, 
two-party data authentication, and data freshness and authenticated broadcast 

for sensor network. This work has been used to secure cluster based protocols 

such as LEACH [24]. 

Karlof and Wagner [43] have provided an extensive analysis on the 
vulnerabilities of WSNs’ existing routing protocols and suggested possible 

countermeasures. The main thesis of their study is that the main reason for 

vulnerability of WSNs’ protocols is their simplicity, so they advocate that 
security should be integrated into these protocols during design time. This study 

was the basis for most of the research that followed. They propose three 

different solution principles: introducing authentication into routing [89], 
deploying geographical routing [92] or relying on existing redundancy [16]. 

Almost all of the solutions from the state-of-the-art are a combination of these 

fundamental principles. 

Although the above methods assist in providing additional security to routing 

protocols, there are security risks that should be pointed out. First of all, 

authentication relies on the premise that only a legitimate participant can have 

the secret key that enables them to validate itself to the rest of the network. 
However, it has been demonstrated [34] that, if no additional security measures 

have been taken, a sensor node can be compromised within one minute. On the 

other hand, the attacker can use side-channel attacks [45],[46],[58] in order to 
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obtain the secret keys. In both cases, the attacker posses the secret keys necessary 

to authenticate itself, so the authentication is not a solution that can provide high 
level of security. One of the most cited solutions, INSENS [16], uses message 

authentication to guarantee the integrity of the messages combined with multi-

path routing which assures that the messages reach the base station even in the 
presence of attackers. Few attacks on this solution have been reported [44], e.g. a 

malicious node generates a fake ROUTE REQUEST message and assures that the 

message reaches other sensor nodes before the legitimate ROUTE REQUEST 
message. This can result in setting the malicious node as their parent node, 

which provides it the possibility to affect on the network packets and the way 

the messages will be routed to the base station. Furthermore, a malicious node 
might also include fake path(s) when forwarding the request message to its 

neighbors. It may not even forward the request message at all. 

On the other hand, protocols that rely on Geographic Forwarding (GF) and 

Implicit Geographic Routing (IFG) have gained lots of attention due to their low 
overhead. However, there are security risks associated with these techniques, 

e.g. a compromised node can report false location information, resulting in 

suboptimal routes, misrouting, packet loss etc. Both GF and IGF based protocols 
are vulnerable to Sybil attack. IGF based are also vulnerable to a kind of DoS 

attacks that consist in recording and relying either RTS (Request To Send) 

message or CTS (Clear To Send) response. Under these circumstances, the 
communication channel may not be available for other legitimate traffic. 

In order to overcome the above issues, an IGF-based solution called SIGF (Secure 

IGF) [92] is proposed. The proposed solution consists of three levels of security, 

each one adding new security features, but additional overhead as well. For this 
reason, higher levels are activated only upon detecting attacks, with the aim of 

always having minimal active security protection. However, this method has 

some deficiencies. The highest level of security, SIGF-2, employs authentication 
methods that suffer from the problems stated above. Furthermore, in [93] was 

demonstrated that in the cases when a malicious node has at least two 

downstream accomplices, while the first one behaves normally (it only forwards 
the packet to other malicious nodes), SIGF-2 is not able to detect such an attack.  

A combination of authentication and geographic routing is given in [86]. The 

objective of this proposal was to overcome the issues of INSENS given above. 
For that reason, they deploy one-way key chains to identify a message 
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originating from the base station. However, this proposal suffers from the 

deficiencies of both authentication and GF-based protocol. 

2.2.3 Reputation 

Reputation-based framework presented in [28] is one of the most efficient 

solutions for WSNs’ security presented up to now. It provides a scalable, diverse 

and general approach for detecting and countermeasure for anomalous 
behaviour that can be a result of either compromised or defective nodes. 

Furthermore, it has been designed in a way that corresponds well to the 

limitations of the nodes. In the following section we will see the reputation 
systems and their alternatives in more detail. There are many different 

definitions of trust and reputation, but in essence trust is a belief about future 

behaviour that one participant in the network holds in others and it is based on 
its own experience, thus its main characteristic is subjectivity. On the other hand, 

reputation is considered to be the global perception of the behaviour of a node 

based on the trust that others hold in it, thus considered to be objective 

This framework is based on the reputation and trust of the nodes which are 

constantly being updated according to the behaviour of each node. In this way, 

any sort of interaction with the nodes that have low reputation will be avoided 

which eventually leads to their elimination from the network. The reputation 
and trust values that a node holds about its neighbourhood are being constantly 

updated and are based both on its own experience when interacting with these 

nodes and the experience of others. Unfortunately, this makes the reputation 
system prone to “bad mouthing” attack, in which a compromised node can 

deliberately propagate incorrect negative ratings about good nodes and in that 

way eliminate them from the network. The same authors give a potential 
solution to this problem that consists in transmitting only positive ratings to 

other nodes, but this degrades the performances of the reputation system. The 

vulnerabilities of reputation systems have been given in the previous text. 

2.2.4 Other Countermeasures for Different Attack Types 

In this section we will see common countermeasures that have been deployed 

for the different attacks types given in the previous text. 

Some of the countermeasures for side-channel attacks used in both traditional 
and embedded systems mainly consist in randomizing the values that attacker 
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use in order to avoid regularities that provide information. The most common 

measures are the following: 

• Randomization of power consumption; 

• Randomization of the execution of the instruction set; 

• Randomization of the usage of register memory; 

• CPU clock randomization; 

• Introduction of fake instructions; 

• Introduction of bit splitting of sensitive information. 

Randomization can also be a good countermeasure against traffic analysis attack, 

as well as the introduction of multiple paths in routing, probabilistic routing and 

the introduction of fake messages.  

Common defences against jamming attacks rely on some form of spread 

spectrum (frequency hopping or code spreading) that minimize the impact of 

the RF interference.  

Some of the solutions for coping with link-layer attacks include using collision 

detection techniques, modifying the MAC code so as to limit the rate of requests, 

and using smaller frames for each packet. 

The proposed solutions to Sybil attacks include: radio resource testing which 

relies on the assumption that each physical device has only one radio, random 

key predistribution which associates the identity of the node to the keys 
assigned to it and validate the keys to see if the node is really who it claims to be, 

registration of the node identities at a central base station, position verification 

which makes the assumption that the sensor network topology is static. 

Securing localization is a requirement for secure geographic routing. 
Furthermore, it may also help in solving problems such as the wormhole attack 

and the Sybil attack. Concerning the wormhole attack, if a route consists of two 

consecutive nodes that are distant in geographic location, it may draw suspicion 
on the reliability of this route [32]. Regarding the Sybil attack, a concentration of 

nodes in a small geographic area is suspicious.  

The measurements obtained from the sensors are aggregated in a certain way in 
order to get a global picture of the phenomenon that is being observed. One 
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compromised sensor can skew the aggregated value and in that way 

compromise the whole network. The case is even worse if a compromised node 
is used as an aggregator, as very often some of the nodes take over the 

aggregation role. These are the nodes that communicate directly to the base 

station. In this way both power and bandwidth consumption are considerably 

reduced. If an attacker can influence on the aggregated value, it can significantly 
change the real observation of the outer world. 

The main countermeasure to this consists in using resilient aggregation 

functions that are able to discover and report forged reports through 
demonstrating the authenticity of the data. Wagner [90] established a technique 

in which the aggregator uses Merkle hash trees to create proof of its neighbours’ 

data, which in turn is used to verify the correctness of the collected data to the 
base station. Another approach [20], takes advantage of the network density by 

using the aggregator’s neighbours as witnesses. It is also possible to reduce the 

amount of traffic heading to the base station by using Bloom filters to filter out 
the false aggregations [95].  

Many sensor network applications need to have information about precise time. 

These applications include forming a low-power TDMA (Time Division Multiple 

Access) radio schedule, suppressing redundant messages by recognizing 
duplicate detections of the same event by different sensors etc. If an adversary 

has the opportunity to misuse the underlying time synchronization protocol, all 

time-dependant functionalities can be affected. Thus, it is very important to 
provide secure time synchronization. An approach that offers a solution to this 

issue is presented in [27]. In this work the authors propose a handshaking 

protocol for pairwise sender-receiver synchronization. They further extend the 
basic idea into a protocol for secure group time synchronization for which they 

demonstrate that is resilient to attacks from external attacker as well as to attacks 

from a subset of compromised group nodes. 

Finally, tamper-resistant hardware can be added to the nodes that perform 

special operations, such as key management, time synchronization, etc. In this 

way, the secret keys (or event the whole data) are protected from tampering. 

However, even in this case the nodes remain vulnerable to physical attacks. 
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2.3. Detection Framework Based on Trust and Reputation 

2.3.1 Introduction 

Trust and reputation have recently been suggested as an effective security 

mechanism for open and distributed environments (Ad Hoc networks, WSNs, 

P2P networks, etc.). In essence, the nodes that do not behave properly (according 
to the established policy of “proper” behaviour) will have low reputation, so the 

rest of the nodes will avoid any collaboration with them, which is equivalent to 

its isolation from the network. Extensive research has been done on modelling 

and managing trust and reputation where it has been demonstrated rating trust 
and reputation of individual nodes is an effective approach in distributed 

environments to improve security, support decision-making and promote node 

collaboration [28], [40], [69].  

There are many different definitions of trust and reputation, but in essence trust 

is a belief about future behaviour that one participant in the network holds in 

others and it is based on its own experience, thus its main characteristic is 
subjectivity. On the other hand, reputation is considered to be the global 

perception of the behaviour of a node based on the trust that others hold in it, 

thus considered to be objective [10]. The common way of defining value of trust 
is using policies or credentials, so a node that behaves according to the 

established policy system will have high reputation and vice versa.  

Alternatives to reputation systems can be incentive systems [3], where it is 

advantageous for the nodes to act in a way that the resulting global welfare is 
optimal. In these systems the nodes receive some sort of payment if they behave 

properly. The incentive approach usually give rise to game-theoretic approach 

[68], which is probabilistic approach where it is assumed that all the players are 
completely rational and have complete knowledge of the system. These 

assumptions allow the computation of Nash equilibrium and consequently the 

set of behaviours for the peers that guarantee maximum payoff. Rational peers 
have no reason (in other words, incentive) to deviate from the equilibrium 

behaviour. However, these systems do not address malicious nodes and random 

failures.  
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2.3.2 Implementation Aspects of Reputation Systems 

Reputation systems can be described using six distinguishing aspects, or 
dimensions [4]: target, representation, method, management, computation and 

purpose. The main difference between them consists in their target and their 

purpose. For example, targets can be users in online systems such as eBay, peers 

in P2P networks, nodes in sensors or Ad Hoc networks, etc. Purpose in essence 
comes from the necessity of trusting human users, software agents or machines 

that provide various services in order to protect systems from malicious 

activities, get and encourage quality service, etc, with the objective of creating 
more robust systems. 

However, all of them have in common two main parts: processing that can be 

further divided into formulation of the reputation (representation, management 
and method fall into this component) and the reputation calculation, and the 

second part dedicated to its propagation to the rest of the network (Figure 2) 

[36]. The exact implementation of these aspects depends on the application and 
its environment, but they all share the same fundamental principles which we 

will see in more detail in the following. 
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Figure 2. Reputation System Dataflow 
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Information Processing. The objective of a reputation system is to establish proper 

reputation metrics, such that the calculated reputation value based on the 
observed information reflects correctly the aspects of the behaviour that are 

important for the system. Thus, we can distinguish two important parts in 

information processing: formulation and calculation. 

a. Formulation. In essence, this refers to the conceptual definition of the 

metrics that transforms the data obtained from the system into a suitable 

representation of reputation. The definition can be explicit mathematical 
formulation or implicit description, both yielding to the final reputation 

value. This part is critical, as any flaw in its design can be exploited by 

adversaries. Furthermore, it should be aware of the main objective of the 
system as whole and its separate participants. In addition, bearing in 

mind the issues that can occur when dealing with false identities 

(presented in the previous chapter), it is important to know the identity 

model, i.e. the facts such as can IDs change, how they are created and 
modified, etc. 

The input to the reputation algorithm is raw data obtained from the 

system. This data can be obtained manually as a human feedback (eBay 
[73] for example) that is qualitative by nature. Thus, the task of the 

formulation module is to define the proper way of transforming the 

qualitative response to a quantitative one. Input information can also be 
obtained from direct or indirect observation of different system aspects. 

The examples of direct information can be an observation that a certain 

node has forwarded the information or not, different measurements of 

resource utilization by neighbours, etc. If this information is obtained 
second-hand, i.e. from other participants in the system, they are called 

indirect observations. Indirect information is often used when there is no 

direct information available, or to further refines the reputation. 
However, this implies the need of trusting the node that provides 

second-hand information, which introduces a weak point that can be 

exploited by adversaries. 

Reputation granularity should also be considered. In other words, nodes 

often do not have only one role in the system, e.g. nodes in sensor 

networks provide sensed data, but also participate in routing. For this 
reason, it might be a good idea to relate each behavioural aspect to a 
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separate reputation value. In this way, if a node provides false data, but 

participates correctly in routing, its data should be discarded, but should 
be considered as a possible routing hop if the calculated route that 

includes it is more energy-efficient, as this benefits the self-sustainability 

of sensor networks.  

Regarding information type, reputation systems can use positive events, 
i.e. evidence of correct behaviour, or negative events, i.e. evidence of 

incorrect behaviour, or both. The choice mainly depends on the 

applications, but in general relying only on positive or negative 
information can limit the flexibility of the reputation system.  

The most important part of the formulation component is the 

mathematical description of the reputation. This value can be either 
deterministic, i.e. it can give a certain value from the defined range or set, 

or probabilistic which defines a probability of correctness or 

incorrectness of a node. Regarding the deterministic value, it can be 
expressed as binary, e.g. 0-incorrect, 1-correct, discrete with various 

levels of reputation that provides higher flexibility as different activities 

can correspond to different levels or continuous. Risk of interaction with 

a certain node and importance of the reputation value in that specific 
interaction are two important factors that can be assigned to reputation. 

These factors can further improve the robustness of the system. This is 

especially the case when a reputation threshold that separates correct and 
incorrect behaviour is to be established.  

An important decision is also the assignment of initial reputation values. 

In other words, the question is should all the participants be completely 
trusted from the start or should they gain their trust during time? The 

absolute trust can provide higher opportunities for the attackers to 

launch their malicious activities, while in the opposite case the complete 
inclusion of new non-malicious nodes can take some time and deteriorate 

the performance of the system. Thus, it is obvious that some kind of 

trade-off should be decided, which depends of the current state of the 

network and its goals.  

Temporal dimension can also be included in reputation formulation, i.e. 

the idea that reputation changes over time. This allows detection of well-
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behaving nodes that at one point start to misbehave and also allows the 

misbehaving nodes to “redeem” themselves. Another timing concept that 
exists in reputation systems is “fading”, i.e. the evidence received in the 

past is taken with less weight, in this way having less impact on current 

reputation values. This mechanism also encourages redeeming, but also 
allows faster reputation decreasing in the case a participants starts 

behaving improperly. Furthermore, the objective of the system and its 

participants can change over time, so the reputation system should be 
aware of this dynamics. 

Finally, a reputation system can be established as either symmetric, 

where the reputation values are global and same for each node, or 
asymmetric where each nodes has its own reputation values of other 

nodes. 

b. Calculation. This segment is the concrete implementation of the 

formulation component. If receives input signals defined in formulation 
and produces reputation values as defined by the formulation. However, 

systems usually exhibit various limitations, e.g. limited resources of the 

nodes in sensor networks. Furthermore, it has to be resilient to any 
malicious activity that can subvert its correct functioning. Therefore 

calculation is extracted as separate aspect as it has to consider all the 

limitations and has be resistant to all the attacks in order to make the 
proper implementation of the reputation system defined by formulation. 

Regarding the organization of the calculation component, it can be 

organized as either centralized or distributed. Centralized solutions 

usually do not have problems with limited resources. However, they 
introduce single point of failure, so the security of the central authority 

has to be guaranteed. Furthermore, this solution has problem with 

scalability since the addition of new participants can affect on its 
performances. 

On the other hand, distributed calculation exhibits proper scaling and it 

avoids single point of failure. However, distributed calculation of global 
reputation can be more complex. Furthermore, in systems like sensor 

networks we are dealing with limited resources. All this provides more 

possibilities for subversion than in the case of centralized solution, so 
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addiction efforts during the process of designing distributed reputation 

systems have to be made in order to minimize the vulnerabilities.  

From the point of view of calculation approach, reputation systems can 

be deterministic or probabilistic. Deterministic systems calculate their 

output relying on actual values read from the sources. If the cases where 

global reputation is necessary (defined as symmetric systems in the 
previous text), deterministic calculation becomes impractical if there are 

too many participants, mainly because the calculation of the global 

reputations cannot be performed in timely fashion. It can be only 
practical in the number of participants is low or in the case of asymmetric 

systems where each participant has its own reputations of the nodes in its 

neighbourhood. 

Probabilistic approach was introduced to overcome the limitations of the 

deterministic. This approach relies on the probabilities that a participant 

will behave in a certain way. These probabilities are usually concluded 
from the historical events. Along with the output probability of the 

behaviour, these systems also have to provide error range within which 

the output is valid.  

Dissemination. The calculated reputation values have to be accessible to all 
interested parties. Furthermore, the propagation of reputation values should be 

secured from any modification. These are the responsibilities of the 

dissemination component of the reputation system.  

Dissemination can be performed in centralized or distributed manner. 

Centralized dissemination assumes that a central authority is responsible for 

storing and disseminating all reputation values. It is assumed that the central 
authority has significant resources, so it can store even historical values that can 

be beneficial, e.g. for detecting attacks on the reputation systems itself. However, 

it introduces single point of failure, so any compromise of the central authority 
can have serious impact on the reputation system. On the other hand, in 

distributed dissemination each participant is responsible for propagation of 

certain part of the calculated values. This solution does not suffer from single 

point of failure, but is inherently more vulnerable to subversion. For this reason, 
distributed systems often deploy mechanisms such as cryptography, data 

redundancy, etc.  
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Other two important aspects of dissemination that deserve further explanation 

have been mentioned in the previous caption. The first one concerns the type of 
storage and the time of storing the values. In general, it can be beneficial to store 

reputation values in permanent storages and during longer periods of time in 

the cases when the available resources allow it. 

Another important aspect is dissemination redundancy. The level of redundancy 

is often defined as a trade-off between resilience to subversion and efficient 

storage and/or communication. Redundancy can be deployed in storing the 
same value on different location or in sending redundant message that contain 

reputation data. Furthermore, the reputation of the same component can be 

calculated in more than one location and final value can be obtained in different 
ways, such as majority voting or weighted average.  

2.3.2.1 Use of Reputation Information 

The information about reputation of participants can be used in different ways, 

depending on the design and the purpose of the reputation system. In general, 
the idea is to avoid any contact with the low-reputation participants, e.g. discard 

the data that it provides or discard any request that comes from it. Other 

possibility is to connect it to the key management system or other privacy-
related mechanisms, so the keys of untrusted entities can get revoked. In any 

case, untrusted entities eventually become isolated from the system. 

Furthermore, services such as secure location and intrusion detection systems 
can benefit from the existence of a reputation system, either by using the output 

of the system in the process of decision-making. They can also provide valuable 

information to the reputation system. 

2.3.3 Review of Reputation Systems for WSNs 

The area of reputation systems and trust management for sensor networks has 

gained lots of interest in the recent past, but its development is still in its early 

stage. As previously mentioned, trust management has previously been 
deployed for Ad Hoc or P2P networks. Yet, WSNs exhibit specific features (e.g. 

limited resources) that should be taken into consideration when designing a 

trust management system and are not covered by the existing solutions for Ad 
Hoc or P2P networks. Thus, it is obvious that although WSNs exhibit certain 

similarities with Ad Hoc and P2P networks, specific trust management should 
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be developed for them. In the following we will see an overview on state of the 

art in the area of trust management for WSNs.  

The first published work that proposed a system for establishing trust and 

reputation [28] appeared in 2004 and it had major influence on the future work. 

The reputation is assigned by a watchdog mechanism that in this work consists 

of three parts, but it can be extended. One of the parts (WMRouting) monitors the 
data forwarding behaviour of the neighbouring nodes by keeping the radio 

active in the promiscuous mode whereas another (WMData) checks for outlier 

detection by observing the consistency (both spatial and temporal) of raw 
sensing data among the neighbouring nodes. WMData requires knowledge 

about the spatial-temporal correlation in the underlying physical process which 

has to be learned by collecting extra data samples over time, but no 
implementation detail of this part is provided. Reputation is calculated using 

beta function on the cooperative and non-cooperative interactions between two 

nodes. On the other hand, trust is calculated as statistical expectation of the 
probability distribution representing the reputation between the two nodes. 

Timing emphasis, called aging in this work, is also taken into consideration in a 

way the old cooperative and non-cooperative factors are taken with a certain 

weight that decreases with time when recalculating new factors. When 
recalculating these factors, second hand information is incorporated in the way 

defined by the Dempster-Shafer theory. The reputation information is 

maintained locally, i.e. each node maintains the reputation of the nodes that are 
within its broadcasting range. Even if some application requires instant 

reputation information of a distant node, it can be established dynamically at 

runtime using the chain of trust relationships between neighbouring nodes. 
Thus, using terminology introduced in the previous chapter, we can say that the 

reputation formation in this system is based on both automatic direct data and 

calculated data, both positive and negative instances of the monitored behaviour 
are taken into consideration, there is strong temporal emphasis and finally 

reputation metrics is probabilistic. For this reason, we can also say that the 

reputation calculation is also probabilistic. Reputation information is maintained 

locally, so no dissemination is assumed. 

The articles that followed started to appear in 2005. These first solutions mainly 

monitor communication properties and assign reputation based on features such 

as forwarding properties, rate of sending attack etc. One of the solutions is 
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presented in [39]. In this work the main objective is to filter out malicious data 

sent from the compromised nodes, with the assumption that the data coming 
from the compromised nodes will be inconsistent with the normal data. Other 

main assumptions are that the location of the nodes in known (nodes are 

equipped with GPS), the time is synchronized throughout the network and 
sensors are deployed with high redundancy. The network is divided into grids, 

in a way that the signal range of each sensor can cover the grid. In this way each 

sensor can monitor the data within the grid and look for the nodes that provide 
different information than its own when it should be the opposite. Other aspects 

taken intro consideration are aforementioned consistency factor, battery life, i.e. 

remained life time of the battery, and the ratio of the number of successful and 
failed communication with the aim of punishing selfish nodes. The final trust is 

calculated as weighted sum of the previous factors. Thus, this work takes into 

account different aspects of the network behaviour, but it involves them in the 

single trust value. The trust value is further used by the aggregator, which does 
not consider the data coming from the low-reputation nodes for the calculation 

of the aggregated value. Thus, using terminology introduced in the previous 

chapter, we can say that the reputation formation in this system is based on 
automatic direct data, mostly negative instances of the monitored behaviour are 

taken into consideration, there is no temporal emphasis and finally reputation 

metrics is deterministic and continuous. For this reason, we can also say that the 
reputation calculation is also deterministic. Reputation values are sent to the 

aggregator, so the dissemination process is deterministic. We can also say that 

there is implicit redundancy, as most of the nodes fall within several grids, so 

their activities will be examined by several other nodes. 

Another example from the same year is given in [94]. In this work the similar set 

of features considering communication proprieties (forwarding correctness, 

packet rates, correctness of incoming packets, etc.) is followed. However, they 
introduce additional feature that consists in checking whether the cipher text can 

be decrypted into meaningful plaintext. This provides the possibility of 

detecting tampered packets. All these properties are taken with a certain weight 
in the calculation of the final value. They further provide four levels of trust, 

where each level has assigned response, the idea here being to adapt the 

response to the level of threat at the same time minimizing the resource 
consumption. Regarding second hand information, it is taken into consideration 
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only if it is coming form the nodes with the highest level of trust. Thus, 

according to the established terminology, we can say that the reputation 
formation in this system is based on automatic direct data, both positive and 

negative instances of the monitored behaviour are taken into consideration, 

there is no temporal emphasis and finally reputation metrics is deterministic and 

discrete. The reputation is calculated in the neighbouring nodes and the 
reputation information is also consumed by them, so there is no real reputation 

dissemination.  

Following the important solutions from the year 2005, one more should be 
pointed out because it is the first solution that offers a way of integrating a 

distributed reputation system into the sensor network that provides minimal 

cost and latency [9]. In essence, the solution consists in a group of mobile agent 
issued by a trusted authority. The agents are launched in the first phase called 

network initiation in a broadcasting manner, where each node forwards a replica 

of the agent to the next node. The second stage is called service offering, and each 
agent is in charge of calculating the reputation of the host node at specific 

moments of time (temporal emphasis), and also sending the reputation of its 

host node to the agents that reside on other nodes when asked. The agents share 

symmetric key in order to be able to communicate. In this way, the reputation 
dissemination is maintained on the local level, thus minimizing the 

communicational overhead. However, the exact way of calculating the 

reputation is not presented. 

One of the pioneer works on the subject [81] appeared in 2006. It proposes a 

hybrid solution, i.e. not completely centralized nor completely distributed. This 

is achieved in the following way: the base station holds the reputation of each 
group, which is the average reputation of the nodes that belong to the group and 

is calculated and sent to the BS by each cluster centre. According to received 

value, the BS considers the group with all its nodes as trusted, untrusted or 
uncertain. However, within each group the nodes know the reputation of each 

other, and it is calculated based on the successful and unsuccessful interactions 

of each node, both with their weights. Second-hand reputation information is 

considered when calculating the final reputation value. Again, using the 
introduced terminology, we can say that the reputation formation in this system 

is based on automatic direct data, both positive and negative instances of the 

monitored behaviour are taken into consideration, there is temporal emphasis 
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and reputation metrics is deterministic and continuous within each group, while 

it is deterministic and discrete on the global level. The reputation calculation is 
also deterministic. 

In [13] a task based trust management system for WSNs is proposed, where 

different trust is assigned to different task. The system is organized in 
distributed manner, where each node has its watchdog that is monitoring 

activities of the nodes in its neighbourhood. The information used for calculating 

reputation is based on packet forwarding activities of the nodes, where separate 
reputation value is assigned to each activity. No second-hand information is 

used in order to avoid bad mouthing attack. Each watchdog has three main 

parts: monitoring, that is in charge of monitoring aforementioned packet 
forwarding activities, reputation handling, that counts positive and negative 

instances of the tasks, and trust handling part, that calculates reputation values 

based on Bayesian formulation, i.e. using beta function, and also includes 

previous information with an aging factor. Thus, using terminology introduced 
in the previous chapter, we can say that the reputation formation in this system 

is based on automatic direct data, both positive and negative instances of the 

monitored behaviour are taken into consideration, there is strong temporal 
emphasis and finally reputation metrics is probabilistic and continuous. For this 

reason, we can also say that the reputation calculation is also probabilistic.  

Reputation values are broadcasted, so the dissemination process is deterministic. 
We can also say that there is implicit redundancy, as most of the nodes fall 

within several areas, so their activities will be examined by several other nodes. 

During the year 2007 the trend in designing trust and reputation systems moves 

towards the inclusion of statistical techniques and also one of the information 
sources used for calculating reputation becomes the sensed value that sensor 

report to the BS. One of the examples is given in [60]. In this work the nodes 

examine the reported sensed value of a node in its neighbourhood, which should 
be very close to its own assessment. The difference between the two values, i.e. 

the error of the first one, is assumed to be a random variable modelled as normal 

Gaussian distribution with known standard deviation (τ) that is equal for all the 
nodes. The reputation value that one node assigns to other is also given by 

normal distribution function, with the standard deviation
k

τ  where k is the 

number of reports issued by the node that is being examined. Second-hand 
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information is included using Bayes theorem of including expert opinion theory. 

Finally, trust value is calculated as a probability that the expected error is less 
then a certain value (ε). Thus, using terminology introduced in the previous 

chapter, we can say that the reputation formation in this system is based on 

automatic direct data, only positive, i.e. normal behaviour is taken into 

consideration, there is strong temporal emphasis and finally reputation metrics 
is probabilistic. For this reason, we can also say that the reputation calculation is 

also probabilistic. The way of disseminating reputation information is not 

specified in the work. 

Another solution from the same year is presented in [70]. This solution is 

focused on maintaining the integrity of the network having in mind the possible 

malfunction of the nodes, which is the result of a failure and not of the malicious 
activities. The solution is also energy aware, since the level of the deployed 

redundancy is adapted dynamically based on the confidence the nodes have in 

each other. Trust value is based on context, which in this work assume 
examining consistence in sensor readings, consistence in routing and 

aggregating data, all being applied in the previous work. Each node overhears 

the communication of the nodes in its neighbourhood and compares the sensed 

value with its own. Each overheard value has its weight that decreases with 
time. However, since this value can be skewed for various reasons, instead of 

relying on Bayesian approach, the authors choose to establish a confidence 

interval around the weighted average value based on the standard deviation and 
student – t distribution, and afterwards it is checked if the reported sensed value 

belongs to the confidence interval or not.  

Furthermore, it checks if the node has properly forwarded the data, so as to 
conclude that the data is being routed in the proper direction. Finally, it 

observed the aggregation properties of a node, where we can distinguish two 

different cases. The first is one where a node is close enough to a neighbor to 
overhear all aggregation communication, i.e. inputs and outputs, and simply 

checks if the aggregation function is performed properly. The second and more 

complex case is where the aggregation behavior of a node is to be evaluated for a 

node that is far enough away not to be able to overhear all its inputs, in which 
they rely on nodes that can compare the result of multi-path propagation 

schemes for data aggregation.  
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In this work the nodes also examine the possibilities of other nodes to assign the 

proper trust values. The main reason for this is that the second hand information 
can be taken only from the nodes that are known to assign the proper trust 

values. In the similar way as before, the node establishes a confidence interval of 

its calculated trust values based on the risk it is willing to take, and if the trust 
falls into the interval, its opinion is taken into consideration.  

Thus, using terminology introduced in the previous chapter, we can say that the 

reputation formation in this system is based on automatic direct data, both 
positive and negative instances of behaviour are considered and there is strong 

temporal emphasis. However, the exact way of calculating the trust value or the 

way it is disseminated and used in the network is not provided. 

Another example is given in [31]. In this work the authors propose incorporation 

of trust in sensors networks where there are a number of servers that provide 

different services to the nodes. Rather than assigning reputation to the nodes, 

they propose to assign reputation to the routing paths that lead to the servers. 
Furthermore, since each server can provide various services with different 

quality, separate reputation values are assigned to each service, even if the 

services share the path. Ant colony algorithm is deployed to this end and the 
pheromone trace is taken to be the trust value for each path. The idea of the ants 

is to that the pheromone traces deposited by the ants that have already traversed 

a certain path should help following ants to find the most trustworthy server 
through the most reputable path all over the network. Path quality is updated 

locally, which is carried out every time an ant moves from one node to another, 

while global updating is only applied on those edges belonging to the best path 

found at the moment by all ants. The path quality further depends on the 
percentage of all the ants that have taken it and is inversely proportional to the 

length of the path, as shorter paths are considered to be better since less energy 

is consumed in this case.  

In the following year (2008) the research is directed towards obtaining solutions 

that introduce low overhead to the network. One of the solutions is given in [51]. 

In this work the authors propose to establish a set of nodes, called monitoring 
nodes and monitoring backbone, exclusively dedicated to monitoring the nodes 

in their neighborhood. The existence of the monitoring backbone in a way they 

cover the complete network is guaranteed by the graph theory, namely the 
connected dominating set. If a node from the monitoring set wants to enter the 
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sleep mode, it will send the information to the closest monitoring nodes. In the 

similar fashion, when mobile nodes change their position, their new manager 
asks the old one about their reputation, so their reputation does not have to be 

recalculated. Concerning the reputation calculation, they use beta function on 

the number of positive and negative instances of the behavior, while it is not 

defined what exactly positive or negative behavior is. The second hand 
information is used, but only after performing the deviation test. Dissemination 

is performed via monitoring nodes: If a sensor node has a neighbor which 

belongs to the jurisdiction of a different monitor, then it requests that its 
manager provide it with the required information.  The requesting node’s 

manager then contacts the requested node’s manager to obtain this information 

and provide it to the requesting node. 

Another solution published the same year evaluates if the nodes in the 

neighborhood have tampered with the packets, i.e. it checks if the message that 

it has send towards a node in its neighborhood has been altered and updates the 
number of positive and negative instances of this behavior. If the number of the 

negative instances surpasses the established threshold value, the nodes 

broadcast the message that the node has become untrusted and the rest update 

their trust table accordingly. 

Following the statistical approach from the previous year, in the year 2008 

solutions that use entropy for measuring trust between two entities start to 

appear, since it is considered to be the natural measure of uncertainty. One of 
the solutions is presented in [37]. The nodes assign probability values to other 

nodes and their actions (different actions can have different probabilities) 

according to their behavior during time. The calculation of entropy provides 
natural and easy integration of second hand information and trust propagation. 

The entropy-based reputation continues to be interesting during 2009. In [54] the 

authors present a lightweight solution that introduces low overhead in the 
communications. This is provided by dividing the network into layers, so the 

nodes in the upper layers hold the cluster reputation of the clusters in the lower 

layers. If the reputation of a cluster is low, the cluster centre is responsible for 

detecting the malfunctioning node. The first step in calculating reputation is the 
calculation of the probability of successful receiving of a packet between two 

nodes, which has also included the aging factor. Afterwards, the entropy is 

calculated using this probability, and the final reputation is based on the 
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entropy. The cluster reputation is based on the reputation of each node and their 

area of trust. When a sensor node is a leaf-node, its area trust is set to 1; when a 
sensor node is a cluster head, its area trust is related to the structure of the 

cluster and the trust of the cluster head to each cluster member. Again, using the 

introduced terminology, we can say that the reputation formation in this system 
is based on automatic direct data, both positive and negative instances of the 

monitored behaviour are taken into consideration, there is temporal emphasis 

and finally reputation metrics is probabilistic. For this reason, we can say that 
the reputation calculation is also probabilistic. 

In [47] authors proposed a protocol called TibFit which adds trust indices to the 

nodes in order to provide high fault tolerance rate in the network where the 
nodes report the occurrence and location of events. The trust of the nodes is 

calculated in the sink, i.e. cluster head, and is quantitative measurement of 

fidelity of the previous event reports. No second-hand information is considered 

for trust calculation. In the case of a wrong report, the trust is exponentially 
decreased. In order for the cluster head to make a decision based on the reports, 

it considers cumulative trust of the nodes that uphold certain decision, in the 

way that the final decision is based upon the report submitted by the group of 
nodes with the highest cumulative trust. In this way, the network is able to 

function properly even if great majority of the nodes is faulty. The authors also 

assume that it is possible to compromise the cluster head, so there are shadow 
cluster heads that perform the same task and react when their decision is not in 

concordance with the decision of the cluster head, so a level of redundancy is 

introduced. Again, using the introduced terminology, we can say that the 

reputation formation in this system is based on automatic direct data, both 
positive and negative instances of the monitored behaviour are taken into 

consideration, there is temporal emphasis and finally reputation metrics is 

deterministic and continuous. For this reason, we can say that the reputation 
calculation is also deterministic. Finally, there is no dissemination of the trust 

values, as it is used only by the cluster heads. 

2.4. Intrusion Detection 

Since there are many ways that a potential attacker can use to break into a WSN, 

either by breaking the keys [45],[46],[58], or exploiting existing vulnerabilities, it 

is evident that a second line of defence has to exist that would detect existing 
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attacks, mitigate their influence and eventually remove them from the network. 

Moreover, the network has to be protected from the attacks that cannot be 
known in advance. These systems are already well known from general purpose 

network security as intrusion detection systems. Yet, we cannot adopt the 

existing solutions that were successfully deployed for the aforementioned 

networks due to the specific nature of WSNs. Also, the existing solutions for Ad 
Hoc networks cannot be deployed in the case of WSNs, mainly due to the fact 

that these solutions assume that devices have unlimited resources. Thus, 

additional efforts have to be dedicated in designing intrusion detection systems 
that are compatible with the WSNs, above all in terms of limited resources. 

Furthermore, these networks usually do not have an authority (network 

administrator, for example) that can be the final arbiter in deciding whether an 
event is an intrusion or not, so an intrusion detection system for WSNs has to be 

able to function in autonomous manner. In the following a review of the most 

important ideas in intrusion detection for WSN field will be given. The aim is to 
give typical examples and observe their limitations, rather than to provide 

extensive state of the art in the field. 

2.4.1 Basic Characteristics of Intrusion Detection Systems for 

WSNs 

In the following we will give the most important characteristics of the intrusion 

detection systems as well as the classification that can be made according to 

these characteristics: 

• Basic classification technique: signature-based that look for specific 

signature (byte sequence, header fields) of an attack, or anomaly-based 

(or statistical-based) that use some statistical technique to define 

“normal” state(s) and look for deviations from this state; 

• Architecture: IDS can be centralized, where a single point (usually base 

station) monitors the whole network, distributed, where all nodes or a 

group of nodes monitor the network, or hybrid, where every group has 
a node that monitors the rest of the nodes. 

• Installation point. We can conclude from the previous characteristics 

that an IDS can be installed on each sensor or on a certain group of 

nodes in the case of the distributed architecture, or on each cluster 
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centre in the case of hybrid architecture, and finally on the base station 

or a special node in the case of centralized architecture. 

• Target Scope. IDS can target one layer of the protocol stack (most target 

either the network or the application layer), or it can be multilayer 

targeting many layers at the same time. 

• Attack scope. IDSs can be designed to detect certain group of attacks or 

they can detect attacks in general. 

• Cooperation. In the case of distributed and hybrid architectures nodes 

can cooperate in detecting intrusions, or they can report directly to the 
base station. 

2.4.2 General Schemes for Intrusion Detection 

One of the pioneer works dedicated to designing intrusion detection systems for 

WSNs is given in [77]. In this work the authors begin with presenting the 
reasons why the existing intrusion detections systems for Ad Hoc networks 

cannot be deployed for WSNs and advocate the necessity for designing intrusion 

detection systems specially adapted to WSNs. They further propose a general 
architecture of IDS for WSN which they prove to be energy efficient. Their 

architecture is distributed and consists of local and global agents that reside on 

each node. Local agents are working all the time, i.e. when the sensor where it 
resides is active, while the global ones are being activated from time to time in 

order to decrease energy consumption. Their role is also different. While local 

agents monitor the activities and the information of their sensor, the global ones 

watch over the communications of their neighbours. For this reason, they 
introduce a new technique, named spontaneous watchdog, where some nodes 

are able to choose independently to monitor the communications in their 

neighbourhood. This research has raised many important questions and has 
been used as a starting point in many works that followed.  

Another article that was among the first published in this area is presented in 

[14]. The work is dedicated to detecting certain group of attacks that are specific 
for WSNs. For this reason, they define certain features whose values are 

significantly different in the presence of one of the attacks. Succeeding values of 

the features are stored in buffers (optimal buffer size is very important as it 
affects on the false alarm rates). Afterwards they define set of rules composed of 
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the previous features. Fulfilment of a rule means that an attack is detected. All 

the attacks are related to the irregular message transmission, so the only events 
they consider are data message listened to by a monitor that the message is not 

addressed to, and message collision when the monitor tries to send a message. 

The global IDS they propose is decentralized, which means that the nodes 

themselves look for the security breaches defined by the rules, but each of them 
examines the behaviour of one of the neighbour nodes. It is believed that this is 

the fastest way to detect a security breach. Although the described system is 

capable of detecting only a small number of attacks, the presented strategy can 
be followed in order to detect other types of attacks.   

A similar approach that appeared nearly at the same time is given in [66]. Again, 

the detection system is distributed and the nodes look for anomalies in the 
behaviour of their neighbours. Yet, they use different features, only two: receive 

power and packet arrival rate. Again, they store the succeeding values of the 

features in separate buffers. Using these features they can detect two types of 
attacks: node impersonation and resource depletion. A novelty of this work 

consists in a cooperation model between the detectors. According to this model, 

when a node detects an intruder, it notifies its relevant neighbours that the 

corresponding node is corrupted. If a node (A) receives certain (fixed) number of 
notifications about anomalous behaviour of another node (B), A declares B as 

corrupted although it wasn’t qualified as such by its own detection algorithm. In 

this way the knowledge about the intruder is being spread rapidly, impeding it 
to spread its malicious activities throughout the network. However, this 

approach is vulnerable to “bad mouthing” attack mentioned before. The authors 

do not present a possible solution to the issue. 

The first thorough approach is offered in [26]. In the beginning the authors state 

the requirements that an IDS for WSNs has to accomplish in order to provide 

high level of security. These requirements are: localize auditing, minimize 
resources, trust no node, be truly distributed and be secure. Similar to the 

previous two described approaches, the authors define the features and the rules 

whose fulfilment means security breach. The rules are defined manually, as 

sensor nodes do not have enough resources to execute a learning algorithm. The 
novelty of this work consists in the definition of the cooperation between 

detectors, i.e. watchdogs. The behaviour of each node is examined by few other 

nodes that reside in the same communication area. If a majority of the 
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watchdogs claim that certain node is malicious, that node is either revoked or a 

message about security breach is sent to the base station. The exact number of 
watchdogs has to be larger than the number of nodes that can be captured by an 

adversary in the specific area in order to guarantee the success of the proposed 

scheme. They also assume that there is a possibility for the node that sends 
information about security breaches (collector node) to the base station to be 

corrupted. In order to secure the transmission of security-related information to 

the base station, other nodes overhear the message that the collector sends to the 
base station. In this way it is assured that correct information is sent forward.  

The same authors follow the previous idea in [48] and [49] in order to design 

LIDeA: A Distributed Lightweight Intrusion Detection Architecture for Sensor 
Networks. The idea is enhanced in a way that now, when the activities involved 

in an attack fall beyond the scope of one IDS component, the audit data collected 

from different places must be forwarded to a central location for analysis. In 

sensor networks such a location could be the base station, or a specific node can 
be assigned for this role if it is necessary to reduce the communication overhead. 

This node can be fixed from the beginning, or various nodes can take over this 

role at certain points. The authors give detailed description of the parts that 
make the system, including the key exchange during the voting process. They 

also provide solutions to possible attacks that can be launched against their 

system. In total, this is the most mature work published in the area of intrusion 
detection for WSNs, although lacking in adaptability and generality since it 

constantly needs to add manually crafted rules in order to detect new attacks. 

2.4.3 Machine Learning Techniques Deployed for Intrusion 

Detection in Wireless Sensor Networks 

Some of the authors in the articles mentioned above claim that machine learning 

techniques are not suitable for sensor networks due to significant computational 

resources that these techniques involve. However, few articles that deploy 
certain learning process for intrusion detection of WSNs have been published. 

Some of them are detailed in the following. 

An approach that looks for unusual fluctuation in temperature measurements is 
proposed in [17]. The authors deploy self-organized criticality to train the 

probability transition matrix in hidden Markov model (HMM) in order to model 

normal transitions in temperature. Self-organized criticality is meant to link the 
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multitude of complex phenomena observed in nature to simplistic physical laws 

and/or one underlying process. The detection system announces the presence of 
an intruder if the difference between a measurement and its expected value, i.e. 

the output of the trained HMM, exceeds some predetermined threshold value. 

The proposed system requires minimal processing and data storage, so it is very 

suitable for WSNs application.   

Some learning techniques are proposed to support an IDS in [2]. An IDS is just 

defined as a system that defends sensor nodes from intrusions without entering 

into details. The rationale of the article is that an IDS is not able to defend all the 
nodes at once, thus it needs to concentrate on the most critical ones. For that 

reason, the authors propose three different schemes for identifying the nodes 

that need protection. In the first scheme they formulate attack-defence problem 
as a two-player, nonzero-sum, non-cooperative game between an attacker and a 

sensor network. In the second scheme they introduce Markov decision process 

which in the beginning observes the system and learns the behaviour of the 
attacker, and afterwards tries to decide which node needs protection. If it 

protects the same node that attacker wanted to attack, there is a high probability 

for the attack to be unsuccessful. But if the attacker attacks a different node than 

the sensor node that the IDS is protecting, then all the chances are for the attack 
to be successful. In the third scheme they use the traffic load as metric. The IDS 

chooses to protect the node which has the highest amount of traffic load. At the 

end they compare the performance of each of the approaches, and show that the 
game approach is the most successful one in anticipating which of the nodes 

needs protection.  

A distributive approach that deploys emotional ants is proposed in [6]. The ants 
are mobile agents that look for attack traces in the network. These agents are 

embedded in each sensor in the network and they act as cooperative peers who 

not only monitor their hosts and the sensor network traffic for possible attack 
signatures but also monitor their peers in the case they have been compromised 

by attackers. The objective is to detect early signs of attacks. The ants placed in 

the network are programmed to follow certain rules that depict possibilities of 

attacks and to track the changes in the path that observes. Once an ant detects 
suspicious behaviour, it can communicate the characteristics of the path to other 

ants in the process called pheromone balancing. During the same process an 

alert can be sent to the base station or to the central intrusion detection system if 
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the one exists. Thus, this is another approach whose main objective is the 

support to intrusion detection process in the terms of early identification of 
attacks.  

A substantially different approach is presented in [41]. In this article the authors 

propose centralized rather than distributed approach where an SVM (Support 
Vector Machine) algorithm is deployed for learning normal behaviour and it is 

executed by the base station. In this way the nodes do not consume any 

additional power for the process of intrusion detection. The proposed IDS uses 
routing information in the vicinity of the base station of the network and raises 

alarms based on the vector whose features are bandwidth and hop count. The 

IDS is trained as one-class SVM classifier using only attack-free data, from which 
can be concluded that the main objective of the learning algorithm is to learn 

normal behaviour, and then detect deviations from the established behaviour. 

The authors report high efficiency of the algorithm when deployed on their 

simulation data. However, the main deficiency of this approach is its being 
trained on attack-free data, which cannot be guaranteed in most of the cases.  

In [91] a novel approach called SNAIS (Sensor Network Artificial Immune 

System) is described. This work represents an IDS approach for sensor networks 
that deploy directed diffusion routing protocol. The work is inspired by the 

danger theory and the Dendritic Cell Algorithm (DCA). The authors also 

introduced a new attack on sensor networks employing the Directed Diffusion 
routing protocol. The attack highlights a general vulnerability in sensor network 

protocols that rely on caches with limited capacities to keep track of state of the 

network. The principal rationale for deploying this approach consists in high 

level of resemblance between artificial immune systems and sensor networks. 
For example, both systems function in highly distributed manner with many 

small units that have limited resources and are prone to failure. Danger theory 

does not assume only antigen detection, as not all antigens have to be malicious, 
but they also have to exhibit certain adversarial activity during which they 

transmit certain signals that can be detected. For that reason, the authors define 

few “danger signals” that can be deployed to detect an adversary. Furthermore, 
the presence of both antigen and a combination of danger signals can initiate an 

immune response. Regarding DCA, there are two types of dendritic cells: mature 

and immature. Activation of a mature cell means that an attack has been 
detected and this further initiates the proper countermeasure. On the other 
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hand, activation of an immature corresponds to normal behaviour and no 

further measures are necessary. This work has demonstrated that a lightweight 
detection system using an analogy of the immune system by exploiting signals 

derived from system behaviours is useful and effective. 

Finally, a framework for machine learning based intrusion detection system for 

WSNs is proposed in [97]. According to the authors, the most appropriate model 
for intrusion detection systems is the distributed model, where each sensor has a 

local agent composed of two parts. The first part is called Local Intrusion 

Detection Component (LIDC) and analyzes local features to detect if the node is 
being attacked from the outside. The second part is called Packet Intrusion 

Detection Component (PIDC) and its task is to monitor the nodes from its closest 

neighbourhood that were found suspicious by the LIDC. This decision is the 
result of the security-consumption trade-off, bearing in mind that monitoring all 

the nodes from the neighbourhood would assume high power consumption. The 

alerts are forwarded to the base station. In the same way as in the articles 
described in the previous text, the authors define certain features whose value 

changes significantly in the presence of an attack. Again, the features are 

deployed for constructing the rules that define security breaches. Only this time 

the rules are not manually created, as they are the output of the learning process. 
For this purpose, the authors deploy SLIPPER, a confidence-rated boosting 

algorithm. According to this algorithm, the confidence of the evolved rules is 

being constantly updated: if a rule is asserted, its confidence will grow, and if it 
happens to be false, the confidence value will fall. In the case that more that one 

rule is accreted, the detection system chooses to trust the one with the highest 

confidence level. Although the authors do not provide any testing results, the 
proposed architecture is distributed, lightweight and adaptable, and as such can 

be a good starting point for further research. 

2.4.4 Intrusion Detection Systems for Detecting Attacks against 

Routing Protocols 

A field of intrusion detection that has raised special interest in the security 

community is the detection of attacks launched against routing protocols. Some 

of the examples are given in the previous text. Few more are given in the 
following.  



 

53 

One of the first published articles on the subject that deploys a learning 

algorithm in intrusion detection process is given in [53]. The only assumption 
the authors make is that each node has sufficient power and resources to 

perform the computation required for intrusion detection, although they admit 

that this might not be applicable for all sensor networks. The main task of the 
work is to detect attacks launched against routing protocols. In the same way as 

in the previous articles, this one starts with defining 12 features that are 

important in distinguishing routing attacks from normal traffic. The novelty is 
that they don’t give manually generated rules for detecting intrusions, but 

deploy fixed-width clustering algorithm whose entrance are 12-element vectors 

made of the established features. The main assumptions of the work are that the 
samples of malicious traffic are statistically different form the samples of normal 

traffic and that malicious traffic occurs less frequently than the normal. This 

assumption enables them to establish the difference between the “normal” and 

the “malicious” groups that are results of the training process. Being statistically 
different, the samples of normal and malicious traffic will belong to different 

groups. Further, they assume that the group(s) that contain greater number of 

elements are “normal”, while the groups that contain much less number of 
elements are “malicious”. Based on these facts, during detection if an instance of 

the traffic belongs to a “normal” group, it is claimed to be normal and vice versa. 

The authors at the end demonstrate high efficiency of the proposed system. 

In [64] the authors present an effective system for detecting sinkhole attacks in 

WSNs. The proposed algorithm is executed on the base station (BS) and consists 

of two parts. By observing consistent data missing from an area, the BS may 

suspect there is an attack with selective forwarding. For this reason, the BS 
applies certain statistical methods. In this way it can detect the nodes that are 

affected by the attack. The next step is to detect the root cause of the attack. In 

the area invaded by a sinkhole attack all network traffic flows toward the same 
destination, which is compromised by the intruder. Due to the missing 

information, some paths of the network flow information may be broken. The BS 

may obtain more than one path of network flow information. The attacker 
should be at the root of the longest path, as it attracts most network traffic. The 

authors also address the problem of possible multiple malicious nodes and give 

possible solutions in the terms of key establishment and path redundancy.  
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A hybrid approach for detecting routing attacks is given in [32]. This work 

deploys the previously mentioned general approach proposed in [77]. Each 
sensor has a local and a global agent that are activated at certain moments of 

time. The local agent monitors the packets that the sensor sends and receives, 

while the global one monitors the neighbourhood. Each sensor stores two 

databases: one contains the information about the neighbour nodes, and the 
other the information about malicious nodes. When the sensor node is first 

deployed, its internal malicious node database contains few predefined rules in 

global agent. These rules help monitor nodes detect some common 
misbehaviours and specific attacks on routing protocols. The databases will be 

filled as new malicious activities are being detected. When a sensor node 

receives a packet from a sensor in the networks, if the intermediate sender node 
is in its signature list, which means the packet comes from a malicious node, and 

then the sensor node drops the packet. A global agent in each sensor node 

collaborates with other global agents in order to detect anomalies in their 
neighbourhood. When an agent detects a security breach, it sends an alert to its 

cluster head. If the cluster head has received more than the predetermined 

number of alerts about the same node, it declares the node as malicious and 

propagates the rule to the nodes that belong to the same cluster group. The 
authors further provide the possibilities to detect an intruder based on the 

number of monitor nodes and the threshold value for declaring a node to be 

malicious. Although this approach has been designed to detect attacks launched 
against routing protocols, it can be deployed for detecting any other attack 

group.  

2.4.5 Other Specific Solutions 

Many published articles on intrusion detection are concentrated on protecting 

certain aspect of WSNs, rather than providing general solutions. For the purpose 

of illustrating different possibilities of security breach and thus different scope 

for IDS application, few of these examples are detailed in the following. 

In [72] an IDS for securing Media Access Control (MAC) in WSNs is presented. 

In the similar manner as described before, the authors define certain features: 

packet collision ratio, probability of data packet successful transmission, data 
packet’s waiting time and RTS (Request to Send) packet arrival ratio. Again, 

these features help in detecting limited number of attacks: collision, exhaustion 
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and unfairness attack. The authors deploy a detection functions whose output 

values calculated over the above features give the probability of an attack. If the 
probability is greater that established threshold value, the detection system has 

detected an attack. The next step is called the defence system and consists in 

countermeasures to reduce the effects of attackers on the network. The 
countermeasures mainly consist in forcing the nodes to switch to sleep mode for 

a period of time.  

It has already been mentioned in the previous text that in some applications of 
sensor networks is very important to know the location of the sensors. In [19] the 

authors provide a solution to secure localization of sensors based on anomaly 

detection. The solution is called LAD: Localization Anomaly Detection for 
Wireless Sensors. It is assumed that each sensor has a predetermined location 

area that is known at the moment of deployment. The authors assume that 

sensor distribution within the predetermined area assumes Gaussian (normal) 

distribution, although any other distribution can be assumed for the same 
purpose. Afterwards they carry out the localization determination according to 

some of the common methods (for example, using the beacon nodes if they 

exist). The strategy consists in checking whether the derived location is 
consistent with deployment knowledge. If the level of inconsistency between the 

two is greater than some predetermined threshold value, the detection system 

indicates that an intrusion has occurred. The authors also present possible 
attacks to their scheme and give the countermeasures to corresponding attacks. 

2.4.6 IDS Summary 

We will summarize the previous intrusion detection systems and techniques 

according to the characterization of these systems given in the section 2.4.1. The 
summary is given in Table I. 

From the table we can conclude the following: most of the presented solutions 

use distributed rather than centralized detection system; most of them advocate 
cooperation between the nodes, while there are few that do not find it necessary; 

there are both single layer and multilayer solutions; some of them try to detect 

attacks or suspicious behaviour in general, while the majority has limited attack 
scope. Thus, the main drawback of the existing solutions is the fact that the 

majority of them can detect limited scope of attacks. Even if the attack scope can 
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be extended, it has to be performed by a human, which does not provide 

response in a timely fashion. 

Features IDS 

Centralized [41],[64]  

Distributed [77],[14],[66],[26],[49],[49] 

[2],[6],[91],[97],[53],[32],[72]  

Architecture 

Hybrid [17] 

Signature-based [14],[26],[49], [49],[97] Classification 

Anomaly-based [66], [17],[6], [41],[91],[53]  

Each node [77],[14],[66],[6],[97], [53],[32],[72]  

Cluster heads [17] 

Installation 

point 

Central point [41],[64]  

Single layer [14],[66],[41],[91],[53],[64],[32],[72]  Target scope 

Multilayer [77],[17],[6],[97] 

Single attack or 

group of attacks 

[66],[41],[91],[97],[53],[64],[32], [72] Attack scope 

Attacks in general [17],[6] 

Yes [6],[91] Cooperation 

No [41] 

Table I.  Summary of presented IDSs 

2.5. Conclusions 

The summary of this chapter is depicted on the Figure 3 and Figure 4. Figure 3 

presents attacks on the node based on the targeted layer, as well as the most 

important countermeasures that have been deployed. On the other hand, Figure 
4 presents attacks launched on the communication stack layer, giving the most 

important ones on each layer from the OSI, with the countermeasures that have 

been deployed in order to mitigate these attacks. 
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Figure 3. Attacks on Functional Layers and their Countermeasures 

This chapter has presented the security requirements of WSNs. Furthermore, 

attack taxonomy that will be followed in the rest of the work is given and the 

typical attacks and security breaches have been detailed. In continuation the 
common techniques used for securing WSNs have been presented. The main 

conclusion is that in order to provide continuous operation of the network, the 

core protocols of the network (routing, aggregation and time synchronization 
when critical) have to be secured. 

The initial solutions were dedicated to the techniques that either prevent attacks 

from entering the systems, or increase the effort of an attacker to compromise a 
node. In this way, the attackers with limited resources are prevented from 

compromising the systems. Yet, in the case of more powerful attacks, these 

techniques work up to a certain point and the attacker eventually manages to 
enter the system. Even tamper-resistant hardware is not capable of providing 

uninterrupted operation since it is vulnerable to physical attacks. 

Hence, since the attackers are always capable of finding the way to enter the 

systems, it is necessary to add intrusion detection as second line of defence 
against adversaries in WSNs. The summary of the most representative solutions 

from the state of the art is given in Table II. The review of the existing intrusion 

detection techniques for WSNs provides the most important requirements 
imposed by the environment that these systems have to accomplish: the solution 

has to be scalable due to constant changes of the environment, it has to assume 

minimal resources in the terms of both computation and power consumption 
and it has to be aware that no node is to be trusted. We can observe from the 

Table I. that majority of the solutions are distributed and implemented on each 

node, which offers many advantages, such as proper scalability and faster 

response time, bearing in mind distributed nature of WSNs. However, most of 
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them have limited scope, which makes them vulnerable to the attacks of 

different types. On the other hand, the incorporation of many IDSs with limited 
scope would assume substantial overhead. Thus, we can identify a lack of the 

solutions that are general enough to cover wide range of attacks. This will be one 

of the main tasks of this thesis. 
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Figure 4. Attacks on Communication Stack Layers and their 
Countermeasures 

On the other hand, the review on machine learning based techniques upholds 
the idea that these techniques offer higher level of flexibility and adaptability to 

the changes of the environment. Furthermore, in reality we often have to deal 

with incomplete information and noise, and the security requirements 
themselves are often fuzzy and incomplete. Machine learning techniques are 

known to cope well with these sorts of problems, which is the main reason they 

are becoming part of the security solutions, even the commercial ones [1]. 
However, these techniques usually have high resource consumption. Thus, a 

proper manner of integrating this technique into WSNs or an efficient method to 

implement them should be found in order to decrease resource consumption. 
Regarding the feature vectors used in the reviewed solutions, all of them deploy 

a set of features that can help discovering only known attacks. Yet, the 

experiences from network security tell us that the attackers are always capable of 

designing new sorts of attacks that have never been seen before. Hence, a way to 
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describe the features that could be deployed for describing attacks generally 

should be found. This thesis will try to provide answer to this question as well. 

 [Krontiris

09] 

[Kasplantis07] [Yu08] [Loo06] [Hai07] 

Signature      Classification 

Anomaly      

Limited      

General      
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Table II.  Summary of the representative solutions 
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Chapter 3 
Principles of the Proposed Solution  
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3. Principles of the Proposed Solution 

3.1. Overview 

In this work we propose to couple a reputation system with self-organizing map 

(SOM) and unsupervised genetic algorithm (GA) detecting intrusions, where the 
reputation values are based upon the decision by SOM or GA with no 

information regarding reputation obtained from other nodes. However, SOM 

and GA agents are not the only agents of reputation system. The reputation 
system relies also on other ways of calculating reputation, e.g. beta-reputation. 

The main idea here is to add SOM and GA in order to enhance the reputation 

system in the terms of detection and faster reaction to adversarial activities. 

Reputation takes values from 0 to 1, 0 standing for no trust in the entity and 1 for 
the absolute trust. In essence, the algorithms examine temporal and spatial 

coherence of the nodes, i.e. detect changes that should not occur during the 

normal processing, and decrease the reputation values of nodes that exhibit 
suspicious behavior. In this way, the reaction of the intrusion detection system 

consist in assigning low reputation to suspicious nodes which renders them 

isolated from the rest of the network, as rest of the nodes will avoid any kind of 
interaction with low-reputation nodes. Regarding redemption and secondary 

response, we adopt the following idea: as soon as a node exhibits suspicious 

behavior, its reputation is decreased in a timely fashion; on the other hand, if a 

malicious node starts behaving properly, its reputation increases for small 
amounts until it has been behaving properly for sufficient period of time. In the 

following text the approach will be explained in more detail. 

This approach offers many advantages. Since it does not use reputation 
information from other nodes, it is resilient to bad-mouthing attack which is one 

of the main vulnerabilities of standard reputation systems. Furthermore, it 

confines attacked nodes faster while relying on much lower node redundancy 
than standard reputation systems, which is demonstrated in our work [61]. 
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3.2. Feature Extraction and Formation of Model 

3.2.1 Introduction 

The presence of attackers should not compromise the integrity of the network, 
i.e. the network should be able to continue working properly. To be able to do 

this, the main objective is to protect the core protocols of the network: 

aggregation, time synchronization and routing.  

Aggregation is affected by changing sensed values of the nodes in a way that the 

aggregated value becomes skewed and the information it provides is different 

from the reality. Even worse is the case when the node that performs the 
aggregation gets compromised, when the attacker is in a position to significantly 

change the value that sends to the sink. On the other hand, time synchronization 

can be very important in some applications where time is critical, e.g. control of 
power or nuclear plants. Thus, if an attacker can affect on the clock of the 

processors or introduce delays in data transmission, the damage can be severe. 

Efficient routing also forms an important part of the system. Any kind of 

malfunction can degrade the performances of the network. As routing is not 
deterministic and is decided on the fly, all the nodes in a WSN can participate as 

routing hops. Thus, compromised nodes can affect on the routing of the 

information from sources to the sink in various ways, e.g. it can drop all the 
packets (blackhole), it can always route through the same node with the aim of 

exhausting its battery, it can relay the information to other distant parts of the 

network (wormhole) or it can create routing loops and advertise false routes.  

Thus, bearing in mind the abovementioned sensor redundancy, we believe that 

spatial and temporal characterization of the data, as well as the characterization 

of the paths used in routing can be of great importance in discovering 

manipulated data and/or compromised nodes. Any major data inconsistence 
can be connected to malicious data manipulation. Furthermore, if introduced 

any kind of delay to data transmission, it can be detected by spatial 

inconsistence.  

On the other hand, routing paths significantly different from the rest can be the 

evidence of attacks on routing protocols. We can conclude this from the 

following. Routing attacks can be divided into two main groups. The first group 
is composed of the attacks whose main objective is to compromise the routing 
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protocol, and they usually do it by spoofing or altering the data stored in the 

routing tables of the nodes. Thus, the resulting routing paths will be different 
from those used in a normal situation. On the other hand, the attacks that belong 

to the second group have the objective of tampering with the data. In the fist 

step the attacker wants to establish the nodes owned by him as attractive routing 
hops, so the majority of the data will pass through these nodes, and thus could 

be tampered with. Examples of these attacks are sinkhole, wormhole, blackhole, 

etc. In the case of wormhole for example, two nodes that are not within each 
other’s radio range result in consecutive routing hops in routing paths, which is 

not possible in a normal situation. From these examples we can see that the 

assumption about the attacks resulting in routing paths different from those that 
appear in normal situation is reasonable. Thus, in this case we want to detect 

temporal inconsistencies in paths used by each node. 

The first step in deploying any machine learning technique is to define the 

model of the phenomenon that is being observed and map it to a vector space. 
The model consists of certain number of characteristics, i.e. features that describe 

all possible aspects of the phenomenon. Furthermore, in our case it is essential to 

be able to distinguish normal from anomalous behaviour. The feature sets 
deployed in the state-of-the-art mostly include those features whose values are 

known to change under the influence of an attacker, or are known to be weak 

spots. Relying on these features only the known attacks or their variations can be 
detected. Furthermore, it assumes that an attacker can exploit only the known 

vulnerabilities, but the general experience is that vulnerability is detected after 

being exploited by an adversary.  

Following the idea that the attacks on the core network protocols will 
demonstrate themselves as temporal and spatial inconsistencies in sequences of 

sensed values and/or routing paths, we deploy temporal and spatial models of 

sensors’ output and the routes they deploy to send the output to the sink using 
n-grams. Temporal model is defined for each sensor, while spatial model 

considers groups of close sensors. Each n-gram in temporal model consists of a 

predefined number of successive sensor values, while an n-gram in spatial 
model consists of outputs of all the sensors that make the group. Therefore, the 

features are the n-grams and the feature values are the number of occurrences or 

the frequency of the corresponding n-gram during a certain period of time. 
Considering that number of n-grams is not constant within consecutive periods 
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of time, clustering algorithms deploy methods for measuring distance between 

sequences presented in [75]. 

Thus, the feature extraction process maps the space of possible sensor outputs to 

the high-dimensional space of real number vectors. Formally expressed, feature 

extraction process maps the space of sensor outputs ℑ  (in most general case is 

the space of real numbersℜ ) to a vector space nℑ  (in general nℜ ). It is obvious 

that the cardinality of the set of possible vectors can be huge since each unit of 

an n-gram can assume any real number (the cardinality of the space is nℜ ). 

However, given the expected coherence, in a realistic case this space is rather 

sparse i.e. ℑ  is a rather small number, so we are not expecting to have to deal 

with high-cardinality vector spaces. In the following we will explain in more 

detail both modeling of the sensor outputs and the routes used to send the data 

to the sink. In the Chapter 6 we will see how can this way modeling be useful for 
detecting attacks.  

3.2.2 Common Solutions 

In Table III. we can see feature sets deployed in the common solutions presented 
in the survey of the Chapter 2. It is obvious that these feature sets are created 

bearing in mind the violations or changes that can happen in the case some of 

the known attacks occurs. Yet, the experience and the knowledge gained from 
general network security have taught us that the attackers are capable of 

creating new sorts of attacks that do not change the values of the features 

monitored in the process of intrusion detection. Thus, the feature sets such as 

those presented in the Table III. are useful in the cases of known attack. 
However, as new attacks emerge, these sets would have to be expanded with the 

features which abnormal values can detect an attack. The only way to do this is 

by human interaction, which in the case of WSNs often cannot be performed in a 
timely fashion. For all these reasons, it is necessary to design feature sets that 

provide the possibility of detecting wide range of attacks, including the new 

ones. 
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Solution Feature Set Attack Scope 

[14] - Time between two consecutive 
messages 

- Forwarding behavior 
- Payload integrity 
- Forwarding time 
- Retransmission of the same message 
- Radio transmission range 
- Number of collisions 

- Negligence, exhaustion attack 
- Blackhole,  selective forwarding 
- Attacks that change the contents 

of the message 
- Delay attack 
- DoS 
- Wormhole, helloflood 
- Jamming rule 

[66] - Receive power 
- Packet arrival rate 

- Node impersonation  
- Resource depletion 

[26] - Number of messages dropped 
- Rate of packet loss 

- Wormhole 
- Selective forwarding 

[41] - Sliding window of bandwidth and 
hop count 

- Selective forwarding 

[97] - CPU usage 
- Memory usage 
- Changes on storage 
- Packet collision ratio 
- Packet delivery waiting time 
- RTS packets rate 
- Neighbor count 
- Routing cost 
- Power consumption rate 
- Sensing reading report rate 
- Distribution of packet type 
- Packet received signal strength 
- Sensing data arrival rate 
- Sensing reading value changing ratio 
- RTS packets rate 
- Packet drop ratio 
- Packet retransmission rate 

- Wide range of attacks 

[53] - Number of Data Packets Received 
- Number of Route Requests Received 
- Number of Route Requests Sent 
- Number of Route Requests Dropped 
- Number of Route Request Replies 

Received 
- Number of Route Request Replies 

Forwarded 
- Number of Route Request Replies 

Sent 
- Number of Route Errors Received 
- Number of Route Errors Sent 
- Number of updates on the Route to 

Base Station 

- Attacks on routing protocol 
(tested on periodic route error 
attacks and sinkhole) 
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- Mean of Hop Count to Base Station 
- Standard Deviation of Hop Count to 

Base Station 
[72] - Collision Ratio 

- Probability of Data Packet Successful 
Transmission 

- Data Packet’s Waiting-Time 
- RTS Packets Arrival Ratio 

- Collision attack 
- Unfairness Attack 
- Exhaustion Attack 

Table III.  Deployed Feature Sets in the Existing Solutions 

3.2.3 Modeling of Sensor Outputs 

In modeling sensor outputs, we establish our features as n-grams, i.e. sequences 
of sensor measurements of size n. We have two data models: temporal and 

spatial, which capture temporal and spatial consistence in data produced by 

each sensor or a group of close sensors. The value of each feature can be either 
its occurrence or its frequency during a predefined period of time. The temporal 

model is established for each sensor. For example, we will take the following 

sequence: 

1   1.2   1.23   1.22   1.1   1.56   1.78     6   7   1   1.2    1.23 

If we fix the n-gram size on 3, we extract all the sequences of size 3 each time 

moving one position forward. In this way we can observe the following 
sequences and the number of their occurrences and frequencies within the time 

window 

Features (n-grams)                        Values 

1         1.2            1.23               -   occurrence 2, frequency 0.2 
1.2      1.23          1.22               -   occurrence 1, frequency 0.1 

1.23    1.22          1.1                 -   occurrence 1, frequency 0.1 

1.22    1.1            1.56               -   occurrence 1, frequency 0.1 
1.1      1.56          1.78               -   occurrence 1, frequency 0.1 

1.56    1.78          6                    -   occurrence 1, frequency 0.1 

1.78    6               7                    -   occurrence 1, frequency 0.1 
6         7               1                    -   occurrence 1, frequency 0.1 

7         1               1.2                 -   occurrence 1, frequency 0.1 

In this work, we will take the frequency value as this permits us to vary the 
period of time for which we can establish our model on the fly. Thus, the sum of 

the feature values is always equal to 1. In our algorithm this characterization is 
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performed in predefined moments of time and takes the established amount of 

previous data, e.g. we can perform the characterization after every 40 time 
periods based on previous 40 values. 

The spatial model is defined in similar fashion. Each of the n-grams used to 

characterize the spatial model consists of the measurements of the 
corresponding group of sensors taken in different instances of time, in the way 

presented in Figure 5. (A, B and C are different sensors and the values given for 

each of them are the measurements sent in consecutive instances of time, n=3 in 
this case). The groups are formed of a certain predefined number of sensors close 

in space that should give the same output. This is established according to their 

history, i.e. the sensors that have been giving the same output in the past will 
belong to the same group. Before placing each sensor to a group, we have to get 

the confirmation from the server that the sensor still remains in the network 

(sensors can enter and leave the network at any moment). In this way, we avoid 

false anomaly reports. 

Figure 5. Spatial Model 

3.2.4 Modeling Routes 

We deploy the same principle for characterizing routes that a node has been 
using to send its sensed data to the sink. For example, if during the 

characterization time, the node has used the following paths for routing its data 

to the sink: A-B-C-S – 3 times, A-D-E-F-S – 2 times, A-B-E-F-S – 1 time (A – the 
node that is sending the data, B, C, … - other nodes in the network, S- sink), we 

can characterize the routing with the following n-grams (n=3): ABC, BCS, ADE, 

DEF, EFS, ABE and BEF. In all of the routes, the n-gram ABC occurs 3 times, BCS 
– 3, ADE – 2, DEF- 2, EFS – 3, ABE – 1, BEF – 1. The total number of n-grams is 

15, so dividing the values given above with 15, we get the frequencies of each n-

gram which are the values that we assign to out features, i.e. n-grams. 
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3.2.5 Optimal n-gram Size 

Intuitively, it is clear that as the size of the n-gram grows, the amount of 
provided information also grows. On the other hand, the size that is too big may 

lead to overfitting, a common problem in machine learning, when the model 

instead of generalizing, starts capturing properties that are particular of training 

data. Furthermore, as the n-gram size grows, the amount of storage space it 
occupies also grows, and this amount is very limited in the case of WSNs. Thus, 

the optimal size of an n-gram deployed in a particular case is a tradeoff between 

these properties. In the following chapters solutions based on different n-gram 
size will be presented in order to illustrate the performance based on different n-

gram sizes. 

3.2.6 Distance Function 

From the characterization presented in the previous text we can conclude that 

the size of the extracted vector that characterizes a sequence during a certain 

period of time can change from one period to another. For this reason, we cannot 

use common distance functions that assume vectors of the equal size, so we 
follow the model presented in [75]. In essence, this model is designed to 

calculate the distance between two sequences. We have elected this one (among 

all given in [75]) since it is proven to be the most efficient in terms of the absolute 
execution time. In the following we give the pseudo code for calculating 

distances in our model: 

function DISTANCE(X,Y : Array) : R 

s ←e, i ←1 

while i ≤ |X| do 

 x ← X[i ], found=0, j =1 

 while j ≤ |Y| do 
  y←Y [ j ] 

  if n-gram[x] =n-gram[y] then  

   s ←s +d(val[x], val[y]) 
   found=1; 

j ← j +1 
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        end while; 

        if found=0 

  s ←s+d(val[x],0) 

       i ←i +1 

  end while; 

 

    j =1 

   while j ≤ |Y| do 

 y ← Y[j ], found=0, i =1 

 while i ≤ |Y| do 
  x←X [ i ] 

  if n-gram[x] =n-gram[y] then  

   s ←s +d(val[x], val[y]) 
   found=1; 

i ← i +1 

        end while; 

    end while; 

        if found=0 

  s ←s+d(0, val[y]) 

       j ←j +1   

return s 

 

In the code val[x] stands for the feature value (either occurrence or frequency, as 

explained in the previous text), and the distance function d in this work is the 

Manhattan distance. Having in mind that in our case two vectors do not 
necessarily consist of the same features, we can make the following assumption: 

the feature that does not exist in the first vector while exists in the second (and 

vice versa) actually exists with the value equal to 0. In this way, we get two 
vectors of the same size. For this reason, the deployed distance is equivalent to 

Manhattan distance. 
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3.3. Detection of Intrusions 

The achievement of our IDS is based on the following two important 

assumptions: 

1. The adversary can capture only limited number of nodes, which means that 

the most of the output data produced by the sensor nodes is normal. If this is not 

the case, it means that the adversary has become very powerful, so he is able to 
subvert any protocol in the network, which would require for the network re-

initialization. 

2. Output data produced under the influence of an adversary are statistically 
different form the output produced during the normal operation of the network. 

For this reason, we establish the detection of anomalies in data as outlier 

detection (the definition of outliers is rather fuzzy, but it is considered that an 
outlier is an observation that lies an “abnormal” distance from other values in a 

random sample from a population, in other words extreme points in data cloud). 

If any of these assumptions is not fulfilled, our model is not able to work 

properly. 

As mentioned before, we treat attacks as data outliers. Since we want to avoid 

any preprocessing of the training data (e.g. labeling, extraction of “clean” data, 

etc.), we limit ourselves to unsupervised techniques, i.e. clustering. There are 
two possible approaches for detecting outliers using clustering algorithm 

depending on the following two possibilities: detecting outlying nodes or 

detecting outlying data that belong to non-outlying nodes. For the first case, we 
calculate the medium distance of each node to the rest of the nodes (or its closest 

neighborhood) (MD). In the latter case, we calculate quantization error (QE) of 

each input as the distance from its group center. Mathematically it can be 
expresses in the following way: 

( ) ( ) ( ) 2
xxx vQE −= φ                                              (1) 

( )
2

11

11
)( ∑

=

−=
N

iN
MD imxvx                                   (2) 

where ( )xφ stands for the current input converted to feature vector, v(x) is the 

winging node, N1  is a number less or equal to N (the number of clusters) and mi 
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are the nodes, i.e. cluster centers. Another possibility to define MD is the 

maximum of its distances to the nodes from its closest neighborhood: 
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Hence, a node whose average distance is greater than those of the rest of the 

nodes is considered to be outlying node and all the inputs that belong to it are 
considered to be anomalies. On the other hand, even if the node to which the 

current input belongs is not outlying, e.g. outlying data is too sparse so the 

formation of outlying node(s) is not possible, if its QE value is greater than the 
rest of the QE values from the same node, it is considered to be the proof of the 

anomaly of the current input. 

In our case, this works in the following way. The important points necessary for 

the understanding of the principle are the formation and the update of cluster 
centres on one side, and the deployed distance function on the other. In the 

beginning, cluster centres are initialized with random n-grams extracted from 

the training data. In the centre update process, if the current input has an n-gram 
that does not exist in its corresponding centre, that n-gram is added to the 

features of the centre. In this way, after the proper training, the centre will have 

all the n-grams that have occurred in the inputs that belong to it. We also ponder 
the values of the features, so as the sum always remains 1. (The same goes for 

the inputs by definition). This becomes very convenient from the point of view 

of the distance function , which is equivalent to Manhattan distance after making 

the following assumption: the feature that does not exist in the first vector while 
exists in the second (and vice versa) actually exists with the value equal to 0, 

since we can say that it occurs with 0 frequency. In this way, we get two vectors 

of the same size and the distance between the centre and an input is between 0 
(when they are formed of the same features with the same feature values) and 2 

(when the features with the values greater than 0 in one are completely 

different). In the same way, if the set of the features of one it the subset of the 
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feature set of the other, the distance will be between 0 and 1. Regarding the 

attacks, it is important to notice that, for the reasons described in the previous 
text, they change the distribution of the extracted n-grams, and often add new, 

previously unseen ones. 

Thus, if the training is performed properly, the established cluster centres will 

have all the n-grams that occurred in the inputs that belonged to them. In during 
the testing, different n-grams occur in an input, that can happen when the node 

starts sending data significantly different than before or starts using different 

routs to send the data, the distance, which is the QE value defined previously, 
between it and its corresponding centre will be greater than 1. This can serve as 

evidence of abnormal activities happening in the node or in its routing paths. It 

is also a typical case when the training is performed with clean data, i.e. with no 
traces of attacks in the training data. On the other hand, if there were adversarial 

activities during the training, in the proper training process the abnormal data 

will end up in its own clusters. For the same reasons as before, the median 
distance from these nodes to their closest vicinity, i.e. the MD value will be 

greater than 1.  

However, as false positives are possible in machine learning, both temporal and 

spatial characterizations have to agree that a node is compromised in order to 
declare it compromised. In this way we reduce the number of false positives. 

Although false positives in this case are not such a big issue due to sensor 

redundancy, its number should be minimized in order not to degrade the 
performances of the network. 

There are many important advantages that this proposal offers. On the one 

hand, we avoid the time consuming and error prone process of collecting only 
normal data for the training of algorithms if we want to establish a normal 

behavior and detect attacks as deviations from the established normal behavior. 

On the other hand, we could train the algorithms with all the collected data and 
then label the resulting clusters in a certain way (for example, we can say that 

the cluster to which the most of the data belong is the “normal” one, while the 

rest are intrusive, or measure its “intrusiveness” as the distance from the 

“normal” one). But, this approach has many flaws, as it can happen that a new 
intrusion is more similar to the normal data than any of the intrusive ones, so it 

would falsely be labeled as normal, while our QE measurement is more probable 

to work in this case. 
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3.4. Reputation by Detection Agents 

3.4.1 The Case of the Sensed Value Examination 

Based on the previous definitions of anomaly index, we define the reputation 

based on the output of the clustering algorithms in the following way: 

1. We limit the reputation values to the range [0, 1], where 0 is the lowest 
possible, meaning that there is no confidence in the node, and 1 the highest 

possible, meaning the absolute confidence in the node. The overall reputation is 

updated after every testing cycle. 

2. We define two reputation values, repQE and repMD based on the previously 
defined QE and MD values and afterwards joint reputation rep used for 

updating overall reputation based on these two values: 

if (QE<1)repQE = 1; 

else repQE=1-QE/2;     

  

if (MD<1)repMD = 1; 

else repMD=1-MD/2; 

The reasons for defining the corresponding reputation values in this way are 

explained in the Section 3.3. We will illustrate this on an example of a network 

for detecting presence in the area that sensors cover. An output of a sensor 
during the time can be the following one: 

1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 1 1 1 1 1 0 0 0  

Hence, all possible n-grams for n=3 are the following: 

000, 001, 011, 111, 110, 100. 

The characterization of the sub-sequences during a period of time will contain 

features 000 or/and 111 with significantly higher frequencies than the rest. 

During the training period the centres that correspond to the data distribution 
are formed. Thus, during the testing “normal” data will contain only the 

previous n-grams, so the frequencies of the n-grams from the input will subtract 

from the frequencies of the corresponding cluster centre (if not all, great majority 
will). Having in mind that the sum of the frequencies of all the n-grams 

belonging to the same cluster centre and the same input is 1, it is obvious that in 
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the normal case the distance between current input and its corresponding centre 

is lower than 1. This will be illustrated on the following example. The previous 
sequence is characterized with the following n-grams and their corresponding 

frequencies: 

 000 – 0.342, 001 – 0.049, 011 – 0.049, 100 – 0.073, 110 – 0.073, 111 – 0.414 

Let us assume that it belongs to the following centre: 

 000 – 0.3, 001 – 0.01, 011 – 0.01, 100 – 0.03, 110 – 0.03, 111 – 0.62 

The distance between the instance and its corresponding centre will be: 

1412.0414.062.0073.003.0

00073.003.0049.001.000049.001.0342.03.0

111110101100011010001000

<⇒=−+−
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=∆+∆+∆+∆+∆+∆+∆+∆=

D

ffffffffD

 

On the other hand, if an adversary starts changing the output values, we can get 

different n-grams, e.g. 010, 101, in this case we will add the frequencies of non-

existing n-grams when calculating the distance between the input and its 
corresponding centre, so it is to be expected for the distance to be higher than 1. 

If we assume that the attacker has introduced the following changes in the 

previous sequence (marked in bold): 

1 1 1 0 1 1 1 0 0 0 0 0 1 0 0 0 0 1 0 1 1 0 1 1 0 1 1 0 0 0 0 1 0 0 0 1 1 1 1 1 0 1 1  

The extracted n-grams with their corresponding frequencies are the following: 

000 – 0.19, 001 – 0.1, 010 – 0.07, 011 – 0.15, 100 – 0.1, 101 - 0.12,110 – 0.15, 111 – 

0.12 

If we assume that it also belongs to the previous centre, the distance between the 

two would be: 

122.112.062.015.003.0

12.001.003.015.001.007.001.001.019.03.0

111110101100011010001000

>⇒=−+−
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=∆+∆+∆+∆+∆+∆+∆+∆=

D

ffffffffD

 

Thus, if we do not have abnormal data in the training set, the formed cluster 

centres will contain only normal n-grams, so in the process of testing we look for 

QE values bigger than 1. On the other hand, if we have abnormal data in the 

training set, they form their own cluster(s), so in this case we look for MD values 
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significantly higher than the rest. For this reason, the value (rep) for updating 

overall reputation is calculated in the following way: 

if (QE>1)rep=repQE; 

else rep=repMD; 

There are two functions for updating the overall reputation of the node, 

depending whether the current reputation is below or above the established 

threshold that distinguishes normal and anomalous behaviour. If current 
reputation is above the threshold and the node starts behaving suspiciously, its 

reputation will fall quickly. On the other hand, if the reputation is lower than the 

established threshold, if the node starts behaving properly, it will need to behave 
properly for some time until it reaches the threshold. In order to achieve this, we 

use the function x+log(1.2*x) because it provides what we want to accomplish: if 

x is higher than 0.5, the output rises quickly, so the reputation rises; if x is 
around 0.5, the output is around 0, so the reputation will not change its value 

significantly; if x is smaller than 0.4, the output falls below the 0. Finally, the 

reputation is updated in the following way: 

if (last_reputation[node]>threshold) 

    new_reputation[node]=last_reputation[node]+rep+log(1.2*rep); 

else  

    new_reputation[node]=last_reputation[node]+0.05*(rep+log(1.2*rep)); 

In this way, we achieve that once a node start behaving suspiciously, its 

reputation will fall quickly. On the other hand, if a malicious node starts 

behaving properly, it will have to maintain its correct behaviour during some 
time in order to “redeem” itself. 

However, if during the testing of temporal coherence, we get normal data 

different from those that the clustering algorithms saw during the training, it is 
possible to get high QE value as well, which would result in a false positive. On 

the other hand, the spatial coherence should not detect any anomalies. Thus, in 

order to decrease the false positive rate, the final reputation will fall only if both 

spatial and temporal algorithms detect anomalies. In the opposite case, its 
reputation will not change significantly. This is implemented in the following 

way: 

if (value_rep <  threshold)  

{     if (space_rep <  threshold) 
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      result = value_rep; 

    else result = 1 - value_rep; 

 } 

 else result = value_rep; 

where value_rep is the reputation assigned by the SOM or GA for temporal 

characterization and space_rep is the reputation assigned by the SOM or GA 
spatial characterization.  

3.4.2 The Case of Routing Path Examination 

Routing paths that are significantly different from the rest raise suspicion. We 
will illustrate this on the example presented in Figure 6, where the 

interconnected nodes fall within each other’s radio range. Node A can use the 

following paths to send the data towards the base station S: ABCS, ABEFS, 
ABEGS and ADEGS. However, in the case of a wormhole attack, two nodes that 

are nor within each other’s radio range end up as successive hops in the paths, 

so one possibility of a malicious path is ABFS, which cannot happen in a normal 

situation. 

For this reason, in the first step we examine the routing paths used by each node. 

This provides us the possibility to distinguish bad and good paths. In the second 

step we count the number of appearances of each node in both bad and good 
paths. Finally, based on this information we calculate the final reputation of each 

node. 

Figure 6. Part of a WSN 

Thus, in the first step we calculate the reputation of the routing paths used 

within certain period of time. This reputation is calculated in the same way as in 

the previous case. We define two reputation values, repQE and repMD based on 
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the previously defined QE and MD values and afterwards joint reputation rep 

used for updating overall reputation based on these two values: 

if (QE<1) repQE = 1;          if (MD<1) repMD = 1; 

else repQE=1-QE/2;              else repMD=1-MD/2; 

In the similar fashion, if the value of either QE or MD is greater than 1, the nodes 

used in the current routing path are added to the list of bad nodes and vice 

versa. Intuitively, since we expect to get new paths in the presence of attackers, 

we will also get new n-grams. Thus, the extracted features in the presence of 
attackers cannot be a subset of a set of features extracted in the normal situation, 

which means that the distance between the two can never be lower than 1. We 

will illustrate this on an example. If we assume that in previous example the 
node A has been using the following paths during one characterization period: 

ABCS – 3 times, ADEFS – 2 times, ABEFS – 4 times and ABEGS – 2 times. This 

will be characterized with the following n-grams and their corresponding 
frequencies for n=3: 

ABC – 0.1   BCS – 0.1   ADE – 0.065   DEF – 0.065   EFS – 0.2   ABE – 0.2 

BEF – 0.13   BEG – 0.065   EGS – 0.065 

Now, if we assume that we have the case of the previously mentioned 
wormhole, where we will get an additional path ABFS. Since this path has lower 

cost of both ABEFS and ABEGS, we can expect that it one moment it completely 

replace these two, so we may get the following paths within one characterization 
period: ABCS – 3 times, ADEFS – 2 times and ABFS – 6 times. This will be 

further characterized with the following n-gram set: 

 ABC – 0.125   BCS – 0.125   ADE – 0.083   DEF – 0.083   EFS – 0.083    

ABF – 0.25   BFS – 0.25 

The distance between the two is: 

1163.1
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083.0065.0083.0065.0125.01.0125.01.0
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Thus, we can see it is reasonable to assume that the suspicious values of both QE 

and MD will be greater than 1. 
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For the reasons explained in the previous chapter, the value (rep) for updating 

overall reputation of the routing paths of a certain node is calculated in the 
following way: 

if (QE>1)rep=repQE; 

else rep=repMD; 

There are two functions for updating the overall reputation of the routing paths 

used by a certain node, depending whether the current reputation is below or 

above the established threshold that distinguishes normal and anomalous 
behaviour. If the current reputation is above the threshold and a suspicious 

behaviour is detected, its reputation will fall quickly. On the other hand, if the 

reputation is lower than the established threshold, the proper behaviour has to 

be maintained for some time until it reaches the threshold. In order to achieve 
this, we again use the function x+log(1.2*x) for the same reasons as in the 

previous case. Finally, the reputation is updated in the following way: 

if (last_reputation[node]>threshold)             

new_reputation[node]=last_reputation[node]+rep+log(1.2*rep); 

else new_reputation[node]=last_reputation[node]+0.05*(rep+log(1.2*rep)); 

If the final value falls out from the [0, 1] range, it is rounded to 0 if it is lower 

than 0 or to 1 if it is greater than 1.  

The coefficient 0.05 in the second case is added with the idea of limiting the 

reputation increase of malicious nodes. In this way we provide a protection from 
selective behaviour, i.e. the node has to behave correctly during the majority of 

time, in this case 95% of the time. In general, the value of this coefficient is a 

trade-off between the false alarm rate and the amount of the time the nodes have 
to behave correctly, and should be adapted according to the specificities of each 

situation. 

In the second step, if the reputation of the routes calculated in the previous step 
is lower then the established threshold, the hops that participated in the bad 

routes will be added to the global list of bad nodes, or if they already exist, the 

number of their appearance in bad routes is increased. The similar principle is 

performed for the correct nodes. For each node, let the number of its 
appearances in bad routes be nBad and the number of its appearances in good 

routes be nGood. Finally, if nGood is greater than nBad, the node keeps its 

reputation value, and in the opposite case, it is assigned the following reputation 
value:  
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nGood / (nGood + nBad). 

In this way, as a bad node spreads its malicious behaviour, its reputation will 
gradually decrease. 

3.5. Scope of Attacks Covered with the Approach 

The attacks that can be detected with the proposed approach are those that 
introduce changes into either the sensed value that is forwarded to the base 

station or the routing paths. These changes will result in different distribution of 

the extracted n-grams. However, if we take frequencies as feature values, the 
sum of the feature values remain the same, i.e. 1, so we can write the following 

equation: 

∑
=

=∆
N

i

if
0

0              (4) 

where N is the total number of the extracted n-grams and ∆fi is the change of the 

feature value of the n-gram i. On the other hand, according to the distance 
function given in Chapter 3.2.6, the introduced change in distance between the 

attacked instance and any other is 

∆D=∑
=

∆
N

i

if
1

         (5) 

In essence, this is the change introduced in the above defined QE or/and MD 

values. Thus, the following inequality defines the changes introduced by the 
attacks: 

th

N

i

i ff >∆∑
=1

       (6) 

where fth is the threshold value used to distinguish attacks from normal 

situations. 

Now we will see how the changes introduced by the attacker affect on the 

feature values. Having in mind that each sensed value or a routing hop 

participates in n features, where n is the size of the n-gram, if the attacker 

changes one value, the values of 2n (at most) features will be changed, as the 
values of n new n-grams created with the change will increase, while the values 
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of those that existed before the change will decrease. For example, if in the 

following sequence …01110… the attacker changes the third value, the sequence 
will change into …01010…. If n=3, before the attack, the resulting set of n-grams 

consists of BA = {011, 111, 110}. However, after the attacker has changed the 

value, we will have the following set: AA = {010, 101, 010} ≡ {010,101}. Thus, 

after the attack, the frequencies of the n-grams from the set BA will decrease, 
while the frequencies of the n-grams from the set AA will increase. In total, the 

values of five n-grams (as 010 appears twice, in the opposite it would be 2*3 = 6) 

will be changed due to the adversarial activities. 

For these reasons, if the attacker introduces Nerr change in the sample of the size 

Nsample, the value of ∆D will range between 0 (in the case the changes are 

symmetric, so the effect of one change cancels the effect of another and the 
distribution does not change at the end), and the value that corresponds to the 

case when the effects of each change sum given with the following formula: 

sample

err
err

N

nN
fn

2
*2 =    (7) 

Having in mind the correlation of the n-grams, this value has to be pondered 

with ( )α−− e1 , where ρα 1=  and ρ is the coefficient of total correlation between 

the n-grams. Finally, we get the following formula: 
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In the Chapter 3.4 we have taken fth to be 1 and explained the reasons for doing 

so. Finally, this gives us the minimal number of changes the attacker has to 
introduce in order to be detected by the approach: 
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 From this equation we can conclude that smaller characterization period (Nsample) 

and the higher n gives us the opportunity to detect the attacker even if he 

introduces small number of changes. On the other hand, this can also result in 
higher number of false positives, so a tradeoff between higher detection and 

lower false positive rate has to be established. In essence, this depends on many 
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factors, such as the application of the deployed WSN or the existing redundancy. 

In the following text this will illustrate this approach on an example.  
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Chapter 4 
Developed Techniques 
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4. Developed Techniques 

In Chapter 3.3 has been mentioned that we limit ourselves to deploying only 

clustering techniques. Among them, we have decided to develop two: self-

organizing maps (SOM) and unsupervised genetic algorithm (GA). On one side, 
SOMs are relatively fast and inexpensive when the dimensionality of the data is 

huge, they do not significantly depend on the underlying model of data and 

have no restrictions concerning data dimensionality, which is important is our 
case since we have seen that the size of the feature set can grow to be very high. 

Another advantage of SOM is the possibility to calculate previously mentioned 

MD value in a straightforward manner, since the closest neighbors in terms of 
the distance function are also the closest neighbor in the SOM lattice due to the 

nature of the SOM algorithm. On the other side, the size of the SOM lattice, 

which is also the number of clusters, has to be set from the start when the 

optimal number of clusters is not known. For this reason, we have developed a 
GA that in essence searches for the optimal clustering. GAs exhibit additional 

advantages, i.e. they are robust to parameter changes and the presence of large 

amounts of malicious data in the training and testing datasets. This chapter will 
be dedicated to detailed explanation of these techniques and their performances.  

4.1. Self-Organizing Maps algorithm 

4.1.1 Introduction 

Self-organizing maps, also known as Kohonen networks, are an unsupervised 
type of neural networks [76]. As in neural networks, the basic idea of SOM has 

origins in certain brain operations, specifically in projection of multidimensional 

inputs to one-dimensional or two-dimensional neuronal structures on cortex. For 
example, perception of color depends on three different light receptors (red, 

green and blue), plus the eyes capture information about the position, size or 

texture of objects. It has been demonstrated that this multidimensional signal is 
processed by the planar cortex structure. Further, the areas of the brain 

responsible for different signals from the body preserve topology, e.g. the area 

responsible for the signals that come from the arms is close to the area 
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responsible for the signals that come from the hand. These are precisely the basic 

ideas of SOM that consist in the following:  

1.  Multidimensional data and their dependencies are presented and 

captured in a lower dimension SOM network (usually 2D). 

2.  The proximity of the nodes in the lattice reflects similarity of the data 

mapped to the nodes. 

For these reasons, SOMs have been widely deployed for clustering and good 

visualization of clustering problem. If we project the resulting clusters to RGB 

space, we can visualize the similarities of the adjacent clusters (Figure 7). They 
have been successfully deployed in different fields such as image processing 

[52], robotics [88] (for both visual and motor functions), function approximation 

in mathematics [5], network security [50], detection of outliers in data [63], etc. 

In this work we rely on SOM’s ability for detecting outliers [63][62]. When 

compared to standard density estimation methods (as kernel density estimator), 

SOMs are relatively fast and inexpensive when the dimensionality of the data is 
huge. Furthermore, SOMs do not significantly depend on the underlying model 

of data and have no restrictions concerning data dimensionality. This is very 

important in our case, as the dimensionality of our data model is variable and 

can be very high. 

Figure 7. Visualization Property of SOM Clustering 

4.1.2 SOM Algorithm 

4.1.2.1 Mathematical Background 

If we define the function that transforms the space of sensor outputs to the 

feature space defined in the previous chapter as ( )xφ , we can look at our SOM 
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algorithm as kernel SOM algorithm [55] with ( )xφ  as mapping function. Thus, 

the kernel function in this case will be the following one: 

( ) ( ) ( ) ( ) ( )∑
ℑ∈

==
nn

nnk yxyxyx φφφφ ,;     (10) 

where nℑ  is the space of all possible n-grams extracted from the space of sensor 

outputs ℑ . Further, the winning rule is defined in the feature space as following: 

( ) 2
min imxv −= φ
i

                                                                            (11) 

where v stands for the winning node and mi are the node vectors of SOM lattice 

(here we choose to express  mi also in the feature space, so it can be written 

( )∑=
n ni ni xm φγ ,

, where ni,γ  are constructing coefficients and xn are the inputs, 

and ( )nxφ  are the vectors of n-grams formed of the inputs). 

In order to generate the weight updating rule, we start from the energy function 

that should be minimized by the SOM algorithm [35]: 
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where Vi is the Voronoi region of each SOM node, i.e. neuron i (j stands for the 
rest of the neurons) and h(i, j) is the SOM neighborhood function. The kernel 

SOM minimizes the previous energy function, which leads to the following: 
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We omit neighborhood function from taking the partial differential since it does 

not contribute to the weight optimization, nor does the weight optimization lead 
to its adaptation, as observed in [96].  

( ) ( ) 2

ii mxmx, −= φJ  is the distance function. Considering the following 

equation: 

( ) ( ) ( ) ( ) iiiii mxmmxx,mxmx, ⋅−⋅+=−= φφ 2
2

kJ               (14) 

we derive: 

( ) ( )xmmx, ii φ22 −=∇J                                                                (15) 
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Replacing (6) in (4) and using the steepest descent method [84], we derive the 

following updating rule: 
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                (16)    

4.1.2.2   Implemented Algorithm 

Based on the mathematical background given previously and considering the 
flow of the SOM algorithm [76], [82], our implementation consists of the 

following steps: 

1. The size of the grid is established, by which the number of the clusters is 

also known; the center of each cluster, i.e. grid node or SOM neuron, is 
implemented as a collection whose size is not fixed, i.e. can be changed on 

the fly, and whose elements are the n-grams defined in the previous text 

with assigned occurrence or frequency. Further, the number of iterations 
(N) is established. Afterwards, each cluster centre is initialized randomly 

taking n-grams from the training dataset. 

2. A random instance x from the training data is chosen and its model ( )xφ  

is extracted. 
3. The cluster center closest to the elected instance (according to the distance 

function explained below) is established and named BMU – Best Matching 

Unit. 
4. The BMU radius is calculated according to the formula (8): 

( ) ..3,2,1,exp0 =






−= t
t

t
λ

σσ            (17) 

where σ0 stands for initial radius, λ is time constant and t is current 

iteration. In the beginning, σ(=σ0) is quite high, it almost covers the 
lattice, but it decreases during the time (with the time constant λ). 

5. Every node, i.e. cluster center that resides in σ-neighborhood of the BMU 

is adjusted in the way given in the formula (7), where we take the 

following learning rate and neighborhood function: 

( ) ...3,2,1,exp0 =
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where dist stands for the distance between the current winning node (v(x) 

is current BMU) and the node (i) whose center is being updated. 

Given the feature extraction function ( )xφ , it is obvious that the current 

node and the current input do not necessarily need to have the same 

features. We overcome this problem by adding the non-existing features 
to both of them and assign its feature value to 0. Hence, if the node center 

does not have certain n-gram from the input, the n-gram will be added to 

the center with the value calculated according to the formula (7) with the 
old value equal to 0. In the similar fashion, if the current input does not 

contain certain n-gram from the center, we take 0 to be its value and 

proceed with the formula (7). 

6. Steps 2-5 are repeated until all the instances from the training set are 

chosen. 

7. Steps 2-6 are repeated N times. 

4.2. Genetic Algorithm 

4.2.1 Introduction 

Genetic algorithms (GA) are search algorithms based on the principles of natural 

selection and genetics. The most important idea that stands beyond the initial 
creation of GAs is the aim of developing a system as robust and as adaptable to 

the environment as the natural systems. GA operates on a population of 

potential solutions applying the principle of the survival of the fittest to produce 
better and better approximations to the solution of the problem that GA is trying 

to solve. At each generation, a new set of approximations is created by the 

process of selecting individuals according to their level of fitness value in the 

problem domain and breeding them together using the operators borrowed 
from the genetic process performed in the nature, i.e. crossover and mutation. 

This process leads to the evolution of the populations of individuals that are 

better adapted to their environment than the individuals that they were created 
from, just as it happens in natural adaptation [29]. GAs are described using 

Schema theorem [29] and one of the common ways of proving their convergence 



Unsupervised Intrusion Detection in Wireless Sensor Networks based on Artificial Intelligence Techniques  

92 

is using Markov chain model [15]. They are explained in more detail in the 

appendices A1 and A2 respectively. 

GA evolves a population of initial individuals to a population of high quality 

individuals, where each individual represents a solution of the problem to be 

solved. Each individual is called chromosome, and is composed of a certain 

number of genes that in general case does not have to be fixed. The quality of 
each individual is measured by a fitness function which is the quantitative 

representation of each rule’s adaptation to the environment, i.e. the problem to 

be solved. The procedure starts from an initial population of randomly 
generated individuals. Then the population is evolved for a number of 

generations while the qualities of the individuals are being gradually improved 

in the sense of increasing the fitness value as the measure of quality. During each 
generation, three basic genetic operators are sequentially applied to each 

individual with certain probabilities, i.e. selection, crossover and mutation. 

Crossover consists of exchanging of the genes between two chromosomes 
performed in a certain way, while mutation consists of random changing of a 

value of a randomly chosen gene of a chromosome. Both crossover and mutation 

are performed with a certain possibility, called crossover/mutation rate. The 

algorithm flow is presented in Figure 8.  

Determination of the following factors has the crucial impact on the efficiency of 

the algorithm: selection of fitness function, representation of individuals and the 

values of GA parameters (crossover and mutation rate, size of population, 
ending criterion). This determination usually depends on the application, i.e. it is 

problem-specific.  

In this work unsupervised version of genetic algorithm is designed. The 
principal idea is to find optimal clustering, so the chromosome and the genetic 

operators are designed for efficient solving of this problem, as will be explained 

in the following. 
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Figure 8. Genetic Algorithm Flow 

4.2.2 Chromosome Codification 

Each gene in a chromosome represents a cluster, i.e. group centre. Since the 
optimal number of groups in a clustering problem is not known a priori, the 

chromosomes are implemented as lists of variable size. Each centre is presented 

as a collection of also variable size whose elements are the n-grams defined 

above with their corresponding ( )xφ value. 

For example, if we are dealing with the sensor network for detecting presence in 

the area of its application, the output of each sensor will have the following 
temporal form: 1 1 1 1 1 0 0 0 0 0 1 1 1 0 0 0 0 ..., where 1 means that a person (for 

example) is present in the sensor area and 0 that it does not detect any presence 

in its area.  Thus, according to the previous chapter, we can extract the following 
set of n-grams: 000, 001, 011, 111, 110, 100. Since each gene represents a cluster, 

i.e. its centre, it is composed of a set of the previous n-grams with their 

corresponding values, i.e. frequencies. Some gene examples are given in Figure 

9. A set of these genes makes a chromosome. It should be pointed out that if we 
add the rest of the possible n-grams with values equal to 0, the resulting and the 

initial gene would be equivalent from the point of view of the problem. 



Unsupervised Intrusion Detection in Wireless Sensor Networks based on Artificial Intelligence Techniques  

94 

“000”   0.5 “001”   0.4 “110”   0.1Gene 1

“001”   0.4 “011”   0.4 “110”   0.1Gene 2 “000”   0.1

“000”   0.9 “001”   0.1Gene 3

Chromosome  

Figure 9. Chromosome Example 

4.2.3 Initialization Process 

The input to the algorithm is the set of n-grams extracted as defined in the 

previous chapter. Their frequencies, i.e. feature values are extracted within a 

predefined period of time. All the n-grams extracted in the same time window 
with their corresponding frequencies form a collection. These collections will be 

initial genes of the chromosomes. In this way from the training set we get LCin 

number of collections. In the initialization process, we define the length of each 
chromosome as a random number Lch less or equal to LCin/k, where k is big 

(usually bigger than 5) for large training sets and less than 5 for small datasets. 

Each gene is one of the initial collections and all genes are different (if possible, 
i.e. if there are at least Lch different collections). 

4.2.4 Solution Space 

Let Ngr be the number of pairs that consist of n-grams extracted during the 

training with their corresponding frequencies. As previously mentioned genes 
are cluster centres and are made as collections of a certain number of n-grams 

and their corresponding frequency. The number of possible collections, i.e. genes 

composed of fixed number of n-grams i is 








i

N gr . Thus, since the size of each 

gene is not fixed, the number of different genes that can be formed of given n-

gram set is given by the following formula: 
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Chromosomes, i.e. possible solutions to clustering problem, are made of an 

arbitrary number of genes, i.e. cluster centres. Thus, the size of the solution space 
for this problem is the following: 
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4.2.5 Deployed Genetic Operators 

One-point crossover is deployed in this work, which for the lists of different 

lengths looks like as presented in Figure 10.  

For the purpose of this work, custom mutation operator is designed. Since the 

gene values are real numbers from the [0, 1], in order to provide the diversity, 
the mutation operator is designed in a way that each gene in a chromosome is 

changed with a fixed low probability pmut in the following way: each feature 

value v becomes either v*(1+2*d) or v*(1-2*d) with the same probability, where d 

is a random number from the range [0; 0.05]. Since v is the frequency, it can take 

only the values between 0 and 1 (both inclusive). For this reason, new values will 

be rounded to 0 or 1 if during mutation they exceed the limits.  

Figure 10. Deployed Crossover 

4.2.6 Fitness Function 

Bearing in mind that optimal clustering is not known a priori, it imposes the 

usage of a clustering validation coefficient as fitness function. The Davies-

Crossover 
point

Individual 1

Individual 2

Child 1

Child 2
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Bouldin (DB) index [59] is selected because of the following advantages over 

other measures: 

1. Stability of results: this index is less sensitive to the position of a small group 

of data set members (so called outliers) than other measures, such as for 

example, the Dunn’s index. 

2. In the case of more than 2 clusters and the need to rank them, some measures 
(for example the Silhouette index) behave unpredictably, whereas the expected 

behaviour of the DB index in these cases is good. 

DB index is a function of the ratio of the sum of within-cluster scatter to between-

cluster separation. The scatter within the ith cluster is computed as: 

∑
∈

−=
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i
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S
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    (22) 

where Ci and | Ci | represent the ith cluster and the number of the elements that 

belong to the ith cluster respectively. 
2

icx − is the distance between the centre 

and an element from the same cluster and it will be explained in more details in 
the following text. Then, we compute: 
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where dij is the distance between the corresponding cluster centres calculated 

according the same distance function. 

The Davies-Bouldin DB index is then computed as: 
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where K is the number of different clusters. From formula (20) we can conclude 

that minimal Ri values are in the cases with lowest within-cluster scatter and 
highest between-cluster separation, which is considered as good clustering. 

Thus, the idea is to minimize the maximum Ri values. Consequently, the 

objective is to minimize the DB index in order to achieve optimal clustering since 
small DB values correspond to the groups that are compact and whose distances 
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between the centres are high. Therefore, the fitness of chromosome j is defined 

as (1/DBj), where DBj is the Davies-Bouldin index computed for this 
chromosome. The maximization of the fitness function will ensure minimization 

of the DB index.  

4.3. Separate Results of designed SOM and GA 

4.3.1 Simulation Environment 

The proposed algorithms have been tested on a simulator of sensor networks 

developed by our research group and designed using the C++ programming 

language. In the following we will describe the characteristics of the simulator 
that are important for understanding the results of this work.  

The network is organized as clusters of close sensors where each group has its 

cluster head. Cluster heads are the only sensors that can participate in the 
communication between different clusters and also in routing. The configuration 

of the network is defined by the class Scenario which defines the number of 

sensors, their position in the network area and range of their radio signal. Class 
World defines the surrounding of the network. The initial value that each node 

“senses” is read from a file, while the values that follow are defined by the class 

DataType that establishes the type of data the sensors send, its range and 
maximal variation between two successive outputs. There are two types of 

servers and one policy: NameServer, where all the active nodes are registered, 

ReputationServer that implements various ways of calculating reputation and 

RoutingPolicy than can implement various routing protocols. For the purpose of 
simulation, the proposed GA algorithm is an implementation of 

ReputationServer. The dependencies are depicted in Figure 11, Figure 12 and 

Figure 13. 

 

Figure 11. Class Node and its Dependencies 
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Figure 12. Class Scenario and its Dependencies 

 

Figure 13. Reputation Functions 

Since the objective of securing WSNs is to secure its core protocols, namely 

aggregation, routing and time synchronization, the proposed approach will be 
tested on typical attacks launched on these protocols. Most of the evaluation will 

be based on the Sybil attacks due to its aggressiveness and elusiveness. 

Moreover, few other attacks (thief, mole, clone etc.) can be considered as special 
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cases of Sybil. Regarding routing protocol attacks, the approach will be tested on 

the misrouting attack that in essence introduces loops in the routing paths and is 
equivalent to the attack that tampers with the information in the routing tables, 

and also on the wormhole attack explained in Chapter 2. Finally, regarding 

attacks on time synchronization, the approach is tested on the delay attack that 
in essence introduces random delay (more than could normally be expected) in 

total arrival time of a message. 

A node is considered to be attacked if its reputation falls below the established 
threshold. In order to find the optimal threshold that would give us maximal 

detection rate and minimal false positive rate, we plot ROC curve [21] (Figure 

14) for different threshold values. The threshold is varied from 0% to 100% of the 
reputation range. In Figure 14 we can see some of the points with their 

corresponding threshold. Most of the points lie between the points (0.065, 1) and 

(0.165, 1). An interesting result is that even with threshold equal to 0 we are able 

to detect 80% of attacked nodes. The optimal threshold value is the one that 
corresponds to the point on the graph closest to the point (1, 0) in the coordinate 

system. This gives us the optimal threshold value 0.2, or 20% of the range. This 

value is used to distinguish normal from anomalous node in the following 

experiments. The n-gram size in the following experiments is taken to be 3 for 

the reasons presented in the chapter 3.2.5. 

 

Figure 14. ROC curve based on varying threshold value 

In the general case, the vicinity for each agent consists of the nodes that are 
directly accessible from the agent and that give coherent information during 

time. In this case, the vicinity is defined by the base station or the PDA-like 

nodes. However, if the training is to be performed in all the nodes, they do not 
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have enough memory to store enough historical information in order to 

precisely identify the vicinity, so the vicinity in this case consist of all directly 
accessible nodes. The level of vicinity also depends on where the agent is 

residing. Higher levels of vicinity require larger storage capacity and vice versa, 

so if the agent is residing on a standards sensor with limited resources, the 

group consists of 4-10 sensors, while in the case of PDA-like sensors this number 
can be some 10 times higher. 

4.3.2 SOM Results 

4.3.2.1 Detection of Sybil Attack 

The proposed algorithm has been tested on the presented simulated sensor 

network that contains 2000 sensor nodes attacked by Sybil attack [65]. The 

network simulates a sensor network for detection of presence in the area of 
application. In other words, sensors give either output 1 if they detect presence 

of a person or an object, or 0 if they do not detect any presence. The groups for 

spatial SOM algorithm are formed in the following way: physically close sensors 

that should give the same output are placed in the same group.  

In our experiments the Sybil attack impersonates 10 sensor identifications. The 

duration of the experiment is 1000 time ticks. In the following we will present 

results in different scenarios regarding the presence of Sybil in training data and 
regarding two different definitions of MD value. In the first case, MD is defined 

as the medium distance to the three closest groups, while in the second case MD 

is the maximum of the three closest distances. This can be expressed 
mathematically in the following way: 
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 Case 2: 
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where v(x) is the centre to which the current input belongs. 

In the following figures the Y-axis represents time whereas X-axis indicates 

space. Z-axis shows reputation values and it is represented by colour gradation. 

Figure 15 and Figure 16 show the evolution of the reputation of every node after 
and before introducing the Sybil attack where the training stops at 600th time tick 

and Sybil starts at 650th. The MD value in the first case is calculated according to 

the formula (25), while in the latter case it is calculated according the formula 
(26).  

 

Figure 15. Reputation Evolution – Sybil starts at 650, MD calc. by Case 1 

 

Figure 16. Reputation Evolution – Sybil starts at 650, MD calc. by Case 2 
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Figure 17 and Figure 18 show the detection evolution in both of the cases. In 

these figures real positives are well-behaved nodes, while real negatives are the 
ill-behaved nodes. Fake positives are non-detected ill-behaved nodes, while fake 

negatives represent the portion of well-behaved nodes necessary to confine the 

attack. 

 

Figure 17. Detection Evolution – Sybil starts at 650, MD calc. by Case 1 

 

 

Figure 18. Detection Evolution – Sybil starts at 650, MD calc. by Case 2 

In both Figure 15 and Figure 16 we can observe a thick dark line, which stands 
for the group of nodes attacked by Sybil. The dark colour stands for their low 

reputation. Figure 17 and Figure 18 confirm that in both cases all the attacked 

nodes have been detected (Fake Positive line). However, in Case 2 higher 
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number of nodes should be sacrificed in order to confine the attack (Fake 

negative line). This can also be concluded from Figure 15 and Figure 16. 
However, the advantage of Case 2 is its robustness, which will be demonstrated 

in the following.  

In the following experiment Sybil starts at time tick 300. In Case 2, the detector 
identifies and confines all the malicious nodes without having to change any of 

the parameters from the previous case (Figure 20 and Figure 23), while in Case 1 

the detector detects the presence of the attack, but it is not able to confine it 
completely (Figure 19 and Figure 21). Experimenting with various parameters, 

we concluded that the maximum point to stop the training is 350 in order to 

completely confine the attack (Figure 22 and Figure 24). It is obvious that Case 1 
is more sensitive to the necessity of having outlier data as minority, while Case 2 

is more robust. These experiments also demonstrate that our system functions 

properly without the limitation of having (or not having) traces of the attack in 

the training data. Furthermore, we have demonstrated that detection 
possibilities of detectors can be enhanced through parameter changing, which is 

a proof of correctness of our proposal of detector redundancy. 

 

Figure 19. Reputation Evolution – MD by Case 1, training ends at 600 
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Figure 20. Reputation Evolution – MD by Case 2, training ends at 600 

 

Figure 21. Reputation Evolution – MD by Case 1, training ends at 350 

 

Figure 22. Detection Evolution – MD by Case 1, training ends at 600 
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Figure 23. Detection Evolution – MD by Case 2, training ends at 600 

 

Figure 24. Detection Evolution – MD by Case 1, training ends at 350 

Again, we can observe that all the malicious nodes are detected and isolated 
from the network, while in the Case 2 it is again necessary to sacrifice more 

nodes in order to confine the attack. 

Finally, we will present the properties of the detector (Case 1) in the terms of the 
following characteristics: 

• Detection time: time from launching point of the attack until the 

moment it has been detected; 

• Isolation time: time from the launching of the attack until its complete 
isolation; 

• System degradation: the percentage of the nodes that needs to be 

sacrificed in order to confine the attack; 
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These characteristic are presented in the Figure 25 depending on the percentage 

of Sybil IDs, i.e. sensor IDs impersonated by Sybil. This value spans from 0 to 
30% since for higher values it is not possible to detect and confine the attack 

completely in our test case, meaning that the data produced by Sybil cannot be 

treated as outliers any longer. 

 

Figure 25. Detection time, Isolation time and System degradation 
dependence on Sybil IDs percentage 

We can observe from the previous figure that system degradation is around 10% 

in all cases. Detection time is the same in all cases (30 time ticks), while isolation 

time increases as Sybil spreads. Here we should emphasize that the amount of 
time is not the only relevant value since the testing can be performed only after 

some amount of data has been collected. Thus, in the terms of testing cycles, i.e. 

number of testing points that are in this case performed every 40 time ticks, we 
can conclude that in this testing case the presence of Sybil has been detected in 

the first testing cycle in all of the cases, while it took one to four cycles to 

completely confine the attack. 

4.3.2.2 Detection of Other Attacks 

Apart from Sybil, we have tested our algorithm also on clone attacks. This attack 

consists in cloning certain node(s) in other areas. In the following we will 

present the results of experiments of the clone attack in the cases when the attack 
starts before and after the end of the training (at tick 560 in both cases). In the 
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figures below we can see the evolution of the reputation of the node and its 

clone in the case when the attack starts at tick 520 (a) and at the tick 650 (b). As 
we can observe, in both cases the reputation of the compromised node around 0, 

which means that the attack is completely confined. 

 

Figure 26. Reputation Evolution of the compromised node and its clone – 
attack starts at 520 

 

Figure 27. Reputation Evolution of the compromised node and its clone – 
attack starts at 650 

We have also tested our algorithm on a pulse-delay attack. In essence, this attack 

introduces an uncertain delay to the time of transmitting information from 

sources to the sink, and although it does not manipulate the output data, it can 
deteriorate the performance of the network application where time 

synchronization of the nodes is important, such as tracking and localization. In 

the following we can see the evolution of the reputation in two cases: (a) the 

pulse-delay attack starts at tick 400 and attacks the node at the position 1598, and 
(b) the pulse-delay attack starts at tick 650 and attacks the node at position 1196. 
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In both cases, the training ends at tick 560. We can observe that in both cases that 

the reputation of the attacked node is significantly lowered, thus the attack is 
detected and confined. 

 

Figure 28. Reputation Evolution Pulse-delay attack – attack starts at 400 

 

Figure 29. Reputation Evolution Pulse-delay attack – attack starts at 650 

4.3.2.3 Detection of Attacks launched on Routing Protocol 

We have implemented various attacks in order to test the performance of our 

system. In this work we will present the results based on the following attacks 

[78]: 

• Wormhole. In this scenario the compromised node starts sending data to a node 
that is not in its vicinity, but to another area that surpasses the range of its 

radio signal. The link node is not considered to be the part of the attack. 
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• Misrouting. The compromised node does not forward the packets towards the 

base station, but it sends them back in the opposite direction. This attack can 
be considered equivalent to the attack that tampers with the data stored in the 

routing tables of the nodes. 

In this case we have tested the algorithm on a scenario where we have 100 
sensor nodes that can assume one of 1000 positions. In the first part the results 

on exemplar scenarios when attacks stars after the end of training will be 

presented. In Figure 30 we present the evolution of the reputation in the case of 

misrouting attack that starts at the tick 650. The detection algorithm is SOM 
trained on the data obtained in the first 600 time ticks with n-gram width 2. New 

reputation calculation is performed every 20 time ticks. 

 

Figure 30. Reputation Evolution – Misrouting Attack, start at 650 

The misrouting attack is launched from the node on the position 178, and as we 

can see, it is the only node with the reputation equal to 0. 

In the following experiments the misrouting attack is launched at the ticks 350 
and 200, while the training ends at the tick 600, as before. The results are 

presented in the following figures.  
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Figure 31. Reputation Evolution – Misrouting Attack, start at 350 

The attack is launched from the node at the position 563. As we can observe 
from the Figure 31, the node that is the origin of the attack has its reputation 

lowered to 0. However, 5 more nodes in the vicinity of the attacked node also 

have their reputation lowered to 0, so they will falsely be reported as 
compromised. Thus, the false positive rate in this case is 5%. 

 

Figure 32. Reputation Evolution – Misrouting Attack, start at 200 

In this case, the attack is launched from the node at the position 312. As we can 

observe from the Figure 32, the node that is the origin of the attack has its 
reputation lowered to 17. However, 9 more nodes in the vicinity of the attacked 
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node also have their reputation significantly lowered, so they will falsely be 

reported as compromised. Thus, the false positive rate in this case is 9%. In this 
case we can also observe that the number of false positives rises as the portion of 

training data produced under the influence of the attack raises. 

In the following we will see the performance of the SOM algorithm in the 
presence of a wormhole attack. In the fist experiment the attack starts after the 

end of the training at the tick 650 (Figure 33).  

 

Figure 33. Reputation Evolution – Wormhole Attack, start at 650 

The origin of the wormhole is the node at the position 746 and its reputation is 

lowered to 0, so it is detected and completely confined. In this case the 
reputation of the link node (position 147) is lowered to 12, but it has been 

previously mentioned that this node is not considered as a part of the attack, so 

in this case it is considered to be false positive. Apart from these nodes, two 

more nodes in the vicinity of the wormhole node have their reputation lowered 
to 0, so the false positive rate in this case is 3%. 
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Figure 34. Reputation Evolution – Wormhole Attack, start at 350 

In the case when the wormhole starts at the tick 350 (Figure 34) the origin of the 

attack is the node at position 541, and its reputation is lowered to 6, so it is 

detected and completely confined. However, there are seven more nodes with 

the reputation lower than 20, which will be falsely reported as compromised. 
Thus, the false positive rate in this case is 7%. 

 

Figure 35. Reputation Evolution – Wormhole Attack, start at 200 

In the Figure 35 the wormhole attacks starts at tick 200 and the origin is the node 

at the position 547, which reputation is lowered to 0. Thus, the attack is 

completely detected and confined. However, in this case we also have 16 more 

nodes with the reputation lower than 20, three more with the reputation lower 
than 30 and one more with the reputation lower than 50. Thus, the number and 

the rate of false positives become very high in this case (16%). From the previous 
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two cases we can conclude that SOM algorithm reports more false positives as 

the amount of data used for training decreases. The nodes in the closest vicinity 
of the compromised node(s) are particularly prone to be reported as false 

positives. Yet, this is not very surprising as they will often participate in the bad 

routing paths. The presence of the attack in the training data also affects on the 
number of false positives. However, even in the case when trained with the 

relatively small amount of data that are not clean, SOM algorithm is capable of 

detecting the compromised node, which illustrates its robustness.  

4.3.3 GA Results 

4.3.3.1 Detection of the Sybil Attack 

The proposed algorithm has been tested on the presented simulated sensor 

network that contains 200 sensor nodes that can be allocated at 2000 different 
positions attacked by various attacks. However, most of the presented results are 

based on the Sybil [65] attacks due to its aggressiveness and elusiveness. 

Moreover, some other attacks (thief, mole, clone etc.) can be considered as 
special cases of Sybil. The network simulates a sensor network for detecting 

presence in the area of application. In other words, sensors give either output 1 if 

they detect presence of a person or an object, or 0 if they do not detect any 
presence. The groups for spatial GA are formed in the following way: close 

sensors that should give the same output are placed in the same group. The 

following results are based on GA of initial population of 15 individuals that 
was evolved during 20 generations with crossover and mutation probability 0.6 

and 0.05 respectively.  

In our experiments the Sybil attack impersonates 10 sensor identifications. The 

duration of the experiment is 1000 time ticks. One time tick in simulator is the 
period of time required to perform the necessary operations in the network. In 

the following we will present results in different scenarios regarding the 

presence of Sybil in training data. MD value in this case is calculated in the 
following way depending on the number of cluster centres k where v(x) is the 

centre to which the current input belongs and mi are the clusters: 
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(27)  

In the following figures the Y-axis represents time whereas X-axis indicates 

space. Z-axis shows reputation values and it is represented by colour gradation. 

Figure 36 shows the evolution of the reputation of every node after and before 
introducing the Sybil attack where the training stops at 600th time tick and Sybil 

starts at 650th, while Figure 37 shows the detection evolution in the same case. In 

this figure and the following that represent detection evolution real positives are 
well-behaved nodes, while real negatives are the ill-behaved nodes. Fake 

positives are non-detected ill-behaved nodes, while fake negatives represent the 

portion of well-behaved nodes necessary to be sacrificed in order to confine the 
attack. In Figure 36 we can observe a thick dark line, which stands for the group 

of nodes attacked by Sybil. The dark colour reflects their low reputation.  Figure 

37 confirms that all the attacked nodes have been detected (Fake Positive line). 

This means that our algorithm is able to detect previously unseen attacks. 

 

Figure 36. Sybil starts at 650, training ends at 600 – Reputation Evolution 
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Figure 37. Sybil starts at 650, training ends at 600 – Detection Evolution 

Now we will demonstrate the statement from the previous section that our 
approach for detecting outliers using QE and MD value is superior to the 

standard method of labelling clusters according to the number of elements that 

belong to it. In the previous experiments the resulting clusters all had the same 

number of elements, thus making impossible the labelling according to the 
number of elements. On the other hand, in all the cases QE takes the following 

values: 1.5, 1.25, 1.61, 1.46, etc. All the values are abnormal, i.e. greater than 1, 

which according to the formulas given above decreases the reputation, thus 
allowing easy detection and confinement of the attack.  

In the following experiments we will demonstrate that our algorithm can detect 

a Sybil attack even if it starts before the end of the training. Let Sybil start at tick 
400. With the same parameter settings as before, i.e. training ends at tick 600, the 

algorithm can identify the presence of the attack, but it is not able to completely 

confine it (Figure 38– dark line stands for the presence of an attack, Figure 39 – 

number of false positives does not reach 0). 

 

Figure 38. Sybil starts at 400, training ends at 600 – Reputation Evolution 
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Figure 39. Sybil starts at 400, training ends at 600 – Detection Evolution 

Further experimenting on this issue, we concluded that in order to completely 

confine the attack, one possibility is to end training at tick 560. This is 
demonstrated in the Figure 40 and Figure 41 (False positive falls to 0). 

 

Figure 40. Sybil starts at 400, training ends at 560- Reputation Evolution 

 

Figure 41. Sybil starts at 400, training ends at 560- Detection Evolution 
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In this case it is also possible the see the advantage of our proposal over the 

standard labelling. Although we can observe the cases where the abnormal data 
belongs to the cluster with the least number of data (3 towards 15 – the highest 

number observed, detected by our algorithm for its MD value greater than 1), it 

is possible to find the cases where abnormal data end up belonging to the 
clusters with highest number of elements. However, the QE values were above 1 

(1.8, 1.17, etc.), so it is possible to detect and completely confine the attack. 

Experimenting further with different Sybil starting points (Sybil starts 50 ticks 
earlier in each iteration), with the same parameters we can detect Sybil when it 

starts down to tick 250 (Figure 42, Figure 43, Figure 44, Figure 45, Figure 46, 

Figure 47). This demonstrates the robustness of the algorithm, as it is able to 
detect a wide range of attacks that start at different points without changing any 

testing or training parameter. 

 

Figure 42.  Sybil starts at 350, training ends at 560 - Reputation Evolution 

 

Figure 43. Sybil starts at 350, training ends at 560 - Detection Evolution 
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Figure 44.  Sybil starts at 300, training ends at 560- Reputation Evolution 

 

Figure 45. Sybil starts at 300, training ends at 560 - Detection Evolution 
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Figure 46. Sybil starts at 250, training ends at 560 - Reputation Evolution  

 

Figure 47. Sybil starts at 250, training ends at 560 - Detection Evolution 

Finally, we will present the properties of the detector (Case 1) in terms of the 

following characteristics: 

• Detection time: time from launching point of the attack until the 

moment it has been detected; 

• Isolation time: time from the launching of the attack until its complete 

isolation; 

• System degradation: the percentage of the nodes that needs to be 
sacrificed in order to confine the attack; 
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These characteristics are presented in Figure 48 and Figure 49 depending on the 

percentage of Sybil IDs, i.e. sensor IDs impersonated by Sybil. This value spans 
from 0 to 31% since for the higher values it is not possible to detect and confine 

the attack completely in our test case, meaning that the data produced by Sybil 

cannot be treated as outliers any longer. 

 

Figure 48. Detection time and Isolation time dependence on Sybil IDs 
percentage  

 

Figure 49. System Degradation dependence on Sybil IDs percentage 

We can observe from the Figure 49 that system degradation is 16% in worst case. 
Detection time is the same in all cases (30 time ticks), while isolation time 

increases as Sybil spreads. Here we should emphasize that the amount of time is 

not the only relevant value since the testing can be performed only after some 

amount of data has been collected. Thus, in the terms of testing cycles, i.e. 
number of testing points that are in this case performed every 40 time ticks, we 

can conclude that in this testing case the presence of Sybil has been detected in 
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the first testing cycle in all of the cases, while it took one to nine cycles to 

completely confine the attack. 

4.3.3.2 Detection of Other Attacks 

Apart from Sybil, we have tested our algorithm also on clone attack. This attack 

consists in cloning certain node(s) in other areas. In the following we will 
present the results of experiments of the clone attack in the cases when the attack 

starts before and after the end of the training (at tick 560 in both cases). In the 

figures below we can see the evolution of the reputation of the node and its 
clone in the case when the attack starts at tick 450 (Figure 50) and at the tick 650 

(Figure 51). As we can observe, in both cases the reputation of the compromised 

node around 0, which means that the attack is completely confined. 

 

Figure 50. Reputation Evolution of the compromised node and its clone – 
attack starts at 450 

 

Figure 51. Reputation Evolution of the compromised node and its clone – 
attack starts at 650 
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We have also tested our algorithm on a pulse-delay attack. In this case we can 

expect in some intervals the information that comes from the attacked node to be 
consistent with the information coming from the nodes in its surrounding, 

which can result in reputation increase. In the following figures we can see the 

evolution of the reputation in two cases: (a) the pulse-delay attack starts at tick 

400 and attacks the node at the position 793 (Figure 52), and (b) the pulse-delay 
attack starts at tick 650 and attacks the node at position 1598 (Figure 53). In both 

cases, the training ends at tick 560. We can observe that in both cases that the 

reputation of the attacked node is significantly lower comparing to the rest of the 
nodes, thus the attack is detected and confined. The reputation increase that can 

be observed in both cases occurs due to the previously mentioned recuperation 

of correct data. However, this increase is very slow and the reputation remains 
low. It can also be observed the decrease of reputation whenever the data from 

the attacked node is not consistent with the data proceeding from the rest of the 

nodes in the area. Thus, in order to be considered correct, the node has to be 
consistent with its surrounding during long period of time, but once it starts 

behaving improperly, its reputation will decrease rapidly. 

 

Figure 52. Reputation Evolution – Pulse-delay Attack starts at 400 
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Figure 53. Reputation Evolution – Pulse-delay Attack starts at 650 

4.3.3.3 Detection of the Attacks launched on Routing Protocol 

In the case of GA, the same as in the case of SOM, we use the scenario where 100 
sensor nodes that can assume one of 1000 positions. 

In the following we will present the performances of the GA, this time on 

wormhole attack which starts at the tick 650. The parameters of GA are the same 
as in the case of SOM. The reputation evolution in this case is presented in 

Figure 54. 

 

Figure 54. Reputation Evolution – Wormhole Attack (start 650) 

The wormhole was launched from the position 12, and we can see that its 

reputation is lowered to 0. Thus, the attack is detected and completely confined. 
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However, we can also observe that the reputation of two more nodes is also 

lowered, although not to 0, but to 21 and 23. The decision whether they are 
compromised or not will depend on the elected threshold value. If this value is 

20 or lower, we will have the 100% detection with 0% false positive, but if the 

threshold is higher, we will have the false positive rate of 2%. We should point 

out that a small percentage of false positives in the case of WSNs acceptable, due 
to the existing redundancy. Yet, this number should not be very high in order 

not to degrade the performances of the network. 

In order to illustrate the performances of our approach in the case when the data 
produced by the influence of the attacker exist in the training data, we present 

the results when varying the starting point of the wormhole attack. In the 

following figures the attack starts at the points 350 (Figure 55) and 200 (Figure 
56). 

 

Figure 55. Reputation Evolution – Wormhole Attack (start 350) 

In the Figure 55 we can observe that that the reputation of the node at position 

around 1000 (the exact position is 993) is lowered to 0. This node is the origin of 
the attack. The node at the position 228 also has lowered reputation up to 45. In 

the similar manner as before, this node can become false positive if the threshold 

value is established as higher than 45. 
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Figure 56. Reputation Evolution – Wormhole Attack (start 250) 

In the Figure 56 we can see that the node of the approximate position 1000 (the 

exact position is 954) is lowered to 0. This node is the origin of the attack. Few 
nodes around position 280 have also low reputation. This is probably due to the 

proximity to the link node in the wormhole which is at position 283 (its 

reputation is lowered to 10). The rest of the nodes with lowered reputation and 
their reputations are the following: nodes at positions 279, 278, 275 with their 

respective reputations 7, 18 and 16. These nodes are positioned next to each 

other. Due to their low reputation, in most of the cases they would be reported 
as compromised. The node at the position 219 also has lowered reputation up to 

47, but for its possibility to be reported as compromised is lower than for the 

previous nodes. 

We can see in this case that the number of false positives increases as we have 
less training data, which can be expected since we do not have enough data for 

an optimal training. However, in all of the cases the origin of the attack is 

detected. Thus, we can say that our approach is flexible in the terms the presence 
of abnormal data in the training. Furthermore, it is able to detect the 

compromised node even if trained with smaller portions of data, although with 

the price of higher number of false positives. 

In the following we will see the performances of GA on detecting misrouting 

attack. One more time, the case when the attack starts after and before the end of 

training will be presented. 
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Figure 57. Reputation Evolution – Misrouting Attack (start 650) 

In the first experiment (Figure 57) the attack starts at the tick 650 and the node at 

the position 124 is the origin. As it can be observed from the figure, two nodes 

have their reputation lowered, the one at the position 124 to 48, and the other at 
the position 208 to 41. Since these are the only two nodes with the lowered 

reputation, they are reported as malicious, so in this case the compromised node 

is detected with one false positive, i.e. false positive rate is 1%. 

 

Figure 58. Reputation Evolution – Misrouting Attack (start 550) 

In the following experiment (Figure 58) the attack starts at the tick 550 and the 

node at the position 390 is the origin. As it can be observed from the figure, three 

nodes have their reputation lowered, the one at the position 390 down to 40, the 
node at the position 405 down to 40, and the node at the position 441 down to 47. 

The malicious node often used the other two nodes to send the in the opposite 
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direction, which is the reason they often appeared in routing paths marked as 

malicious and why their reputation is also lowered. Since these are the only two 
nodes with the lowered reputation, they are reported as malicious, so in this case 

the compromised node is detected with two false positive, i.e. false positive rate 

is 2%. 

4.3.4 Comparison of SOM and GA with Standard Beta Functions 

for Calculating Reputation 

As it can be concluded from the Chapter 2.3.3, beta function is the most utilized 
function for calculating reputation. In this chapter we will see the performance 

of this technique when deployed under the same conditions as the developed 

SOM and GA, taking the same threshold value.  

In the first experiment a Sybil attack is launched from a new node at position 800 
that starts at tick 500. The attack impersonated 10 existing nodes with IDs 188-

197, situated between positions 1840 and 1923. The results are presented in 

Figure 59 and Figure 60. We can see that the attacked is detected and completely 
confined in this case as well. However, in the case of beta the false positive rate, 

the detection and the time of confinement are higher than in the case of SOM 

(Figure 15 - Figure 24) or GA (Figure 36 - Figure 47).  

 

Figure 59. Reputation Evolution – Sybil attack 

 



Unsupervised Intrusion Detection in Wireless Sensor Networks based on Artificial Intelligence Techniques  

128 

 

                      (a) RP, RN, FP, FN                            (b) RN, FP, FN 

Figure 60. Detection Evolution – Sybil attack 

The same approach is tested in the presence of a clone attack. In this case a new 

node added at the position 800 impersonates the node with ID 106 positioned at 
1060. The results are presented in the Figure 61 and Figure 62. The attack starts 

at tick 500. It can be observed that both the attacker node and the attacked node 

are detected and confined. However, in this case the number of false positives is 
higher than in the case of SOM (Figure 26 and Figure 27) or GA (Figure 50 and 

Figure 51). 

 

Figure 61. Reputation Evolution – Clone attack 
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                            (a) RP, RN, FP, FN                            (b) RN, FP, FN 

Figure 62. Detection Evolution – Clone attack 

Finally, the performances of beta reputation function in the presence of a delay 

attack are presented below (Figure 63 and Figure 649. The attack starts at tick 250 
and attacks the node at position 1614. As we can see, the attack is detected in this 

case as well. However, in this case the recovering of the attacked node is faster 

than in the case of SOM (Figure 28 and Figure 29) or GA (Figure 52 and Figure 

53). The false positive rate is also higher. 

 

Figure 63. Reputation Evolution – Delay attack 
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                            (a) RP, RN, FP, FN                            (b) RN, FP, FN 

Figure 64. Detection Evolution – Delay attack 

4.3.5 Comparison of GAs and SOM 

Comparing self-organizing maps and genetic algorithms, we can conclude that 
both algorithms exhibit similar characteristics in terms of detecting and 

confining attacks, i.e. detection rates, time of detecting and isolating attack are 

comparable, while GA exhibits a little bit higher system degradation (16% vs. 
12% at most). However, GA is proven to be more robust to the aggressiveness of 

Sybil. We can conclude this from the following two observations:  

• GA is to able to detect and confine Sybil even when the majority of 

training data is produced by its influence: in the previous experiments 
we have the case when Sybil is completely confined although it starts at 

time tick 250 and the training is finished at 560, while in the same case 

SOM is able to confine the attack when training at most ends at 300. 

• Under the same experimental conditions, GA is able to confine Sybil if 

up to 31% existing IDs have been impersonated by the attack, while in 

the case of SOM the maximum is 30%; additionally, in more evasive 
cases GA detects the presence of the attack, but it is not able to confine 

it completely, while SOM does not even detects the attack (for example, 

if 35% of IDs is impersonated, GA detects 31%, while SOM does not 

detect it at all). 

Regarding detection of the attacks on routing protocol, we can observe that GA 

exhibits lower rate of false positives (e.g. Figure 33, Figure 34 and Figure 35 vs. 

Figure 54, Figure 55 and Figure 56 in the case of the wormhole attack). However, 
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in the case of the misrouting attack when the attack starts before the end of 

training, GA is capable of detecting the attack only in the cases the attack starts 
in the late stages of training, i.e. if 10% (or less) of the data contains traces of 

attacks, as presented in the Figure 58. On the other hand, SOM is capable of 

detecting misrouting attack even if it starts in the early stages of the training 
(Figure 31 and Figure 32). If we look closer to the result of these attacks, both 

result in the previously unseen routes. In the case of the wormhole new nodes 

are added to the routes, while in the case of the misrouting the misbehaving 
node(s) return data to the nodes that are farther from the base station, thus the 

routes do not contain new actors, just their order is reversed, which makes this 

attack more subtle are harder to detect.  

Regarding resource consumption, i.e. memory usage and execution time, under 

the same experimental condition GA consumes 1.35 more memory (comparing 

peak values) and takes 1.28 more execution time. These results have been 

obtained using valgrind tool for linux [80]. Thus, GA consumes more resources 
than SOM which can be limiting factor for its deployment in sensor networks. 

Therefore, we can conclude that GA has advantage over SOM in the cases when 

its robustness is more important than its higher resource consumption. 

4.3.6 Network Survivability 

In this section we will discuss the survivability of the network, i.e. how strong 

the attack has to be in order to compromise the network. We say the correct 
operation is maintained until the network provides the correct picture of the 

observed phenomenon during the whole time, although the attack has not been 

completely isolated, i.e. there are still a number of compromised nodes that have 

not been isolated. 

This depends on many factors, where the most important one is the redundancy. 

If we have k different groups of sensors, where the sensors within one group 

give coherent information and the groups contain N1,N2,…,Nk different sensors 
respectively, and N1+N2+…+Nk=N, where N is the number of sensors in the 

network and Nmin = min{ N1,N2,…,Nk }. If there is no mechanism for detecting 

attacks, the attacker has to compromise at least 






2

minN
in order to compromise 

the network.  
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However, provided there is a mechanism for detecting attacks, the minimal 

number of nodes the attacker has to compromise depends on the way of making 
the final decision, i.e. whether the decision is based upon the claims of the 

absolute majority in a group including the isolated nodes, or the excluding them. 

The network can be compromised if the attacker manages to compromise at least 

one group, which means the network will not provide the complete picture of 
the phenomenon. Thus, the minimal number of nodes the attacker has to 

compromise is 






2

minN
 in the first case and Nmin in the second, provided that all 

the compromised nodes belong to the same group. However, if the attacker does 

not know which of the nodes belong to the same group, he has to compromise at 

least 








2

N
 in the first case, or (N-k)+1 in the second, as while there still remains 

one good node in each group while the rest are isolated, the network will 

provide correct information.  

In the following we will present how the number of nodes that have to be 

compromised in order to compromise the whole network depends on the 

starting point of the attack, when the process of making decision corresponds to 
the second case. In this experiment, the data coming from the detected 

compromised nodes are discarded. However, these nodes are taken as routing 

hops if there is no other available. 

 The experiment is performed in the same surrounding as the previous ones, in 

the presence of two attacks, the Sybil attack and the chain attack, which consists 

of n compromised nodes, where the first (n-1) always forward the data to the 
next one in the chain, while the last one performs misrouting. These attacks 

belong to the most aggressive attacks, and represent attacks whose detection has 

been demonstrated to be complicated. The attacks compromise random nodes 

and it is assumed that the nodes from the whole network can be compromised. 
In this scenario, without any detection algorithm, the attacker would have to 

compromise at least 50%+1 nodes in order to compromise the network. In Figure 

65 we observe that in the presence of a detection mechanism the attacker has to 
introduce more effort in order to compromise the network, where the maximal 

percentage of compromised nodes that permits network survivability is 83.5%in 

the case of the Sybil, and 90% in the case of the chain attack, when the attack in 
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both cases starts after the end of training. As the percentage of clean data 

decreases, it is harder to detect all the malicious nodes, for which the attacker 
needs to introduce less effort in order to compromise the network. However, in 

the case of the chain attack the effort is always much higher than in the case 

there is not detection mechanism. On the other hand, in the case of the Sybil for 
the situations the training data contains at least 10% of the clean data, the 

presence of a detection mechanism increases the effort of the attacker necessary 

to compromise the network.  

 

Figure 65. Maximal percentage of compromised nodes that permits network 
survivability vs. percentage of clean data 

4.3.7 N-gram Size Variation 

In the Chapter 3.2.5 has been mentioned that the optimal n-gram size is a 
tradeoff between the occupied storage space on one side and the characteristics 

such as detection rate, or detection and isolation time on other. Furthermore, in 

Chapter 3.5 we have seen that or the higher values of n the attacker can make 

fewer number of mistakes and still be detected. We will illustrate this in the case 
of a GA which training ends at tick 600 and the Sybil that starts after the end of 

training and before the end of training.  
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Figure 66. Detection and False positive rate vs. n-gram size (Sybil start 
posterior to the end of training) 
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Figure 67. Detection and Isolation time vs. n-gram size (Sybil start posterior 
to the end of training) 

In Figure 66 detection and false positive rate in the case the Sybil starts at the tick 

650 varying n-gram size from 1 to 6, while Figure 67 depicts detection and 
isolation time in this case. We can observe that the size has to be at least 2 in 

order to completely isolate the attack. Yet, isolation time in this case is much 

higher than in the case of n=3. Similar conclusions can be drawn from Figure 68 
and Figure 69 that depict the situation when the Sybil starts at the tick 500.  We 

can also observe in both cases that as n grows, false positive rate also grows 

since the effects of overfitting start to appear. However, as n grows, the isolation 
time falls, which can be observed from the case n=6. Yet, false positive rate is 
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very high in this case, which makes it applicable only in the networks with high 

redundancy. 
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Figure 68. Detection and False positive rate vs. n-gram size (Sybil start 
anterior to the end of training) 
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Figure 69. Detection and Isolation time vs. n-gram size (Sybil start anterior to 
the end of training) 

Thus, it is obvious that the optimal n-gram size is 3. Intuitively, it provides a 

high enough level of temporal and spatial redundancy in the case of modeling 
sensor outputs, and also in the case of modeling routes it provides certain 

insight in the way the routing paths develop. From the previous figures, we can 

observe that is provides similar performance concerning detection and isolation 
time as the cases of higher n, while exhibiting lower false positive rate. At the 

same time, it occupies much less storage space than the cases that deploy higher 

n-gram size. For example, if we want to characterize sensor outputs captured 
during 20 time epochs, assuming the values are integers and the integer occupies 
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four bytes, in the case of n-gram size 3, it would occupy 216 bytes ((20-3+1)*3*4), 

while in the case of n-gram size 4, it would occupy 272 bytes ((20-4+1)*4*4), 
which is 25% more. In the case of n-gram size 8, it would occupy 412, which is 

almost twice more comparing to the case of n-gram size 3, and the absolute 

difference will grow as the characterization time grows. For all these reasons, we 

have deployed n=3 in our experiments. 

4.3.8 An Illustration of Calculating Nerr  

In the Chapter 3.5 we have seen a way to calculate the minimal number of 

changes the attacker has to introduce in order to be detected (Nerr min). We have 
also seen that one of the values that have to be approximated is the coefficient of 

correlation between the n-grams. A way of calculating total correlation comes 

from [85] and it expresses the amount of dependency that exists among a set of 
variables. For a given set of k random variables {X1, X2, …, Xk}, the total 

correlation C(X1, X2, …, Xk) is given by the following formula: 

( ) ( ) ( )∑
=

−=
k
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kik XXXHXHXXXC
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2121 ,...,,,...,,    (28) 

where H(Xi) is the information entropy of variable Xi, while H(X1, X2, …, Xk) is 

the joint entropy of the variable set {X1, X2, …, Xk}. We will approximate this 
with its maximal value which is given by: 
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In Figure 70 we can observe that the distribution of the feature value change ∆f 

for each n-gram can be approximated with the normal distribution. Having 
established the distribution, we now have to find its entropy. The entropy of the 

normal distribution is given with the following formula: 
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Thus, we need to calculate the standard deviation, and it is calculated using the 

formula with Bessel’s correction: 
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Distribution of feature value changes 
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Figure 70.  Example of ∆f variation for each n-gram 

Using the above formulas in the case given in Figure 70, the value of the total 

correlation is 5.81, which gives the value of the correlation factor in the formula 
(9) to be 0.172. Finally, the formula (9) in this case becomes: 

n

N
N

sample

err
65.1

min >           (32) 

For example, taking Nsample=20 and n=3, we get Nerr min=4. On the other hand, we 

can fix the size of Nerr min and look for the size of n or Nsample that can provide us 

the wanted result. In this way, if we want Nerr min=2, for Nsample=20, we need n≥6, 
or for n=3, we get Nsample≤10. Thus, even if we take lower values of n, we still 

have one degree of freedom (the characterization period Nsample) that can be 

changed in order to get the wanted value of Nerr min. 
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Chapter 5 
Proposed Distributed Model 
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5. Proposed Distributed Model 

5.1. Introduction 

Machine learning techniques have many parameters that should be set from the 

start, e.g. duration of training, size of the lattice in the case of SOM, etc. It is not 
easy to guess the optimal parameters in the beginning, and in our case 

additional problem is the impossibility of human interaction. On the other hand, 

in case an agent resides on a compromised node, it is possible for the attacker to 
compromise the agent as well. In order to overcome these issues, we introduce 

agent redundancy, where more than one agent monitors the same sensor node, 

and adopt the idea of immune systems in order to establish the distributed 

model of detection.  

5.1.1 The Distributed Organization 

At the beginning we have a group of agents based on the one of the proposed 

algorithms with different parameter setting. Every sensor node is being 
examined by an agent that resides on a node in its vicinity and listens to its 

communication in a promiscuous manner. Each of the agents is trained 

separately, which resembles the basic idea of immune systems: all the processes 
of detector (agent in our case) generation and elimination of antibodies, i.e. 

intruders, are parallel and distributed. 

Additionally, we assign reputation to each detector. We have opted for beta 

reputation [28], since it has strong background in the theory of statistics. It is 
calculated according to the following formula: 

( )( )
2

1
1,1

++
+=++=
βα

αβαBetaER  
(33) 

where α stands for the number of correct decisions made by the detector, while β 

stands for the number of the incorrect ones. The voting system decides whether 

a response is right or wrong based on majority voting. In this way we get a 
hierarchical reputation system, as depicted in Figure 71 (Si stands for a sensor 

that is monitored by more than one agent (Aj), four in this case, and each agent 

has its own reputation calculated by RAj that uses the information from the rest 
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of the agents that monitor the same node to calculate the reputation of the 

agent). Here we assume that most of the agents are capable of making correct 
decisions. The software for calculating agent reputation can be executed in either 

base station or sensor nodes since it does not consume significant resources. The 

implementation in sensor nodes has the advantage of faster response, but its 

limitation consist in being capable of only seeing the response of those agents 
whose communication it can overhear. 

 

Figure 71. Hierarchical Organization of Reputation System 

Each agent has to pass through a period of validation: if after a certain period of 

time its reputation is above the established threshold value, the agent can 
participate in the detection process, as it has been demonstrated that is was 

properly trained. From that point onward it fully participates in assigning the 

reputation values to the nodes it is monitoring. The validation process resembles 
the process of maturation of the lymphocytes in the immune system. Once a 

detector from the immune system detects an antigen, it activates the substances 

that eliminate the antigen. In a similar fashion, once a validated agent identifies 
a compromised node, it decreases the reputation of the node which will help in 

rendering it isolated from the network. 

We continue to calculate the reputation of the agents and it certain moments of 

time we check if the agent reputations are above the established threshold. In the 
cases the value is below the threshold, this means that either the situation in the 

environment has changed significantly so the agent needs re-training, or an 

adversary has deliberately changed it. In each case, the agent must not be able to 
change the reputation values of the nodes.  
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The proposed approach offers many advantages. First of all, it provides proper 

training of the agents without human interaction. Furthermore, the agent 
redundancy makes it more robust to attacks against the reputation system itself. 

Finally, one of the most important advantages of this solution is its scalability. 

Namely, the addition of new nodes in the network requires activation of new 
agents that will run on the nodes in its vicinity and examine their behavior. As a 

comparison, if we choose to execute all the agents on the base station, the 

addition of new nodes (which implies addition of new detection agents) 
introduces extra charge to the base station that could lead to the deterioration of 

its functionality. Thus, it is obvious that our solution provides much better 

scalability. Moreover, the sole implementation in the base station would mean 
the single point of failure. Thus, it is obvious that our solution provides better 

scalability and higher robustness. 

5.1.2 Incorporation of Mobile Nodes 

Upon changing their position, mobile nodes should be able to continue routing 
their own sensed values and be used as a routing hop as well. In order to 

minimize the disruption of the system, we propose the following principle: if the 

nodes encounter with a new node in their area, they will ask the base station 
about its reputation and continue the interaction assuming the existing 

reputation value.  

Concerning the mobile node that has changed the position, we distinguish two 
possible situations: the node remains in the same area, i.e. it has not changed its 

position significantly, which can be concluded by the base station if it still uses 

similar group of nodes to route its data, or if its starts using completely new 

routes, the old model has to be discarded and a new model has to be established 
and trained for the same node.  

Regarding the nodes whose routes will be changed with the introduction of a 

new node that behaves properly, according to the presented model and the 
adopted distance function, it is not possible to introduce significant change so as 

to raise doubts, so it is not necessary to perform the re-training. However, if 

more new nodes appear in the routes, it is advisable to perform the re-training 
(with both old and new data) in order to avoid false positives. 
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5.2. Results of the Distributed Model 

5.2.1 Evaluation on the Sybil Attack  

In the following experiments the final reputation is calculated as the average 
reputation of the algorithm set that contains both SOM and GA with the 

following configurations (n-gram size is 3 in all of them): 

• Training Ends at tick 500, test every 20 ticks based on previous 40 values 

• Training Ends at tick 400, test every 15 ticks based on previous 40 values 

• Training Ends at tick 300, test every 15 ticks based on previous 40 values 

• Training Ends at tick 200, test every 10 ticks based on previous 40 values 

• Training Ends at tick 150, test every 10 ticks based on previous 40 values 

• Training Ends at tick 50, test every 10 ticks based on previous 20 values 

After the tick 500, in the following 100 ticks we perform the process of detector 

evaluation described in the previous text, so each algorithm has its reputation. In 

the process of assigning reputation to the nodes, we only include those detectors 

which reputation is greater than the established threshold. We will present the 
results based on different threshold values. The scenario is the same as before: 

The proposed algorithm has been tested on the presented simulated sensor 

network that contains 200 sensor nodes that can be placed in 2000 different 
positions. The network simulates a sensor network for detecting presence in the 

area of application. In other words, sensors give either output 1 if they detect 

presence of a person or an object, or 0 if they do not detect any presence. 

In the following we will present the results of the proposed solution based on a 

set of representative insider attacks explained above. In all of the simulation the 

compromised nodes will be stationed in the same area for the purpose of clearer 

presentation of the results. 

First we give results of the replication, or clone attack, which can be considered 

as a special case of the Sybil attack, where 3 new nodes impersonate IDs of the 

existing 3 nodes. In the first case the attack starts at 650 and the following nodes 
are affected: 

• Node with ID 24, originally at position 201 is cloned at position 501 
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• Node with ID 108, originally at position 1088 cloned at position 502 

• Node with ID 179, originally at e position 1754 cloned at position 500 

In the Figure 72 we can observe the reputation and the detection evolution (RP – 

stands for the number of real positives, i.e. the nodes that not compromised, RN 

– real negatives, i.e. the compromised nodes, FP – false positives, i.e. normal 

nodes reported as compromised, FN – false negatives, i.e. undetected 
compromised nodes). The threshold for distinguishing normal and 

compromised nodes for depicting Figure 72.b. and Figure 72.c. is taken to be 20, 

but all the compromised nodes have their reputation lowered to 0, as it can be 
observed from the figure 2.a, so any threshold higher than 0 would give the 

same result. Thus, we can conclude that in this case all the compromised nodes 

have been detected, i.e. detection rate is 100% with 0% of false positives, and the 
attack is completely confined. We should point out that, given the redundancy 

in sensor networks, false positives are not big issue here. However, their number 

should be minimized in order not to deteriorate significantly the network 

operation. The attack is detected and confined 30 time ticks after its start, which 
is equivalent to two testing periods of the deployed algorithms. 

 

(a) Reputation Evolution 
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(b) Detection Evolution (RP, RN, FP, FN)      (c) Detection Evolution (RN, FP, FN) 

Figure 72. Clone attack starts at 650 

In the following we will see a scenario when the clone attack starts at the tick 
350. The following nodes are affected: 

• Node with ID 107, originally at position 1075 cloned at position 501 

• Node with ID 122, originally at position 1196 cloned at position 500 

• Node with ID 176, originally at position 1718 cloned at position 502 

In the Figure 73 we can observe the reputation and the detection evolution in 

this case.  The threshold for distinguishing normal and compromised nodes for 

depicting Figure 73b. and Figure 73c. is taken to be 20. The compromised nodes 
and their corresponding clone have their reputation lowered to 5, 5 and 12 

correspondingly. In this case, the detection rate is also 100% with 0% false 

positive rate. The next lowest reputation has the node at the position 1815, which 

is 49, while the reputation of the rest of the nodes spans from 71 and 100. Thus, 
zero false positive rate would be maintained as long as the threshold did not 

surpass the value of 49. For the threshold value spanning from 49 and 70, the 

false positive rate would be 0.5%. The threshold values higher than 70 is not 
reasonable. Concerning detection time and the time of confinement, the attack is 

detected at the first tick of testing and completely confined 60 ticks later, which 

is 3-4 testing cycles of the detection algorithms. Thus, we have demonstrated 
that the proposed solution is capable of detecting clone attack in the case when 

traces of attack are present in the training data and also when are not present, 

which does not limit us to having only clean data for the training. 
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(a) Reputation Evolution 
 

 
b) Detection Evolution (RP, RN, FP, FN)     (c) Detection Evolution (RN, FP, FN) 

Figure 73. Clone attack starts at 350 

In the following we will see the performance of the proposed solution under the 
Sybil attack. Again, we will have two different scenarios: the traces of the Sybil 

attack in the training data, and the case when the Sybil attack starts after the end 

of the training.  

In the first scenario a new node added at the position 800 by the adversary 

impersonates 10 existing nodes with the IDs from 23 to 32 that take positions 

195, 201, 219, 228, 258, 273, 275, 304, 307 and 323. In Figure 74 we can observe the 
reputation and the detection evolution. The threshold for distinguishing normal 

and compromised nodes for depicting Figure 74b. and Figure 74c. is taken to be 

20, but all the compromised nodes have their reputation lowered to 0, as it can 

be observed from the Figure 74a, so any threshold higher than 0 would 
completely confine the attack. The first higher reputation value is 45, so if the 
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threshold is taken lower than this value, the false positive rate will remain 0. 

Thus, we can conclude that in this case all the compromised nodes have been 
detected, i.e. detection rate is 100% with 0% of false positives, and the attack is 

completely confined. The attack has been detected 30 ticks after the start, i.e. 1-2 

testing cycles, and completely confined 35 ticks after the start. 

 

(a) Reputation Evolution 

   

(b) Detection Evolution (RP, RN, FP, FN)      (c) Detection Evolution (RN, FP, FN) 

Figure 74. The Sybil Attack – start at 650 

In the following we will see a scenario when the Sybil attack starts at the tick 

350. A new node is added at the position 800 by the adversary and it 
impersonates 10 existing nodes with the IDs from 115 to 123 and 126 at the 

positions 1152, 1156, 1160, 1168, 1172, 1177, 1187, 1196, 1201 and 1252. In the 

Figure 75 we can observe the reputation and the detection evolution. The 
threshold for distinguishing normal and compromised nodes for depicting 
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Figure 75b. and Figure 75c. is taken to be 30. The compromised nodes have their 

reputation lowered to 9, 28, 6, 11, 5, 3, 11, 8, 5 and 8. Thus, in this case we have 
detection rate of 100% with 0% false positive rate. If the threshold were lower, 

i.e. between 30 and 12, we would not have detected one node, in which case the 

detection rate would be 90%. On the other hand, the next lowest reputation 
value is 51, so for the threshold lower then 51, the false positive rate would 

remain 0. The attack has been detected and confined from the first tick of testing. 

However, at the tick 681 two nodes start having reputation higher than the 
threshold, but this lasts only for 5 ticks. Again, we have demonstrated that the 

proposed solution is capable of detecting the Sybil attack in the case when traces 

of attack are present in the training data and also when are not present, which 
does not limit us to having only clean data for the training. 

 

 (a) Reputation Evolution 

     

(b) Detection Evolution (RP, RN, FP, FN)      (c) Detection Evolution (RN, FP, FN) 

Figure 75. The Sybil Attack – start at 350 

 



Unsupervised Intrusion Detection in Wireless Sensor Networks based on Artificial Intelligence Techniques  

150 

5.2.2 Evaluation on Routing Protocol Attacks 

In this case an average detector is tested on a more complicated attack that 
consists in a chain of k compromised nodes, where the first (k-1) nodes always 

forward the packets to a certain node, and the last node in the chain performs 

the misrouting attack explained in the previous chapter. 

In the following experiments the final reputation is calculated as the average of 
six detectors: three GA and three SOM, with the end of training at ticks 400, 500 

and 600 correspondingly. The training ends at the tick 600 and the n-gram size is 

set on 2. The performances of the assembled detector will be illustrated in the 
case of the combined attack explained previously varying the k value (4, 5, 6). 

The attack in all of the cases starts at the tick 650. The threshold value for 

distinguishing compromised nodes is 50. Since we have several detectors, we 
can say that this is equivalent to the decision based on the majority voting 

provided that the detector assigns reputation 100 to a good node and 0 to 

malicious. 

 

Figure 76. Reputation Evolution - chain size 4 

The result of the following attack scenario is presented in the Figure 76 the attack 
chain starts at the node at the position 846 which always forwards the packets to 

the node at the position 813; this one forwards the packets to the node at the 

position 780, which finally forwards everything to the node on the position 747; 
this node performs the misrouting attack. First three nodes in the attack chain 

have their reputation lowered to 0, while the last one has the reputation 50. 
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Thus, all the nodes in the attack chain will be reported as malicious. However, 6 

more nodes in the same area will have the reputation 50. For this reason, in this 
case we have the false positive rate of 6%, which is the price to be paid in order 

to confine a more aggressive attack. In the above figure we can also observe an 

area with lowered reputation around the position 300. However, the lowest 
reputation in this area is 66, which is not very likely to be reported as attack. 

 

Figure 77. Reputation Evolution - chain size 5 

In the Figure 77 we give the results of an experiment with five nodes in the 
attack chain. As before, the first four nodes in the chain always forward the 

packets to the next node in the chain. These nodes are at the positions 156, 189, 

222 and 255. As can be observed from the figure, their reputation is lowered to 0. 
The position of the last node in the chain is 123, and its reputation is lowered to 

50. In this case, apart from this node, only one more node has its reputation 

lowered to 50, so in this case the number of false positives is one, i.e. the false 

positive rate is 1.05%. There are two nodes in the same area with the reputation 
57, but having established the threshold at 50, these will not be reported as 

malicious. We can observe that the attacked nodes are closer to the base station, 

so the number of possible routing paths is lower than in the previous case. This 
is the main reason for lower number of false positives in this case. 
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Figure 78. Reputation Evolution - chain size 6 

Finally, we present a case with six malicious nodes in the row (Figure 78). The 

first five nodes are at the positions 621, 654, 687, 720 and 753. The last one is at 

the position 588. One more time the first five nodes have 0 reputation, while the 
last one has 50. Thus, the whole attack is completely detected and confined. In 

this case three more in the same area have their reputation lowered to 50, so the 

false positive rate is 3.1%. This confirms the statement that the number of false 
positives increases as the attack is more distant from the base station. 

5.2.2.1 Routing Protocol Improvements 

As previously mentioned, our improvement of routing protocol consists in 

avoiding nodes with low reputation as routing hops. This will be demonstrated 
in the following figure. 

(a)   
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(b)  

(c)  

(d)  
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(e)  

(f)  

Figure 79. Routing Protocol Improvement 

In Figure 79.a we can see the state of the network before the attack. The colour of 

the routes demonstrates how often the links between the nodes have been used 
(red – used very often, decreasing to yellow). In Figure 79.c and Figure 79.d a 

wormhole between the nodes 408 (the origin) and 409 is established. Figure 79.b 

shows the amplified surroundings of the nodes 408 and 409 before the attack. In 
the following two figures we can observe that the number of the nodes that 

route through the node 408 is decreasing comparing to the Figure 79.b. and 

eventually becomes 0 (Figure 79.e and Figure 79.f). 

5.3. Discussion 

In the most general case, nodes are distinguished in the network based on their 

IDs as the information about their position is not always available and can be 

poisoned as well. Thus, although the information about the position of the nodes 
in the simulator is known to the base station, we do not use it in the calculations 

in order not to loose the generality of the approach. This information is only 

used for presenting final results. For this reason, in our approach the data 
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coming from the same ID is examined in order to look for the inconsistencies 

and the reputation is assigned to the IDs.   

However, the nodes which IDs have been stolen end up with low reputation, 

although they are not necessarily malicious. Since the adversary has managed to 

steal their IDs, these nodes are compromised. We believe that all the nodes with 
the compromised IDs should be confined since they are potentially malicious. 

This is exactly what out approach provides: fast detection and prevention of 

further spreading of the malicious activity. The following steps are left for the 
decision of the base station, which can further revoke their secret keys, assign 

new ones, reprogram them, improve their security measures, etc. Furthermore, 

the base station can re-assign their reputation values, so they can be re-
integrated in the network. Due to the existing redundancy, we can say with high 

probability that there exists at least one more node in the network that performs 

the same function as a compromised node, so its temporal confinement does not 

significantly affect on the network, while the opposite could end up in serious 
damage. For these reasons, we believe that our premises are reasonable. 

Regarding the optimal value of the threshold that distinguishes the normal from 

anomalous behaviour, it depends on many factors, the most important being the 
criticality of its operation and the state of the network, i.e. the set of nodes that 

are active and are available for performing certain operation. If we need to 

perform a time-critical operation, and we do not have enough nodes with high 
reputation that can carry out the task, we need to assume the risk of including 

the low reputation nodes in the set of nodes to carry out the task. On the other 

hand, if security is critical, only the nodes with the high reputation should be 

used although it might result in performance losses. Thus, there is always a 
trade-off, and based on the purpose of the network is decided which property is 

more important for the normal network operation. The threshold value should 

also be dynamic, i.e. it should be changed during time in order to adapt to the 
changing properties of the network. 

The most typical case is to establish the threshold as the median value of the 

reputation range. This can result in more false positives, which is demonstrated 
in the Figure 80. Here we give the results of the experiments presented in the 

Figure 74.c. and Figure 75c. in the case the threshold is set to 50, when the 

number of false positive slightly grows, but does not reach high values. The 
reason for this is the following: the function for calculating reputation (Chapter 
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3.4) is established with the idea of rapidly decreasing the reputation value upon 

detecting adversarial activities, resulting in having the reputation of the 
compromised nodes much lower than the reputation of the non-malicious nodes. 

This could also be observed in the previous experiments. Thus, in our case the 

election of the threshold is quite robust, since we have a range of possible 

threshold values that give similar result in the terms of detection and false 
positive rate. The higher values of the threshold also have one positive outcome, 

since the confinement time of the attack is lower, as the number of real negatives 

in this case becomes 0 more rapidly than in the previous cases. This means that if 
we have high redundancy so the number of false positives does not affect 

significantly on the normal network operation, it is better to choose higher 

threshold value in order to confine the attack with higher possibility of success 
and more rapidly. On the other hand, we can observe from our experiments that 

in the cases when the attack starts after the training, the reputation of the 

compromised nodes is lower than in the cases the training data contains traces of 
an attack. For these reasons, since in a general case we do not know the starting 

point of the attack, it is always better to set higher values of the threshold if we 

want to completely confine the attack, performing it very rapidly in the same 

time. Yet, very high values can result in high false positive rate (some examples 
will be given below), so from our experiments we conclude that it should not be 

higher than 50. Finally, there is a possibility to establish few reputation levels, 

such as untrusted, trusted if necessary, highly trusted, etc, and take the nodes 
from each group depending on the current state in the network. 

 

         (a) Sybil Attack starts at 650                             (b) Sybil Attack starts at 350     

Figure 80. Detection Evolution (RN, FP, FN) - Threshold Value 50 
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One more point that needs further discussion is the starting point of the attack. 

We have assumed that the network functions normally for some period of time 
before the start of the attack. This is a reasonable assumption, since it is highly 

unlikely that an attack starts from the moment 0 (we can think of a military 

scenario when the secret agents manage to get the secret keys, which provide the 
opportunity to launch the attack before the start, but this is an extreme case). 

However, our approach is capable of detecting the attack that starts not long 

after the network initiation. We show an example when the Sybil attack starts at 
the tick 30 (Figure 81). In this case a node is inserted at the position 800 and it 

takes IDs 27-36 from the nodes that are situated at the following positions: 258, 

273, 275, 304, 307, 323, 334, 339, 345 and 349. In Figure 81.b. and Figure 81.c. the 
detection capabilities in the case the threshold is 40 are depicted. As we can see, 

the majority of the malicious nodes are confined, but not all of them. The false 

positive rate is remained at the low level (0.5%). If we increase the threshold to 

60 (Figure 81.d and Figure 81.e), all the malicious nodes are confined, but the 
false positive rate also rises, up to 5.5% at most. It was commented before that 

the increase of the threshold is possible to result in higher false positive rate. We 

also assume that the majority of the data used for training is normal, and in this 
case we have an algorithm trained with the data obtained in the first 50 ticks (for 

this algorithm the majority of the data is normal), which is the most important 

(and responsible) for detecting this attack. Thus, in the case when it is possible 
that the attacks start in the early stages of network operation and it is necessary 

to detect them rapidly, more algorithms that finish their training soon after the 

network initiation can be added to the algorithm set. 

 

 (a) Reputation Evolution 
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(b) Dot. Evol. (RP, RN, FP, FN) - Th. 40      (c) Dot. Evol. (RN, FP, FN) - Th. 40   

 

(d) Dot. Evol. (RP, RN, FP, FN) – Th. 60     (e) Dot. Evol. (RN, FP, FN) – Th. 60 

Figure 81. Sybil Attack – start at 30 

In the previous chapter the results of the single algorithms are the result of both 
spatial and temporal characterization in order to reduce the number of false 

positives. However, when the decision is made based on multiple algorithms 

also helps reducing the number of false positives (for example, the detection of 
the Sybil attack presented in Figure 74 and Figure 75 has been performed using 

only temporal characterization and the number of false positives is 0). This is an 

important conclusion, since we can avoid the definition of groups, which is not a 
straightforward process. However, in this way we can only detect the attacks 

that affect on the temporal distribution of the output, but the attacks such as 

pulse-delay attack can only be detected for its spatial inconsistence. 

Regarding the detection and the confinement time, they both depend on the time 

tick in the simulator, which is equivalent to the time epoch (also called sensing 

interval) in the sensor networks. In essence, this is the time between sending two 
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consecutive sensed values and depends on many factors: the purpose of the 

network, the usual sleep time of the nodes in order to save the energy, etc. Some 
of the examples are the following ones: 1s for habitat monitoring [56], 1.07s for 

detecting rare events [22], 40s for railway bridge monitoring [12], etc. Thus, for 

the cases where the sensing interval is around 1s, the absolute detection time of 
our approach for the experiments presented in this work ranges from 1s to 130s, 

which is very fast. On the other hand, for the epoch of 40s, the detection time 

ranges from 40s to 5200s. Anyhow, the influence of the attack, i.e. the amount of 
the malicious data he manages to inserts into the network is the same in both 

cases. However, in the cases when the sensing interval is higher, the attacker has 

more time, and due to this more possibilities, to launch additional attacks, 
especially in the cases of laptop attack. Thus, the deployment of our approach is 

more beneficial in the applications with lower sensing intervals.  
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Chapter 6 
Possibilities of Integration in a Real 

Environment 
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6. Possibilities of Integration in a Real Environment 

6.1. Introduction 

The implementation of the proposed solution has to accomplish certain 

requirements imposed by the nature of the sensor networks on one side and the 
intrusion detection problem on the other. As previously mentioned, sensor 

nodes have very limited power and computational resources, thus the 

implementation of the proposed solution has to exhibit low resource 
consumption. On the other hand, new forms of attacks are emerging every day, 

so a solution for intrusion detection has to be highly adaptable and flexible. 

If we want to rely only on the resources that already exist in a network, it is 

obvious that at least the training of the algorithms has to be performed in the 
devices that have higher resources, such as base station. The testing process can 

be performed in these devices as well. However, another possibility is to use the 

idea of mobile agents, where the agents execute one of the proposed algorithms. 
The idea is to train them in the devices with more resources, and then provide 

already trained agents as a sort of service to the sensor nodes. In this way, the 

agents perform only the detection process which does not consume significant 
resources of the nodes they reside on. 

Another possibility is to use additional hardware for efficient implementation of 

the algorithms. Yet, this assumes additional cost that would not be acceptable in 

all situations. One possibility is to use FPGA devices, since they can be 
reconfigured dynamically and thus makes a device for intrusion detection more 

flexible and adaptable. Dynamic reconfiguration provides adaptation at runtime 

to the changing environment, thus enabling faster response to these changes. In 
the case when we deal with unknown intrusions that appear on a daily basis, 

this characteristic is very important since it provides faster response to these 

intrusions and impedes their further spreading. However, the power 
consumption of FPGAs can be too high for battery supplied devices.  

DSPs are another attractive solution, as they exhibit higher performance due to 

the fact that they work with vector rather that scalar data, which can be 
beneficial in our case, as it can provide global speed-up. Another possibility that 
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provides global speed-up is to add a vector co-processor to the main processor. 

However, these co-processors usually assume higher energy consumption. On 
the other hand, a solutions that provides speed-up and at the same time reduces 

power consumption is SORU (Stream Oriented Reconfigurable Unit) co-

processor [62] developed by our group, which is designed for run-time self 

adaptation in environments with tight resource and power restrictions. 
Moreover, SORU joins the benefits of both FPGAs and DSPs. Its architecture is 

dynamically reconfigurable, which makes it highly adaptable; it also works with 

vector data, but the processes as loop extraction and memory access are more 
straightforward. It has been demonstrated that SORU coprocessor can decrease 

the total consumption of the main processor up to 80%.  

6.2. Implementation Proposal 

There are various possibilities of incorporating of our detection system in the 

proposed WSN model (Figure 82), that contains a certain number of PDA-type 

nodes along with the ordinary sensor nodes: 

 

Figure 82. WSN Model 

• Both training and detection of intrusions are performed in the base 
station and the PDA-like sensors that are supposed to have enough 

resources to carry out these operations. In this way the rest of the 

sensors are not affected by the incorporation of our system. 
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• Training of agents can be performed in either the base station or the 

PDA-like sensors and already trained agents are further distributed to 
all the nodes. Since the detection process does not consume many 

resources, trained agents can be executed even in the sensors with 

limited resources. Furthermore, in our work [61] we have proven that 
our system needs lower level of redundancy than the standard 

reputation systems, thus most of the sensors can remain in sleep mode. 

• Finally, addition of one or more SORU co-processors (explained in the 

following) or a similar co-processor to the main processor of each 
sensor would make it possible to perform both training and detection 

of intrusions in all the sensor nodes. Again, since there is no need for 

high redundancy for our system to function properly, most of the 
sensors can remain in sleep mode. 

6.3. Resource Consumption 

With the aim of proving the viability of performing the training in a PDA-like 

device, we have carried out the evaluation of the resource consumption using a 
SONY Ericsson XPERIA X10 Mini [83] with Qualcomm MSM7227 600MHz [71] 

CPU and Android OS 1.6. It is important to point out that this is not one of the 

most powerful PDAs, but rather an average one. The results have been 
summarized in Table IV.  and are based on the evaluation of the case the PDA 

executes the algorithms for 40 nodes in its vicinity. Execution time, memory and 

energy consumption of SOM, GA are given together with standard BETA in 
order to illustrate the level of the overhead SOM and GA introduce. We can 

observe that SOM and GA take approximately the same time to execute the 

algorithm. However, their memory consumption is significantly bigger (29kB 

versus 251kB and 1188kB). Yet, the SOM and the GA memory consumption is 
not too high to make its execution impossible. Regarding energy consumption, 

although SOM consumes three times more energy and GA consumes 2.3 times 

more energy than BETA, their consumption does not introduce significant 
overhead to the PDA. As an illustration, the capacity of the battery is high 

enough to perform the training once per day for around 3500 years. Or, if we fix 

time of life of the WSN to be 20 years, the training can be performed every 8 
minutes, which is much more than necessary in most of the cases. Thus, we have 
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shown on an example that the proposal of training the algorithms on PDA-like 

sensors is viable.   

  Execution Time 
(ms) 

Memory (kB) Energy 
Consumption 
 (% of battery) 

BETA 9 39 3.4*10-5 

SOM 26 251 10-4 

GA 21 1188 7.7*10-5 

Table IV.  Resource Consumption Summary 

Further experiments concerning memory consumption have been performed, as 

it seems to be the most important issue for implementing the approach in the 

sensor nodes. The memory consumption of BETA, SOM and GA depending on 
the number of nodes that are being examined, where this number varies from 2 

to 200, is presented in Figure 83. The corresponding memory consumptions have 

the following ranges: (36-124kB), (144-735kB) and (336-3670kB) for BETA, SOM 

and GA respectively. Thus, given the resource growth trends, we can expect that 
in near future the implementation of SOM to be viable in ordinary sensor nodes. 

However, this cannot be claimed for GA. Yet, even the GA that examines 200 

nodes can be easily implemented in current PDA-like devices. 

 

Figure 83. Memory consumption vs. number of nodes 
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6.4. SORU Implementation 

6.4.1 SORU Architecture 

The SORU RFU [62] has been originally designed as an extension to the 

execution stage of a classical MIPS-like RISC processor. A vector load/store unit, 

integrated into the execution unit of the main processor, decouples operand 
fetch of SORU operations from the normal processor operation. It allows feeding 

of the SORU RFU with up to four independent in-memory vectors, and storing 

the results in data memory with no further intervention from the main datapath. 

This feature lets the processor execute any non memory-dependent data 
processing at the same time the SORU unit is executing a complex vector 

operation. The main goal is to make it easy for external applications to extract 

complete loops to be executed in the SORU RFU.  

 

Figure 84. SORU Datapath 

The SORU functional unit is a 32 bit dynamically reconfigurable datapath 
(Figure 84). It provides all the specific hardware needed to speed-up program 

critical operations. The most prominent features of the SORU RFU are: 

• It provides a flexible dynamically reconfigurable pipeline, with 

multiple configuration contexts, that can be easily configured to chain a 
large number of vector-oriented operations. 

• An internal general purpose register file reduces the coupling with the 

main datapath and helps to reduce memory accesses. 

• The whole operation execution control is embedded into the SORU 
functional unit, so the main processor is free to do other tasks.  
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6.4.2 Implementation of the proposed SOM algorithm using 
SORU 

The main idea consists in identifying complicated loops that take most of the 

execution time and implement them in SORU. We have multiple reasons for 

doing so. First of all, we avoid multiple FETCH instructions, as SORU is an 

SIMD-type processor and it performs the same function on multiple data. 
Second of all, due to SORU architecture we achieve software pipelining without 

having to use as many additional registers as a general purpose processor does. 

Due to these characteristics of SORU we can achieve much higher performance 
compared to a single processor. Finally, the corresponding context which will 

define the configuration of BRUs (Basic Reconfigurable Unit) is resolved. 

In the first step we have we have deployed gcov [29] and gprof [32] tools in 
order to identify the part of the code that takes most of the execution time. In our 

case, we were able to identify the three functions that are often called in the 

program and for that reason take 90% of the execution time. All of them consist 

in searching a certain element within a list of unknown size. The elements are 
identified by a string whose size does not exceed 10 characters. Thus, for each it 

takes up to four 32-bit registers (out of 32) that exist in SORU to store each string, 

so each of the BRUs can be deployed as a 32-bit equality comparator. This case is 
especially suitable for SORU implementation, as in this case we can perform up 

to four comparisons in a cycle. 

The resulting implementation has a global speedup of 1.77 mainly due to the 
identifiers being stored in internal SORU registers and the 3.5x speedup in the 

search loops because the SORU pipeline performs 4 operations simultaneously, 

if possible. But the most interesting result is the reduction in power 
consumption. The dynamic power consumption due to instruction fetches is 

reduced by 64%, and the power consumption due to data memory accesses is 

also reduced by 31%. Besides, the number of consecutive accesses to data 

memory increases significantly, what leads to an additional power reduction in 
the memory buses, by reducing activity in the address bus, and also in the data 

memory, by avoiding precharges. It is important to point out that the global 

speedup and the reduced power consumption have been obtained at the same 
time, unlike other vector co-processors, that along with the speedup introduce 

higher power consumption. 
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Chapter 7 
Conclusions 
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7. Conclusions 

7.1. Conclusions 

The main obstacle in further proliferation of WSN is their low level of security. 

This further impedes proposals such as ambient intelligence from becoming 
reality. The main issues of the existing solutions are the limited scope of attacks 

they are able to protect the system from, as well as their update of security 

policies usually involves the interaction of a human. This makes the process of 
coping with attacks too slow for the applications such as military or control of 

critical infrastructures. Thus, there is a need for security solutions that are 

capable of detecting wide range of attacks, including the new ones, and that also 

provide fast response upon detecting attack. 

In this thesis this problem was tackled by an artificial intelligence approach that 

is capable of detecting wide range of attacks (both known and unknown) that 

demonstrate themselves by changing either the sensed value of the nodes, or 
change their way of routing the sensed value towards the base station. We have 

proposed a way to map these values in vector spaces, which has further 

provided the possibility to define distance-based methods for distinguishing 
outliers, i.e. attacks, and to apply unsupervised learning algorithms for outlier 

detection.  

We have further developed two learning algorithms, SOM and GA. Both exhibit 

certain characteristics that are beneficial in our case. On one side, SOMs are 
relatively fast and inexpensive when the dimensionality of the data is huge, and 

they do not significantly depend on the underlying model of data and have no 

restrictions concerning data dimensionality. This is very important in our case, 
as the dimensionality of the defined vector spaces can be very high, which will 

not affect significantly on the algorithm’s performances. On the other side, 

genetic algorithms are more robust to both parameter changes and the presence 
of large amounts of malicious data in the training and testing datasets. Although 

they consume more resources than SOM, in the cases of the WSN that exhibit 

higher resources it is beneficial to have a more robust detector of intrusions. The 
outlier detectors are further coupled with a reputation system, in a way the 

nodes where the malicious activity has been detected have low reputation 
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assigned. Since any further contact with the low reputation nodes is avoided that 

stops further spreading of malicious activity, the implicit response to attacks is 
provided in this way. On the other hand, the reputation system designed in this 

way has few important advantages comparing to the conventional ones such as 

beta: it can function properly relying on lower level of redundancy, the main 

vulnerability of the reputation schemes, i.e. bad mouthing, is avoided by not 
considering second hand information, and as we have seen in Chapter 4.3.4, the 

level of false positive rate is much lower. Single algorithms have been tested on a 

group of representative attacks on the core network protocols (Sybil, clone, delay 
attack, misrouting and wormhole), varying the starting points of attacks, which 

results in both clean and “unclean” training data. In every case the attack was 

detected within the first two testing periods, while the complete confinement, 
i.e. 100% detection is obtained in the cases the clean data makes at least 25% of 

the training data. The confinement time, as well as the false positive rate increase 

as the abnormal data forms greater part of the training data. This is to be 
expected, as the “abnormality” takes greater part in the training data, it is harder 

to be detected. The reported false positive rate in most of the cases was up to 3%, 

while the maximal observed was 16%, while exhibiting detection rate of 100%. 

However, false positives are not big issue in sensor networks due to their high 
redundancy, as if we falsely report a node as bad, it is very probabile that at least 

one more node performs the same task.  

The experiments on single algorithms have demonstrated that it is always 
possible to find an optimal parameter configuration of each algorithm that 

provides best algorithm performances. However, in the practice we want to 

minimize human intervention. For this reason, we have presented a distributed 
organization of redundant detectors, whose evolution imitates the maturing 

process in immune systems, resulting in a set of high quality detectors. Another 

important advantage of the distributed approach is its scalability, as with the 
network expansion new agents can be added to newly included nodes, which 

does not assume additional overhead to the existing nodes. Moreover, detector 

redundancy provides certain level of robustness to the attacks on the detector 

system itself, in a sense it increases necessary effort of the attacker in order to 
compromise the detection system. The detector redundancy exhibits certain 

advantages over single detector: it is more robust in a sense the attack can be 

detected even if it starts soon after the network initiation, and also exhibits lower 
false positive rate. The highest reported false positive rate in this case has been 
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6%. Another important advantage is that it can operate properly even if using 

only algorithms for temporal characterization, as in this case errors of single 
algorithms becomes minorities and get filtered. Yet, the cost of this solution is 

higher resource consumption. 

We have further proposed different solutions for incorporating the proposed 
model into a sensor network, based on the available resources, and we have 

proven its viability. It has also been proven, that using special microprocessor 

architectures, or adding co-processors such as SORU, developed by our research 
group, it is possible to significantly reduce the resource consumption and enable 

the implementation of the proposed algorithms even on the common 

microprocessors used in sensor networks. In the case of SORU, it is possible to 
achieve a global speedup of 1.77 and the 3.5x speedup in the search loops. But 

the most interesting result is the reduction in power consumption. The dynamic 

power consumption due to instruction fetches is reduced by 64%, and the power 

consumption due to data memory accesses is also reduced by 31%. Besides, the 
number of consecutive accesses to data memory increases significantly, what 

leads to an additional power reduction in the memory buses, by reducing 

activity in the address bus, and also in the data memory, by avoiding 
precharges. Another important advantage of SORU is its reconfigurability, as it 

is easily adaptable to the changes of the environment.  

The comparison of the proposed solution with the most representative ones 
given in Table II. is presented in Table V. From the table we can clearly observe 

that our solution is the only solution that encompasses the important properties 

in one solution: possibility to detect unknown attacks, that has been 

demonstrated, automatic adaptation and the proposal for integrating the 
solution in a real environment having in mind resource constraints. 

Thus, to summarize, with the intelligence and the level of uncertainty 

introduced by the presented techniques, the proposal addresses the security 
problem in a more profound way. Although in the current state this solution 

does not detect attacks that make no change in sensed value that is forwarded to 

the base station, nor in the routing paths used to send the values to the base 
station, it can be used to complement the conventional techniques, which will 

permit better detection of new attacks and react more rapidly to security 

incidents. 



Unsupervised Intrusion Detection in Wireless Sensor Networks based on Artificial Intelligence Techniques  

174 

 [Krontiris

09] 

[Kasplantis07] [Yu08] [Loo06] [Hai07] Proposed 

Solution 

Signature       Classification 

Anomaly       

Limited       

General       

Attack Scope 

Unknown attacks *   *   

Automatic       Y
e

s Human 

Interaction       

Adaptable 

No       

Y

e

s 

      

Y

e

s 

Implem. 

Concern 

N

o 
      

Machine 

Learning 

No       

*Claimed, not proven 

Table V.  Comparisson of the Proposed Solutions with the Representative Solutions 
from SOA 

7.2. Future Research Lines 

The most important extension of the work presented in this thesis will be to 
demonstrate its viability in a realistic environment. To this end, it is very 

important to minimize the resource consumption. Although we can expect for 

the sensor nodes to exhibit resource increase in the future, the trend in sensor 

networks is to always use the cheapest possible configuration, so the 
minimization of the resource consumption is always desirable. Some initial work 

regarding SORU implementation has been done, but there are a number of 

possible extensions. For example, the code can be rewritten in a way it optimizes 
both computational and power consumption, and also the algorithms can be 

adapted in order to reduce the resource consumption. Furthermore, the 

configuration of agents in the distributed system can be optimized having in 
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mind the available resources and also the communication between agents can be 

minimized so as not to introduce significant overhead to the communicational 
channel.  

The proposed approach allows a number of improvements. One possibility is to 

expand the algorithm set, e.g. kernel-based learning seems to be a promising 
approach [74]. Regarding the establishment of trust and reputation notion, there 

is a place for various improvements. In this work the final reputation has been 

calculated as the average of the best detectors. However, there are more 
possibilities, e.g. contribution of each of them can be weighted. Furthermore, a 

finer granularity of the reputation value can be achieved, so instead of having 

good or bad nodes, we could provide a level of “goodness”. This can be very 
helpful in the cases we want to know the risk of certain actions, which may be 

important in critical operations. Additional measures could be taken to secure 

the process of learning, such as those given in [8]. 

Finally, the presented approach can be applied in other areas of distributed 
systems. We have done an initial work in the area of Wireless Mesh Networks 

[7]. The approach can be adapted for ambient intelligence systems, and also for 

social networks, an area that is gaining great importance, but still exhibits 
important security issues. 
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Appendix  

A1.  Schema Theorem  

In this section the schema theorem of the given GA, i.e. the variation of the 
number of chromosomes that belong to a schema H changes during evolution, 

will be presented. Number of solutions, i.e. chromosomes in schema H of 

order ( )Hο , i.e. the number of fixed genes, is given with the following formula: 

( )
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, where Lc is the number of possible values each gene can take. 

This gives us the total number of schemata: 12
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any of possible Lc values, plus wild card #, or “don’t care” symbol, which gives 

Lc+1 in the formula). 

Now we can proceed with the schema theorem for this case. Let the population 

size be N, which contains ( )tmH samples of schema H at generation t. In this case 

standard roulette-wheel selection was deployed, thus the number of copies of 

chromosomes selected for mating is proportional to their respective fitness 

values. For this reason, a solution i is selected with the probability
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, where 

fi  is its fitness value. Now, the probability that in a single selection a sample of 

schema H is chosen is given with: 
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, where fH is the 

average fitness values of the individuals that contain schema H. Thus, the 

expected number of sample of schema H in the next generation after N selection 
is given with:  
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the population in the generation t.  

The effect of crossover and mutation can be incorporated into the analysis by 
computing the schema survival probabilities of the above average schema. In 

crossover operation, a schema H survives if the cross-site falls outside the 

defining length ( )Hd . If pc is the probability of crossover and L is the length of 

the chromosome, the disruption probability of schema H due to crossover is: 

( )
1−L
Hd

pc . How in this case L is not fixed, we assume that a chromosome can 

assume certain length with uniform probability 
cL

1
, so the total probability of 

disruption is 
( )

∑
= −

cL

Lc L

Hd

L 2 1

1
. A schema H, on the other hand, survives mutation, 

when none of its fixed positions is mutated. If pm is the probability of mutation 

and ( )Hο  is the order of schema H, then the probability that the schema 

survives is given by ( ) ( )Ho

mp−1  which, using Bernouli equation for small pm, is 

equal to ( )Hopm−1 .  

Therefore, under selection, crossover and mutation, the sample size of schema H 

in generation (t + 1) is given by: 
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The sign is above or equal because small, but existing probability of creating 

schema H during crossover or mutation is not taken into account. 

It is evident from the Schema theorem that for a given set of values of d(H), o(H), 
L, pc and pm, the population of schema H at the subsequent generations increases 

exponentially when fH>fav.  
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A2. Markov Process – Proof of Convergence  

One of the methods often deployed for proving the convergence of GAs is 

Markov process [15], so in this section we will provide the proof of convergence 
of the presented GA. Bearing in mind the solution space presented in the 

previous text, the Markov transition probability matrix P will have dimension (Lc 

x Lc) (Eq. 21), where the element pij of the matrix stands for the probability of 
transition from ith to jth  state (Figure 85).  

 

Figure 85. Markov Transition Matrix 

From a given ith state, a transition may happen to any of the Lc states, therefore 

the sum of the probabilities that belong to the same state, i.e. the same row in the 

matrix, must be 1. Mathematically it can be expressed in the following way: 

1,
1

=∀ ∑
=

cL

j

ijpi . 

Let us assume now a vector st, whose kth element means the probability of 

occurrence of the state k at generation cycle t. In that case, the state in the 

following cycle st+1 can be established in the following way: 

Pss tt ⋅=+1  

Thus, staring from the initial state vector s0, we are able to evaluate the state 

probability vector after nth iteration as: 

n

t Pss ⋅=+ 01 . 

GAs without mutation can behave in one of the following three ways; 
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a. The GA may converge to one or more absorbing states, i.e. 

states wherefrom GA has no transition to other states; 
b. The GA may have transitions to some states, wherefrom it 

may terminate to one or more absorbing states. 

c. The GA never reaches an absorbing state. 
Bearing this in mind, we can construct transition matrix P in the following way: 
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where I is identity matrix of size (a x a), a is the number of absorbing states, that 
corresponds to the absorbing states – case (i); R is (a x (Lc-a)) transition sub-

matrix that describes transitions to absorbing states – case (ii); Q is ((Lc-a) x (Lc-a)) 

transition sub-matrix that describes transitions to transient states that are not 

absorbing – case (ii); 0 is zero matrix of dimension (((Lc-a) x a). Thus, the upper 
part corresponds to the absorbing states, while the lower part corresponds to 

non-absorbing states. 

It can easily be demonstrated that Pn can be found in the following way: 









=

n

n

n

QRN

I
P

0
, where 132 ... −+++++= n

n QQQQIN . As n grows, the 

following is valid: 1)(lim −
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. Consequently, the followings is also valid: 
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It has been demonstrated that the matrix (I - Q)-1exists [25]. Thus, staring from 

initial state probability vector s0, the process will eventually finish in an 
absorbing state with probability 1. Furthermore, there exists a non-zero 

probability than an absorbing state will be globally optimal state. We will now 

explain the first statement. Since the first a columns of the matrix Pn for n→∞ are 

non-zero and the rest are zero, the process will eventually finish in an absorbing 
state. Further, the state probability vectors sn for n→∞ have non-zero values at 

the positions that correspond to the absorbing states, and zero values in the rest. 

Having in mind that the sum of these probabilities has to be 1, it is obvious that 
the probability of transition to absorbing states is equal to 1. Thus, we have 

proven that GA converges to an absorbing state with probability 1. 




