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Abstract 
 

This PhD Thesis work is developed in the context of Humanized Cyber-Physical 

Systems and contributes to the heterogeneous service provision and flexible process 

execution over such infrastructures. Humanized Cyber-Physical Systems are 

characterized by embedding in a transparent way both electronic devices and software 

components into any type of daily-living object and/or social environment (domestic, 

work, etc.); so by means of implicit mechanisms and interfaces the system can 

understand, evolve and interact with the physical world and its inhabitants.     

The overall goal of this PhD Thesis work is to design, implement and validate a 

Humanized Cyber-Physical System, where both humans and hardware devices are 

involved in the task accomplishment and process execution. The system will be able to 

provide, in a transparent way, complex services through the coordination of entities 

characterized by a heterogeneous behavior and capabilities. Moreover, the system will 

enable the flexible process execution, considering the dynamical evolution and 

particular characteristics of both humans and devices. 

The design and implementation of Humanized Cyber-Physical Systems is 

nowadays a global trend, especially in the context of the future industry, where CPS 

are the basic technology for the fourth industrial revolution solutions (or Industry 4.0). 

Nevertheless, at this moment, it cannot be found any proposal enough flexible to be 

applied transversally to every type of scenario, including the manufacturing industry 

where human intervention is crucial and essential. In this PhD Thesis work it is 

performed a deep study with details about all proposals and standardization initiatives 

related to Cyber-Physical Systems. And obtained results are employed to define and 

validate a solution that enables the flexible process execution, the human integration in 

such CPS, and the accomplishment of tasks over any type of physical infrastructure 

through the provision of heterogeneous services.    

Proposed Cyber-Physical Systems are, at the end, a new generation (much more 

flexible and autonomous) of the already known process execution systems. Therefore, 

this PhD Thesis work starts investigating the different process types that could be 

found in the different application scenarios, the roles that people could take on when 

integrated into the proposed systems and, finally, the architectures, technologies and 

components that could allow the execution of the previously identified process types 

doing use of the described entities.  

This PhD Thesis contributes to the self-configuration and self-adaptation 

mechanisms, applied to Humanized Cyber-Physical Systems, with a special interest on 

solutions based on entities (including hardware devices, virtual elements and people) 

with a heterogonous behavior and capabilities.    

People special characteristics make impossible the use of traditional management 

techniques in Humanized Cyber-Physical Systems. Thus, management is addressed 
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though the definition of a new type of process (name “soft process”) and the use of 

specific algorithms for the evaluation of the human motivational state. 

Any case, in those scenarios where humans do not intervene, it is also necessary to 

redefine the management mechanisms, to adapt them to Cyber-Physical Systems that 

present a very high device density, and require great reliability and availability rates. 

In order to implement the described systems, enabling communication technologies 

are required, which are also investigated in this PhD Thesis work, with a special 

interest for future wireless technologies. 

Most innovative technologies, to be applied in critical environments such as 

industrial scenarios, require high performance security technologies. Then, 

contributions in this research area, including encryption schemes and proposals based 

on the concept of “trust”, are also done. 

Each included contribution has been validated experimentally, using different 

techniques and application scenarios, so its viability, and the obtained improvements 

in respect to the state-of-the-art, are evaluated and proved. Obtained results are 

reported to the scientific community through different relevant international journal 

papers and international conferences.    
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Resumen 
 

Este trabajo de Tesis se desarrolla en el marco de los entornos ciberfísicos con 

intervención humana y contribuye a la provisión de servicios heterogéneos y la 

ejecución flexible de procesos sobre dichas infraestructuras.  Los entornos ciberfísicos 

con intervención humana se caracterizan por integrar de forma transparente 

dispositivos electrónicos y componentes software en todo tipo de objetos comunes y/o 

entornos sociales (laboral, doméstico etc.); para mediante mecanismos e interfaces 

implícitas comprender, evolucionar y relacionarse con el mundo físico y sus habitantes.  

El objetivo general de este trabajo de Tesis es diseñar, implementar y validar un 

entorno ciberfísico con intervención humana, en el que tanto dispositivos como 

personas participan en la realización de tareas y la ejecución de procesos. El entorno 

será capaz de ofrecer de forma transparente servicios complejos mediante la 

coordinación de entidades de comportamiento y capacidades heterogéneos.  Además, 

permitirá la ejecución de procesos de forma flexible, en función de la evolución 

dinámica y las características particulares de personas y dispositivos.  

El diseño e implementación de entornos ciberfísicos centrados en la ejecución de 

tareas es hoy en día una tendencia global, especialmente en el contexto de la industria 

del futuro donde son la base de los sistemas de cuarta revolución industrial o Industria 

4.0. Sin embargo, no se ha propuesto un sistema suficientemente flexible como para ser 

aplicado de forma transversal a todo tipo de escenarios, incluyendo la industria 

manufacturera donde la intervención humana es crucial e imprescindible.  Este Trabajo 

de tesis realiza un estudio detallado de todas las propuestas e iniciativas de 

estandarización  relacionadas con los entornos ciberfísicos, y utiliza los resultados 

obtenidos para definir y validar una solución que permita la ejecución flexible de 

procesos, la integración de personas en los citados entornos y la realización de tareas 

sobre todo tipo de infraestructuras mediante la provisión de servicios heterogéneos.  

Los entornos ciberfísicos propuestos son, en el fondo, una nueva generación (mucho 

más flexible y autónoma) de los ya conocidos sistemas de ejecución de procesos. Por 

ello, este trabajo de Tesis comienza investigando los diferentes tipos de procesos que 

podrían encontrarse según diversos escenarios de interés, los roles que pueden asumir 

las personas integradas en estos sistemas y, finalmente, las arquitecturas, tecnologías y 

componentes que podrían permitir la ejecución de los procesos identificados haciendo 

uso de las distintas entidades descritas.   

Se contribuye a los mecanismos de autoconfiguración y autoadaptación aplicados a 

los entornos ciberfísicos, con especial interés por los sistemas basados en entidades (ya 

sean dispositivos hardware, elementos virtuales o personas) de comportamiento y 

capacidades heterogéneos. 

Las especiales características de las personas, que hacen inviable el uso de técnicas 

de gestión tradicionales en los entornos ciberfíscios con intervención humana, se 
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abordan mediante la definición de un nuevo tipo de proceso (llamado proceso 

“blando”) y el uso de algoritmos específicos para la evaluación del estado motivacional 

de las personas. 

En cualquier caso, en aquellos escenarios en los que las personas no participen, 

también es preciso redefinir los mecanismos de gestión, para adaptarlos a sistemas con 

una altísima densidad de dispositivos, y que precisan de una fiabilidad y 

disponibilidad muy elevada.  

Para lograr implementar los sistemas descritos se hacen necesarias tecnologías 

habilitadoras de comunicaciones, que también se investigan, con especial interés por 

las comunicaciones inalámbricas del futuro. 

Las tecnologías más innovadoras, para ser aplicadas en entonos críticos como los 

escenarios industriales, requieren de seguridad, por lo que también se contribuye en 

esta área con técnicas basadas en cifrado y el concepto de “confianza”.  

Cada contribución realizada ha sido validada de forma experimental, haciendo uso 

de diferentes técnicas y escenarios relevantes, de forma que se compruebe su 

viabilidad y la mejora que éstas producen con respecto al conocimiento previo. Los 

resultados obtenidos se han publicado en diferentes revistas internacionales y 

conferencias de prestigio.      
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1 Introduction 

In this section, most relevant aspects in the background and the state-of-the-art are 

reviewed. Besides, it is described the motivation of the PhD Thesis and the goals to 

achieve. A first global goal is presented, which is later detailed into particular 

objectives, also identified in this section and achieved by the contributions developed 

in this PhD Thesis work.   

1.1 Background 

Humanizing technology (i.e. integrating the human actions and behavior into 

technological systems) is an intrinsic challenge to engineering development. The 

creation of interfaces and other similar mechanisms to enable a fluid interaction among 

people and devices is basic to ensure the success of any technology. In general, besides, 

the ease with which a technology penetrates society depends strongly on how similar 

to a human communication is to the interaction with the new system. 

Classic computer theory talks about a Central Process Unit connected to a set of 

peripheral devices through which users can “ask for” actions that should be performed 

by the processor (Cohen, 1991). In that way, it could be said that computers and people 

stablish a dialog at a certain abstraction level. This traditional manner to interact with 

computers is named “explicit interactions”, as (at every moment) users are aware of 

the expected behavior from the computer when they explicitly trigger a task or an 

action execution. The computer behavior, moreover, must be independent from the 

environment or the time evolution, to result in a useful solution. 

Explicit interactions are adequate for personal devices which are action-oriented (i.e. 

they execute certain actions at user requests); however, most computing systems (such 

as industrial solutions, eHealth applications, etc.) are process-oriented, and users 

define their behavior as a flow before they start operating. Humanizing this second 

group of computing technologies is more complicated, and involves two different 

research lines: a new human-computer interaction paradigm; and solutions to enable 
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users to define processes in an easy manner being lately executed in a flexible way 

depending on the computing system situation. 

Furthermore, paradigms based on explicit interactions, although are useful in some 

applications, are unable to employ other important information sources such as 

information related to people desires deducted from their actions (if someone 

approaches a window, he probably wants to open it). Thus, in 2000, Albrecht Schmidt 

proposed a new paradigm called “implicit human-computer interactions” (Schmidt, 

2000). It is considered as an implicit interaction every user action that is not primary 

focused on obtaining a response from computers, but to which processing devices 

response as they are programmed to understand that stimulus.  

In that way, Schmidt proposed that processing devices should be aware about the 

environment evolution and its inhabitants, collecting information about them though 

sensors and actuators, and obtaining some understanding about events in the physical 

world. Thus, during the same year (2000) it is proposed a new and revolutionary 

concept: The Smart Space (Nixon, 2000). 

A Smart Space is a region of the physical world where a great number of sensors, 

actuators and processing devices are deployed to collect and process information about 

the environment, being able to interact with people thanks to implicit interactions. At 

this point, paradigms such as “ubiquitous computing”, that was defined in 1991 

(Weiser, 1991), are also integrated with implicit interactions and smart spaces, in order 

to address problems associated to the coordination of thousands of hardware devices 

and the distributed process execution.  

With this approach, however, Smart Spaces were only partially humanized; as 

people could only take a passive role (they are sensed to collect some information), and 

no solution to enable a flexible (distributed) process execution was provided. These 

technologies are critical for two reasons: first because users define the system behavior 

only once before the system operation and it is essential to adapt this fixed definition to 

the dynamic system state as time evolves; and second because final users usually do 

not have programming skills so they define processes using domain-specific 

languages, and flexible mechanisms to transform these languages into executable code 

are, thus, also essential.  

On the other hand, Smart Spaces were still based on pre-configured rigid decision 

tables, so information processing was mainly based on classification algorithms. This 

approach was proved to be not enough and present a low humanization level, so 

different researches tried to improve the way in which these systems worked. 

Furthermore, the initial Schmidt’s ideas were generalized. As defined in Schmidt’s 

papers, implicit interactions were a catalogue of fixed stimulus-response pairs, 

previously configured at low-level (almost indicating the expected outputs from 

sensors). However, in 2002, a new idea was proposed based on pervasive systems and 

a new understanding of implicit interactions: Smart Environments (Das and Cook, 

2005). 
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Smart environments (SE) were defined, in general, as previous Smart spaces, but 

with an important difference (Das and Cook, 2005). Smart environments are able to 

capture, create, infer and apply knowledge about people and the physical world in an 

automatic way, adapting to the inhabitants’ preferences so their user experience is 

highly improved. For first time, responses of engineered systems varied dynamically 

with time, human state, physical variables etc. and were based on the decisions made 

by the knowledge extraction technologies that every SE must include (contrary to 

decision tables employed in Smart Spaces). Although this approach brought 

technology to human behavior and, then, SE were a more humanized solution, people 

in SE took still exclusively a passive role. 

Despite these improvements, besides, these systems (SE) required an intense 

configuration and deployment process, as their structure was much more complex 

than any previous proposal and employed communication and management 

technologies were based on traditional non-autonomous solutions. In this sense, Smart 

Environments were still low humanized and technologies to enable a flexible 

(distributed) process execution were still necessary. 

On the other hand, since 1995, technologies to configure and manage networks and 

communicate devices in an automatic way were studied. Solutions for geographically 

sparse systems, deployments with a high density of computing nodes, or networks 

made of mobile components without any communication infrastructure were analyzed 

and standardized under the name of Machine-to-Machine (M2M) communications.  

Thanks to these new techniques, in 2001, it is defined the idea of Wireless Sensor 

Networks (WSN) (Akyildiz, 2002).  

Wireless Sensor Networks refer an infrastructure made of a collection of processing 

and sensitization nodes (sometimes actuators as well) which stablish ad hoc networks 

in an automatic way, usually with a low power consumption, and capture information 

about the environment and its inhabitants. This information is shared and distributed 

among nodes using M2M techniques, until it is sent to the cloud through some kind of 

gateway. Even, some proposal for industrial scenarios where legacy systems are 

integrated into WSN appeared during these years.    

In that way, during the first five years of the 21st century, in the context of WSN, 

several problems associated to the automatic network creation, the establishment of 

unmanaged communication links and the autonomous sending of data and meta-

information between a hardware infrastructure and a central server were solved. Using 

these new technologies, and despite of the fact that SE were defined in 2002, in 2005 

Smart Environments were re-defined to be considered as “a part of the physical world 

totally interconnected through a continuous, pervasive and invisible network with 

sensors, actuators and processing components which are seamless embedded into daily 

living objects” (Cook and Das, 2004). This new generation of SE was totally 

autonomous, unmanaged, deployed in an ad-hoc manner, being able to capture 

information, send it to a central server and extract knowledge from it to make decisions 
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and relate with the environment and its inhabitants in a dynamic way. This 

revolutionary, and much more efficient, new approach was extensively accepted and 

developed by several different research centers (such as the Korea Institute of 

Industrial Technology -KITECH- that proposed the first prototypes for industrial and 

domestic environments, (Baeg et al., 2007)). Although this new approach solved several 

lowest level problems associated to the flexible process execution, its humanization 

level was still inadequate, as no challenged related to the human integration was 

explicitly addressed.     

With this new definition of SE, moreover, the number of voices claiming that old 

computing foundations were deprecated increased. They argued that it was not 

possible to develop computing systems in the same manner as in the past when 

important and essential paradigms such as the explicit interactions, the time 

independence of algorithms, the location independence of systems, etc. had been 

redefined or removed. These ideas were formalized one year later, in 2006, during a 

conference at the National Science Foundation (NSF).  

    Edward A. Lee, professor at Berkley University, during the referred conferred at 

the NSF, proposed a position paper entitled “Cyber-Physical Systems - Are Computing 

Foundations Adequate?” (Lee, 2006). In this paper, E. Lee defined a new technology 

known as “Cyber-Physical Systems”, which basically was a formalization for future 

computing systems. In fact, WSN, Smart Spaces, Smart Environments, and many other 

similar proposals were, from this moment, understood as particular implementations 

of a new design paradigm for computing systems, which was much more 

revolutionary and involving much deeper changes than any proposal made up to that 

moment.   

Cyber-Physical Systems (CPS) are defined as “integrations of computation with 

physical processes; where embedded computers and networks monitor and control the 

physical processes, usually with feedback loops where physical processes affect 

computations and vice versa” (Lee, 2006). In that way, learning algorithms, intelligent 

solutions, implicit interactions, data gathering, etc. are only particular examples of 

feedback control loops that characterize CPS.  

Furthermore, the construction of CPS, instead of being based on the traditional 

computer theory, is based on control theory (and, therefore, CPS are process-oriented 

computing system instead of action-oriented solutions as personal devices). Thus, the 

objective of these systems is to execute computational processes that do not only 

consist of data transformations (as traditionally), but also of far richer operations that 

enable computing systems behave as “living creatures” which receive stimuli from the 

environment, interpret information from multiple sources, make a decision and return 

a reaction to the physical world. From the computational point of view, important 

topics such as the OS/programming language split, hardware/software split, 

understandable concurrency or networks with timing were included in the research 

agenda for CPS experts. 
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At this moment (2006) Cyber-Physical Systems were envisioned to simplify complex 

distributed computing schemes, such as process execution systems, as well as task 

execution systems, were control loops are present intrinsically. Nevertheless, real 

practical characteristics that CPS have or should have were not clear. For example, 

some proposals consider Cyber-Physical Systems as intelligent solutions by default, 

but other authors argue this is only an option. In some papers CPS are defined as 

embedded devices which may be networked to address complex tasks in a 

collaborative manner; but, on the other hand, some works present CPS as systems 

including a pervasive platform of networked devices which solve complex problems in 

a choreographic manner. Then, different theoretical proposals appeared during these 

first moments: networked CPS, smart CPS, real-time CPS, etc. Any case all these 

contributions showed that CPS imply a new design procedure where computational 

aspects are considered together with environment’s physical characteristics, so the 

number of synergies is maximized, the system complexity minimized, architectures 

simplified, efficiency increased, and cost reduced as much as possible.  

In this initial understanding, besides, CPS was a very poor technology in terms of 

humanization. The creation of a theoretical framework for process-oriented computing 

solutions, actually, did not contribute to the flexible execution of processes or the 

integration of people in computing systems at first; as CPS were defined more like 

enhanced autonomous control robots of informatics systems than like a new generation 

of distributed control systems for future applications.  

This climate of theoretical discussions was maintained until, approximately, the 

year 2010, when first initial prototypes related to CPS were reported (La et al., 2010). In 

these initial works, practical implementations of CPS were proved to require a vertical 

integration of several components at different abstraction layers, including a hardware 

platform with thousands of networked devices (from resource constraint elements to 

legacy systems). Deployed CPS included central management modules, prosumer 

interfaces, technological expert graphical interfaces, task delegation algorithms, 

orchestration schemes for computing solutions, etc. (Wu et al., 2011). In general, every 

technology previously defined in the context of WSN, Smart Environments, etc. was 

adapted to CPS. 

Although in these initial Cyber-Physical deployments people still took exclusively a 

passive role and processes executed in a kind of flexible way were very few; the CPS 

humanization level started increasing. The integration of people was each time more 

important, and partial solutions to define processes using domain-specific languages, 

to enable users without programming skills to participate or simple process 

transformation techniques were reported.  

During this period (2010-2014, approximately), CPS became an extremely popular 

paradigm, and very different domain experts tried to adapt the CPS principles to their 

research field. The generalization that started with the introduction of communication 

elements and data analytics and business components into CPS in the first reported 
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prototypes intensifies with the appearance of new architectures and definitions for 

CPS, overall in the areas of control theory and telecommunication engineering.  

In respect to control theory, as Cyber-Physical Systems paradigm is based on 

principles from this knowledge area, it is not strange that experts in this field 

employed these new computer theory technologies to design control applications and 

solutions much more efficient and adapted to future industry. Works belonging to 

control theory and related to CPS are specially focused on the characteristics of the 

physical environment, the hardware components and control elements.  

On the other hand, once accepted that Cyber-Physical Systems are essentially 

ubiquitous platforms composed of thousands of networked devices, communicating 

with other remote components (hardware or software) through a specific technology, 

telecommunication experts decided to work on this new paradigm, considering Cyber-

Physical Systems as a new scenario of future communication networks and services. 

This research line became so popular that, very early, the first questions about the 

differences between CPS and the other great revolution of 21st century (the Internet-of-

Things) appeared.   

The Internet-of-Things (IoT) appeared for first time in 1990, with the creation of a 

first prototype based on a kind of (smart) toaster; however, it was not formalized until 

1999 (Ma, 2011). The IoT was defined as a system focused on connecting the physical 

and the cyber world, although during the initial moments this technology was directly 

related to the employment of RFID tags to associate unique identifiers to regular and 

daily living objects, so they are provided with a digital identity to be connected to a 

global network. 

The Internet of Things is characterized by four basic components (Wan et al., 2013): 

(i) sensitization, (ii) heterogeneous access, (iii) information processing and (iv) 

applications and services; although additional transversal topics such as privacy or 

security are also usually cited. Considering this view, both WSN and CPS, as well as 

Machine to Machine communications, could be considered as particular realizations of 

application scenarios of the Internet of Things. It is important to note that, WSN could 

be also understood as a specific solution based on CPS principles, what is totally 

coherent with this approach. Any case, the difference among all these technologies is 

the relative weight of each functionality (or characteristic) in the global solution. 

In that way, WSN are specialized on data acquisition (i.e. sensitization), including 

topics such as data models, the efficient use of energy, etc. On the other hand, M2M 

communications are focused on providing the heterogeneous access of devices, so it is 

enable the interconnection of a great variety of sensors and general devices being able 

to self-organize and operate in an autonomous way. Finally, Cyber-Physical Systems 

(as in the most modern approach, they are understood as a vertical integration of all 

layer that compose the ICT market) are usually designed as instrument to process 

information and provide applications and services.  
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In the same way that, in general, today it is clear that Cyber-Physical Systems are a 

particular (and greatly relevant) scenario of the Internet of Things where the different 

elements that compose the IoT are mixed and configured in a specific manner, the 

different approaches to the paradigm of CPS that appeared in the period 2010-2014 and 

may be found in control theory, telecommunication engineering and computer sciences 

may be also understood as combinations of a same set of elements.  

A deep analysis of all possible elements which may be part of CPS should be based 

on the study of all proposed application scenarios in research literature. However, in 

2014, the Eindhoven Institute for Research on ICT (EIRCT) identified the six 

components which, occasionally, have been used to make up CPS (Lukkien, 2016): 

physical world, transducers, control components, data analytics elements, computation 

elements and communication components.  

Thus, the simplest architecture for CPS belongs to control theory. In this area, CPS 

are understood as a composition of the physical world, transducers and control 

components (Tarraf, 2013). In some specific applications simple data analytics elements 

are also considered, although it is not the regular situation. As previously said, the 

oldest proposal on CPS is due to computer sciences researchers. In this area CPS are 

understood as a composition of the physical world, transducers, control components 

and computer sciences elements (Lee, 2015). Specialists on hybrid systems, new 

computational models, real-time applications and predictive models (among others) 

support this vision; which is, besides, the only one where humans are explicitly 

considered. Finally, the probably least developed approach is due to 

telecommunication engineering. This view is focused on hardware, services and 

embedded devices, so CPS are understood as a combination of transducers, control 

components, some data analytics elements, computer science elements and 

communication components.  

 

Table 1. Composition of CPS in the different technological domains. 

 Control theory Computer sciences Telecommunication 

engineering 

Physical world x x x 

Transducers x x x 

Control components x x x 

Data analytics 

elements 
Sometimes Sometimes Sometimes 

Computation elements  x x 

Communications 

components 
  x 

 

7



1. INTRODUCTION 

 

 

Table 1 summarizes the composition of CPS depending on the technological domain 

considered. As can be seen the underlying pervasive sensing infrastructure and the 

control components are the common elements to all proposals.  

During this period, 2010-2014, it is made evident that Cyber-Physical Systems are an 

important technology to support new services and markets, to improve the efficiency 

of industrial systems, to enable innovative applications such as Ambient Intelligence 

(AmI) or the pervasive sensing platform for Smart Cities (Ramos et al. 2008). However, 

CPS, in 2014, it is still a research paradigm which has not totally solved the problem of 

humanization or process execution.  

This situation is maintained until in 2014, during the Hannover Fair about industrial 

solution in Germany, it is defined the idea of Industry 4.0 (Jazdi, 2014). Industry 4.0 

refers to a fourth industrial revolution where robotics and automatic systems, that are 

typical from the third one, are replaced by CPS. Therefore, in general, it is said that the 

fourth industrial revolution will be the era of CPS. 

When the CPS paradigm receives the interest of the industrial and corporative 

world, other instructions get attracted towards this concept. Thus, organizations such 

as the standardization agencies and, in particular, the National Institute of Science and 

Technology (NIST) decided to create working groups focused on normalize and 

standardize Cyber-Physical Systems (NIST, 2014). 

The main NIST’s objective, which created several secondary working groups and 

committees, is the standardization of a CPS model enabling manufacturers to product 

interconnectable and interoperable equipment, as now occurs with Internet equipment 

regulated by RFC (Request For Comments) documents.  

The NIST’s vision about CPS is integrator, in order to include all different proposals 

about CPS that appeared over time. Cyber-Physical Systems in the NIST’s approach 

considers all elements and components that may be part of these systems (along with 

any reported definition of research work). In that way, in June 2015, it is published the 

first reference architecture for CPS by NIST (see Figure 1). 

 

Figure 1. NIST reference architecture for CPS 
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The definition of Industry 4.0 or future industry caused the interest of many 

different markets for Cyber-Physical Systems: automatic and massive production lines, 

small manufacturing industries, etc. In fact, some of the currently proposed solutions 

based on CPS match perfectly with some of these scenarios, especially with those based 

on automatic production systems, chain production companies, traditional control 

systems (such as SCADA (Daneels and Salter, 1999), which is closer to traditional 

informatics systems than to future control applications). 

Nevertheless, there are many other scenarios that have not been investigated yet. In 

these scenarios, although the initial reference architecture proposed by NIST is 

available, it is not clear what components or hardware devices and equipment are 

required or it is necessary to design and construct; in order to enable the provision of 

the desired services. Specifically, as it is one of the key characteristics of CPS, it is still 

necessary to investigate technologies to integrate in an interoperable manner the 

domain-specific devices and components of these scenarios, which (in general) will be 

very heterogeneous and should actuate in a flexible way (according to the defined 

processes at each moment and the physical environment state).  

A set of application scenarios which are very relevant and interesting, but they have 

not been considered until now, are those in which people must participle and intervene 

necessarily and inevitably.   

Actually, in regular CPS, people are passive agents, being part of the physical 

environment and being sensed (and suffering the system actuations) as any other 

physical component, creature or agent. The final objective of these systems is to 

improve the user experience or life quality of people. There are, however, other 

scenarios where people are active agents, i.e. where services to be integrated and 

provided by means of Cyber-Physical Systems are finally supported and execute by 

people not by hardware components.  The most typical example of these scenarios is 

manufacturing companies (where hand-made products are elaborated).  

In these scenarios where humans must intervene as active agents (or service 

providers), it is essential to consider technologies, components and tools which allow 

integrating people into the system taking this role. Moreover, it is needed to consider 

the special characteristics of people, in respect to their behavior, work cycle, 

capabilities, response time, interaction with computing systems, etc.  

Definitely, it became essential to solve the humanization problem that was 

surrounded and only partially addressed since 1990. In particular, people must be 

integrated not only as passive agents (as done in previous SE, Smart Spaces, first CPS, 

etc.) but also as active participants. Besides, since humans are now active agents, the 

entire system must be adapted to this new situation and, in particular, processes 

cannot executed using hard execution schemes (typical from systems where only 

intervene administrator with technological skills), but flexible procedures.  
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Actually, future industry will be characterized by the great automatization of 

processes and the high specialization reached by Cyber-Physical Systems. Nonetheless, 

it must be also able to maintain those actives which must be executed by human 

inevitably, improving the efficiency and people wellness as much as possible.   

In order to promote the development of Cyber-Physical Systems and Industry 4.0, 

functional components and solutions employed in both traditional scenarios (where 

humans are passive agents) and scenarios where people act as service providers, 

should be part of the same functional architecture, which will be valid for all 

applications. 

The contributions and advances described in this PhD Thesis work address these 

aspects from the previous knowledge, in order to define and enable a new type of 

Cyber-Physical System named as “Humanized Cyber-Physical Systems”, being able to 

integrate both people and hardware devices, all of them with heterogeneous behavior 

and capabilities. These systems will be also able to execute in a flexible manner all 

process types that may be found in industrial scenarios, AmI applications, Smart Cities, 

and (in general) in any future scenario of the forth industrial revolution. 

1.2 Motivation 

This PhD Thesis work is motivated by the need of defining and implementing new 

architectures and solutions that enable the execution of processes describing and 

controlling the behavior of the future engineered systems in an automatic and 

autonomous way, with an especial interest on scenarios where people intervene 

actively, and applications related to the era of Cyber-Physical Systems, also named as 

Industry 4.0. 

In this PhD Thesis work it is provided a functional architecture, together with a 

design and a detailed description of all components that made up it, being able to 

consider all possible roles that humans may take in the context of Cyber-Physical 

Systems; and allowing the flexible execution of all different processes that can or could 

be present in future fourth industrial revolution scenarios, including those with the 

intervention of people. 

The process execution by Cyber-Physical System in scenarios where the final 

execution of activities and operations is in charge of platforms composed by devices 

and agents with capabilities and behavior very heterogeneous, including those where 

humans intervene, it is not solved nowadays by means of the existing execution 

engines and models.   

Actually, to the best of my knowledge, it has been reported no model, architecture 

or solution based on CPS and being able to execute processes defined by domain 

experts at high-level, processes executed freely devices or people according to a set of 

rules, and/or processes defined by a sequence of phases, states or activities (a kind of 

balance among processes defined at high-level and processes executed freely by 
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devices or people). Moreover, no CPS solution with a high humanization level, being 

supported at low-level by a platform of interconnected devices and active people 

which relate in such a way that they may coordinate in autonomous way (or through 

an orchestration module) to execute delegated tasks and operations. 

In particular, the least studied topic is the adaptation of all exiting solutions to 

processes which are finally executed by humans acting as service providers; which 

impose very special requirements and characteristics that must be investigated.  

The execution of processes by means of CPS increases the efficiency of executions, 

whether services are provided by devices or by humans, so motives to address the 

cyber-physical execution of processes are both economic and technique, and caused, in 

general, by the distributed and specialized execution of task according to the 

capabilities of the underlying physical platform.   

This approach presents various advantages. For example, domain-experts are 

enabled to define the behavior of technological systems without needing specific 

knowledge (an approach known as “prosumer”), and thanks to the different 

transformations that process models suffer from its definition to its execution at low-

level.  

From the economic point of view, these systems allow externalizing the execution of 

certain activities or tasks in a dynamic way, and according to the existing capabilities 

in the different productions systems that are interconnected. Besides, these systems are 

very interesting for companies as they enable to exploit at maximum the deployed and 

existing productive capacity. This objective is reached by the execution of internal 

tasks, and the execution of activities externalized from other productions systems, 

agents or companies which are interconnected in a global production network. This 

dynamic use of resources is enabled thanks to cyber-physical technologies and usually 

receives the name of “Smart Manufacturing”.  

As most production schemes also include tasks that must be executed by people 

inevitably, there is an important motivation to investigate techniques that allow CPS 

(which will govern the future production systems) to support this type of activities. 

Therefore, the definition of new process models, self-configuration solutions and 

frameworks to integrate people into CPS present a great interest nowadays.   

These new architectures will allow mixing the advantages of processes defined at 

high-level and advantages of systems built in a bottom-up manner (i.e. with devices 

that execute operations in an independent manner at low-level). Future engineered 

systems should allow the execution of both types of processes in a flexible way. 

The referred processes, besides, will be supported by services at low, medium and 

high level which come from the combination and coordination of devices capabilities 

available in the physical platform (which also include people depending on the case). 

Thus, these services will have a heterogeneous character in both their composition and 

their comparison with other services. With this service-oriented approach, besides, 
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surplus capabilities will be able to be offered to other companies through cloud 

services, virtual entities, etc.  

In that way, there is a great motivation to investigate new device management 

schemes, as well as new wireless channel models and communication schemes that 

allow the definition, maintaining and actualization of these heterogeneous services on 

which process execution is supported.  

On the other hand, and finally, in a future scenario where production systems and, 

in general, any infrastructure (include those with a critical character) will be governed 

and managed by means of Cyber-Physical Systems, it is essential to these systems to 

include security mechanisms for both protecting them against cyberattacks and making 

them fault resistant (against both internal and external failures). Moreover, new attacks 

and risk associated to these new technologies must be also investigated. 

In order to reach these objectives, it is necessary to do an investigation about the 

types of attacks these systems could suffer, the failures could happen (among other 

important topics) and propose specific solutions adapted to the paradigms of future 

industry and Cyber-Physical Systems. Nowadays, there is a very high interest in topics 

related to this area (cybersecurity or cyber-physical security according to the most 

modern definition).   

1.3 Goals and Objectives 

 

The Goal of this PhD Thesis is to design, implement and validate a humanized cyber-

physical system, where both humans and physical devices are involved in the task execution. 

The system will be able to provide, in a transparent way, complex services by means of the 

coordination of entities characterized by a heterogeneous behavior and capabilities. Moreover, 

the system will enable the flexible process execution, considering the dynamic evolution and 

particular characteristics of both humans and devices. 

 

The humanized cyber-physical systems described in this PhD Thesis are intended to 

enable the integration of humans in the future feedback control systems, not only as 

passive inhabitants of the deployment scenarios, but also as service providers. Besides, 

the system will allow the implication of prosumers in the process definition, creation 

and execution. To do that, the humanized cyber-physical systems are defined from 

various perspectives, and different architectures are proposed and characterized. To 

develop the different definitions, models and architectures the following specific 

objectives are identified. 

Objective#1: Definition and characterization of the different possible process types 

to be execute using humanized cyber-physical systems, as well as the different entity 

types that may be part of these systems. Definition and characterization of the different 

possible roles of humans in the context of humanized cyber-physical systems, 
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considering the impact of each possible role in the service provision and process 

execution. 

Objective#2: Proposal of a reference architecture, as well as an implementation 

architecture and a functional architecture, for humanized cyber-physical systems 

according to the roles defined in Objective#1.  

 Objective#3: Creation of a model for humanized cyber-physical systems including 

the required components for heterogeneous service provision and flexible process 

execution according to the roles, processes and entities defined in Objective#1 and the 

architectures defined in Objective#2. 

Objective#4: Define algorithms and procedures for process definition, creation and 

distributed execution, which allow (at the end) the invocation of the services provided 

by the humanized cyber-physical system. 

To achieve a useful service provision mechanism is necessary to implement self-

configuration and self-adaptation techniques for automatic service discovery, 

identifying the following objectives: 

Objective#5: Define the self-configuration and self-adaptation procedures and 

algorithms for allowing humans to provide services (possibly with a certain quality-of-

service) which could be invoked from the final applications. 

Objective#6: Establish mechanism for self-discovery of hardware capabilities in the 

underlying physical platform of the humanized cyber-physical systems. Propose a self-

configuration and self-adaptation algorithm for heterogeneous service provision, based 

on the coordination of various entities, possibly with a certain quality-of-service, and 

facilitating the invocation of services by prosumers. 

To enable the human integration as service providers in the humanized cyber-

physical systems, various monitoring devices and specialized algorithms and 

procedures are defined. The execution of processes by humans requires a much more 

complex mechanism of monitoring and verification. Human behavior is variable, and 

people may execute the same task in several different correct ways. Thus, humanized 

processes require specific instruments which allow a flexible process definition and 

verification according to the human behavior.   For that, the following objectives are 

identified: 

Objective#7: Design and implement the devices and algorithms which enable the 

human monitoring, integration and interaction in the context of the humanized cyber-

physical systems, especially when humans act as service providers.  

Objective#8: Create a mechanism for process definition, execution and verification, 

tolerant to the variable human behavior, which allows a flexible treatment of processes 

executed by humans. Provide an algorithm for pattern recognition and information 

extraction, which allows inferring the activities being performed by humans and which 

enables process verification in the context of flexible process execution by humans.    

13



1. INTRODUCTION 

 

 

Process execution in humanized cyber-physical systems need to be tolerant to 

changes in the hardware devices, taking into account the information provided 

automatically and periodically by means of the contributions described in Objective#5. 

Hardware lifecycle is supported by specific management solutions and policies. The 

following objective is identified:  

Objective#9: Define a procedure for managing the hardware lifecycle, including 

both predictive and reactive techniques, in order to support flexible process execution 

by the physical devices. Provide an algorithm to enable hardware devices to self-

manage their resources and execute tasks in a choreographed manner (tolerant to 

changes in the other hardware devices). 

Future humanized cyber-physical systems will be supported by pervasive hardware 

platforms where devices must be networked using unobtrusive (wireless) 

communication technologies. New solutions and network architectures, adapted to the 

requirements of these new engineered systems and the heterogeneous entities that 

form them, are required.  For that, the following objective is identified: 

Objective#10: Create a communication model for cyber-physical devices 

communicating through a radio channel using any of the available wireless 

technologies. Define network architecture for future communication infrastructures 

being able to support the operation of humanized cyber-physical systems. 

Humanized cyber-physical systems are envisioned to be employed in several 

different scenarios, including critical applications and solutions where private 

information is handled. Security policies and mechanisms are needed to guarantee the 

correct operation of the system and the users’ privacy.  

Objective#11: Create a security solution to protect humanized cyber-physical 

systems against cyberattacks, unauthorized accesses, malicious components, and any 

other mechanism whose objective is modify the system operation.  

To evaluate the applicability of the solutions developed in this PhD Thesis and to 

validate the usefulness of the models, policies, mechanisms and algorithms, it is 

necessary to evaluate the proposed solutions in different scenarios and domains. 

Objective#12: Implement applications, prototypes and proofs of concept and 

validate the contributions in different domains related to humanized Cyber-Physical 

Systems. 

1.4 Initial hypotheses 

As previously said, there are works that prove the improvement in the flexibility 

and humanization of production systems and other fourth industrial revolution 

solutions, when they are based on Cyber-Physical Systems. 

The elements that motivate this PhD Thesis work, as also already said, are the needs 

of extending the currently existing works towards more realistic scenarios where 
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people participate as active agents, and where physical platforms are composed of 

devices with a heterogeneous behavior and capabilities. 

Considering this previous knowledge, and in order to fulfill the research objectives 

described in the previous sub-section, various initial hypotheses are defined, which are 

validated and checked in this PhD Thesis work.  

Thus, the first and main hypothesis of this PhD Thesis work is: 

Hyphotesis#1: “Process execution systems based on Cyber-Physical Systems 

present a higher humanization and flexibility than traditional solutions, for all 

application scenarios, all process types and independently from the fact that final 

operations are executed by devices, humans or a combination of both agents”.  

Higher humanization and flexibility levels in process execution are evaluated 

considering the experience of final users and domain experts (which valuate those 

characteristics using some relevant KPIs), the possibility of people providing services 

to correct errors and modify their behavior according to tasks delegated from the 

management components; and the global success rate in process execution in dynamic 

(flexible) scenarios with human intervention.  

Some previous works (especially those related to computer theory) have proved the 

validity of this hypothesis in the most basic scenarios, where CPS execute 

computational processes defined at high-level, and systems are composed of 

homogeneous physical platform where only hardware devices execute services and 

people are passive agents.  

Considering the different communication technologies and solutions that have 

recently appeared, including those which are automatic (M2M technologies), it seems 

reasonable to think that the employed communication model and/or the selected 

network architecture influences the performance of the enabling technologies that 

support the humanization and flexibility of CPS. Therefore, a second hypothesis is 

stablished:  

 Hyphotesis#2: “Communication technologies, network architectures and 

management solutions which support the connections among the different components 

in a service oriented Cyber-Physical System focused on the flexible execution of 

processes, have a diminishing effect in the humanization and flexibility of CPS 

compared to traditional systems”. 

In some previous works and scenarios it has been proved that there are limits in the 

flexibility level (and sometime also in the humanization level) that may be obtained in 

future computing systems depending on the selected communication scheme: selected 

protocols, network architectures, stability of connections, fragmentation policies, etc.  

Finally, due to the need of Cyber-Physical System to be in charge of critical activities 

in the future, it is necessary to consider in this PhD Thesis work some factors related to 

security. In particular, a third and last hypothesis is proposed: 
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Hyphotesis#3: “Security technologies protect Cyber-Physical Systems against 

cyberattacks, unauthorized accesses, failures and other problems associated to security, 

but do not significantly decrease the benefit in humanization and flexibility CPS 

provide over traditional systems”. 

1.5 Document structure 

This dissertation is structured as follows: 

Section 2, Methodology, describes the employed scientific methodology to develop 

the research associated to this PhD Thesis work.  

Section 3, Publications, presents a collection of selected papers where the most 

important results associated to this PhD Thesis work are reported to the scientist 

community. They contain information about all research objectives and allow proving 

the validity of the proposed hypotheses.    

Section 4, Discussion, Conclusions and Future Works, summarizes the general solution 

described in the previous section. Results are analyzed, research objectives are 

evaluated and related to the proposed contributions, and some relevant conclusions 

and pending challenges for future works are reported. 

Finally, Annex A, Complete collection of publications. Additional results, includes all 

results and research related to the PhD Thesis work, including those contributions that 

are secondary. 
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2 Methodology 

This section describes the scientific methodology followed to develop this PhD 

Thesis work. They are included a formal description of the investigation, a general 

review of the most typical methodologies in engineering research, a detailed 

description of the proposed methodology for this work and a list of the performed 

tasks together with the planned schedule.     

2.1 Formal aspects of the investigation in the PhD Thesis work 

Although there is not a universal agreement about the different research types that 

may be found, it is possible to find in the specialized literature several generally 

accepted criteria to do a formal classification of investigations. 

As the objective of the proposed research is the resolution of a practical problem, 

including the design of new components, procedures and methods, and being, besides, 

the humanization and flexibility of the proposed solutions the main valuation 

indicators; it is possible to say that the performed investigation is technological 

(according to its final objective). 

As technological research, this PhD Thesis work it is not only based on well-known 

scientific principles (as applied or theoretical sciences), but also on the experience, 

knowledge and professional abilities of researchers, i.e. their “expertise”. In the paper 

“A Methodology for the Design of Application-Specific Cyber-Physical Social Sensing 

Co-Simulators”, by Bordel et al. included in Section 3.7 and where Objetive#9 is 

addressed, the importance of these factors is clearly shown. On the other hand, this 

PhD Thesis work has a “multiplier effect” (typical of technological investigations), as 

the proposed designs and solutions could be employed to enable new scenarios or as 

reference for new future systems. The paper “Using 5G technologies in the Internet of 

things handovers, problems and challenges” by Bordel et al. included in Section 3.8 

and where Objetive#10 is addressed, analyzes and proves this multiplier effect for 

contributions related to communication models and architectures.    
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Classifying this research in terms of the type of data to be analyzed is more 

complicated. Two main research types are distinguished according to this criterion: 

qualitative and quantitative.  This difficulty is caused by the fact that this PhD Thesis 

work considers both devices and people, mixed in heterogeneous scenarios; so, 

depending on the phenomena, variable or effect to be studied a different research type 

will be employed.  

Globally, the research in this PhD Thesis work is quantitative: a set of hypotheses is 

proposed, a plan to prove their validity is designed and relevant variables in these 

hypotheses are measured to later analyze the acquired data by means of different 

techniques. If through the employed statistical or numerical methods it is deducted 

that it is possible to extend the obtained results (in a collection of particular scenarios) 

to a larger universe, then the proposed hypotheses will be considered valid.   

In this case, as said in the previous section, the most relevant variables for the 

investigation are flexibility and humanization in CPS. Considering these variables the 

experimental evaluations will be performed. The paper “TF4SM: a framework for 

developing traceability solutions in small manufacturing companies” by Bordel et al. 

included in Section 3.4 and where Objetive#4, Objetive#7 and Objetive#8 are addressed, 

proposes an experimental evaluation showing the flexibility and humanization of the 

designed and deployed process execution systems.  

However, and despite the previous discussion, this PhD Thesis work is focused on 

those scenarios where humans behave as active agents into Cyber-Physical Systems. In 

these cases, the objective is not to obtain results to be generalized in universal laws, so 

a qualitative approach will be employed. In fact, investigations related to humans and 

CPS are focused on reconstructing the reality as could be seen from an external and 

neutral point of view, trying to understand the human reality: how people behave, 

how they live, how they feel, etc. In these cases there are no variables under study 

which are manipulated or controlled during the experiment, but research only aims to 

understand the social ecosystem that people create in Cyber-Physical Systems. The 

objective is to evaluate if human behavior is integrated into the system, if interactions 

between people and devices are correct, if people present the highest possible wellness, 

etc. In the paper “Assessment of human motivation through analysis of physiological 

and emotional signals in Industry 4.0 scenarios” by Bordel and Alcarria included in 

Section 3.6 and where Objetive#7 and Objetive#8 are addressed is included a 

qualitative experiment about Humanized Cyber-Physical Systems. 

Any case, and independently from the data type to be analyzed, the proposed 

research in this PhD Thesis work is experimental.  

In order to validate the proposed hypotheses sometimes it is applied an intentional 

manipulation of independent variables, overall they are controlled or embedded into 

the proposed algorithms, components or designs.  In general, because of the 

technological nature of the proposed research, intentional variations in the intensity are 

applied; i.e. different values are selected for the independent variable to test the 
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dependency function among the independent and dependent variables. In other 

circumstances, nevertheless, as for example when evaluating the second hypothesis, it 

is selected a measurement scheme of the effect of the independent variable. In this case, 

it is only evaluated if the study variable affects the interest indicators (in this case the 

humanization and flexibility level in the process execution).   

Finally, overall in experiments where people are involved, we employed 

experiments with an internal control of the experimental situation. In that way, it is 

ensured that variations in the dependent variable are only due to variations in the 

independent variable. The objective is to evaluate (for example, see paper cited above 

in Section 3.6) if systems to represent the human state are improved if using cyber-

physical techniques, guarantying that no exogenous variable is the cause of this 

improvement.  

In summary, in this PhD Thesis work it is developed a technological research, 

quantitative (although some qualitative experiments are included) and experimental. 

In respect to the hypotheses proposed in Section 1, all of them are causal, i.e. the 

hypotheses relate two or more variables so a causal effect or direct relation may be 

deducted among them. No statistical hypotheses are proposed, as the State-of-the-art 

does not allow imagining realistic quantitative values for humanization and flexibility 

for scenarios with humanized Cyber-Physical Systems and supported by 

heterogeneous services. Considering the results of this PhD Thesis work, in future 

work, hypothesis could be redefined in a statistical manner in order to maximize the 

humanization and flexibility.  

2.2 Typical scientific methodologies in engineering research 

The description of the scientific method proposed by Descartes in 1637 has a 

positivist approach, i.e. the typical approach of theoretical sciences like physics; which 

were the most interesting areas in that period. The problem associated to this view is 

the assumption of a set of repeatable and artificially controllable phenomena which are 

the elements under study. 

However, during the 19th century, it became clear that some investigations or fields 

in science do not match this scheme, as they are focused on effects that are essentially 

unrepeatable; like for example history research. Modern authors, like Popper, Huxley 

or Ackoff interpret the scientific method as a “qualified application of the common 

sense”(Popper, 1959; Ackoff, 1962); so nowadays there is not only one “scientific 

methods” but several “methodologies”.   

Although different methods have been proposed, most procedures focused on 

evaluating and correcting the scientific theories follow the same scheme: (i) 

observation, (ii) generalization, (iii) experimentation and (iv) validation (Rivet, 1972).  

The technological research, and particularly the engineering research, although it 

has a special character, it shares some common aspect with the theoretical and applied 

19



2. METHODOLOGY 

 

 

scientific research and the positivist sciences. In particular, technological proposals 

must be controllable and repeatable to be useful and practical. Thus, typical 

technological research methods are based on this pattern (observation - generalization - 

experimentation - validation).    

Besides, engineering research presents an inductive character. 

As in engineering, research starts with particular experiences and particular 

scenarios, reasoning must be mainly inductive, creating conclusions more abstract and 

general from the particular experiences. The logical reasoning is, then, ascendant in al 

technological research. Nevertheless, conclusions in engineering do not have a 

universal character, but they are very probable conclusions (it is only necessary to find 

a unique counterexample to reject the conclusions).    

In engineering research, therefore, it is critical to develop an experimentation with 

enough strong and extended impact to be relevant, and make highly probable the 

obtained conclusions. In this case, even if a counterexample is found, its probability 

will be very low and maybe without any practical use, so extracted conclusions could 

be considered still valid in general.   

Technological research, in consequence, is focused on developing experimental 

methods that guarantee the validity of the extracted conclusions through induction 

techniques. There are both, very general and very specific proposals to perform 

experiments in engineering; however in this section we are only reviewing those with 

interest for this PhD Thesis work.  

2.2.1 Case study 

Case study is a research method that allows generating new scientific theories 

through an induction process based on several different data sources, being of various 

types: qualitative, quantitative, surveys, direct observation, etc. Formally (Yin, 2017), 

the case study is defined as an empirical inquiry that: 

 Investigates a contemporary phenomenon within its real life; when 

 The boundaries between the phenomenon and context are not clearly evident; 

and in which  

 Multiple sources of evidence are used. 

Thus, the case study is an experimental methodology which employs real data in 

order to analyze a phenomenon and its context; as borders between the process under 

study and its environment are diffuse. The case study is one of the most employed 

methodologies in sociology, psychology, social sciences and (in general) in experiments 

where humans are involved (as environmental variables that effect people are very 

numerous and usually unknown). Case study is, actually, very useful when 

investigation complex phenomena where several variables affect the experiment in a 

non-defined manner (De Brito, 2004). The case study allows researchers to extract 

common, significant and relevant characteristics about the experiments varying the 

context which influences the phenomenon.  
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The case study is a methodology based on the “ground theory”(Glasser & Strauss, 

2017), an approach which develops conclusions “grounded in data systematically 

gathered and analyzed”; i.e. a method focused on constructing theories from the 

analysis of heterogeneous data.  

In this methodology conclusions are developed to explain data, so divergences 

never appear between the proposed theories and the real data collected. However, in 

order to accept that inferred theories are universally valid, it must be guaranteed that 

data are coherent are represent a global reality. Thus, different works investigates 

strategies to increase the coherence, validity and reliability of data (Yin, 2017). Data 

generalization must be also analytic and logic, based on representations, diagrams and 

graphics where the relations and deep structures among the different data sources get 

exposed (Miles & Huberman, 1984). 

Case study is very useful to answer questions including the tags “how” or “why”, 

i.e. when trying to understand the underlying causes in a quite unknown phenomenon 

or reality. In general, the case study offers a holistic perspective (not reductionist) of a 

process or event.  

Although case study is a valid methodology to develop new theories, it is also 

possible to apply this method as an experimental mechanism to prove existing 

hypotheses. In particular, by deepening in the causal relations of a real complex 

phenomenon five different objectives could be fulfilled (Voss et al., 2002): 

 Exploration: During the initial moments of any research project, it is necessary to 

analyze the field where the work is going to be developed to stablish a set of 

research questions or hypotheses.  

 Description: The case study may be also used to create a literal description of a 

phenomenon and its context. 

 Theory generation: This is one of the main strengths of case study. The analysis 

of data allows generating new theories by induction, in a pretty simple manner. 

 Theory testing: Although it is not a statistical method, case study also allows 

validating a set previously formulated theories or hypotheses. In this case, the 

case study is usually combined with other methodologies to obtain a better 

perspective. With this approximation, different methods and tools are employed 

to approach to the same reality from different points of view and avoid the 

research methodology weaknesses. 

 Theory extension: Many times, case study is employed to slightly modify some 

existing theories to make them more coherent with the collected data. 

Four different implementations of case study methodology may be found. On the 

one hand, depending on the number of considered cases it can be distinguished 

between single-case studies (if only one case is investigated) and multiple-case studies 

(if several different cases are evaluated). On the other hand, and depending on the 
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manner in which each case is analyzed (as a unique entity or disagreeing the case in 

smaller scenarios), the methodology may be embedded or holistic.  

In general, to be useful, relevant and coherent, a multiple-case study must be 

performed, although in some special circumstances single-case studies are also valid 

(Gross et al., 1971). For example, if an extreme or critical case is studied to reject an 

existing theory a single-case methodology may be employed. In investigations 

including unusual cases (such as extreme rare diseases), pilot experiences or 

“revelation cases” (those which are observed for first time in research) the single-case 

method is also accepted. In that way, if none of these especial cases is being evaluated, 

a multiple-case approach is required. 

In order to select the cases to be studied in a multiple-case methodology, it must not 

be developed a statistical sampling; but a selection based on the relevance of cases. A 

typical error that invalids a research based on the case study methodology is selecting 

a high number of cases trying to improve the reliability of precision of the results (as in 

statistical methodologies where a large sampling space improves the precision). 

However, in case study it is preferred to select only cases that are critical, relevant or 

represent an important situation.  

In general, it is accepted that a good case study approach includes between six and 

ten different cases (Yin, 2017). In that way, globally, at least three different relevant 

behaviors will be observed. It is needed, any case, a systematic approach to select cases 

where these relevant behaviors appear. It is important to take into account that, in case 

study, theories are not accepted to be valid for a enough large set of samples, but to be 

valid for the most relevant cases that appear in the real world.  

An experiment based on a case study includes eight different phases (Eisenhardt, 

1989): 

 Experiment start: In this phase, the relevant behaviors to be observed are 

identified. Important research question focused on validating the hypotheses are 

proposed. In case study, however, these initial ideas are only tentative, and 

researches must be willing to change them if first obtained results shows it is 

required.    

 Selection of cases: It is important to select cases corresponding to extreme, 

critical or rare circumstances, so the desired behavior can be observed clearly.  

 Design of tools and protocols to analyze cases: The type of mechanisms to be 

employed during the cases analysis depends strongly on the type of data source 

to be obtained (surveys, documentation, devices, etc.). However, in general, the 

“data triangulation” paradigm is accepted. Thus, if a hypothesis is corroborated 

by three different independent sources, it is considered the hypothesis to be 

validated, as biases due to researcher are negligible. Thus, data triangulation 

encourages the use of different approach or tools to analyze a same reality. Data 
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triangulation also encourages the participation of at least three researchers to 

remove biases.     

 Data collection: As the amount data collected may be huge, usually data 

collection and data analysis are overlapped. Besides, in that way modification in 

the experiment can be applied dynamically, if results do not show the expected 

behavior. Mostly, case study is focused on qualitative data (or soft research), but 

also quantitative data (or hard research) or mixed sources are usually employed. 

 Data analysis: Obtained data are studied in two manners, using within-case 

analyses and using cross-case analyses. The first step enables researcher to 

extract the particular characteristics of each case; and the second step is 

employed to compare different cases, triangle data and extract general 

conclusions.  

 Hypotheses validation: Cases are compared two-by-two or three-by-three in 

order to detect hypotheses that are probably valid and those which are definitely 

not true. 

 Explanation of divergences between results and the existing literature: Once 

hypotheses have been validated, divergences between the obtained results and 

previously reported experiences have to be detected and explained. In that way, 

the coherence of the proposed theory increases.  

 Experiment end: Once no new relevant behaviors are observed in the selected 

cases, or no new cases are proposed, the experiment ends.  

The huge amount of data to be analyzed, and the difficulties to extrapolate the 

obtained result beyond the studied cases are the main weaknesses of this methodology. 

2.2.2 Action-research 

In 1946 Kurt Lewin proposed the action-research methodology, as a new approach 

to develop investigation related to humans.  In particular, he defined action-research as 

(Lewin, 1946) “a comparative research on the conditions and effects of various forms of 

social action and research leading to social action, being composed by a spiral of steps, 

each of which is composed of a circle of planning, action and fact-finding about the 

results of the action”. 

In other words, research-action is a method to investigate that mixes interventions 

on the reality under study with the extraction of conclusions, creating a cyclic process 

or “spiral of steps”. Basically, Lewis argues that every research about the human factor 

presents a set of very special characteristics which make it to need a different a new 

methodology to be investigated. In particular, in his approach, experiments and 

phenomena to be analyzed (actions) are a unique entity.  

In research-action methods, researchers perform an introspective evaluation about 

the situations or systems they desire to improve (how they felt, why something 

occurred, etc.), and of those they have been participants. This methodology is very 
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employed when performing research about people in industrial or organizational 

scenarios (Emery et al., 1976). 

The action-research methodology aims to investigate about a social system or 

human ecosystem, at the same time that particular exploratory actions are performed 

on this ecosystem (for example, investigating about solidarity at work at the same time 

that actions to promote this behavior are taken in a real company). 

Results of these investigations must consider both, the performed actions and the 

observed reactions. In general action-research experiments aims to really transform a 

social system (not only observe the consequences of a certain action).  

Some special characteristics of this methodology must be considered: 

  It generates an investigation into the action, not about the action: Taken actions 

are part of the context where the investigation is developed. The focus is not to 

learn about the impact of a certain action, but learn about a social system which 

is being transformed by means of this action.  

 Participative: Researchers must participate as active agents, not as neutral 

observers. Researches make things to occur as they desire, not only observe the 

consequence of their actions. 

 Simultaneity with the action: Research is performed at real-time. As data are 

generated, conclusions are extracted and (if needed) modifications in the actions 

are taken to reach the proposed social objective. Due to this fact, quality 

indicators in action-research methodologies are not general, and are designed 

specifically for each experiment (Susman and Evered, 1978). In general, 

nevertheless, an experiment is valid or useful if the social objective is finally 

reached. 

 Focused on problem solving: Action-research methods are focused on resolving 

a social problem or improving the general people wellness (as well as 

contributing to the scientific knowledge by reporting the observed behaviors).  

Actions must be destined to reach that objective. This type of investigations 

usually is about environments in change and their behavior (the actions that are 

causing those changes are not a research object).  

Action-research experiments must follow a very strict ethical code, as people 

usually get manipulated during the experiments, and their situation and life may be 

totally changed as consequence of the taken actions.  

In other methodologies the objective is to generalize the obtained results, but in 

action-research data collected is totally dependent on the location, moment and context 

of the proposed investigation, so no general theories or knowledge can be usually 

extracted.  In this context, one of the most important risks in this methodology is the 

researcher not to be objective. As researcher must be participants in the experiment, 

they must find a balance: enough involved to be a participant, but enough neutral to 

describe reality objectively. In general, results based on collected data must be 
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distinguished from opinions and personal observations in order to avoid these risks 

(Coughlan & Coughlan, 2002). 

In general, the action-research methodology is recommended to investigate three 

types of events (Coughlan & Coughlan, 2002): 

 Hypotheses are related to the description or behavior of a social group 

 Research is focused on understanding how and why some actions improve the 

system 

 The investigation aims to learn about the change processes 

In any of these cases, the action-research methodology is composed by the same 

eight steps: one preliminary phase, six main phases (data collection, feedback and 

analysis and planning, implementation and evaluation of the action), and the final 

control phase.  

During the preliminary phase some ethical questions must be answered. 

Specifically, about the adequacy of interfering in the social system, or the reasons and 

global benefit of performing the experiment, the interest of the hypotheses or research 

questions, etc.   

The first main phase (data collection) is similar to the equivalent phase on other 

methodologies, existing both hard and soft research depending on the acquired data. 

As in action-research the data sources are highly influenced by the context, in the 

second main phase (feedback) it is evaluated the coherence and validity of the collected 

data before going to the next step. If no valid data are is obtained, the second phase 

must be repeated with the appropriate modifications.   

Data analysis (the third main phase) is performed in a participative and 

collaborative way, among all participants with the orchestration of the researchers. A 

critical analysis should be performed to design the most adequate actions.  

Using the conclusions extracted from the analysis of data, actions will be planned in 

the fourth main phase of the methodology. The selected actions must answerer a set on 

relevant questions to be useful and coherent enough to prove the validity of the 

research hypotheses. These questions usually are: what is necessary to change? what 

type of change is required? or what resistances are appearing?    

In the fifth step, actions are implemented and in the sixth phase (evaluation) the 

effects of the actions are measured and participant discuss about the desired and non-

desired consequences of the implemented actions. These phases are cyclical, and they 

will be repeated considering the new generated knowledge indefinitely and 

independently if actions are successful or not.   

The final phase is employed to finish the experiments when participants are 

satisfied with the obtained results and generated changes. 

Finally, in order to report an experiment performed according to the action-research 

method seven points must be described in order to completely characterize the 
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experience: (i) Purpose, (ii) Context, (iii) Information collection methods, (iv) 

Description of the events, (v) Personal discussion of the researchers, (vi) Final and 

objective discussion and (vii) Global conclusions.  

2.2.3 Survey research 

The survey research methodology consists of selecting a population sample, 

representative and enough large, collect information from people by means of surveys 

and process information using statistical procedures to extract knowledge about a 

particular area. The use of surveys implies that if necessary to contact with people 

personally and create a collection of questions about them to obtain information about 

the behavior being studied.  

  There are three different approaches to perform a survey research (Forza, 2010): 

 Exploratory: The objective of this type of surveys is to reach a better 

understanding about reality, especially during the first steps of an investigation. 

Exploratory surveys are employed to find which concepts or variables are 

interesting to be analyzed in detail. 

 Confirmatory: These surveys are employed to prove the validity of theories or 

hypotheses.  This approach is useful when there is a clear framework for the 

research or when the interest variables are already clearly identified.  

 Descriptive: The objective of this surveys s to obtain information to describe a 

certain phenomenon in the study population.  

Six different phases are identified in an experiment based on survey research. First, 

surveys are related to the hypotheses or theoretical framework (depending on the 

case), later it is designed the experiment through surveys and (third) it is developed a 

pilot survey. If this survey is not satisfactory, the second step is repeated in cycles. 

Once the pilot survey is adequate, in the fourth step, it is employed to collect data. 

Later, and finally, data are analyzed. Eventually (in the sixth step) results are published 

and reported. 

In survey research, it is assumed there is a previously defined set of hypotheses to 

be validated, together with the context where these theories should be proved. If 

necessary this framework may be described by means of a diagram.  

Once hypotheses have been stablished, it is necessary to create a practical 

formulation of the previous framework. Numerical measures and empiric realities 

have to be introduced in order to turn the proposed statements evaluable. This step is 

the first phase of the survey research.   

The designing of the experiment includes all tasks focused on enabling a coherent a 

relevant data collection: the selection of the population sample, the sampling method, 

the survey creation process, etc. In this phase, four types of errors may be introduced, 

but should be minimized (Malhorta et al., 1998). The sampling error is produced by the 

use of non-representative populations to create general or global results. The 
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measurement error is due to divergences between the behavior to be evaluated and the 

selected scales to inquiry people about it in the surveys. Other factors that can cause 

this error are a bad writing or confusing instructions. The error known as “erroneous 

statistical conclusion” is due to the exiting probability to accept false hypotheses when 

introducing statistical instruments. Finally, the internal validity error is due to errors in 

the definition of the first theoretical framework or hypotheses.  

In order to minimize the sampling error, the population to perform the survey 

research must be selected following a systematic procedure. Two variables must be 

carefully controlled: the size of the population (number of people that participate in the 

research) and the randomness of this population. In general, as the size of population 

increases the relevance of the obtained results goes up. On the other hand, basically, 

there are two methods to define the study population, probabilistic and non-

probabilistic.  

Probabilistic sampling is the most adequate, as generates a population which 

guarantees to be representative of the general world. These methods, besides, allow 

generalization the obtained results. The simple random sampling, the systematic 

sampling or the stratified sampling (where the general word is divided into smaller 

sub-systems) are examples of this approach. However, in this case, it must be known 

the statistical composition of the considered original general world.        

If secondary factors such as the cost or the required time must be considered, then, 

non-probabilistic sampling methods could be employed (such as the intentional 

sampling), although obtained results cannot be directly generalized, as the sampling 

error would be great.  

In order to control the measurement error, one of the things to be controlled is the 

data acquisition. Survey research may be composed of personal interviews, telephonic 

questions or questionnaires by mail (both traditional mail and email) among other 

possibilities. In personal interviews the cost is higher, but it is possible to create a 

structure dialog between the participant and the researchers, so a higher amount of 

valuable information is usually obtained. On the other hand, the use of modern 

computer instruments and questionnaires by email allows automating the process of 

data acquisition and analysis.   

Nevertheless, other factors must be considered in order to control de measurement 

error. In particular, the writing of the surveys is very important. It is important to 

guarantee that the language and words employed in the surveys are adequate for the 

academic level of participants. If it is ensured that participants totally understand the 

questions, obtained results will be useless.  Furthermore, questions may be open or 

close. Open questions enable participants to answer questions freely, but close 

questions make easier to process the acquired data. However, it is important to 

guarantee that options in close questions are exhaustive and exclusive, to avoid doubts 

in participants. Finally, if options are based on scales, it is very important to select the 

most appropriate scale for the phenomenon to be observed. Nominal scales show 
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clearly differences between participants. Ordinal scales represent order and intervals 

distances. Finally ratios allow analyzing relative distances. 

Three last activities must be considered when defining a survey research.  

First, the development of the pilot survey (Forza, 2010), in order to ensure its 

adequacy, should be based on three iterative cycles. These cycles must include three 

different groups of reviewers: academic experts, industrial experts and some 

participants. Academic experts should confirm the validity of the designed experiment. 

Industrial experts should adapt the writing to the application scenarios; and 

participants will correct the potential mistakes in the responses. In general, some 

aspects to be carefully reviewed are the clarity of instructions, the clarity of questions, 

the adequacy of questions and the adequacy of scales (among other issues). 

Second, survey researches are very sensitive to the lack of responses or participants. 

If the rate of responses is very low the credibility and reliability of the proposed 

investigation decreases (Frohlich, 2002). Thus, techniques to increase the response rate 

must be deployed. For example, sending periodic reminders or trying to stablish a 

personal communication. If some surveys are not totally answered, the data omitted 

could be estimated (as surveys are usually redundant), or the survey rejected.  

Finally, data analysis and the validation of hypotheses must be based on statistical 

mechanisms. There are two types of validation techniques: parametric and non-

parametric. Parametric methods include the Pearson’s correlation, Students’s T 

distribution or ANOVA (ANalysis Of VAriance). Non-parametric methods include the 

Pearson’s 𝜒2 function and the Kolmogorov-Smirnov evaluation.  

2.2.4 Quantitative models 

“Quantitative models” is an experimental methodology with an analytic character, 

where reality is represented by means of ideal functions in order to predict or explain 

the phenomena being observed (Ackoff & Sasieni, 1968). Employed functions may 

produce results with a high precision, but also through calculations much simpler and 

more controllable than reality.  

The main advantage of quantitative models is their simplicity. If the complexity of 

models were as high as reality, no benefit will be obtained. Despite this simplicity, 

models might produce results with a high precision. The reason is that many an 

unknown variable configures reality, but only a set of them are responsible of 

controlling the most part of the phenomena being study. The key, thus, is to locate and 

identify these variables. 

 First models were based on unidimensional o two-dimensional functions, very 

simple, employed to show and experiment with the most important effects in a certain 

phenomenon. These functions, besides, should be derivable, to make the model 

mathematically adequate. These models are known as “ideal problems”.   A se con 

generation of models was based on statistical techniques to predict the near future by 

means of the analysis of the recent historical data; although these predictive models 
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were unable to predict with a high precision the medium or far future. Currently, 

complex programs and simulators have embedded new models where several 

variables are considered, and whose values are based on the experience or measures. 

Depending on the objective, two different types of models may be found: normative 

and descriptive. In normative model, it is introduced the desired results, some 

restrictions to the solutions, and the conditions, actions or situations that have to 

generated to obtain those results under the proposed restrictions are then calculated. 

On the other hand, descriptive models operate in reverse. It is introduced the initial 

situations or actions, the restriction imposed by the environment, and then the 

expected results for these configurations are calculated. 

Besides, depending on the idealization level employed to create models, three 

different scientific approaches are distinguished: iconic models, analog models and 

symbolic models.  

Iconic models represent the same proprieties of objects being studied, but usually 

with a change in the magnitudes or scales. Thus, iconic models can be understood as 

pretty deformed pictures of the reality. Iconic models tend to be very specific and 

difficult to manipulate during experiments. 

Analog models employ some properties of the model to represents an equivalent set 

of properties of the object in reality, as both present the same mathematical expression. 

Nowadays, these models are totally mathematical (numerical) and usually are 

introduced in computing systems in the form of simulators. These models can be 

manipulated in an easier way, although they are more generalist.  

Finally, symbolic models employ numbers and letter to represent equations and 

relations among phenomena in the real world. Mathematical relations in these models 

represent reality. These models are difficult to construct but are very easy to 

manipulate. 

Iconic and analog models are usually employed in the first phases of research, and 

(as more information is available) symbolic models are constructed and used. 

Nevertheless, sometimes, the impossibility of measuring a certain variable or the bad 

quality of obtained data (among other cases) make necessary to employ a certain 

model or to reduce the precision (number of considered variables). 

Research based on quantitative models consists of finding the solutions of the 

proposed models for a certain input configuration and using some mathematical or 

numerical methods (Churchman, 1971).  Using the obtained results, actions on reality 

can be taken, although it is important to discuss about the validity and coherence of the 

obtained results. In general, total confidence in results obtained by models should not 

be maintained. If required, the initial model should be modified according to control 

laws, if relevant divergences between reality and predicted behavior by models are 

observed.   
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2.2.5 Agile development research 

Agile methodology is an approach which helps researchers to work under 

unpredictability through incremental, iterative work cadences, usually named as 

“sprints”. Traditional methodologies assume that the objective, hypotheses, methods, 

variables to be considered, etc. can be identified before the investigation starts. 

However, research that implies the development of new solutions, components, 

algorithms, etc., such as engineering or technological investigations, deals with a huge 

amount of uncertainty in terms of requirement and results. It might be the case that 

hypotheses are not validated because of a wrong design or solution development, but 

with the appropriate technology, hypothesis become true.  

Agile methodology provides the opportunity to assess the direction of a research 

through the definition of a lifecycle. This type of research does it through the creation 

of an interactive cycle, including a partial hypothesis validation followed by an 

assessment by the researchers and users until all them are satisfied with the results. In 

that way, by employing repeated and abbreviated research cycles, new functionalities 

and components can reach their optimal design in order to validate the proposed 

hypotheses. 

Agile methodologies should not be confused with spiral approaches, where the 

entire research methodology is designed since the beginning. Using agile methods, it is 

possible to define a partial experiment considering the available information at each 

moment, and leave for the next cycle design decisions which cannot be taken with the 

available information. 

Usually up to eleven different phases are identified in agile development research. 

 Define the initial variables, hypotheses and objectives: The method starts with 

the definition of some relevant parameters. It is not necessary to define all 

elements at first, but some information (at least approximate) is necessary to 

perform the initial cycle. 

 Prepare the study cases: Based on the previous information, the most relevant 

cases where the new functionalities have to be evaluated in order to prove the 

validity of hypotheses are selected. 

 Prepare the global plan: Considering the selected cases, it is defined a global 

plan considering the cycles are going to be performed, their duration in time, the 

experiments they include, etc. 

 Begin iteration: The research team start designing the new components, 

functionalities and elements to be built in this cycle. 

 Build the new components, functionalities, etc.: New technologies to be 

employed in the experiments, which are essential and condition the hypothesis 

validation, are developed considering the planned designs.  
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 Partial experiment: An experiment designed to evaluate the performance of the 

proposed new functionalities, components, etc. in their current state; and the 

hypothesis validity is developed. 

 Evaluation: Considering the results obtained during experiments, it is evaluated 

the validity of hypotheses and the performance of the proposed components. 

 Are results satisfactory?: This step implies a decision about if the experimental 

validations must continue, then new developments and experiments are 

required, or if the research is closed. 

 Refine study cases, designs, variables, hypotheses and objectives: If new 

experiments are required, input values are redefined in order to increase the 

precision of experiments, developments and results in the next cycle. 

 Final experiment and evaluation: When results, components and experiments 

have been concluded to be satisfactory, a final experiment and evaluation is 

performed. 

 Final results and components or functionalities: From the final experiment it is 

collected information to construct the final result report and conclude the 

development of the new components, functionalities and technologies. 

Agile development researches may be created ad hoc from existing agile project 

management methodologies. Depending on the specific discipline within engineering 

which is investigated, eXtreme, Scrum, Agile Modeling, Lean or FDD (Feature Driven 

Development) methodologies (among other possibilities) may be employed.  

Using an agile development research in engineering investigations presents various 

advantages. Mainly, the quality of the obtained results and the strength of the 

validated hypotheses increase. Also, the cost (in time, money, etc.) of the investigation 

decreases.  On the contrary, it is difficult to plan the end of an experiment because of 

the smaller temporal horizon. Besides, and finally, it is difficult to document the 

experimental process. 

2.3 Scientific methodology in the PhD Thesis work 

Traditional methodologies, as previously said, are specifically designed to be useful 

for positivist sciences. However, the proposed investigation in this PhD Thesis work is 

classified as technological, so standard methodologies must be adapted considering 

some engineering aspects such as the relation with the final users, the requirement 

capture from domain experts, etc. In this section the particular methodology designed 

and selected for this PhD Thesis work is presented. 

2.3.1 General steps in the proposed research methodology 

As in this PhD Thesis work it is developed an experimental research, in this work it 

is followed a baconian hypothetico-deductive method. This methodology includes six 

different steps: (i) observation, (ii) induction, (iii) hypotheses, (iv) experimentation, (v) 

demonstration, and (vi) theory.  
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Observation consists of studying the different manifestations of a same 

phenomenon, as it occurs in nature. During induction, common characteristics are 

extracted in order to generalize the observations and define the hypotheses (the third 

step). Experimentation, demonstration and theory is the core of the scientific method 

where hypotheses are proved to be true or not.   

However, in this particular case, this general approach has being adapted to 

engineering research by combining it with agile methodology principles. In that way, 

the previously described steps are linked to create fast and continuous feedback cycles. 

Nevertheless, in order to improve the quality of the result descriptions, it is presented 

the experimental validation in an aggregated manner and following the traditional 

scheme. First they are described the hypotheses, and later they are performed the 

corresponding experiments and provided the required results to support the final 

demonstrations. 

Results of the first step (Observation) are described in Section 1.1 and Section 1.2. 

Results of second step (Induction) are described in Section 1.2 and Section 1.3; and 

hypotheses (third step) are described in Section 1.4. Experimentation, demonstration 

and theory are developed in papers contained in Section 3. 

Observation has been performed through the reading of the previous research 

works in the area of Cyber-Physical Systems. As proves about the humanization and 

flexibility in the process execution when using Cyber-Physical Systems are 

systematically reported, the proposed hypotheses stablish that these characteristics 

may be general to all future systems, scenarios and applications. Results of this phase 

will be described with details in a methodological and ordered manner in the paper 

“Cyber–physical systems: Extending pervasive sensing from control theory to the 

Internet of Things” by Bordel et al., contained in Section 3.2. This paper, in that way, 

fulfills Objective#1 of this PhD Thesis work.  

The induction process (Section 1.2 and Section 1.3) is straightforward since, as 

previously described, proves of the humanization and flexibility during the process 

execution in systems based on CPS are systematically reported by researchers. Thus, it 

is evident to induct that these characteristics may be general and common to all future 

scenarios, independently from the application scenario or the inclusion of people (as 

active agents) or devices. The referred paper, in Section 3.2, also includes arguments 

about this induction process and cites that supported the proposed observations and 

ideas. 

The third phase of this method (the definition of hypotheses) has been also 

described in Section 1.4, considering the observations and the performed induction, 

also briefly presented in Section 1.2 and Section 1.3. 

The core of this PhD Thesis work is focused, therefore, on the experimentation and 

demonstration of proposed hypotheses; a process which must enable us, moreover, to 

fulfill the research objectives. 
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2.3.2 Experimental methodology: relevant cases 

As can be seen in Hyphotesis#1 (Section 1.4), the objective is to prove that the 

humanization and flexibility in process execution systems based on humanized CPS is 

common to all scenarios, all process types and independently from if tasks are finally 

executed by people or devices. Moreover, Hyphotesis#2 and Hyphotesis#3 also refers 

that the relation between the variable they theorize (between communication systems 

and humanization and flexibility; and security and humanization and flexibility 

respectively) is independent from the applications scenario, the composition of the 

physical platform, etc. In that way, only considering the writing of these hypotheses it 

is clear the most adequate experimental methodology to validate them is the case 

study.  

In fact, Hyphotesis#1 aims to discover how the use of Cyber-Physical Systems 

affects the flexibility and humanization in process execution systems. Hyphotesis#2 

looks for the impact of communication networks and models in the flexibility and 

humanization of CPS. And, finally, Hyphotesis#3 aims to evaluate how the use and 

deployment of security mechanism can modify the flexibility and humanization of 

process execution systems. This fact, together with the fact that the proposed approach 

is very innovative and no research on this specific topic has been reported (as well as 

the fact that researcher have no control on the system behavior once operating), finally 

determines the case study methodology as the most appropriate experimental method 

in this case. This methodology, as an engineering research is conducted, is combined 

with agile method principles in order to reach the optimum technological designs that 

satisfy the proposed research objectives (see Section 1.3), and can be employed to 

verify the initial hypotheses.   

This PhD Thesis work is based on a multiple-case approach, considering those 

scenarios and cases which are most representative of the fourth industrial revolution 

applications and other future engineered systems where Cyber-Physical systems will 

be employed. In particular, we have selected the following cases to be studied:  

 Production systems and assembling lines 

 Manufacturing companies 

 Industry 4.0 

 IoT systems and Smart Cities 

 Smart Environments 

 Smart agriculture 

 Ambient Intelligence deployments 

For each one of these cases, a holistic or embedded view will be employed, 

depending on the variables and behaviors to be studied in each case. In some of this 

cases, however, it is not employed a traditional case study methodology, but this 

method will be mixed with other methodologies; so the finally followed method is 

hybrid. 
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In particular, in those experiments, as (for example) in cases related to Industry 4.0, 

where people act as active agents providing services an action-research methodology is 

employed (being researchers also participants). In that way, the increase in the workers 

wellness and the industry humanization, due to the use of CPS, will be evaluated in a 

more appropriate way. The paper “Assessment of human motivation through analysis 

of physiological and emotional signals in Industry 4.0 scenarios” by Bordel et al. 

(Section 3.6) reports an experiment following this approach.  

 In the same manner, in those cases were humans are only considered as passive 

entities (being sensed together with the physical world), a survey research is selected to 

evaluate the user experience or the increase in the perceived wellness. See paper “Self-

configuration in humanized cyber-physical systems” by Bordel et al. (Section 3.5). 

Finally, those scenarios where elements that belong to the future or that is 

impossible to implement nowadays are involved; and then it is impossible to design a 

controllable experiment, it is employed the quantitative models method. These models 

are implemented in simulators, so first evidences about the validity of the proposed 

hypotheses might be obtained.   

Thus, the following cases and studies compose the proposed methodology for this 

PhD Thesis work. 

Cases related to scenarios about production systems and assembling lines and 

manufacturing companies will be employed to perform holistic studies. The objective, 

then, is evaluating the humanization and flexibility in the process execution when 

using Cyber-Physical Systems. Hypothesis#1 is thus evaluated and Objetive#1, 

Objetive#2 and Objetive#3 addressed.  

Cases based on IoT systems and Smart Cities, as they are mature technologies in 

many senses and there is a wide knowledge about them, will be employed to perform 

experiments based on quantitative models. Using the existing knowledge, it is possible 

to construct models with which evaluate the most innovative technical proposals. 

These proposals include the communication models and architectures referred in 

Objective#10, which are employed to verify Hypothesis#2. Moreover, new and 

genuine security solutions will be validated using quantitative models in the context of 

IoT system, being able to verify Hypothesis#3 and fulfilling Objective#11. 

Within cases focused on both Smart Environments and Smart Agriculture, 

embedded studies are performed to partially evaluate the flexibility and humanization 

due to some particular functional components, algorithms or procedures. Proposals 

such as the self-configuration and self-adaptation mechanisms to automatically define 

heterogeneous services in Cyber-Physical systems (Objective#5 and Objective#6) or 

the self-management protocols to execute tasks in a choreographed manner 

(Objective#9) are validated using these cases.  

Finally, scenarios related to Ambient Intelligence and Industry 4.0 are employed to 

perform embedded studies where people represent an important element. In cases 
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based on AmI deployments people will be considered passive agents to be sensed and, 

as said, proposals related to human monitoring will be validated. On the other hand, in 

cases based on Industry 4.0, humans are considered active agents and proposals 

related to activity recognition techniques and human integration in CPS will be 

validated. Objective#7 is addressed with the first group of cases and Objective#8 is 

addressed with the second group.  

With the proposed experiments, it is measured, overall, the internal validity of the 

defined hypotheses. i.e. it is evaluated that, in fact, the improvement in the 

humanization and flexibility levels during the processes execution is caused by the use 

of Cyber-Physical Systems and not by other unknown and uncontrolled variables.  

External validity of the proposed experiment, i.e. the possibility of results to be 

generalized, is guaranteed by a good construction of the case study methodology, as 

well as a good statistical configuration of the action-research, survey research and 

qualitative models methodologies.  

2.3.3 Particular phases in the proposed methodology 

As some of the proposed cases imply the design, construction and validation of new 

and innovative systems and solutions, the baconian scientific methodology must be 

adapted to consider these activities by combing the traditional baconian method with 

principles from agile methodologies. As a result, the specific scientific methodology ad 

hoc designed and employed in this PhD Thesis work is organized into four different 

phases.  

The first phase (Phase#1) includes the analysis of the state-of-the-art, the obtaining 

of all necessary information to define the initial hypotheses and to perform the first 

three steps in the baconian scientific method and the definition of the relevant cases for 

the case study methodology. Particular experimental methodologies for each case will 

be also developed in this phase. Objetive#1 and Objetive#2 will be addressed during 

this phase. “Cyber–physical systems: Extending pervasive sensing from control theory 

to the Internet of Things” by Bordel et al., contained in Section 3.2 describes the most 

part of the obtained results during this phase. 

The second phase (Phase#2) includes all technical works focused on the design and 

implementation of those cyber-physical components that do not exist nowadays; so its 

construction is required to carry out the proposed experiment in each relevant case. All 

objectives related to the creation, definition or implementation of algorithms, protocols, 

systems or solutions are addressed during this phase. 

The third phase (Phase#3) includes those experiments and studies within the case 

study methodology that are embedded. i.e. in this phase are carried out all partial 

validations in limited and controllable scenarios where only some components are 

considered, not the entire and global system. To this phase belong all partial evaluation 

performed through the action-research, survey research or quantitative models and 
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methodologies. During this phase Hypothesis#2 and Hypothesis#3 are validated; and 

Objective#10 and Objective#11 addressed. 

The fourth and final phase (Phase#4) follows a totally holistic approach. During this 

phase, global scenarios will be deployed and cases including all components (already 

validated during the previous phase) will be studied. If required, people will be 

considered, and the global humanization and flexibility obtained during process 

execution due to the use of Cyber-Physical Systems is evaluated. During this phase 

Hypothesis#1 is validated. 

The report of results to the scientific world takes place during the third and fourth 

phase, although some works may be published during the second phase, as first 

experimental results are obtained. 

2.4 Planned research tasks 

Considering the described methodology, the proposed phases and the research 

objectives described in Section 1, in this section it is proposed a collection of the most 

important research task developed during this PhD Thesis work which make up the 

proposed methodology.  

Task#1: Observation and analysis of the state-of-the-art. In this task the different 

ideas about CPS that have been reported nowadays are analyzed in order to extract 

some common characteristics, propose relevant applications, identify the stakeholders, 

select the research objectives, questions and challenges, etc.  

Task#2: Identification of relevant scenarios and hypotheses. This task includes 

discussions to selects, among all research opportunities related to humanized Cyber-

Physical Systems, the topics that are being addressed in this PhD Thesis work. As 

result, the initial hypotheses of this investigation are stablished.  

Task#3: Definition of architectures for CPS and process types to be considered. As 

hypotheses refer the independency of the results from the application scenario and the 

process type being executed, this task aims to identify the processes to be considered. 

On the other hand, with this information must be proposed an architecture for 

humanized CPS fulfilling those requirements. 

Task#4: Develop process models and flexible and humanized process execution 

algorithms for humanized CPS. Solutions, procedures, models and algorithms to 

enable the humanized and flexible execution of processes in humanized Cyber-

Physical Systems with a service-oriented configuration are developed in this task. 

Task#5: Develop the service self-configuration mechanisms and procedures. 

Mechanism to self-configure and maintain in an automatic way a catalogue or 

heterogonous services based on the coordination of devise and people with very 

different capabilities are developed in this task.  

Task#6: Create instruments to monitor people and integrate humans into CPS. This 

task contains all works focused on construct the monitoring solutions and pattern 
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recognition techniques that enable people to be integrated into CPS as both, passive 

agents and service providers. 

Task#7: Implement self-management solutions to devices in CPS. Different 

solutions to allow devices to self-manage their resources and coordinate with other 

devices to execute activities in a choreographed manner with other components are 

investigated in this task. 

Task#8: Develop innovative communication models and architectures for CPS. This 

task includes all research initiative focused on defining and developing new 

communication models and network architectures, adequate to support the operations 

of humanized CPS.    

Task#9: Define and implement new security solutions for humanized CPS. Research 

works related to the creation of new security solutions to protect humanized CPS from 

the present and future attacks, unauthorized accessed and potential failures are 

addressed in this task. 

Task#10: Implement initial prototypes of components in humanized CPS. 

Considering the results of all previous tasks, during this activity, new components 

(hardware and software) as initial prototypes are constructed. These components are 

based on the created and defined mechanisms, protocols, models, etc. during task from 

task#4 to task#8. 

Task#11: Deployment and validation of initial prototypes in embedded cases. 

Considering the relevant cases identified in Task#2, in this task developed prototypes 

are deployed in the interest scenarios and embedded experiments are performed 

according to the defined methodologies in Task#1 and Task#2.    

Task#12: Collaboration with international experts. During, at least, one term it is 

developed a research visitation to a prestigious international research institution to 

discuss about the obtained results, include new technologies or scenario not considered 

and enrich the final activities of this PhD Thesis work.   

Task#13: Integration. In order to enable the performance of more complex 

experiments with a holistic view, which enable the validation of the proposed 

hypotheses, during this task defined prototypes, components and technologies are 

integrated into a unique humanized CPS.   

Task#14: Deployment of the entire humanized CPS. The integrated system created 

during the previous task is deployed in some relevant scenarios; in order to study ate 

least two critical cases with a holistic approach.  

Task#15: Validation of the proposed humanized CPS with a holistic view. 

Considering the relevant cases identified in Task#2, discussion developed in Task#11, 

results of Task#10 and system deployed in Task#13, in this task holistic experiments 

are performed according to the defined methodologies in Task#1 and Task#2.    
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Task#16: Report the obtained results to the scientific community. This task contains 

all works and efforts focused on publishing the obtained results and report the 

performed experiments to the scientific community. If adequate, some design may be 

protected though patents or other proper mechanisms.  

Tasks from Task#1 to Task#3 are performed within the first phase (Phase#1) of the 

proposed methodology. Objective#1 and Objective#2 are also addressed. Tasks from 

Task#4 to Task#9 are executed during the second phase (Phase#2), and (basically) 

research objectives from Objective#3 to Objective#11 are fulfilled. Tasks from Task#10 

to Task#12 belong to the third phase, when Objective#12 is covered. Finally, tasks 

from Task#13 to Task#15 are included in the fourth phase and Objective#12 is 

addressed and Hypothesis#1 validated.   

Task#16 is distributed in time, as explained previously, and covers Objective#12.  

Figure 2 shows graphically the entire structure of the proposed research and 

methodology.  

  

2.5 Schedule 

Considering the described methodology and the planned research activities, the 

total required time to develop this PhD Thesis work is four years.  

Although tasks and phases are overlapped, in general words, during the first six 

months it is developed the first phase of the proposed methodology. During the next 

eighteen months phase two is carry out, prototypes are developed and technical works 

performed. Within the next eighteen months tasks related to the third phase are 

executed. Finally the last six months are destined to execute the fourth phase in the 

methodology. 

Figure 3 shows the proposed schedule (or chronogram).    
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Task 

Objectives 

Objective#1 Objective#2 Objective#3 Objective#4 Objective#5 Objective#6 Objective#7 Objective#8 Objective#9 Objective#10 Objective#11 Objective#12 

Task#1                         

Task#2                         

Task#3                         

Task#4                         

Task#5                         

Task#6                         

Task#7                         

Task#8                         

Task#9                         

Task#10                         

Task#11                         

Task#12                         

Task#13                         

Task#14                         

Task#15                         

Task#16                         

 

  Phase#1 

  Phase#2 

  Phase#3 

  Phase#4 

 

 

Figure 2. Structure of the proposed research and methodology 
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Task 
Year 1 Year 2 Year 3 Year 4 

Semester 1 Semester 2 Semester 1 Semester 2 Semester 1 Semester 2 Semester 1 Semester 2 

Task#1                 

Task#2                 

Task#3                 

Task#4         

Task#5                 

Task#6                 

Task#7                 

Task#8                 

Task#9                 

Task#10                 

Task#11                 

Task#12                 

Task#13                 

Task#14                 

Task#15                 

Task#16                 

 

Figure 3. Proposed chronogram 

 

 

40



  

 

 

3 Publications 

This section presents a collection of selected publications where the most relevant 

results related to this PhD Thesis work are reported to the scientific community. Papers 

are organized in eight thematic sections, according to the research objectives that are 

addressed in each paper. Moreover, the first subsection describes the general 

organization of the proposed collection, and the manner in which the included papers 

address the proposed research objectives and hypotheses. The relation between the 

selected papers the research methodology and research tasks is also described. 

For each paper, it is included the final manuscript accepted for publication. Before 

the manuscript, it is also included an extended summary including all information 

about the publishing journal or conference. 

In the next section, it is provided a general and global description of the proposed 

solutions, a detailed discussion and analysis of the obtained results and some relevant 

conclusions and ideas for future works.   

3.1 Collection organization 

The proposed collection is organized in eight thematic units or subsections. 

In the first subsection “Analysis and characterization of CPS” (Section 3.2) the 

paradigm of Cyber-Physical Systems is analyzed in detail. From the analysis of 

components that may be part of a Cyber-Physical system, it is identified the different 

types of CPS that have been reported in the scientific literature, including the different 

definitions and architectures that have been proposed for each type. The most 

important research lines are reviewed, together with the main reported results, so a set 

of observations and common characteristic can be obtained to start the PhD Thesis 

work. In particular, the process types that might be executed in Cyber-Physical systems 

are analyzed, as well as the roles people can take in the context in these systems, with a 

special attention to works where humans act as service providers.  Papers in this first 

thematic unit correspond with the results of Task#1 and Task#2. In that way, results in 

this subsection address Objective#1.  
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In the second subsection “Proposed architectures: reference architecture, functional 

architecture and implementation architecture” (Section 3.3), it is defined the idea of 

Humanized Cyber-Physical systems, taken as input the existing definition, especially 

architectures proposed by standardization organizations. The motivation of this second 

subsection is to generate an architecture applicable to all types of industrial scenarios 

(or of any other nature), in the context of the fourth industrial revolution, and 

including those where people intervene actively providing different services. 

Architectures should be able to execute, in a flexible manner, processes identified in the 

works presented in Section 3.2. In this subsection, it is described the design of a 

functional and an implementation architecture, so Objective#2 is covered.  

Works includes in this section also describe a detailed models for humanized Cyber-

Physical Systems that enable the systematic description and simulation of these 

systems. Thus, Objective#3 is addressed. Results included in this second thematic 

subsection are obtained during the execution of Task#3. 

The third thematic subsection (Section 3.4, “Process management in Humanized 

Cyber-Physical Systems”) is focused on process management in the context of 

humanized Cyber-Physical Systems. Considering the process types identified in the 

previous subsection, which mainly distinguish between processes defined at high-level 

and processes managed at low-level (a group within processes executed by people, 

devices, explicitly notified, etc. may be found), different implementations for the 

proposed general architectures in the previous section are proposed. It is identified the 

process model to be employed in each case, as well as the components to be included 

and elements to be configured to be able to execute processes in a flexible manner in 

each scenario. Finally, a detailed composition and transformation procedure, for 

processes to be executed in Cyber-Physical systems is described. Algorithms for the 

different levels in the process execution systems and mechanism to enable an 

humanized and flexible process management and execution are also reported. Works 

presented in this section address Objective#4 and validate most cases for 

Hypothesis#1. Results obtained from Task#4 and Task#15 are reported in this third 

subsection.  

In the fourth thematic unit (Section 3.5, “Service self-configuration and self-

adaptation in Humanized Cyber-Physical Systems”) it is described the self-

configuration and dynamic self-adaptation procedures that allow generating and 

maintaining updated the service collection which are employed to support the 

execution of processes in humanized CPS. It is also described mechanism and 

algorithms to enable the composition of heterogeneous services by means of the 

coordination of entities (both people and devices) with very different behaviors and 

capabilities. In this thematic unit are also included algorithms that allow people to 

provide services in the context of humanized CPS, probably with a certain Quality of 

Service (QoS). In the same way, mechanisms for the self-discovery of hardware 

capacities as well as procedures to coordinate people and hardware elements are 
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included.  Objetive#5 and Objective#6 are addressed in this subsection, which is the 

result of Task#5 and Task#11. 

In the fifth thematic unit (Section 3.6, “Humanized processes. Human integration in 

Cyber-Physical Systems”), the required mechanisms to integrate people into Cyber-

Physical systems are addressed. The objective is to allow people to maintain a good 

wellness state, so they offer the maximum productivity in the provision of services 

which are executed in the system. In this subsection, Objective#7 and Objective#8 are 

covered, so mechanisms and algorithms to monitor the state of people and calculate 

the QoS of human provided services are investigated. Besides, pattern recognition and 

activity recognition techniques are developed to infer activities being performed by 

people and follow and control the processes executed by humans. Results of Task#6 

and Task#11 are reported in the papers of this subsection.  

The sixth thematic subsection (Section 3.7, “Device management in Humanized 

Cyber-Physical Systems”) is focused on the device management. Techniques to manage 

devices in Cyber-Physical systems and their lifecycle (both predictive and reactive) are 

also investigated; so hardware elements can perform a flexible execution of processes 

depending on the dynamic situation of the physical platform. Besides, activities that 

cannot be executed in the underlying local platform could be resolved using virtual 

entities or cloud services. It is also proposed a hardware-supported algorithm that 

enables devices to self-manage and self-organize to take advantage of their resources 

and execute low-level activities in an autonomous and choreographed way. Works in 

this subsection address Objective#9 and are develop using results of Task#7 and 

Task#11. 

The seventh subsection (Section 3.8, “Communication models and networks in 

Humanized Cyber-Physical Systems”) is dedicated to evaluate the communication 

systems that support communications in humanized Cyber-Physical Systems, both 

among devices in a CPS and among different networked humanized CPS. In particular, 

in this section it is proposed a (wireless) communication channel model to be evaluated 

in different relevant scenarios related to future industry and similar applications. 

Moreover, a network architecture for future wireless communications based on 5G 

mobile technologies is also proposed. Objective#10 is covered by papers in this 

subsection which are created from results of Task#8 and Task#11. 

Finally, in the eighth and last thematic subsection, “Security in Humanized Cyber-

Physical Systems” (Section 3.9), aspects related to security in Cyber-Physical systems 

are evaluated. It is a transversal topic with a critical importance for all researchers, and 

included in the reference architecture proposed by NIST in 2015. Objective#11 in this 

PhD Thesis work is covered by these works. Cryptographic solutions based on the 

ideas of trust and reputation, as well as intelligent security schemes that allow 

protecting humanized CPS against traditional and new cyberattacks are proposed. 

Techniques against unauthorized accesses and other innovative attacks (such as cyber-

physical attacks) are also investigated. In particular, cryptographic solutions being able 
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to be executed in resource constraint devices, symmetric key schemes and solutions to 

detect malicious components using the ideas of trust and reputation are constructed. 

Protocols to distribute keys and sign messages in future scenarios and CPS are also 

investigated. Results of Task#9 and Task#11 are employed to prepare the papers in this 

subsection.  

Full-text of the select papers are provided in Section 3.10, and may be downloaded 

and accessed online using the information provided about each one in the 

corresponding section.  
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3.2 Analysis and characterization of CPS 

In this subsection they are included those works that satisfy Objective#1 focused on 

analyzing CPS and the process types that may be executed in these systems. In this 

section are included the following papers: 

 

Title Cyber–physical systems: Extending pervasive sensing from control 

theory to the Internet of Things 

Authors Bordel, B., Alcarria, R., Robles, T., & Martín, D. 

Journal Pervasive and Mobile Computing 

ISSN 1574-1192 

Impact factor 

(JCR) 

2,349 (Q2) [JCR 2016] 

Publisher Elsevier 

Volume 40 

Pages 156-184 

Year 2017 

DOI doi.org/10.1016/j.pmcj.2017.06.011 

Online  https://www.sciencedirect.com/science/paper/pii/S1574119217303127  

Abstract Essentially, the emerging term “Cyber–Physical Systems (CPS)” is an 

architectural paradigm in which the pervasive sensing technologies 

represent a fundamental part. Originally defined in the computer 

sciences domain, the term Cyber–Physical Systems has been adapted 

to very different domains such as the control theory or electronic 

engineering. Even, some authors understand CPS as a particular 

scenario of the Internet of Things (IoT) based on pervasive sensing. 

Furthermore, recently, some works propose a definition for CPS 

including all the features described in the different domains. In this 

paper we provide a comprehensive analysis of the nature and 

characteristics of the different proposals, discuss the recent attempts 

to standardize CPS, and review the state-of-the-art on CPS for each 

technological domain. We compare those different proposals on 

CPS, discuss about some related terms and technologies and 

conclude by describing the main research challenges in the area. 
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3.3 Proposed architectures: reference architecture, functional 

architecture and implementation architecture 

This subsection includes Works focused on defining a set of valid architecture for 

humanized CPS, applicable to all possible future scenarios. Besides a model that allows 

the design and analysis of these new systems is also described. The following papers 

are included: 

 

Title Building smart adaptable Cyber-Physical Systems: definitions, 

classification and elements 

Authors Bordel, B., Alcarria, R., Pérez-Jiménez, M., Robles, T., Martín, D., 

& de Rivera, D. S. 

Conference International Conference on Ubiquitous Computing and 

Ambient Intelligence (UCAmI) 

CORE ranking  No 

Proceedings title Ubiquitous Computing and Ambient Intelligence. Sensing, 

Processing, and Using Environmental Information 

Editors García-Chamizo J., Fortino G., Ochoa S. 

Publisher Springer, Cham 

ISBN 978-3-319-26401-1 

Pages 144-149 

Year 2015 

DOI doi.org/10.1007/978-3-319-26401-1_14 

Online  https://link.springer.com/chapter/10.1007/978-3-319-26401-1_14  

Abstract The provision of systems that join the information technologies 

with the physical world has been one of the most popular issues 

in research in the last fifteen years. Nevertheless, the complexity 

associated with these systems prevented many authors from 

providing a theoretical formalization. Even it is difficult to find a 

consensus name or a definition for this new type of systems. 

Therefore, in this work we propose a theoretical and technical 

formalization for these solutions, which includes a name at the 

forefront of research: smart adaptable cyber-physical systems 

(SACPS). We also present a complete definition for the SACPS, 

and explain the elements and subsystem interaction. 
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Title Physical processes control in Industry 4.0-based systems: a focus 

on Cyber-Physical Systems 

Authors Sánchez, B. B., de Rivera, D. S., Sánchez-Picot, Á., & Robles, T. 

Conference International Conference on Ubiquitous Computing and 

Ambient Intelligence (UCAmI) 

CORE ranking  No 

Proceedings title UCAmI 2016, IWAAL 2016, AmIHEALTH 2016: Ubiquitous 

Computing and Ambient Intelligence 

Editors García C., Caballero-Gil P., Burmester M., Quesada-Arencibia A. 

Publisher Springer, Cham 

ISBN 978-3-319-48799-1 

Pages 257-262 

Year 2016 

DOI doi.org/10.1007/978-3-319-48799-1_30 

Online  https://link.springer.com/chapter/10.1007/978-3-319-48799-1_30  

Abstract Industry 4.0 or cyber-industry may employ Cyber-Physical 

Systems (CPS) profusely to organize production media in a new 

and more efficient way. Many processes might be defined in CPS 

and Industry 4.0, however, physical processes are probably the 

least studied. Therefore, in this paper we propose an architecture 

for Industry 4.0-based systems focused on the control of physical 

processes. The architecture follows the CPS paradigm. 

Moreover, a first evaluation of the performance of the proposed 

solution, using simulation tools, is provided. The results proved 

the proposed architecture is a valid solution for physical control 

processes. 
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Title Building enhanced environmental traceability solutions: From 

Thing-to-Thing communications to Generalized Cyber-Physical 

Systems 

Authors Bordel, B., Alcarria, R., Manso, M. A., & Jara, A. 

Journal Journal of Internet Services and Information Security 

ISSN 2182-2069 

Impact factor 

(JCR) 

No 

Publisher Institute of Engineering - Polytechnic of Porto 

Volume 7 

Number 3 

Pages 17-33 

Year 2017 

DOI DOI:10.22667/JISIS.2017.08.31.017 

Online  http://isyou.info/jisis/vol7/no3/jisis-2017-vol7-no3-02.pdf  

Abstract In the last decade, many different paradigms related to the named 

“next-generation technological systems” have appeared: from the 

Internet-of-Things to Cyber-Physical Systems and Machine-to-

Machine communications. Traditionally these systems only 

consider hardware devices in their designs. However, the 

experience has proved that the really valuable solutions are which 

are human focused or environment-focused (biological signal 

monitoring, people traceability, assisted-living, etc.). In this context, 

previous machine-focused paradigms have to be redefined. 

Therefore, this paper analyzes the requirements of technological 

solutions for environmental monitoring and proposes a coherent 

framework for their design. Moreover, most important components 

are identified and some relevant problems in this field are 

addressed; mainly the identifier management and the system 

modeling. Finally, a prototype for people traceability based on the 

proposed paradigms and Bluetooth Beacons technology is 

described. Results showed that the quality of the provided 

information is much higher in these new systems than in traditional 

approaches. 
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3.4 Process management in Humanized Cyber-Physical Systems 

In this subsection the mechanisms, algorithms and specific functional architectures 

employed to execute processes in the context of humanized CPS are described. These 

processes will be executed in a flexible manner depending on the dynamic situation of 

the system and the catalog of heterogeneous services that support the execution. The 

following papers are included: 

 

Title Process execution in Cyber-Physical Systems using cloud and Cyber-

Physical Internet services 

Authors Bordel, B., Alcarria, R., de Rivera, D. S., & Robles, T. 

Journal The Journal of Supercomputing 

ISSN 1573-0484 

Impact factor 

(JCR) 

1,326 (Q2) [JCR 2016] 

Publisher Springer US 

Pages 1–43 

Year 2018 

DOI doi.org/10.1007/s11227-018-2416-4 

Online  https://link.springer.com/paper/10.1007/s11227-018-2416-4  

Abstract “Cyber-Physical Systems” (CPS) have emerged as the next 

technological revolution. These new systems are commonly 

supported by a collection of ad hoc connected devices which 

typically collaborate in order to control some physical processes. 

However, in recent years, many other applications based on the CPS 

paradigm have been reported. In particular, executing user-defined 

processes over a cyber-physical infrastructure is a very promising 

technology for the future. Therefore, in this paper, we propose a 

scheme which allows the creation of user-defined processes, their 

decomposition and translation into executable orders or code, and 

their execution using the locally available cyber-physical 

infrastructure, cloud services and/or other services offered by remote 

CPS through the Cyber-Physical Internet. The proposed solution also 

enables the execution of processes with a guaranteed QoS. Moreover, 

an experimental validation is provided in order to evaluate the 

proposed technology performance. In particular, it is proved that 

more than 95% of processes are correctly executed, and only in a 2% 

of cases the minimum cost execution is not selected. 
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Title TF4SM: a framework for developing traceability solutions in small 

manufacturing companies 

Authors Bordel Sánchez, B., Alcarria, R., Martín, D., & Robles, T. 

Journal Sensors 

ISSN 1424-8220 

Impact factor 

(JCR) 

2,033 (Q1) [JCR 2015] 

Publisher MDPI 

Volume 15 

Number 11 

Pages 29478-29510 

Year 2015 

DOI doi:10.3390/s151129478  

Online  http://www.mdpi.com/1424-8220/15/11/29478/htm  

Abstract Nowadays, manufacturing processes have become highly complex. 

Besides, more and more, governmental institutions require 

companies to implement systems to trace a product’s life (especially 

for foods, clinical materials or similar items). In this paper, we 

propose a new framework, based on cyber-physical systems, for 

developing traceability systems in small manufacturing companies 

(which because of their size cannot implement other commercial 

products). We propose a general theoretical framework, study the 

requirements of these companies in relation to traceability systems, 

propose a reference architecture based on both previous elements 

and build the first minimum functional prototype, to compare our 

solution to a traditional tag-based traceability system. Results show 

that our system reduces the number of inefficiencies and reaction 

time. 
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Title Enhancing Process Control in Industry 4.0 Scenarios using Cyber-

Physical Systems 

Authors Sánchez, B. B., Alcarria, R., de Rivera, D. S., & Sánchez-Picot, Á. 

Journal Journal of Wireless Mobile Networks, Ubiquitous Computing, and 

Dependable Applications 

ISSN 2093-5374 

Impact factor 

(SJR) 

0,35 (Q2) [SJR 2016] 

Publisher Innovative Information Science & Technology Research Group  

Volume 7 

Number 4 

Pages 41-64 

Year 2016 

DOI DOI:10.22667/JOWUA.2016.12.31.041 

Online  http://isyou.info/jowua/papers/jowua-v7n4-3.pdf  

Abstract One of the most interesting applications of Industry 4.0 paradigm is 

enhanced process control. Traditionally, process control solutions 

based on Cyber-Physical Systems (CPS) consider a top-down view 

where processes are represented as executable high-level 

descriptions. However, most times industrial processes follow a 

bottom-up model where processes are executed by low-level devices 

which are hard-programmed with the process to be executed. Thus, 

high-level components only may supervise the process execution as 

devices cannot modify dynamically their behavior. Therefore, in this 

paper we propose a vertical CPS-based solution (including a 

reference and a functional architecture) adequate to perform 

enhanced process control in Industry 4.0 scenarios with a bottom-up 

view. The proposed solution employs an event-driven service-based 

architecture where control is performed by means of finite state 

machines. Furthermore, an experimental validation is provided 

proving that in more than 97% of cases the proposed solution allows 

a stable and effective control. 
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3.5 Service self-configuration and self-adaptation in Humanized 

Cyber-Physical Systems 

This section includes works related to solutions and mechanism to allow the self-

configuration, self-discovery, composition and coordination of capabilities, both 

hardware and human, with the objective of create a service catalog at all required 

levels to support the process execution in humanized CPS. The following papers are 

included: 

 

Title Low-Level Service Management in Cyber-Physical Systems 

Authors Bordel, B., Alcarria, R., Sánchez-de-Rivera, D., & Jara, A. 

Conference International Conference on Innovative Mobile and Internet 

Services in Ubiquitous Computing 

CORE ranking  No 

Proceedings title IMIS 2017: Innovative Mobile and Internet Services in Ubiquitous 

Computing 

Editors Barolli L., Enokido T. 

Publisher Springer, Cham. 

ISBN 978-3-319-61542-4 

Pages 860-872 

Year 2017 

DOI doi.org/10.1007/978-3-319-61542-4_88 

Online  https://link.springer.com/chapter/10.1007/978-3-319-61542-4_88  

Abstract First standardization initiatives of the Cyber-Physical Systems 

(CPS) paradigm face a type of solutions with a top-down 

approach. In this view, user services and applications are 

transformed, decomposed and delegated until they are finally 

executed by hardware devices. However, most works do not 

describe the final execution phase, when a certain device is 

selected to perform an action. Therefore, in this paper we describe 

a management solution to coordinate the execution of low-level 

services in CPS. The solution employs a probabilistic selection 

technique based on the concept of Cost and Quality-of-Service, 

and includes both an orchestration algorithm and a choreography 

procedure. The proposal includes, moreover, a general framework 

explaining all the management levels and an experimental 

validation which evaluates the performance of the proposed 

technology. 
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Title Self-configuration in humanized cyber-physical systems 

Authors Bordel, B., Alcarria, R., Martín, D., Robles, T., & de Rivera, D. S. 

Journal Journal of Ambient Intelligence and Humanized Computing 

ISSN 1868-5145 

Impact factor 

(JCR) 

1,588 (Q3) [JCR 2016] 

Publisher Springer Berlin Heidelberg 

Volume 8 

Number 4 

Pages 485-496 

Year 2017 

DOI doi.org/10.1007/s12652-016-0410-3 

Online  https://link.springer.com/paper/10.1007/s12652-016-0410-3  

Abstract Most works on Cyber-Physical Systems (CPS) are based on classic 

hardware infrastructures made of sensors, actuators and processing 

devices. Usual self-configuration technologies, then, do not allow 

humans to be integrated in CPS as service providers. Therefore, in 

this work we propose a new self-configuration technology for 

humanized CPS. The proposed technology uses simple binary and 

mathematical operations in order to reduce the convergence time, 

improve the scalability and address the dynamism introduced by 

humans into CPS. Besides, a human-oriented quality-of-service 

algorithm based on the Maslow pyramid is also introduced. 

Moreover, an experimental validation is conducted in order to 

validate the proposed solution as a useful and scalable self-

configuration technology for humanized Cyber-Physical Systems. 
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Title Fast self-configuration in service-oriented Smart Environments for 

real-time applications 

Authors Bordel, B., Alcarria, R., Sánchez de Rivera, D., Martín, D., & Robles, T. 

Journal Journal of Ambient Intelligence and Smart Environments 

ISSN 1876-1364 

Impact factor 

(JCR) 

0,809 (Q4) [JCR 2016] 

Publisher IOS Press 

Volume 10 

Number 2 

Pages 143-167 

Year 2018 

DOI 10.3233/AIS-180479 

Online  https://content.iospress.com/papers/journal-of-ambient-intelligence-

and-smart-environments/ais479  

Abstract Smart Environments (SE) aim to satisfy the experience of individuals by 

the provision of systems, services and devices. Although many 

approaches may be followed in order to build a SE, a service-based 

design is the most promising one nowadays. In these architectures, both 

physical devices and even humans may provide low-level services 

based on their capabilities. These low-level services are composed and 

connected in order to create high-level services, employed by managers 

to describe the behavior of the SE. This composition process 

traditionally requires the human intervention, so changes in services are 

not automatic. However SE should operate at real-time, thus the 

collection of available services must be always updated. In the state of 

the art this challenge has been only partially covered, and proposed 

solutions are still heavy and manual. Therefore, in this work we propose 

a new fast semi-automatic self-configuration (and automatic self-

adaptation) technology for service-oriented SE. The proposed 

technology is based on the definition of templates at different levels 

which are related by means of semantic information. Moreover, simple 

binary mathematical operations are included in order to reduce the 

convergence time and improve the scalability. A first reduced extension 

for hybrid approaches (including both humans and physical devices) is 

also provided. Finally, an experimental validation is conducted in order 

to evaluate the convergence time of the proposed solution in different 

scenarios, and demonstrate it is scalable towards future deployments 

involving thousands of devices and (possibly) humans. 
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Title Plug-and-play transducers in cyber-physical systems for device-

driven applications. 

Authors Bordel, B., de Rivera, D. S., & Alcarria, R. 

Conference International Conference on Innovative Mobile and Internet 

Services in Ubiquitous Computing 

CORE ranking  No 

Proceedings title Innovative Mobile and Internet Services in Ubiquitous Computing 

(IMIS), 2016 10th International Conference on 

Publisher IEEE 

ISBN 978-1-5090-0984-8 

Pages 316-321 

Year 2016 

DOI 10.1109/IMIS.2016.68 

Online  https://ieeexplore.ieee.org/abstract/document/7794384/  

Abstract One of the most popular IoT-based technologies nowadays are 

Cyber-Physical Systems (CPSs). In its lowest level, CPSs include a 

set of transducers which must be automatically connected and 

configured to achieve a seamless union with the environment. 

This problem, however, is usually addressed supposing devices 

with large processing capabilities, instead of small sensors and 

actuators seamless integrated in the physical world. Thus, in this 

paper we propose a new plug-and-play technology specially 

designed for being applied in reduced capacities devices 

integrated in CPSs. Moreover, an experimental validation is 

conducted in order to validate the proposal and evaluate its 

performance. 

 

 

 

 

 

 

55

https://ieeexplore.ieee.org/abstract/document/7794384/


3. PUBLICATIONS 

 

 

3.6 Humanized processes. Human integration in Cyber-Physical 

Systems 

This section includes Works focused on the design and evaluation of devices and 

algorithms to monitor people and enable their integration into humanized CPS. These 

works also include process models adequate to be executed by humans, as well as 

pattern recognition technologies to infer activities being performed by people. The 

following papers are included: 

 

Title Process execution in humanized Cyber-physical systems: soft 

processes 

Authors Bordel, B., Alcarria, R., & Jara, A. 

Conference Information Systems and Technologies (CISTI) 

CORE ranking  C - Regional  

Proceedings title Information Systems and Technologies (CISTI), 2017 12th Iberian 

Conference on 

Publisher IEEE 

ISBN 978-9-8998-4347-9 

Pages 1-7 

Year 2017 

DOI 10.23919/CISTI.2017.7975901  

Online  https://ieeexplore.ieee.org/abstract/document/7975901/  

Abstract One of the most common applications for Cyber-Physical Systems 

(CPS) is process execution. Nowadays, different description 

languages are employed in order to define, command and control 

the execution of processes using the elements making up a CPS. 

However, this approach creates rigid (or hard) processes, which 

are only valid in certain scenarios. The inclusion of legacy 

systems, new Industry 4.0 devices and, overall, humans as part of 

CPS, has caused the appearance of new paradigms which cannot 

be addressed with traditional execution techniques. Therefore, in 

this paper a new type of (soft) processes, designed to be employed 

in humanized CPS, is presented. The proposal is based on the 

concept of "strain", which is used to determine if a deformable 

process has been correctly executed. Finally an experimental 

validation is provided in order to evaluate the performance of the 

proposed technology. 
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Title Assessment of human motivation through analysis of physiological 

and emotional signals in Industry 4.0 scenarios 

Authors Bordel, B., & Alcarria, R. 

Journal Journal of Ambient Intelligence and Humanized Computing 

ISSN 1868-5145 

Impact factor 

(JCR) 

1,588 (Q3) [JCR 2016] 

Publisher Springer Berlin Heidelberg 

Pages 1-21 

Year 2017 

DOI doi.org/10.1007/s12652-017-0664-4  

Online  https://link.springer.com/paper/10.1007/s12652-017-0664-4  

Abstract Traditional methods to evaluate the human motivation in companies 

include surveys, statistical techniques and psychological analysis. 

However, generating the required information using these methods 

is very costly and time demanding. As a solution, Industry 4.0 

paradigm allows integrating Ambient Intelligence systems into the 

daily industrial operations in order to digitalize those activities. This 

paper proposes a solution to automatically assess the human 

motivation in Industry 4.0 scenarios with Ambient Intelligence 

infrastructure. The estimation is based on both physiological and 

emotional signals which are acquired (through on-body and 

environmental sensors) and processed in real-time using web 

services. The final representation of the human motivation is based 

on the extended Maslow’s hierarchy of needs. Moreover, an 

experimental validation is provided, in order to evaluate the 

performance of the proposed solution. 
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Title Recognition of activities of daily living in Enhanced Living 

Environments 

Authors Bordel, B., Pérez-Jiménez, M., & Sánchez-de-Rivera, D 

Journal IT CoNvergence PRActice (INPRA) 

ISSN 2288-0860 

Impact factor 

(JCR) 

No 

Publisher Innovative Information Science & Technology Research Group 

Volume 4 

Number 4 

Pages 18-31 

Year 2016 

Online  http://isyou.info/inpra/papers/inpra-v4n4-03.pdf  

Abstract Enhanced Living Environments consider the recognition of the 

Activities of Daily Living (ADLs) being performed by users as first 

step in the aid plans. Some works proved the information about the 

objects with which a person interacts robustly characterizes the 

ADL's identity. However, designing aid plans based on these raw 

data is a very complicated task, as an expert in both technology and 

occupational sciences is required. In addition, the plans produced by 

these experts are not platform-independent, to be closely linked to 

the hardware characteristics. Therefore, the aim of this paper is to 

design a two-phase solution capable of acquiring data from users, 

and of extracting information about the ADL being performed to 

trigger the execution of the proper aid plans. This solution 

disengages the technological and occupational domains, so that aid 

plans could be applied to any environment. Moreover, an 

experimental validation is conducted in order to validate the 

proposed technology as a valid solution for ADL recognition. 
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Title T4AI: A system for monitoring people based on improved wearable 

devices 

Authors Pérez-Jiménez, M., Sánchez, B. B., & Alcarria, R. 

Journal Research Briefs on Information & Communication Technology 

Evolution 

ISSN 2383-9201 

Impact factor 

(JCR) 

No 

Publisher Innovative Information Science & Technology Research Group 

Volume 2 

Pages 1-16 

Year 2016 

DOI DOI:10.22667/ReBiCTE.2016.03.31.001 

Online  http://rbisyou.wixsite.com/rebicte/volume-2-2016  

Abstract Monitoring people is central to many applications. Some works from 

the literature prove that information about that the sequence of 

objects a person uses while performing an activity robustly 

characterizes both, the activity and the quality of its execution. In this 

paper we present a novel system called “Toolkit for activities 

Inference” (T4AI) for inferring the activities executed by people from 

the interactions with objects. The system includes as main element a 

cybernetic glove based on wearable RFID readers and sensors. Our 

proposal includes an improved RFID technology being able to be 

used in metallic environments (such as industry scenarios). 

Moreover, an experimental validation was conducted in order to 

determine the performance of the proposed system. 
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3.7 Device management in Humanized Cyber-Physical Systems 

Mechanisms that enable the hardware device management and its lifecycle in the 

context of humanized CPS, as well solutions to execute tasks in a choreographed, 

autonomous and self-managed manner are reported in this section. The following 

papers are included: 

 

Title Predictive algorithms for mobility and device lifecycle management 

in Cyber-Physical Systems 

Authors Sánchez, B. B., Alcarria, R., De Rivera, D. S., & Sánchez-Picot, A. 

Journal EURASIP Journal on Wireless Communications and Networking 

ISSN 1687-1499 

Impact factor 

(JCR) 

1,529 (Q3) [JCR 2016] 

Publisher SpringerOpen 

Volume 2016 

Number 228 

Year 2016 

DOI doi.org/10.1186/s13638-016-0731-0  

Online  https://jwcn-

eurasipjournals.springeropen.com/papers/10.1186/s13638-016-0731-0  

Abstract Cyber-Physical Systems (CPS) are often composed of a great number 

of mobile, wireless networked devices. In order to guarantee the 

system performing, management policies focused on becoming 

transparent to high-level applications, the changes in the hardware 

platform have to be implemented. However, traditional reactive 

methodologies and basic proposed predictive solutions are not valid 

either due to the extremely dynamical behavior of CPS or because 

the high number of involved devices prevents fulfill the timing 

requirements. Therefore, in this paper, we present an advance 

predictive solution for managing the mobility and device lifecycle, 

being able to meet all requirements of CPS. The solution is based on 

an infinite loop, which calculates, in each iteration, a sequence of 

future system states using a CPS simulator and interpolation 

algorithms. Furthermore, an experimental validation is provided in 

order to determine the performing of the proposed solution.  
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Title A Methodology for the Design of Application-Specific Cyber-

Physical Social Sensing Co-Simulators 

Authors Sánchez, B. B., Alcarria, R., Sánchez-Picot, Á., & Sánchez-de-Rivera, 

D. 

Journal Sensors 

ISSN 1424-8220 

Impact factor 

(JCR) 

2,677 (Q1) [JCR 2016] 

Publisher MDPI 

Volume 17 

Number 10 

Pages 2177 

Year 2017 

DOI doi.org/10.3390/s17102177  

Online  http://www.mdpi.com/1424-8220/17/10/2177  

Abstract Cyber-Physical Social Sensing (CPSS) is a new trend in the context of 

pervasive sensing. In these new systems, various domains coexist in 

time, evolve together and influence each other. Thus, application-

specific tools are necessary for specifying and validating designs and 

simulating systems. However, nowadays, different tools are 

employed to simulate each domain independently. Mainly, the cause 

of the lack of co-simulation instruments to simulate all domains 

together is the extreme difficulty of combining and synchronizing 

various tools. In order to reduce that difficulty, an adequate 

architecture for the final co-simulator must be selected. Therefore, in 

this paper the authors investigate and propose a methodology for the 

design of CPSS co-simulation tools. The paper describes the four 

steps that software architects should follow in order to design the 

most adequate co-simulator for a certain application, considering the 

final users’ needs and requirements and various additional factors 

such as the development team’s experience. Moreover, the first 

practical use case of the proposed methodology is provided. An 

experimental validation is also included in order to evaluate the 

performing of the proposed co-simulator and to determine the 

correctness of the proposal. 
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Title A Hardware-Supported Algorithm for Self-Managed and 

Choreographed Task Execution in Sensor Networks 

Authors Bordel, B., Miguel, C., Alcarria, R., & Robles, T. 

Journal Sensors 

ISSN 1424-8220 

Impact factor 

(JCR) 

2,677 (Q1) [JCR 2016] 

Publisher MDPI 

Volume 18 

Number 3 

Pages 812 

Year 2018 

DOI doi.org/10.3390/s18030812 

Online  http://www.mdpi.com/1424-8220/18/3/812  

Abstract Nowadays, sensor networks are composed of a great number of tiny 

resource-constraint nodes, whose management is increasingly more 

complex. In fact, although collaborative or choreographic task execution 

schemes are which fit in the most perfect way with the nature of sensor 

networks, they are rarely implemented because of the high resource 

consumption of these algorithms (especially if networks include many 

resource-constrained devices). On the contrary, hierarchical networks 

are usually designed, in whose cusp it is included a heavy orchestrator 

with a remarkable processing power, being able to implement any 

necessary management solution. However, although this orchestration 

approach solves most practical management problems of sensor 

networks, a great amount of the operation time is wasted while nodes 

request the orchestrator to address a conflict and they obtain the 

required instructions to operate. Therefore, in this paper it is proposed a 

new mechanism for self-managed and choreographed task execution in 

sensor networks. The proposed solution considers only a lightweight 

gateway instead of traditional heavy orchestrators and a hardware-

supported algorithm, which consume a negligible amount of resources 

in sensor nodes. The gateway avoids the congestion of the entire sensor 

network and the hardware-supported algorithm enables a 

choreographed task execution scheme, so no particular node is 

overloaded. The performance of the proposed solution is evaluated 

through numerical and electronic ModelSim-based simulations. 
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3.8 Communication models and networks in Humanized Cyber-

Physical Systems 

This section works relative to communication systems and humanized CPS are 

collected. In particular, a new wireless communication channel model is proposed and 

a new network architecture for future systems is designed. The following papers are 

included: 

 

Title Mobile Wireless Sensor Networks: Modeling and Analysis of Three-

Dimensional Scenarios and Neighbor Discovery in Mobile Data 

Collection 

Authors Robles, T., Bordel, B., Alcarria, R., & Martin, D. 

Journal Adhoc & Sensor Wireless Networks 

ISSN 1551-9899 

Impact factor 

(JCR) 

1,034 (Q4) [JCR 2016] 

Publisher Old City Publishing 

Volume 35 

Pages 67-104 

Year 2017 

Online  http://www.oldcitypublishing.com/journals/ahswn-home/ahswn-

issue-contents/ahswn-volume-35-number-1-2-2017/  

Abstract WSNs, as important part of the Internet of Things, became an essential 

held of study in recent years. However, most works use simplified 

scenarios for its analysis, disregarding variables that affect the data 

collection process. In this paper, we present a new model for data 

collection, considering the connection time among the nodes as a 

work's main part. In addition, a real three-dimensional model is 

described. The analysis of this new model will allow us to discover 

new problems for the WSN operation. We start describing both two-

dimensional and three-dimensional scenarios, and continue 

comparing the operation of different types of mobile nodes (such as 

walking people or drones).Later, we analyze the connection time, the 

rate and the range of the most used Wireless communication 

technologies on WSN (like Bluetooth or 802.15.4). Joining both results, 

we created a model for data collection and analyzed how to build 

more efficient WSNs. 
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Title Using 5G technologies in the Internet of things handovers, 

problems and challenges 

Authors Sánchez, B. B., Sánchez-Picot, Á., & De Rivera, D. S 

Conference International Conference on Innovative Mobile and Internet 

Services in Ubiquitous Computing 

CORE ranking  No 

Proceedings title Innovative Mobile and Internet Services in Ubiquitous Computing 

(IMIS), 2015 9th International Conference on 

Publisher IEEE 

ISBN 978-1-4799-8873-0 

Pages 364-369 

Year 2015 

DOI 10.1109/IMIS.2015.56 

Online  https://ieeexplore.ieee.org/abstract/document/7284976/  

Abstract The junction of both revolutions, the Internet of Things and 

mobile technologies, seems to be the key of the future. However, 

most works about this solution use a really simplified scenario, 

where the application of the mobile technologies to the IoT is 

problems-free. In this paper, we present a study considering the 

problems of the handovers in LTE and 5G networks. This view 

allows us to discover new challenges and limitations to the 5G-

based IoT operation. 
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Title Virtualization-Based Techniques for the Design, Management 

and Implementation of Future 5G Systems with Network Slicing 

Authors Bordel, B., de Rivera, D. S., & Alcarria, R. 

Conference World Conference on Information Systems and Technologies 

CORE ranking  C 

Proceedings title WorldCIST'18 2018: Trends and Advances in Information 

Systems and Technologies 

Editors Rocha Á., Adeli H., Reis L., Costanzo S. 

Publisher Springer, Cham. 

ISBN 978-3-319-77712-2 

Pages 133-143 

Year 2018 

DOI doi.org/10.1007/978-3-319-77712-2_13 

Online  https://link.springer.com/chapter/10.1007/978-3-319-77712-2_13  

Abstract Emerging 5G communications aim to simplify the current 

inefficient and heterogeneous collection of wireless solutions for 

future systems. However, contrary to traditional mobile 

networks, 5G networks must consider many different 

application scenarios (Internet-of-Things, wearable devices, etc.). 

In this context it is defined the concept of network slicing, a 

technique where network resources are packaged and assigned 

in an isolated manner to set of users according to their specific 

requirements. The use of Virtual Network Functions and other 

similar technologies is a first step in this challenge, but deeper 

changes are required. Therefore, in this paper we present a 

virtualization-based technique for the design, management and 

implementation of future 5G systems with network slicing. The 

proposed technique employs extensively current virtualization 

technologies such as Docker or Kubernetes in order to create, 

coordinate and manage slices, services and functional 

components in future 5G networks. A simulation scenario 

describing these future mobile networks is also provided, in 

order to obtain first evidences of their predicted performance. 
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3.9 Security in Humanized Cyber-Physical Systems 

This last subsection finally collects papers related to security aspects in humanized 

CPS. It is included cryptographic solutions and methods to detect malicious 

components based on the ideas or reputation and trust among other technologies. The 

following papers are included: 

 

Title Detecting Malicious Components in Large-Scale Internet-of-

Things Systems and Architectures 

Authors Bordel, B., Alcarria, R., & Sánchez-de-Rivera, D. 

Conference World Conference on Information Systems and Technologies 

CORE ranking  C 

Proceedings title WorldCIST 2017: Recent Advances in Information Systems and 

Technologies 

Editors Rocha Á., Correia A., Adeli H., Reis L., Costanzo S. 

Publisher Springer, Cham. 

ISBN 978-3-319-56535-4 

Pages 155-165 

Year 2017 

DOI doi.org/10.1007/978-3-319-56535-4_16 

Online  https://link.springer.com/chapter/10.1007/978-3-319-56535-4_16  

Abstract Current large-scale Internet-of-Things systems and architectures 

incorporate many components, such as devices or services, 

geographic and conceptually very sparse. Thus, for final 

applications, it is very complicated to deeply know, manage or 

control the underlying components, which, at the end, generate 

and process the data they employ. Therefore, new tools to avoid 
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a statistical framework for knowledge discovery in order to 

estimate the uncertainty level associated with the received data 
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and heterogeneous collection of scenarios: from traditional mobile 

communications to emerging applications such as Industry 4.0 or the 
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is defined, where network resources are packaged and assigned in an 

isolated manner to the sets of users according to their specific 

requirements. Two different domains are, thus, defined: the intra-

slice domain (where dedicated and specific solutions have to be 
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solutions). One of the key topics which should be redefined 

following this approach is security. Traditionally, some solutions 

(such as stream ciphers) were not considered in mobile networks. 

However, 5G systems will be extensively employed in other new and 

very distinct scenarios, where requirements are different. For 

example, the use of resource constrained devices with little mobility 

and real-time data streaming in certain IoT applications suggests the 

use of stream ciphers (and other similar techniques) as the main 

security solutions. Therefore, in this paper, we investigate and 

propose a new security solution for emerging 5G networks, to be 

applied in the intra-slice domain. The proposed solutions employ 

lightweight pseudo-random number generators in order to provide 

the keystream used in stream ciphers which protect the private 

information and hide the communication signals in the frequency 

spectrum using spread spectrum techniques. We also describe and 

evaluate a first implementation of the proposed solution, using both, 

a simulation scenario and a real deployment. 
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ABSTRACT  

Essentially, the emerging term “Cyber-Physical Systems (CPS)” is an architectural paradigm in 
which the pervasive sensing technologies represent a fundamental part. Originally defined in the 
computer sciences domain, the term Cyber-Physical Systems has been adapted to very different 
domains such as the control theory or electronic engineering. Even, some authors understand 
CPS as a particular scenario of the Internet of Things (IoT) based on pervasive sensing. 
Furthermore, recently, some works propose a definition for CPS including all the features 
described in the different domains. In this paper we provide a comprehensive analysis of the 
nature and characteristics of the different proposals, discuss the recent attempts to standardize 
CPS, and review the state-of-the-art on CPS for each technological domain. We compare those 
different proposals on CPS, discuss about some related terms and technologies and conclude by 
describing the main research challenges in the area. 
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1. INTRODUCTION 

Essentially, the emerging Cyber-Physical Systems (CPS) are feedback control systems based on 
pervasive sensing [1]. Thus, CPS embody a vision of physical devices (sensors, actuators and 
sensor-enable mobile devices) performing feedback control loops, where devices provide and 
receive information from a control system which executes a certain application. In general, it 
assumes physical devices are seamless integrated into daily living objects, making up the called 
embedded systems or embedded devices.  

The presence of feedback loops supported by a pervasive sensing infrastructure is the common 
characteristic to all proposals on CPS. From this common core, and depending on the 
considered technological domain, CPS may be focused on very different issues such as 
improving the integration level in embedded devices, building real-time applications or 
providing customized services in the context of the Internet of Things (IoT). Then, around each 
vision, authors have identified different lines in CPS research, have proposed specific 
architectures and have described particular solutions addressing the concrete problems of CPS 
in their area.    

Furthermore, very recently (final months of 2013), the main standards organizations (such as the 
International Organization for Standardization -ISO- and the European Telecommunications 
Standards Institute -ETSI-) have created public working groups in order to become CPS into a 
standard technology. The pioneer in these efforts was the National Institute of Standards and 
Technology -NIST-, which proposed in its first conclusions (published in September 2015) [2] a 
horizontal architecture for CPS including all previous proposals. As a result, very different 
works can be found under the name of Cyber-Physical systems. 

Moreover, CPS are currently maturing from its origin as research paradigm to a variety of 
commercial products [3, 4]. CPS have many potential applications from smart infrastructure 
(grid, water, gas, etc.) and smart health care to smart manufacturing and smart transportation, 
where pervasive sensing is indispensable [5]. These applications have an important potential to 
benefic companies, societies and, in general, human lives. 

Due to the relevance of CPS, different review papers about this topic have appeared in the 
literature during the last ten years. However, because of the extended use (and certain abuse) of 
the paradigm “Cyber-Physical Systems” nowadays, it is necessary a new effort to collect and 
organize the proposed contributions, considering the special circumstances that surrounds the 
term (lack of agreement about its definition, confusion with similar concepts and previous 
terms, the interest of the technological researchers on adjusting their ideas to this new paradigm, 
etc.). In fact, some of previous review works [88][113] propose or defend a particular definition 
of CPS which is employed as a framework to select the contributions to be referred. As a 
consequence, they offer a partial vision of this new paradigm. On the other hand, different 
review works about special topics related to CPS have been reported: self-adaptation [299], 
security [175], modeling [113], etc. These papers use to be exhaustive and very useful, but they 
do not offer a global context (it would be interesting, for example, to know if all reviewed 
contributions understood CPS in the same way or if all authors envision the same type of 
systems). A third group of surveys [44][114] is focused on future challenges and current trends 
(or similar issues). The objective of these papers, nevertheless, is not to offer a review about the 
state-of-the-art but to detect tendencies and problems to be solved. Finally, a great number of 
survey works [13][66][189][6][5] indicates the existence of different definitions and visions for 
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CPS, and sometimes even the different defended architectures are analyzed, but, due to the 
enormous number of different proposals and the difficulties to classify them, reviewed works 
are usually organized depending on the application scenario (vehicular systems, medical 
environments, etc.), mixing works based on different concepts of CPS (which, as we are seeing, 
even include different elements and components). Therefore, in this paper a new comprehensive 
review of Cyber-Physical Systems is provided, considering all proposed definitions and visions. 
Reviewed works include not only which are directly referred as belonging to CPS, but also 
proposals about topics whose relation with CPS is not clear (Machine-to-Machine, Wireless 
Sensor Networks…) and other works which fit the different requirements to be considered as 
CPS. A first explanation of the global context is provided, identifying the elements which may 
compose CPS and proposing a classification for contributions related to CPS based on the ideas 
of the Eindhoven Institute for Research on ICT (so proposals inspired by a common definition 
of CPS are presented together). Finally, as a novelty, not only research works are reviewed but 
also standardization initiates, which (possibly) will determine the future of CPS.  

The rest of the paper is organized as follows. Section 2 introduces the main components of CPS, 
their features and their relation with the different technological domains. Most important aspects 
on CPS, which are going to be reviewed from different approaches, are also presented here. 
Section 3 reviews CPS as defined in control theory, and analyzes the state-of-the-art on the 
main research challenges. Section 4 presents CPS as understood in computer sciences. Section 5 
is focused on communication engineering and its proposals, works, and solutions on CPS. 
Finally, Section 6 presents the vision of the standards organizations on CPS, as well as the 
published preliminary conclusions. Finally, Section 7 presents the main future challenges in 
CPS research and Section 8 concludes the paper.  

 

2. OVERVIEW OF CYBER-PHYSICAL SYSTEMS 

Works on CPS have helped to the definition of new and extremely interesting emerging 
technologies in pervasive sensing. However, in the last months Cyber-Physical systems has 
become into an extremely popular term [6]: the original definition has been extended [7], new 
concepts and elements (such as virtual sensors) have been added [8], etc. In that way, learning 
about the composition of CPS might be a complicated task, as many different proposals can be 
found. 

Therefore, in this section we list and describe all the elements which could be part of Cyber-
Physical Systems, and show how combining these elements in different proportions it is 
possible to obtain the main approaches identified in CPS sciences. Moreover, most important 
aspects on CPS are identified, and a brief summary about how each topic is addressed from each 
one of the listed approaches is provided. 

 

2.1 ELEMENTS IN CYBER-PHYSICAL SYSTEMS 

A deep analysis of all possible elements which may be part of CPS should be based on the study 
of all proposed application scenarios in research literature. However, in 2014, the Eindhoven 
Institute for Research on ICT (EIRCT) identified the six components which, occasionally, have 
been used to make up CPS [9]: physical world, transducers, control components, data analytics 
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elements, computation elements and communication components. Although this proposal has 
not been communicated (until now) in a regular scientific journal, (as we are seeing) it is a 
powerful instrument to categorize in a coherent way all the existing definitions and works about 
CPS. Using the ideas of the EIRCT, a genuine review methodology and a survey with a totally 
new approach to all exiting works may be provided (as we are able to study all the contributions 
supported by a common understating of CPS together).         

The physical world includes all the elements with which the other components in the system 
cannot communicate explicitly (i.e. the elements with which cyber components cannot stablish a 
dialog by means of engineered methods and solutions). As it is one of the main characteristics 
of CPS, cyber elements must interact with the physical world. However, while cyber 
components may communicate directly among them through common protocols, interfaces or 
access technologies (a paradigm known as “explicit interactions”), interactions among cyber 
components and elements in the physical world have to be performed through sensors and 
actuators, whose outcomes are processed (using, for example, learning techniques, probably one 
of the most important aspects of CPS that are being studied) in order to infer the state of the 
physical world and make decisions (a paradigm known as “implicit interactions”). More 
formally, in explicit interactions, each one of the agents to be communicated “informs” in a 
certain level of abstraction what it expects the others to do (by means of textual messages, using 
a GUI, speech input, etc.) [10]. On the contrary, implicit interactions are based on actions 
performed by the agents that are not primarily aimed to interact with the others, but they 
understand as input [10, 11]. Then, elements in the physical world interact with the other 
components in the system by means of sensors and actuators which sense and influence them 
and analyze their behavior [11].  

Depending on the application domain, the physical world may be limited to some specific 
elements or not. In the most general case, the physical world includes two parts: the physical 
system and the physical environment [12]. The physical system includes all the engineered 
devices (such as production systems or programmable controllers) which ideally are co-
designed with the rest of the CPS, but also might be an existing legacy system. The physical 
environment refers to physical phenomena relevant to the system (raining, temperature in a 
room, etc.) [13]. People are a particularly important element in the physical world. Thus, 
systems that consider humans as part of the physical world are known as Human-in-the-loop 
systems [14]. Basically human-in-the-loop systems can be classified in three categories 
depending on the role occupied by humans [14]: (i) systems where humans may control the 
operation [15] (in that point CPS connect to software-defined networking –SDN- [16]), (ii) 
systems where humans are only passively monitored [17] and (iii) hybrid systems of the 
previous [18]. In contrast to the physical world, the rest of the components in a CPS it is said 
belong to the cyber world or cybernetics.  

Transducers refer to the pervasive sensing platform. It includes sensors, actuators and sensor-
enable mobile devices organized in one or several networks [13]. Transducers usually are 
organized in nodes which may include sensors, actuators, processors, communication 
capabilities and batteries [19]. These nodes are seamless integrated into daily-living objects 
creating the next generation of embedded devices [13]. At logical level, it is common to suppose 
that sensors and actuators are grouped in two different networks (see Figure 1).  Pervasive 
sensing platform is responsible for acquiring data from the physical world, and transmit that 
information to the control components. Besides it receives data from the control components 
and must act on the physical world in the adequate way. In general transducers are organized as 
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a wireless network, although wired solutions are also possible. Moreover, transducers may be 
intelligent, virtual and/or distributed. Nowadays, however, intelligent transducers are much 
common than virtual or distributed nodes. In particular, intelligent transducers (more commonly 
named as smart transducers) [249] are seamless integration between sensors (or actuators) and 
processors, so a new device being able to self-adapt to the environment and perform some initial 
processing actions is obtained. IEEE 1451 standard defines and proposes different solutions to 
interact with this type of transducers, such as the Transducer Electronic Data Sheets (TEDS) 
[250], which allow the self-description of transducers and their plug-and-play connection. 

Control components group all the hardware and software elements focused on managing the 
pervasive sensing platform. These components acquire data from sensors, perform local 
processing and control the actuators in order to reach the wanted state in the physical world 
[12]. Control tools typically present a continuous dynamic, although depending on the 
application in CPS they also may present a discrete behavior inherited from computing systems 
[19]. In general, these tools must make possible to control “by design” the behavior of the 
pervasive sensing platform [20]. Clearly, due to the distributed architecture of pervasive sensing 
platforms, control components used to be decentralized too (although that is not mandatory) 
[21].  

Data analytics elements include all software programs focused on processing, filtering, and 
storing the information from the different control components. In the past, these elements used 
to be considered part of control components and/or computation elements. However, the 
increased integration between the cyber and physical world presents important challenges which 
deserve to be treated independently [21]. Besides, most of these challenges (such as the huge 
amount of information produced and the heterogeneity of the generated data) are addressed by 
specific technologies like Big Data. For all that, important institutions as the EIRCT are 
considering data analytics elements as an independent component of CPS [9]. These elements 
perform pattern recognition, decision-making, predictive analysis and machine-learning, among 
other capabilities. If necessary, they also include visual analytics for controllers, managers or 
general users [12].  

Computation elements include a heterogeneous group of elements belonging to computer 
sciences. Technologies such as computational models; action-oriented, realistic, timely goals 
[12]; rigorous timing models for microprocessors [22, 23], real-time computing [24] and 
virtualization [9] are part of this group. These components are usually employed to adapt the 
system to internal and external changes through “switching” between different operation 
“modes”. As a result, CPS might be considered as a hybrid system [19]. Finally, this group also 
includes security techniques and policies, from secure hardware [25, 26] to pure software 
solutions [27] and hybrid approaches [28].     

Communication components refer, basically, a group of technologies focused on Internet 
services. Some examples of the elements included are cloud-computing [29], service 
composition [30], future wired and wireless technologies for supporting the connectivity [31], 
energy efficient protocols [32], machine-to-machine communications (M2M) [33] and 
intelligent mobility management [34].  

Figure 1 shows a generic holistic view for CPS where all the previous components are 
considered. As we are seeing later simpler views are possible depending on the considered 
technological domain. 
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Figure 1: Holistic view of CPS 

 

2.2 MAIN APPROACHES IN CPS SCIENCES 

CPS has been addressed from different views by the scientific community [13]. There exist 
several proposals and definitions, some of them extremely specific and focused on a particular 
scenario as [35]. However, among all these proposals it may be also found approaches with a 
great impact and to which several authors have contributed.  Without being exhaustive, it is 
noteworthy the proposals of (i) Lee [24] which describes CPS as “integrations of computation 
and physical processes”; (ii) Raijkumar [36] which proposes CPS as “physical and engineered 
systems whose operations are monitored, coordinated and integrated by a computing core”; (iii) 
Marwedel [37] which describes them as “embedded systems together with their physical 
environment” and (iv) Kim [19] which says “CPS are the next generation of engineered systems 
in which computing, communication and control technologies are tightly integrated”.  

As can be seen, proposal (i) is focused on the processes, while the others are focused on the 
systems. Moreover, proposal (iv) does not consider the physical world in the definition, while in 
the others is one of the main parts. On the other hand, proposals (iii) and (iv) highlight the 
improvement of the integration level while (i) and (ii) are focused on the synchronization of 
cyber and physical world.  

As a popular term CPS are understood in different ways by different authors, therefore trying to 
fix a uniform definition is useless [38]. Nevertheless, the EIRCT proposes that all approaches in 
CPS (from more famous to which are only developed by the authors who proposed them) can be 
classified into four main groups depending on the elements which the authors consider as part of 
CPS [9]. In this work, we identify these four groups with the main research areas in 
telecommunication engineering: control theory, computer sciences, communication engineering, 
and vertical systems. 

The simplest architecture for CPS belongs to control theory. In this area, CPS are understood as 
a composition of the physical world, transducers and control components. In some specific 
applications simple data analytics elements are also considered [39, 40], although it is not the 
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regular situation. The importance of CPS in control theory has been showed in many studies 
such as [41, 42, 43, 44] and others such as the above-mentioned Marwedel’s [37], Sztipanovits’ 
and Gill’s [45], which understands CPS as “physical, biological and engineered systems whose 
operations are integrated, monitored, and controlled by a computational core”. 

The oldest proposal on CPS is due to computer sciences researchers. In fact, the term CPS was 
coined around 2006 at the National Sciences Foundation (NSF) together with the Berkeley 
University [1]. It is probably the view which has had the greatest impact, with several related 
projects running since 2008 [3, 46, 47]. In this area CPS are understood as a composition of the 
physical world, transducers, control components and computer sciences elements. Specialists on 
hybrid systems, new computational models, real-time applications and predictive models 
(among others) support this vision. The definition proposed by E. Lee in his famous position 
paper “Cyber-physical systems; are computing foundations adequate?” [24] is the base of 
contributions in this technological domain.  

The probably least developed approach is due to communication engineering. This view is 
focused on hardware, services and embedded devices, so CPS are understood as a combination 
of transducers, control components, some data analytics elements, computer science elements 
and communication components. In this approach, the physical world is considered to be 
outside the system’s limits (i.e. it is not considered a part of CPS, but an environment that 
surrounds them and whose changes they are aware of). Approaches such as proposed by Kim 
[19] belong to this technological domain. Researches in this area tend not to include the word 
“Cyber-Physical Systems” in their works, although the proposed technologies could be 
considered a contribution in this field (as Wireless Sensor Networks [48], M2M 
communications [33], etc.). Thus, the number of works about CPS in communication 
engineering is much fewer than in other areas.     

Finally, vertical approach for CPS considers the entire stack, from end-user customized services 
and computational models, to the pervasive sensing infrastructure and the physical world. Then, 
in this area, CPS are understood as a combination of all the components mentioned in Section 
2.1. This theory of CPS is mainly supported by the standard organizations (such as the NIST) 
[12] and some research institutes as the EIRCT [12]. This perspective for CPS is the newest, 
proposed around 2013, but due to its great potential has been rapidly spread [38].  

  Table 1: Composition of CPS in the different technological domains 

 Control theory Computer 
sciences 

Communication 
engineering Vertical system 

Physical world     
Transducers     

Control components     
Data analytics elements Sometimes Sometimes Sometimes  
Computation elements     

Communication 
components 

    

 

Table 1 summarizes the composition of CPS depending on the technological domain 
considered. As can be seen the underlying pervasive sensing infrastructure and the control 
components are the common elements to all proposals. Any case, it is clear that CPS are 
something more than just control tools [9], traditional embedded systems, real-time applications 
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and/or desktop applications [49],  and represent a new type of systems which are not available 
yet but which will have a great impact on the world [9, 36].   

In this context, CPS are characterized by some common aspects to all approaches, which makes 
them very different from any other previous engineered system. In particular, CPS involve some 
of the most modern techniques and popular research topics: learning solutions (especially those 
related to pattern recognition), context-aware systems, self-configuration and self-adaptation 
techniques, mobile solutions and fault-tolerant implementations (among other). However, 
although important aspects are common to all approaches, each technological domain addresses 
them from a different point of view. Below, a brief analysis of this situation for each aspect is 
provided. 

First, context-awareness is defined as the ability of systems (specifically mobile systems) to link 
their operation with changes in the environment [261]. Consequently, it is an intrinsic 
characteristic to CPS. However, while telecommunication researchers try to define system 
architectures being able to manage the devices’ context [29]; control theory authors look for an 
optimum stable control algorithm (or function) including as much context information as 
possible [265]. 

Secondly, machine learning is a pretty old concept referring the ability of computers to learn 
without being explicitly programmed [262]. Nowadays, is a specific field belonging to 
computer sciences, so these authors contributed the most to this area with respect to CPS 
(defining adaptive physical models [88] and hybrid automatons [266] among other works). 
Control theory researchers are also interested in the topic, specifically if humans are monitored 
(a type of human-in-the-loop systems [17]).  

Self-configuration and self-adaptation are properties which allow devices to automatically 
perform the installation procedures to get the basic operational parameters and to obtain the 
necessary information for operation; modifying its configuration in an autonomous way without 
restarting or stopping the system operation when an unexpected change occurs [269] [270]. 
Although autonomic computing studies (computer sciences) consist of bringing to a given 
system the self-* properties [268], in the particular case of CPS, communication engineering 
authors are the most prolific on the topic (usually, moreover, in applications related to industrial 
scenarios [54]).   

Fault-tolerance is the ability of systems to operate regularly in case of a failure event [263]. This 
property is very important in critical systems (such as energy control infrastructures), but it is 
rarely required to CPS (although some CPS applications are also critical [267]). In this context, 
computer sciences authors are almost the only ones which have developed proposals in this 
topic (and, most of them, related to security [275]).     

Finally, mobility is a very famous property of systems being able to modify its position (logical 
or geographical) without having to modify or interrupt its regular operation [272]. Although it is 
not a mandatory requirement, devices integrated into CPS are usually considered mobile. Thus, 
most authors working on CPS address problems associated with mobility. Control theory 
researches (for example) investigate the impact of fluctuations due to mobility in the control 
loop stability [273]. Computer sciences authors enhance traditional solutions (such as 
authentication) to be applied to mobile CPS [274]. And communication engineers propose 
different mechanisms (e.g. protocols) to support mobility in CPS [271].   
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2.3 CPS OR THE INTERNET-OF-THINGS 

Many concepts and technologies are relatively similar to CPS: embedded systems [50], 
wearable technologies [51], legacy systems [52] and Industry 4.0 [53, 54, 55], pervasive sensing 
[56], machine-to-machine communications [57], etc. The relation between CPS and some of 
them is often confusing. Some other terms are often associated to CPS, such as cloud computing 
[58], pervasive computing [59] or system-of-systems [60, 61], while “Internet of Things” shares 
very similar characteristics to CPS. 

The term “Internet-of-Things” (IoT) represents the idea of several objects which, through 
unique addressing policies, are able to interact with each other and cooperate with their 
neighbors to reach some goals [62]. As we are seeing, this definition is similar in some aspects 
to CPS (networked devices, common goals, etc.); however there is not any official 
correspondence between CPS and IoT, so various theories about the relation between both terms 
may be found.  

In [63], Koubâa identified that the frontier between CPS and the IoT is not clearly defined since 
both concepts have been driven in parallel from two independent communities, although they 
have always been closely related. In general, four main theories are discussed nowadays.  

First, some authors propose CPS and IoT are independent concepts [50], which refer different 
realities. Thus, in [64], Chen identifies four topic which become different CPS and IoT: (i) CPS 
work in a close-loop manner, (ii) the network scale of CPSs is not as large as IoT, (iii) in CPS it 
is necessary a deep integration between the cyber and physical world, and (iv) CPS may not 
necessarily be connected to Internet (although this last point depends on the considered 
technological domain, as we are seeing). 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Relation between CPS and IoT 

79



10 
 

In this group, other authors defend both terms are related to the same general scenario, but 
represent different views. For them, IoT has a horizontal view (i.e. IoT scenarios only consider 
hardware components and the technologies to communicate them) focused on creating a global 
network of daily living objects with worldwide connectivity. On the other hand, CPS has a 
vertical approach including from networked physical devices to computational models, control 
policies or data services [50] (see Figure 2).  

Other authors propose that IoT and CPS refer the same reality. In this group all opinions are not 
equal. Some authors defend that both terms are interchangeable because they always were 
synonyms. Others think they are synonyms because IoT is being smoothly extended from RFID 
technologies to something more general [65]. Finally, some authors think both refer to the same 
but IoT is more supported by European and Chinese researchers and CPS by American 
organizations [50].  

A third group of authors, thinks that IoT, CPS, and the rest of similar terms are only 
“buzzwords” for referring the future totally connected world [65]. Finally, other researchers 
defend CPS belongs to IoT, so CPS is only a new pattern or particular scenario of IoT [66]. 

 

3. CYBER-PHYSICAL SYSTEMS IN CONTROL THEORY 

Control theory is the branch of engineering that deals with the methodologies and tools for 
modifying the behavior of dynamic systems as desired. One of the most extended ways of 
applying control is by means of feedback loops, whose inputs are provided by a pervasive 
sensing platform [67]. This particular area of control theory is known as feedback control 
theory. 

As we said in the introduction, CPS are, basically, feedback control systems based on pervasive 
sensing. Therefore, researchers on feedback control theory rapidly adopted the CPS paradigm in 
order to design the next generation of control systems. 

In this Section we review the basis of feedback control theory, describe the main research lines 
on CPS from the point of view of control experts, and present the most important contributions 
made in the cited lines. 

 

3.1. PROBLEM DESCRIPTION 

In the most general (and realistic) case, the problem of designing a controller is to correctly 
model the response of the system under control when its inputs are modified, as well as the 
inputs which must be applied to the system to obtain a certain response. Generally speaking, the 
objective of a controller is to make the temporal evolution of some process or system, 𝑥𝑥(𝑡𝑡), 
behaves in a desired way by manipulating in time some input, 𝑠𝑠(𝑡𝑡). For example, in the 
pasteurization process the liquid has to be heated and cooled various times following a specific 
pattern. The temporal evolution of temperature 𝑇𝑇(𝑡𝑡), then, has to be controlled to follow this 
pattern by varying the intensity level 𝐼𝐼(𝑡𝑡) of the refrigeration system.  

Depending on the definition of 𝑥𝑥(𝑡𝑡) and 𝑠𝑠(𝑡𝑡) the objective might be to keep 𝑥𝑥(𝑡𝑡) close to some 
equilibrium point (a regulator problem) or to keep 𝑥𝑥(𝑡𝑡) − 𝑟𝑟(𝑡𝑡) close to some equilibrium point, 
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with 𝑟𝑟(𝑡𝑡)a reference temporal evolution (a servo problem) [68]. Thus, the formula modeling the 
temporal evolution of a controller is as follows [67] (1). 

𝑥𝑥(𝑡𝑡) =  �𝐹𝐹(𝑡𝑡) + ∆(𝑡𝑡)��𝑠𝑠(𝑡𝑡)� + 𝑛𝑛(𝑡𝑡)           (1) 

In that expression (1), 𝑛𝑛(𝑡𝑡) is an unknown noise or disturbance, 𝐹𝐹(𝑡𝑡) the transference function 
and ∆(𝑡𝑡) represents unknown perturbations in the transference function. Figure 3 shows a block 
diagram for a general controller. As can be seen, systems in control theory (including the 
proposed CPS) present a continuous dynamics, as the physical time (which is continuous) 
governs these systems.   

In a really common practical problem not only 𝑛𝑛(𝑡𝑡) and ∆(𝑡𝑡) are unknown, but also the 
transference function  𝐹𝐹(𝑡𝑡)(∙) [69]. In many cases, the temporal evolution 𝑥𝑥(𝑡𝑡) cannot be 
expressed explicitly as in expression (1), as it is the solution of a differential problem without 
analytical solution. In these cases, the mathematical formulation of the control problem used to 
be as seen in expression (2).    

𝑥𝑥(𝑡𝑡)̇ =  𝐹𝐹𝑡𝑡�𝑥𝑥(𝑡𝑡)� + 𝑢𝑢(𝑡𝑡)      (2) 

Where 𝑥𝑥(𝑡𝑡) is the output temporal evolution and 𝑢𝑢(𝑡𝑡) is the controller signal. The unknown 
disturbances are considered null. This situation is typical of feedback systems where the 

appearance of 𝑥𝑥(𝑡𝑡)̇  is only due to the mathematical model as it has not a real existence in the 
physical world [70].  

Figure 3: Block diagram for a general controller 

Systems as described in Figure 3 are usually based on Programmable Logic Controllers (PLC), 
a type of microcontroller specifically designed to be integrated in feedback control systems. 
These devices can be networked, but as they are factory-centered (geographically dispersed 
locations cannot be connected), networks present a high rate and delays are negligible. Then, 
design techniques may be the same if controllers are networked or not. This type of networked 
PCL is usually known as Distributed Control Systems (DCS) [71].  

Sometimes, however, feedback loops are closed through a shared network, creating the called 
Networked Control Systems (NCS) [72], which can be deployed in geographically dispersed 
locations. PLC, DCS and NCS are not new concepts, and usually are considered as legacy 
control systems [13].  

Nevertheless, the named above legacy systems face some challenges, such as the impact of the 
network-induced delays in the stability of NCS, which may be addressed using the CPS 
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paradigm. Moreover, traditional legacy systems and new CPS share several characteristics, 
although CPS entail requirements far beyond the expectation of legacy control systems [13, 45]. 
Therefore, in several scenarios CPS can improve the performance of traditional systems, 
integrate existing legacy systems in a uniform infrastructure or directly replace the traditional 
feedback control systems [73, 74]. 

 

3.2 CPS IN CONTROL THEORY: THE BASIS 

As can be seen in Figure 3, feedback control systems are made of controllers and sensors and 
actuators (the pervasive sensing platform), so the proposed architectures for CPS in control 
theory usually follow this scheme (see Figure 4). Thus, the main definitions for CPS in control 
theory use to remark aspects such as the control processes, sensing capabilities or the physical 
world. Apart from the proposals cited in Section 2.2 [37, 45], it must be mentioned the 
definition proposed by Sztipanovits [75] which describes CPS as “a computer system that 
processes and reacts to data from external stimuli from physical world and make decision that 
also impact the physical world”. This definition is important because it considers, besides 
control components and the pervasive sensing platform, data analytics elements, so more 
complicated control systems can be developed using the CPS paradigm (such as some 
alternatives to SCADA systems [76]).  

The definition of a reference architecture for CPS is a pending challenge (see Section 7). 
However, some authors have tried to address this issue. In the case of CPS in control theory, the 
proposed architectures are simple. In Figure 4 can be seen the architecture proposed by 
Sztipanovits [77], which is one of the most used in CPS for control theory [78, 79, 80]. It 
consists of three layers: the physical layer corresponds to the physical world, and groups a 
collection of objects whose behavior is determined by physical laws; the second layer (called 
“platform”) comprises the hardware elements (the pervasive sensing platform); and the third 
layer (the software layer) involves all the control algorithms, methodologies, etc. Similar 
architectures are described in other works such as [81]. 

 

 

 

 

 

 

 

 

 

Figure 4: Layers in CPS along [77] 
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CPS in control theory present a collection of particular characteristics which define the system 
operation. Some of these characteristics are common, as we are seeing, to all CPS 
(independently of the technological domain or application); others, however, are particular of 
the control theory domain. In [49, 81, 82] authors identified the following six characteristics for 
CPS in control theory: 

• Cyber capabilities are deployed in the every element in the platform: the software is 
embedded in the hardware. 

• Components in CPS are closely integrated 
• CPS are networked 

• CPS show dynamically reorganizing/reconfiguring: CPS, as very complicated systems, 
must have adaptive capabilities. 

• Control loops in CPS must be closed. In CPS the most advanced feedback control 
technologies have to be widely applied. 

• Operation must be dependable, and certified in some cases 

3.3 RESEARCH TOPICS ON CPS AND CONTROL THEORY 

Reviewing the works on CPS in control theory [71, 73, 74] two main research lines can be 
identified [9]. The first tries to obtain high-performance control system; the second tries to reach 
a deep penetration of sensing and actuation into the physical world. In the first line, the 
challenges which are usually addressed are: the obtaining of a much tighter integration among 
the different components (see Figure 5) and the creation of robust systems being able to work 
under uncertainty and complexity. In the second line, the definition of new miniaturizing 
techniques and the improvement in the processing capabilities integrated in sensors and 
actuators are the most common topics1. 

 

Figure 5: Evolution from legacy control systems to CPS 

Some authors have proved that the Moore’s law practically resolves the challenges related with 
the second research line [9, 83].  Therefore, most works on CPS are focused on obtaining high-
performance control system.   

The creation of high-performance systems through the increment of the integration level 
among the different components in CPS is usually addressed by selecting only two components 
and trying to embed one of them in the other.  

                                                            
1 Boldface words are used to emphasize the main research topic in each technological domain 
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The most common topic is trying to integrate control policies in the pervasive sensing platform. 
Traditionally, control policies are completely independent from the infrastructure, and they are 
programmed after deploying the system [84]. This approach, however, is not valid to meet the 
characteristics expected from CPS, because of their intrinsic complexity and dynamical 
behavior. To meet those characteristics and being able of applying complex control policies, the 
control processes, the physical world and the pervasive sensing infrastructure must be modeled 
together. In this context, the most challenging situation in CPS modeling is to select a set of 
consistent models for physical environment, software, hardware, etc.  In this way, one very 
interesting topic on CPS research is model definition, creation and integration. In [85], for 
example, it is proposed a really successful new framework for CPS modeling called “CPS 
modeling integration hubs”. The work describes a new methodology and modeling environment 
for CPS, including a core composed of architecture, verification, analysis, hardware and 
software models (together with a requirement repository) which may be complemented with 
new modules if required. The selected modeling language is based on ModelicaML [248]. It is a 
remarkable work, as authors have tested the proposal with good results by modeling power 
grids, micro-robotics or vehicle management [86, 87]. 

Other important topic is network integration in control systems. CPS propose a scheme where 
networks are part of the control components, and latency requirements and storage restrictions 
are not only addressed with network engineering, but also using knowledge about the physical 
processes [9].  However, compared with legacy control systems, CPS for control theory are still 
at an elementary stage [88]. Thus, related to the inclusion of networks in the control 
components, usually only one topic is addressed: the sample scheme [19]. The traditional 
approach consists of sampling the physical world periodically or at predetermined instants. 
However, CPS allow implementing “control-on-demand” policies [9] which enable an 
important saving of resources as energy. For example, in the called event-based control systems, 
sampling is only triggered when a certain event occurs (formally that is named as Riemann or 
Lebesgue sampling [89]) and the called self-triggered control systems can decide the intervals 
when the physical signals may be unsampled and the appropriate instant to sample it again [90, 
91, 92]. 

The creation of robust systems being able to work under uncertainty and complexity is 
basically focused on the impact of networks uncertainties (noise, delays, packet losses, etc.) in 
the studies about CPS stability (extremely important in feedback systems). In order to include 
the network-induced delays in traditional stability models, several proposal have appeared: 
some of them based on lossless channels in which the packet priority is dynamically modified 
[93, 94] or the maximum transmission interval is limited [95]. Others propose mathematical 
analysis such as Lyapunov exponents [96], hybrid systems [97] (see Section 4) or asynchronous 
dynamical systems (ADS) [98]. Finally, the most realistic proposals consider channels with 
losses, modeled as Markov chains [99] or channels with additive gaussian noise [100, 101, 102, 
103].  

Finally, apart from the main research lines, two additional groups of contributions may be 
found: on the one hand, contributions on the main CPS aspects and, on the other hand, 
miscellaneous topics of which we are reviewing the most usual ones: decentralized systems 
and control techniques for CPS.   

With respect to the key aspects identified in Section 2.2, context-awareness is maybe the most 
studied topic in control theory. In general, works on this topic deal with the problem of making 
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a control decision considering (at least) all the relevant information about the context [276]. In 
order to create a stable control loop, between the information acquisition and the actuation it 
must pass a limited time, so different proposals in order to reach these objectives may be found. 
Some works propose a predictive scheme [276], while others (focused on human environments) 
deal with fuzzy control techniques (the human activities are considered context information) 
[265]. Furthermore, proposals about human environments are also the basic scenario for 
machine learning works in control theory.  In fact, one of the most challenging scenarios for 
control theory is human control, as human behavior is quite random and complex. Thus, in 
works about the human-in-the-loop problem, pattern recognition techniques for human activity 
inferring (a type of machine learning solutions) are usually included [277]. In general, it seems 
that Bayesian networks are the most adequate technique, so control application for humans tend 
to consider them [17][278]. Recent works about self-adaptation in relation to CPS in control 
theory are sparse. In this context, self-adaptation is usually named as “self-tuning”, understood 
as the ability of control systems to modify its internal parameters in order to optimize an 
objective function [279]. Typical works on this topic are not specifically designed to CPS 
although they may be applied to this field. Mathematical analysis about the undelaying 
dynamical problems (stability, fixed points, etc.) are the main contribution in papers on self-
tuning systems [280][281]. On the contrary, fault-tolerant control is a very popular topic, 
although most contributions are pretty similar. The basic idea is to construct a control 
parametric function, being able to recover the stability (partially or totally) if any malfunction 
event appears [282][283][284]. Finally, different proposals on control with CPS including 
mobile nodes have been reported. First works on the topic tried to control mobile robots by 
means of parametric functions [291] (recently similar papers have been also published [290]). 
Nowadays however, the interest is generally focused on Wireless Sensor Networks (WSN) with 
mobile nodes, and the fluctuations due to mobility [285][286]. In [273], for example, it is 
proposed a new control loop scheme for mobile nodes, where the WSN is connected to both, the 
input and the output of the controller (traditionally it is only connected to the input).        

With respect to the miscellaneous topics, in fact, decentralized (distributed) control systems are 
also usually threated in works on CPS [104]. Sometimes, these works are specifically focused 
on large-scale systems [105], or on optimal control [106] or real-time applications [107]. On the 
other hand, specific control techniques for CPS have been also proposed: new design 
methodologies based on achieving the balances among robustness, schedulability and power 
consumption [108] have appeared; particular controllers involving resilient power junction have 
been designed [109] and specific problems and application have been investigated [110, 111]. 

As CPS for control theory present the simplest architecture, and control systems are interesting 
for industrial companies, this technological domain is the one with the greatest real application 
for the CPS nowadays. One of the most promising fields is Smart Manufacturing [13]. CPS in 
the future industry (now being developed, for example, in Germany) will help to improve 
efficiency, productivity and safety and to create new forms of flexible work and collaboration 
[112].    

 

4. CYBER-PHYSICAL SYSTEMS IN COMPUTER SCIENCES 

The term “Cyber-Physical Systems” emerged around 2006, when it was coined by Helen Gill at 
the NSF [113]. Very soon, in the domain of computer sciences, E. Lee [24] was the first who 
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wondered about the validity of traditional assumptions in computer sciences for the next 
technological revolution. As result, computer sciences are the domain where most contribution 
can be found to CPS (from theoretical results to industrial projects). 

In this section we review the origin of CPS, the most remarkable theoretical results on CPS in 
this technological domain and the main research lines for CPS in computer sciences. 

 

4.1 THE ORIGIN OF CPS 

In the physical world, the time passes inexorably and it is intrinsically concurrent. However, 
nowadays, abstractions in computer sciences do not reflect these properties. Lee argued that 
technical progress is impossible while abstractions in computer sciences and properties of the 
physical world do not match [114]. CPS is the proposed solution to bridge that abstraction gap.  

CPS are usually related to “cyberspace” (used by William Gibson in the novel Neuromancer), 
however, the roots of the term CPS are older and deeper [1]. CPS comes from the word 
“cybernetics,” which was coined by Norbert Wiener [115]. Wiener derived the term from the 
Greek κυβερνήτης (kybernetes), meaning governor, pilot or rudder [1]. Although the 
mechanisms he used did not involve digital computers, some authors claim [1][113] that the 
basis of his work are similar to those used today in a huge variety of computer-based systems.  

Unlike in control theory, where sensing technologies have been traditionally employed, in 
computer sciences pervasive sensing was introduced by CPS. Actually, the Wiener‘s notion of 
cybernetics was deeply rooted in closed-loop feedback, so CPS moved to computer sciences the 
traditional pervasive sensing and actuation technologies from feedback control. 

Although all approaches for CPS show a technology that deeply connects the physical world 
with the cyber world [115], computer sciences experts claim their approach for CPS is more 
foundational and durable than the others, because it does not refer to either implementation 
approaches (as in communication engineering) nor particular applications (as in control theory).  

Most experts on CPS in computer sciences agree with the original definition [116, 117, 118, 
119]. So, “a cyber-physical system is an integration of computation with physical processes. 
Embedded computers monitor and control the physical processes, usually with feedback loops 
where physical processes affect computations and vice versa”. For these authors, CPS is about 
the intersection, not the union, of the physical world and the cyber components.  

 

4.2 THEORETICAL RESULTS 

As we said, most authors in computer sciences agree with the definition proposed by E. Lee for 
CPS. However, other interpretations, with much less impact, have been propounded. In [36], for 
example, “CPS are physical and engineered systems whose operations are monitored, 
coordinated, controlled and integrated by a computing core”. Despite these differences, the way 
in which authors view CPS in computer sciences is similar. Actually, integration of electronic 
components in physical objects is not new. Embedded devices [120] have been successfully 
employed in many sectors such as automotive, aircraft control, games or home appliances. 
Nevertheless, these devices used to be “closed boxes” that do not offer any service to the 
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outside. The radical transformation authors on CPS from computer sciences envision comes 
from connecting several of these devices, over which complex software applications are 
deployed [121].         

Architectures for CPS in the computer sciences domain are more complex than the ones 
presented in the control theory domain; mainly because they used to include computation 
elements such as semantic technologies or context-aware applications. Figure 6 shows the 
prototype architecture for CPS described in [122], which is one of the most cited proposals 
[123, 124, 125]. In control theory architectures are usually designed following implementation 
criteria (external systems in one layer, hardware in other one and software in the third one). 
However, in computer sciences all layers include hardware and software elements, and 
architectures used to be designed depending on the abstraction level. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Layers in CPS along [122] 

As it can be seen in Figure 6, the proposed architecture consists of three different layers. The 
first layer (called “changing world”) includes all elements with continuous dynamics and which 
behavior is controlled by physical laws, i.e. the physical world, transducers and control 
components (embedded in the sensing platform). The second layer (the information world) 
contains some simple data analytics elements which translate from “raw facts” (events) 
produced by sensors and actuator to abstract information used in computing elements. Finally 
the third layer (real-time context-aware logics) models at high-level the changing-world and 
determines at real-time the system’s behavior. In the third layer computational algorithms would 
run in parallel with processes in the physical world, so CPS must coordinate two “types of time” 
[126] (contrary to what happens in control theory, where only the physical time is considered).  

The characteristics that must show a system to truly be a CPS have been also deeply 
investigated. Although many proposals may be found, there exists a certain agreement about the 
necessity a system to show the following four characteristics to be a CPS [127]: 
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• Heterogeneity: CPS may include several types of devices. The underlying pervasive 
sensing platform must be able to incorporate and configure sensor nodes (with a certain 
amount of memory), mobile devices (such as smartphone) and networked servers. 

• Unreliable networking: Devices in the pervasive sensing platform are usually connected 
through low-power wireless communication technologies such as 802.15.4 [128] and 
Nordic [129]. These technologies show a high rate of packet loss and CPS may be able 
to work under these circumstances. 

• Mobility: In CPS mobility must be supported. In general devices in CPS interact 
opportunistically, as the movement may be determined by unpredictable factors such as 
the human behavior.  

• Tight environmental coupling between the system and the external world. In CPS the 
system border tends to be unclear [9]. 

The creation of the “Cyber-Physical Systems Virtual Organization” (CPS-VO) in the U.S. [130] 
has allowed deepening in the conceptual issues on CPS following the computer sciences 
approach. In particular, we must remark the concept map proposed by the Berkley University 
which summarizes the characteristics, requirements an application of CPS [131]. In Figure 7 we 
include a graphic presentation of that concept map.    

 

Figure 7: CPS: the concept map. Source: Berkley University 

Figure 7 contains two important characteristics about CPS in computer sciences, not showed 
before, which must be remarked. First, nowadays, as we said in the introduction, CPS is a 
particular application of pervasive sensing. However, although all current works on CPS include 
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a sensing platform [132, 133], computer sciences experts also envision other types of interaction 
between the physical and the cyber world (unknown today), then CPS in Figure 7 are “system 
possibly with wireless sensing and actuation”. And, second, traditional feedback systems 
(including CPS for control theory) are reactive: the system receives a stimulus and it reacts [37]. 
However, CPS in computer sciences may be also predictive: the system reacts to a future 
stimulus in order to avoid, modify or cause it [134]. This new philosophy requires technologies 
to analyze all data available (from the past and present) and predict the future. In this point, CPS 
joins with Big Data and similar solutions [9].   

 

4.3 RESEARCH TOPICS ON CPS AND COMPUTER SCIENCES 

Research lines on CPS in the computer sciences domain are much more numerous than in 
control theory. In general terms, each box in Figure 7 represent a research topic which involves 
various specific technical challenges. For example, three issues arise with the pervasive sensing 
platform (named as “wireless sensing and actuation” in Figure 7): data models for distributed 
sensor data [135], location of sensors and actuators, and time synchronization [131]. 

However, some works have identified the main research lines in CPS in the computer science 
domain. Namely [19]: hybrid systems, distributed systems, real-time applications and security. 
Other topics, such as certification, have been scarcely investigated, and only preliminary reports 
on the state of the art have appeared [121]. 

A hybrid system is one system which mixes continuous dynamics and discrete dynamics. As 
CPS in computer sciences include both the physical world (continuous dynamics) and 
computing elements (discrete dynamics), usually they are designed, analyzed and validated as 
hybrid systems. The most simple hybrid systems employed in the CPS sciences are switched 
system. These systems switch among various continuous operation modes, along a control 
signal [136]. Overall, with these systems the stability is studied [137]. A more general 
framework for CPS are hybrid automaton (HA) which allows designing complex dynamics. 
Several mathematical formalisms for HA and CPS have appeared: from works about general 
issues [138], to studies for CPS specification [139] and validation [140]. Particularly important 
are frameworks for algorithm verification, which allows validating the behavior of software to 
CPS “in theory” [141]. Furthermore, well-known results bout HA complexity, such as the 
concepts of simulation and bisimulation [142, 143], are being used in order to reduce the 
intrinsic complexity to CPS when analyzing them. Finally, HA also allow automatic 
synthesizing of CPS given a specification and using supervisory control [144], game theory 
[145], piecewise-affine hybrid systems [146] or discrete-time linear systems [147]. Based on 
hybrid systems and HA have appeared for algorithm validation [148] and system synthesis 
[149]. 

CPS are intrinsically distributed (see Figure 7). Therefore, one of the most important issues on 
CPS is verifying the behavior in the global system. However, due to the complexity of the 
problem, no general solution has been proposed. In particular studies about the correctness in 
distributed CPS are mainly focused in automobile traffic control systems [150, 151]. Besides, 
works about the design of distributed CPS have appeared, for example for automated traffic 
intersection [152]. All these works, however, use pencil-paper techniques [153, 154], and 
automated methods would be valuable.  
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CPS executes real time applications. In order to enable real-time working, CPS must include 
three technologies [19]: real-time scheduling, real-time systems and real-time networking. In all 
these areas there exist classical results which are applicable to CPS, and new results specific of 
CPS.  

In real-time scheduling many results are classical proposal, now applied to CPS [155, 156, 157]. 
However, with the objective of supporting temporally predictable execution of the computing 
tasks in CPS, some authors have proposed intelligent algorithms. These algorithms must order 
adequately all the computing tasks in a CPS, so that all temporal constraints of the task are 
fulfilled. Among other proposals, it may be found real-time queuing techniques [158], real-time 
scheduling for distributed systems [159, 160], techniques of resource reservation for real-time 
applications [161] and real-time scheduling algorithms for embedded systems [162].  

In respect of real-time systems, CPS face integrating different types of applications (real-time 
and not real-time) over the same pervasive sensing platform [9], moving from a federate 
approach to an integrated approach (see Figure 8).  To overcome such issue, middleware based 
on the proper abstractions from the system complexities are used [19, 151].  

Figure 8: Evolution from traditional federated systems to integrated CPS 

One of the best known examples of these adaptation middleware is the Common Object Request 
Broker Architecture (CORBA) [163]. It allows the interoperability among software objects 
running in different machines in a heterogeneous distributed environment. There exist other 
proposal, such as real-time CORBA [164], which includes real-time scheduling. Etherware 
[150] is a middleware to be deployed in large-scale networked feedback systems. OSA+  [165] 
is another middleware for distributed real-time embedded systems. Finally, some authors have 
proposed programming languages for real-time systems such as the successful Signal [166] and 
Esterel [167]. 

The last element related to real-time application in CPS is real-time networking. This issue has 
been widely studied, and most results employed in CPS are solutions of the state-of-the-art 
[168, 169]. However, some specific proposals such as routing protocols for real-time pervasive 
sensing platforms [170, 171] are sometimes investigated. 

Security is basic for systems which pretend to control critical infrastructures such as transport, 
health care or military equipment [172, 173]. Thus, many works on particularities [174, 175] of 
security in CPS and its vulnerabilities have appeared [176, 177]. Mainly, CPS tend to be 
distributed and involve thousands of embedded system which, moreover, may operate at real-
time, so intelligent analysis cannot be easily made. Some generic proposals are about including 
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security in the physical world [178], and other maintain the traditional scheme of detecting 
attacks [179, 180]. However, most works on safe CPS are focused on specific implementation 
for Electric Power Grid [181, 182, 183].  

A special case of security solutions for CPS are which are specifically designed to CPS 
including mobile nodes. At this point, one of the most important identified aspects of CPS is 
addressed. In general, in computer sciences works, mobility is considered as any other 
characteristic to be included in the models [289]. However, in the case of security, mobility has 
a special recognition. In particular different soft signature technologies (typically certificateless 
techniques) have been defined [274][287] [288]. Following this line, we are reviewing the state-
of-the-art in the other key aspects of CPS in relation to computer sciences. Context-awareness is 
not the most common topic in works about CPS in computer sciences. However, some 
contributions have been reported. In particular ontologies describing the different information 
fields that describe a context have been proposed [293][294]. Additionally, logical rules, 
(semantic) algorithms and procedures in order to process the context information (adding 
variables, comparing contexts, etc.) have been described [292]. Machine learning, on the 
contrary, is a very popular issue. Three main types of contributions may be found. First (and 
probably the most common approach) different machine learning techniques are proposed with 
the objective of detecting cyber-attacks and intruders in CPS. Pattern recognition technologies 
based on Markov’s chains [296] or Bayesian inference [297] are common, but other proposals 
such as neural networks may be also found [298]. The second topic related to machine learning 
is physical model creation [88]. As describing systems as complicated as CPS may be a difficult 
task, different instruments to assist CPS designers to perform this activity have been proposed, 
several of them based on machine learning techniques [295]. The third and last topic is research 
on hybrid automatons. Hybrid automatons combine traditional finite state machines with logical 
rules and machine learning techniques in order to reason about the state of the physical world 
[266]. It is a common approach for CPS applied to natural and social sciences (biology, 
education, etc.). With respect to fault-tolerant systems, the most interesting works about cyber-
physical applications belong to the computer sciences domain. In particular, advanced solutions 
(usually mathematical models) to keep CPS operating under the planned constraints by means 
of an external control (even in case of a failure event) have been reported [275]. As closure, 
self-configuration and self-adaptation policies are not usually addressed in a separated way as, 
in computer sciences, CPS are adaptive by default. However, in 2016 a team of Swedish 
computer science researchers proposed a systematic methodology and algorithm to study the 
state-of-the-art on the self-adaptation technologies for CPS [299]. Only a small number of the 
reviewed references are provided, but conclusions are remarkable. For example, they found that 
self-adaptation is understood in very different ways (as reconfigurability, reliability or 
interoperability among other possibilities); and that most self-adaptation technologies for CPS 
are integrated into high-level applications and are based on mapping functions.  

Finally, other interesting topics addressed in the research literature are CPS simulation [184], 
where even a simulator called CyPhySim [185, 186] has been developed, and modeling [113, 
187].  
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5. CYBER-PHYSICAL SYSTEMS IN COMMUNICATION ENGINEERING 

The use of the term CPS in communications engineering is very recent and low. Experts on 
communication engineering use to employ older terms such as smart environments, Internet-of-
Things (IoT) or Sensor Networks which may all fall under the CPS design umbrella [188]. 
However nowadays it is not clear the relation between these terms and CPS (see Section 2.3). In 
general, communication engineering experts understand CPS as a particular scenario of IoT 
where the underlying hardware is a pervasive sensing platform and where Internet services 
allow creating feedback control loops [66].  

In this section we briefly review the characteristics of CPS in communication engineering, as 
well as the main research topics. 

 

5.1 CHARACTERISTICS OF CPS IN COMMUNICATION ENGINEERING 

Definitions of CPS in communication engineering are not very common. In general, however, 
they are focused on the Internet Services and the underlying devices (the traditional embedded 
devices). One example of these definition is proposed by Kim [19] which says “CPS are the 
next generation of engineered systems in which computing, communication and control 
technologies are tightly integrated”.  

  Table 2: Characteristics of CPS in communication engineering 

Non-particular characteristics Specific characteristics 

Components in CPS include various 
encapsulations, materials, software types, 
dynamics, etc. 
 
CPS must join the a digital part and an analog part 
 
CPS are heterogeneous systems 
 
CPS should present some level of intelligence 
 
CPS may change their behavior dynamically 
 
Components in CPS are open systems 

 
Components in CPS have to reorganize themselves 
depending on the circumstances 

 
CPS must be able to learn from history and be 
unsupervised 
 
Different strategies to maintain the integrity, 
security and reliability of CPS should be 
implemented 

Components in CPS may present both pre-defined 
and ad-hoc connections 
 
CPS should implement various problem-solving 
strategies 
 
CPS must build knowledge from both built-in 
formal knowledge (obtained from the pervasive 
sensing platform) and knowledge generated by 
artificial intelligence 
 
CPS include distributed decision-making 
 
CPS should support distributed problem solving 
 
CPS should be context-depending 
 
CPS present different spatial scales and temporal 
ranges 
 

 

Works about the characteristics of CPS are works much more exhaustive. In [189], for example, 
they are identified sixteen basic characteristics a system much show to be considered as CPS. 
Some of these characteristics are common to other approaches, but others are particular of the 
communication engineering domain (although they optionally could be also present in other 
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domains). Table 2 classifies the cited characteristics as they appear or not in other domains. 
Similar characteristics have been proposed in other works such as [190]. 

Architectures for CPS in communication engineering may be presented following a network-
like scheme or a logical stack. In Figure 9 it is presented a network-like architecture described 
originally in [191]. 

As can be seen, the architecture is similar to other proposals for generic Internet services [192], 
including three entities (hardware platform, control and end-user services) connected through 
the Internet. In some cases, each entity is, at same the time, described as a collection of sub-nets 
or networked servers, creating a hierarchic architecture [178].  

 

 

 

 

 

 

 

Figure 9: Architectures for CPS in a network-like scheme [191] 

On the other hand, Figure 10 shows a proposed architecture for CPS [193] with a great impact 
(described as a logical stack including very common and famous technological such as OSGi 
[194] and JNI [195]). In this case, the architecture also presents three layers: the physical layer 
includes the hardware devices, the second provides control and the third is dedicated to service 
provision. All layers (as well as the humans or machine which uses the services) are 
communicated through the Internet (or local-area network, depending on the case). In this 
approach the physical world are not considered part of the system. 
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Figure 10: Architectures for CPS in a logical stack [193] 

Other architectures for CPS in communication engineering, similar to which showed in Figure 9 
and Figure 10, may be found in [190] and [66]. 

 

5.2 RESEARCH TOPICS ON CPS AND COMMUNICATION ENGINEERING 

Research topics on CPS in communication engineering include all the issues traditionally 
related to IoT, (Mobile) Wireless Sensor Networks (WSN) or Machine-to-Machine 
Communications. Nevertheless, as the relation among these concepts and CPS is not clear, 
usually they are treated independently [196]. Any case, many works have tried to compile the 
state-of-the-art in these topics [197, 198, 199, 200, 201].  

CPS and IoT share many research topics and usually almost any solution produced for one 
scenario is directly applicable to the other. In this field, most complicated issues, such as the 
self-configuration of heterogeneous hardware platforms are not usually addressed (in this case a 
possible solution might be found in [64], where network configuration is based on the concept 
of “reputation” of a node). The most common topics, then, are related to data services. 
Particularly important are the topics of service composition, service management and service 
access [62]. In CPS, the most investigated solution for composed services is expressing them as 
Business Process Execution Language (BPEL) executable files, where each task calls a service 
(composed -as workflows could be nested- or simple) [202]. Service management in CPS is 
usually based on semantic technologies and the definition of different concepts of Quality-of-
Service [203, 204]. Service access in CPS is especially challenging due to the different 
interfaces offered by end-devices. Two basic solutions are usually proposed: embedded TCP/IP 
stacks in all devices [205] and translation layers which adapt a generic web services language 
(offered to the applications) to the specific interfaces of the different devices [206].  

Related to (Mobile) Wireless Sensor Networks, the most popular topic is the definition of 
energy-efficient routing protocols [207]. Some proposals are based on specifically adapted 
traditional unicast protocols [208]. Others propose new approaches, being especially important 
GPS-based approaches [209]. Another important problem in WSN is modeling the coverage 
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area of sensors. In order to completely cover a certain extension, sensors must be properly 
placed. The problems associated with this issue have been deeply investigated [210], and some 
mathematical approaches proposed [211]. The problem of replacing batteries [212], techniques 
to sleep sensors [213] and technologies to filter automatically the relevant information while 
routing packets are also usual topics [214]. 

Research on device-to-device communications (D2D) is also a very important topic, as it is 
one of the most promising fields on communications engineering (it is applied to CPS, IoT and 
mobile networks, among other areas). Based on this technology, mobile nodes in a CPS may be 
networked and coordinate to better understand the environment and relate to the physical world 
in a more efficient way. Historically, D2D communications were defined to enable multi-hop 
relays in cellular networks [251]. However, nowadays, several different proposals may be 
found. In relation to CPS, enhanced studies about peer-to-peer communications based either on 
mobile communications (typically LTE) [252] or on wide-area radio access technologies 
[253][254] are the most interesting works. Usually, power consumption [255], traffic offload 
[256], or the number of concurrent D2D links [257] are the most interesting variables to 
enhance. Nevertheless, other topics are also relevant. For example, the inclusion of QoS or 
power constraints in session negotiation [258], as well as the use of new generation multicast 
technologies [259][260], are promising proposals.  

Finally, in M2M communications most popular research topics are the analysis of new radio-
access technologies (RAT) for low-power, low-rate communications and/or massive access 
communications. Some proposals are based on mobile communications [215], but most of them 
are based on Home-area networks (HAN) such as Bluetooth [216] and, mainly, ZigBee or IEEE 
802.15.4 [217, 218]. 

Although, as we said above, self-configuration of heterogeneous hardware platforms is not 
usually addressed, other types of self-configuration and self-adaption are successfully 
investigated. In particular, different works about how to address self-* properties in CPS for 
industrial applications may be found [54][300][301]. Typically, these proposals obtain a 
pyramid-like architecture where self-adaptation is placed in the top level. Works about self-
adaptable (sometimes understood as self-aware) hardware architecture for cyber-physical 
devices have been also reported [301][302]. The last common topic about CPS self-adaption in 
communication engineering is the creation of middleware layers to support the self-* properties 
[303]. In order to finish this section we are reviewing the existing literature on the other key 
aspects of CPS. The definition of architectures and functional implementations of CPS is also 
common in relation to context-awareness. Architectures being able to store and manage context 
information [29] and/or provide context-dependent services (in medical environments, for 
example) [304][305] are common. Moreover, very recently (2017), context-aware sensing and 
actuation based on CPS (a technology which allows systems to require, obtain and use in an 
intelligent way context information) has also received attention [306] (applied, for example, to 
vehicular systems [307]). Fault-tolerance is rarely required to CPS, but it has been exhaustively 
investigated in WSN. About this topic, most works propose different fault-tolerant routing or 
topology-management protocols [309][310][311], but fault-tolerant WSN applications 
(specially for critical scenarios such as medical environments) may be also found [308]. With 
respect to mobility, communication engineers defined in 2013 the concept of “mobile CPS” 
[271]. In the same paper, the authors propose different protocols to support the mobility of 
cyber-physical nodes. Originally identified with crowdsensing systems, mobile CPS are now a 
well-known term, and many applications and works about “CPS and mobile computing” have 
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appeared [312][313][314] (most of them focused on protocols and solutions to integrate both 
functions). Finally, machine learning and CPS is not a primary research topic for 
communication engineers. In general, works including learning techniques use them as 
instruments to build a bigger system (which is the research target). In fact, learning techniques 
are commonly employed in smart (or cyber) manufacturing systems [316] or in the called 
Cyber-Physical Production Systems (CPPS) [315] 

 

6. STANDARDIZING CYBER-PHYSICAL SYSTEMS 

CPS paradigm has received a great support from academia, institutions, governments and 
industries since the beginning. In Section 4 we cited some organizations such as the NSF or the 
CPS-VO (both from the U.S.), although the European Union through the Advanced Research 
and Technology for Embedded Intelligence Systems (ARTEMIS) project [219] and the 
European Commission through the Horizon2020 program [220] have also greatly supported the 
CPS revolution. As a result of this governmental support, the main standards organizations have 
included the CPS (one way or another) in their agendas. In this Section we are reviewing the 
different attempts to standardize CPS and we compare all approaches reviewed in this work. 

 

6.1 OVERVIEW OF CPS AND STANDARDS ORGANIZATIONS 

Basically, three standards organizations have addressed the challenge to normalize the CPS: the 
International Organization for Standardization (ISO), the European Telecommunications 
Standards Institute (ETSI) and the National Institute of Standards and Technology (NIST). 
Other important institutions such as the German Academy of Science and Engineering are also 
working on CPS [221], but its results do not have the consideration of standards.  

The ISO, in collaboration with the International Electrotechnical Commission (IEC), created in 
2012 a standardization special working group (SWG) [222] to develop a standard on the 
Internet-of-Things (IoT). Strictly, the ISO is not working on CPS, however, as we saw in 
Section 2.3, more and more authors show that IoT and CPS are different perspectives of the 
same concept. One of the purposes of the ISO is, precisely, to determine how much similar IoT 
and CPS are. 

The SWG for IoT, named first as ISO/IEC JTC 1/SWG 5 and later as ISO/IEC JTC 1/SWG 10, 
was established in 2012 at the 27th plenary meeting of ISO/IEC JTC 1[223] in China. ISO’s 
vision of CPS is similar to the approach of communication engineering, so the collaboration 
between the SW10 and the SW7 (dedicated to Sensor Networks) is official [224]. Nowadays, 
two important documents have been publicly distributed: an IoT mind map [225] and a report 
about differences of IoT, M2M, and CPS [226] (both published in the final months of 2014). 
However, no result about architectures, applications, etc. is public yet.  

The ETSI is totally focused on communications and networking in the context of IoT and CPS. 
In particular, this organization is responsible of the standards about Machine-to-Machine 
(M2M) communications [227]. This technology (among others) is widely employed in CPS, 
however, the ETSI, nowadays, is not working in standardizing CPS as a whole. 
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Finally, the NIST, is totally focused on standardizing CPS as a particular technology, different 
from any other proposal [2]. Its vision of CPS is different from all the previous, and includes all 
the components cited in Section 2, so all the different approaches for CPS are included in the 
NIST’s proposals. The CPS Public Working Group was established in 2014 and in September 
2015 it generated its first public results. The NIST has proposed a notational architecture for 
CPS, has tried to fix the vocabulary and is trying to develop the key problems of CPS.  

Table 3 compares the action of the different standards organizations. 

Table 3: Comparison among the action for standardizing CPS in different organizations 

Topic ISO/IET ETSI NIST 

Element 
standardized 

Internet-of-Things 
Machine-to-Machine 

communications 
Cyber-Physical Systems 

Start date 2012 2009 2014 

Objetive(s) 

Developing definitions for IoT 
and vocabulary  
Developing a reference 
architecture for IoT 
Developing other IoT relevant 
standards such as IoT use-
cases, network level 
technologies, or 
interoperability 

Developing and maintaining 
standards about: 
Requirements (ETSI TS 102 
689) 
Functional architecture (ETSI 
TS 102 690) 
Interface descriptions (ETSI TS 
102 921) 
 

Developing a consensus 
definition, reference 
architecture, and a common 
lexicon and taxonomy 
Ensuring that timing, 
dependability, and security 
are considered as first order 
design principles 

Current state 

Active, last publication on 
January 2015. 
Next standards announced:  
IoT - Definition and 
Vocabulary ISO/IEC 
(ISO/IEC NP 20924) 
IoT – Reference Architecture 
(AWI 30141)  

Active, last publication on 
March 2016 
 

Active, last publication on 
September 2015 

 

Published 
documents 

Preliminary report [226] 
 

Technical Specification (TS) 
and Technical Report (TR) 
published for all topics (not 
European standard) 
[227] 

Draft for the CPS 
framework [230] 

 

6.2 THE CASE OF THE NIST 

The NIST define “Cyber-Physical Systems or “smart” systems as co-engineered interacting 
networks of physical and computational components” [228].  In that way, the NIST sees CPS as 
a vertical system which may include, eventually, any other implementation belonging to any 
other technological domain. Moreover, the NIST is leading a wide program to advance on CPS, 
including the Cyber-Physical Systems Public Working Group (CPS PWG), formed by NIST in 
2014. This group has identified five key areas in CPS [2]: 

• Vocabulary and Reference Architecture 
• Use Cases 

• Timing 

• Cybersecurity and Privacy 
• Data Interoperability 
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Only contributions in two areas have been published. First it has been published a report about 
timing [229] where different technologies such as IEEE 1588 Precision-Time Protocol (PTP), 
general concepts such as the phase delay and standard as the ITU T Recommendation G.8264 
are reviewed. Second a report about a general framework for CPS has been distributed [178]. In 
this report, the NIST shows the idea of an “Internet of CPS” where systems deployed in 
different part of the world may interact, offer services to the others, etc. (see Figure 11). 
Besides, a functional decomposition of these systems is also proposed [230], and a template to 
describe CPS is also included.   

 

 

 

 

Figure 11: “Internet of CPS” NIST vision 

Moreover, the NIST has proposed a notational architecture for CPS (see Figure 12) and now is 
investigating the different characteristics which present CPS. The proposed architecture consists 
of six layers and six transversals capabilities which must be included in each layer. The first 
four layers in the stack match with four of the explained components in Section 2. The fifth 
layer (Modeling, optimization and simulation) develops and maintain the dynamical 
computational models. The sixth layer (Business and user goals) refers to the measurable goals 
defined by users which must be reached. With respect to the transversals capabilities, all of 
them are well known, except the “Internet-system services”, with this name, the NIST refers the 
connection between the local CPS and the Internet of CPS it envisions.  

 

 

 

 

 

 

 

 

Figure 12: NIST’s notational architecture for CPS 

The proposals and documents of the NIST are extremely new, so few works considering those 
results have been published [38]. 

 

6.3 COMPARATIVE STUDY 
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Once reviewed the main four approaches for CPS, in Table 4 we compare the principal 
characteristics of CPS in each one.  

Table 4: Comparison among the different approaches for CPS 

Element Control theory Computer sciences Communication 
engineering 

NIST 

Type of the 
dynamics 

Continuous  Hybrid Discrete Hybrid 

CPS are 
understood as… 

Improved 
networked control 
systems 

Integration of computational 
and physical process 

Framework for 
advanced  Internet-
services 

Networked smart 
systems 

Number of 
layers in 
reference 
architectures 

3 3 3 6 

Layers in 
reference 
architectures 

Physical world 
Hardware 
Software 

(Different abstraction levels) 
Physical world 
Information 
Logics 

Physical platform 
Network and 
control 
Services 

(Different 
capabilities) 
Physical world 
Sensors 
Control 
Data analytics 
Models 
User goals 

Research topics Incrementing the 
integration level 
(new models, and 
new sample 
schemes) 
Building robust 
systems 
New control 
techniques 

Hybrid systems 
Distributed CPS 
Real-time applications (RT 
scheduling, RT systems and 
RT networking) 
Security 
Simulation 
Modeling 
Improvements in the 
pervasive sensing platform 
(models for distributed data, 
time synchronization and 
sensors location)  

Wireless Sensor 
Networks (energy-
efficient protocols, 
coverage models, 
batteries 
replacement, etc.) 
M2M and D2D 
communications 
(new RAT) 
Data services 
(service access, 
composition and 
management) 

CPS Framework 
Reference 
architecture for 
CPS 
Timing 
Cybersecurity 
Data 
interoperability 
Use cases 

 

Besides, once reviewed the most relevant works on the different key aspects of CPS identified 
in Section 2.2 for each one of the technological domain, Table 5 presents a comparative study as 
a summary. 

Table 5: Comparison among the typical works on the key aspect for the technological domains 

Topic Control theory Computer sciences Communication 
engineering 

Context-
awareness 

Stable control algorithms (or 
functions) considering context 
information (using predictive 
techniques or fuzzy control) 

Ontologies for context 
information and algorithms to 
process and compare that 
information. 

Context-aware sensing 
Architecture for context-
ware CPS 
Context-aware service 
provision 

Machine 
learning 

Pattern recognition for human 
activity detection 

Cyber-attacks detection by 
means of pattern recognition 
Instruments based on learning 
for physical model creation 
Hybrid automatons 

Smart manufacturing 
Cyber-Physical Production 
Systems 
(employed as technology 
belonging to large 
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systems) 

Self-adaptation 
and self-
configuration 

Mathematical analysis of 
dynamics describing “self-
tuning”  systems 

Adaptive models to support 
self-* properties 
Systematic methodology and 
algorithm to study the state-of-
the-art 

Middleware creation 
supporting self-* 
properties 
Self-adaptable architecture 
definition 
Self-adaptable hardware 
platforms 

Fault-tolerance 
Description of parametric 
control functions being able to 
correct the effect of failures 

Mathematical analysis of 
solutions to keep CPS under 
the regular operation 
constraints 

Fault-tolerant routing 
protocols for WSN 
Fault-tolerant WSN for 
critical applications  

Mobility 

Control systems for mobile 
robots 
Enhanced feedback control 
loops for mobile WSN 

Regular models for CPS 
including mobility 
considerations 
Special security solutions for 
mobile nodes in CPS 

Definition of “mobile 
CPS” 
Crowdsensing  
Integration of CPS and 
mobile computing 

 

 

7. FUTURE RESEARCH CHALLENGES 

Although architectures, applications and research lines for CPS depend on the considered 
technological domain, most challenges in CPS sciences are common for all approaches.  As 
Internet has changed the way in which we communicate with others, CPS will change the way 
in which we deal with the physical world [19]. The challenges which must be addressed to 
support that revolution range from fundamental scientific and engineering issues to institutional 
and societal topics [232].  

Many reports have identified research opportunities [232], scientific challenges [232, 233], 
technological barriers [233] and business opportunities [234] for CPS. In this Section we 
compile and describe some of the most remarkable challenges identified, and propose new 
promising areas for research. 

 

7.1 SCIENTIFIC AND ENGINEERING CHALLENGES 

The creation of CPS as a new type of engineered systems needs to address various scientific and 
technical challenges: 

• Technical solutions for obtaining integrated heterogeneous systems are needed [232]. 
CPS contains many heterogeneous components, some of them distributed, which have 
to work together to create the expected performance. Mainly, modeling languages and 
a rigorous semantics are needed for describing the interactions (physical, 
computational and communications) among heterogeneous devices. Another approach 
consists of constructing systems with components designed in different domains and 
sectors without the advantage of any common standard. This second vision, however, 
is much more challenging and nowadays is far beyond the state-of-the-art [74].   
 

• New pervasive sensing architectures being able of providing services (for top-down 
applications) and data (for traditional bottom-up applications) are required, in order to 
support the enormous variety of application in CPS  
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• Methodologies to address the complexity intrinsic to CPS have to be developed [19]. 

Languages for modeling the system characteristics and behavior at different abstraction 
levels and independently of the application domain are needed. Besides automatic tools 
to transform models, compose application, build and deploy the components and 
incorporate verification and validation capabilities are required [235, 236]. 

 
• Deep and extensive theoretical works addressing the dynamics of CPS are required 

[19]. The complex dynamics generated by the tight relation among cyber and physical 
worlds are unexplored. Significant theoretical results are necessary to allow 
understanding the behavior of communications, computation, control and applications 
when working unified [237].    

 

• Models representing the different types of devices are also needed (remarking, overall, 
the interfaces and the interaction capabilities).  

 
• Advance towards human-focused applications over CPS, facing three main challenges 

[14]. First a comprehensive understanding of the complete list of human-in-the-loop 
applications is needed. As we said in Section 2.1 all human-in-the-loop application can 
be classified in three types, however, due to the complicated human behavior and its 
great dependency of the external conditions a richer taxonomy [238, 239] is needed. 
Second, automatic tools to create models of human behaviors are also necessary. 
Applying existing toolboxes for computer networks to systems involving humans is 
essential to deploy CPS in the real world [240, 241]. Finally, the traditional feedback 
control scheme has to be modified properly to incorporate humans. The human models 
could be placed in several locations (outside the loop, inside the controller, inside the 
transducers, in various locations, etc.), and theoretical and practical results about the 
different options must be generated [242].    

 
• New scheduling politics for pervasive sensing platforms are necessary, allowing 

devices to discover their capabilities and self-manage their resources [243].     
 

• Appropriate software platforms, APIs and Integrated Development Environments 
(IDEs) are required. The development of reliable, scalable and evolvable CPS needs 
tools at various levels of abstraction in order to hide the underlying complexity 
(distributed components, reconfigurations, etc.) to high-level developers [244]. 

 
• Methodologies for measuring the system performance have to be developed [232]. 

Verifying the performance, security and other requirements block the development of 
CPS. Nowadays, validating CPS capabilities is extremely costing, so new approaches 
and tools are necessary [43]. 

 
• A new generation of pervasive sensing technologies has to be developed [188]. 

Integrating pervasive sensing platforms in CPS involves two main challenges. First a 
specific model for the sensors and actuators life-cycle has to be defined [245, 246], 
specially indicating the consequences in higher layers of the variations at low-level. 
And, second timing in CPS is one of the most important topics, synchronizing the 
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pervasive sensing infrastructure, and the other components in CPS, is a challenging 
situation [247].   

Finally, in Table 6 we describe some additional challenges which depend on the particular 
application of CPS considered: aviation, defense, healthcare, critical infrastructure, environment 
monitoring and automotive [127].  

Table 6: CPS challenges along the application 

Application Challenges 

Aviation and defense Mainly, new security protocols have to be designed. 
Extremely precise control components are also necessary. 
Developing a technology for high power technology will be important. 
 

Healthcare A new generation of analysis, synthesis and integration technologies are 
required. 
Interoperability algorithms will be also basic in the future. 
 

Critical infrastructure Mainly, extremely precise control components are necessary. 
New developing methodologies in order to guarantee the quality of the 
software will be also desirable.  
 

Environment monitoring Obtaining improved pervasive sensing technologies is the main challenge: 
reaching low-power consumption, the creation of disregarded systems and 
very precise in time platforms are the most important issues. 
 

Automotive Developing a technology for high power technology will be, in practice, the 
only challenge for future. 
 

 

7.2 INSTITUTIONAL AND SOCIETAL CHALLENGES 

The revolution of CPS is not only technological, but also social and economic, as they will 
change the way in which people relate with the environment. Thus, the public institutions and 
the general society must address various challenges [232]: 

• The trust of society on CPS performance, opportunities and value must be strengthened. 
Actions to assure that CPS are trustworthy and secure, as well as properly information 
campaigns to integrate the general society in the CPS revolution are pending. 
 

• An effective model of governance must be agreed. CPS may be large-scale systems, 
including international applications controlling critical infrastructures such as transport, 
energy, health, etc. Organizations to provide both local and global regulations are 
necessary. These institutions will publish standards, will manage future issues on 
interest-conflicts and will enhance the development of CPS from the public sector with 
the appropriate economic incentives. 
 

• New business models have to be investigated. The Internet revolution has changed, in 
many ways, the economy. CPS will transform the economy deeper than any previous 
technology. Those new business models, however, are not well-defined yet. This lack of 
proved business model seems to be blocking investments in new deployments and CPS 
research. 
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• Professionals on CPS are necessary. CPS have a cross-disciplinary nature. Then, 

professional knowing about mathematics, statics, engineering, computer sciences, 
sociology, etc. are essential to start the CPS revolution. Nowadays, there is a lack of 
concentrated and multi-disciplinary educational programs oriented to develop CPS. In 
the past, the academic world has faced similar challenges, as with the integration of 
Internet sciences or, more recently with bio-engineering. 

 

8. CONCLUSIONS  

Cyber-Physical Systems are a particular application of pervasive sensing technologies, where 
feedback control loops are deployed as end-user application. However, as a popular word, CPS 
are understood in different ways in different technological domains. Thus, understanding the 
characteristics and impact of CPS is a very complicated task. 

In this work we have reviewed the elements which may be part of CPS, and, after describing the 
origin of CPS and its relation with Internet-of-Things, we have introduced the four main 
approaches for CPS existing today: control theory, computer sciences, communication 
engineering and vertical systems. For each domain we have explained the reference 
architectures with more impact, described the characteristics of CPS and review the state-of-the-
art in the main research lines. Besides, we have reviewed the recent attempts to standardize the 
CPS. Finally, we also have discussed the main future unsolved challenges.     

Originally defined in the computer sciences domain, the term CPS rapidly evolved towards 
other areas, increasing the dispersion in the architectures, characteristics, use-cases and, even, 
future challenges described for CPS. This phenomenon has been enhanced by the appearance of 
other terms (such as Industry 4.0, Internet-of-Things or Wireless Sensor Networks) not clearly 
separated from CPS, and used sometimes as synonyms. The interest of the standards 
organizations in normalizing the CPS will help in the future to reduce the ambiguity which 
surrounds that term. In particular, the efforts of the NIST in fixing a common architecture, 
vocabulary and reference architecture are helping companies and researchers to clearly shaping 
CPS technologies. 

In conclusion, nowadays many equally important proposals for CPS are found. However, in the 
next future, the use of CPS paradigm in practical technologies and the creation of new standards 
related to CPS will help to narrow the scope and boundaries of these systems.       
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Abstract. The provision of systems that join the information technologies with 
the physical world has been one of the most popular issues in research in the 
last fifteen years. Nevertheless, the complexity associated with these systems 
prevented many authors from providing a theoretical formalization. Even it is 
difficult to find a consensus name or a definition for this new type of systems. 
Therefore, in this work we propose a theoretical and technical formalization for 
these solutions, which includes a name at the forefront of research: smart adapt-
able cyber-physical systems (SACPS). We also present a complete definition 
for the SACPS, and explain the elements and subsystem interaction.  

Keywords: smart adaptable cyber-physical systems, SACPS, RFID, wearable 
technologies, Wireless HAN, cybernetic devices 

1 Introduction 

Making a research in the smart environment field is complicated. The causes are, 
overall, the term’s ambiguity and the lack of a bibliographic base (extended and co-
herent) which fixes the limits, elements, technologies, etc. in this kind of systems. 

Therefore, the main objective of this work is presenting a new concept, with tech-
nical character and without ambiguity, which delimits the application area of the (un-
til now) so-called “smart environment”.  We are talking about Smart Adaptable 
Cyber-Physical Systems (SACPS). 

     The rest of the paper is organized as follows: In section two we review the pre-
vious efforts of some authors for defining this type of systems and try to extend them 
with the now-a-days knowledge. Section three presents a classification for SACPS. 
Finally, section four is dedicated to the elements which make up a SACPS and to their 
functions.  
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2 History, definition and related work 

The first efforts for integrating information technologies in the physical world were 
based on electronics. Thus, from 2000, several terms have appeared in the literature 
and, overall, have been proposed in conferences, to refer to smart distributed electron-
ic systems (more or less embedded in the physical world): Smart Home [1] [2], Smart 
Office [3], Intelligent Home [4], Smart Environments [5], Adaptive Versatile Envi-
ronments [6], Interactive Spaces [7], Problem-Solving Environments [8], etc. 

 In a parallel way, for these terms some definitions appeared. Thereby, in 2000, [9] 
said that “A smart space is a region of the real world that is extensively equipped with 
sensors, actuators and computing components”. The problem of this definition, 
viewed today, lies in the fact that it is incomplete, because the “intelligent factor” 
disappears, as the definition only considers hardware components. Due to that, in 
2002, other authors decide to propose their own definition. [1] defines a Smart Envi-
ronment as “a system that is able to autonomously acquire and apply knowledge about 
the environment and adapt to its inhabitants’ preferences and requirements in order to 
improve their experience”. This second option, however, is unspecific. Although it 
explains the expected operation way (from a high level point of view), including the 
human factor and not including any reference to hardware or software elements, 
makes difficult to determine when a system agrees with the definition and when not. 

So much so that, in 2005, the same authors in [5] proposed a new definition: “A 
smart environment is a physical world that is interconnected through a continuous 
network abundantly and invisibly with sensors, actuators and computational units, 
embedded seamlessly in the everyday objects of our lives”. This last definition, much 
more complex, was endorsed by other authors, such as the famous KITECH (Korea 
Institute of Industrial Technology), nevertheless, as in the first case; this definition 
does not include any reference to the “intelligent part” of the system. 

From 2010, more or less, the interest on these systems decrease, and researches 
abandon attempts to formalize the theoretical framework. At this moment, a new con-
cept captures all interest: the Cyber-Physical Systems (CPS). The most popular defi-
nition, presented in [10], defines the CPS as “integrations of computation and physi-
cal processes. Embedded computers and networks monitor and control the physical 
processes, usually with feedback loops where physical processes affect computations 
and vice versa.”   

In 2010, hardware infrastructure for ubiquitous systems has started maturing, what 
allows defining CPS from a more behavioral and specific point of view. However, 
although any future attempt must apply CPS’s principles, this name also groups sys-
tems that are “not enough smart” (for example, as we said, in 2002 it became clear 
that smart systems have to “adapt to its inhabitants’ preferences and requirements”). 

In order to join the CPS’s principles with all previous knowledge, we define the 
Smart Adaptable Cyber-Physical Systems (SACPS). 

A Smart Adaptable Cyber-Physical Systems (SACPS) is a physical world that is 
interconnected through a continuous network abundantly and invisibly with sensors, 
actuators and computational units, embedded seamlessly in the everyday objects 
and/or clothes. The resulting system must be monitored from a control process man-
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agement entity, and must define feedback loops where information and collected data 
from sensors affect physical processes. The system must be adaptable to different 
domains and be oriented to prosumer user, for which must implement self-
configuration and dynamic self-adaptation capabilities. 

In this definition, as we can see, all aspects previously seen are present: 
The first definition’s part refers the communications physical infrastructure and its 

relation with the external world. As can be seen, it is really similar to the definition 
proposed in [5] for the “Smart Environments”, to which a reference to the modern 
wearable technologies has been added. 

The second part, in relation with process control and feedback loops, is directly re-
lated with the work philosophy in CPS (orient to process, Big Data, etc.). 

The third and last part (relative to system self-configuration and its adaptation to 
prosumer user) gathers the necessity (showed in [1]) to make the system autonomous 
and adaptable to the users’ preferences and requirements.  

3 Elements in a SACPS. Layered model. 

All SACPS are parts of the physical world, which connects with the rest of the re-
ality through a permeable interface that allows the transference of materials, objects, 
energy, user, etc. (see Figure 1(a)).  

However, despite they can be considered as a unit, inside each SACPS various 
subsystems can be distinguished. Each subsystem will encapsulate some elements and 
functions from the complete systems.  Namely:  

Physical subsystem: It includes all the elements from the ordinary world that are 
part of the SACPS, but which they have not been modified to include any electronic 
instrument, communication device or process element. This subsystem also includes 
the power supply, the physical space occupied by the system and all the information 
stored in several variables, own the physical world (temperature, blood pressure…). 
Here are also integrated all users that take advantage of the SACPS’s services, but 
which are not experts neither in the system’s technology base nor in its specific appli-
cation field. In what follows, we will name as “habitants” to this kind of users. 

Cybernetic subsystem: It includes all the elements from the ordinary world that 
have been modified in some way, in order to integrate (seamless) electronic instru-
mental, communication devices and/or process elements. Smart furniture, wearables 
or any other similar device (we will call “cybernetic devices” to them) belong to this 
subsystem. This subsystem is, besides, in charge of monitoring the physical subsys-
tem and acting over it. Cybernetic devices, at the same time, can be made of up to 
three different modules: sensorisation module, process and execution module, and 
communications module. Sensorisation module includes all electronic instrumentation 
and the device’s actuators, such as displays, LED, etc. Process and execution module 
includes, if there was one, the device’s microcontroller unit and all its peripherals. 
This part is in charge of executing the task ordered from the smart subsystem, control-
ling sensors and actuators, executing micro-services, etc. Finally, communications 
module includes all the infrastructure and software, necessary to allow the communi-

125



cation among the cybernetic devices, and between the device and the smart. Depend-
ing on how many modules implements a cybernetic device; we can distinct three clas-
ses of devices: 

- Tagged cybernetic device: We use this name with devices that only implement 
the communications module. Furthermore, that module can only communicate 
with other cybernetic devices with which link connection will be available 
(never with the smart subsystem). The amount of information which can 
communicate is, besides, limited. The employed terminology comes from 
RFID technology, where this kind of modules is called “tag RFID”. 

- Peripheral cybernetic device:  These devices implement the sensorisation 
module and a reduce functions communications module. Because these devic-
es do not have a complete communications module, they only can communi-
cate with other cybernetic devices with which link connection exits.  This 
time, however, there are not limitations in the amount of transmittable data.  

- Full cybernetic device: Finally, devices of this group implement the three pos-
sible modules (with full functions). These devices, typically, will receive in-
formation from their sensors and from close peripheral devices and tagged ob-
jects. With this information it will execute the delegated task, and will inform 
to the smart subsystem if it were necessary.  

Fig. 1(a).  Relation between the external world and a SACPS. 
(b) Layered model of a generic SACPS  

Smart subsystem: It includes all the infrastructure, applications, software, and 
management systems which controls and monitorizes the other subsystems, processes 
received data and feedbacks future process with the information extracted from these 
data. It can be divided in other two subsystems: communications subsystem (that 
makes possible the information flow with the cybernetic subsystem) and data analy-
sis, process control and decision making subsystem. Here, besides, it will be imple-
mented the politics that will allow the self-configuration and dynamic self-adaptation 
of the SACPS. This subsystem, moreover, includes those users which are not experts 
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in the SACPS’s base technology, but they are experts in the system’s application field 
(prosumer users). These users, as can act directly over the smart subsystem, so that 
they can adjust the global behavior of the SACPS to their requirements. 

It is usual in this kind of technologies (see [10]) representing the system as a set of 
concentric layers, where as you progress inward, you get way from the physical 
world.  Then, the layered model for a generic SACPS can be expressed as in Figure 
1(b).  

4 Classification of SACPS 

Within the set of SACPS several classifications can be made: depending on the ap-
plication field, depending on the number of elements, etc. The nature of the main data 
source considered differentiates all SACPS in these three categories:  

Actor-focused systems: These systems are totally oriented to obtain data from 
SACPS’s habitants. The interest is focused on how the users behave and what they 
feel. Due to the nature of these systems, it is indispensable that data sampling, pro-
cessing, and decision making to be at real-time and execute in high-speed (with the 
purpose of supplying feedback as soon as possible). Of course, this does not impede, 
in addition, other systems for data analysis to be included. From an electronic point of 
view, these systems are extensively equipped with biometrical sensors and wearable 
devices (see Figure 2); all of them powered in an independent and continuous way, in 
order to guarantee a permanent access to users' data. Systems thought for helping in 
some types of rehabilitation, or labor stress detection, are some of the applications of 
the SACPS of this category.   

Fig. 2.  Base technologies employed in SACPSs 

Object-focused systems: In these systems the interest is focused on the interactions 
among the devices which make up the SACPS. In these systems, moreover, habitants 
become elements with the same importance, and at the same level, than furniture, 
objects. Applications deployed in this type of systems do not demand, in general, a 
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continuous data supply, so data sampling can be based on collection-stored-delivery 
schemes. Furthermore, at hardware level, a more relaxed scheme of data sampling 
allows the extensive use of communication systems where one of the extremes is 
passive (see Figure 2). Traceability systems, control process and stock management, 
are typical application examples that belong to this group of SACPS. 

All-focused systems: These systems are really complex, as they integrate both vi-
sions from the previous groups. On the one hand, they implement applications typical 
to the object-focused systems, where habitants and object are treated in the same way. 
On the other hand, the information provided by the actor-focused systems is also nec-
essary here, so user monitoring infrastructure must be included. At electronic level, 
they are systems really similar to actor-focused ones, although, at application level, 
they implement (besides) functionalities typical from object-focused systems. It is a 
really useful point of view in systems destined to critical or dangerous resources man-
agement such as explosives or toxic gases. In these situations, knowing infrastructure 
information (stock, etc.) is as important as knowing actor information (i.e. the biolog-
ical state of worker that manipulate the material).   
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Abstract. Industry 4.0 or cyber-industry may employ Cyber-Physical Systems 
(CPS) profusely to organize production media in a new and more efficient way. 
Many processes might be defined in CPS and Industry 4.0, however, physical 
processes are probably the least studied. Therefore, in this paper we propose an 
architecture for Industry 4.0-based systems focused on the control of physical 
processes. The architecture follows the CPS paradigm. Moreover, a first evalua-
tion of the performance of the proposed solution, using simulation tools, is pro-
vided. The results proved the proposed architecture is a valid solution for physi-
cal control processes. 

Keywords: Cyber-Physical Systems, Industry 4.0, functional architectures, 
physical processes 

1 Introduction 

Most authors agree Industry 4.0 is any solution for industry where information 
technologies belonging to the next technical revolution are used [1]. In particular, a 
new type of integrated systems has become really popular: the Cyber-Physical Sys-
tems (CPS). CPS are integrations of physical and computational processes [2].   

The use of CPS technologies in order to create the Industry 4.0 has been analyzed 
in various works [3]. However, most works are focused in the deployment of CPS in 
manufacturing scenarios, where processes have the form of business processes (a 
collection of activities of tasks, making a workflow). Then, companies which work 
with physical processes (as pasteurization or chemical reactions) are not usually con-
sidered.  

2 Processes in Industry 4.0 and CPS 

Many types of process can be defined in CPS. In Figure 1 we present a taxonomy 
for processes in CPS. Computational processes are described as a collection of activi-
ties, related by means of some transitions. Business processes may be orchestrated if a 
high-level entity controls the workflow and orders the execution of each task; or they 
may be choreographed if a collection of devices operating independently makes up 
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the final high-level process. Finally, depending on the way in which the system is 
managed (if devices explicitly notify the changes or a supervisory module is de-
ployed) the process might be event-driven, device-driven or human-driven. Physical 
processes (see Figure 2) and processes mixing activities and physical processes (hy-
brid processes) are also present in CPS.    

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1. Taxonomy of processes in CPS 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 

Fig. 2. Different physical processes in the state space 

3 Requirements analysis. Proposed architectures 

In this Section we are analyzing the specific requirements of CPS in industrial 
scenarios, as well as the needs of systems to perform physical processes control.  

First, some specific requirements have to be considered in a CPS architecture for 
Industry 4.0. 
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 REQ#1: the architecture should support designed control systems for 
both, computational (including human-driven) and physical processes 

 REQ#2: high-level applications should be independent of the hardware 
platform, which may be heterogeneous.  

 REQ#3: the architecture should include elements to evaluate the system 
performing and determine if any result does not correspond to the ex-
pected one and/or some defined rules or tasks are not satisfied 

 REQ#4: methods for informing domain experts and modules to allow 
them to define the processes, activities and/or rules to be executed in the 
system should be considered in the architecture 

 REQ#5: the architecture should consider tools for self-management and 
automatic control of the hardware platform 

 REQ#6: procedures to extract valuable information from the data gener-
ated by the hardware platform should be considered 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3. Proposed architecture for CPS in Industry 4.0 scenarios 
 
In the research literature, various architectures for CPS may be found [4]. Among 

all these proposals, two are especially interesting for this work. Namely: the 5C archi-
tecture [5] and the architecture created by National Institute of Standards and Tech-
nology (NIST) [6]. Taking into account these previous proposals, we present in Fig-
ure 3 a general functional architecture for CPS in Industry 4.0 scenarios. Then, con-
sidering the general functional architecture for CPS presented in Figure 3, and the 
requirements cited above, the detailed functional architecture showed in Figure 4 for 
physical processes control may be deducted.  
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Fig. 4. Proposed architecture for CPS-based physical processes control systems 
 
The proposed architecture includes sensors and actuators used for controlling the 

physical processes. A hardware controller is also considered to manage data from 
transducers. It also includes all the needed drivers to operate the sensors and actua-
tors, and a synchronization module being able of link the CPS evolution to the tem-
poral evolution of the physical process. A middleware is included between transduc-
ers and the hardware controller. The data services invocation manager transforms raw 
data in the hardware platform into structure data being able of feed some remote data 
services. In the data analytics layer a predictive pattern recognition engine is imple-
mented. This engine offers different services which may be invoke from the data ser-
vices invocation manager. These services are responsible of identifying the state of 
the physical world and/or predict the future states. With this information the predic-
tive pattern recognition engine may invoke high-level data services in order to decide 
the system’s reaction.  

 Finally, in an execution engine in the global model and decision making layer the 
information from the predictive pattern recognition engine is evaluated along the 
rules and control policies defined by the users. The reaction of the systems is immedi-
ately obtained and transmitted towards the transducers layer. At the same time, all the 
information about the physical world state and the system’s reaction is showed in the 
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domain expert environment (by means of which users can also define the rule or con-
trol policies to be applied). 

4 Experimental validation: system simulation 

In this Section we are simulating the performing of our proposal when used to 
control the cooling process in a steel factory. 

The physical process of a piece of steel getting cooled was simulated using the 
three-dimensional heat equation. Actuators, represented by the additional term in the 
equation, along with a set of temperature sensors, made up the hardware platform of 
the transducers layer. The data is transmitted to a hardware controller in the control 
layer (Figure 4), where a software phase-locked loop synchronizes the system behav-
ior with the temporal evolution of the heat equation. The hardware controller sends 
data to the data services invocation manager, which invokes a REST service which 
represents the predictive pattern recognition engine at the data analytics layer. Data 
analytics elements process the information using a simplified model of the heat equa-
tion’s solution to calculate the next states of the physical processes. In the global 
model and decision making layer an execution engine is deployed. Information about 
the current process state and the calculated future steps are sent to the execution en-
gine, where the next value for the actuators in the transducers layer (represented by 
the control term in the heat equation) is calculated. In the domain expert environment 
the objective of the control system was to force the cooled process to follow a prede-
fined temporal evolution, by default.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 5. Spatial media of the instantaneous error 

5 Results 

The main problem in the proposed architecture is guaranteeing the stability of the 
control loop so that the physical process behaves as desired. Figure 5 shows the spa-
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tial media of the instantaneous error in the control loop in two different cases: (i) the 
sampling step is equal to the integration step and (ii) the sampling step is five times 
higher than the integration step. The media is presented normalized. 

As can be seen, in both cases the loop is stable and, finally the physical process be-
haves as desired (the error tends to zero). However, the time needed to reach the equi-
librium goes up when the sampling period increases. Particularly, when the sampling 
step is five times higher than the integration step, the double time is necessary to 
reach the equilibrium. Moreover, the error varies faster when the sampling period is 
smaller, as can be seen in Figure 5. Any case, Figure 5 proves the proposed architec-
ture is a valid solution for physical control processes.  

6 Conclusions 

In this paper we have investigated the use of CPS to control physical processes in 
the context of Industry 4.0. We have proposed a general architecture for CPS in In-
dustry 4.0, and used that architecture to design a control system for physical process-
es. Moreover, we have proposed an experimental validation performed on a simula-
tion environment. The results proved the proposed architecture is a valid solution for 
physical control processes. Besides, we discovered the importance of the sampling 
scheme in the system performance; thus, the use of advanced sampling schemes (such 
as on-demand sampling) will be another key to the success of CPS and Industry 4.0.  
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Abstract

In the last decade, many different paradigms related to the named “next-generation technological
systems” have appeared: from the Internet-of-Things to Cyber-Physical Systems and Machine-to-
Machine communications. Traditionally these systems only consider hardware devices in their de-
signs. However, the experience has proved that the really valuable solutions are which are human-
focused or environment-focused (biological signal monitoring, people traceability, assisted-living,
etc.). In this context, previous machine-focused paradigms have to be redefined. Therefore, this pa-
per analyzes the requirements of technological solutions for environmental monitoring and proposes
a coherent framework for their design. Moreover, most important components are identified and
some relevant problems in this field are addressed; mainly the identifier management and the system
modeling. Finally, a prototype for people traceability based on the proposed paradigms and Blue-
tooth Beacons technology is described. Results showed that the quality of the provided information
is much higher in these new systems than in traditional approaches.

Keywords: Thing-to-Thing communications, Generalized Cyber-Physical Systems, people trace-
ability, ubiquitous computing, pervasive sensing, environmental monitoring

1 Introduction

Cyber-Physical Systems (CPS) are integrations of physical and computational processes [15]. Although
there is not a unified definition, this paradigm refers to a new generation of embedded devices, being
able to interact in an enhanced way with the physical world [9]. In this way, communications between
elements in a CPS must be based on machine-to-machine (M2M) techniques (those totally and auto-
matically managed by devices [16]). Other similar systems, such as the Internet-of-Things (IoT) or the
Wireless Sensor Networks (WSN), also belong to this new generation of engineered solutions and are
usually analyzed together. A typical architecture for any of these systems (see Figure 1) does not include
humans or any other living creature or environmental element (total automatization is the final objec-
tive). However, in the last years, it has been proved that the really interesting applications in this new era
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are which have humans and their environment as central actor. Many works related to biological signal
monitoring [27], human traceability [9], human activity analysis [20], assisted living [29], etc. have been
reported; and several successful commercial applications in this field have been placed into the market
[21]. In this context, some authors have identified a new problem named as “the human-in-the-loop prob-
lem” [35]. It refers to the introduction of humans in the new technological systems, primary designed to
operate without considering any human factor. Different roles have been identified for humans in these
new solutions, although it is not clear how supporting the human intervention.

Figure 1: General architecture for a next-generation technological system

Some new paradigms, such as the humanized Cyber-Physical Systems [8], have been proposed, but
they only cover some particular aspects of the problem (for example, the integration of humans as service
providers). Many important issues, then, are not addressed (such as the way in which animals and other
living creatures may be integrated into the system). Moreover, environmental monitoring or traceability
solutions require specific instruments not usually included in traditional technological frameworks. In
particular, it is required a representation and modeling instrument, and every element (or thing) in the
environment must be provided with a hardware device (which cannot be seamless integrated because of
obvious reasons) and an identifier.

Therefore, in this paper it is proposed a new concept named as Generalized Cyber-Physical Systems
(GCPS) specially designed to support environmental traceability solutions using the CPS principles and
other technological paradigms of the new era. In this context, Machine-to-Machine communications turn
into Thing-to-Thing communications, as important information comes from living creatures and other
physical elements, not from embedded machines (as occurs in WSN or IoT scenarios). Besides, the
proposed framework and architecture consider different layers focused on representing the state of the
environment being monitored (a UML model for this type of solutions is described).

The rest of the paper is organized as follows: Section 2 introduces the state of the art in studies about
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the integration of humans and other living creatures in technological systems. Section 3 proposes the
concept of GCPS and a framework to design environmental control solutions, and analyzes the transi-
tion from the Machine-to-Machine (M2M) paradigm to the Thing-to-Thing (T2T) approach. Besides,
the problem of the identifier management in these solutions is described and discussed. Section 4 pro-
vides an experimental validation based on a system designed following the described principles. Finally,
Sections 5 and 6 describe some experimental results and some conclusions of our work.

2 State of the Art

Applications of CPS to traceability are numerous. Most of them are based on RFID (Radio Frequency
Identification) solutions [36], where regular Things are provided with a miniaturized RFID chip [9].
However, recently, other proposals based on Wireless Sensor Networks [42] or Smart Transducers have
been reported [8]. In general, nevertheless, all these papers consider CPS as a collection of physical
objects which are operated by users, who are external participants. This vision is currently changing and
each time more proposals of CPS including humans and other living creatures are reported.

Different proposals about human and other living creatures into CPS, WSN or IoT scenarios have
been proposed.

As said in the Introduction, the “human-in-the-loop” systems are a special type of CPS which in-
clude humans in different roles. Basically, three different types of systems including people have been
identified [28]: (i) systems directly controlled by humans, (ii) systems monitoring humans which take
appropriate actions, and (iii) a combination of (i) and (ii). However, despite this exhaustive analysis,
most works related to human-in-the-loop systems and applications are focused on monitoring humans
[35, 17, 17], as it is the most challenging and revolutionary proposal. Any case, apart from the challenges
identified for human integration into CPS, other aspects (such as animal traceability) are not addressed.
Besides, in many applications humans are considered as a part of the environment instead of a new
element in the CPS.

Some remarkable works in the field of human-in-the-loop systems are which are focused on uni-
vocally assigning identifiers to people [40]. These works may be used as the first step in traceability
solutions, as they allow managers to change dynamically the identification of humans.

Other important proposals describe the called “Humanized Cyber-Physical Systems” [8]. This con-
cept refers to CPS where humans are provided with the required instruments to be considered service
providers, in the same way as sensors, actuators and the rest of hardware devices. Different proposals on
the self-configuration of these systems [8], their design [44, 45] or about other similar ideas such as the
“humanized cyber-physical services” [1] may be found.

Some relevant works about CPS consider animals as an additional regular actor by default [5] .
Animals are provided with sensing instruments [5] or are monitored using enhanced pattern recognition
techniques [39] in the same way than humans. A similar research line is focused on animal control, using
cyber-physical technologies. The basic idea of these proposals is to seamless integrate electronic devices
(in particular, smart sensors and actuators) into animals with the objective of controlling their behavior
[41] [43].

In respect to the inclusion of other living creatures in the system, different proposal may be found.
Some of them are focused on the integration of miniaturized electronic devices into animals or plants
[30]. However, these proposals are complicated to apply to uncontrolled or ad hoc scenarios. Most re-
markable works analyzed natural emergency situation (for example, a forest fire [30]). In these works
mathematical model to understand the living creature behavior are executed using cyber-physical instru-
ments. These ideas are very valuable, as may support advanced services in traceability solutions. Finally,
in the last group of works, animals are passive agents, whose lives are improved by means of specific
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services supported by a Cyber-Physical infrastructure [3, 13] (for example, they might be moved during
grazing to enhance the nutrients in the field).

In comparison with all these previous proposals, our work proposes a coherent general framework,
being able of considering both humans and other living creatures (in any of the possible roles). The basic
idea is to monitor the environment and the activities of the creatures and humans; as well as to trace the
aspect related to them which are considered relevant.

Considering these different approaches, different models and various modeling techniques for CPS
have been described. Models based on semantic agents [25] are the most recent proposal. However,
models based on matrix algebra [19] for pervasive sensing platforms based on CPS paradigm, and tra-
ditional solutions based on hybrid techniques [14] may be also found. In general , nevertheless, these
proposals do not cover the entire stack of layers described for CP in the most common CPS reference
architectures [9][7]. In this work, therefore, it is proposed a UML model covering all the relevant aspects
of CPS [6].

3 A New Cyber-Physical Framework for Traceability

In this Section it is proposed a general framework for traceability, based on the integration of humans and
other living creatures into CPS. This new type of systems is called Generalized Cyber-Physical Systems,
and presents a specific architecture which is analyzed and described in the first subsection. In the second
subsection it is presented the concept of Thing-to-Thing communications and discussed the identifier
management. In the third subsection the system modeling is addressed.

3.1 General Framework: Analysis and Proposal

A generic traceability system is basically composed of two different sub-systems: the data acquisition
and the information representation (see Figure 2 (a)). This division is also valid for Cyber-Physical Sys-
tems (see Figure 2 (b)) where the “Modeling” layer is specifically focused on information representation
and “Sensors and actuators” on information acquisition.

As main difference, traditional traceability solutions consider elements to be monitored as external
entities to the system, but CPS include all the creature or devices with interact with other components in
the system. In this context, traceability solution in the new era (the Industry 4.0, as called as the era of
the CPS [23]) must follow the principles of the Cyber-Physical infrastructures. In that way, traditional
CPS are insufficient as they are only focused on environmental monitoring (temperature, humidity, etc.).
Furthermore, other definition such as Humanized CPS [8], Industrial CPS [11], etc. present the same
problem, as they only consider a certain part of the physical world.

In order to overcome these problems, a new definition is proposed: the Generalized Cyber-Physical
Systems (GCPS). A GCPS is a CPS which integrates industrial production systems, humans, other living
creatures, and any other desired element into its physical platform in the same way as embedded devices,
sensors and actuators. These new elements must be able to provide services, execute processes, and
perform any other activity which previously was supported only by hardware devices.

GCPS require including new components in the systems, specifically focused on adapting the new
elements in the physical platform to the interfaces in the high-level layers. In that way, as User-focused
components were defined in Humanized CPS; in GCPS we define the “Dedicated components” to fulfill
these requirements (see Figure 3 (a)). Considering these definition, richer reference architecture for
GCPS may be proposed (see Figure 3 (b)).

Basically, five different new layers have been included in the “Modeling level”. These new layers
represent a virtual instance of the system (or system daemon, using the proposed terminology) which
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Figure 2: Basic architecture (a) traditional traceability systems (b) Cyber-Physical System

describe the state of the physical platform and the environment. Using this daemon the geographically
sparse architecture of a GCPS (especially if the environment to be monitored occupies a large area) may
be managed in an easier way. Besides, other functionalities such automation, intelligence, etc. and other
cognitive capabilities are supported in a centralized manner. Finally, this daemon allows user to obtain
information about the current and past state of the system in a very fast way and, if required, future
predictions about the CPS could be also calculated. Below, the five different new layers are analyzed
[34]:

• Virtualization interface: This layer offers an interface to invoke virtualization functionalities (such
as create a new daemon, halt an instance, etc.). This interface offers the possibility of automating
the management of the system daemons (for example, to create dynamically one when required).

• Virtual services layer (VS layer): A virtual service (VS) is an abstract representation of real service
offered at medium-level (usually named as ”production level” [31]). This layer allows managing
the lifecycle of services, and (in our case) it contains the monitoring and traceability (and possibly
prediction [10]) services employed in traceability solutions.

• Composite virtual devices layer (CVD layer): A composite virtual device is a virtual instance
representing a group of virtual devices which work together in order to reach a common objective
(for example, execute a service). These instances are managed at the appropriate layer. Examples

21
139



Building enhanced environmental traceability solutions Bordel, Alcarria, Manso, and Jara

Figure 3: Architecture of a GCPS (a) functional (b) reference

of CVD are a set of sensors connected to a broker, or a subsystem including different embedded
devices.

• Virtual devices layer (VD layer): Virtual devices refer to a representation of the embedded de-
vices in the system (usually sensors and actuators, but also the called “self-managed devices” -see
Section 3.3-). This functionality is useful in scenarios considering a geographically sparse infras-
tructure (for example, a company with different locations which desirers a complete description
about the state of the entire company in the headquarters, such as it is offered in SCADA systems).

• Cyber-Physical hypervisor: This layer represents a specific hypervisor technology, focused on
turning independent the real infrastructure from the virtual instance. Different virtualization tech-
niques for CPS have been reported [18, 4].

• Apart from the previously cited layers, an execution system has to be also considered, in order to
execute the user applications and services, described at the highest level. This system has been
presented in previous works [31].

Finally, in order to create the daemon and the contained VD and CVD, it is necessary to acquire the
required information to create a successful virtual representation of the system. Moreover, it is needed
a model to represent all devise and elements in the system, used as base for the creation of the system
daemon.

In the next subsections, both solutions are described: data acquisition and system modeling.

3.2 Data Acquisition: T2T Communications

In traditional traceability systems, every element to be monitored is provided with an electronic device
containing a unique identifier which describes the identity of the element. In this context, the same
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identifier (for example when using RFID tags) allows the element to be identified, to be identified the
embedded electronic device, to manage communications, etc. In that way, communications are (at the
end) described as Machine-to-Machine communications (M2M) as the objective is to communicate the
embedded device with a remote machine in an automatic and self-managed way. Thus, information is
provided by the embedded device, not by the element to be monitored.

When using GCPS, this vision changes. Now, not every object, human or element (hereinafter
“Thing” in a global way) is provided with an embedded device, as “Things” may be monitored using
many other types of techniques and data analysis algorithms (such as implicit interactions [22]). Nev-
ertheless, each Thing has to be provided, in the same way, with a unique identifier (which is part of its
identity). In this new paradigm M2M communications are not valid, as information is directly provided
by the Thing to be monitored. Then, we use the new concept of Thing-to-Thing communications (T2T).

T2T communications [37] is an emerging term, typical from Industry 4.0, next-generation IoT sys-
tems and CPS applications, describing a scenario where a physical Thing (including humans and any
other living creature) communicates with some remote physical Things (in an automatic, implicit and
self-managed way) through a technological infrastructure (typically a communication network).

In the analyzed traceability systems, T2T communications are used by environmental things to in-
form the central system about their position, presence, state, etc. Then, the provided information is
collected and employed to instantiate the system daemon.

In this new context, however, identity management is a very complicated task. As not every Thing
is provided with an embedded device containing a unique identifier, the identity of a monitored Thing is
composed (at least and necessarily) of four different numbers (identifiers):

• Monitored Thing ID (MT ID): This identifier it is associated with the Thing to be monitored and
characterizes it. It is created, defined and assigned by the system managers. In general no global
or international organism is in charge of the management of these identifiers.

• Associated device ID (AD ID): In order to be able to communicate with other remote elements,
each Thing has to be associated a device providing this functionality. This device has to be also
provided with an identifier. A same device may be associated with different Things at different
moments. In computer sciences, these identifiers are called OUI (Organizationally Unique Identi-
fier). They are composed by 24 bits and are managed by the IEEE (such as MAC addresses, which
could be also employed as AD ID).

• Communication management ID (CM ID): This identifier depends on the network where the asso-
ciated device and/or the monitored Thing are integrated. In global communication networks (such
as Internet) they are manage by international organisms, although in local deployment (Bluetooth
networks) might be assigned by system owners. IP addresses are the most common example.

• Platform management ID (PM ID): Finally, a provisional identifier is required to communicate and
manage the associated device and the monitored Thing before to be integrated in a communication
network. This identifier may be a specific address (or set of addresses) specifically booked for this
purpose (as in the Internet) or a new and provisional identifier as in mobile networks.

The total identity of a monitored Thing, which changes dynamically, depends on the four previously
named numbers. It is not clear how the four identifiers have to be composed and related (or even if
they must be related in some way) in order to create the global Thing’s identity. Proposals from the
computer networks world usually deal with hierarchical constructions (in a similar way as in the IPv6
standard some identifiers are calculated from others) or the creation of Internet-like directions (for ex-
ample, MT ID@CM ID/AD ID). On the other hand, mobile communication experts usually prefer to
employ the four identifiers in an independent way, considering four different registers and application
scopes. In our case (see Section 4) we are using four independent numbers.
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3.3 Modeling a Generalized Cyber-Physical System

In order to represent in a correct way the system state using the functionalities of the system daemon, it
is required a model for GCPS including all the possible elements in those system. Figure 4, Figure 5, and
Figure 6 represent a UML model describing an entire GCPS. In order to propose and validate the describe
model, it has been taken into account different sources: the Berkeley’s conceptual map about CPS [38],
relevant works about CPS modeling [14, 24, 26], and previous practical experiences on next-generation
technological systems simulation [2, 32]. Below the most important aspects are explained.

First, as can be seen, GCPS are made of two different types of elements: cyber elements and physical
elements (but both belong to the system). Some examples of physical elements are provided (some of
the most important) but others could be considered. On the other hand, cyber elements correspond to the
layer in the reference architecture showed on Figure 2.

Sometimes transducers are implemented in a same physical device together with control components,
creating a self-managed device. If a self-managed device, besides, is able to execute scripts and processes
described at prosumer level, then it is said the device is a sub-system. Sub-systems are very typical in
humanized systems, as people are able to understand prosumer language without problems (for example,
if natural language is considered as prosumer description language). In other cases, sensors and actuators
could be connected among them through a wireless broker, acting as control component.

In respect to processes, their classification, descriptions and decomposition have been analyzed in
detail in the state of the art [31]. Same considerations may be done in respect to physical object and
variables [33].

Considering the proposed UML diagram, and the previously described architecture, the activity di-
agram of the proposed tool is presented on Figure 7. As can be seen, the described UML model is
instantiated in two steps. During the first phase, physical constraints are generated: the number of
involved people, the physical configuration of the scenario, etc. In order to create the corresponding
simulation script, information from users and the real deployment is collected. All interaction between
the real deployment and the virtualized platform are performed trough the cyber-physical hypervisor,
which provides the adequate interface. During second phase, cyber elements are instantiated (as well
as services) and system operation starts. The system state is constantly updated considering the events
coming from the real deployment. When timer expires, for example at end of a working day, statistical
results are showed to managers.

4 Experimental Validation

An experiment was designed in order to validate the proposed solution as a valid technology for creating
enhanced traceability solutions. In order to perform the experiment a traceability systems based on
Bluetooth Beacons was constructed.

Fourteen (14) people were provided with an independent hardware device storing a 16-bits number
acting as humans’ identity. Each device, besides, was provided with a MAC address by the manufacturing
company (Samsung, in this case), so this identifier was employed as Associated device ID.

As hardware platform, it was selected the Artik 020 architecture, consisting on C-programmable
microprocessor and a Bluetooth Low-Energy communication module. In that way, communications
management ID was selected by experts among all the available addressed (in this case it was selected a
broadcast address, so the same identifiers could be used as CM ID and PM ID). Devices were configured
to act as Beacons (see Figure 8).

The system was deployed in an open laboratory of the Technical University of Madrid, where people
provided with electronic devices were asked to perform a certain itinerary. A one square kilometer
area was employed to perform the experiments. Different obstacles were deployed in the area, so it
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Figure 4: UML description of a GCPS (part 1)

was monitored if people were able to cross them, the time they employed, etc. In order to monitor the
people actuation, different Artik 530 platform were deployed around the environment. These machines,
in addition to Bluetooth communications, they are able to use WiFi technology. Using this interface,
data about people were sent to a remote host, were a Java application was running. That application was
described in different previous works about traditional traceability systems [9]. At the same time, data
were introduced in a system daemon, previously configured using the Libvirt library (as Samsung Artk
530 platform is based on Linux machines).

Selected traditional traceability systems were exhaustively described in the state of the art [9]. It
consists of a system involving some RFID-powered elements such as gloves and tables. These devices
are connected with a central server where information from hardware devices is collected and processes
in order to track the itinerary of the object under study. A second system was also deployed, based on a
pre-CPS view [12]. In particular, in this system, regular workers are in charge of evaluating the quality
and evolution of the product, employing different media to notify changes to the control system.

Records created using both methods (Java application as in traditional traceability systems and a
virtual instance of the system as proposed in GCPS) were stored. At the end of the experiment, people
were asked to describe their itinerary as much detailed as possible. The three information sources were
compared.

Simulation description language was based on a objet-orient programming language, such as C++
(employed in other popular simulator such as NS3). Figure 9 shows a fragment of the proposed sce-
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Sub-system
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Figure 5: UML description of a GCPS (part 2)

nario. Programming tasks were performed using a regular Integrated Development Environment (IDE)
specifically designed for the selected language.

5 Results and Discussion

In this Section a comparison about the three different obtained records of information is performed. Fig-
ure 10 shows a comparison between the number of errors found the record of the traditional traceability
systems compared to the number of errors when using the proposed GCPS.

The difference is small between systems based on CPS but two factors may be considered as the
cause of the seen improvement in the case of GCPS. First, errors in the management of information
are more common in traditional systems. As traditional systems consist of a database containing the
state of the different monitored people, errors occurring when accessing or writing into the database
turn into traceability errors. Nevertheless, GCPS are supported by a virtualized platform, so the data
structure as much more complex and secure. Second, traditional traceability systems do not include
consistency checks (for example, a person cannot walk 3 kilometers in one minute). Thus, some errors
which are detected by the consistency control policies in the system daemon are accepted by traditional
traceability systems (which, for example, cannot ask for confirmation to the hardware platform when
receiving incoherent data).

If systems which are not based on CPS paradigm are considered, differences are much greater.
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Figure 6: UML description of a GCPS (part 3)

Figure 7: Activity diagram of the proposed tool
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Figure 8: Deployed system

Figure 9: Screenshot of the employed IDE

Causes for this increase have been analyzed previously in other works [9], and in general are related
to the possibility of obtaining real-time information from the system, as well as the possibility of imple-
menting predictive techniques in order to obtain some information about the future.

Figure 11 compares the number of parameters maintained for each human in the traceability system,
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Figure 10: Comparison in the number of traceability errors

in both, traditional solutions and GCPS. As can be seen, in this case, the number of parameters is much
greater (a 40% higher in the case of GCPS). That is because of the capability of the system daemon
to extract new information from received one from the physical platform (functionality not included
in traditional solutions). System which are not based on CPS paradigm require a high level of human
intervention, and (usually) controlled parameters per item are much lower (in order to do profitable the
system deployment).

Figure 11: Comparison in the number of parameters per person

Finally, in order to show a more detailed comparison, Table 1 shows the values of some remarkable
parameters.
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Parameter GCPS Traditional systems
(CPS)

Traditional systems
(no CPS)

Maximum number of
parameters per entity

154 107 5 (estimated)

Maximum number of
entities in the system

Undefined 1024 200 (estimated)

Mean calculation delay (s) 17 34 52
Mean initialization period (s) 72 24 Not applicable

Integration with
supervisory control

systems
Yes Yes No

Table 1: Parameter comparison

6 Conclusions

Enhanced traceability solutions belong to the new era, usually named as the Industry 4.0 or the Cyber-
Physical Systems era. Traditionally, technological systems look for the total automation, maintaining
humans and other living creatures outside the system. This situation is incompatible with the creation
of next-generation traceability solution following the CPS principles. Therefore, in this paper it is pro-
posed a new concept named as Generalized Cyber-Physical Systems, being able of including not only
embedded devices, but also any other important or relevant element (including, humans, animals, etc.).
Moreover, it is described the evolution of Machine-to-Machine communications to Thing-to-Thing com-
munications, due to the integration of new elements into CPS. Finally, as GCPS are based on a virtualized
instance of the system, it is proposed a simulation model. The experimental validation showed that the
quality of the provided information is much higher in these new systems than in traditional approaches.
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ABSTRACT  

 “Cyber-Physical Systems” (CPS) have emerged as the next technological revolution. These 
new systems are commonly supported by a collection of ad hoc connected devices which 
typically collaborate in order to control some physical processes. However, in recent years, 
many other applications based on the CPS paradigm have been reported. In particular, executing 
user-defined processes over a cyber-physical infrastructure is a very promising technology for 
the future. Therefore, in this paper, we propose a scheme which allows the creation of user-
defined processes, their decomposition and translation into executable orders or code, and their 
execution using the locally available cyber-physical infrastructure, cloud services and/or other 
services offered by remote CPS through the Cyber-Physical Internet. The proposed solution also 
enables the execution of processes with a guaranteed QoS. Moreover, an experimental 
validation is provided in order to evaluate the proposed technology performance. In particular, it 
is proved that more than 95% of processes are correctly executed, and only in a 2% of cases the 
minimum cost execution is not selected.      
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1. INTRODUCTION 

The emerging term “Cyber-Physical Systems” refers to the integration of computational and 
physical capabilities using ad hoc sensor and actuator networks which, typically, are seamlessly 
integrated into daily living objects [25]. However, in recent years (since 2014, approximately), 
works about CPS also consider other devices such as microcontrollers [18], legacy systems [14] 
or even humans [44], which greatly extend the system’s capabilities. Based on these improved 
CPS, new applications, architectures and functionalities have been reported [51][48]. Moreover, 
these new paradigm has been also employed to develop solutions in traditional fields such as the 
ad hoc and wireless sensor networks, Internet of Things (IoT) or pervasive computing [12]. 

In this context, one of the most promising proposals is the so-called service-oriented CPS [24]. 
In this kind of CPS, the physical infrastructure offers a collection of services by means of some 
software elements (such as service composition engines [2]). These services may be used to 
perform a certain fixed application (deployed by technological experts), or might be included in 
a prosumer [37] environment where non-expert users can design, build, deploy and remove their 
own applications in a dynamic way. 

In a particular realization of the second case, services are employed to execute user-defined 
processes. In these processes, services are invoked and linked with each other in a certain way, 
in order to perform a collection of tasks or activities. Processes may describe business tasks, 
control activities or assisted living policies among other possibilities. Besides, each process can 
be executed once, various times, when a certain event happens, periodically, etc. Furthermore, 
most times, processes have to include services which are not supported by the underlying 
physical infrastructure. Sometimes these services are provided by external companies (such as 
the bank services), other times services are provided from a remote location (for example, if the 
company manages various production plants) and other services are supported by a virtual 
infrastructure. In the first and third case cloud services are employed [53]; in the second case, 
services provided by remote CPS might be used if the systems are connected to the so-called 
Cyber-Physical Internet [32][21] -CPI-. CPI is a network of CPS which publicly offers services 
that can be invoked remotely.  

In order to enable non-expert users to define their processes, services must be described in a 
high level of abstraction. Then, instruments to decompose and translate users’ designs into 
executable code and actions are required, as well as tools for controlling the execution and the 
temporization. However, current proposals only cover this objective partially. Thus, the main 
contribution of this work is to define a scheme being able to perform these tasks using new and 
emerging technologies such as the Cyber-Physical Systems paradigm.    

Therefore, the objective of this paper is to describe a technical solution, including a functional 
architecture and the required algorithms, which enables users to define their own processes, 
which locates the selected services locally, in the cloud or in the CPI (selecting the minimum 
cost location if various are available), and being able to decompose users’ designs into 
executable code and control the execution and the temporization. Additionally, the proposed 
solution allows users to perform executions with a guaranteed Quality-of-Service (QoS). 

The rest of the paper is organized as follows. Section 2 analyzes the state of the art on task and 
process execution, delegation and transformation in CPS. Section 3 presents the proposal, 
including the reference architecture, the functional architecture and the required algorithms and 
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mathematical formalization. Section 4 explains the experimental validation and Section 5 
presents the results. Finally, Section 6 concludes the paper.                 

        

2. STATE OF THE ART ON PROCESS AND TASK EXECUTION, DELEGATION AND 
TRANSFORMATION IN CPS 

Traditional implementations of CPS try to relate physical and computational processes [23][9]. 
Thus, in these systems, computational processes are defined as state machines where transitions 
between states depend on the physical processes [15]. The system behavior in each state, as well 
as the transitions, is defined at very low level (fixing the actions performed for each device) so, 
typically, these systems act as closed systems only manipulated by technological experts. A 
possible generalization of this solution [7] not only considers physical processes, but also any 
other event which can trigger a transition (for example, an alarm). Even more general proposals, 
such as the named Elastic Systems [28], report the integration of people in those processes. In 
this solution, however, domain experts continue having problems to define their own processes 
as it is mandatory to know how the system works at very low level. 

In order to allow domain experts to define their own processes for CPS, more modern proposals 
have included the concept of “task” [34] instead of the state machines. A task represents a 
collection of actions to be performed in order to obtain a certain output. Relating the outputs and 
the inputs of the different tasks, a global process may be defined. A task can be described in 
many different abstraction levels, from human language to binary code. Thus, some proposals 
[42] describe a scheme where various translation (or transformation) engines (typically three 
cascaded elements) turn a high-level description of a process into a machine-level description to 
be executed by the underlying devices. 

Most usually employed transformation techniques nowadays are based on a set of 
transformation rules which are applied by a software agent [13]. In many cases, this agent takes 
the form of a compiler [3], sometimes implementing advanced solutions such as predictive 
compilation [10]. In the last years, besides, semantic solutions have been proposed and 
successfully deployed [43]. Finally, specific solutions are also available. For example, it may be 
found transformation engines for embedded microcontrollers [6]. 

Previously described proposals, however, present a limited usefulness, mainly because of two 
facts: first, metadata cannot be easily specified and, second, standard description languages are 
not developed enough. In order to address the lack of adequate process description languages 
(especially medium-level languages) several authors have tried to extend existing standard 
solutions such as BPMN [13][41] or BPEL [3][45]. Nevertheless, these proposals do not solve 
the problem, as no execution, transformation engine, or any other tool, is adapted or extended to 
these proposals. In respect to the metadata specification, temporization is probably the most 
important issue. In all previously mentioned works, temporization must be included (when 
possible) using complicated notations as it is not natively supported. Then, papers proposing 
various schedulers for CPS temporization control have been proposed [56][19]. However, the 
integration of these schedulers with the other elements is not clear at all. 

In order to address this problem, researchers on ad hoc wireless sensor networks (and on CPS) 
have proposed to describe tasks not as a collection of actions, but as a sequence of services 
which must be invoked [24][22]. Then, an orchestrator (or central execution engine) manages 
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the synchronization among the different services in order to obtain a coherent result [38]. Some 
proposals even describe management algorithms which adapt the evolution of the orchestration 
policies depending on the variable external physical processes [27]. These solutions allow 
specifying temporization conditions in a very easy way in the orchestrator, although other 
problems (such as the need of knowing the system behavior at very low level) remain.  

On the other hand, various works on CPS consider the idea of including not only services 
offered from the local physical platform, but also from the cloud [1] or from remote installation 
through the Internet [49] (named as Cyber-Physical Internet or Internet of CPS when connects 
various CPS). In all these works, however, the location of every service is stablished by default, 
and for every service only one location is available.  

In any case, if various locations where tasks might be executed are available, a task delegation 
algorithm must be implemented (in order to transfer tasks to the system in charge of executing 
them). In the simplest task delegation algorithm, the root agent turns on a certain secondary 
node when a task (or various tasks) is being delegated [11]. In this solution, each node works 
independently. The root node suppresses the task from its execution schedule when the task is 
delegated to his secondary node, which is programmed to perform this task. This solution is the 
simplest and easiest to implement and deploy; however, is a very rigid scheme which hardly 
adapts to changes in the platform. In a more advanced technique, nodes are software agents. 
These agents offer public methods to be invoked by other agents paying back the agreed “price” 
[31]. Using this platform, agents may delegate parts of the execution in a very efficient way. 
Nevertheless, problems such as object serialization or method publication have not been totally 
resolved. Finally, service-oriented solutions have been proposed. In these works, various 
platforms share information to discover the list of available services, and to order the platform 
to execute a certain task or collection of them [35]. In this case all the available technologies for 
distributed systems and cloud-computing may be used (serialization, coherence, etc.). To 
improve the dynamism of the service-oriented solutions they might be complemented with an 
algorithm to determine the most adequate location to execute the tasks (if various available) 
[16]. These algorithms are based on cost functions, whose parameters may vary dynamically.       

The objective of this paper is to go beyond the current technological state, proposing the first 
unified service-oriented process execution scheme, based on the emerging CPS. Our proposal 
considers a service-oriented solution, where various transformation engines allow users to 
describe processes in a very high abstraction level and, later, translate these designs into 
executable code. In order to employ standard modules and techniques, a well-known standard 
process description language such as YAWL [47] is used in our proposal. As a novelty, two 
different execution engines are considered, in order to interact with the cloud and the emerging 
Cyber-Physical Internet and, at the same time, wean the particularities of the physical devices 
and the high-level services. In our solution, a service may be offered in different locations and 
the most convenient location to execute it is selected dynamically. The task, then, could be 
delegated. Moreover, also as a novelty, together with every process description file, a metadata 
description file can be uploaded to the execution engines, contributing to control the 
temporization, the QoS and other parameters.     
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3. PROPOSED SOLUTION 

In this Section the technical solution is detailed. In the first subsection the reference and a 
general description of the solution are presented. And, in the second subsection, the technical 
proposal is described in detail.  

 

3.1 ARCHITECTURES, PREVIOUS CONFIGURATIONS, OVERVIEW OF THE PROPOSAL 

The main problem to address when designing a solution for process execution in CPS is the 
need of allowing users to describe processes in a high level of abstraction and, later, translate 
them into instructions compatible with devices.  

In order to address this problem, we are basing our solution in a reference architecture (see 
Figure 1) proposed by the National Institute of Standards and Technology (NIST) which 
represents a CPS as a stack of six abstraction levels [7]. 

 

 

 

 

 

    

 

Figure 1: Reference architecture for CPS 

In Figure 1, the first layer is dedicated to Business and user goals. That includes the process 
definition in a human understandable language and the definition of the objectives of the 
defined processes. In Global model, a global first executable representation of the processes 
must be obtained. In this layer each service must be located locally, in the cloud or in other 
Internet locations (the last two elements are known as Inter-system services), selecting the most 
convenient if available in various locations. Data analytics layer weans the higher layers from 
the physical devices’ low-level details. For that it implements technologies such as pattern 
recognition or knowledge extraction. Finally, Monitor and control systems layer is dedicated to 
manage the hardware devices represented by the Sensors and actuators layer. Physical systems 
layer refers to the environment which surrounds the CPS.  

Considering the division of the functionalities in a CPS proposed by the NIST (see Figure 1), a 
unified process execution scheme for CPS may be described as a sequence of five steps: process 
design, business execution, probabilistic execution, hardware access and hardware execution. 
Figure 2 presents a graphic representation for this “lifecycle”, identifying each step with the 
reference layer (Figure 1) which contains the functionalities employed to perform the actions 
included in the step.   

157



6 
 

The first step, process design, includes all actions to obtain executable process description. In 
this step prosumer users define their own processes in any domain language, including natural 
English and graphic methods. Besides, specialized instruments translate the description 
provided by prosumer users into a standard workflow description language, such as YAWL 
[56]. Finally, files containing metadata and an executable description of the process at business 
level (disaggregating the prosumer services into collections of business services) are generated.   

 

Figure 2: Lifecycle of a process in the proposed solution 

In the second step, business execution, most important actions in the system are performed. At 
this step the process execution is initiated and orchestrated. For each service it is calculated 
where to execute each service task, considering the available locations for each service, the cost, 
quality, and the user’s restrictions for each location (described in the metadata file). Tasks to be 
delegated are transmitted to the appropriate remote system using the delegation services. The 
description files of the tasks to be executed locally are translated into a production level 
description, considering the underlying hardware platform. Metadata are also transformed in the 
appropriate way. 

The third step, probabilistic execution, encapsulates all actions intended (1) to execute and 
orchestrate the processes at production level; and (2) to wean the hard definition of 
computational processes from the aleatory behavior of hardware. For example, sensors present 
an intrinsic error which must be taken into account; various measurements made in a row offer 
different values, etc. 

In the fourth step, hardware access, generic service invocations done by the execution engines 
are translated into the execution orders required by the underlying ad hoc network. In order to 
allow the inclusion of virtual devices [26] in the ad hoc network, at this step services may also 
be redirected to the cloud, if the service is not supported by real devices but virtual. 

Finally, in the fifth step, hardware execution, the execution actions are processed by underlying 
network of physical and virtual devices which are ad hoc connected [50]. Reports about the 
results are also generated. 
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3.2 DETAILED EXPLANATION OF THE PROPOSAL 

In this Section we are describing in detail the proposed solution, algorithms and data format 
employed in the first four steps showed in Figure 2: process design, business execution, 
probabilistic execution and hardware access. The last step (hardware execution) depends on the 
underlying ad hoc network, and contributing to this process is not the objective of this paper 
(Section 3.2.4 describes some details). 

3.2.1 Process design 

Figure 3 presents a detailed description of the functional components involved in the process 
design. At this step, processes and tasks are based on prosumer services. These services are 
obtained as a composition of business services (see Section 3.2.2), cloud services and Internet 
services (which are business services provided by remote CPS). Prosumer services are described 
in a high level and are human-understandable, in order to allow prosumer users to define their 
own processes. The catalogue of available prosumer services is maintained in the prosumer 
services repository. Apart from the list of services no additional information is required to be 
included in this repository. Methods to calculate and maintain this catalogue of available 
services are very varied [30]: manual, automatic [8], based on sematic technologies, on 
messaging, etc. Any of them is valid and applicable to our proposal, which is independent from 
the system configuration. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Detailed functional architecture for process design 

Once, information about the prosumer services is available in the corresponding repository, and 
using the tools provided in the domain expert environment, prosumer users may design their 
own processes to be executed in the CPS as a logical sequence (or workflow) of prosumer 
services.  
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Table 1: Default information for mandatory metadata 

Metadata Default information 

Temporization 

The process execution starts immediately 
(when the user applies for it), it is executed 
only once and each task is executed only once 
too. 

Execution restrictions Every task can be executed in any location 
(cloud, Internet or local) 

Required QoS No guaranteed Quality-of-Service is required 
  

 

 

 

 

 

 

 

 

Figure 4: Domain-dependent process description (a) Textual using PSL (b) Graphic using 
YAWL 

In order to create a process, prosumer users are provided with two different tools: a textual 
editor and a graphic editor. Using the textual editor, users can describe processes employing the 
most adequate domain language; such as the Process Specification Language (PSL) [33] in 
manufacturing scenarios or, even, plain English if preferred. Figure 4(a) presents an example of 
the output of the textual editor. As can be seen, metadata must be also included in that 
description. Many parameters can be included as metadata, however, information about three 
topics is considered mandatory: temporization, execution restrictions and required QoS. 
Prosumer users may indicate information about these topics in a high-level of abstraction, being 
later translated into different parameters at different levels (business, production, etc.). If no 

(define-parameter 

   :variable ?start_hour 

   :value (?Calendar.HOUR_OF_DAY) 

) 

(define-parameter 

   :variable ?process-repetitions 

   :value 3 

) 

(define-parameter 

   :variable ?start_hour_prosumerTask#2 

   :value (?Calendar.HOUR_OF_DAY) 

) 

/* Other temporization metadata */ 

(define-parameter 

   :variable ?execution-restriction-prosumerTask#4 

   :value (?URI.local) 

) 

/* Other quality or execution restrictions metadata */ 

 

/* Auxiliary variables */ 

(define-activity-role 

   :id ProsumerTask#1 

   :name prosumerService.one 

   :successors 2 

   :preconditions (AND InputCondition) 

   :postconditions 

      (ProsumerCondition#1 OR  ProsumerCondition#2) 

) 

/* Other task definitions */ 

 (define-activity-role 

   :id ProsumerTask#5 

   :name prosumerService.five 

   :successors 0 

   :preconditions (AND ProsumerTask#5 (endof)) 

   :postconditions (XOR OutputCondition) 

) 

 

 

160



9 
 

information for these topics is included, some information is aggregated by default (see Table 
1). 

Although textual editor enables users to employ their domain language, prosumer environments 
are commonly based on graphic design. Using the graphic editor, users may create processes 
based on the available prosumer services without knowing any domain description language. 
Technologies such as YAWL (which we are employing) or BPMN can be employed at this 
point. Figure 4(b) presents the output of the graphic editor for the same process described in 
Figure 4(a). In this case, metadata are introduced in the system using the same graphic interface, 
although this information is not presented in the process representation. 

In the process descriptions provided by users, tasks are completely executed by invoking only 
one prosumer service for each task. Thus, using the YAWL terminology, in those description 
files tasks are considered as atomic, as no secondary decomposition (labeled with the tag 
NetFactsType in YAWL) for the tasks is explicitly included in the file, see Figure 4, although 
prosumer services could be decomposed into various business services. Graphically, that is 
indicated in Figure 4(b) by employing a simple square for representing tasks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Prosumer process description 

Once the process is completely described, it is translated into a new workflow description 
language by a domain interpreter. The domain interpreter generates a process description at 
prosumer level (including metadata) which depends neither on the technological domain nor on 
the underlying hardware platform. At this level, process is still described using prosumer 
services. Any executable language such as BPEL or IPM–PDL [58] can be used. In our case we 
are employing the XML-based version of YAWL. Figure 5 presents the output of the domain 
interpreter.      

<!- - XML  YAWL header - -> 

<decomposition id="ProsumerProcess" isRootNet="true" xsi:type="NetFactsType"> 

        <!- - Other local variables declaration (metadata) - -> 

      <localVariable> 

        <index>1</index> 

        <name> process-repetitions </name> 

        <type>Integer</type> 

        <namespace>http://www.w3.org/2001/XMLSchema</namespace> 

         <initialValue>3</initialValue> 

      </localVariable> 

      <!- - Other local variables declaration (metadata) and auxiliary variables- -> 

      <processControlElements> 

           <!- - Other task or condition declarations - -> 

           <task id="ProsumerTask1"> 

                 <name>ProsumerTask#1</name> 

                 <flowsInto> 

                     <nextElementRef id="ProsumerCondition2" /> 

                      <predicate>condition = ‘true’</predicate> 

                 </flowsInto> 

                 <!- - Other elements connected to  ProsumerTask#1 - -> 

                 <join code="and" /> 

                <split code="or" /> 

                <decomposesTo id="xml_prosumer_task_one" /> 

          </task> 

         <!- - Other task or condition declarations - -> 

      </processControlElements> 

</decomposition> 

 

<decomposition id=" xml_prosumer_task_one " xsi:type=" NetFactsType "> 

      <processControlElements> 

          <inputCondition id="InputCondition_task_one"> 

                <!- - InputCondition description - -> 

            </inputCondition> 

            <task id=" AtomicProsumerTask1"> 

                <name> AtomicProsumerTask#1</name> 

                <flowsInto> 

                     <nextElementRef id="OutputCondition_task_one" /> 

                 </flowsInto> 

                <!- - Split and join description  - -> 

                 <!- - Resourcing description  - -> 

                 <mapping> 

                      <expression query = prosumerService.one()/> 

                       <!- - Other mapping statements (auxiliary variables)  - -> 

                 </mapping> 

                <decomposesTo id=" service1" /> 

        </task>   

       <!- - OutputCondition declaration - ->       

      </processControlElements> 

</decomposition> 

<!- - Other composite task decomposition (NetFactsType) - -> 

<decomposition id=" service1" xsi:type="WebServiceGatewayFactsType"> 

        <!- - Auxiliary variables - -> 

 </decomposition> 

<!- - Other atomic task decomposition (WebServiceGatewayFactsType) - -> 

<!- - XML  YAWL footer - -> 
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As can be seen in Figure 5, the obtained process description from the domain interpreter   
includes a secondary decomposition for each task in the process, then in those description files 
tasks are described as composite tasks (in YAWL terminology). However, in practice, these 
tasks remain atomic because, as can be seen, secondary decompositions only include one task, 
which is completely executed invoking one prosumer service. This “artificial” way of 
representing tasks is intended to simplify following steps in the process execution. In fact, in 
business execution, general tasks are not truly executed but delegated. Moreover, most 
delegation services in CPS cannot receive or execute a description file containing an isolated 
task, and it must be included in a complete workflow. As a solution, domain interpreter 
generates a workflow of composite tasks, where each task is composed by a workflow with only 
one task (see Figure 5 and Figure 6). Thus, in order to delegate a task, it is only necessary to 
send the corresponding decomposition (together with the metadata) to the target CPS.       

In Figure 5, additionally, decompositions with the label WebServiceGatewayFactsType may be 
found. These statements are mandatory in YAWL in the case of invoking external services to 
the YAWL execution environment in order to execute tasks. In fact, in our case services are 
placed in the cloud, Internet or provided from an ad hoc network. They contain information 
about the input and output variables involved in the service execution. Nevertheless, this type of 
decompositions is not considered when analyzing whether tasks are atomic or composite in a 
certain description file.   

 

 

 

 

 

 

 

Figure 6: Prosumer process description 

The file generated by the domain interpreter is stored in the domain expert environment until 
users decide to upload it to the execution system. The first element in the execution system is 
the first semi-automatic transformation engine which offers an asynchronous invocation API to 
the domain expert environment. Although many invocation APIs could be used (SOAP, for 
example), in this case we have selected a REST-based interface. Thus, users may perform four 
different actions. Table 2 describes those four possibilities. 

Generally, the first semi-automatic transformation engine transforms the prosumer platform-
independent process description generated by the domain interpreter into two different files: a 
business platform-independent process description and a metadata description file at business 
level. Process description language employed at business level may be the same employed at 
prosumer level or different. In our case we are maintaining YAWL as description language. At 
this point, processes are described using business services instead of prosumer services.  
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Table 2: Operation of the REST interface in the first transformation engine 

Action                      
(HTTP operation) 

Required Input Expected Output Explanation 

PUT 

Process and 
metadata 
description 
document 

Unique 
identification of 
the process 

The process is uploaded to the 
execution system (transformed and 
stored in the business execution). It 
will be never executed if users do not 
activate the process. 

POST 

Process and 
metadata 
description 
document 

Unique 
identification of 
the process and 
XML report about 
the execution 
results 

The process is uploaded to the 
execution system (transformed and 
stored in the business execution) and 
executed (at the moment indicated in 
the metadata) 

GET 
Unique 
identification of the 
process 

XML report about 
the execution 
results 

The process corresponding to the 
provided identification is executed at 
the moment indicated in the metadata. 

REMOVE 
Unique 
identification of the 
process 

Acknowledgement 

The process corresponding to the 
provided identification is removed 
from the execution system (business 
engine) 

 

In the literature, many different technologies to implement transformation engines may be 
found. Holistic methodologies such as the “Business Implementation Methodology” (BIM) [59] 
have been reported to be efficient and successful. The implementation of process model 
transformation engines is not the objective of this paper, but a brief description is provided. 
Detailed descriptions about these solutions are available in the state-of-the-art [60]. In fact, as 
part of the transformation engines, in order to translate processes from a very high abstraction 
level into executable code we provide a mapping between processes and software components. 
Based on MDA (Model Driven Architecture) principles we establish correlations between states 
in initial business process definition language and the states of the PIM (Platform Independent 
Model) and the PSM (Platform Specific Model) defined in MDA. A business process model at 
the PIM level, ready to be transformed into lower level process description language, is then 
established. The transformation process is completed by mapping platform-independent 
elements of the business process model into platform specific ones. 

In respect to metadata, any of the available description languages may be used (EML, XML, 
ISO19506, etc.). However, two facts should be considered. First, prosumer users can include 
new and unforeseen metadata and, second, at business execution some tasks (and the 
corresponding metadata) might be delegated to external services (such as bank services) which 
have not agreed on a common document structure for describing metadata. Thus, in this 
proposal, we used the Resource Description Framework (RDF) in order to describe metadata. 
Figure 7 presents both description files for the process presented previously in Figure 4 and 
Figure 5.  

As can be seen, the ProsumerTask#1 and ProsumerTask#3 tasks have been disaggregated into 
two workflows involving various additional tasks (i.e. additional services) in order to create the 
process description at business level. Besides, metadata information has been removed from the 
process description document. However, in general the structure of the description document is 
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the same. Tasks continue being described as composite tasks (indicated by the double square, 
see Figure 7(c)), and the only difference is the use of business services instead of the prosumer 
services. Differences could be more if different languages were employed.  

Much more interesting, however, is the metadata RDF description document. As can be seen, 
firstly, the metadata related to the entire process are listed: start time, global quality or the 
number of times the process must be executed. Later, for each task at business level, some 
additional metadata are also included. In general, for example, quality parameters present (at 
this level) the structure cited in Section 3.1. In that way, task delegation becomes easier: it is 
only necessary to transmit to the target CPS the decomposition and metadata associated with the 
task. 

 

 

   

 

 

 

 

 

 

 

 

 

 

 

Figure 7: (a) XML business process description (b) Business metadata description (c) Graphic 
representation of the business process description 

 

<!- - XML  YAWL header - -> 

<decomposition id="BusinessProcess" isRootNet="true" xsi:type="NetFactsType"> 

        <!- - Auxiliary variables declaration - -> 

      <processControlElements> 

           <!- - Other task or condition declarations - -> 

           <task id="BusinessTask1a"> 

                 <name>BusinessTask#1a</name> 

                  <!- - Other description statements - -> 

                 <decomposesTo id="xml_business_task_oneA" /> 

          </task> 

          <!- - Other task or condition declarations - -> 

      </processControlElements> 

</decomposition> 

<decomposition id=" xml_prosumer_task_one " xsi:type=" NetFactsType "> 

    <processControlElements> 

            <!- - InputCondition declaration - -> 

           <task id=" AtomicBusinessTask1"> 

             <!- - Other description statements - -> 

               <mapping> 

                     <expression query = businessService.oneA ()/> 

                     <!- - Other mapping statements (auxiliary variables)  - -> 

                </mapping> 

                <decomposesTo id=" service1" /> 

           </task> 

           <!- - OutputCondition declaration - -> 

    </processControlElements> 

</decomposition> 

<!- - Other composite task decomposition (NetFactsType) - -> 

<!- - Atomic task decomposition (WebServiceGatewayFactsType) - -> 

<!- - XML  YAWL footer - -> 

 

 

<rdf:RDF 
      <!- - RDF document header - -> 

     <rdf:Description rdf:about="BusinessProcess"> 
          <quality:responseTime>12</ quality:responseTime > 
          <quality:jitter>3</ quality:jitter > 
          <!- - Other predicates about QoS - -> 

          <temp:executionTimes>3</ temp:executionTimes > 
          <!- - Other predicates about temporization - -> 

          <!- - Other predicates about execution restrictions - -> 

     </rdf:Description> 
    <!- - Metadata description about other tasks - -> 

   <rdf:Description rdf:about="BusinessTask#2"> 
         <!- - Other predicates about QoS - -> 

          <temp:timer> HOUR_OF_DAY </ temp:timer > 
          <!- - Other predicates about temporization - -> 

          <exec:location> local </ exec:location > 
          <!- - Other predicates about execution restrictions - -> 

     </rdf:Description> 
    <!- - Metadata description about other tasks - -> 
</rdf:RDF> 
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Although the first semi-automatic transformation engine offers four different services to 
prosumer users (see Table 2), it does not store, manage or execute any process. In fact, most of 
these functionalities are provided by the business execution engine. Table 3 describes the 
behavior of the transformation engine.  

Table 3: Transformation engine behavior  

Action  (HTTP operation) Explanation 

PUT 
The received process description is translated and 
sent to the business execution engine to be stored.  

POST 
The received process description is translated and 
sent to the business execution engine to be stored 
and executed if possible. 

GET 
Redirects the information to the business engine in 
order to initiate the execution of the corresponding 
process 

REMOVE 
Redirects the information to the business engine in 
order to remove the corresponding process 

 

The transformation engine also generates the prosumer results reports (in this case using XML 
language) which are showed to users in the result presentation module. These reports are 
obtained by composing the business results reports by means of a kind of the “inverse 
algorithm” of the transformation algorithm. Figure 8 shows a possible results report about the 
process in Figure 7.  

  

 

 

 

 

 

Figure 8: Results reports at prosumer level 

As final idea, many technologies can be used for implementing the transformation engine. 
Compilers technologies [5], sematic solutions [43] or specific technologies for descriptions 
refactoring [55] are valid. 

 

3.2.2 Business execution 

This second step concentrates most of the contributions of this work. Figure 9 shows a detailed 
functional architecture including the components involved in the business execution.  In this 
step, business services are considered. These medium-level services are compositions of 
production services (see Section 3.2.3), focused on describing functionalities in a platform-

<results  id="BusinessProcess"> 

       <localVariable> 

          <name>variable1</name> 

           <value>23</value> 

      </localVariable> 

      <!- - Other local variables - -> 

      <task id = “ProsumerTask1”> 

          <complete>true</complete> 

          <!- - Other reports - -> 

      </task> 

      <!- - Other task results  - -> 

</results> 
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independent way, which helps tasks and processes to be delegated to external CPS. The 
corresponding repository, the business services repository, stores the catalogue of available 
services in the platform. It is the most important repository, and (besides the basic information 
about services) it must include (for each service) additional information about the execution cost 
and the guaranteed QoS. In particular, we are assuming this information is provided in the most 
typical way in CPS [33]: the cost is expressed as an integer, and the QoS is represented by a 
vector of integer values [52]defining each value a quality parameter (availability, jitter, etc.). 
Finally, two more remote repositories (not included in Figure 9) must be available: the 
repository of cloud services and the repository of Internet Services. These two repositories must 
present the same information of the business repository, but are managed by third-party entities, 
so they are not part of the proposed system. These repositories could be consulted through the 
inter-system services API.        

 

Figure 9: Detailed functional architecture for business execution 

 

As we explained in Table 3, it is the business execution engine the entity which actually 
maintains and executes processes. This engine receives the output from the first semi-automatic 
transformation engine (the YAWL description at business level and the RDF document) and 
acts depending on the invoked HTTP operation and the information provided in the metadata. 
This engine presents towards the first transformation engine an asynchronous invocation API 
(REST-based in this case) whose behavior is exactly described in Table 2. In this case, all the 
described actions are in fact performed by the engine. 

In order to perform all those functions, business execution engine is made up of various 
functional components. Figure 10 presents that structure. 
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Figure 10: Functional architecture for the business execution engine 

Operations invoked by users are received by the scheduler, which assigns the unique 
identification to the process and stores both documents (process and metadata description) in the 
process repository.  If a GET or REMOVE operation is ordered, the corresponding actions are 
also performed. If a certain process gets active (because a GET or POST operation is executed), 
the scheduler loads the temporization metadata about the whole workflow. Then, when the start 
time conditions are reached the scheduler loads the process and metadata description documents 
into the analysis module. 

The analysis module parses the process description document and locates the first-order 
business synchronization points. First-order business synchronization points are placed on the 
workflow knots (points where more than two elements are connected). The InputCondition and 
the OutputCondition are always also first-order business synchronization points. The sequence 
of elements (tasks and conditions) which connect two knots is a branch. One element is never 
shared by various branches. Figure 11 represents the branches and the first-order business 
synchronization points of process on Figure 7(c).  

 

Figure 11: First-order business synchronization points and branches in a workflow 
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Considering the document structure showed in Figure 7(a), Algorithm 1 presents a solution to 
calculate the first-order business synchronization points of a workflow. At these points, at least, 
the execution will be stopped in order to evaluate the execution evolution. Moreover, in knots 
where various branches finish, the engine also synchronizes the different flows; waiting for 
some or all of them in OR-joins and AND-joins, or discarding all of them except the first in 
XOR-joins. It is important to note that Algorithm 1 includes references to XML fields that are 
only employed in YAWL workflow descriptions (see Figure 7(a)). Therefore, if other 
description language is employed, the names of these field should be replaced to which are used 
in the corresponding language. 

Algorithm 1 Synchronization points calculation 
Input: XML-YAWL process description document  
Output: List of synchronization points pointsList 
Create a new XML parser called parser 
Invoke the parsing method of parser with the YAWL document      
Create a new object XMLDocument  doc 
Assign doc to the XMLDocument object in parser  
Create a list of nodes nodeList 
Assign nodeList to a list containing all the elements under the tags “task” and “condition” in the 
document doc  
Create a new list of nodes pointsList  
for each node in nodeList do 
    Obtain a list childList containing all the children of node with the tag “flowsInto” 
     if childList contains at least two elements then 
         Create a boolean variable poinExists equal to false 
         for each nodePoint  in pointsList do 
               Obtain a list childPointList of all the children of nodePoint with the tag “joinElement”      
               if childPointList and childList contain the same elements then  
                    Add to nodePoint a new child with the tag “splitElement” about the root element           
                    in node 
                   Assign pointExists to true      
                   Update pointsList with the new nodePoint   
               end if 
         end for 
        if pointExists is false then 
               Create a new node nodePoint   
               Add to nodePoint a new child with the tag “splitElement” about the root element           
                in node 
                Add to nodePoint a collection of new children with the tag “joinElement” about  
                the elements in childList 
               Add nodePoint to pointsList    
       end if 
end for 
 

When all first-order business synchronization points have been calculated, the workflow is 
divided into branches. Algorithm 2 describes a method to perform this action.  

Once all first-order business synchronization points and branches on the workflow have been 
located, the analysis results and the process and metadata descriptions are transmitted to the 
orchestration module. The orchestration module executes the process branch-by-branch. 
However, if in some synchronization point various branches are born (typically in AND-splits 
or OR-splits where various conditions become true), then these branches are executed in 
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parallel. For example, in Figure 11 branches BRANCH#2 and BRANCH#3 (probably together 
with BRANCH#4 and BRANCH#5) will be executed in parallel. 

Algorithm 2 Branches calculation 
Input: XML-YAWL process description document and List of synchronization points  
            pointsList 
Output: List of synchronization branches branchesList 
Create a new XML parser called parser 
Invoke the parsing method of parser with the YAWL document      
Create a new object XMLDocument  doc 
Assign doc to the XMLDocument object in parser  
Create a new lists of nodes branchesList 
Create a list of nodes joinNodes equal to all elements in pointsList with the tag “joinElement” 
Assign the node inputNode to the node with tag “InputCondition” in doc 
Obtain the list childrenInput of all children of inputNode with tag “flowInto”  
for each node in childrenInput do 
      Create a boolean variable brancheComplete equal to false 
      Create a node nextNode equal to node 
      Create a new node branchNode 
      while brancheComplete is false do 
            Add to branchNode the element nextNode with the same tag it presents in doc    
            if nextNode  is in joinNodes then 
                 Assign brancheComplete to true 
                 Add branchNode to the list branchesList 
            else 
                 Obtain the child nextChild of nextNode in doc with the tag “flowInto” 
                Assign nextNode to nextChild 
            end if 
      end while 
end for 
for each nodePoint in pointsList do 
     Obtain a list childPointList of all the children of nodePoint with the tag “joinElement” 
      for each childPoint  in childPointList  do 
          Create a boolean variable brancheComplete equal to false 
          Create a node nextNode equal to childPoint 
          Create a new node branchNode 
          while brancheComplete is false do 
                 Add to branchNode the element nextNode with the same tag it presents in doc    
                 if nextNode  is in joinNodes then 
                      Assign brancheComplete to true 
                      Add branchNode to the list branchesList 
                 else 
                       Obtain the child nextChild of nextNode in doc with the tag “flowInto” 
                       Assign nextNode  to nextChild 
                 end if 
          end while 
      end for 
end for 
 

The orchestration module may delegate the entire branch, execute it in the cloud or execute it 
locally. Additionally, second-order business synchronization points could be added and, then, 
each task or collection or tasks would be executed in a different location. In general, several of 
these options would be available. Then, a decision algorithm is required. This algorithm is based 
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on mandatory metadata (QoS and execution restrictions) about the tasks which compose the 
branch and information about the cost of executing the services in each available location. In 
particular, a hierarchy of requirements is proposed: 

1. Execution restrictions indicated by users: If any task must be executed or cannot be 
executed in a certain location, all the possibilities including the forbidden options 
will be discarded.   

2. Quality-of-Service: For each task (i.e. business service) only the locations which 
guarantee a higher quality than the one demanded by users will be considered.   

3. Execution cost: Finally, if various possibilities remain adequate, the one which 
presents the lowest execution cost will be selected. 

Execution restrictions indicated by users may be directly used as a first filter. For example, in 
Figure 7(b) it is indicated that BusinessTask#2 must be executed on the local ad hoc network. 
However, both other two criteria (QoS and execution cost) require a study about how to perform 
the selection. 

As we said, information about the QoS is stored for each business service in the appropriate 
repository (local business service repository or remote repositories for cloud or Internet 
services). This information is presented as an 𝑛𝑘-dimensional vector of integer values (1), 
indicating the value of a collection of quality parameters (availability, response time, etc.).   

𝑄𝑜𝑆𝑜𝑓𝑓𝑒𝑟 =  (𝛼1, 𝛼2, … , 𝛼𝑛𝑘
 )                  (1) 

It must be noted that 𝑘 parameter is an index to indicate the particular business service we are 
referring to. In general, the value of 𝑛 parameter depends on the considered service (thus, for a 
particular one the value would be 𝑛𝑘). Moreover, the particular parameters selected for 
indicating the guaranteed QoS also depends on the service, location, etc. 

On the other hand, from the metadata description document (RDF document) it is possible to 
deduct also a collection of quality parameters for each task (i.e. business service), as said in (2). 

𝑄𝑜𝑆𝑟𝑒𝑞𝑢𝑒𝑠𝑡 =  (𝛽1, 𝛽2, … , 𝛽𝑚𝑘
 )                  (2) 

As in the previous case, for each task the indicated quality parameters may not be the same, and 
the dimension of the vector 𝑄𝑜𝑆𝑟𝑒𝑞𝑢𝑒𝑠𝑡 can also vary (thus, for a particular one the value would 
be 𝑚𝑘).  

In those conditions, a location 𝐿 offers for a certain service 𝑘 a guaranteed QoS higher than 
which required by users if the relation (3) is verified. 

∑ 𝜌𝑖𝛽𝑖

𝑚𝑘

𝑖=1

  <    ∑ 𝜇𝑗
𝐿𝛼𝑗

𝐿

𝑛𝑘

𝑗=1

 

Where 𝜌𝑖 is the relative weight associated with the i-th quality parameter 𝛽𝑖 included in the RDF 
document in relation to the service 𝑘. Besides, 𝜇𝑗

𝐿  is the relative weight associated with the j-th 
quality parameter 𝛼𝑗

𝐿, associated to the service 𝑘 when executed in the location 𝐿. Relative 
weights are very important as they allow giving more relevance to some parameters than others. 
For example, to ensure that no service with a certain QoS parameter 𝛼𝑗

𝐿 below a hard limit 
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𝛽𝑖 indicated in the RFD document is invoked, the weight of this parameter must be more than 
50% of the total combined QoS.  

As an additional requirement, in order to obtain comparable results, it must be fulfilled that 
∑ 𝜌𝑖

𝑚𝑘
𝑖=1  = ∑ 𝜇𝑗

𝐿𝑛𝑘
𝑗=1  . 

Once all the available and adequate locations for each task have been obtained, various options 
in order to execute the branch are, in general, possible. It must be taken into account that for a 
branch including a total amount of 𝑒 elements, the total possible execution schemes is 3𝑒 (as 
three different locations are possible). Then, it is selected the execution scheme with the lowest 
cost.  

Algorithm 3 Execution scheme selection 
Input: List of elements (task or conditions) elementList which are included in the branch  
Output: List of locations locationsList 
Create a new list of URI locationsList 
Create a new list of URI locations = {local, Internet, cloud} 
Create a integer variable numLocations equal to the number of elements in locations 
Create a new list of list of URI possibleLocations 
Create three integers i, j, k and counter equal to zero 
Create an integer numElements equal to the number of elements in elementList 
Create a HashMap <List of locations, Integer>  map 
while i  < numElements  do 
    counter and j are equal to zero 
    while j < numLocations  do 
        Assign k to zero 
        while  k < 𝑛𝑢𝑚𝐿𝑜𝑐𝑎𝑡𝑖𝑜𝑛𝑠𝑖  do 
               Assign the i-th position of the k-th list in possibleLocations to the j-th element in  
               locations   
               Increment k and counter in one unit 
          end while 
          Increment j in one unit 
          if counter < 𝑛𝑢𝑚𝐿𝑜𝑐𝑎𝑡𝑖𝑜𝑛𝑠𝑛𝑢𝑚𝐸𝑙𝑒𝑚𝑒𝑛𝑡𝑠 and j >=  numLocations then 
            Assign  j to zero 
          end if 
     end while 
     Increment i in one unit 
end while 
for each scheme in possibleLocations do 
    while i < numElements do 
           Obtain the i-th element in scheme, and store the value in the variable location 
           Read de metadata document and determine if location is a valid location for the i-th task  
           in the branch 
           Look for the service invoked in the i-th task in the service repository of location 
           if location is not valid or the service is not available in location then 
                Remove scheme from possibleLocations 
           else 
                 Obtain the quality parameters (𝛼1, 𝛼2, … , 𝛼𝑛𝑘

 ) about the i-th task in the repository  
                 of location 
                 Obtain the quality parameters (𝛽1, 𝛽2, … , 𝛽𝑚𝑘

 ) about the i-th task in the metadata  
                 document 
                 if   ∑ 𝜌𝑟𝛽𝑟

𝑚𝑘
𝑟=1 >   ∑ 𝜇𝑗

𝐿𝛼𝑗
𝐿𝑛𝑘

𝑗=1  then 
                      Remove scheme from possibleLocations 
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                 else 
                      Increment i in one unit 
                 end if 
           end if 
    end while 
     if possibleLocations contains scheme then 
         Create a URI variable oldLocation 
         Create an integer variable numPoints 
         while i < numElements do      
               Obtain the i-th element in scheme, and store the value in the variable location 
               Obtain the hardware cost of executing the i-th task in the branch in the corresponding  
               repository of location and store the value in 𝜂𝑖

𝐿𝑖 
               if oldLocation is different from location then 
                     Increment numPoints in one unit 
               end if 
               Assign oldLocation to location 
               Increment i in one unit 
         end while 
         Obtain the total cost of the scheme as ∑ 𝜂𝑖

𝐿𝑖𝑛𝑢𝑚𝐸𝑙𝑒𝑚𝑒𝑛𝑡𝑠
𝑖=1 +  𝑛𝑢𝑚𝑃𝑜𝑖𝑛𝑡𝑠2  

         Add to map a new entry (scheme, total cost) 
     end if 
end for 
Assign locationsList to the list of locations in map associated with the lowest cost 
 

In general, the execution cost is obtained as the addition of two quantities. First, the hardware 
cost of executing a certain service 𝑘 in a certain location 𝐿, 𝜂𝑘

𝐿. And, second, the cost of the 
orchestration actions 𝛿. This second quantity depends on the number of second-order 
synchronization points introduced, i.e. the number of fragments into which the entire branch is 
divided. Thus, the total execution cost for a certain execution scheme 𝑠 is obtained as (4). 
Briefly, this expression adds the hardware cost of executing each service in the selected location 
𝐿𝑖, up to a total of 𝜏 services that compose the branch under study, and later adds the 
orchestration cost, which is a function of the selected scheme.      

𝑐𝑠 =  ∑ 𝜂𝑖
𝐿𝑖

𝜏

𝑖=1

+ 𝛿𝑠 =  ∑ 𝜂𝑖
𝐿𝑖

𝜏

𝑖=1

+ 𝑓(𝑠) 

The values of 𝜂𝑖
𝐿𝑖 are provided in the service repositories together with the quality information, 

and function 𝑓(𝑠) may be defined as desired. In our case, we are proposing a quadratic cost 
function (5). Where 𝑝𝑠 is the number of second-order business synchronization points in the 
scheme 𝑠. As execution costs 𝜂𝑖

𝐿𝑖, which are dimensionless values, usually normalized,  𝑓(𝑠) 
does not have any unit. It is only an indicator of the orchestration cost. Typical orchestration 
algorithms present a complexity of 𝑛2 with the number of elements to manage. In our scenario, 
elements to manage are the parts in which a branch is divided, an amount that corresponds to 
the number of orchestration points. Therefore a quadratic function may be used to represent the 
computational cost of orchestrating a branch with 𝑝𝑠orchestration points. 

𝑓(𝑠) =  𝑝𝑠
2                 (5) 

Finally, Algorithm 3 describes the decision algorithm which allows selecting the most adequate 
execution scheme. This algorithm calculates all the possible execution schemes, and, later, 
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discards every scheme which is forbidden by users, does not fulfill the quality requirements, or 
involves executing a service in a non-available location. In the last step, the scheme with the 
lowest execution cost is selected.  

Mathematically, Algorithm 3 solves a graph problem (see Figure 12). Figure 12 represents the 
equivalent graph problem of calculating the execution scheme for a branch with three elements 
(tasks or conditions). The problem consists of finding the path between the initial node and the 
final node with the lowest cost. In expression (4), the total cost of moving among the nodes for 
the lowest cost path has been expressed as the cost function 𝑓(𝑠), however, if desired, it is also 
possible to associate a different cost for each path between each couple of nodes (see Figure 12) 
and substitute the cost function for the expression (6). 

∑ Ψ𝑖
𝐿𝑖−𝐿𝑖+1

𝜏

𝑖=1

 

 

Figure 12: Equivalent graph problem for a branch of three elements. For representation 

purposes, subscripts have been reordered, consider that 𝜂𝑖
𝐿𝑖 = 𝜂(𝑖, 𝐿𝑖) 

When the most adequate execution scheme for each branch is selected, then, information about 
the elements (tasks and conditions) which compose the branch is extracted from the process 
description document and from the metadata description document. At this point, RDF 
technology and the use of composite tasks in the YAWL description simplifies the processing 
activities.   
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Figure 13: Workflow creation process in the business engine 

This information is transmitted to the workflow creation module, which elaborates a new (or 
various) complete process description and metadata description documents related to the branch 
to be executed. In general, it creates a new workflow at business level with the tasks between 
every couple of second-order business synchronization points (see Figure 13). The output of this 
module is a collection of YAWL descriptions (using now atomic tasks) and a collection of 
metadata descriptions which can be finally delegated or executed (see Figure 14). As a novelty, 
the module could add some additional metadata, for example, about the expected precision in 
the probabilistic execution. Moreover, information about QoS and execution restrictions can be 
removed. 

 

 

 

 

 

 

 

 

 

 

 

 

<!- - XML  YAWL header - -> 

<decomposition id="BusinessProcessBRANCH#6" isRootNet="true" xsi:type="NetFactsType"> 

        <!- - Auxiliary variables declaration - -> 

      <processControlElements> 

           <!- - Other task or condition declarations - -> 

           <task id="BusinessTask4"> 

                 <name>BusinessTask#4</name> 

                <!- - Other description statements - -> 

               <mapping> 

                     <expression query = businessService.four ()/> 

                     <!- - Other mapping statements (auxiliary variables)  - -> 

                </mapping> 

                <decomposesTo id=" service4" /> 

          </task> 

          <!- - Other task or condition declarations - -> 

      </processControlElements> 

</decomposition> 

<decomposition id=" service4" xsi:type="WebServiceGatewayFactsType"> 

        <!- - Auxiliary variables - -> 

 </decomposition> 

<!- - Other task decomposition (WebServiceGatewayFactsType) - -> 

<!- - XML  YAWL footer - -> 

 

 

<rdf:RDF 
      <!- - RDF document header - -> 

     <rdf:Description rdf:about="BusinessProcesBRANCH#6s"> 
          <temp:startTime>HOUR_OF_DAY </ temp:startTime > 

          <!- - Other predicates about temporization - -> 

          <probab:precision>0.01</ probab:precision > 

          <!- - Other predicates about the probabilistic execution - -> 

     </rdf:Description> 
    <!- - Metadata description about other tasks - -> 

   <rdf:Description rdf:about="BusinessTask#4"> 
         <temp:startTime>HOUR_OF_DAY </ temp:startTime > 

          <!- - Other predicates about temporization - -> 

         <probab:statFunc>Medium</ probab:statFunc > 

          <!- - Other predicates about the probabilistic execution - -> 

     </rdf:Description> 
    <!- - Metadata description about other tasks - -> 
</rdf:RDF> 
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Figure 14: Output of the workflow creation module for the BRANCH#6 of Figure 11 

 

Four different actions can be taken by the business engine at this point. If a workflow must be 
executed locally, the corresponding process and metadata description is sent through the 
delegation interface. In another case, the workflow must be delegated to a remote CPS (using 
the appropriate interface). More complex is the execution of services in the cloud. Sometimes, 
cloud services are CPS-oriented, and then the process description and metadata description may 
be sent through the appropriate interface as the previous cases. However, other times, cloud 
services are not CPS-oriented, and the process and metadata description cannot be directly sent. 
In those cases, process description is sent to an internal YAWL engine (connected to the cloud) 
which executes the process at business level and requests the cloud services using ordinary 
techniques [46].  

Tasks which are delegated to cloud or Internet services will be executed in those systems and 
only results report will return. In the case of tasks to be executed locally, the execution 
continues. 

As showed in Figure 9, process descriptions at business level for tasks to be executed locally are 
translated into platform-dependent language by a second semi-automatic transformation engine. 
This engine presents a behavior identical to the first transformation engine, including the same 
interface explained in Table 2 and Table 3. In this transformation process, platform-independent 
descriptions are transformed in platform-optimized descriptions (see Figure 15). Basically, 
although a second language could be used if necessary, business services are replaced by 
production services. In our case, we are maintaining YAWL as description language.      

 

Figure 15: Workflow at production level for the BRANCH#6 on Figure 11 

In respect to metadata, they are also transformed into production level. At this level, all 
metadata must be referred to a particular characteristic of the underlying ad hoc network. For 
example, if the ad hoc network contains temperature sensors, the maximum admissible error in 
temperature should be added as metadata. This kind of information will be very important for 
the probabilistic execution.  

In this first work, three metadata about probabilistic execution are considered. First, the 
maximum admitted error in measures. Second, the number of realizations required for each 
measure. And third, the statistic function that is applied to the realizations in order to obtain the 
final value (medium, median, etc.). Figure 16 represents the process description and the 
metadata document obtained as result of this second transformation process. 
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Figure 16: Process and metadata description at production level 

The second transformation engine also generates, for each task or branch executed in the local 
ad hoc network, the corresponding results report at business level (composed from the reports at 
production level). These reports are received by the business engine which must combine them 
with the ones received from the cloud of remote CPS to build the global report at business level.   

 

3.2.3 Probabilistic execution 

In the probabilistic execution step, the workflow is finally executed. Figure 17 offers a detailed 
functional architecture of the components involved in the probabilistic execution. This layer 
must absorb all the particular characteristics and aleatory behaviors of the hardware platform, 
and offer a “hard execution” to the upper components, i.e. the same workflow executed in two 
different instants offers the same results. In this step, tasks are described using production 
services. Production services can be directly translated into executable orders (in the format 
required by the underlying ad hoc network), but they are platform-dependent low-level services. 
In this case, the production services repository must include the same information as the 
business repository (see Section 3.2.2), besides the location of each service if it is provided by 
physical or virtual devices. Apart from this mandatory information, any other additional data 
may be stored. 

<!- - XML  YAWL header - -> 

<decomposition id="ProductionProcess" isRootNet="true" xsi:type="NetFactsType"> 

        <!- - Auxiliary variables declaration - -> 

      <processControlElements> 

           <!- - Other task or condition declarations - -> 

           <task id="ProductionTask41"> 

                 <name>BusinessTask#4.1</name> 

                <!- - Other description statements - -> 

               <mapping> 

                     <expression query = productionService.four1 ()/> 

                     <!- - Other mapping statements (auxiliary variables)  - -> 

                </mapping> 

                <decomposesTo id=" service41" /> 

          </task> 

          <!- - Other task or condition declarations - -> 

      </processControlElements> 

</decomposition> 

<decomposition id=" service41" xsi:type="WebServiceGatewayFactsType"> 

        <!- - Auxiliary variables - -> 

 </decomposition> 

<!- - Other task decomposition (WebServiceGatewayFactsType) - -> 

<!- - XML  YAWL footer - -> 

 

 

<rdf:RDF 
      <!- - RDF document header - -> 

     <rdf:Description rdf:about="ProductionProcess"> 
          <temp:startTime>HOUR_OF_DAY </ temp:startTime > 

          <!- - Other predicates about temporization - -> 

          <probab:maxError>10%</ probab:maxError > 

          <!- - Other predicates about the probabilistic execution - -> 

     </rdf:Description> 
    <!- - Metadata description about other tasks - -> 

   <rdf:Description rdf:about="ProductionTask#4.1"> 
         <temp:startTime>HOUR_OF_DAY </ temp:startTime > 

          <!- - Other predicates about temporization - -> 

         <probab:numRealizations>5</ probab: numRealizations > 

         <probab:statFunc>Medium</ probab:statFunc > 

          <!- - Other predicates about the probabilistic execution - -> 

     </rdf:Description> 
    <!- - Metadata description about other tasks - -> 
</rdf:RDF> 
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Figure 17: Functional architecture for the probabilistic execution 

 

The probabilistic engine, basically, receives the process description document at production 
level and the metadata document and executes every task or condition, considering the provided 
metadata. Executing a task or condition implies the invocation of a certain service, which in our 
case, is offered by a hardware access infrastructure. These services are REST-based services, so 
the probabilistic engine must generate the corresponding HTTP requests (in general GET 
operations) and, as a result, will receive the resulting HTTP response (see Figure 18) 

 

 

 

 

 

Figure 18: Example of the generated HTTP request and response by the probabilistic engine for 
the productionTask#4.1 

Some additional components can be distinguished as part of the probabilistic engine (see Figure 
19).    

 

 

 

 

 

 

GET  productionService.four1  
 
User-Agent:  ProbabilisticEngine 
Host:  localNetwork 
Accept-language: en-us 
Connection: Keep-alive 
 

 

HTTP/1.1 200 OK 
 
Date: Mon, 12 Jul 2012  12:42:33 GMT 
Server: localNetwork 
Content-Length: 88 
Content-Type: text/xml 
Connection: Closed 
 
<xml> 
   <result>32.5</result> 
</xml> 
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Figure 19: Functional architecture of the probabilistic execution engine 

 

As seen in Figure 19, and similar to the case of the business engine, the probabilistic engine also 
implements a scheduler which receives REST operations. This scheduler assigns a unique 
identification to any delegated process and stores it in the process repository. The assigned 
identifications are sent back to the orchestration module in the business engine which maintains 
them until a user invokes a REMOVE operation at prosumer level. When a process gets active 
(because a GET or POST operation is received), the scheduler loads the metadata description 
document and evaluates the temporization conditions. When these conditions are fulfilled, it 
reads the process description document from the repository and sends it to a probabilistic 
compiler. That compiler also receives from the scheduler the metadata information about the 
probabilistic execution. In particular, it receives information about the maximum admissible 
error in the variables’ value. 

 

Table 4: Relation between hard and probabilistic control flow conditions  

Maximum admissible error:  𝜺𝒎𝒂𝒙 

Hard control flow condition Probabilistic control flow condition 

𝑣𝑎𝑟 >  𝛼 𝑣𝑎𝑟 >  𝛼 +  𝑚𝑎𝑥 
𝑣𝑎𝑟 <  𝛼 𝑣𝑎𝑟 <  𝛼 −  𝑚𝑎𝑥 
𝑣𝑎𝑟 =  𝛼 𝑣𝑎𝑟 ≥  𝛼 −  𝑚𝑎𝑥   &&  𝑣𝑎𝑟 ≤  𝛼 +  𝑚𝑎𝑥    
𝑣𝑎𝑟 ≥  𝛼 𝑣𝑎𝑟 ≥  𝛼 +  𝑚𝑎𝑥 
𝑣𝑎𝑟 ≤  𝛼 𝑣𝑎𝑟 ≤  𝛼 −  𝑚𝑎𝑥 
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This compiler transforms the hard control flow conditions (i.e. the relations of equality or order 
which involves variables whose value depends on a service execution), into new conditions 
considering the maximum admissible error indicated in the RDF document. Table 4 presents the 
main hard control conditions which are present in a process description and the resulting 
probabilistic control conditions obtained from the probabilistic compiler for each case. 

The obtained process description from the probabilistic compiler is sent to an internal YAWL 
engine which executes the process. The YAWL engine executes the workflow, and invokes the 
services composing every task and condition. The behavior of this engine is the standard [46].  

At the same time, the scheduler reads the metadata document and extracts the remaining 
information about the probabilistic execution. This information is loaded in a statistical module 
which intercepts the service invocations (HTTP requests) done by the YAWL engine. This 
interception scheme allows employing standard stable implementations for the YAWL 
execution engine, which reduces the costs and complexity of the system. Two different types of 
services may be invoked: data collection services and actuation services. Depending on the type 
of service involved in the intercepted HTTP request, the statistical module runs different 
algorithms. In order to distinguish the service type, it may be indicated in the metadata 
(although it is not mandatory in our proposal) or may be deducted from the number and type of 
output and input variables. Typically, data collection services ask for different output variables 
(integer, string, etc.), and action services provide input variables, although sometimes boolean 
output variables are also considered.    

Data collection services are intended to obtain certain data from the ad hoc network. If one of 
these services is invoked, the statistical module analyzes the corresponding metadata and 
creates a probabilistic study based on each intercepted HTTP request and the metadata 
information. This study basically consists of repeating the operation the number of times 
indicated in the metadata (or the required number until the hardware error is below the 
maximum indicated in the metadata), and later obtaining from the results the final value 
applying the indicated statistical function.  For example, considering the information provided 
in Figure 15, when the YAWL engine executes the task productionTask#4.1 and invokes the 
service productionService.four1, the statistical module intercepts the HTTP request and 
performs a probabilistic study based on five different evaluations of the service 
productionService.four1. The medium of the obtained values will be returned as final result to 
the YAWL engine in the HTTP response by the statistical module. These probabilistic studies 
pretend to wean the computational processes from the aleatory facts typical of hardware devices 
and physical world. Algorithm 4 describes the behavior of this statistical module. 
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Algorithm 4 Statistical module behavior for data collection services 
Input: HTTP request, RDF document about the task under execution  
Output: HTTP response to the YAWL engine 
Create a HashMap <String, function pointer> functions containing all the statistical functions  
Create a new RDF parser called parser 
Invoke the parsing method of parser with the RDF document      
Create a new object RDFDocument  doc 
Assign doc to the RDFDocument object in parser  
Create an integer variable numRealizations 
Obtain the value of the property “probab:numRealizations” in doc and store it in 
numRealization 
Create a list of execution results resultsList 
Create an integer variable counter equal to numRealizations 
while counter > 0  do 
    Send the HTTP request 
    Wait for the HTTP response 
    if HTTP response present a 200-OK code then 
            Extract the execution result from the XML document 
            Store the execution result in resultsList  
    else 
             Send the HTTP response to the YAWL engine 
             End the algorithm 
    end if 
    Decrement counter in one unit 
end while 
Obtain the value of the property “probab:statFunc” in doc and store it in a new variable key 
Obtain in functions the pointer associated with key and store it in the new variable statisticalFunction   
Invoke statisticalFunction with resultsList and store the result in a new variable finalResult 
Send an HTTP response with code 200-OK indicated the value of finalResult to the YAWL 
engine 
    

On the other hand, actuation services are focused on performing a certain action,e.g. moving 
robotic arm, turning on the heater, etc. In this case the statistical module only performs two 
actions. First, input variables are rounded in order to adjust the precision of these values to 
which provided by the ad hoc network and to which applied by users in the metadata. Second, if 
finally any input variable presents a value smaller than the global precision, then this variable is 
removed from the HTTP request before being sent. If it is the only variable in the request, the 
corresponding HTTP request is not transmitted and the statistical module directly creates a 200-
OK response to be sent to the execution engine. For example, considering a robotic arm which 
its movement precision was one degree, every robotic arm’s input variable would be rounded to 
an integer value. Moreover, HTTP requests applying for movements smaller than one degree 
would be not transmitted.  

Additionally, the statistical module may generate a report about the “quality” of the execution; 
i.e. about the final error committed 𝑡 which depends on the hardware error ℎ, experimental 
error 𝑒 and mathematical error 𝑚 in the ad hoc network and the precision applied by users 𝑢, 
as well as the statistical function applied 𝑓𝑠. See expression (7). In some occasions, the precision 
applied by users 𝑢 is given in the form of the number of realizations which must be performed 
𝑛. 

𝑡 = 𝐹 ( ℎ , 𝑒 , 𝑚, 𝑢

𝑛
, 𝑓𝑠[∙]) 
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These reports are directly transmitted to the scheduler, which can include this information in the 
production results reports. Then, this information would be transmitted to the business and the 
prosumer level in order to inform users about the obtained final precision.   

 

3.2.4 Hardware access 

In the last step, service invocations (HTTP requests) from the probabilistic execution engine 
(particularly from the statistical module) must be mapped into execution orders adequate for the 
underlying ad hoc network. Moreover, virtual devices can be included, so this mapping process 
must consider also this possibility. Figure 20 shows a functional architecture of the proposed 
solution for this final step. 

 

 

 

 

 

 

 

 

 

 

Figure 20: Functional architecture for the hardware access 

 

As can be seen, the proposed solution is based on a middleware which connects the probabilistic 
execution engine with the ad hoc network and, if necessary, the cloud. The middleware offers an 
interface to the probabilistic engine based on REST services (as in the other cases). Once a 
HTTP request is received, the Access manager decides if that service is provided by the 
underlying ad hoc network or if it is supported by virtual devices and, then, it must be redirected 
to the cloud.  

If the invoked service is supported by virtual devices, then the Access manager sends the 
original HTTP request to the Data Services invocation manager, which creates a new HTTP 
request indicating the web location and the name of the cloud service implementing the virtual 
device. This request is sent through the appropriate interface. When the HTTP request is 
received, the Data Services invocation manager builds a new response adequate for the original 
request which is sent to the probabilistic engine by the Access Manager. 
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On the other hand, if the invoked service is provided by the local ad hoc network, the Access 
manager only indicates to the Data Services invocation manager the service to be executed (the 
original HTTP request is not sent). Then, the Data Services invocation manager creates the 
appropriate execution orders and asks the ad hoc network to perform those actions. The result is 
sent back to the Access manager which creates the HTTP response. 

Execution order may follow many formats, including Publication/Subscription messages [7], 
radio signals which are collaboratively addressed [57] or frames from the mobile technologies 
[54].  

 

3.3 OTHER IMPORTANT ASPECTS: SECURITY, SCALABILITY AND FAULT RESILIENCE 

The proposed solution and framework presents clear advantages for future industrial companies 
(those will appear after the fourth industrial evolutions), new smart buildings, and modern 
intelligent management solutions for critical infrastructures (among other applications). The 
described technology allows sharing a common production infrastructure among different 
companies or users, so costs are drastically reduced. New paradigms such as Manufacturing as a 
Service (MaaS) [61], Drone as a Service (DaaS) [62] or Sensing as a Service (SaaS) [63] could 
be easily supported by means of the proposed techniques. 

However, the intrinsic complexity of CPS, together with difficulties associated to process 
management and transformation, cause the proposal to present some problems. First, to be 
effective, many heavy software components must be deployed and connected. Transforming and 
executing processes are costly operation, so the proposed solution is not valid for constraint-
resources systems (for example, isolated low-power wireless sensor networks). Besides, 
although it is not an essential requirement, a high-quality communication infrastructure is 
needed. The efficiency of the proposed scheme depends strongly on the capacity of components 
to interact pretty fluently. Opportunistic communications and other similar technologies reduce 
in a very dramatic manner the quality of services supported by our proposal. Furthermore, as 
many interconnected services are required to maintain the global system available, these 
systems are vulnerable to Denial of Service (DoS) attacks.  

Any case, different characteristics of the system guarantee its security and protection and its 
fault resilience. In respect to the first topic (security), REST interfaces may be easily extended 
to implement secure protocols, usually based on Public Key Infrastructures and certificates. In 
particular, HTTP protocol can be replaced by HTTPS (Secure HTTP) mechanisms. Besides, in 
order to avoid illegal accesses, a token-based solution can be deployed in combination to REST 
services. Most recent engineered REST services, such social networks or Openstack [64], 
employ this technology [65]. In relation to the second topic (fault resilience), the proposed 
scheme tolerates a huge amount of types of faults. Each REST request may be answered either 
with a success message or with a fault notification. Task, activity, branch or process may be 
paused by the execution engine in the higher level, and be resumed later. If the fault remains, 
and depending on the process definition and the selected configuration, the execution can 
continue or the user can be notified using the domain expert environment.            

On the other hand, because of the complexity of the proposed architecture, scalability is 
probable one of the key issues to be faced. In fact, some important considerations must be done 
in relation to the maximum number of processes being executed at the same time. The 
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maximum number of processes to be executed at the same time depends strongly on the selected 
implementation of the YAWL execution engine and the underlying hardware platform. No 
studies have been reported about the scalability of most common implementation, based on Java 
technologies. Nevertheless various scalable implementations of YAWL engines have been 
proposed [66][67]. Furthermore, the use of REST technologies, instead of SOAP for example, 
guarantees that scalability is only conditioned by execution engines and not by the 
communication components.     

Finally, it is important to note that users may configure the system to accept different definitions 
of costs, metrics, parameters… The domain expert environment (using the domain interpreter) 
and the first transformation engine should only include the homogenization laws to transform 
user definitions into “user restrictions” according to the defined data formats. In that way, 
parameters can be defined in a heterogeneous manner, according to user abilities or knowledge.    

 

4. EXPERIMENTAL VALIDATION 

An experimental validation was carried out in order to evaluate the performance of the proposed 
solution. 
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Figure 21: Complete functional architecture for the experimental validation 

The validation consisted of one experiment where several processes tried to be executed. The 
validation was performed using a real deployment of the proposed solution, where simulated 
components and real software components were connected with real ad hoc network. Every 
component in the CPS created a log file describing its operation during the experiment. Finally, 
from the analysis of this log files, various results and conclusions were extracted.  

Functional architectures represented in Figure 3, Figure 9, Figure 10, Figure 19 and Figure 20 
were connected in order to create the complete process execution system for CPS (see Figure 
21). All these components were implemented using Java technologies in a Linux server. In 
particular, databases were implemented using HSQLDB solutions [40], interfaces were based on 
RESTful library [36] and YAWL engines were implemented using the public distribution in 
Java [46]. Additionally, all described algorithms were also implemented using the Java 
programming language. 

On the other hand, a real ad hoc network including sensor and actuator nodes was deployed. 
Each sensor node in the ad hoc network included a temperature sensor, a humidity sensor, a 
presence sensor and a light intensity sensor. Each actuator node included a buzzer and a light 
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bulb. The complete network consisted of two actuator nodes and five sensor nodes. Nodes in the 
ad hoc network communicated over ZigBee [39] wireless technology. Over this radio 
communications technology, a MQTT publication/subscription (P/S) system was deployed in 
order to transmit the execution orders to the nodes (and the results from the nodes to the P/S 
broker). Some previous works have showed the details of this configuration [29].  

In order to connect the ad hoc network with the Linux server where software components were 
deployed, the server was provided with a ZigBee antenna. Besides, the P/S broker was also 
deployed in the Linux server and communicated through an Internet socket with the Data 
services invocation manager. In that way, the ad hoc network gets connected to the process 
execution system (in order to obtain the complete CPS), by means of a Hardware Access 
Middleware based on the P/S paradigm. Figure 22 shows all components involved in the 
described implementation. 

    

 

 

 

 

 

 

 

Figure 22: Deployment for the experimental validation 

 

The described system was deployed at the Technical University of Madrid and represents a 
basic CPS-supported Smart Home, one of the most relevant applications for CPS and process 
execution systems where users do not have technological skills [4]. 

The proposed CPS acted as local system. In order to validate all functionalities of the proposed 
solution, this system should be connected to other CPS through the Cyber-Physical Internet, and 
be connected to the cloud. However, in order to simplify the deployment, both locations were 
simulated using Linux virtual machines hosted in the Linux server. In total, four virtual 
machines were implemented: three of them ran software agents simulating remote CPS and the 
fourth machine ran a virtual cloud. All machines were created using Kernel-based Virtual 
Machines (KVM) [20] by means of a python script and the Libvirt API [17]. The connection 
among the virtual machines and the Linux server was made through the public Internet using 
public IP addresses. 
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Table 5: Available services in the local CPS for the experimental validation 

Level Service ID Name Description 

Production 

Production#1 Production.getTemp 
It returns the value of the last 
temperature measurement done by 
the specified node. 

Production#2 Production.getHum 
It returns the value of the last 
humidity measurement done by the 
specified node. 

Production#3 Production.getLight 
It returns the value of the last 
measurement of the light intensity 
done by the specified node. 

Production#4 Production.getPresen It returns a boolean indicating if the 
presence sensor is activated or not  

Production#5 Production.setLED It changes the state of the light bulb 
in the specified actuator node 

Production#6 Production.setAlarm It changes the state of the buzzer in 
the specified actuator node 

Business 

Business#1 Business.getFireInf 

It obtains the data related to the 
possible presence of a fire from the 
node or nodes placed in an specified 
area 

Business#2 Business.getPeopleInf 
It obtains the data related to the 
people state from the node or nodes 
in an specified area 

Business#3 Business.alarm It activates an alarm indicating a 
dangerous situation 

Business#4 Business.systemReset It returns all the system to the initial 
state (no alarm) 

Prosumer 

Prosumer#1 Prosumer.isFire It returns a boolean indicating if there 
is a fire in the indicated area 

Prosumer#2 Prosumer.getDangerLevel It returns an integer indicating the 
danger level in the indicated area 

Prosumer#3 Prosumer.activateEvac It activates the execution of the 
evacuation plan 

Prosumer#4 Prosumer.reset It returns the system to the initial 
state (no evacuation) 

 

In order to reduce the influence of external variables in the results, the system was manually 
configured. In particular, service descriptions in the service repositories were stablished 
manually and in a fixed way for all the experiment’s duration. Table 5 describes the considered 
services for this validation. As can be seen, services are typical of an emergency alert system. 
Information about the execution costs and the guaranteed QoS was randomly configured.  

Additionally, remote CPS and the cloud also offer some services at business level. Table 6 
describes these services.  
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Table 6: Available services in the remote locations for the experimental validation 

Location Service ID Name Description 

Cloud Cloud#1 Cloud.calDangerLevel It determines the danger level in 
an area whose ambient parameters 
are sent 

Cloud Cloud#2 Could.calFire It determines if a fire is active in 
an area whose ambient parameters 
are sent 

CP Internet Internet#1 Internet.setSprinkler It activates the sprinkler system of 
the building 

CP Internet Internet#2 Internet.closeDoor It activates the automatic door 
closure system of the building 

CP Internet Internet#3 Internet.setOutAlarm It activates the exterior horn 
associated with the building 

 

As we said in Section 3, prosumer services are compositions of business services; and business 
services are compositions of production services. Then, services in Table 5 and Table 6 are 
interrelated. These decompositions are also manually stablished in a fixed way. Thus, no 
process composition technology must be deployed or included in the experimental validation 
(which reduces the variables to be taken into account). Table 7 shows these decompositions.  

Considering the previously described infrastructure, the following experiment was performed. 
Every component in the local execution system was programmed to create a log file. Besides, a 
script to randomly generate processes at prosumer level was created. Sixty (60) different 
processes were obtained. During the experiment each one of these processes was executed four 
times. In total two hundred and forty (240) registries were obtained.  

At the end of the experiment, all log files were collected and analyzed. In order to validate the 
proposed solution a process is considered to be correctly executed if various conditions are 
verified: 

1. The ad hoc network executes the desired actions indicated by users at prosumer level, 
and follows the desired parameters (QoS, maximum admissible error, etc.) 

2. The algorithm based on studying the process at business level branch by branch finally 
obtains the lowest cost execution scheme. 

3. Experimental errors do not cause the appearance of false results.    

If any of the three cited conditions is not verified, the execution process is considered incorrect, 
although a valid result is obtained. 
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Table 7: Service decompositions for the experimental validation 

Level Service ID Decomposition 

Business 

Business#1 

 
Description: parallel branch 

Business#2 

 
Description: parallel branch 

Business#3 

 
Description: parallel branch 

Business#4 

 
Description: parallel branch and branch caused by condition 

Prosumer 

Prosumer#1 
 

Description: sequential execution 

Prosumer#2 

 
Description: parallel branch and sequential execution 
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Prosumer#3 

 
Description: sequential execution and parallel branch 

Prosumer#4 
 

Description: sequential execution 
 

5. RESULTS 

From the analysis of the log files generated by every component in the deployed CPS, obtained 
during the described experiment (see Section 4), various results can be extracted. 

First Figure 23 shows the percentage of processes successfully executed. As can be seen 95.4% 
of the processes were successfully executed (the three proposed conditions were fulfilled). 
Additionally, around in a 4.6% of cases the system was not able to correctly execute the process 
designed by users. The causes of these fails are studied below. 

 

Figure 23: Global results of the experimental validation 

 

Figure 24 shows the wrong process executions divided into three groups depending on the 
condition which did not get fulfilled. In some cases, more than one condition is broken, so the 
same execution can be counted various times.  
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Figure 24: Causes of the wrong executions 

 

As can be seen, more than 50% of wrong executions are due to inefficacies in the proposed 
study of the process description (branch-by-branch) at business level (algorithm 3). In fact, in 
synchronization points where only XOR-splits and XOR-joins are involved, synchronization 
activities are not necessary. As at these points only one output branch and one input branch are 
considered, no synchronization activity is required (i.e. it is not necessary to wait for other 
branches being executed in parallel or running various branches at the same time) and the 
synchronization points only exist virtually (in practice only two flows collide at the same point). 
Thus, these synchronization points are in fact second order points which introduce an 
orchestration cost which is not considered in the algorithm. In that way, the synergies of 
executing an entire branch in a unique location are ignored.  If the branch which is going to get 
active was known previously, then the best execution scheme could be calculated. However, this 
selection is done dynamically, and the proposed algorithm cannot evaluate these situations. 
Nevertheless, in absolute terms, these processes represent only a 2.38% of cases (the 53% of the 
wrong execution -a 4.5% of the total cases-).     

Moreover, in 20% of cases, wrong executions are due to problems at the probabilistic execution 
step. In the total amount of cases, wrong executions appear when data collection services were 
involved. These problems are generated by experimental errors which influence the system 
during a time longer than the time employed by the probabilistic execution engine in executing 
the corresponding task. Thus, despite doing a statistical study (including various realizations 
and statistical functions), the final results are not correct. Advanced techniques could be 
necessary in order to address this challenge. 

Finally, in 26.7% of cases the actions finally executed by the underlying ad hoc network were 
not desired by users, or the parameters they indicated were not respected. Causes of these wrong 
executions are varied. In Figure 25 these causes are showed.    
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Figure 25: Causes of wrong executions (first condition) 

 

In general, the final cause of the violation of the first condition for a successful execution is the 
proposed scheme based on multiple successive code and data transformations. Although, in 
absolute terms, this problem only appears in 1% of cases, if any little error in any of the 
transformation phases appears (in the metadata or in the process description), the successive 
transformation stages increase the error, so the final executed actions are not related to the 
service desired by users. As can be seen in Figure 25 this problem is especially critical in the 
case of metadata. Parameter transformation (describing the QoS, the statistical execution, etc.) is 
a complicated and delicate activity, and any minimal a variation in their value represents a great 
difference at runtime. Recursive feedback transformation algorithms could be necessary in order 
to avoid these problems.         

 

6. CONCLUSIONS AND FUTURE WORKS 

Cyber-Physical Systems have evolved from their origin as advanced embedded devices to a 
paradigm for the next generation of technological systems. In particular, systems to execute 
user-defined processes based on service-oriented CPS have emerged as a promising field. Many 
proposals related to this topic may be found, although none of them truly allow users to define 
processes in a high-level of abstraction which, later, may be executed in a traditional ad hoc 
network or pervasive computing infrastructure.  

This work proposes a complete scheme (based on CPS paradigm) which covers this gap. The 
proposal unifies previous works (such as papers related to code transformation and service 
provision in CPS), and describes new solutions. Contributions include an algorithm for process 
execution orchestration, execution algorithms based on the concept of guaranteed QoS and 
probabilistic techniques to wean the random behavior of physical devices from the hard 
definition of computational processes. 
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An experimental validation was performed in order to evaluate the proposal. Results show a 
95% of user-defined processes (at prosumer level) are correctly executed. Additionally, 
orchestration algorithms only fail in a 2% of cases, due to the use of complex XOR-splits and 
XOR-joins. On the other hand, advanced statistical techniques should be implemented in order 
to avoid the effect of long-duration experimental errors. Moreover, corrective algorithms in the 
transformation stages should be also considered (especially when transforming metadata). The 
two last problems only affect the 1% of process executions. 

Future works should address the described challenges. Besides, as the proposed experimental 
validation only considers a first basic implementation of CPS (in a scenario similar to a smart 
building), future works should also evaluate the performance of the proposal in applications 
such as traffic flow management (smart cities), electric power generation management and 
personalized health care devices. Finally, advanced studies about the performance of the 
proposed framework should also be carried out: scalability of fault resiliency are parameters to 
be investigated.    
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Abstract: Nowadays, manufacturing processes have become highly complex. Besides, more 

and more, governmental institutions require companies to implement systems to trace a 

product’s life (especially for foods, clinical materials or similar items). In this paper, we 

propose a new framework, based on cyber-physical systems, for developing traceability 

systems in small manufacturing companies (which because of their size cannot implement 

other commercial products). We propose a general theoretical framework, study the 

requirements of these companies in relation to traceability systems, propose a reference 

architecture based on both previous elements and build the first minimum functional 

prototype, to compare our solution to a traditional tag-based traceability system. Results 

show that our system reduces the number of inefficiencies and reaction time. 

Keywords: traceability; real-time manufacturing; manufacturing execution system; 

cybernetic devices; cybernetic glove; cybernetic table; prosumer; RFID; Bluetooth 

 

  

OPEN ACCESS

197



Sensors 2015, 15 29479 
 

 

1. Introduction 

In recent years, companies, government institutions, researchers and traders, among others, have 

stressed the importance of manufacturing process monitoring systems as a primary source of 

information. Projects such as [1] or works such as [2,3] demonstrate the importance of the ability of 

systems to extract valuable data from these processes. However, as the complexity of manufacturing 

processes increases, monitoring (especially if involving human operators) becomes very costly and 

inefficient [4]. From the beginning, solutions based on information technologies were adopted to reduce 

the complexity associated with traceability by operators. Relevant works, such as [5–7], have developed 

successfully traceability solutions categorized as “Smart Environments” or “Wireless Sensor Networks”. 

Moreover, approximately between 2000 and 2010, a number of important manufacturing companies 

(specially leading vehicle manufacturers) started to employ radio frequency identification (RFID) to 

facilitate traceability in manufacturing processes. First, Volvo Trucks established a RFID system to 

achieve continuous production [8,9]. Later, Toyota implemented information systems based on RFID to 

track auto parts production [10,11]. Most recently, in 2012, the Chinese manufacturer Guangdong 

Greatoo Molds Inc. deployed a RFID-enabled manufacturing execution system as a case study [12]. 

However, the previous examples relate to large-sized companies, while most manufacturers are 

actually small and medium-sized companies, which must face financial and technological challenges 

when they attempt to implement RFID-based traceability systems. Currently, most of the RFID systems 

are provided by important information technology companies, such as IBM or Ubisense. The kind of 

solutions developed by these Information Technologies (IT) providers makes the cost and technical 

requirements of adopting their RFID solutions too high for small and medium-sized manufacturing 

companies [13,14]. When a small manufacturing company considers applying an automated traceability 

system (particularly a RFID-based system) three basic questions must be confronted [12]. The first is 

how to deploy RFID devices to collect real-time data in a cost-effective way. The second is how to 

translate the real-time data into meaningful information to enable the field operator’s convenient 

operations (e.g., inefficiency detection and correction). The third is how to integrate the RFID system 

into the company’s current production processes. 

We argue herein that a framework strongly based on Cyber-Physical Systems (CPS) can successfully 

address all the previous questions. As described in the relevant NSF reports [15] CPS are integrations of 

computation and physical processes. Embedded computers and networks monitor and control the 

physical processes, usually with feedback loops where physical processes affect computations and vice 

versa. However, this initial definition has been modified and expanded by many authors. If in the first 

instance CPS referred to a kind of networked embedded systems running real-time applications, 

nowadays CPS (as described by the National Institute of Standards and Technology [16]) have a more 

vertical approach, including from the user goals to the underlying physical system. In addition, in this 

second focus, issues related to traceability systems, such as the Human-System Interaction, are a main 

part of the architecture [17]. 

Notwithstanding this great interest, the heterogeneity in CPS has revealed several problems in 

industrial applications that cannot be easily solved through current control, communications, and 

software theory [18]. Consequently, some industrial researchers have recently returned to the simplicity 

and uniformity of Wireless Sensor Networks (WSNs) [19] to integrate them with traditional intelligent 
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industrial systems. Thus, new definitions, such as Industrial Wireless Sensor Networks [20] have 

appeared. Nonetheless, the knowledge created around Cyber-Physical Systems could provide many 

advantages over existing industrial applications [18]. 

In this paper we propose a framework based on CPS to reduce the complexity associated with its 

application in manufacturing scenarios, including other aspects originally derived from traditional 

intelligent industrial solutions. The objective of this paper is to describe this framework, and to validate 

its usability as a traceability solution for reducing the number of inefficiencies and to improve their time 

response in companies. Thus, the contribution of this paper is the proposal of a CPS-based traceability 

framework, merging both CPS technologies and traceability capabilities. Our work also includes a 

validation of how a proof of concept of this framework can reduce inefficiencies and improve time 

response for industrial processes in companies. 

In order to validate the Traceability Framework for Small Manufacturers (TF4SM) as a useful 

framework to develop traceability systems and applications, the authors conducted an experimental 

validation to address the following two research questions:  

1. Would the time response to inefficiencies improve by deploying a system based on our TF4SM  

in companies? 

2. Is it possible to reduce the number of inefficiencies in productive processes using a  

TF4SM-based system? 

The experimental validation consisted in two typical kinds of manufacturing processes: logistical 

shortages detection process in warehouses and productive activities that lead to a quality system 

checkpoint. A statistical analysis of the results showed that a system based on our TF4SM provides  

a significant improvement in time response to inefficiencies in companies and a remarkable reduction in 

the number of inefficiencies due to procedural errors. 

The rest of the paper is organized as follows: Section 2 introduces the state of the art in traceability 

systems and automated industrial processes, as well as different theories about networked embedded 

systems and related commercial products. Section 3 analyzes the requirements of small manufacturers, 

presents the reference architecture of our new framework and the design of the first minimum functional 

prototype based on it. Section 4 describes our proposal hardware implementation and our proposed 

process model. Section 5 provides an experimental validation of this approach. Finally, Sections 6 and 

7 explain some results of this experimental validation and the conclusions of our work. 

2. State of the Art in Traceability Systems, Different Theories of Networked Embedded Systems, 
and RFID-Based Products 

During the last fifteen years, many concepts referring to networked embedded systems have  

appeared. As mentioned in the Introduction, some of them have already been used as a framework for 

building traceability solutions. However, we argue that the CPS paradigm fits better with traceability 

solutions than any other previous definition. 

In this Section we review the state of the art in traceability solutions and automated industrial 

processes. Later, we analyze different definitions of networked embedded systems to find the one which 

best fits with traceability systems. Finally, a review of RFID integration in daily living objects is provided. 
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2.1. Automated Industrial Processes and Traceability Systems: State of the Art 

The application of software engineering to industrial automation spans from manufacturing 

automation to process control systems and energy automation systems. There is ample evidence of the 

extensive use of automated systems in industrial environments. For example, the German Engineering 

Federation has calculated [21] the ratio of control software to the cost of machinery where it is used has 

doubled in value from 20% to 40% in one decade. 

The Automation Research Corporation (ARC) advisory group [22] and the International Electrotechnical 

Commission (IEC) [23] distinguish various kinds of automation products for industrial processes, among 

which we find the high and low power AC drivers, human machine interfaces (HMIs) and programmable 

logic controllers (PLC). In most solutions, several of these products must be integrated creating libraries 

for the interconnection which, in most cases, are proprietary technologies [24]. Thus, typically, there is 

not a homogeneous solution that could be standardized (except for certain cases, such as Object Linking 

and Embedding—OLE—for Process Control, usually called OPC [25]). Therefore, our approach should be 

a complete integrated solution, which would include all the necessary functions for automated industrial 

processes. This approach would allow a reduction in the system’s complexity, control the investment needed, 

remove technical positions and, ultimately, reduce the cost of deploying and operating systems [26]. In that 

way, we could address the first basic question presented in the Introduction (“how to deploy RFID 

devices to collect real-time data in a cost-effective way?”). 

Later, nowadays, most components automated industrial process solutions virtualized, however, the 

structure is similar to that of the traditional hardware architecture [27]. In these systems, there are four 

types of devices communicating via networks: an engineering and simulation station (including  

a database and a programming software), a human-machine interface (HMI), at least one programmable 

logic controller (PLC) with control software and, at least, one driver controlling machines. It would be 

a good practice to adapt the TF4SM-based system to this generic structure (already tested in industry). 

On the other hand, traditional automated industrial systems require workers to train in both  

software engineering and industrial processes (as PLC must be programmed in proprietary low-level 

languages [28,29]). In order to improve the cost efficiency (so important in small companies)  

a prosumer-oriented [30] framework would be desirable. Thus, only industrial domain experts would  

be necessary. 

Furthermore, the embedded devices usually considered in automated industrial processes (including 

traceability solutions), implement a fixed network architecture model, making it impossible to monitor 

workers, replace the devices easily or rearrange the machine distribution [31,32]. This increases the cost 

of system updates and tracking of manual processes. Then, adaptable policies should be included in 

traceability systems for small companies, so workers can be monitored without affecting their movement 

and machines could be replaced, rearranged or removed without modifying the system configuration. 

Specifying now the debate on existing traceability systems for small-sized companies, five different 

technological states coexist in small companies nowadays, namely: 

1. There are some manufacturers that do not apply any traceability system, such as small handicraft 

companies where production processes do not generate intermediate products [33]. 

2. Some companies implement systems based on invoices and control record sheets (commonly 

known as “system based on pen and paper” [34]). In these systems, each product carries a label 
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with a serial number and a description. An operator is responsible for, at each stage of the 

production process, writing both data items in the appropriate form. Although these systems work 

fine, the use of IT enables a larger amount of data to be handled, and thereby it becomes realistic 

to develop traceability systems with very detailed information about both the product and its 

processing history [35,36]. 

3. We find companies which implement systems based on Personal Digital Assistants (PDAs) [37]. 

In these systems, each product still carries a label with a serial number and a description; 

however, in this case the responsible operator, instead of using control record sheets, uses a PDA 

to transmit data in real-time. Although these systems reduce the time requirements related to 

traceability processes, they still are extremely sensitive to human errors. 

4. Around ten years ago, in order to reduce human errors in traceability systems, labels with the 

serial number and the description of each product were replaced by codes (e.g., QR or barcodes) 

storing both data [38]. Then, equipping PDAs with the appropriate reader is enough to avoid 

operators having to manually input any data. 

5. More recently, the old stickers with printed codes have been replaced by RFID labels [39]. This 

is basically due to two factors [40]: RFID tags can store kilobytes of information, and they also 

can include security and privacy policies (what it is especially important in confidential 

products). These systems have been widely applied in the manufacturing sector. 

Our framework intends to improve current traceability systems in such a way that new systems would 

not require performing traceability-specific tasks; instead, traceability information can be deduced from 

the usual activities of operators. 

2.2. Networked Embedded Systems and Traceability Systems 

As stated in the previous section, we need a complete integrated solution to collect data in real-time 

in the most cost-effective way. Moreover, the framework must include adaptation capabilities and allow 

the development of system architectures similar to the generic structure of automated industrial 

processes. Finally, if product life cycle has to be deduced from the usual activities of operators, RFID 

readers (we selected RFID as the base technology for its successful results in previous deployments) 

must be seamlessly integrated into daily objects. 

Given these premises, it is necessary to first select a basic theory that will help us develop our 

framework. It is clear that this basis must be related to networked embedded systems. The first efforts 

for integrating information technologies in the physical world and supporting different applications 

(including traceability systems), occurred in the electronics world. Since 2000, several terms have 

appeared in the literature and have been proposed in conferences to describe smart distributed electronic 

systems (more or less embedded in the physical world): Smart Home [41,42], Smart Office [43], 

Intelligent Home [44], and Smart Environments [5,45,46], among others. 

In parallel, some of the existing definitions delimited what kind of infrastructure could be considered 

one of these new systems. In 2000, [7] stated that: “a smart space is a region of the real world that is 

extensively equipped with sensors, actuators and computing components”. In 2002, some authors 

decided to propose their own definitions. [47] defines a Smart Environment as: “a system that is able to 

autonomously acquire and apply knowledge about the environment and adapt to its inhabitants’ 
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preferences and requirements in order to improve their experience”. In 2005, the same authors proposed 

in [5] a new definition: “a smart environment is a physical world that is interconnected through  

a continuous network abundantly and invisibly with sensors, actuators and computational units, 

embedded seamlessly in the everyday objects of our lives”. 

Around 2010 interest in these systems waned, and researchers abandoned attempts to formalize the 

theoretical framework. At that time, a new concept had captured everyone’s attention: cyber-physical 

systems (CPS) [48]. The term “cyber-physical systems” emerged around 2006, when it was coined by 

Gill at the National Science Foundation in the United States. Later, Lee developed the term in a relevant 

NSF report [15]. However, in this work CPS are described as networked entities for real-time processing. 

Thus, research challenges are related to computational problems such as the creation of real-time 

applications or operating systems [49]. Meanwhile the interest in CPS has changed to more vertical 

issues such as networking, communications, data services, decision making and pattern recognition. 

Extremely important is the reference architecture (see Figure 1) proposed in June 2015 by the National 

Institute of Standards and Technology (NIST). The CPS public working group proposes that:  

“cyber-physical Systems or “smart” systems are co-engineered interacting networks of physical and 

computational components”. Besides being more general than the original, this new definition and 

reference architecture present the advantage of being the standard on which commercial products of CPS 

will be based. 

Table 1 compares the most important theories about networked embedded devices in relation to the 

classical features of RFID-based traceability systems (as described in [49]). Besides, the requirements 

deducted in the previous sections related to the three basic questions about traceability systems in small 

manufacturers (see the Introduction) are also included. As can be seen, CPS (as defined by the NIST) 

are aligned to the requirements of traceability systems, so we selected its reference architecture as the 

basis for our framework. 

 

Figure 1. Reference CPS architecture (NIST). 
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Table 1. Comparison among different theories about networked embedded systems in 

relation to traceability systems. 

Feature and Requirements 
Smart Space 

Along [7] 

Smart Environments 

Along [1] 

Smart Environments 

Along [5] 

CPS 

From [15] 

CPS From 

NIST 

Object identification capability /    / 

Real-time data capture      

Execution engine     / 

Decision capability    /  

Learning capability    /  

Prosumer focused     / 

Dynamical adaptation  / / / /  

Vertical approach      

Can offer meaningful  

human-understandable information 
  / /  

: Included in the definition; : Not considered in the definition; /: Available in some works. 

In the last three years, various works relating to CPS and process monitoring and traceability systems 

have appeared. In [50], the future demands on automation systems (based on CPS) are shown, and new 

strategies for software deployment of automation applications and communication systems are 

discussed; more specifically, the system presented in [51] describes an industrial cloud-based CPS. 

Some works, such as [52], focused on designing communication models for monitoring systems and 

processes using CPS while others provide simulation environments for CPS-based industrial systems ([53] 

describes a CPS research project to support virtual design and verification of industrial processes). 

However, as we mentioned in the Introduction and can be seen in [18], the actual deployment of CPS 

in manufacturing environments has several drawbacks that are not easily resolved. We argue the new 

reference architecture proposed by the NIST will allow us to develop a framework being able to address 

these issues. 

2.3. RFID-Based Products 

Compared to other research on automated industrial processes and traceability systems (usually 

focused on simulation environments [54], software compatibility [55,56], wireless sensor networks [20], 

or safety in automation systems [57]), our framework will not only consider high-capacity generic 

computing platforms, but also both software and hardware components. Thus, all knowledge of  

low-energy computing platforms, seamless integration of electronic systems and real-time communications 

(originating from the world of CPS) can be applied to the manufacturing environment. 

In this section, we focus on hardware components and review the state of the art in relation to the 

integration of RFID tags and readers in different everyday objects. In that way the third basic question 

about traceability systems in small companies (how to integrate RFID systems into the company’s 

current production processes?) is answered: by means of embedded tags and readers in daily objects. 

Due to the business interest in control and traceability systems, over the years, some products, articles, 

conferences and so on have been about issues related to our aim (directly or indirectly). 
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On the one hand, as we have mentioned, since 2000, various research proposals for integrating 

electronic systems at home or in the workplace emerged: [41] present the concept of “Smart Home”,  

in [43] a “Smart Office” is designed and an “Intelligent Home” is planned in [44]. 

Later, between 2003 and 2004, the concept of “smart furniture” became very popular in research.  

Various research papers on this subject, such as the general framework presented in [58,59], appeared. 

Furthermore, some patents, such as [60], in which a RFID smart chair is described, were also given. 

Finally, related to wearable technologies, several papers describe their use in traceability systems, 

especially cybernetic gloves. Thus, in 2005 a first prototype of a cybernetic glove appeared [61], and 

recently, in February 2014, Fujitsu presented its own design for industrials environments [62]. 

Independently, textile industry advances in the seamless integration between electronics and textiles, 

will enable a qualitative leap in wearable products [63,64]. 

On the other hand, although they are not considered integrated systems, several commercial “smart 

products” for stock control, environment adaptation to user and traceability have been developed recently. 

In 2011, a smart poker table was presented in Italy by GTI Gaming [65]. Based on RFID technology, 

this table implements a real-time technology capable of calculating the amount of pot, and rake, reporting 

defects, identifying the dealer, establishing a network of tables and so on. 

Later, between December 2013 and February 2015, up to three smart clinical medicine dispensers 

were presented in Europe. The first, in Portugal [66], was developed with Fujitsu’s collaboration.  

The others [67,68], developed in Spain in June 2015, are still undergoing tests. 

Nevertheless, the most successful product in the market is SATO’s VINICITY technology [69]. This 

technology is able to read various RFID tags at once, so it has been employed in several “smart products” 

such as trays, tables and medicine dispensers. 

3. Analysis of Manufacturing Scenarios. TF4SM: First Prototype Design 

Manufacturing processes require precise control over each one of the phases comprising a process. 

Therefore, traceability becomes an increasingly important functionality to be implemented in process 

control systems. This section analyzes manufacturing scenarios in small companies (the motivation scenario 

of our work), and the requirements to be met to enable precise monitoring and traceability information 

acquisition. After describing the requirements of small manufacturing companies, we present the new 

traceability framework and the design of a first minimum functional prototype is proposed. 

3.1. Analysis of Manufacturing Scenarios: Motivation Scenario 

Manufacturing companies, in their day to day operation, perform various kinds of processes, such as 

logistic processes (including the receiving process and the inventory process) and production processes. 

The receiving process models the arrival of some units that must be tagged with RFID and reported in 

the corresponding receipt notice (which it was traditionally printed and, nowadays, it is digitalized).  

The received units may optionally aggregate into larger logistics units. If some units are not included in 

a purchase order, typically they must be discarded. After that, the received logistics units are moved to 

a warehouse. The execution results are reported in the corresponding transfer notice (which, one more 

time, was traditionally printed and, nowadays, it is digitalized). An inventory process is executed in 
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parallel, and applies to all stored items that are cyclically counted. It would be a desirable feature that 

the system will issue alerts in cases of shortage or inconsistency of inventoried goods. 

During the production process, warehouse operators select and supply the required quantities of raw 

materials that are specified in the production task instructions and attach the RFID labels of their 

containers onto the electronic reader. The production operator attaches his personal identification card 

to start a production task. Once the production process is finished the operator prints new RFID and/or 

barcode labels (depending on the system implemented) for the remaining materials that are scheduled 

for return to the warehouse and the products (ready or semi-finished) that are processed during each 

production task. Traceability information is used to execute consistency checks to determine quantities 

of raw materials consumed, the spoilage, the utilization of tools and labor, as well as the machine 

operation and stop times. It would be a desirable feature that the system will issue alarms in case of 

discrepancy (i.e., illegal operator or equipment), excessive consumption, and/or low production rate. 

Taking into account the previous description, some additional requirements (introduced by the specific 

needs of small-sized manufacturing companies) have been considered in the framework development (apart 

from the ones presented in the previous sections): 

 REQ#1: the event monitoring function and production task traceability must be independent of 

the location of the information source and the hardware used. Traditional control systems were 

limited to the capability of the controller residing inside. 

 REQ#2: it should define a flexible and extensible architecture for the integration of various 

systems, wireless sensor networks (WSN), actuators, execution engines, among other things. 

 REQ#3: it should be capable of suspending current operations when the data obtained is corrupt, 

the task performed does not correspond to the expected one and/or some defined rules for the 

tasks are not satisfied. 

 REQ#4: the system must be easily configurable to allow communication with new elements and 

seamless interchange of new events. Traditional tag-based systems required early binding, that 

is, a configuration stage to link data sources and consumers of data. 

 REQ#5: the infrastructure must be capable of identifying each user or user role to determine the 

task to be performed. User roles are also considered for the cases when regulation does not allow 

identification of employees. 

 REQ#6: the system must assign tasks to different users who collaborate to complete the process. 

 REQ#7: ability to reconstruct every production step. This is required both for regulatory 

compliance and as an important basis for production environments. 

3.2. TF4SM: A New Traceability Framework for Small Manufacturing Companies 

As we have seen, improving traceability systems in small-sized manufacturing companies inevitably 

requires using information technologies. Among all the available technologies, we selected cyber-physical 

systems (and specifically, CPS according to the NIST definition) as the most appropriate. Therefore, we took 

the reference architecture showed in Figure 1 as our basis. Over it, we added or changed the elements 

necessary to fully check the requirements described in the previous sections. Our proposed Traceability 

Framework for Small Manufacturers (TF4SM) is the result of this process (Figure 2). 
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Figure 2. TF4SM architecture. 

Next, we are briefly describing each part of the framework, and how they cover the previously 

presented requirements. The TF4SM framework consists of six levels of abstraction: 

 The physical systems include all instruments, industrial systems and manufacturing elements and 

products present in the company’s facilities. 

 Cybernetic devices layer refers to the embedded devices which contains RFID readers and/or RFID 

tags, as well as to all elements which make up the subjacent pervasive computing system [70].  

The inclusion of mobile computing in the framework (we describe the communications plane later) 

partially covers REQ#1 (the system must show correct performance, independently of the 

information source’s location). In addition, working with embedded devices allows us to answer 

the third basic question about traceability systems: how to integrate RFID system into the 

company’s production processes. Although this paper refers to cybernetic devices, this kind of 

technologies has been commonly studied as “smart objects”. For example, in [71] the relevance of 

smart objects is highlighted in several application scenarios. 

 The Monitor and Control System refer to the interlayer which adapts cybernetic devices to high level 

computing schemes. It contains, mainly, data acquisition from RFID readers and data pre-processing. 

The inclusion of this layer allows creating hardware independent traceability systems. Embedded 

devices are placed below this layer and knowledge feedback loops are defined on top. This 

breakdown between knowledge management processes and the hardware which supports the 

system agree fully with the second part of REQ#1. 

 The Data Analytics layer, as in NIST reference architecture, processes data from different devices 

for pattern recognition and extracts data using machine learning and data mining. It also includes 

visual analytics oriented to the operator. Moreover, pattern recognition capability fulfills REQ#7 

(which describes the ability to reconstruct every production step), as it allows inferring workers’ 

activities from data collected by RFID readers. The algorithms included in this layer also answer 

the last basic question which remains unresolved (how to translate the real-time data into 
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meaningful information for the field operator?). Decision making uses results from Data Analytics 

as input for determining the next action which must be executed (issue an alert, suspend an 

operation, etc.). Thanks to the support of Data Analytics layer corrupt data can be detected, and 

this layer can order an operation to be suspended. In that way, REQ#3 is covered, and some 

desirable features are included. 

 Finally, in the Business Goals layer, rules about alerts, user’s roles, minimum stock, automatic 

orders or emergency situations can be defined. The interface offered by the system at this level 

will be specific of the application domain (depend on the product manufactured in the company), 

so any technological expert must control the traceability system (what was desirable). As this layer 

is placed at human abstraction level, identities, workflows, tasks or collaborative work can be 

defined. Thus, REQ#5 and REQ#6 get fulfilled. 

 Apart the previously described layers, the framework architecture includes six planes which cross 

vertically all the layers:  

 Timing: In traceability systems, time issues are not critical. Therefore, in our framework timing 

has been resolved including a timestamp in each data produced by the cybernetic devices. Any 

other solution is considered as this datum is enough for tracing the products’ life; 

 Interoperability: Traceability systems are conceived as corporative infrastructure, so typically 

any external access will be admitted. In the case of joining various systems, communication 

will be performed at high level through Representational State Transfer (REST) interfaces, 

much more flexible than other technologies; 

 Security: Security systems native from RFID-based traceability systems (based on safe RFID  

tags [72] and hash tables) have been widely proved as enough safe, so we maintain the same 

technologies in our framework; 

 Human-System interaction: Two different levels are distinguished. At cybernetic devices 

layer, any direct interface toward the physical world is described, so the communication will 

be based on Implicit Human-Computer Interaction (IHCI) [73]. In higher layers, specific 

graphical interfaces will be defined to communicate operators with the system; 

 Data and data services: The same philosophy applied in the case of “Interoperability” is valid here; 

 Networking and communications: Communications must support a flexible architecture [74,75]. 

In order to achieve this objective four technologies coexist in our proposed framework. First, 

cybernetic devices must implement RFID technology (to trace products’ life) and Bluetooth 

Low-Energy (BLE) standard (to transmit the readings toward the monitor and control system). 

The use of wireless technologies, in addition, supports the creation of a mobile computing 

scheme. Second, over BLE, a Publish/Subscribe protocol will be deployed. Actually, the use 

of the Publish/Subscribe communication paradigm facilitates binding between data sources 

and consumers of data [76], as the intermediate entity called “broker” manages registration 

and decouples entities in time and space. This improves system architecture flexibility (which 

deals with REQ#4 and REQ#2), as data sources do not have to be aware of the existence or 

number of data consumers and vice versa. Furthermore, some Publish/Subscribe 

communication protocols, such as the Message Queuing Telemetry Transport (MQTT), 

support reliable communication that includes retransmission of lost frames and acknowledge 
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events (which guaranteed the delivery of information). Finally, the communication among the 

monitor and control system and the higher abstraction layers will be performed over standard 

network technologies such as TCP/IP (which allows using the existent communications 

infrastructure in the company). 

 Inter-systems services: One more time, the same philosophy applied in the case of 

“Interoperability” is valid here. 

3.3. First Prototype Design 

Once presented the reference architecture for our framework, we design and build the first minimum 

functional prototype based on it. In this section, we first evaluate the minimum features we must include 

in the prototype for being able to validate its usability. Later, we present the list of elements which have 

to be built and the physical architecture considered. 

In manufacturing companies three basic elements are involved: workers, products and the workplace 

(usually a bench of some type). In some traceability solutions, such as fully automated solutions, only 

products and the workplace are taking into account. However, these kinds of solutions are commonly 

designed for heavy industry companies (such as automakers), where companies have very extensive 

work areas, lots of investment and production processes use high-volume products. In these scenarios, 

high-tech expensive deployments such as robotics (which may be part of both the traceability system 

and the production system), or high arches for automated reading of low frequency RFID tags (which 

can be used without risk of reading tags of wrong areas thanks to the breadth of the production area) are 

feasible solutions. In contrast, in small manufacturing companies products are made with small supplies, 

which does not require manipulation by robots (that sometimes cannot even be done), so that investment 

in traceability systems based on robotics is not justified (especially considering the resources these 

companies usually have). Furthermore, deployment of fully automated systems often requires large 

spaces, not always available in small companies (sometimes made up of less than five workers), so 

alternatives must be evaluated. In works on this issue [9,12], it is clear that the key to overcome this 

difficulty passes to monitor actions performed by workers without replacing them with robots, including 

heavy infrastructure in the work area or assigning additional tasks to operators which decline their 

productivity. Therefore, our prototype must include human interaction, and workers have to be 

incorporated into the system in the most appropriate way. 

Products, as considered in the TF4SM framework, will be provided with a NFC tag which identifies 

each one unequivocally. Later, this NFC tag must be detected when products are placed on the work 

table and when they are being manipulated by workers, so both elements (workers and work areas) have 

to be provided with NFC reader capability. For the operators, we designed a cybernetic glove with only 

NFC reader capability as the objective was to create a very light wearable device, which does not impede 

work, and for which ”pay attention once placed” is not necessary. For the workspace, NFC reader 

capability was not enough (we designed a cybernetic surface with four different reader zones), so  

four types of LED are included to notify the user of the progress in the process. 

Previously described devices complete the cybernetic devices layer. Although in the general case 

layers can be implemented in different systems, in this first prototype we implement them into the 

execution engine to orchestrate the whole system. In order to enable human-system interactions at the 
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top level, a visual application running in a visualization platform (or human-machine interface) is also 

provided. Through this platform, the state of the production process can be monitored and workflows 

and tasks can be defined (being also able to consult their compliance). Then, the final prototype’s 

physical architecture can be seen in Figure 3a. 

(a) (b) 

Figure 3. (a) Designed TF4SM physical architecture (b) Designed TF4SM functional architecture. 

As Figure 3a shows, another element has been included: a Publish/Subscribe broker. This element 

allows the spatial and temporal decoupling between publishers and subscribers and, in our system; it 

avoids having to reconfigure the rest of devices each time a device goes on or off. However, as this 

element belongs to the networking and communications plane and was not the focus of this work, it was 

omitted (an in-depth discussion about this subject can be found in articles, such as [77]). A functional 

architecture can be also considered (Figure 3b). First, we developed the NFC reader capability and the 

LED handling capability. These modules must be controlled from a component capable of extracting 

useful information from the NFC frames and capable of generating the electrical signal needed for 

turning on (or off) the LEDs. The cybernetic table and the cybernetic glove both support these 

capabilities. The event generation capability was later distributed among all the cybernetic devices and 

the execution engine. Depending on the system’s state at a particular moment any of these components 

can generate an event (see Section 4.2). Once an event has been generated, an evaluation step (executed 

in the same device where the event was produced) decides if the event must be published (using the 

Publish/Subscribe system) or any action must be directly executed (both options may be necessary).  

All the components in the prototype (cybernetic devices, execution engine and visualization platform) 

have processing capability (so they form a pervasive computing scheme). The processing step can cause 

a change in visualization platform, in LED state, a workflow update and/or an operation over the 

databases (in Section 4.1 the storage capacity of the system is described in detail). Both workflow 

management and storage management capabilities belong to the execution engine. Finally, depending 
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on the workflow defined in the human-machine interface (HMI, also implemented in the execution 

engine), a workflow update can generate a new event, which performs the same cycle described. 

4. System Construction 

This section explains the implementation of the solution that was designed following the TF4SM 

framework, and its deployment in the application scenario. 

4.1. System Implementation 

As we have said in Section 3.3, the system must be made up of the following four elements:  

a cybernetic glove, a cybernetic table, an execution engine which communicates with cybernetic devices 

by means of a byte-oriented protocol, and a visualization platform displaying the status of the monitoring 

system and process execution. 

One of the most important components in the designed system is the cybernetic glove. Even workers 

monitoring the system should increase process efficiency. However, human behavior is complex and 

sometimes random. Because of this, false measurements, erroneous events and similar mistakes can 

appear in the system if a cybernetic glove alone is considered (for example, as we will see later, if in the 

production process the glove passes near a tag it might be read, even when the object has not been picked 

up or used). In order to eliminate these measurement errors, more cybernetic devices are necessary  

(in this case we have selected a table because of the type of process considered). With the additional 

information provided by these additional devices, and using a proper algorithm (running in the execution 

engine), a more accurate picture of the current situation can be obtained. 

Figure 4 shows our prototype for a cybernetic glove. The cybernetic glove consists of a plastic 

package placed on the front side of the wrist (so as not to impede movement), a galvanized copper coil 

to allow NFC communication with tagged cybernetic devices, and a synthetic textile support, whose 

properties do not significantly affect the magnetic field generated by the NFC module. 

 
(a) (b) 

Figure 4. Example of hand movement with our cybernetic glove, (a) palm and (b) back sides. 

In Figure 5a we present the electronic scheme of the cybernetic glove. As can be seen, five elements 

compose the glove: a LiPO battery, a galvanized copper coil as an inductive antenna, an RDM8800 NFC 

chip [78], an Arduino Nano platform, and an HC-06 Bluetooth slave module. The cybernetic table is 

also provided with four different types of LED. 

A brief explanation of the function of each element follows: 

 The LiPO battery has a capacity of 850 mAh and 3.7 V. As the total current consumption of the 

glove is 140 mA, the glove has the capacity to operate for about 6 h; 

 The galvanized copper coil acts as an inductive antenna, resonant at NFC frequency (13.56 MHz); 
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 The RDM8800 NFC chip receives physical signals from the antenna, and produces a data frame 

encapsulating, among other fields, the identifier of the tagged cybernetic device that is in contact 

with the glove. The output interface is UART-serial type (at 9600 bauds); 

 The Arduino Nano platform receives data from RDM8800 by UART and extracts the tagged 

cybernetic device’s identifier. Finally, it encapsulates the identifier in an application protocol 

message and transmits the message by a second UART at 19,200 bauds; 

 The HC-06 Bluetooth slave module receives data by UART at 19,200 bauds and transmits them 

through a Bluetooth 3.0 interface; 

 The table’s LEDs are used as actuators to notify the user of different types of events. 

Thanks to NFC technology, and controlling some of the antenna configurations, we can greatly reduce 

the distance at which the glove detects the presence of a tagged cybernetic object (see Figure 6). Thus, 

we can say that the glove performs readings by contact. 

 
(a) (b) 

Figure 5. (a) Electronic scheme of the cybernetic glove; (b) Plastic holder graduated in 

height for measuring glove behavior. 

Despite this, it is necessary to consider some limitations. On the one hand, metallic objects cannot be 

considered due to their capacity to affect magnetic fields. On the other, as the magnetic field generated 

by the NFC reaches a maximum distance of 1.5 cm and only one device can be detected at once by the 

glove, we must guarantee that only one tagged cybernetic device is less than 1.5 cm from the glove. 

In order to measure the data, from which we prepared Figure 6, we used a plastic holder with several 

grids, separated (from each other) vertically by 0.5 cm (see Figure 5b). The experimental procedure was 

conducted as follows: 

 Five points were selected in height: 0 cm, 1 cm, 1.5 cm, 1.8 cm and 2 cm; 

 For each point in height, a set of 10 measurements were made. The probability of correct reading 

for each point was calculated by means of Laplace definition Equation (1): 
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( 	 ) =  (1)

 The second step was repeated ten times, obtaining ten different values of the correct reading 

probability for each point in height. Figure 5 shows the clouds of points obtained, along with  

a piecewise linear fit (blue line) obtained by minimizing the mean square error. The bubble size 

indicates the number of times a given value has occurred. 

Figure 6. Evolution of the detection probability based on distance between the glove and the 

tagged device. 

In Figure 7a we present our prototype for a cybernetic table. It is made of a plastic material (which 

does not interfere with electromagnetic fields) and on whose surface we have defined four detector areas. 

In Figure 7b an electronic scheme of the table is presented. As can be seen, there are four dedicated 

microcontrollers (one for each detector area), and one manager microcontroller. When a dedicated 

microcontroller has data to transmit, it requests permission from the manager, and transfers the message 

using a physical protocol. This physical protocol consists of two lines: the permission line serves as 

output for manager and input for dedicated microcontrollers, and the solicitation line serves as input for 

manager microcontroller and output for dedicated units. 

The protocol is defined below and is also presented in Figure 8: 

 When a dedicated microcontroller wants to transmit data using the Bluetooth module connected to 

the manager unit, it sets the solicitation line to high value; 

 The manager unit recognizes this signal change and checks whether or not the Bluetooth module 

is in use. If it is not, it clears the Bluetooth buffers and deletes old transitions. It also sets the 

permission line to high value to indicate that it is expecting Bluetooth connections; 

 When the dedicated microcontroller detects a high level in the permission line, it starts the data 

transmission. At the end of the transmission, it also sets the solicitation line to low level; 

 Finally, when the solicitation line changes to low level, the manager microcontroller also sets the 

permission line to low level again.  

Additionally, the maximum distance at which a tagged device is detected by the table is much shorter 

than the corresponding distance in the glove (see Figure 9). As can be seen, this maximum distance is, 
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in this case, 2.5 mm. To obtain this result, the same procedure explained for Figure 6 was followed 

(although, in this case, only four points in height were considered). 

(a) 

 
(b) 

Figure 7. (a) Prototype of a cybernetic table; (b) Electronic scheme of the cybernetic table. 

(a) 

Figure 8. Cont.
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(b) 

Figure 8. Physical protocol to allow communication between the manager Arduino and 

dedicated Arduinos, (a) Sequence diagram; (b) Chronogram. 

 

Figure 9. Evolution of the detection probability based on the distance between the table and 

the tagged device. 

Figure 10a shows the functional decomposition of the execution engine. As can be seen, four elements 

can be characterized (see Section 3.3 and Figure 3b). First, there is an HMI through which users can 

define the system’s behavior and workflows. Second, it includes a processor where workflow management, 

storage management, event processing and generation and system coordination are executed. Finally, 

two databases for information storing are also included. The first one stores the traces generated by the 

system in order to be able to recover past executions. The second one stores all the information about 

cybernetic devices, users and tagged objects (such as ID, logical name and actions allowed). All the 

elements that make up the execution engine are built using Java technologies, such as JavaX Bluetooth 

libraries and hsqlDB manager. 

As we have explained in the previous sections, the execution engine has workflow and storage 

management capabilities. Thus, it will usually be informed about all the events in the system. However, 

as we have said in Section 3 and will see in Tables 2 and 3, our TF4SM framework (and consequently 
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this first prototype) allows distributed event processing. Each event may be processed on the same device 

where it is generated (totally or partially), or it can be transmitted toward remote components. It is also 

possible to perform both actions. 

Other capabilities, such as signal power or signal quality measurements, are considered to detect when 

a device is entering or leaving the system (this way the system will adapt automatically). 

(a) 

(b) 

Figure 10. (a) Functional decomposition of the execution engine; (b) Visualization platform. 

The visualization platform consists of a Java graphical application on which the system state and 

workflows advances are constantly shown (Figure 10b). Finally, we must describe the byte-oriented 

application protocol that allows communication among the different cybernetic devices and the execution 

engine. A byte-oriented (also called character-oriented or text-oriented) protocol is a communications 
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protocol in which full bytes are used as control codes. The main advantage of these protocols is that they 

can be directly understood by humans. 

In many CPS scenarios [79,80], other technologies such as XML or JSON are preferred, as they  

are also efficient, human readable and can also be transmitted via HTTP. However, this is not possible 

with the selected hardware (which only has 2 KB of SRAM and 30 KB available in EEPROM). First, 

specific and heavy libraries are necessary (because Arduino is not designed for parsing XML or JSON 

documents). Nevertheless, the EEPROM space is almost full with Arduino libraries (which includes 

String library), Publish/Subscribe protocol code and NFC processing code, so it would be quite 

impossible to add any additional library. Second, the control characters needed in XML or JSON are 

more than the ones used in a specific protocol, so communication slows down in these cases (We used 

virtual communication infrastructures and an 8 MHz processor). And, finally, a rigid message structure 

allows processing the messages while they are being received, so not all the characters must be stored, 

and the available SRAM needed is smaller. Therefore, we have designed a specific byte-oriented 

application protocol for this scenario. 

In this case, only two different messages are considered: DEVICE ADVERTISEMENT message and 

EVENT message (Figure 11). 

(a) (b) 

Figure 11. Scheme of protocol messages; (a) DEVICE ADVERTISEMENT message;  

(b) EVENT message. 

When a new cybernetic device (uniquely identified throughout the world by its Bluetooth MAC 

address) is connected to the prototype, the first thing it must do is to inform about the events it can 

generate (for example, new tagged-object detected) and the operations it can execute (such as blinking 

a LED). This way, the execution engine (which will be subscribed to the appropriate topic) can present 

that information on the HMI, and users are able to use them in their workflows and processes. This way 

the proposed prototype is adapted to the arrival of new devices and is adaptable to use new capabilities 

provided by the cybernetic device. This information is sent via a DEVICE ADVERTISEMENT 

message. The message structure is as follows: 

 In the header line, we must indicate the message type: Device Advertisement; 

 In the first line of the body, we must place the identification of the new device, followed by a blank 

space and (optionally) an alias which will appear on the HMI; 
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 Then, an empty line indicates the beginning of the list of events the device can generate. In each 

line, first the event code must be placed (see Section 4.2). Later, optionally and separated by  

a blank space, a description of the event including its parameters, meaning or any other information 

can be incorporated; 

 A new empty line indicates the end of the list of events, and the beginning of the list of actions the 

device can execute. The list format is the same as in the previous case; 

 The message ends with an empty line. 

Being strict, as our prototype is only going to have two types of devices (cybernetic gloves and 

cybernetic tables), a manual configuration of these elements could be done, and the ADVERTISEMENT 

message is dispensable. However, in order to verify the full performance of the TF4SM framework 

(including the initial configuration) we have chosen to consider this transaction. An EVENT message is 

sent each time a cybernetic device generates an event, and this event must be notified to another device. 

The message structure is as follows: 

 In the header line, we must indicate the message type: Event; 

 In the first line of the body, we must place the identification of the device which notifies the event; 

 In the second line the event code (see Section 4.2) must be placed first. Then, after a blank  

space, it is possible to place as many parameters as required in the event, following the format  

“parameter = value” and separated from each other by semicolons. The carriage return marks the 

end of the parameter list; 

 The message ends with an empty line. 

4.2. Process Model 

Having described the physical implementation, in this section we now present how workflow 

definition and verification work in our prototype and, in general, how a TF4SM-based system operates. 

In our prototype, we consider a workflow as a collection of states related to each other by transitions, 

which are executed when one or various events occur (as in a finite-state machine). Examples of 

workflows are the inventory and the manufacturing processes explained in the motivation scenario. 

Additionally, workflows are considered logical objects, so they encapsulate their own attributes and 

methods (such as the owner or the date of the last execution). 

In each state two activities are executed, one when entering the state (entry activity) and another when 

exiting (exit activity). The problem is that the activities that are usually described in a workflow consist 

of several actions that cannot be run directly on cybernetic devices, but should be modeled using the 

operations they offer. An example of activity is the production task explained in the motivation scenario. 

Activities encapsulate their own attributes and methods (such as the activity number). 

We define an activity as an ordered collection of atomic operations. One operation can only be 

executed if all the previous operations have been successfully completed. As activities are the smallest 

logical object, if one atomic operation fails, the whole activity fails. Finally, we call atomic operations 

those operations which can be executed only with one interaction in the prototype (for example, picking 

up a tagged-object, turning on a LED, etc.). Atomic operations match operations announced by 
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cybernetic devices in their DEVICE ADVERTISEMENT message. Table 2 presents the atomic 

operations currently supported in our system. 

Table 2. Atomic operations currently supported in the TF4SM. 

Operation Source Description 

LED_ON Cybernetic Table 

Turns on the LED specified in the identification parameter. If durationTime value is not 

included, LED remains on indefinitely. Otherwise, LED is on during durationTime seconds. 

If the LED is already on, nothing happens. 

LED_OFF Cybernetic Table 

Turns off the LED specified in the identification parameter. If durationTime value is not 

included, LED remains off indefinitely. Otherwise, LED is off during durationTime seconds. 

If the LED is already off, nothing happens. 

TAG_PUSH_GLOVE Cybernetic Glove 

Turns on the glove’s NFC interface. If any parameter is included, the operation finishes when 

any NFC tag is read. If durationTime value is specified NFC interface stays on during 

durationTime seconds. If identification parameter is included, NFC interface stays on until 

the tag with the specified ID is read. It is possible to combine durationTime and identification 

value to obtain more complex behaviors. 

TAG_PUSH_TABLE Cybernetic Table 

Turns on the table’s NFC interface associated with activeZone area. If any parameter is 

included, operation finishes when any NFC tag is read. If durationTime value is specified 

NFC interface stays on during durationTime seconds. If identification parameter is included, 

NFC interface stays on until the tag with the specified ID is read. It is possible to combine 

durationTime and identification value to obtain more complex behaviors. 

TAG_POP_GLOVE Cybernetic Glove 

Turns off the glove’s NFC interface. If any parameter is included, operation finishes when the 

NFC tag that is being read is withdrawn or if there is none, immediately.  

If durationTime value is specified NFC interface stays on during durationTime seconds and 

then turned off. 

TAG_POP_TABLE Cybernetic Table 

Turns off the table’s NFC interface associated with activeZone area. If any parameter is 

included, operation finishes when the NFC tag which is being read is withdrawn, or, if there 

is none, immediately.  

If durationTime value is specified NFC interface stays on during durationTime seconds and 

then turned off. 

SHOW_MESSAGE Visualization platform Shows on visualization platform a pop-up window, where the content of message value is printed. 

Besides the atomic operations, as we mentioned in Section 3.3, cybernetic devices can also generate, 

process and receive different types of events. In an evaluation step, it is decided whether or not one event 

is processed in the same device where it is generated, or transmitted by means of an EVENT message to 

other devices (to execution engine, for example, in order to update workflow state). Table 3 presents the 

events that are currently supported in our system. 

Considering the motivation scenario (see Section 3.1), although various workflows can be executed 

in parallel (receiving process and inventory process), activities in each workflow such as the production 

task can always be executed sequentially. We simplify our process design and support only linear 

workflows. In this scheme, only one set of events allows advancing to the next state, and any other set 

causes the workflow to fail (see Figure 12). 

Finally, three states are mandatory in all the workflows defined in this first prototype. First, in all 

workflows the fail state must be included. When a WORKFLOW_FAIL event is triggered, workflow 

transits toward fail state from any other state. Second, the final state is also mandatory. 
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Table 3. Events currently supported in the TF4SM. 

Event Source Description 

TAG_PUSH_GLOVE Cybernetic Glove 
This event is triggered when an NFC tag is detected by the cybernetic glove. In identification 

parameter, the read tag’s ID must be indicated. 

TAG_PUSH_TABLE Cybernetic Table 

This event is triggered when one NFC tag is detected by the cybernetic table. The activeZone value 

includes the reader area where the tag has been detected and in identification parameter, the tag’s ID 

must be indicated. 

TAG_POP_GLOVE Cybernetic Glove 
This event is triggered when an NFC tag previously detected by the cybernetic glove is withdrawn. 

In identification parameter, the withdrawn tag’s ID must be indicated. 

TAG_POP_TABLE Cybernetic Table 

This event is triggered when one NFC tag previously detected by the cybernetic table is withdrawn. 

The activeZone value includes the reader area where the tag has been withdrawn and in 

identification parameter, the withdrawn tag’s ID must be indicated. 

WORKFLOW_START Execution engine 
This event is triggered when a workflow has been recovered by a user and must start. In identification 

parameter the workflow ID is indicated. 

WORKFLOW_END Execution engine 
This event is triggered when a workflow has finished successfully. In identification parameter the 

workflow ID is indicated. 

ACTIVITY_COMPLETE Execution engine 

This event is triggered when an activity has finished successfully. In identification parameter the 

activity ID is indicated and, in parentIdentification, the workflow’s ID to which this activity belongs 

is included. This event will allow not only store traces of atomic operations and activities. 

ACTIVITY_FAIL Execution engine 
This event is triggered when an activity has failed. In identification parameter the activity ID is 

indicated and, in parentIdentification, the workflow’s ID to which this activity belongs is included. 

WORKFLOW_FAIL Execution engine 
This event is triggered when a workflow has failed. In identification parameter the workflow  

ID is indicated. 

WORKFLOW_NEW Execution engine 
This event is triggered when a new workflow is created in the execution engine. In the workflow 

parameter, the new workflow is codified using bytes. 

 

Figure 12. General workflow format in the TF4SM-based prototype. 

This state represents the completion of the state machine and does not have exit activity. Third, the 

awaiting identification state must be considered an initial state. This state represents the workflow’s 

starting point, and always has to be defined as follows: 

 Entry activity: first a SHOW_MESSAGE operation must be executed in order to ask users to 

identify themselves. Then, a TAG_PUSH_GLOVE operation turns on the glove’s NFC interface, 

which is not deactivated until the users again uses his ID to close the state; 
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 As the execution engine subscribes to the corresponding topic (see Section 4.3), it will receive 

information on the user’s ID. The execution engine checks whether the workflow owner user is 

the same user that was identified. If so, a WORKFLOW_START event is generated; 

 Transition: the workflow will execute the transition toward the next state when a 

WORKFLOW_START event is received; 

 Exit activity: this activity is made up of only one SHOW_MESSAGE operation, to indicate to 

users that the workflow verification has started. 

Although the process model described is a simplification, it matches the model used in a large number 

of manufacturing companies. For example in [81] the cigarette manufacturing process is described by 

workflows consisting on sequences of activities beginning at an initial activity and ending at  

a completion activity. Transitions between activities also are run when the associated trigger event 

occurs. For all this, the model can be considered valid to verify the usability of our prototype. 

4.3. System Deployment 

Our first TF4SM-based prototype was deployed as a laboratory prototype at the Technical  

University of Madrid. The scenario was built simulating the scenario we can find in a real small-sized 

manufacturing company. 

In the object database we have registered 56 different objects and 36 different user profiles. In the 

execution engine we have developed only one workflow, made up of 10 different states (13, if we take 

into account the mandatory states describe above). Finally, in this prototype, devices have been 

configured as Table 4 shows. 

Table 4. Devices’ configuration. 

Device Configuration 

Cybernetic glove All the events generated in the glove are directly published without been processed. 

Cybernetic table 

The TAG_PUSH_TABLE event turns on one green LED. The TAG_POP_TABLE event turns off the same 

green LED. The WORKFLOW_START event turns on an orange LED.  

Both TAG_PUSH_TABLE and TAG_POP_TABLE events are also published. The WORKFLOW_END 

event turns on a blue LED for 10 seconds, and the WORKFLOW_FAIL does the same with a red LED. 

Visualization platform It is subscribed to all the topics that are used to update the platform. 

Execution engine It is subscribed to all the topics that are used to update the workflow, and also to publish all the events it generates. 

5. Experimental Validation 

This research paper attempts to answer the following research questions: 

1. Would the time response to inefficiencies improve by deploying a system based on our TF4SM  

in companies? 

2. Is it possible to reduce the number of inefficiencies in productive processes using a  

TF4SM-based system? 

An experimental validation was carried out in order to address these research questions. In this 

experimental validation two different experiments were executed. In the first one, the response time to 

inefficiencies (specifically, product shortages) is qualitatively compared in our proposed protoype with 
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a traditional tag-based traceability system (similar to the one described in [23]). In the second one, we 

compare a traditional tag-based traceability system with our proposed TF4SM-base prototype, where 

notifications to users about process execution are activated for the number of inefficiencies by worker. 

The total response time to inefficiencies may be grouped into three different times (Figure 13).  

The time-to-alert time starts when the inefficiency occurs and finishes when an alert is generated in the 

process monitoring system. Secondly, the time-to-reaction time starts when an alert is generated in the 

process monitoring system and finishes when the person in charge responds to the alert and identifies 

the solution. Finally, the time-to-solution time involves all the time needed to solve the problem 

previously identified. 

 

Figure 13. Response time to inefficiencies decomposition. 

One of the most important inefficiency types, in which response time is critical, is product shortages. 

If the amount of remaining product is not accurately controlled, it might not only stop production (such 

as when other types of inefficiencies occur), but also all the processes in which the product is needed 

(which can be most processes if it is a basic product). 

In product shortages, the time-to-solution is independent of the monitoring process implemented as  

it is more related to the presence or not of automatic order systems. Consequently, we conducted  

an experiment to qualitatively compare a traditional tag-based traceability system with our prototype for 

the time-to-alert and time-to-reaction times in the case of product shortage. 

Thirty six (36) people were involved in this first experiment. In our manufacturing scenario, these 

people were divided into two equal groups called the TF4SM and TAG groups. Both groups were isolated 

from each other. Within each group four different productive processes were assigned at random among 

the participants, and one additional person was in charge of solving the possible product shortages.  

56 different products were located in the warehouse, but the amount of some of them was insufficient to 

finalize all the processes in execution. 

In the TF4SM group all the products were on a cybernetic table that monitored the amount of 

remaining product. Each worker also wore our cybernetic glove. The person in charge was also provided 

with a mobile visualization platform for controlling the warehouse state. 

In the TAG group, each worker had a tag-reader, which he had to pass over the product’s tag before 

removing one unit from the warehouse. There was also a control point where commercial retail control 

software runs, and where the person in charge could verify the products available in the warehouse. 

Finally, an external observatory was placed in both groups to qualitatively evaluate the time-to-alert 

and time-to-reaction times. 
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In the second experiment, the number of inefficiencies was evaluated. In general, inefficiencies were 

due to three types of errors. Firstly, there were inefficiencies due to procedural errors. In these cases,  

an activity was not executed in the correct order, unfinished or some step had not been executed. 

Secondly, there were inefficiencies due to execution errors. In these cases, all steps of the activity were 

executed, but (at least) one of them had not been developed as expected (a badly tightened screw or 

badly applied paint were examples of such errors). Finally, there were inefficiencies due to other errors, 

such as power outages and shortages. 

In traditional tag-based systems, all errors are considered equal, and were evaluated at the workflow’s 

end (in the so-called quality control point). However, our TF4SM-base prototype allows to provide users 

with real-time information on process execution and, therefore, it enables the possibility of notifying 

procedure errors as they occur. Thus, workers can correct their last action, thereby reducing the number 

of errors when the product is delivered for quality control. 

To compare the inefficiencies in a manufacturing company where a traditional tag-based traceability 

system was deployed with the inefficiencies in a manufacturing company where our proposed  

TF4SM-base prototype was available, we conducted the following validation. 

Thirty six (36) people were involved in this second experiment. In our warehouse scenario, these 

people were divided into two separate groups. TF4SM was made up of 20 people and non-TF4SM the 

remaining 16. 

The TF4SM group went one by one to a cybernetic table where they had to run a 10-step workflow. 

Each user had 16 kinds of products, of which only nine had to be processed, and they wore our cybernetic 

glove. During the execution of the workflow, our prototype monitored the process in real-time and 

alerted workers by means of a red LED whether they had performed an action that was not provided.  

At any time workers could undo any action. At the end of the workflow, an expert validated the final 

product and, in case of inefficiency, he specified the number of errors and type. 

The non-TF4SM group worked in a similar way, except that in this case; the prototype was turned 

off, leaving only as checkpoint the final quality control (as in most manufacturing processes). 

6. Results 

This section presents and discusses the results obtained in the experimental validation. Results are 

shown following the research questions defined in this paper. Table 5 summarizes the magnitude order 

of the time-to-alert and time-to-reaction times for the first experiment. 

Table 5. Devices’ configuration. 

System Employed Time-to-Alert Time Time-to-Reaction Time 
Tag-based system Less than 10 s Between 1 and 3 min 

TF4SM Immediate Less than 30 s 

Some considerations should be given to Table 5. First, we verified that time response to inefficiencies 

improved by deploying our prototype. As the system required no consumables, the only expenditure was 

the initial investment, so we can say that we have achieved this improvement. Second, we can explore 

some reasons for this improvement. In respect to time-to-alert time, the need for human intervention in 

traditional tag-based systems causes, inevitably, higher delays. Operations, such as finding the tag or 
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preparing the reader, can be made really fast, but automatic systems (such as the one TF4SM framework 

proposes) will always be much faster than humans. With respect to time-to-reaction time, the event 

monitoring independence from hardware (achieved in TF4SM framework) allows to develop mobile 

platforms that are permanently connected to the person in charge (who can respond to the emergency 

very quickly). In traditional tag-based systems, software commercial platforms require hard configurations 

and, in most cases, specific hardware to be deployed. Therefore, as in our experiment, in most companies 

there is a fixed control point that is periodically reviewed by managers. Depending on the review period, 

events may be processed faster or slower. 

Considering the second experiment, Figure 14 shows two boxplot measuring the number of errors 

committed by the TF4SM group (median = 3.5, SD = 1.76) and the non-TF4SM group (median = 6, SD = 2.28). 

As both boxplots have an overlapping area, a Mann-Whitney U test was conducted to confirm whether 

the use of our proposed TF4SM framework reduces the number of errors. The Mann-Whitney U test is 

a nonparametric test of the null hypothesis that two samples come from the same population against  

an alternative hypothesis, comparing the mean values of the two samples. It is used to evaluate if  

two different data populations are similar or different (higher or lower). The p-value indicates the 

significance level of Mann-Whitney U test. The results are positive and support the previous assertion 

within the expected significance, p < 0.005 (U-values omitted as the comparison results have relatively 

little importance). 

As can be seen, our proposed TF4SM framework does not eliminate the inefficiencies, but it allows 

workers to make some mistakes (specifically, procedure errors) and gives them the opportunity to correct 

a production task, which, in the end, reduces the number of inefficiencies (answering in this way our 

second research question). 

 

Figure 14. Response time to inefficiencies decomposition. 
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7. Conclusions 

Traceability systems are rapidly becoming very important in manufacturing sector. Governments, 

costumers, workers among others ask companies for tighter controls in production processes. However, 

the complexity associated with manufacturing processes nowadays makes this task greatly complicated, 

especially for small companies. On the one hand, traditional traceability systems increase costs when 

logistics increases in complexity, and the necessary investments are not always acceptable for small 

companies. On the other hand, any type of completely automatic process monitoring or traceability 

system is widely used in industry, so companies are reluctant to implement such solutions (except in the 

case of proprietary solutions, something unattainable for small companies). Our Traceability Framework 

For Small Companies (TF4SM) fills this gap, by allowing real-time traceability and process monitoring 

through a flexible, open architecture (based on CPS NIST definition) capable of adapting to all types of 

manufacturing companies. 

With TF4SM-based systems small manufacturing companies can monitor both workers’ actions and 

movement of the products at any given moment. This, together with the ability to use mobile platforms 

for system control, allows a significant reduction in the response time to inefficiencies obtained in our 

systems, compared to traditional tag-based traceability systems. 

Moreover, the use of real-time monitoring enables the possibility of notifying users of their errors, 

allowing the workers to correct them (when it is possible). Thus, the number of inefficiencies in companies 

that implement TF4SM-based traceability systems is lower than in companies that use traditional 

traceability systems. 
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Abstract

One of the most interesting applications of Industry 4.0 paradigm is enhanced process control. Tradi-
tionally, process control solutions based on Cyber-Physical Systems (CPS) consider a top-down view
where processes are represented as executable high-level descriptions. However, most times indus-
trial processes follow a bottom-up model where processes are executed by low-level devices which
are hard-programmed with the process to be executed. Thus, high-level components only may super-
vise the process execution as devices cannot modify dynamically their behavior. Therefore, in this
paper we propose a vertical CPS-based solution (including a reference and a functional architecture)
adequate to perform enhanced process control in Industry 4.0 scenarios with a bottom-up view. The
proposed solution employs an event-driven service-based architecture where control is performed by
means of finite state machines. Furthermore, an experimental validation is provided proving that in
more than 97% of cases the proposed solution allows a stable and effective control.

Keywords: Cyber-Physical Systems, Industry 4.0, Process Control, State Machine, Legacy Systems

1 Introduction

In the last ten years many solutions based on Cyber-Physical Systems (CPS) [1] have been proposed:
from Ambient Intelligence (AmI) and healthcare systems [2] to traceability solutions [3]. However, the
best opportunity to develop relevant products based on CPS was born in 2014 with the Industry 4.0
paradigm [4]. Industry 4.0 refers to the deep integration of next generation information technologies
(such as CPS or AmI) into industrial scenarios, solutions and procedures. In that way, innovations about
CPS finally could be applied to a particular application scenario, and specific and tangible contributions
would be expectable.

As CPS are usually defined as integrations of computation with physical processes [5], the most
direct application of CPS in Industry 4.0 scenarios is enhanced process control. In fact, traditional
process control is based on closed feedback loops [6] where (i) data about the process are collected
using sensors, (ii) the acquired information is processed and the actions to be taken are calculated and
(iii) actuators change their state along the calculated decisions. On the contrary, CPS may enhance
traditional process control as they refer a class of devices being able to get synchronized with physical
processes [7]. In that way, it is not necessary to define additional feedback loops, as CPS integrates all
the mechanisms to reach and maintain a synchronized state.

Depending on the defined architecture, data flow in CPS may be vertical, horizontal or even transver-
sal. Any case, most proposals on CPS-based process control describe systems where processes are
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defined by users using high-level languages, which are later translated into executable code [8]. This
code is, finally, executed by hardware devices. In general, this approach is known as top-down view [9].
However, in real industrial scenarios, processes used to be hard-programmed into low-level devices, and
no interface to modify that programming is publicly offered. Devices only notify important events or
changes by activating a flag which may be monitored using technologies such as OPC [10]. This situa-
tion is the final cause of the implementation of supervisory control systems such as SCADA [11] which
may integrate all the flags from devices and translate them into human-readable information. This ap-
proach is usually known as bottom-up view. The authors argue that CPS-based process control systems
for Industry 4.0 have to be designed to replace the old supervisory control systems, integrating hardware
devices into new and enhanced process control solutions. New CPS architectures and solutions following
a bottom-up approach are, then, required.

Therefore, in this paper, a new solution for bottom-up process control systems based on CPS is
described. The presented solution includes a reference architecture which is defined from the numerous
proposals which have been described in the research literature and from the particular requirements of
Industry 4.0 scenarios. A detailed functional architecture is also provided, whose behavior is based on
the sending of events among the different components which made up the system. The entire solution
is based on the concept of service, which is complemented with finite state machine technologies such
as Amazon States Language (ASL). Furthermore, in order to guarantee a stable control, the described
solution supports executions with a guarantee Quality-of-Service (QoS).

The rest of the paper is organized as follows: Section 2 presents the state of the art in CPS architec-
tures and process control systems. Section 3 presents the contributions of the article. Section 4 describes
the experimental validation. Finally, Section 5 and 6 explain some results of this experimental validation
and the conclusions of our work.

2 State of the art

Ten relevant CPS reference architectures have been described in research literature or in different drafts
by standardization organizations [12]. Namely (Figure 1 represents all of them):

• ARCH#1. Service-based CPS architecture. Proposed by La et al. [13], it is the architecture most
similar to the traditional process control systems. Basically, it consists on a physical platform, a
control system and, as a novelty; a service framework which allows performing control tasks by
means of Internet services (which provides a higher flexibility). Its main disadvantage is its low
integration level, which should be improved in order to advance towards more efficient solutions as
required by Industry 4.0. Moreover, deploying advanced functionalities (as Industry 4.0 requires)
may be complicated if tiers are not explicitly independent and adapted. Thus, additional modules
should be added in order to improve its usability.

• ARCH#2. Basic prototype architecture for CPS. Proposed by Tan et al. [14] it improves various
aspect s of ARCH#1. First, it proposes an event-focused architecture (including a publication/sub-
scription network) which allows implementing both policies of hard and soft control. Additionally,
a knowledge extraction module is considered, so hardware-dependent information is independent
from the high-level events (although the second ones are calculated from the first ones). A virtual
representation of the low-level devices is also considered, where each virtual instance has its own
state which may change depending on the received events. As main disadvantage, using this archi-
tecture is very difficult to control a process including several devices, as no centralized control unit
is deployed (control laws are embedded in hardware devices). Moreover, as the system description
is distributed, a heavy context must be maintained (including all the virtual instances and their
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Figure 1: Most important proposed architectures on CPS

states) which difficult real-time control (many calculation could be required in order to evaluate
the control actions to be taken).
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• ARCH#3. EuroCPS project architecture. This architecture was proposed as a result of the Euro-
pean project EuroCPS [15]. Basically it represents CPS as a networked collection of embedded
devices. It is a very flexible proposal; as almost any current system may be understand as a col-
lection of networked devices. However, it is too much general to meet the specific requirements of
Industry 4.0 scenarios (for example, it is not clear how to deploy an enhanced control system).

• ARCH#4. IoT@Work project architecture. Proposed as a result of the IoT@Work project [16], it
was not proposed as a CPS architecture (originally was designed to Internet-of-Things systems).
However, some authors have employed it in CPS applications, so should be considered in this
group. It is a very conceptual architecture made of five different layers. It is a service-based
proposal which addresses problems such as the inter-layer operation. However, it was designed
with a top-down view which does not fill at all with Industry 4.0 scenarios. Moreover, it is focused
on the deployment of automation applications, which is only a particular case in the Industry 4.0
environment. It is a valuable approach, although, in general, it should be more specific (considering
some Industry 4.0 problems such as the geographically spared production locations).

• ARCH#5. CPS architecture model. Proposed by Wan et al. [17], this architecture is very focused
on hardware components. Three different subsystems are distinguished: wireless sensors net-
work, storage and applications platform and a computing system. This structure is very similar to
ARCH#1 and to the traditional process control systems. Its integration level should be improved
and connections with other technological systems (such as cloud computing infrastructures) are
not clearly indicated as required by Industry 4.0 paradigm. As important characteristic, for first
time, an intelligent decision making system (as well as humans) is considered in order to obtain
the actuator responses.

• ARCH#6. Networked CPS architecture. This architecture was proposed by Lai [18] using very
traditional concepts about ordinary distributed systems. It is pretty similar to ARCH#2, and shows
the same difficulties to be applied to Industry 4.0 scenarios. As a difference, it explicitly considers
an adaptation layer between the virtual entities and the physical world (an important characteristic
which should be considered in later proposals).

• ARCH#7. ISO-IEC architecture. Proposed by the ISO organization [19], it was designed as ar-
chitecture for the Internet-of-Things and, later, it was applied to CPS. As ARCH#4 it is a very
conceptual proposal, although it is much more exhaustive. As a novelty, it mixes both concepts:
virtualization and a service-based approach. As a main disadvantage, it does not consider an in-
formation extraction module or any similar instrument to become independent the low-level infor-
mation from the high-level data. Additionally, this architecture is designed following a top-down
view, which does not meet the requirement of Industry 4.0 paradigm. However, it is important to
remark the inclusion of a layer dedicated to process management at business level.

• ARCH#8. NIST architecture. This is the most recent proposal. The National Institute of Standards
and Technology proposed in 2014 a reference architecture for CPS focused on being used as based
for industrial product [20]. It fact, it considers all the elements necessary to meet the Industry
4.0 (although this architecture is previous to such paradigm): a low-level control layer and a busi-
ness process management layer, both independent by means of a data analytics layer. It shows,
moreover, a clear endpoint to connect with external services (such as cloud computing). Only
small additions should be added in order to develop a bottom-up process control system using this
architecture.
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• ARCH#9. AIOTI (EC) architecture. The European Alliance for Internet of Things Innovation
(AIOTI) has recently proposed an alternative architecture for CPS [21]. This proposal is also
focused on industrial solutions, although it is much more conservative that which proposed by
NIST. In particular, it maintains the same structure of traditional process control systems (including
the SCADA systems), changing the ordinary sensors and actuators for some embedded devices
they called Cyber-Physical Systems. It is very complicated to fit Industry 4.0 new designs to
AIOTI architecture, so it has not been almost employed in third-party proposals.

• ARCH#10. 5C architecture. Proposed by Lee et al. it is the first architecture proposed for Industry
4.0 systems. It is a very remarkable proposal, although it is complicated to be used as base for
real developments. It describes five kinds of functions and/or modules which should be present in
every CPS in order to fulfill Industry 4.0 requirements. However, capital issues about information
technologies (communications, security, data format, etc.) are not addressed, so this proposal used
to be employed to check that a certain system meets the Industry 4.0 requirements instead of as a
reference architecture.

Considering all the previous discussions, our proposal will be based on NIST architecture, to which
some slightly modifications will be added (see Section 3.1). Moreover, it will be checked considering all
the functions and requirements showed by 5C architecture.

Apart from general CPS architectures which could be employed to develop Industry 4.0 systems,
some specific works on process control systems based on CPS may be found [22]. These proposals are
not very numerous and mostly focused on Smart Grids. These works are usually previous to the CPS
definition, but in some occasions the authors employ this paradigm to develop the control subsystem [23]
[24]. On the other hand, proposals on pure process control systems based on CPS are rare. In general,
they are focused on general aspects about industrial systems [25] or propose process control solutions
based on simple networked sensors and actuators (as in ARCH#3) [26].

Our work, then, fulfills a gap in research, proposing a fully functional process control system, con-
sidering all the requirements of Industry 4.0 [27]. In order to reach this objective, the previously cited
architectures and their main characteristics are taken into account. Thus, an event-driven service-based
solution is designed, considering the NIST reference architecture and the concepts of ”state” and ”state
transition”.

3 Proposed solution

In this Section the technical solution is described. In the first subsection the reference architecture, as
well as a general view of the solution performance, are presented. And, in the second subsection, the
technical proposal is presented in detail by means of a specific functional architecture.

3.1 Architectures and overview of the proposal

Figure 2 represents the reference architecture considered as base for our proposal. As said before, basi-
cally it corresponds with the NIST CPS architecture, where three small modifications have been included.
First, two middleware layers have been included in order to show explicitly their existence. Second, the
name of the top layer has been modified to clearly show their functions. And, finally, some important
components have been remarked inside each layer.

A brief explanation about the proposed architecture (layer by layer) is provided below:

1. Physical system. It represents all the elements which are part of the process and which should be
monitored. Most production systems and legacy infrastructures belong to this layer.

45
235



Enhancing Process Control in Industry 4.0 Scenarios
using Cyber-Physical Systems B. Bordel, R. Alcarria, D. Sánchez, A. Sánchez

Figure 2: Reference architecture

2. Transducers. It includes both, sensor and actuators. It usually are embedded into the physical
system as are included in the same case that the production systems. It refers the modules in
charge of monitoring the system activity and activate (or not) a certain flag in the system’s hardware
interface. This module also may monitor certain input flags in order to trigger a new function or
stop the system operation.

3. Transductor access middleware. It refers the protocol employed to transport the information pro-
vided by transducers towards the control layer, where a data message codifying the obtained infor-
mation will be constructed. In most industrial scenarios it is based on the OPC protocol. Although
previously only a data interface has been described, in some occasions a control interface could be
also available. The system behavior would be the same in both cases, so in this work we are only
considering a data interface.

4. Control. It manages the data acquisition by means of the transductor access middleware and elab-
orates the data format to be transmitted to the higher layers. On the other hand, it interpreters
the messages form the high-level components and orders the appropriate changes in the actuators
using the cited middleware. In some cases, some of these functionalities are directly embedded
in production systems (when next generation infrastructures are considered), so all the previous
layers are totally integrated making up a self-managed device.

5. Hardware access middleware. In general, any type of middleware will be adequate. However, in
this proposal we are employing an event-based approach (which perfectly fits with the behavior of
low-level layers), including publication/subscription technologies (as in ARCH#1, see Section 2).
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Thus, in this case we are deploying a publication/subscription (P/S) middleware (particularly a
MQTT middleware [26]) through which information (expressed as events) is transmitted to pro-
cessing and decision making modules. An access manager acting as MQTT broker is also con-
sidered. Finally, this layer includes a Data service Invocation API, employed to subscribe (or
unsubscribe) to a certain type of events.

6. Data analytics. This layer receives the events from the control layer, processes them and extracts
the important information. Depending on the sequence of received events, it also may detect a
known pattern. With this information, this layer transmits a new high-level (business) event to the
supervisor module. In this case, as only two elements are related in the event transmission no P/S
technology is required (moreover, its application would be highly inefficient). Instead of that, an
asynchronous invocation API (based, for example, on REST services) is included.

7. Global model and decision making. This layer finally receives the high-level events previously
generated and updates the current state. When a certain state is left an output activity may be
trigger and, besides, when a new state is reached an input activity might be also executed. These
activities, in fact, will be used to robustly control the underlying process being executed by the
monitored production infrastructure. At this stage, additionally, connections with other systems
would be available if needed. Finally, a new event at prosumer (human-understandable) level is
generated in order to update the interface for managers or controllers.

8. Domain expert environment. Using this environment, controllers and/or managers may model the
sequence of states a certain process may follow. It is important to note that, in general, a detailed
description of the process may be not provided as the process evolution depends on the production
system programming (usually provided with a PLC –Programmable Logic Controller-) which is
unknown (it uses to be protected proprietary technology). However, the sequence of states (which
might be as detailed as possible) is well-known as usually it is defined by the type of industry or
process.

With this structure, as said before, the proposed architecture fulfills the requirements of Industry
4.0 systems [28]. In particular, (1) self-configure for resilience, (2) self-adjust for variation and (3)
self-optimize for disturbance is provided by an adequate control using the input and output activities
described above. A (4) remote visualization for humans is provided with the domain expert environment
and (5) decision making is considered in the data analytics layer. Other secondary requirements are
supported by the default by the physical system or transducers (such as plug&play).

Table 1 compares the ten described architectures in Section 2 and the solution proposed above. In
particular, several important requirements are evaluated, proving our proposal is the unique solution
which meets all the described needs for Industry 4.0 scenarios.

Considering the previously proposed architecture, a general overview about how our proposal works
is provided on Figure 3. As can be seen, firstly, domain experts should model the process as a fine state
machine using graphic domain-specific tools. An interpreter, then, transforms the graphic representation
into computer code (such as XML). The generated code is put on memory by the supervisor module in
the form of a state transition table. If necessary, the module subscribes to the adequate kinds of events
(business events, which are independent from the underlying infrastructure) and updates the system state
when necessary. It also orders the execution of the input and output activities and generates the prosumer
events (expressed in domain specific languages and easily human-readable format) employed to inform
users about the global situation. At this point connections with cloud and other control system could be
available.
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Requirements /
Functionalities

Architectures for Industry 4.0
#1 #2 #3 #4 #5 #6 #7 #8 #9 #10 Our proposal

High integration level X X X X X X X X
Independent subsystems X X X X X X X X X
Central control unit X X X X X X
Knowledge extraction
module

X X X X X X

Specific problems of
Industry 4.0 considered

X X X X X X

Bottom-up approach X X X X X X X X X X
Connection with other
systems (cloud. . . )

X X X X X X X X X

Adaptation layers
are considered

X X X X X

Interface for
prosumers included

X X X X

New CPS era tools
are considered

X X X X X X X X

Easy to design a system
using the architecture

X X X X X X

Table 1: Comparison among the mentioned architectures

Figure 3: Proposal overview
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The necessary business-level events to update the state in the supervisor module are provided by the
knowledge extraction component, which obtains that information from the processing of the production
(low-level) events received from the hardware devices. As many hardware devices could be deployed, a
P/S network is the most adequate mechanism to transport the produced events. To this network, control
components will be connected in order to generate and receive the production events. Finally, by means
of an industrial protocol (such as OPC) and sensors and actuators, control components will obtain and
provide the necessary information from/to hardware devices and production systems.

3.2 Detailed explanation

Figure 4 presents the detailed functional architecture of our proposal, and Figure 5 shows a UML diagram
describing in a formal way the solution’s behavior.

In order to perform control policies over a certain process, the first step is to design the finite state
machine (FSM) which models the process, including the input (or entry) and output (or exit) activities
for each state. This first model is constructed using a domain specific language, such as graphic DOT
language [29] (employed in many contexts such as manufacturing companies) or the UML state charts
[30]. Domain experts, thus, may employ the most adequate language for each scenario and programming
skills are not required. Figure 6 represents a generic process modeled as a FSM.

Additionally, the entry and exit activities must be described. As usually said in the literature [3]
activities are ordered collections of atomic operations (or service invocations in service-based architec-
tures). In the prosumer interface, as it is focused on domain experts, all these elements are described
in a high abstraction level which we named as prosumer level. At this level, information is expressed
in a human-understandable format which, moreover, is independent from the underlying infrastructure.
As in the case of the FSM, in order to describe the entry and exit activities a domain language will be
employed. Many languages are available depending on the particular type of industry considered. For
example, the Process Specification Language (PSL) [31] may be employed in manufacturing scenarios.

In general, descriptions obtained from prosumer interface will depend on the specific application
considered and, furthermore, in some cases various languages could be supported at the same time. Then,
in order to homogenize the system operation a domain interpreter is added. This interpreter transforms
domain-specific descriptions into generic descriptions, employing common languages such as XML.
However, the resulting FSMs and activities are still described at prosumer level. Therefore, it is not
required that the obtained code from the interpreter to be executable. Languages such as the XML
language for UML state charts [32] or the W3C State Chart XML language [33] could be employed in
the FSM descriptions. Finally, activities are modeled using a workflow description XML-based language
such as BPMN-XML [34], although is our proposal we are employing YAWL [35]. Figure 7 represents
the obtained description from the interpreter using as input the description on Figure 6 and the W3C
State Chart XML language.

At this step, the designed FSM must be verified in order to perform the control activities. In order
to do that, the FSM description (as well as the entry and exit activity descriptions) is uploaded to the
verification system, which presents an asynchronous invocation API to communicate with the prosumer
interface. This interface may be based on any technology, although in our proposal we are employing
REST interfaces [36]. When the REST process verification service is invocated, the FSM description
is uploaded and a bidirectional communication based on web sockets is stablished between the user
interface and the transformation module (through an unused transport port, in our case port 35357).
These open sockets are used to transmit the prosumer events to the prosumer interface in order to inform
users about the process evolution. In later occasions, the transmission of events will be based on P/S
networks. However, in this case, only two entities are sharing information so P/S solutions are very
inefficient; peer-to-peer communications are preferable.
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Figure 4: Detailed functional architecture

The first module in the verification system still belongs to the domain expert environment. It is a
transformation module whose function is to transform the high abstraction level (prosumer) descriptions
obtained from the domain interpreter into executable machine-understandable code which present a
lower level of abstraction that we have named as “business level”. Business-level descriptions are also
independent of the underlying hardware platform. Languages employed at this point to describe FSMs
may be the same as employed by the interpreter (for example the W3C State Chart XML language) or
a new language can be used. Executable description languages such as which described by Bowne [37],
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Figure 5: UML description of system behavior

the XASM language (An Extensible, Component-Based Abstract State Machines Language) [38] or the
.NET framework for State Machine Workflows [39] may be very useful at this point. Figure 8 presents
the output of the transformation module when description on Figure 7 is the input (when using the W3C
State Chart XML language).
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process process_example {

STATE#1 [ENTRY="ENTRY_PROSUMER_ACTIVITY#1" EXIT="EXIT_PROSUMER_ACTIVITY#1"];

[...]

FINAL_STATE [ENTRY="ENTRY_PROSUMER_ACTIVITY#F"];

STATE#1 -> STATE#2 [condition=PROSUMER_EVENT#1];

[...]

STATE#N -> FINAL_STATE [condition=PROSUMER_EVENT#F];

STATE#1 -> STATE#N [condition=PROSUMER_EVENT#2];

}

Figure 6: Generic process at prosumer level (prosumer interface). (a) Graphic representation. (b) DOT
description

<?xml version="1.0" encoding="us-ascii"?>

<scxml xmlns=http://www.w3.org/2005/07/scxml

xmlns:xi=http://www.w3.org/2001/XInclude version="1.0" initial="STATE#1">

<state id ="STATE#1">

<onentry>

<do ENTRY_PROSUMER_ACTIVITY#1/>

</onentry>

<onexit>

<do EXIT_PROSUMER_ACTIVITY#1/>

</onexit>

<transition event="PROSUMER_EVENT#1" target="STATE#2"/>

<transition event="PROSUMER_EVENT#2" target="STATE#N"/>

</state>

[...]

</scxml>

Figure 7: FSM description generated by the domain interpreter

Using the same procedure as described above, this new description is uploaded to a supervisory
engine using REST services. In this engine, the adequate execution environment is provided, depending
on the language employed in the business-level description. For example, if .NET technologies are
employed, a C++ engine is included in this module. If, as in the proposed solution, XML technologies
are employed, the uploaded description is transformed into a state transition table (see Figure 9).

State transition tables are maintained in memory in the supervisory engine, so the process state is
continuously updated depending on the received business events. A new event is generated and sent to
the transformation module each time the FSM is updated. Additionally, each time a state is reached
or left, the corresponding entry or exit activity is executed by means of the activity execution system.
This subsystem must be able to execute processes described at business level following a certain XML.
Resolving this new problem is not the focus of our work, but many systems like this have been described
in the literature [40, 41] which may be applied here.
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<?xml version="1.0" encoding="us-ascii"?>

<scxml xmlns=http://www.w3.org/2005/07/scxml

xmlns:xi=http://www.w3.org/2001/XInclude version="1.0" initial="STATE#1">

<state id ="STATE#1">

<onentry>

<do ENTRY_BUSINESS_ACTIVITY#1/>

</onentry>

<onexit>

<do EXIT_BUSINESS_ACTIVITY#1/>

</onexit>

<transition event="BUSINESS_EVENT#1" target="STATE#2"/>

<transition event="BUSINESS_EVENT#2" target="STATE#N"/>

</state>

[...]

</scxml>

Figure 8: FSM description generated by the transformation module

|-------------------|-----------------|--------------|---------------------------|--------------------------|

| EVENT | CURRENT STATE | NEXT STATE | ENTRY ACTIVITY | EXIT ACTIVITY |

|-------------------|-----------------|--------------|---------------------------|--------------------------|

| BUSINESS_EVENT#1 | STATE#1 | STATE#2 | ENTRY_BUSINESS_ACTIVITY#1 | EXIT_BUSINESS_ACTIVITY#1 |

|-------------------|-----------------|--------------|---------------------------|--------------------------|

| BUSINESS_EVENT#2 | STATE#1 | STATE#N | ENTRY_BUSINESS_ACTIVITY#N | EXIT_BUSINESS_ACTIVITY#N |

|-------------------|-----------------|--------------|---------------------------|--------------------------|

| | | | | |

|-------------------|-----------------|--------------|---------------------------|--------------------------|

| |

Figure 9: State transition table in the supervisory engine

Finally, the supervisory module may also receive FSM descriptions through the Intersystem com-
munication interface. These descriptions are remotely generated, but they must be verified in the local
system. Languages employed to describe these remote FSMs may be varied, although JSON-based tech-
nologies are the most adequate. In our particular solution, the Amazon States Language is employed
[42].

The cited business-level events come from a knowledge extraction module, being able of detecting
patterns and other platform-independent information by the analysis of the received production events.
This module may implement different technologies [43, 44], depending on the application scenario. This
module participates in a P/S network which transports production events from the underlying platform
(which executes the process) to the verification system. Production events are expressed in a low ab-
straction level and they are platform-dependent (dynamic ranges, error messages, etc. follow a specific
format of the installed devices). Almost any P/S technology may be applied, although in this case we
have selected MQTT middleware.

MQTT is agnostic in respect to the transmitted messages, so production events may follow the desired
format: XML, JSON or a proprietary design [3]. Subscriptions are managed by a broker who acts as
access manager.

Production events are generated and published by hardware controllers which are devices in charge
of monitoring sensors and changing the state of actuators by means of a standard industrial protocol such
as OPC. These sensors and actuators (usually embedded in the production systems and legacy infras-
tructures) allow, finally, controlling the process which is being executed by hardware devices. Several
hardware controllers may be deployed in an industrial scenario depending on the number of devices to be
controlled. In order to coordinate the operation of the controllers, a hardware manager is also included.
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Nevertheless, in our solution, it is only a transparent proxy (usually it analyzes the generated event look-
ing for remarkable information, but in this first work we are not considering these functionalities).

4 Experimental validation

In order to validate the proposed solution as a valid system for process control in Industry 4.0 scenarios,
a first real implementation of our proposal was developed. The system was deployed in a laboratory
of the Technical University of Madrid, where various emulated production systems were implemented.
Three different Linux machines, implementing each one four virtual computers based on Ubuntu 16.04
operating system were started up. Each virtual machine implemented an emulation program representing
a different production system provided with an OPC interface. Emulation programs were developed
using MATLAB/Simulink tools.

Different electronic device production systems were emulated, in particular three different types
were considered: manufacture of diodes, manufacture of capacitors and manufacture of logic gates. Four
identical system of each type were implemented. Only one process was programmed in each type of
production system. In total, then, three different processes were considered.

The host where each group of four virtual machines was executed acted as hardware controller.
A forth computer connected with the other three by means of an Ethernet network acted as hardware
manager. In this same fourth computer, the P/S broker was implemented.

The rest of the components in the functional architecture showed in Figure 4 were implemented in
the cloud. Specifically, the Amazon Web Services (AWS) were employed (see Figure 10)

Figure 10: Scheme of the deployed infrastructure

The prosumer interface was based on a simple web page where the FSMs corresponding with each
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process could be programmed using DOT language. Entry and exit activity description were written
using the YAWL designer and were uploaded using the provided form in the same prosumer interface
(see Figure 11).

Figure 11: Prosumer interface

Three different experiments were planned in order to validate the proposed solution using the de-
scribed implementation.

During the first planned experiment, emulation programs were designed to, randomly, cause mal-
functions which the proposed process control solution should address and solve. Malfunctions presented
different levels of severity and requirements in the response time. The experiment was repeated fifteen
(15) times. At the end of the experiment, the proposed solution controlled a total of 180 processes. Data
about the process evolution were collected for each of the monitored processes. From the analysis of this
information we evaluated the performance of the proposed technology.

In order to value and contextualize the obtained results from the first experiment, a second infras-
tructure was deployed. It consisted of a traditional supervisory control system. In this new design, the
described virtualized production systems were connected to a SCADA system through Programmable
Logic Controllers (PLCs). The selected communication protocol was OPC. The SCADA system was
developed using the openSCADA [45] project and was hosted in an Amazon Web Services Account (see
Figure 12).

The second experiment is focused on the response time of the proposed solution. In fact, in order to
provide a stable and robust control the process control system must react before the process state change
significantly. This second experiment presents two parts.

In the first part, a fixed number of processes being executed was considered. In this case, ten (10)
different processes were included. Then, the number of events per minute generated by the virtual
production systems and the virtual sensors was increased. The increasing rate was r = 10 events

min2 . The
response time was measured in each case. The experiment finished when the response time prevented
the system to provide a stable process control.

In the second part, the number of processes being controlled was increased periodically in one unit.
The number of generated events per minute was fixed. For each number of processes being controlled,
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Figure 12: Traditional supervisory control system

the response time was measured. The experiments finished when the control system could not provide a
stable and robust control.

Finally, the third experiment measured the user satisfaction and usability. Some experts on industrial
systems (professors and post-graduate students in the Technical University of Madrid) were asked to
define some control policies at prosumer level using the interface described in Figure 11. Moreover,
they executed the designed control policies using the described infrastructure in the first experiment.
Later, they answered a survey in order to evaluate their satisfaction with the system performance and its
usability.

5 Results

Figure 13 shows the aggregated results of the experiment described in Section 4. As can be seen in
97.22% of cases, the malfunctions were satisfactory corrected by means of the applied control policies.
Only in 2.8% of cases the applied control was unsatisfactory and the process get uncontrolled and, finally,
the entire system get blocked. These values are similar, and even slightly better, than showed on other
proposals about industrial process control using the CPS paradigm [3].

As said previously, malfunctions in the production systems presented different levels of severity and
requirements in the response time, so it is interesting to evaluate the causes of the failures in the proposed
process control solution. Figure 14 shows a classification.

As can be seen, most failures are due to a response time too large. In this cases, malfunctions were
resoluble, designed control policies were the correct, but the time required to communicate the events to
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Figure 13: Aggregated results

Figure 14: Causes of solution failures

the supervisory engine and, later, to send the taken decision to the emulated systems was too large, so,
when applied, control policies were not enough to correct the process evolution. In order to solve this
problem, the hardware manager could implement small low-level control rules in order to address in a
minimum time critical situations.

Another important case to be taken into account is that, sometimes, malfunctions cannot be resolved.
In every industrial scenario there exist some malfunctions that cannot be addressed by means of control
policies (mechanical failures, supply failures, etc.), so our proposal should be complemented with other
types of systems (such as quality assurance or maintenance chains).

As also said previously, in order to contextualize these results, they were compared with the ones
obtained from a traditional supervisory process control system (see Figure 15). The obtained results
proved that, although our proposal is slightly better than other solution for process control in Industry 4.0,
traditional systems (based on SCADA) present a lightly better behavior. In fact, the deployed traditional
system is capable of a successful control of 98.9% of processes, around 1.5% more than the results
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obtained using our technology.

Figure 15: Comparison with traditional systems

This difference, however, is not especially remarkable and may be associated with the years of expe-
rience and the hundreds of different and new versions of SCADA published in the last 25 years.

Figure 16 shows the results for the first part of the second experiment, were the response time of
the system is evaluated varying the events per minute generated by the virtualized production systems
and sensors. As the response time is a stochastic process, the values showed on Figure 16 represent the
temporal mean of those processes.

Figure 16: Response time depending on the number of events per minute

As can be seen, the response time follows an exponential function on the number of generated events
per minute (linear in the logarithmic scale). Approximately (see Figure 17) every event is successfully
processed until 100 events per minute are generated, which produces a response time about 100 seconds.
If response time grows up to one minute, then, the system gets blocked and control policies cannot be cor-
rectly applied. More or less, this situation is reached for an event generation speed of r = 140 events/min
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The exposed values are much higher than the expected ciphers in a real industrial scenario, so our
proposal is perfectly applicable. It must be noted that, if required, the number of hardware managers may
be increased in order to create a distributed infrastructure (being able to admit more events per minute).

Figure 17: Percentage of events successfully processed

Results of the second part of the second experiment are showed on Figure 18.

Figure 18: Response time depending on the number of processes being executed

As can be seen, the tendency in the response time depending on the number of processes being
executed is very similar to which observed on Figure 16. It presents an exponential evolution where
problems appear when more than 50 processes must be controlled at the same time. If the number of
processes goes up to 80, the system cannot operate (see Figure 19).

As said previously, the supervisory module may be replicated if more processes should be considered,
although, in general, this number is much higher than the medium needs of industry.

Finally, Table 2 shows the results of the surveys answered by prosumer users. They valued with
numbers from 1 to 9 different aspects of the proposed technology and the traditional supervisory control
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Figure 19: Percentage of events successfully processed

Aspects Type of system
Proposed solution Traditional solutions

Ease to create
control policies

8.83 6.83

Quality
of information

in the user interface
4.33 7.13

Flexibility to model
particular processes

8.19 6.59

Correct application
of control policies

9.00 8.91

Detection of
serious errors

7.79 7.65

Table 2: Results of the third experiment

systems. Number 1 implies users found totally inadequate a certain aspect, and number 9 that they found
it totally adequate. Number 5 represents indifference. Table 2 shows the medium of all answers.

As can be seen, in general, the proposed solution is better valued by experts than traditional systems.
This is especially true when talking about the creation of models and control policies. As the proposed
technology allows the definition of policies and models at prosumer level (in a domain expert language),
experts feel much more comfortable using the system. However, the proposed interface was only a first
prototype, so it was the worst valued aspect in our proposal. Future versions should improve the provided
interface, integrating all required tools in a unique window.

6 Conclusions

In this paper a solution for process control in Industry 4.0 scenarios is described. The proposed solution
is based on the Cyber-Physical Systems paradigm, and focused on processes being executed by low-
level hardware devices which should be supervised by high-level components (a view usually known as
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bottom-up). The proposed technology is based on the NIST reference architecture for CPS, which has
been slightly modified. The entire solution is designed to meet the requirements of Industry 4.0 sce-
narios. Basically, our proposal consists on an interface where domain experts may model the processes
to be controlled as finite state machines. The created model is transformed twice in order to obtain an
executable business-level description of the FSM, including two activities per state (the entry and the exit
activities) which are employed to apply the control policies. The experimental validation showed that the
proposed system presents a performance comparable to the existing control systems, but it also shows
all the advantages of the CPS and Industry 4.0 paradigms. Moreover, the described performance may be
easily increased if low-level simple control rules are also considered, for which the described solution
also contains a module in order to support these functionalities in the future.
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Abstract. First standardization initiatives of the Cyber-Physical Systems (CPS) 

paradigm face a type of solutions with a top-down approach. In this view, user 

services and applications are transformed, decomposed and delegated until they 

are finally executed by hardware devices. However, most works do not describe 

the final execution phase, when a certain device is selected to perform an 

action. Therefore, in this paper we describe a management solution to 

coordinate the execution of low-level services in CPS. The solution employs a 

probabilistic selection technique based on the concept of Cost and Quality-of-

Service, and includes both an orchestration algorithm and a choreography 

procedure. The proposal includes, moreover, a general framework explaining 

all the management levels and an experimental validation which evaluates the 

performance of the proposed technology.   

Keywords: Cyber-Physical Systems, low-level services, service management, 

hardware devices 

1   Introduction 

Cyber-Physical Systems (CPS) are integrations of physical and computational 

processes [1]. This general definition, however, does not allow describing a uniform 

architecture or implementation, so several proposals may be found [2][3]. In this 

context, various authors and standard organizations are trying to fix the CPS paradigm 

defining different reference architectures. One of the most important it is the NIST 

architecture [4]. On the other hand, all these proposals follow a top-down approach. 

In these systems, firstly, user applications and services are defined at high-level and, 

later, they are transformed, decomposed and delegated in order to request hardware 

devices to perform the corresponding actions [5].  

Most steps in this execution process have been discussed previously in many 

articles. Several contributions about task delegation [6], workflow decomposition [7] 

or service matchmaking [8] may be found. However, all these proposals are, at the 

end, based on a virtualized hardware platform which is implemented, traditionally, in 

a gateway or controller [5]. This component receives service invocations through a 

uniform interface and resolves the execution using the virtual hardware. This solution, 

nevertheless, does not meet the requirements of a real scenario, where real hardware 

devices with very heterogeneous and (most time) proprietary interfaces are included. 

Moreover, current systems tend to be ubiquitous, so hardware platforms present many 

redundancies (devices with the same functions). In this context, a solution to manage 
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the service execution at low-level it is needed. The proposed solution should be able 

to collect information about hardware devices and, using it, decide the particular 

element which must execute each action (sending the corresponding order to it, using 

the adequate message and/or interface). 
Therefore, in this paper a technology to manage the low-level service execution in 

CPS is proposed. The solution considers a first data collection process employed to 
determine the execution cost and the Quality-of-Service (QoS) offered by each device. 
Then, using a probabilistic selection procedure it is dynamically selected the device in 
charge of executing each action. Depending on the implementation, selected devices 
may delegate the execution (a paradigm usually named as choreography) or the 
hardware manager (see Figure 2) must coordinate the entire process (orchestration).  
The rest of the paper is organized as follows: Section 2 describes the technical 

proposal including a first general framework and a mathematical formalization. 

Section 3 includes the experimental validation of the proposed technology, and 

Section 4 shows the obtained results. Finally, Section 5 presents some conclusions. 

2   Formalization of the proposed solution 

In the most general scenario, Cyber-Physical Systems implement the architecture 

showed on Figure 1(a). Each CPS acts as a networked autonomous system, connected 

with other CPS by means of the called Cyber-Physical Internet (CPI). Basically, the 

CPI includes a central service management infrastructure containing a service 

repository and a service manager. These components maintain the list of available 

services, publicly offered by CPS to be invoked from other CPS. The manager must 

(among other functionalities) determine (using, for example, semantic annotations 

[10]) if different services are really the same and response the queries about the stored 

services in the repository. The CPI, moreover, represents the backbone (usually the 

public Internet) which connects and communicates the different CPS among them and 

with the CPI infrastructure. 
Then, each individual CPS relates with the CPI through an Intersystem 

communication interface which feeds the Execution system, together with the local 
Domain expert environment. Finally, a physical platform is in charge of the final 
execution. This layer may include different types of hardware devices (sensors, 
actuators, legacy systems, etc.) and different controllers. In this context, a service 
management solution for CPS should be composed of three different layers (see Figure 
1(b)). The Connection level represents all the required procedures to integrate the 
peripherals with the central microcontroller of each device (physical connection) [9]; 
and the solution which connects each device with the other cyber-physical devices and 
with the hardware manager (interoperability). Interoperability mechanisms may be 
implemented in the microcontroller of each device or in an external broker (or 
hardware controller). The second level (Logical level) includes the coordination 
technologies employed by the hardware manager (see Figure 2) to execute low-level 
services using the underlying hardware platform (or virtual components if also 
considered). Logical solutions include device selection, low-level service delegation, 
etc. 
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Fig. 1. (a) Typical CPS architecture (b) Architecture of a service management solution in CPS 

The proposed technology in this paper belongs to this level. Finally, service level 
integrates all the service-focused technologies which transform low-level services 

(sometimes called hardware services) into more abstracted entities nearest human 

comprehension (Local management level) and share resources publicly with other 

CPS through the CPI (Cyber-Physical Internet).  Typically, three different service 

abstraction layers are considered: production level (which integrates services with a 

direct correspondence with hardware services), business level (representing services 

expressed into any technical executable language) and prosumer level (where services 

are described using any domain description language). As said above, mapping the 

previously described works (see the Introduction) into the proposed architecture for 

service management in CPS, it may be proved that the cited gap in CPS research 

corresponds exactly with the Logical level.  Therefore, this paper describes a logical 

level technology. This technology includes three different procedures: hardware 

monitoring, service execution through individual management and service execution 

through group management. 

2.1   Hardware monitoring 

The proposed technology follows the best effort paradigm, as it is considered that 

services do not include any indication about the QoS. However, in order to optimize 

the resource consumption, the proposed device selection for service execution it is not 

random, but it considers the current state of the hardware platform. Then a hardware 

monitoring process must be considered. Two types of information are included: the 

execution cost Q and a collection of hardware operation quality indicators Σ (such as 

availability). Figure 2 presents a functional architecture of the application scenario. 

Information about hardware is provided by hardware controllers (the components 

which implement the interoperability functions), so costs are different for each 
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service and location (i.e. hardware controller). Mathematically, then, costs are a set of 

sets (1) 

𝑄 =  {𝑞1, 𝑞2, … , 𝑞𝑁} =  {{𝑞1
1, 𝑞2

1, … , 𝑞𝑀1
1 }, … , {𝑞1

𝑁, 𝑞2
𝑁, … , 𝑞𝑀𝑁

1 }} (1) 

Where 𝑁 is the number of hardware controllers and 𝑀𝑖 the number of services in 

the i-th hardware controller. Thus 𝑞𝑗
𝑖  is the execution cost of the j-th service in the i-th 

location.  

 

Fig. 2. Functional architecture of the application scenario 

On the other hand, for each location and service, a set of values is employed as 

hardware operation quality indicators (2). Thus, mathematically, a triple nested list 

represents the quality indicators (3)  

Σ𝑗
𝑖 =  {𝜎1

𝑖,𝑗
, 𝜎2

𝑖,𝑗
, … , 𝜎𝑅

𝑖,𝑗
} (2) 

Σ =  {Σ1, Σ2, … , Σ𝑁} = {{Σ1
1, Σ2

1, … , Σ𝑀1
1 }, … , {Σ1

𝑁 , Σ2
𝑁 , … , Σ𝑀𝑁

1 }} (3) 

Where 𝑅 is the number of considered indicators. Quality indicators (such as 

response time or availability) may be directly measured, and/or present very well-

known expressions [11]. However, the execution cost must be obtained through a 

proprietary procedure (4).  

𝑞𝑗
𝑖 =  𝑓𝑐𝑜𝑠𝑡 (𝑞𝑗

𝑖

𝑢𝑠𝑒𝑟
, 𝑞𝑗

𝑖

ℎ𝑎𝑟𝑑𝑤𝑎𝑟𝑒
) (4) 

The cost of the j-th service in the i-th location is obtained through a cost function 
which considers two contributions: a cost specified by the administrator 𝑞𝑗

𝑖

𝑢𝑠𝑒𝑟
 

(employed to penalize certain equipment, do load balancing, etc.) and a hardware cost 
representing the resource consumption 𝑞𝑗

𝑖

ℎ𝑎𝑟𝑑𝑤𝑎𝑟𝑒
. Depending if both contributions 

are independent or if they can compensate each other, the cost function may be a 
weighted arithmetic mean (5) or a geometric mean (6). 

𝑓𝑐𝑜𝑠𝑡(∙,∙) =  𝜆1𝑞𝑗
𝑖

𝑢𝑠𝑒𝑟
+ 𝜆2 𝑞𝑗

𝑖

ℎ𝑎𝑟𝑑𝑤𝑎𝑟𝑒
  (5) 

𝑓𝑐𝑜𝑠𝑡(∙,∙) =   √𝑞𝑗
𝑖

𝑢𝑠𝑒𝑟
∙ 𝑞𝑗

𝑖

ℎ𝑎𝑟𝑑𝑤𝑎𝑟𝑒
 (6) 

Finally, the hardware cost is obtained as a weighted mean of a collection of 
resource consumption indicators 𝜓𝑘 (such as the battery consumption or the required 
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processing time). These indicators must be defined to take values in the interval [0,1], 
being 1 the value indication a higher cost (7).  

𝑞𝑗
𝑖

ℎ𝑎𝑟𝑑𝑤𝑎𝑟𝑒
=  ∑ 𝛽𝑘 ∙ 𝜓𝑘  

𝑘

 (7) 

In Section 3 we propose some particular examples of the named resource 

consumption indicators. 

2.2   Service execution through individual management 

Low-level services may be classified into various different classes attending to it 

geographical requirements (see Figure 3).  

 

 

Fig. 3. Service classification depending on the geographic requirements 

Unitary services are those which must be executed entirely in the same location 
(i.e. by the same hardware controller). Services which may be decomposed in parts to 
be executed in different controllers are divisible.  On the other hand, geographic 
services must be executed in one particular location (geographically strict services) or 
in any of the location belonging to a certain group (geographically limited services). 
Geographic services must be complemented with metadata about the geographic 
restrictions. Non-geographic services may be executed in any location or hardware 
controller.  

When a service invocation arrives to the hardware manager, it determines the 

group of locations ℒ which may execute the service (depending on the geographic 

restrictions and the capabilities of each controller). Then, the set of locations ℒ is 

considered as the sample space of a multidimensional random variable 𝒳. Each one 

of the dimensions in this random variable corresponds with one quality indicator (see 

subsection A) or with the execution cost. Then the variable 𝒳 presents 𝑅 + 1 

dimensions. As physically all dimensions are independent, they are also statistically 

independent, and (then) the probability density function for the i-th service may be 

easily calculated (8). 

𝑓𝒳(ℓ𝑗) =
𝑞𝑖

𝑗

∑ 𝑞𝑖
𝑗

𝑗

∙ ∏
𝜎𝑘

𝑖,𝑗

∑ 𝜎𝑘
𝑖,𝑗

𝑗

𝑅

𝑘=1

 (8) 
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In order to make all quantities comparable, all indicators and cost should be 
mapped into the same interval. Once built the probability function, different strategies 
may be followed to execute the service. In this section we are considering the hardware 
manager interacts individually with the hardware controllers.  

Figure 4 represents various message sequence charts describing the whole 
procedure. We are explaining briefly each step: 
1. The hardware manager selects the execution location (i.e. the hardware controller) 

following the probability function previously calculated. 
2. The hardware manager sends the proper execution order to the selected hardware 

controller using the adequate data format and communication technology. 
Typically, a byte-oriented proprietary protocol [12] and low-energy 
communications (such as 802.15.4 [13]) will be employed. 

3. If the selected hardware controller can execute the requested service, then the 
execution is successful in one step (Case A, see Figure 4). It performs the proper 
actions and returns the result to the hardware manager. 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. Message sequence charts (service execution through individual management) 

4. If the execution order cannot be executed, but the controller has resources to 
manage the petition, two different possibilities appear. If, at the interoperability 
level, a choreography algorithm is implemented, then the hardware controller may 
delegate the service execution to other location (if exists). This secondary hardware 
controller (HC) will execute the service and will send the result to the hardware 
manager (case B). If choreography algorithms are not available, the selected 
hardware controller (hardware controller #k on Figure 4) should send a rejection 
message to the hardware manager (HM). At this point, the HM acts as orchestrator 
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and removes this HC from the list of possible execution locations ℒ, recalculates 
the probability function and performs a new selection (case C). This process may 
be repeated as many times as needed.  

5. Sometimes, HCs may get congested and execution orders cannot be neither 
performed nor managed. No response to the hardware manager is then sent. In 
order to resolve these situations, each time an execution order is sent, the HM 
activates a timer. If at the timeout no response is received (case D), the state of the 
hardware platform is updated (services offered by that HC are declared unavailable, 
the timeout is increased, etc.); and a new selection (removing the unavailable 
location) is performed. 

6. Finally, in some occasions, the HC may send a result to the hardware manager after 
the timeout (case E). At the reception, this results is discarded (a new execution 
order was sent), but the hardware platform state in updated once more (declaring 
available the services of this HC but with a greater response time). 

As main advantage of this solution, the execution effort is very balanced among all 
the available devices, and the execution time of a low-level service may be reduced to 
a minimum (for a successful execution in one step). However, this execution time is 
very variable, and grows much if it is necessary to order the same execution several 
times. Eq (9) represents a general expression for the mean execution time when using 
this first proposal.           

𝑇𝑒𝑥𝑒
̅̅ ̅̅ ̅ = (1 − 𝑝)(2𝑇𝑐𝑜𝑚 + 𝑇𝑝𝑟𝑜𝑐) + ∑(1 − 𝑝)𝑝𝑘

𝑛−1

𝑘=1

(2𝑇𝑐𝑜𝑚 + 𝑇𝑝𝑟𝑜𝑐 + 𝑘 𝑇𝑓𝑎𝑖𝑙
̅̅ ̅̅ ̅̅ ) + 𝑝𝑛𝑛 𝑇𝑓𝑎𝑖𝑙

̅̅ ̅̅ ̅̅    ∀𝑛 ≥ 2 (9) 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. (a) Graphical representation of the execution time: Eq (9)                                                    

(b) Graphical representation of the execution time: Eq (10-12) 

Where 𝑝 is the probability that a HC refuses or that it does not answer to an 

execution order. 𝑇𝑐𝑜𝑚 is the required time to communicate a HC and the HM.  𝑇𝑝𝑟𝑜𝑐 is 

the needed time by a HC to perform the actions related to a certain service. And 𝑇𝑓𝑎𝑖𝑙
̅̅ ̅̅ ̅̅  

is the mean time needed by the HM to notice a HC is not going to execute a service 

(for example, 𝑇𝑓𝑎𝑖𝑙 = 2𝑇𝑐𝑜𝑚 if a rejection message is sent). Finally, 𝑛 is the number of 

HC which may execute the low-level service. Figure 5(a) represents graphically Eq. 

(9) for different values of 𝑛 and 𝑝. As can be seen, the execution time may grow up a 

230% (𝑝 = 0.85). Some applications, however, do not tolerate these variations in the 
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execution time, and a more stable solution is required. This problem is addressed with 

the second proposed algorithm. 

2.3   Service execution through group management 

The basic idea of this second procedure is to introduce a first additional phase, 

where the hardware manager asks various hardware controllers if they are able to 

execute a certain low-level service.  

When a service invocation arrives to the HM, it selects a group of 𝑈 hardware 

controller which may execute this service (following the probability function 

described in the previous section).  If the total amount of HC which may execute the 

service in the system is 𝑉, then a total of (
𝑈
𝑉

) groups can be defined. Then (see Figure 

6) an execution petition is sent to all these HC. The hardware manager waits for the 

responses (a timer is launched in order to avoid blocking situations) which may accept 

the petition (offering some additional information, the expected processing time, for 

example) or reject the offer. Depending in the responses, the hardware platform state 

may be updated. 

Finally, considering the HC which accept the execution petition it is constructed 

(in the HM) a new probability function in order to determine the device which must 

execute the service. From this point, the procedure continues as described in the case 

of a service execution through individual management 

The additional initial phase makes the mean execution time greater, but much more 

stable (10-12). Figure 5(b) represents graphically the evolution of the mean execution 

time for different values of 𝑚 and 𝑝. As can be seen, in this case, there is only a 25% 

variation between the best and the worst situation (in the previous procedure the 

equivalent value was around a 250%), although times are higher. 

𝑇𝑒𝑥𝑒
̅̅ ̅̅ ̅ = (1 − 𝑞)𝑇𝑠𝑢𝑐𝑐𝑒𝑠𝑠 + ∑ (1 − 𝑞)𝑞𝑘(𝑇𝑠𝑢𝑐𝑐𝑒𝑠𝑠 + 𝑘 𝑇𝑓𝑎𝑖𝑙

̅̅ ̅̅ ̅̅ )

𝑚−1

𝑘=1

+ 𝑚 𝑇𝑓𝑎𝑖𝑙
̅̅ ̅̅ ̅̅   ∀𝑚 ≥ 2 (10) 

𝑇𝑠𝑢𝑐𝑐𝑒𝑠𝑠 = (2𝑇𝑐𝑜𝑚 + 𝑇𝑝𝑟𝑜𝑐) + 2𝑇𝑐𝑜𝑚 + 𝑇𝑑𝑒𝑐 (11) 

𝑞 =  ∏ 𝑝

𝑈

𝑘=1 

 (12) 

Where 𝑇𝑑𝑒𝑐 is the time employed by the HM to construct the additional probability 

functions, and 𝑚 is the number of groups which may be created with the 𝑈 HCs 

which can execute a service. Considering any of the proposed management 

procedures, if no hardware controller may execute the service there are two 

alternatives. If the service is unitary, then the invocation is refused and an error is 

returned to the higher level. However, if the service is divisible, then, the HM may 

decompose the service and employ any of the previously described procedures which 

its parts. Any case, if any of the parts cannot be executed, the entire invocation is 

refused and an error is returned by the HM. 
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Fig. 6. Message sequence chart (service execution through group management) 

4   Experimental validation 

An experimental validation was designed in order to validate the proposal and 
analyze the performance of the proposed technology.  The experimental validation 
consisted of a simulated scenario based on the NS3 simulator. The deployed 
architecture contained one hardware manager, fifteen hardware controllers and one 
hundred and ten (110) sensors and actuators (homogeneously distributed among the 
hardware controllers). 

In order to implement the described procedures in the components of the simulated 
scenario, each node in the NS3 simulator was provided with a tap bridge (or ghost 
node). These bridges are able to connect an internal NS3 component with an external 
entity, which allows implementing in a very easy way complex algorithms and other 
proprietary solutions for which there are no libraries. In particular, the hardware 
manager and the hardware controller were connected with virtual Linux machines 
based on the KVM technology. Sensors and actuators were created by means of 
Simulink software and deployed in a new virtual Linux machine connected with the 
NS3 nodes. 

Hardware controllers were connected with hardware manager by means of a 

Bluetooth backbone. An XML-based solution was employed as data format for this 

communications (HM-HC). The connection among sensors and hardware controller 

was resolved using the IEEE 1451 technology [14]. Figure 7 represents the planned 

scenario and the simulator configuration. All costs defined by users were fixed to the 

value of the unit 𝑞𝑢𝑠𝑒𝑟 = 1. Contributions in the cost calculation were considered 

independent, so the cost function  𝑓𝑐𝑜𝑠𝑡(∙,∙) was defined as the arithmetic mean. 

 

263



 

Fig. 7. Simulation scenario 

The cost due to hardware considerations was understood as the arithmetic mean of 
two indicators: the battery consumption 𝜓𝑏𝑎𝑡  and the occupied memory 𝜓𝑚𝑒𝑚 (13-14). 
All services in the system were defined as unitary and non-geographic.  

  

𝜓𝑏𝑎𝑡 =
𝑟𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛 𝑖𝑛 𝑡ℎ𝑒 𝑏𝑎𝑡𝑡𝑒𝑟𝑦 𝑐ℎ𝑎𝑟𝑔𝑒

𝑡𝑜𝑡𝑎𝑙 𝑏𝑎𝑡𝑡𝑒𝑟𝑦 𝑐𝑎𝑝𝑎𝑐𝑖𝑡𝑦
 (13) 

𝜓𝑚𝑒𝑚 =
𝑜𝑐𝑐𝑢𝑝𝑖𝑒𝑑 𝑚𝑒𝑚𝑜𝑟𝑦 

𝑡𝑜𝑡𝑎𝑙 𝑖𝑛𝑠𝑡𝑎𝑙𝑙𝑒𝑑 𝑚𝑒𝑚𝑜𝑟𝑦
 (14) 

Finally, two different experiments were performed. During the first experiment 

connections among components were considered permanent, and losses in the 

Bluetooth backbone were increased progressively. The execution time was monitored 

when employing an individual management approach. During the second experiment, 

connections were considered ephemeral. The number of successful communications 

and the service execution time were monitored when employing both described 

procedures. Results were compared. 

5   Results 

In this section we present the results obtained in the experimental validation. Figure 

8(a) represents the results of the first experiment. As can be seen, the execution time 

grows monotonously. As the losses rate goes up, the number of necessary iterations to 

perform a successful execution grows, so the execution time increases. The variation 

is, as indicated in theory, near two magnitude orders. The evolution law is almost 

linear. On the other hand, in regular situations (networks without congestion) the 

execution time is very low (around 0.1 normalized temporal units). 

In Figure 8(b), the results of the second experiment compare the evolution in the 

execution time obtained for the first procedure (individual management) and for the 

second one (group management). Groups of hardware controllers are made of five 

elements. As seen in theory, the execution time is higher when considering group 

management (in the best situation the execution time grows seven times). However, 

as showed on Figure 8(b), the evolution law is almost constant, so almost no 

variations in the execution time are suffered. 
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Fig. 8. (a) Results of the first experiment (b) Results of the second experiment (execution time) 

(c) Results of the second experiment (successful executions) 

This approach is very useful in scenarios involving ephemeral connections (as in 

mobile wireless sensor networks).  These connections may tolerate a higher execution 

time, but variations are badly supported. Figure 8(c) shows the improvement in the 

number of successful communications (around a 50% increase). 

6   Conclusions  

Cyber-physical Systems require a solution for low-level service management.  This 
solution must address the required procedures to finally associate a service execution 
with a hardware device. 

In this paper we have proposed a low-level service management technology based 
on three different procedures. This solution belongs to the level named as “logic” in the 
proposed general framework. The first procedure considers a hardware monitoring 
process in order to evaluate the hardware platform state. The second one describes a 
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service management and execution method based on individual management. Finally, a 
solution for service execution based on group managements is also proposed. 

The experimental validation showed that individual management provides a very 

low execution time in the best case, but this time grows very fast if the situation of the 

hardware platform gets worse. In this cases a group management generates a higher 

execution times but much more stable.  
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ABSTRACT  

Most works on Cyber-Physical Systems (CPS) are based on classic hardware infrastructures made of 
sensors, actuators and processing devices. Usual self-configuration technologies, then, do not allow 
humans to be integrated in CPS as service providers. Therefore, in this work we propose a new self-
configuration technology for humanized CPS. The proposed technology uses simple binary and 
mathematical operations in order to reduce the convergence time, improve the scalability and address the 
dynamism introduced by humans into CPS. Besides, a human-oriented quality-of-service algorithm based 
on the Maslow pyramid is also introduced. Moreover, an experimental validation is conducted in order to 
validate the proposed solution as a useful and scalable self-configuration technology for humanized 
Cyber-Physical Systems. 
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1. INTRODUCTION 

Traditional Cyber-Physical Systems (CPS) are defined (Lee 2006) as integrations of computation with 
physical processes. Embedded computers and networks monitor and control the physical processes, 
usually with feedback loops where physical processes affect computations and vice versa. Nevertheless, 
CPS paradigm is increasingly applied to scenarios where physical processes are executed by humans, and 
physical devices are only a medium through which order the execution of tasks and monitor their 
performance. In (Bordel Sánchez et al 2015), for example, a scenario is presented where CPS paradigm is 
applied to manufacturing companies.   

Despite these antecedents, most practical implementations of CPS usually do not include humans as 
service providers (Cardenas et al 2008) or they treat them as an ordinary component  (Schirner et al 2008) 
(usually identified with the monitoring infrastructure), so the resulting system is not in fact humanized.  

In order to properly integrate humans in CPS as service providers, in (Bordel et al 2015) the authors 
proposed a particular implementation of CPS by adding some additional requirements. Basically, we 
included prosumer (an acronym formed by the words producer and consumer) user’s requirements saying 
that “the system must be adaptable to different domains and be oriented to prosumer user, for which must 
implement self-configuration capabilities”. In this context, configuration is understood as the process 
which allows discovering the capabilities of humans and physical devices present in the system, and 
propagating them to the cybernetic world wrapped as services. This process runs in the system boot, and 
gets updated periodically. These new requirements enable the integration of humans as service providers 
(producers) in humanized CPS, in the same way as traditional CPS include sensors, actuators or 
processing devices. Figure 1 shows the comparison between traditional CPS and humanized CPS. 

  

Figure 1. Comparison between the architecture of traditional CPS and the humanized CPS 

Although in (Bordel et al. 2015) an implementation architecture for humanized CPS is described, and 
general technologies are associated to each module, it remains undefined the particular algorithms, 
functional components, etc. which implement the cited self-configuration capabilities and become a CPS 
into a humanized system. Therefore, the objective of this paper is to extend the definition presented in  
(Bordel et al. 2015) describing the particular self-configuration technologies implemented in CPS to 
support human integration.  We implement the proposed solutions and carry out an experimental 
validation in order to validate the performance of the proposed technology, and to compare the obtained 
results against previous proposals. 
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The rest of the paper is organized as follows: Section 2 introduces the state of the art in self-configuration 
solutions for Cyber-Physical Systems. Section 3 presents the proposed technology. Section 4 provides an 
experimental validation of the proposal. Finally, Sections 5 and 6 explain some results of this 
experimental validation and the conclusions of our work. 

 

2. STATE OF THE ART 

Adequate self-configuration policies are basic for human integration in CPS  (Kao et al 2015; Park et al 
2015) Nowadays, no special self-configuration technology has been described for including humans in 
CPS as service providers. Moreover, most works on CPS which consider humans represent them as the 
monitoring infrastructure which controls their performance. So, the usual self-configuration technologies 
for CPS only operate with physical devices.  

Some of these proposals are based on the maintenance of a centralized heavy context describing the 
system state. In (Dillion, Potdar et al.2011) and (Dillion, Zhuge et al 2011) self-configuration 
functionalities are supported by an intelligent scheduler installed in each device, communicating with a 
central core where decisions are taken. In SOCRADES project (Colombo et al 2010) a self-configuration 
technology based on petri nets is proposed. However, every reconfiguration results in a manual effort. In 
the same way, in (Hoang et al 2012), a special middleware for self-configuration where virtual 
components represent the real physical devices is proposed. However, it also needs manual effort from 
the system administrator. Finally, AutoPnP (Keddis et al 2013) project deals with automatically adding 
and configuring new components using artificial intelligence algorithms. 

Other solutions are based on the exchange of large amounts of data describing in a comprehensive way 
the system state. In (De Lemos et al 2013), a solution for self-configuration based on control loops is 
proposed. In (Mönks et al 2014) a distributed technology for self-configuration is described. Each device 
generates a description file when a change occurs in the system and it is processed by the rest of the 
components in order to modify the system’s configuration. Finally in (Wang et al 2014) it is proposed a 
service-oriented self-configuration policy, based on semantic technologies. Each device generates a 
description file when a change occurs in the system, which is processed in order to decide if a service has 
to be added, deleted or modified. 

All these proposals, however, cannot be easily extended in order to represent real humans. The first 
proposals require the execution of complex algorithms to modify the stored heavy context. Then, the 
reconfiguration process tends to be slow. Such solutions, therefore, are adequate for systems made of 
physical devices where the number and variety of changes is low (typically adding and removing 
components). However, in systems including humans as service providers, the configuration varies in a 
very fast and dynamic way, and the use of the previous algorithms may cause the system never reaches a 
stable state. The problem of the second type of proposals is the great amount of generated signaling. In 
some cases, the signaling load on the system is close to 50%, which is very difficult to maintain and scale 
when the system’s configuration varies in a very fast and dynamic way as in humanized CPS. 

Therefore, basically, it is necessary to design a self-configuration technology being able to support the 
fast and dynamic way in which the humans’ state changes. The solution should generate a minimal load 
of signaling and employ simple algorithms being able to update the system state as fast as possible. For 
that, we propose a service-oriented solution based on simple binary and mathematical operations, mixed 
with a human-oriented quality-of-service algorithm based on the Maslow pyramid (Maslow 1943).  

 

 

 

269



4 
 

3. PROPOSAL: A SELF-CONFIGURATION SOLUTION FOR HUMANIZED SYSTEMS 

This section analyzes the humanized CPS and the previous considerations which have to be taken into 
account in the design of the proposed self-configuration technology. Moreover, the functional architecture 
which supports the proposed self-configuration solution, its theoretical formalization and the practical 
algorithms implemented are described.   

3.1. PREVIOUS CONSIDERATIONS 

In Figure 1 we showed the basic scheme for humanized CPS. As can be seen, humans are included as 
service providers. However, humans are much more complex than physical devices. Thus, a deep analysis 
of all possible scenarios relating humanized CPS should be based on the definition and characterization of 
humans in several different situations. But in our case, we are going to work over some common 
characteristics for all cases, which are: 

1- All involved humans in the system have the same academic and professional qualification.  
2- It is only considered people without mental illness or special needs. 
3- Services provided by humans could be characterized just with the number of people involved in 

the execution.  
4- The way in which humans perform a service depends on their motivation 
5- Humans’ motivation can be characterized by means of the usual Maslow's hierarchy of needs 

(Maslow 1943) 

The first and second points guarantee a certain level of homogeneity in humans. In general, the services 
that a person can execute depend on their education, experience, physical and psychological skills, etc. 
However, treating each user in a particular way requires performing an evaluation and cataloging process 
first. Since the taxonomy of users (Cotterman et al 1989) is not the objective of this work, in this proposal 
we have considered that all users have the same profile. 

The third point enables to consider services involving various people. In almost any scenario, there exist 
tasks which have to be executed by means of the collaboration of various workers (like carrying a heavy 
object or doing a warehouse inventory). Our self-configuration technology allows this type of services. 

Finally, fourth and fifth points explain how to evaluate the quality-of-service (QoS) provided by humans 
depending on their physiological and psychological state. In that way, our self-configuration technology 
not only considers the presence or absence of users, but also their emotional capacity to execute a 
particular service.  

3.2. FUNCTIONAL ARCHITECTURE AND MATHEMATICAL FORMALIZATION 

The proposed self-configuration technology is service-oriented: various software components analyze the 
humans present in the system at each moment, and compose the services which could be executed in such 
humanized CPS in that particular moment. The services, as well as some information about the offered 
QoS, are registered in a local and/or remote repository to be invoked in the end user’s applications. 

The proposed functional architecture for supporting the described technology can be seen in Figure 2. 
Various components can be distinguished. 

User-focused sensors and actuators: They include the entire dedicated hardware infrastructure to the 
interaction with humans. The capabilities of these devices are not propagated to the higher layers and 
offered to the end-users wrapped as services. Such capabilities are only accessed by the user-focused 
hardware controller in order to monitor humans and act over them. We distinguish two different types of 
devices. On the one hand the required devices, which are those with which humans must interact to be 
integrated in the CPS (if a person is outside the coverage area of any of them, he is not considered as an 
available service provider). On the other hand, the optional devices, which provide additional information 
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about humans (which could be very important) but they do not influence the decision of considering a 
person as an available service provider or not.   

User-focused hardware controller: This component is responsible for gathering data from the user-
focused sensors and actuators, and translating this information into valid indicators about the humans’ 
state. Each controller includes a User discovery module which determines the number of humans acting 
as available service providers in the system. 

User manager: It coordinates the operation of the different user-focused hardware controllers. It decides at 
each moment the controller to which the execution of a specific atomic service (those which may be 
directly matched with the humans’ abilities) is delegated. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Functional architecture 

Human service repository: It contains all the necessary information about the atomic services provided by 
humans. 

Data service invocation manager: It becomes independent the physical platform (at low level) and the 
services domain (at high level). It translates calls to high-level services into invocations to the User 
managers. It also adapts the responses of the manager to the callback format described in the high-level 
service. 

Semi-automatic service composition engine: This component composes high-level services using semi-
automatic techniques and the information about the atomic services from the Data Services Invocation 
Manager. In this paper we are not discussing the particular technology employed in the process of service 
composition. Any of the proposed solutions in the research literature, such as (Domingues et al 2011) or 
Hydra Project (European commission 2005) will be valid. This component is also responsible for 
calculating the QoS offered, for which it includes special modules such as the Human resources 
evaluation module (which executes an algorithm based on the Maslow pyramid).  Finally, once 
determined the composed services, this module registers the obtained services in a Locally available 

271



6 
 

service repository so they can be called from local applications, and/or in a public remote repository 
through the Intersystem service invocation API, so they can be called from applications in the cloud. 

Over this architecture, the following self-configuration process is executed in order to determine the 
available services in the system. 

First, each Users-focused hardware controller discovers the sensors and actuators which it controls. Then, 
each controller gathers a first amount of data from these devices and creates a descriptor 𝑢𝑑. The 
descriptor of the i-th User-focused hardware controller can be denoted as (1). 

𝑢𝑑𝑖 = {𝑛𝑖 , 𝑞𝑖 , 𝑦𝑖}                     (1) 

The descriptor includes three elements. 𝑛𝑖 indicates the number of humans recognized as available service 
providers. 𝑞𝑖  is a cost vector where each position indicates the cost of accessing to the user-focused 
hardware to perform a certain action. Finally, 𝑦𝑖  is a collection of indicators about the humans’ state 
obtained from the processing of the gathered data from the user-focused sensors.  

In the third step all users-focused hardware controllers send their descriptors to the Users manager. Then, 
in the Users manager four collections may be described: 𝑈𝐷 the collection of descriptors, 𝑄 the collection 
of cost vectors, 𝑁𝑈 the collection of the numbers of users and 𝑌 the collection of indicators. 

𝑈𝐷 = { 𝑢𝑑𝑖  , 𝑖 = 1 … 𝑀}         (2) 

𝑌 = { 𝑦𝑖  , 𝑖 = 1 … 𝑀}               (3) 

𝑄 = { 𝑞𝑖  , 𝑖 = 1 … 𝑀}          (4) 

𝑁𝑈 = { 𝑛𝑖  , 𝑖 = 1 … 𝑀}          (5) 

Where 𝑀 is the number of User-focused hardware controllers in the system. 

Using (2), (4) and (5) the Users manager generates a partitioned matrix 𝑈𝑀 describing the atomic 
services provided by humans, as well as the QoS offered for each service due to the hardware platform. 

 𝑈𝑀 = (𝜎ℎ | 𝐻𝑄𝑔  | 𝐻𝑄𝑐)                       (6) 

As can be seen in (6), 𝑈𝑀 is composed of three submatrices. 𝜎ℎ is a binary column matrix where each 
row indicates if a certain atomic service is available.  𝐻𝑄𝑔 is a matrix describing the quality due to 
hardware (users-focused sensors and actuators) for each atomic service in one particular moment. Each 
row in 𝐻𝑄𝑔 contains the quality parameters of the atomic service to which it is referred the same row in  
𝜎ℎ. 𝐻𝑄𝑐  is a matrix describing the context-depending QoS (no guaranteed) due to user-focused hardware. 
Sometimes, the system presents surplus resources (such as optional user-focused sensors) that could be 
assigned to the existing services in order to improve their quality of execution. These resources, however, 
cannot be guaranteed, and their availability depends on the system’s context. The relation between the 
collections 𝑈𝐷, 𝑌 and 𝑄 and the matrix 𝑈𝑀 is denoted as a vector function 𝐺 (7). 

(𝜎ℎ  , 𝐻𝑄𝑔  , 𝐻𝑄𝑐)  = �⃗� (𝑁, 𝑄) =  (𝑔1(𝑁𝑈), 𝑔2(𝑄, Σ), 𝑔3(𝑄, Σ))         (7) 

Where Σ is a collection of results about measurements on the users-focused hardware to determine the 
quality of service execution. Humans are not included in these measurements because their state will be 
considered later through an algorithm based on the Maslow’s pyramid. Both Σ and 𝑌 are periodically 
updated so the system’s configuration is refreshed each time step. 

Once the 𝑈𝑀 matrix, the collection of human indicators 𝑌 and the collection 𝑁𝑈 have been constructed,  
these three elements are transmitted to the Data services invocation manager.  
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In the Data service invocation manager, 𝑈𝑀 matrix is mapped over a description file (typically an XML 
file) where atomic services are described as high-level services. For example, in the case of using Simple 
Object Access Protocol (SOAP) technologies, we would use a Web Services Description Language 
(WSDL) file. For its part, collections 𝑌 and 𝑁𝑈 will be also mapped on a description file, which might be 
also based on XML.  

Then, both description files are sent to the Semi-automatic service composition engine. In this 
component, first it is run an algorithm based on the usual Maslow's hierarchy of needs (8).  

𝑚𝑙 = 𝑚𝑎𝑠𝑙𝑜𝑤 ( 𝑌, 𝑚𝑡, 𝑚𝑙−ℎ )               (8) 

The function 𝑚𝑎𝑠𝑙𝑜𝑤 takes the collection of indicators 𝑌 and produces a vector 𝑚𝑙 where each position 
represents the motivation level on the Maslow’s pyramid (see Figure 3) which a certain person occupies. 
𝑚𝑡 is meta-information about the indicators such as the maximum possible value. And  𝑚𝑙−ℎ is the 
history of the motivation level occupied by humans in the past. 

 

 

 

 

 

 

Figure 3. Maslow's hierarchy of needs or Maslow’s pyramid 

Then, the engine composes a collection of high-level services 𝑆 using the atomic services provided by and 
humans.  

𝑆 = {𝑠𝑗 , 𝑗 = 1, … , 𝐿}       (9) 

Where 𝐿 is the number of composed services created in the semi-automatic engine. 

The j-th service of the collection can be denoted as (10). 

𝑠𝑗 = {𝑋𝑀𝐿, 𝑄𝑜𝑆𝑔 , 𝑄𝑜𝑆𝑐 , 𝐵𝐶}                       (10) 

Where 𝑋𝑀𝐿 describes the service’s input, output and its decomposition in atomic services. 𝑄𝑜𝑆𝑔 
represents the final guaranteed QoS for the composed service (expressed as a numerical vector where 
each position represents the value of one quality parameter). 𝑄𝑜𝑆𝑐  expresses the context-depending QoS 
for the final composed service. And 𝐵𝐶 represents the behavior constraints for the composed service 
(such as time or range constraints for service availability).  

The 𝑋𝑀𝐿 and 𝐵𝐶 elements are generated during the service composition process. 𝑄𝑜𝑆𝑔 and 𝑄𝑜𝑆𝑐  are 
calculated from quality parameters of all atomic services which compose a composed service.  

 𝑄𝑜𝑆𝑔 = 𝑞𝑢𝑎𝑙_𝑔 ( 𝐻𝑄𝑔
1  , … , 𝐻𝑄𝑔

𝑅2 , 𝑚𝑙, 𝑁𝑈)                       (11) 

𝑄𝑜𝑆𝑐 = 𝑞𝑢𝑎𝑙_𝑐 ( 𝐻𝑄𝑐
1 , … , 𝐻𝑄𝑐

𝑅2 , 𝑚𝑙, 𝑁𝑈)                       (12) 

Where 𝐻𝑄𝑔
𝑟  are the guaranteed quality parameters due to the user-focused hardware of the r-th atomic 

service which is part of the composite service. The 𝐻𝑄𝑐
𝑟  parameters have the same interpretation as the 
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above, but applied to context-depending quality parameters. And 𝑅2 is the number of atomic services 
which are part of the composite service. 

The functions 𝑞𝑢𝑎𝑙_𝑐 and 𝑞𝑢𝑎𝑙_𝑔 mix the quality parameters due to the user-focused hardware platform 
with the quality parameters due to humans.  In Figure 4 it is presented a scheme about the QoS estimation 
in the proposed technology.  

 

 

 

 

 

 

 

 

 

Figure 4. Estimation of the QoS in humanized CPS  

As can be seen in Figure 4, traditional definitions, methodologies and procedures (such as the iperf 
network-testing tool) are used to evaluate the QoS provided by the user-focused hardware platform. As 
these technologies are not easily applicable to humans, in order to include the humans’ performance into 
the quality parameters, a specific algorithm based on the Maslow's hierarchy of needs is implemented for 
estimating the “human QoS”. Functions 𝑞𝑢𝑎𝑙_𝑐 and 𝑞𝑢𝑎𝑙_𝑔 join both values. 

Finally, each composited service may present three different states: available, unavailable and deleted. 
Table 1 describes the conditions which must fit a service to present each state. 

Table 1. Services’ states in humanized CPS 

State Description 

Available 

A service is available when all the atomic services which compose it are 
available, and the guaranteed QoS of the composite service surpasses the 
established QoS thresholds.  
 

Unavailable 

A service is unavailable either when one of the atomic services which 
compose it becomes unavailable, or when the guaranteed QoS of the 
composite service falls below the established QoS thresholds. 
A service which is considered unavailable may return to the available 
state without refreshing the service composition process. 
 

Deleted 

A service is considered as deleted when gets unavailable for a time which 
surpasses a certain limit. 
A service which is considered deleted only may return to the available 
state after refreshing the service composition process in the semi-
automatic engine. 
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As can be seen, in Table 1 it is referred some QoS thresholds which all services must surpass to be 
considered available. These thresholds are applied in a two-phase process.    

In the first phase each quality parameter in 𝑄𝑜𝑆𝑔 must surpass a limit 𝑘𝑖 (13).  

𝑄𝑜𝑆𝑔
𝑖 >  𝑘𝑖    𝑖 = 1, … , 𝑃            (13) 

Where 𝑃 is the number of considered quality parameters in the system (i.e. the number of position in 
𝑄𝑜𝑆𝑔). In order to abbreviate the notation we also can denote (14) 

𝑄𝑜𝑆𝑔 > 𝐾      (14) 

Where 𝐾 =  {𝑘𝑖    𝑖 = 1, … , 𝑃} 

If the first phase is verified, then it is evaluated a second phase. In this new phase the total guaranteed 
QoS 𝑄𝑜𝑆𝑡𝑜must surpass a limit 𝑄𝑜𝑆𝑡ℎ (15).  

𝑄𝑜𝑆𝑡𝑜 > 𝑄𝑜𝑆𝑡ℎ      (15) 

The expression which allows obtaining the total guaranteed QoS from the vector 𝑄𝑜𝑆𝑔 is as follows (16). 

𝑄𝑜𝑆𝑡𝑜 =  ∑ 𝜔𝑖

𝑄𝑜𝑆𝑔
𝑖

𝜆𝑖

𝑃

𝑖=1

 

Where 𝜆𝑖 is the standard value of the i-th quality parameter and 𝜔𝑖 is the relative weight of the i-th 
parameter in total estimation of the offered QoS.  

3.3. IMPLEMENTATION 

In the previous Section the mathematical formalization of the proposed self-configuration mechanism was 
explained. In this Section a particular implementation is proposed and, according to this implementation, 
the functions, data format, vector, etc. are fixed. 

The proposed deployment was based on a manufacturing scenario, where each worker acts as service 
providers for which all of them are provided with separated NFC-enabled gloves such as described in 
(Bordel Sánchez et al 2015). Besides, in order to collect data about humans’ state a Bitalino board 
(Bitalino 2014) was carried out for every worker. Figure 5 shows a prototype of the mentioned glove. 

 

 

 

 

 

 

Figure 5. Prototype of the proposed NFC-enabled glove  

Moreover, the manufacturing scenarios included two smart worktable (provided with various NFC 
readers and LEDs) being able to detect the number of objects on their surface and inform the users. The 
electronic scheme and validation of this smart worktable may be also found in (Bordel Sánchez et al 
2015).  Figure 6 shows a prototype of the cited worktable.  
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Figure 6. Prototype of the proposed smart worktable  

Programming in the previously cited hardware components was completely redefined for this work. In 
particular, it was designed to include two functional components from functional architecture in Figure 2:  
user-focused sensors and the user-focused hardware controllers (including the appropriated interfaces, 
protocols and other characteristics, necessary to run the proposed self-configuration algorithm). The rest 
of the components in the functional architecture described in Figure 2 were implemented in a central 
server using Java technologies. Hardware components were connected through an ad-hoc Bluetooth Low-
Energy network and software elements were communicated using Internet sockets.   

Considering the details cited above about the particular implementation proposed (and specially the 
information about the hardware devices involved), it is possible to fix the vector and matrix format for all 
the data elements described in the previous sections. Table 2 shows the proposal.  

 

Table 2. Data format in self-configuration process for humanized CPS 

Element Pattern 

𝜎ℎ (𝐶𝑎𝑟𝑟𝑦𝑖𝑛𝑔 𝑜𝑏𝑗𝑒𝑐𝑡 𝑅𝑒𝑚𝑜𝑣𝑒 𝑜𝑏𝑗𝑒𝑐𝑡 𝑜𝑓𝑓 𝑡𝑎𝑏𝑙𝑒 𝑃𝑙𝑎𝑐𝑒 𝑜𝑏𝑗𝑒𝑐𝑡 𝑜𝑛 𝑡𝑎𝑏𝑙𝑒) 
 

𝐻𝑄𝑔 and 𝐻𝑄𝑐 (

𝐶𝑜𝑠𝑡(𝑒𝑙𝑒𝑚𝑒𝑛𝑡_1) 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑡𝑖𝑚𝑒(𝑒𝑙𝑒𝑚𝑒𝑛𝑡_1) 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦(𝑒𝑙𝑒𝑚𝑒𝑛𝑡_1)
𝐶𝑜𝑠𝑡(𝑒𝑙𝑒𝑚𝑒𝑛𝑡_2) 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑡𝑖𝑚𝑒(𝑒𝑙𝑒𝑚𝑒𝑛𝑡_2) 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦(𝑒𝑙𝑒𝑚𝑒𝑛𝑡_2)

⋯
𝐶𝑜𝑠𝑡(𝑒𝑙𝑒𝑚𝑒𝑛𝑡_𝑁)

…
𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑡𝑖𝑚𝑒(𝑒𝑙𝑒𝑚𝑒𝑛𝑡_𝑁)

…
𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦(𝑒𝑙𝑒𝑚𝑒𝑛𝑡_𝑁)

) 

𝑦𝑖  (𝑆𝑡𝑟𝑒𝑠𝑠 𝑙𝑒𝑣𝑒𝑙) 

Σ (𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑡𝑖𝑚𝑒 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦) 
 

𝑄𝑜𝑆𝑔  and 
𝑄𝑜𝑆𝑐  

(𝐶𝑜𝑠𝑡 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑡𝑖𝑚𝑒 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦) 

 

For simplicity, we have implemented reduced-dimensions vectors and matrix in order to clarify the 
proposed technology, though in practice they may be as big as needed.  

Once described the data format, we are specifying the practical functions implementation (also 
considering the information previously provided).  

Function 𝑔1is implemented by means of a hash table which relates a key (the value 𝑁𝑈) with a value (the 
vector 𝜎ℎ). This table must be preconfigured depending on the deployment scenario. Basically, function 
𝑔1 obtains the available atomic services from the number of humans present in the system. Later, 
functions  𝑔2 and 𝑔3 are presented below (17) (18). Function 𝑔2calculates the guarantee QoS, which 

276



11 
 

matches with the maximum cost offered by the user-focused hardware controllers for a certain atomic 
service. Function 𝑔3obtains the context-depending QoS, which corresponds with the minimum cost 
offered by the user-focused hardware controllers for a certain atomic service, adequately modified if 
additional capabilities are available in the system. 

𝐻𝑄𝑔
𝑖 = 𝑔2(𝑄, Σ) = (max({∑ 𝑞𝑗𝑐𝑖    𝑗 = 1, … , 𝑄1 }) Σ1 Σ2) 𝑖 = 1, … , 𝑄2       (17) 

𝐻𝑄𝑐
𝑖 = 𝑔3(𝑄, Σ) = (min({∑ 𝑞𝑗𝑐𝑖 + ∑ 𝜇𝑖𝑞𝑗𝑣𝑢𝑗    𝑗 = 1, … , 𝑄1 }) Σ1 Σ2)  𝑖 = 1, … , 𝑄2     (18) 

Where 𝑐𝑖 in a binary vector where each position indicates the need to include or not a certain capability in 
order to provide a certain atomic service. 𝑄1 is the number of user-focused hardware controllers 
(locations) where the atomic service is available and 𝑄2 is the number of atomic services defined in the 
system. Finally, vector 𝜇𝑖 is a numerical vector where each position indicates the modification in the QoS 
of the i-th atomic service due to the existence of additional available capabilities. And 𝑣𝑢𝑗 is a binary 
vector indicating the user-focused hardware capabilities available in the j-th user-focused hardware 
controller.  

The 𝑚𝑎𝑠𝑙𝑜𝑤 function is defined to be independent of the number and type of selected indicators to 
represent the users’ state.  In our case we have selected as indicator the stress level. In (Cohen et al 1983) 
a graduated scale from 0 to 56 is used to represent the stress in humans. Algorithm 1 presents the 
described function.  

Algorithm 1 Function 𝒎𝒂𝒔𝒍𝒐𝒘 
Input: Collections 𝑌, 𝑚𝑡 , 𝑚𝑙−ℎ    
Output: Vector of Maslow’s levels 𝑚𝑙 
Extract from 𝑚𝑡 the maximum possible values MX of the indicators 𝑌 
Extract from 𝑚𝑡 the minimum possible values MN of the indicators 𝑌 
Create a double variable PY equal to the hysteresis percentage  
Create a vector of weights 𝜂 
Create an integer variable 𝑗 equal to zero 
for each human in the system  do 
     Create a double variable H equal to zero 
     Create an integer variable 𝑖 equal to zero 
     for each indicator 𝑦𝑖  of the human in 𝑌 do 

         𝐻 = 𝐻 + 𝜂[𝑖]
25(𝑦𝑖−𝑀𝑁[𝑖])

𝑀𝑋[𝑖]−𝑀𝑁[𝑖]
  

         Increment 𝑖 in one unit 
    end for 
     𝐻 = 𝑠𝑞𝑟𝑡(𝐻) 
     Filter 𝐻 to eliminate variations with frequency above 𝑓𝑐 = 7.2 𝐻𝑧 
     if 𝐻 > (1 + 𝑃𝑌)𝑚𝑙−1  then   
           Find the maximum level MAX such that 𝐻 ≥ (1 + 𝑃𝑌)𝑀𝐴𝑋 
           𝑚𝑙[𝑗] = 𝑀𝐴𝑋 
      else if 𝐻 < (1 − 𝑃𝑌)𝑚𝑙−1then   
                    Find the minimum level MIN such that 𝐻 ≤ (1 + 𝑃𝑌)𝑀𝐼𝑁 
                   𝑚𝑙[𝑗] = 𝑀𝐼𝑁 
              else then 
                     𝑚𝑙[𝑗] = 𝑚𝑙−1  
               end if 
      end if 
      Increment j in one unit 
end for 
 

Algorithm 1, in summary, executes the following steps. First, all indicators are mapped on the interval 
[0,25] in order to get the algorithm independent of the indicators’ scale. In the case there were various 
indicators, each one would be weighted depending on its relative importance. Later, it is applied the 
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square root function in order to obtain a value inside the interval [0,5].  The use of a square root function 
(and not a linear function) represents the increasing difficulty of reaching the levels of Maslow’s 
hierarchy of needs (see Figure 7(a)).  

Later, the obtained sample is filtered. In (Millot et al 2002) and (JaSkowski et al 1995) is showed that the 
reaction time in humans varies between 400ms and 140ms, depending on the stimulus, the context, etc. 
Then, all variations with frequency greater than 𝑓𝑐 =

1

140𝑚𝑠
≈ 7.2 𝐻𝑧 must be removed, as they are due to 

numerical noise, devices’ precision, etc. not to changes in the humans’ state.  

Finally the resulting sample is mapped on the Maslow’s pyramid to calculate the level where each person 
is. The selected map function is a multilevel hysteresis cycle (see Figure 7(b)). This function, which has a 
certain amount of memory, avoids changes in the humans’ state due to parasite causes such as the limited 
precision of the algorithm. Moreover, the cycle’s width grows up when increasing the Maslow’s level, 
reflecting the crescent resistance of people to change their state. 

Figure 7. (a)Square root interval mapping function  (b) Multilevel hysteresis cycle map function 

Finally, expressions (27) and (28) show the particular implementation of  𝑞𝑢𝑎𝑙_𝑔 and 𝑞𝑢𝑎𝑙_𝑐 functions.  

𝑄𝑜𝑆𝑔 =  ∑ 𝛾𝑖 (𝛿1
𝑖𝐻𝑄𝑔

𝑖 + 𝛿2
𝑖 𝑄𝑟𝑒𝑓

𝑖 (1 + 𝑚𝑙𝑟𝑒𝑓
𝑖 − 𝑚𝑖𝑛{𝑚𝑙}))

𝑅2

𝑖=1

 

𝑄𝑜𝑆𝑐 =  ∑ 𝛾𝑖 (𝛿1
𝑖𝐻𝑄𝑐

𝑖 + 𝛿2
𝑖 𝑄𝑟𝑒𝑓

𝑖 (1 + 𝑚𝑙𝑟𝑒𝑓
𝑖 − 𝑚𝑎𝑥{𝑚𝑙}))

𝑅2

𝑖=1

 

Where 𝛾𝑖 is the relative weight of the QoS due to the i-th atomic service in the total QoS. 𝛿1
𝑖  represents 

the relative weight of the QoS due to user-focused hardware in the total QoS of the i-th atomic service, 
and  𝛿2

𝑖  represents the relative weight of the QoS due humans in the total QoS of the i-th atomic service. 
Finally, 𝑚𝑙𝑟𝑒𝑓

𝑖  is the reference level in the Maslow’s pyramid for the person who provides the i-th atomic 
service; and 𝑄𝑟𝑒𝑓

𝑖  is the reference QoS provided by the person who executes the i-th atomic service when 
he is located in the 𝑚𝑙𝑟𝑒𝑓

𝑖  level in the Maslow’s pyramid. 

In the following sections, for simplicity, all the parameters describing weights are fixed following a 
uniform distribution (i.e. all the parameters have the same value, 𝜔 =

1

𝑁
 where 𝑁 is the number of 

considered elements).    

 

278



13 
 

4. EXPERIMENTAL VALIDATION 

Two experiments were designed in order to analyze the performance of the proposed self-configuration 
technology. In the first one, the evolution of the guaranteed QoS when the humans’ state varies is 
compared in our solution with a traditional service-oriented self-configuration technology for CPS (such 
as described in (Wang et al 2014)). In the second one, we study the maximum number of humans our 
solution can consider at the same time.  

Sixteen (16) people were involved in this first experiment. As we said, we deployed a manufacturing 
scenario (similar to described in (Bordel Sánchez et al 2015)) in two research laboratories where we 
placed a temperature control system. The scenario included various cybernetic gloves (one for each 
worker included in our system -eight in total as we are seeing later-) and two smart worktables, and, 
additionally, a central server as previously described. Additionally, people were monitored using an 
electrocardiogram (ECG) sensor, included in a Bitalino board (Bitalino 2014). The involved people were 
divided into two equal groups. Both groups were isolated from each other. In one of the laboratories, the 
proposed architecture, algorithms and functions for self-configuration were implemented in the described 
infrastructure. In the other, the same infrastructure was deployed, but in the central server only one virtual 
Java machine was implemented. In that virtual machine the technology proposed in (Wang et al 2014) 
was executed, being programmed also using Java technology. The QoS offered by each system was 
monitored. Every 5 minutes, the temperature rose in laboratories 3ºC. Thus, the comfort of people 
progressively went down. The impact of this deterioration in the offered QoS by each system was 
monitored. 

In the second experiment, only one laboratory was used. In this place, the same manufacturing scenario 
was deployed, where a virtual machine in the central server cited in Section 3.3 executed the proposed 
self-configuration technology. In this experiment, the maximum number of humans which our solution 
can consider at the same time was evaluated. First, only one human was included in the system. Then, the 
temperature in the laboratory raised 10 ºC during 20 seconds. The person’s state changed various times 
and we measured the medium convergence time of the self-configuration technology. We repeated the 
same experiment increasing the number of involved humans until the proposed technology is not capable 
of reaching a stable state. Then, the maximum number of humans is obtained.  

The first experiment is designed to force people to descend to the first level in the Maslow’s pyramid. The 
top levels in the Maslow’s hierarchy of needs include elements which difficultly may be controlled in a 
laboratory: feelings, self-esteem, job security, etc. However, in the first level (and, in some cases, in the 
second one) elements about the physical environment are present, which can be manipulated in a 
laboratory. We have selected to manipulate the temperature as it impacts strongly in the people 
physiological state, but it does not jeopardize health (within limits that are controlled very strictly). 
Therefore, when people start descending in the Maslow’s pyramid, changes in the QoS will be observed.  

The second experiment evaluates the relation between the time a person or group of people requires to 
change the state in the Malow’s pyramid, and the time the proposed algorithm needs to detect the change. 
When both values become equal no more people could be considered in systems which implement our 
self-configuration technology.    

In general, people involved in both experiments are always considered as service providers. Nevertheless, 
people may perform different roles and, even, the same person can be considered as service provider or 
consumer depending on the point of view, the service or the temporal instant. Basically, a person is a 
service provider of a certain service in a certain moment if he is performing any action which is part of 
the tasks associated to the service. A person is a service consumer if he has applied for a service (whether 
then he should execute some actions related to the service provision). Table 3 summarizes this 
explanation and shows some examples. 
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Table 3. Explanation about the human roles in Humanized CPS 

 Service provider Service consumer 

A person occupies the role… 

If he participates in the tasks 
associated with the service 
execution in a certain moment 
 

If he has applied for the service 
execution 

Example 

The person who searches in the 
warehouse for a certain material 
unit and places it on the 
worktable  

A person asks the warehouse for 
a certain material unit 

 

5. RESULTS AND DISCUSSION 

This section presents and discusses the results obtained in the experimental validation. 

The results of the first experiment can be seen in Figure 8. Various regions may be distinguished in 
Figure 8. In the first region, humans occupy a very low level in the Maslow’s pyramid due to the elevated 
temperature, so the total guaranteed QoS gets really reduced. Nevertheless, hardware components 
continue running without problems, so traditional self-configuration technologies offers a QoS much 
higher than the available. In the second region, the temperature is reduced and humans rise in the 
Maslow’s pyramid until occupy the reference level. In that situation, the QoS offered by the hardware 
platform and the sum of the human QoS and user-focused hardware QoS differ by less than 1%. That is 
the design situation of the traditional self-configuration technologies. Finally, in the third region, humans 
occupy a level above the reference, so they can offer a QoS higher than expected. Then the total QoS gets 
increased as can be seen in Figure 8.     

 

 

 

 

 

 

 

 

 

Figure 8. QoS comparison between our proposal and results obtained in the state-of-the-art  

It is important to note that the slope of the quality evolution in the proposed technology depends on the 
selected scale for the Maslow’s pyramid. This dependency is not very strong as the medium normalized 
value is considered in the results, which greatly reduces the influence of factors such as the selected 
scales. However, it can be easily proved that, due to the definition of functions 𝑞𝑢𝑎𝑙_𝑔 and 𝑞𝑢𝑎𝑙_𝑐,   a 
variation about a 50% in the final total quality (before considering the medium normalized value) is 
produced if human service providers go up or down one level in the Maslow’s hierarchy of needs. Any 
case, the three previously identified areas remain, independently of the particular numerical values of the 
Y-axis.      
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In conclusion, Figure 8 shows how important human intervention is in the provision of the technological 
services. In works relating ambient intelligence solutions, where humans and Quality-of-Experience 
occupy a central role, most times only hardware devices are considered in the quality calculation. 
However, as it can be seen, human factors may reduce the final obtained quality in up to 40% (in the 
worst case) so, in order to approximate research results to the real performing, humans’ state should be 
also considered (employing emotions detection, biometry, etc.).  

On the other hand, an improvement close to 20% in the obtained final quality is generated when humans 
occupy the top level in the Maslow’s pyramid. Thus, humans not only may reduce the final quality but 
also become an added value which can cover the hardware deficiencies and improve its performing.        

Figure 9 represents the results of the second experiment. As can be seen, when the convergence time 
reaches the value of, approximately, 22 seconds, the system cannot get configured properly. In that 
moment, we had integrated 38 humans in the system. Although modifying some considerations about the 
validation scenario, results could be subtly different; this second experiment allows us to evaluate the 
growth rate of convergence time with the number of humans. A simple mathematical study proves that 
the convergence time grows with a rate of 𝑛𝑙𝑜𝑔(𝑛), being 𝑛 the number of integrated humans. This rate 
improves the complexity associated with precedents such as the Dijkstra algorithm and the exhaustive 
analysis of the atomic services (which grow with a rhythm of 𝑛2). Besides, the maximum convergence 
time is also improved with respect to the precedents (where, depending on the case, the convergence time 
reaches a maximum of 70 seconds, approximately (Wang et al 2014)). However, a maximum of 22 
seconds is high enough to prevent the execution of services with strong requirements about latency, so 
this fact must be considered if necessary.  

In future works, the growing rate of the convergence time should be approximated to a function of order 
𝑛. In general, Cyber-Physical Systems are large-scale deployments which should include as many people 
as required, so a function of order 𝑛 generates better results (as 𝑛 < 𝑛 ∙ log(𝑛)   𝑤ℎ𝑒𝑛   𝑛 → ∞).  

 

 

 

 

 

 

 

 

 

Figure 9. Evolution of the convergence time along the number of integrated humans  

 

6. CONCLUSIONS 

In this paper a new self-configuration technology for humanized Cyber-Physical Systems (CPS) is 
proposed. Humanized CPS include humans as service providers, in the same way as traditional CPS 
include sensors and actuators. The proposed technology is based on simple binary, logical and 
mathematical operations in order to reduce the convergence time and improve the scalability. As humans 
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are much more complex than physical devices, the proposed solution includes an algorithm based on the 
Maslow’s hierarchy of needs with which an estimate Quality-of-Service is calculated.  

The proposed self-configuration technology implies the transmission of a very small amount of 
signalization, as all the process is based on binary or numerical vectors which may be transmitted in a 
very efficient way. Moreover, the described functions are made of simple logical or mathematical 
operations (additions and multiplications) which can be executed really quickly in any processor. 
Therefore, the proposed algorithms allow configuring the system in a much lower time than the previous 
proposals. Furthermore, the concept of Quality-of-Service allows addressing the dynamism introduced by 
humans in CPS. In that way, when the psychological or physiological state of humans changes, it is not 
necessary to execute the complete process of self-configuration, and only the value of the QoS is updated 
(which is much faster). 
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Abstract. Smart Environments (SE) aim to satisfy the experience of individuals by the provision of systems, services and de-
vices. Although many approaches may be followed in order to build a SE, a service-based design is the most promising one 
nowadays. In these architectures, both physical devices and even humans may provide low-level services based on their capa-
bilities. These low-level services are composed and connected in order to create high-level services, employed by managers to 
describe the behavior of the SE. This composition process traditionally requires the human intervention, so changes in services 
are not automatic. However SE should operate at real-time, thus the collection of available services must be always updated. In 
the state of the art this challenge has been only partially covered, and proposed solutions are still heavy and manual. Therefore, 
in this work we propose a new fast semi-automatic self-configuration (and automatic self-adaptation) technology for service-
oriented SE. The proposed technology is based on the definition of templates at different levels which are related by means of 
semantic information. Moreover, simple binary mathematical operations are included in order to reduce the convergence time 
and improve the scalability. A first reduced extension for hybrid approaches (including both humans and physical devices) is 
also provided. Finally, an experimental validation is conducted in order to evaluate the convergence time of the proposed solu-
tion in different scenarios, and demonstrate it is scalable towards future deployments involving thousands of devices and (pos-
sibly) humans.  
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1.  Introduction 

Cook and Das [1] define a Smart Environment 
(SE) as one that is able to acquire and apply 
knowledge about the environment and its inhabitants 
in order to improve their experience in that environ-
ment. 

Traditionally, SE can be understood as monolithic 
systems where the different existing layers are 
strongly integrated. Thus, in these architectures, the 
operation of SE is described as ad hoc feedback loops 
of (i) perceiving the state of the environment, (ii) 
reasoning about the sensed state together with some 
goals defined by users and (iii) acting over the envi-
ronment to change its state. Thus, perception of the 
environment is a bottom-up process [2]. With this 
view, every component in the system depends on 
each other (e.g. the users’ goals should be measura-
ble employing the underlying hardware devices), and 
various experts must be involved not only in the sys-
tem deployment but also during the operation [3].  

With the objective of getting independent the dif-
ferent elements in a SE and, overall, of enabling do-
main experts with no programming or technological 
skills (such as health care professionals) to operate 
SE without technical assistance, newer service-
oriented architectures are being applied to SE. Ser-
vice-based designs are currently very promising 
[4][5], as they define different levels of abstraction 
which are independent and might be employed in 
very different contexts (services are encapsulated and 
can be easily transferred to new systems and applica-
tions). Thus, economies of scale are enhanced, and 
the deployment of SE is promoted. 

The introduction of service-based approaches 
causes the traditional SE operation to change [6]. 
Particularly, a new first discovery process must be 
considered, where low-level services (those which 
are directly supported by the hardware capabilities) 
are listed and transformed into medium-level and 
high-level services. In that way, the SE operation 
should be described as, (i) the physical layer publish-
es the available services in a central server by means 
of a transformation process, (ii) then, the user’s ap-
plications look in the central server for the required 
services to improve the inhabitants experience fol-
lowing the rules indicated by system managers and 
(iii) using the selected services the applications moni-
tor the state of the environment, reason about that 
state and act to change the situation. This new ap-
proach maintains the bottom-up perception of Smart 
Environments, but turns independent all the different 

layers without including heavy software elements 
such as specialized operating systems [2]. 

Another advantage of applying a service-based ap-
proach is the possibility of including humans as ser-
vice providers [7]. In this context, a “service provid-
ed by humans” is any work performed by people at 
the request of the SE, with the aim of improving the 
overall experience of the inhabitants. For example, in 
a certain SE the system may ask a person (by means 
of a mobile application, or any other mechanism) to 
open a window if the ambient temperature goes 
above the specified range. Then, it is said the service 
“open a window” is provided by humans.  Tradition-
ally, studies on the relation between humans and SE 
are focused on behavior monitoring [8][9] or activi-
ties recognition [10][11]. In that way, humans are 
usually considered as “consumers” (i.e. applicants for 
system actions to improve their experience). Howev-
er, projects such as the MavHome [12] (Managing an 
Adaptive Versatile Home) have introduced humans 
in SE in various roles (a separated problem known as 
“humans-in-the-loop” [13]). Figure 1 shows the re-
sulting scheme for service-based Smart Environ-
ments. As can be seen, humans appear as services 
consumers (in the top part of the architecture) and as 
services providers (in the physical layer, together 
with hardware components). 

 

 

Fig. 1. Service-oriented Smart Environment scheme 

Nevertheless, service-based systems introduce new 
challenges and problems. In traditional SE based on 
feedback loops, the system is designed to react to the 
stimuli before the state in the physical world changes 
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(the stability criterion).  Service-oriented solutions 
should maintain these temporal requirements as SE 
are much more valuable if real-time operation is sup-
ported [14]. However, in these systems, the necessary 
abstraction process to transform low-level services 
into high-level services is often performed by people, 
as it is required to understand the “meaning” (i.e. the 
semantic) of every service to perform it [15]. Thus, 
the cited abstraction process cannot be executed dur-
ing the operation time as it prevents the fulfillment of 
the real-time requirements (because it is a manual 
process and, then, very time consuming). Thus, the 
definition of services at the different levels is per-
formed during the configuration time, and the created 
service collections remain immutable until an expert 
updates them manually.  Nonetheless, changes in the 
physical platform occur in the same way that in the 
traditional SE, so commonly there are services con-
figured by experts which are not executable during a 
certain time due to variations in the hardware com-
ponents, or even in humans (life cycle, interferences, 
temperature…) [16].  

In order to address these inconsistencies, two types 
of solutions have been proposed. First, some solu-
tions try to find out if a certain service is available 
before invoking it [17]. In order to do that, infor-
mation about the hardware devices is provided to 
high-level components, a solution which breaks the 
independency among abstraction layers typical of 
service-based solutions. Moreover, transferring ex-
haustive descriptions about low-level components to 
high-level layers (and later processing them) is a very 
costly process, so real-time operation in the SE is 
usually compromised [18].   

On the other hand, some solutions include new 
functionalities in hardware components so that they 
can refuse non-executable service invocations [19]. If 
a certain invocation is refused, the high-level layers 
must look for another equivalent service and repeat 
the call [20]. This iterative process may be really 
complex and time consuming, so many times real-
time operation is not supported [17].  

Therefore, the objective of this paper is to address 
these problems, proposing a semi-automatic self-
configuration (and automatic self-adaptation) tech-
nology for service-oriented Smart Environments, 
compatible with real-time applications, and being 
able to maintain the independency among the differ-
ent abstraction levels. In order to do that, we define 
various types of templates at different levels; we rep-
resent information by means of binary vectors which 
may be processed using simple operations and in-
clude semantic and Quality-of-Service (QoS) infor-

mation in order to maintain updated at every time the 
list of available services.     

The authors, besides, implemented the proposed 
solutions and carried out an experimental validation 
in order to validate its performance (especially, its 
convergence time and scalability). 

The rest of the paper is organized as follows: Sec-
tion 2 introduces the state of the art in the different 
technologies involved in the proposed problem and 
solution. Section 3 presents the proposed technology. 
Section 4 provides an experimental validation of the 
proposal. Finally, Sections 5 and 6 explain some re-
sults of this experimental validation and the conclu-
sions of our work. 

2. State of the art 

A complete solution for service-based SE requires 
implementing two different procedures: configura-
tion mechanisms and adaptation mechanisms.  

A configuration mechanism is the process through 
which all components in a system perform the instal-
lation procedures to get the basic operational parame-
ters and to obtain the necessary initial information for 
operation. The configuration process takes place at 
the pre-operational phase [21]. Thus, automatic solu-
tions are not needed, as (in theory) the pre-
operational time may be as large as required. Howev-
er, in practice, it is impossible to manually configure 
systems including a great number of devices, so (at 
least) semi-automatic solutions are needed in order to 
perform a first automatic phase which reduces the 
information volume until it is manageable by people. 
As, partially, the system may be configured by itself, 
these technologies are usually known as semi-
automatic self-configuration solutions.  

On the other hand, an adaptation mechanism is fo-
cused on dynamically modifying the system configu-
ration without restarting or stopping the system oper-
ation. Although various types of adaptation may be 
defined, in this context, adaptation represents the 
system reaction when an unexpected change occurs 
in any of its components. The basic adaptation ac-
tions include removal, addition, and replacement of 
hardware components [22]. As the adaptation process 
occurs at operation time, and (while being executed) 
the correct system behavior is not guaranteed, adap-
tation algorithms (in theory) should be fast and are 
always automatic (so normally they are named as 
self-adaptation policies).  
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Self-adaptation mechanisms, moreover, usually 
depend on the selected configuration solution. In 
general, if the implemented configuration mechanism 
is a self-configuration one, no specific self-adaptation 
solution is defined: it is enough (as occurs in the In-
ternet and the OSPF protocol) to dynamically refresh 
the configuration process during the operation, and 
the system gets automatically adapted to the new 
circumstances. In any case, if a different solution for 
self-adaptation is required, it must be specifically 
designed to update the configuration of the system 
under study. 

In our proposal, two different mechanisms are de-
fined. On the one hand, a semi-automatic self-
configuration solution, based on the definition (by 
domain experts) of service semantic templates which 
are instantiated automatically using the information 
provided by the hardware platform is proposed. 
Hardware information is also automatically collected 
using low-level templates and binary operations. 
Mechanisms to turn independent both levels are also 
included. 

On the other hand, as the instantiation of semantic 
templates is a very complex process [23], a lighter 
self-adaptation algorithm is defined. In particular, 
during the configuration process, QoS data are also 
collected, which are employed to define services as 
available, unavailable or deleted. Using this solution, 
the system may be updated in a very fast way and, 
any case, if required, it is also possible to perform a 
hard refresh of the configuration process. 

Moreover, as we are seeing, the proposed technol-
ogies may be extended to hybrid systems including 
devices and humans. 

Then, in this section we analyze the state of the art 
on various issues: from previous self-configuration 
and self-adaptation solutions, to technologies related 
to the semantic service composition.    

Previous configuration solutions for service-
oriented Smart Environments are divided, basically, 
into two different groups.  

In the first group, solutions based on the virtual-
ization of the hardware platform in a central compu-
ting core can be found. The idea of these proposals is 
to create a virtual model for each one of the physical 
components in the system and, then, obtain the list of 
available services and configure the system imple-
menting the configuration policies into the virtual-
ized hardware platform and defining mapping tech-
niques. Some of these works propose a specialized 
middleware layer which maintains the virtualized 
model [24][25]. Others create an agent-based system 
representation where every device is represented by 

an agent in an agent directory [3] (agent-based solu-
tions present the advantage of being able to be ex-
tended to hybrid systems).  This approach, however, 
present two main disadvantages. First composed ser-
vices are manually defined by experts during the sys-
tem configuration and human intervention is required 
to apply any update to the service collections (for 
example, in [24] composed service “healthcare virtu-
al sensor” it is created by joining three types of sen-
sor services).  And, second, services in the different 
abstraction layers are not independent, as (in order to 
design service composition) experts must know both 
levels: the underlying hardware platform and the 
high-level services to be offered (as indicated in the 
previous example). 

Solutions based on the use of semantic technolo-
gies together with the virtual hardware platform are a 
special case in this first group [26]. Although these 
technologies could be employed to make independent 
the different abstraction layers in the architecture, 
these works usually create a unique medium-level 
layer where semantic is employed to define ontolo-
gies with the objective of detecting services with “the 
same meaning” and avoid replicated services in the 
service catalogue. In that way, problems previously 
cited usually appears too in this type of proposals.  

In comparison to these previous works, our solu-
tion employs light semantic technologies to reach a 
semi-automatic solution where abstraction levels are 
independent. In particular, experts must only create 
service semantic templates in any domain language 
(so programming skills are not required). These tem-
plates are hardware independent, so they may be em-
ployed in any context, system or application (which 
makes easy to share knowledge and reduce costs). In 
a second phase, these templates are automatically 
instantiated by a composition engine using medium-
level information from the hardware devices. This 
additional medium-level layer decouples the high-
level services from hardware platform, so no 
knowledge about the technological basis is required 
to operate a SE (which meets the needs of experts 
such as health care professionals). 

As a result, the proposed technology includes three 
different independent abstraction layers. In the sec-
ond group of previously existing configuration tech-
nologies, solutions are based on the exchange of 
large amounts of data (among the different compo-
nents) describing in a comprehensive way the system 
state. Then, devices independently calculate their 
own system state. In general, these solutions are au-
tomatic: the system runs a configuration procedure 
during which the operation is stopped and, once fin-

288



ished, the operation is started. For example, in [27] a 
distributed technology for self-configuration is de-
scribed (each device creates a description file which 
is processed by the rest of the components). As au-
tomatic solutions, these configuration policies do not 
require to be complemented with adaptation mecha-
nisms (which is an important advantage). Neverthe-
less, generating, exchanging and processing exhaus-
tive descriptions about the system requires an im-
portant effort from the devices, especially if reduced 
capabilities devices are deployed and we consider a 
large-scale system [27]. Additionally, this approach 
does not allow turning independent the different ab-
straction layers in the system, so managers must have 
technological skills and economy of scale is not pro-
moted (knowledge and experience cannot be easily 
shared as every deployment is an ad hoc design). 

In order to reduce this effort and, then, accelerate 
the configuration process we have designed a mecha-
nism through which devices may share information 
about them using binary vectors (which might be 
transmitted very quickly and processed with simple 
logical operations). At low-level, archetype-based 
templates are defined. These templates are instantiat-
ed using binary information (yes/no answers) which 
may be understood as simple binary vectors. The 
vectors may be aggregated using logical operations. 
This information is collected by a medium-level data 
service manager which translates the aggregated bi-
nary descriptions into a traditional services descrip-
tion document (such as an XML). 

Automatic self-configuration policies may be used 
as self-adaptation policies if, when a change occurs, 
the system is entirely re-configured. However, some 
specific adaptation technologies have been also de-
scribed.   

Systems configured by means of mechanisms 
based on the virtualization of the hardware platform 
(see above) tend to implement (over the same virtual 
infrastructure) complex intelligent algorithms to get 
adapted to the changes. For example, in [28] and [29] 
self-adaptation functionalities are supported by an 
intelligent scheduler installed in each device, com-
municating with a central core where decisions are 
taken. Similar to those proposals, in [30] self-
adaptation process is based on software agents 
(called Multilevel self-configuration acting units). 
When a change occurs in the system, agents execute 
a recurrent algorithm of protocols negotiation and 
session establishment. In SOCRADES project [31] a 
self-adaptation technology based on petri nets is pro-
posed. However, every reconfiguration results in a 
manual effort. Finally, AutoPnP [32] project deals 

with automatically adding new components (one of 
the most common adaptation cases, see above) using 
artificial intelligence algorithms. 

In all those proposals, due to the need of executing 
complex algorithms both locally and remotely, modi-
fying the virtualized hardware platform (which may 
include several entities is large-scale SE) and renego-
tiating the session parameters, the adaptation process 
tends to be slow, which makes difficult its execution 
under real-time constraints. 

In our proposal, the most complex step is service 
composition. In order to avoid having to refresh this 
process when any change occurs in the SE, abstrac-
tion layers in the architecture are totally independent. 
In general, hardware devices present redundancies, 
backup solutions, etc. which cause that many times 
changes in the physical platform do not affect the 
provided services. Our proposal considers this fact 
and provides mechanisms to detect if a certain 
change in the hardware platform must be translated 
into a new service composition process. Thus, it is 
only necessary to refresh the service composition 
phase if new services must be added.  

On the other hand, self-adaptation solutions based 
on the exchange of information among the different 
devices making up the SE have been described. The 
operating principle is similar to the automatic config-
uration solutions described above. However, while 
configuration policies only can restart the system 
operation (see previous description), self-adaptation 
mechanisms consider the past system configurations 
and update the system state dynamically by taking 
into account the new information without stopping 
the operation. In [33], a solution for self-adaptation 
based on control loops is proposed. A decision mak-
ing unit receives a continuous data flow from every 
device describing its state, analyzes together all re-
ceived data and acts over the system. Additionally, 
semantic solutions are really popular. Thus, in [34], 
[35] and [36] semantic technologies are used to pro-
cess the information about the system and decide if a 
service has to be added, deleted or modified (later we 
are describing this topic in more detail). Finally, so-
lutions based on the generation and transmission of 
event notifications have been also proposed [37]. 

As main advantage, with this second type of solu-
tions, the adaptation process is much faster than 
which obtained when using genetic and other types 
of complex algorithms. However, these solutions 
present the same disadvantages as studied configura-
tion solutions (a great effort from the system is re-
quired and abstraction layers are not independent).    
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A binary data format has been included in our so-
lution in order to address these problems. Neverthe-
less, this information may not be enough in some 
occasions, especially when a certain service is pre-
sent but its performance it is not adequate (if, for 
example, degradation due to interferences wants to 
be considered). Thus, QoS data are also included. 
These data do not affect the service composition pro-
cess, so all the previously cited benefits are not pe-
nalized, but are employed to dynamically decide if a 
high-level service is available or not. In this way, the 
system may get adapted much more dynamically to 
changes and several different types of situations. 

As final detail, the key element in our proposal is 
the semantic service composition based on templates 
(although many other proposals have been included 
in order to design a vertical solution).   

Traditionally, service composition has been a 
manual task. However, in the last decade various 
works on semi-automatic service composition have 
appeared, most of them following the named pro-
cess-driven paradigm [20]. Basically, in this type of 
solutions, low-level or atomic services are automati-
cally collected and users must create composed ser-
vices by connecting several of these atomic services 
[38][39]. Problems associated with these solutions 
have been described above. 

In order to reduce the human intervention in the 
service composition process, semantic technologies 
have been applied. In general, these proposals are 
designed to build the future Web 3.0 [40], so web 
services are employed. The general idea is to include 
a semantic reasoner being able to decompose a high-
level service into low-level services depending on 
their meaning [41][42], user preferences [20] or a set 
of constraints [43]. At the end, all these works try to 
execute the service with the most similar meaning to 
that desired by the users [20]. In this approach, how-
ever, the reasoning phase occurs each time a service 
is invoked during the operation time. Thus, in scenar-
ios involving a great number of services and/or de-
vices, the required time to resolve this process pre-
vents the use of these solutions in real-time applica-
tions [20]. Moreover, the reasoning algorithms are 
typically platform dependent, so they cannot be 
freely applied to new scenarios or applications [20].  

Our solution, on the contrary, performs the service 
composition during the pre-operational time (in the 
configuration procedure), so system operation is not 
affected. We are, moreover, applying the technology 
of Semantic Annotations [44] in order to include se-
mantic in the lightest way. Additionally, in order to 
promote the collaboration among users and the econ-

omy of scale (typical of the SE revolution) we are 
basing the proposed semantic service composition on 
hardware independent templates which may be 
shared and employed in very different scenarios or 
applications.   

Finally service-oriented designs present the ad-
vantage of being able to be applied to hybrid systems 
(including devices and humans). In fact, our proposal 
may be extended to this type of SE, and we present 
(see Section 3) a first possible way to design that 
extension. Nowadays, no configuration solutions for 
Smart Environments involving humans and physical 
devices at the same time have been proposed. Fur-
thermore, proposals on self-configuration for the 
problem of humans-in-the-loop are based on previous 
works about self-organizing systems (different from 
Smart Environments, as self-organizing systems are 
more focused on the ability of reacting to stimuli -in 
any way-, than on improving the individuals experi-
ence). Among all the existing technologies, Collec-
tive Intelligence (COIN) has been the most studied 
[45] [46]. This technology is particularly useful as it 
allows incorporating user satisfaction functions in the 
configuration algorithm executed in the system man-
ager. Other technologies such as ant-based models 
[47] or Multi-agent coordination [48] have been also 
proposed, although they are not focused on SE.  

3. Proposal: a fast self-configuration solution for 
Smart Environments 

This section analyzes the functional architecture 
which supports the proposed self-configuration and 
self-adaptation solutions, describes their theoretical 
formalization and presents their operation.   

3.1.  Solution overview. Functional architecture 

Our solution is based on three different independ-
ent abstraction layers. Figure 2 shows the general 
proposed scheme (reference architecture). 
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Fig. 2. Reference architecture 

In the lowest level (called hardware level) a first 
expert appears. A technological expert (who is re-
quired to deeply know the base technology but which 
is not required to have knowledge about the applica-
tion scenario) must indicate the hardware services 
provided by the infrastructure (currently or, if desired, 
including future extensions). These services must be 
embedded into hardware and depends on the devices 
to have certain capabilities. Then, every hardware 
service may be expressed as the collection of capabil-
ities which together support the service. A certain 
capability (such as measuring temperature or adding 
integer numbers) may be present in several devices, 
so it can be understood as an archetype. An archetype 
is the original pattern or model of which all things of 
the same type are representations or copies [49]. As a 
certain capability either is present in a device or is 
not (there are no more options) the instances of these 
archetypes are binary (yes/no). In conclusion, every 
hardware service may be represented as a template 
listing all the archetypes (or capabilities) involved in 
its execution. The technological expert must create 
these templates (one for each service) which will be 
automatically instantiated by hardware devices (using 
binary data) during configuration process.  

During the configuration procedure, binary infor-
mation from the cited instances may be processed at 
hardware level in order to reduce the amount of data 
to be transmitted. The obtained instances, besides, 

must include a first simple semantic characterization 
also provided by the technological expert with the 
low-level templates. The result of this processing is 
sent to the next level.  

At medium-level layer (called production level) 
services are abstracted from the underlying devices. 
In particular, obtained instances are translated into a 
generic service description language (such as XML) 
where semantic information is automatically com-
pleted and configured as Semantic Annotations. 
Moreover, proprietary APIs and interfaces (typical of 
hardware devices) are substituted by a uniform and 
generic API (using REST technologies, for example). 
The obtained description is totally agnostic in respect 
to the underlying infrastructure. A first service repos-
itory may be created at this level. 

The generated generic service description at medi-
um level, however, still contains services which have 
no value for final users in a SE. In order to create this 
value, it is added a final high-level layer (called busi-
ness level). At business level a domain expert must 
indicate the relevant services for his application, in-
cluding their most significant parts and their mean-
ings. This information (provided using a domain de-
scription language) makes up a collection of semantic 
templates. These templates are introduced in a com-
position engine together with the description ob-
tained from the production level. Then, the engine 
finally creates and defines the collection of services 
which are in theory available in the SE (by means of 
semantic matching). 

The process previously described, however, does 
not take into account factors such as the minimum 
expected performance by SE users from a service. 
Therefore, in our solution, basic information about 
available services is complemented with additional 
data about Quality-of-Service. Moreover, these QoS 
information is employed in a self-adaptation mecha-
nism which is triggered once finalized the configura-
tion process (see Section 3.3).      

In this work we call “QoS information” any repre-
sentation of the system performance pertaining a cer-
tain service. This representation can be numerical 
(quantitative), but it might consist of only one value 
or of a collection of them. QoS may be represented 
by means of technical measurable parameters (jitter, 
delay, packet losses rate, etc.) or through dimension-
less values obtained from the application of functions 
to the cited parameters in order to obtain representa-
tive ratios (availability, invocation cost, etc.). QoS is, 
at the end, employed to indicate the current value of 
certain important network parameters. Besides, QoS 
is used to evaluate if network parameters are compat-
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ible with the expectances of users (which should also 
indicate the desired QoS, usually through representa-
tive ratios as employing network parameters requires 
technical knowledge). Other definitions of quality 
(not based on technical parameters and/or including 
the user perception) are not considered in this work.  

Two different information sources are considered 
into the QoS calculation. 

On the one hand, periodical experimental 
measures about some remarkable network parameters 
are done (delay, jitter, transmission rate, etc.). These 
measures are performed by the low-level processing 
module. The results depend on the device positions 
(if mobile), time, interferences, etc. As these 
measures may change very dynamically, the evalua-
tion period will be a critical parameter in our solution 
(during that period service catalogue will not be up-
dated).     

On the other hand, information about the cost of 
executing a certain service in the hardware platform 
is collected. This information is provided by devices 
to the low-level processing module in an autonomous 
way (without a previous request). Costs are integer 
numbers representing the expense in battery charge, 
RAM memory, CPU and processing time (among 
other factors) which the execution of a certain service 
(or capability) causes in each device. The algorithm 
used to obtain these costs is not the focus of this arti-
cle (various proposals may be found in the literature). 
Cost information, in general, changes in a very slow 
way (it depends on hardware and embedded software 
which is not variable), so devices simply notify varia-
tions to the processing module when occurring. 

The low-level information processing module ana-
lyzes the received information (costs and experi-
mental measures) and obtains hardware-independent 
remarkable ratios representing the offered QoS (both 
the maximum QoS and the guaranteed QoS). In that 
way, abstraction layers continue being independent 
as low-level information is not sent to the production 
level. Moreover, the entire system does not have to 
be dimensioned to accept a data flow which grows as 
the hardware-platform scales. It is enough to ade-
quately design the infrastructure.   

At production level, the QoS information is inte-
grated into the same XML service descriptions previ-
ously described. Finally, this information, at business 
level, is employed to calculate a weighted quality 
value which is compared with some threshold de-
fined in the system. The service management module, 
then, depending on this comparison decides if a ser-
vice is available, unavailable or deleted.  

It is important to note that recalculating the service 
composition is not necessary in order to update a 
service state, as it depends only on QoS information. 
In that way, service catalogue is updated in a very 
fast way, as the most time consuming step (the ser-
vice composition process, as evaluated in some pa-
pers [50][51]) is avoided. As we are seeing later, with 
this self-adaptation mechanism (as can be seen is 
totally automatic) the service composition process 
must be executed again when a new service has to be 
added.           

 The technologies described above must be sup-
ported by various functional components. Several 
functional architectures for service-oriented Smart 
Environments have been proposed [52] [53]. Any of 
them may be complemented with the proposed tech-
nology, if adequate components are added. In that 
way, the proposed functional architecture for sup-
porting our proposal can be seen in Figure 3. Various 
components can be distinguished. 

 

 

Fig. 3. Functional architecture 

− Sensors, actuators and processors: They include 
all the traditional devices present in the hard-
ware infrastructure of Smart Environments and 
ubiquitous computing systems. From the sim-
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plest sensors to the called Smart Objects [54] are 
included. 

− Hardware controller: This component is re-
sponsible for discovering, setting up and manag-
ing the hardware devices. Its main utility in our 
solution is to obtain and instantiate the low-level 
archetype-based templates (from Hardware 
manager). The architecture includes as many 
controllers as required by the hardware platform. 
Typically, each smart device [55] implements its 
own hardware controller and traditional devices 
are connected to a different hardware controller 
acting as broker. Each hardware controller in-
cludes a Hardware discovery module which ob-
tains the necessary information to instantiate the 
cited archetype-based templates (using any of 
the existing technologies [56]) 

− Hardware manager:  It coordinates the opera-
tion of the different hardware controllers. It 
manages the archetype-based templates and the 
instances generated by the underlying hardware 
controllers. Basically, it processes all the arche-
type-based templates describing every hardware 
service, in order to create a unique template 
(called master template) containing all the rele-
vant capabilities (i.e. capabilities which are 
named at least one time in the service templates). 
This master template is sent to the hardware 
controllers which have to instantiate it. Moreo-
ver, it processes the low-level data to be submit-
ted to medium-level components. It also main-
tains information about the different locations 
(devices) where a certain capability is available 
(although this problem is more related to the SE 
operation and it is not analyzed in this work). 

− Hardware services repository: It contains all the 
necessary information about the hardware ser-
vices (sometimes also named as atomic services). 
It stores the archetype-based templates, as well 
as the simple semantic information associated 
with each one. It also contains the master tem-
plate and the generated instance.  The hardware 
manager uses that information to decide which 
atomic services are available. 

− Data services invocation manager: This produc-
tion level component makes independent the 
hardware platform (at low level) and the service 
domain (at high level). It translates the arche-
type-based template instances into a generic ser-
vice description document and offers to the 
business level components a service interface 
based on generic technologies (such as REST) 

which hides the proprietary and heterogeneous 
APIs employed by hardware devices. Thus, the 
resulting description is totally agnostic from the 
underlying devices. 

− Production services repository: This is a sec-
ondary component which stores the list of pro-
duction services described by the data services 
invocation manager in the corresponding docu-
ment. It also stores the relation between the pro-
prietary hardware interfaces and the generic one 
(based on REST technologies) offered to busi-
ness level components. 

− Semi-automatic service composition engine: 
This component composes high-level services 
using semi-automatic techniques and the infor-
mation provided by the Data Services Invoca-
tion Manager.  Semi-automatic techniques re-
quire some human intervention, but in a time 
previous to the composition process. In our case, 
domain experts must create a collection of se-
mantic templates describing high-level services 
(business services). Following a matching 
mechanism, the semantic content of the medi-
um-level service description is employed to in-
stantiate the semantic templates. As a result, a 
traditional executable XML service description 
will be obtained. In this paper we are not dis-
cussing the particular matching algorithm em-
ployed in the process of services composition. 
Any of the proposed solutions in the research 
literature, such as [57] or Hydra Project [58] 
will be valid. 
This component, besides, include two important 
modules. The QoS module transforms the pro-
duction level data about quality into a unique 
parameter (for each business service) through a 
weighting and aggregation procedure. The result 
is sent to the service management module which 
compares it to the minimum thresholds indicated 
by users and decides if a service is available, 
unavailable or deleted.  

Finally, once determined the available composed 
services, they may be registered in a Locally availa-
ble business services repository so they can be called 
from local applications, and/or in a public remote 
repository through the Intersystem services invoca-
tion API, so they can be called from applications in 
the cloud. 
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3.2.  Self-configuration solution: mathematical 
formalization 

Using the architecture proposed on Figure 3, the 
following self-configuration process may be executed 
in order to determine the available services in a 
Smart Environment. 

First, each Hardware controller discovers the sen-
sors, actuators and processors which it controls, as 
well as the capabilities of these devices. This process 
might be performed by means of any of the existing 
technologies such as IEEE 1451 [59] or the Compo-
site Capability/Preference Profiles (CC/PP) W3C 
recommendation [60].   

In parallel, the Hardware manager processes the 
defined archetype-based templates describing the 
hardware services. These templates may be described 
in various languages, although the most appropriate 
is ADL2 (Archetype Description Language, version 
2.0) [61]. From the processing of all templates a mas-
ter template will be obtained, containing all the capa-
bilities employed in, at least, one service (see Figure 
4). Notes describing the basic semantic of services 
and capabilities are also included. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 4. Example of an archetype-based template (top) and of a 
possible master template (bottom) using ADL2 

An additional advantage of employing a service-
oriented solution is that it is not necessary to model 
the universe of all possible devices [62]. It is enough 
to model the hardware capabilities and hardware ser-
vices of interest for the particular application scenar-

io. The list or the ontology of relevant capabilities 
may be based on an ad hoc definition or on any of the 
exiting generic proposals [63][64].  

It is important to note that devices may present 
other capabilities not included in the archetype-based 
templates. Even, new devices with new capabilities 
could be added. However, in our proposal (in order to 
speed up the configuration process) only the required 
capabilities to execute hardware services are consid-
ered. The others, as no service employs them (proba-
bly they are not of interest in the application scenar-
io), they will never be invoked, and it has no sense to 
include them in the configuration process. On the 
other hand, it must be said that SE are planned sys-
tems, not ad hoc deployments. Thus, new devices are 
always added by experts and (in that case) they also 
could include the corresponding archetype-based 
template (if necessary). In future work, besides, this 
procedure will be investigated to be automated.  

Then, each Hardware controller obtains the mas-
ter template and instantiates it. In general, instances 
of archetype-based templates are XML documents. 
However, in this case, all the fields in the template 
are Boolean variables, so the instance may be under-
stood as a binary vector. Thus, after the instantiation 
process each Hardware controller creates a de-
scriptor ℎ𝑑𝑑. The descriptor of the i-th Hardware con-
troller can be denoted as indicated in Eq. (1). 

ℎ𝑑𝑑𝑖𝑖(𝑡𝑡) = {𝑣𝑣𝑖𝑖(𝑡𝑡), 𝑞𝑞𝑖𝑖(𝑡𝑡)} (1) 
    The descriptor includes two elements. 𝑣𝑣𝑖𝑖 is a bina-
ry vector where each bit determines the presence or 
absence of a certain capability (the instance of the 
master template). 𝑞𝑞𝑖𝑖  is a cost vector where each posi-
tion indicates the cost of accessing a certain capabil-
ity (if available) in the i-th hardware controller. As 
previously said, this cost includes the expense in bat-
tery charge, RAM memory, CPU and processing time 
(among other factors representing the hardware and 
software configuration). Both elements depend on 
time, as new sensors could be added, more efficient 
procedures could be programmed, etc. 

In the third step, all hardware controllers send 
their descriptors to the Hardware manager. Then, in 
the Hardware manager three collections may be de-
scribed: 𝐻𝐻𝐻𝐻 the collection of descriptors, 𝑉𝑉 the col-
lection of binary capabilities vectors and 𝑄𝑄 the col-
lection of cost vectors. 

𝐻𝐻𝐻𝐻(𝑡𝑡) = { ℎ𝑑𝑑𝑖𝑖(𝑡𝑡) , 𝑖𝑖 = 1, … ,𝑁𝑁(𝑡𝑡)} (2) 
𝑉𝑉(𝑡𝑡) = { 𝑣𝑣𝑖𝑖(𝑡𝑡) , 𝑖𝑖 = 1, … ,𝑁𝑁(𝑡𝑡)} (3) 
𝑄𝑄(𝑡𝑡) = { 𝑞𝑞𝑖𝑖(𝑡𝑡) , 𝑖𝑖 = 1, … ,𝑁𝑁(𝑡𝑡)} (4) 

Where 𝑁𝑁(𝑡𝑡) is the number of Hardware control-
lers in the Smart Environment. All the variables are 

archetype (adl_version=2.0)  
hardware-service-example 
language original_language = <iso_639-1:en> 
 
definition  
 SERVICE_1[id1] matches { --meaning service_1 
  capability_1 {‘True’,‘False’} --meaning cap_1 
   …  
  sub_services cardinality matches {0..*} matches{  
    SUBSERVICE_1[id2] matches { --meaning sub_serv 
 … 
    }  
  } 
} 

… 
 
definition  
 MASTER_TEMPLATE[id1] matches {  
  capability_1 {‘True’,‘False’} --meaning cap_1 
  capability_2 {‘True’,‘False’} --meaning cap_2 
   …  
  capability_N {‘True’,‘False’} --meaning cap_N 
 
   
} 
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time dependent, as changes in the hardware platform 
may cause changes in these values.   

Strictly speaking, the collection 𝐻𝐻𝐻𝐻(𝑡𝑡)  already 
contains 𝑉𝑉(𝑡𝑡) and 𝑄𝑄(𝑡𝑡). However, for more clarity, 
three different collections have been defined. This is 
because the purpose of the sets is very different. 
While 𝐻𝐻𝐻𝐻(𝑡𝑡) is destined to be stored into the hard-
ware services repository (in order to allow the future 
execution of atomic services), 𝑉𝑉(𝑡𝑡)  and 𝑄𝑄(𝑡𝑡)  are 
going to be employed, independently, in the next 
steps of the configuration process (so two separated 
collection are needed).  

Using Equations (2), (3) and (4) the Hardware 
manager generates a partitioned matrix 𝐻𝐻𝐷𝐷(𝑡𝑡)  de-
scribing the available atomic services in the hardware 
platform, as well as the QoS offered for each service. 

𝐻𝐻𝐷𝐷(𝑡𝑡) = �𝜎𝜎𝑑𝑑(𝑡𝑡) | 𝑄𝑄𝑔𝑔(𝑡𝑡) | 𝑄𝑄𝑐𝑐(𝑡𝑡)� (5) 

As can be seen in Eq. (5), 𝐻𝐻𝐷𝐷(𝑡𝑡) is composed of 
three submatrices. 
𝜎𝜎𝑑𝑑(𝑡𝑡) is a binary column matrix where each row 

indicates if a certain atomic service is available (each 
hardware service, when defined through an arche-
type-based template is provided with a unique nu-
merical integer identifier, which may be employed to 
determine the position in this column which is re-
ferred to it).  𝑄𝑄𝑔𝑔 is a matrix describing the guaranteed 
QoS for each atomic service in one particular mo-
ment. Each row in 𝑄𝑄𝑔𝑔 contains the quality parameters 
of the atomic service to which it is referred the same 
row in  𝜎𝜎𝑑𝑑.  Finally 𝑄𝑄𝑐𝑐 is a matrix describing the con-
text-depending QoS (no guaranteed) for each atomic 
service in one particular moment. Sometimes, the 
system presents surplus resources that could be as-
signed to the existing services in order to improve 
their quality of execution. These resources, however, 
cannot be guaranteed, and their availability depends 
on the system’s context. 

The relation between the collections 𝐻𝐻𝐻𝐻(𝑡𝑡), 𝑉𝑉(𝑡𝑡) 
and 𝑄𝑄(𝑡𝑡) and the matrix 𝐻𝐻𝐷𝐷(𝑡𝑡) is denoted as a vec-
tor function 𝐹𝐹, represented in Eq. (6). 

�𝜎𝜎𝑑𝑑  ,𝑄𝑄𝑔𝑔  ,𝑄𝑄𝑐𝑐�  = �⃗�𝐹 (𝑉𝑉,𝑄𝑄) =  
= �𝑓𝑓1(𝑉𝑉), 𝑓𝑓2(𝑄𝑄, Σ), 𝑓𝑓3(𝑉𝑉,𝑄𝑄, Σ)� 

(6) 

As can be seen, this vector function has three 
components.  

Function 𝑓𝑓1 employs the collection of instances of 
the master template (bit vectors) produced by hard-
ware controllers to determine if each one of the de-
scribed hardware services in the corresponding re-
pository is supported by the infrastructure or not. In a 
traditional approach, an instance transformation 
would be applied (using matching techniques) in or-

der to obtain the instances of all archetype-based 
templates (one per hardware service, equal for all 
hardware controllers) from the instances of the mas-
ter template (one per hardware controller, equal for 
all hardware services). However, this process is com-
plex and heavy [65], and it may not fit teal-time con-
straints. This problem may be solved if master tem-
plate instances are understood as bit vectors, as, then, 
𝑓𝑓1 might be described as a sequence of logical (bina-
ry) operations which are executed in a very dynamic 
and fast way.    

For that, when creating the master template, 
Hardware manager should define a new collection of 
binary templates 𝐶𝐶(𝑡𝑡), identifying for each hardware 
service the capabilities involved in its execution  (7).    

𝐶𝐶(𝑡𝑡) =  {𝑐𝑐𝑖𝑖 , 𝑖𝑖 = 1, … ,𝐷𝐷(𝑡𝑡)} (7) 
Being 𝐷𝐷(𝑡𝑡) the number of available hardware ser-

vices in the infrastructure in a certain moment. 
The format of these binary templates must be the 

same as the master template instances: each bit de-
termines the presence or absence of a certain capabil-
ity in a hardware service. Then, function 𝑓𝑓1 may be 
described as in Algorithm 1. 

Algorithm 1. Implementation of function 𝑓𝑓1 using pseudocode 

N Algorithm 1 Function 𝒇𝒇𝟏𝟏 
1 Input: Collection 𝑉𝑉   
2 Output: Column matrix 𝜎𝜎𝑑𝑑 
3 Generate a binary vector of zeros 𝑑𝑑𝑑𝑑 
4 Generate an integer 𝑖𝑖 equal to one (𝑖𝑖 = 1) 
5 for each element 𝑣𝑣𝑖𝑖 in 𝑉𝑉 do 
6       𝑑𝑑𝑑𝑑 is equal to 𝑣𝑣𝑖𝑖 bitor 𝑑𝑑𝑑𝑑 
7 end for 
8 𝑑𝑑𝑑𝑑 is equal to compl 𝑑𝑑𝑑𝑑  
9 for each binary template 𝑐𝑐𝑖𝑖 in 𝐶𝐶 do 
10      VM = (𝑐𝑐𝑖𝑖 bitand 𝑑𝑑𝑑𝑑) 
11      if  VM != 0 then 
12          BR is equal to zero 
13     else then 
14          BR is equal to one 
15    end if 
17     𝜎𝜎𝑑𝑑𝑖𝑖  is equal to BR  
18     Increment 𝑖𝑖 in one unit 
19 end for 

 
In summary, Algorithm 1 condenses in a binary 

vector 𝑑𝑑𝑑𝑑 (which is initialized in line 3) all the exist-
ing capabilities in the hardware controllers. For that, 
an OR operation is applied to all master template 
instances expressed as bit vectors 𝑣𝑣𝑖𝑖 (lines 5 to 7 in 
Algorithm 1). Later, for each atomic service it is ap-
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plied (using an AND operation) a mask 𝑐𝑐𝑖𝑖 (the corre-
sponding binary template described above) to the 
binary vector 𝑑𝑑𝑑𝑑 in order to identify if it is required 
any capacity not available on the hardware platform 
(line 10).  The result (VM) is a vector of zeros if all 
required capabilities are present in the hardware plat-
form or a vector with non-null positions if any capa-
bility is not present. Then, the value of the VM pa-
rameter may be used to decide if a certain hardware 
service is available (VM = 0) or not, and, in that way, 
fixing the corresponding value (the i-th position of 
the 𝜎𝜎𝑑𝑑  column) in consequence. Then, in order to 
advance to the next position in the 𝜎𝜎𝑑𝑑  column, an 
integer named as  𝑖𝑖 (initialized with value one in line 
4) is updated (line 18). 

Functions 𝑓𝑓2 and 𝑓𝑓3, which together the described 
function 𝑓𝑓1 make up the vector function 𝐹𝐹 , are pre-
sented in Equations (8) and (9).  

𝑄𝑄𝑔𝑔𝑖𝑖 (𝑡𝑡) = 𝑓𝑓2�𝑄𝑄(𝑡𝑡), Σ(t)� = 
 

⎝

⎜
⎛

max ���𝑞𝑞𝑗𝑗𝑐𝑐𝑖𝑖   𝑗𝑗 = 1, … , 𝐿𝐿(𝑡𝑡)�� + 𝑞𝑞𝑐𝑐𝑐𝑐
𝑖𝑖

𝑅𝑅1�𝐷𝐷𝑐𝑐(Σ)�
…

𝑅𝑅𝑆𝑆�𝐷𝐷𝑐𝑐(Σ)� ⎠

⎟
⎞

𝑇𝑇

 

 
𝑖𝑖 = 1, … ,𝐷𝐷(𝑡𝑡) 

 

(8) 

𝑄𝑄𝑐𝑐𝑖𝑖(𝑡𝑡) = 𝑓𝑓3 �𝑉𝑉(𝑡𝑡),𝑄𝑄(𝑡𝑡),Σ(t)� =          

 

⎝
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⎛

min���𝑞𝑞𝑗𝑗𝑐𝑐𝑖𝑖 + �𝜇𝜇𝑖𝑖𝑞𝑞𝑗𝑗𝑣𝑣𝑗𝑗    𝑗𝑗 = 1, … , 𝐿𝐿(𝑡𝑡)�� + 𝑞𝑞𝑐𝑐𝑐𝑐𝑖𝑖
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 𝑖𝑖 = 1, … ,𝐷𝐷(𝑡𝑡)   

(9) 

Briefly, function 𝑓𝑓2  creates a vector describing the 
guaranteed global cost of executing a certain hard-
ware service (the i-th service) and the guaranteed 
quality parameters associated. In particular, the first 
component, it adds the cost of accessing to all the 
capabilities which make up an atomic service, con-
sidering the maximum value among all the possible 
location where the service is available (being 𝐿𝐿(𝑡𝑡) 
the number of locations where it is available at a cer-
tain moment). In fact, in general, the guaranteed cost 
is the worst case (although certain services have re-
served resources, but this is not the focus of this pa-
per). The cost 𝑞𝑞𝑐𝑐𝑐𝑐𝑖𝑖 is a correction factor applied if the i-
the hardware service is provided by the coordination 
of various devices and there is a cost of coordination. 

The rest of the components are relevant ratios 
𝑅𝑅1, … ,𝑅𝑅𝑆𝑆 (defined by technological experts according 
to users’ needs and the application scenario) calculat-
ed from the experimental measures Σ(t) (10). 
Σ(t) =  {𝜎𝜎𝑖𝑖(𝑡𝑡 − 𝑝𝑝𝑝𝑝)  𝑖𝑖 = 1, … ,𝐾𝐾  𝑝𝑝 = 1, … ,𝑃𝑃} (10) 
Σ(t)  is a collection of 𝐾𝐾 experimental measures 

about QoS on the system 𝜎𝜎𝑖𝑖  (for example, its re-
sponse time, packet loss rate, etc.). These measure-
ments are periodically repeated and refreshed with a 
period of  𝑝𝑝 . As we design a solution to maintain 
updated the system at real time, the value of this pe-
riod will be critical in our proposal. The collection of 
experimental measures considers the 𝑃𝑃  past evalua-
tions of the experimental measures. 

Examples of relevant ratios are availability, block-
ing probability, etc. In order to obtain the guaranteed 
value of these ratios, in their calculation it is em-
ployed the most probable value (mode) of the exper-
imental measures, 𝐷𝐷𝑐𝑐(Σ).  

On the other hand, the function 𝑓𝑓3 creates a vector 
describing the context-depending costs and QoS (i.e. 
values for the cost and QoS parameters which are not 
guaranteed and may be reached or not depending on 
the system context). The first component, the execu-
tion cost, is calculated in the same way than in func-
tion 𝑓𝑓2. However, in this case, more than one device 
may be used at the same time to support a certain 
capability.  Then, a correction factor is applied. In 
particular, 𝜇𝜇𝑖𝑖  is a numerical vector where each posi-
tion indicates the modification in the QoS due to the 
existence of additional available capabilities.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 5. Example of a WADL document with Semantic Annotations 

In the same line, hardware independent relevant 
ratios employed to inform about QoS to production 

<?xml version="1.0"?/>  
  <application id=”prosumer_service_1”> 
  [rdf:type annot: OntoMatAnnotation 
   annot:label “operation description”] 
    <grammars>  
      <include href="document.xsd"/>  
    </grammars>  
    <resources> 
      <resource>  
        [rdf:type annot: OntoMatAnnotation 
         annot:objetive “expected result”] 
         <method name="GET" id="ID">  
          <request>  
            <param name="NAME" type="xsd:string"/>  
          </request>  
          <response status="200">  
                  … 
         </response>  
        </method>  
          … 
       </resource>  
    </resources>   
  </application> 
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level components are the same than in function 𝑓𝑓2. In 
this case, nevertheless, in their calculation it is em-
ployed the 90-th percentile 𝑃𝑃90  (i.e. the value such 
90% of measures are equal or worse than it) instead 
of the mode of measures.  

Once 𝐻𝐻𝐷𝐷(𝑡𝑡)  matrix  has been constructed, it is 
transmitted to the Data services invocation manager 
(production level). In the Data services invocation 
manager, matrices are mapped over a description file 
(typically an XML file) where atomic services are 
described as production-level services. For example, 
using REST services we would use a Web Applica-
tion Description Language (WADL) file. Moreover, 
the short notes about semantics included in arche-
type-based templates are processed and condensed in 
various Semantic Annotations [36] (for that the mas-
ter template is also sent to the production level). Fig-
ure 5 presents an example of this document. 

As can be seen on Figure 5, Semantic Annotations 
are included in square brackets, describing the 
“meaning” of each application (prosumer service), 
request, etc. Once created, XML files are sent to the 
Semi-automatic service composition engine. 

Then, the engine composes a collection of high-
level (or business level) services 𝑆𝑆(𝑡𝑡) using the pro-
duction services described in the WADL document, 
as expressed in Eq. (11). The collection of composed 
services is time dependent as it may be change de-
pending on the hardware platform configuration. 

𝑆𝑆(𝑡𝑡) = {𝑑𝑑𝑗𝑗 , 𝑗𝑗 = 1, … , 𝐼𝐼} (11) 
Where 𝐼𝐼(𝑡𝑡)  is the number of composed services 

created in the semi-automatic engine. 
In order to create this collection of business ser-

vices, the composition engine must apply a semantic 
matching technology to the production service de-
scription file, together with the semantic templates 
for business services defined by domain experts. 
These templates describe the parts (invocations) a 
service should have, as well as their meaning. Com-
paring these templates with Semantic Annotations in 
XML description documents the collection of service 
is created (applications and requests with the same 
meaning than desired by users are connected in order 
to build the high-level services). Business services 
(as well as semantic templates) are described, then, 
using any of the existing executable workflow de-
scription language (YAWL, for example [66]), prob-
ably complemented with Semantic Annotations. In 
respect to the semantic matching technology, any of 
the techniques described in the literature may be em-
ployed [67][68]. 

In that way, the j-th service of the collection can 
be denoted as in Equation (12). 

𝑑𝑑𝑗𝑗 = {𝑋𝑋𝐷𝐷𝐿𝐿,𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔(𝑡𝑡),𝑄𝑄𝑐𝑐𝑆𝑆𝑐𝑐(𝑡𝑡),𝐵𝐵𝐶𝐶(𝑡𝑡)}                        (12) 
Where 𝑋𝑋𝐷𝐷𝐿𝐿 describes the service’s input, output 

and its decomposition in prosumer services. 𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 
represents the final guaranteed QoS for the composed 
service (expressed as a numerical vector where each 
position represents the value of one quality parame-
ter). 𝑄𝑄𝑐𝑐𝑆𝑆𝑐𝑐  expresses the context-depending QoS for 
the final composed service. And 𝐵𝐵𝐶𝐶  represents the 
behavior constraints for the composed service (such 
as time or range constraints for service availability). 

The 𝑋𝑋𝐷𝐷𝐿𝐿  and 𝐵𝐵𝐶𝐶  elements are generated during 
the service composition process, by means of the 
cited semantic matching technique. However, 𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 
and 𝑄𝑄𝑐𝑐𝑆𝑆𝑐𝑐  are calculated from quality parameters of 
all production services (see Eq. (8) and Eq. (9)) 
which make up a composed service, using Equations 
(13) and (14) in the QoS module  

𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 = 𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞_𝑔𝑔 �𝑄𝑄𝑔𝑔1  , … ,𝑄𝑄𝑔𝑔
𝑅𝑅1� (13) 

𝑄𝑄𝑐𝑐𝑆𝑆𝑐𝑐 = 𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞_𝑐𝑐 �𝑄𝑄𝑐𝑐1 , … ,𝑄𝑄𝑐𝑐
𝑅𝑅1� (14) 

Where 𝑄𝑄𝑔𝑔𝑟𝑟  are the guaranteed quality parameters of 
the r-th production service provided by physical de-
vices which is part of the composite service. The 𝑄𝑄𝑐𝑐𝑟𝑟   
parameters have the same interpretation as the above, 
but applied to context-depending quality parameters. 
Finally, 𝑅𝑅1 is the number of production services pro-
vided by physical devices which are part of the j-th 
composite service.  

Several implementations for the functions  𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞_𝑔𝑔 
and 𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞_𝑐𝑐 may be proposed. In this paper, we de-
fine them as indicated in Eq. (15) and Eq. (16). In 
that way, 𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔  and 𝑄𝑄𝑐𝑐𝑆𝑆𝑐𝑐  are two real vectors, alt-
hough in other implementation could be B-
dimensional complex or integer vectors. 

𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 =  �𝛽𝛽𝑖𝑖𝑄𝑄𝑔𝑔𝑖𝑖
𝑅𝑅1

𝑖𝑖=1

 

 

(15) 

𝑄𝑄𝑐𝑐𝑆𝑆𝑐𝑐 =  �𝛽𝛽𝑖𝑖𝑄𝑄𝑐𝑐𝑖𝑖
𝑅𝑅1

𝑖𝑖=1

 

 

(16) 

Where 𝛽𝛽𝑖𝑖  is the relative weight of the QoS due to 
the i-th production service provided by physical de-
vices in the total QoS.  

Once obtained the entire collection of composed 
services by the Semi-automatic service composition 
engine (and the corresponding QoS), they are regis-
tered in the Locally available services repository. 
Through this repository, composed services can be 
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called from local applications, and/or from remote 
applications through the Intersystem services invoca-
tion API.  

3.3. System self-adaptation: mathematical 
formalization 

The described procedure in the previous section 
generates a fixed list of services, associated each one 
with two parameters representing the aggregated 
quality. However, the situation of the hardware plat-
form may change, and the provided services should 
get affected in consequence.  

Among all the described steps, the most time con-
suming is service composition in the Semi-automatic 
service composition engine (as indicated by various 
authors [51][65]). The rest of operations are simple 
matrix calculations which might be executed at real-
time. The objective, then, is to define a self-
adaptation policy which does not need to repeat the 
entire services composition process. 

Table 1. Services’ states in Smart Environments 

State Description 

Available 

A service is available when all the 
atomic services which compose it are 
available, and the guaranteed QoS of 
the composite service surpasses the 
established QoS thresholds.  

 

Unavailable 

A service is unavailable either 
when one of the atomic services 
which compose it becomes unavaila-
ble, or when the guaranteed QoS of 
the composite service falls below the 
established QoS thresholds. 

A service which is considered una-
vailable may return to the available 
state without refreshing the service 
composition process. 

 

Deleted 

A service is considered as deleted 
when gets unavailable for a time 
which passes a certain limit. 

A service which is considered de-
leted only may return to the available 
state after refreshing the service com-
position process in the semi-
automatic engine. 

  
 

In order to reach this objective, we associate to 
each composed service a service state. Thus, each 
composited service may present three different states: 
available, unavailable and deleted. Table 1 describes 
the conditions which must fit a service to present 
each state. 

As can be seen, in Table 1 it is referred some QoS 
thresholds which all services must pass to be consid-
ered available. These thresholds are applied in a two-
phase process in the Service management module. 

In the first phase each quality parameter in 𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 
must pass a limit 𝑘𝑘𝑖𝑖 as expressed in Eq. (17).  

𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔𝑖𝑖 >  𝑘𝑘𝑖𝑖    𝑖𝑖 = 1, … ,𝐵𝐵             (17) 
Where 𝐵𝐵 is the number of considered quality pa-

rameters in the system (i.e. the number of elements in 
𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 ). Considering the functions proposed in Eq. 
(15) and Eq. (16), 𝐵𝐵 is equal to the unit (in other im-
plementation it could present greater values).  In or-
der to abbreviate the notation we also can denote Eq. 
(17) as indicated in Eq. (18). 

𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 > 𝐾𝐾       (18) 
Where 𝐾𝐾 =  {𝑘𝑘𝑖𝑖    𝑖𝑖 = 1, … ,𝐵𝐵} 
If the first phase is verified, then it is evaluated a 

second phase. In this new phase the total guaranteed 
QoS 𝑄𝑄𝑐𝑐𝑆𝑆𝑡𝑡𝑐𝑐must pass a limit 𝑄𝑄𝑐𝑐𝑆𝑆𝑡𝑡ℎ  as indicated in 
Equation (19). 

𝑄𝑄𝑐𝑐𝑆𝑆𝑡𝑡𝑐𝑐 > 𝑄𝑄𝑐𝑐𝑆𝑆𝑡𝑡ℎ       (19) 
The expression which allows obtaining the total 

guaranteed QoS from the vector 𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 is as expressed 
in Equation (20). 

𝑄𝑄𝑐𝑐𝑆𝑆𝑡𝑡𝑐𝑐 =  �𝜔𝜔𝑖𝑖
𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔𝑖𝑖

𝜆𝜆𝑖𝑖

𝑃𝑃

𝑖𝑖=1

 (20) 

Where 𝜆𝜆𝑖𝑖 is the standard value of the i-th quality pa-
rameter and 𝜔𝜔𝑖𝑖 is the relative weight of the i-th pa-
rameter in total estimation of the offered QoS.  

Using our proposal typical fluctuations in the state 
of hardware devices do not causes the execution of a 
new service composition process. This process only 
has to be initiated in two situations: 

− When a previously deleted composed service is 
available again 

− When a new hardware service is discovered by 
the Hardware manager 

In the first case, even when the service is consid-
ered deleted, both the Semi-automatic service compo-
sition engine and the Locally available services re-
pository maintains in memory the service infor-
mation. Thus, the complete composition process does 
not have to be executed, and only a new collection 
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modifying the affected service has to be generated in 
the engine. 

In the second case, the complete composition 
process has to be repeated. New composed services 
could appear and they must be calculated and incor-
porated in the repository. Nevertheless, if the em-
ployed service composition technique allows condi-
tional composition [50], this process could be simpli-
fied by restricting it to an expansion of the composed 
services due to the appearance of a new atomic ser-
vice. If this solution is available, the Data services 
invocation manager would create a special XML 
description file indicating to the Semi-automatic ser-
vice composition engine the new physical platform 
situation and the condition on which the new compo-
sition process should be based.  

It must be noted that any change in the physical 
layer which does not cause a modification in the 
atomic services is not propagated towards the Data 
services invocation manager. As the proposed func-
tional architecture is made of independent abstraction 
layers, changes in the hardware level which do not 
affect the hardware services are directly managed by 
the hardware controllers or the Hardware manager. 
This approach allows an important reduction in the 
average needed time to update the system state.   

3.4. Extension to hybrid systems 

Service-oriented architectures for SE present the 
possibility of including humans as service providers. 
However, most configuration and adaptation solu-
tions for SE do not consider this situation (see Sec-
tion 2). On the contrary, our proposal may be easily 
extended to hybrid systems (those which include both 
humans and devices in their low-level infrastructure). 

Previous works [69] have proved that the number 
of humans in a Cyber-Physical System, together with 
their motivation state (which represents the execution 
quality), may characterize the available human pro-
vided services in the system. Therefore, in order to 
configure human provided services, our solution 
must collect and include this information in the pre-
viously described configuration and adaptation pro-
cesses (Section 3.2 and 3.3). 

Then, in the case of existing humans in a SE, sen-
sors focused on acquiring information about people 
should be included into the hardware platform (called 
user-focused devices). These devices are controlled 
by user-focused controllers, where data analysis al-
gorithms are included (in order to deduct the number 
of people and their motivation state from sensor in-

formation). With this information, a description ma-
trix 𝑈𝑈𝐷𝐷(𝑡𝑡) should be defined (21) (equivalent to the 
matrix 𝐻𝐻𝐷𝐷(𝑡𝑡) , employed to describe the low-level 
services provided by hardware devices).  

𝑈𝑈𝐷𝐷(𝑡𝑡) = �𝜎𝜎ℎ(𝑡𝑡) | 𝐻𝐻𝑄𝑄𝑔𝑔(𝑡𝑡) | 𝐻𝐻𝑄𝑄𝑐𝑐(𝑡𝑡)� (21) 
As matrix 𝐻𝐻𝐷𝐷(𝑡𝑡), 𝑈𝑈𝐷𝐷(𝑡𝑡)  it is made of three sub-

matrices. 𝜎𝜎ℎ  is a binary column matrix where each 
row indicates if a certain low-level service provided 
by humans is available.  𝐻𝐻𝑄𝑄𝑔𝑔 is a matrix describing 
the guaranteed quality and  𝐻𝐻𝑄𝑄𝑐𝑐 is a matrix describ-
ing the context-depending QoS (no guaranteed). Both 
matrices are calculated from the users’ motivation 
state, which may be completed with other estimations 
such as the stress level.  

Algorithms and functions employed to construct 
the matrix 𝑈𝑈𝐷𝐷  from sensor information have been 
described in previous works [69]. Thus, in this pro-
posal we are focusing on the configuration process 
more than in the data analytics. Moreover, for human 
provided services, archetype-based templates are not 
required; only one “master pseudo-template” must be 
built. The objective of this pseudo-template is to reg-
ister the services a certain quantity of people may 
provide in the application scenario (never to be in-
stantiated as regular templates). Then, this pseudo-
template lists these services (categorized depending 
on the number of people) with their meanings (see 
Figure 6). 

Once matrix 𝑈𝑈𝐷𝐷  is constructed, the appropriate 
module (usually called “user manager” [69], see 
Figure 8) sends it to the production level (to the Data 
services invocation manager).  

  
 
 

 

 

 

 

 

Fig. 6. Master pseudo-template for human provided services 

At production level, the Data services invocation 
manager includes human provided services in the 
created XML service description document, together 
with services provided by hardware devices. This 
module makes no difference between both types of 
services. If required by business level components, it 

… 
 
definition  
 SERVICES_ONE_PERSON [id1] matches {  
  Service_1 {‘True’,‘False’} --meaning serv_1 
  Service_2 {‘True’,‘False’} --meaning serv_2 
   …  
  Service_N {‘True’,‘False’} --meaning serv_N 
   
} 
SERVICES_TWO_PEOPLE[id2] matches { 
   …  
} 
… 
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may include a new label indicating if a service is 
provided by devices or by humans but it is not man-
datory. 

From this point, the configuration process could 
be performed in the same way as if only devices were 
included into the low-level infrastructure. However, 
the calculation of the total QoS in Eq. (15) and Eq. 
(16) affects the self-adaptation solution, which 
should consider the dynamical behavior of humans, 
in order to avoid unnecessary calculations. Thus, in 
case of existing humans as service providers, we pro-
pose to modify these equations along expressions 
(22) and (23). 

𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 =  𝛼𝛼1 ��𝛽𝛽𝑖𝑖𝑄𝑄𝑔𝑔𝑖𝑖
𝑅𝑅1

𝑖𝑖=1

� + 𝛼𝛼2 ��𝛾𝛾𝑖𝑖�𝛿𝛿1𝑖𝑖ℒ𝒫𝒫�𝐻𝐻𝑄𝑄𝑔𝑔𝑖𝑖 ��
𝑅𝑅2

𝑖𝑖=1

� 

 

(22) 

𝑄𝑄𝑐𝑐𝑆𝑆𝑐𝑐 =  𝛼𝛼1 ��𝛽𝛽𝑖𝑖𝑄𝑄𝑐𝑐𝑖𝑖
𝑅𝑅1

𝑖𝑖=1

� + 𝛼𝛼2 ��𝛾𝛾𝑖𝑖�𝛿𝛿1𝑖𝑖ℒ𝒫𝒫[𝐻𝐻𝑄𝑄𝑐𝑐𝑖𝑖]�
𝑅𝑅2

𝑖𝑖=1

� 

 

(23) 

Where 𝛼𝛼1 is the relative weight of the QoS due to 
the physical devices in the total QoS, and 𝛼𝛼2 is the 
relative weight of the QoS due to production services 
provided by humans in the total QoS. 𝛽𝛽𝑖𝑖  is the rela-
tive weight of the QoS due to the i-th production lev-
el service provided by physical devices in the total 
QoS due to hardware devices. 𝛾𝛾𝑖𝑖 has the same mean-
ing of 𝛽𝛽𝑖𝑖 but applied to services provided by humans. 
Finally, ℒ𝒫𝒫[∙] represents a low-pass filter, focused on 
removing the very high-frequency variations in the 
quality parameters due to humans, as their behavior 
tends to be very dynamic, but QoS is not really af-
fected for these modifications [69]. The particular 
configuration of this filter will depend on the applica-
tion scenario. 

No more modifications are required. 

3.5. Implementation 

Once described the mathematical formalization, in 
this subsection we present a completely useful specif-
ic implementation of the proposed self-configuration 
technology (others could be proposed and developed).   

For this first implementation we have selected as 
deployment scenario a manufacturing scenario where 
a Smart Environment for product control, traceability 
and workers performance monitoring has been de-
ployed.  In this scenario several types of sensors, 
actuators and physical devices could be included. 
However, in this first evaluation only three instru-
ments (smart objects) were considered: a RFID-
enabled glove [70], a worktable provided with NFC 

readers and LEDs for user notification [70], and an 
autonomous wireless device with e-paper display and 
low-energy communication for information presenta-
tion [71].  

 

Fig. 7. Prototypes implementation 

 

Fig. 8. Implementation architecture 
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All these devices were based on commercial tech-
nologies. Figure 7 shows a prototype of each one of 
the described devices. The final deployment scenario 
would include as much devices as necessary, so vari-
ous copies of each one of the presented prototypes in 
Figure 7 could be considered. 

On the other hand, human service providers were 
monitored by means of a Bitalino [72] platform (the 
user-focused device), whose generated data about the 
humans’ state (stress level, heart rate, etc.) were used 
as input to determine the people’s motivation state 
using any of the proposed algorithms in the existing 
literature [69]. 

The software components (such as the Semi-
automatic service composition engine) were imple-
mented in Java technology. These components were 
deployed in a central server. All the physical compo-
nents were connected through a Bluetooth Low-
Energy backbone. This technology (due to its low 
power consumption) fits perfectly the requirement of 
the proposed scenario, where devices are provided 
with a small battery as power supply. 

Figure 8 shows a detailed implementation archi-
tecture where all the defined components in the func-
tional architecture (Figure 3) are mapped. It is im-
portant to note that components dedicated to control 
humans acting as service providers (the called user-
focused components) have also been included. In 
particular, as can be seen, the prototypes showed on 
Figure 7 implement an embedded Hardware control-
ler but Bitalino platform requires a broker acting as 
User-focused hardware controller which is imple-
mented using Java technologies in the central server. 

Data transmission among the components imple-
mented using Java technologies is based on the 
common Java serialization solutions (such as the Ob-
jectOutputStream class). The transmission of the data 
generated by the Bitalino platform and the user-
focused hardware controllers deployed as brokers in 
the central server employs the proprietary solutions 
provided by Bitalino software. 

Finally, the transmission of the descriptors ℎ𝑑𝑑𝑖𝑖 
from the hardware controllers (deployed in the smart 
objects) to the Hardware manager (running in the 
central server) is based on a Bluetooth binary stream. 
Descriptors ℎ𝑑𝑑𝑖𝑖  may be easily serialized sending at 
first the binary vector 𝑣𝑣𝑖𝑖 and later the cost vector 𝑞𝑞𝑖𝑖. 
In the same way, binary stream is employed to 
transmit the master archetype-based template from 
hardware manager to hardware controllers.    

Now, considering the proposed implementation, 
the structure of the different vectors, matrixes and 

collection described in Section 3.2 may be fixed. 
Moreover, the selected semantic service composition 
technology must be also presented.   

Table 2 presents the vector and matrix format for 
all the data elements described in the previous sub-
section (3.2). As can be seen, for simplicity (tem-
plates are much more easily created), in this case we 
have selected the hardware services coincident with 
some hardware capabilities, although that is not 
mandatory (in general, an atomic service uses various 
hardware capabilities). This option, nevertheless, 
does not affect the number of mathematical opera-
tions performed during the self-configuration process, 
so results about the convergence time and scalability 
are valid. Moreover, reduced-dimensions vectors and 
matrix have been selected in order to clarify the pro-
posed technology, though in practice they may be as 
big as needed. 

On the other hand, matrices 𝐻𝐻𝑄𝑄𝑔𝑔 and  𝐻𝐻𝑄𝑄𝑐𝑐  are not 
included in Table 2, as they are usually made of di-
mensionless parameters which do not match with any 
common definition. In this work, we are assuming 
these matrices are numerical values (real numbers) 
obtained as indicated in any of the previous works on 
this topic [69].   

In general, the particular choices described in Ta-
ble 2 are stablished with the objective of obtaining 
results which could be easily interpreted in Section 5. 
Matrices  𝑣𝑣𝑖𝑖, 𝑞𝑞𝑖𝑖 and 𝜎𝜎𝑑𝑑 are directly deducted from the 
capabilities of hardware prototypes showed on Figure 
7. Human provided services in matrix 𝜎𝜎ℎ are selected 
to be simple activities, so no specific formation or 
great (physical or mental) efforts are required from 
people (what makes simple the development of the 
experimental validation). In respect to QoS measures 

and matrices (i.e. matrices Σ ,  𝑄𝑄𝑔𝑔  , 𝑄𝑄𝑐𝑐  𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔  and 
𝑄𝑄𝑐𝑐𝑆𝑆𝑐𝑐), parameters are selected as they are the most 
adequate to represent the proposed production and 
business services. Other typical parameters such as 
bandwidth, reliability of data precision have no sense 
in a scenarios based on RFID readers (as they do not 
affect in a determinant way that technology). Moreo-
ver, the selected parameters are easily understandable 
which is helping us to understand the results obtained 
in Section 5. In any case, the two parameters chosen 
represent two basic dimensions of a quality service: 
its delay and its reliability. 

In respect to the semantic service composition, a 
technology focused on web service matching is im-
plemented [43]. Finally, in the next sections, for sim-
plicity in the experiment design, all relative weights 
have been fixed following a uniform distribution.
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Table 2. Data format in fast self-configuration process for Smart Environments 

Element Pattern 

𝑣𝑣𝑖𝑖 and 𝑞𝑞𝑖𝑖 (𝑁𝑁𝐹𝐹𝐶𝐶 𝑟𝑟𝑟𝑟𝑞𝑞𝑑𝑑𝑖𝑖𝑟𝑟𝑔𝑔 𝑃𝑃𝑐𝑐𝑃𝑃𝑟𝑟𝑟𝑟 𝐿𝐿𝐿𝐿𝐻𝐻𝑆𝑆 𝑆𝑆𝑖𝑖𝑔𝑔𝑟𝑟𝑞𝑞𝑞𝑞 𝑝𝑝𝑟𝑟𝑐𝑐𝑐𝑐𝑟𝑟𝑑𝑑𝑑𝑑𝑖𝑖𝑟𝑟𝑔𝑔 𝐷𝐷𝑟𝑟𝑞𝑞𝑑𝑑𝑞𝑞𝑟𝑟𝑟𝑟 𝑡𝑡𝑟𝑟𝑡𝑡𝑝𝑝𝑟𝑟𝑟𝑟𝑞𝑞𝑡𝑡𝑞𝑞𝑟𝑟𝑟𝑟 𝑆𝑆ℎ𝑐𝑐𝑃𝑃 𝑞𝑞 𝑝𝑝𝑖𝑖𝑐𝑐𝑡𝑡𝑞𝑞𝑟𝑟𝑟𝑟) 

𝜎𝜎𝑑𝑑 (𝑁𝑁𝐹𝐹𝐶𝐶 𝑟𝑟𝑟𝑟𝑞𝑞𝑑𝑑𝑖𝑖𝑟𝑟𝑔𝑔 𝑃𝑃𝑐𝑐𝑃𝑃𝑟𝑟𝑟𝑟 𝐿𝐿𝐿𝐿𝐻𝐻𝑆𝑆 𝐷𝐷𝑟𝑟𝑞𝑞𝑑𝑑𝑞𝑞𝑟𝑟𝑟𝑟 𝑡𝑡𝑟𝑟𝑡𝑡𝑝𝑝𝑟𝑟𝑟𝑟𝑞𝑞𝑡𝑡𝑞𝑞𝑟𝑟𝑟𝑟 𝑆𝑆ℎ𝑐𝑐𝑃𝑃 𝑞𝑞 𝑝𝑝𝑖𝑖𝑐𝑐𝑡𝑡𝑞𝑞𝑟𝑟𝑟𝑟) 

𝜎𝜎ℎ (𝐶𝐶𝑞𝑞𝑟𝑟𝑟𝑟𝐶𝐶𝑖𝑖𝑟𝑟𝑔𝑔 𝑐𝑐𝑜𝑜𝑗𝑗𝑟𝑟𝑐𝑐𝑡𝑡 𝑅𝑅𝑟𝑟𝑡𝑡𝑐𝑐𝑣𝑣𝑟𝑟 𝑐𝑐𝑜𝑜𝑗𝑗𝑟𝑟𝑐𝑐𝑡𝑡 𝑐𝑐𝑓𝑓𝑓𝑓 𝑡𝑡𝑞𝑞𝑜𝑜𝑞𝑞𝑟𝑟 𝑃𝑃𝑞𝑞𝑞𝑞𝑐𝑐𝑟𝑟 𝑐𝑐𝑜𝑜𝑗𝑗𝑟𝑟𝑐𝑐𝑡𝑡 𝑐𝑐𝑟𝑟 𝑡𝑡𝑞𝑞𝑜𝑜𝑞𝑞𝑟𝑟) 

Σ (𝑅𝑅𝑟𝑟𝑑𝑑𝑝𝑝𝑐𝑐𝑟𝑟𝑑𝑑𝑟𝑟 𝑡𝑡𝑖𝑖𝑡𝑡𝑟𝑟 𝐴𝐴𝑣𝑣𝑞𝑞𝑖𝑖𝑞𝑞𝑞𝑞𝑜𝑜𝑖𝑖𝑞𝑞𝑖𝑖𝑡𝑡𝐶𝐶) 

𝑄𝑄𝑔𝑔 , 𝑄𝑄𝑐𝑐   �

𝐶𝐶𝑐𝑐𝑑𝑑𝑡𝑡(𝑟𝑟𝑞𝑞𝑟𝑟𝑡𝑡𝑟𝑟𝑟𝑟𝑡𝑡_1) 𝑅𝑅𝑟𝑟𝑑𝑑𝑝𝑝𝑐𝑐𝑟𝑟𝑑𝑑𝑟𝑟 𝑡𝑡𝑖𝑖𝑡𝑡𝑟𝑟(𝑟𝑟𝑞𝑞𝑟𝑟𝑡𝑡𝑟𝑟𝑟𝑟𝑡𝑡_1) 𝐴𝐴𝑣𝑣𝑞𝑞𝑖𝑖𝑞𝑞𝑞𝑞𝑜𝑜𝑖𝑖𝑞𝑞𝑖𝑖𝑡𝑡𝐶𝐶(𝑟𝑟𝑞𝑞𝑟𝑟𝑡𝑡𝑟𝑟𝑟𝑟𝑡𝑡_1)
𝐶𝐶𝑐𝑐𝑑𝑑𝑡𝑡(𝑟𝑟𝑞𝑞𝑟𝑟𝑡𝑡𝑟𝑟𝑟𝑟𝑡𝑡_2) 𝑅𝑅𝑟𝑟𝑑𝑑𝑝𝑝𝑐𝑐𝑟𝑟𝑑𝑑𝑟𝑟 𝑡𝑡𝑖𝑖𝑡𝑡𝑟𝑟(𝑟𝑟𝑞𝑞𝑟𝑟𝑡𝑡𝑟𝑟𝑟𝑟𝑡𝑡_2) 𝐴𝐴𝑣𝑣𝑞𝑞𝑖𝑖𝑞𝑞𝑞𝑞𝑜𝑜𝑖𝑖𝑞𝑞𝑖𝑖𝑡𝑡𝐶𝐶(𝑟𝑟𝑞𝑞𝑟𝑟𝑡𝑡𝑟𝑟𝑟𝑟𝑡𝑡_2)

⋯
𝐶𝐶𝑐𝑐𝑑𝑑𝑡𝑡(𝑟𝑟𝑞𝑞𝑟𝑟𝑡𝑡𝑟𝑟𝑟𝑟𝑡𝑡_𝑁𝑁)

…
𝑅𝑅𝑟𝑟𝑑𝑑𝑝𝑝𝑐𝑐𝑟𝑟𝑑𝑑𝑟𝑟 𝑡𝑡𝑖𝑖𝑡𝑡𝑟𝑟(𝑟𝑟𝑞𝑞𝑟𝑟𝑡𝑡𝑟𝑟𝑟𝑟𝑡𝑡_𝑁𝑁)

…
𝐴𝐴𝑣𝑣𝑞𝑞𝑖𝑖𝑞𝑞𝑞𝑞𝑜𝑜𝑖𝑖𝑞𝑞𝑖𝑖𝑡𝑡𝐶𝐶(𝑟𝑟𝑞𝑞𝑟𝑟𝑡𝑡𝑟𝑟𝑟𝑟𝑡𝑡_𝑁𝑁)

� 

𝑄𝑄𝑐𝑐𝑆𝑆𝑔𝑔 and 𝑄𝑄𝑐𝑐𝑆𝑆𝑐𝑐 (𝐶𝐶𝑐𝑐𝑑𝑑𝑡𝑡 𝑅𝑅𝑟𝑟𝑑𝑑𝑝𝑝𝑐𝑐𝑟𝑟𝑑𝑑𝑟𝑟 𝑡𝑡𝑖𝑖𝑡𝑡𝑟𝑟 𝐴𝐴𝑣𝑣𝑞𝑞𝑖𝑖𝑞𝑞𝑞𝑞𝑜𝑜𝑖𝑖𝑞𝑞𝑖𝑖𝑡𝑡𝐶𝐶) 

4. Experimental validation 

The proposed solution presents the advantage over 
previous proposals to be able to be applied in real- 
time applications and scenarios. In order to reach this 
objective three different designs have been included: 

- The semantic service composition is not per-
formed at operation time but during the configu-
ration phase. As this time consuming process 
does not have to be executed each time a service 
is called, the service invocations are highly ac-
celerated. 

- A self-adaptation policy based on the concept of 
QoS is deployed. As service composition is per-
formed before the system operation it is re-
quired a solution to update the list of available 
services at real-time. Our proposal classifies 
services as available, deleted or unavailable us-
ing simple mathematical operations for QoS 
calculation.    

- Information from the low-level platform in or-
der to calculate the QoS is collected using bina-
ry data formats and simple logical operations. In 
that way, adaptations may be performed with a 
much reduced time consume, as almost no in-
formation must be transmitted (so system re-
sources are not consumed). 

In this section, the proposed technology is evaluat-
ed as a valid solution for real-time operation, consid-
ering the three mentioned designs. Additional ad-
vantages such as the possibility of including humans 
as service providers, and the independence among 

the different abstraction layer in the architecture are 
not evaluated as they are directly deducted from the 
previous descriptions.  

The proposed experimental validation mixes two 
different techniques. On the one hand, a real deploy-
ment was performed in the first experiment; but, on 
the other hand, a simulation environment was em-
ployed in the second, third and fourth experiments.  

In the first experiment the required convergence 
time for the initial system configuration and the me-
dium convergence time needed by the system to react 
to changes in the physical level are evaluated. For 
that, a Smart Environment as described in Section 3.5 
employing the proposed self-configuration technolo-
gy was deployed at the Technical University of Ma-
drid. Three different scenarios were evaluated: 

− In the first scenario fifteen smart objects made 
up the hardware platform:  five cyber gloves, 
five worktables and five electronic ink displays.  

− In the second scenario only seven smart objects 
were included: three electronic ink displays, two 
cyber gloves and two worktables. Additionally, 
eight humans acting as service providers are al-
so part of the environment. 

− Finally, in the third scenario, exclusively fifteen 
humans acting as service providers made up the 
Smart Environment.  

− For each scenario, the experiment consisted of 
two phases.  

− In the first phase the system was powered on 
and the time employed in the initial self-
configuration measured. Then, the system was 
powered off again. This routine was repeated 
twenty-four times four each scenario.  
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− In the second phase, for each scenario, the sys-
tem was powered on, and it was kept operating 
for three hours. Data about the different system 
adaptations performed, and the convergence 
time employed in each one of these adaptations 
were collected. As said in Section 3.2, the re-
freshing period 𝑝𝑝 of the experimental measures 
Σ(t) employed to calculate the QoS and update 
the list of available services is critical. Different 
values for this parameter were also considered 
in each in of the proposed scenarios during the 
second phase. Table 3 shows the number of reg-
isters obtained for each scenario and value for 
the period 𝑝𝑝 in this second phase. 

Table 3. Number of registers in the second phase of the first exper-
iment 

Scenario 
Refreshing period (s) 

5 10 30 60 
First scenario 

 (fifteen devices) 
142 106 97 89 

Second scenario  
(seven devices and 

eight humans) 
248 173 145 109 

Third scenario  
(fifteen humans) 

346 263 207 192 

 
In the second experiment, the evolution of the 

convergence time of the proposed self-configuration 
technology when increasing the number of elements 
in the physical platform (both, humans and devices) 
is evaluated. In this experiment a simulated deploy-
ment was employed (mainly, due to the difficult of 
performing experiments involving greats amount of 
people). 

The simulation was performed using the NS3 sim-
ulator [73]. In that simulator every element was rep-
resented by an agent, which implements the proposed 
self-configuration technology. Data gathered in the 
first experiment were used to model the behavior of 
the different devices and humans (then the obtained 
results present a good quality). Twelve different sim-
ulated scenarios were evaluated. In the first scenario 
only one element was included in the physical plat-
form; in the last scenario 10000 (ten thousands) ele-
ments were considered. For each one of these twelve 
scenarios, three simulations were performed. Each 
simulation represented three hours of system opera-
tion. Data about the self-adaptations performed were 
gathered (specially the notifications about the start 
and the end of the self-configuration process). 

The third experiment was designed to evaluate the 
evolution of the resource consumption (rate) in the 
system due to the proposed technology when increas-
ing the number of elements in the physical platform 
(both, humans and devices). The experiment was 
really similar to the one performed in the second case. 
However, some modifications in the simulated sce-
narios were developed; basically various sinks in 
order to control the signalization load in the system 
must be added.  

With this new simulation scenario, the same pro-
cedure as described for the second experiment was 
followed (twelve different scenarios including from 
one physical element to ten thousands, and three 
simulation performed for each scenario). Then, data 
about the signalization in the system was collected.    

Finally, in the fourth experiment, previous results 
are compared to traditional configuration and adapta-
tion solution for service-oriented SE. In particular, a 
traditional smart configuration solution based on se-
mantic service compositions and the transmission of 
description files among components [36][20] was 
selected.   

5. Results 

In this Section, results of the proposed experiment 
in Section 4 are presented and analyzed. 

Figure 9 presents the results of the first phase of 
the first experiment. Temporal values in the Y-axis 
were normalized by the maximum value, as the im-
portant information is the relation among the results 
obtained for each scenario. 

 

 

Fig. 9. Normalized medium initial convergence time 
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Figure 9 represents the medium time obtained 
from the twenty-four realizations developed. As can 
be seen, the maximum time is required in the third 
scenario, when fifteen humans are included in the 
Smart Environments. This time is 45% less (approx-
imately) if only eight humans are considered (as in 
the second scenario). If only fifteen hardware devices 
are included, the required time is a 15% of the re-
quired time when fifteen humans were considered 
(third scenario), and a 65% less than the required 
time when eight humans and seven devices were in-
cluded (second scenario).  

As main conclusion, it is clear that Smart Envi-
ronments including humans require more time to 
configure than system only made of hardware devic-
es. This fact may be caused by two factors.  

First, determining the humans’ state requires more 
resources. Hardware components only must transmit 
two vectors to the Hardware manager; however, 
user-focused hardware manager needs to collect 
various frames of data and apply a data processing 
algorithm before determining the stress level in hu-
mans.  

And, second, as the user-focused hardware con-
troller is implemented in a software broker running 
in the central server (instead of in the same hardware 
device as in the case of smart objects), communica-
tions between sensors and controllers tend to be 
slower and need more time. 

 

Fig. 10. Medium convergence time for self-adaptation 

In respect to the second phase of the first experi-
ment, first we are analyzing data on Table 3. As can 
be seen, as the refreshing period goes down, the 
number of adaptation processes performed grows. 
These additional records correspond to temporal fluc-

tuations which are addressed if the refreshing time is 
enough short, but which are not detected if not (and 
then during a certain time the list of available ser-
vices is not updated).  

Figure 10 shows the results of the second phase 
of the first experiment.  Figure 10 represents the me-
dium time required for system adaptation in each one 
of the proposed scenarios, for the different proposed 
refreshing periods. 

As can be seen in Figure 10, in general, the re-
quired time for self-adaptation continues being high-
er when humans are considered. In particular, the 
medium time when considering fifteen humans in the 
Smart Environment is up to three times higher than 
which obtained in the case of only existing hardware 
devices. Moreover, in the case of the second scenario 
(eight humans and seven hardware devices) the con-
vergence time is around a 40% fewer than the value 
obtained for the third scenario.  

Apart from these tendencies, two important facts 
about the refreshing period must be considered. First, 
very small values for the refreshing period do not 
guarantee a shorter convergence time. As can be seen 
on the results of the third scenario, the convergence 
time for 𝑝𝑝 = 5𝑑𝑑  is higher than which obtained for 
𝑝𝑝 = 10𝑑𝑑. That is due to the fact that, for 𝑝𝑝 = 5𝑑𝑑,  the 
system invests a lot of processing time on doing 
measures, and algorithm for motivation state calcula-
tion (then) cannot take profit from all resources in the 
user-focused controller.  

And, second, if the refreshing period is too high, 
the convergence time is practically equal to it. In 
practice, as the required calculation time to perform 
an adaptation is relatively small, when the refreshing 
period goes up a certain threshold (around 𝑝𝑝 = 20𝑑𝑑), 
the convergence time does not depend on the pro-
cessing time, but on the waiting time to the next ex-
perimental measure.  

Nevertheless, despite these observations, the ob-
tained convergence time is very low. In comparison, 
for example, similar experiments for LTE networks 
[44] showed that the required time for a handover is 
around 20ms (and network reconfiguration is perfect-
ly executed at real-time in most cases). 

From these results, it is possible to guarantee the 
proposed solution as useful in real-time applications. 

Figure 11 shows the results of the second experi-
ment, where the evolution of the convergence time of 
the proposed self-configuration technology when 
increasing the number of elements in the physical 
platform is evaluated. Results are normalized to the 
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maximum value as the interesting information is the 
tendency, not the particular temporal values.  

 As can be seen, the convergence time is almost 
invariant with respect to the number of elements in 
the physical platform. The medium normalized con-
vergence time presents only around a 7% of variation 
when the number of elements in the physical plat-
form increases in four magnitude orders (from 1 to 
10000).  

This result, actually, greatly improves the prece-
dents. For example, some previous proposals [27] 
reported variations of a 600%, approximately, when 
the number of elements in the physical layer is multi-
plied by three. 

 

 Fig. 11. Evolution in the convergence time vs. number of ele-
ments in the physical platform 

The explanation of this improvement is a mix of 
various causes. In the proposed solution, the de-
scribed functional architecture (Figure 3) presents a 
tree topology. In that way, information may be com-
piled in the low layers (i.e. hardware controller), and 
in the top layers (i.e. hardware manager, service 
composition engine, etc.) algorithms are independent 
of the number of elements included in the physical 
platform. Moreover, in the hardware controllers in-
formation about the system’s state is codified using 
binary vectors and algorithms are based on logical 
operations. Thus, the convergence time increases 
lightly when increasing the number of elements in 
the physical platform, but the impact is very limited 
as showed in Figure 11. 

Therefore, it is possible to say the proposed tech-
nology guarantees the scalability of the Smart Envi-
ronments, at least considering the required conver-
gence time.  

Figure 12 shows the results of the third and last 
experiment. In this Figure the evolution of the re-
source consumption in the system is represented ver-
sus the number of elements included in the physical 
layer. The resource consumption seen in one simula-
tion (as percentage) is calculated using the expression 
of Equation (24). 

 
𝐵𝐵𝐶𝐶𝑡𝑡𝑟𝑟𝑑𝑑 𝑡𝑡𝑟𝑟𝑞𝑞𝑟𝑟𝑑𝑑𝑡𝑡𝑖𝑖𝑡𝑡𝑡𝑡𝑟𝑟𝑑𝑑 𝑑𝑑𝑟𝑟𝑑𝑑𝑖𝑖𝑐𝑐𝑞𝑞𝑡𝑡𝑟𝑟𝑑𝑑 𝑡𝑡𝑐𝑐 𝑐𝑐𝑐𝑐𝑟𝑟𝑓𝑓 𝑐𝑐𝑟𝑟 𝑞𝑞𝑑𝑑𝑞𝑞𝑝𝑝𝑡𝑡

𝑝𝑝𝑐𝑐𝑡𝑡𝑞𝑞𝑞𝑞 𝑐𝑐𝑓𝑓 𝑜𝑜𝐶𝐶𝑡𝑡𝑟𝑟𝑑𝑑 𝑡𝑡𝑟𝑟𝑞𝑞𝑟𝑟𝑑𝑑𝑡𝑡𝑖𝑖𝑡𝑡𝑟𝑟𝑑𝑑
∙ 100 

 
(24) 

As can be seen, the resource consumption in-
creases linearly when increasing the number of ele-
ments in the physical layer. 

 

Fig. 12. Evolution in the resource consumption vs. number of 
elements in the physical platform 

This result is coherent with the proposed scenario, 
where every additional smart object incorporates one 
hardware controller which transmits a fixed amount 
of bytes of signalization. The same reasoning is valid 
in the case of humans. 

A linear increase improves the behavior of the 
previous proposals [19], which traditionally present 
an increase of 𝑟𝑟2  order. However, it is a limiting 
characteristic of the proposed technology which must 
be taken into account (in particular when designing 
the Bluetooth backbone or when selecting the appro-
priate central server for the Smart Environment). 
Finally, Figure 13 shows the results of the fourth 
experiment. In this figure, the required calculation 
time to perform the system configuration in our pro-
posal is compared with the results obtained using 
previous technologies. 
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As can be seen, previous solutions require much 
more calculation time to perform the system configu-
ration than the proposed technology (up to an order 
of magnitude higher). The evolution in both cases 
(the configuration process of the proposed technolo-
gy and previous proposals) present an exponential 
evolution created by the service composition engine 
(whose reasoning time usually grows following this 
law). However, in the analyzed previous technology 
the increase is much faster as to the reasoning time of 
the composition engine it must be added the required 
time to collect the information from the hardware 
platform and processing it (which also evolves with 
and exponential law). On the other hand, the pro-
posed processing algorithm based on simple logical 
operations, if programmed adequately, requires a 
constant calculation time, independent from the 
number of offered hardware services. Thus, the cal-
culation time is only due to the service composition 
technology selected. 

 

 

Fig. 13. Evolution in calculation time vs. number of available 
hardware services in the physical platform 

Furthermore, there is a basic difference. The 
showed calculation time for previous proposals (red 
line) must be assumed each time a service is invoked. 
On the contrary, the configuration delay in our solu-
tion is only present at the pre-operational time and if 
a hard refresh is required. In any other case, the self-
adaptation solution maintains updated the list of 
available services (green line). In that case, as seen 
previously, the calculation time remains almost con-
stant and it is much lower than in the other cases (as 
the service composition process is not performed).    

In conclusion, the proposed technology fulfills the 
objective of improving the existing technologies in 
order to be able to be applied to real-time scenarios.  

6. Conclusions 

Smart Environments are greatly extended, for ex-
ample, as support for Ambient Intelligence applica-
tions. In order to become a real useful technology, 
Smart Environment must operate at real-time and 
support automatic self-configuration and self-
adaptation.  

The purpose of the current paper is to describe a 
new fast self-configuration technology to be applied 
in Smart Environment for real-time applications. Ad-
ditionally, as a novelty, the proposed technology is 
able to include both service provided by hardware 
devices and services provided by humans. 

The proposed solution is based on a functional ar-
chitecture made of various independent components 
which, using low-level templates, simple binary and 
numeric vectors and matrices, transmit the state of 
the physical layer to a service composition engine. 
The engine, then, calculates the available services in 
the system using sematic templates. The solution is 
service-oriented and employs the concept of quality-
of-service in order to reduce the time required in the 
self-adaptation process. For that, the quality-of-
service is defined as a vector where various parame-
ters are represented (humans’ physiological state, 
available processing slots, availability, etc.). Then, a 
service calculated by the composition engine is avail-
able if each one of the parameters is higher than a 
certain limit and, besides, the global quality (calcu-
lated using a cost function and the quality-of-service 
vector) is also higher than a threshold. Otherwise, the 
service is unavailable or deleted. 

In this work, an experimental validation consist-
ing of three experiments about the scalability and the 
convergence time of the proposed solution was also 
performed. Then, the following conclusions can be 
drawn from the present study. 

First, the proposed solution requires a conver-
gence time which allows its application to real-time 
scenarios. In particular, the achieved value for the 
convergence time is lower than obtained for other 
technologies such as Long-Term Evolution (LTE) 
networks.  

Second, the described solution includes both hu-
mans and hardware devices. However, performance 
is better in scenarios where only hardware compo-
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nents are considered. Mainly, this fact is due to the 
higher resources needed to determine the humans’ 
state; and because an external broker is required as 
user-focused hardware controller. In future works, 
mechanisms to obtain the same behavior inde-
pendently of the physical layer composition should 
be developed. 

Third, in terms of the convergence time, the 
scalability of the proposed solution is guaranteed. 
The impact of the number of elements of the physical 
layer in the convergence time is extremely limited, so 
large scale deployments may be considered. This is 
very important, considering concepts such as the In-
ternet of Things and Pervasive Sensing, based on 
increasing the density of hardware devices in daily 
scenarios. 

And, finally, the limiting characteristic of the 
proposed solution is the resource consumption. The 
proposed technology highly improves the perfor-
mance of the previous proposals, but the resource 
consumption continues depending linearly on the 
number of elements in the physical platform. Future 
works should improve this aspect. 
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Abstract— One of the most popular IoT-based technologies 
nowadays are Cyber-Physical Systems (CPSs). In its lowest 
level, CPSs include a set of transducers which must be 
automatically connected and configured to achieve a seamless 
union with the environment. This problem, however, is usually 
addressed supposing devices with large processing capabilities, 
instead of small sensors and actuators seamless integrated in 
the physical world. Thus, in this article we propose a new plug-
and-play technology specially designed for being applied in 
reduced capacities devices integrated in CPSs. Moreover, an 
experimental validation is conducted in order to validate the 
proposal and evaluate its performance.  

Cyber-Physical Systems; Internet of Things; plug-and-play 
technologies; transducers;   

I.  INTRODUCTION 
One of the most complex IoT-based solutions, where IoT 

components get complemented with additional 
functionalities as distributed control or intelligence 
management and processing, are Cyber-Physical Systems 
(CPSs) [1].  

As described in the relevant NSF reports [2], CPSs are 
integrations of computation and physical processes. 
Embedded computers and networks monitor and control the 
physical processes, usually with feedback loops where 
physical processes affect computations and vice versa. 
However, this initial definition has been modified and 
expanded by many authors. Thus, nowadays CPSs (as 
described by the National Institute of Standards and 
Technology [3]) have a more vertical approach, including 
from the user goals to the underlying physical system [4]. 

 In this new vertical architecture, feedback loops can 
operate in two senses: bottom-up and top-down [5]. 
Although both approaches are interesting, the natural way of 
executing the loops is bottom-up (monitoring first the 
physical process, deciding later the actions to be taken, and 
acting over the physical process in the last step) [6]. Three 
different types of applications can be built with this 
approach: 

 Event-driven applications: In these applications, 
high-level actions are triggered by a particular event 
or set of events.  

 Human-driven applications: In these applications, 
the system’s behavior changes depending on the 
activities being performed by users. 

 Device-driven applications: In these applications, 
hardware devices perform a certain process 
independently, and top layers supervise the 
execution by means of the data produced by the 
hardware platform.  

Among all the previous applications, device-driven 
applications are the most critical. In this kind of scenarios 
data are not only processed locally in hardware, but also 
remotely by data analytics components. Thus, information 
about transducers must be transmitted to higher layers in the 
system. Furthermore, hardware controllers, to which 
transducers are connected, are typically reduced capabilities 
devices, as they must be as small as possible to be seamless 
integrated in daily living objects. Industrial control systems 
are a typical example of these scenarios. In industrial 
production systems, assembly lines are controlled using 
Programmable Logic Controllers (PLCs) running 
independently a certain number of tasks. Above them, a 
system of data acquisition and processing (SCADA, for 
example) monitors the entire process and undertakes 
supervision. 

However, most employed solutions nowadays for plug-
and-play transducers (as IEEE 1451 standard [7]) either they 
require the use of high capacities components, which are not 
admissible in this scenario, or cannot move the information 
about transducers beyond the controller to which they are 
connected. 

Therefore, in this paper we propose a new plug-and-play 
technology for transducers integrated in CPSs for device-
driven applications. The objective of the paper is to present 
the technical solution, to describe a first implementation and 
to validate the usability and performance of the proposed 
solution. 

The rest of the paper is organized as follows: Section II 
presents the state of the art in relation to plug-and-play 
transducers. Section III describes the technical proposal and 
presents a practical implementation. Section IV includes the 
experimental validation of the proposed technology, and 
Section V shows the obtained results. Finally, Section VI 
presents some conclusions. 

II. STATE OF THE ART 
Various solutions have been proposed in the research 

literature about the problem of plug-and-play transducers in 
CPS. On the one hand, some works [8] explain how create a 
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wireless network [9] made of several transducers. On the 
other hand, other articles [10] [11] are focused on connecting 
scattered devices through an ad-hoc network (based, for 
example in the IEEE 1073 medical bus and 
Publication/Subscription networks). These solutions, 
however, do not fit in our scenario; mainly, because all 
previous proposals seek to create a totally connected network 
of transducers, but our goal is to connect to the controller and 
configure automatically the transducers, as well as, to 
support the information transmission to the data analytics 
components.  

If standardized solutions (i.e. industrial products) are 
considered, the standards family IEEE 1451 addresses 
exactly the problem of supporting a plug-and-play 
architecture based on transducers and microcontrollers [12] 
[7]. The IEEE 1451 family provides a common interface and 
enabling technology for the connectivity of smart transducers 
(a concept referring integrations between transducers and 
processors) to controllers and data acquisition systems. The 
standardized Transducer Electronic Data Sheets (TEDS) [13] 
specified by IEEE 1451.2 allow the self-description of 
transducers and the interfaces provide a standardized 
mechanism to facilitate the plug-and-play of transducers to 
hardware controllers. The inclusion of 1451.4 to the family 
of 1451 standards will meet the needs of the analog 
transducer users [14]. 

Nevertheless, despite being a standard solution, it has not 
been widely adopted. In fact, IEEE 1451 presents various 
problems; most of which impede the use of this solution in 
CPS.  

First, the standard only defines 16 TEDS templates. If a 
transducer type different to these 16 standard templates is 
added, users should define a new template (for which users 
need technical knowledge). Thus, although IEEE 1451 is an 
open and standard solution (a great advantage over other 
proposals), it is common to include proprietary TEDS 
templates in practical implementations. Therefore, the 
solution obtained would be also proprietary and the 
interoperability typical of standard technologies would 
disappear (becoming equal this alternative to any other 
proposal done by a particular researcher.).  

Second, IEEE 1451 is a complex standard. Algorithms 
based on TEDS (which are byte-oriented messages) require 
large amounts of memory (for both, code and data) and high 
computing capabilities. In our scenario, hardware 
controllers’ size is much more important than computing 
capabilities; so, for being able to reach a seamless 
integration, miniaturized low capacities microcontrollers are 
usually selected as hardware controllers. Specifically, a TED 
message has a length of 92 bytes, which has to be maintained 
in SRAM memory. Taking into account this value and 
considering that miniaturized microcontrollers usually have 
around 1KB of SRAM, in a hardware controller only 
between 5 and 10 transducers could be considered 
(depending on the variables and other data generated by the 
program). This limit is low enough for being admissible in 
most applications.  

Finally, small controllers do not implement IEEE 1451 
interface. Miniaturized processing elements only implement 

the basic communication interfaces (as SPI or I2C), so to 
support IEEE 1451 standard additional circuits should be 
added, which would obstruct a seamless integration. 

Therefore, authors concluded that a new proposal for 
supporting plug-and-play transducers in CPS is needed. This 
solution must be independent of the transducer type, must be 
defined at low-level (i.e. we need a bit oriented solution), 
have to be based on common communication interfaces and 
communication messages should be short and easily 
processed. Thus, we have designed a plug-and-play software 
serial interface, capable of recognizing the transducers 
connected to a hardware controller.  

III. PROPOSAL 
In this section, we describe the proposed technical 

solution and its first particular implementation.  

A. Technical solution 

The plug-and-play architecture described below can be 
implemented in any controller or transducer, with the proviso 
that programming capability and a Serial Peripheral Interface 
(SPI) (the most common in microelectronics) must be 
available. SPI ports allow full-duplex communications using 
four independent lines: 

 Master Output Slave Input (MOSI) line, to transmit 
data from the master device to the slave device. 

 Master Input Slave Output (MISO) line, to transmit 
data from the slave device to the master device. 

 Clock (CLK) line, for sharing the synchronization 
signal. 

 Slave Select (SS) line, to active the slave device. 
 

For analog sensors, an intermediate stage, including the 
above requirements, should be added (Figure 1). 

 

 
 (a) 

 

 
(b) 

 
Figure 1.   (a) Physical architecture for sensors with computing 

capabilities (b) Physical architecture for analog sensors 

Then, suppose a digital transducer and a hardware 
controller related through a physical interface SPI. The 
controller acts as master and the transducer acts as slave 
device. Over this physical interface, two logical interfaces 
are defined: the control one and the data one (see Figure 2). 
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Figure 2.  Logical interfaces in the plug-and-play architecture 

The form of sharing the physical lines between these two 
logical interfaces is based on the inclusion of a header (called 
“Interface ID”) in the frames circulating through the 
interface (Figure 3). In this proposal, the interface ID has 
one-byte length. 

It must be noted that with a byte, 256 different logical 
interfaces could be defined. Although in this first version of 
the architecture only two interfaces are considered (control 
and data), in the future, other interfaces can be used to, for 
example, distinguish between continuous data output sensors 
(such as biometrics) and sensors that generate data slowly 
(such as RFID readers). 

Two basic parameters characterize a digital transducer: 
the data length and the frequency with which the existence of 
new data in the sensor should be consulted.  

The first parameter it is vital for system operation. In the 
SPI interfaces, the master device must activate the Slave 
Select signal (SS) during a time equal to the time required by 
the slave device to perform the transmission of its new data, 
so it is imperative that the master device previously knows 
such duration. Since the bit time is fixed, knowing the length 
(in bits) of the data produced by the sensor (the slave device) 
is enough to become available the transmission.  

Depending on the configuration, the second parameter 
may be unnecessary. In some configurations, external 
interruptions are previously configured in the microcontroller 
unit (MCU), which can be triggered by transducers. Thus, 
when a transducer has new data, it interrupts the normal 
execution of the MCU and the microcontroller does not have 
to know the frequency with which new data is generated. 
However, this solution, though valid, requires the 
microcontroller to have an interruption pin for each 
transducer, which is not always guaranteed. Therefore, our 
architecture considers another solution, in which a software 
interruption for every peripheral is configured, so that the 
normal program execution in the MCU goes to data 
acquisition routine when a timer, which controls the data 
timing, expires. On the downside, the microcontroller must 
first know the time with which to set the timer. 

 Known these two parameters, each time the timer 
expires, the data acquisition routine activates the 
corresponding transducer (slave module) for the appropriate 
time. During that time, the sensor transmits a data frame 
whose structure is shown in Figure 3(a). In the data frame 
shown in Figure 3(a), various fields can be distinguished 

The first byte is dedicated to the Interface ID as described 
above. The next two bytes are used as Sensor ID. This field 
could be suppressed in applications where data were locally 
processed into the hardware; however, as we said, in device-
driven applications processing is also done in data analytics 

components and the Sensor ID field is needed. In order to 
simplify the processing, the Sensor ID is divided into two 
parts: the first byte indicates the sensor type and the second 
byte indicates the specific sensor of that class which 
generated the frame (if various are included). Considering a 
CPS as a local system, the Sensor ID assignation process can 
be performed by users according to needs of their system 
(which may vary depending on the application). However, it 
must be ensure that each Sensor ID is unique within each 
CPS, in order to guarantee a proper system performing. 
Finally, the payload may be as long as needed. 

 

 
(a) 

 

 
(b) 

 

Figure 3.  (a) Data frame structure (b) Control frame structure 

Once described the data frame, in Figure 3(b) we present 
the control frame structure. As can be seen, some fields are 
common to the data frame (interface and sensor ID) but two 
new fields are considered. The third byte (message type) 
represents the control message that is transmitted, and the 
remaining bytes contain the message options (as much as 
needed). More than 65500 control messages can be defined 
(we reserved 2 bytes for that field), which exceeds the needs 
of the vast majority of applications. 

When the system is powered, the microcontroller 
requests the description from all slaves. For that, it activates 
the appropriate “slave select” signal and sends a Description 
request message through the SPI interface (in the case of 
having only a SPI port, it can be multiplexed using any of the 
available techniques [15]). We must note that control 
messages have a specific length, so the master always knows 
how much time to activate the slave select signal. After 
requesting one slave, the master looks for the answer. If the 
slave sends a Description response message, the master 
records that SPI port as occupied and transmits a Description 
ACK message. If no answer is received, the port is discarded. 
Table I details the messages cited above. 
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TABLE I.  CONTROL MESSAGES DESCRIPTIONS 

Message 
name Options 

Description 
request 

Only one field of 16 bits (called “clock 
frequency”), containing de clock frequency of the 
processor (expressed in MHz) 

Description 
response 

Two fields. The first one of 16 bits (called “data 
length”) containing the length of data produced by 
the sensor (in bits). The second one of 16 bits 
(called “division factor”), containing the integer 
number for which the clock frequency of the 
processor must be divided to obtain the reference 
frequency of the sensor. 

Description 
ACK 

Not used 

 
Once all ports have been inspected, the microcontroller 

runs Algorithm 1.  In this configuration process transducers 
are listed, associated with the physical port to which they are 
connected and grouped along their period (expressed as a 
multiple of the minimum period existing in the platform) in a 
hash table.  A two-dimensional array is also generated to be 
used as decreasing counter in the interrupt service routine.  
 
Algorithm 1 Configuration 
Input: Control frames generated by transducers 
Output: MF, T, DT 
Generate Integer MF equal to the “division factor” of the first 
transducer 
Generate a hash table<Integer, list of objects transducer> T   
Generate a two-dimensional array of integers DT 
for each transducer do 
    if “division factor” of the transducer  <  MF then 
         MF is equal to the  “division factor” of the transducer 
    end if 
end for 
for each active SPI port do 
     Generate an object transducer TO with the parameters: 
     “data length” of the transducer connected to the SPI 
     port and the SPI port internal number 
     Generate Integer F equal to ⌊"𝑑𝑖𝑣𝑖𝑠𝑖𝑜𝑛 𝑓𝑎𝑐𝑡𝑜𝑟"

𝑚𝑖𝑛𝑢𝑚_𝑓𝑎𝑐𝑡𝑜𝑟
⌋ 

     if  T contains F as key then 
         Obtain the list of transducers LT in T associated with F 
         Add TO to LT 
         Use LT to update value associated with F in T  
    else then 
         Generate a list of objects transducer  LT 
         Add TO to LT 
         Add the couple <F, LT > to T 
         In the next empty position in DT add the couple {F, F} 
   end if 
end for 
 

Then, a software interruption is configured to become 
active each “MF” clock cycles. The interrupt service routine, 
which allows acquiring data from transducers connected to 
the hardware controller, is described in Algorithm 2. Briefly, 

each time an entry in DT arrives at zero; all the transducers 
associated with the period stored in that entry are read. 

With this architecture, great processing capabilities are 
not required to controllers, as all the included operations can 
easily be implemented in assembly code (although some 
structures, such as the hash tables, must be properly 
adapted). Moreover, there are no limits in the use of different 
types of sensors; and, overall, data and code storage 
capacities may be much more reduced. For example, 
maintaining all the information about 10 sensors with IEEE 
1451 TEDSs requires, in average, around 900 bytes; with the 
described solution, in average, only 150 bytes are needed 
(approximately). 

 
Algorithm 2 Interrupt service routine 
Input: DT, T  
Output: Transducer data, update version of DT 
for each entry in DT do 
    Decrement one unit the first integer position of the entry 
    if the first position is equal to zero then 
         Obtain in T the list of objects transducer associated with the  
          key stored in the second position of the entry LT 
          for each transducer in LT do 
              Active the SS line of the transducers SPI port during  
              “data length” clock cycles  
              Read data  
           end for  
           First position in entry is equal to the second position 
   end if 
end for 

B. Prototype implementation 

The proposed technology was implemented, for first 
time, in a collection of three sensors (two three-axial 
accelerometers and a RFID reader [16]) connected to a QFN 
microcontroller [17], acting as hardware controller. On the 
other hand, data analytics components were implemented in 
a MATLAB application, deployed in a personal computer. In 
this first prototype, these components collected the received 
data from hardware platform and stored them in a numerical 
matrix. Both layers (hardware and data analytics) were 
connected through a wireless interface (specifically a ZigBee 
interface [18]). The resulting hardware platform can be seen 
in Figure 4.  

 

 
Figure 4.  Hardware platform implemented 

The described algorithms were codified using assembly 
code, where the particular values of Interface ID, Sensor ID 
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and Message type employed in the implementation can be 
seen in Table II. 

TABLE II.  CONTROL MESSAGES DESCRIPTIONS 

Field Value 

Interface ID 
Data 0xDD 

Control 0xCC 

Sensor ID 
Accelerometers 

0x0101 
0x0102 

RFID 0x0201 

Message type 

Description request 0xAA 

Description response 0xAB 

Description ACK 0xAC 

IV. EXPERIMENTAL VALIDATION 
An experimental validation was designed in order to 

validate the proposal and analyze the performance of the 
proposed technology. The experimental validation was 
divided in two different experiments.  

In the first experiment, transducers were placed in a 
controlled situation, so we can predict their outputs [19]. A 
MATLAB application received data sent by the hardware 
controller, and it compared the expected values to which it 
acquired. In that way, we validated both configuration 
algorithm and data acquisition at hardware level. Moreover, 
we validated the usefulness of the frames’ headers (i.e. the 
Sensor ID) in the processing step by the data analytics 
components. In total there were 144 records per sensor 
analyzed.  

In this experiment, accelerometers were placed with the 
intrinsic Z-axis aligned with the vertical line. Then, the 
expected output (expressed as G-forces) was {𝑥 = 0𝑔, 𝑦 =
0𝑔, 𝑧 = 1𝑔}. Considering that accelerometers are a really 
precise sensors (sensitive, for example, to vibrations), it is 
probable that the real obtained output vary around the 
expected value with a certain tolerance. Therefore, we 
considered valid all data in a margin of  ±10% around the 
expected value.  Over the RFID reader was placed a tag, so 
the expected output was the tag’s ID.  

In the second experiment, we turned off the hardware 
platform, and then we turned it on. A MATLAB application 
(see Figure 5) showed dynamically in a graphic interface 
(GUI) data received from hardware controller. In the 
moment of turning on the hardware platform, we ran a timer 
which was stopped when the first valid datum was showed in 
the MATLAB GUI. In that way, we obtained an estimation 
of the time needed to execute the initial configuration of the 
hardware controller. The experiment was repeated twelve 
times.  

This experiment was performed using a special 
environment, where a software timer is configured in the 
following way:  it starts counting time when a special line 
gets powered. This line was connected to the power supply 
of the hardware platform. Later, it stops counting time when 

the first valid datum is received and processed. In order to 
verify data properly the same hardware configuration done in 
the first experiment was maintained.    

 

 
 

Figure 5.  Capture of the MATLAB application for data processing in the 
second experiment 

V. RESULTS 
In this section we present the results obtained in the 

experimental validation, the results are presented according 
to the experiments proposed in the previous section. 

A. First experiment 

Experts analyzed every single record about the data 
received from the hardware controller using semi-automatic 
techniques. The results of this analysis are shown in Table III 

TABLE III.  CONTROL MESSAGES DESCRIPTIONS 

Sensor Correct data Incorrect data Hit rate 

Accelerometer #1 137 7 95% 

Accelerometer #2 139 5 96.5% 

RFID reader 142 2 98.6% 

Total 418 14 96.8% 
 
As can be seen, the consolidated hit rate is near 97%, 

being the hit rate for all sensors above the 95%. In fact, the 
hit rate increases when considering transducers with lower 
frequency (i.e. sensors which produces data in a slower rate). 
In that way, RFID reader presents a hit rate 4% higher than 
presented by the first accelerometer.  

The explanation of this phenomenon is related to the 
transducer discovery process. Sensors with high frequencies 
(such as accelerometers) could be read before the discovery 
process is complete, so there exists a convergence period 
during which data received could be corrupted. This problem 
could be easily solved by adjusting a security temporal slot 
in the data analytics components.   

B. Second experiment 

Twelve realizations of the second experiment were done. 
A normalized histogram, expressing the time needed to 
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receive a valid datum from the hardware controller once the 
hardware platform get powered (convergence time) is shown 
in Figure 6. 

 
Figure 6.  Normalized histogram of the convergence time 

As can be seen, the dispersion is quite low (around a 5% 
over the medium value), being (in medium) the convergence 
time around 65ms. This time implies that, at least, one datum 
from all sensors with a frequency higher than 15 Hz is lost. 
Of course, as the sensor rate increases, the number of lost 
data will also increase. 

VI. CONCLUSIONS 
In view of the results presented in the previous section, 

some reflections may be drawn: 
The proposed solution is valid to implement high 

performance plug-and-play transducers. Device-driven 
applications based on CPSs may implement this technology 
in order to improve the integration level and ease the 
automatic system configuration. Particularly, it must be 
remarked the simple algorithms needed to execute the 
configuration and the support provided by the Sensor ID 
field to data analytics components.  

Moreover, the proposed plug-and-play technology is 
adequate to be implemented in scenarios where IT 
infrastructure must be seamless integrated in the 
environment. Specially, in those cases in which components 
must be miniaturized and their capacities reduced. Some 
important particular cases of this scenario are wearable 
devices and Ambient Intelligence (AmI) environments. 

Besides, biomedical sensors, which produce data at 
frequencies around 50 Hz, must implement a security 
temporal slot in order to not consider erroneous values due to 
the convergence process. In application of human monitoring 
this consideration might be important. 

Finally, using the Sensor ID field, data analytics 
components may execute complex algorithms in an easier 
way. Thus, applications such as emotions detection could be 
implemented over hardware platforms using the proposed 
technology.  
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Abstract— One of the most common applications for Cyber-
Physical Systems (CPS) is process execution. Nowadays, different 
description languages are employed in order to define, command 
and control the execution of processes using the elements making 
up a CPS. However, this approach creates rigid (or hard) 
processes, which are only valid in certain scenarios. The inclusion 
of legacy systems, new Industry 4.0 devices and, overall, humans 
as part of CPS, has caused the appearance of new paradigms 
which cannot be addressed with traditional execution techniques. 
Therefore, in this paper a new type of (soft) processes, designed 
to be employed in humanized CPS, is presented. The proposal is 
based on the concept of “strain”, which is used to determine if a 

deformable process has been correctly executed. Finally an 
experimental validation is provided in order to evaluate the 
performance of the proposed technology.     

Cyber-Physiscal Systems; soft processes; process execution; 
humanized computing; process strain 

I.  INTRODUCTION 
Cyber-Physical Systems (CPS) are traditionally understood 

as integrations of computation with physical processes. 
Embedded computers and networks monitor and control the 
physical processes, usually with feedback loops where physical 
processes affect computations and vice versa [1]. However, 
recent proposals deal with integrating new elements into the 
CPS architecture in order to extend the range of possible 
applications. This is the case of Industry 4.0 systems, where a 
new generation of industrial embedded devices is considered 
[2]; the new networked control systems, which integrates 
legacy infrastructures [3]; and, overall, the humanized CPS, 
which include humans as services providers in the 
architecture’s lowest layer, together with hardware devices [4]. 

In this new context, the science of CPS must take the next 
step. Different articles have studied the applications this new 
ecosystem of engineered solutions enables [5]. One of the most 
commonly cited is process execution. In fact, totally automated 
process execution systems are the basis of many of the most 
interesting applications today, such as Ambient Intelligence 
[6]. This, however, is a particularly challenging objective, as 
many different types of processes may be executed on CPS 
and, even, in a same application scenario. Therefore, most 
proposals on this topic are based on the simplest scenario: a 
CPS made of hardware devices executing a certain workflow, 
defined in any process description language (for example, 

BPEL [7] or YAWL [8]). In order to determine if the proposed 
workflow has been correctly executed, a collection of user 
objectives or rules is usually defined. These objectives are, 
then, employed as strict (or hard) conditions which cannot be 
contradicted in any way.  

In order to consider the possible variations due to the 
stochastic variables of the physical world, a certain tolerance 
margin is usually defined. However, this approach presents 
various conflicting situations. For example, is a workflow 
correctly executed if all conditions are met in the limit of the 
tolerance margin? In general, a global measure about the 
difference between the described process and the tasks finally 
executed is required. 

Hard conditions, moreover, are inadequate when humans 
are considered. People, contrary to the deterministic behavior 
of devices, tend to be very diverse, and boolean evaluations 
cannot be designed to consider all possible cases. If only one 
general condition is defined, many wrong situations would be 
allowed. On the other hand, it is impossible to predict all the 
possible correct ways in which people perform a certain 
process. Then, a new way to define and understand processes 
in humanized CPS is required. 

   Therefore, the objective of this paper is to adapt a new 
concept of process (called soft processes) to (humanized) 
Cyber-Physical Systems. These processes are characterized by 
a strain function, which generalizes the traditional idea of 
tolerance, and allows determining if the execution of a 
collection of tasks matches a certain previously defined 
workflow. By means of a new representation of processes as 
deformable solid bodies, a strain tensor field and machine 
learning solutions, it is proposed a mathematical formalization 
which supports the presented idea. Finally, an experimental 
validation is conducted, in order to evaluate the improvement 
in the decision-making. Using our proposal, more than 93% of 
correct processes in a humanized CPS are correctly considered, 
compared to 70% obtained in traditional deployments. 

The rest of the paper is organized as follows. Section 2 
describes the state of the art on soft processes and process 
execution in CPS. Section 3 presents the mathematical 
formalization of the proposed technology, based on the concept 
of strain. Section 4 and Section 5 proposes an experimental 
validation and presents its results. Finally Section 6 concludes 
the paper.         
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II. STATE OF THE ART 
The concept of “soft process” has been used in many fields 

in order to represent a relaxation in the characteristics of the 
existing processes. For example, the term was used in 
manufacturing to refer the integration of statistics into 
production systems [9] and, in physics, to represent non-
perturbative reactions [10].   

In a more technological area, the concept has been 
employed to refer coding/decoding based on diffused 
information in cooperative communications [11].  Finally, the 
idea has been employed in automatons, in order to create 
workflows with adaptive timing conditions [12], by means of 
(for example) utility functions. 

These ideas, however, have not been applied to CPS. 
Process execution in CPS is still based on the definition of an 
executable model in any workflow description language, which 
is accompanied by a collection of user objectives used as hard 
conditions of success [13]. If any of the proposed conditions is 
not strictly met, then the execution is considered failed.  

With this approach, different process execution systems 
based on CPS paradigm have been proposed. Some of them 
consist of finite state machines controlling the process being 
executed by low-level devices [2]. Others try to adapt 
workflow description languages (such as BPEL4WS) to 
incorporate user objectives and be able to use them in Cyber-
Physical Systems [14]. Frameworks and instruments to design 
processes using graphic languages (UML or BPMN, for 
example) have been also presented [15].  

Finally, some proposals deal with the idea of creating a 
vertical process execution system, being able to include both 
humans and hardware devices [16]. These proposals, however, 
do not address the basic problem (human behavior does not 
match a hard definition of processes), and usually try to 
develop brokers which hide the complexity of human behavior 
offering a hardware-like interface. 

Contrary to these previous works, our technology is 
specifically designed to be applied in humanized Cyber-
Physical Systems, so it is unnecessary to adapt or develop new 
components in order to homogenize human and hardware 
behavior. Moreover, our proposal is agnostic in respect to the 
implementation architecture or technology, so it can be 
deployed in any existing system.         

III. STRAIN OF A PROCESS: SOFT AND HARD PROCESSES 
Current process descriptions, focused on CPS or not, use 

to include a collection of user objectives which executed tasks 
should met in order to be considered valid (see Figure 1).  
Processes which must fulfill these conditions in a hard way are 
called hard processes. In this type of processes, it is made a 
boolean decision about executions, and no variation in respect 
to the created model (however small) is allowed. 

Rigid processes make the requirements about executions 
more flexible. In these processes, (small) tolerance margins 
are usually defined, and results are considered valid if belong 
to a certain interval around the real expected value. These 
tolerance margins are usually given as relative variations (1) 
or absolute normalized values (2). 

𝑒 =
𝑠𝑚𝑎𝑥 − 𝑠𝑟𝑒𝑓

𝑠𝑟𝑒𝑓
=
∆𝑆

𝑠𝑟𝑒𝑓
 (1) 

𝜆 =
𝑠𝑚𝑎𝑥
𝑠𝑟𝑒𝑓

= 𝑒 + 1 (2) 

 

 

 

 

 

 

 
Figure 1.  Fragment of a process description (YAWL code) describing user 

rules 

Previous expressions, however, are only useful if 
tolerance margins are small (i.e. |𝑒| ≪ 1 ⇒  |𝑒| < 0.1 ). If 
bigger values want to be considered, or additional effects (not 
presentable with tolerances) should be admitted it is needed a 
new theory and new instruments. Processes considering any of 
these complex effects are called soft process or deformable 
processes (see Figure 2). 

 
Figure 2.  Classification of processes on a CPS, dependeing on the admissible 

strain 

In order to represent complex admissible variations in the 
process execution in respect to the created model, it is defined 
the concept of strain of a process. 

The strain of a process, 𝜀 , is the change which 
experiments a workflow when it is executed, in respect to the 
designed model. It is cause by internal efforts (i.e. it exists a 
modification in the task configuration). In that sense, a 
temporal movement of the entire workflow (for example) does 
not generate any strain. 

In order to study the strain a process has suffered during 
its execution, it is useful to represents processes as deformable 
solid bodies in a Cartesian system. In order to do that, a 
certain workflow 𝑊  it is understood as a collection of 
Cartesian points, representing each one a task (3).  

𝑊 = {𝑡𝑖, 𝑖 = 1, … , 𝑁} (3) 

Being 𝑁 the number of tasks in the workflow 𝑊. Now, 
each task (point) it has associated a numerical position vector 
where each component represents the value of one condition 
or restriction about this task (execution order, start time, 
duration, etc.). As different tasks may present different 
restrictions, vectors must consider a dimension for every 

… 
<timer> 
   <trigger>”January 1, 1970, 00:00:00 GMT”</trigger> 
   <duration>30</duration> 
</timer> 
… 
<condition> 
    … 
    <codelet> temperature >= 20 </codelet> 
    … 
</condition> 
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possible condition, making a total of 𝑀dimensions (4). If a 
certain condition (i.e. component of the corresponding vector) 
is not relevant for a certain task, it would be initialized with an 
arbitrary value.  

 �⃗� = 𝑡𝑖𝑂⃗⃗ ⃗⃗ ⃗⃗ =  (𝑥1, 𝑥2, … , 𝑥𝑀) (4) 

Then, the model of a process may be drawn in a 𝑀 -
dimensional Cartesian system, as seen on Figure 3. 

 
Figure 3.  Undeformed configuration of a process in a M-dimensional space 

In this context, the execution of a process description 
may be represented by a mathematical application 𝑇𝐷  (5), 
which generates a deformed process 𝑊∗ (see Figure 4).  

𝑇𝐷: 𝑊 ⊂  ℝ
𝑀   →  𝑊∗ ⊂ ℝ𝑀    (5) 

The proposed solution tries to evaluate the produced 
strain, and determine if it beats the maximum admissible 
threshold. Two different approaches are considered. In the 
first one, conditions associated with tasks are supposed to be 
independent. In the second one, a more realistic scenario is 
considered, and conditions show interdependencies.  

 
Figure 4.  Deformation of a process in a M-dimensional space 

A. Conditions as independent variables 

In the case of existing multiple conditions, but 
independent (i.e. modifications in one of them do not imply 
modifications in the others), the study of the strain of the 
process gets greatly simplified (as each condition may be 
analyzed separately). 

As analyzed in previous works about strain in mechanics 
[17], the expression employed to estimate the strain in any 
dimension of the work space (i.e. in any considered condition) 
depends on the magnitude order of the produced deformation. 
In particular, it is defined the stretching of a condition (6) as 

the reference magnitude to determine the most adequate 
expression. Table I shows the most representative strain 
calculation methods. 

𝜆 =
𝑠𝑒𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛
𝑠𝑑𝑒𝑓𝑖𝑛𝑖𝑡𝑖𝑜𝑛

   (6) 

TABLE I.  DIFFERENT STRAIN CALCULATION FUNCTIONS 

Rotation 
Strain 

Large (|𝜀𝑈| > 0.1) Small 

Large 

Hencky strain 

𝜀𝐻 = ln (𝜆) 

Green strain 

𝜀𝐺 =
1

2
(𝜆2 − 1) 

Almasi strain 

𝜀𝐴 =
1

2
(1 −

1

𝜆2
) 

Small (or zero) 
Ad hoc logarithmic 
definitions 

Unitary strain 

𝜀𝑈 = 𝜆 − 1  

In Table I a new concept is shown: the rotation of a 
process. Rotation is a property of cyclic processes, whose 
tasks (sometimes) maybe executed in a different order than 
originally planned, and the workflow execution is still valid. 
This phenomenon is usually not allowed in CPS, but humans 
continuously perform this kind of actions, so we are 
considering it in our proposal. However, if desired, it may be 
not taken into account and the rest of the proposed framework 
remains invariant.   

Then, as can be seen, for each condition in every task, it 
must be evaluated the value of the unitary strain. The 
definition of this quantity, as can be seen on Table I and Eq. 
(1) matches the traditional idea of relative variation. As, 
commonly, processes are considered rigid (|𝜀𝑈| < 0.1) and no 
rotation is allowed, this definition is the most used nowadays 
(at this point our theory meets perfectly the existing works on 
this topic). If this unitary strain is small, and rotation is also 
small, this result is final. If not, considering the obtained 
value, it must be calculated the adequate expression. In the 
case of existing a small rotation and a large strain, ad hoc 
logarithmic definitions are required. Various works on 
mechanics have studied this point [18]. Nevertheless, in our 
case, it could be also employed the Hencky strain, if no more 
specific expression is available.  

As conditions are supposed to be independent, once 
calculated all the strain functions, it will be obtained a 
collection of values 𝑑𝑡𝑖  for each task (7). Conditions 
initialized with arbitrary values do not change due to the 
workflow execution, so strain has a value equal to zero and it 
will not affect the future calculations. 

𝑑𝑡𝑖 = {𝜀1
𝑡𝑖 , 𝜀2

𝑡𝑖 , … , 𝜀𝑀
𝑡𝑖}  (7) 

Then, in order to evaluate the global strain 𝜀𝑡𝑖 of a task 
𝑡𝑖 , all obtained partial values 𝜀𝑖

𝑡𝑖  must be aggregated. This 
action must be performed by means of a Euclidean module 
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(distance), or through a simple addition among other 
possibilities. In this first proposal, we are considering the 
natural addition of all amounts (8).  

𝜀𝑡𝑖 = ∑𝜀𝑗
𝑡𝑖

𝑀

𝑗=1

 (8) 

Finally, at this point, it is necessary to evaluate the global 
strain of the workflow by aggregating the strain of each task. 
The same instruments employed in the previous phase could 
be used in this new case (9).  

𝜀𝑊
∗
= ∑𝜀𝑡𝑖

𝑖

 (9) 

As a result of this method, finally, a collection of strain 
estimations will be obtained (related to conditions, tasks and 
the entire workflow). In order to decide if a certain execution 
is correct or not, then, it has to be evaluated if the produced 
deformation 𝜀𝑊∗beats the maximum allowed threshold 𝜀𝑡ℎ.  

This approach presents various advantages. As 
conditions are supposed to be independent, each one may be 
studied separately, and strain may be easily calculated from 
the process model and the performed execution. However, a 
certain error is committed (the obtained strain is lower than 
which really produced). In order to correct this effect, 
conditions are considered to show interdependencies.       

B. Conditions as non- independent variables 

In general, in a workflow, any deformation produced in a 
certain variable or condition affects other tasks in the process. 
For example, if the start time suffers a delay, the measured 
temperature will vary (as it changes with time). In order to 
represent the strain of a workflow, when various components 
must be considered, it is necessary a tensor field instead of a 
numerical value. 

For any arbitrary deformation, it is defined the strain 
tensor 𝐹 as the Jacobian matrix of the application 𝑇𝐷 (10).   

𝐹 =  ∇𝑇𝐷 = 

(

  
 

𝜕𝑥1
∗

𝜕𝑥1
…

𝜕𝑥1
∗

𝜕𝑥𝑀
…

𝜕𝑥𝑀
∗

𝜕𝑥1
…

𝜕𝑥𝑀
∗

𝜕𝑥𝑀)

  
 

 (10) 

This tensor disagrees the produced deformation of a 
variable in various components, depending on the cause: 
intrinsic causes or extrinsic factors (i.e. deformations in other 
variables). As Eq. (10) is a very unpractical expression, the 
strain tensor 𝐹𝑡𝑖  of the task 𝑡𝑖  is usually calculated with a 
secondary procedure (11). Vectors are referred to Fig. 4. 

𝐹𝑡𝑖 = (

𝜀11
𝑡𝑖 … 𝜀1𝑀

𝑡𝑖

…

𝜀𝑀1
𝑡𝑖 … 𝜀𝑀𝑀

𝑡𝑖

) 

𝜀𝑖𝑗
𝑡𝑖 =

1

2
(
𝜕𝑢𝑖
𝜕𝑥𝑗

+
𝜕𝑢𝑗

𝜕𝑥𝑖
+∑

𝜕𝑢𝑘
𝜕𝑥𝑗

𝑀

𝑘=1

𝜕𝑢𝑘
𝜕𝑥𝑖

) 

(11) 

In the case of small deformations, some approximation 
could be done, although (in general) all terms must be 
considered. 

Contrary to the strain values obtained when conditions 
are considered independent, the strain tensor it is not able to 
be directly obtained from the process model and/or its 
executions. Therefore, it is required a machine-learning 
algorithm which, with time, may “memorize” the behavior of 
the workflow and obtain the different components in the 
tensor strain. For example, each component could be supposed 
to be a certain percentage of the total obtained deformation 
and employing a genetic algorithm to adapt these percentages 
as more information about executions is obtained. However, in 
this initial work we are not discussing in detail this point, as 
future papers will deal with this topic.  

Once obtained the tensor field, all the strain tensors 
should be aggregated in order to finally obtain a global 
measure about the workflow. As in the previous case, the 
addition of all obtained tensors is a possible solution (12). 

𝐹𝑊
∗
= ∑𝐹𝑡𝑖

𝑖

 (12) 

As valuating the maximum admitted strain using tensors 
is a complicated task, usually (at the end) it is obtained a 
numerical estimation from the tensor, for example, 
considering the module (13). 

𝜀𝑊
∗
= ‖𝐹𝑊

∗
‖ (13) 

The same threshold defined in the previous case could be 
applied then here. 

IV. EXPERIMENTAL VALIDATION 
In order to evaluate the proposed technology an 

experimental validation was planned and carried out. A 
process execution system based on the CPS paradigm was 
deployed at the Technical University of Madrid and various 
experiments were performed.  

The deployed process execution system consisted of a 
wearable device (a smart glove) based on RFID technology, a 
worktable provided with RFID readers [19] and various 
sensitization nodes [20]. Components were connected with a 
central server, where the execution engine is hosted and data 
about the executions is collected, by means of Bluetooth 
technology. The process description is based on finite state 
machines and user objectives, defined as temporal linear logic 
rules. A detailed explanation about the deployed system, how 
it works and the different manners in which states are visited 
may be found in previous works [13]. 

Ten people participated in our experimentation, 
performing different processes about Activities of Daily 
Living (ADL) [21]. In particular six processes were selected to 
be developed (see Table II). People were divided into two 
different groups (two different humanized CPS were 
organized). The first group executed processes considering a 
hard definition of tasks (traditional approach) [13]. The second 
group performed the activities considering a soft definition of 
processes (our proposal). 
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TABLE II.  TESTED PROCESSES 

Activity number Activity description 

1 Use a microwave 
2 Adjust the thermostat 
3 Turn on TV, watch it for a few 

minutes, turn it off 
4 Take some pills 
5 Phone to get the horoscope 
6 Make yourself a cup of coffee 

With this infrastructure two different experiments were 
carried out.  

The first experiment compared the obtained results 
(percentage of executions correctly considered) using a 
traditional approach (hard definition of processes) and which 
obtained using our proposal. During this experiment, our 
solution was configured to suppose conditions are independent 
variables.  

The second experiment evaluated the difference between 
considering conditions as independent variables or not (in this 
case, a genetic algorithm was employed to obtain the different 
components in the strain value). In particular it is evaluated 
the improvement in the obtained results, depending on the 
number of executions performed. 

V. RESULTS 
Figure 5 shows the results of the first experiment. In this 

figure the percentage of executions correctly considered when 
using the proposed technology and a traditional approach are 
compared. 

 
 

Figure 5.  Executions correctly considered (first experiment) 

As can be seen, our solution improves in a 30% the 
performing of traditional technologies, by considering the 
concept of strain of a process execution. In particular, around 
93% of correct executions are catalogued as valid by the 
proposed technology, contrary to the lower 70% reached by 
traditional solutions. On the other hand, this result is the 
natural tendency when hard conditions are relaxed, as more 
cases than before as considered correct. It is important to note, 
then, that false positives are not enough numerous to 

compensate this improvement, so the proposed technology 
present a clear advantage over traditional approaches. 

Nevertheless, despite these good global results, the 
proposed solution presents a worse behavior in certain 
particular aspects. Specifically, see Figure 6, it presents a 
worse false positive rate compared to traditional technologies.  

 
Figure 6.  Distribution of errors (first experiment) 

As can be seen on Figure 6, the false positive rate is 
almost a 50% higher in the proposed solution than in previous 
technologies (a fact that was expectable as rules are in general 
relaxed). Moreover, as said, when conditions are considered as 
independent variables, the obtained strain estimation is lower 
than real deformation, so more false positives are committed. 
However, the great difference in the false negative rate clearly 
turns the proposed solution better than the state of the art. 

Figure 7, finally, compares the obtained results when 
conditions are considered as independent variables, and when 
are supposed to be non-independent variables. As a machine-
learning algorithm is included, results will vary with the 
number of performed executions. 

 
Figure 7.  Executions correctly considered (second experiment) 

As can be seen three different regions may be 
distinguished. In the first region (up to ten executions) the 
approach considering conditions as non-independent variables 
is clearly worse. During this period the machine-learning 
algorithm converges to a certain stable configuration. In the 
second region (between ten and thirty executions) both 

0

20

40

60

80

100

Correct classification Wrong classification

P
e

rc
e

ta
ge

 (%
) 

Executions correctly considered 

Proposed solution

Traditional solution

0

5

10

15

20

25

30

False positive rate False negative rate

P
e

rc
e

n
ta

ge
 (%

) 

Distribution of errors 

Proposed solution

Traditional solution

70

75

80

85

90

95

100

1 2 5 10 20 30 35 45 50

P
e

rc
e

n
ta

ge
(%

) 

Number of executions 

Executions correctly considered 

Independent

Non-independent

321



approaches are pretty similar (the percentage of correct 
executions considered valid presents a difference lower than 
1% between both configurations).  However, in the third 
region (from thirty executions), once the genetic algorithm has 
learn about the process being executed, it is shown a slight 
improvement (around 1.5% of increasing the success rate) if 
conditions are considered as non-independent variables.   

In general, the calculation effort is much higher if a 
machine-learning algorithm has to be deployed, so it the 
application scenarios requires this level of precision. Any 
case, in order to avoid the first region (where system 
performing is not adequate) hybrid system could be designed; 
mixing both approaches (conditions as independent and non-
independent variables).  

VI. CONCLUSIONS 
 

The inclusion of humans in Cyber-Physical Systems 
(CPS) in order to create the new humanized CPS has caused 
traditional process definitions and execution solutions not to 
be valid. In particular, user goals, rules and conditions cannot 
be expressed in a hard way, as people tend to behave in an 
unpredictable and variable way. 

In this context we proposed a new way of defining 
processes, based on the concept of strain. Strain it is employed 
as a global measure about the deformation a certain process 
suffers when it is executed. Processes which admit this type of 
approach are called soft processes.  Moreover, experiments 
showed that soft processes greatly improve the performing of 
traditional hard definitions when applied to humanized CPS.  

Future works should consider hybrid approaches (both, 
mixing hard and soft processes, and conditions as independent 
and non-independent variables) and developing machine-
learning algorithm specially focused on the proposed scenario. 
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ABSTRACT  

Traditional methods to evaluate the human motivation in companies include surveys, statistical 
techniques and psychological analysis. However, generating the required information using these methods 
is very costly and time demanding. As a solution, Industry 4.0 paradigm allows integrating Ambient 
Intelligence systems into the daily industrial operations in order to digitalize those activities. This paper 
proposes a solution to automatically assess the human motivation in Industry 4.0 scenarios with Ambient 
Intelligence infrastructure. The estimation is based on both physiological and emotional signals which are 
acquired (through on-body and environmental sensors) and processed in real-time using web services. 
The final representation of the human motivation is based on the extended Maslow’s hierarchy of needs. 
Moreover, an experimental validation is provided, in order to evaluate the performance of the proposed 
solution. 
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1. INTRODUCTION 

Improving the efficiency and the productivity is a key element for companies. Since 1970 many works on 
investigating the factors which influence the efficiency and the productivity of the industrial activities 
have appeared (Rosenberg, et al., 1980 and Black et al. 1996). One of the most important conclusions of 
these papers is that human factors are the most important element to be taken into account (Nossal et al., 
2010). In order to address this situation two types of solutions have been adopted. On the one hand, 
traditional technological solutions try to replace humans, as much as possible, for robots and automatic 
production systems (MacDuffie et al., 1992). On the other hand, in companies which depend on human 
labor (such as manufacturing companies) many times psychological departments have been created. 
These departments must coach workers in order to improve their efficiency (Wickens et al., 2015). 

In general, it is very well known that all the employees in a company (including workers and managers) 
must be motivated in order to really improve the quality, efficiency and productivity of industrial 
processes (Datta et al., 2005). General and intermediate managers require information about the workers’ 
motivation in order to implement the appropriate policies and organizational culture. Nowadays, 
traditional methods to obtain that information are based on surveys and statistical procedures, such as the 
Chapman’s test (Chapman 2012). Nevertheless, two main problems are associated with these methods. 
First, results need a lot of time to be available (workers have to answer the survey; reports must be 
elaborated, etc.). However, in some occasions rapid (or automatic) reactions would be desirable. Second, 
only aggregated values can be obtained; i.e. it is evaluated the global motivation of workers (at the end of 
the day), however it is not detected whether some particular activity, moment or place along the day 
specially affect workers.  

In order to address these two challenges, an infrastructure to monitor every worker at every moment 
should be available. Usually, this kind of systems is identified as Ambient Intelligence (AmI) systems 
(Martin et al, 2015). However, integrating AmI solutions with industrial scenarios is also a problematic 
issue. Fortunately, in 2014, a new concept emerged in order to address this challenge: Industry 4.0 (Lassi 
et al., 2014). Industry 4.0 paradigm provides a framework for a new type of industrial companies which 
deeply integrates information technologies in their daily activities. One of the most promising fields for 
Industry 4.0 is, precisely, integrating AmI and pervasive computing systems in companies (Schmidt et al., 
2015). 

Nonetheless, while Industry 4.0 has addressed the challenge of integrating AmI infrastructures into 
industrial companies, no proposal about how to use the produced data to assess the workers’ motivation 
has appeared. Therefore, this paper describes a technical solution for the assessment of human motivation 
in Industry 4.0 scenarios. In this work, the key contribution is: 

 A model, calculation algorithm and technological system to represent and obtain the 
motivational state of people from physiological and emotional signals. 

 Other secondary contributions such as the employed methods or protocols to extract these 
physiological and emotional signals are also described. 

The proposed solution includes two mathematical models (one simpler and other more elaborated) which 
relate both physiological and emotional signals obtained from users, with their motivation level. 
Physiological signals are obtained by means of digital signal processing from an electrocardiogram 
(ECG) signal acquired using on-body sensors. Emotional signals are generated using video processing. 
All the acquired signals are processed together, using web services, in order to obtain the final estimation 
of the motivation level. The motivation level representation is based on the extended Maslow’s hierarchy 
of needs (Maslow et al., 1970). As an improvement in respect to traditional solutions, the proposed 
technology offers real-time information about the human motivation, and allows a continuous monitoring 
of workers. Demotivation situations may be located and addressed, in that way, in an extremely precise 
and rapid way, which helps to strongly increase the global industrial efficiency.           
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The rest of the paper is organized as follows: Section 2 introduces the state of the art in human motivation 
theories and assessment techniques (especially in industrial scenarios). Section 3 presents the proposed 
technology. Section 4 provides an experimental validation of the proposal. Finally, Sections 5 and 6 
explain some results of this experimental validation and the conclusions of our work. 

 

2. STATE OF THE ART 

In the last sixty years many works about the human motivation in the workplaces (including industrial 
scenarios) have been proposed. Works on this topic may be classified into two groups (Krocht, 2007): 
motivation models and motivation assessment solutions.  

Four basic theories and models about human motivation have been proposed: the Theory X/Y, the 
motivator-hygiene theory, the valence model and the Maslow’s hierarchy of needs.  

The most recent motivation model was proposed by Douglas McGregor (McGregor 1985). In fact he 
proposed two different models called Theory X and Theory Y. McGregor claimed that personnel policies 
have strategic organizational importance and, in particular, managers must assume one of two things: (i) 
humans naturally want to grow, take responsibility, and care about their jobs; or (ii) humans are passive, 
dependent, and lazy. The first assumption is known as Theory Y, and companies adhered to this theory 
try to create in workers intrinsic motivation (Ryan et al., 2000) by the promotion of coaches, work teams, 
and policies to strengthen their own self-control (Weisbord et al., 1987). On the other hand, companies 
implementing the second assumption (Theory X) implements externally controlled environments, with 
close supervision (Weisbord et al., 1987) in order to induce external motivation on workers.  Motivation 
policies applying both theories have reported favorable results.  

Some years before, Herzbeg (Herzbeg 1966) showed that some factors cause demotivation when they are 
not present, but if present they do not cause motivation. Other, when present, they creates satisfaction and 
motivation. The first group of factor is known as hygiene factors and the second group as motivational 
factors (Herzbeg 1986). This theory is usually named as the “motivator-hygiene theory” (Bassett-Jones et 
al., 2005).  In the 60s, Vroom (Vroom, 1982) defined the valence as the amount of value a person places 
upon the probable outcome of his or her actions. Then, people are motivated to the extent that they may 
do something resulting in a desired outcome or reward. Porter and Lawler (Porter et al., 1968) expanded 
this theory by clarifying some points and introducing the concept of feedback loop (a way to provide 
people with information about their actions in real time, and then give them a chance to change those 
actions, pushing them toward better behaviors.).  

However, the most referenced motivation model is the Maslow’s hierarchy of needs (Maslow et al., 
1970). This theory currently has much support and continues being extremely used (for example, in the 
sales sector (Berl et al., 1984)). Maslow claimed that people move up a pyramid of needs as they satisfy 
each of them. Thus, unsatisfied needs motivated workers until they are fulfilled. This model is totally 
compatible with other theories, such as the taxonomy of human motivation in the workplace proposed by 
Ryan (Ryan et al., 2000).  

325



4 
 

 

Figure 1. Maslow’s hierarchy of needs. Extended model 

 

The original model was proposed by Maslow in 1943 (Maslow, 1943) and described a hierarchy 
including only five levels (five basic needs): physiological needs, safety needs, belonging needs, esteem 
needs and self-actualization needs. This proposal corresponds with the world-famous Maslow’s pyramid 
which has been applied successfully in many companies and research areas (Bordel et al., 2017). 
However, some years later, Maslow extended his proposal (Maslow et al., 1970) by adding new levels to 
the hierarchy and dividing needs into two different groups (deficiency needs and growth needs). This 
second model, known as the extended Maslow’s hierarchy of needs, use to be represented as an eight-
level pyramid (see Figure 1).   

Historically, Maslow’s model has been very employed in order to create motivational workplaces 
(Mustafa 1992 and Martin et al., 2013) However, some authors have proposed alternative models 
(Alderfer 1969), which finally have been discarded. 

Other proposals, such as the Motivation Assessment Scale (MAS) (Newton et al., 1991), focused on 
severe/profound mental handicap may be found, although they are not the objective of this paper. Any 
case, many minor models may be found (Steers et al., 2004) and applied in some specific situations. 

In respect to motivation assessment solutions, information required in order to locate people in the cited 
model may be really varied. Traditionally, worker’s satisfaction level was measured in relation to some 
key aspects such as money, operational autonomy, etc. (Tampoe 1993). More recently, new parameters 
have been defined. For example, the Operational Organization Support (Rhoades et al., 2002) (POS) 
indicates how much the workers feel the organization supports them. Fairness in the organization 
(procedural justice, distribute justice and interactional justice) (Colquitt et al., 2005), organizational 
commitment (Meyer at., 2002) or the organization citizenship behavior (OCB) (Podsakoff et al., 2000) 
are other indicator which usually are measured in order to evaluate worker’ motivation. However, as can 
be seen, all these measures are company-centric, so they discard personal aspects. More realistic worker-
centric measures may help companies to obtain more valuable information.     

Previously cited proposals determine the way in which humans may be motivated and how this 
motivation can be measured and quantified (Reeve 2014). However, methods and tools in order to acquire 
data relative to workers motivation and processing them are also required. 
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No proposal about real-time data collection is described. Traditional solutions, which are nowadays the 
most extended, include from periodical surveys (Kroth et al., 2007) to productivity level measures (Ryan 
et al., 2000)  in order to feed the motivation models and make decisions. Tools such as the Chapman’s 
test (Chapman 2012)  or the Implicit Association Test (Brunstein et al., 2004) are still extremely common. 

On the other hand, more technological proposals may also be found, although they are very rare. 
Instruments such as virtual reality simulators to strengthen the human motivation (Green et al., 2006) are 
the most well-known (and almost unique) proposals. 

Any case, all these instruments require much time to monitor and evaluate subjects, and strange variables 
(as the sincerity of the people) cannot be despised and may generate false data and results. 

Our proposal considers as motivation model the extended Maslow’s hierarchy of needs, as it is the most 
famous, employed and validated framework. In comparison with the previously cited works, our solution 
enables the real-time monitoring of workers so demotivation factors may be located in an extremely 
precise and rapid way, helping companies to improve the global industrial efficiency. Worker-centric 
measures are performed, so all aspects related to humans are considered. Information in order to evaluate 
the motivation level is taken from two different sources: a personal device for electrocardiogram (ECG) 
monitoring, and the company’s video system (included, for example, into the security systems). Thus, the 
motivation assessment includes two types of information: physiological and emotional (extracted using 
video processing for emotion tracking). 

 

3. PROPOSAL: AN INFRASTRUCTURE AND ALGORITHM TO EVALUATE THE HUMAN 
MOTIVATION 

This section describes the motivational model taken as base in the proposed technological solution. 
Moreover, a mathematical model in order to relate the motivation level and the obtained physiological 
and emotional signals is presented. Finally, the entire technological solution (including from the personal 
device design to the result presentation) is described and implemented. 
 

3.1. MATHEMATICAL MODEL 

As can be seen on Figure 1, the extended Maslow’s hierarchy of needs is an eight-level pyramid divided 
into two big groups. Each level represents a set of needs which may motivate humans when they are not 
totally (100%) fulfilled. Different needs might be fulfilled in different percentages at the same time. 
However, as Maslow indicated, the satisfaction degree of a certain needs is not independent from how 
much fulfilled are the others (Maslow et al., 1970 and Maslow, 1943). In particular, needs in a certain 
level cannot be totally (100%) fulfilled until all the previous needs in the hierarchy are totally fulfilled 
too.  

Thus, the motivation state of humans ℒ may be expressed as an eight-dimensional vector (1) indicating 
the satisfaction degree (percentage) of needs associated with each one of the eight levels on the Maslow’s 
hierarchy.   

ℒ =  (ℓ1, … , ℓ8) (1) 
Some needs (such as safety needs, ℓ2) are related to the physical integrity and the physical state in 
general. Others (for example, self-actualization needs, ℓ7) depend on the emotional state of people. 
Finally, some needs are depending on both facts (emotions and physical state) (Duval et al., 2006). Then, 
in our proposal, the motivation state is calculated as a function of two types of signals: emotional signals 
and physiological signals (see Figure 2). 
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Figure 2. Motivation calculation algorithm as block diagram 

As can be seen, the proposed calculation algorithm is based on digital signal processing. The current 
motivational state of a human ℒ[𝑛] =  (ℓ1[𝑛], … , ℓ8[𝑛]) is obtained as output of a digital system, 
characterized by the mathematical operator ℳ[∙], which takes as inputs the physiological signals 
𝒫 =  {𝓅1[𝑛], … , 𝓅𝑚1

[𝑛]}, the emotional signals ℰ =  {ℯ1[𝑛], … , ℯ𝑚2
[𝑛]} and the past values of the 

motivational state (being 𝑚1 the considered number of physiological signal and 𝑚2 the number of 
employed emotional signals). Hereinafter, in order to simplify the mathematical expressions, we are 
considering the input signals (both physiological and emotional) as part of a collection 
𝒮 =  {𝓈1[𝑛], … , 𝓈𝑚[𝑛]}, where 𝑚 =  𝑚1 + 𝑚2. Thus, 𝓈𝑘[𝑛] =  𝓅𝑘[𝑛] for 𝑘 = 1, … , 𝑚1 and 𝓈𝑘+𝑚1

[𝑛] =

 ℯ𝑘[𝑛] for 𝑘 = 1, … , 𝑚2. 

(ℓ1[𝑛], … , ℓ8[𝑛]) =  ℒ[𝑛] = 𝓜[𝒫, ℰ, ℒ[𝑛 − 1], … , ℒ[0]]  
 

The objective of this section is to define the mathematical expression of the operator ℳ[∙], so that the 
obtained signal ℒ[𝑛] really represents the motivation state of the human under study. Two different 
possibilities are going to be considered.  

In a simplified model, it is suppose the effect of every input (including all signals and past values of the 
motivational state) on the obtained motivation state is independent, so the final value may be calculated as 
the sum of all the independent effects. If a more realistic and advanced model wants to be applied, inputs 
are considered not totally independent and the final obtained value cannot be calculated as a simple sum, 
as we are explaining below. 

a) A simplified model 

In a first approach, we can make the assumption that every input in the digital system is independent. 
Thus, the evolution of the considered signals is not correlated. Then, it can be reasonably assumed that 
the effect of each signal on the final value of the motivation state is also independent. Therefore, the 
mathematical operator ℳ[∙] may be expressed as the weighted sum of all these independent effects (2). 
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ℓ𝑖[𝑛] =  ∑ 𝛼𝑘𝑓𝑘(𝓈𝑘[𝑛])

𝑚

𝑘=1

+  ∑ 𝛽𝑗𝑔𝑗(ℓ𝑗[𝑛])

𝑖−1

𝑗=1

+  ∑ 𝛾𝑟ℎ𝑟(ℓ𝑖[𝑛 − 𝑟])

𝑛

𝑟=1

 (2) 

As can be seen the current satisfaction degree of the needs in the i-th level of the Maslow’s hierarchy of 
needs depends on three contributions. First the current value of the emotional and physiological signals, 
second, the current satisfaction degree of the previous needs in the hierarchy and, third, the past values of 
the satisfaction degree of the needs in the i-th level of the Maslow’s pyramid (considering they are causal 
signals). 

The first and third contributions are specific proposals of our work (see Figure 2). The second 
contribution represents the Maslow’s observations about the relation among the different needs in the 
hierarchy (Maslow et al., 1970 and Maslow, 1943)   (see Section 2). 

Expression (2) also considers three parameter families and three function families. The parameter families 
𝛼𝑘, 𝛽𝑘 and 𝛾𝑘 are collections of unknown fixed weights indicating the relative influence of each input in 
the final result. Function families 𝑓𝑘, 𝑔𝑘 and ℎ𝑘 are families of unknown functions which must be 
determined so that the final result really represents the human motivation state.  

Now, we are considering the Taylor series expansion centered at the origin (or Maclaurin series 
expansion) for every unknown function (3). 

𝑓𝑘(𝑥) =  ∑
𝑓𝑘

(𝑞1)
(0)

𝑞1!
𝑥𝑞1

∞

𝑞1=0

=  ∑ 𝑎𝑘,𝑞1
𝑥𝑞1

∞

𝑞1=0

 

𝑔𝑘(𝑥) =  ∑
𝑔𝑘

(𝑞2)
(0)

𝑞2!
𝑥𝑞2

∞

𝑞2=0

=  ∑ 𝑏𝑘,𝑞2
𝑥𝑞2

∞

𝑞2=0

 

ℎ𝑘(𝑥) =  ∑
𝑓𝑘

(𝑞3)
(0)

𝑞3!
𝑥𝑞3

∞

𝑞3=0

=  ∑ 𝑐𝑘,𝑞3
𝑥𝑞3

∞

𝑞3=0

 

(3) 

Then, the proposed model for human motivation state calculation may be expressed as a power sum (4). 

ℓ𝑖[𝑛] =  ∑ 𝛼𝑘 ( ∑ 𝑎𝑘,𝑞1
(𝓈𝑘[𝑛])𝑞1

∞

𝑞1=0

)

𝑚

𝑘=1

+  ∑ 𝛽𝑗 ( ∑ 𝑏𝑗,𝑞2
(ℓ𝑗[𝑛])

𝑞2

∞

𝑞2=0

)

𝑖−1

𝑗=1

+  ∑ 𝛾𝑟 ( ∑ 𝑐𝑟,𝑞3
(ℓ𝑖[𝑛 − 𝑟])𝑞3

∞

𝑞3=0

)

𝑛

𝑟=1

 

(4) 

Considering that summations are linear operators, and grouping real fixed parameters in only one 
quantity, expression (4) may be reduced (5). 

ℓ𝑖[𝑛] =  ∑ ∑ 𝜂𝑘,𝑞1
(𝓈𝑘[𝑛])𝑞1

∞

𝑞1=0

𝑚

𝑘=1

+  ∑ ∑ 𝜆𝑗,𝑞2
(ℓ𝑗[𝑛])

𝑞2

∞

𝑞2=0

𝑖−1

𝑗=1

+ ∑ ∑ 𝜇𝑟,𝑞3
(ℓ𝑖[𝑛 − 𝑟])𝑞3

∞

𝑞3=0

𝑛

𝑟=1

 

(5) 

Expression (5) in totally equivalent to expression (2), however, infinite summations are not practical as 
they cannot be programmed or calculated using digital processing. Then, infinite summations must be 
transformed into finite summations assuming a certain error in the model (6). Moreover, the effect of past 
values of the motivation state should be limited to some samples around the current state. 
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ℓ𝑖[𝑛] ≈ ℓ̂𝑖[𝑛] =  ∑ ∑ 𝜂𝑘,𝑞1
(𝓈𝑘[𝑛])𝑞1

𝑞1,𝑚𝑎𝑥

𝑞1=0

𝑚

𝑘=1

+  ∑ ∑ 𝜆𝑗,𝑞2
(ℓ𝑗[𝑛])

𝑞2

𝑞2,𝑚𝑎𝑥

𝑞2=0

𝑖−1

𝑗=1

+ ∑ ∑ 𝜇𝑟,𝑞3
(ℓ𝑖[𝑛 − 𝑟])𝑞3

𝑞3,𝑚𝑎𝑥

𝑞3=0

𝑟𝑚𝑎𝑥

𝑟=1

 

(6) 

The order of the total considered error (7) is, thus, depending on the number of elements included in each 
summation (as, at the end, it limits the number of terms in the Taylor series expansion). 

(ℓ𝑖[𝑛] − ℓ̂𝑖[𝑛]) = 𝑚𝑎𝑥{(𝓈𝑘[𝑛])𝑞1,𝑚𝑎𝑥   𝑘 = 1, … , 𝑚; (ℓ𝑗[𝑛])
𝑞2,𝑚𝑎𝑥

 𝑗 = 1, … , 𝑖 − 1; (ℓ𝑖[𝑛 − 𝑟])𝑞3,𝑚𝑎𝑥   𝑟 = 1, … , 𝑟𝑚𝑎𝑥 } 
(7) 

In conclusion, in order to complete the model, it is only necessary to obtain the proper values for the 
parameter families 𝜂𝑘,𝑞1

, 𝜆𝑗,𝑞2
 and 𝜇𝑟,𝑞3

. Thus, in total, it is necessary to calculate                                      
𝑚 ∙ 𝑞1,𝑚𝑎𝑥 + (𝑖 − 1)𝑞2,𝑚𝑎𝑥 + 𝑟𝑚𝑎𝑥 ∙ 𝑞3,𝑚𝑎𝑥  parameters, which may be understood as the unknowns in a 
system of linear algebraic equations. In the regular case, more equations than unknowns will be available, 
so the mathematical problem should be solved using the mean square errors technique. 

It is important to note that, in case of considering the parameter families 𝛼𝑘, 𝛽𝑘 and 𝛾𝑘 as variable 
weights depending on the particular value of the emotional and physiological signals (or the previous 
emotional state), the final obtained expression for the digital system would be the same (6). In particular, 
the multiplication of two functions depending on the same variable is a third function depending on the 
same variable (it is enough to apply the Cauchy product with the two associated Taylor expanded series). 

Additionally, if desired, the parameter families 𝛼𝑘, 𝛽𝑘 and 𝛾𝑘 may be considered time dependable. In that 
way, expression (6) gets lightly transformed (8). As a result, the equivalent system of linear algebraic 
equations should be evaluated dynamically.  

ℓ̂𝑖[𝑛] =  ∑ ∑ 𝜂𝑘,𝑞1
[𝑛] ∙ (𝓈𝑘[𝑛])𝑞1

𝑞1,𝑚𝑎𝑥

𝑞1=0

𝑚

𝑘=1

+ ∑ ∑ 𝜆𝑗,𝑞2
[𝑛] ∙ (ℓ𝑗[𝑛])

𝑞2

𝑞2,𝑚𝑎𝑥

𝑞2=0

𝑖−1

𝑗=1

+ ∑ ∑ 𝜇𝑟,𝑞3
[𝑛] ∙ (ℓ𝑖[𝑛 − 𝑟])𝑞3

𝑞3,𝑚𝑎𝑥

𝑞3=0

𝑟𝑚𝑎𝑥

𝑟=1

 (8) 

b) A more realistic model 

In the real world, emotional and physiological signals are not independent, as they represent information 
about a same person. For example, the beats per minute and breaths per minute behave and evolve in a 
similar way, but they are two different physiological signals. Moreover, motivation state is not 
independent from emotional and physiological signals (in fact our models assumes the opposite). In those 
conditions, the digital system is modeled as a unique multi-dimensional function (9). 

ℓ𝑖[𝑛] = 𝐹(𝓈𝑘[𝑛] 𝑘 = 1, … , 𝑚;  ℓ𝑗[𝑛]  𝑗 = 1, … , 𝑖 − 1;  ℓ𝑖[𝑛 − 𝑟]  𝑟 = 1, … , 𝑛) (9) 

Then, using the multi-dimensional Taylor series expansion centered at the origin, the model may be 
expressed as (10); where Tis the total number of considered variables (i.e. 𝑇 = 𝑚 + 𝑖 − 1 + 𝑛). As can be 
seen, the value of 𝑇 grows as n does it, which is not a desirable characteristic for a practical model.    

ℓ𝑖[𝑛] = ∑ ∑ 𝜎ℎ1,…,ℎ𝑇
((𝓈1[𝑛])ℎ1 ∙ … ∙ (𝓈𝑚[𝑛])ℎ𝑚 ∙ (ℓ1[𝑛])ℎ𝑚+1 ∙ … ∙ (ℓ𝑖−1[𝑛])ℎ𝑚+𝑖−1 ∙  (ℓ𝑖[𝑛 − 1])ℎ𝑚+𝑖 ∙ … ∙ (ℓ𝑖[0])ℎ𝑇)  

∀ℎ1+⋯+ℎ𝑇=ℎ

∞

ℎ=0

 
(10) 

Where the values of 𝜎ℎ1,…,ℎ𝑇
  parameters are formally expressed depending on a multinomial coefficient 

and on the value of the partial derivatives at the origin (11).   

𝜎ℎ1,…,ℎ𝑇
=  (

ℎ
ℎ1, … , ℎ𝑇

)
𝜕𝑇𝐹(0, … ,0)

𝜕𝓈1[𝑛] ∙ … ∙ 𝜕𝓈𝑚[𝑛] ∙ 𝜕ℓ1[𝑛] ∙ … ∙ 𝜕ℓ𝑖−1[𝑛] ∙  𝜕ℓ𝑖[𝑛 − 1] ∙ … ∙ 𝜕ℓ𝑖[0]
 

(11) 
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Once more, infinite summations should be removed in order to obtain a practical model, so the final 
expression (12) assumes a certain error (13). 

ℓ𝑖[𝑛] ≈ ℓ̂𝑖[𝑛] = ∑ ∑ 𝜎ℎ1,…,ℎ𝑇
((𝓈1[𝑛])ℎ1 ∙ … ∙ (𝓈𝑚[𝑛])ℎ𝑚 ∙ (ℓ1[𝑛])ℎ𝑚+1 ∙ … ∙ (ℓ𝑖−1[𝑛])ℎ𝑚+𝑖−1 ∙  (ℓ𝑖[𝑛 − 1])ℎ𝑚+𝑖 ∙ … ∙ (ℓ𝑖[0])ℎ𝑇)  

∀ℎ1+⋯+ℎ𝑇=ℎ

ℎ𝑚𝑎𝑥

ℎ=0

 
(12) 

In this case, estimating the order of the committed error is more complicated than in the previous case; 
however it is possible to stablish a first approximation (13). 

𝜗(ℓ𝑖[𝑛] − ℓ̂𝑖[𝑛]) = (𝓈𝑘[𝑛])ℎ𝑚𝑎𝑥    𝑘 𝜖 {1, … , 𝑚} (13) 

As in the simple model, in order to complete the definition of the digital system it is necessary to obtain 
the value of the  𝜎ℎ1,…,ℎ𝑇

  parameters. These values may be calculated as the solutions of a system of 
linear algebraic equations (10) using the mean square error. As previously, 𝜎ℎ1,…,ℎ𝑇

  parameters may be 
considered variable in time if desired, and the mathematical expression for the digital system remains as 
indicated (10). 

This more realistic model, in fact, allows representing complex effects, so more precise results are 
obtained. However, it presents various disadvantages. First, in order to determine all the elements in the 
second summation in expression (10), it is necessary to solve a complex mathematical problem: locating 
all the sets of 𝑇 numbers whose sum is equal to ℎ. In particular, this problem does not have a general 
solution, so it is very complicated to program an algorithm presenting this realistic model. And, second, 
multiplications are the dominant mathematical operation in the model instead of additions, so a higher 
calculation time is required in order to obtain the motivation level. Thus, it should be guaranteed, in order 
to preserve the real-time quality, that a calculation is finished before new information (a new sample) gets 
available.  

Therefore, unless a higher level of precision is mandatory, it is preferable to employ the simple model as 
the resulting system is easier to manage.     

Any case, in order to determine the value of the unknown parameters, an excitation process of the 
different motivation states should be performed. Some authors have proved that motivation films, horror 
movies and other audiovisual contents may modify the motivation and stress level of users (Mohino-
Herranz et al., 2015). Then, during a calibration process, users visualize these contents and unknown 
parameters are fixed to generate the adequate motivation level. 

 

 3.2. PHYSIOLOGICAL SIGNAL OBTENTION 

Recently, previous works have proved that physiological signals may be used to determine the emotions 
that users under study are feeling (Park et al., 2013). The objective of this section is to design a system 
being able to extract that information and introduce it in the motivation calculation model. 

As we have said, two different types of signal are employed in our model: physiological and emotional. 
Physiological signals are obtained from a personal device, employed to monitor humans and as personal 
information device. The electronic scheme of the proposed device is shown on Figure 3. 
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Figure 3. Electronic scheme of the personal device 

As can be seen, the device may be divided into two parts. The first part is dedicated to data acquisition 
(includes de ECG sensor) and, the second part, is dedicated to inform users (it includes a display to 
display visual information and a buzzer in order to display sound information). The ECG sensor (Bitalino 
2017) employs three on-body electrodes in order to capture the required information (see Figure 4(a)). 
The device also includes a small microcontroller in order to manage the device and the Bluetooth 
communications which transmits the information to a processing application and receives the information 
to be displayed in the device. Below a detailed description of the employed components is provided: 

 A red LED indicating if the system is powered on 

 An ECG sensor sensor (Bitalino 2017) from Bitalino toolkit, provided by PLUX wireless 
biosignals S.A.  Output signal presents a bandwidth of 40Hz (from 0.5Hz to 40 Hz, 
approximately) and a dynamical range of 3V (signal ranges from -1.5V to 1.5V). This sensor 
employs three electrodes (in order to make differential measures). 

 An anti-aliasing filter, based on a resistor–capacitor low-pass configuration. This analog filter 
presents a cut frequency of 40Hz, in order to avoid problems in the digitalization process. 

 Two NE555 temporization circuits, configured as astable multi-vibrators (oscillators). The 
frequency of the produced signal is different for each circuit. The first one generates a signal of 
𝑓1 = 1𝐻𝑧 and the second employs a frequency of 𝑓2 = 2𝐻𝑧. In both cases the duty-cycle is 
configured for a value of DC= 50% 

 A smith-trigger integrated circuit 74HC14 destined to clearly define the edges of the signal from 
the NE555 circuits. 

 A 74HC4052 multiplexer/demutiplexer circuit focused on controlling the signal delivered to the 
buzzer. Four possible options are considered: any of the signal produced by the NE555 circuits, a 
continuous V_cc=5V signal from the power source, or a continuous signal GND=0V. Depending 
the delivered signal the sound produced by the buzzer changes. 

 A buzzer as a sound information device 

 A 7 segments LCD display, showing the higher level in the Maslow’s hierarchy whose needs 
have been fulfilled at all (100%).    

 A controller circuit 74HC595 (shift register) in order to show the cited information on the 
display 
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 A microcontroller (Arduino Nano) which manages the entire system. This controller is in charge 
of sampling and digitalizing the analog signal from the anti-aliasing filter. It also selects the 
signal delivered to the buzzer and build the messages transmitted to a processing application 
with the information from the ECG 

 A HC-06 Bluetooth module employed to transmit and receive information from the processing 
application.      

As can be seen, the proposed implementation of the personal devices is pretty obtrusive, and (in real 
scenarios) it would make difficult for workers to perform their daily activities when wearing this device. 
Thus, the creation of an unobtrusive personal device (for example, integrated in an intelligent watch) is a 
future challenge to be addressed and solved.     

As said, the above-mentioned hardware is complemented with a processing application (implemented in 
Java) which finally generates the physiological signals employed in the model (see Section 3.1). Figure 
4(b) represents the processing application. This application runs in a smart device (smartphone, tablet, 
etc.) provided with Bluetooth connectivity, which also controlled by the user. It receives messages from 
the hardware device, processes the obtained samples and obtains the physiological signals. Obtained 
signals are transmitted to a remote server through web sockets (see Figure 5). The remote server 
calculates the motivation state and returns the information to the processing application which sends the 
appropriate message to the personal device (in order to inform users). Section 3.4 deeply describes the 
global system’s behavior. 

 

 

 

 

 

 

 

Figure 4. (a) Personal device implementation (b) Processing application interface 

Seven different physiological signals are considered and calculated in the processing application (see 
Figure 5): (i) the raw electrocardiogram signal 𝑟𝑎𝑤[𝑛], (ii) the direct current (DC) level in the ECG 
𝐷𝐶[𝑛], (iii) the respiration frequency 𝑅𝐹[𝑛], (iv) the low-frequency components in the ECG 𝐿𝐹[𝑛], (v) 
the high-frequency components in the ECG 𝐻𝐹[𝑛], (vi) the beats per minute 𝐵𝑃𝑀[𝑛] and (vii) the 
pulsations per minute 𝑃𝑃𝑀[𝑛]. These signals represent the entire information that may be obtained from 
an ECG, so they contain enough data to obtain a valid representation of the users’ state. 

In some occasions, workers may oppose to be monitored for motivation and efficiency control, so in 
Industry 4.0 scenarios (as which we are describing), it is recommended to provide additional services 
(such as e-health or security) to persuade workers to use the personal devices. 
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Figure 5. Processing application scheme to obtain the physiological signals (functional diagram) 

In this module, real-time requirements are hard and must be specially considered. In particular, it must be 
guaranteed that every sample is processed before a new sample gets available. For that, it is proposed the 
processing scheme shown on Figure 6. A detailed explanation of the proposed scheme is provided below. 

 

Figure 6. Processing scheme to obtain the physiological signals (filter bank) 

 Filter F1 is an anti-aliasing analog filter, based on a resistor–capacitor configuration (as 
explained above). The cut frequency is 𝑓𝑐 = 40𝐻𝑧. As the input signal presents a bandwidth of 
40Hz (centered at the origin) it is enough to include a first order filter. This filter is implemented 
using electronic components, but in advance all filters are implemented using digital signal 
processing in the processing application. 

The ECG sensor includes mechanisms (Bitalino, 2017) to avoid the contamination of the ECG 
signal with the power signal (as important information is stored in some very lo-frequency 
bands, see Figure 6). However, this unique analog (hardware) filter (Filter F1) may introduce 
some low-frequency noise if some design decisions are not properly taken. In particular, in this 
case, we have selected a resistor–capacitor configuration (not an active filer) which does not 
require to be powered. In that way, power supply is directly connected to the ECG sensor and to 
the microcontroller (see Figure 3), and no power signal is accidentally added to ECG signal in 
this filter. 

 The output of the F1 filter (a signal limited in band to 40Hz) is sampled and digitalized. In order 
to respect the Nyquist criterion the sampling frequency is fixed to 𝑓𝑠 = 100𝐻𝑧 (one sample each 
10ms). Moreover, as the dynamic range of the signal is 3V, 10 bits allow a resolution of 3mV 
(approximately). This value is enough for our application. The sampled and digitalized signal is 
the first physiological signal, 𝑟𝑎𝑤[𝑛] 

Using digital signal processing, the sampled signal 𝑟𝑎𝑤[𝑛] is filtered. Various works study the relevant 
information contained in the different frequency bands of an ECG signal users (Mohino-Herranz et al., 
2015, Lee et al., 2006 and Piccirillo et al., 1996). In particular four different bands are considered in our 
proposal. 

 F2 is a low-pass filter with a cut normalized frequency of 𝑓𝑐 = 0.005 (around 0.5Hz in natural 
frequency). This band contains both, information about the respiration frequency and about the 
DC component. The output of this filter is a new physiological signal called 𝐿𝐹[𝑛]. Considering 
a ripple of 𝜀𝐹2 =  0.13𝑉 in the passband and the stopband (which means, approximately, a 4% of 
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the dynamic range) and a transition bandwidth of ∆𝑓𝐹2 = 0.002, the filter must present an order 
of 𝑁𝐹2 = 150 using Finite Impulse Response (FIR) technologies. This implies to accumulate 
samples during 1.5 seconds (150 samples) before being able to filter. Moreover, considering 
sums and multiplications, this filter should perform 𝑂𝐹2 = 2 ∙ 𝑁𝐹2 ∙ 𝑓𝑠 = 30000 𝑜𝑝𝑠 (operations 
per second). We consider both facts meet the real-time requirements. In particular, the transition 
bandwidth was selected to obtain a filter order compatible with real-time requirements (the 
length of an FIR filter required to meet given specifications (Kaiser 1974) is approximately 
(14)), respecting a good-quality filtering (the transition bandwidth is around a 40% of the cut 
frequency). 

𝑁 =
−20 ∙ log10(√𝜀𝑝𝑎𝑠𝑠 ∙ 𝜀𝑠𝑡𝑜𝑝) − 13

14.6 ∙ ∆𝑓
 

(14) 

 Filter F3 is the complementary of filter F2. It is a band-pass filter between normalized 
frequencies 𝑓1 = 0.005 and 𝑓2 = 0.3. Characteristics are selected equal to which explained for 
filter F2, so the same considerations are valid. This filter takes as input the raw sampled signal 
and extracts the high frequency components, which are a new physiological signal named as 
𝐻𝐹[𝑛]. 

 As said before, signal 𝐿𝐹[𝑛] contains two types of information, so they must be isolated. Filter 
F4 extracts the DC signal 𝐷𝐶[𝑛] in the ECG. For that, this filter obtains the base band with 
normalized cut frequency 𝑓

𝑐
= 0.001 (around 0.1Hz in terms of natural frequency). Considering 

a ripple of 𝜀𝐹4 =  0.08𝑉 in the passband and the stopband and a transition bandwidth of ∆𝑓
𝐹4

=

0.0004 (the 40% of the cut frequency) the filter (implemented using FIR technologies) should 
present an order of 𝑁𝐹4 = 1410. This would imply to accumulate samples during 14.1 seconds 
and make 𝑂𝐹4 = 2 ∙ 𝑁𝐹4 ∙ 𝑓

𝑠
= 282000 𝑜𝑝𝑠. These conditions cannot be considered meeting the 

real-time requirements. Thus, in order to maintain the same filtering quality and improve the 
processing speed, this filter is implemented using Interpolated Finite Impulse Response (IFIR) 
technologies (Neuvo et al., 1984). IFIR filters are actually two cascaded filters (see Figure 7).  

 

Figure 7. IFIR filter structure 

The first one is a filter with the same frequency response as the equivalent FIR filer, but 
expanded in a factor SF, so it presents an order of 𝑁𝐻 =

𝑁𝐹𝐼𝑅

𝑆𝐹
. The obtained impulse response 

ℎ𝐻 [𝑛] is then expanded in a factor 𝑆𝐹 (named by Neuvo (Neuvo et al., 1984) as stretch factor), 
so in the Fourier domain the filter get compressed in the same factor (obtaining the desired filter) 
and it is obtained the final filter 𝐻(𝑧𝑆𝐹). However, the zero-insertion process also introduce 
replicas of the filter frequency response which must be removed with a second filter 𝐺(𝑧), acting 
as an interpolation filter.  

In the case of the F4 filter, as the passband is very narrow, the stretch factor may be high. In 
particular we employed a value of 𝑆𝐹 = 30, so 𝑁𝐻 = 47. In the same way, the interpolation 
filter may present a low order. In this case we selected 𝑁𝐺 = 60. In conclusion, although the 
IFIR filter behaves as a FIR filter with order 1410, in fact it is only necessary to accumulate 
𝑁𝐻 + 𝑁𝐺 = 107 samples and perform𝑂𝐹4 = 2 ∙ (𝑁𝐻 + 𝑁𝐺) ∙ 𝑓𝑠 = 21400 𝑜𝑝𝑠. These 
characteristics meet the real-time requirements. 

 Finally, filter F5 extracts the respiration frequency using a passband filter between normalized 
frequencies 𝑓

1
= 0.001 and 𝑓

2
= 0.005. In respect to the design process, the same 
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considerations made for filter F4 are valid here. As output, filter F5 generates a new 

physiological signal named as 𝑅𝐹[𝑛]  
 

 Additionally, two calculation modules are included to obtain the pulsation per minute and the 

breaths per minute. For both modules there exist some well-known algorithms which may be 

directly applied. In particular, the pulsation per minute may be calculated using simple threshold 

based algorithms (Duval et al., 2006) or autocorrelation based analysis (Fujii et al., 2013) 

(among other possibilities). In this work we are considering the second case. The breaths per 

minutes are calculated using the calculation algorithm of beats per minute (Duval et al., 2006). 

 
As final detail, it must be discussed the communication interfaces. As indicated in Figure 5, two different 
interfaces are included in the processing application. 

First, as the built personal device includes a reduced size and capabilities microcontroller, typical 
communications tools (such as XML files or JSON objects) cannot be implemented to send information 
between the device and the processing application. A simple protocol, not requiring parsing libraries or a 
great amount of RAM memory is required. This situation has been studied previously (Bordel Sánchez et 
al., 2015) and a byte-oriented proprietary protocol is the best solution. Figure 8 shows the four messages 
composing the designed protocol. 

 

Figure 8. Byte-oriented protocol employed between the personal device and the processing application 
(message format) 

The proposed protocol includes four messages. The “START” message activates a personal device from 
the processing application; and the “STOP” message finishes the operation. “SEND” message is 
employed by the hardware device to send to the processing application all the acquired ECG samples; and 
“RESPONSE” message is used by the processing application to inform the hardware device about the 
information to be displayed. All the messages finish with the “end of transaction” Unicode character. 
These messages are transmitted through a Bluetooth interface with a rate of 115200 bits/s, communicating 
the personal device and the processing application. 

 

 

 

336



15 
 

 

 

 

 

 

 

 

Figure 9. Web interface (management) showing some of the obtained physiological signals 

Another important detail is the power consume associated with communications. To be practical, the 
personal device’s battery should last, at least, an entire working day. In order to reach this objective, the 
Bluetooth module must be powered off when not used. Thus, a communication temporization is planned. 
The microcontroller acquires all the samples which can be transmitted in a unique SEND message whose 
transmission lasts, at maximum, 10ms (the time between two consecutive sampling routines). 
Considering the configured Bluetooth speed and the structure of the SEND messages, the maximum 
number of samples is around 27. During all this time the Bluetooth module remains powered off. Then, 
when the described SEND message is built, it is transmitted using the Bluetooth communications. When 
the transmission finishes, the Bluetooth module keeps powered on during a certain time, looking for the 
RESPONSE message. If no message is received, or the timer expires, the module is powered off another 
time. 
 
3.3. EMOTIONAL SIGNAL OBTENTION 

The process for obtaining the emotional signals is simpler than which described for the physiological 
ones. In particular, emotional signals are obtained by means of video processing techniques from the 
video stream provided by the available video systems in the company (for example, the security system). 

Emotion tracking is a very complex discipline, with many authors working on it (Metallinou et al., 2011, 
Imbrasaitė et al., 2013 and Bailenson et al., 2008). However, in this case, it is not necessary to develop a 
new specific technology, as many commercial or free solutions are available. Kairos (Kairos 2017), 
CrowdEmotion (CrowdEmotion 2017) or Affectiva (Affectiva 2017) are companies and/or research 
projects dedicated to emotion tracking. In particular, in this case, we are using the library provided by 
Affectiva.  

Affectiva provides an artificial intelligence algorithm, based on the research of the Massachusetts 
Institute of Technology (MIT) Media Lab. The emotion analysis algorithm employs computer vision and 
new face and emotion classifiers, trained to cover a wide range of facial expressions. Various    software 
development kits (SDKs) are distributed under a free license for personal or open source projects. Thus, 
may types of application may incorporate the emotion recognition functionalities provided by Affectiva. 
In this case, we are using the JavaScript SDK. 

In order to obtain the emotional signals, the output of the video system is connected to a static web page 
including the Affectiva JS-SDK. Then, every frame is processed using the emotion recognition algorithm 
and several emotional signals are obtained as response (see Figure 10). Results, as well as the video 
stream being analyzed are displayed in a web interface, accessible by managers. 
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Figure 10. Web interface (management and webRTC page) showing the some emotional signals 

The video stream is captured by the static web using WebRTC (Bergkvist et al., 2012) technologies, and 
the frames are sent to a cloud service (based on a REST interface) using AJAX invocations. In that way, 
moreover, results may be dynamically displayed in the web interface without refreshing the page (see 
Figure 11). 

Forty-three different signals (belonging to three categories) are obtained from the emotion tracking 
system (see Table 1). In the motivation model (see Section 3.1) can be included as many signals as 
desired. Thus, a JSON object is sent from the emotional signals generating module to a remote server 
where these data are mixed with the physiological signals in order to evaluate the motivation level (see 
Figure 11). In particular, the JSON object must contain only the emotional signals to be included in the 
model. In our case, we are considering all the obtained signals.       

Figure 11. Scheme of the emotional signal obtaining module (functional architedture) 

Additionally, the emotion tracking system offers information about the appearance of people being 
monitored. In particular four features are evaluated: gender, age, ethnicity and the presence of glasses. In 
advanced scenarios or applications, if desired, these data may be used to select different motivation 
models adapted to the particular characteristics of the person being monitored (so more precise results 
will be extracted).      
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Table 1. Emotional signals obtained from the emotion tracking service 

Type of signal 

Expressions Emojis Emotions 

Smile Relaxed Joy 

innerBrowRaise Smiley Sadness 

browFurrow Laughing Contempt 

noseWrinkle Kissing Anger 

UpperLipRaise Dissapointed Fear 

LipCornerDepressor Rage Surprise 

chinRaise Smirk Valence 

lipPucker Wink Engagement 

lipPress StuckOutTongueWinkingEye  

lipSuck StuckOutTongue  

mouthOpen Flushed  

Smirk Scream  

eyeClousure DominantEmoji  

Attention   

lidTighten   

jawDrop   

Dimpler   

eyeWiden   

CheekRaise   

lipStretch   

 

3.4. GLOBAL SYSTEM 

The global architecture of the proposed system is shown on Figure 12. 

As can be seen, the global system is composed by the union of the physiological signal obtention module 
(see Section 3.2), the emotional signal obtention module (see Section 3.3) and a remote server where the 
mathematical model describing the human motivation is applied (see Section 3.1). Additionally, three 
new modules are added: two adaptation modules to incorporate the emotional and physiological signals to 
the mathematical model in a coherent way, and a web interface for managers where results are shown and 
from which they may control the entire system.   

The new web interface consists of two static pages (see Figure 13) from which the system may be started, 
stopped or monitored. Moreover, in a second page, results about the motivation state are shown. 
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Figure 12. Global architecture (functional architecture) of the proposed solution 

In respect to the adaptation modules two facts may be addressed. First, each signal presents a different 
dynamic range which is not recommendable in order to facilitate the motivation estimation. Second, the 
sample rate obtained from the physiological signals is much higher than which obtained from emotional 
signal. In order to obtain precise estimations both rates should be equal.   

Thus, the adaptation modules present a first step where the signal’s values are mapped into the range 
[0,100], so the maximum and minimum values for every signal are now equal. Later, as we said in 
Section 3.2, the physiological signals (in order to respect the Nyquist criterion and truly represent the 
physiological information) present a rate of 𝑹𝒑 = 𝟏𝟎𝟎 𝒔𝒑𝒔  (samples per second). However, the 
emotional signals (as they come from a video stream composed of 25fps -frames per second-) present a 
rate of 𝑹𝒑 = 𝟐𝟓 𝒔𝒑𝒔  (samples per second). The rate of the physiological signals cannot be reduced, so 
the rate of the emotional signals is increased in the corresponding adaptation module by adding an 
interpolation stage which expands the emotional signals by a factor four. 

Once generated the adapted signals, they reach the remote server where they are introduced, sample by 
sample, in the human motivation mathematical model. Expression (8) should be used to obtain a faster 
but less precise estimation. Expression (10) generates better-quality information employing more 
calculation time. Any case, as result of the human motivation estimation, a collection of eight signals 𝓛 
are obtained, describing the motivation in real-time. These new signals are displayed in the web interface 
for result presentation. 

As can be seen, models in expression (8) and expression (10) include, each one, a collection of unknown 
parameters. As said in Section 3.1, a calibration process should be performed in order to determine these 
values before. This process may be generic and, then, the same values for the unknown parameters are 
employed to estimate the motivation of every person. In another possibility, different values are employed 
to estimate the motivation of every person. This second option generates better results, but requires 
implementing a repository to store all the possible values and an identification service to determine the 
identity of the person being monitored (based, for example, on the face recognition system).  

In this work, we have designed a first calibration process. The unknown parameters are considered to 
have the same value for all people, so the calibration process was performed only one time. As this work 
is not focused on optimizing or improving the calibration process, the proposed calibration is rather 
inefficient and it requires a remarkable amount of time (for a functional deployment this process should 
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be enhanced). On the other hand, as the number of users to be monitored remains low (less than twenty 
users) no repository or identification service is required in this initial case.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13. Web interface (management and results) 

The personalized calibration process lasts around forty (40) minutes. As proposed by other authors (Duval 
et al., 2006), special multimedia contents will be visualized by users in order to excite a certain 
motivation state. Considering this previous work, it can be assumed that specific motivations can be 
realistically induced in subjects by exposing them to specific multimedia content. Then, measures to 
determine the value of the unknown parameters will be performed. Figure 14 shows the scheme of the 
proposed calibration process. 

As can be seen, eight (8) different activities are programmed: 

 At the first phase, a gallery of suggestive photos about food and water will excite the feelings of 
hunger and thirst in people (in a similar way as ads invoke these feelings). These physiological 
needs will carry users to the first motivation state, represented by the vector 
𝓛 = (𝟓𝟎, 𝟎, 𝟎, 𝟎, 𝟎, 𝟎, 𝟎, 𝟎).  

 During the second activity, people visualize a segment of the movie “REC” (2007) by Filmax. 
This movie is a psychological horror film which causes on people a sensation of unsafety and 
insecurity. In that way, the second motivation state 𝓛 = (𝟏𝟎𝟎, 𝟓𝟎, 𝟎, 𝟎, 𝟎, 𝟎, 𝟎, 𝟎) is excited 

 At the third stage, feeling about family, love and affection were come out by displaying a 
promotional video about soldiers coming home. The third motivation 
𝓛 = (𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟓𝟎, 𝟎, 𝟎, 𝟎, 𝟎, 𝟎) state is expected to appear.              
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Figure 14. Temporal scheme of the calibration process. Sequence of activities 

 In order to excite the fourth motivation state 𝓛 = (𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟓𝟎, 𝟎, 𝟎, 𝟎, 𝟎)the famous TED 
talk performed by Lizzie Velasquez about self-esteem, respect and self-confident was shown. 

 A motivation state based on cognitive needs, described by the vector 
𝓛 = (𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟓𝟎, 𝟎, 𝟎, 𝟎), was strengthen by showing a composition of short brain 
games (including their explanation). 

 At the sixth phase, aesthetic needs must be enhanced in order to excite the sixth motivation state 
which is described by the vector 𝓛 = (𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟓𝟎, 𝟎, 𝟎). A sensation of 
balance was caused by a video on mindfulness meditation (a segment of four minutes 
approximately). 

 The seventh motivation state is caused by self-actualization needs such as realizing personal 
potential. In order to enhance these needs on people an inspirational video was displayed. A 
collection of eleven (11) videos were available, cheering up people to follow their objectives. 
The vector 𝓛 = (𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟓𝟎, 𝟎) describes this state.  

 Finally, the eight motivation state 𝓛 = (𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟏𝟎𝟎, 𝟓𝟎) was excited 
by showing a segment of the movie “The voluntourist” (2012) by The Voluntourist’s team. This 
state was based on the need of helping the others (transcendence). 

Some of these multimedia contents, in general, could not move some people to the desired motivational 
state. However, for this first implementation, it has been performed the calibration process choosing a 
person which is affected by the presented material. 

Various measurements were performed during the calibration process, so the unknown parameters in the 
mathematical model (𝜶𝒌, 𝜷𝒌 and 𝜸𝒌) could be determined by means of the mean square errors technique 
(a set of linear equation will be obtained, whose solutions are calculated by optimizing the committed 
error).  

In a first proof, it was observed that the attention paid by people to the audiovisual content contaminated 
video recognition measures. Therefore, a resting short period (around a minute) was placed before and 
after every activity. This period helped the system in two ways. First, the expression of attention 
disappeared from people’s face and more realistic measures about emotion tracking could be performed. 
And, second, this resting period weaned the different activities.  

Any case, different calibration processes could be designed depending on the type of organization, the 
culture, the gender, etc.    
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4. EXPERIMENTAL VALIDATION 

The validation of this paper aims to discuss whether the proposed mathematical models and the related 
technical solution correctly determine the motivation level of some users from the physiological and 
emotional signals. In order to evaluate the performance of the proposed technology, some experiments 
with users were proposed. In these experiments users were monitored and performed some activities. We 
used the proposed technical solution to measure their motivational level and compare it with an 
estimation extracted from traditional surveys. In this section we describe the validation process 
considering the context, plan and data gathered from the experiments. 

 

4.1 EXPERIMENT SETUP 

An experiment was conducted employing as main material the described system. The final objective of 
this experiment as to answer some questions regarding the effectiveness of the proposed technological 
solution, in terms of the validity of the obtained motivational state estimations.  

Two research questions were formulated: 

 Q1: The proposed solution estimates in an adequate way the people motivational state? In other 
words, is there any significant difference between the obtained result using the proposed 
technology and the obtained results using traditional evaluation techniques such as physiological 
surveys? 
 

 Q2: Is the proposed processing algorithm fast enough to consider the proposed solution as a 
(almost) real-time technology? i.e. Does the system offer a result while the motivational state is 
still valid?  

 

4.2 METHOD AND PARTICIPANTS 

The validation described in this paper was planned, guided, monitored and evaluated by its authors 
(hereafter experts), who have more than five years of experience in knowledge management, Internet of 
Things and data analysis.  

The experts chose a working environment as a scenario to carry out the experiments. This environment 
was recreated in a medium-size room at the Technical University of Madrid. A working environment is 
suitable to validate the proposed model and technical solution, as the ultimate goal of our contribution is 
to evaluate the people’s motivation in Industry 4.0 scenarios in order to improve efficiency and 
productivity in companies. In this specific experiment, a software company was emulated.  

Eighteen (18) people participated in the experiment, ranging from 26 to 56 years old. People had careers 
related to software engineering, working in ICT-related companies or research centers. All the 
participants were treated anonymously by the application and the experts. No personal data related to the 
volunteer identification were stored or diffused. All the experiments were performed under the conditions 
of respect for individual rights and ethical principles that govern research involving humans. The 
selection process performed by experts took into account different profiles, with various technical skills 
and experience level. The heterogeneity in the experimental groups (both, the control and the test groups) 
was planned so that volunteers provide different motivation-related responses in the defined activities. 
Groups were configured considering the principles of gender equality. It was guaranteed that all groups 
were composed of comparable populations. 

343



22 
 

Three different groups of participants were defined: one control group and two test groups. Groups are 
employed to compare the obtained results using different estimation methods for the motivational state. 

 Control group: This group performed the experiment without the monitoring of any engineered 
system. At the end of each activity, a regular (and universally accepted) survey (Chapman 2012) 
focused on estimating the motivation level using the Maslow’s pyramid was performed by each 
participant. In general, the Maslow’s hierarchy of needs may be understood as a “long term” 
theory (i.e. it refers people attaining/realizing something over a longer period in life). However, 
as indicated by the Maslow (Maslow et al., 1970) this theory is also valid to daily life and may 
be applicable to smaller time scales and short-term needs. Thus, specific motivations can be 
realistically induced in subjects by exposing them to specific multimedia content.     

 Test group #1: This group performed the planned experiment being monitored by the proposed 
system, where the simple calculation algorithm was implemented.  

 Test group #2: This group performed the planned experiment being monitored by the proposed 
system, where the complex calculation algorithm was implemented. 

Participants were divided in a homogeneous way among the three defined groups. As the number of 
available personal biometric measuring devices was limited (as well as the number of computers) the 
experiment was performed in six different sessions, in three days in a row. In each session 3 users were 
involved. Each user performed the same experiment. 

The calibration phase lasted around forty (40) minutes and was performed taking as reference one random 
additional person. In order to avoid distortions due to physiological and psychological fatigue caused by 
this large calibration phase, the additional person did not participate in the experiment (only performed 
the calibration process), and no more calibration tasks were developed with the other eighteen (18) 
participants. Besides, in order to preserve as maximum the spontaneity of the reactions, the personal that 
performed the calibration process was not aware of the final objective of the experiment.  Any case, the 
calibration phase is a challenge to be solve in future works. Once the system was calibrated, each person 
performed a data acquisition phase (the experiment lasted around one hour for each person). In this phase, 
a sequence of six activities was planned:  

 ACT#1: Graphic design. In this activity people was asked to design (using a computer or manual 
techniques) a user interface. No requirements were established.   

 ACT#2: Requirements capture. People under study in this step must capture the requirement 
about a certain application expressed by a couple of additional people (not under study) acting as 
a customers. 

 ACT#3: Programming. People were asked to program a certain algorithm (a searching algorithm 
in huge arrays) whose solution was provided using plane text. 

 ACT#4: Quality of assurance. An instructions brochure was provided to people, including a 
survey. Users had to perform the procedures indicted in the brochure and measure the required 
time to perform them. Information was fulfilled in the survey.    

 ACT#5: Management. Users were included in a representation of a management meeting were 
they should decide which people should be fired in order to not incur losses in the current year. 
Each member in the meeting was provided with a laptop. 

 ACT#6: Creative meetings. Finally users participated in a creative meeting were a new product 
was designed. Particularly, they participated in a brain storming session. As the Activity#5, each 
member was provided with a laptop. 
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In order to turn independent the feelings caused by each activity, a resting period was included before 
every of them. During this period people could not talk with the other participants.  

 

4.3 DATA GATHERING: TEST VARIABLES 

During the data acquisition phase three different primary information sources were considered. First, 
users in test groups were monitored while performing the activities described in Section 4.2 by means of a 
video system installed in the distributed laptops and personal computers. Second, each person was also 
provided with a personal biometric device (see Section 3.2) in order to capture the physiological signals 
(see Figure 15). These two information sources were connected to the motivation level calculator (see 
Figure 12) where both calculation algorithms (see Section 3.1) were running. Thus, two real-time 
estimations of the people motivation (made of a collection of eight signals, 𝓛) were obtained. These 
collections were stored in a database so that statistical analysis function (normalization, interpolation, 
means, and median calculations) are performed. And third, and finally, a survey based on Chapman’s 
proposals was answered by each participant in the control group. This survey was answered after each 
activity, during the resting period before starting the next one. The survey consisted of twenty five 
questions about the personal state after participating in each activity. Thus, a collection of eight values 
describing the motivation state at the final moment of each activity was obtained and stored in a database.          

 

 

 

 

 

 

 

 

 

 

Figure 15: Data gathering during experimental validation 

As instruments such as Chapman’s surveys are employed nowadays in companies in order to evaluate the 
motivation of workers, we are considering that the information provided by this source describes the real 
motivation state of people. Our objective, therefore, is to evaluate how similar are the results obtained by 
our system to the results obtained using the survey.  

Additionally, in order to evaluate the real-time operation of the system, a measure about the required time 
to obtain a motivational estimation using both proposed algorithms (see Section 3.1) were performed 
using simple timestamps programmed in the remote server. 

 

5. RESULTS AND DISCUSSION 

The box plot of the data shows that there are not relatively big differences between the groups (see Figure 
16). It is important to note that although our proposed system records information in real-time, in order to 
compare the calculated results with the information provided by the surveys (which only evaluate the 
final state) only the information about the final moment is considered. This configuration is mandatory as 
no similar real-time systems are nowadays publicly available to do a more sophisticated comparison. 
However, it is important to remember (see Section 3.1) that the proposed algorithms consider the past 
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values of the motivation state in order to calculate the following one, so that information is included in 
some way. Moreover, the particular moment considered to compare with the results obtained from the 
surveys is not relevant, as (in general) motivation state converges with time to a fixed value. Activities 
were planned to have a duration which allows reaching this convergence state. 

 

Figure 16: Obtained results. Comparison between both proposed calculation algorithms and traditional 
techniques 

As both boxplots have an overlapping area, a Mann-Whitney U test was conducted to confirm whether 
the use of our proposed technology estimates the motivational state in the correct way. The Mann-
Whitney U test is a nonparametric test of the null hypothesis that two samples come from the same 
population against an alternative hypothesis, comparing the mean values of the two samples. It is used to 
evaluate if two different data populations are similar or different (higher or lower). The p-value indicates 
the significance level of Mann-Whitney U test. The results are positive and support the validity of the 
obtained results from the proposed system, considering any of the proposed algorithms (simple or 
realistic). The obtained value p > 0.05 indicates there are not significant differences between any of the 
collected datasets (U-values omitted as the comparison results have relatively little importance). In that 
way, the first research question (Q1) may be answered in a positive way. 

It is also important, however, to discuss the results considering each activity. See Table 2 were the 
significance of the obtained results (in comparison to the results generated by surveys) is evaluated. In 
general creative activities (such as ACT#1 or ACT#6) present a higher typical deviation, so it is more 
complicated to predict the motivation state in these cases using the proposed technique. In fact, these 
activities refer to motivation states such as self-actualization or transcendence, which are difficult to 
evaluate using physiological signals or face expressions. In order to improve this characteristic, a third 
information source could be added or a second-order effect (such as hysteresis functions or other type of 
corrections) could be considered in the model. For example, as modifying the mathematical model and 
calculation algorithm is a more complicate task, the communication patterns could be an interesting third 
information source to be added in an extension of this work. Using the previously described video 
infrastructure (see Section 3.3) and a new artificial vision technology, it could be inferred if workers are 
communicative, silent, isolated from the group, etc. These data usually are related to high-level needs, 
such as the need of helping the others to solve their problems. Including this information in the remote 
server through the appropriate adaptation module (see Figure 12), an enhanced assessment could be 
produced.    
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Table 2.  Performance of the proposed motivational state calculation algorithms depending on the activity 

being executed 

Algorithm 
Activity 

ACT#1 ACT#2 ACT#3 ACT#4 ACT#5 ACT#6 

Simple processing 
algorithm 

∗ 𝑁𝑆 𝑁𝑆 𝑁𝑆 𝑁𝑆 ∗∗ 

Realistic (complex) 
processing algorithm 

𝑁𝑆 𝑁𝑆 𝑁𝑆 𝑁𝑆 𝑁𝑆 ∗ 

NS not significant; * significant at p < 0.05; ** significant at p < 0.005; ***significant at p < 0.001 

Results obtained from the simple algorithm in ACT#3 (programming) are remarkable. In general, typical 
deviation is similar for both algorithms. However in this activity it is much higher if the simple model is 
considered. A detailed study proved that as all signals are considered independent in the simple model, 
the emotional signal “attention” saturated the algorithm causing that an erroneous emotional state was 
estimated. In fact, as people remained focused on computer during this task, “attention” signal was very 
strong. As in the realistic model signals are considered dependent one on each other the effect of one 
signal in the final value is not so important, and results present a better quality.  

Finally, in general, as business policies do not consider specific values, but global tendencies, an error 
around 15% can be perfectly tolerated (and even a 22% depending on the case). Thus, the proposed tool 
may be useful in Industry 4.0 scenarios. 

Table 3 shows the required calculation time in each case. The average calculation time is obtained as the 
arithmetic average of all samples of the required time to update the motivational state in the management 
interface each time a change occurs in workers. The most probable calculation time is the most frequent 
value (those which appears most times) in the collected samples about the required time to update the 
motivational state (a 10% tolerance margin is considered). Finally, maximum calculation time is the 
maximum value that appears in the mentioned samples.  

Table 3. Evaluation of the calculation time for both proposed calculation methods 

Parameter 
Algorithm 

Simple Realistic 

Average calculation 

time (s) 
0.693 1.725 

Most probable  

calculation time (s) 
0.517 1.421 

Maximum calculation 

time (s) 
0.966 1.986 

 

As can be seen, the most probable calculation time in the case of using the realist algorithm is almost 
three times greater than the equivalent for the simple model. As the value is not so huge (in comparison to 
the change frequency of needs and motivation in standard humans), the realistic algorithm may be used in 
scenarios involving few workers, as the improvement in the precision is notable. However, in large 
companies, the simple algorithm could be more desirable in order to allow a truly real-time motivation 
station. Any case, the second research question (Q2) is also answered in a positive way.  
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6. CONCLUSIONS 

Industry 4.0 is a new paradigm which refers the inclusion of Ambient Intelligence and Cyber-Physical 
Systems principles into industry processes and scenarios. The final objective of this new revolution is to 
improve the productivity and efficiency in companies by means of the information technologies. One of 
the most important factors in companies is the human factor. Nowadays, human motivation is a key 
element in most companies, so surveys and psychological studies are usually performed.  

The objective of this paper is to carry these methodologies to the next level, considering the Industry 4.0 
paradigm. In particular, a system to estimate the human motivation is described. This system employs 
both emotional signals (obtained using video processing) and physiological signals (obtained by means of 
a biometric personal device also described in this work). The proposal includes, moreover, two different 
models (one simpler and one more realistic) in order to calculate the motivation of people in real-time. 

 Global results obtained from our proposal do not present significant differences in respect to which 
obtained from surveys. Nevertheless, second-order effect should be considered in the models in order to 
reduce these differences and a third information source about workers should be also included (especially 
when performing creative tasks). On the other hand, our proposal improves the exiting valuation 
techniques as it allows knowing the motivation state in real-time. 

Future works, however, should address, mainly, three pending challenges: the optimization of the 
calibration phase, the creation of an unobtrusive ECG sensor to monito physiological signals, and the 
inclusion of soma correction in the proposed mathematical models in order to detect in a more precise 
way the growth needs.  

In conclusion, the proposed system fulfills its objective, and helps companies to assess the human 
motivation in order to apply the most adequate business policies.    
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Abstract

Enhanced Living Environments consider the recognition of the Activities of Daily Living (ADLs)
being performed by users as first step in the aid plans. Some works proved the information about the
objects with which a person interacts robustly characterizes the ADL’s identity. However, designing
aid plans based on these raw data is a very complicated task, as an expert in both technology and
occupational sciences is required. In addition, the plans produced by these experts are not platform-
independent, to be closely linked to the hardware characteristics. Therefore, the aim of this paper
is to design a two-phase solution capable of acquiring data from users, and of extracting informa-
tion about the ADL being performed to trigger the execution of the proper aid plans. This solution
disengages the technological and occupational domains, so that aid plans could be applied to any
environment. Moreover, an experimental validation is conducted in order to validate the proposed
technology as a valid solution for ADL recognition.

Keywords: HCI, ELEs, ADL, Enhanced Living Environments, Cyber-Physical Systems, Activities
of Daily Living

1 Introduction

Helping assisted people to maintain an independent lifestyle is nowadays one of the most important
research challenges. In this field, most remarkable solutions are based on seamless integration of Infor-
mation and Communication Technologies (ICT) within context-aware homes with the aim of construct-
ing Enhanced Living Environments (ELEs). Works such as [18] demonstrate the importance of these
solutions.

Nevertheless, the design and implementation of these systems is a complex and multidisciplinary ac-
tivity which deals with very different aspects which rarely can be addressed by only one person. Despite
of this fact, most proposed ELEs are monolithic solutions where there is no division between the differ-
ent scientific domains (such as the occupational sciences or electronics). Thus, works about ELEs use to
show the necessity of data interpreters being specialist in both technological and occupational sciences
[38]. Furthermore, such interpreters (as well as all models, patterns, etc. created by them) can only be
used in some particular ELE platforms, as data format depends strongly on the underlying hardware and
all the know-how created cannot be easily exported to other systems [13].

Among all the steps that compose the aid processes in ELEs, perhaps the most critical is the recogni-
tion of the activity the users are performing [28], vital for triggering the proper aid plan in each situation
[18]. In context-aware homes (the base of ELEs) the most common activities are Activities of Daily
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Living (ADL) [15]. Some authors proved that the sequence of objects with which a person interacts char-
acterizes the ADL being performed [30, 10]. Other authors, however, demonstrated implicit information
(such as the hand gestures or emotions) is necessary to recognize ADL adequately [7, 9]. The utilization
of computing elements to register this information is a challenge [23], as recently it has been proved that
the introduction of computing elements in residences can lead stress in users and consequently modify
the normal ADL execution and reduce the user quality-of-experience (QoE) [13].

Therefore, the objective of this paper is to describe a new a solution to be integrated in ELEs, being
able to recognize ADLs automatically. We argue the use of Cyber-Physical Systems paradigm and ref-
erence architecture [24] allow the different abstraction levels of ELEs to become independent and, then,
allow us to separate the different expert domains (becoming the aid plans platform-independent).

The authors, besides, built a prototype and carried out an experimental validation in order to validate
the proposed solution as a valid technology for DL recognition. In particular, more than 85% of ADL
are perfectly deducted using our proposal.

The rest of the paper is organized as follows: Section 2 introduces the state of the art in ADL recog-
nition systems. Section 3 analyzes the requirements ELE scenarios, presents the functional architecture
of the proposal and the implementation of the first prototype based on it. Section 4 provides an exper-
imental validation of the solution. Finally, Sections 5 and 6 explain some results of this experimental
validation and the conclusions of our work.

2 State of the Art

Activity recognition systems are made of two different parts: the monitoring subsystem and the recogni-
tion subsystem [36]. On the one hand, the monitoring subsystem acquires data from users such as users’
location or the objects they touch. On the other hand, the recognition subsystem processes the acquired
data and decides which is the ADL being performed.

Five main types of monitoring technologies can be identified [29]: passive infrared (PIR) motion
sensors, body-worn sensors, pressure sensors, video monitoring and sound capturing. Deployments
based on PIR motion sensors [25] consist of a set of sensors which detect user’s position in the house. The
position, as well as the time he remains in the same location, is used to recognize the ADL being executed.
Body-worn sensors approach is based on different types of wearable sensors, such as accelerometers [3]
or [33], with which users are provided and whose outcomes are evaluated during the activity. Other
systems deploy several binary pressure sensors (they get active when touched) in home elements and
places [17] and use the activation sequence of sensors to recognize the ADL being performed. Video
monitoring is probably the most studied technology. With this name we refer to all technologies based
on deploying cameras on the user’s residence and using the recorded video to recognize the executed
ADL [31, 26]. Finally, sound capturing systems consist of a set of microphones deployed in the house,
allowing activity recognition by means of the audio analysis [21]. With respect to video monitoring,
audio capturing presents fewer problems from the point of view of privacy.

In general, video monitoring and body-worn sensors are the most used technologies. They present
less ambiguity and less noise level than the others, and often allow obtaining systems with more preci-
sion.

Very recently, activity recognition systems which do not present the monitoring subsystem have
appeared [39]. However, their practical use is not clear and the obtained results are not as good as
expected.

Basically, the recognition subsystem consists of a processing unit, executing an algorithm which
extracts the useful information from data provided by monitoring subsystem, and decides the ADL being
executed. This subsystem also stores models for all the ADL which want to be inferred. These models
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are expressed as the sequence of the data it is expected to receive from monitoring subsystem when
executing a certain ADL. Thus, the process of recognition can be understood as finding the model M =
{m1,m2, . . . ,mn} that best explains the sequence of observations O = {o1,o2, . . . ,ok}.

Some works [30] propose algorithms based on dynamic Bayesian networks which model the se-
quence of objects with which a person interacts. Other authors [37] propose algorithms which work with
temporal probabilistic models (like naive Bayes or hidden Markov) and sensor readings. In some cases,
researches try to recognize concurrent ADLs [40] and analyze the activity duration. Algorithms based on
the analysis of the time a sensor is active [41] are also possible. Finally, solutions consisting of semantic
technologies and ontology-based approaches have been also proposed [19].

In the ideal case, recognition subsystem would be independent of the monitoring subsystem. How-
ever, in all cases [25, 37], they are designed together as the recognition algorithm depends strongly on the
data offered by the monitoring subsystem. Achieving this independence between monitoring subsystem
(which belongs to the technological domain) and recognition subsystem (which belong to occupational
sciences domain) is the goal of the proposed solution.

3 Proposal: Toolkit for ADL Inference

ELEs require precise information about the users’ situation in order to execute the most appropriate aid
plan in each moment. Therefore, activity recognition is an increasingly important functionality to be
implemented in enhanced living systems. This section analyzes ELEs and the requirements to be met to
enable precise information acquisition and ADL recognition. After describing the requirements of ELEs,
we present the proposed solution and the design and implementation of a first functional prototype.

3.1 Motivation Scenario: Requirements

ADL recognition solutions present some important requirements which have been studied many times
[14] (unobtrusiveness and flexibility are the most mentioned topics). Moreover, several prototypes and
instruments in order to obtain information from users and perform ADL inference have been described
[34, 4]. In this section, and taking into account these previous descriptions, some additional requirements
(introduced by the specific needs of ELEs) are expressed:

• REQ#1: ADL descriptions should be tolerant to the different possible performing ways.

• REQ#2: The underlying hardware of ubiquitous computing system in ELEs should be tolerant to
high levels of noise, light, vibration, etc.

• REQ#3: ADL recognition system should incorporate instruments to create ADL models with min-
imum human effort.

• REQ#4: Data acquisition should be transparent to users, in order to not negatively affect their daily
lives.

• REQ#5: The system should evaluate not only the identity of the ADL being performed, but also
the quality of the execution. For example, in scenarios related to people with cognitive disorders
in first stage aid plans depend strongly on the advance of the dementia.

3.2 Solution Architecture

Since 2000, several architectures have appeared in the literature to describe seamless integrations be-
tween the physical world and information technologies [6, 4]. Among all of them, cyber-physical sys-
tems (CPS) [16] are today which are receiving more attention. In that field, the reference architecture
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proposed in June 2015 by the National Institute of Standards and Technology (NIST) [24] stands out
among other architectural proposals to be more general and to be considered the standard for CPS com-
mercial products [4].

NIST’s Architecture shown in Figure 1 a describes a whole system (in this case, a complete ELE).
Then, for our purpose, it is possible to make a simplification (see Figure 1 b). The problem of ADL
recognition is basically a problem about data analytics [10, 20], thus, in general, the details about the
superior and inferior levels are not important. In particular, the solutions used to control sensors and
actuators do not affect the proposed system [1], so that “Sensors and actuators” and “Monitor and control
system” levels can be merged into a single level (“Hardware platform”), of which it is only interesting the
format and nature of the generated data. On the other hand, the subdivision of aid plans into objectives
(“user goals” level) and methodologies (“Modeling, optimization and simulation” level) does not modify
the following considerations, so that the two top levels can be reduced to a single level (“Occupational
sciences plans”) that concentrates all the elements belonging to the occupational sciences.

The resulting architecture is made of the following layers:

Figure 1: (a) Reference CPS architecture (NIST). (b) Reference architecture in our proposal

• Physical systems: It includes all elements in the ELE belonging to a regular residence. Furniture,
kitchen and home appliances, grooming items. . . even the users belong to this layer.

• Hardware platform: It includes the electronic elements, processing devices and, in general, the
entire ICT infrastructure deployed in the residence to monitor the users’ behavior.

• Data Analytics: The inclusion of this layer is the novelty of this work. As can be seen in Figure 1
b, it uncouples the hardware layer (technological domain) and the occupational sciences models
(obviously, occupational sciences domain). In this layer data from hardware platform is processed
for pattern recognition and information extraction. At this level, it is evaluated the correlation
between high-level models and the data generated by the hardware platform.

• Occupational sciences plans: It includes the aid plans and activities models created by the occu-
pational sciences experts, using their own description languages, data format and, in general, their
domain knowledge.

Following the reference architecture shown in Figure 1 b, we developed our proposal. The functional
architecture of the proposed technology can be seen in Figure 2. System operation is as described below.
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Figure 2: Functional architecture of the proposed technology

Users perform their usual activities of daily living. While executing the ADLs, they cause that
sensors deployed along the residence generate data, which are transmitted in the form of frames through
the appropriate hardware access middleware. Any type of middleware is valid, although considering it
has to communicate two groups of devices made of various entities, Publication/Subscription paradigm
[22] is probably the most adequate.

Two different operation modes can be distinguished in the proposal: training mode and recognition
mode. In training mode, data frames from hardware platform are directed to a Semi-automatic pattern
analysis engine, which studies the received data using machine-learning algorithms [12]. This engine
will construct the data patterns associated with the atomic tasks defined in occupational sciences [2] to
describe ADLs. Users are asked to execute each one of the atomic tasks, and for each one the engine will
build at least one pattern which will be stored in a probabilistic pattern repository with the atomic task
that represents. In recognition mode, data frames from hardware platform are directed to a probabilistic
execution engine, which evaluates which of the stored patterns in the repository corresponds to the re-
ceived data. In this evaluation, any of the algorithms described in Section 2 can be used. The output of
this engine is a description of the recognized pattern, indicating the atomic task which has been identified
using the terminology of occupational sciences [2].

The information about the recognized atomic task is transmitted through a Data access middleware,
for which the same considerations made for the Hardware access middleware are valid.

In training mode, information about the recognized atomic task is directed to a Semi-automatic mod-
els construction engine, which will build the complete ADL models by means of the analysis of the
information received. The ADL models (understood as a collection of atomic tasks, as in the occupa-
tional sciences [2]) will be stored in an activities models repository. Once completely trained the Data
Analytics components, users are asked to execute the entire ADLs in order to calculate the ADLs models.
In recognition mode, information about the recognized atomic task is directed to a high-level execution
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engine, which evaluates which of the stored models in the repository corresponds to the received data.
In this evaluation, any of the algorithms described in Section 2 can be used. The output of this engine is
a description of the recognized ADL, using the terminology of occupational sciences.

The use of probabilistic models and algorithms (both in Data analytics and Occupational sciences
plans levels), as well as the fact that models and patterns are calculated in a training period involving
users, allow us to fulfil the REQ#1 introduced in Section 3.1. Also, this training period allows creating
automatically ADL models, so REQ#3 is also addressed.

The introduction of two recognition processes presents various advantages. First, the technological
domain and the occupational sciences domain become independent. With this configuration, occupa-
tional sciences experts can design aid plans without knowing the details about the hardware platform.
For example, experts can design an aid plan including an action after executing a certain atomic task,
without knowing the particular datum or event which determines the end of the task.

In a more particular example, one of the simplest ADLs is “preparing a simple drink” [30]. The
shortest definition of this ADL, as a collection of atomic task, could be: (1) taking the soda bottle that
is on the table, (2) filling the glass which is on the table with soda and (3) leaving the bottle on the
table again [27]. In scenarios involving people with dementia, it is really important to avoid accidental
poisonings, so it is valuable to alert users and caregivers (if any) when they select the wrong bottle. Such
notification, in our proposal, can be planned and modified by experts in occupational sciences without
having to know which hardware event indicates the bottle selection at technological level. Moreover,
hardware platform can be modified without having to reprogram the aid plan.

It must be noted that, as atomic tasks are indivisible in the occupational sciences theory, it has no
sense to consider actions while one of them is being executed.

Second, in works which do not consider that ADLs can be described as a collection of atomic task
(such as “take a glass” or “press a button”), recognition algorithms must address together all the sources
of randomness in ADLs execution. Basically [3] they include sensors errors, noise and interferences
in the medium and the variations in human behavior. In our solution, we separate these sources in
two groups: effects due to hardware (solved in Data Analytics level) and due to the intervention of
users (solved in Occupational sciences plans level). In that way, each problem’s part can be addressed
separately by the proper domain experts. These politics partially cover REQ#2.

Finally, the accuracy of the resulting system may be greater than in the one from previous proposals
[30]. The execution of atomic tasks has less ambiguity than the execution of complete ADLs, so the
success rate of the probabilistic engine tends to be high. Later, once the atomic tasks are properly
recognized, the algorithms to recognize ADLs also increase their success rate since they have more
information, as they perfectly know the atomic tasks that have been executed.

3.3 Implementation

In this section, we design and build a first prototype in order to validate its usability as functional part of
ELEs.

First, we must consider the requirements the prototype should fulfill. In the functional architecture
design, we solved in a general way REQ#1 and REQ#3. It is also partially covered REQ#2. However, it
remains unsolved three requirements (REQ#4, REQ#5 and the rest of REQ#2) which cannot be addressed
in the functional architecture, as they depend on the hardware platform and the particular implementation
done. Figure 3 shows the physical architecture of the proposed prototype.

Various elements can be distinguished in Figure 3:

• Tagged products: All elements involved in the execution of ADLs (such as the kitchen appliances)
get tagged with passive NFC tags. The objective is detecting when a user interacts with a particular
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Figure 3: Proposed physical architecture

object (as described, for example in [33]). With this election, REQ#2 is fulfilled. NFC technology
is extremely tolerant to noise, vibrations, manipulation, etc. much more than any other technology
(such as PIR motion sensors). Tags should be place in the proper way, in order to respect REQ#4.

• Cybernetic glove: Users will be provided with a cybernetic glove including a NFC reader and
various accelerometers. In that way, both information sources for ADL inferring are monitored:
explicit (the objects with which users interact [30, 10]) and implicit (the hand gestures done dur-
ing the activities execution [7, 9]). The use of accelerometers, besides, allows obtaining a mea-
sure of the quality of ADLs execution [33] (which addresses REQ#5, although this kind of al-
gorithms is not the objective of this article). As most involved objects in ADLs execution are
hand-manipulated, creating a cybernetic glove is the most reasonable solution in order to obtain
correct readings from NFC tags. However, if there were users with special needs or it was wanted
to recognize other type of activities, any other NFC-based wearable device could be integrated.
Finally, the glove should be designed in order to respect REQ#4. Moreover, the glove will use
a Publication/Subscription middleware based on ZigBee technology, in order to transmit the data
frames [32].

• P/S Broker: This element allows the spatial and temporal decoupling between publishers and
subscribers. However, as this element belongs to the networking and communications plane and
was not the focus of this work, it is omitted in the rest of the article (an in-depth discussion about
this subject can be found in articles, such as [11]).

• Engines server: This server executes in different processes the four engines identified in the func-
tional architecture (see Figure 2). This server also contains the two repositories (patterns and
models) described above. The communication between the different components was based on
sockets.

• Visualization platform: On this platform the results of the ADL recognition process will be shown
(using the terminology of occupational sciences).

Finally, we are discussing the implementation details of each component (especially about the cy-
bernetic glove which must be designed to address REQ#4). The cybernetic glove [34] consists of a
flexible circuit placed on the wrist as a bracelet, a galvanized copper coil integrated in the fabric to allow
NFC communication, two accelerometers (one placed on the index finger and the other in the center of
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the hand) and a synthetic textile support, whose properties do not significantly affect the magnetic field
generated by the NFC module [34]. The integration of the electronic circuit into the glove is greatly
important, as it must be designed to fulfil REQ#4.

The engines server is composed of four different Java programs, connected among them through
sockets. The Semi-automatic pattern analysis engine executes a pattern recognition algorithm called
“Nonparametric clustering”, which allows detecting patterns without having any previous knowledge. A
complete description of the algorithm can be found in [12]. Later, considering the type of monitoring
technology included in the prototype, the most appropriate algorithm to be executed in the probabilistic
execution engine is a temporal probabilistic model as described in [37]. Both, accelerometers and RFID
reader information is combined as explained in [35].

In occupational sciences, there is not a unique uniform description language, so one of the usually
used must be chosen to be included in the prototype. Basically there are two proposals: the American one
[2, 5] (made by the American Occupational Therapy Association) and the European one [8] (encouraged
European network of Occupational Therapy). Because the European project normalizes terminology,
not only in English but also in Spanish and German, among others languages, we decided to use their
proposal [8]. So, the output of the probabilistic execution engine and the high-level execution engine will
be expressed following those recommendations.

Finally, the high-level execution engine will execute an algorithm based on Bayesian networks, equal
to described in [30]. In this work, it can be found also an algorithm to construct the Bayesian networks,
which will be implemented in the Semi-automatic models construction engine.

The visualization platform is composed of a Java GUI where the result of the recognition process is
shown.

4 Experimental Validation

An experiment was designed in order to validate the proposed solution as a valid technology for ADL
recognition in ELEs. In particular, the experimental validation consisted of two different experiments.

In the first experiment, the rate of ADL correctly detected is evaluated. The proposed technology is
deployed in a laboratory of the Technical University of Madrid, where a house-like scenario is created
(see Figure 4). A traditional solution based on PIR sensors was also implemented in a similar space [25].
Eighteen people (18) were involved in the experiment. Nine people (9) performed activities in the space
where our solution was available. The other people (nine) worked in the space where the PIR-based
system was implemented.

A description about the activities to be performed in the different spaces was provided to participants.
Table 1 shows the list of panned ADLs.

Information about the inferred activities by both deployed systems was collected and compared with
the created plans. In order to do that, the Engines server was programmed to create a log file. Finally,
the rate of successfully deducted ADL was calculated.

In the second experiment, the user satisfaction is evaluated by means of a survey. People using
both ADL recognition systems were asked, once finished the first experiment, to fulfill a survey about
their satisfaction in respect to the experience. Results are processed using statistical software in order to
compare the obtained responses.

5 Results and Discussion

In this section we present the results obtained in the experimental validation. Figure 5 shows the aggre-
gated results of the first experiment. As can be seen, PIR-based solutions present a rated of successfully
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Figure 4: House-like space at the Technical University of Madrid

Activity Evaluation form

Transfer Moves in and out of bed and/or in and out of chair

Feeding Gets food from plait or equivalent into mouth

Going to
toilet

Gets on and off toilet
Arranging clothes

Bathing Sponge bath
Tub bath
Shower

Dressing Gets clothes from closets and drawers
Puts on clothes

Table 1: List of planned ADLs

inferred ADLs around 74%, while in the proposed technology is around 85%. This improvement is due
to the proposed separation between variation due to hardware and due to humans, which allow introduc-
ing a double verification phase. Moreover, many ADLs are performed using hands, so if these extremities
and their movements are controlled, more precise results are obtained (in PIR-based solutions only body
movements are monitored).

However, this improvement is not homogeneous. Figure 6 presents the results of the first experiment,
disaggregated per ADL.

As can be seen, activities performed, mainly, using the hands are easily detected by means of the
proposed technology. Nevertheless, if the ADL implies body movements (as in transfer ADL), PIR-
based technologies are more adequate and success rate is higher.

In respect to the second experiment, Figure 7 shows the results of the satisfaction survey.
A Mann-Whitney U test was conducted in order to test if both surveys were statistically equal; we
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Figure 5: Aggregated results of the first experiment

Figure 6: Disaggregated results of the first experiment

Figure 7: Results of the second experiment

could not find any statistical evidence confirming the difference between the two samples. Then, we can
say both technologies provide the same degree of satisfaction.
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6 Conclusions

Enhanced living environments (ELEs) are rapidly becoming in one of the most profitable research fields.
Seamless integrations of Information and Communication Technologies (ICT) within context-aware
homes are usually the technological base over which ELEs are built. In this field, ADLs recognition
is one of the most critical and widely studied activities. However, most proposed systems are monolithic
solutions where there is no division between the different scientific domains, making difficult and costly
their maintenance and modification. Our technology pretends to address this problem by means of a
functional architecture based on Cyber-Physical paradigm and reference architecture.

In our solution, technological domain and occupational sciences domain become independent, which
enables the deployment of systems only attended by expert caregivers or occupational therapists (without
the intervention of hardware technicians).

We provided also two experimental validations with real users. These experiments showed that the
proposed technology improves the overall rate of success; especially in ADL performed suing the hands
(compared to traditional PIR-based approaches). Moreover, despite the use of a cybernetic glove, the
user satisfaction level in both technologies is equivalent.
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Abstract

Monitoring people is central to many applications. Some works from the literature prove that in-
formation about that the sequence of objects a person uses while performing an activity robustly
characterizes both, the activity and the quality of its execution. In this paper we present a novel
system called “Toolkit for activities Inference” (T4AI) for inferring the activities executed by people
from the interactions with objects. The system includes as main element a cybernetic glove based
on wearable RFID readers and sensors. Our proposal includes an improved RFID technology being
able to be used in metallic environments (such as industry scenarios). Moreover, an experimental
validation was conducted in order to determine the performance of the proposed system.

Keywords: cybernetic devices, cybernetic glove, RFID, T4AI, Toolkit for activities Inference

1 Introduction

From the beginning, human-activity tracking techniques have focused on direct observation of people
and their behavior with cameras, accelerometers, or contact switches [27]. Nevertheless, around ten
years ago, a new approach was born [22] [29]. It consisted of complementing direct observation with an
indirect study, deducting people’s actions from their effect on the environment, especially on the objects
with they interact. Thus, many works (such as [25] and [14]) have explored ways to obtain and use
knowledge of person-object interactions.

Knowing which physical objects a person touches is central to many applications [27]. Logs of
objects touched during a day may be, for example, the basis of “experience sampling” [7] programs
whose objective is reconstructing user’s behavior.

Basically, three main techniques have been applied in human-activity tracking [27]: computer vision,
active sensor beacons and passive RFID. Among all these, computer vision is the least mature technology,
remaining many challenges unresolved. Active sensor beacons allow us to know, very precisely, the
interactions human-objects, but require the use of batteries (which hinders their long term use). On
the contrary, RFID is a mature technology which provides the same accuracy as active sensor beacons,
but with the advantage of not requiring the use of batteries. In return, RFID tags are unable to detect
motion. Despite this inconvenience, RFID technology has been widely used for tracking human activity,
especially by means of its integration in wearable devices [27] [12].
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However, most of the proposed devices based on wearable RFID readers are really similar (they often
resembles to some kind of “smart glove”), and remain in a pretty low development level.

Therefore, the objective of this paper is to design and implement a new system for human-activity
tracking based on a cybernetic glove built with a new generation of wearable RFID readers and wearable
sensors. We call this new system “Toolkit for activities Inference” (T4AI). In particular, the contribution
of this paper includes the description of an improved RFID technology being able to be used in metallic
environments.

The authors carried out an experimental validation in order to validate the presented T4AI in this
paper. The statistical evidences and findings obtained during the experimental validation are very re-
markable and indicate the presented system in this paper is a reliable solution for tracking the execution
of the human activities.

The rest of the paper is organized as follows: Section 2 presents the state of the art in human-activities
tracking systems and wearable. Section 3 presents the contributions of the article. Section 4 describes
the experimental validation. Finally, Section 5 and 6 explain some results of this experimental validation
and the conclusions of our work.

2 State of the art

RFID technology is considered in many fields (such as sales or logistic processes) as the future way in
which information will be introduced in information systems (as replacement, among other solutions, of
the barcode). Actually, nowadays, RFID tags are more extensively used than, for example, barcodes in
many areas.

In research, since 1999, papers such as [32] have discussed how RFID tags can be used to bridge
physical and virtual worlds. One year later, Albrecht Schmidt defined the “Implicit Human-Computer
Interactions” as actions performed by the user that are not primarily aimed to interact with a computerized
system, but which such a system understands as input [25]. Merging both ideas, concepts such as the
RFID-based glove [27] or the iBracelet [12] for human monitoring were immediately developed.

The first study about an RFID-glove was [26]. This prototype is based on a low-frequency RFID
technology, so the maximum range reached is quite large. However, the connection between the glove
and the main host is wired, so the working distance is limited to the length of the wire. Moreover, the
design of the glove it is not very ergonomic, as the hardware is not completely integrated with it.

In 2005, this research field suffered a real revolution. First a second generation of the RFID-based
glove was presented in [12]. In this work, a miniaturized NFC reader was employed, instead of the
low-frequency RFID reader, so the electronics integration improved substantially. Moreover, a wire-
less communication module was also included, removing the wire which connected the glove with the
main host; thus, the working distance strongly increased. The obtained prototype (called iGlove) was
also complemented with a smart bracelet (called iBracelet) for applications where it was not possible to
integrate the electronics in the glove (such as in sanitary scenarios). Second, a new RFID technology in-
cluding sensing capabilities was described. As we said in the introduction, around 2004 a new approach
for human-activity tracking was described in [22] and [29] (among others). This technique consisted of
complementing direct observation with an indirect study. However, all the described prototypes do not
merge direct and indirect observation, but replace traditional instrument by RFID technology. Then, a
research group from the Intel Research Seattle presented in [23] a new project (called Wireless identi-
fication and sensing platform –WISP-) merging both sensing capabilities and RFID technology. These
devices (passive, programmable and provided with a microcontroller unit) interact with RFID readers
and WISP readers. If a traditional RFID reader is used, only identification number is obtained. If a
WISP reader is used, both the identification and data from sensors included are obtained. However, the
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WISP project presented in [23] (called alpha-WISP) is not enough, as sensing capabilities are limited to
one-axis accelerometer. Thus, some months later, an improved pi-WISP project is presented in [28]. In
this new article, sensing capabilities had grown for supporting three-axis sensors, so most sophisticated
application can be considered. With this new pi-WISP technology available, a new iGlove and iBracelet
provided with accelerometers were described in [27]. Although this was the first prototype in including
both sensing and RFID capabilities, the rate reached for data collection from sensors was rather poor, so
critical real-time applications were not covered in this approach.

Finally, after a period when no works about smart gloves were published, in very recent years (since
2013) various prototypes and research works have been reported [8]. In 2013, the first RFID-based glove
was patented [19]. It included a RS-232 connector, a small battery and a RFID reader. In 2014, systems
based on smart gloves for monitoring the children behavior were described [11]. Also in 2014, Fujitsu
presented a system [1] being able to control the operators in industries, using a RFID-enabled smart
glove also provided with a QR reader. In 2015 three important prototypes were implemented. First, the
Italian company IDROGENET SRL deployed a system called GloReha [2], based on a computerized
glove which infers the hand movements (and corrects them) in the context of neurological rehabilitation.
Second, the German startup ProGlove [5] developed a wearable tool targeted at professional production
processes. The wearable is basically an ergonomic smart glove being able to detect certain patterns.
Finally, at the Massachusetts Institute of Technology (MIT) a smart glove based on Arduino platform and
some accelerometers was successfully employed to translate the sign language into an English speech.
The proposed glove, named as SignAloud [6], is based on a powerful pattern recognition engine and a
voice synthesizer. Table 1 summarizes and compares the described relevant previous works.

In all cited precedents, one of the causes of the low development level of the wearable devices is the
selected RFID technology. In most RFID technologies the reading range is too high [31], and it cannot be
said the glove detects the touched objects when all objects in a meter radius are detected. Furthermore,
the reading range in NFC (Near Field Communications, the most used solution) is between five and ten
centimeters, and it may become too large depending on the application scenario. On the other hand,
all the gloves cited above present a great problem: they cannot be used in metallic environments. This
limitation is due to the use of passive RFID tags, which cannot obtain energy from the reader when placed
on metallic surfaces (as metals “reflect” the energy). In the last five years various proposals addressing
this issue have appeared [13] [10]. However, all are focused in Ultra-high frequency RFID technology,
which presents a reading range around 1.5 meters [10] (a too high value) and operates in the band of
850-950 MHz (a band legally regulated in many countries, so that the UHF RFID technology cannot
be used freely, for example, in most of Europe) [31]. There also exist some commercial products for
“on-metal NFC tags”. Nonetheless, they are based on the creation of a gap between the surface and the
tag circuit, by including several layers of different materials [4]. The result is a tag of a much larger size
than usual, and that can hardly be placed on small objects which need to be precisely manipulated.

Therefore, compared with all these precedents, our proposal presents a great improvement. An im-
proved and miniaturized RFID technology, capable of working in metallic environments, is developed.
It is really important to note that many objects in all scenarios are metallic, and, as we saw, none of them
could be tagged by using traditional RFID tags, as none commercial technology is totally suitable for
application to a cybernetic glove. This problem, which has only been partially addressed in the literature,
is resolved with the proposed technology.

3 Toolkit for activities Inference

We technically describe the presented contributions. In the first subsection, the application scenario is
defined. In the next subsection the improved RFID technology is described. Later, in Section 3.3 the
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Precedent Characteristics Problems

First RFID-glove [26] Very large maximum range. The electronic circuit is not
completely integrated. Wired

solution.

iGlove [12]
Children monitoring

system [11]

RFID readers are miniaturized.
Wireless solution.

Does not include any direct
observation technology

(accelerometers, sensors, etc.).

WISP [23]
Pi-WISP [28]

New iGlove [27]

RFID readers are miniaturized.
Wireless solution, includes

accelerometers.

The data rate is very poor. Critical
real-time applications cannot be

developed.

First patented
RFID-based glove

[19]

RFID readers are miniaturized. Does not include any direct
observation technology

(accelerometers, sensors, etc.).
Wired solution.

Fujitsu smart glove [1] Includes accelerometers and a
QR reader. Wireless solution.

The electronic circuit is not
completely integrated.

GloReha [2] Includes accelerometers and a
pattern recognition system.

Does not include RFID readers.
Wired solution.

SignAloud [6]
ProGlove [5]

Includes accelerometers and a
pattern recognition system.

Wireless solution.

Does not include RFID readers.

Table 1: Comparison among the relevant precedents

final electronic system is presented.

3.1 Application scenario

From the beginning, wearable technologies and pervasive computing [20] were developed together. In
fact, Mark Weiser explained in 1991 [33] [24], talking about pervasive computing, “The most profound
technologies are those that disappear. They weave themselves into the fabric of everyday life until they
are indistinguishable from it.” Furthermore, one of the basic applications of pervasive computing is us-
ing computers and sensors to infer users’ behavior in their environment. In applications performed in
controlled scenarios (such as living labs or training houses), cameras and artificial vision are the proper
technologies, as they are the least obtrusive and there is almost no problem associated with their deploy-
ment and operation (as conflicts with privacy or improper handlings of equipment by users). However,
some applications require to evaluate the users’ behavior in uncontrolled environments (such as the work-
place or the user’s home), which are more aggressive scenarios and deployments may not provide the
precision needed by the cameras (which, for example, must be properly focused). Besides, in the second
case, it is necessary to consider factors such as privacy, the space configuration (that probably will not be
as open as in controlled scenarios) or the available space in the user’s home. In that scenario, wearable
technologies seem to be the response.

Among all the applications which fit with the second described case, the study of people with cog-
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nitive disorders in first stage is a priority (especially in an increasingly aging world) [15]. However, it
remains being a difficult application area to infer whether and how people are performing activities [16].
Causes are various [22]. First, people can perform a same activity in different ways, so models adapted
to these requirements are needed. Second, the aggressiveness of the uncontrolled environments causes
the underlying hardware of ubiquitous computing system and wearable devices should be tolerant to high
levels of noise, light, vibration, etc. And, third, the number of activities is too huge for modeling each
activity separately; so automatic instruments to create these models are necessary.

In [22], researchers from Intel Research Seattle (closed in 2011) partially solved these problems.
They proposed a system (called Proactive Activity Toolkit –PROACT-) which represented activities as a
probabilistic sequence of objects used (which allowed addressing the first challenge in human-activities
tracking). Moreover, they created probabilistic models of activity use from plain English descriptions of
activities such as recipes; solving in that way the third challenge. To address the second challenge, they
found RFID as a robust technology to sense the objects being used in several contexts. Nevertheless, due
to the technology limitations, a huge list of objects could not be detected, such as those made of metallic
materials.

Therefore, the aim of this article is building a new system (called T4AI) addressing the shortcomings
of earlier prototypes. For this purpose, an improved RFID technology that detects interactions with metal
objects was developed. In the background, we also worked to solve another of the basic challenges in
the design of wearable devices: the communication between the glove and other hosts (for which it was
made use of modern low-energy technologies).

In scenarios related to people with cognitive disorders in first stage, motion analysis is a very impor-
tant complementary information source, for evaluating the quality with which activities are being per-
formed. So, the most proper additional sensors for our application scenario are three-axial accelerometers
[31].

The proposed system:

• Includes the cybernetic glove, a processing application and an analysis engine to infer the executed
activities using both RFID and accelerometers data.

• Represents activities as a probabilistic sequence of objects used.

• Describes probabilistic models as TXT files, written in plain text.

With this system, authors conducted an experimental validation where various people were moni-
tored, allowing us to determine the correct performance of the proposed solution.

3.2 An improved RFID technology

RFID-based wearable devices [9] have received great attention in the last 15 years (see Section 2). Fur-
thermore, in the last five years, many miniaturized new RFID technologies for wearable devices have
been proposed. However, most works [21] [17] propose including UHF RFID tags in fabrics, in order to
maintain clothes “passive” (without independent power supply). The objective of these wearable devices
is to monitor users’ position by means of, for example, various antennas strategically placed to make a
triangulation [30]. The main reason to include passive tags in fabrics, instead of active readers, is the
difficulty of miniaturizing RFID readers and making them energy efficient (see Section 2). However, in
our application, we are detecting objects used by the users, so passive tags must be placed in objects and
the user have to be provided with and active reader (in our case, integrated in the cybernetic glove).

Two additional problems have to be taken into account in the use of traditional RFID technologies in
a wearable glove. First, the minimum distance at which a tag can be read (using high frequency RFID
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solution [31]) is around 5 centimeters. This value is too high in our application, as we are only interested
in the object touched by the users. In a typical daily living situation, various objects are placed together,
and we need distinguish which particular object has been picked up. None other tag must be read. And,
second, RFID tags cannot be placed in metallic surfaces [31]. On the one hand, traditional RFID tags
cannot be read if placed in metallic surfaces, which may be found every day in our lives (in kitchen
items, clothing, containers, furniture, etc.). Any case, a real monitoring of the activities of daily life
cannot impose constraints on the objects used.

Therefore, to create our cybernetic glove we designed an improved RFID technology based on minia-
turized active readers, being able to read tags placed on metallic surfaces and whose minimum reading
distance tends to zero (direct contact). As limitation, this technology does not allow the use of commer-
cial solutions, making it difficult to perform large deployments at low cost.

In order to be energy efficient and be able to reuse tags for different applications (which lowers
system cost) the proposed technology comprises both a miniaturized, active reader with reading and
writing capabilities; and rewritable passive tags. Thus, both the reader and the tags are formed by two
different transponders: a transmitter module and a receiver module. The objective of this scheme is to
be able to establish a full-duplex communication between reader and tags by means of the use of two
different radio channels (Figure 1).

Figure 1: Communication scheme for the RFID technology

If both radio channels are sufficiently separated in the frequency domain, any relevant interference
between both frequencies will occur. Over these two channels, data packets containing the identification
of the tag and the reader will be sent.

The general design for the transmitter module in the reader and in the tag is the same (Figure 2(a)).
The information to be transmitted modules a carrier frequency in amplitude (using ASK modulation),
which is adapted to be radiated by means of an antenna tuned at the carrier frequency. The signal
adapter module is an extremely narrow passband filter that only allows passage of the carrier frequency,
eliminating any other component of the spectrum.

Although the general design is the same in both elements (reader and tags), the transmitter imple-
mentation is different depending on the device. The reader must be, overall, robust. It is going to be
placed in a glove, so it will be subject to changes of position, shock, friction, etc., in this scenario it is
important that its operation is not affected significantly in these situations. The tags, meanwhile, must be
inexpensive (as it is important to have a lot to place tags in all objects of daily life). Therefore, to imple-
ment the transmitter in the reader, it has been chosen a much more complex and expensive technology,
but very robust. Meanwhile, for the tag, it has been sought the most cost effective solution.

In the case of the reader, the amplitude modulation is made by means of an analog switch, selecting
between the carrier signal and ground (Figure 3(a)) following a TTL signal which codifies the informa-
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Figure 2: (a) General design for RFID transmitter (b) General design for RFID receiver

tion to be transmitted. Both, the carrier signal and the information signal are generated by the same high
integrated microprocessor (to which a digital waveform generator is added). Using a software simulated
oscillator reduces the size of the reader, its price, increases its robustness and allows an easy selection of
the carrier frequency.

Figure 3: (a) ASK modulator in the RFID reader (b) Signal adapter circuit in the reader

This scheme for the transmitter, although it cannot generate large-signal (more than 3V in amplitude)
it is sufficient if the reading distance between reader and tag is very small (as in our case).

Moreover, the use of an analog switch and software oscillator (instead of the traditional analog crystal
oscillators) greatly simplifies the signal adapter module. Usually [3] adaptation stages need an EMC
filter and an impedance adapter circuit made of six capacitors and two inductances (which are especially
problematic in high integration). In comparison, in our technology, signal adapter module only needs
one passband filter made of two capacitors. To achieve this, the circuit uses the inductive impedance
viewed from the end of the adaptation stage towards the antenna (when it is in transmission). Figure 6(b)
presents the resultant circuit. The transference function of that circuit is similar to which showed by
a second order passband filter. The advantage of that design is that, at carrier frequency, C1 capacitor
supplies current to the antenna, so the signal is amplified, and the radiated field maximum. Furthermore,
at the carrier frequency and due to the fact that the circuit is resonant, the impedance of the set is minimal
and negligible the energy dissipation (which greatly reduces power consumption).

In the case of the tag, the amplitude modulation is made by means of only one high integrated micro-
processor. The microprocessor will generate a TTL function codifying the information to be transmitted.
Then, that signal passes through the adapter signal module described above, so all components in the
spectrum are cancelled, except carrier frequency, and TTL signal is “rounded” (the final result is similar
to an ASK modulated carrier). This procedure is much cheaper, but is weaker and requires certain degree
of stability to operate.
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The receiver module is the same in both tags and reader (a global scheme is presented in Figure 2(b)).
The signal is received by means a tuned antenna, and it passes through a signal adapter module (which
removes all signals in the spectrum except the modulated carrier). Later, the filtered signal passes through
a demodulator, capable of extracting the information coded in the carrier.

The signal adapter module is formally the same as described above, except in this case the inductance
associated with the antenna is viewed as if it were a signal source (Figure 4(a)). The received signal,
therefore, is also amplified in that resonant circuit. The demodulator is made of half-wave rectifier,
which transforms any period of non-zero signal at a high level of continuous voltage. Said continuous
signal fed to a digital to analog converter (ADC) integrated in the microprocessor. When the ADC
accumulates several values much greater than zero, it is decided, then, that has been received a ‘1’. In
opposite case, it is assumed transmitted a ‘0’ (Figure 4(b)). Thus, sample speed is a critical parameter of
the design.

Figure 4: (a) Signal adapter circuit in the reader (b) Output of the demodulator

The physical phenomenon that allows communication between tag and reader is the mutual induc-
tance between two coils. When by a coil of copper wire is circulating a variable current, the coil generates
a magnetic field (Figure 5(a)). This field is not too intense, but at very short distance there is indeed a
magnetic flux perpendicular to the coil (Figure 5(b)). When a second coil enough approaches the first,
the field generated crosses the second coil and induces a current that varies as does the flow (Figure 5(c)).
This mechanism (much like how transformers work) permits the use of low power signals, and ensure
that only those tags located close enough can be read (ideally those with whom the reader has contact).

Figure 5: (a) Magnetic field generated in a coil (b) Perpendicular magnetic flux (c) Induced current in a
coil by a magnetic field

In traditional RFID technologies [31] there are various ways in which the RFID reader-writer can
communicate with the RFID tag. Basically, three physical processes are used: backscatter coupling,
capacitive coupling and inductive coupling (which it is used in the glove). With the traditional design of
RFID readers and tags, capacitive coupling are used for close range links (within 1 centimeter), inductive
coupling for remote links (between 1 cm and 1 meter) and RFID backscatter coupling for long range
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links (more than 1 meter). However, capacitive coupling requires including rigid electrodes, acting as
the plates of the capacitor, which extremely difficult to integrate into a flexible fabric. Thus, the inductive
coupling is most suitable procedure (as copper coils can be very flexible), although the read range in the
traditional technologies is too large. With the proposed technology, this problem disappears and close
range links with inductive coupling are reachable.

Working with very low power signals and very short range links, removes all legal limitations on
the use of frequency spectrum. Therefore, it has been chosen to work in the band of tens of kilohertz
(up to 1000 times below the NFC band). This allows reducing the power consumption of the system for
the same transmitted power, lowering the components’ price and getting a greater level of integration.
Furthermore, the spurious modulation effects are located far away from the passband at these frequencies,
so a more robust operation is achieved.

Nevertheless, the main advantage of using inductive coupling at very short ranges is the possibil-
ity of using our technology in metallic environments. Tags can be placed over metallic surfaces, and
communications may continue taking place robustly.

Finally, it is important to note that, apart from the reduction in the number of components achieved
with our technology (which already greatly reduces the system size), the area occupied by the coils in
our solution may be significantly less than that used in commercial solutions. In addition, for all the
components mentioned above there are a highly integrated version, and even microprocessors can be
developed in printed technology if the algorithm to be run in that microcontroller is prepared.

3.3 Complete electronic system

Once presented all the contributions in the electronic field, in this section we are describing the final
electronic system on which the cybernetic glove will be based.

Figure 6 shows the global scheme of the system.

Figure 6: Global scheme of the electronic system

In the cybernetic glove, a sort of sensors is connected to a main microcontroller. Being more specific,
the glove is provided with three sensors: two accelerometers and one RFID reader (see Section 3.2).
The microcontroller, with the data collected, builds a data frame to be transmitted toward the remote
host where processing takes place. That frame is transmitted by a traditional SPI port to a 2.4GHz
communications module, which implements ZigBee protocol. The remote host is connected through
a RS-232 port to a ZigBee receptor made of a microcontroller and a 2.4GHz communications module
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(equal to which is included in the glove). In that host, a MATLAB application receives, processes [18]
and presents data and results.

Then, the sum of all information provided by the accelerometers and the RFID reader (transmitted
by means of the processor and the communications module) enables a MATLAB application to calculate
and determine the users’ behavior in the remote host.

3.4 Final prototype and system operation

The electronic system described above was integrated in a woven glove, being able to communicate
with the analysis engine and the data processing application, both implemented in MATLAB code. The
resulting wearable device can be seen in Figure 7.

Figure 7: Final integrated smart glove

Both the analysis engine and the data processing application were implemented using MATLAB
code and some of the pattern recognition functions available in that environment. In particular, the data
processing application filters the received data and removes the frequency components due to electronic
noise, interferences, etc. Once the important information has been extracted, it is sent to the analysis
engine where a Hidden Markov Model (HMM) allows the identification of the executed activity. Figure 8
represents the graphic application used as interface between the pattern analysis engine and the users.

Finally, the system operation is described in the flowchart showed in Figure 9.

4 Experimental validation

Table 2 shows the activities selected for this experimentation.
The experiment was split in three different phases:

• Training phase: Participants received some training about the activities they had to perform with
the cybernetic glove, the activities they have to perform and how to perform it. The participants
attended a lecture where they were trained and they saw the gloves for the first time, while experts
presented them and performed some examples.

• Activities performing phase: Each participant was interviewed in this phase. The participant was
asked to execute the 6 activities being monitored with the proposed T4AI.
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Figure 8: Graphic application in the analysis engine

Activity
number

Activity description

1 Use a microwave

2 Adjust the thermostat

3 Turn on TV, watch it for a few minutes, turn it off

4 Take some pills

5 Phone to get the horoscope

6 Make yourself a cup of coffee

Table 2: Tested activities

• Evaluation phase: In this phase, experts evaluated the records obtained by the system for each
participant.

The experiment was performed in a laboratory at the Technical University of Madrid (UPM). The
“Toolkit for activities Inference” (T4AI) was deployed in the laboratory, in order to collect and process all
data from the cybernetic glove, and for inferring the activities being performed by users. T4IA reported
automatically the result of the activity at the end of each performance; experts took note about all the
results. When a performance was correctly classified, it scored a true positive (TP); an incorrect it scored
a false positive (FP); but when an activity occurred and was not reported by our system, it scored as a
false negative (FN).

5 Results

In this section we present the results obtained in the experimental validation. The analysis about the
activities inferred by T4IA is shown in Table 3.

11
377



Monitoring people based on improved wearable devices M. Pérez-Jiménez, B. Bordel, R. Alcarria

Figure 9: Flowchart of the proposed T4AI

A Mann-Whitney U test was conducted in order to test if the precision and recall obtained in our
experiment are significantly different from the results obtained by Philipose and Fishkin [22]; we could
not find any statistical evidence confirming the difference between the two samples.
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Activity no. True Positives False Positives False Negatives

1 12 3 6

2 15 0 3

3 15 1 3

4 13 2 6

5 20 0 4

6 10 3 5

Total 85 9 27

Table 3: Experiment result for the RQ1 validation

Therefore, we can assert that T4IA (Toolkit for Activities Inference) used in the validation behaves
the same way as system presented by Philipose and Fishkin [22]. Then, it can be said that activities
performed by user can be inferred with the proposed system as with the precedent, so in the proposed
T4AI no functionality is lost compared to the previous prototypes (Section 2). However, our system
presents various advantages such as the possibility of considering metallic objects in the application
scenarios.

6 Conclusions

With our proposed T4AI and its cybernetic glove, the limitations about the objects which can be manip-
ulated by users being monitored are reduced thanks to an improved RFID technology being able to read
tags placed over metallic surfaces.

We provided also an experimental validation with real users. In order to probe the correct perfor-
mance of the proposed system, we investigated if the TP, FP and FN obtained using our system are
significantly different from the results obtained by Philipose and Fishkin [22]. We did not find any
statistical evidence confirming the difference between the two proposals.
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Predictive algorithms for mobility and
device lifecycle management in Cyber-
Physical Systems
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Abstract

Cyber-Physical Systems (CPS) are often composed of a great number of mobile, wireless networked devices. In
order to guarantee the system performing, management policies focused on becoming transparent to high-level
applications, the changes in the hardware platform have to be implemented. However, traditional reactive
methodologies and basic proposed predictive solutions are not valid either due to the extremely dynamical
behavior of CPS or because the high number of involved devices prevents fulfill the timing requirements. Therefore,
in this paper, we present an advance predictive solution for managing the mobility and device lifecycle, being able
to meet all requirements of CPS. The solution is based on an infinite loop, which calculates, in each iteration, a
sequence of future system states using a CPS simulator and interpolation algorithms. Furthermore, an experimental
validation is provided in order to determine the performing of the proposed solution.

Keywords: Cyber-Physical Systems, Mobility management, Device lifecycle, Predictive models, CPS simulation,
Interpolation algorithms

1 Introduction
CPS are the next generation of engineered systems in
which computing, communication, and control tech-
nologies are tightly integrated [1]. In theory, any type of
device could be part of a Cyber-Physical System: large or
miniaturized, wired or wireless, fixed or mobile, etc.
However, most practical discussions about the charac-
teristics of CPS conclude that they are composed of a
great number of wireless [2], embedded [3], mobile
[2] devices.
Wireless mobile devices allow creating a more flexible

network architecture than other types of devices [4].
But, on the contrary, these devices tend to interact and
communicate opportunistically [4], so the access to them
is not guarantee, in general. Nevertheless, most CPS
applications (such as energy infrastructures, transport
systems, or medical instruments) require a permanent
and transparent access to the hardware capabilities, so

mobility and device lifecycle management policies are
essential in CPS.
Besides, this challenging situation has turn more

complex due to the appearance of concepts such as
the Cyber-Physical Internet [5]. These scenarios con-
sider the possibility of deploying various communi-
cated CPS in the same geographical area, so mobile
devices not only can move inside the coverage area of
one CPS but also they can move to other CPS and
later return (or not).
In traditional systems, device lifecycle and mobility are

supported by means of reactive techniques, i.e., the sys-
tem makes decisions or actions when a certain change
occurs [6]. However, these techniques suppose the
changes in the system are continuous and slow, so there
is enough time to determine and execute the proper ac-
tions before a fatal error occurs. For example, in Long-
Term Evolution (LTE) networks [7], a handover is exe-
cuted when quality or power measures from a user
equipment go below a certain limit. Then, it is suppose
these measures are not going to change abruptly, so
there is time to execute the handover (although it is a
long and complicated process) before losing the
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connectivity definitively. However, CPS present an ex-
tremely dynamical behavior, and the system state may
change rapid and randomly [8]. For example, in under-
water military applications [9], the medium can degrade
so fast that there is no enough time to react properly be-
fore losing access to hardware devices, since a relevant
change in the signal quality is detected. Thus, reactive
techniques are not valid in CPS, as the decision and ac-
tions are calculated considering situations which may
change strongly during the calculation process.
On the other hand, a small number of basic predictive

solutions are also available. In these proposals, the sys-
tem predicts the future changes and executes the appro-
priate actions before they occur. However, they are
based on heavy simulators which are useful in simple
scenarios but which fail when used in CPS due to the
high number of involved devices. In these cases, the
needed time to simulate a certain future situation is
higher than remaining time to really reach it. Then, the
essential timing requirement of predictive solutions is
not fulfilled.
Therefore, in this paper, we propose a predictive algo-

rithm for device lifecycle and mobility management in
CPS, being able to predict the future states of the system
and calculate and execute the appropriate actions before
future changes or fatal errors occur. The proposed algo-
rithm is based on a CPS simulator and interpolation
functions being able to calculate the future system states.
These results feed a decision-making module, which is
not part of the proposed predictive algorithms, but
which is required to manage the mobility and the device
lifecycle. The proposed solution presents a flexible defin-
ition, so it could be adapted to any application scenario
of CPS (low-rate networks, intelligent devices, etc.).
Moreover, an experimental validation is provided, con-
sidering a particular implementation of the proposed al-
gorithm. The proposed experiment proves that in more
than 95 % of cases, the algorithm manages the system
changes successfully.
The rest of the paper is organized as follows: Section 2

introduces the state of the art in mobility and device life-
cycle in CPS. Section 3 presents the application scenario
and proposes the predictive algorithm. Section 4 de-
scribes a particular implementation of the algorithm,
used in the experimental validation. Finally, Sections 5
and 6 explain some results of this experimental valid-
ation and the conclusions of our work.

2 State of the art
Works on managing the device lifecycle in CPS are not
common. In general, papers which treat this topic are fo-
cused on configuring the whole CPS, not only on man-
aging the hardware platform. Then, in general, particular
details about hardware issues (such as controlling the

remaining battery charge in wireless devices) are not
addressed.
In this area, different types of proposals are found.

Some works are focused on the use of artificial
intelligence algorithms being able of automatically add-
ing, removing, and configuring components in CPS [10].
Others describe special tools (such as middleware layers)
which, at the end, need the human intervention [11].
Works describing algorithms where each device gener-
ates a description file when a change occurs in the sys-
tem, which is processed by the rest of the platform, may
be also found [12]. Finally, papers discussing the installa-
tion of an intelligent scheduler in each device, communi-
cating with a central core where decisions are taken are
also available [13, 14].
However, as can be seen, all the previous proposals

follow a reactive scheme which is not valid in our
general scenario (it must be noted that, sometimes,
these solutions could be valid, if some assumptions
are considered).
The topic of mobility support in CPS has received

more attention than device lifecycle, although it is not a
main research line nowadays. In general, two types of
mobility may be defined in CPS: intra-system and inter-
system.
In intra-system mobility scenarios, devices move inside

the coverage area of one CPS. Proposal about this topic
delegate the mobility control to the underlying network
[15]. In these works, devices are clients of a mobile net-
work through which a data service (representing the
CPS applications) is provided. These solutions present a
good performing; however, as we said in the introduc-
tion, nowadays concepts such as the Cyber-Physical
Internet have to be considered, and this scheme cannot
cover the requirements of these scenarios. Then, mobil-
ity problem in CPS is focused on inter-system mobility.
In the case of inter-system mobility, works used to

propose application-specific mobile frameworks (based
on SOA, for example), adapted to the particular mobility
requirements of their scenario [16, 17]. Moreover, some
authors incorporate GPS transponders into devices, in
order to provide geographical data to a computational
core. Then, the core may determine if devices are or not
in the coverage area [18]. Nevertheless, all these pro-
posals (including the cited for the intra-system case) fol-
low a reactive scheme and are valid in very restrictive
scenarios (as we said previously).
Finally, relating to inter-system mobility management,

predictive schemes have been also proposed [19]. In
these solutions, predictive algorithms are based on simu-
lators which use numerical integration functions (one
for each device) [20]. Then, the resulting algorithms
present an order of complexity of ℴ(n2) for both: the
number of considered devices and the number of
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instants for which the system state is calculated. Thus,
in scenarios where hundreds of devices are included,
and/or where the dynamics requires to simulate the sys-
tem state in several time instants, the needed time to
simulate a certain future situation may be higher than
remaining time to really reach it.
Therefore, basically, it is necessary to design a predict-

ive algorithm being able to manage both the device life-
cycle and the mobility and to predict the future system
states before it reaches them. The solution should be as
general as possible and should allow including a high
number of devices and obtaining the system state in as
many time instants as needed. For that, we propose an
algorithm based on an infinite loop, where four steps are
repeated in each iteration: (i) data about the real system
state from hardware devices; (ii) a CPS simulator obtains
a certain number of future system states using the data
acquired; (iii) the rest of the system states are obtained
using interpolation techniques; and (iv) the decision-
making algorithms execute the adequate actions based
on the predicted future system states. The use of
interpolation techniques, as we are seeing, introduces a
greater error in the predicted future states. However,
they reduce strongly the needed time to obtain a se-
quence of future states. In the experimental validation
section we are proving the resulting solution allow
predicting and managing correctly the changes in the
system, despite the additional error introduced by
interpolation techniques.

3 Proposal: a predictive algorithm based on CPS
simulation
In this section, we analyze the general characteristics of
the base scenario, show the functional architecture for
the proposed solution and describe the proposed pre-
dictive algorithm.

3.1 Base scenario, functional architecture
As we said in Section 2, we are looking for an algo-
rithm as general as possible. However, CPS may be
deployed in very different scenarios: from small-scale
applications to large-scale solutions [21]. Then, a deep
analysis of device lifecycle and mobility in CPS should
be based on the definition and characterization of
several different deployments (manufacturing [7], irri-
gation [22], etc.), architectures, implementations, and/
or use cases. Nevertheless, in our case, we are going
to work over some general characteristics (common
to most cases), which are

1. Various small-scale CPS are deployed in the same
area. Besides, the high-level applications and
processes associated to one CPS are not modified or
affected by changes in the hardware platform.

2. The communication among the different CPS is
supported by the so-called Cyber-Physical Internet
[6], to which CPS are connected through an “Inter-
system services interface.”

3. Two types of CPS are defined: internal-CPS and
border-CPS. Internal-CPS present a coverage area
completely surrounded by the coverage areas of
other CPS. In border-CPS, the limits of the coverage
area represent the geographical limits of the Cyber-
Physical Internet.

4. The movement of the mobile devices can be defined
as follows: (a) free, when there is not external
control; (b) controlled, when it is possible to plan the
and route for them and; (c) limited to one or several
specific routes independently if they are free or
controlled.

5. Only predictable changes are considered. In real
systems, both predictable and unpredictable changes
occur: devices run out of battery charge or leave a
coverage area (which are predictable changes), but
also they get broken down or the tasks they are
executing get blocked (which are unpredictable
changes). Unpredictable events have to be addressed
using reactive techniques [23], which are not
discussed in this work but which must complement
the proposed solution in commercial deployments.

The first and second points focus the mobility prob-
lem on inter-system mobility. As we said, valid solutions
for intra-system mobility may be found, and mobility
problem in CPS is centered almost exclusively on inter-
system mobility. The third point refers to the geographic
limitation of the small-scale CPS and their underlying
network which, in general, does not have worldwide
coverage. Figure 1 shows graphically the resulting net-
work architecture from the first three points.
The fourth point is directly related to the great diver-

sity of devices which can be considered: from robots to
wearable devices. Each one of these devices presents a
different movement and the proposed solution should
consider all of them.
Finally, the fifth point limits the scope of the proposed

solution to predictable situations. These situations repre-
sent the majority of changes in the regular operation of
a CPS (or, even, in traditional communication networks
[24]). However, traditional reactive techniques (such as
timers) may complement the proposed predictive solu-
tion, especially in commercial deployments where un-
predicted system failures might occur and have to be
managed.
The functional architecture for supporting the main

proposal of this paper (the predictive algorithms, see
Section 3.2) can be seen in Fig. 2. Various components
may be distinguished.
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Peripherals: They include all the components which
support the task execution in a CPS (sensors, actuators,
processors, etc.). They communicate through an appro-
priate middleware (such as a serial port) with their asso-
ciate controllers.
Hardware controllers: It refers to all the components

which manage and control the operation of the periph-
erals. In particular, they include all the necessary drivers
to operate the peripherals. Each hardware controller has
associated a certain number of peripherals. A hardware
device which implements both peripherals and, at least,
one hardware controller is called self-manage device or
intelligent device.

Hardware manager: The entire hardware platform is
managed from this component. In particular, it includes
the module which implements the proposed algorithms
(the mobility and device lifecycle predictive manager). It
also implements the decision-making algorithms, exe-
cutes the transactions for system reconfiguration, and
makes independent changes in the hardware platform
from the high-level applications or processes.

3.2 A predictive algorithm for device lifecycle and
mobility management
At the start of the system, in the mobility and device life-
cycle predictive manager of the hardware manager

Fig. 1 Network architecture of CPS and Cyber-Physical Internet

Fig. 2 Functional architecture
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showed in Fig. 2, a model M of the underlying hardware
platform is created. In this model, the ith device is rep-
resented by a collection mi of ni relevant parameters (1).

mi ¼ idi; typei; param1; …; paramni

� � ð1Þ
The device model mi includes a unique identification

idi and a type identifier typei. The type identifier takes
values from a set T, where each value represents a differ-
ent class of device (2). The type identifier also indicates
the pattern which must follow the collection mi in each
case. Examples of possible relevant parameters are the
geographical position or the battery charge level.

T ¼ device classj j ¼ 1;…;Q
� � ð2Þ

Then, the entire model M is a list of collections of pa-
rameters mi (3). In order to allow its mathematical treat-
ment (for example, in the interpolation functions), this
model can also be expressed as matrix S (4). We are call-
ing this matrix representing the value of all important
parameters in the system “system state matrix” or, for
simplicity, “system state.”

M ¼ m1;m2;…;mkf g ð3Þ

S ¼
m1

…
mk

0
@

1
A ð4Þ

In (2) and (3), k represents the total number of devices
in the CPS. As, in general, not all device models mi have
the same number of relevant parameters ni. In system
state, matrix dimensions are homogenized by adding as
many zeros as needed (these additional zeros allow the
mathematical treatment of the system state matrix but
are ignored in the decision-making algorithms).
In the mobility and device lifecycle predictive manager,

a simulator being able to simulate CPS scenarios is also
included. This simulator will take the system state in a
certain instant t = t0, St0 , and will obtain the system state
h seconds later, St0þh . Additional zeros added to
homogenize dimensions in the system state matrix will
not be taken into account.
Two additional important parameters are the time step

h and the total simulated time Tsim. Then, the predictive
algorithm must obtain the system state each h seconds,
between the current time t0 and t0 + Tsim. In order to ob-
tain useful information, the calculation should finish be-
fore the first time step passes, i.e., before t = t0 + h.
In previous proposals about predictive mobility man-

agement systems, all the needed future states are ob-
tained by means of the CPS simulator. However, in
complex systems where a great number of devices are
considered, and/or where several time instants have to
be obtained (i.e., the time step h is very small), timing

conditions cannot be fulfilled, i.e., the calculations do not
finish before t = t0 + h. As a solution, we propose to gener-
ate some future states, instead of through the CPS simula-
tor using interpolation techniques (which are much faster
and lighter, although they present a greater error). Then,
three different types of system states may be found:

� Intra-state: It represents the real state of the system
in a certain instant t = t0. In this state, the values of
the parameters in the model are obtained from the
physical devices through a data acquisition process.
The cited data acquisition process could be based on
a periodical transmission of information from the
physical devices to the management unit; or in a
solution where the management unit requests the
devices for that information. In both cases, solutions
based on JSON objects or XML description files are
the most adequate (although any other could be
used). Intra-state is the most precise way of describing
the system; however, it is also the most costly (in time
and processing capabilities). These states will be noted
as SI or I. At least, one intra-state has to be composed
at the beginning of each iteration in the infinite loop.

� Predictive state: It refers the states obtained from
the simulator. To obtain a predictive state, it is
necessary to dispose, first, of an intra-state. From
one intra-state, we may be able to obtain as many
predictive states as desired. However, the precision
in the prediction goes down, as we try to predict
farther temporal instant is farther than what we
desire to predict. On the other hand, the time
needed to calculate a predictive state is lower than
necessary to acquire an intra-state. These states will
be noted as SP or P.

� Interpolated state: It refers to the states obtained by
interpolating two predictive states or one intra-state
and one predictive state. These states are really fast
to obtain but present the biggest error. This error
goes up when more temporal distance exists between
the states interpolated. These states will be noted as
SB or B.

The proposed algorithm is based on the definition of a
sequence of predictive and interpolated states, describing
the system in collection of future instants {t0, t0 + h,…,
t0 + Tsim}. Every sequence of states must start with an
intra-state. And, later, a predictive or interpolated state
is obtained for each time step, according to a prede-
signed pattern. The selected pattern might be very varied
and should be adapted to the specific application sce-
nario. In general, a balance between precision, calcula-
tion, speed, and the amount of data transmitted must be
achieved. Figure 3 shows some possible schemes, de-
pending on the considered scenario.
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Given a certain time step h and a total simulated time
Tsim, the precision of the sequence of states goes up, when
the number of predictive states included increases. How-
ever, the calculation time also increases and, perhaps, the
timing condition cannot be met. On the contrary, if more
interpolated states are considered, the calculation time
will go down strongly. Nevertheless, the error in the pre-
dicted states will be greater, and some changes could not
be predicted. We argue that it is possible to find a pattern
adapted to the considered CPS, such that it allows fulfill-
ing the timing condition and the additional introduced
error does not affect the correct prediction of changes in
the system. In Sections 4 and 5, we prove that.
On the other hand, the precision in the predicted

states also goes up when the time step h decreases.
Nonetheless, in this case, meeting the timing condition
(i.e., the calculation time must be smaller than the time
step) gets more complicated. Finally, Tsim may be used
as a design parameter. In general, if the considered CPS
presents a very variable behavior, the simulation time
Tsim will tend to be small (as well as the time step).
Then, in order to clarify the proposed algorithm, a nu-

merical example is provided. In a CPS, four equal de-
vices are available. Each device is represented by three
relevant parameters. Numerically, the four models get
described by

m1 ¼ 1; 1; 9; 8; 7f g m2 ¼ 2; 1; 9; 8; 7f g
m3 ¼ 3; 1; 9; 8; 7f g m4 ¼ 4; 1; 9; 8; 7f g

These models are ordered as a matrix, which corre-
sponds with the first intra-state obtained:

S ¼

1 1 9 8 7

2 1 9 8 7

3 1 9 8 7

4 1 9 8 7

0
BBBB@

1
CCCCA

¼ SIt0

Using a CPS simulator, a predictive stet is obtained:

SPt0þT ¼

1 1 6 8 5

2 1 1 0 0

3 1 2 6 6

4 1 9 8 7

0
BBBB@

1
CCCCA

And, finally, using matrix interpolation techniques, at
least one interpolated state is calculated:

SBt0þT
2
¼

1 1 8 8 6

2 1 5 4 4

3 1 6 7 6

4 1 9 8 7

0
BBBB@

1
CCCCA

Then, the situation of the devices for each temporal
instant is obtained by reconstructing the device models
from the previous matrixes

t ¼ T
2

m1 ¼ 1; 1; 8; 8; 6f g m2 ¼ 2; 1; 9; 4; 4f g
m3 ¼ 3; 1; 6; 7; 6f g m4 ¼ 4; 1; 9; 8; 7f g

t ¼ T m1 ¼ 1; 1; 6; 8; 5f g m2 ¼ 2; 1; 1; 0; 0f g
m3 ¼ 3; 1; 2; 6; 6f g m4 ¼ 4; 1; 9; 8; 7f g

As we said, the proposed sequence of predictive and in-
terpolated states must be repeated in an infinite loop,
which in each iteration starts with obtaining an intra-
state. This new intra-state could be obtained for an instant
posterior to the calculated interpolated and predictive
states. However, as we said, obtaining an intra-state is a
very costly task in time. Then, a temporal gap could ap-
pear in the management activities due to the delay of the
intra-state generation process. In order to avoid that, the
new intra-state may be acquired for a moment before the
end of the current sequence (see Fig. 4).

Fig. 3 Possible sequences of states
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Moreover, in the second case, and if devices in the
hardware platform present a certain level of intelligence,
the intra-state may be generated using differential ac-
quisition (see Fig. 4). In differential acquisition, each
device is able to predict (and interpolate) its future
states. Then, in order to reduce the required time to
collect the information about the real device state,
they only transmit to the hardware manager the dif-
ferences between one of the last predictive or interpo-
lated states in the sequence and the reality. Later, the
hardware manager reconstructs the complete intra-
state. This solution is in general much more efficient
(especially if information compression is also enabled)
and, overall, faster (which helps to meet the timing
condition).
Then, considering all previous discussion, Algorithm 1

presents the general management algorithm.
In summary, Algorithm 1 creates the first intra-state

and calculates the sequence of interpolated and

Fig. 4 Possible restarts of the sequence of states
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predictive states using the obtained intra-state and given
the desired pattern. Then, it calls the decision-making
process with the calculated sequence of future states and
performs the appropriate actions. Finally, it waits until it
is necessary to obtain the next intra-state, and then ac-
quires it (using differential acquisition if available).
In Algorithm 1, two procedures remain undefined:

the decision-making function and the calculation
process of the future states (including the simulation
and interpolation process). With respect to the first
function (decision-making), it is totally independent of the
proposed predictive algorithms (see Section 3.3). Concern-
ing the second function (calculation of the future states),
Algorithm 2 represents its implementation.

As can be seen in Algorithm 2, two parameters are
taken as input: the original intra-state and the scheme of
predictive and interpolated states. This scheme has the
following structure (5).

SS ¼ instantpred ; instantinterp
� � ð5Þ

SS is a list of two elements where the fist element,
instantpred, is a list of the temporal instants for which a
predictive state must be calculated. The second element,
instantinterp, is a list of lists indicating the structure of
the interpolated states (6).

instantinterp ¼ T 1;…;Tq
� �

i; i ¼ 1;…; length instantpred
� �n o

ð6Þ
In instantinterp, each list indicates the temporal instants

for which an interpolated state must be calculated. The

first list indicates the instants between the first intra-
state and the first predictive state, the second list indi-
cates the instants between the first and the second pre-
dictive states, etc.
Considering Algorithm 2, a first numerical evaluation

of the impact of using interpolated states in the calcula-
tion time may be done. As we said, simulators present
an order of complexity of ℴ(n2) for both, the number of
considered devices and the number of instants for which
the system state is calculated. On the contrary,
interpolation algorithms present an order of complexity
of ℴ(n) for both, the number of considered devices and
the number of instants for which the system state is cal-
culated. Then, we consider the needed time to calculate
an intra-state for a certain CPS TI, the required time to
calculate one predictive state in the same CPS TP, and,
finally, the needed time to calculate one interpolated
state in that CPS TB. If we suppose the selected pat-
tern for the sequence of future states is the default
configuration (see Fig. 3), the time employed in the
calculation process if interpolated states are not con-
sidered is (7). In (7) T3 − P is the calculation time for
three predictive states.

TI þ T 3−P ¼ TI þ 32TP ð7Þ

In the same situation, if interpolated states are consid-
ered, the needed time is (8).

TI þ TP þ T 2−B ¼ TI þ TP þ 2TB ð8Þ

In the general case, TI > TP > TB. In order to obtain a
first evaluation, we imagine that TI ≈ 3TP and TP ≈ TB.
In those circumstances, the use of interpolated states re-
duces the calculation time around 50 %. Then, it is clear
that the use of interpolated states helps to fulfill the tim-
ing condition.
On the other hand, it is important to remark that

interpolation techniques also present some disadvan-
tages. As we said, interpolated states have a low preci-
sion, although they can be calculated in a very fast way.
The second part helps to fulfill timing requirements, but
the first idea refers to the need of more complex
decision-making algorithms (depending on the case). If
interpolation techniques are correctly designed and the
CPS presents a regular behavior, then the loss of
precision does not affect significantly the mobility and
device lifecycle management. However, in CPS whose
behavior tends to be very dynamical and changing (or if
interpolation techniques are not correctly planned), the
loss of precision might be remarkable and the decision-
making modules should implement mechanism to oper-
ate in those conditions (what complicates the algorithm
design and programming).
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Finally, in Algorithm 2, any of the available CPS or
Internet-of-Things (IoT) simulators is valid. For ex-
ample, the simulator CyPhySim [20, 25] proposed by the
Berkeley University could be employed. Other options
are the NS3 simulator [26], the SimpleIoTsimulator suite
[27], or the junction of MATLAB and Simulink [28]. Re-
lating to the interpolation process, also any of the avail-
able techniques may be used: from linear interpolation
[29] to cubic splines [30].

3.3 Decision-making and predictive solutions
Once a sequence of future states is generated, the
decision-making algorithms evaluate the information and
decide to execute the appropriate actions. Many possible
decision-making algorithms may be employed in the pre-
dictive algorithms. On the most efficient case, intelligent
decision-making [31] would be used. However, in this
work, we have designed a more simple strategy.

In our proposal, in each sequence of future states, the
decision-making algorithm looks for the relevant
changes defined in the system (such as a device running
out of battery charge). Then, if any of them is found, the
system will initiate the transaction for the system recon-
figuration immediately. Once all the parameters have
been negotiated, all data transmitted, etc., the transaction
is pending. In the moment when the change really occurs,

the transaction is finally accepted and the CPS is reconfi-
gured. If, at the end, the change never happens, the trans-
action is canceled. Algorithm 3 presents the decision-
making function specifically designed for this work.
On the other hand, in advanced scenarios, decision-

making module may also change the scheme of interpo-
lated and predictive states. As we said, CPS present a
very dynamical behavior. In some circumstances, the se-
lected scheme for the interpolated and predictive states
at first might not be adequate when the CPS evolves. In
those cases, the decision-making algorithms may imple-
ment mechanism to detect the increase in the number
of unpredicted changes and to reconfigure the scheme
of states in order to be more effective.

4 Practical implementation and experimental
validation
For the first practical implementation of the proposed
solution, we have selected as deployment scenario a
laboratory at the Technical University of Madrid. The la-
boratory is organized in three rooms (see Fig. 5), being
deployed a different CPS (i.e., a different hardware man-
ager) in each room.
In this scenario, three predictable relevant changes can

occur: (a) devices move from the coverage area of one
CPS to the coverage area of another, (b) devices leave all
the deployed CPS, or (c) devices run out of battery and
become unavailable. In the first case, a handover must
be executed. In the second and third case, if necessary,
tasks being executed by the device have to be delegated
or canceled. In advance scenarios, techniques for avoid-
ing the predicted events could also be employed. For ex-
ample, in applications involving humans, messages to
prevent them from leaving the system could be sent.
These advanced solutions, however, are not considered
in this work.
In CPS, processes are not assigned to only one device.

Instead, processes are divided in several tasks which are
executed in the hardware platform. For this reason, if
one device is transferred to other CPS, the whole con-
text (process) cannot be transferred. Then, handovers in
our CPS are managed as a case of IPv6 mobility [32] and

Fig. 5 Deployment scenario
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not as traditional handovers from mobile networks. In
that way, the target CPS acts only as a proxy, connecting
the source CPS with the transferred device.
In the case that the device leaves all CPS or runs out

of battery charge, if the estimated time to finish the
assigned tasks is greater than the remaining time until
the device becomes unavailable, resources are allocated
in other device or devices, and the necessary data are
transmitted to them. When the device becomes unavail-
able, the new execution is activated. If, at the end, the
device remains available, the allocated resources are
released.
We performed a system deployment in order to validate

the proposed solution. For that, the hardware platform in
the described CPS is made of various smartphones and
tablets, where an application called CPS Client was in-
stalled. This application (see Fig. 6) allows the device to be
part of hardware platform when pressing the connect but-
ton and releases the device by pressing the disconnect but-
ton. When acting as an element of the hardware platform,
the device tries always to be connected and sends period-
ically the needed data to the hardware manager to create
the mandatory intra-states. It also shows some informa-
tion about the activity in the system.
In this scenario, differential acquisition is not available,

and the employed simulator is an integration of the NS-
3 simulator and the suites MATLAB and Simulink [33].
The pattern of predictive and interpolated states is as
follows (9) (time given in seconds). As can be seen, h = 1 s
and Tsim = 3 s. In order to select these values, we tried to
not commit errors up to the maximum typical error con-
sidered in engineering. We considered people walking to
have a medium speed of 1:1m

s [34]. Then, in a room with
30 m long, in 3 s a person has varied its situation in more
than a 10 % (the typical limit to consider a value negligible
in engineering).

SIt¼0 SBt¼1 SBt¼2 SPt¼3 ð9Þ

In the proposed scheme of future system states, two
interpolated states have been considered. Walking
people tend to follow a very predictable path and batter-
ies are discharged slowly, so various interpolated states
may be included without committing great errors. It
must be noted that a matrix cubic spline technique was
implemented as interpolation technology.
In this scenario, thirty-six (36) people are provided

with the CPS Client and are requested to operate in the
coverage area of the CPS. They also could leave that
zone. The human behavior perfectly represents the com-
plicated dynamic of CPS. Data about the number of
managed changes, the success rate and the calculation
time were collected.

5 Results and discussion
More than 400 relevant changes were registered while
performing the experimental validation. Figure 7 shows
the distribution of the registered changes, depending on

Fig. 6 CPS client application

Devices running out of battery
(3%)

Devices leaving the system
(42%)

Transfer of devices
(55%)

Fig. 7 Classification of the registered events into types

Bordel Sánchez et al. EURASIP Journal on Wireless Communications and Networking  (2016) 2016:228 Page 10 of 13

392



their type. As can be seen, most of them were handovers
(55 %). This fact agrees with the scenario configuration,
where three different CPS were deployed. On the other
hand, changes about devices running out of battery charge
were few (3 %), as most devices had batteries with enough
capacity to be independent for dozens of hours.
Most of these changes were successfully managed, i.e.,

the expected actions are taken when the change occurs
(and only if the change occurs). The aggregated success
rate is slightly over 95 % (see Fig. 8). With respect to the
wrongly managed events (around a 4 %), all errors are
due to changes unpredicted by the simulator, so the
management algorithm failed. The underlying cause of
these misinterpretations is the dynamical model
employed to represent the system evolution, which for
some phenomena (such as the batteries discharge
process) implements laws which only are approximated
mathematical functions due to the complex behavior of
these phenomena. For example, typically the battery
charge is overestimated, and devices may turn off before
executing the adequate actions. Advanced CPS models
[35] would solve this situation.
In conclusion, the proposed predictive algorithm,

where patterns include interpolated states, clearly allows
the correct management of changes in the hardware
platform (despite the greater error included).
In fact, around the 4 % of events are unpredicted by

the simulator. However, some additional considerations
should be given to Fig. 8. If the success rate is disaggre-
gated into the three event types, some relevant facts
might be exposed (see Fig. 9).
First, as can be seen, the success rate in the case of

transferring a device to a second CPS (a handover) is
higher than the aggregated rate. If we consider a device
leaving the entire deployment, the success rate is, more

or less, equal to the aggregated rate. These high values
for the success rate may be associated to a good model
for the device movement in the simulator. Then, most
displacements are correctly predicted.
On the other hand, success rate in the case that a device

runs out of battery charge is much fewer (around a 30 %
fewer) than the aggregated rate. Clearly, that is due to the
complexity associated to the battery charge simulation.
Generic models are employed in these simulations, but
they poorly fit the real evolution of battery charge. Then,
an important percentage of the events of this type are not
predicted. Nevertheless, as this type of events only repre-
sents the 3 % of the total amount events, the impact in the
aggregated success rate is limited.
Finally, Fig. 10 represents the histogram of the cal-

culation time employed in obtaining each one of the
250 sequences of future states generated during the
experimental validation. As can be seen, the most

Aggregated sucess rate

0
20

40
60

80
10

0

95.8% 4.2%

Fig. 8 Aggregated success rate

Transfers of devices Devices leaving the system Devices running out of battery

Success
Fail

Disaggregated sucess rate

0
20

40
60

80
10

0

97.9% 2.1% 94.9% 5% 71.4% 28%

Fig. 9 Disaggregated success rate
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probable time is the interval of 0.3–0.4 s, so it is
clearly smaller than the time step (h = 1 s). Besides
the maximum calculation time was 0.57 s, which continu-
ous being smaller than the time step. In conclusion, the
proposed solution meets the timing condition.

6 Conclusions
Most practical discussions about the characteristics of
Cyber-Physical systems (CPS) conclude that they are
composed of wireless, embedded, mobile devices. Thus,
techniques for mobility and device lifecycle management
are necessary. Traditional reactive solutions are not valid
in CPS, as they present a complex, and sometimes ran-
dom, dynamic. The proposed basic predictive solution
cannot be employed as they do not fulfill the timing re-
quirements. Therefore, in this paper, we propose an ad-
vanced predictive technique for managing the mobility
and device lifecycle, being able to meet all requirements
of CPS. The solution is based on an infinite loop,
which calculates, in each iteration, a sequence of fu-
ture system states using a CPS simulator and interpolation
algorithms.
As we saw, the obtained success rate is higher than

the 95 %, so the proposed solution correctly manages
the changes in the hardware platform. However, most
complicated elements (such as the battery charge)
present difficulties to be simulated correctly. Besides,
timing requirements are comfortably met.
The proposed solution is valid for all types of CPS;

however, improved simulation models are needed and
tools for generating them automatically are also neces-
sary. Obtaining these technologies will determine the fu-
ture commercial success of our proposal. Moreover,
reactive techniques which complement the proposed
predictive solution are necessary, in order to create a
really useful hardware management algorithm for CPS.
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Abstract: Cyber-Physical Social Sensing (CPSS) is a new trend in the context of pervasive sensing. 
In these new systems, various domains coexist in time, evolve together and influence each other. 
Thus, application-specific tools are necessary for specifying and validating designs and simulating 
systems. However, nowadays, different tools are employed to simulate each domain 
independently. Mainly, the cause of the lack of co-simulation instruments to simulate all domains 
together is the extreme difficulty of combining and synchronizing various tools. In order to reduce 
that difficulty, an adequate architecture for the final co-simulator must be selected. Therefore, in 
this paper the authors investigate and propose a methodology for the design of CPSS co-simulation 
tools. The paper describes the four steps that software architects should follow in order to design 
the most adequate co-simulator for a certain application, considering the final users’ needs and 
requirements and various additional factors such as the development team’s experience. Moreover, 
the first practical use case of the proposed methodology is provided. An experimental validation is 
also included in order to evaluate the performing of the proposed co-simulator and to determine 
the correctness of the proposal.  

Keywords: Cyber-Physical Social Sensing; co-simulation; social simulation; networks simulators; 
MASON; NS3; Cyber-Physical Systems 

 

1. Introduction 

Cyber-Physical Social Sensing (CPSS) systems [1] are ubiquitous mobile wireless sensor 
networks where intelligent terminals equipped with various sensors are integrated. These terminals 
perceive human social information such as the environment or the social activities. CPSS include 
also a central server where the information is uploaded and from which users are provided with 
data services (see Figure 1). The final objective of CPSS is to enrich human-to-human, 
human-to-object, and object-to-object interactions in the physical world, human society, as well as in the 
virtual world [1]. 

As can be deducted from the previous description, CPSS are intrinsically concurrent. Various 
domains (such as the social, physical or cyber) coexist in time, evolve together and influence each 
other [2] (see Figure 1).  

In CPSS, the social world includes all people sharing the same space (as large as wanted) and 
time, including their individual and group physical and physiological state and all 
human-to-human interactions among the habitants (affective or physical) [3,4]. Many specialized 
works on sociology and group psychology have studied these issues [5–8]. 
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The physical world includes all physical phenomena and third-party devices and objects which 
are relevant to the CPSS operation [9]. The physical world also includes all the processes and 
object-to-object interactions developed by the elements which compose it. The temperature 
evolution in closed rooms [10], or the traditional industrial systems [11], belong to the physical 
world. The impact of the physical world in the social world has been exhaustively studied in the 
context of the so-called social environment [12–15], but always from a narrative point of view (never 
with practical applications). 

 

Figure 1. Cyber-Physical Social Sensing (CPSS) scheme. 

Finally, the cyber world includes all the intelligent terminals [16], sensors and mobile wireless 
networks used to sense the social information. The relation between the cyber world and the 
physical world is probably the most studied. The term cyber-physical systems (CPS) [17] (which 
refers to the intersection of the physical and cyber worlds) is nowadays one of the most popular 
terms in research. On the other hand, the field of social sensing [18] (the union of the cyber and social 
worlds) are also turning more important day by day (with concepts such as the Social 
Internet-of-Things [18,19]), although it continues to be less popular than CPS.  

The novelty of CPSS, then, is to consider the three subsystems (sometimes together with other 
domains such as the mental world [20]) evolving together, formalizing some ideas which have 
started to appear very recently (such as the union of CPS and social sensing) [21]. Table 1 
summarizes the relations among the different subsystems as described above.  
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Table 1. Different concepts about the relations among the CPSS subsystems. 

Concept Physical World Social World Cyber World 
Cyber-Physical systems x  x 
Social Internet-of-Things  x x 

Social Environment x x  
Social sensing  x x 

CPSS x x x 

As a current technological paradigm, CPSS present some common characteristics with other 
recent proposals such as the Internet-of-Things (IoT). However, while IoT solutions are focused on 
the global interconnection of “things” (daily living objects provided with embedded computers), 
CPSS are primary designed to perceive human social information including the environment, 
transportation and social activities [22]. In both cases, a heterogeneous hardware platform with a 
high density of devices is considered. Nevertheless, IoT systems consider people as users and things 
as the main element in the systems, while in CPSS the human factor is the basic information source 
and sensors (usually integrated into intelligent devices) are only the medium through which obtain 
that information. Technically, CPSS may be understood as an extension of IoT systems, were human 
factors are combined with traditional devices. As an evolution of Cyber-Physical Systems [23], CPSS 
use to define feedback control loops, where social information is processed and returned to social 
world in order to generate a certain effect. On the other hand, IoT services do not have restrictions 
and may be based on the simple data acquisition.  

In any case, it must be noted that how the social world is integrated into CPS/IoT in order to 
create CPSS systems is an open issue [20]. Some works (the oldest ones) monitors social information 
by means of user surveys or user interfaces [24], defining kind of collaborative platforms (in order to 
forecast the bus arrivals [25] for example). Other define sensor networks were nodes interact with 
others and share information as people do in social networks [26]. Finally, and probably the most 
popular approach nowadays, some authors understand that CPSS should monitor people in a 
passive way (without human intervention, surveys or interfaces) as CPS monitors temperature or 
manufacturing process. In order to do that, sensors included in intelligent terminals are usually 
employed [27,28]. Using the acquired information, people behavior, movement, etc. could be tracked 
and the environment (public infrastructure, such as airports, for example) would react to this social 
information. 

In this work, we are following the last approach, considering that CPSS are systems focused on 
monitoring people social behavior in a passive, unobtrusive and non-intrusive way.  

The most important difficulty that CPSS designers face is the problem of constructing large 
systems, including thousands of devices, people and a great amount of information [29]. Besides, 
CPSS have to manage very different abstraction levels, from the high-level information typical of the 
social world, to the very low-level information, so common in the cyber world (especially when 
hardware is considered) [20]. In order to address this problem, application-specific tools are 
necessary for specifying and validating designs and simulating systems. 

Nowadays, specific tools are employed to simulate each domain independently (a social 
simulator for the social world, a network simulator for the cyber world, etc.). This solution is very 
efficient in time, as each tool is extremely optimized to simulate a specific domain. In fact, most new 
tools for CPSS simulation would be less efficient and would require more computing power [30]. 
However, this situation also presents important disadvantages. Mainly, it firstly forces the 
decomposition of the CPSS scenario in different subsystems, simulating each domain in one 
environment and, later, relates the results obtained from each tool. All these actions must be 
performed by different experts, simulations becoming a very costly and complicated task. Thus, 
despite the probable inefficiency in time, the future is the co-simulation [31]. 

Nevertheless, today there is a lack of co-simulation instruments being able to simulate together 
all domains which made up a CPSS. The main cause of this situation is the difficulty of relating 
correctly the simulation of various subsystems, as well as the complexity of interaction with final 
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users in order to acquire the necessary co-simulator’s requirements and characteristics. In particular, 
integrating and/or synchronizing various simulation tools implies modifying the execution routine 
or the communication and graphic interfaces among other tasks. Moreover, interacting with final 
users in order to acquire the required system characteristics implies to coordinate a communication 
process among all the stakeholders. Most of these activities are very time consuming and many 
times researches, companies or users do not implement new co-simulation tools for not being sure 
whether the effort is worthwhile. In that situation, the role of software architects is vital, as they 
must guarantee that the selected design or solution is the most adequate for every case: depending 
on the application, the users’ needs, the acquired requirements, the development team and the 
simulations to be performed (among other topics). In order to obtain a truly correct, efficient and 
functional co-simulator, appropriate to each specific situation, all important factors must be 
considered following an ordered process. However, the methodology that software architects 
should follow in order to acquire the users’ requirements and select their own design for an 
application-specific co-simulator has been scarcely studied: only partial and incomplete proposals 
have been reported. 

Therefore, in this paper a methodology for the design of CPSS co-simulation tools is proposed. 
The work describes the four steps that software architects should follow in order to design their own 
application-specific CPSS co-simulator, as well as the previous phase of requirements and 
characteristics capture involving both software architects and final users. The proposal includes 
from the characteristics fixing and the selection of the most appropriate co-simulation paradigm, to 
the choice of the graphic environments for results presentation. The paper provides, also, the first 
practical use case of the proposed methodology, implementing the obtained design using currently 
available technologies. Finally, results obtained from the implemented CPSS co-simulator are 
included. From the analysis of these experimental results, future challenges and research lines are 
identified. 

During the last months CPSS has become a very popular research topic. Different works about 
the applications of the CPSS paradigm to social Big Data [32], robotics [26], people tracking [27] and 
wireless sensor networks (WSN) [33] have been recently reported. In most of these papers, 
experimental validations are based on laboratory deployments, theoretical analyses or concept 
proofs [24]. However, some variables (such as scalability) are not easily evaluable using these 
techniques and/or imply a huge cost. Thus, papers consisting of an exhaustive evaluation of 
algorithms for CPSS or other similar proposals usually include the design and implementation of a 
CPSS co-simulator [34,35]. A commercial co-simulator may require several months or years before it 
can be released, however, many times, CPSS researchers need to design and built and ad-hoc 
co-simulator in order to evaluate the performance of their proposals. The scope of these instruments 
is to be used as a general-purpose CPSS co-simulator, but be employed in a specific application. In 
that way, the objective of this paper is to guide every researcher working on CPSS (which sometimes 
does not have technical knowledge on programming or simulator construction) during the design 
process of his own application-specific co-simulator.  

The rest of the paper is organized as follows. Section 2 reviews previous works about 
methodologies for co-simulation tools design and describes the state of the art in social, physical and 
cyber simulation. Section 3 describes the proposed methodology and discusses the requirements all 
CPSS co-simulator should fulfill. Later it deeply discusses the four steps which made up the 
proposed methodology, including the requirements capture and characteristic fixing, the different 
available co-simulation paradigms, the simulation model and simulation lifecycle, the different 
coordination and synchronization mechanisms, and the different options for the graphic 
environment for results presentation. Section 4 describes the first use case of the proposed 
methodology and the proposed experimental validation in order to evaluate its performance and the 
correctness of the proposed methodology. Finally, Section 5 shows the results obtained from the 
experiments. Section 6 concludes the paper and refers some future challenges. 
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2. State of the Art  

In this section, a general overview about the recent proposals on CPSS is provided. Moreover 
(in the second subsection), most relevant works on co-simulation are revised. In the third subsection, 
specific proposals about CPSS co-simulation are reviewed. Finally, current tools and proposals for 
simulating every domain involved in CPSS are revised (first physical processes simulators, secondly 
social simulators and finally network simulator). 

2.1. Recent Proposals on CPSS  

CPSS is an acronym which may refer various proposals: from Cyber-Physical Social Sensing to 
Cyber-Physical Social Systems [36]. Furthermore, it is not clear if all these proposals refer to the same 
reality or present some differences [22]. However, in both cases, CPSS represents the deep 
integration of traditional technological systems (such as the Internet of Things or Cyber-Physical 
Systems) with human and social factors, such as people behavior, social opinions or the user mental 
world [20]. 

In that way, there is not a unique manner to understand Cyber-Physical Social Sensing. Some 
works reviewing the different approaches may be found [37]. 

Some proposals understand that, in CPSS, traditional sensors (present in IoT/CPS scenarios) are 
substituted by user surveys or user interfaces, which are displayed on mobile smart devices [24]. In 
that way, people opinion is sensed, creating a kind of collaborative of participative platform for 
relevant data sharing, in the same way as current social networks [38]. Historically, this approach is, 
probably, the first one to appear. With this view, systems to predict the bus arrivals [25] or to share 
information among people in the context of smart cities [39] have been reported. Even, in this kind of 
proposals, it is very necessary to design (and have been proposed) techniques to protect user 
personal information (as collaborative platforms require creating a user profile) [40]. Methodologies 
to design CPSS in an effective way have been also reported [41]. In relation to the promising 
Industry 4.0 paradigm [42], proposals about new manufacturing paradigms including social 
networks, social businesses and other similar technologies may be found [43]  

On the other hand, other works defend the proposal that CPSS are made of traditional sensors, 
but being able to stablish ad hoc connections in order to share relevant information with other nodes, 
as people do in social networks. Proposals related to social robots [26], social techniques for 
information dissemination in sensor networks [44], social ad hoc networks [45] and social routing 
protocols [46,47] have been reported around this topic.  

Finally, some works describe CPSS, but deal with the problem of sensing the human behavior 
in a passive and non-intrusive way. It is probably the most recent and popular approach nowadays. 
In relation to Industry 4.0, the concept of social sensor has been proposed [48]. It consists of a virtual 
entity acquiring information and statistics in a proactive way from the applications and sensors in 
the user smartphones. Moreover, works about privacy protection, in order to anonymize the 
acquired data from users are also common [49,50]. Sampling algorithms in order to collect 
information from users in an unobtrusive way have been also proposed [51]. Frameworks and 
architectures focused on collecting and processing information about human behavior [27,28] may 
be also found. Service composition techniques [36], efficient wireless data transmission [52], etc., for 
CPSS following this last approach have been also investigated. 

2.2. State-of-the Art on Co-Simulation  

The term co-simulation may be understood in various ways. However, for this work, we are 
following Broman’s proposal, which defines co-simulation as any simulation of a coupled system 
performed through the composition of various simulators [53]. However, contrary to these previous 
proposals focused on the coordination of tools considered as black boxes, in this work domain 
specific tools could be slight modified if required and possible. 

Traditional works on co-simulation investigate the coordination between simulators with 
different time representations (discrete time and continuous time simulators, an approach usually 
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named as hybrid co-simulation) [30]. Problems such as the multi-level modeling (reality may be 
modeled in different ways depending on the abstraction level) [54] or the stability of dynamical 
systems [55] have been also addressed. 

In relation to the coordination of different simulation tools various standard technologies have 
been proposed. Basically, three of them are the most important: High-level architecture (HLA) [56], 
Functional Mock-up Interface (FMI) [57] and Discrete Event System Specification (DEVS) [58].  

HLA standard is mainly focused on continuous time (CT) simulations. This standard defines an 
interface, an object model and a set of rules in order to allow simulation tools to communicate 
regardless the underlying platform. FMI, on the contrary, is usually employed with discrete-event 
oriented simulations. This standard was specifically designed to simulate Cyber-Physical Systems, 
and it is based on the creation of a simulation model or a software library called Functional Mock-up 
Unit (FMU). Finally, DEVS is also focused on discrete systems, although it is different from the 
previously mentioned proposal as it is a formalized rather than an available technology.  

CPSS co-simulation is natively hybrid. Social and physical simulations are (in general) 
continuous in time, while cyber (network) simulations are based on discrete events. In that way, 
proposed standards are not completely useful as, as indicated by Broman [53], both standards have 
limitations for hybrid co-simulation. In fact, some extension of these standards for certain 
applications have been proposed [59,60], although these proposals do not totally resolve the 
problem.  

2.3. CPSS Co-Simulation  

A CPSS simulator should be able to simulate all the subsystems composing a CPSS. That 
implies not only representing elements belonging to each domain, but also considering specific and 
precise models for them. For example, as we are seeing, various social simulators allow users to 
include smartphones in simulations, however, no model for the cellular network, congestion, data 
flow, communication protocols, handovers, etc., is proposed. Physical phenomena, such as heat 
propagation, cannot either be represented using the appropriate dynamical model. Network and 
physical simulators, on the other hand, present the opposite problem. The inclusion of all these 
details into a unique simulation causes simulators to be heavier and slower, but results closer to 
reality are obtained. 

In that way, as previously mentioned, works about methodologies for designing co-simulation 
tools are scarce. In fact, most works are focused on the implementation process, which it is a later 
stage to the design phase. Thus, most existing ones are focused on very particular aspects, such as 
the coordination of continuous and discrete-events simulators [61], the problem of mixing tools 
implementing time with different data structures (and accuracy) [62], or the creation of a 
multi-domain description language adequate for the co-simulation [63]. Works on requirements 
capture can be also found [64,65] and final users’ needs evaluation [66,67], but they are focused on 
generic software, often resulting inefficient. Finally, papers addressing a complete methodology 
focused on the design process usually investigate procedures to create equivalent models in order to 
load the entire scenario (including all domains) in a unique simulator [68] (for example, representing 
people as mobile nodes in the network simulator). We are sure that no work proposes a complete 
methodology which allows software architects to design their own co-simulators. 

In the next subsection, we review the state of the art on the simulation of the three main 
domains which compose a CPSS.  

2.4. Social, Physical and Network (Cyber) Simulation  

Although systems including five different domains in CPSS have been reported [1], typically 
they only include three subsystems: physical world, cyber world and social world [2]. Thus, in the 
context of CPSS simulation, basically three types of proposals should be taken into account: the 
physical processes simulators, the social simulators and the IT simulators. 

The physical processes simulators are based on mathematical engines which calculate 
numerically the evolution of the system integrating the differential equations which describe the 
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system’s behavior [63]. These simulators are the oldest [69,70] as they were extremely used in 
manufacturing, avionics or metal factories. Nowadays, it is difficult to find research works on this 
topic, as a great variety of powerful commercial products may be found. Simulink [71], MapleSim 
[72], OpenModelica [73], Wolfram SystemModeler [74] or xcos [75] are some of the most famous and 
used examples. All these solutions provide a graphic interface and a programming environment 
which recovers the mathematical details and enable high-level developers work comfortably.  

In this area, current research works try to include some aspects of the virtual world in the 
physical simulations. These solutions are known as mixed simulation [76]. However, most of these 
proposals are focused on sanitary scenarios and are difficultly extended to other applications, as 
specific knowledge and configurations is required. 

On the other hand, first CPS (Cyber-Physical Systems [77]) simulators have been proposed [78–
80]. In the final design, these simulators will include the physical and the cyber world; however, 
nowadays they only consider the physical world and some characteristics about the cyber world. 
Furthermore, they cannot recover the mathematical details, so experience in numerical integration is 
required in order to correct manage the simulations.  

In both cases, mixed and CPS simulations, the techniques used in order to include the cyber 
world in the physical one consist of deep modifications in the numerical algorithms and models. 
Moreover, in general, physical processes simulators integrate the dynamical models for total amount 
of simulated time and, once obtained the results (consisting of one or various discrete signals); they 
are showed in the graphic environment or returned in the method callback. Table 2 compares all the 
simulators described in respect with the most important characteristics. It is important to note that 
other types of simulator may be found. For example, very recently various cyber physical systems 
modeling frameworks aiming at modeling different physiological processes have been proposed 
[81,82]. Moreover, prior works in Cyber Physical systems which aimed at modeling stochastic 
variables with long tails which are more adequate to model human behavior have also appear [23]. 

Social simulation studies the interaction among social entities taking into account their 
psychology and their behavior, their interactions with other entities in the environment and the 
behavior of all entities as a group [83]. Mainly, there are two different types of social simulations. 
First, social-level simulations analyze situations, usually a society, as a whole, including its evolution 
when a change happens. Second, agent-based simulations study each person in a more detailed 
manner, designing a specific model for each agent (for example, the movement becomes an 
important factor in the simulation). In CPSS environments, agent-based simulations are preferable, 
as may include factors such as the movement of the individuals. On the contrary, social-level 
simulations are not suitable at all as important characteristics of people (movement, etc.) cannot be 
considered. 

Table 2. Physical processes simulators. 

Characteristics 
Traditional 

Research 
Simulators 

Current 
Commercial 
Simulators 

Current Research Simulators
Mixed 

Simulators 
Most Common Current 

CPS Simulators  
Include a graphic environment No Yes Yes Sometimes 
Domain-specific knowledge is 

required 
Yes No Yes Yes 

Include aspects of the cyber world No No Yes Yes 
Is a stable version Yes Yes No No 

Simulation scheme First, all the simulation are performed and, later, results are showed 

In agent-based simulations every element in the simulation is modeled as an agent, a unit that 
acts on their own, without external direction, in response to situations they encounter during the 
simulation [84]. An agent is updated every certain time according to the behavior defined inside its 
programming, what usually means some movement of the agent and maybe the influence and 
interaction with some other agent. Some of the agents can be very primitives and actually have 
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nearly no behavior (such as a table in the middle of the room), while others (such as people) can be 
very complex.  

In general, agent-based simulators deal with a high number of autonomous people, who enter, 
move around and leave a large installation, interacting with each other and with the environment 
(which consists of many devices with communication capabilities). Features related to autonomy, 
interaction, mobility [85] and openness can be achieved by employing agreement technologies [86], 
as well as semantic alignment [87], negotiation [88], argumentation, virtual organizations [89] and 
trust and reputation mechanisms [90].  

Various kinds of agent-based social simulators may be found. Some of them simulate human 
intervention to react to events produced by sensors in the scope of Ambient Intelligence. This is the 
case of Ubiwise [91], TATUS [92], UbiREAL [93], and OpenSim [94]. In this sense, the DAI Virtual 
Lab [88] is complemented with a living lab which allows researchers to continue their work in a 
physical environment. These frameworks cope with the modeling of realistic environments and not 
only the wireless sensor networks. 

Other social simulation environments can assist in the development of IoT systems by 
simulating artificial societies of users immersed into the intelligent environment and generating 
sensors events [95]. Although social simulation has been used for testing a number of closed 
systems, mainly in the emergency management scope, the general use of this technology for 
providing general AmI systems with automatic testing is still a novel field with few contributions 
such as UbikSim [96] and Phat [97] simulators. 

Traditional works on social modeling and simulation try to obtain an analytical model to 
represent a certain human process [98] (such as the traffic flow [99] or crowds of pedestrians [100]). 

In the last years, research works about agent-based social simulation have focused on 
discovering or predicting new models and behaviors, instead of on designing new simulators. 
Actually, there exists various professional generic agent based social simulators (apart from those 
which have been designed and particularized for a certain case study or application): MASON, 
Repast [101] and Swarm. Besides, most of these instruments provide a graphic environment, some of 
them based on 2D representations while others have a 3D tool [102]. Usually, in a simulator, users 
can run a predefined scenario by modifying some of the parameters and creating approximately the 
same predefined agents to see the differences between the simulations. This use of the tool requires 
no programming ability because the simulation can be controlled with a GUI that firstly enables the 
user to modify the parameters and specify how many agents are going to be simulated and, once the 
simulation starts, it enables pause, stop and resume the simulation while it is running. These 
simulators also enable some kind of batch simulation [103] where you can run some hundreds of 
simulations with the same or different parameters to later analyze the results generated in a log. 

In order to create a different scenario and different agent models some programming is 
required to define the agent behavior and place the different elements in the environment. In this 
case, specific knowledge of the language and the behavior models are required in order to create the 
desired simulation despite you can create a behavior composed of several predefined behaviors 

Table 3 compares all the social simulators described above. 
Finally, cyber world simulators (known as IT simulators or networks simulators) include, 

probably, the widest catalogue of simulation solutions among all the CPSS subsystems. On the one 
hand, it may be found the traditional networks simulators, such as the NS3 [104]. These simulators 
must be configured using a generic programming environment, as they usually do not present a 
graphic interface. Sometimes, it is possible to show the result graphically using third-party tools. 
These simulators are developed professionally, so research works are not usually focused on them. 
There are several simulators nowadays both open-source such as NS3 or OMNet++ [105] and 
proprietary such as OPNET [106] or NETSIM [107].  
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Table 3. Social simulators comparison. 

Characteristics Social-Level 
Simulators 

Agent-Based Simulators 
Ambient 

Intelligence 
Development of 

IoT Systems Generic 

Represent each people as a unit No Yes Yes Yes 
Programming knowledge is required No Sometimes Sometimes Sometimes 

A graphic interface is provided Yes Yes Yes Yes 
Cyber elements may be included No Yes Yes No 

People is the objective of the simulations Yes Yes No Yes 
Stable tools are available Yes Yes Yes Yes 

Simulation scheme Results are showed as calculated in each time step 

On the other hand, new instruments for the most recent and popular concepts on IT sciences, 
such as the Internet-of-things (IoT), have appeared and could be used in CPSS simulations. These 
proposals are still been developed and many researchers are working on this topic. Some examples 
are the IoT simulator Cooja [108], SimpleIoTSimulator [109] or AutoSim [110]. These tools used to 
incorporate a graphic environment to create the scenarios. However, the customizing options are 
much fewer than in traditional networks simulators. Social IoT simulators are a special case among 
the IoT simulators [111]. In these instruments, some aspects of the social human behavior are 
included in the models in order to, for example, represent the human movements.  

All IT simulators are event driven, “jumping” from one event to the following event in the 
simulation process. During the simulation, the logs generated from the processing of each event are 
presented (or stored) at each simulation step.  

Table 4 compares all the IT simulators described above. 

Table 4. Network or IT simulators comparison. 

Characteristics Traditional Network 
Simulators 

IoT Simulators Social IoT 
Simulators 

Include a graphic environment Sometimes Yes Yes 
Programming abilities are required Yes No No 

Include social aspects No No No 
Is a stable version Yes Sometimes No 

Number of customizing options High Medium Low 
Simulation scheme Event-driven, offering the logs in each step 

3. Methodology for the Implementation of Application-Specific Cyber-Physical Social Sensing 
Co-Simulators  

This work proposes the first methodology for the design of CPSS co-simulators. The proposed 
methodology supports the work of software architects, which is the first approach to the 
co-simulator creation. At this stage, generic discussions about the complexity of simulations to be 
performed are proposed; general questions about requirements, the users’ profile, and the 
development team must be answered; and the global lines of the future implementation are 
stablished. In later phases (at implementation time) more specific problems (which are not the focus 
of this work) should be addressed. In particular, crucial aspects about the data formats and time 
representation should be solved.  

In order to organize these activities, we propose a four-step methodology for designing a CPSS 
co-simulator being able of fulfilling the users’ needs and requirements: 

1. Selection of the co-simulation paradigm 
2. Particularization of the general simulation model and simulation lifecycle 
3. Selection of the appropriate coordination mechanism  
4. Design of the user interface and results presentation 
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Several authors have reported the interest of research on co-simulation. The possibility of 
simulating individual components using different simulation tools simultaneously and 
collaboratively enables stakeholders to evaluate deployments in a very realistic way. In order to 
reach this objective, individual simulation tools should be able to exchange information such as 
variables and their values, synchronize the time steps and, in general, orchestrate the co-operative 
simulation [112]. Mainly, two standard technologies have been proposed to coordinate 
co-simulations: the High-level architecture (HLA) [56] and the Functional Mock-up Interface (FMI) 
[57]. Although several tools are compatible with these standards, not all simulation tools implement 
the same and, even, some tools do not implement any (for example, most social simulators). 
Moreover, problems and restrictions in the integrated tools based on these standards have been 
reported [112]. And finally, some important challenges related to CPSS co-simulation are not 
addressed by these solutions (such as data exchange and time management in the case of FMI 
standard). In fact, the complexity of CPSS pushes designers to create application-specific and simple 
solutions, losing most of powerful advantages of standard solutions. 

In that way, the proposed methodology in this paper aims to enable CPSS researchers and 
software architects to design the most adequate co-simulation for a given application, addressing the 
four most important challenges. Namely [112,113]:  

• The first step addresses the “Data Flow and Concurrency”. Different paradigms in order to 
parallelize and manage the data flow among the domain specific simulation tools are presented 
and different criteria to select among them depending on the situation are provided.  

• Challenges related to the “Modeling language” and “System Topology representation” are 
addressed during the second step. A basic simulation model is proposed, and indications to 
adapt it to the particular scenario under study are provided. An identical process is followed 
with the simulation lifecycle.  

• “Time management” and “System Scalability” are investigated in the third step. Different 
options to coordinate the different time representation and simulation speeds are studied. 
Besides, depending on the desired future system scalability and the scenario under study, 
different criteria to select the most appropriate management technique are provided. 

• Finally, the fourth step is focused on “Tool heterogeneity”. In order to homogenize the 
interaction with the proposed co-simulator as much as possible, different ideas about the 
possibilities for user interfaces are provided and analyzed.  

As a previous phase to the application of the proposed methodology, an interaction process 
among software architects and final users must be performed. Our proposal also includes and 
regulates this process and helps both, final users and designers, to determine the requirements and 
characteristic applicable to the new co-simulation tool (see Figure 2). The implementation process, 
although it is the most time consuming task, is a post-design activity, so it is not considered in this 
work. 

In this Section, the four steps of the proposal are explained, and the previous phase of 
requirements are captured to obtain from final users the characteristics which the new co-simulator 
should meet. 

In relation to traditional software engineering methodologies, the proposed technique lacks an 
explicit mention to a software evaluation step. However, this phase should be considered. Once the 
new co-simulator is designed, its functionalities should be evaluated to prove it fulfills the user 
requirements. If not, a new iteration following the proposed methodology should be carried out, 
considering the new user inputs. 
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Figure 2. Scheme of the proposed methodology. 

3.1. Previous Phase: Final Users’ Requirements and Characteristics Capture  

Many works have studied the requirements that co-simulation tools should fulfill in order to 
operate correctly and efficiently [25,30]. However, in application-specific tools, most of these generic 
requirements could be inapplicable and other needed characteristics may not be considered. 
Moreover, the interaction with final users may be complicated and very time consuming if an 
ordered process is not followed. Furthermore, not only traditional requirements (such as the tool’s 
accuracy) should be considered. In particular, characteristics of the development team, final users’ 
education and the type of simulations to be performed should be defined.  

In this previous phase, software designers and final users should meet and stablish the 
requirements the new simulation tool should fulfill, and other important characteristics. Four 
important thematic blocks must be addressed: technical requirements, application requirements and 
characteristics, development team characteristics and final user characteristics.  

In respect to technical requirements, all of them may be associated to one property among the 
following four [25]:  

• Flexibility. The adaptation level of the proposed solution to new usages, utilization modes, 
technological instruments, etc. must be determined. For example, if required, the simulator 
should be able to be applied to new scenarios.  

• Modularity. Depending on the expected use for the co-simulator, the tool should include 
several modules independently handled. For example, if applying many changes in the 
simulator structure during its operation is desirable, modules and components should be easily 
added and removed without affecting any other part of the tool (total modularity).  

• Scalability. The upper limit for the simulation scenario complexity should be defined. For 
example, the maximum admissible number of agents in a particular scenario, or the level of 
complexity of the agent’s behavior should be determined.  

• Accuracy. Users should be able to select the desired accuracy level. For example, users must 
indicate the maximum time without updating the simulation (which allows calculating the 
required time step at the implementation stage, see Section 3.4) 

Requirements about flexibility and modularity refer to the programming structure of the 
co-simulator. In particular, they indicate the implemented level of openness with the co-simulator. 
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Scalability implies that the resulting co-simulator should be able to simulate future scenarios. 
Finally, accuracy enables users to configure the simulations according to particular configuration 
parameters.  

In respect to application requirements, they also match the previously presented properties. 
Finally, characteristics related to the application scenario, the development team and final users 
should be considered. Relevant information about these topics should be discussed among designers 
and final users, in order to adapt the new simulation tool to the specific context. Table 5 presents 
some basic characteristics which should be considered, although others could be added. 

Table 5. Relevant characteristic for a co-simulator. 

Thematic Block Relevant Characteristics

Application characteristics 
The main subsystem (physical, cyber or social world) in the simulation 

Type of application (e.g., Ambient Intelligence validation or development) 
Possible simulation scenarios considered (buildings, cities, large facilities, etc.) 

Development team characteristics 
Knowledge about simulators programming 
Number of developers (available workforce) 

Final users characteristics 
Technical and programming skills 

Users’ profile (sector professionals, researchers or students, etc.) 

The first and third steps allow generating co-simulators which fulfil flexibility requirements. 
Co-simulation paradigms and coordination mechanisms are open solutions which allow easily 
modifying the programming of the co-simulator. Second step is designed to meet modularity and 
scalability requirements. The simulation model and the simulation lifecycle can be modified, 
extended or reduced in an independent way, and according to the users’ needs. Finally, accuracy 
requirements are mainly supported by the fourth step. An appropriate graphic interface must enable 
users to configure the simulations. Relevant characteristic may affect all steps in the methodology. 

The next subsections describe deeply the four main steps of the proposed methodology. 

3.2. Selection of the Co-Simulation Paradigm 

In the first step, once software designers have selected the domains involved in the simulation, 
requirements and characteristics have been captured and the available tools which are going to be 
used to compose the final co-simulator, it is necessary to select the co-simulation paradigm on which 
the co-simulator is being based. An explanation about all the possibilities, and the criteria for 
selecting the most adequate, are provided in this sub-section. It is important to note that most of 
these criteria are extracted from requirements captured in the previous phase (see Table 5).  

Figure 3 proposes a taxonomy of the simulation paradigms, which could be applicable to the 
CPSS simulation.  

 
Figure 3. Taxonomy of CPSS simulation paradigms. 

In general, two different types of simulation scheme may be implemented, when various 
domains compose a global scenario: independent simulation or co-simulation. In the independent 
simulation each domain is simulated in a different domain-specific simulator. In this case, once 
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designed the global scenario, an expert must divide it into the different subsystems (three, in the case 
of CPSS—the physical, the cyber and the social worlds-) and configure each simulator separately 
(see Figure 4a). Finally, the results obtained from each tool must be combined with the others in 
order to generate the global results for the proposed scenario. As main advantage (see Section 3.4), if 
various work stations are available, it is possible to run all the simulations in parallel (which is very 
efficient in time).  

On the other hand, co-simulation tools are instruments being able to process a description 
including all the characteristics of the global scenario (see Figure 4b). They may be implemented 
using different integration levels, which, at the end, causes the simulation time goes up in different 
quantities depending on the implementation selected. In any case, considering the same hardware 
platform, these solutions always require a higher simulation time. 

 
(a) (b)

Figure 4. Different simulation paradigms (a) Independent simulation (b) Co-simulation. 

As we said in Section 2, recent attempts to reach a co-simulation tool for two of the CPSS 
subsystems are based on the deep integration of new characteristics in the existing simulator. We call 
this co-simulation paradigm integrated co-simulation. Integrated co-simulation tools are monolithic 
instruments where none separated functional part can be distinguished. In practice, they can be 
understood as a unique simulation algorithm. In general, this is the final objective when building 
co-simulation tools as, at that moment, the resulting solution is completely different from the parts. 
However, it is really difficult to create an integrated simulator right from the scratch. In fact, various 
previous works [113] have showed the complexity of combining various tools and domains in a 
unique simulation (even if only two different tools are considered).  

In contrast, we define the federated co-simulation. In federated co-simulation various (three in 
CPSS—a social simulator, a network simulator and a physical process simulator-) domain-specific 
tools are coordinated to simulate the global scenario. Each part could be modified in different levels, 
but there is always a separation among the different functional parts (which maintain all their 
traditional characteristics). Federated co-simulation is the most profitable paradigm in the first 
stages for building a new simulation tool. 

Now, as we said, in federated co-simulation the different parts which make up the global 
simulator could be modified in different level. Depending on the number of required modifications 
different federated co-simulation paradigm may be identified.  

The paradigm which needs the highest level of development is the choreographed federated 
co-simulation. In this scheme, all the different domain-specific simulators have been modified to 
understand the global description of the simulation scenario, to select the important data for them, 
to configure the simulation and to share the resulting data with the other domain-specific simulator 
(see Figure 5a). Thus, programming is required in order to modify the simulation tools. Finally, one 
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of the simulators is in charge of building the final simulation results. This federated paradigm is the 
closest to the integrated simulations. 

In contrast to choreographed co-simulation, orchestrated federated co-simulation does not require 
to modify all the domain-specific tools (or the modifications are negligible), and, then, programming 
knowledge to modify the simulators themselves is not required in the development team. In this 
paradigm, an entity is in charge of receiving the global description of the scenario, processing it, and 
configuring the simulation in the different tools. Finally, this entity must also generate the final 
results using the data from the different simulators. In orchestrated by one of the simulators federated 
co-simulation the described entity is one on the domain-specific simulator which has been adequately 
modified (see Figure 5b). In orchestrated by a third-party engine federated co-simulation no modification 
in the domain-specific tools is required, as the described entity is a third-party program which uses 
the available interfaces in the simulator to interact with them (see Figure 5c). 

 

(a) (b) (c) 

Figure 5. Different simulation paradigms (a) Choreographed (b) Orchestrated by one of the 
simulators (c) Orchestrated by a third-party engine. 

Various proposals and commercial simulators applying different paradigms may be found. For 
example, in [114] it is described an orchestrated by a third-party engine federated co-simulator for 
CPS (based on the union of the NS3 simulator and the MASON simulator). In [115] an orchestrated 
by one of the simulators federated co-simulator is presented. The proposal is based on the 
coordination of MATLAB/Simulink (a tool which, besides, performs the coordination tasks) and the 
NS3 simulator. This paradigm is greatly extended (especially when MATLAB/Simulink suite is 
involved), for example to perform simulations about reflector antennas with the commercial 
software GRASP [116]. On the other hand, in [117] a Smart grid simulator based on choreographed 
co-simulation between the NS2 simulator and the PSLF (Positive Sequence Load Flow, software for 
power systems) Simulator is described; and in [118] an integrated simulator (also for Smart grids) is 
presented.  

Selecting the appropriate co-simulation paradigm for a new simulation tools is a complicated 
task which depends, basically, on two factors: the technological capacity of the future developers 
and the future users’ abilities and (mainly) the characteristics of the selected tools to make up the 
co-simulator. Table 6 presents and discusses the most important criteria which must be considered 
in the selection of a co-simulation paradigm.  
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Table 6. Criteria for the selection of a co-simulation paradigm. 

Group Criteria Explanation

Developers‘ 
knowledge and 
users‘ abilities 

Technical capacity to perform 
large developments 

(programming to modify the 
simulators themselves) 

Developing an integrated co-simulator requires great knowledge 
about programming and expert people on software development. If 

these resources are not available, federated co-simulators are 
preferable 

Technical skills of users 
(programming to implement 

the models) 

If users have technical skills, they can perform the scenario division 
into different domains. If that is not possible, orchestrated or 

integrated co-simulation are the only feasible paradigms. These 
paradigms, moreover, help to consider a high number of different 
subsystems in the simulation without complicating the usability in 

excess. 

Characteristic of 
the selected 

simulation tools 

Utilization of open 
architecture tools 

If simulation tools present an open architecture, federated 
co-simulation may be employed. However, if all selected simulators 
are close architecture tools, any information could be exchanged and 

integrated co-simulation is the solution. 

Availability of adequate 
domain-specific simulator in 

the state of the art 

If any of the available domain-specific simulators nowadays is 
adequate to be integrated in the new co-simulator, integrated 

co-simulator is the only valid paradigm (programming the 
unavailable modules). 

Utilization of open source 
tools 

If open architecture tools are used, and federated co-simulation is 
going to be employed, the use of choreographed co-simulation 

requires all simulators involved to be open source (as the code has to 
be slightly modified). 

Compatibility among the 
domain-specific tools 

If open architecture tools are used, and federated co-simulation is 
going to be employed, the use of choreographed co-simulation 

requires all simulators involved to be totally compatible (use the 
same data formats, communication protocols, APIs, etc.). 

Other 
Results presentation and user 

interaction 

If orchestrated co-simulation is being performed, and if none of the 
modules for results presentation provided with the domain-specific 

simulation tools meet the needs of the new co-simulator, a 
third-party engine must be included 

3.3. Particularization of the General Simulation Model and Simulation Lifecycle 

Once selected the most appropriate co-simulation paradigm, the application for which the 
simulator is being designed must be considered. In that process, characteristics and final users’ 
requirements captured in the previous phase (see Section 3.1) should considered as inputs. In 
particular, the application scenarios and the type of simulations the users are going to perform 
should be taking into account. The first element (application scenarios) will allow designers to 
describe a specific simulation model. The second one (the type of simulations) might help to propose 
the simulation lifecycle most adequate. The second step in the methodology is dedicated to these 
two tasks.  

3.3.1. CPSS Simulation Model 

The simulation model on the proposed designed co-simulator must be focused on the most 
relevant aspect of the reality for the particular selected application. Elements from all the subsystems 
may be present, but description should be much more exhaustive when representing certain parts of 
the world. 

Figure 6 represents a basic simulation model for CPSS which can be taken as initial step in the 
construction of an own model. In the presented basic model four types of elements are present: in blue, 
general elements relating the three worlds (physic, social and cyber), in red elements from the physical 
world, in yellow devices belonging to the cyber world and, in green, elements in the social world.  

As can be seen, general elements include the constraints and the behavior of every agent in the 
simulation. Social elements basically consider people, their state (particular and as a group) and the 
relations among them. Cyber elements refer a list of devices including sensors and actuators. The 
rest of agents present in the scenario belong to the physical world.  
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Figure 6. Base CPSS simulation model. 

Using the basic model in Figure 6, the most adequate simulation model for the specific 
application under work must be developed. For that, some parts of the model may be reduced (for 
example, distinguishing between sensors and actuator could be unnecessary), and others extended 
(including, for example, more elements for composing a person).  

Some methodologies for the creation of correct and complete simulation models have been 
proposed [119,120]. Basically, depending on the application and purpose of the designed 
co-simulator some aspect of reality could be abstracted away [121]. However, in Table 7, some 
general lines are given in order to build the simulation model according to the selected application, 
the scenarios under study and the specific problem being addressed with the co-simulator. For 
unreported applications nowadays, actions to be taken would be pretty similar. Thus, as main 
contribution to the agent-based modeling we propose a guide for software architects (as well as an 
initial model mixing, for first time, the three basic CPSS subsystems), in order to allow them to create 
the most adequate model in each case (considering current and future scenarios). 

Table 7. Criteria for the creation of the simulation model. 

Application Actions

Validation of ambient 
intelligence systems 

[91–94,122] 

A more specific definition of the physical world (ambient) is necessary. In 
particular, physical laws for the evolution of relevant phenomena should be 

modeled. Besides different types of people should be also considered 
(depending on if they present special needs, incapacities, etc.).  

Development of IoT 
systems 

[95] 

The concept of “service” should be added in the simulation model, and a 
more exhaustive description of the different types of devices also would be 

desirable (in particular, a description of the interfaces is very important in IoT 
scenarios). 

Social research 
[123,124] 

Most elements in the cyber world can be removed (it is enough to include the 
concept of “device”). On the other hand, social world must be extended, 

including different personal and social states, different types of interrelations 
among people and the social evolution laws. 

Crowd management 
[125–127] 

A detailed model for “physical object” may be important. Models for walls, 
doors, buildings, etc. are critical in order to manage people in the most 
adequate way. In addition, models for the different emotions and their 

propagation in crowds must be considered. 

Social sensing 
[86–90] 

Different types of sensors have to be considered, so the model must include 
all of them. Besides, the social world requires a more exhaustive description 

as mentioned in the case of “social research” and “crowd management”.  
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3.3.2. Simulation Lifecycle 

Depending on the type of the simulations being performed in the designed co-simulator, the 
simulation lifecycle may vary (more steps could be added, for example). The steps included in the 
simulation lifecycle are going to affect, overall, the fourth step in the methodology, dedicated to the 
interaction with users. For example, if all the simulations to be performed only address one goal, no 
step for “goal specification” is needed, and no interface dedicated to this step is required. 

In general, designing the most adequate lifecycle is much easier (almost elemental) than 
building the simulation model. Next, a complete generic simulation lifecycle is described, from 
which different steps can be removed (if necessary), or where new states may be defined.  

The creation of the particularized simulation lifecycle is very simple: if the tasks associated with 
a certain state described below do not have to be executed, this state is removed; if new tasks have to 
be added, new states should be defined.  

Co-simulation environments are often used to test how humans relate to devices and other 
infrastructure objects. Simulations showing specific aspects of these relations are executed and 
redefined multiple times to retrieve knowledge about users and devices. The process is represented 
in Figure 7 and the quality assessment [128] of every step is described below. 

Goal specification Goals
Definition of 

simulation model
Simulation 

models

Experiment definition

Simulation 
experiments

Simulation 
verification

Result analysis
Simulation 

results

feedback

Knowledge formalization
Definition of control system 

Social behavior
Social interactions with devices
Domain Specific Languages 
(DSLs) 

Relevant aspects: 
Communications, actor 
behaviour, deployed services
Available sensors, actuators

Model verification tests
Validating framework 
implementation
Validation of user behavioral 
models

Determining deviations of 
current simulation
Predicting possible evolutions

 

Figure 7. Basic simulation lifecycle. 

Goal specification: Stakeholders meet to determine the specific problem to solve, capturing this 
information by field studies and/or other requirement acquisition techniques. The research problem 
is formally and clearly formulated. One goal commonly pursued in simulations integrating social 
behavior and device interaction is to check the functioning of a control system (a device or set of 
devices that manages and regulates the behavior of other systems in the smart environment), 
analyzing if this system correctly takes into account its execution context. This is a prior step to 
define the simulation model associated to this system, as analyzed goals can be used to model what 
kinds of experiments are desirable for the particular problem and the type of situations considered.  

Definition of simulation model: Social behavior and social interactions with devices and the 
control system must be integrated into the simulation model. Some considered models (see Figure 6) 
are person, behavior (describe individual and collective human behavior), environmental elements or 
actuators, sensors (describe the physical characteristics of the AmI environment).  

Domain Specific Languages (DSLs) are used to create simulation models by model-driven 
development techniques. Other end-user development tools present in the co-simulation framework 
will be used to transform these models to simulation specifications. These tools are reusable across 
domains and permit the developer or any other stakeholder to describe specific aspects of the 
problem.  
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Some questions arise regarding the correct definition of the simulation model. Are there many 
simulation models in the literature or this is the very first of its kind? Is the underlying social theory 
correctly instantiated using proper methods and algorithms? 

Experiment definition: Simulation experiments take into account the selected models 
depending on the aspects to be addressed. It is foreseen to take into account the agent behavior, and 
all the key elements included in the particular developed simulation model. Simulations addressing 
one or more of these aspects will be produced and evaluated by the developers. The required 
simulations will be described by the experiments model and will incorporate specific information, 
such as building blueprints or device limitations. 

Experiment definition is done via configuration tools. Particular applications are chosen and 
different models are selected (users, populations, spaces, actuators, sensors), and combined, and 
then the different experiments that are going to be applied are prepared. Experts would facilitate 
end-users the task of creating those experiments by reusing existing information and allowing them 
to decide which information should be extracted from the simulation, for its later analysis. The result 
of applying these tools would be simulation specifications. 

Simulation execution in co-simulation system: The problem to be simulated is parameterized, 
producing the problem specific components the reusable co-simulation framework requires. Actions 
from the experiment definition and control system behavior are applied on the simulation so as to 
affect the simulated actors and to product the expected effect. The system would be adjusted to deal 
with the different situations that might occur: necessity of repeating stimulus (without saturating the 
audience), unexpected problems with devices, etc. Besides, communication among devices is tested, 
assessing effectiveness and cost. Possible problems like bandwidth, transmission quality, etc., must 
be also validated.  

Simulation verification: A verification step is required to ensure that simulation model and 
experiments were well-defined. In this step passive and active tests are conducted to verify that the 
model is behaving in the way it is intended to behave (internal validity). Also, some tools and 
techniques such as code debugging, unit testing, profiling [129] as well as test suites (histograms, 
spatial analysis, pattern matching, etc.) must be considered, as these techniques allow us to validate 
the proposed model and the implementation of the framework. Some questions arise: In terms of the 
definition and implementation of social behavior, is the underlying social theory correctly 
instantiated using proper tools or programing languages? In terms of computational efficiency, how 
efficient is the implementation of social behavior in terms of using computational resources? Is there 
any architectural implication in the publication and acquisition of user behavioral models? 

Results analysis: Experiments are analyzed according domain knowledge to improve our 
current model and identify new needs. When the experiments are successful, an exhaustive 
documentation is thus available about how the system is wanted to behave. The work carried out 
can be used to track the behavior in the real setting. 

Regarding the deployment process of services or control systems in the CPSS environment we 
assume that the system tested against simulations would be the same as those installed in the real 
environment. Using a software-in-the-loop approach, we would ensure that the conditions of these 
services in the simulation are the same or sufficiently similar to reality. 

Once deployed, information collected during experiments can be used to determine whether 
current observation in the real AmI environment corresponds to a simulated scenario or whether it 
is necessary to launch a simulation with the current context in the real world so as to determine 
deviations with regards to experimentation and/or predict possible evolutions from the current 
situation. 

Some questions arise: In terms of overall effectiveness, does the model render what is necessary 
for answering the initial research questions? What is the quality of the simulated infrastructure that 
renders the most effective simulation experience? 

Finally, in order to correctly follow the defined simulation lifecycle, we need to take into 
account the following requirements: 
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• In CPSS, we need to consider several aspects (e.g., social, physical and cyber) of the agents’ 
behavior. For example, movement in devices can be dictated by movement of people carrying 
those devices. Also, in a social simulation it is useful to know if persons that walk through a 
corridor should have enough WiFi coverage, or would detect a Bluetooth beacon that is 
broadcasting a signal in one of the surrounding rooms. 

• Some tools must be needed to create experiments from previous ones, by modifying 
functionalities or stimulus affecting simulated actors to produce expected effect. Experiment 
creation should be done by domain experts, who have the required experience to identify 
human and device behavior in knowledge bases but they also have little experience in software 
engineering. Thus, it is needed to provide configuration and personalization tools easy to use 
for domain experts and adequate to their skills. 

• Tools for analyzing the results of the simulation are extremely important to deal with the 
amount of data that is produced by the simulation. They should be able to process and facilitate 
the analysis by the experts. Moreover, after real deployment of services or control systems, 
those tools should also be used for analyzing and comparing current data against simulations 
so as to identify deviations and foresee future situations. For doing that, performance data must 
be generated by the simulator. 

3.4. Selection of the Appropriate Coordination Mechanism 

Some of the proposed co-simulation paradigms do not require any additional decision, as the 
paradigm determines the entire structure of the new co-simulator. In generic designs, issues such as 
the data format or the communication protocols to be employed in the coordination process must be 
selected. If a choreographed paradigm is selected all simulators involved must be totally compatible, 
so no action about the data format or protocols is required (all of them should implement the same). 
Again, orchestrated co-simulation requires the orchestrator to implement all the protocols, 
interfaces, etc. employed by the rest of tools, so no action about the data format or protocols is 
required as well. In federated co-simulation, the key topic is the coordination of the different 
domain-specific tools which compose the global co-simulator. Thus, only decisions about the 
mechanism to synchronize the execution of the domain-specific simulators must be taken. The third 
step of the proposed methodology is focused on this point. In particular, two different mechanisms 
could be implemented (see Table 8). 

Table 8. Coordination mechanisms. 

Coordination 
Mechanism 

Co-Simulation 
Paradigm Implementation  

Parallel 
execution 

All 

Every tool executes in a separate host, processor or thread. Simulation 
calculations are performed in parallel and results are shared with the 

rest of simulators immediately (using the orchestrator element if 
necessary).  

Stops and waits 
execution 

Choreographed 
In a certain order, every simulator makes its calculations. When all 
tools have performed their execution, all of them share the results 

with the others. 

Orchestrated by a 
third-party engine 

In a certain order, the engine order every simulator to execute the 
calculations. When each simulator finishes, it sends the results to the 

engine and it sends the information to the other tools.  

Orchestrated by 
one of the 
simulators 

First, the orchestrator simulator performs its calculations and shares 
the results with the other tools. Then, in a certain order, it orders 
every simulator to execute its calculations. When each simulator 
finishes, it sends the results to the orchestrator and it sends the 

information to the other tools  

The coordination mechanism is, probably, the most critical step in the proposed methodology. 
Although the design process can be simple (see Table 8), at implementation time, programming 
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these policies forces to face various crucial problems. For instance, the event ordination if various 
discrete time domain-specific simulators are employed, or the definition of a common time 
representation when each tool employs a different data format (and accuracy). The selected 
solutions for these challenges depend on the chosen co-simulation paradigm at the first step, but (in 
general) an initial synchronization process must be performed (and configured) in order to 
homogenize time characteristics and variables (see Figure 8a). Then, simulation may be executed 
normally—evaluating the system state after each event or time step—(Figure 8b). 

In order to select the most adequate coordination mechanism two factors should be considered: 
the difficulty of implementing the mechanism and the time required to perform a simulation when 
using a certain mechanism. This second criterion is directly related with the scalability requirements 
acquired from final users in the initial phase (Section 3.1). In general, implementing a parallel 
execution is much costlier than a stop-and-wait model. However, the time required to finish a 
certain simulation in smaller if parallel execution is considered. In order to evaluate these temporal 
factors, a theoretical analysis is provided below. In particular, Equation (9) provides a theoretical 
analysis in order to optimally select the best approach for specific situations (depending on the 
expected number of simulations to be performed, etc.) 

Figure 8. (a) Sequence diagram describing the initial synchronization process in a co-simulator; (b) 
Example of a sequence diagram about the stop-and-wait coordination mechanism when using a 
federated co-simulation controlled by a third-party engine. 

We are supposing a simulation about a global scenario  represented by means of a global 
model  composed of information about three different domains: the physical, social and cyber 
world (1). = , ,  (1) 

We are calling  to the needed time to simulate the physical model  in a physical 
processes simulator;  to the needed time to simulate the social model  in a social simulator; 
and  to the needed time to simulate the cyber model  in a networks simulator. All these 
variables, ,  and , represent stochastic processes which may be understood as ergodic 
processes whose statistical mean is referred as =	 , 	 = 	  and 	 = 	 . 
Calculation time is a stochastic process as aleatory facts (such as numerical noise) may affect the 
calculation speed, the time step (if it is considered as variable), etc. 

As reference, in average, the total amount of time required nowadays to simulate the global 
model  using independent simulation  is (2) and (3).  

& = 	 + + + _ + _  (2) 
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= 	 , , + _ + _  (3) 

In Equations (2) and (3), _  represents the mean of a stochastic process _  
indicating the time an expert need to separate the global model in the different domains. In the same 
way, _  is the statistical mean of a stochastic process _  which indicates the required 
time to combine the obtained independent results. Both tasks could be performed automatically by 
using the adequate tools, but this implies a first initial version of a CPSS co-simulator for the 
application under study is available. For this work, no previous requirements are necessary, so tasks 
are considered to be performed manually. If the stop-and-wait coordination mechanism is 
implemented, the domain-specific simulations would have to be executed in a row and the total 
simulation time is indicated by (2). If parallel execution is available, the total simulation time is 
which indicated in (3). It is obvious that if parallel execution is available the mean required 
simulation time goes down, as , , ≪ +	 +	 , especially when the number 
of included devices and people goes up (as, typically, simulation algorithms present a complexity of 
order ℴ( )). Another parameter which strongly affects the simulation time is the selected value for 
the minimum time step (usually simulation algorithms includes variable time step solvers). In most 
cases, the complexity order of the simulation algorithms depending on the time step is ℴ( ), so 
co-simulation tools usually present softer limitations related to the time step than which they present 
in respect to the number of considered devices. Moreover, the complexity of the simulation models 
and the attribute representation of agents may extend the simulation time, even in various 
magnitude orders (overall if non-linear models are included, which must be solved using complex 
numerical algorithms). In general, if more devices want to be included it is necessary to use simpler 
attribute representations and higher values for the time step. Obviously, as more complex models 
and smaller values for time step are employed, the precision in the obtained results go up. Now, in 
the case of an orchestrated federated co-simulation solution, a new stochastic process may be 
defined, representing the total simulation time  if stop-and-wait coordination mechanism is 
implemented (4). Moreover, another variable  may be defined (5) if parallel execution is 
available.  

& = 	 + + + + +  (4) = , , + +  (5) 

In (4),  indicates the total time used in communicating the three domain-specific 
simulators (also a stochastic process, which includes, besides, delays due to feedback loops which 
are present in co-simulation tools but not on domain specific simulators).  is the time used in 
configuring the simulation at the initial moment and  the required time by the orchestrator for 
processing and presenting all the results by the simulators. In general, if mean values are considered, ( + ) 	 _ +	 _ , as the third-party engine may processes the initial 
configuration faster than any expert. Thus, in general, 	 .  

The time expressed in (4) and (5) could be reduced if choreographed co-simulation solutions are 
considered. In that case, as no orchestrator is deployed, the time +  does not have to be 
considered. Then, the total simulation time in this case  is represented by two new stochastic 
processes (6) or (7) depending on the selected coordination mechanism. 

& = + + +  (6) = , ,  (7) 

Clearly, if mean values are considered, 	 	 in all cases.  
Finally, as we said, in integrated solutions this step is not applicable as no coordination 

mechanism is needed.  
As said, it is important to note that all previous temporal variables (in Equations (2)–(7)) are not 

fixed values. In general, the required time to perform a certain simulation is a stochastic variable 
which depends on many uncontrollable factors. Thus, relations among the variables may change in 
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time. However, in order to support the decision making, in this section we are considering a typical 
case and the values can be fixed calculating the medium of various evaluations or by theoretical 
studies considering the algorithms complexity and the underlying hardware.  

On the other hand, one additional temporal variable could be considered. Sometimes, the same 
event must be processed in various simulation tools, or events which are internal when using a 
unique domain-specific simulator must be externalize when this tool is included in a co-simulator. 
Then, the total time required to simulate each subsystem in a co-simulator (called, , , ) is, in 
mean, greater than the required time in independent tools ( , , ). In particular, this situation 
may be reduced to the inclusion of and additional stochastic process  representing these 
activities (8). + +	 	 + + = + + +	  (8) 

The main disadvantage of this new variable is that it depends on the particular implementation 
employed in the new co-simulator. Thus, discussing its possible values is outside of the scope of this 
paper. Nevertheless, it can be seen that (although could be partial) the previous analysis is valid as 
the relations among the different variables are almost independent of the additional time . 

For every co-simulation paradigm, as can be seen, the difference in the mean simulation time 
due to the implementation of a parallel execution or a stop-and-wait mechanism is, basically, the 
difference between , ,  and +	 +	 . Both values, in general, grows up with a 
complexity order of ℴ( ) when increasing the number of agents in the scenario. However, the 
growth rate is higher for the expression +	 +	  as can be seen in Figure 8, where a generic 
graphic of the evolution of both expressions is provided.  

In Figure 9 two areas may be distinguished. In the first zone, both expressions are low and not 
very different, as the difference between , ,  and +	 +	  is not so 
remarkable. If simulations being performed are located in this area, stop-and-wait mechanism is 
preferable. Then, from a certain number of agents, the difference between , ,  and +	 +	  starts growing and, in this area, parallel execution is desirable. In order to support 
scalability (in the limits of a certain application) it is very important to evaluate the area where the 
planned co-simulator will operate.  

 
Figure 9. Generic graphic of the evolution of the simulation time. 

In order to evaluate the relation between the required simulation time and the development 
time to be invested, one new function can be defined (9). It represents the number of simulations 
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which have to be performed in order to compensate the needed additional time to implement a 
parallel execution coordination mechanism.  

( ) = − && _ − _  (9) 

In (8),  represents the number of agents in the simulation, & _  the required time to perform 
the simulation using a stop-and-waits mechanism, _  the required time to perform the 
simulation using parallel execution,  the needed time to develop a co-simulator using parallel 
execution and &  the needed time to develop a co-simulator using a stop-and-wait mechanism. 

As −	 &  is a fixed number and & _ −	 _ 	 presents a complexity order ℴ( ), 
then ( ) presents a complexity order of ℴ . Figure 10 represents this new function.  

If simulations which are going to be performed include a great number of elements, very 
complex scenarios or devices extremely heterogeneous, parallel execution is the best option as ( ) 1. In this area, only one simulation requires an amount of time higher than which invested in 
implementing the parallel execution. On the contrary, if simulations to be performed are simple, the 
time invested in implementing a parallel solution does not make profit, as ( ) ≫ 1. Finally, in the 
intermediate zone (when ( ) 1 but ( ) is not much higher than the unit) any of the proposed 
mechanisms can be selected to be implemented. In that point, the utilization degree may be 
determinant (e.g., if many simulations are being performed).  

 
Figure 10. Function ( ). 

It is important to note that parallel execution does not imply to be able to parallelize various 
co-simulations. Domain-specific simulator may operate in parallel, but the co-simulator (as a unit) 
only performs one simulation each time. If parallelization capabilities are required, the adequate 
domain-specific simulation tools should be chosen (they must support parallel simulations) and, at 
implementation time, the coordination mechanism should also be able to manage various simulation 
at the same time. 

Finally, more than the three basic subsystems of CPSS could be considered. Then, if more 
domain-specific simulation tools are included in the co-simulator, the expressions , ,  
and +	 +	  are generalized to , ∈  and ∑ . In this generalized 
expression, it can be seen that, when more domains are considered, parallel execution solutions are 
preferable (as the reduction in the simulation time, for any considered number of agents, is very 
remarkable).  
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3.5. Design of the User Interface and Results Presentation 

The final step of our methodology focuses on designing the user interface customized to the 
particular application, simulation model, and lifecycle. Previous steps greatly influence this final 
phase. For example, if the “goal specification” state is removed from the simulation lifecycle it is not 
necessary to develop an interface to show that information. In conclusion, depending on the 
previous steps, the interface will adapt their elements to show only the relevant aspects of the 
desired simulation. Additionally, accuracy requirements established by final users in the initial 
phase should be also considered, in order to create the most adequate results presentation 
environment. Likewise, the final users’ profile should be also taken into account (see Table 5) to 
adequate the environment to their needs.  

In every simulator, some universally required elements [130], must be always included in a user 
interface in order to perform a successful simulation (for example, there will be always an interface 
to start a simulation, stop it, or even pause it). Then, every interface for a simulator must include 
three tools: instruments to design a simulation, instruments to execute and control the simulation 
and tools to analyze the results. For each one of the three tools, some decisions must be taken 
(considering the most relevant aspects of the simulations to be performed with the co-simulator). We 
review these aspects below: 

Instruments to design a simulation. User interface must permit the selection between all 
possible scenarios that can be found in the simulation process, this includes modeling and 
configuring all the elements that are present in a certain simulation. To allow this, a method to 
design the scenario has to be provided along with the necessary rules for a correct scheme. Basically, 
two options are possible: simulations are designed using predefined layouts or scenarios, or external 
instruments (such as programming environments) are linked to the co-simulator in order to create a 
new scenario with each simulation. 

Instruments to execute and control the simulation. These elements are always available to 
interact, so the simulation process can be controlled externally. Depending on how the simulation 
has to be executed, the objective and if various simulations must be executed in a row, two types of 
tools can be used. Text interfaces and graphical interfaces are the primary options to be considered 
in the design of the execution and control interface. Any case, textual elements can be present in both 
types.  

Tools to analyze the results. Results may be presented in a simulator in two manners. First there 
exists the “post-mortem” presentation. In this scheme, the simulation finishes creating a log file 
which is used later to construct and show the results (thus, graphical display needs a data source to 
represent the results). Secondly, in “live” presentation, results are calculated, processed and showed 
at the same time that the simulation advances.  

Table 9 provides some criteria to select the most appropriate interface depending on the 
simulation that is going to be performed. 

Table 9. Criteria for designing the user interface. 

Tasks Criteria 

Design a 
simulation 

If simulations concern only a limited collection of scenarios, predefined layouts are the 
appropriate solution. If users must be enabled to design their own scenarios, additional external 

instruments are required (for example 3D modeling, development environments, etc.).  
Execute and 
control the 
simulation 

Text interfaces are adequate for users who performs many simulations in a row (such as in 
Monte-Carlo simulations). In didactic applications, or if simulations are performing one-by-one, 

graphical interfaces are desirable. 

Analyze the 
results 

Simulators which generates great amounts of data require “post-mortem” tools as no enough 
time is available to process and presents the results when performing the simulation. If the 

monitored variables are few (such as, for example, the position of the agents), then “live” tools 
are valid.  

Finally, each co-simulator paradigm and even the particularization of the simulation model 
made on the first and second steps, require a specific set of tools to be able to configure and 
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supervise the simulation. These elements can be added to the user interface in order to interact with 
the system involved in the simulation process. Some criteria to select the different items that a 
particular model’s needs are defined in Table 10, where we provide some key elements to add in 
each co-simulation paradigm. 

Table 10. User interface key elements. 

Co-Simulation Paradigm Key Elements 

Independent 
Individual controls 
Individual results 

Choreographed 
Global scenario definition 
Relationship conditions 

Orchestrated by a third-party engine Third party engine connection status 
Orchestrated by one of the simulators Main simulator selector 

4. Experimental Validation: Co-Simulator Development and Experiment Description 

In this Section, a practical validation for the proposed methodology is provided. We design 
(and implement) a particular CPSS co-simulator employing the proposed methodology, and, later, 
we design some experiments in order to evaluate its performance and the invested time its 
development; and compare those data with those obtained from other solutions. The correctness of 
the proposed solution will be deducted from the obtained results. 

4.1. Co-Simulator Implementation 

For this first practical use case of the proposed methodology, we decided to design a CPSS 
co-simulator focused on validating crowd management systems for emergencies (panic control, 
enhancing attention, etc.) in large facilities. These systems include the three main subsystems of 
CPSS: the physical world (buildings, stairs, exits, etc.), the cyber world (sensors, displays or 
speakers) and the social world (people, social behavior and other similar elements). General 
elements (see Section 3.3.1), such as time constraints, are present in all subsystems. These elements 
are transversal entities which condition the entire system’s operations and, then, they should be 
considered in all subsystems and domain specific simulations.  

First, we perform the requirements and characteristics capture phase. In particular, 
requirements about the four properties described in Section 3.1 were stablished: 

• REQ#1. Flexibility: The proposed simulation tool is focused in one particular application 
(crowd management), so requirements about flexibility are not imposed.  

• REQ#2. Modularity: The proposed co-simulator should allow incorporating new types of 
devices in the cyber world as new technologies are proposed or investigated. 

• REQ#3. Scalability: Simulations scenarios are limited to large-facilities so the maximum number 
of agents in a certain simulation is of various tens of thousands. As maximum, then, the 
co-simulator must be able to consider fifty thousands of agents. However, as we are saying 
later, that is not the most common case.  

• REQ#4. Accuracy: As social models present a limited accuracy (human behavior is very difficult 
to predict), it is not required a high level of precision in the designed tool (a medium value 
would be acceptable).  

Moreover, simulation tools for crowd management present some specific characteristics. 
Namely: 

• CHAR#1. Simulations are performed by social experts, who are not programmers or 
technological professional. Thus, simulators cannot require technological knowledge.  

• CHAR#2. In general, particular values or states at a certain time step are not interesting. In 
crowd management global tendencies (e.g., is the panic growing?) are more important than 
particular values.  
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• CHAR#3. The most important subsystem in crowd management systems is the social world. 
Simulations must provide precise social information, in order to evaluate the crowd behavior. 
Physical and cyber worlds are secondary.  

• CHAR#4. As buildings may be complex structures, designing the models to include correctly 
the scenario in the simulator can be difficult in some occasions. However, although many 
agents might be included in one simulation, all of them present the same behavior, so the 
required processing capabilities to execute the simulations are limited. 

• CHAR#5. The number of agents in a certain scenario is limited. Buildings are regulated and a 
maximum capacity is always defined. Even when over-capacity is considered, the number of 
agents in a certain scenario cannot increase indefinitely.  

• CHAR#6. Results must be represented using both techniques: temporal and statistical graphics, 
and animations about the scenario’s evolution in time.  

Apart from the previously presented characteristics, other circumstances must be also 
considered before implementing the co-simulator (final users and development team 
characteristics): 

• CHAR#7. The group of future developers does not include any expert on simulators 
programming. Then, complicated and specific implementation cannot be addressed.  

• CHAR#8. The simulation scenarios are limited to large facilities, so user don not have to be are 
not enabled to design their own scenarios.  

• CHAR#9. In this case the employed domain-specific simulators were: Matlab/Simulink as 
physical processes simulator, NS3 as network simulator and MASON as social simulator. We 
chose these instruments due to their extended use in research, because they present an open 
architecture and, besides, MASON and NS3 are open source and, finally, due to their efficient 
performance. 

Once the starting position has been exhaustively studied, it is possible to apply the proposed 
methodology in order to implement the desired co-simulator. 

STEP #1. Selection of the co-simulation paradigm 

First, as said in CHAR#7, no experts on simulators programming were available. Thus, 
integrated co-simulation got discarded (see Table 5).  

Besides, all considered simulators present an open architecture, so federated co-simulations are 
enabled. Secondly, in CHAR #9, it must be noted that MATLAB is not an open source tool, so 
choreographed co-simulation is not allowed. Finally, the results presentation and graphic interface 
provided with the selected tools do not meet the requirements of a crowd management system (in 
particular, any environment to visualize animations described in CHAR#6 is available). Moreover, 
CHAR#1 indicates that users are not programmers. Therefore, the proposed co-simulator must be 
implemented following the orchestrated by a third party engine federated co-simulation paradigm. 
Figure 11 presents the architecture of the proposed co-simulator. As a novelty, a database where all 
the logs are stored is also included (as we said, optional components could be added if necessary). 

Additionally, NS3 simulator presents, by default, a modularity architecture, so REQ#2 is 
fulfilled, and any type of new devices could be easily added to the resulting co-simulator. Moreover, 
all the domain-specific independent simulators meet scalability requirement REQ#3.  

422



Sensors 2017, 17, 2177  27 of 46 

 

 
Figure 11. CPSS simulator architecture. 

STEP #2. Particularization of the general simulation model and simulation lifecycle 

In this case, the simulation lifecycle is maintained as shown in Figure 6. No additional task is 
required and, as indicated in the characteristics cited above all the basic states are necessary. 

In respect to the simulation model, CHAR#3 states that the most important subsystem in crowd 
management systems is the social world, so this area must be expanded in the model. Besides, as 
indicated in Table 6, the physical world should be also slightly complemented in order to represent 
in the proper way the scenario. Considering this both elements, Figure 12 shows the additional part 
to be included in the simulation model showed in Figure 6, by extending the relations of “Personal 
state”, “Social state” (both in green, as they are social elements) and “Physical object” (in red, as it 
belongs to the physical world). 

In respect to devices (cyber world), which usually make up a very heterogeneous platform (the 
CPSS framework is known to have various types of device), the selected network simulator (NS3) 
has to be able to simulate all the required devices. In particular, see Figure 6, control, communication 
and processing devices have to be included. Different works [131] have proved that NS3 simulator 
may be used in that way, being possible to simulate from huge computing systems to small wireless 
sensor networks or cellular communications.  

 

(a) (b) 

Figure 12. Extensions for the simulation model (a) Social world (b) Physical world. 

STEP #3. Selection of the appropriate coordination mechanism 

In the third step, the coordination mechanism must be selected. In this case, it must be noted 
that three different simulation schemes are presented in the co-simulator: physical simulator makes 
a continuous simulation but the results are shared when the process finished; social simulator also 
makes a continuous simulation and shares the results each time step and, finally, network simulator 
makes an event-oriented simulation. However, at implementation stage, these three different 
schemes may be reduced to only two different schemes. In physical processes simulators, it is very 
common to recover the simulation routine using a program which runs the simulation each time 
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step and shows the generated results. In that way, physical processes simulators (Matlab in our case) 
and social simulators (MSON in this works) behave in the same manner. Considering this situation, 
implement a parallel execution solution in the planned co-simulator would be a very difficult task.  

On the other hand, as indicated in CHAR#4, the required processing capabilities to execute the 
simulations are limited. Moreover, as said in CHAR#5 the number of agents in the simulation 
scenarios is also limited. Thus, the simulation time tends to be small and the difference between , ,  and +	 +	  is not so remarkable. We are waiting a high value for the 
function ( ). Therefore, stop-and-wait mechanism is preferable in our case. Next, the detailed 
design of the proposed coordination mechanism is explained. 

When the engine receives the global model for the simulation scenario, it keeps track of the 
future events that are occurring in the different domain-specific simulators. The information about 
these events is stored in an Event Queue. Thus, the events are extracted by order, always getting the 
first one in time (which corresponds to the next simulation). On the one hand, a network simulator 
calculates the future events in a row when starting the simulation. This information is sent to the 
engine which stores the corresponding events in the Event Queue. On the other hand, MASON 
simulator (and Matlab/Simulink) updates the state each time step. The events corresponding to this 
time step  are also stored in the Event Queue. At implementation stage, the value of  in the 
social simulator must be fixed to meet REQ#4 about the tool’s accuracy. In our particular case, 
developers selected a value of = 1  as default value, however the decision making to obtain 
this value it not the objective of this paper. 

Once the three simulators (NS3, Matlab and MASON) have been adequately configured, they 
halt the simulations and only update them when informed by the third-party engine. During the 
co-simulator operation, the engine checks the simulator to which the first event in the Event Queue 
belongs. Then it removes this event from the queue and informs the corresponding simulator to 
continue with the next step (if the corresponding simulator is Matlab or MASON) or to execute the 
next event (is the corresponding simulator is NS3). The proper domain-specific simulator runs the 
simulation and generates certain information that could be relevant to the other simulators. The 
engine processes this information and sends it to the other simulators which update their 
information and informs the engine once done. 

At the end of the simulation, all generated logs are stored in the data base. 
Using this approach, moreover, REQ#3 about scalability is completely fulfilled. Simulations 

may take a very long time, but they admit perfectly to consider various tens of thousands of agents.  
It must be noted that the previous solution it is only one of the several available possibilities. In 

other situations or application scenarios, the proposed scheme could not be suitable. In particular, it 
is also possible to create a continuous-time simulator (which updates the state each  seconds) by 
using a different implementation of simulator class in the NS3 implementation or by recovering the 
entire simulator with an adequate interpolation middleware. The users’ preferences or the 
application requirements will help developers to select the most adequate approach (see Section 3.1).  

On the other, although it is not mandatory, the simplest configuration for a co-simulator which 
includes various continuous-time domain-specific simulators is to employ a unique  for every 
tool. Of course, the selected value of the  parameter at production time will affect the 
correctness and validity of the obtained results. In genera words, as  gets greater, the precision 
of the results go down. This idea is common to all continuous-time simulators, but it is especially 
important in co-simulation tools as many different and independent tools are involved.  

Any case, these discussions must be addressed at implementation and production time 
(respectively) so they are not the focus of the article.  

STEP #4. Design of the user interface and results presentation 

In the fourth step the user interface is designed. As said in CHAR#8, the planned co-simulator is 
going to be limited to systems deployed in large facilities. Thus, users do not require additional 
instruments to design their own scenarios, and layouts of the main facilities (stadiums, colleges, etc.) 
may be provided with the simulator.  
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As said in CHAR#2, it is unnecessary to control the evolution of the simulation step by step. The 
interest is focused on the global tendencies, so many simulations are performed in a row in order to 
obtained representative statistical results. Then, a textual interface should be included for simulation 
control and execution. Finally, as said in CHAR#6, different visualizations of the results have to be 
available. Moreover, users have to be able to calculate many important aggregated values. In 
conclusion, “post-mortem” results presentation is the most adequate in the proposed case. Finally, 
Figure 13 shows the interfaces obtained for the co-simulator. 

 
(a)

(b) 

 
(c) 
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(d) 

Figure 13. Simulator’s user interfaces. (a) Basic configuration. (b) Simulation execution and control. 
(c) Simulation design. (d) Results presentation (temporal animation). 

4.2. Experiment Description 

In order to evaluate the correctness of the proposed methodology an experimental validation 
was designed and carried out. The objective is verifying that the proposed methodology generates 
the most adequate co-simulator design for a given application, as well as the operational limits of the 
generated tool. In order to evaluate that, the previously designed co-simulator was implemented.  

The experimental validation was divided in three different experiments.  
In the first experiment (named as experiment#1) various quality parameters about the obtained 

co-simulator in Section 4.1 are evaluated by a crowd simulation expert. Although this first 
experiment pretends to be a global evaluation, the selected quality parameters are mainly focused on 
steps one, two and four (as well as on the final users’ requirements). Thus, the second experiment 
(named experiment#2) is focused on the third step. In this second experiment, temporal 
measurements about the required simulation time in different situations are done. Finally, in the 
third experiment (identified as experiment#3), the operation limits of the generated tool are 
evaluated. In particular, scalability and accuracy are validated.  

4.2.1. Non-Methodological Co-Simulator Implementation 

In all the described experiments, the results are compared to the values obtained from other 
additional co-simulators which have been implemented without following the proposed 
methodology. In particular, in order to carry out the experimental validation three additional 
co-simulators were implemented. These new co-simulators were developed following existing 
proposals about this topic, instead of following the proposed methodology.  

The first non-methodological co-simulator (hereinafter called “simulator#1”) it was 
implemented following a kind of choreographed co-simulation paradigm, where every 
domain-specific simulator is recovered by a middleware being able to communicate with the rest of 
simulators [132]. Simulation models were maintained as defined by default in the domain-specific 
simulators, and no additional interface was deployed. All the domain-specific simulators are 
running in parallel. Graphics and results were shown using the instruments provided by NS3 
simulator. Figure 14a describes the architecture of this new co-simulator. The simulation update 
process follows an iterative paradigm, where each simulation step implies a convergence phase. 
Every domain-specific simulator has to calculate in an independent way a first estimation of the 
situation of the scenario under study in the next step, which it is shared with the rest of the tools 
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later. Considering this new information, domain-specific tools modify their initial calculations and 
the sharing and updating process is repeated until values converge to a stable situation. 

 

(a) (b) 

Figure 14. Secondary (auxiliary) co-simulators architecture. (a) simulator#1. (b) simulator#2. 

The second additional co-simulator (hereinafter called “simulator#2”) was implemented 
following one of the most popular schemes for first concept proofs in research. It is similar to an 
“orchestrated by a one of the simulators” co-simulation paradigm, where the most versatile 
domain-specific tool controls and manage the entire simulation [115]. As in the base work, we have 
selected as main simulator the MATLAB suite. As in simulator#1, simulation models were 
maintained as defined by default in the domain-specific simulators, and no additional interface was 
deployed. A “stop-and-wait” coordination mechanism was applied and graphics and results were 
shown using the instruments provided by MATLAB. Figure 14b describes the architecture of this 
second new co-simulator.  

Finally, a third additional non-methodological co-simulator was implemented. This final 
co-simulator (hereinafter called “simulator#3”), it is identical to the methodological one. However, 
in this case, a parallel execution coordination mechanism is selected, instead of the stop-an-wait 
mechanism employed in the methodological simulator. With this structure, this co-simulator is 
perfect to evaluate, in a comparative way, the performing of the selected coordination mechanism 
(third step in the methodology).  

On the other hand, in order to allow comparisons between the proposed application-specific 
co-simulators and state-of-the-art tools, a benchmark simulator is also considered. As said in Section 
2, no simulator proposed in the state-of-the-art allows simulating CPSS considering all subsystems 
in the same detail level (for example, if a fire is simulated, a realistic evolution depending the 
scenarios has to be followed, but also people’s behavior has to be adapted to this situation and the 
impact in communications should be also evaluated—for example interferences in radio channels 
due to smoke-). In that way, benchmark domain specific simulators use to present a better 
performance (as said previously, simulations are faster and more scalable) because their simulations 
are simpler (coordination delays and congestion, for example, do not appear). However, in order to 
stablish a reference, it has been selected a benchmark simulator focused on the simulation of the 
selected study scenario (see Section 4.2.3). In that way, the social simulator MASSIS [133–135] 
(Multi-agent system simulation of indoor scenarios) has been also deployed and employed. This 
simulator is based on MASON (as the proposed co-simulator), but includes new interfaces and 
functionalities to simulate some aspects of the cyber and physical world. 
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4.2.2. Detailed Description of Experiments 

An expert on crowd simulations was invited to evaluate the performing and adequacy of the 
proposed (methodological) co-simulator using a collection of quality parameters. Additionally, the 
same evaluation was carried out using the non-methodological co-simulators “simulator#1” and 
“simulator#2” (described above, Section 4.2.1) and MASSIS simulator. The list of quality parameters 
was selected to represented how much adequate is the obtained co-simulator for the application 
scenario. Moreover, the adaptation of the three co-simulators under study to the final users’ 
requirements is also evaluated. These parameters were: usability by crowd management experts, 
facility to include new types of devices, scalability to advance scenarios, adequacy of the simulation 
model, accuracy of the simulations, customization and interest of the presented results.  

As can be seen, experiment#1 cannot evaluate which coordination mechanism (parallel 
execution or “stop-and-wait”) is the most adequate for our application (mainly because that is a 
technical decision and depends strongly on the developers being related to the co-simulator’s 
implementation). Then, in the second experiment, a validation was carried out in order to determine 
if the methodological co-simulator (Section 4.1) implements the most adequate coordination 
mechanism. For that, the required simulation time by the methodological co-simulator is evaluated, 
and compared with which required by the non-methodological co-simulator simulator#3.  

Additionally, all results are compared and valuated together with the invested development 
time in implementing each tool. The validation consisted of the definition of various simulations 
which were performed using every simulator. Data about the different simulation times were 
registered. Finally, as we have said in Sections 3.1 and 4.1, every designed co-simulator should fulfill 
the final users’ requirements. However, sometimes, as time passes, the use of the designed 
co-simulator gets far from what originally planned. In this case, it is very interesting to know if the 
new tool continuous meeting the final users’ requirements in that new context. Then, in the third 
experiment, three evaluations were carried out in order to determine the operational limits of the 
tools designed with our methodology. Moreover, result of the experiences described below were 
compared with results from all the implemented non-methodological co-simulators (”simulator#1”, 
“simulator#2” and “simulator#3”). 

In this third experiment, firstly, we are evaluating the scalability of the proposed simulators, 
depending on the number of agents per simulation. For that, the number of agents in a certain 
simulation is increased until the designed co-simulator cannot execute it. For every case, various 
attempts are programmed. Data about the success in the simulations execution are collected. 
Secondly, the same evaluation is repeated for a fixed number of agents but increasing the number of 
parameters considered for each agent. The scalability depending on the complexity of the agent 
model is, thus, evaluated. As previously, for every case, various attempts are programmed. And, 
thirdly, it is evaluated the accuracy of the resulting co-simulator. For that, the expert on crowd 
simulations was asked to perform a certain simulation using independent simulation techniques. 
The results are taken as reference. Then, various simulations modifying the temporal step when 
possible are performed. Differences between these simulations and the reference (the committed 
error) are evaluated and employed to determine the simulator’s accuracy. As MASSIS describes 
entities with a fixed number of parameters, and time step is not easily modifiable, this benchmark 
simulator was only considered for the first part of the experiment. Although the obtained results are 
not comparable at all (as the complexity of the performed simulations is not similar), these measures 
may be employed as reference during the discussions.  

4.2.3. Simulation Scenario 

In order to perform the described experiments, a particular simulation scenario was defined.  
One of the most interesting topics nowadays is the adequacy of public infrastructures to 

emergency and evacuation situations (in order to avoid human avalanches, bottlenecks at the exits, 
etc.). In these situations, communication networks (especially proprietary WiFi networks) support a 
high stress and, even and depending on the situation, they may get isolated and uncommunicated. 
Besides, in these situations, people many times behave in a non-standard way, so regular emergency 
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systems (such as alarms, panels, etc.) are not as much effective as desired. In these scenarios, then, 
the physical world (where the emergency starts and evolves), the cyber world (devices and 
platforms employed nowadays as main information source) and social environment (people) are 
totally interconnected. Thus, the purpose of the planned simulations is to test the proposed 
methodology in the creation of a tool for a realistic CPSS application. 

The simulation scenario is a representation of first floor in one building at the Technical 
University of Madrid. In those spaces, we consider a certain amount of people moving around with 
their smartphones and interacting with the rest of people. The simulation scenario includes three 
corridors, ten classrooms (some of which were cooled) and other minor spaces (such as a small hall). 
As maximum, 800 people can be at the same time in that space. Figure 15 represents that scenario. 

A fire was simulated in that scenario, where and evacuation was, then, started. The differences 
of temperature in the building and the information provided from the emergencies system forced 
people to move and interact with the others. These temperature differences cause both the people 
movement to change and the quality of communications to go down (properties of wireless channel 
change). At the same time, smartphones registered the social information and transmitted the 
acquired data to a central server deployed in a computer center near the simulated building (where 
the actions to be taken in order to manage people were calculated). With this information, groups of 
people may be located, specific evacuation plans and information may be communicated, etc.  

The simulation pretended to calculate the system evolution along the first ten minutes.  

 
Figure 15. Simulated space. 

During the first experiment (experiment#1), the expert on crowd simulations performed 
various simulations modifying as much aspects as he considered adequate to evaluate the proposed 
quality parameters. During the second experiment (experiment#2) the explained simulation was 
repeated considering different amounts of people in the building. In that way, it was possible to 
know if the difference in the development time between the methodological simulator and an 
identical simulator which implements parallel execution (simulator#3) justifies the use of the 
stop-and-wait mechanism. Finally, during the third experiment (experiment#3), simulation was 
repeated considering different values for the variables under study (namely, the number of agents in 
the scenario, the number of parameters per agent and the temporal step).  

For every case, simulation was repeated fifteen (15) times and the final result was calculated as 
the medium value. 

In order to simulate each one of the proposed sub-systems (social environment, physical world 
and cyber domain) libraries and state-of-the-art proposal have been employed. In particular, cellular 
network and WiFi elements have been simulated employing some existing NS3 libraries (WiFi and 
LTE modules). Social environment has been programmed using the MASON tools and proposals 
about emergency simulations [136]. The basic idea is to employ the inertial sensors included into 
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intelligent terminals to determine the people behavior during the emergency (if panic is present, 
people keep calm, etc.). In these scenarios, participative sensing (as some works on CPSS describe) 
has no sense, and passive monitoring is the most adequate approach. Sensor outputs are emulated 
by the coordination of social simulation (which determines the evolution in the people behavior), 
network simulation (which control the behavior of smartphones) and physical simulation (which 
determines a realistic sensor output for each situation and agent). Physical domain is evaluated 
using numerical models for fire propagation [137]. 

5. Experimental Validation: Results 

In this Section results of the experiments described in Section 4.2 are presented in an ordered way.  

5.1. First Experiment (Experiment#1): Results 

Table 11 shows the conclusions of the crowd simulation expert about the quality of the 
presented co-simulators (the methodological one and “simulator#1” and “simulator#2”). 

As can be seen, the methodological co-simulator is globally better than the non-methodological 
co-simulators (implemented without following the proposed methodology), and the selected 
benchmark simulator, for the selected application. Thus, the methodology fulfills the objective of 
creating the most adequate co-simulator, given a certain application of CPSS. Next, we are reviewing 
in detail each one of the five quality parameters.  

The expert considered all co-simulators require users to know details about the cyber world, 
which is not desirable at all. However, in the case of the methodological co-simulator, the third-party 
engine covers many of the technical details which must be controlled by user in the secondary 
co-simulators. In relation to this point, nevertheless, MASSIS simulator is the best as it includes a 
graphic interface which is very useful for crowd simulation researchers. 

Similar to the previous discussion, the third-party engine offers a common and easy mechanism 
to extend the proposed co-simulator if new devices or domains (such as the artificial world) want to 
be included. On the contrary, the “simulator#1” co-simulator requires to design a new middleware 
each time a new domain-specific co-simulator is included, which is not easy for non-technical users. 
The same problem appears on “simulator#2” co-simulator, as every new device requires creating an 
equivalent description in MATLAB language, which is most times unknown by social experts. On 
the other hand, MASSIS simulator offers an embedded library of available devices which is very 
difficult to extend (it requires to initiate a new development and to have technological knowledge).  

In respect to scalability, the expert found the methodological simulator may address every 
simulation scenario for crowd management systems verification perfectly. This characteristic is also 
available in the non-methodological “simulator#2” co-simulator, as it is an intrinsic property of 
“stop-and-wait” coordination mechanism (as we are seeing later). On the other hand, “simulator#1” 
co-simulator has many problems with certain scenarios, as it must manage a great amount of 
signalization (typical of choreographed schemes) which hinders the simulation performing. MASSIS 
simulator, however, includes a heavy 3D interface which causes large scale simulations to 
experiment problems when a high number of elements are simulated (see Section 5.3).  

Table 11. Results about the quality parameters in the first experiment. 

Quality Parameter 
Marks (0–10)

Methodological
Co-Simulator 

Non-Methodological
simulator#1 

Non-Methodological  
simulator#2 

MASSIS 

Usability by crowd management experts 8 5 6 9 
Facility to include new types of devices 9 7 6 6 

Scalability to advance scenarios 9 6 9 7 
Adequacy of the simulation model 8 8 8 7 

Accuracy of the simulations 7 8 8 8 
Customization 6 8 8 7 

Interest of the presented results 9 7 7 8 
Total 8 7 7.4 7.5
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The models, as the expert said, were adequate in all cases; although some improvements (such 
as extending the social part) could be included. Experts also indicated that simulation model 
included into MASSIS shows some deficiencies in respect to mobile entities (for example, they 
cannot correct the itinerary if a wrong path is followed). 

In general, accuracy in all co-simulators is acceptable. However, non-methodological 
co-simulators (as well as MASSIS simulator) allow final users to control more exactly this parameter 
(as the third party engine hides some details), so they are more positively considered. In respect to 
customization, in general, the non-methodological and MASSIS co-simulators allow users to modify 
the models, simulation routines, etc. in an easier way than the methodological co-simulator (mainly 
because of the third-party engine).  

Finally, the results presentation in the methodological co-simulator was very useful for crowd 
analyses. But the secondary co-simulators need a more extended catalogue of functionalities in this 
sense (for example, including advanced animations). MASSIS includes a useful graphic interface but 
certain representations are difficult to obtain. 

In balance, as we said, the proposed methodology allowed implementing the most adequate 
co-simulator.  

5.2. Second Experiment (Experiment#2): Results 

Figure 16 shows the results obtained from the second experiment in the experimental 
validation. The figure shows the average simulation time depending on the number of involved 
people and mobile devices (agents). In this figure, we compare the simulation time required by the 
methodological co-simulator, and by an identical simulator which implements parallel execution. 
Considering the maximum capacity of the scenario (800 people) and an over-capacity around 20%, 
the maximum number of agents in a simulation is two thousand (one thousand people and their 
corresponding smartphones).  

 

Figure 16. Simulation time along the number of involved people.  

Results on Figure 16 are presented in a logarithmic scale in order to visualize correctly all the 
values (despite being various magnitude order different). As can be seen, the simulation time 
increases for both co-simulators when increasing the number of simulated people in, approximately, 
a complexity of order ℴ( ) . As it was foreseeable, the methodological co-simulator, which 
implements a stop-and-wait mechanism, requires more time than the co-simulator which 
implements parallel execution. This difference grows with the number of agents; however, it is not 
enough to justify the development time required to implement the parallel execution scheme. 

In fact, we valued the total time required to implement the methodological co-simulator in one 
thousand (1000) h. In the case of the identical simulator which implements parallel execution, that 
time increases to five thousand (5000) h. With these values, in Figure 17 we represented the function ( ), taking into account the results shown in Figure 16.  
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Figure 17. Function S(n). 
As can be seen on Figure 17, in the worst case, more than one hundred (100) simulations must 

be performed to compensate the development time invested in implementing the parallel execution 
mechanism. This value grows up to ten million if the simplest scenario is considered. Any case, it is 
clear that the number of simulations is great, concluding that the most adequate mechanism, in this 
case, is stop-and-wait as indicated by our methodology. 

5.3. Third Experiment (Experiment#3): Results 

Once methodology performance has been evaluated, it is important to determine the 
operational limits of the co-simulator.  

Figure 18 shows the results about the scalability depending on the number of agents per 
simulation scenario. As can be seen, every simulation including 5000 agents, or fewer, is perfectly 
executed by the methodological co-simulator. However, as this number goes up, the simulation 
algorithm start being collapsed and, in some occasions, simulations cannot be performed. In 
particular, for a number of agents = 50,000 the simulation returns an execution error in 50% of 
times. For this work, we are considering a simulation fails (or returns an execution error) when the 
management entity is not able to communicate with at least one of the domain-specific simulators 
that make up the general co-simulator. Besides, simulations are considered blocked if the updating 
process in one of the domain-specific simulators does not finish before one Linux keepalive probe 
(employed, for example, also in TCP connections −75 s). In fact, problems in the simulation may 
appear due to hardware limitations, software coordination malfunctions or communication stack 
overflows because of the great amount of time required to perform the simulation update at each 
time step when the number of agents is above a certain limit. Furthermore, the maximum number of 
agents that may be considered without appearing problems in the simulation also depends on the 
machine hosting the simulation environment. In this case, we have selected a 64-bit Linux Ubuntu 16 
operating system, with an Intel i5 processor and 8 GB of RAM memory. As this hardware 
configuration it is not specifically designed to support heavy simulations, obtained results may 
show a quite small maximum number of agents per simulation. However, as the objective of this 
experiment is to compare the performance of different co-simulator configurations, obtained 
measures can be considered adequate. 

As can be seen in Figure 18, for = 80,000 or more agents the simulation algorithm never 
worked (in the sense expressed above). The origin of this limit is the third party engine. As this 
element acts as an orchestrator, all information must be processed by it. Thus, it creates a bottleneck 
which blocks the simulation, even when the underlying simulators may perform simulations 
including more agents. 
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This phenomenon is common to all orchestrated schemes, including the non-methodological 
co-simulators “simulator#2” and “simulator#3”. In the case of these simulators the problem 
aggravates. Fist, in “simulator#2” the orchestrator is one of the domain-specific simulators 
(MATLAB in this case), so this element not only must perform the orchestration activities but also 
the simulation under evaluation. Then, the bottleneck narrows and the maximum number of agents 
decreases (in this case for = 7000 agents the simulations return an error in the 50% of cases). On 
the other hand, “simulator#3” presents a parallel execution scheme. Thus, information is not 
generated in an ordered way (as in stop-and-wait scheme) and the third-party engine gets 
overloaded much sooner. This case is the most critical, as can be seen in Figure 18, and for = 5000 
agents the simulations fail in the 60% of cases.  

 

Figure 18. Scalability of the proposed co-simulators considering the number of agents. 

This situation is relieved if choreographed simulations are considered, as in “simulator#1”. It 
presents the widest operation regime as it presents a distributed management system. In particular, 
this simulator gets blocked when the signaling load among the domain-specific simulators cannot be 
managed. This limit is reached, approximately, for = 70,000 agents, when simulations return an 
error the 40% of times. 

Although these numbers may seem low, greatest public facilities may host between 100 and 200 
thousand people. Furthermore, the proposed simulation scenario, as maximum, may host around 
three thousand people (this quantity is supported without problems by the proposed co-simulator). 
For large-scale simulations (including hundreds of thousands of people) the designed tool is not 
valid but, in this case, the proposed methodology would have produced a different co-simulator. 
Besides, it must be considered that the employed hardware platform is not a great computational 
power platform as employed in other scalability studies [138]. Thus, obtained results may be slightly 
worse than usual.  

Finally, as can be seen, benchmark simulators, such as MASSIS, allow us to perform bigger 
simulations without experimental problems (even the more basic MASON simulator may be 
configured to include near one million of agents) [138]. However, in these cases, simulations only 
include social phenomena, and the proposed co-simulator also offers a perspective about the state of 
the physical environment and the deployed technological systems.  

As said in Section 4.2, other important variable in scalability is the number of parameters 
considered per agent. Figure 19 shows the obtained results. As indicated in Section 4.2, the 
simulations were performed including 800 agents in the scenario.  
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Figure 19. Scalability of the proposed co-simulators considering the number of parameters per agent. 

As can be seen, tendencies in Figure 19 are very similar to those observed in Figure 18. That is 
coherent, as simulation algorithms and signaling load depend in the same way on the number of 
agents and on the number of parameters per agent. Thus, discussions presented for Figure 19 are 
valid for this new evaluation. In order to compare the results, Table 12 presents the most important 
points on Figure 19. 

Table 12. Scalability of the proposed co-simulators considering the number of parameters per agent. 

Important Points Methodological “simulator#1” “simulator#2” “simulator#3”
Maximum number of parameters without fails 30 300 7 4 

Number of parameters 50% of fails 310 440 40 30 
Maximum number of parameters 500 620 440 440 

From results on Figures 18 and 19, it is possible to say that the methodological co-simulator 
meets the final users’ requirements. In particular, various tens of thousands (specifically between 
50,000 and 80,000) may be included in a simulation scenario as indicated in REQ#3 (which 
specifically indicated a limit of 50,000 agents per simulation). 

Finally, Figure 20 shows the results for the accuracy evaluation. This evaluation considers a 
definition of global error (1) in order to evaluate the accuracy of the proposed co-simulator as the 
temporal step goes down (when possible to modify it). This expression represents the aggregated 
absolute error in the simulations, being  the final value (at the end of the simulation under 
study) of the parameter  and  the final value (at the end of the simulation taken as 
reference) of the reference parameter . Results on Figure 20 are normalized.  	 = 	 −∀∀	 	   

As can be seen the committed error in the proposed methodological co-simulator is constant. 
That is due to the fact that the temporal step is not controllable by final users (CHAR#2 showed that 
this functionality was not necessary). As explained in Section 4.1, the obtained co-simulator is 
event-oriented, so the value of the temporal step does not affect the final accuracy. The committed 
error is around 12% (Figure 20). 
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Figure 20. Accuracy of the proposed co-simulators.  

In the case of the non-methodological co-simulator all of them allow to manipulate the temporal 
step . Thus, in general, for great values of this variable the maximum error goes up (as changes 
in the simulation are very abrupt), and for smaller values of the error goes down (the simulation 
evolves in a more continuous way). However, as can be seen, “simulator#2“and “simulator#3” do 
not follow this rule at all. In these simulators, the committed error goes up again when the temporal 
step falls below a certain limit ( 	≈ 0.1  in both cases). This evolution may be explained by the 
fact that, in both cases, the simulation algorithm gets blocked when the temporal step is very small. 
In particular, the orchestration entities cannot update the global state fast enough and some 
information is lost. As a consequence, the error increases.  

5.4. Discussion 

Considering the previous results, the correctness of the proposed methodology may be 
confirmed. The results obtained from the first experiment guarantee the selected co-simulation 
paradigm, the designed simulation model and lifecycle and the planned results presentation 
interface are the most adequate. The second experiment shows the designed simulation tool is the 
most adequate in terms of time (the type and number of simulation performed worth the invested 
time in developing the tool). In general, the correctness of the third step is much more solid, as 
quantitative and objective proofs have been provided (second experiment). However, the rest of 
steps involve the users’ needs and impressions, so results are much more subjective (although a 
specialist has been introduced in order to reduce at minimum the human factors). For example, 
although scenario customization capabilities are not necessary, users prefer to have these 
functionalities (see Table 11). 

The proposed simulator, moreover, present a wide operation range. The limiting property is the 
scalability, as simulations including more than 80,000 agents (or more than 500 parameters per 
agent) cannot be performed. Any case, final users’ requirements are perfectly met. 

As said, the proposed methodology is correct as it generates the most adequate tool for each 
application (especially in terms of costs and time). However, the possibilities of future extensions or 
new versions are not considered and some synergies can remain hidden when applied the proposed 
methodology. Any case, in these situations the most adequate simulator for a certain application it is 
not generated, as business or corporative arguments are the main factor to be considered.  

Finally, the proposed methodology it is only the first stage in the simulator creation process, as 
(once defined the architecture) implementation tasks must be initiated and, finally, users should 
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know how to perform valid simulations. These posterior phases introduce new variables, challenges 
and problems which are not the focus of the article but which influence the final obtained tool.  

6. Conclusions 

In the present paper, a new methodology to design efficient application-specific CPSS 
co-simulator has been described. The methodology includes four points which allow selecting the 
most adequate co-simulation paradigm, to particularize the general simulation model and lifecycle, 
to choose the better coordination mechanism and, finally, to design the proper interface to the 
particular application. Additionally, a previous phase for capturing the final users’ requirements 
and characteristics is described. The obtained inputs are employed as selecting criteria in the 
methodology steps.  

Traditional works on co-simulation are focused on very particular aspects about the 
implementation process, or they only consider the design of integrated co-simulators, which are not 
the most adequate for all applications. On the contrary, our proposal enables users to design (and 
implement, if desired) the co-simulator most appropriate for their applications.  

First evidences that the simulators generated using the proposed methodology are the 
friendliest and most useful for users and experts on a certain application of CPSS are provided, as 
indicated for crowd experts during the proposed experiments. Moreover, the methodology also tries 
to be efficient in time, taking into account and balancing both elements: the required simulation time 
and the needed development effort. In that sense, solid evidences that our proposal helps users to 
select the best option among all the possibilities for a certain application, following an ordered 
process have been provided. Nevertheless, further analyses considering the collaboration of CPSS 
researchers should be performed in order to determine the final usefulness of the proposed 
methodology.  

Future works should address the problems mentioned above, organizing deep and large-scale 
experimental studies involving CPSS researchers. These professionals, who should need to design a 
new co-simulator, would report their experience, which could be compared with data from a control 
group. Besides, the relation between the proposed design phase and the next stage (usually, 
implementation) should be analyzed in order to improve some aspects of the proposed solution (for 
example, enabling, in that way, the use of agile methodologies, very common in software 
development). Moreover, and finally, the inclusion of automatic tools in order to build valid 
simulation models, adequate for the designed co-simulator should be also considered.  
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Abstract: Nowadays, sensor networks are composed of a great number of tiny resource-constraint
nodes, whose management is increasingly more complex. In fact, although collaborative or
choreographic task execution schemes are which fit in the most perfect way with the nature of
sensor networks, they are rarely implemented because of the high resource consumption of these
algorithms (especially if networks include many resource-constrained devices). On the contrary,
hierarchical networks are usually designed, in whose cusp it is included a heavy orchestrator with
a remarkable processing power, being able to implement any necessary management solution.
However, although this orchestration approach solves most practical management problems of sensor
networks, a great amount of the operation time is wasted while nodes request the orchestrator
to address a conflict and they obtain the required instructions to operate. Therefore, in this paper
it is proposed a new mechanism for self-managed and choreographed task execution in sensor
networks. The proposed solution considers only a lightweight gateway instead of traditional
heavy orchestrators and a hardware-supported algorithm, which consume a negligible amount
of resources in sensor nodes. The gateway avoids the congestion of the entire sensor network and
the hardware-supported algorithm enables a choreographed task execution scheme, so no particular
node is overloaded. The performance of the proposed solution is evaluated through numerical and
electronic ModelSim-based simulations.

Keywords: Wireless Sensor Networks; task execution; algorithms; resource management; ModelSim

1. Introduction

Wireless Sensor Networks (WSN) have evolved from a theoretical and research paradigm to be
a real and practical technology. Actually, several new engineered systems such as Cyber-Physical
Systems [1], Smart cities [2] or Industry 4.0 [3] (among other possibilities) are based on WSN. Currently,
besides, WSN have been generalized [4], so they are now understood as sets of wireless smart nodes
(including each one, sensors, actuators and processing devices) networked via radio links. With this
new approach, WSN can not only provide information (which must be compressed and transmitted to
user applications) as traditionally but also execute and get the result of tasks which are delegated by
high-level applications.

First real WSN were composed of a small and homogeneous collection of nodes with a medium
size [5]. Nodes in these first deployments had also a mid-range computing power, with enough
resources to execute both data and control processes. However, over time, nodes became smarter
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(they implement more complex algorithms), smaller (thanks to microelectronic technology) and more
resource-constraint (they are dedicated devices and have a lower cost) [6]. At the same time, the number
of nodes in a WSN has gone up strongly and quickly; so WSN evolved to current pervasive sensing
platforms composed of a huge number of tiny, heterogeneous, resource-constraint smart nodes [7].

In this context, collaborative or choreographed task execution schemes are which fit in the most
perfect way with the nature of sensor networks, as they enable the creation of flexible ad hoc resource
pools being able to execute delegated tasks [8]. The flexible and dynamic combination of nodes
with different capabilities is the perfect approach to make the most of the resources of a sensor
network, as resources are packed and assigned to tasks at real-time depending on the current node
situation and workload. Nevertheless, although these solutions were investigated in first WSN, current
software solutions for choreographed task execution and resource self-management by the smart
nodes in a WSN are pretty inefficient: they are not adapted to resource constraint devices and resource
consumption of these algorithms grows strongly with the number of nodes in the network.

On the contrary (see Figure 1), almost every current WSN is based on a hierarchical network
design, where resource constraint nodes are grouped in clusters which are managed by more powerful
computing devices usually named as “cluster heads” [9]. These cluster heads are, finally, controlled
by a central orchestrator, placed in the cusp of the network hierarchy. Both, cluster heads and
orchestrator present enough computing power to support any required management algorithm or
solution. However, although this approach solves many management problems of large WSN with
resource constraint devices, it is also very inefficient, whereas a relevant percentage of the operation
time is wasted in communicating nodes with the cluster heads and the orchestrator [10]. In fact,
if a conflict occurs, nodes must request cluster heads and orchestrator for a solution and wait for
instructions before continuing with the operation. Next-generation WSN, applied to Industry 4.0 for
example, must operate at real-time, so new and more efficient management solutions are required.

Figure 1. (a) Choreographed Wireless Sensor Network (WSN) (b) Hierarchical WSN.

Therefore, in this paper it is proposed a new solution for self-managed and choreographed
task execution in sensor networks, which is adapted to resource-constraint devices and may be
implemented in large WSN. This proposal is based on a horizontal network scheme where they
are not required cluster heads or heavy orchestrators. Besides, the workload that sensor networks
support is improved, as almost no time is wasted in communicating nodes with other components
during control transactions. Thus, efficiency is also improved. These objectives are reached thanks to
choreography and self-management algorithms that are implemented using hardware techniques and
bit-oriented communication protocols. The use of processing resources is, in conclusion, negligible.
On the other hand, to avoid the congestion of the WSN (functions that orchestrators support nowadays)
our proposal is complemented with a lightweight gateway performing simple traffic engineering
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operations, which do not require bidirectional communication with nodes (so global efficiency is
not affected).

The rest of the paper is organized as follows: Section 2 introduces the state of the art in
management and choreography solutions for WSN in tasks execution systems. Section 3 describes
the study scenario and the proposed solution including all important details. Section 4 provides an
experimental validation of the contribution. Finally, Sections 5 and 6 explain some results of this
experimental validation and the conclusions of our work.

2. State of the Art

Task execution systems are, since the beginning, one of the most important applications for
WSN [11]. In these scenarios, one of the key problems is the selection of the most adequate node to
execute a certain task, delegated by high-level applications. If the node, or nodes, to execute a task
are selected by components in a hierarchical level superior to the nodes (such as cluster heads) it is
said the network implements an orchestration management solution (see Figure 1b). On the other
hand, if the nodes to execute a task are selected by means of an agreement among all nodes in the
WSN (see Figure 1a) it is said the network implements a self-management solution or a choreography
management solution (sometimes also named as collaborative management).

Most extended proposals about management in WSN are based on orchestration schemes [12].
In these solutions, information about node hardware capabilities is sent to the orchestrator and/or
any component in charge of the network management. Then, when a task is delegated by high-level
applications, a matchmaking process is performed by those components in order to find the nodes
which provide the adequate functions (nodes) to execute the delegated task [13].

In general, works on orchestration schemes define a set of “node adaptors” which homogenize
the control interface of nodes in order to communicate them with a middleware supported by the
orchestrator [14]. This middleware is usually service-oriented and may consider artificial intelligent
algorithms [14]. Some proposals include a virtual representation of the WSN in this middleware [15],
so calculations and operation are performed on this virtual instance before being mapped on the
real network. It is also possible to find authors describing the orchestration middleware as in mobile
networks (considering a global register, a monitoring module, etc.) [16]. Finally, agent-based management
architectures have been also reported. Different agent locations and manager (orchestrator) configurations
were investigated [17].

As orchestration schemes need an initial configuration process (to send the information about the
WSN to the manager), dynamic changes in WSN are one of the main problems in these technologies [18].
As the repetition of the initial configuration process may stop the operations in the WSN, a technique
named as “context-aware management” was proposed [19]. In this technique, the orchestration
middleware collects and maintains information about the entire environment and situation of nodes
in the WSN. Solutions based on semantics [20] and/or pattern recognition [21] are employed to take
management decision with the available information.

Any case, all previously described solutions present a common problem: they imply complex
processing operations (such as analysing semantic objects, starting virtual instances, updating a huge
community of agents, etc.) which make impossible to operate at real-time, except in small deployments.
Thus, although managers and orchestrators have the required computational power to perform these
operations, the efficiency in control transactions is very low.

In these hierarchical networks, besides, complex communication protocols and transactions are
deployed and defined, as nodes in WSN must send a relevant amount of information to orchestrators.
Up to ten different messages [20] may have to be exchanged by each node with the orchestrator before
executing a management operation (running a delegated task, for example); and this number may
grow if cluster heads or any other medium-level component is also considered [22]. These protocols
and transactions, furthermore, force the nodes to maintain large state descriptions and to handle heavy
data formats such as JSON (JavaScript Object Notation) [22].
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In conclusion, an important part of the processing resources in nodes (which are resource
constraint) is finally consumed by management operations, even when considering central
orchestrators. This is especially critical when considering the processing time, as control transactions
require large communication processes when various heavy messages must be created and interpreted.

These problems [23], nevertheless, may be solved if collaborative, choreographed or self-management
solutions are implemented. In fact, although they are sparse, some works have investigated these
techniques. Task allocation using choreographed technologies is usually understood as an optimization
problem. The basic idea is to select the set of nodes which may execute a certain task or workflow
consuming the minimum amount of resources. Various works have instigated the complexity of
the underlying mathematical problem [24,25], proving that traditional task allocation techniques
cannot be directly implemented in choreographed WSN due to the employment of resource-constraint
devices [26].

Partial solutions to this problem have been reported optimizing the energy [27,28] or time [29]
consumption for a given set of tasks. In order to solve the global multi-objective optimization, heuristic
solutions [30] and stochastic heuristic methods have been investigated [31]. In particular different
variations of the well-known Particle Swarm Optimization (PSO) algorithm may be found [32,33].
Other bionic intelligence methods have been also proposed to allocate tasks to be executed in an
optimum way [34].

These techniques, however, are only valid if networks are static and the sequence of tasks to be
executed is known. If real-time changes have to be considered, or the tasks to be executed are aleatory,
either the optimization problem cannot be solved (furthermore, it has no sense), or the obtained
solution is only a first approximation which could be obtained using much lighter processes.

In a more relaxed way, other proposals try to schedule the task execution, so most adequate nodes
are in charge of it but no optimization or fitness function is defined. Geographical information or
real-time operations [11] can be added as a novelty in this last group of solutions.

The main problem of all described choreographed techniques, nevertheless, is the same.
The complexity and resource consumption of these algorithms grow with the number of nodes
in the network [33]. Some of them, even, present an exponential evolution. Any case, software
implementations of the described technologies have been reported to work only in WSN with a few
tens of nodes. In current pervasive sensing platform, then, they cannot be employed, so orchestration
techniques are usually preferred.

The proposed solution in this paper includes a hardware-supported algorithm which has
negligible resource consumption and can be executed at real-time in large WSN, as its complexity does
not depend on the number of considered nodes. No control transactions or communication processes
are necessary to manage the infrastructure. The proposed choreography solution, besides, enables
the self-management of nodes, so no network orchestrator has to be included and only a lightweight
gateway must be considered.

3. Self-Managed and Choreographed Task Execution in Sensor Networks

This section describes the main contribution of this paper. First subsection presents the study
scenario and the characteristics of the considered WSN. Second subsection presents a global overview
of the proposed technique and the data format employed in task execution orders. The third subsection
explains the behaviour of the proposed network gateway. And, finally, fourth subsection describes the
proposed hardware-supported algorithm to be implemented in sensor nodes.

3.1. Study Scenario

Our scenario is designed for all types of environments where smart sensor nodes are deployed to
perform cyber-physical operations, i.e., operations where either some information (such as temperature,
humidity, presence, etc.) is gathered from the environment, or some effects (e.g., turning on the lights)
are applied to the physical world. The node density is very high, because new deployments tend
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to be pervasive and future paradigms such as pervasive sensing platforms or smart dust present
this characteristic.

Besides, hardware capabilities are redundant; so many different nodes may perform any operation
within the WSN. In this initial study, we do not consider operations involving the transmission of
images, video streams, sounds or other information requiring large and/or variable amount of data.
Each operation consists of two messages: a bit-oriented execution order with a fixed structure and
length; and a bit-oriented response including the result of the operation also with a fixed structure
and length (see Section 3.2). We are also assuming the WSN performs a constant monitoring of
the environment and may execute operations at any moment. However, real-time processing is not
mandatory, if the application scenario does not require this characteristic (as in some agricultural
systems [35]). Thus, ad hoc sensor networks and mobile nodes may be also considered. Even,
other solutions, such as including the sensors in mobile nodes could be also considered if necessary.

The proposed technology belongs to the transport level in the OSI reference model [36]. As in
standard Internet transactions, operation messages in WSN enable the communication of remote
applications (i.e., the user application which invokes the operation and the low-level program in the
smart node which finally executes it); regardless the underlying infrastructure. As in other transport
level protocols, the proposed technology allows identifying the application to be invoked, considering
reliable communications and generating complex transactions.

As a consequence, in our scenario, all nodes must implement a network protocol proving
addressing to the entire network. No special characteristics are required from this protocol, except a
broadcast and/or anycast solution [37] must be supported. If needed, a Delay-Tolerant Protocol [38]
could be also included (see Figure 2a).

Figure 2. (a) Protocol stack in the proposed scenario (b) Scenario’s logical structure: layers.

A complete list of all admissible or preferred characteristics should be based on a deep analysis
and the definition and characterization of all possible application scenarios [18] but in our case, we are
going to work over some common characteristics for all cases, which are:

1. Lack of infrastructure for supporting power supply or access to unlimited data storage (such as
data bases).

2. Usage of specific protocols for stablishing WSN’s topology in an autonomous way and
for routing data from the user applications to the smart nodes which must perform the
cyber-physical operations

3. Nodes may be mobile and stablish ad hoc connections. DTN technologies for communication
among nodes and other components could be included.

4. The node density is very high and hardware capabilities are very redundant.
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5. The entire WSN is deployed in a unique geographical location. Thus, cyber-physical operations
considering geographic information can be executed in any available node.

The first point limits the kind of technologies we can use and more specifically, the lack of power
supply limits the service time of the network, which is a key element for the usability of such kind of
solutions in real environments.

The second and third points explain how smart nodes create an organized network. On the one
hand, as the proposed technology belong to transport level, network level solutions must be previously
considered. On the other hand, as nodes may be mobile and not be available all time, Delay-Tolerant
Network (DTN) technologies to allow reliable and efficient communication could be implemented.

Finally, the fourth and fifth points are directly generated by the requirements imposed by most
recent and future scenarios. Industry 4.0 systems or pervasive sensing platforms, in fact, are based on
very dense networks, deployed in a unique geographical location and with a very high reliability (so
several redundant nodes are included).

Three layers are identified in our application scenarios: sensor network, control middleware and
data processing and user applications (Figure 2b).

Sensor network refers to a set of sensorization nodes, including transducers and processing
components, being able to execute cyber-physical operations (and, in consequence, tasks, see Section 3.2).
In general, sensors may be distributed in a random way (if node installation is possible in all points
within the deployment area) or in a planned way (if some points are preferred). Therefore, we cannot
guarantee that we know every position of the fixed nodes. In this work, we are assuming we know
neither the sensors’ position nor network topology or the number of nodes. Moreover, in relation to
the node characteristics, the proposed solution allows employing any type of device. That means we
do not have to be worried about values such as the sensing range, the sensing period or the monitored
variable; because our proposal is independent from sensors’ features and only considers generic
parameters, such as the energy consumption. In that way, these assumptions make the proposal very
general and flexible.

Control middleware includes all the components employed to communicate and adapt the
low-level architecture of WSN and the high-level design of user applications. Process decomposition
mechanisms, self-configuration instruments and many other similar solutions are included in this layer.

Data processing layer and user applications refer to all final high-level components which receive
data from WSN and control middleware, process them and (eventually) store and/or present them.
This layer can be based on any standard technology like centralized services or cloud services,
because in our scenarios real time operations are not mandatory if the application scenario does
not require them.

3.2. Global Overview. Protocol for Task Execution

The proposed technology is composed of two different algorithms. The first one is implemented
in the control middleware, where a lightweight gateway is included in order to avoid the congestion of
the WSN (guarantying the stability of the choreography solution). The second one is implemented in
all nodes of the WSN, so they can self-manage their resources and the execution of the delegated tasks.

In this context, a task is understood as the sequence of various chained cyber-physical operations
(CPOs), for which it must be obtained a unique and global result by the WSN. In a more formal
way, a task may be represented as a workflow of cyber-physical operations. These workflows can be
described using any available description language (BPEL, BPMN, etc.), although in this article we are
employing YAWL [39] because of their capability to represent almost every possible situation.

Delegated tasks can be received in the control middleware already described as workflows of
cyber-physical operations or may be transformed in that middleware. Any case, this transformation
process is not the objective this paper, so we are assuming we already have that workflow-like
description (see Figure 3).
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Figure 3. Task as a workflow of cyber-physical operations (CPO).

According to the Erlang’s queue theory, a lightweight gateway in the control middleware evaluates
if the maximum allowed load in the sensor networks has been reached (i.e., if the network is congested).
If positive, the task execution is rejected. However, in order to determine the maximum allowed load
in the WSN, a statistical procedure is employed, so some rejected tasks are finally executed in order to
determine if the network is in fact congested or the maximum allowed load can be increased.

Accepted tasks are transformed in a set of execution orders (one per cyber-physical operation
in the task workflow), which are represented using a bit-oriented format. These orders also contain
information about how they are related among them in order to guarantee that inputs and outputs of
the different operations are correctly linked. This characteristic enables the use of hardware-supported
technologies in nodes.

Once constructed, these orders are broadcasted in the WSN. Thus, the smart nodes in the
WSN include a hardware module which, once received an execution order, decides if the node
can or cannot execute this operation. In this decision, the proposed algorithm considers the available
resources, the interest and importance of the operation to be executed and the predicted resource
consumption made when performing the operation. These resource self-management functionalities
are complemented with choreography solutions, so that nodes can decide in an autonomous way
which device finally executes the operation (using pseudorandom number generators); and can also
compose the final result of a delegated task from the partial results of the performed cyber-physical
operations (using the identifiers and the cross-references included in the execution orders).

In this proposal, these solutions are supported using only hardware technologies, so embedded
software in nodes must not be modified to include coordination algorithms and critical resources (such
as the operation time) are not wasted in control operations.

Figure 4 represents the global overview of the proposed technology.

Figure 4. Global scheme of the proposed technology.
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Bit-oriented execution orders can be easily generated by the proposed lightweight gateway, or this
functionality may be deployed in a second and new component. In this first work, we are assuming
the gateway is in charge of this function (see Figure 4).

The proposed format for the execution orders may be seen in Figure 5. This message is needed to
require the sensor network to execute a CPO or, at least, to evaluate the possibilities of carrying out the
execution. The proposed format is byte-aligned. Eight different fields are considered in each execution
order. Namely:

Figure 5. Bit-oriented execution order format.

• Header (1 byte). The first byte is a header, which must be completed with the hexadecimal value
xAA, to indicate an execution order is described by this command.

• Task ID (1 byte). This field identifies the delegated task to which the CPO belongs. As maximum,
255 tasks can be executed at the same time.

• CPO ID (2 bytes). This field identifies each concurrent CPO univocally. Although 2 bytes are
intended for this purpose, only fifteen bits are employed to represent the CPO identifier. The Most
Significant Bit (MSB) is reserved and initialized with a binary zero. This bit will be used to link
inputs and outputs of CPO in an easier way (see Section 3.4).

• CPO code (1 byte). This field indicated the CPO to be performed. Two hundred fifty-five
(255) different operations may be considered in the WSN. In order to simplify the decision
process in smart nodes about if they are able to execute an operation, the CPO is divided into
two fields. The four most significant bits represent the physical operation to be performed (i.e.,
the transducers involved in the execution: temperature sensors, LEDs, etc.). If a node does not
include that hardware no more processing is required to reject the execution. The four Least
Significant Bits represent the cyber operation to be performed (i.e., obtaining an average, sending
the raw collected data, etc.).

• Value (1 bytes). This field represents the value the operation has for the system. It is obtained
as a composition of the importance of the delegated task for the system and the relevance of the
operation within the delegated task (see Section 3.3).

• Data length (1 byte). This field indicates how many input data are required (as maximum) to
execute the CPO. These data are provided in the adequate field. Each data needs 2 bytes, so the
length of the data field may be calculated multiplying by two the value represented here.

• Required data (1 byte). This field indicates how many input data are required and essential to
execute the CPO. This field is employed to represent the join-type of the CPO [40]. Three different
join-types are possible in YAWL: AND (if an operation is not triggered until all previous operations
have finished, so required data is equal to data length); XOR (if an operation is triggered once
the first previous operation has finished, so required data is equal to the unit); and OR (if and
operation is triggered once a certain number of previous operations -to be selected by the user-
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have finished, so required data includes a personalized value). Once all required data are available,
the CPO is executed.

• Data (between zero and 512 bytes, as needed). In this field, all input data of the CPO are
represented. Each data requires 2 bytes: the MSB is reserved (it is a flag) and the next 15 bits
includes the value of the datum. If the datum is a constant, the MSB is initialized with a binary
one and the next 15 bits include the value of the constant. However, on the other hand, if the
datum is obtained as the output of a previous CPO, the MSB is initialized with a binary zero and
the next 15 bits include the CPO ID of the operation which will produce the datum. The order in
which data are listed must be fixed and established for each operation.

• Checksum (1 byte). The checksum is obtained as the XOR of all bytes in the execution order
except the header. If an order is corrupted, the checksum will not be validated and the order will
be discarded.

Once a CPO is performed, the corresponding node generates a message including the results
of the operation, in order to allow the other nodes to execute the linked operations. This message is
needed to update the state of the choreographed task execution. The format of this message is showed
on Figure 6. As can be seen, fields in this new message are similar to which previously presented.
In particular, six fields are considered:

Figure 6. Bit-oriented result message format.

• Header (1 byte). The proposed header for result messages is x55
• Task ID (1 byte). This identifier has the same meaning as explained above.
• CPO ID (1 byte). This identifier has the same meaning as explained above.
• Data length (1 byte). This field indicates how many output data are generated as result of the

CPO. These data are provided in the adequate field. Each data needs 2 bytes, so the length of the
data field may be calculated multiplying by two the value represented here.

• Data (between zero and 512 bytes, as needed). In this field, all output data of the CPO are
represented. Each data requires 2 bytes: the MSB is reserved (and initialized with a binary one)
and the next 15 bits includes the particular value of the result. The order in which results are
listed must be fixed and stablished for each operation.

• Checksum (1 byte). The checksum is obtained as the XOR of all bytes in the result message except
the header.

As can be seen in Figure 3, sometimes workflows may include conditions, in order to select which
branch (or branches) in the workflow is executed. These structures can appear depending on the
split-type of operations. In YAWL, three different split-types are defined: AND, OR and XOR (with
the same meaning that the join-types). Tasks of OR or XOR split-types must include conditions [40].
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Conditions must be also executed, so they are treated as any other CPO (they have a CPO ID, they
present cross-references with other operation in the data field, etc.). However, as the code to execute
these conditions is not available in the nodes of the WSN (as conditions are defined at high-level by
users considering the application scenarios and not the underlying network), they are not executed
by hardware nodes. Execution orders of conditions are not neither broadcasted and all of them are
resolved by fictional nodes (see Figure 4). Fictional nodes are virtual instances hosted in the control
middleware but they behave and relate with other nodes as any other standard hardware component.
In these nodes, the lightweight gateway may deploy dynamically the required code to execute the
conditions in the workflow.

Some conditions will be verified, so a standard result message will be generated. However,
other conditions could not be verified and nodes in charge of executing the operations in the cancelled
branch (or branches) should deallocate the corresponding resources and be available for new operations.
In order to enable that, a new message, the aborted operation message, was included in the proposed
task execution protocol (see Figure 7). This message is much shorter and fields have the same meaning
as previously described commands.

Figure 7. Bit-oriented aborted operation message format.

Finally, although at this point the necessity of including this message may not be seen clearly,
it a message is needed to enable nodes to claim the right of executing a CPO ordered by the gateway.
This last message is named “claim message” and its structure is very similar to the aborted message
format, although the header, in this case, is initiated with the value xCC (see Figure 8). This message
is totally necessary, as it is employed to ensure that (in a choreographed execution algorithm) only
one node is in charge of executing each CPO. Among nodes willing to execute a CPO, a random
mechanism is employed to select the final node responsible of the execution. This node must claim
that execution, so the other nodes can renounce it.

Figure 8. Claim message format.

Considering the proposed messages, smart nodes in the WSN may execute tasks in a
choreographic way, as described in Section 3.4.

3.3. Network Gateway

The main problem of choreography solutions is that no node in the sensor network has a global
understanding of the ongoing situation. In that way, networks implementing these technologies
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may get congested easily, as no node can reject the execution of a task or operation on behalf of the
entire network. Timers and other similar solutions must be considered in this case in order to inform
high-level applications that a task cannot be executed. However, those techniques do not enable the
premature detection of congestion situations, which makes them very inefficient.

Therefore, in the proposed solution, a lightweight gateway (see Figure 4) has been included.
This gateway does not need to maintain a real-time representation of the network state and only using
statistical procedures can detect and prevent the congestion of the network.

A Wireless Sensor NetworkW may be seen as the union of a family of sets of servers (1). Each set
of servers Si groups the nodes being able to perform a certain CPO. As, usually, a node may execute
various different operations, it may be present in several server sets.

W =
m
∪

i=1
Si (1)

The cardinality of each set of servers (2) is usually unknown, as configuration processes are not
able to collect that information in most cases. The total number of nodes in the WSN is Ntotal .

Ni = card{Si} (2)

In this context, delegated tasks are received by the WSN in a random manner. Nevertheless, it is
reasonable to imagine that the probability distribution of task delegations (and execution of CPO) in
time in WSN fd[k] is similar to the probability distribution of calls in time in telephony systems (3).
In particular, delegations are independent among them and they are equiprobable in time; so a Poisson
distribution is the most adequate.

fd[k] =
(λiT)

k

k!
e−λiT (3)

Then, for each server group Si, the probability of receiving k task delegations in a time period T
is represented by a Poisson distribution with medium λiT; where λi is the average rate of received
delegations (or ordered CPO, depending on the point of view, see Figure 9) by the group of servers Si
during the time period T.

Figure 9. Queue system in the proposed solution.
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Experimentally, it is proved that the service time follows an exponential probability distribution
in telephony systems. Although no similar results have been obtained for WSN, in this work we are
assuming the service time in WSN follows an exponential law as well (4). Hereinafter, 1

µi
is the medium

service time for the group of servers Si (i.e., the required time to execute a certain CPO operation by a
server within Si).

fst(t) = µie−µit (4)

As, in some occasions, bursts of task delegations may appear, for each group of servers it is
considered a finite queue Qi to absorb the effect of these bursts. Each queue Qi has a maximum capacity
of qi CPO execution orders. The resulting system is a hybrid queue system whose Quality-of-Service
(QoS) is determined by both the waiting time in the queue and the loss probability due to the limited
capacity of the queues.

Although this model considers to be defined some assumptions that are met in most cases,
the traffic engineering theory guarantees that the obtained results are a good first estimation for all
cases, including those which do not fulfil the initial assumptions (for example, if task delegations
are periodic). General models as the proposed one by Kingman [41] could be applied for a more
precise calculation.

In this scenario, it is possible to calculate the volume of CPOs Ai supported by each group
of servers Si using the Erlang’s theory (5). It is also possible to calculate the congestion factor (or
utilization factor) ρi which represents (if ρi > 1) a permanent and structural situation of congestion in
the WSN (6)

Ai =
λi
µi

(5)

ρi =
Ai
Ni

=
λi

Ni µi
(6)

With this approach the situation of the WSN, regardless how great is the node density or the
number of nodes, may be represented using only five one-dimensional arrays (with 256 values each
one, one value per CPO). These arrays represent the medium task delegation rate, the inverse of the
medium service time (or performed-served-operation rate), the number of servers and the congestion
factor (and/or the traffic volume) in the WSN (7).

→
N = {Ni , i = 0, . . . , 255}
→
A = {Ai , i = 0, . . . , 255}
→
λ = {λi , i = 0, . . . , 255}
→
µ = {µi , i = 0, . . . , 255}
→
ρ = {ρi , i = 0, . . . , 255}

(7)

As in standard telephony systems, in this case we are assuming the number of users that try to
use the resources of the WSN is very high. However, users have a variable behaviour in time, i.e.,
the situation of the WSN and the values of the mentioned arrays (7), will vary in time (although this
dependency is not explicitly expressed). Because of this variability, in order to dimension systems,
key indicators are evaluated during the most loaded hour (such hour when the medium task delegation
rate is highest). An important topic in every WSN for task execution, then, will be to guarantee that,

at no time, the hourly ordered CPO rate is above the calculated rate for the most loaded hour
→

λmax.
The use of these “maximum” values as comparison threshold it will be very important to maintain the
network in a stable situation as we are seeing.

Two relevant considerations have to be done at this moment. First, the module of vectors
→
A,
→
ρ ,

etc. may be used as a first evaluation of the situation of the network as a whole. However, the obtained
result it is not precise from the traffic engineering point of view. And, second, among the presented
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arrays (7) only two of them are not modifiable as they depend on the deployed hardware devices:

the number of servers
→
N and the inverse of the service time

→
µ . The other three parameters are

dependent on each other, there is only one degree of freedom, i.e., only one parameter can be employed
as independent variable. In this work, we employ

→
ρ as such an independent variable, which is the

basis of the congestion control algorithm to be deployed in the lightweight gateway (see Algorithm 1).
According to the Erlang’s theory, the loss probability any of the previously described queue

systems, for each group of servers, is (8). In this work, we are assuming the system must present a
certain QoS level, represented by the availability of the system (expressed as probability) for each
group of servers, pi

av. Then, the maximum allowed loss probability in the system pi
loss is (9). As in

the previous case, one-dimensional arrays of 256 elements may be employed to represent the loss
probability and availability of the entire network

→
ploss,

→
pav.

pi
loss = ρqi+1 1− ρ

1− ρqi+2 (8)

pi
loss = 1− pi

av (9)

With these equations, it is possible to determine the maximum utilization factor and maximum
hourly task delegation rate which can support the WSN, to guarantee the desired QoS. There is no
analytic solution but it is pretty easy to obtain a numerical one (see Figure 10).

Using a statistical procedure and a sliding window filter (we have named the “Erlang filter”) only
task delegations compatible with the desired QoS will be accepted in the system (see Algorithm 1).

Figure 10. Evolution of the loss probability with the congestion factor.

As can be seen (Algorithm 1), the first activity to be performed when a task delegation is received
is evaluating the number of CPO of each type which will be executed if the task is accepted. This step
is very important, as tasks are delegated as a unique element but they are decomposed into CPO in the
WSN. Congestion factors and the other traffic engineering parameters are, then, expressed terms of the
ordered CPOs, so it is basic to know how many CPO will be executed per delegated task.
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Algorithm 1 Lightweight gateway (congestion control algorithm)

Input: Delegated task tdel
Calculate set_cpo, the set of CPO composing tdel
Create an array number_cpo[256]
Calculate the current time in Epoch format date
for each CPO cpo in set_cpo do

Add one unit to Number_cpo[(int)cpo]
end for
Create a Boolean variable task_accepted equal to ‘true’
for each element number in number_cpo do

Calculated the number past_task of ordered CPO between date and date – 1h by Si
if past_task + number > λi

max then
task_accepted is false

end if
end for
if task_accepted is true then

CPO in set_cpo are introduced in the task execution system
end if

As CPO are identified by one-byte integer numbers, a simple casting of data types enables us to
count the amount of CPO of each type that make up the delegated task.

The rest of the Algorithm 1 is the proposed “Erlang filter,” designed to avoid the congestion in
the system. Even if queues in the devices and/or the gateway could store more CPO than admitted by
this filter (for example, if queues were infinite), the system becomes unstable if the utilization factor is
higher than one, so this filter prevents the queue system to reach that point (see Figure 11).

The basic idea is to store a historical register of the amount of ordered CPO (not received tasks,
as rejected tasks must not be included) in time. A slicing window with a width of T time units
(usually an hour to be coherent with the traffic engineering principled) moves through the registry and
accumulates all the operations that fall within it. The value of T parameter should be chosen to be large
enough to remove the random fast variation in the task delegation flow; but short enough to allow
observing the slow variations that occur throughout the day. Although specific values for particular
applications could be calculated, the traffic engineering theory has proved that, in the general case,
one hour is a good balance between both requirements. If the accumulated value (considering also the
number of operations which will be introduced if the task is accepted), for any server group, is higher
than the maximum allowed hourly medium CPO ordination rate, the delegated task is directly rejected,
no operation is introduced in the queues.

Figure 11. Structure of the proposed Erlang filter.
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Thus, a key problem is to calculate the maximum allowed hourly medium CPO ordination rate
λi

max for each group of servers. Considering that, as said, the maximum value of the congestion factor
is obtained to fulfil the requirements of the desired QoS; and Ni and µi are imposed by the hardware
characteristics of the WSN, this maximum rate is easily calculated (10).

λi
max = ρi ·Ni ·µi (10)

Then, it is necessary to calculate the values of Ni and µi of the underlaying WSN. The calculation
of µi is simpler and it is showed in Algorithm 2. On the other hand, Algorithms 3 and 4 are designed to
estimate the value of Ni, which is more complicated as this parameter cannot be directecly measured.

Algorithm 2 WSN parameter calculation. Service time

Input: Circular matrix of service time measures serv_measure
Array number_cpo[256] of CPO to be executed

Output: Medium service time
→
µ

Obtain the current date in Epoch format, create a variable initial_date
Create an integer pending_op equal to one
while pending_op is higher than zero then

pending_op is equal to the addition of elements in number_cpo
Wait for the result of an operation
Subtract one unit to number_cpo[(int)result.CPO_ID]

if received result is not a cancellation then
Obtain the current date current_date in Epoch format
Store the new measure current_date – initial_date in serv_measure in the row (int)result.CPO_ID

end if
end while
for each server group Si do

Integer num_measure is equal to number of non-zero elements in i-th row of serv_measure
Acc_time is equal to the addition of all non-zero elements in i-th row of serv_measure
µi = Acc_time /num_measure

end for

Algorithm 3 WSN parameter calculation (1)

Input: Delegated task tdel

Previous estimation of
→
N (if exists)

Output: Estimated
→
N

if it does not exists then create a Boolean variable init_time equal to True
if init_time is true then

Calculate set_cpo, the set of CPO composing tdel
Create an array number_cpo[256]
for each CPO cpo in set_cpo do

Add one unit to Number_cpo[(int)cpo]
end for
CPO in set_cpo are introduced in the task execution system

else
Algorithm 1

end if
Create a Boolean variable empty_queue equal to ‘false’
if all queues Qi in the task execution system are empty then

empty_queue is equal to True
end if
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if execution orders have been sent to the execution system then
Algorithm 2
Configure a timer
Wait for the result of the delegated task
if timeout and result is not received then

Send a cancellation message for all CPO
if init_time is True then

init_time is false
else

All elements in
→
N are divided by two

end if
else

if empty_queue is equal to True then
Algorithm 4

end if
else

Generate a random number num
if num is higher than threshold T then

CPO in set_cpo are introduced in the task execution system
Configure a timer
Wait for the result of the delegated task
if timeout and result is not received then

Send a cancellation message for all CPO
Return

else
if empty_queue is equal to True then

Algorithm 4
end if

end if
Update threshold T

end if

Algorithm 4 WSN parameter calculation (2)

Input: Array number_cpo[256] of executed CPO
Array pending_cpo[256] of CPO being executed

Previous estimation of
→

Nold (if exists)
Thresholds p_high and p_low

Output: Estimated
→
N

Integer discover_nodes is the addition of elements in number_cpo and pending_cpo
Integer current_nodes is the addition of elements in Nold
if number_cpo is higher than Nold then

Calculates p the p-value using the Mann-Whitney U test
if is smaller than p_high and higher than p_low then

→
N is obtained as the average of

→
Nold and number_cpo[]+pending_cpo[]

else if p is smaller than p_high and smaller than p_low then
→
N is equal to number_cpo[]+pending_cpo[]

end if
end if

Because of the need of listening all interactions among nodes in WSN to estimate the medium
service time, Algorithm 2 should be hosted in fictional nodes (see Figure 4), which are virtual entities
maintained and supported by the gateway. The proposed Algorithm 3 considers a circular matrix
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where measures about the service time are stored (columns represent different time instants and
rows different server groups). The number of elements per row k represents the number of measures
employed to calculate the medium service time.

Algorithm 2 receives information about the amount of CPO of each type to be performed. Then,
it waits until all of them have been executed, or cancelled (in this case the new calculated medium
service time will be equal to the previous one because of the algorithm design). Considering the initial
time when the delegated task was triggered and the finishing time of each CPO, a new measure of
the service time is obtained (and stored in the circular matrix). It is important to remark that, as we
are seeing in Section 3.4, resources of nodes get “allocated” once CPO are broadcasted and accepted.
Thus, although an important time of the service time may be employed in waiting until the previous
CPO in the task workflow are finished, it must be considered the whole time since CPO executions
are ordered.

Once all CPO have been resolved, executed or cancelled, the medium service time is evaluated
considering the new data and all previous k− 1 samples. It is important to note that, if we assume
the WSN is not congested, the service time may be considered independent from the hourly task
delegation rate (and only dependent on intrinsic hardware and software factors). Thus, all measures
can be employed to calculate the average, regardless the moment and external conditions when they
were acquired.

Moreover, as these kind of “learning algorithms” require a certain time to converge to a stable
value (while enough data are accumulated), only non-zero values in the buffer of measures will be
considered to obtain the medium service time.

Algorithm 3 is the most complex algorithm to be described in this work. It makes reference to
all previously described algorithms, as the evaluation of the number of nodes of each type in the
WSN is a key problem without a simple solution. As we said, nodes are considered servers in our
model, grouping them according to the CPO they can perform. As, usually, each node can perform
various CPO, the same node might be included in various server groups (see Figure 12). Nevertheless,
at each time instant, a hardware smart node may only act as belonging to one group Si (i.e., it can
only perform a CPO at the same time, as sensor nodes usually do not allow parallel programming),
although this association can change over time.

Figure 12. Distribution of nodes in the different server groups.

When estimating the number of servers per group, Ni, however, it is desirable the values to be
stable over time. Oscillating variables cause the algorithms to behave in a random way and we could
no guarantee the WSN is not congested. Although different policies may be employed to fix stable
values for Ni (e.g., distributing the nodes homogeneously among the shared groups), in this case
these values are adjusted to the real use demand of the different server groups. Then, server groups
receiving more CPO execution orders will include more shared nodes than less used groups.

The manner in which Algorithm 3 does this data inference is by monitoring the real capacity of
WSN to execute the delegated tasks. During the initialization period, most common operations will
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need more nodes to be executed and Algorithm 3 will include these nodes in the adequate group,
although they could execute other different CPO.

Algorithm 3 considers a first initialization period, when no control about the WSN congestion is
performed. Information about the underlying hardware is collected during this time, which finishes
once the WSN is not able to execute a delegated task (i.e., when a previously configured timer expires
and no result is received). At this moment, the number of nodes in each server group Ni is fixed to be
equal to the last value for which tasks were successfully executed.

If a congestion situation is detected (because a delegated task is not executed when the maximum
allowed rate has not been exceeded) and the initial time is over, the current number of nodes in each
server group Ni is divided by two. From this point, the number of nodes in each server group should
be updated until reaching its real values. This policy, in fact, must be proved to be successful in other
congestion control solutions such as TCP.

Using only the previously described technique, the number of nodes will be always fixed to the
value calculated during the initialization period. In order to update this value, for example if new
devices are added or during the recalculation process after a congestion situation, tasks marked to be
rejected can be finally processed. If these tasks are not executed by the WSN, the number of nodes
is not updated. On the contrary, if these tasks are in fact executed by the WSN, that may mean more

nodes than the system knows are available and vector
→
N is updated according to this new information.

In order to select which tasks marked to be rejected are finally processed, a statistical process is
developed: a random number is generated, if the number is higher than a threshold, the task is tried to
be executed. The key problem in this solution is, then, the calculation of the threshold T. This threshold
has to be smart and have memory, as depending on the result of previous discovering attempts it
should be more difficult or easier to do a new attempt. Considering these ideas, the proposed function
(11) to calculate the threshold T includes two branches, depending on if the previous discovering
attempt was successful (s = 1) or not (s = 0).

T[n0] =

{
P
2 (1 + T[n−1] ) i f s = 1
P
2 T[n−1] i f s = 0

(11)

The proposed function is based on the geometric series, it is recursive and evolves between
zero and P, where P is maximum number the random number generator in Algorithm 3 may deliver.
In order to maintain the total randomness at the beginning, the initial value of this threshold is designed
to be T[0] = P

2 . The proposed function is inspired on the traditional congestion control mechanisms,
that may be found (for example) in most implementations of the TCP protocol. These solutions
consider exponential-like functions (like the proposed one) as they allow making the most of network
resources and detect congestion situations more quickly.

The last detail to be discussed is about the updating algorithm of array
→
N. If all queues in the

task execution system are empty, it is guaranteed that all pending and ordered CPO are been executed
simultaneously. Then, the number of nodes in each server group must be, at least, equal to the number
of CPO being executed at the same time.

If the number of discovered nodes is higher than the previously known amount, then, the vector
→
N should be updated considering the new information. However, as each node can perform several
different CPO, small differences may appear but not due to the discovery of new nodes but because

of movements of nodes among different server groups. Therefore, before updating the vector
→
N it

must be guarnteed that the new array presents a globally and significant improvement in the number
of discovered nodes in respect to the previous values. In order to do that, Algorithm 4 considers a
statistical test: the Mann-Whitney U test. The Mann-Whitney U test is a nonparametric test of the
null hypothesis that two samples come from the same population against an alternative hypothesis,
comparing the mean values of the two samples. It is used to evaluate if two different data populations
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are similar or different (higher or lower). The p-value indicates the significance level of Mann-Whitney
U test.

Using this test, only when a significantly better array is calculated, the values in
→
N are updated.

In practice, two different thresholds for the p-value are considered. The first one determines if array
→
N

must be updated or not. The second inicates if the actualization must be total (the new vector replaces
the old one) or partial (both arrays are combined, in this case calculating the average).

3.4. Choreography Algorithm

Using the previously described smart algorithms, we guarantee the WSN remains in a stable state
and choreography algorithms are, then, guaranteed to be effective. Besides, as the state of the WSN
may be represented using a data structure with a fixed memory consumption, independent from the
number of nodes in the WSN, the gateway may be lightweight and operate at real-time. Considering
these previous results, a hardware-supported algorithm is a valid solution to enable smart nodes in
WSN to self-manage their resources and execute tasks in a choreographed way.

Figure 13 shows the workflow of the proposed smart self-management and choreographed task
execution algorithm for WSN. The algorithm starts when the gateway introduces the corresponding
CPO execution orders of a delegated task in the execution system. When nodes get available,
those orders are extracted from the queues and broadcasted within all the WSN (using the message
described in Section 3.2). When nodes listen these execution orders, each one decides randomly,
CPO by CPO, if they would be able to execute that operation. This decision can be made using
a random number generator and a fixed threshold (if the generated random number is above the
threshold the CPO is admitted). After a certain time and as node density is very high, all CPO will be
tentatively accepted by several different smart nodes. At this moment, before doing any additional
processing, the node verifies if it can perform the required CPO. If the ordered CPO is not among the
operations the node may solve, all resources are deallocated and the node returns to the initial value.
On the contrary, the self-management functions are activated.

Then, if CPO is tentatively accepted, each node must evaluate two conditions in an autonomous
manner. First it must be guaranteed the value of the CPO to be performed is higher than the current
value of the “gas” remaining in the node. In this context, the notion of “gas” may be understood as
a homogeneous variable, obtained from the aggregation of remaining resources. As the remaining
amount of “gas” goes down, its value increases. Only operations whose value is higher than the
value of the “gas” they are going to consume are executed. Second, apart from the value of the “gas”,
the node must evaluate if it has enough resources to execute the CPO. For example, although the value
of the CPO was the highest, the operation could not be executed if it requires more than a certain time
(because the node was very demanded), it would run out of battery, etc.

These two decisions represent the self-management capacity of smart nodes, as they can manage
their resources in an autonomous way. Later, both processes will be explained with details.

If both previous conditions are verified, the CPO is finally accepted by the node. When an
operation is accepted, the node runs a timer initialized with a random time. At timeout, the node will
generate and broadcast a claim message about the accepted operation. However, if before timeout,
the node receives a claim message from another node (which configured the timer with a lower value),
all resources are released and CPO is not executed.

Two considerations have to be done. First, if (because of the randomness of the process) a CPO is
not accepted by any node, the gateway, when no node claims the execution, will broadcast the execution
order again. The entire task execution is aborted if a CPO cannot be executed after various attempts.
Second, as messages need a time to be transmitted, at timeout (after broadcasting the claim message),
an extra time for listening for claim messages from other nodes is considered. Claim messages received
during this extra time are considered to collide. In order to resolve this situation, a new random timer
is configured and the process is repeated but only by the nodes that collided.
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Figure 13. Workflow of the proposed smart task execution algorithm.
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The proposed mechanism to decide if a CPO is finally executed may seem complicated but once
implemented using hardware technologies, the entire algorithm will be executed almost instantly.

After all this process, only one node will be in charge of executed each CPO in the delegated task.
CPO associated to conditions in the workflow of the delegated task are directly assigned to fictional
nodes, through which the gateway also monitors the behaviour of the hardware devices in the WSN.

CPO whose input data are only constants (the corresponding flag in those fields is fixed to a
binary one) are directly executed. When a CPO is executed, the corresponding node broadcast a
result message, describing its output. In that way, all nodes in charge of CPO whose input data refer
to this operation will be able to replace this reference by the final constant value to be employed
(the obtained result). Once the number of “required data” by any CPO is reached (because all the
needed cross-references with other CPO have been solved) the CPO is directly executed and its
result broadcasted.

The gateway, once received the result for the last CPO in the workflow in the delegated task, returns
the global result of the execution (equal to the result of the last CPO) to the high-level applications.

The proposed algorithm solves the choreographed execution of tasks in the WSN, however,
self-management functions require a more detailed discussion.

The idea of “gas” is a global representation of the available resources in a node. The initial amount
of gas in a node g0 is a parameter of the proposed algorithm. In order to prioritize the most important
CPO at each moment, as the available resources go down, the gas is scarcer and then more valuable.
Only CPO whose value vcpo is higher than the value of the gas vg it is going to consume are executed.
In the proposed solution, the amount of gas each low-level instruction consumes in each node is fixed,
so the amount of gas required to execute each CPO is also known and fixed. If the CPO is executed,
the amount of consumed gas is subtracted from the remaining gas in the node. The problem, then,
is evaluate the value of this gas.

As in standard economic products, the value of each unit of gas follows an exponential evolution.
As gas is scarcer, its value increases in an exponential way. In order to make comparable the CPO value
and the gas value, both variables take values within the interval [0, 255] (12). Several different works
have proved that (in standard economy), as the available quantity of a product decreases, its price rises
exponentially [42,43]. Since the resources of the sensor network are consumed, ultimately, by the users
who order the task delegations, it is reasonable the cost to grow in the same way that the price of any
other resource, as it gets scarcer.

vg =

⌈(
vmax

g − v0

)(
1− e−(

kin f
gt

)

)
+ v0

⌉
(12)

In the proposed assessment function, gt represents the amount of remaining gas at the current
moment. v0 reprsents the desired initial value for each unit of gas, as a minimum value v0 = 0.
vmax

g represents the desired final value for each unit of gas, as a maximum value vmax
g = 255. Finally,

kin f is the inflaction constant. It indicated how fast the value of the gas increases. Approximately,

for gt =
kin f

5 the gas reaches its maximum value.
Although this expression may seem complex, in fact only one variable is present, gt. The other

parameters are design constants with a fixed value. The idea of “gas” can be employed, besides, to
implement enhanced QoS techniques, even though in this paper we are not considering this option.

The implementation of exponential functions using logical gates and similar hardware solutions
it is very complicated. Therefore, in order to only employ binary adders and multipliers in the
proposed hardware-supported algorithm (thus, the solution can be implemented using microelectronic
techniques), the Taylor’s series of the proposed function is calculated and employed (13).

vg =


∞

∑
j=0

v(j)
g (g0)

j!
(gt − g0)

j

 ≈
⌈

v0 +
(

vmax
g − v0

) kin f

g02 (g0 − gt)

⌉
(13)
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Regardless the value of gas, smart nodes should consider other limits: they should never spend
all their resources; they should be operating during, at least, a minimum time to be profitable, etc.
In order to fulfil these requirements, nodes should be able to predict the future state of their resources
at each moment.

The state of the resources in a node may be represented through a column vector
→
ri (14), where M

is the number of resources to be considered. The resources of the entire WSN can be represented, then,
by means of a matrix

→
r where each column represents a different node (15).

→
ri =


r1

i
r2

i
. . .
rM

i

 (14)

→
r =

 r1
i . . . r1

Ntotal

. . . . . . . . .
rM

i . . . rM
Ntotal

 (15)

In this context, the future state of the resources in the WSN, at any moment, could be evaluated

through a dynamic system
→
F depending on the current state of the resources and a stochastic process

representing the task delegations. This stochastic process Φ, as said, follows a Poisson’s distribution (16).

.
→
r (t) =

→
F
(→

r (t), Φ
)

(16)

If we particularize the model in a unique node, parameters in the dynamics might be divided
into three elements (17): a column vector representing the resource self-management in the node (the
future state of resources depends on the self- management policies applied by the node); a matrix
→
r cho(t), named choreography term, representing the resource state in the rest of the WSN (because of
the choreography algorithm, the resource consumption in nodes depends on the behavior of the other
devices); and the previously described stochastic process Φ.

.
→
ri (t) =

→
F
(→

r i(t),
→
r cho(t) , Φ

)
(17)

From the point of view of a particular node, the impact of the choreography term in the
consumption of its resources is a random contribution, as it does not have information about the
management the other nodes do with their resources (18). This random contribution can be understood
as a stochastic process Φcho representing all CPO the other nodes have not accepted. As nodes in the
WSN operate in an independent way and there are a high number of them, Φcho may be assumed to be
a Possion distribution (18). Stochastic terms may be, finally, grouped (19).

.
→
ri (t) =

→
F
(→

r i(t), Φcho , Φ
)

(18)

.
→
ri (t) =

→
F
(→

r i(t), Φtotal

)
(19)

At this point, the proposed model using differential equations and continuous time must be
transformed to a model with finite differences and discrete time (20). Besides, if we assume that all
resources are independent (the memory consumption is independent from the battery discharge,
for example), the dynamic model can be divided into a system of M independent Equations (21).

→
ri [n + T] =

→
F
(→

ri [n], Φtotal [T, n]
)

(20)
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r1

i [n + T] = F1
(
r1

i [n], Φtotal [T, n]
)

. . .
rM

i [n + T] = FM
(
rM

i [n], Φtotal [T, n]
) (21)

Using this model, it must be guaranteed that no resource, during the planned operation time,
goes below a certain acceptable limit rj

th. These limits are calculated to gurantee the minimum survival
of the node.

Each node will perform short measures (e.g., T = 10 min) in order to estimate the medium value
stochastic term. Using this information and the resource evaluation laws Fj, the node will calculate the

resource state at the end of the planned operation time Top and if it is smaller than rj
th (for any resource)

the CPO will be not accepted.
The final detail to be discussed are the definition of the resource evolution laws Fj. These laws must

be defined before implementing the proposed algorithm using hardware technologies. They depend on
the resource to be studied (for example battery charge presents an exponential evolution but memory
usage follows a linear law) and should be transformed into Taylor’s series if the corresponding
evolution law does not present a polynomic form (so it can be implemented using binary adders and
multipliers).

Considering all previous details, it is possible to propose a schematic hardware implementation.
The objective of this paper is not to describe a complete low-level hardware implementation which,
even, could be performed using solid state devices and microelectronic techniques in order to improve
the integration level. However, some important components and signals in order to understand the
behaviour of the proposed hardware-supported algorithm are identified.

The first module to be considered is the enable signal generation (see Figure 14). In this module
and using the binary header of messages (se Section 3.2), the signals that activate the processing of the
received message are generated. In order to do that and using XNOR logical gates, the header of the
received message is compared to the four possible headers. Only the gate where both entries are equal
produces a logical one at its output. Besides, if the received message is a result or a claim or cancellation
message, the message must be referred to the CPO being currently executed. Besides, using a XNOR
and a AND gate it is validated the correctness of the received message using the checksum. As a result,
four enable signal are generated: “en_execution,” “en_result,” “en_cancel” and ”en_claim.” The signal
associated to the received message type is set to high level.

Figure 14. Enable signal generation.
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Figure 15 shows the CPO evaluation module. This circuit performs the self-management functions
and the first steps in the choreographed execution of tasks. As can be seen, although in Figure 13
the proposed algorithm was showed in a sequential way, hardware technologies enable the parallel
execution of the different verification phases, despite of the fact that smart nodes, usually, do not
support parallel programming.

The unique important novelty in the proposed hardware implementation is the inclusion of a 256
position ROM memory. In this memory, only positions whose address corresponds with codes of CPO
the node can perform have a non-empty content. The content of this memory is the amount of gas
each CPO requires to be executed. In that way, doing only one query to the ROM memory two steps in
the proposed algorithm are performed almost completely.

Moreover, in order to implement the entire algorithm using simple hardware technologies,
Pseudorandom Number Generators (PRNG) might be constructed using XOR gates and Logical
Shift Registers.

Once the “claim generation” signal is calculated, a second module starts its performance: the claim
module (see Figure 16). This module generates and transmits the claim operation message (if needed)
and performs the steps of the choreography algorithm that ensure that only one node in the WSN is
responsible for executing a CPO.

The claim module includes a RS bistable which maintains the initial “claim generation signal” in
its original value for an infinite time. This new signal (the “initial claim generation” signal) activates
a counter which controls the extra waiting time for simultaneous claim messages. At the same time,
a tristate buffer is enabled and the corresponding claim message is broadcasted. If during the extra
time a new claim message is received, a reset signal is activated, so the last step in the CPO evaluation
module is executed once more (a new random waiting time is initiated to solve the collision of claim
messages). The inverse of this reset signal activates the last module of the proposed self-managed and
choreographed task execution algorithm.

Figure 15. CPO evaluation module.
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Figure 16. Claim module.

Thus and finally, the CPO execution module maintains accepted CPO in a waiting state, until
the minimum number of input data are received and then the execution is finally performed (see
Figure 17). In order to do that, a counter controls the number of constant data that have been received
and compares the result with the required data specified in the execution order. Once both values are
equal (the counter reaches the value zero), a tristate buffer sends the final CPO execution order to the
application level.

Figure 17. CPO execution module.

467



Sensors 2018, 18, 812 26 of 33

Using also tristate buffers and the one bit flag that is included with each data in the CPO execution
order, it is decided if the corresponding data is a constant value that can be included directly in the
final execution order, or a cross-reference that must be replaced. Each time a result message is received,
two multiplexers are employed to compare the CPO ID to the pending cross-references and, if success,
replace the adequate reference with the received results.

Once the CPO is executed the result message can be generated and broadcasted using only one
buffer. Besides, if the en_cancel signal gets activated at any time, all registers, counters and other
digital circuits get reset using the appropriate pin of each element. In these both cases, no additional
hardware implementation is required.

4. Experimental Validation

In this section, the performance of the proposed solution is evaluated. Two different types of
experiments were carried out. The first type consisted of numerical simulations, employed to evaluate
the correctness of the congestion control algorithm and other characteristics of the lightweight gateway
behaviour. The second type was based on the ModelSim software, which enabled us to simulate the
hardware implementation of the proposed self-management and choreography algorithm using the
VHDL (Very High Speed Integrated Circuit Hardware Description Language) language. Using these
ModelSim-based simulations we evaluated important low-level aspects of the proposed solution such
as the processing delay.

In particular, four different experiments were planned and developed. The first three experiments
were based on numerical simulations. The fourth one was developed using the ModelSim software.

The first experiment evaluated the performance of the proposed algorithm to obtain the value

of vector
→
N, the number of devices in each server group. Ten different CPO were considered during

this first experiment, so ten different server groups were defined. Each node was able to perform one
or two different CPO. The total number of nodes in the simulation is one hundred (100). The specific
composition of the WSN is showed in Table 1. Values in Table 1 represent the total number of nodes
being able to perform the CPO indicated in the corresponding row and column. For example, two nodes
can execute both the CPO#1 and CPO#3; but five nodes can only execute CPO#1.

Table 1. Composition of the WSN during the first experiment.

CPO#1 CPO#2 CPO#3 CPO#4 CPO#5 CPO#6 CPO#7 CPO#8 CPO#9 CPO#10

CPO#1 5 5 2
CPO#2 5 4
CPO#3 2 8
CPO#4 10
CPO#5 8 2
CPO#6 4 4
CPO#7 5 5
CPO#8 2 5 5
CPO#9 5 4
CPO#10 5 4 1

The convergence speed and the final value for the
→
N depend on the delegated task configuration

and workflow (as said, the algorithm was specifically designed to depend on these parameters).
Therefore, we must guarantee that the obtained results are coherent (they are detected, as maximum,
as much devices as included in the WSN) and that final values are not oscillating.

The second experiment was designed to investigate if the QoS parameters in the WSN are
guaranteed as desired. In particular, we evaluated if the proposed algorithms maintain the congestion
factor and the network load below the specified limits. For this experiment, the same WSN described
for the first experiment was employed. The medium service time was simulated to be one second,
so results may be analysed in an easier way. Moreover, although as described in Section 3.3, the design
process should start defining the expected loss probability in the execution system, in this experiment
we are selecting a value for the utilization factor ρexp = 0.7 regardless the associated loss probability.
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The third experiment was planned to evaluate the success rate in the execution of delegated
tasks. The simulation scenario was the same of the two previous experiments but in this case, besides,
workflows of CPO were randomly generated to be executed using the proposed solution. The success
rate depending on the capacity of queues was evaluated. In this case, besides, it is interesting to repeat
the experiment for different network configurations. Thus, the third experiment was repeated for a
network including 100 sensors nodes, 200 sensor nodes, etc. The composition was always maintained
as described in Table 1.

Finally, the fourth experiment was developed using the ModelSim software. The proposed
hardware implementation was described using the VHDL language in order to evaluate the mean
processing delay (as there are random components which do not present a constant delay). In this
scenario, only two resources were considered relevant: the memory capacity and the battery charge.
The memory capacity was modelled using a decreasing linear function with the number of performed
operations. The battery charge was modelled using a decreasing exponential function, written as a
Taylor’s series. Additionally, the minimum value of gas was considered to be zero v0 = 0 and the
maximum value was defined to be 255, vmax = 255. The total amount of gas at the initial time was
4096 units, g0 = 4096. For this last experiment the total number of possible CPO, 256, were considered.

5. Results

In this Section, results of the experiments described in Section 4 are presented in an ordered way.
Figure 18 shows the results for the first experiment. Figure 18a shows the result for the total

number of nodes in the WSN and Figure 18b shows the result for each one of the ten available CPO.
As can be seen, the evolution of the number of discovered nodes is globally increasing. After ten
complete updates (several task executions that have not forced an update of the number of nodes
could be also performed during this time), the total number of nodes has reached 90% of the final
value. This result, with small variations, is also valid for each individual server group.

Figure 18. (a) Evolution of the total number of nodes (b) Evolution of the number of nodes per CPO.

It is important to note that the evolution of
→
N with the number of updates is not monotonous.

There are fluctuations, because of the fact that a global improvement in the value of
→
N might imply

small partial deterioration in some values. The same effect appears when the new value of
→
N is

calculated as the average value of the two previous estimations.
However, as can be seen in Figure 18, calculated estimations are not oscillating, although they

can fluctuate slightly. Moreover, with time,
→
N converges to a stable value: in this case nodes are

distributed uniformly among server groups as delegated tasks are generated randomly with a uniform
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distribution of CPO (as said, the algorithm is designed to distribute nodes among the different groups
according to the real configuration of delegated tasks).

During the second experiment, once it is proved the proposed algorithm to estimate the value of
→
N presents the expected behaviour, we included in the simulation model the Erlang filter to evaluate
the utilization factor and the network load. Figure 19 shows the obtained results. As the behaviour of
the proposed filter is equal for all server groups, in this case, as can be seen, we are only studying one
group. In that way, the performance of the proposed filter may be analysed in a clearer manner.

The operation of the WSN is simulated during twenty-four hours (24 h), considering a potential
network load as showed in Figure 19b. This potential network load is directly obtained from the
task delegation rate, which is configured to follow (during the day) a Gaussian-like evolution (with
two peak of maximum use). This potential network load generates a potential utilization factor (see
Figure 19a), where queues are supposed to be infinite.

Both presented figures are quite similar. The real utilization factor (or network load) follows the
demand curve, while it allows guarantee the QoS of task executions. When demand goes above the
maximum for which the WSN is designed, the Erlang filter prevents more CPOs from entering into the
execution system than allowed per unit of time (exactly as planned). Small and continuous variations
may appear due to the fact that the number of allowed CPO is an integer number but the network
utilization factor is a real number. Besides, the effect of the slicing window included in the Erlang filter
might also generate a high-frequency component.

It can be seen, also, that the execution system presents a delay in respect to the input task flow.
The increasing (and decreasing) speed is lower, due to the impact of the filter that softens the variations
that appear in the CPO flows.

Figure 20 shows the results of the third experiment. In this new experiment, once the WSN is
guaranteed not to be congested, it is evaluated the success rate in task execution, when employing the
proposed solution. In this experiment, we are only considering the CPOs (or tasks) that are accepted in
the execution system. Those tasks that exceed the maximum allowed rate and were rejected in the
Erlang filter are not included in the results of this experiment. All queues in the system are supposed
to have the same capacity.

Figure 19. (a) Utilization factor (b) Network load.
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Figure 20. Evolution of the success rate.

As can be seen, if no queue is considered, the success rate is around 52% when 100 sensors are
considered in the WSN. As the number of nodes in the network grows, the success rate also goes up
(for 500 nodes around 92%). For queues with a capacity of twenty (20) execution orders the success
rate grows to almost 100%, independently from the number of nodes considered in the WSN. Actually,
current computing systems may easily support queues with this capacity (considering the 256 different
existing server groups, a total storage capacity of 5120 orders will be required).

These results are coherent with the proposed solution. It must be noted that, after being accepted
and decomposed, CPO making up a task might be introduced in a queue if all nodes being able to
execute that operation are busy. If any queue is full, the corresponding CPO will be rejected and,
then, the entire task will be also rejected. In fact, although the maximum hourly delegation rate is
not exceeded, it may appear delegation bursts which do exceed the capacity of the sensor network.
This situation is more common as the queue capacity gets lower, which reduces dramatically the
success rate as seen in Figure 20.

In the context of this experiment, where all values and structures present a uniform configuration
(all queues have the same capacity, tasks are composed of random CPO following a uniform
distribution, etc.), it can be proved that failures are practically due in full to the loss probability
of the queue system (see Figure 10). The success rate will change depending on the composition
of tasks and the queue capacity of each sever group. However, these first results show that the
proposed solution is a valid mechanism to enable the self-managed and choreographed task execution
in sensor networks.

Finally, for the fourth experiment, a simulated hardware implementation of the proposed
algorithm was developed. Using this modelling and simulation tools the mean delay when processing
an execution order is evaluated. For that, the delay between the reception of the execution order and
the generation of the “execution” signal (see Figure 17) was evaluated. The experiment was repeated
for different values of the field “required data” (see Figure 21).
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Figure 21. Processing delay.

As can be seen in Figure 21, the processing delay grows linearly with the number of
cross-references. In order to guarantee this result and to avoid the WSN congestion (when exponential
laws appear), the lightweight gateway must maintain the utilization factor below the unit (as proposed
in this paper). In general, the minimum processing delay is slightly above 500 ms (including all
random timers). From Figure 21, besides, it can be deducted that a workflow including ten (10) CPO
requires around 6 seconds to be executed using the proposed solution.

ModelSim simulation may be also employed to obtain a footprint of the proposed solution. As the
proposed algorithm is not a software solution, the footprint cannot be defined in terms of Flash
Memory or SRAM. On the contrary and using the ModelSim capabilities, a good Key Performance
Indicator (KPI) is the equivalent number of required logical gateways to implement the proposed
hardware-supported algorithm.

Considering the maximum number of possible CPO and standard 16-bit counters, ModelSim
software it is requested to generate the equivalent implementation using only logical gates. As different
implementations can be selected, we obtained the mean values of all possible results. Considering all
previous ideas, the calculated footprint for the proposed algorithm is 396 logical gates.

6. Conclusions

Wireless Sensor Networks (WSN) have evolved from a theoretical and research paradigm to be
a real and practical technology. Actually, several new engineered systems such as Cyber-Physical
Systems are based on WSN. Collaborative or choreographed task execution schemes fit in the most
perfect way with the nature of sensor networks, as they enable the creation of flexible ad hoc
resource pools being able to execute delegated tasks. Therefore, in this paper it is proposed a new
solution for self-managed and choreographed task execution in sensor networks, which is adapted to
resource-constraint devices and may be implemented in large WSN.

The solution includes a lightweight gateway where, using the Erlang’s queue theory, it is
implemented a congestion control algorithm, so it is guaranteed the underlying WSN is always
below the congestion level. In this context, choreography algorithms can operate without overloading
the network because of the broadcast messages. This gateway also supports virtual nodes—named
fictional nodes—employed to monitor and interact with the WSN in a transparent way.

Delegated tasks are filtered in the gateway and transformed into a set of execution orders,
represented using a bit-oriented protocol and broadcast messages, so nodes may use a hardware
supported algorithm to execute tasks in a choreographed way. In particular, the proposed algorithm
includes both, a resource self-management module (where each node may decide if it has enough
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resources to execute a CPO) and a choreography module employed to decide which node (among
which are able to execute the CPO) is finally in charge of the execution.

Results showed that the proposed solution reaches all the proposed objectives, controlling the
congestion of the WSN and showing a linear evolution of time with the number of performed CPO.
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Abstract:  

WSNs, as important part of the Internet of Things, became an essential field of study in recent years. 
However, most works use simplified scenarios for its analysis, disregarding variables that affect the data 
collection process. In this paper, we present a new model for data collection, considering the connection 
time among the nodes as a work’s main part. In addition, a real three-dimensional model is described. The 
analysis of this new model will allow us to discover new problems for the WSN operation. We start 
describing both two-dimensional and three-dimensional scenarios, and continue comparing the operation 
of different types of mobile nodes (such as walking people or drones). Later, we analyze the connection 
time, the rate and the range of the most used Wireless communication technologies on WSN (like 
Bluetooth or 802.15.4). Joining both results, we created a model for data collection and analyzed how to 
build more efficient WSNs.     

 

1. INTRODUCTION 

 

Data collection process from a set of fixed and distributed nodes is, nowadays, one of the most critical 
topics in communications research ([1], [2], [3]). Maximizing the transmission capability with the 
minimum consumption requires a deep study that has not been fully addressed in the literature. 

With the incredible improvement of communication technologies and integration capability, new 
applications and network configurations have been investigated. In particular, the progress of sensor 
manufacturing techniques and the increase of the wireless communication efficiency enable the birth of 
the so called Wireless Sensor Networks (WSN) [4]. 

Initially, WSN were composed by a collection of fixed nodes, connected in a persistent way by means of 
any wireless communication technology (e.g. WiFi or Bluetooth). The problem of this configuration lies 
in the fact that these networks usually are isolated, that is, there is often a lack of Internet connectivity 
(which is required if, for example, we want to deploy services based on the cloud). To solve this situation 
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most proposals are focused on adding, at least, one mobile node to WSN [5]. In that way, both elements 
together are named as Mobile Wireless Sensor Networks (MWSN). 

Mobile nodes, as they are moving around, cannot stablish persistent connections with the fixed nodes. 
This fact provides a dynamic topology to the network. To face that problem, MWSN implement Delay 
Tolerant Networks (DTN) principles [5]. 

As an important component of the revolution of the Internet of Things, MWSN allow the deployment of a 
wide range of applications [6]: from crop control to Smart Grids environment or public transport 
surveillance. To make these services work properly, the fixed nodes must be capable to realize two 
actions while one mobile node is inside its coverage area: to stablish one temporal connection with it, and 
transmit as much stored data as possible. 

It is clear that if the connection time (which depends on the wireless technology employed) is too high, 
there is no time for data collection. That is, in fact, a great problem because, at the end, it can produce the 
loss of most of the data. For this reason, in the last years, many schemes and algorithms for efficient data 
transmission (between one fixed node and one mobile node) have been presented [7]. 

However, all those works are focused either on increasing the transmission rate, or on optimizing the 
routing algorithms, assuming that, with these improvements, the connection time does not affect the data 
collection process (it is insignificant compared to total available time) [8]. Furthermore, due to its 
complexity, three-dimensional scenarios are usually reduced to two-dimensional ones, which is practical, 
but provides less precise results.  

Thus, the novelty of this this work is the proposal and use of a new and more realistic model, for 
analyzing the data collection process from MWSN. Basically, we improve the model’s precision by using 
a real three-dimensional geometrical study, and by considering the impact of the connection time between 
sensor network and mobile layer. Finally, a numerical study will allow us detecting new problems and 
limitations in the deployment and operation of MWSN.   

Characterizing the time necessary to stablish the ephemeral connections among the nodes is a task 
depending on too many variables: the protocol stack, the communication environment, the code 
optimizations, etc.; for what to verify these assumptions is a really difficult topic. However, if we 
consider the data link and physical levels, where the number of variables is greatly reduced, it is easier to 
realize a comparison where clearly appears that, in real scenarios, even only with the neighbor discovery 
process in those levels, most of the proposed mobile nodes (specially aerial ones) remain in the coverage 
area too little time to be able to complete the data collection process. 

With this philosophy, in this article we propose a comparison in two levels: on the one hand we will study 
the main mobile nodes considered nowadays (walking people, terrestrial vehicles, drones and Zeppelins). 
On the other hand, we will obtain the time necessary for neighbor discovery in different wireless 
technologies, such as Bluetooth, Bluetooth Low-Energy, 802.15.4 and WiFi (only considering the link 
and physical levels).  

From the combination of this information, we will obtain a new model, in which connection time among 
the nodes does not have to be insignificant, and it is applicable directly in three-dimensional scenarios. 
With that, our objective is to bring out new challenges in MWSN, such as the use of low-energy 
technologies in three-dimensional scenarios. 

As we will see, only slowest mobile nodes (e.g. walking people) or highest range radio technologies (e.g. 
WiFi) guarantee the transmission of great quantities of data. In other scenarios, a neighbor discovery 
process has to be studied because it can be decisive (especially in three-dimensional networks).   

The rest of the paper is organized as follows: in Section 2 we present, classify and review the main works 
over MWSN and neighbor discovery in wireless technologies. Section 3 presents general model 
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construction. In Section 4, the two-dimensional and the three-dimensional cinematic models are deducted, 
the involved variables are presented and the different mobile nodes, and their application to MWSN, are 
showed and studied. In that way, Section 5 presents a study of wireless communication technologies 
commonly used on WSN. Section 6 evaluates all the previous deductions and joins the obtained results, 
whereas Section 7 provides some conclusions and future work. 

 

2. RELATED WORKS 

 

In the last years, data collection from MWSN has received a lot of attention [7]. However, most works are 
focused on network level. For example, there is a wide range of options in relation to the routing 
protocols: from the ones based on TCP/IP principles [9], to the ones which employ geographical 
information from the scenario in which the network is placed to select the proper path [10] [11].   

Regardless, some works about data collection modeling can be found [12] [13]. With respect to this 
previous works, we include in this article two main new contributions: on the hand, we consider physical 
variables such as the mobile node’s speed and make our calculations over a real three-dimensional 
scenario; on the other hand, we take into account the time need for neighbor discovery. Moreover, related 
articles used to study one specific scenario, generally based on high node density environments [14] [15]. 
Nevertheless, in these cases, the probability of interference and/or losses is really high, therefore the time 
needed to stablish a connection also increases, and it may not be possible to disregard it (even if it has 
done for simplicity). Definitely, we need a model which considers the neighbor discovery process. 

Other articles, though, are focused in empirical studies over real devices [16], introducing sometimes new 
variables as the power consumption [17] or the processing time [18]. In these cases, it is assumed an 
interference free scenario, where the node density is low enough for only trying to stablish one connection 
at the same time [19] (if sensors are dispersed, it is reasonable to think that only one node is in the mobile 
node’s coverage area at the same time). Although we are going to study a similar scenario, these works do 
not often analyze the communication systems or processes, so they do not consider main physical 
variables as the mobile node speed or the quantity of data that it is possible to transmit. The objective of 
our work is to contribute to solve this pending challenge.     

Furthermore, in the lasts months, the study of neighbor discovery process in MWSN is becoming more 
important. Some works, as [20], are focused on studying the connection time in MWSN from an 
electronic point of view (power consumption, shared resources, etc.). Others center new proposals and 
standard reviews (theoretical and practical), in the field of wireless communications. The objective of 
these reviews is always reducing the connection time, although this can be made either by adjusting the 
variable proposed in the standard [21] or modifying the way in which the protocol works [22]. Despite all 
this, any work has analyzed how these new studies or standards affect the amount of data which can be 
collected from a WSN. This article tries to fill that void.    

Finally, with respect to three-dimensional scenarios, around seven years ago they received a lot of 
attention, and many articles about their connectivity and coverage problems appeared ([23], [24]). 
However, nowadays, most articles use projected systems which reduce one dimension of the scenario 
(becoming it in a two-dimensional one). In this work, we want to return to the initial approach, and we are 
using a real three-dimensional scenario in which, for first time, neighbor discovery process is going to be 
considered. Moreover, the concept of three-dimensional MWSN has been really little worked (probably 
due to the necessity of using physical models to study them), and most works related to three-dimensional 
scenarios only cover three-dimensional WSN [25] [26] (where mobile nodes are not considered).         
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In conclusion, it is greatly difficult to find, in present publications, the knowledge for being able to 
analyze neighbor discovery in the data collection process from MWSN deployed in three-dimensional-
scenarios. We assume, however, that this study is basic to discover new problems in MWSNs, and to 
deploy networks based on next-generation wireless technologies (as, for example, Bluetooth Low 
Energy). Therefore, we present a three-dimensional model for mobile data collection, which takes into 
account the time employed in neighbor discovery. 

 

3. MODEL CONSTRUCTION  

 

In this section, we discuss about data collection process in MWSN. We describe the environment where 
we considered the deployment of the WSN and propose a logical model in three layers for this scenario. 
Besides, we present the basic assumptions about the fixed and mobile nodes. Finally, in order to identify 
the variables our model has to take into account, we study the time distribution among the task carried out 
in the data collection process.    

Our scenario is designed for natural environment where sensors are deployed for gathering information 
such as temperature, humidity, presence, etc. The node density is low, because the natural environment 
does not justify a higher number of elements.  In this initial study we do not consider the transmission of 
images, video, sounds or other information requiring large amount of data. 

We are also assuming we need a constant monitorization of the environment, but we do not need real-
time processing (as, for instance, in some agricultural management systems [27]). Therefore, deploying 
an ad hoc sensor network and getting data collected by a mobile node (one per day, per week… 
depending on the sensors’ memory size, the sensorized area, etc.) is the most efficient and least expensive 
technical solution. Other solutions, such as including the sensors in the mobile node, are more costly, 
even unrealizable in practice, so they will not be considered.    

 

 

 

 

 

 

 

 

 

Figure 1:  Scenario’s logical structure: layers 

 

Three layers are identified in this scenario: sensor network, mobile layer and data processing (Figure 1).  
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Sensor network: The sensor network is distributed over a wide area, providing sensors, data gathering 
and support for wireless communications, but without communication infrastructure. In general, sensors 
may be distributed in a random way (if all geographical points are equally important) or in a planned way 
(if some points are more important as, for example, if we want to control the trees in a plantation). 
Therefore, we cannot guarantee that we know every position of the fixed nodes. In this work we are 
assuming we do not know neither the sensors’ position nor network topology or the number of nodes.  

Finally, in relation with the sensors’ characteristics, our model allows employing any type of device. That 
means we do not have to be worried about values such as the sensing range, the sensing period or the 
monitored variable; because our proposal is independent from sensors’ features, and only considers 
communication parameters.  

Mobile layer: considers a mobile device (or mobile node) that is moving around a sensorized area and, 
using DTNs based communications, collects available sensor data. The mobile node can be single 
persons, cars (SUV) or air equipment such as drones or airships. This mobile equipment collects 
information and translates them to the data processing layer. 

Due to its position, mobile layer must implement two different communication interfaces. On the one 
hand, it must be capable of using the sensor’s communication technology (in which we focused in this 
work); and, on the other hand, it has to stablish a successful communication with the processing layer. In 
relation with this second interface, many technologies can be used, but it seems clearly enough mobile 
technologies are the most effective solution [28] (especially for its great communication range).  

Data processing layer: this layer receives data from mobile layer, stores and processes it. This layer can 
be based on any standard technology like centralized services or cloud services, because in our scenarios 
it is not required real time communication neither feedback among sensors and data processors. A deep 
analysis of all possible solutions should be based on the definition and characterization of different 
scenarios, but in our case, we are going to work over some common characteristics for all cases, which 
are: 

1- Lack of infrastructure for supporting communications and power supply. 
2- WSN deployed for communication with sensors and actuators. 
3- Usage of DTN technologies for communication between sensor layer and mobile layer.  
4- Usage of specific protocols for stablishing WSN’s topology in an autonomous way, and for 

routing data from the origin to the nodes which can transmit them to the mobile nodes.  
5- Modeling of a three dimensional space: we are going to consider mobile nodes at ground level, 

and others that move on the air such as drones. 
6- The movement of the mobile nodes can be defined as: (a) free, when there is not external 

control; (b) controlled, when it is possible to plan the and route for them and; (c) limited to one 
or several specific routes independently if they are free or controlled.   

The first and second points limit the kind of technologies we can use, and more specifically the lack of 
power supply limits the service time of the network, which is a key element for the usability of such kind 
of solutions in real [29]. 

The third and fourth points explain how the mobile nodes can collect data from sensors. On the one hand, 
as mobile nodes are not available all time, we must include Delay-Tolerant Network (DTN) technologies 
to allow reliable and efficient communication. On the other hand, as sensors are distributed in a random 
way, we cannot guarantee the mobile nodes pass near all fixed nodes. That is why we need a protocol able 
to identify the sink nodes (those can communicate with the mobile nodes), and able to route data to them 
when one mobile node appears (and all this with minimal time consumption). Concepts as compression of 
information may be the key element [30].           
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Finally, the fifth and sixth points are directly generated by the requirements imposed by scenarios for 
agriculture and natural areas. There, movement of mobile nodes is not limited to the ground, and we can 
take advantage of drones and other aerial equipment. In addition, there is a great diversity of mobile 
nodes from tourists or workers performing their specific activities to specific equipment deployed and 
operated for performing as mobile nodes [10]. 

In general, any equipment with wireless communication capabilities, when none transmission is running, 
can behave in two different ways: or it maintains the interface powered and actively hearing for a new 
communication, or it turns off the communication interface (waiting for a signal which wake it up). In the 
first case three tasks must be executed: stablish a connection, transmit data and close the connection (see 
Figure 2a). In the second case, to the three previous tasks, one more has to be added: the awakening 
process (see Figure 2b).     

 

 

 

 

 

 

 

 

 

 

Figure 2:  Distribution of the  𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐   time among different tasks. (a) In the case of keeping the 
wireless interface on all the time. (b) In the case of turning off the communication module when none 

transmission is running 

 

Although turning off the communication module is the most efficient behavior in terms of power 
consumption, not all wireless access technologies support this possibility by default. Then, in order to 
obtain comparable results, we are going to consider the wireless interfaces of the fixed and mobiles nodes 
are always available. 

The total time in which a fixed sensor and a mobile node can communicate (𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐) is function, 
basically, of three variables: maximum range for the Radio Access Technology (RAT) selected, called as  𝑅𝑅; the speed of the physical node (𝑣𝑣(𝑡𝑡)), which can vary with time, and the geometry of the scenario. In 
Section 4 we will discuss the analytical expression of this function.  

The time needed to stablish a connection, 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅 , depends on the Radio Access Technology selected. 

Usually, the connection can be considered as established when a physical signal (beacon) is received. 
However, other times, it is necessary to send a MAC message. 

At last, the time for a node to close a connection (𝐿𝐿𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑅𝑅𝑅𝑅𝑅𝑅) depends also on Radio Access Technology 
selected. Nevertheless, all protocol stacks implement procedures to close a connection even when the 
connection is down. Therefore, in our model, we are going to suppose fixed nodes close the connection 
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when the mobile node is outside their coverage area (in order to exploit the available time to transmit as 
much data as possible).    

Then it is possible to obtain (1). 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 =  𝑇𝑇𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑑𝑑𝑐𝑐𝑑𝑑 +  𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅     (1) 

 

Now, considering the real rate offered, at each moment, at physical layer by the RAT (𝐶𝐶(𝑡𝑡)), we have the 
total amount of data collected is (2): 𝐷𝐷𝐷𝐷𝑡𝑡𝐷𝐷𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑑𝑑𝑐𝑐𝑑𝑑  =  ∫ 𝐶𝐶(𝑡𝑡) 𝑑𝑑𝑡𝑡𝑅𝑅𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑑𝑑𝑐𝑐𝑑𝑑0      (2) 

 

Thus, finally, the expression which models the amount of data it is possible to transmit between a fixed 
sensor and a mobile node is (3): 𝐷𝐷𝐷𝐷𝑡𝑡𝐷𝐷𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑑𝑑𝑐𝑐𝑑𝑑  =  ∫ 𝐶𝐶(𝑡𝑡) 𝑑𝑑𝑡𝑡𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅0      (3) 

 

In the next section we are describing the value of  𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅, 𝑣𝑣(𝑡𝑡),𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑡𝑡𝑒𝑒𝑒𝑒), and in Section 5 we are 
discussing the value of 𝐶𝐶(𝑡𝑡)  and 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅 . 

 

4. CINEMATIC MODEL AND MOBILE NODES STUDY 

 

Once we have described the natural environment and the network logical structure, it is necessary to 
design a model to calculate the geometrical variables for the mobile nodes movement, and to estimate the 
total available time. This model includes the structure and number of nodes of the WSN, the number and 
location of the sensor and actuators, and the number, frequency and speed of the mobile nodes. 

We base the physical model on a structure [31], where: the underlying topology on which sensors, mobile 
nodes and access points are placed is assumed to be a discrete and finite two-dimensional grid; only a 
fraction of the grid points are occupied by sensors and access points. The access points are modelled to be 
uniformly spaced on the grid while the sensors are randomly distributed. The mobile node motion is 
modelled as a simple random walk on the grid; the mobile nodes communicate with the sensors or access- 
points only when they are co-located at the grid points. Mobile nodes do not have problem of memory 
and we are going to assume in this first analysis that nodes have enough memory space for storing the 
data. 

Specifications over the general initial model: 

1- We assume that the mobile nodes can connect directly with the service layer by the use of 
suitable technology. Therefore, we assume every packet successfully transmitted to the mobile 
node reaches the service layer.   

2- As power resources, components’ size and weight and, in general, on board equipment’s 
capabilities are higher than the sensor nodes’ resources; we are assuming the uplink is the 
limiting.  

3- We are going to use a three dimensional model as described below 
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For ground mobile nodes, we use a two-dimensional model, where the sensor node is stationary and the 
mobile node moves around it. In the most general case (see Figure 3a), the mobile node will describe a 
random trajectory. However, our study has local character, and only analyzes the mobile behavior inside 
the sensors’ coverage area. Typically, the absence of infrastructure for supporting power supply causes 
the coverage area of the sensor nodes is small compared with the total area occupied by the MWSN. 
Then, we may assume that in the vicinity of the fixed nodes, the trajectory of the mobile nodes is almost 
linear (see Figure 3b). 

 

 

 

 

 

 

 

 

 

Figure 3:  Mobile nodes’ trajectory in a two-dimensional scenario. (a) Seeing the whole random 
trajectory (b) Considering only the almost linear trajectory inside each coverage area 

 

Defining a planar Cartesian coordinate system centered on the position of the sensor (see Figure 4a), the 
trajectory of the mobile node inside the coverage area can be expressed as a pair of functions varying in 
time, as in (4). 𝑒𝑒(𝑡𝑡)��������⃗ =  (𝑥𝑥(𝑡𝑡), 𝑒𝑒(𝑡𝑡))      (4) 

 

 

 

 

 

 

 

 

 

 

Figure 4:  Geometrical scheme for two-dimensional scenarios. (a) Real case (b) Ideal case 
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On the one hand, the function 𝑒𝑒(𝑡𝑡) expresses the ideal linear movement at a speed 𝑣𝑣𝑐𝑐𝑖𝑖𝑖𝑖𝑐𝑐𝑑𝑑𝑐𝑐(𝑡𝑡). The 
mathematical expression of 𝑒𝑒(𝑡𝑡) is (5). 𝑒𝑒(𝑡𝑡) =  ∫ 𝑣𝑣𝑐𝑐𝑖𝑖𝑖𝑖𝑐𝑐𝑑𝑑𝑐𝑐(𝑡𝑡)𝑑𝑑𝑡𝑡  + 𝐾𝐾    (5) 

In the typical case, 𝑣𝑣𝑐𝑐𝑖𝑖𝑖𝑖𝑐𝑐𝑑𝑑𝑐𝑐(𝑡𝑡) will be almost constant, and it would only be affected by small variations 
due to lack of speed stability of the mobile node. Then, 𝑣𝑣𝑐𝑐𝑖𝑖𝑖𝑖𝑐𝑐𝑑𝑑𝑐𝑐(𝑡𝑡) can be understood as the addition of a 
constant speed 𝓋𝓋 and a small vibrational movement with random parameters varying in time, as can be 
seen in (6): 𝑣𝑣𝑐𝑐𝑖𝑖𝑖𝑖𝑐𝑐𝑑𝑑𝑐𝑐(𝑡𝑡) =  𝓋𝓋 + 𝐵𝐵(𝑡𝑡)𝑐𝑐𝑔𝑔𝑐𝑐(𝛽𝛽(𝑡𝑡)𝑡𝑡)       (6) 

Where 𝐵𝐵(𝑡𝑡) and 𝛽𝛽(𝑡𝑡) are stochastic processes. 𝐵𝐵(𝑡𝑡) and 𝛽𝛽(𝑡𝑡)  values depends on the speed stability of the mobile node, but in general they will vary 
smoothly and slowly (compared to the constant speed 𝓋𝓋). Therefore, in first approximation, we can 
consider that, within a sensor node’s coverage area, they maintain a fixed value. 𝐵𝐵(𝑡𝑡) = 𝜔𝜔1 ∙ 𝜀𝜀1     (7) 𝛽𝛽(𝑡𝑡) =  𝜔𝜔1          (8) 

The specific values of 𝜀𝜀1 and 𝜔𝜔1will be experimentally obtained later for each mobile node. 

Then, the final expression of 𝑒𝑒(𝑡𝑡) can be seen in (10): 𝑣𝑣𝑐𝑐𝑖𝑖𝑖𝑖𝑐𝑐𝑑𝑑𝑐𝑐(𝑡𝑡) =  𝓋𝓋 + 𝜔𝜔1 ∙ 𝜀𝜀1𝑐𝑐𝑔𝑔𝑐𝑐(𝜔𝜔1𝑡𝑡)   (9) 𝑒𝑒(𝑡𝑡) =  ∫ 𝑣𝑣𝑐𝑐𝑖𝑖𝑖𝑖𝑐𝑐𝑑𝑑𝑐𝑐(𝑡𝑡)𝑑𝑑𝑡𝑡  + 𝐾𝐾 =  𝓋𝓋𝑡𝑡 + 𝜀𝜀1𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔1𝑡𝑡) + 𝐾𝐾    (10) 

Where 𝐾𝐾 is an integration constant. 

On the other hand, the function 𝑥𝑥(𝑡𝑡) contains the small spurious movements along the second axis (the 
horizontal axis in our deduction). Thus, the function 𝑥𝑥(𝑡𝑡) can be mathematically expresses as fixed 
distance modified by a small vibrational movement with random parameters varying in time (11). 𝑥𝑥(𝑡𝑡) = 𝑑𝑑 + 𝐴𝐴(𝑡𝑡)𝑐𝑐𝑠𝑠𝑠𝑠(𝛼𝛼(𝑡𝑡)𝑡𝑡)      (11) 

Where 𝐴𝐴(𝑡𝑡) and 𝛼𝛼(𝑡𝑡) are stochastic processes. 𝐴𝐴(𝑡𝑡) and 𝛼𝛼(𝑡𝑡)  values depend on the stability of the mobile node and on how rugged the ground is where 
the MWSN is deployed. However, as a general consideration, both parameters vary smoothly and, it is 
foreseeable, slowly (compared to the linear velocity of the mobile node, 𝑣𝑣𝑐𝑐𝑖𝑖𝑖𝑖𝑐𝑐𝑑𝑑𝑐𝑐(𝑡𝑡) ). Therefore, in first 
approximation, we can consider that, within a sensor node’s coverage area, they maintain a fixed value. 𝐴𝐴(𝑡𝑡) =  𝜀𝜀2    (12) 𝛼𝛼(𝑡𝑡) =  𝜔𝜔2    (13) 

The specific values of 𝜀𝜀2 and 𝜔𝜔2will be experimentally obtained later for each mobile node. 

Now, to calculate the 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐  time it is necessary to consider the mathematical expression of the 
coverage area. Considering it as a perfect circle we have that all the point belonging to the coverage area 
must verify the equation (14): 𝑥𝑥2 + 𝑒𝑒2 ≤  𝑅𝑅2      (14) 
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Seeing Figure 4a, we can see there exists two points which belong both to the node’s trajectory and to the 
circumference that limits the coverage area. Considering the time starts running when the mobile node 
gets in the coverage area, the mobile node will reach these temporal points at (15) and (16): 𝑇𝑇1 = 0     (15) 𝑇𝑇2 = 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔      (16) 

Substituting in the expressions for 𝑇𝑇1 = 0, we can calculate the value of 𝐾𝐾 as in (17). 𝑥𝑥2(0) + 𝑒𝑒2(0) =  𝑑𝑑2 + 𝐾𝐾2  =  𝑅𝑅2    (17) 𝐾𝐾 =  −√𝑅𝑅2 − 𝑑𝑑2    (18) 

Therefore, the trajectory of the mobile nodes, and its total speed, will be defined as in (19) and (20). 𝑒𝑒(𝑡𝑡)��������⃗ =  �𝑑𝑑 + 𝜀𝜀2𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔2𝑡𝑡),𝓋𝓋𝑡𝑡 + 𝜀𝜀1𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔1𝑡𝑡) − √𝑅𝑅2 − 𝑑𝑑2 �    (19) 𝑣𝑣(𝑡𝑡) =  �𝜀𝜀2𝜔𝜔2𝑐𝑐𝑔𝑔𝑐𝑐(𝜔𝜔2𝑡𝑡),𝓋𝓋 + 𝜔𝜔1𝜀𝜀1𝑐𝑐𝑔𝑔𝑐𝑐(𝜔𝜔1𝑡𝑡)�      (20) 

Finally, substituting in the expressions for 𝑇𝑇2 = 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔 , we can calculate the value of 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔  
following (21) and (22). 𝑥𝑥2�𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔 � + 𝑒𝑒2�𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔 � =   𝑅𝑅2        (21) 

�𝑑𝑑 + 𝜀𝜀2𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔2𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔 )�2 + �𝓋𝓋𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔 + 𝜀𝜀1𝑐𝑐𝑠𝑠𝑠𝑠�𝜔𝜔1𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔 � − √𝑅𝑅2 − 𝑑𝑑2 �2  −  𝑅𝑅2 = 0     (22) 

 

Solving this transcendent equation in the general case is practically impossible, and numerical methods 
must be used. However, a simplified expression can be obtained if we consider the ideal case (Figure 4b). 

In that situation, all the spurious effects are cancelled, and the 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔  can be directly obtained 
following eq. (23).  𝓋𝓋2𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐,𝑖𝑖𝑑𝑑𝑐𝑐𝑑𝑑𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔 − 2𝓋𝓋√𝑅𝑅2 − 𝑑𝑑2 = 0    (23) 

𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐,𝑖𝑖𝑑𝑑𝑐𝑐𝑑𝑑𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔 = 2�𝑅𝑅2−𝑑𝑑2𝓋𝓋     (24) 

For a three dimensional model, the cinematic deduction is pretty similar to the previous one, for two-
dimensional scenarios. The base geometrical scheme can be seen in Figure 5. 

Imaging a three-dimensional Cartesian coordinate system centered on the position of the sensor, the 
trajectory of the mobile node inside the coverage area can be expressed as a shortlist of functions varying 
in time, as in (25). 𝑒𝑒(𝑡𝑡)��������⃗ =  (𝑥𝑥(𝑡𝑡), 𝑒𝑒(𝑡𝑡), 𝑧𝑧(𝑡𝑡))   (25) 

The expression of 𝑥𝑥(𝑡𝑡) and 𝑒𝑒(𝑡𝑡) is the same than the presented for the two-dimensional case. Then: 𝑒𝑒(𝑡𝑡) =  ∫ 𝑣𝑣𝑐𝑐𝑖𝑖𝑖𝑖𝑐𝑐𝑑𝑑𝑐𝑐(𝑡𝑡)𝑑𝑑𝑡𝑡  + 𝑐𝑐𝑡𝑡𝑔𝑔 =  𝓋𝓋𝑡𝑡 + 𝜀𝜀1𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔1𝑡𝑡) + 𝐾𝐾       (26) 𝑥𝑥(𝑡𝑡) = 𝑑𝑑 + 𝜀𝜀2𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔2𝑡𝑡)      (27) 
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Where 𝜀𝜀1 and 𝜔𝜔1 represent the speed stability of the mobile node; and 𝜀𝜀2 and 𝜔𝜔2 reflect the horizontal 
stability of the aerial vehicle.  

 

 

 

 

 

 

 

Figure 5:  Geometrical scheme for three-dimensional scenarios 

Now, to calculate the expression of 𝑧𝑧(𝑡𝑡), we are following a similar process to which we followed to 
obtain the expression of 𝑥𝑥(𝑡𝑡). 

The function 𝑧𝑧(𝑡𝑡)contains the small spurious movements along the third axis (the vertical axis in our 
deduction). Thus, the function 𝑧𝑧(𝑡𝑡) can be mathematically expresses as fixed altitude modified by a small 
vibrational movement with random parameters varying in time (28). 𝑧𝑧(𝑡𝑡) = ℎ + 𝐶𝐶(𝑡𝑡)𝑐𝑐𝑠𝑠𝑠𝑠(𝛾𝛾(𝑡𝑡)𝑡𝑡)     (28) 

Where 𝐶𝐶(𝑡𝑡) and 𝛾𝛾(𝑡𝑡) are stochastic processes. 𝐶𝐶(𝑡𝑡) and 𝛾𝛾(𝑡𝑡)  values depends on the vertical stability of the aerial node. However, as in the other cases, 
both parameters vary smoothly and, it is foreseeable, slowly. Therefore, in first approximation, we can 
consider that, within a sensor node’s coverage area, they maintain a fixed value. 𝐶𝐶(𝑡𝑡) =  𝜀𝜀3      (29) 𝛾𝛾(𝑡𝑡) =  𝜔𝜔3     (30) 

The specific values of 𝜀𝜀3 and 𝜔𝜔3will be experimentally obtained later for each mobile node. 

Now, to calculate the 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐  time it is necessary to consider the mathematical expression of the 
coverage area. Considering it as a perfect sphere we have that all point belonging to the coverage area 
must verify the equation (31). 𝑥𝑥2 + 𝑒𝑒2 + 𝑧𝑧2 ≤  𝑅𝑅2      (31) 

One more time, there are two temporal points (eq. (32) y (33)) in which the trajectory crosses the limit of 
the coverage area. 𝑇𝑇1 = 0     (32) 𝑇𝑇2 = 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔     (33) 

Substituting in the expressions for 𝑇𝑇1 = 0, we can calculate the value of 𝐾𝐾. See eq. (34) 𝑥𝑥2(0) + 𝑒𝑒2(0) + 𝑧𝑧2(0) =   𝑑𝑑2 + 𝐾𝐾2 + ℎ2  =  𝑅𝑅2   (34) 𝐾𝐾 =  −√𝑅𝑅2 − 𝑑𝑑2 − ℎ2      (35) 
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Therefore, the trajectory of the mobile nodes, and its total speed, will be defined as in equations (36) and 
(37): 𝑒𝑒(𝑡𝑡)��������⃗ =  �𝑑𝑑 + 𝜀𝜀2𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔2𝑡𝑡),𝓋𝓋𝑡𝑡 + 𝜀𝜀1𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔1𝑡𝑡) − √𝑅𝑅2 − 𝑑𝑑2 − ℎ2 , ℎ + 𝜀𝜀3𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔3𝑡𝑡)�     (36) 𝑣𝑣(𝑡𝑡) =  �𝜀𝜀2𝜔𝜔2𝑐𝑐𝑔𝑔𝑐𝑐(𝜔𝜔2𝑡𝑡),𝓋𝓋 + 𝜔𝜔1𝜀𝜀1𝑐𝑐𝑔𝑔𝑐𝑐(𝜔𝜔1𝑡𝑡), 𝜀𝜀3𝜔𝜔3𝑐𝑐𝑔𝑔𝑐𝑐(𝜔𝜔3𝑡𝑡)�    (37) 

Finally, substituting in the expressions for 𝑇𝑇2 = 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 , we can calculate the value of 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 . See 
(38). 𝑥𝑥2�𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 � + 𝑒𝑒2�𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 � + 𝑧𝑧2�𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 � =   𝑅𝑅2      (38) 

�𝑑𝑑 + 𝜀𝜀2𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔2𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 )�2 + �𝓋𝓋𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 + 𝜀𝜀1𝑐𝑐𝑠𝑠𝑠𝑠�𝜔𝜔1𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 � − √𝑅𝑅2 − 𝑑𝑑2  − ℎ2�2 + �ℎ + 𝜀𝜀3𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔3𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 )�2 −  𝑅𝑅2 = 0      

(39) 

As in the two-dimensional case, if we suppose the trajectory is ideal (a perfect straight line), the 
transcendent equation can be strongly simplified.   𝓋𝓋2𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐,𝑖𝑖𝑑𝑑𝑐𝑐𝑑𝑑𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 − 2𝓋𝓋√𝑅𝑅2 − 𝑑𝑑2 − ℎ2 = 0    (40) 

And then, the solution can be expressed as in (41). 

𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐,𝑖𝑖𝑑𝑑𝑐𝑐𝑑𝑑𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 = 2�𝑅𝑅2−𝑑𝑑2−ℎ2𝓋𝓋       (41) 

Finally, in three-dimensional scenarios, it is also typical to eliminate the parameter representing the 
horizontal distance between the flying node and the fixed node (𝑑𝑑), due to difficulty of measuring this 
value. To do that, one value for this parameter (expressed as function of the altitude and the maximum 
wireless technology rage) is applied. For example, a good value to be employed is the medium value. 

The maximum horizontal distance for an aerial vehicle which flies at ℎ meters, and must keep inside a 
sphere of radius 𝑅𝑅 meters can be calculated following (42).   𝑥𝑥2 + 𝑒𝑒2 + 𝑧𝑧2 =   𝑑𝑑𝑔𝑔𝑑𝑑𝑚𝑚2 + 0 + ℎ2  =  𝑅𝑅2    (42) 𝑑𝑑𝑔𝑔𝑑𝑑𝑚𝑚 =  √𝑅𝑅2 − ℎ2    (43) 

And the minimum is elemental to calculate.  𝑑𝑑𝑔𝑔𝑖𝑖𝑖𝑖 =  0    (44) 

Therefore, the medium value is shown in Eq. (45): 

𝑑𝑑𝑔𝑔𝑐𝑐𝑑𝑑𝑖𝑖𝑚𝑚𝑔𝑔 =
�𝑅𝑅2−ℎ22      (45) 

And, finally, (46) and (47) show the practical expression obtained. 

��𝑅𝑅2 −ℎ22 + 𝜀𝜀2𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔2𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 )�2 + �𝓋𝓋𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 + 𝜀𝜀1𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔1𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 )−�34 (𝑅𝑅2 − ℎ2)�2 + (ℎ + 𝜀𝜀3𝑐𝑐𝑠𝑠𝑠𝑠(𝜔𝜔3𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 ))2 −  𝑅𝑅2 = 0      (46) 

 

In the general case, or the ideal one: 

𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐,𝑖𝑖𝑑𝑑𝑐𝑐𝑑𝑑𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 = �3(𝑅𝑅2−ℎ2)𝓋𝓋    (47) 
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Now, a final element must be considered in our cinematic model: the precision with which 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔  and 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔  are obtained. As 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔  and 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔  are calculated from secondary variables, it is important 
to express the precision in time as a function of errors in the secondary variables. This objective is 
practically impossible in the general case (using eqs. (22) and (46)), and numerical methods should be 
used to limit the error value. However, in the ideal cases, we would be able to calculate the interval in 
which the real result is located, from errors made by measuring the others variables (such as speed or 
altitude). Using error propagation theory, and considering the committed errors are small comparing with 
the variables’ value, we can obtain eqs. (48) and (49). 

∆𝑇𝑇2−𝑑𝑑𝑖𝑖𝑔𝑔 = 2𝓋𝓋 � 𝑅𝑅�𝑅𝑅2−𝑑𝑑2 ∆𝑅𝑅 + 𝑑𝑑�𝑅𝑅2−𝑑𝑑2 ∆𝑑𝑑 +
�𝑅𝑅2−𝑑𝑑2𝓋𝓋 ∆𝑣𝑣�              (48) 

 

∆𝑇𝑇3−𝑑𝑑𝑖𝑖𝑔𝑔 = √3𝓋𝓋 � 𝑅𝑅�𝑅𝑅2−ℎ2 ∆𝑅𝑅 + ℎ�𝑅𝑅2−ℎ2 ∆ℎ +
�𝑅𝑅2−ℎ2𝓋𝓋 ∆𝑣𝑣�                         (49) 

 

In the final part of this section, we are going to discuss about the mobile node’s speed and the geometrical 

parameters of our models, in order to evaluate 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2−𝑑𝑑𝑖𝑖𝑔𝑔  and 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3−𝑑𝑑𝑖𝑖𝑔𝑔 . In the three-layer model for using 
MWSN, we can identify different types of mobile nodes, which one can be used in various contexts and 
address different situations: 

1- Walking people: any person carrying one communication device using the suitable technology 
can perform the task of mobile node. Such person can act as passive walker such as tourist in a 
natural area, or he/she can follow specific routes or perform controlled tasks. Typically, a 
walking person has a medium speed of 4 Km/h [32]. We will use this type of mobile node in 
home applications (as garden monitoring). Considering a typical garden, it is reasonable 
supposing a walking person is never further than 2 meters of a sensor.  
   

2- Cars, off-road vehicles and in general any type of vehicle: those vehicles can move through the 
sensors area loaded with a node for data colleting, and as in the case of walking people, they can 
follow non deterministic paths or can be controlled for performing specific ways. Controlling 
quite big semi-urban areas (such as golf courses) is likely the most common application for these 
mobile nodes. 20 km/h is a typical speed for golf carts, and, taking into account the dimensions 
of the touristic courses (6400 meters), we can consider 10 meters as the minimum distance 
between a terrestrial vehicle and a sensor.    
 

3- Aerial vehicle and more specifically unmanaged aerial vehicles (drones) can be used for data 
collection. In this group, we have to distinct two types of drones: plane-type drones (which 
cannot be stopped on air) and helicopter-type drones (which can remain on air with zero speed).             
Plane-type drones are commonly used to control great natural areas (such as forest, lakes, etc.), 
while helicopter-type drone are employed in urban environment (as they can remain in air 
controlling people, cars, etc.). The speed of these mobile nodes depends on the model selected, 
but the most usual value for cruise speed is 60 Km/h for helicopter-type drones, and 80 Km/h for              
plane-type drones. Finally, drones’ altitude is function of the skyline altitude [2]. Thus, in 
networks deployed in  low-height and large-scale crops, drones can be operated at 5 meters; for 
monitoring dense forest or metropolitan areas drones may be fly at 10 meters (more or less); and 
for collecting data from the financial district (where buildings have more than 10 floors), drones 
must have an altitude around 100 meters.   
 

4- Zeppelins, such type of mobile nodes can be used stay in the air for long time periods or moving 
over extensive areas with low energy consumption. The most common application of these 
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mobile node is verifying the state of the mountain parks (like Rocky Mountain Park), where the 
mobile node must operate at 3000 meters or more. Their speed, however, due to the 
environmental risks is much lower than the aerial vehicles’ one. Typically, a zeppelin does not 
move faster than 5 Km/h.   

Finally, it is necessary to evaluate the parameters related to the stability (𝜀𝜀1 , 𝜔𝜔1, 𝜀𝜀2 , 𝜔𝜔2, 𝜀𝜀3 and 𝜔𝜔3) for 
each mobile node. To do that, an experimental evaluation has been conducted. 

First, an electronic system to determine in a very precise way the position of each mobile node is 
designed. This module consisted of the following elements (Figure 6 shows an electronic diagram of the 
module): 

- A centrimetric precision GPS module. Recently, small form factor GPS receivers have been 
developed. In particular, Piksi low-cost GPS receiver, from Swift Navigation [33], has a 
53x53mm form factor and supports GPS, GLONASS and Galileo signals. By means of this 
sensor, latitude and longitude of the location of the mobile node can be known with centimetric 
precision. This device connects to the outside via serial port (UART). 
 

- A barometric sensor. The considered GPS module calculates very precisely latitude and 
longitude of the location of the mobile node. However, if using aerial nodes, we wish to obtain 
the same precision in height. For this, a high precision barometric sensor (BMP180 in this case 
[34]) is included. The device’s output interface is serial (I2C). 
 

- An Arduino Nano microcontroller. It receives data from GPS module by UART and from 
barometric sensor by I2C. It encapsulates both data in an application message and transmits the 
message by a second UART at 19200 bauds. 
 

- A Bluetooth module. A HC-06 Bluetooth slave module receives data by UART at 19200 bauds 
and transmits them through a Bluetooth 3.0 interface.  
 

 

 

 

 

 

 

 

Figure 6:  Electronic system to locate the position of the mobile node 

 

Second, a Bluetooth receiver was built and connected to a general purpose computer. This receiver is 
made of a Bluetooth master module (HC-05 module), a microcontroller and a RS-232 adapter to connect 
the microcontroller with the computer. When the microcontroller receives a message from the mobile 
node, it sends it by RS-232 to the computer, where a MATLAB application is listening.  

Finally, in the MATLAB implementation, the data are processed and stability values calculated. For that 
the geographic coordinates (latitude and longitude) are converted to Cartesian XY coordinates. Moreover, 

490



15 
 

barometer data are processed to obtain the height of the node as the third Cartesian coordinate Z. Later all 
sequences are low pass filtered to remove high frequency numerical noise introduced by processing 
algorithms and sensor accuracy. Then, X and Z sample sequences are transformed by means of the FFT 
algorithm for expression in the frequency domain. The values of horizontal and vertical stability are given 
by the amplitude and pulsation of the main harmonic. The third sequence (Y coordinate according to 
Figures 4 and 5) is numerically derived for obtaining the linear velocity on said component. Finally, the 
resulting sequence is transformed by means of the FFT algorithm for expression in the frequency domain. 
The speed stability is given by the amplitude and pulsation of the main harmonic.  

For each mobile node type the experiment was performed 16 times. This number of times has been 
selected taking into account the experiment’s restrictions. The final stability values are the median of all 
the particular obtained results. Finally, due to the complexity associated with zeppelins, this type of 
vehicle is not considered in the experiment. 

The next table (Table 1) summarizes speed, distance to fixed nodes and the stability results for different 
mobile nodes.  

 

Table 1:  Summary of mobile nodes’ characteristics 

Mobile node 
Cruise 
speed 
(m/s) 

Minimum 
distance*1 

(m) 

𝜺𝜺𝟏𝟏 
(m) 

𝝎𝝎𝟏𝟏 
(rad/s) 

𝜺𝜺𝟐𝟐 
(m/s) 

𝝎𝝎𝟐𝟐 
(rad/s) 

𝜺𝜺𝟑𝟑(m) 
𝝎𝝎𝟑𝟑 

(rad/s) 

Walking person 
(WP) 

1.1 2 0.13 0.11 0.04 0.02 - - 

Terrestrial vehicle 
(TV) 

5.6 10 0.27 0.04 0.01 0.02 - - 

Helicopter-type**2 
drone at  5 m  (H5) 

16.7 

5 

0.32 0.1 0.08 0.5 0.28 0.12 

 (Helicopter-type 
drone at  10 m)  

(H10) 
10 

(Helicopter-type 
drone at  100 m  

(H100) 
100 

Plane-type***3drone 
at 5 m  (P5) 

22.2 

5 

0.25 0.01 0.02 0.01 0.09 0.01 
Plane-type drone at  

10 m  (P10) 
10 

Plane-type drone at  
100 m  (P100) 

100 

Zeppelin (DIR) 1.4 3000 - - - - - - 

 

5. WIRELESS TECHNOLOGIES STUDY 

 

Once we have described the characteristics of the main mobile node types, and the work scenario, in this 
section we are studying the wireless technologies commonly used on WSN, as well as some variants of 
them. Then, we will obtain the value of  𝐿𝐿𝑅𝑅𝑅𝑅𝑅𝑅  and model the data rate 𝐶𝐶(𝑡𝑡).  

                                                           
*     Minimum distance between the fixed node and the mobile one, along the mobile node trajectory.  
**   Cruise speed value taken from Drone Aibot X6 
*** Cruise speed value taken from E-300 Viewer 
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For the scenarios described, we need the wireless technology that consumes as less power as possible. 
Due to the fact that the nodes lack of a permanent power connection, so we need technologies with a 
reduce coverage range to be capable of getting this purpose. The study will be focused in personal area 
networks technologies, to which the WiFi technology will be added with the objective of stablishing a 
comparison with the more extended wireless standard. The complete list of the considered technologies 
is: Bluetooth 3.0, Bluetooth 4.0 (particularly the Low-Energy core or BLE), 802.15.4, a variant of the 
802.15.4 standard called Fast 802.15.4 proposed in [22], WiFi, considering two different protocol 
implementations. 

In our calculations we present the particular process of neighbor discovery employed in each technology 
(process which determines the connection time needed).  

 

5.1.  Neighbor discovery in  Bluetooth 3.0 technology 

 

The neighbor discovery process of Bluetooth 3.0 is the most complex and least efficient. In this version, 
the neighbor discovery procedure descripted in the standard is called “inquirer process”, and supposes 
that they exist two active devices for all time: on the one hand we find the master (which is looking for 
new neighbors), and on the other we find the slave (which tries to be discovered to be integrated in one 
network). 

Periodically, the master broadcasts some special packets (named as ID packets), whose mission is to 
discover new devices. The packets are transmitted using 32 different frequencies, following a procedure 
known as Frequency Hopping (FH). The FH procedure divides the 32 available channels in two groups of 
16, called trains and labeled as A and B. 

In each cycle, four sequences are broadcasted, each one made up for 256 frequency trains. In the first and 
third frequencies A train is transmitted, and in the second and fourth B train is transmitted. The time 

necessary to broadcast the ID packets in each channel is one slot of 625 µs [35], so 16 slots are necessary 
to transmit one train of frequencies (see Figure 7). 

 

 

Figure 7:  Graphic explanation of Bluetooth 3.0 neighbor discovery process 

  

We suppose now a scenario where there are no interferences, thus, it’s reasonable to think the discovery 
of one new device will be completed in one cycle. Then, if the discovery goes on in the n hop, the total 
time spent will be (50): 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝐵𝐵𝑅𝑅 = 𝑠𝑠 ∙  𝑡𝑡𝑐𝑐𝑐𝑐𝑐𝑐𝑑𝑑            (50) 
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5.2. Neighbor discovery in  Bluetooth Low-Energy technology 
 

As we said in Section 5.1, Bluetooth 3.0 neighbor discovery is really expensive in terms of power. Thus, 
when Bluetooth Special Interest Group decided to create a Low-Energy core for Bluetooth 4.0 (called 
BLE), they had to propose a totally renovated procedure.  

In BLE, again, it exists two types of devices: scanner or initiator (which tries to discover new devices), 
and the advertiser (which tries to be discovered). The initiator periodically scans three special channels 
allocated for the advertisement broadcast (labeled as 37, 38 and 39) in a sequential way, looking for 
advertising packets of others. One the other hand, the advertiser transmits advertising packets in the same 
channels (using the FH procedure), and wait for an answer sent by the scanner. One the advertiser 
receives the scanner respond, it is considered the advertiser has been discovered; even the advertiser also 
has to respond to confirm the connection [36]. 

BLE standard defines two different procedures for neighbor discovery, depending on the knowledge 
stored in the scanner: if the scanner knows the advertiser it uses Direct advertising, if not, it uses an 
Indirect advertising. In our case, as the mobile node is known, we are evaluating the Indirect advertising 
type.  

The time a device that plays the role of advertiser needs to complete an advertising event (the name used 
in the standard for a search cycle), is computed by (51): 𝑇𝑇𝑐𝑐𝑐𝑐𝑐𝑐𝑖𝑖𝑑𝑑 =  𝑇𝑇𝑑𝑑𝑑𝑑𝑐𝑐𝑐𝑐𝑐𝑐 + 𝑑𝑑𝑔𝑔𝑑𝑑𝐷𝐷𝑒𝑒     (51) 

The 𝑇𝑇𝑑𝑑𝑑𝑑𝑐𝑐𝑐𝑐𝑐𝑐  is an integer multiple of 0.625 ms, ranging from 20 ms to 10.24 seconds, and delay is a 
pseudo-random value ranging from 0 ms to 10 ms (generated by the Link Layer for each advertising 
event). 

Inside each advertising event, for each frequency an advertising packet is sent; later, the advertiser will be 
listening on the same channel for a while to check if there is response coming from any initiator. 
According to the specification, the total time spent by channel shall be less than or equal to 10 ms (see 
figure 8).  

 

Figure 8:  Graphic explanation of BLE neighbor discovery process 
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In conclusion, and if we suppose that the time spent by channel is the same for the three frequencies and 
that there aren’t any interferences, the discovery only needs one advertising event. The time necessary to 
complete a discovery of a device that transmits in the n advertising channel is (52): 

 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝐵𝐵𝐿𝐿𝐵𝐵 = 𝑠𝑠 ∙ � 𝑇𝑇𝑑𝑑𝑚𝑚 + 𝑇𝑇𝑑𝑑𝑐𝑐𝑐𝑐𝑑𝑑𝑔𝑔 𝑖𝑖𝑖𝑖𝑑𝑑𝑐𝑐𝑑𝑑−𝑐𝑐ℎ𝑑𝑑𝑖𝑖𝑖𝑖𝑐𝑐𝑐𝑐 + 𝑇𝑇𝑅𝑅𝑅𝑅� + (𝑠𝑠 − 1) ∙ 𝑇𝑇𝑑𝑑𝑐𝑐𝑐𝑐𝑑𝑑𝑔𝑔 𝑖𝑖𝑖𝑖𝑑𝑑𝑐𝑐𝑐𝑐−𝑐𝑐ℎ𝑑𝑑𝑖𝑖𝑖𝑖𝑐𝑐𝑐𝑐        (52) 

 

5.3. Neighbor discovery in  802.15.4 technology 

 

Although BLE strongly reduces the power consumption (compared to Bluetooth 3.0), all Bluetooth 
technologies are designed for transmitting a great data flow, which not agrees at all with the assumptions 
exposed in Section 2. Therefore, the third technology we are considering is 802.15.4 standard, destined to 
support low-energy and low-rate communications.  

In 802.15.4 standard [37], networks have a hierarchical structure (unlike the Bluetooth technology). Thus, 
in all networks must be a coordinator responsible for managing the new associations. 

The new device has to send an association solicitation to the corresponding coordinator for being 
incorporated into a network; for which, it is necessary that the new device knows both coordinator’s 
MAC and the frequency where the network is working (among the 16 available channels).  

If we suppose the new device has no information about the network, it must scan iteratively the 16 
available channels looking for the packets the coordinator broadcasted (where it is included the whole 
information necessary for building the association message). Once this message is sent, the device is 
considered to be associated to the network.  

In conclusion and supposing the network operates over the n channel, the time spent in adding a new 
device to the network is (53): 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 802.15.4 = 𝑠𝑠 ∙ 𝑡𝑡𝑐𝑐𝑐𝑐𝑑𝑑𝑖𝑖 + 𝑡𝑡𝑑𝑑𝑐𝑐𝑐𝑐𝑐𝑐 𝑔𝑔𝑐𝑐𝑐𝑐𝑐𝑐 =                     (53) 

=  𝑠𝑠 ∙ 𝐷𝐷𝐵𝐵𝐷𝐷𝑐𝑐𝑔𝑔𝑎𝑎𝑎𝑎𝑎𝑎𝑔𝑔𝑒𝑒𝑎𝑎𝑒𝑒𝐷𝐷𝑔𝑔𝑔𝑔𝐷𝐷𝑎𝑎𝑒𝑒𝐷𝐷𝑡𝑡𝑠𝑠𝑔𝑔𝑠𝑠 ∙ (2𝐵𝐵𝐵𝐵 + 1) ∙ 𝑡𝑡𝑐𝑐𝑔𝑔𝑔𝑔 + 𝑡𝑡𝑑𝑑𝑐𝑐𝑐𝑐𝑐𝑐 𝑔𝑔𝑐𝑐𝑐𝑐𝑐𝑐   

 

Where 𝐷𝐷𝐵𝐵𝐷𝐷𝑐𝑐𝑔𝑔𝑎𝑎𝑎𝑎𝑎𝑎𝑔𝑔𝑒𝑒𝑎𝑎𝑒𝑒𝐷𝐷𝑔𝑔𝑔𝑔𝐷𝐷𝑎𝑎𝑒𝑒𝐷𝐷𝑡𝑡𝑠𝑠𝑔𝑔𝑠𝑠 and BO are two integer parameters. 

 

5.4. Neighbor discovery in  Fast 802.15.4 technology 

 

As we can see in (53), connection time in 802.15.4 technology has a linear relation with the channel 
number where the network coordinator is transmitting. This can be very problematic if we consider a big 
set of channels, so in the last standard version (802.15.4e) the committee has tried to optimize the scan 
time, although the truth is the impact of these measures is limited.  

Therefore, it is so important a standard’s modification proposed recently [22], called Fast 802.15.4, which 
reaches to take a great advantage of the switching frequency capability of 802.15.4 networks. 
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They propose, then, to allocate one channel (named as Beacon Channel) to transmit over it the associating 
messages, and all the information needed to build this solicitation. The others channel will be used for 
data transmission. In that way, the time necessary to add a new device is fixed, and it is equal to (54): 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑓𝑓𝑑𝑑𝑐𝑐𝑑𝑑 802.15.4 = 𝑡𝑡𝑐𝑐𝑐𝑐𝑑𝑑𝑖𝑖 + 𝑡𝑡𝑑𝑑𝑐𝑐𝑐𝑐𝑐𝑐 𝑔𝑔𝑐𝑐𝑐𝑐𝑐𝑐 =                    (54) 

=  𝐷𝐷𝐵𝐵𝐷𝐷𝑐𝑐𝑔𝑔𝑎𝑎𝑎𝑎𝑎𝑎𝑔𝑔𝑒𝑒𝑎𝑎𝑒𝑒𝐷𝐷𝑔𝑔𝑔𝑔𝐷𝐷𝑎𝑎𝑒𝑒𝐷𝐷𝑡𝑡𝑠𝑠𝑔𝑔𝑠𝑠 ∙ (2𝐵𝐵𝐵𝐵 + 1) ∙ 𝑡𝑡𝑐𝑐𝑔𝑔𝑔𝑔 +  𝑡𝑡𝑑𝑑𝑐𝑐𝑐𝑐𝑐𝑐 𝑔𝑔𝑐𝑐𝑐𝑐𝑐𝑐   

 

5.5. Neighbor discovery in  WiFi technology 

 

Finally, we are going to analyze neighbor discovery in WiFi technology. With these data, our model will 
also include LAN technologies, what is basic in order to obtain remarkable results in Section 6.  

In 802.11 standard, neighbor discovery (known as Access Point discovery) is performed through the 
scanning process, in which a mobile node (called mobile station -MS- in this standard) sends a Probe 
Request management frame and waits for a Probe Response on each channel.  
 
This waiting time is managed by two timers in the scanning process, namely MinChannelTime (MinCT) 
and MaxChannel-Time (MaxCT).   
 
If no Probe Response is received before MinCT expires, the MS switches to the next channel and sends a 
new Probe Request. This may happen if no AP is operating on the channel, if the Probe Response is sent 
after the timer expiration, or if there is a transmission error. Otherwise, if at least one Probe Response was 
received, the MS waits for a longer timer (namely MaxCT). In this additional time, the MS is listening for 
more responses from other Access Points operating in the same channel (see Figure 9). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9:  Graphic explanation of WiFi’s Access Point Discovery 

 
It is very important to say that although the 802.11 standard proposes 16 available channels, in Europe, 
only 13 channels are available [38]; so, in the following section we only consider those 13 frequencies. 
 
Taking into account this process, the time spent in locating a new device which uses the n cannel is (55): 
 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 802.11 = 𝑀𝑀𝐷𝐷𝑥𝑥𝐶𝐶𝑇𝑇 + (𝑠𝑠 − 1) ∙ 𝑀𝑀𝑠𝑠𝑠𝑠𝐶𝐶𝑇𝑇                 (55) 
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5.6. Probabilistic model of 𝑳𝑳𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐 𝑹𝑹𝑹𝑹𝑹𝑹 delay 

 
As we saw in Equations (50), (52), (53), (54) and (55) the 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅  delay depends on 𝑠𝑠 (the number of 

the channel where the neighbor device is found). Knowing a priori this value is impossible, since it 
depends on the specific scenario to be considered: topography of the land, interfering systems, etc. Then, 
it is a random variable. Therefore, to characterize completely 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅  it is not only necessary to show 

the mathematical expression as a function of  𝑠𝑠, but also the probability of each specific value (i.e. the 
associated probability density function).  

Thus, two different probability density functions must be considered. First, one of the functions represents 
the probability of finding one device in a specific given channel (called 𝑓𝑓𝑖𝑖[𝑠𝑠] onwards). Second, the 
function that relates the value of 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅   calculated for each value of 𝑠𝑠 with the probability of needing 

this time for finding a neighbor (called 𝑓𝑓𝐿𝐿[𝐿𝐿] onwards). Since the channel number is a discrete variable 
(ranging from 𝑠𝑠 =  1 to 𝑠𝑠 =  𝑠𝑠𝑎𝑎𝑔𝑔𝑛𝑛𝑔𝑔𝑒𝑒 𝑔𝑔𝑓𝑓 𝑐𝑐ℎ𝐷𝐷𝑠𝑠𝑠𝑠𝑔𝑔𝑑𝑑𝑐𝑐), both probability density functions are also 
discrete.  

The functions 𝑓𝑓𝑖𝑖[𝑠𝑠] and 𝑓𝑓𝐿𝐿[𝐿𝐿]  are not independent, but only 𝑓𝑓𝑖𝑖[𝑠𝑠] is independent, being possible to 
calculate 𝑓𝑓𝐿𝐿[𝐿𝐿]  from it. In protocols in which both devices which want to communicate are moving along 
the frequency spectrum (such as Bluetooth 3.0 and Bluetooth Low-Energy), each channel tracking is 
independent of the previous, so the probability of stopping the neighbor discovery process in a specific 
channel is equal to the probability of the device to be on that channel. Then, the relation between 𝑓𝑓𝑖𝑖[𝑠𝑠𝑖𝑖] and 𝑓𝑓𝐿𝐿[𝐿𝐿𝑖𝑖]  where  𝐿𝐿𝑖𝑖 is the 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅  delay suffered if one neighbor is found in the 𝑠𝑠𝑖𝑖 channel is 

(56). 

 𝑓𝑓𝐿𝐿[𝐿𝐿𝑖𝑖] =  𝑓𝑓𝑖𝑖[𝑠𝑠𝑖𝑖]          (56) 

 

However, in protocols in which one of the elements remains permanently transmitting in the same 
channel (802.15.4, 802.11, etc.), the 𝑠𝑠 + 1 channel is evaluated only if the device is not found in the 𝑠𝑠 
channel (search is ordered). Thus, the relation between 𝑓𝑓𝑖𝑖[𝑠𝑠𝑖𝑖] and 𝑓𝑓𝐿𝐿[𝐿𝐿𝑖𝑖]  where  𝐿𝐿𝑖𝑖 is the 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅  delay 

suffered if one neighbor is found in the 𝑠𝑠𝑖𝑖 channel is (57). 

 

                                                      𝑓𝑓𝐿𝐿[𝐿𝐿𝑖𝑖]  =  𝑓𝑓𝑖𝑖[𝑠𝑠𝑖𝑖]   𝑠𝑠𝑓𝑓   𝑠𝑠 = 1                                            (57) 

 𝑓𝑓𝐿𝐿[𝐿𝐿𝑖𝑖] =  𝑓𝑓𝑖𝑖[𝑠𝑠𝑖𝑖]�(1 − 𝑓𝑓𝑖𝑖[𝑠𝑠𝑘𝑘])
𝑖𝑖−1
𝑘𝑘=1     𝑠𝑠𝑓𝑓   𝑠𝑠 > 1 

 
Finally, 𝑓𝑓𝑖𝑖[𝑠𝑠] must be calculated considering the characteristics of the deployment scenario, the sensor 
programming, etc. For example, if other radio services cover the area of the MWSN, probably it would be 
necessary to evaluate the interferences following the ITU-R recommendations (P.452 in this case [39]).  
 
 

5.7. Upstream radio rate 𝑪𝑪(𝒕𝒕) evaluation 

 

Finally, the last parameter that we must evaluate on wireless access technologies is the upstream radio 
rate 𝐶𝐶(𝑡𝑡). The randomness of this parameter (along with its time dependence), makes 𝐶𝐶(𝑡𝑡) in a stochastic 
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process, therefore lacks deterministic mathematical expression. Thus, integrating 𝐶𝐶(𝑡𝑡)  in time becomes a 
complicated task, but essential to our model.  

In order to partially solve this problem, our model only considers the expected value of the 𝐷𝐷𝐷𝐷𝑡𝑡𝐷𝐷𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑑𝑑𝑐𝑐𝑑𝑑 
parameter. However, for calculating this value some considerations have to be taken into account. First, 
let's consider 𝐶𝐶(𝑡𝑡) as a stationary stochastic process, i.e. the probability distribution is the same for every 
instant of time. Additionally, as it is common in communications systems, we will assume that 𝐶𝐶(𝑡𝑡) has 
ergodic character (thus the process statistic parameters are invariant over time).  

Now, we calculate the expected value of the Equation (3)  
 𝔼𝔼[𝐷𝐷𝐷𝐷𝑡𝑡𝐷𝐷𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑑𝑑𝑐𝑐𝑑𝑑]  =  𝔼𝔼 �∫     𝐶𝐶(𝑡𝑡) 𝑑𝑑𝑡𝑡𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅0 �        (58) 

 
Considering the definition of the Riemann integral we can obtain expression (59) 
 𝔼𝔼 �∫     𝐶𝐶(𝑡𝑡) 𝑑𝑑𝑡𝑡𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅0 � =         (59) 

=  𝔼𝔼 � lim𝑖𝑖→∞𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑣𝑣,𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑡𝑡𝑒𝑒𝑒𝑒) −  𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅𝑠𝑠 �𝐶𝐶 �𝑘𝑘 �𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅, 𝑣𝑣,𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑡𝑡𝑒𝑒𝑒𝑒) −  𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅�𝑠𝑠 �𝑖𝑖
𝑘𝑘=1 � 

 
 

Being the expected operator continuous and linear, it can be interchangeable with the limit operator. 
Moreover, as 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅 and 𝐶𝐶(𝑡𝑡) are physical independent processes, they are also independent statistics 

variables. Then it is possible to obtain expression (60). 
 𝔼𝔼 �lim𝑖𝑖→∞ 𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅𝑖𝑖 ∑ 𝐶𝐶 �𝑘𝑘 �𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅�𝑖𝑖 �𝑖𝑖𝑘𝑘=1 � =      (60) 

= lim𝑖𝑖→∞𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅, 𝑣𝑣,𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑡𝑡𝑒𝑒𝑒𝑒) − 𝔼𝔼 �𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅�𝑠𝑠 �𝔼𝔼�𝐶𝐶 �𝑘𝑘 �𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅, 𝑣𝑣,𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑡𝑡𝑒𝑒𝑒𝑒) −  𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅�𝑠𝑠 ��𝑖𝑖
𝑘𝑘=1  

 
 

Furthermore, as 𝐶𝐶(𝑡𝑡) is a stationary stochastic process, the expected value is constant in time. Thus, the 
expression (61) becomes true.  
 𝔼𝔼 �𝐶𝐶 �𝑘𝑘 �𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅�𝑖𝑖 �� =  𝔼𝔼 �𝐶𝐶 �𝑘𝑘 �𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝔼𝔼�𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅��𝑖𝑖 ��    (61) 

 
 

Joining expressions (58), (59) and (61) we can obtain expression (62): 
 𝔼𝔼 �∫     𝐶𝐶(𝑡𝑡) 𝑑𝑑𝑡𝑡𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅0 � =     (62) 

 

= lim𝑖𝑖→∞𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅, 𝑣𝑣,𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑡𝑡𝑒𝑒𝑒𝑒) − 𝔼𝔼 �𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅�𝑠𝑠 �𝔼𝔼�𝐶𝐶 �𝑘𝑘 �𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅, 𝑣𝑣,𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑡𝑡𝑒𝑒𝑒𝑒) − 𝔼𝔼�𝐿𝐿𝑔𝑔𝑎𝑎𝑔𝑔𝑠𝑠 𝑅𝑅𝐴𝐴𝑇𝑇��𝑠𝑠 ��𝑖𝑖
𝑘𝑘=1  

 

 
And considering one more time the definition of the Riemann integral (see (63)) 

                    𝔼𝔼 �∫     𝐶𝐶(𝑡𝑡) 𝑑𝑑𝑡𝑡𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅0 � =             (63) 

= ∫    𝔼𝔼 [𝐶𝐶(𝑡𝑡) ]𝑑𝑑𝑡𝑡𝑅𝑅𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅,𝑐𝑐,𝑔𝑔𝑐𝑐𝑐𝑐𝑔𝑔𝑐𝑐𝑑𝑑𝑐𝑐𝑔𝑔)− 𝔼𝔼�𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅�0       
 

Integrating expression (63) and considering Equation (58), it is possible to calculate the expression (64). 
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𝔼𝔼[𝐷𝐷𝐷𝐷𝑡𝑡𝐷𝐷𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑑𝑑𝑐𝑐𝑑𝑑] =   𝔼𝔼 [𝐶𝐶(𝑡𝑡) ]�𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑅𝑅, 𝑣𝑣,𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑡𝑡𝑒𝑒𝑒𝑒) −  𝔼𝔼�𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅��      (64) 

 

The value of 𝔼𝔼�𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅� can be calculated from the discussions presented in the previous subsections, 

but 𝔼𝔼 [𝐶𝐶(𝑡𝑡) ] remains unclarified.  
 
In general, to estimate 𝔼𝔼 [𝐶𝐶(𝑡𝑡) ] several realizations of 𝐶𝐶(𝑡𝑡) would be necessary, but as the process is 
supposed to be ergodic, the expected value can be replaced (since it coincides in value) by a time average 
(so that even a single embodiment can characterize the process).  
 
To obtain the expected value of the upstream radio rate in all radio technologies described above, another 
experiment was conducted. Twelve fixed nodes, implementing two to two the same radio technology, 
were deployed in an agricultural environment (Figure 10). All nodes included only a program being able 
to calculate the instantaneous rate by performing a continuous data sending. So, it can be assumed that the 
calculated value perfectly matches the rate at radio level. Each couple of nodes was exchanged data for 
two hours, measuring the upstream radio rate each 500ms (in total they were taken around 14500 
measurements).    
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 10:  (a) Picture of one of the fixed node deployed. (b) Deployment scenario 

 
 
 
 
 
 
 
 
 
 
 

Figure 11:  Data downloading by means a debugger board 

 

At the end of the experiment, data was gathered by means a debugger board (Figure 11) and processed 
using numerical calculation software. Table 2 shows the expected value, the most probable value and the 
standard deviation obtained for each radio access technology. 

 

498



23 
 

Table 2:  Statistics description of the upstream radio rate for each RAT 

Radio technology 
Expected 

value 
(Mbps) 

Standard 
Deviation 

(Mbps) 

Most 
probable 

value 
(Mbps) 

Bluetooth 3.0 0.844 0.03 0.852 

Bluetooth Low-Energy 0.874 0.04 0.861 

802.15.4 0.205 0.01 0.207 

Fast 802.15.4 0.204 0.01 0.204 

WiFi (fixed temporizers) 8.774 0.97 9.057 

WiFi (Smart temporizers) 8.894 1.11 8.855 

 

 
6.  MODEL UTILIZATION. ANALYTICAL EVALUATION 

 

In this section, we are going to join the results of the previous sections to create the final model. We are 
also describing the process which must be followed in order to obtain an estimation of the total amount of 
data collected. Later, we are proposing typical values for the parameters in the model to obtain some 
numerical results. With the study of these results new problems and limitations for the MWSNs will arise.  

 
6.1. Final model. Model utilization 

 

Considering (64), the final model can be expressed as (65). 𝔼𝔼[𝐷𝐷𝐷𝐷𝑡𝑡𝐷𝐷𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑑𝑑𝑐𝑐𝑑𝑑] =   𝔼𝔼 [𝐶𝐶(𝑡𝑡) ]�𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑖𝑖−𝑑𝑑𝑖𝑖𝑔𝑔 −  𝔼𝔼�𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅��      (65) 𝑠𝑠 ∈ {1,2 } 𝑅𝑅𝐴𝐴𝑇𝑇 ∈ {𝐵𝐵𝑇𝑇,𝐵𝐵𝐿𝐿𝐵𝐵, 802.15.4, 𝑓𝑓𝐷𝐷𝑐𝑐𝑡𝑡 802.15.4, 802.11} 

 

To obtain an estimation of the data collected by means of the expression (65), the following steps must be 
followed. 

1- Having chosen the deployment scenario, the radio access technology for the communications 
and the type of mobile node which will be used as data mule, said mobile node must be 
characterized in relation to its horizontal stability, speed stability (and vertical stability, if an 
aerial node). Values such as the minimum distance at which the mule will be from the fixed 
sensors must be also obtained. In Section 4 we described this process (and presented some 
results) for some typical mule types. 
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2- With the parameters calculated in the previous step, and expressions (22) and (46) (depending on 

if we consider a two-dimensional scenario or a three-dimensional one), the value of 𝑇𝑇𝑖𝑖𝑖𝑖−𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑖𝑖−𝑑𝑑𝑖𝑖𝑔𝑔  
may be numerically calculated.  
 

3- Known the geometrical parameters of the deployment, a radio evaluation of the scenario must be 
performed. With it, and knowing the RAT employed, the probability function to find a node in a 
channel (𝑓𝑓𝑖𝑖[𝑠𝑠]) may be estimated.  
 

4- Considering the calculated 𝑓𝑓𝑖𝑖[𝑠𝑠] the probability density function 𝑓𝑓𝐿𝐿[𝐿𝐿]  may be obtained. In 
Section 5 (expression (57)) the process is described. 
 

5- A deep analysis of the hardware and programming employed in the fixed nodes must be 
conducted in order to estimate the parameters which appear in the expression of the neighbor 
discovery delay for the selected RAT. Taking them and 𝑓𝑓𝐿𝐿[𝐿𝐿]  into account, the value of 𝔼𝔼�𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅� can be calculated. 

 
6- In order to know the value of 𝔼𝔼 [𝐶𝐶(𝑡𝑡) ], a temporal evaluation of the evolution of upstream radio 

rate should be performed. The time average of this evaluation will give us the sought value. In 
Section 5 we described this process (and presented some results) for the considered RAT. 
 

7- Applying expression (65) the amount of collected data may be calculated. 
 
 

 
6.2. Analytical evaluation 

 

In this section, we are obtaining the amount of collected data using the proposed model, for all 
combination of the selected RAT and considered mobile nodes.  

In Section 4, the stability of the considered mobile nodes was evaluated. In Section 5, the value of 𝔼𝔼 [𝐶𝐶(𝑡𝑡) ] for all selected RAT was also calculated. Then, to be able to evaluate the amount of data 
collected it is necessary, firstly, to fix the variables’ values in the neighbor discovery equations 
(expression (50), (52), (53), (54) and (55)). 

Bluetooth 3.0 technology fixes all the values of neighbor discovery process’ parameters, so it is enough 
with the information given in Section 5. 

On the contrary, in BLE technology the standard describes the neighbor discovery as a function of several 
variables (see expression (52)). For them, it gives only a maximum value. So, in order to fix these 
variables’ values, we are going to employ as reference the BLE implementation used in the CC2540 
device from Texas Instruments (the most common system-on-chip for this technology). The specific 
values are (see table 3): 
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 Table 3:  Parameters’ value for BLE 

Parameter Value (µs) 

𝑇𝑇𝑑𝑑𝑚𝑚 380 𝑇𝑇𝑑𝑑𝑐𝑐𝑐𝑐𝑑𝑑𝑔𝑔 𝑖𝑖𝑖𝑖𝑑𝑑𝑐𝑐𝑑𝑑−𝑐𝑐ℎ𝑑𝑑𝑖𝑖𝑖𝑖𝑐𝑐𝑐𝑐  105 𝑇𝑇𝑅𝑅𝑅𝑅 115 

𝑇𝑇𝑑𝑑𝑐𝑐𝑐𝑐𝑑𝑑𝑔𝑔 𝑖𝑖𝑖𝑖𝑑𝑑𝑐𝑐𝑐𝑐−𝑐𝑐ℎ𝑑𝑑𝑖𝑖𝑖𝑖𝑐𝑐𝑐𝑐  150 

 

Considering, 802.15.4 and Fast 802.15.4 solutions, Table 4 contains all necessary data to calculate the 
results [13]. These values have been set comparing various implementations of 802.15.4 protocol, such as 
IEEE 802.15.4 from Texas Instruments, open-ZB or ZBOSS. 

 

Table 4:  Parameters’ value for 802.15.4 and Fast 802.15.4 

Parameter Value 

𝐷𝐷𝐵𝐵𝐷𝐷𝑐𝑐𝑔𝑔𝑎𝑎𝑎𝑎𝑎𝑎𝑔𝑔𝑒𝑒𝑎𝑎𝑒𝑒𝐷𝐷𝑔𝑔𝑔𝑔𝐷𝐷𝑎𝑎𝑒𝑒𝐷𝐷𝑡𝑡𝑠𝑠𝑔𝑔𝑠𝑠 960 𝐵𝐵𝐵𝐵 3 

Bits per symbol 4 

Nominal radio data rate 250 Kbps 

Packet size 50 Bytes 

 

Determining the temporizer values of WiFi technology, the standard does not suggest any solution so the 
selected policy for setting these values strongly impacts in the results. For this reason, we are studying 
two different solutions: the first one based on fixed values for the temporizers; and the second one based 
on a smart algorithm for selecting the values for each channel. 

For the first implementation we have selected a value of 15 ms for the temporizers (most common 
commercial value), and for the second proposal we are going to use the algorithm described in [12]. 

Later, it is necessary to estimate the probability distribution function 𝑓𝑓𝑖𝑖[𝑠𝑠]. In this case, due to the fact 
that there are no interferences in the environment, we can suppose all channel have the same probability. 
Therefore, 𝑓𝑓𝑖𝑖[𝑠𝑠]  is a uniform probability distribution between 𝑠𝑠 = 1 and 𝑠𝑠 = 𝑁𝑁 (both included) where 𝑁𝑁 
is the number of the available channels. Mathematically: 𝑓𝑓𝑖𝑖[𝑠𝑠] = 1𝑁𝑁 (𝑎𝑎[𝑠𝑠] − 𝑎𝑎[𝑠𝑠 − 𝑁𝑁 − 1])          (66) 

Being 𝑎𝑎[𝑠𝑠] is the Heaviside-step function of discrete type. 
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Now, we may obtain the value of 𝔼𝔼�𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅�. In Table 5, we calculate the main values that can be 

obtained from the random variable 𝐿𝐿𝑐𝑐𝑜𝑜𝑐𝑐𝑖𝑖 𝑅𝑅𝑅𝑅𝑅𝑅 . There, we also show the expected value and nominal value 

of the upstream radio rate (𝔼𝔼 [𝐶𝐶(𝑡𝑡) ]) and the maximum range (R) for every RAT. As we saw, to obtain 
these values we supposed a low-density natural environment and a standard transmission power 
(considering the nodes implement a system-on-chip, as CC25XX series from Texas Instruments). 

 

Table 5:  Numerical results of the connection time, rate and range for the considered Wireless 
Technologies 

Wireless 
Technology 

Minimum 
connection 

time 

Maximum 
connection 

time 

Medium 
connection 

time 

Most 
probable 

connection 
time 

Median 
Standard 
Deviation 

Expected 
upstream 

Radio rate  

Nominal 
upstream 
Radio rate 

Maximum 
range (R) 

Bluetooth 3.0 625 µs 10.24 s 5.12 s --- 5.12 s 3.6 s 844 kbps 1 Mbps 10 m 

BLE 600 µs 2.1 ms 1.35 ms --- 1.35 ms 612 µs 874 kbps 1Mbps 50 m 

802.15.4 0.5 s 2.7 s 952.21 ms 0.5 s 1.67 s 1.027 s 205 kbps 250 kbps 70 m 

Fast 802.15.4 628.24 ms 628.4 ms 628.24 ms 628.24 ms 628.24 ms 0  204 kbps 250 kbps 
70 m 

WiFi  (fixed 
temporizers) 

15 ms 210 ms 62.94 ms 15 ms 195 ms 70.14 ms 8.9 Mbps 11 Mbps 
100 m 

WiFi  (smart 
temporizers) 

15 ms 121 ms 6.9 ms 15 ms 93 ms 5.49 ms 8.8 Mbps 11 Mbps 
100 m 

 

As we said in Section 2, it is important to highlight that, in some technologies, fixed nodes, usually spend 
most of the time in a sleeping mode (in order to save as much power as possible).  However, in this work 
we are going to suppose all nodes are active all the time (so values shown in Table 5 are final).  

Considering numerical data from Tables 1 and 5, the final model expressed in (65), and solving 
numerically the expressions (22) and (46), it is possible to calculate the amount of data collected from 
sensor for each technology and mobile node type.  See Table 6 and Figure 12. 
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Table 6:  Medium time available for data collection ( 𝑹𝑹𝒊𝒊𝒐𝒐−𝒄𝒄𝒐𝒐𝒄𝒄𝒐𝒐𝒄𝒄𝒊𝒊−𝒅𝒅𝒊𝒊𝒅𝒅 −  𝔼𝔼�𝑳𝑳𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐 𝑹𝑹𝑹𝑹𝑹𝑹� ) 
Medium time 

available for data 
collection (s) 

Mobile node type 

Wireless 
Technology 

WP TV H5 H10 H100 P5 P10 P100 DIR 

Bluetooth 3.0 12.58 0 0 0 0 0 0 0 0 

BLE 90.90 17.47 5.15 5.07 0 3.8 3.82 0 0 

802.15.4 126.45 23.75 6.28 6.25 0 4.5 4.45 0 0 

Fast 802.15.4 126.5 24.08 6.61 
6.55 0 4.83 4.78 0 0 

WiFi  (fixed 
temporizers) 

181.62 35.43 10.28 
10.24 0 7.73 7.7 0 0 

WiFi  (smart 
temporizers) 

181.7 31.49 10.34 
10.30 0 7.79 7.76 0 0 

 

 

Figure 12:  Transmittable data quantity during the available time (Y-limit 100 Mb). For WP and WiFi 
technologies, we found a maximum of 1.6 Gb and for TV and WiFi a maximum of 315 Mb. 

 

Before extracting any conclusion, it is important to notice that the data quantity expressed in Figure 12 is 
calculated at radio level. The real data quantity from application level is lower. For example, in 802.15.4 
standard only 2 kbps of the 250 kbps available at radio level can be used at application level.   

Any case, a great importance result (which we should obtain) is the impact of considering real effects 
(such as the mobile node’s stability) on the amount of data calculated. Figure 13 shows, as percentage, the 
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difference between the amounts of data shown in Figure 12, and those obtained without considering 
stability parameters and taking, instead of the expected value of the upstream radio rate, its nominal 
value. As can be seen, in general, the percentage is positive, which means that the amount calculated 
considering “real effects” is lower than which could be obtained without considering these effects. 

  

 

Figure 13: Difference between the amounts of data shown in Figure 12, and those obtained without 
considering stability parameters and considering the nominal upstream radio rate.  

 

In Figure 13, two overlapping effects can be shown: one due to consider a more realistic mobility model 
and another due to consider a "real" value for the upstream radio rate. A study of both effects separately 
may show that the variation due to consider the stability parameters is the order of 5%, being the 
remainder of the variation due to consider an upstream radio rate different to the nominal. 

The variation in the amount of data due to consider a value different from the nominal upstream radio rate 
is always positive (i.e., the amount is lower because of considering a non-nominal value). However, the 
effect due to consider a more complex mobility model can take both signs. In particular, in the case of 
using a plane-type drone, the time in coverage is much higher if stability parameters are considered. Thus, 
in P5 and P10 scenarios, the variation is below the average; even it can be seen that the total data 
transmitted considering the “real” effect is greater than that if we do not consider it (in the case of using 
RAT 802.15.4). 

 

7. CONCLUSIONS AND FUTURE WORK 
 

Our objective in this research work is to present a new model for data collection in MWSN. A numerical 
analysis of this model allowed us to identify new problems in the operation of WSN, by studying the 
impact of the connection time and scenario’s geometry in the process of data collection.  The realized 
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analysis includes both two-dimensional and three-dimensional scenarios, so terrestrial and flying mobile 
nodes can be considered. 

Furthermore, the realistic parameter’s values we have used allow us to extract some interesting 
conclusions: 

In general, the connection time strongly impacts in the total available time along which the fixed and 
mobile nodes are in their coverage area. However, some technologies (like WiFi) are immune to the 
degradation due to the connection time, although these standards do not belong to the PAN set, so they 
are not useful in scenarios with scarce power supply.     

Moreover, the values we showed in Figure 12 are calculated in a controlled scenario. In a real situation, 
higher layers in the protocol stack will also increase the time needed for stablishing an ephemeral 
connection, the interferences in the radio channel can make the devices need more than one search cycle 
for discover a new neighbor, the weather changes may affect the communication quality, etc. Even in this 
ideal scenario, the radio rate destined to data might be not enough. Considering the simplest applications, 
it is possible to achieve the requirements easily, but applications (and overall services) with more value 
added need a rate at top level that is not clear we can get. 

As we can see in Figure 12, the amount of data collected is remarkable only for WiFi technology and for 
the slowest mobile nodes (namely, walking people and terrestrial vehicles). Nonetheless, Bluetooth 3.0 is 
so inefficient that only walking people can be considered as a valid mobile node. The use of drones only 
can be taken into account in scenarios where 802.11 technology is available, although if the application 
does not require a great data rate, BLE technology is also possible in low and medium altitude scenarios. 
Finally, it is clear that in high altitude scenarios, any PAN or LAN technology can be used. In those 
situations mobile technologies (such as LTE or the next 5G solutions) could be the only choice.  

Therefore, in general, the main conclusion is that there are two possible scenarios: one where slow mobile 
nodes are employed; and other where LAN technologies (e.g. WiFi, WiMAX…) are deployed. Then, the 
role of distance and mobile node speed as key element is clear, so they should be the center of our future 
research. In that sense, it is really important to optimize the drones’ trajectories as essential measure for 
improving the results of these systems.     

Once we have described the problems associated with the necessity of stablishing an ephemeral 
connection, a lot of new analysis and proposals can be made. On the one hand, new standards’ versions 
and special neighbor discovery procedures can be studied, focused on reducing the connection time. On 
the other hand, many extensions of this works may be made: from new analysis considering the time 
needed for waking up the nodes to studies based on more complicated physical scenarios, for example, 
one where the mobile nodes consider random paths. Furthermore, it will be very interesting a similar 
work that considers others wireless communication technologies or standards such as 802.11v, LTE or 
WiMAX. 
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Abstract—The junction of both revolutions, the Internet of 
Things and mobile technologies, seems to be the key of the 
future. However, most works about this solution use a really 
simplified scenario, where the application of the mobile 
technologies to the IoT is problems-free. In this paper, we 
present a study considering the problems of the handovers in 
LTE and 5G networks. This view allows us to discover new 
challenges and limitations to the 5G-based IoT operation. 

Keywords- Long-Term Evolution; 5G; Internet of Things; 
Handover; VWSN; Drone; NS3 

I.  INTRODUCTION 

Long-Term Evolution (LTE) standards changed the 
traditional way in which mobile network were working [3]. 
Leaving circuit switched technology far behind, LTE became 
the first all-IP mobile network. 

However, the fast increase of users in the mobile 
networks, and the need of extending the mobile services 
toward the Internet of Things (IoT) (like evacuation services 
[1], social aid [2], etc.), put a great pressure for going 
forward the fifth generation of the mobile technologies [4].  

All professionals agree the next mobile generations have 
to be based on two basics principles [4] [5]. At physical 
level, new and unexploited radiochannels must be used, such 
as E-Band (in the EHF spectrum). And, at network level, the 
signalization has to be reduced (in order to avoid a network 
overload when the number of user goes up exponentially). 
While the movement of services to higher bands in 
frequency is a process repeated many times along the last 
decades, the reduction of the signalization only has been 
applied in some special cases; due to most services are 
session-focused and greatly reliable. 

In general, it is supposed the signaling does not consume 
any significant resource from the network (in comparison 
with the total available) [6]. However, in IoT scenarios, 
where the resources are limited, the deployment of a great 
number of nodes may imply a high portion of the resources 
are used in transporting signalization. Among all control 
process described in mobile networks, handovers are the 
most significant in terms of signalization (due to its great 
reliability). In LTE technology, moreover, both the network 
and the user equipment (UE) participate in the handover, so 
the resources needed increase in respect to other 
technologies. For all that, the handovers optimization or 

redesign will be basic for going forward the next mobile 
generation.   

This article aims studying the problems associated with 
the handovers in an IoT scenario based on LTE technology.  
From the results of this work, a set of conclusions will be 
deducted. Finally, these conclusions are used to find out the 
future challenges of 5G standards.  

The rest of the paper is structured as follows. In section 
II, we present the work scenario, as well as the network 
architecture and the employed physical model. In section 
three, we review the LTE-handover theory and the most 
relevant cases for our study are analyzed. In the fourth 
section, we propose a simulation model for NS3 and present 
the results obtained of the simulator. Finally, in section V, 
we will discuss the results and their consequences. 

II. SCENARIO DESCRIPTION

In this section, we present the environment where we 
planned the deployment of our network, describe the 
elements which form the topology and present a logical 
model in three layers for this scenario. Moreover, we explain 
a mathematical diagram that shows the mobile node’s 
movement around the fixed ones. 

A. Base scenario description 

Our IoT scenario is based on a natural environment, 
where a set of fixed sensors are deployed for gathering 
information such as temperature, humidity, presence, etc. 
The node density is low, because the natural environment 
does not justify a greater number of elements. In this initial 
analysis, we do not consider images, video or other 
information requiring large amount of resources.  

 The described network is one of the called Wireless 
Sensor Networks (WSNs), which are composed by a 
collection of fixed nodes, connected in a persistent way by 
means of any wireless communication technology. To this 
WSN, at least, one vehicle node is added in order to collect 
data information from sensors (which form an isolated 
network). This entire infrastructure makes up a completed 
Vehicular Wireless Sensor Network (VWSN). 

Three layers are defined in this scenario: sensor network, 
vehicular layer and data processing (Fig. 1). 

• Sensor network: The sensors are distributed over a
wide area providing data gathering and support for 
wireless communications, but without 
communication infrastructure.  
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• Vehicular layer:  Includes a mobile device (or
vehicle node) that is moving around the zone
occupied by the sensors. The vehicle node uses
Delay-Tolerant (DTNs) based communications for
collecting available data from sensors and translates
them to the data processing layer.

• Data processing layer: This layer receives data
from vehicular layer, stores and processes it. This
layer can be based on any standard technology like
centralized services or cloud services, because in our
scenario it is not required real time communication
neither feedback among sensors and data processors.

Studying all possible technical solutions should be based 
on the definition and analysis of several different practical 
applications; however, in our case, we do not need be so 
thorough, therefore we are working over some common 
characteristic for all cases: 

1) Lack of infrastructure for supporting communications
and power supply.

2) WSN deployed for communication with sensor and
actuators.

3) Usage of DTN solutions and vehicle nodes for
communication.

4) Modeling of a three dimensional space: we are
considering vehicles that moves on the air such as
drones.

5) The movement of the aerial vehicles can be defined
as: (a) free, when there is not external control; (b)
controlled, when it is possible to plan the route; and
(c) limited to one or several specific routes.

The first and second point limit the type of technologies 
we can use and more specifically the lack of power supply 
limits the service time of the network. The fourth and fifth 
points are directly generated by the requirements imposed by 
scenarios for natural areas. There, movement of vehicle 
nodes is not limited to the ground, and we can take 
advantage of drones and other aerial equipment. 

B. Physical model 

Once we have described the natural environment and the 
network logical structure, it is necessary to design a model to 
calculate the geometrical variables for the vehicle nodes’ 
movement.  This model includes the structure and number of 
nodes in WSN, the number and location of the sensor and 
actuators, and the number, frequency and speed of the 
vehicle nodes. 

As we said previously, we are going to focus our study in 
the case that the vehicle node is aerial equipment. For that, 
it’s mandatory to use a three-dimensional model. 

For a three dimensional model, which is inherently more 
complex than a two-dimensional, we are going to make some 
assumptions in order to simplify the qualitative analysis: The 
flying node maintains a uniform altitude over the ground (h). 
When the mobile node is in the range of one fixed node, the 
transmission can be started, and when the vehicle node is 
beyond the range, the data transference is stopped. While h 
defined the altitude over the ground, we have to take into 
consideration the variations in the horizontal distance with 
respect to the fixed node when the vehicular node passes. In 
this analysis we assume that horizontal coverage of the 
flying node is 2h, so the average horizontal distance with 
respect to any node in the ground inside the coverage area is 
h (see Fig. 2). 

Figure 2.  Geometrical scheme for three-dimensional scenarios 

Figure 1.  Scenario’s logical structure:layers 

Figure 3.  Detailed geometrical scheme for three-dimensional 
scenarios 
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As seen at Fig 3, the distance when the flying node can 
connect with the main node is (1): 𝑙𝑙 =  �𝑅𝑅2 − (ℎ2 + 𝑑𝑑2)   (1) 

The final element we need to define is the speed and 
altitude at which the drones operate. Next table (table I) 
summarizes these values for different aerial equipment.  

TABLE I. AERIAL VEHICLE’S CHARACTERISTICS 

Vehicle node Cruise speed (m/s) Altitude (m) 

Helicopter-type drone a 66.7 5 - 100 

Plane-type drone b 222.2 5 – 100 

Zeppeling 44.4 3000 
a. Cruise speed value taken from Drone Aibot X6 
b. Cruise speed taken from Drone E-300 Viewer

III. LTE HANDOVERS

In this section we are going to discuss the different types 
of handover which must to be done in the described 
scenario. After that, we will present the process that has to 
be followed to execute them, when the base technology is 
LTE.  

As can be seen in Fig. 4, the final topology of the work 
scenario is composed of overlapping two different networks: 
sensor network (isolated and low-resources); and 4G 
network, from which access points to cloud are part. 
Therefore, it is easy to see aerial vehicles will be mobile 
clients of both networks, so in the scenario two different 
types of handover will occur [7]. 

Considering the connection of the drone with the sensor 
network, any factor may guarantee that the origin node (in 
whose coverage area the drone is) and the target node 
(toward the vehicle is traveling) can coordinate to execute an 
organized handover of the communication process. To this 
problem, besides, we should add the fact that the nodes lack 
of infrastructure for power supply, so they may not develop 
great coverage areas. This necessary implies a really 
important increase in the number of handovers, and, 
consequently, in the signaling load. 

Ultimately, the drone-WSN communication model 
cannot be session-oriented, but it has to be based on the 
establishment of several ephemeral connections between the 
WSN and the aerial vehicle (in this case, an efficient routing 
protocol is needed to send data toward the mobile node). In 
that way, only LTE handovers might occur in our scenario. 

Usually, there are two different types of handover 
approach in mobile networks [7]:  Network Controlled (in 
this case network makes handover decisions), and Mobile 
Evaluated (when the UE makes handover decisions and 
informs network about them; although still network takes 
the final decision based on radio resource available in target 
cell). In LTE network, a hybrid approach is used. UE sends 
measurement information to the network, and, based on 
those measurements, network asks UE to move to a target 
cell. 

Three different types of handovers are defined in LTE 
[3]:  Intra-LTE handover (in this case source and target cells 
are part of the same LTE network), Inter-LTE handover 
(when at least one EPC component changes), and Inter-RAT 
(which occurs between different radio technologies). 

On the one hand, in this work, it is logical supposing the 
mobile node is going to be client of only one LTE network, 
because the area where we deploy the WSN never will be 
larger than the area covered by the LTE network. On the 
other hand, although in some scenarios (for example, places 
where 4G is not deployed) might be necessary executing an 
Inter-RAT handover, we are not considering this case in this 
first analysis. Therefore, at the end, we are only considering 
Intra-LTE handovers. 

There are, basically, two types of Intra-LTE handover 
[12]: 

• Handover using X2 Interface:  X2 is the interface
between two eNodeBs (eNB). When X2 interface is
present then handover is completed without Evolved
Packet Core (EPC) involvement. The release of the
resources at source eNodeB is triggered by target
eNodeB.

• Handover using S1 Interface: S1 is the interface
that connects the eNBs with the EPC. When X2
interface is not available, then handover is carried
out through S1 interface, involving the EPC in the
process. The EPC does not change the decisions
taken by the source eNB.

Figure 4.  Scenario’s netwok topology 
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Although both types of handover are possible, in 
practical cases all eNBs have activated the X2 interface. 
Furthermore, the differences between both types are quite 
small, that is why usually only handover using X2 interface 
is considered.  As our objective it is not making a deep study 
of all 4G handover’s possibilities, we are also focusing our 
study in handovers using X2 interface.   

In Fig. 5, we present a message sequence that 
summarizes the handover process using X2 interface. As can 
be seen, the process starts with a routine evaluation of the 
radio link’s state (first two messages). Taking into account 
the information sent by the UE, the source eNB decides to 
execute a handover. Then, source eNB and target eNB 
stablish a communication through X2 interface and both 
nodes accept the handover (messages from the third to the 
sixth). In the third step, UE’s radio layer is updated for using 
the target eNB‘s frequencies and time slots (seventh and 
eleventh messages). Later, the UE’s context stored in the 
source eNB is transferred to the target eNB (eighth, ninth 
and final messages). Finally, the UE stablishes a new 
connection with the target eNB (using a general RACH 
procedure) and the information stored in the EPC is 
modified. 

IV. NS3 SIMULATION

In this section we propose a simulation model for the 
NS3 simulator, with which to evaluate the probability 
density function of time consumption for the handover 
process. Later, we analyze the results of applying this model 
to our scenario. 

The simulation model we propose it’s composed of the 
following elements: 

• 100 eNB distributed in a uniform way on the
X-axis. The lateral distance between the eNBs is one
kilometer (being the first eNB placed on the origin).

• Only one EPC, to which all eNBs are connected. The
throughput of the IP backbone is 100 Gbps in all
links (reachable quantity if we imagine an optical
fiber infrastructure) and the MTU value is 1500
bytes.

• Only one user equipment (UE) which travels along
the X-axis with a constant speed of 150 m/s.

If , now, we enable the traces of physical layer, MAC 
layer, RLC (Radio Link Control) layer and PDCP (Packet 
Data Coverage Protocol) layer, we will be able to monitor 
the handovers which will occur when the UE progresses 
along the X-axis [10]. 

In order to adjust this simulation model to the 
characteristics of our work scenario, we are configuring the 
simulation in the next way: 

Figure 5.  Message sequence of a Intra-LTE handover using X2 interface  
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• Considering the WSN is deployed in an agricultural
environment, it can be supposed the radiofrequency
is propagating following the free space laws.
Therefore, we selected the Friss model as physical
model. Moreover, each eNB is transmitting a power
of  +20dBm, and gets one dedicated bearer. Finally,
we are going to use a real model for RRC (Radio
Resource Control) protocol (in which delays, power
consumption, errors, etc. added in the radiochannel
are taken into account).

• As in our scenario we have deployed DTN
technologies, it is not necessary to include reliability
in transport layer; so our equipment are going to
implement UDP not TCP. The maximum UDP
segment size is fixed in 100 bytes.  With the
objective of generating the realest possible scenario,
each UDP entity sends a segment each 10 ms
minimum.

• In order to guarantee the UE passes near all eNBs,
the simulation’s stop time will be 700 seconds.

With this model, we will do two different simulations, 
varying the handover algorithm used by the eNBs [13]. 

Firstly, we used the algorithm 
A2A4RsrqHandoverAlgorithm. This algorithm is based on 
measuring the signal quality received by the UE from each 
eNB. For that, the eNB uses the RSRQ (Reference Signal 
Received Quality) measurements defined in the LTE 
standards. In this case, to trigger a handover is necessary to 
fulfill two conditions. When the RSRQ of the serving cell is 
worse than the ServingCellThreshold value (first condition), 
the UE measures the quality of the other eNBs. Then, if the 
RSRQ of one of the other eNBs is, at least, equal than the 
serving cell’s RSRQ plus the NeighbourCellOffset value 
(second condition) the handover will be triggered. Thus, the 
UE is always connected to the eNB with provides the highest 
C/I. In this work, the ServingCellThreshold value is fixed to 
30 and the NeighbourCellOffset to one. 

Secondly, we used the A3RsrpHandoverAlgorithm.  
Here, RSRP (Reference Signal Received Power) 
measurements are used as handover’s trigger. In this case, it 
is also necessary to fulfill two conditions. In order to avoid 
false measurements, to trigger a handover one neighbor 
eNB’s power must be higher than the serving cell’s power in 
a margin of  Hysteresis dB (first condition) during 
TimeToTrigger milliseconds (second condition). So, the UE 
is connected to the eNB from which it receives the greatest 
power. In this paper, Hysteresis value is fixed to 1.5 dB and 
the TimeToTrigger value to 128 milliseconds.  

As can be seen in Fig. 6 and 7, the result obtained for 
both algorithms are really similar. It is showed, however, that 
in the case of using the A2A4RsrqHandoverAlgorithm the 
delay introduced by the handover is a little bit smaller (3 
ms). This issue may be attributed to the fact that the 
transmission quality is higher for the 
A2A4RsrqHandoverAlgorithm, so the number of errors, 
retransmissions, etc. is lower in this case.  

Any case, in both figures exist a value much more 
probable than the others, so in the next steps we are using 
these values (table II).    

TABLE II. MAIN RESULTS OF NS3 SIMULATION  

Handover algorithm Most probable delay (ms) 

A2A4RsrqHandoverAlgorithm 17 

A3RsrpHandoverAlgorithm 20 

Taking into account tables I and II, it is easy to calculate 
the minimum area we can plan for one cell (eq. 2). To 
obtain these results, we are supposing the cells are circular, 
and the drone flies over the diameter of the cell (see table 
III). 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝑚𝑚𝑚𝑚𝑚𝑚 =  𝜋𝜋 ∙ �𝑠𝑠𝑠𝑠𝐴𝐴𝐴𝐴𝑑𝑑𝑣𝑣𝐴𝐴ℎ𝑚𝑚𝑖𝑖𝑙𝑙𝐴𝐴 ∙  𝑑𝑑𝐴𝐴𝑙𝑙𝐴𝐴𝑦𝑦ℎ𝐴𝐴𝑚𝑚𝑑𝑑𝑎𝑎𝑣𝑣𝐴𝐴𝐴𝐴�2
  (2) 

TABLE III. MINIMUN POSSIBLE CELL AREA (M2) 

Handover algorithm 
Vehicle node 

Helicopter-
type drone 

Plane-type 
drone 

Zeppelin 

A2A4RsrqHandoverAlgorithm 4 44.8 1.8 

A3RsrpHandoverAlgorithm 5.6 62 2.5 

Figure 6.   Densisty probability function obtained for 
A2A4RsrqAlgorithm 

Figure 7.   Densisty probability function obtained for 
A3RsrpAlgorithm 
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V. DISCUSION 

In view of the results presented in the previous section, 
some reflections may be drawn: 

It seems to be clear that the zeppelin and the helicopter-
type drone might not be problematic.  Those vehicles are so 
slow as to allow the deployment of the Internet of Things 
systems based on 5G technologies, without redesigning the 
handovers. However, the time necessary to collect data from 
sensor is much higher than in other solutions. 

In relation with the plane-type drone, as we can see, the 
minimum area required to directly employ the LTE 
handovers in systems based on 5G technologies it is not 
especially huge. Nevertheless, it is similar to the area taken 
up by the called femtocells [9]. So, it is a future challenge to 
discover if 5G-femtocells will be possible, and to develop the 
way in which they could be used with drones. 

Furthermore, two recent events allow us to imagine how 
the future 5G will be; and, accordingly, to think out the 
challenges these standards will have to face. 

On the one hand, global leaders in mobile technology 
(like ZTE in 2014) and wireless device testing (as Anite in 
November 2011) have developed tools and products for 
extensive LTE Multi-RAT deployments. It seems clear the 
5G networks will use different physical technologies, 
adapted each one to the environment where it is deployed 
[16]. However, the handover between two radio access 
technologies is much more difficult and time consuming than 
intra-RAT handovers. So, will be possible to design   
multi-RAT 5G networks (which will combine the LTE cover 
rage and the power consuming of Bluetooth Low-Energy, for 
example) for our scenario? The success of the IoT in the 
future agriculture might depend on this. 

On the other hand, in August 2013, the US Federal 
Communications Commission (FCC) announced a change in 
its rules governing the 60 GHz (57–64 GHz) band [8]. Now, 
these frequencies are one of the key technologies for future 
5G [11]. In really flats areas (as used in agriculture), where 
coverage area per antenna is reduced, will be possible to use 
these frequencies (which reduce the coverage area in factor 
of 60) without redefining the handovers? Several works as 
[14] and [15] propose a physical structure divided into two 
types of cells: macrocells (among which handovers can 
remain as in LTE technology) and microcells (among which 
it is not clear what kind of control communication could 
exist). Solving this situation will be another challenge for 
future 5G standards.   

The problem of using higher frequencies will be bigger 
if, as it seems to be the tendency, drones become faster every 
year. We should notice that when the aerial vehicle’s speed 
goes up in a k factor, minimum cell area grows in a k2 factor. 
The final challenge of 5G standard it is not to adapt the 
handovers to the nowadays world, but to preview the future 
technologies and being prepare for it.  
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Abstract. Emerging 5G communications aim to simplify the current inefficient 

and heterogeneous collection of wireless solutions for future systems. However, 

contrary to traditional mobile networks, 5G networks must consider many 

different application scenarios (Internet-of-Things, wearable devices, etc.). In 

this context it is defined the concept of network slicing, a technique where 

network resources are packaged and assigned in an isolated manner to set of 

users according to their specific requirements. The use of Virtual Network 

Functions and other similar technologies is a first step in this challenge, but 

deeper changes are required. Therefore, in this paper we present a 

virtualization-based technique for the design, management and implementation 

of future 5G systems with network slicing. The proposed technique employs 

extensively current virtualization technologies such as Docker or Kubernetes in 

order to create, coordinate and manage slices, services and functional 

components in future 5G networks. A simulation scenario describing these 

future mobile networks is also provided, in order to obtain first evidences of 

their predicted performance.  

Keywords: 5G; network slicing; future technological systems; virtualization 

techniques, Docker, Kubernetes 

1   Introduction 

During the last ten years, many different communication technologies have been 

defined: from broadband mobile networks (such as Long-Term Evolution Advanced, 

LTE-A or 4G+ [1]) to Low Power Wide Area (LPWA) solutions for the Internet-of-

Things (IoT) or Cyber-Physical Systems [2] (like SigFox or LoRa). Besides, users 

and companies have created new devices which employ standard wireless solutions 

(as WiFi or Bluetooth) in scenarios where they are not prepare to work efficiently [3].  

In fact, the described heterogeneity and great variety of standards, proprietary 

solutions and ad hoc uses of traditional wireless solutions have been proved to be very 

inefficient. As a direct consequence, in several well-known scenarios, such as health 

monitoring using wearable devices, wireless sensor networks, etc. researchers are still 

discussing about how to provide these future systems with a global, mobile, wireless 

and efficient connection [4].      
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This situation, and problems such as spectrum saturation, interferences, 

scalability, global connectivity or hybrid scenarios where various technologies have to 

be mixed, has pushed the definition of a new and universal communication 

technology. This solution is known as 5G communications.  

5G communications are, exactly, the fifth generation of mobile networks, 

envisioned in such way that they may support a wide range of communication 

services and devices (in practice, all current and predicted future needs) [5]. Those 

services include IoT systems, Industry 4.0, future intelligent terminals, new 

ubiquitous mobile applications, etc. This service-oriented view is pretty different from 

traditional research topics, focused on improving and reorganizing the access and/or 

core infrastructure of mobile networks in order to provide users with a higher speed 

connection. However, 5G communications are not only about high speed 

communications, but also about a system being able to satisfy services with very 

different requirements and supported by very different devices [6].  

This rethink of mobile networks naturally leads to the notion of network slicing 

[7], where network resources and infrastructure are divided into different vertical 

virtual dedicated networks, or slices, each one optimized to support a different kind of 

services. In order to reach this objective, flexible and programmable technologies are 

required, so a same physical infrastructure may provide a multitude of diverse 

services, independently one from the others.  Software defined networks (SDN) and 

Virtual Network Functions (VNF) [8] are the first steps to address this challenge, but 

they are still (nowadays) employed with a traditional (horizontal, where all resources 

support all services) approach. Thus, deeper and more ambitious changes are 

required, specifically a more extensive and flexible use of virtualization techniques. 

Therefore, the objective of this paper is to describe a new virtualization-based 

technique for the design, management and implementation of future 5G systems with 

network slicing. The proposed technique is based on the most popular virtualization 

technology nowadays: containers (especially Dockers). The use of these solutions, 

together with other coordination mechanisms for virtual entities (such as Kubernetes) 

fits perfectly the requirements and proposed architectures for emerging 5G networks.  

Services, slices, inter-slice coordination mechanisms and intra-slice functional 

components (among other minor elements) may be properly described using the cited 

technologies.  

    The rest of the paper is organized as follows: Section 2 describes the state of the art 

on network slicing; Section 3 describes the concept of network slicing and how 

virtualization techniques may be employed to design, implement and manage 5G 

networks considering this functionality; Section 4 presents an experimental validation 

using a simulation scenario in order to evaluate the predicted performance of this 

future networks; and Section 5 concludes the paper.          

2   State of the art on network slicing 

Network slicing (see Figure 1) aims to define a vertical dedicated network for each 

service type supported by 5G networks. This approach is very different from the 

traditional view where all network elements contributed to support all services, and all 
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user and application were provided with connections with the same Quality-of-

Service (QoS) [9]. 

 

 

Fig. 1. Mobile network architecture (a) Traditional view (b) Network slicing 

In order to reach this objective three main research areas are nowadays being 

worked [7]: the required infrastructure for network slicing, the network function 

definition and deployment and the communication service management. 

Works on the required infrastructure for network slicing focus on two different 

subjects: the composition of this infrastructure and its virtualization. Typically, papers 

describing the composition of the infrastructure propose an Infrastructure as a Service 

(IaaS) [10] solution where generic computation elements support the entire system 

[11][12]. Although this solution seems to be valid of the Core Network, some authors 

propose also an edge computing infrastructure in order to support the Access Network 

and to fulfill the latency requirement of some slices [13]. Works on infrastructure 

virtualization are mainly focused on the Core Network, where most proposals are 

based on the use of Linux containers and kernel-based virtual machines [14].  

Works about the network function definition and deployment are mostly related to 

SDN and Network Function Virtualization (NFV). Different studies about the 

currently available VNFs and the required new developments may be found [15]. For 

example, proposals about the virtualization of the LTE Enhanced Packet Core [16] 

have been reported. 

Finally, works on communication service management are nowadays sparse. 

Although this area is critical for future 5G networks, due to the novelty of this layer in 

mobile communication systems and architectures, fundamental questions are still 

unanswered. In particular, some papers about mapping services to network 

components, so every service obtains the required resources to be available, may be 

found [17].    

Our proposal is totally coherent with all these previous contributions and research, 

but expands the knowledge in the area by defining a technique and approach being 

able to address current problems in the three cited topics through a consistent and 

integrated technique. As main novelty, our approach simplifies and improves the slice 

design, management and implementation through standard technologies as Docker.     
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3   Virtualization techniques and future 5G networks  

Emerging 5G networks envision a scenario where telecommunication operators 

rent slices to the physical infrastructure owners, where they can deploy the 

communication services they offer to their clients (the final users). In that way, two 

different businesses are born: on the one hand, the communication service provision, 

and, on the other hand, the slice provision (see Figure 2). 

 

 
 

Fig. 2. Representation of future 5G systems with network slicing 

 

With this approach, virtualization technologies are a key element for network 

slicing, as must be guaranteed the total independence, availability and reliability of 

slices. Besides, as slices are end-to-end deployments (they cover all network 

segments, access network, core network, transport, service management, etc.), an 

automatic vertical slice management solution is required in order to maintain the 

consistency and stability of the entire system.  

We argue that a solution based on containers and Kubernetes (K8s) [18] may 

address this challenge; and this section describes how this can be done.  

3.1   Terminology and global overview  

In the virtualization area, containers (formally software containers) are lightweight, 

stand-alone, executable packages of software that include everything needed to run it: 

code, runtime, system tools, etc. Containerized software will always run the same, 

regardless of the environment. As main advantage, containers isolate software from 

its surroundings, so effects of software fails are limited to the container. As containers 

are lightweight, they may be employed intensively in a unique machine and be mixed 

with other heavier virtualization techniques. Many different mechanisms to create 
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containers are nowadays available. In this article we propose to employ the most 

popular and efficient one nowadays: Docker [19].        

The described proposal requires the use of many terms and concepts, which are 

presented below: 

 Over-the-top service (OTTS): It is every end-user service, which employs the 

communication service provided by the telecommunication operators. It 

includes traditional voice calls, data services for the IoT, future health 

applications, etc. 

 Communication service (CS): A CS is the collection of functionalities offered 

by a certain telecommunication operator, to allow the sending of information 

among a set of users, devices and/or applications. The characteristics of the 

CSs should be adapted to the OTTS which are going to employ the final users 

(then CS for IoT scenarios, traditional mobile users… will be defined), but 

CSs must be neutral and do not interfere with the OTTS operation. Various 

CSs may be deployed in a same slice, although in this case, the isolation 

among them must be supported by the telecommunication operator with an 

adequate design of the logical network (LN).  

 Physical node (PN): It is every physical equipment in the core network or in 

the access network, generic or more specific, employed to support the mobile 

communications (i.e. the hardware infrastructure)  

 K8s node (KN): Each one of the virtual machines which are hosted in the PNs. 

Each KN may execute network functions belonging to different CSs, each one 

of them encapsulated in a different container. 

 Network operating system (NOS): It is a software layer focused on virtualizing 

the PNs and creating the required KNs with the requested characteristics and 

capabilities. This NOS must be location-aware in order to guarantee the CSs 

covers the area where the final users are going to be located.  

 Functional component (FC): A FC it is each one of the network functions that 

allow supporting a certain CS. A FC usually corresponds with a VNF, which is 

executed in isolation in a container hosted in a certain KN (access network 

functions will be hosted in access network nodes, etc.).  

 Logical network (LN): It is the network of FCs (containers or VNFs) that work 

together in order to support the CS contained in a same slice.  

 K8s pod (KP): It is each set of FCs belonging to a unique LN (or slice), which 

are hosted and executed in the same KN (i.e. geographical location). All FCs 

in a KP share the same IP address, and use different communication ports. 

 K8s service (KS): It the set of all KPs belonging to the same slice. It includes 

the LN and all required control and coordination components (see Section 

3.2). 

As can be seen, in our proposal each slice is organized as a KS. In order to allow 

the deployment of KSs, the infrastructure owners implement a NOS and virtualize 

their generic PN to create dedicated KN adapted to the CS requirements (e.g. a KN 

focused on proving a CS that needs a local device register should have enough 

memory space to maintain these databases). On the other hand, telecommunication 

operators rent slices, indicating the CS requirements, the CS objective and the support 

LN to the infrastructure owners. Using their information, the FC (containers) and KP 

making up the KS (slice) are generated and deployed. This technique, as we are 

519



describing below, fulfills all proposed requirements for 5G architectures and greatly 

improves network slicing management, through the native Docker and K8s solutions. 

3.2   Design and network architectures  

The 5G-PPP (5G Infrastructure Public Private Partnership), the main standard 

organization about future 5G networks in Europe, has proposed various initial 

architectures in July 2017 for these emerging systems [20]. 

In particular (see Figure 3(a)) the overall architecture defines three main layers and 

two important software middleware (the NOS and a CS orchestrator). In this sense, 

our proposal is totally coherent with this view. With the proposed technique (see 

Figure 3(b)) network infrastructure may be composed of generic devices (the PNs), 

which are virtualized by means a NOS. This NOS includes two layers. The first one is 

a generic hypervisor, focused on create and maintain the KNs (dedicated virtual 

machines, specialized in the provision of certain CSs) which are hosted into the PNs. 

The second one is composed by a Guest Operating System (usually Linux) and the 

Docker layer, which will allow the later deployment of FC in such a way that they are 

independent one from the others (as required in scenario with network slicing).  

This view is coherent with recent proposals (supported by the 5G-PPP) about 

considering an IaaS solution for the future 5G infrastructures. Besides, our proposal 

addresses the problem of infrastructure virtualization with a solution that makes easier 

the operation of higher layers.  

 
Fig. 3. (a) 5G-PPP overall architecture (b) Proposed overall architecture 

 

    In relation to the second layer, the network layer, our proposal allows the use of 

all existing NFV and SDN solutions. The telecommunication operators who design 

the LN should provide the desired network scheme (including control components, 

dashboards, etc.). FCs may be developed regardless the KNs and /or PNs thanks to the 

use of the Docker technology. Containers encapsulated each LN into the rented 

slice(s), isolated from the environment and other LNs.  

The third layer is a middleware focused on CS and slice orchestration. These 

functionalities are totally covered in our proposal by the K8s management functions 

and components (e.g. the scheduler). Later, more details about this point are provided.         
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Finally, a vertical later is also considered: network and service management. In our 

proposal this layer is also supported by the management functionalities of K8s 

technology. Kubelet, Kube-proxy, controllers, etc. enable the slice, service and nodes 

management, as components are deployed at all levels, from PN to CS.   

In the proposed solution every slice is organized as a KS. The 5G-PPP indicates 

that every slice must contain six basic functional layers (see Figure 4(a)). With the 

proposed solution, these layers are divided into two different groups (see Figure 4(b)). 

On the one hand, telecommunication operators must define the FCs that support their 

services, including the data plane, the control plane and the management layer. On the 

other hand, functions related to network slicing, orchestration, service plane and 

management of these functions are supported by native components of the K8s 

technology. 

 
Fig. 4. (a) 5G-PPP network slice architecture (b) Proposed network slice 

architecture 

 

In particular, this second group of functions is supported by four components. 

First, controllers (such as the “DaemonSet Controller” or the “Job Controller”) 

monitor the behavior of KPs and make sure they work as expected. Controllers can 

also replicate a KP if required, etc. Second, Kubelet is in charge of the start, detention 

and maintenance of KPs. It notifies to the master node (see Section 3.3) the current 

state of all KPs and can regenerate a KP if its operation is not as desired. Third, Kube-

Proxy orchestrates the FC and makes sure the appropriate FC receives the data sent to 

the KN. Finally, cAdvisor monitors the LN, KPs and FCs. Of course, as indicated by 

the 5G-PPP, inter-slice functions (focused on coordinating the intra-slice domains) 

will be required. These functions (not defined yet) cannot be supported by K8s 

components, but they can be supported by one or several new KS (including the FCs 

that will be defined in the future, such the “inter-slice broker”).  

3.3   Improvements in network management 

In the previous subsection, we have remarked various times that using the K8s 

solutions for slice management, no specific technologies are required. The use of K8s 

directly addresses and solves these problems. However, in this section we are 

describing with more details the improvements in network management obtained 

through the use of this technique. The described functionalities will simplify the 
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“Software-defined mobile network orchestration” proposed by the 5G-PPP (see 

Figure 4). 

First, K8s technology defines the concept of “labels” and “selectors”. This 

mechanism allows the identification and grouping of KNs, KPs and KSs, so critical 

group and management operations may be easily performed. For example, each KS 

has a unique label, so (if a global unrecoverable error occurs) the entire slice will be 

automatically regenerated by invoking the adequate selector. This also allows 

applying operations over slices belonging to the same telecommunication operator 

(such as updating all its CSs) or making operations over certain network locations (for 

example modifying faulty software in the KNs of the access network in Napoli). 

A unique KP may have several different labels, so it is enabled the definition of 

different types of slices (as required by the 5G-PPP): from the stand-alone slices 

(totally independent, with reserved and exclusive resources at all levels) to slices with 

shared resources (where FCs supporting link and physical level functions are shared 

among various KSs) and resource-unaware slices (where all FCs are shared except 

those related to the four top layers in the ISO-OSI model). The management of these 

stations gets also very simplified using the proposed techniques.   

These operations are automatically performed by a scheduler. The scheduler runs 

the pending KPs, selects the appropriate KN for each KP, manages the QoS and 

makes sure the PNs does not get overloaded. K8s technology, in order to enable the 

scheduler operation, also considers a central repository of KPs to be executed, named 

as etcd. Management operations are based on communications employing JSON 

(JavaScript Object Notation) objects and the HTTP (Hypertext Transfer Protocol) 

protocol. In order to validate and secure all communications among KPs, KSs and 

other external entities, an API (Application Programming Interface) server is also 

considered. Then, the consistency of operations is guaranteed, so the system cannot 

enter in an unstable state. At hardware level, all these functions are supported by a 

special node (the master node) totally isolated from the other KNs. 

4   Experimental validation. Simulations 

As currently there are no reference proposals in the area of implementation solutions 

for 5G networks with network slicing, it is very complicated to validate the 

performance of the proposed technique. However, in order to obtain first evidences of 

the expected behavior for these future systems, a simulation scenario was designed.  

The simulation was performed using the NS3 simulator. This simulator allows the 

use of TAP bridges and ghost nodes in order to connect real virtual machines with 

simulated components. In that way, the proposed solution based on Docker and 

Kubernetes could be implemented, partially, in a real way. The scenario consisted of 

an access network with five (5) base stations, connected through an IP backbone to a 

central data center with ten (10) machines. The simulation model of these machines 

was created to emulate the Dell PowerEdge R330 servers. This infrastructure was 

virtualized and managed using the proposed technique in this paper. 

Using this infrastructure, the number of deployed CS was increased, evaluating the 

availability of the deployed services. For each situation, twelve simulation were 

performed, and average values where obtained. Simulated CSs were traditional voice 
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calls, where a random number of users between one (1) and 5 (five) was always using 

the service. The same experiment was performed using a traditional 4G mobile 

network as included in the NS3 simulation libraries for LTE technology. Figure 5 

presents the results.    

 
Fig. 5. Results of the proposed simulation 

 

As can be seen, Figure 5 shows the expected exponential evolution for both 

situations, although the fall in availability when using the proposed technique occurs 

for a number of CSs 5% lower. These results are reasonable considering the 

inefficiencies of a first experiment, so it can be ensured that first evidences show the 

proposed solution, at least, maintain the same performance of traditional approach 

(but many advantages in management are obtained).    

5   Conclusions and future works 

In this paper we present a virtualization-based technique for the design, management 

and implementation of future 5G systems with network slicing. The proposed 

technique employs extensively current virtualization technologies such as Docker or 

Kubernetes in order to create, coordinate and manage slices, services and functional 

components in future 5G networks. As a result, many of the current problems on slice 

management, creation, maintenance or deployment get solved, thanks to the native 

and existing solutions for containers orchestration. 

Future works should consider the proposal of particularized lifecycles for network 

slices and the definition of specific operations for slice regeneration, update, etc. 

based on labels and selectors. A prosumer interface for the creation and renting of 

slices in an automatic way should be also interesting to be investigated in future 

works. 
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Abstract. Current large-scale Internet-of-Things systems and architectures 

incorporate many components, such as devices or services, geographic and 

conceptually very sparse. Thus, for final applications, it is very complicated to 

deeply know, manage or control the underlying components, which, at the end, 

generate and process the data they employ. Therefore, new tools to avoid or 

remove malicious components based only on the available information at high 

level are required. In this paper we describe a statistical framework for 

knowledge discovery in order to estimate the uncertainty level associated with 

the received data by a certain application. Moreover, these results are used as 

input in a reputation model focused on locating the malicious components. 

Finally, an experimental validation is provided in order to evaluate the 

performance of the proposed solution.          

Keywords: Internet-of-Things, knowledge discovery, security, uncertainty, 

information systems, pervasive sensing, grid computing  

1   Introduction 

Nowadays, Internet-of-Things (IoT) has matured from its origin as a research concept 

to commercial products and real deployments, such as the current smart cities [1]. In 

particular, large-scale IoT pilots are the most interesting and recent topic on IoT 

innovation [2]. These pilots include very complex systems and architectures which 

involve a great amount of components (such as devices, services, execution engines, 

etc.). This complexity facilitates the appearance (deliberate or not) of malicious 

components; those which provide uncertain data, services or information. In general, 

IoT architectures try to merge very different devices and other components, which 

may be (and used to be) geographically sparse and conceptually very distant [3]. 

Thus, low-level information must be collected, transformed, aggregated and translated 

various times (using, for example, semantic technologies) before being sent to the 

high-level final applications. However, none meta-information about the underlying 

hardware platform (such as sensor sensibility) or other low-level components is 

provided to the high-level layers. 

Therefore, final applications have a very limited knowledge about the system and 

almost no control over the infrastructure which provides them with the operation data 

[4]. In this context, extremely important concepts such as the uncertainty level 
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associated with the received data or the real quality associated with the offered 

services cannot be estimated using traditional configuration algorithms (as they 

require special control information in order to calculate the results) [5]. Instead of 

that, new solutions based only on the available information at high-level are 

necessary. 

The objective of this paper is to describe a statistical framework for knowledge 

discovery in order to estimate the uncertainty level associated with the received 

operation data by a certain application. Additionally, these results are used as input in 

a reputation model focused on locating the malicious components. Thus, if possible, 

final applications may discard information from these components. 

The rest of the paper is organized as follows: Section 2 describes the state of the art 

on uncertainty management and reputation models; Section 3 includes the 

mathematical formalization of the proposed framework and reputation model; Section 

4 presents an experimental validation based on a simulated scenario in order to test 

the performance of the proposed solution; Section 5 contains the experimental results 

and Section 6 concludes the paper.  

2   Related works 

Uncertainty management is one of the key problems in IoT scenarios; however, little 

work has treated this topic. Most papers, moreover, are focused on how uncertainties 

affect control loops and algorithms. In this case, they use to focus the research on 

Cyber-Physical Systems [6] (sometimes understood as a specific IoT scenario) which 

may be described using finite difference equations, which are influenced by unknown 

discrete functions representing the uncertainties [7]. Additionally, some works [8] 

propose a mathematical framework in order to calculate the optimal reaction in order 

to cancel the effect of uncertainties in control loops.  

On the other hand, typical works on uncertainty management in IoT scenarios try 

to measure the influence of factors that designers know they do not know (noise, 

packet losses, etc.). Thus, uncertainty taxonomies [9], modeling [10] and processing 

[11] are really typical. Nevertheless, factors that designers do not know they do not 

know are never addressed; and this kind of factors is the most important in large-scale 

IoT systems. Thus, a more general framework is required. 

Papers on uncertainty level estimation in IoT scenarios are strange, and usually 

research works on this topic talk about trust levels. Any case, there is also little work 

on trust management for IoT environments. Furthermore, most of these works are 

based on the concept of reputation.  

Some works try to stablish the definition of reputation [12] in IoT systems, and 

apply the model in a horizontal way (inside the underlying sensor network, in order to 

calculate the reputation of nodes) [13]. These models, however, only consider 

Quality-of-Service (QoS) trust metrics like packet forwarding/delivery ratio and 

energy consumption. More general models have been also proposed [14], including 

philosophical concepts such as honesty, cooperativeness, or community-interest.  

If vertical solutions are considered, works on service reputation are also found 

[15]. In particular, models based on the evaluation of user's trust in a service and 
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service classification [16]; and models considering authentication history and penalty 

[17] can be found. However, none of these models consider the previously described 

theoretical formalization, and concepts such as the service honesty are not defined.      

In comparison with all the cited works our proposal formalizes the concept of 

uncertainty level in IoT scenarios using statistical tools. Additionally, definitions 

initially proposed for sensor networks are extended to services and other IoT 

components. As a result, malicious components are efficiently located and policies in 

order to remove or avoid them are enabled.    

3   Formalization of the proposed solution 

Malicious components are those which provide uncertain data, service or 

information. This behavior may be due to a cyber-attract, a bad programming or a 

malfunction in hardware (among other reasons). In order to avoid sever damage to 

entire system, these components must be isolated. With this objective, the concept of 

“reputation of a IoT entity” is defined. 

The reputation of an IoT component Σ, ℛΣ, is defined as the global perception of 

its behavior in the system, in particular, whether transactions including this 

component present in general positive outcomes. As can be seen, reputation is a 

global concept, so all components in the system should be involved in its estimation. 

However, a global definition of reputation may be impractical, thus we also define the 

concept of local reputation.  

The Λ −local reputation of an IoT component Σ, ℛΣ|Λ, is the  local perception of 

the behavior of the component Σ in a certain system’s component Λ, in particular 

whether transactions including both components present in general positive outcomes.  

Then, it is trivial to deduct that the relation between ℛΣ and ℛΣ|Λ is which 

indicated in (1), where ℭ is the set of all components in the system and 𝜆Λ the relative 

weight of ℛΣ|Λ.  

ℛΣ =  ∑ 𝜆Λ ∙ ℛΣ|Λ

Λ ∈ ℭ

 (1) 

The Λ −local reputation of an IoT component Σ it is calculated as the weighted 

sum of three values: the nobleness 𝒩, the solidarity 𝒮, and the relevance ℛℯ of the 

component Σ perceived by the component Λ (2).   

ℛΣ|Λ =  [𝛼 𝛽 𝛾] ∙  [
𝒩
𝒮

ℛℯ
] (2) 

Thus, a component Σ is categorized as malicious by a certain component Λ if its 

Λ −local reputation falls below a certain threshold 𝜇Λ (a solution which in practical 

applications should be complemented with, for example, a token-based danger 

detection technology see Section 5 and 6). On the contrary, it is classified as a regular 

component. Malicious components should be avoided and, in that way, they would 

tend to be isolated as time passes.  

  Although these concepts may be applied to any couple of IoT components in a 

system or architecture, in this work we are focused on the reputation that final 
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applications perceive about their primary data sources (i.e. mainly, services and 

hardware devices).  

 In order to evaluate the local reputation, the three parameters which compose it 

must be defined. For that, four different scenarios may be defined (see Figure 1), 

depending on two independent criteria. 

- Transmission mode: Bidirectional communications generate a more complex 

model as two data flows have to be considered. In the simplest case, data only 

flows from the information source to the final application (unidirectional 

communications).   

- Data aggregation: In some occasions, data received by a certain application are 

obtained by aggregating the flows from various components (various-to-one 

scheme). In that case, measurements refer a global vision, and estimating the 

individual reputation is more complicated than in one-to-one schemes (where 

data are generated only in one component). 

 

 

Fig. 1. Possible scenarios for the local reputation calculation  

For this first work a reduced model is considered. Thus, only unidirectional 

communications based on a one-to-one scheme are considered. Additionally, in this 

first study, it is considered that 𝛽 = 𝛾 = 0 and 𝛼 = 1, so the value of the local 

reputation matches the nobleness value. Next subsection describes the calculation of 

this parameter. 

3.1   Uncertainty level estimation: nobleness calculation  

The nobleness 𝒩 of an IoT component Σ, according to a second component Λ , is 

defined as the expectance of Λ  to obtain correct information from Σ. This information 
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may be production data or meta-information (such as the offered QoS for a certain 

service).  

Nobleness calculation is based on previous experiences, which are weighted in 

order to limit the effect of events very distant in time. Moreover, it is difficult to 

stablish the nobleness of a component based on a few interactions. Thus a threshold 

𝑁𝑡ℎ must be defined in order accumulate the required measurements to start 

estimating the nobleness value.  

Equation (3) represents the mathematical model for nobleness calculation; where 𝑛 

is the number of accumulated nobleness measurements and ℎ is the weighted ratio of 

the number of times the component behaved nobly (i.e. it sent correct information).     

𝒩 =  {

1 ;   𝑛 <  𝑁𝑡ℎ 

√2
ℎ

√1 + ℎ2
 ;   𝑛 >  𝑁𝑡ℎ

 (3) 

As can be seen, nobleness follows an algebraic function belonging to the sigmoid 

class. Thus,  𝒩 ∈ [0, 1]  ∀ℎ ∈ [0, 1]. Moreover, the model includes the presumption 

of nobleness, as every component is sincere (𝒩 = 1) until enough measurements are 

collected. In order to calculate the weighted ratio ℎ, we are considering a geometric 

sum (4); where the common ratio 𝑟 can be freely fixed (in order to limit the influence 

of the past behaviors, as |𝑟|  → 0).   . 

ℎ =  ∑ 𝑢[−𝑗] ∙ 𝑟𝑗+1

𝑛

𝑗=0

 (4) 

The sequence 𝑢[∙] represents the natural ratio of the number of times the 

component behaved honestly in every time slot. 𝑢[𝑗] is defined (5) as the quotient 

between the times the component provided correct information in the j-th time slot 𝑝𝑗 

and the total number of transactions in that time slot 𝑡𝑗.              

𝑢[𝑗] =
𝑝𝑗

𝑡𝑗

 (5) 

In order to calculate whether an IoT component has provided correct information 

in a certain transaction, we are evaluating the uncertainty level 𝜃 associated with the 

provided information. If this level remains below a certain threshold 𝜇ℎ it is 

considered the component has been honest. In some cases, the detected uncertainty 

may not be caused by the analyzed component. However, from the final applications’ 

point of view the provided information is uncertain and, in an aggregated vision, the 

component is not honest. 

In order to evaluate the uncertainty level 𝜃 we use the following statistical model. 

Figure 2 represents the scenario under study. A final application received from an 

information source (IoT component) a certain information �̿�. In large-scale IoT 

systems, the uncertainty level associated with �̿� is the addition of two amounts. 

First, the uncertainties 𝔗𝐼𝑇 about the equivalence between the received information �̿� 

and the information generated by the information source �̅�. In this first case, the 

relation between both data may be described as a surjective stochastic application 

 𝑇[∙], as every information �̿� must be the image of a certain information �̅�. These 

uncertainties are caused by the IoT infrastructure, so they are IT uncertainties.  

And, second, the uncertainties 𝔗𝑃𝐻𝑌 about the equivalence between the information 

generated by the information source �̅� and the real information existing in the 
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physical world 𝑥. These uncertainties are caused by physical limitations in the 

information capture. Therefore, they are physical uncertainties.  

 

 

Fig. 2. Scenario under study  

Thus, associated with a received information �̿� there exists an enumerable set of 

uncertainty sources 𝔗 = {𝔗𝑃𝐻𝑌, 𝔗𝐼𝑇} = {𝑖𝑘 , 𝑘 = 1, … , 𝐾}  whose cardinality 𝐾 

may reach the cardinality of the natural numbers ℵ0. This uncertainty sources 

transform the process of acquiring a certain information �̿� in a random experiment 

, which takes values from the discrete sample space Ω.  

Each uncertainty source is described as a bi-varied stochastic process (6), being  Ψ 

the sample space of all possible values for the uncertain event.  

𝑖𝑘  ≍  Χ𝑘  [𝑚 ;  𝜔, 𝜓)   /   𝜔 ∈  Ω , 𝜓 ∈  Ψ (6) 
Stochastic processes are discrete in time as final applications are a cyber 

component, but the sample space Ψ may be continuous or discrete, depending on 

the nature of the uncertainty source. For example, the measurement error has a 

continuous nature; however, the possibility of suffering a cyber-attack is described 

by a discrete variable.  Furthermore, in general, uncertainties’ value change pretty 

slow, so these stochastic processes may be considered stationary during a time slot. 

As they are unknown effects, stochastic processes are expressed in a parametric 

way, depending, each one, on a certain parameter 𝜗𝑘. Three basic probability 

density functions or probability distributions may be used to describe uncertainty 

sources: uniform distributions, triangular distributions and Gaussian distributions 

(see Figure 3).  

      

 

Fig. 3. Basic probability density functions  

Uniform distributions are employed to describe unknown effects whose effect is 

limited to the range [−𝜗𝑘 , 𝜗𝑘]. In data acquisition processes this is most general 

distribution, as the sample space is bounded. Triangular distributions are employed 

when, besides the variation range, it is known that the error probability goes down 

as its value goes up. Finally, if more information is available (for example, if noise 

is considered) a Gaussian distribution with typical deviation 𝜗𝑘 can be employed.   
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Considering ℱ the set of parts of Ω, and a function 𝑃(𝐴)  𝐴 𝜖  ℱ  which fulfills the 

three Kolmogorov’s probability axioms, the experiment  is completely 

characterized with the event algebra 𝐸 =  〈Ω, ℱ, 𝑃(∙)〉, which (additionally) is a 

𝜎 −algebra.  

In this context, it is possible to create a partition Π = {𝜋1, … , 𝜋𝑝} of Ω, and select a 

main value 𝛿𝑖 ∈  𝜋𝑖   representing every cluster. Then, the process to estimate the 

uncertainty level 𝜃 [𝑗] in the j-th time slot is as follows. 

When certain information �̿� is received, it is included in the observations vector 𝑣𝑗 

of the current time slot (7).  

𝑣𝑗 =  (�̿�1, … , �̿�𝑚) (7) 
As these observations are independent, it is possible to calculate the value of the 𝜗𝑘 

parameter for each uncertainty source using the maximum likelihood estimation 

(MLE) [18] algorithm and the vector 𝑣𝑗. This method is the most adequate as prior 

probability distributions are unknown. Then, the event 𝜋𝑖 to which belongs the 

received information it is located. For each uncertainty source, the probability 𝜌𝑖
𝑗
 

of the received information to really belong to the event 𝜋𝑖 in that time slot is 

calculated (8).  

𝜌𝑖
𝑗

=  ∫ Χ𝑘  [𝑗 ;  �̿�, 𝜓) 𝑑𝜓
𝜋𝑖

    or     𝜌𝑖
𝑗

=  ∑ Χ𝑘  [𝑗 ;  �̿�, 𝜓]𝜓∈𝜋𝑖
 (8) 

In that way, as uncertainty sources are also independent, the global probability 𝜌𝑗  

of �̿� to belong to 𝜋𝑖 is calculated as a probability multiplication (9).      

𝜌𝑗 =  ∏ 𝜌𝑘
𝑗

𝐾

𝑘=1

 (9) 

Finally, the information 𝛿𝑖 is considered to be received with an uncertainty level 

𝜃 [𝑗] calculated as indicated in (10).   

𝜃 [𝑗] =  1 −  𝜌𝑗 (10) 
In this transaction, the information source is considered to be honest if meets the 

condition explained above (𝜃 [𝑗] >  𝜇ℎ).  

4   Experimental validation 

In order to evaluate the proposed solution, an experimental validation was designed. 

The proposed experiment consisted of a simulation scenario, where a large-scale IoT 

system was deployed (Figure 4).  

The simulated scenario (based on a real European deployment) included four different 

networks of information sources (public sensors, LoRA devices, etc.) geographically 

sparse. Each network was composed by one hundred and fifty (150) components. 

Randomly, the configuration of ten (10) components was created to force them to 

provide uncertain information (and being considered as malicious). Basically, the 

precision of the instruments was reduced, the electromagnetic interferences and the 

packet losses were strengthened and, in one case, it was supposed an intruder controls 

the component (causing this component to provide erroneous information). One final 

application was hosted in the FI-WARE ecosystem.   
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Fig. 4. Simulation scenario  

The simulated final application included the proposed uncertainty level calculation 

algorithm and the described reputation model (expressions from (1) to (10)). The 

other entities could be measured, but they were not provided with the reputation 

calculation module.    

 

In order to perform the proposed simulation, the NS3 simulator was employed. 

NS3 is a network simulator whose scenarios and behavior are controlled and 

described by means of C++ programs, and which is extensively used in research due 

to its flexibility.  Data about the number of transactions performed by the malicious 

nodes were collected. Moreover, the evolution of the local reputation of the malicious 

nodes was monitored.   

5   Results 

Figure 5(a) presents the evolution of the number of transactions performed by the 

malicious components as times passes. As can be seen, firstly the number of 

transaction remains constant, but from a time between 𝑡 = 80 and 𝑡 = 200 minutes, 

the number of transaction in every malicious node descends slowly but continuously, 

following an exponential-like law. This exponential tendency is explained by the fact 

that, once the reputation goes below the stablished threshold, final applications look 

for other information sources to obtain their data immediately. Depending on the 

uncertainty of the received data (see Expression 9 and Figure 3), the descent phase 

can start later or be very abrupt from the beginning. Moreover, components 

performing a low number of transactions require more time to be isolated, as more 

time is required to acquire the necessary information about their behavior.  Any case, 

each of the ten malicious components, at the end, got isolated, so the objective of the 

proposed solution is met.  
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Fig. 5. Simulation results 

On the other hand, the correspondence between the amount of performed transactions 

and the calculated reputation can be seen in Figure 5(b). In this figure a group of 

sigmoid functions is showed, as the nobleness calculation model is described using 

these functions. In this case, the reputation level descends constantly since the initial 

instant, as malicious components behave in a disingenuous way from the beginning. 

In comparison, the number of performed transaction remains constant for every 

component, until its reputation goes below the fixed threshold. This fact must be 

taken into account, as there is a convergence time during which malicious 

components may affect the entire system. The descent stops when no transactions are 

performed by the component (see Figure 5(a)) and measurements are not updated.   

6   Conclusions and future works 

In this paper we have described a mathematical framework for the data uncertainty 

level calculation, which allows final application to estimate the nobleness and the 

reputation of the information sources and other IoT components in large-scale 

systems and architectures. Results showed that malicious components get isolated as 

time passes if implanted the proposed technology. 

On the other hand, the proposed reputation model may be enriched with additional 

measurements (such as the component solidarity) in order to accelerate the isolation 

process. Future works should consider these ideas (exposed also in Section 3), as well 

the possibility of including a token-based rapid hazard detection system (in order to 

avoid severe damage during the convergence time). Finally, both, the formalization of 

the solution and the simulation scenario, describe the basic problem, so future works 

should extend the proposed framework to scenarios where bidirectional 

communications and data aggregation are presented.         
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Abstract. Industry 4.0 refers a new industrial paradigm based on Cyber-
Physical Systems principles. In these new, complex and highly interdependent 
systems, the traditional definition of “cyber-attack” is not enough to represent 
all the situations may occur. Furthermore, traditional security policies and de-
fense strategies are not designed to be effective in scenarios mixing cyber and 
physical elements. In this context, this work presents a new idea about what 
cyber-physical attacks are, and a technological solution to protect and compen-
sate the malicious effects of these attacks in Industry 4.0 systems. The proposal 
is based on a specific description language (CP-ADL) for cyber-physical at-
tacks, and a mathematical framework allowing a decision making about the 
most adequate defense strategy. Finally, and experimental validation is provid-
ed, showing with our proposal the impact of cyber-physical attacks is highly re-
duced.         

Keywords: Cyber-Physical attacks, Industry 4.0, process execution, CP-ADL, 
security 

1 Introduction 

The emerging term Industry 4.0 was coined for the first time at the Hannover Fair 
during the presentation of the “Industry 4.0” initiative in Germany [1]. In general 
words, Industry 4.0 refers a new industrial scenario where a new type of systems con-
sisting of the intersection of the physical and the cyber world (the so-called Cyber-
Physical Systems -CPS-) is employed.  

Traditional industrial systems are focused on control, so standard security policies 
consist of feedback loops with the objective of compensating the malicious effects of 
cyber-attacks [2][3]. However, CPS present some special characteristics (such as the 
pervasiveness and the hybrid design) which make them vulnerable to a new and more 
general type of attacks known as cyber-physical attacks [4]. In these attacks, changes 
(accidental or not) in both (the physical and the cyber space) may appear, but due to 
the highly interdependency of components in CPS, the effects may influence any 
other part of the system, and thousands of components could be the final objective of 
the attack [4]. The genuine approach of cyber-physical attacks is acting on the weak-
est elements in the system (usually sensors deployed in a public space) in such a way 
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that these elements (which have full access to the system) cause a fail in the critical 
components (as every element in the system is integrated with the others). For exam-
ple, vandalism, weather damages and, of course, traditional cyber-attacks, may be 
considered as cyber-physical attacks. CPS, moreover, may be deployed together with 
critical infrastructures (such as smart grids), so disconnecting the system or waiting 
until the attack finishes are not valid solutions.   

The problem associated with these new attacks is their amplitude: there is an infi-
nite amount of ways to perform a successful cyber-physical attack. Thus, depending 
on the attacked element, the aggression method and the final objective of the attack, 
protecting policies must be different. In a simple example, if control components are 
affected, traditional security policies for control systems should be applied; on the 
contrary if the data analytics layer is implicated, the attacks could be addressed as a 
computer virus. In this context, once detected a cyber-physical attack is taken place, it 
is necessary to infer the type of attack being performed in order to protect the system 
adequately. However, information about a running attack is obtained as time passes, 
while the effects in the system are getting worse. 

Therefore the objective of this paper is to provide a solution in order to infer the 
type of cyber-physical attack that an Industry 4.0 system is suffering, as well as a 
decision making framework to determine if a certain security or protection policy 
must be applied or if it is more profitable to wait for more information about the at-
tack. Our proposal is based on a specific description language (CP-ADL) for cyber-
physical attacks, on the use of XML patterns and templates and on a mathematical 
framework using the game theory. 

The rest of the paper is organized as follows. Section 2 describes the state of the 
art on Industry 4.0 and CPS security solutions. Section 3 describes the proposed solu-
tion. Section 4 explains the simulation scenario used as experimental validation. Fi-
nally, Section 5 presents the results of the experimental validation and Section 6 con-
cludes the paper.     

2 State of the art  

Security is one of the most popular research topics nowadays. The use of techno-
logical systems to digitalize critical infrastructures has cause an increase in the num-
ber of works about that issue. The emerging Industry 4.0 systems are also part of this 
trend.  

Different works may be found. On the one hand, works about security in new gen-
eration smart grids have been proposed. Most of them are focused on the design of 
enhanced control loops [5][6], but cyber-attacks taxonomies have been also described 
[7][8]. Proposals about protection schemes for CPS applied to smart grids [9] and 
other systems under cyber-physical attacks [10] have been also described. On the 
other hand, security solutions for networked control systems and industrial applica-
tions have been also investigated [4].   

The problem of all these proposals is that they are focused on attacks which intro-
duce perturbations or known malicious signals in the system, so security and protec-
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tion solutions are fixed and rigid. In consequence, these proposals reduce their usabil-
ity if new or slightly different attacks are performed.  

In addition, works about how traditional security solutions (i.e. firewalls, computer 
shields, etc.) could be applied to CPS and Industry 4.0 scenarios have been recently 
described [11]. However, this approach only covers partially the problems and vul-
nerabilities associated with cyber-physical attacks, so more general solutions are re-
quired. General reviews about the problems associated with security in these new 
scenarios have been also reported. Works about critical industrial scenarios [20], In-
dustry 4.0 systems [21] and CPS [22] may be found. 

Finally, the concept of cyber-physical attack has been investigated. Abstract taxon-
omies and description languages have been proposed [12]. These instruments are very 
useful to classify and infer the use of certain types of cyber-physical attacks.   

3 A protection solution for Industry 4.0 systems 

A cyber-physical attack may be described using only six different fields [12] (see 
Figure 1). Below a brief explanation of each field is provided: 

 

 
 

Fig. 1. Description of cyber-physical attacks 
 
- Method: It represents the procedure employed to affect the system 
- Preconditions: They list the requirements to be present in the system so the 

method is a successful way of attacking the system. Together with the 
“method” this list made up the “action” of the cyber-physical attack. 

- Influenced element: It refers the elements which have been manipulated 
through the described action. 

- Influence: The produced changes in the influenced element. Together with 
the “influenced element”, it describes the “cause” of the cyber-physical at-
tack. 
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- Affected element: A list of the elements which have been affected by the 
changes in the system (usually it is the objective of the attack). 

- Impact: A description of the changes in the system. Together with the “af-
fected element”, it describes the “effect” of the cyber-physical attack. 

In this context, a cyber-physical attack may be modeled by means of a XML doc-
ument, describing the value of each one of the previously identified fields. CP-ADL is 
a description language [12] focused on this objective (see Figure 2).     

 
 
 
 
 
 
 
 

 
 
 
 
 

Fig. 2. Example of a generic CP-ADL description 
 
Then, considering this description language, it is proposed a functional architec-

ture in order to support a protection system for Industry 4.0 applications (see Figure 
3). The proposed architecture is very horizontal and general, so it may be integrated at 
different levels in Industry 4.o architecture (from the highest to the lowest) and, even, 
it may be included in different places at the same time, creating a vertical security 
solution of connected horizontal deployments. 

 

 
 

Fig. 3. Functional architecture  
 
In this architecture, different components may be identified. A Predictive model 

represents the system’s state in a certain moment and at some future instants. This 
model may be updated through a hybrid simulator and interpolation techniques [13]. 
This information is provided to an Analysis module, where these data are compared to 

<Action> 
   <Method> 
      <Category>  

           //Physical, cyber or hybrid 
      </Category> 
      <Description> 
         //Free text 
      </Description> 
    </Method> 
    <Precondition> 
      <Category> … </Category> 
      <Description>  

   …  
      </Description> 
    </Precondition > 

… 
</Action> 

 
 

<Cause> 
     <InfluencedElement> 
        <Category> … </Category> 
        <Name> … </Name> 
     </InfluencedElement> 
     <Influence> 
        … 
     </Influence> 

</Cause 
<Effect> 

     <AffectedElement> 
        … 
     </AffectedElement> 
     <Impact> 
        … 
     </Impact> 

</Effect> 
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the real state of the components in the system. Results of the comparison process are 
employed to infer if the system is under a cyber-physical attack. In order to do that, a 
collection of templates describing different cyber-physical attacks (and the security 
and protection policies associated with these attacks) is included in a Template reposi-
tory. A distance function is employed to determine the set of templates (i.e. attacks) 
which are closer to the observations made about the system (a pattern recognition 
process is, in that way, performed). Finally, this set of patterns is used by a Decision 
making module to select the protection method to be applied (if decided it is necessary 
to perform some actions). 

Mathematically, the process is described as follows. 
An Industry 4.0 system  𝔗 is described in a certain instant 𝑡 =  𝑇0 as a collection 

of 𝑁(𝑇0) components 𝑐𝑖 whose state is represented through a set of 𝑀𝑖 parameters 𝑝𝑗. 
See (1). 

𝔗(𝑡 =  𝑇0) =  {𝑐𝑖(𝑇0),   𝑖 = 1, … , 𝑁(𝑇0)} = 
=  {{𝑝𝑗(𝑇0),   𝑗 = 1, … , 𝑀𝑖}𝑖

 ,   𝑖 = 1, … , 𝑁(𝑇0)} (1) 

Two different representations of the system are obtained, then, at each moment: on 
the one hand, the state calculated by the Predictive model 𝔗𝑝  and, on the other hand, 
the state obtained from the real deployment 𝔗𝑟. The difference between both repre-
sentations 𝜀 is obtained in order to evaluate whether any component in the system is 
affected by a cyber-physical attack (2). This difference is calculated for each compo-
nent 𝜀𝑐𝑖

and for the global system through a deformation estimation process [14]. If the 
deformation in the state of any component is higher than the maximum allowed 
threshold 𝜀𝑡ℎ𝑖

, then, that component is considered affected (3). 
𝜀 =  ‖𝐹(𝔗𝑝, 𝔗𝑟)‖ (2) 

𝜀𝑐𝑖
> 𝜀𝑡ℎ𝑖

  (3) 
Where 𝐹(∙,∙) is a strain tensor (i.e. the Jacobian matrix of the application which 

transforms 𝔗𝑝 into 𝔗𝑟) and the operator “norm” ‖∙‖represents the module of a matrix. 
Then, the list of affected components is employed to instantiate a XML template 𝓉 

containing the information about the potential cyber-physical attack the system is 
suffering (4). The Cyber-Physical Attack Description language (CP-ADL) is em-
ployed. Usually, only the fields related to the “effect” of the attack could be de-
scribed, although depending on the available information sometimes is possible to 
determine the “cause” as well.   

𝓉 = 𝑋𝑀𝐿( 𝜀𝑐𝑖
 , 𝔗𝑝, 𝔗𝑟) (4) 

In a standard case, information collected at the first instant 𝑡 =  𝑇0 is not enough 
to determine without any doubt which attack is being taken place or if, in fact, an 
attack is being performed. Thus, a statistical procedure is needed, so the set of the 
most probable options have to be calculated. In order to do that, it is considered the 
collection of templates 𝕋 stored in the Template repository. Each one of these tem-
plates describes a cyber-physical attack, and it has associated a certain protection 
policy, adequate for such attack.  

The set of most probable attacks 𝒜 is then obtained by means of a Dynamic time 
warping (DTW) pattern recognition process [17], which may be understood as an 
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enhanced distance in a generalized space (5). The basic idea is to calculate the prox-
imity of the performed observations to every cyber-attack template. 

𝒜 = 𝑑𝑡𝑤( 𝕋 , 𝓉) (5) 
If the DTW algorithm is too heavy to be executed in the scenario under study, a 

generalized distance could be also employed, such as 𝑑1 or 𝑑∞(which, at the end, 
compute the number of coincidences between two templates) [18]. Finally, the set 𝒜 
may be composed by the attacks whose distance to the instantiated template 𝓉 is low-
er than a certain limit; or may be forced to present a specific cardinality.  

At this stage, different strategies (one for each cyber-physical attack contained in 
𝒜) may be followed (6) by the system manager (i.e. different protection policies 
could be applied or no action could be performed), and each one of these strategies 
produces different benefits/problems (i.e. different payoffs) in the system (7).  

𝑆𝑎𝑑𝑚𝑖𝑛 =  {𝑠1
𝑎𝑑𝑚𝑖𝑛, … , 𝑠𝑞

𝑎𝑑𝑚𝑖𝑛} (6) 

𝑈𝑎𝑑𝑚𝑖𝑛 =  {𝑢𝑠1
𝑎𝑑𝑚𝑖𝑛 , … , 𝑢𝑠𝑞

𝑎𝑑𝑚𝑖𝑛} (7) 

These payoffs will be directly proportional to the compensation of the malicious 
effects of the cyber-physical attack produced by the protection policy under study.  
Moreover, the attacker may be running any of the cyber-physical attacks considered 
in 𝒜 , or, even, any other non-considered attack. Sometimes, besides, no attack is 
running (then, the attacker has one strategy more to choose than the system manager). 
Thus, the attacker may follow also different strategies (8), each one giving different 
payoffs (directly proportional to the malicious effects caused in the system) (9).   

𝑆𝑎𝑡𝑡𝑎𝑐𝑘 =  {𝑠1
𝑎𝑡𝑡𝑎𝑐𝑘 , … , 𝑠𝑞+1

𝑎𝑡𝑡𝑎𝑐𝑘} (8) 

𝑈𝑎𝑡𝑡𝑎𝑐𝑘 =  {𝑢𝑠1
𝑎𝑡𝑡𝑎𝑐𝑘 , … , 𝑢𝑠𝑞+1

𝑎𝑡𝑡𝑎𝑐𝑘} (9) 

In that way, a game can be defined, considering the attacker and the system ad-
ministrator as players of the game (10). The game 𝐺 is dynamic and the number of 
considered rounds should be proportional to the observation period. For a standard 
configuration [19] three rounds should be considered. In this context, the intervention 
order in the game would be: Attacker-Manager-Attacker. Figure 4 represents the 
game in an extensive way. 

𝐺 =  [𝑆, 𝑈] =  {𝑆𝑎𝑑𝑚𝑖𝑛, 𝑆𝑎𝑡𝑡𝑎𝑐𝑘  ;   𝑈𝑎𝑑𝑚𝑖𝑛, 𝑈𝑎𝑡𝑡𝑎𝑐𝑘} (10) 
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Fig. 4. Proposed dynamic game 
Considering the first player who selects first a strategy is the attacker, three differ-

ent tactics may be followed: 
- Minimum effect: In this tactic, the manager selects the strategy which reduc-

es as much as possible the payoff of the attacker. In this approach, the at-
tacker usually tries to change the strategy to obtain a higher payoff. 

- Satisfaction and control:  In this tactic, it is selected the strategy which gives 
a highest payoff to the attacker. Thus, its objectives are fulfilled and the 
manager can be focused on controlling the malicious effects as much as pos-
sible. It is a very stable approach but very risky, especially if some effects 
become uncontrolled.  

- Optimum: The system manager selects the strategy that generates a Nash 
equilibrium [15] (so the game does not advance as no individual incentive is 
possible).  However, this strategy is only successful if the attacker is a ra-
tional entity. 

Once, following any of the proposed tactics, a protection policy is selected, it is 
applied (or not, if decided waiting for more information). At this moment, the de-
scribed process is restarted in order to re-evaluate the system performance and the 
effects of the selected security solution.  

4 Experimental validation 

In this Section we propose a first validation of the proposed solution by means of 
a simulation environment. The experimental validation consisted of a simulated sce-
nario based on the NS3 simulator.  

 The proposed Industry 4.0 scenario consisted of different production systems of 
electronic devices and components. In particular three different types were consid-
ered: manufacture of diodes, manufacture of capacitors and manufacture of logic 
gates. Details about the components which are included in each one of the production 
systems are provided in the literature [16].  
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Fig. 5. Simulation scenario 
 

Moreover, the proposed architecture was implemented in the top layer, in order to 
protect the system against cyber-physical attacks. With this approach, attack detection 
is slower but the scope of the applied protection policies turns wider. In order to im-
plement the described solution in the components of the simulated scenario, each 
node in the NS3 simulator was provided with a tap bridge (or ghost node). These 
bridges are able to connect an internal NS3 component with an external entity, which 
allows implementing in a very easy way complex algorithms and other proprietary 
solutions for which there are no C++ libraries (the programming language of the NS3 
simulator). In particular, elements in the functional architecture were connected with 
virtual Linux machines based on the KVM technology (so they may be automatically 
deployed using the libvirt interface). 

The simulation was programmed to introduce a cyber-physical attack in a random 
way, selecting the type of attack from a previously created catalogue.  

Two different experiments were performed in this scenario. During the first exper-
iment it was evaluated the number of attacks which were successfully addressed. Dif-
ferent tactics were considered in order to compare the obtained performance. Moreo-
ver, information about the protection procedure was obtained, so the causes of failures 
were also studied. During the second experiment, the required time to protect the 
system in an adequate way was measured.  

 

5 Results 

Results of the first experiment are showed on Figure 6. As can be seen, the pro-
posed framework allows protecting successfully the system against cyber-physical 
attacks in more than 90% of cases. The tactic which produces the best results is “satis-
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faction and control”, as it is the approach which forces the system to employ the most 
general and ambitious security policy (as the reduction in the malicious effects, in the 
first step, is considered to be minimum).   

 

 
 

Fig. 6. Results of the first experiment 
 
An study about the causes of failure showed that (in general), optimum tactic fails 

because the attacker is not a rational entity (for example, it cannot change its behavior 
depending on the applied security policy). On the other hand, the minimum effect 
tactic fails as predictions must be very precise to reach that situation and this is quite 
complicated if a fast response is desired.  

Results of the second experiment are showed on Figure 7. As the interesting infor-
mation is the comparison among the different tactics, but not the particular time val-
ues, time scale is normalized using the maximum value.  

 

 
Fig. 7. Results of the second experiment 
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As can be seen, the time required to implement and protect the system using the 

“satisfaction and control” tactic is the lowest. It is a very easy approach to execute, as 
no effort to control the appearance of new malicious effects is provided. On the con-
trary, the “minimum effect” approach is a very complicated tactic, as it requires a 
procedure to compensate the malicious effects of the cyber-physical attack and pro-
tection policies to avoid the appearance of new effects.  

6 Conclusions 

Industry 4.0 systems are one the most promising technological paradigms. This 
new type of solutions may be employed in many different scenarios, including critical 
infrastructures. In this context, security to be implemented in these systems is a key 
topic in research.      

In this work a new framework to select and apply the most adequate security and 
protection policy in order to compensate the effects of cyber-physical attacks in In-
dustry 4.0 scenarios is proposed. It consists of a template repository based on CP-
ADL description language, and a decision making process based on the game theory. 

Results of the experimental validation showed that in more than 90% of cases the 
proposed framework allows protecting Industry 4.0 systems against cyber-physical 
attacks. “Satisfaction and control” approach is the most successful tactic. Moreover, it 
is the fastest tactic to implement. 
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ABSTRACT Future 5G networks must provide communication services to a great and heterogeneous col-
lection of scenarios: from traditional mobile communications to emerging applications such as Industry 4.0
or the Internet of Things (IoT). In this context, the network slicing technique is defined, where network
resources are packaged and assigned in an isolated manner to the sets of users according to their specific
requirements. Two different domains are, thus, defined: the intra-slice domain (where dedicated and specific
solutions have to be deployed) and the inter-slice domain (including transversal solutions). One of the key
topics which should be redefined following this approach is security. Traditionally, some solutions (such as
stream ciphers) were not considered in mobile networks. However, 5G systems will be extensively employed
in other new and very distinct scenarios, where requirements are different. For example, the use of resource
constrained devices with little mobility and real-time data streaming in certain IoT applications suggests the
use of stream ciphers (and other similar techniques) as the main security solutions. Therefore, in this paper,
we investigate and propose a new security solution for emerging 5G networks, to be applied in the intra-slice
domain. The proposed solutions employ lightweight pseudo-random number generators in order to provide
the keystream used in stream ciphers which protect the private information and hide the communication
signals in the frequency spectrum using spread spectrum techniques. We also describe and evaluate a first
implementation of the proposed solution, using both, a simulation scenario and a real deployment.

INDEX TERMS 5G mobile communication, cryptography, Internet of Things, network slicing, random
number generation, security.

I. INTRODUCTION
Future 5G networks must provide communication services
to a great and heterogeneous collection of scenarios. Tradi-
tional voice calls or mobile data connections are only two
examples among a very wide collection of applications that
includes some of the most popular technological paradigms
nowadays, such as the Internet-of-Things (IoT) [1],
Industry 4.0 [2] or Cyber-Physical Systems (CPS) [3].

A homogeneous portfolio of communication services [4]
cannot fulfil the very different requirements needed by all
these scenarios. Then, 5G networks must define several

operation planes in order to address and meet the needs of
all future systems and applications. Each plane should be
isolated from the rest of them to, for example, avoid the
spreading of malfunctions or cyber-attacks in a public free
service (e.g. Internet access in airports).

This design approach is known as network slicing. Net-
work slicing [5] is a technique where network resources
are packaged and assigned in an isolated manner to groups
of users according to their specific requirements. With this
view, the entire network infrastructure is divided into ded-
icated vertical segments, focused on proving a certain set
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FIGURE 1. Schematic view of the overall architecture for (a) traditional
mobile networks and (b) future 5G system with network slicing.

of communication services with common requirements, and
isolated from the rest of existing slices. Fig. 1 represents in
a schematic way the new network architecture in comparison
to traditional mobile deployments.

In this new generation of mobile networks, thus, two differ-
ent domains are defined [6]. The intra-slice domain contains
all functions, components and solutions specifically designed
to address and solve problems related to the application of
mobile communications in specific scenarios (IoT systems,
eHealth applications, etc.). On the other hand, inter-slice
domain includes all transversal mechanisms that are common
to all application scenarios and components focused on slice
coordination, service orchestration, management, etc.

This new approach makes it mandatory to redefine most
of the existing proposals for mobile networks, in order to
ensure they fulfill the requirements of the domain where they
are going to be employed. In that way, many intra-slice ad
hoc solutions are nowadays needed in order to describe the
future functional components that will make up the emerging
5G networks.

Obviously, this situation also affects one of the key topics
in communication engineering nowadays: security.

Traditionally, mobile networks have implemented security
solutions adapted to scenarios composed of few powerful
devices, which, besides, may present a high level of mobility.
Encryption solutions in 4G networks (for example) include
complex algorithms to correct lags and signal drifts in the
key sharing process [7]. These techniques are required in
traditional scenarios, but they make security solutions very
heavy and resource consuming.

On the contrary, new scenarios for 5G networks, such as
IoT applications, present important differences with respect
to traditional scenarios. First, the level of mobility is much
lower, as usually the associated objects (furniture, appliances,
city infrastructures, etc.) are static by default. Later, the use
of communication services in these scenarios is not sporadic
(as voice calls or connection to the Internet), and usually
there is a continuous data flow. Moreover, IoT devices tend
to be small and resource constrained, so complex algorithms

are not a valid solution. Finally, new cyber-attacks must be
considered, as IoT systems (as unattended pervasive wire-
less systems) are sensitive to interference, spectrum scanning
attacks, etc., which are not frequent problems in traditional
mobile networks.

Nowadays, most of these applications are supported by
other communication technologies such as Bluetooth or
ZigBee. Systems using these technologies, however, cannot
integrate a great amount of devices or support pervasive
deployments. Because of this fact, cryptographic and secu-
rity solutions are usually based on traditional block ciphers
whose computational cost is unaffordable for future embed-
ded devices.

In conclusion, new security solutions for the IoT (and
other similar paradigms, like CPS) intra-slice domain are
needed. In particular, we argue that stream ciphers, with the
appropriate configuration, may address this problem.

Therefore, the objective of this paper is to describe a new
stream cipher, specifically designed to be applied in emerging
5G networks. The cipher will be deployed in order to protect
communications between resource constrained devices and
base stations in 5G systems. Our proposal is based on a sim-
ple lightweight Pseudo Random Number Generator (PRNG),
which is the core of an stream cipher that protects the user
information, the meta-information of the system (including
data size, the encryption scheme, etc.) and hides the commu-
nication signals thanks to a spread spectrum technique. The
entire solution may be easily implemented in any resource
constrained microcontroller or System-on-Chip.

The remainder of this paper is organized as follows.
Section II describes the state of the art on stream ciphers for
IoT applications. Section III presents the employed PRNG,
the proposed initial configuration process and the behav-
ior of the designed cipher. Section IV describes the per-
formed experimental validation. Finally, Section V presents
the obtained results and Section VI concludes this work.

II. STATE OF THE ART
In the last ten years, many different and novel security
solutions for IoT systems have been proposed (including
block ciphers [8], hash functions [9] and non-traditional tech-
niques [10]). However, in this section we focus on lightweight
stream ciphers, as it is the objective of our work.

Probably, the most important attempt for developing a
lightweight stream cipher for emerging technological systems
is the ECRYPT II eSTREAM project [11].

In this project, a catalogue of seven totally new
functional lightweight stream ciphers was created and
released [12], [13]. It includes the HC-128 [14], Rabbit [15],
Salsa20/12 [16], SOSEMANUK [17], Grain [18],
MICKEY [19] and Trivium [20] ciphers. Some of these
algorithms, such as MICKEY, have already been reported
to be insecure (a differential fault attack has been reported
against MICKEY 2.0 in 2013 [21]), although others are still
considered safe (e.g. Trivium) and, they have even been
specified as an international standard [22].
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The only theoretically secure cipher is known as the One
Time Pad. It is obtained by combining a truly random key
sequence, which is as long as the message, and the message,
by means of XOR addition [23], [24]. The problem here is
that we need to secretly send that random key sequence to the
intended recipient.

The practical alternative is to use a pseudorandom gen-
erator: First a pseudorandom keystream is generated from a
seed, which plays the role of a real key that is much shorter
than the full keystream combined to the message. This seed
must be unpredictable and long enough to avoid exhaustive
search attacks. In this way the final objective of any PRNG
is to generate a cryptographically secure random number
sequence, that is, the sequencemust have a very long period in
which the sequence must be indistinguishable from a perfect
random sequence, and must be unpredictable.

In consequence, all stream ciphers (including previously
cited ones) are focused on the generation of an adequate
key stream, as XOR operation is very simple and sup-
ported by all programming languages. As truly random num-
ber streams are very difficult to generate nowadays, key
streams are generated by means of Pseudo Random Number
Generators (PRNGs) [25].

For example, Trivium cipher is based on a PRNG with
three shift registers of different lengths. These registers are
placed as in a circle, and while samples are moving around,
some positions are modified using combinations of other
samples in the registers [26]. These PRNGs, based on Linear
Feedback Shift Registers (LFSRs), are very common [27],
and were the initial phase of PRNGs based on Feedback with
Carry Shift Registers (FCSRs) or on combinations of both
types of registers [28].

These kinds of proposals, however, are not proved to be
secure, as the Linear feedback shift register can be easily
cryptanalyzed. Finding a cryptographically secure PRNG
is an open problem in cryptography. Some standards (the
RC4 algorithm, for example) tried to address this problem
and failed [29], [30], and some PRNGs that are considered
valid (such as the BBS generator [31]) are very slow to be
operated at real-time. On the other hand, in order to improve
the randomness of the generated key stream, some proposals
consider a chaotic flow [32] as input, although problems in
managing chaotic dynamics have reduced the utility of these
techniques.

Instead of ad hoc combinations of LFSRs and/or FCSRs,
some proposals employ existing pseudorandom generators
as initial input. One of these reference proposals is Lagged
Fibonacci Pseudorandom Generator (LFG) [33]. Its reason-
ably good behavior on standard statistical tests makes it
perfect to be employed as input to create more complicated
PRNGs [34].

Table 1 compares the characteristics of some of the most
important lightweight stream ciphers for IoT scenarios nowa-
days. It can be seen that around 50% of ciphers are no longer
secure, although some of them employ the largest secret
keys. On the other hand, usually, faster ciphers are those

TABLE 1. Comparison of the stream ciphers for IoT scenarios.

whose encryption scheme has been broken. There is, in this
tendency, an important exception: the Trifork generator.

Current encryption schemes, moreover, not only protect
the private user information but also meta-information about
the employed cipher. This is very important, as new cyber-
attacks based only on meta-information have been reported.
For example, the length of encrypted samples is sometimes
a very valuable knowledge to build a successful attack.
Therefore, our proposal considers a solution to protect, also,
meta-information.

PRNGs can be also employed in spread spectrum
techniques, which can hide the communication signal in the
frequency spectrum, making them more robust against inter-
ferences and electronic noise, and helping the entire system to
get synchronized. In this work we use an LFG-based PRNG
as a core of a stream cipher for emerging 5G network and
a spread spectrum technique. The proposed solution also
includes this technology.

III. A STREAM CIPHER FOR 5G NETWORKS
In this section, the proposed stream cipher is described.
The first subsection presents the Trifork PRNG, which is
employed in our stream cipher design. Second subsection
describes the proposed process for the initial configuration;
and in the third subsection the main contribution and its
behavior are described in detail.

A. A PRNG FOR REDUCED RESOURCE DEVICES
One of the lightest PRNG is Tausworthe generator (1), where
ci are binary parameters, bi are binary variables and ⊕ is an
operator representing the exclusive-or addition [35].

bn = cq−1bn−1 ⊕ cq−2bn−1 ⊕ . . .⊕ c0bn−q (1)

It can, besides, generate long random sequences and many-
bit random numbers (as required by cryptographic applica-
tions). In fact, Tausworthe generator produces k−bit random
numbers, independently from the underlying hardware plat-
form [36]. If k = 1, the LFSRs cited above are obtained.
In its most common implementation, however, only two
ci parameters are non-zero (2).

bn = bn−r ⊕ bn−s (2)
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Tausworthe generators, when implemented as in (2), are
understood as a particular case of a more generic collection
of PRNGs named as Lagged Fibonacci Generators (LFGs).
The general form of LFG [37] is as indicated in (3), where
r > s > 0 are the lags, ◦ is an operator indicating a binary
operation, m is the base and {xt , t = 0, . . . , r − 1} is the
r-dimensional initialization vector (IV) or seed.

LF [r, s,m, ◦; {xt , t = 0, . . . , r − 1}] (3)

The logical mapping presented in (4) allows calculating the
new elements in the sequence {xn} for n ≥ r .

xn = xn−r ◦ xn−s (4)

The operator ◦ usually represents a binary addition,
subtraction, a mod −mmultiplication or a bitwise exclusive-
or (XOR). In order to take full advantage of the data represen-
tation capacity of electronic devices and computers, usually
m = 2N , being N the word length of the microcontroller
executing the LFG.

In order to maximize the repetition period p of this PRNG,
a special configuration for the IV, r and s should be selected.
In fact, some authors [38] have indicated that LFG need to be
initialized at random, and the randomness of the IV is a key
factor conditioning the behavior of the entire LFG.

Moreover, LFGs may be expressed as trinomials over the
Galois Field of two elements, GF(2), see (5).

xr + xs + 1 (5)

In general, it is proved that LFGs defined by irreducible,
primitive mod − 2 trinomials are a good design option [39],
as they generate the maximal repetition period p if at least one
seed is odd [40] (6).

p = 2N−1
(
2r − 1

)
(6)

Despite all these advantages, LFGs are not secure, and
several faults on their security have been reported [40], [41].
Consequently, Perturbed Lagged Fibonacci
Generators (PLFGs) were defined [34].

It is well known that all bits in the random number gen-
erated by LFGs have not the same behavior [42]. While
the most significant bit (MSB) presents (if the entire PRNG
exhibits the maximal repetition period) a period pMSB =
2N−1 (2r − 1), the least significant bit presents a repetition
period pLSB = (2r − 1). Moreover, in general, the k − th
presents a period pk = 2k−1 (2r − 1). Most randomness
problems, thus, are associated to the LSB. In order to address
this challenge, it was found that the perturbation of the low
and high bits in xn−r and xn−s could improve the performance
of the entire PRNG. These perturbations could be introduced
by means of any logical operation, but the generation of new
additional samples to perform these operations seems to be
very costly. Then perturbations are introduced through some
of the existing samples generated by the same PLFG.

In its general form (7) a PLFG is defined by a one-
dimensional map including the same parameters as a standard

LFG and a new control parameter, d , to act over the added
perturbation.

LF [r, s,m, d, ◦; {xt , t = 0, . . . , r − 1}] (7)

As said, the induced modifications in the PLFG are pertur-
bations in the least and most significant bits of the samples.
Then, the logical mapping that defines the new elements in
the sequence {xn} for n ≥ r is (8).

xn =
((
xn−r ⊕ x

�

n−s
)
+
(
xn−s ⊕ x

�

n−r
))
mod m

x�n−s = (xn−s � d)

x�n−r = (xn−r � d) (8)

In (8) n represents time, and d is a constant integer usually
selected to fulfill that 2 ≤ d ≤ 0.7N . Operators � and �
represent the left-shift and right-shift operations. In fact, this
is a lightweight way of performing multiplications or divi-
sions, when one of the factors is a power of two (9).

(xn−s � d) =
⌊xn−s

2d

⌋
(xn−r � d) =

(
xn−r · 2d

)
mod m (9)

As novelty, PLFGs consider three different operation types
which highly improve their performance: m − mod addi-
tions, XOR additions and bit-shift (left-shift and right shift).
These operations, together with the introduced perturbations,
improve dramatically the randomness and repetition period
of the PRNG.

A PLFG is already a good PRNG to be applied in IoT sce-
narios and future 5G networks. However, it was reported that
statistical attacks could be performed against these systems as
the output random numbers are the same employed to obtain
the following samples.

A three-branch PLFG was proposed: the Trifork
generator [34], which (in fact) has three branches; each
one composed of a Perturbed Lagged Fibonacci Generator.
In order to obtain the final output of the global PRNG, the out-
puts of two different PLFGs are added by means of the XOR
operation. In this scheme, the third PLFG composing the
Trifork will remain totally hidden. This innovative proposal
guarantees that the global output sequence is useless to infer
neither the internal system parameters, the current or past
system state nor the secret keys. This characteristic is very
important as it allows us to design a secure meta-information
protection algorithm (see Section III.C).

The three PLFGs making up the Trifork generator are
interconnected, so they get perturbations in a cyclic manner
thanks to a set of three new internal XOR operations. In these
operations, the output of a PLFG is combined with the left-
shifted output of the precedent PLFG. The left-shift is rec-
ommended to be about N2 bits, where N is the bit word size.
Using this configuration, the resulting period is much longer
than the one obtained from conventional Lagged Fibonacci
generators. It has been proved that the global output is unpre-
dictable, as generated sequences pass successfully the most
stringent randomness test suites.
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FIGURE 2. Block diagram of the Trifork generator.

The proposed architecture (see Fig. 2) hides the internal
random numbers through the XOR combination of three
different PLFGs.Moreover, it was found that the combination
of three PLFGs allows reducing some operations, so Trifork
generator requires less computational power than three sepa-
rated PLFGs.

With these considerations, the mathematical expression
employed to implement the Trifork generator is (10), where
wn is the output of the generator.

xn = ((xn−r1 + xn−s1)mod m)⊕ z�n
yn = ((yn−r2 + yn−s2)mod m)⊕ x�n
zn = ((zn−r3 + zn−s)mod m)⊕ y�n
x�n = ((xn−r1 + xn−s1)mod m)� d

y�n = ((yn−r2 + yn−s2)mod m)� d

z�n = ((zn−r3 + zn−s3)mod m)� d

wn = xn ⊕ zn (10)

B. INITIAL CONFIGURATION
As said, for each Trifork generator included in the stream
cipher, a key must be shared between the base station and the
remote IoT device. It is implicit that all stream ciphers are
symmetric cryptographic schemes, so the problem of sharing
keys is basic in these scenarios.

In previous works, we have already investigated some
algorithms and protocols to share with safety symmetric keys
in order to initiate stream ciphers based on PRNGs in 5G net-
works [43]. In fact, although future 5G devices to be inte-
grated into the IoT slice (and other similar domains) will be
resource constrained, they can also execute in a sporadic way
some more complex processes (using, for example, auxiliary
co-processors if needed).

In our application scenario, the deployed IoT system and
5G infrastructure may be represented by a set of two collec-
tions (11). B represents the set of 5G base stations and D the
set of IoT devices which are connected to these base stations.

Siot = {B,D} (11)

Fig. 3 represents this scenario, where the number of base
stations is fixed to one, without loss of generality.

FIGURE 3. Study scenario for this work.

In this scenario, and in almost any other case of symmetric
key sharing nowadays [44], a Public Key Infrastructure (PKI)
is the most efficient solution to address this problem. In that
way, in our system two different cryptographic functions
will coexist: fsym (i.e. the stream symmetric cipher based on
a PRNG, see subsection C), and fasym (i.e. the KPI).

As symmetric cryptographic methods need an asymmetric
method to support the symmetric key sharing, in this work
we are employing the RSA (Rivest, Shamir and Adleman)
algorithm [45], as it can be employed to encrypt and to digi-
tally sign documents. Besides, there are efficient implemen-
tations of this algorithm in almost any existing programming
language [46].

The designed protocol to share the symmetric keys
based on the RSA cryptographic algorithm is very sim-
ple. It consists of a triple handshaking procedure (the most
recommended process to establish a communication link,
secure or not), where mechanisms to address and solve the
eventually problematic situations (packet loss, unexpected
delays in the communications channel, etc.) have been con-
sidered.

Fig. 4 presents a message sequence chart describing the
basic use case and behavior of the proposed protocol.

Basically, the base station, which has a powerful compu-
tational infrastructure, must calculate and broadcast its RSA
public key (so, the costliest procedures are not performed by
the IoT devices). This key is also signed, so the identity of the
owner is certified.

Each 5G IoT device receives the public key and, when it
wants to stablish a secure communication link, employs it to
encrypt and send to the base station the private symmetric
keys which are going to be used to initialize the stream cipher.

In order to guarantee the key sharing process has been
performed successfully, the base station and the 5G IoT
device confirm each other the transaction using the initialized
stream cipher. If shared symmetric keys contain any error,
the acknowledgment (ACK) message will not be recovered
(either in the base station or in the IoT device), and the key
sharing process could be repeated.
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FIGURE 4. Message sequence chart of the proposed initialization
protocol: successful secure link establishment and refused secure
link establishment.

This triple handshaking process allows checking that
a bidirectional secure link is open and, besides (see
Section III.C), enables the symmetric ciphers (both in the
base station and the IoT device) to get synchronized.

On the other hand, if the base station is congested, the IoT
device has not contracted any communication service, etc.,
the 5G network may refuse the link establishment and a non-
encrypted NACK message is sent.

The proposed protocol also includes timers and forwarding
techniques in order to get a secure link in aggressive environ-
ments; i.e. in presence of high delays, bursts of errors, inter-
ference, etc. A detailed analysis of all possible cases is not the
objective of this section, as previous works have addressed
this problem [43]. Only, as an example, Fig 5 presents two
different situations (those which have been proved to be the
most probable [43]).

In the first one (Fig. 5, on the left), it is represented the
proposed solution for situations where packet sending suffers
a great delay. As can be seen, basically, a timer is triggered
every time a packet is sent during the initiation process. If no
answer is received before this timer expires, then, the packet
is sent again. Eventually, a response to the first request could
be received. Thanks to a transaction number included in
every packet, this response may be discarded, waiting for the
answer to the last request.

In the second one (Fig. 5, on the right) it is represented
the protocol reaction if an error occurs during the key shar-
ing process and any of the sent messages (the keys or the

FIGURE 5. Message sequence chart of the proposed initialization
protocol: secure link establishment in radio channels with delays and
packet loss rate; and secure link establishment with corrupted packets.

acknowledgments) cannot be recovered adequately.
In particular, once the IoT device detects an error has
occurred, it reinitiates the process.

In order to avoid the system to enter in an infinite loop,
if any problem (delays, communication errors, etc.) persists
beyond a certain number of attempts, the procedures is can-
celled, and user applications are informed that the communi-
cation link could not be established.

Considering the private keys have been correctly shared,
both remote stream ciphers may be initialized, and the
encryption process can start.

C. SYSTEM OPERATION
The proposed stream cipher consists of a transmitter and
a receptor, which are slightly different. The stream cipher
receives a constant sequence of samples which are obtained
each Ts seconds (the sampling period) from an analog infor-
mation source (with a maximum bandwidth fB). Each sample
has a length of N bits, according to the word length in the
underlying hardware architecture. The stream cipher encrypts
the information, randomizes the length of the original sam-
ples (so no meta-information about the core of the cipher
is transmitted) and generates a pseudorandom code (syn-
chronized with the encryption code) employed in a spread
spectrum system which hides the communication signals in
the frequency spectrum below the noise level.

Fig. 6 presents a block diagram of the transmitter. The
scheme has three main parts: the encryption core, the
meta-information protection module, and the synchronized
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FIGURE 6. Block diagram of the transmitter of the proposed stream
cipher.

PRNG to feed the spread spectrum system (not included in
the cipher’s design as it belongs to the radio communication
system).

In the next paragraphs we are explaining each one of these
three main parts in detail.

Before describing the encryption core, it is important to
note that three different Trifork generators are considered in
the proposed cipher. In consequence, the global private key
of our system has a length around 9N bits, where N the
length of the original samples being encrypted (the precise
value depends on the specific configuration of the cipher).
Nowadays, any hardware platformmay support samples with,
at least, 10 bits (including the simplest microcontrollers, such
as the well-known Arduino project [47]). Thus, the proposed
scheme employs key lengths similar to most standard stream
ciphers (see Table 1). In this way, the proposed scheme,
at least, has the same security level of existing solutions (or
even higher).

As can be seen, the encryption core of the proposed cipher
is made of a Trifork generator and a (software) XOR gate. The
XOR gate receives two data sequences to be operated. Signal
xs[n] is composed of N bit samples, with a sample period
of Ts seconds. In order to guarantee the digital signal xs[n]
correctly represents the original analog signal x(t), it must be
guaranteed that the Nyquist theorem is fulfilled (12).

Ts ≤
1

2 · fB
(12)

In that way, xs[n] takes values in the range
{
0, . . . , 2N − 1

}
,

and it has a symbol rate as indicated in (14), and a binary rate

as indicated in (14).

λs =
1
Ts

(13)

λb =
N
Ts

(14)

The second injected data flow in the XOR gate p1[n] is
a pseudorandom number sequence generated by a Trifork
PRNG. This generator is configured to produce a signal
with the same characteristics (sample length, and symbol and
binary rate) than the information signal. That requirement is
necessary to apply the proposed encryption mechanism.

As said, as a main encryption mechanism, a XOR gate is
included in our proposal (15).

xe [n] = xs[n]⊕ p1 [n] (15)

XOR encryption may be highly strong or very weak,
depending on the use of this technology. If signal p1[n] is a
sequence of random numbers, then, all possible values have
the same probability, and this characteristic is transferred to
the encrypted signal (16).

P (p1 [n] = ξi) = P (xe [n] = ξi) = ϕ1 =
1
2N
∀ξi (16)

On the other hand, because of the structure of XOR opera-
tion, given a sample of the encrypted signal xe [n], all possible
values in the range of the original signal xs [n] have the same
probability of having produced that sample (17).

P
(
xs [n] = ξj|xe [n] = ξi

)
= ϕ2 =

1
2N
∀ξi, ξj (17)

Then, considering the Shannon’s information theory,
the mutual information between the original and the
encrypted signal I (xs; xe) represents the residual informa-
tion that remains in the encrypted signal about the original
one (18). A simple calculation proves that this quantity is
zero. Thus, the encrypted signal does not contain information
coming from the original signal.

I (xs; xe) =
2N−1∑
i=0

2N−1∑
j=0

P
(
xs = ξj, xe = ξi

)
· log

(
P
(
xs = ξj|xe = ξi

)
P (xe = ξi)

)
= 0 (18)

This statistical demonstration is not valid if signal p1[n] has
a short period (i.e. it cannot be considered random during the
entire data transmission and the PRNG is not secure) or if the
same pseudorandom sequence is employed to encrypt various
messages. In both cases a simple cryptanalysis may break the
encryption. In order to address the first problem, the Trifork
generator has been proved to be securewith a very long period
and a good random behavior. In order to address the second
problem, each time a transmission starts a new configuration
is generated for the stream cipher (as described in the previous
section).
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FIGURE 7. Block diagram of the retention system.

In that way, an encrypted signal xe [n] protecting the origi-
nal private information is obtained. This signal, however, still
contains some meta-information about the system.

In fact, recently, it has been proved that meta-information
may be also successfully employed to break encryptions con-
sidered secure [48]. Trifork generator partially addresses this
problem as the random signal p1[n] is not the direct output
of the PLFGs, but a XOR combination of them. However,
samples in xe [n] still contain an important meta-information
about the system: the sample length.

Although attacks against the proposed encryption core are
complicated to perform, a good quality input information for
them is that the signals p1[n] and xs[n] take values in the
range

{
0, . . . , 2N − 1

}
. This information could be perturbed

if additional unused bits are included into each sample (for
example), but then a percentage of the available bit rate
is wasted. Instead of that, our proposal considers a meta-
information protection phase, focused on hiding the informa-
tion about the sample length.

The proposed meta-information protection phase consists
of a Trifork generator and a retention system.

Trifork generator is configured to produce Q bit random
numbers with a period of T2 seconds. The clock that controls
the operation of this Trifork generator is synchronized with
the clock that controls the operation of the encryption core.
This is important in order to enable the information recov-
ering in the receptor. In conclusion, the generated random
signal p2[n] has a symbol rate as indicated in (19), and a
binary rate as indicated in (20).

γs =
1
T2

(19)

γb =
Q
T2

(20)

The retention system is showed on Fig. 7. It consists of a
FIFO (First In First Out) binary queue, where output samples
from the encryption core are stored as sequences of bit. This
queue is served by a unique server which each T2 seconds
sends a new sample made of the first M bits in the queue.
If there are not enough bits in the queue to create a M bit
sample, the server waits until they are received. In this con-
text, M is a random number generated by the Trifork PRNG
which takes values in the range

{
0, . . . , 2Q − 1

}
.

With the proposed scheme, the sample length of the origi-
nal system is hidden. Besides, the word length of the Trifork
generator in the meta-information protection phase is also

hidden. Although by collecting enough samples and analyz-
ing their length it is probable to find the value of Q, there is
no guarantee to obtain the real value.

On the other hand, with the proposed scheme, the random
signal p2[n] may be easily recovered by a cyber attacker.
However, that circumstance does not reduce the security level
of the proposed system as, thanks to the XOR operation,
it is impossible to find out the internal state of the Trifork
generator using only the output sequence. Besides, although
the original sample length was deducted, that does not break
the encryption. Therefore, the proposed scheme is a valid
meta-information protection solution.

The length of the output samples from the meta-
information protection module follows a uniform distribution
in the range

{
0, . . . , 2Q − 1

}
, as the Trifork generator that

controls the server.
As the described retention system includes a queue, it is

necessary to study this scheme using the queue theory,
in order to configure all design parameters properly.

The first consideration we must do is to guarantee that the
retention system is not congested. In this case, as only one
server is considered, the congestion level ρ is equal to the
traffic volume A supported by the retention system. In order
to guarantee the system is not congested (so a percentage of
the samples will be lost), the traffic volume cannot be greater
than 1 Erlang. The Erlang’s theory defines the traffic volume
as the quotient of average input traffic rate divided by the
average output traffic rate. As the proposed queue is a binary
queue, this parameter is properly estimated using binary
rates (21).

ρ = A =
λb

µb
≤ 1 (21)

The input binary rate in the retention system is con-
stant (15), and equal to the binary rate of signal xe [n], λb.
The output binary rate µb, however, depends on the output
sample length, which follows a uniform distribution.

The average value of the output sample length may be
easily obtained (22). And, as a sample is extracted from the
queue each T2 seconds, the average output binary rate is
directly obtained (23)

ηt =

2Q−1∑
i=0

i
2Q
=

2Q
(
0+ 2Q − 1

)
2Q · 2

=
2Q − 1

2
(22)

µb =
2Q − 1
2 · T2

(23)

Using this information, we obtain a relation between
parameters in the encryption core and parameters in the meta-
information protection step that is necessary to fulfill (24).

A =
N
Ts

2Q−1
2·T2

=
2 · N
2Q − 1

·
T2
Ts
≤ 1 (24)

If it is guaranteed that A ≤ 1, there are not structural
sample losses in the retention system, but there is a certain
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FIGURE 8. Temporal diagram of signals p1 [n] and p2 [n].

loss probability PL because of the limited capacity of the
queue.

In general, to operate correctly, the queue must be able to
store at least one input sample (i.e. N bits). Nevertheless,
if Q > N , then, the queue must be able to store (at least)
as much samples as needed to accumulate 2Q − 1 bits (the
maximum sample length in the retention system). Thus, there
is a minimum capacity Cmin the queue must have (25).

Cmin = N ·
⌈
2Q − 1
N

⌉
(25)

The queue capacity C may be higher than Cmin depending
on the loss probability PL the system can tolerate. Tradi-
tional mathematical analyses in queue theory are based on
Markovian traffic, so they are not applicable in our case [49].
On the other hand, proposals for general traffic models (such
as the Kingman’s formula [50]) are designed for pure waiting
systems (where queues are infinite), and they are not valid
in this context either. Thus, in order to evaluate the loss
probability in our scenario, we are analyzing the evolution
of the queue capacity in time.

As we have said, parameters T1 and T2 may be freely cho-
sen, considering the previously mentioned limits (13) (25).
However, in order to guarantee a good synchronization
among the clocks in the clock bank, enabling an analysis of
the queue capacity; we are adding a new requirement: T1 and
T2 must have a rational factor of proportionality (26).

T2
Ts
=
q1
q2
q1, q2 ∈ N (26)

This requirement means that, every q2T2 = q1T1 seconds,
signals p1[n] and p2[n] present a common edge (a rising
edge or a falling edge); a characteristic that allows them to be
synchronized. Temporal instants when both signals present a
common edge are noted as ne. See Fig. 8
In (27) it is described the queue capacity in these temporal

instants. Besides, if we take as initial condition thatC [0] = 0
(the queue is empty when the system starts operating), the

queue capacity may be calculated as in (28).

C [ne] = C [ne − 1]+ q1 · N −
q2∑
j=1

p2[q2 · ne − j] (27)

C [ne] = ne · q1 · N −
ne·q2∑
i=q2

q2∑
j=1

p2[i− j] (28)

Considering the maximum queue capacity is Cmax ,
samples are lost at ne if this maximum capacity is over-
come (29). Operating, and taking probabilistic values for
random terms, an expression for the loss probability at n = ne
is obtained (30).

C [ne] = ne · q1 · N −
ne·q2∑
i=q2

q2∑
j=1

p2 [i− j] > Cmax (29)

PL [ne] = P

ne·q2∑
i=q2

q2∑
j=1

p2 [i− j] < ne · q1 · N − Cmax


(30)

In order to obtain the global loss probability, it must
be considered the aggregated result of the entire temporal
series (31).

PL =
∞∑
ne=1

PL [ne] (31)

The proposed expression for the loss probability depends
explicitly on four parameters: N , Cmax , q1 and q2 . Besides,
it depends implicitly on the parameter Q. However, before
considering (31) as a valid expression to obtain the loss
probability, it must be guaranteed that the series presents a
convergent sum. In order to guarantee that, the distribution
function of the summation in (31) is analyzed.

Each individual realization p2[n] in that summation is
described by a uniform distribution U [u] in the range{
0, . . . , 2Q − 1

}
. This distribution is characteristic of the

Trifork generator and of all samples it generates. As each
realization (random number) is independent from the pre-
vious and the later ones, the probability density function
of the summation of k realizations may be calculated as
the convolution of the probability density function of the
individual realizations (32). In this case, the convolution of
U [u] with itself k times (33) is represented by the operator
convk (·).

pdf (X1 + . . .+ Xk) = pdf (X1) ∗ . . . ∗ pdf (Xk) (32)

pdf

 k∑
j=1

p2 [j]

 = convk (U [u]) (33)

The central limit theorem establishes that for large values
of k (in practice for k > 6), the probability density function
(pdf ) described by convk (U [u]) is a Gaussian distribution.
The mean and the variance of this distribution may be eas-
ily calculated from the mean and variance of the uniform
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FIGURE 9. Representation of the evolution in the pdf as the number of
samples in the summation goes up. The area below the limit (vertical
lines) is smaller as ne grows up. Configuration parameters: N = Q = 4.
Cmax = 4. q1 = q2 = 1. Blue graphic (ne = 3). Black graphic (ne = 8).
Red graphic (ne = 13).

distribution (34).

convk (U [u]) = 8ηg,σg [u]

ηg = k · ηt

σ 2
g = k · σ 2

t = k ·
2Q − 1
12

(34)

Therefore, as k goes up, the mean value of the correspond-
ing probability density function (pdf ) moves to higher values
in the abscissa axis. The increasing speed of the mean value is
ηt units per convolution. The resulting Gaussian function also
widens as k goes up; however, its widening speed is lower,
only ηt√

3
units per convolution.

Finally, in (30), the limit value for which the probability
(ne · q1 · N − Cmax) is calculated also increases as ne grows
up. However, its increasing speed is much lower, q1 ·N units
per convolution.

As a result of all this information, as ne grows up, the area
of the corresponding Gausian pdf that remains below the
calculation limit is smaller. Then, its contribution to the sum
of the series in (31) is also smaller and, thus, this sum is
guaranteed to be convergent. Fig. 9 shows this situation.

Therefore, it is possible to numerically obtain graphics and
tables that help people to choose the proper values for the
design parameters Q,N , Cmax , q1 and q2, given the maxi-
mum allowed loss probability PL or vice versa. Fig. 10 and
Fig. 11 are examples of these graphics. Fig. 10 represents
the loss probability depending on the capacity of the queue
Cmax for different values of Q. Fig. 11 represents the loss
probability depending on the capacity the parameter q1 for
different values of q2. As can be seen, for current standard
values and sample lengths, the loss probability is very low; as
the traffic volume supported by the system ismuch lower than
1 Erlang (congestion situations only appear for small values
such as N = Q = 2).

The output signal from the meta-information protection
phase xm[n] protects both, the original private information

FIGURE 10. Loss probability depending on the queue capacity Cmax for
different values of Q parameter. Loss probability is represented in bels.
The employed numerical algorithm has a precision of 0.1% Configuration
parameters: N = 10. q1 = q2 = 1.

FIGURE 11. Loss probability depending on the q1 parameter for different
values of q2 parameter. Loss probability is represented in bels. The
employed numerical algorithm has a precision of 0.1% Configuration
parameters: N = Q = 4. Cmax = 4.

and the meta-information. However, it may be still detected
in the frequency spectrum, so any attacker could easily cap-
ture the communication signals, although he cannot access
to the protected information. Besides, attackers could try to
generate interferences or deny the communication services by
producing electronic noise or placing any conductive object
to reflect the radio signals.

In order to address all these problems, a spread spec-
trum (SS) technique may be considered. The application
of these techniques belongs to the communication system,
and is outside the objective of this paper. Nevertheless,
in the proposed system, the necessary pseudorandom number
sequence to support these solutions can be generated apart
from the communication module, so this third PRNG may be
employed to synchronize the remote transmitter and receptor.

The proposed synchronized PNRG consists of a third
Trifork generator which is controlled by a third clock,
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FIGURE 12. Block diagram of the receptor of the proposed stream cipher.

synchronized with the two previous ones. In particular it must
be guaranteed that the period of this clock presents a rational
factor of proportionality with T1 and T2 (35). It must be taken
into account that, in order to feed a SS system, the period T3
must be much shorter than T1 and T2.

T3
Ts
=
q3
q1
;

T3
T2
=
q3
q2

q1, q2, q3 ∈ N (35)

Using the secure signal xm[n] and the random signal gener-
ated by this synchronized PNRG, p3 [n], the communication
module sends the private information to the receptor.

In the receptor, an equivalent stream cipher to the one
deployed in the transmitter is included. Fig. 12 presents the
corresponding block diagram. Some details are not included,
as components making up each one of the three main parts of
the stream cipher (the encryption core, the meta-information
protection module and the synchronized PRNG) are equal
to the ones previously described for the transmitter. As can
be seen, however, there are some important new modules.
These new modules perform complex algorithms, so the
receptor or the proposed stream cipher must be always placed
in the base station. The proposed initiation protocol (see
Section III.B) is designed by following this requirement.

The receptor of the proposed stream cipher includes three
new functionalities: the clock control system, the pattern
recognition module and the reconstruction system.

When the communication and the SS systems receive an
information signal x ′r [n] with a transmission power below the
noise level, they employ the random signal p′3[n] to recover a
signal x ′m[n] with an adequate Signal to Noise Ratio (SNR).
In order to do that, it is necessary to adequately synchronize
the pseudorandom code in the transmitter and the receptor.

Every SS system has the ability of getting automati-
cally synchronized through the calculation of the autocor-
relation (36). Moving in time the pseudorandom sequence,
the synchronization between the transmitter and the receptor

will be reached when the autocorrelation is maximal.

θ (n0) =
ni+k∑
i=ni

p′3 [i] p3 [i] =
ni+k∑
i=ni

p3 [i+ n0] p3 [i]

=

{
k + 1 if n0 = 0
↓↓↓ if n0 6= 0

(36)

These movements in time of the pseudorandom sequence
p′3[n] are obtained through a synchronization signal s[n],
being able to stop and run the master clock by means of a
clock controller. This clock controller is connected to two
additional controllers, which stop and run the other two mas-
ter clocks in the cipher, so the entire clock bank is synchro-
nized and controlled by a clock control system.

Nevertheless, getting the master clocks synchronized does
not guarantee the PRNGs in the receptor are totally syn-
chronized too. In fact, SS systems have the possibility of
storing or removing some samples of the pseudorandom
sequences. In practice, this means that when clocks are syn-
chronized, PRNGs (i.e. Trifork generators in the encryp-
tion core and the meta-information protection module) are
‘‘almost-synchronized’’, there are no guarantees that they are
completely synchronized.

In order to guarantee a total synchronization of the PRNG,
a pattern recognition module is included in the cipher. This
module receives the signal x ′m[n] whose sample length rep-
resents the sequence of generated pseudorandom numbers
by the Trifork generator in the meta-information protection
phase in the transmitter. This sequence is extracted and ana-
lyzed in order to infer the particular time instant n = n0
for which the PRNG must be configured so it generates the
same numerical sequence as described by the sample length
in x ′m[n].
As the receptor has the symmetric keys, and the clock

control system has placed the PRNG in an ‘‘almost-
synchronized’’ state, it is not complicated to deduct this spe-
cific instant using a simple program and a Trifork generator
configured as the PNRG in the meta-information protection
module.

The information about this instant, n = n0, is transmitted to
a reconstructionmodule, consisting of a fast evolution Trifork
generator which is able to recover the internal state of the
PNRG for the indicated time instant. This module, finally,
places the PRNG of the meta-information protection system
in a total synchronization state with the corresponding PRNG
in the transmitter.

It is important to note that, in the receptor, the
meta-information protection module is not necessary, as the
original length may be directly reconstructed knowing that
samples have a length of N bits. However, this module in
receptor allows the cipher to detect problems, cyber-attacks,
false transmissions and fails in the synchronization. As in the
transmitter, if no enough bits are received to create a sample
of Nbits, then, the encryption core (in this case) waits until
more bits are received. Thus, a flow of N -bit samples x ′e[n]
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is obtained as output of this module. This signal contains the
encrypted private information to be recovered.

At this point, it must be considered that clocks in the
clock bank have a rational factor of proportionality. Thus,
every so often, both clocks have a common edge, and both
associated PRNG produce a new sample at the same time.
In particular (see Fig. 8) the first common edge corresponds
to the transmission beginning. Therefore, once deduced the
time instant n = n0, the Trifork generator in the encryption
core may be also synchronized with the corresponding one in
the transmitter by means of a second reconstruction module.
As a result, a new pseudorandom number sequence p′1 [n] is
generated.

Using the generated sequence of random numbers p′1 [n]
and the signal x ′e[n], the private information may be deci-
phered and recovered using the same XOR operation
employed in the transmitter (37). The obtained signal x ′s [n]
will be equal to the original private information xs[n] if both
PRNG (in the transmitter and in the receptor) are totally
synchronized.

x ′s [n] = x ′e [n]⊕ p
′

1 [n]

= xs [n]⊕ p1 [n]⊕ p1 [n]

= xs[n] (37)

The synchronization process may be complex and time
consuming, so (in our proposal) it is performed by the
base stations. In traditional mobile networks, where devices
present a high mobility level, these techniques are useless as
the synchronization state is easily lost due to mobility. How-
ever, as we said, in the studied intra-slice domain, devices
have a very low and limited mobility level, so there is a very
low probability of the synchronization state to get affected
due to this fact.

IV. EXPERIMENTAL VALIDATION
In relation to the proposed stream cipher, evaluating the
security level of the proposed encryption scheme has no
sense, as it is directly equivalent to the randomness of the
Trifork generator, which has been deeply evaluated in the
literature [34]. Besides, important characteristics such as
the meta-information protection are not correctly consid-
ered in these analyses. Therefore, in this case, we have
designed an evaluation method based on key performance
indicators (KPI).

Four different experiments were designed in order to eval-
uate (i) the synchronization time depending on the number
of active communication links, (ii) the synchronization time
depending on the communication links being synchronized at
the same time, (iii) the binary loss probability depending on
the number of active communication links and (iv) the amount
of resources the proposed scheme requires from a resource
constrained microcontroller. The first three experiments were
based on a simulation scenario. The final experiment was per-
formed using a first practical implementation of the proposed
solution.

The designed simulation scenario was based on the
NS3 simulator, a network simulator very flexible and con-
figurable. It is an open source tool where scenarios are repre-
sented as C++ programs. This tool was deployed in a Linux
(Ubuntu 16.04) machine with 8GB of RAM memory and an
Intel i7 processor.

The simulation scenario consisted of a unique base station
and a variable population of IoT devices (see Fig. 3). Mod-
els for radio channels, interferences, network protocols, etc.
were taken from the NS3 libraries for mobile networks. The
simulation model for the base station was configured accord-
ing to the characteristics of current real base stations [51].
In particular, if the Digital Signal Processors (which belong to
the communication system) are not considered, most modern
base station nowadays [51] are composed of a relatively small
amount of hardware: a general purpose embedded processor,
15 Kilobits of SRAM and 32 Mbyte of DRAM.

In order to pack and assign these resources to the base sta-
tion, a virtual machine was deployed. It was configured using
container technologies; specifically, a Kernel-based Virtual
Machine (KVM) was created. It was deployed by means of
the libVirt Application Programming Interface (API), so the
machine can be managed directly from the C++ program
describing the simulation scenario.

With the objective of connecting the virtual machine and
the simulated scenario represented inside the NS3 simulator,
the base station in the simulation was provided with a TAP
bridge. These bridges forward the input traffic in the sim-
ulated base station to the external virtual machine, so real
algorithms, solutions and protocols may be easily tested.

As in this first three experiments, the impact of the pro-
posed solution in the IoT devices is not evaluated (we are
considering they can easily support the stream cipher), these
IoT components are represented only as simulated nodes
(which are also programmable in the NS3 simulator).

In the first experiment, a set of simulations was planned.
With each new simulation, the number of IoT devices is incre-
mented in one unit. These devices try to stablish a secure com-
munication link and get synchronized with the base station
sequentially. For each simulation, the synchronization time
required by the last device to be synchronized is measured.
New simulations were performed until the last IoT device
could not get synchronized.

During the second experiment, the same scenario of first
experiment was designed. However, in this case, IoT devices
try to get synchronized at the same time, instead of sequen-
tially. The total required time to synchronize all IoT devices is
measured. New simulations were performed until IoT devices
cannot get synchronized.

In these two first experiments, simulations were configured
for different values of Q parameter. Other relevant config-
uration parameters were fixed to represent a real situation
nowadays: N = 10

Finally, in the third experiment, a slightly different sce-
nario was created. In this new simulation, IoT devices were
supposed to be already synchronized. All IoT devices in the
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scenario are using an active communication link to stream
a binary data flow. With each new simulation, the num-
ber of IoT devices increments in one unit. The binary loss
probability is evaluated in each simulation, until it is close
to 100%. In order to evaluate the binary loss probability only
from to the proposed stream cipher, we reduce the impact
of the communication channel considering it ideal (without
packet losses, interferences, the binary rate may be as high as
desired, etc.). Simulations in this experiment were configured
for different values of Q parameter. The other configuration
parameters were fixed to represent a real situation nowadays:
N = 10, q1 = q2 = 1

The last, and fourth, experiment was very different from
the previous ones.

In order to evaluate the resource consumption of the stream
cipher when implemented in resource constrained microcon-
trollers, we developed an Arduino program describing the
cipher proposed for transmission. We evaluate the additional
use in RAM memory, program space (Flash memory) and
computational time due to the use of our proposal. As a prac-
tical consequence we are analyzing the limits of the proposal
to be used in the application scenario.

The experiment was repeated for different values of Q and
C parameters. The other configuration parameters were fixed
to represent a real situation nowadays: N = 10, q1 = q2 = 1
As a hardware platform, we employed an Arduino Nano

board. It includes an AVR microcontroller, the ATmega328
microcontroller. It also has 32 KB of Flash memory, 2 KB
of SRAM memory and 1 KB of EEPROM (which is rarely
employed).

V. RESULTS
In this section results of the described experiments in the
previous section are presented and discussed.

In order to remove from the results of the first experiment
(as much as possible) variations in the execution process of
the simulations due to exogenous variables (e.g. delays oper-
ations performed by the Operating Systems), for each case
twelve different simulations were performed. The average of
all these measures was obtained in order to calculate the final
results. Fig. 13 shows the obtained data.

As can be seen, the maximum synchronization time for
the proposed stream cipher is around Tsyn = 30 seconds.
This maximum time may vary around 15% depending on
exogenous variables, which do not directly depend on the
proposed solution.

Evolution curves present two different areas. In the first
zone, the synchronization time remains constant, around
Tsyn = 0.9 seconds, showing small fluctuations, which are
not related to the proposed cipher. This value is equal for
all values of Q parameters, as operation to be performed
(such as memory allocation) are almost independent of these
parameters. Then (in the second zone), once a certain number
of active connections is overcome, the synchronization time
starts growing exponentially, until the maximum synchro-
nization is reached.

FIGURE 13. Results of the first experiment: synchronization time
depending on the number of active communication links.

Both the number of active connection for which the maxi-
mum synchronization time is reached, and the growth rate in
the exponential zone strongly depend on the Q parameter.
As can be seen, as Q goes up, the growth rate in the expo-

nential zone and the number of active connection for which
the maximum synchronization time is reached increase.
In particular, for Q = 20, the maximum number of active
connections is Nconne = 244, whereas for Q = 8, the max-
imum number of active connections is Nconne = 5.8 · 105.
In fact, as Q parameter grows, the length of keys, the maxi-
mum capacity of the queue, etc., must be higher, and a lower
number of connections can be maintained at the same time.
Any case, if we consider that nowadays a base station can
only maintain around one hundred simultaneous connections
(due to limits in the use of the spectrum, data rate, etc.),
the proposed solution does not limit the performance of the
base station in any aspect.

In scenarios composed of pervasive infrastructures (such
as IoT scenarios), when the system is powered up, many
devices will try to get synchronized at the same time. In order
to evaluate the response of the base station in this situation
the second experiment was carried out. Fig 14 shows the
obtained results.

As can be seen, once more, results strongly depend on
Q parameter. Curves in Fig. 14 presents, also, two areas. In the
first area, the global evolution of the synchronization time
is linear with the number of devices that are trying to get
synchronized. The slope of this line is higher as Q goes up
(it must be remarked that axes are logarithmic). This situa-
tion may be explained by the small-time differences in the
execution of the synchronization operations (such as memory
allocation). Although considering only one realization these
differences are not appreciable (see Fig. 13), they have an
important effect when analyzing the accumulation of several
realizations.

Fast variations in this slope may also appear when the
base station starts being congested. The maximum number
of devices that may be synchronized at the same time is
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FIGURE 14. Results of the second experiment: synchronization time
depending on the communication links being synchronized at the
same time.

similar to the maximum number of active connections which
still allow new synchronizations. A difference around 10%
between both values may be seen (the maximum number of
devices that may be synchronized at the same time is lower,
as it could be expected).

The obtained curves also present a second area. In this area
the synchronization time goes up exponentially, indicating
that the base station is in a congested state. The growth rate
in this case also depends on the value of Q parameter. As the
number of devices that can be synchronized is lower as
Q parameter grows (see Fig. 13), the maximum accumulated
synchronization time is also lower if Q is higher.
In conclusion, we may guarantee that the proposed cipher

does not affect the synchronization of the IoT deployments
in 5G mobile networks, as the imposed limits are above the
real operation limits of base stations.

With previous experiments, the maximum number of
devices that may be connected at the same time to a unique
base station is evaluated. However, we have no information
about the quality of the communication links between the
base station and these devices. Experiment three aims to
obtain that information. Fig. 15 shows the obtained results.

As can be seen, obtained curves are sigmoid-like functions.
The binary loss probability remains between 0% and 5%
if the number of active connections is below the maximum
number of simultaneous connections a unique base station
can handle (see Fig. 13). In particular for Q = 20 the binary
loss probability is below 2% for Nconne . 250, whereas for
Q = 8 this situation is maintained for Nconne . 6 · 105 .
Once the maximum number of connections is overcome,

the binary loss probability starts growing, as no memory is
available to handle the extra input flows. This probability has
an asymptote for p = 100%, since, as the quantity of data
that are rejected goes up, the probability gets closer to 100%.
Nevertheless, there is always a certain percentage of data
that are accepted, so probability must be lower than 100%
(although as close to this value as desired).

FIGURE 15. Results of the third experiment: binary loss probability
depending on the number of active communication links.

Small fluctuations may appear in the curves because of
standard problems, such as the probability of queue to be
overflowed.

The three described experiments are focused on base sta-
tions. However, IoT devices are (at least) as important as these
components. In particular, we must guarantee that the pro-
posed cipher is light enough to be implemented in resource
constrained microcontrollers. Table 2 presents the results of
the last experiment, where an implementation of the proposed
cipher in a small microcontroller is evaluted.

As can be seen, the implementation of the proposed cipher
is very lightweight, and it does not almost consume resources
in the microcontroller. The use of the program space remains
equal, and the use of RAM has grown only between 1% (for
C = Cmin) and 2% (for C = 2 · Cmin). As we are using
an Arduino board, which is not prepared to work with bits at
low level, the designed program must employ standard data
types and the obtained program is almost independent from
the value of Q parameter (in practice, for small values of
Q we are allocating extra space for bits that are not going
to be used).

As a consequence of a program that is independent from
the value ofQ, the sample processing time is also independent
from this parameter. In this case, since microcontrollers only
admit sequential programming (not parallel programming),
the required time to update the three modules in the cipher
is not negligible. In particular, the required time to process
one sample has been multiplied by 10. In practice this implies
that the maximum admissible bandwidth for input signals has
been reduced in the same factor. Traditionally, Arduino board
may consider analog signal with a maximum bandwidth up
to 4.5MHz. When using our cipher, this quantity is reduced
to 450KHz.

Despite this fact, standard analog signals in IoT scenar-
ios have a much smaller bandwidth; usually no more than
100 KHz (almost three times the required throughput for
voice transmissions). Therefore, the proposed cipher will not
affect the wide majority of IoT applications, although they
are based on resource constrained devices.

16162 VOLUME 6, 2018560



B. Bordel et al.: Intra-Slice Security Solution for Emerging 5G Networks Based on PRNGs

TABLE 2. Resource consumption of the proposed cipher in
microcontrollers.

VI. CONCLUSIONS AND FUTURE WORKS
In this paper we have investigated and proposed a new secu-
rity solution for emerging 5G networks, to be applied in the
intra-slice domain.

The proposed solution consists of a stream cipher based
on lightweight pseudo-random number generators which pro-
tect the private information, the meta-information and hide
the communication signals in the frequency spectrum using
spread spectrum techniques.

We have also described and evaluated a first implemen-
tation of the proposed solution, using both, a simulation
scenario and a real deployment. Results showed that the
proposed cipher may be implemented in both, resource con-
strained devices and future 5G base stations.

Although the sample processing time in resource con-
strained IoT devices is multiplied by ten if using the proposed
cipher, it has been proved that the performance of none of
5G network components (both IoT devices and base stations)
will be penalized if they include the proposed solution.

Future works will evaluate the performance of the pro-
posed solution in microelectronic devices, such as System-
on-chip, as these hardware components are envisioned to be
the basis of future engineered solutions. On the other hand,
an efficient resource-constraint hardware implementation of
the proposed technology would be an interesting topic to be
investigated nowadays.

Considering more technical aspects, problems and pos-
sible solutions when using the presented proposal in non-
continuous transmissions should be evaluated (effects of
bursts of information, synchronization problems, etc.).

Besides, and finally, the combination of the proposed
cryptographic solution with other security methods should
be investigated. Frameworks including cryptographic tech-
niques, trust management technologies and other similar
solutions should be integrated to design a totally secure future
Internet-of-Things.
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4 Discussion, Conclusions and 
Future Works 

In this section, and considering the selected papers presented in the previous 

section, it is described a general overview of the proposed solutions and the innovative 

technologies developed. Results of the performed experiments are also analyzed 

together, so a general discussion about the developed investigation may be done. From 

this analysis some relevant and significant conclusion are extracted and presented. 

Finally, considering the performed analysis discussion and conclusion extraction, some 

pending challenges, future research opportunities and future works are proposed. 

4.1 General overview of the proposed solution 

After analyzing the existing technologies in the context of Cyber-Physical systems 

(by studying works in the state-of-the-art) in respect to functional architectures, 

application scenarios and global capabilities (among other important topics); the most 

interesting proposals for process execution application are identified (with special 

interest on the NIST’s proposals). The paper “Cyber–physical systems: Extending 

pervasive sensing from control theory to the Internet of Things” by Bordel et al. 

(Section 3.2) reports the obtained results.  

With the obtained information from paper “Cyber–physical systems: Extending 

pervasive sensing from control theory to the Internet of Things” by Bordel et al., it is 

proposed a first scheme to execute processes in humanized CPS. 

The global solution proposed in this PhD Thesis work starts with the design of a 

reference architecture reported in the paper “Physical processes control in Industry 4.0-

based systems: a focus on Cyber-Physical Systems” by Bordel et al. In this paper it is 

described an eight-level reference architecture, based on the NIST’s reference 

architecture from which transversal components have been removed and two 

additional interconnection layers (middleware) have been added to adapt the proposal 

to process execution systems. 
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Considering the reference architecture proposed in the paper “Physical processes 

control in Industry 4.0-based systems: a focus on Cyber-Physical Systems” by Bordel et 

al., it is proposed an implementation architecture describing the components that make 

up humanized CPS in the paper “Building smart adaptable Cyber-Physical Systems: 

definitions, classification and elements” by Bordel et al. It is identified in which level 

each component is placed, if they are hardware or software; and, overall, which 

components are already available, which ones must be adapted from existing products 

and which elements must be designed.   

Considering the reference architecture previously defined, and the implementation 

architecture and the components identified in the paper “Building smart adaptable 

Cyber-Physical Systems: definitions, classification and elements” by Bordel et al.; in the 

paper “Building enhanced environmental traceability solutions: From Thing-to-Thing 

communications to Generalized Cyber-Physical Systems” by Bordel et al. it is proposed 

a high-level functional architecture, using general components that cover the essential 

functions required to execute processes in humanized CPS. In this work a more 

detailed functional architecture and specific models where all components that make 

up humanized CPS (including humans acting as service providers), their relations and 

their main characteristics are also described. These models will be later employed in 

predictive management solutions based on simulators, and in orchestrated 

management schemes, where a virtual representation of the underlying physical 

platform is proposed. 

This detailed functional architecture proposed in the previous paper is employed 

for first time to execute processes in the paper “TF4SM: a framework for developing 

traceability solutions in small manufacturing companies” by Bordel et al. (see Section 

3.3). This paper proposes, besides a functional architecture, a real system consisting of 

three main components performs mentioned functionalities in a simplified manner.  In 

this work, besides, it is implemented for first time a cyber-physical device (a smart 

glove and a smart table) that can operate into humanized CPS. These devices are 

employed to monitor the activities being performed by people and to explicitly notify 

information about them to other components in the system. This information is 

employed to make the process advance and trigger other activities.  

In particular, in this paper, processes previously identified as “event-driven” in the 

paper “Physical processes control in Industry 4.0-based systems: a focus on Cyber-

Physical Systems” by Bordel et al. are executed. In these processes the process control 

is in charge of low-level devices hardcoded programming describing processes 

(independently from the definitions at high-level). In this scenario, nevertheless, some 

interfaces to connect and send explicit information about low-level events (present and 

or future) to high-level components are also included. As it is described in the paper 

“Enhancing Process Control in Industry 4.0 Scenarios using Cyber-Physical Systems” 

by Bordel et al., where a stricter theoretical formalization of the event-driven process 

execution is proposed, these interfaces enable high-level components to control the 

activities performed by hardware devices in an independent manner. Furthermore, it is 

564



4. DISCUSSIONS, CONCLUSIONS AND FUTURE WORKS 

  

 

 

 

also described in this paper that these event-driven processes are modeled by means of 

state machines. 

State-machines for these processes are defined at high level, and are transformed 

using service catalogues (see Section 3.4) and transformation laws to create various 

service definitions at various levels. The state machine remains in the same state until 

an explicit event notification from the physical platform is received. Then, and 

depending on the particular process, the machine advances towards the next state 

executing both the input activities in the target state and the output activities in the 

source state. Activities may consist of control actions to maintain the process within a 

certain limit, new processes that are triggered, etc. 

This bottom-up approach is complemented with a top-down view proposed in the 

paper “Process execution in Cyber-Physical Systems using cloud and Cyber-Physical 

Internet services” by Bordel et al. In this paper it is described in a very detailed manner 

the functional architecture required to execute process in humanized Cyber-Physical 

Systems, emphasizing the components that make up the infrastructure in each one of 

the proposed abstraction levels. Besides it is described an algorithm to select the best 

location to execute a service among the local platform, virtual entities or external cloud 

services, presenting the required interfaces to read the service catalogue created at each 

level. Moreover, special components (such statistical service invocators) are employed 

regarding the specific characteristics of processes related to the physical world.  

In this approach it is proposed as best technology to represent and execute 

processes a high-level executable processes description language known as YAWL 

(Van Der Aalst et al., 2005). This language permits describing processes both at 

business level and production level, and all process configurations can be described, 

although, before that, a domain-specific language (for example BPMN (White, 2008)) is 

used to create the process by domain-experts, employing a transformation step to 

change this domain definition to an executable definition in YAWL. 

In respect to the described process execution systems in these previous works, a 

solution is missed that creates and maintains the services collection in each one of the 

abstraction layers, to later being able to transform processes and involve participants 

(devices, humans or entities in charge of the execution).  

A general overview of the proposed service configuration solution, all the proposed 

abstraction layers, the main functionalities required from a service self-configuration 

solution, and first discussions about how to create heterogeneous services by the 

coordination of entities with very different behavior and capabilities (in the context of 

Humanized Cyber-Physical systems) are proposed in the paper “Low-Level Service 

Management in Cyber-Physical Systems” by Bordel et al. (see Section 3.5). In this paper 

it is also explained how to define costs and quality estimations about services, 

considering how distinct entities execute the activities that compose services. This 

information is stored with the execution scheme of each service, as it is essential to 
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make a decision about the best location to execute each service with the previously 

described algorithms.   

In general, three different layers are identified in service self-configuration 

technologies for humanized Cyber-Physical systems (see paper “Low-Level Service 

Management in Cyber-Physical Systems” by Bordel et al.). 

First, it is described the self-configuration at physical level. It is described how 

transducers are connected to computation nodes and other physical devices, and how 

these nodes detect available capabilities and send this information to the management 

component where these functionalities and grouped to define low-level services and 

manage the platform in an easier manner. Paper “Plug-and-play transducers in cyber-

physical systems for device-driven applications” by Bordel et al. (Section 3.5) describes 

this physical technology. 

Considering the information obtained by computation nodes using the technologies 

proposed in the paper “Plug-and-play transducers in cyber-physical systems for 

device-driven applications” by Bordel et al., in the paper “Fast self-configuration in 

service-oriented Smart Environments for real-time applications” by Bordel et al. it is 

proposed a fast solution to compose heterogeneous services by coordinating different 

physical capacities notified by different hardware nodes. Considering some previously 

defined templates, the proposed technology creates heterogeneous production services 

coordinating different physical capabilities. By composing several production levels, 

business level services are defined to create the corresponding catalogue. Finally, a 

description of the composition of each high-level service is obtained together with a 

description of its costs and initial QoS.  

On the other hand, it is also investigated a solution to, considering the global state 

of people at real-time, make a decision about the services that humans in the Cyber-

Physical Systems can execute. The solution includes a decision algorithm to create the 

corresponding service catalogue, a mechanism to assign a certain QoS to these services 

and a technique to enable the composition of thee services among them, and with 

services provided by hardware elements, in order to increase the heterogeneity of 

services and the wealth of the service catalogue. All these solutions are based on the 

Maslow’s works (Maslow, 1943) and require knowing the motivational state of people 

at real-time. Depending on the motivational state required to execute each service and 

the motivational state of humans in the systems, both the service catalogue and the 

corresponding QoS are calculated. This solution is described in the paper “Self-

configuration in humanized cyber-physical systems” by Bordel et al. (Section 3.5). 

In both papers, the one where the execution of event-driven processes was 

described (“TF4SM: a framework for developing traceability solutions in small 

manufacturing companies” by Bordel et al.) and the paper where the self-configuration 

solution for humanized Cyber-Physical Systems as presented (“Self-configuration in 

humanized cyber-physical systems” by Bordel et al.), it is indicated that new tools to 

monitor people in an efficient and precise manner are required, as well as new 
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technologies to adapt the hard execution of process performed by physical devices to 

the flexible, uncontrollable and variable behavior of people. Therefore, some papers 

describing these required solutions were also reported. 

In that way, in the paper “Assessment of human motivation through analysis of 

physiological and emotional signals in Industry 4.0 scenarios” by Bordel and Alcarria it 

is described some algorithms and mechanisms to monitor the motivational state of 

people, which is employed in the self-configuration process for services provided by 

humans in the paper “Self-configuration in humanized cyber-physical systems” by 

Bordel et al.. The monitoring and calculation solutions are based on the acquisition of 

physiological and emotional signals which are processed together considering the 

Maslow’s ideas in order to obtain an estimation of the motivational state.  

Also, in Section 3.6, in the paper “T4AI: A system for monitoring people based on 

improved wearable devices” by Pérez, Bordel et al., how monitoring devices for people 

are designed and constructed is described in detail at hardware level. These devices are 

employed to obtain signals in the paper “Assessment of human motivation through 

analysis of physiological and emotional signals in Industry 4.0 scenarios” by Bordel 

and Alcarria, and to monitor the activities being performed by people in process 

execution systems as explained in the paper focused on event-driven processes, 

“TF4SM: a framework for developing traceability solutions in small manufacturing 

companies” by Bordel et al. (see Section 3.4).  

In the previously referred paper, it is proposed a very simple mechanism to 

recognize the activity being performed by people, and then use this information to 

control the process execution. In order to improve the people’s freedom to execute 

activities and allow the creation of a much larger catalogue of permitted activities 

(practically unlimited), it is proposed an advanced pattern recognition technique based 

on neural and Bayesian networks in the paper “Recognition of activities of daily living 

in Enhanced Living”. In that way, humans can perform almost any activity, without 

requiring any previous hard configuration (as needed in the previous work “TF4SM: a 

framework for developing traceability solutions in small manufacturing companies” by 

Bordel et al.).   

Also, in order to flex and enable a freer execution of processes by humans, in the 

previous works it was also identified the need of defining a new process model 

adapted to human behavior. In this new approach processes are not validated 

considering a maximum permitted error in measurements or tasks, but more complex 

techniques are employed. In the paper “Process execution in humanized Cyber-

physical systems: soft processes” by Bordel et al. (Section 3.6) three different process 

model types are identified depending on their adaptation to the human behavior (hard, 

rigid and soft); being defined for first time the idea of soft process in the context of 

humanized CPS. Basically, these processes are validated using deformation functions, 

which are applied to the entire process or activities.  
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As specific technologies are required to integrate humans in Cyber-Physical Systems 

and manage their flexible behavior, it is also needed special mechanisms to manage 

hardware devices and their lifecycle, in order to maintain services in an available state. 

In particular, as CPS are distributed by definition, solutions to manage task executions 

in dynamic platforms are required; as well as techniques to enable device to self-

manage. In order to enable the resource self-management by hardware devices, and to 

allow pervasive physical platform to accept and execute tasks in a choreographed and 

coordinated manner among the different entities that support a certain heterogeneous 

service, in the paper “A Hardware-Supported Algorithm for Self-Managed and 

Choreographed Task Execution in Sensor Networks” by Bordel et al. in Section 3.7, a 

hardware-supported algorithm is proposed. The proposed algorithm can be 

implemented in all types of devices, and s based on the idea of “gas” which represents 

the available resources of devices at a certain moment and it is consumed as operations 

are executed. This solution is complemented with a filter (implement in a powerful 

control gateway, for example) that prevents the physical platform to get congested, 

which is based on the traditional Erlang’s queue theory.         

Despite the use of choreography solutions, hardware device lifecycle presents other 

important aspects (such as mobility) which must be also considered. Thus, in the paper 

“Predictive algorithms for mobility and device lifecycle management in Cyber-Physical 

Systems” by Bordel et al. it is proposed a management solution based on predictions 

about the future state of the systems and the composing devices, so no operation gets 

cancelled, pending or blocked. The proposed solution is based on simulation and 

interpolation techniques to calculate the future state of a humanized Cyber-Physical 

System, and information which is employed to manage operations in the physical 

platform if an important change is expected to happen.  

Referred simulation techniques are supported by a specific humanized CPS 

simulator, where it is necessary to coordinate both the social subsystem as the 

communication and physical subsystems (representing humans, cyber components 

and the physical world). Thus, in the paper “A Methodology for the Design of 

Application-Specific Cyber-Physical Social Sensing Co-Simulators” by Bordel et al. (see 

Section 3.7) it is proposed a methodology to build simulators adequate to predict the 

future state of CPS and being integrated into predictive management solutions, as the 

one previously described. These simulators are configured using the models reported 

in the paper “Building enhanced environmental traceability solutions: From Thing-to-

Thing communications to Generalized Cyber-Physical Systems” by Bordel et al. (see 

Section 3.3) 

In all previously described works, it is said that communication among the different 

components that make up a humanized CPS is a critical issue to be considered. 

Although this is essential among any set of components within the proposed 

architecture, it is especially important in relation to physical devices as they may be 

deployed in a sparse way in an area without communication infrastructure, which can 

strongly affect the performance of the process execution system. In order to evaluate 
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the impact of the communication technologies in humanized CPS a new wireless 

channel model is proposed in the paper “Mobile Wireless Sensor Networks: Modeling 

and Analysis of Three-Dimensional Scenarios and Neighbor Discovery in Mobile Data 

Collection” by Robles, Bordel et al. (in Section 3.8). In this new channel model, 

important characteristics of devices in Humanized CPS are considered, such as the 

node mobility, the connection procedures of wireless technologies (such as WiFi or 

Bluetooth) or the possibility of performing handovers. The proposed model is based on 

the addition of some harmonic functions to regular trajectories and the introduction of 

stochastic terms in propagation expressions.   

The situation where handovers must be performed is analyzed in detail in the paper 

“Using 5G technologies in the Internet of things handovers, problems and challenges” 

by Bordel et al. The conclusion of this works if the need of designing a new network 

scheme for future scenarios, what is known as fifth generation communications. Thus, 

in the paper “Virtualization-Based Techniques for the Design, Management and 

Implementation of Future 5G Systems with Network Slicing” by Bordel et al. (see 

Section 3.8) it is proposed a new network design and implementation for humanized 

Cyber-Physical Systems to increase their flexibility with a much more adequate 

communication scheme.  The proposed solution is based on virtualization techniques 

such as Dockers and existing white papers of international organizations such as the 

5GPPP (5GPPP, 2018). 

Finally, an important and independent aspect the proposed solution is how to 

secure humanized CPS focused on process execution.  

First, in the paper “Protecting Industry 4.0 Systems Against the Malicious Effects of 

Cyber-Physical Attacks” by Bordel et al. (see Section 3.9), they are investigated the 

types of attacks that may suffer a humanized CPS; being identified a new class of 

attack named as “cyber-physical attack”. These attacks may be described using a 

specific language and present some special characteristics that can be classified using 

six different categories. Using these descriptions, it is proposed a security technology 

for humanized CPS where an intelligent module using the game theory is able to make 

a decision about if a cyber-attack is being produced and perform the smartest strategy 

at each moment. 

On the other hand, two additional proposals are proposed in order to protect 

humanized CPS against two specific possible attacks. In the paper “Detecting 

Malicious Components in Large-Scale Internet-of-Things Systems and Architectures” 

by Bordel et al. it is proposed an algorithm being able to detect malicious, infected or 

untrustworthy nodes in the system, isolate them and prevent them to affect the entire 

system. Moreover, in the paper “An intra-slice security solution for emerging 5G 

networks based on pseudo-random number generators” by Bordel et al. a 

cryptographic solution based on symmetric key techniques is proposed, which allows 

protecting the private information about users (for example the physiological signals 

employed in the paper “Assessment of human motivation through analysis of 
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physiological and emotional signals in Industry 4.0 scenarios” by Bordel and Alcarria). 

The proposed solution is lightweight so it can be implemented in resource constraint 

devices as which employed to monitor people in humanized CPS. 

The final solutions include an architecture valid to execute all process types 

considered in humanized CPS, a list of all possible process models in these systems 

and the service self-configuration and self-adaptation technologies employed to 

generate and maintain the service catalogues employed to transform and execute 

processes. Monitoring techniques to evaluate and manage humans and their behavior, 

as well as management techniques to control hardware devices and their lifecycle are 

also included in the proposed solution. Finally, new communication technologies to 

improve the flexibility of the proposed solution, and security proposals to protect the 

users’ private information and the system against malicious nodes are designed and 

evaluated as well. 

Table 2 summarizes the contribution of each paper solution in Section 3 to the 

global.  

 

Table 2. Overview of the proposed solution 

Paper Section Main contribution 

Cyber–physical systems: Extending 

pervasive sensing from control theory to 

the Internet of Things  [JCR- Q2] 

3.2 

An analysis of the state-of-the-art in Cyber-Physical Systems, 

considering all elements that may be part of CPS, the different 

proposed architectures and the main standardization initiatives 

Building smart adaptable Cyber-

Physical Systems: definitions, 

classification and elements 

3.3 

An implementation architecture describing all physical elements and 

software components that make up a humanized CPS, including the 

main required functionalities such as intelligent management  

Physical processes control in Industry 

4.0-based systems: a focus on Cyber-

Physical Systems 

3.3 

The different processes to be executed in humanized CPS, a reference 

architecture to support process execution systems using humanized 

CPS. 

Building enhanced environmental 

traceability solutions: From Thing-to-

Thing communications to Generalized 

Cyber-Physical 

3.3 

An exhaustive model to describe humanized Cyber-Physical Systems, 

its components, their relations and their main characteristics.  Also it 

is included a flexible functional architecture to build process 

execution systems using cyber-physical technologies 

Process execution in Cyber-Physical 

Systems using cloud and Cyber-

Physical Internet services [JCR- Q2] 

3.4 

 

A detailed functional architecture and execution algorithms to execute 

computational processes with a top-down approach. 

TF4SM: a framework for developing 

traceability solutions in small 

manufacturing companies [JCR- Q1] 

3.4 

A detailed functional architecture and hardware devices to execute 

low-level defined processes controlled by state machines.  

Enhancing Process Control in Industry 

4.0 Scenarios using Cyber-Physical 

Systems   [SJR- Q2] 

3.4 

A complete formalization of the execution of event-driven processes, 

considering state machines and specific description languages. 

Low-Level Service Management in 

Cyber-Physical Systems 
3.5 

A global overview of the required service self-configuration processes 

in humanized CPS, including algorithms to evaluate the QoS 

Self-configuration in humanized cyber-

physical systems [JCR- Q3] 
3.5 

A self-configuration algorithm based on Malow’s theories to define 

heterogeneous services provided by people 

Fast self-configuration in service- 3.5 A mechanism to compose heterogeneous services at different levels 
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oriented Smart Environments for real-

time applications [JCR- Q4] 

by coordinating capabilities from different hardware devices and, 

even, people. 

Plug-and-play transducers in cyber-

physical systems for device-driven 

applications 

3.5 

Low-level self-configuration algorithms to enable computing nodes to 

learn about their own capabilities and use this information to be 

integrated into humanized CPS. 

Process execution in humanized Cyber-

physical systems: soft processes 
3.6 

A new process type based on the idea of “deformation” which is valid 

to execute processes based on human provided services. 

Assessment of human motivation 

through analysis of physiological and 

emotional signals in Industry 4.0 

scenarios [JCR- Q3] 

3.6 

A monitoring algorithm and system to obtain information about the 

motivational state of humans, from the analysis of psychological and 

emotional signals. Devices to monitor these signals are designed. 

Recognition of activities of daily living 

in Enhanced Living Environments 3.6 

A pattern recognition algorithm to infer the activities being 

performed by people at each moment, from the analysis of their 

action 

T4AI: A system for monitoring people 

based on improved wearable devices 
3.6 

Hardware devices to monitor human actions in an unobtrusive 

manner and enable the recognition of activities they perform 

Predictive algorithms for mobility and 

device lifecycle management in Cyber-

Physical Systems [JCR- Q3] 

3.7 

A management algorithm for hardware devices (and probably 

people) based on the prediction of the future state of the system using 

simulators and interpolation techniques 

A Methodology for the Design of 

Application-Specific Cyber-Physical 

Social Sensing Co-Simulators [JCR- Q1] 

3.7 

A methodology to build simulators for humanized CPS, by 

coordinating domain specific simulators for social, communication 

(network) and physical simulations.  

A Hardware-Supported Algorithm for 

Self-Managed and Choreographed Task 

Execution in Sensor Networks [JCR- Q1] 

3.7 

A hardware-supported algorithm to enable the self-management of 

resources by computing nodes, and the choreographed task 

execution.  

Mobile Wireless Sensor Networks: 

Modeling and Analysis of Three-

Dimensional Scenarios and Neighbor 

Discovery in Mobile Data Collection 

[JCR- Q4] 

3.8 

A model for scenarios based on geographically sparse sensor 

networks, where data are extracted by mobile data mules. The model 

is based on the addition of harmonic functions to regular trajectories, 

and the inclusion of the connection procedures of main commercial 

wireless communication technologies 

Using 5G technologies in the Internet of 

things handovers, problems and 

challenges 

3.8 

A deep analysis of handovers in the context of Internet of Things 

systems and future 5G is provided using simulation techniques 

Virtualization-Based Techniques for the 

Design, Management and 

Implementation of Future 5G Systems 

with Network Slicing 

3.8 

An innovative approach to build future networks using commercial 

virtualization technologies, such as kubernetes, and enable the 

creation of different slices for future fourth industrial revolution 

scenarios 

Detecting Malicious Components in 

Large-Scale Internet-of-Things Systems 

and Architectures 

3.9 

A mechanism and algorithm to detect malicious components (those 

which provide false information) in the context of humanized Cyber-

Physical systems, and isolate them to protect the system 

Protecting Industry 4.0 Systems Against 

the Malicious Effects of Cyber-Physical 

Attacks 

3.9 

An intelligent security solution to detect cyber-physical attacks using 

a set of predefined templates, and select the mort appropriate 

protection strategy using the game theory 

An intra-slice security solution for 

emerging 5G networks based on 

pseudo-random number generators 

[JCR- Q1] 

3.9 

A cryptographic solution based on symmetric key techniques to 

protect user private information, specifically those data that are 

transmitted as a continuous flow such as physiological signals.  
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4.2 Result analysis and discussion 

All papers included in the collection presented in Section 3 provide a validation 

study where both technical and global characteristics in a relevant scenario are 

analyzed. In each paper the main properties, limits and the usability of the particular 

technical proposals are evaluated, but also the adequacy and the performance of the 

described solutions in some relevant cases according to the described methodology 

that guides this PhD Thesis work. 

In particular, papers included in Section 3.4, related to the process execution and 

management in the context of humanized Cyber-Physical Systems, describe validations 

in holistic cases and scenarios and, therefore, from these papers are extracted most part 

of the results that proves Hypothesis#1. On the other hand, paper in the next thematic 

units, in Subsection 3.5, Subsection 3.6 and Subsection 3.7, include experimental 

validation in embedded cases, which provide partial and complementary information 

about the proposed solutions, technologies and components in those works.  

To prove the validity of Hypothesis#1 it is not performed a statistical analysis of the 

aggregated data from all cases is not performed. Instead, specific statistical processing 

methods are considered to study (within each case) the humanization and flexibility 

level during process execution in humanized CPS-based systems, and to compare the 

results to traditional solutions. .  

Specifically, the most employed procedure is the Mann-Whitney U test. The Mann–

Whitney U test is a nonparametric test of the null hypothesis that two samples come 

from the same population against an alternative hypothesis, comparing the mean 

values of the two samples. It is used to evaluate if two different data populations are 

similar or different (higher or lower). The 𝑝 value indicates the significance level of 

Mann–Whitney U test.  

In both papers “Process execution in Cyber-Physical Systems using cloud and 

Cyber-Physical Internet services” by Bordel et al. and “Building enhanced 

environmental traceability solutions: From Thing-to-Thing communications to 

Generalized Cyber-Physical Systems” by Bordel et al., they are reported success rates 

in process execution with humanized CPS above the ones that are obtained using 

existing solutions. In all cases and scenarios, the success rate is above 95%. In these 

same papers it is also reported an improvement in the execution time and better 

scalability, especially when event-driven processes are executed, when the amount of 

information traffic through communication networks grows up as more devices are 

working and executing operations in parallel.      

In the same manner, in the paper “TF4SM: a framework for developing traceability 

solutions in small manufacturing companies” by Bordel et al. it is reported a relevant 

flexibility during process execution in cases where people performs an essential role as 

service providers. Besides, it is showed an important decreasing in the number of 

made errors by workers integrated into humanized Cyber-Physical systems.  
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It must be taken into account that selected scenarios are relevant for this PhD Thesis 

works, but obtained results could be different if the proposed solutions are deployed in 

a real industrial environment including only domain workers without technological 

skills. In order to evaluate somehow the impact that the consideration of these real 

scenarios could have in the obtained results, in the paper “Building enhanced 

environmental traceability solutions: From Thing-to-Thing communications to 

Generalized Cyber-Physical Systems” by Bordel et al. (also in Section 3.4) it is proposed 

an experiment where industrial experts inform about their experience using 

humanized CPS. Results report an important improvement in all KPIs (Key 

Performance Indicators) for executions systems based on humanized CPS: from the 

usability and ease to create and define processes, to the flexibility during the execution 

and the correctness and success applying control policies.  

 Solutions described in papers in Section 3.4, especially in the paper “Process 

execution in Cyber-Physical Systems using cloud and Cyber-Physical Internet services” 

by Bordel et al., already considers the effects of technologies proposed in other papers, 

such as those related to self-configuration or the human integration into CPS. 

Therefore, described results validate Hypothesis#1.  

It must be noted, however, that in the employed case study methodology, general 

conclusions are extracted from repeated observations in some relevant scenarios.  

Nonetheless, future application scenarios may include some cases, which nowadays 

are not relevant and, then, have not been considered in the experimental validation. In 

this case, Hypothesis#1 would not be valid. In that way, it is important before selecting 

an application scenario to guarantee that it is clearly and totally represented by those 

relevant cases selected for experiments in this PhD Thesis work.     

Moreover, and finally, obtained results in the paper “Fast self-configuration in 

service-oriented Smart Environments for real-time applications” by Bordel et al. 

(Section 3.5) proves that it is possible to build real-time applications using humanized 

CPS, as it is possible to calculate and maintain the catalogues of heterogeneous 

services, which support the process execution, also at real time. 

In respect to Hypothesis#2, results reported in the paper “Mobile Wireless Sensor 

Networks: Modeling and Analysis of Three-Dimensional Scenarios and Neighbor 

Discovery in Mobile Data Collection” by Robles, Bordel et al. and in the paper “Using 

5G technologies in the Internet of things handovers, problems and challenges” by 

Bordel et al. must be considered. They prove that depending on the communication 

system configuration, how geographically sparse the physical platform is, if there is or 

there is not a reliable communication infrastructure, etc., it is possible the flexibility 

(and probably, humanization) in process execution using humanized CPS to strongly 

decrease. Even, it is possible the system to stop and get blocked, as communications 

are not available enough time to define a valid service catalogue and (while being 

valid) order the process execution to the low-level components. In fact, scenarios 

focused on ad-hoc connections cannot support process execution systems based on 
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humanized CPS, although some types of CPS could be deployed in those scenarios (for 

example CPS for Smart Agriculture). In general, connections must be permanent and 

stable during a relatively long time to make viable the deployment of a process 

execution system based on humanized Cyber-Physical systems (and, then, a flexible 

execution of processes). Hypothesis#2 is then validated, as the influence of the 

communication networks in the flexibility (overall) and humanization (in a lower level) 

during process execution gets proved.    

It is important to note that results related to Hypothesis#2 do not stablish new 

design laws or imply the need of redefining process execution systems based on 

humanized CPS. They stablish limits to the selectable application scenarios where these 

systems may be successfully deployed. In particular, scenarios where the physical 

platform is geographically sparse cannot be considered.   

The last group of results contained in this PhD Thesis work, which must be 

analyzed, is related to security schemes. In this PhD Thesis work, three different 

security solutions for humanized CPS have been proposed, each one associated to an 

experimental validation where the impact of these technologies in the process 

execution is evaluated.  

As can be seen in the paper “An intra-slice security solution for emerging 5G 

networks based on pseudo-random number generators” by Bordel et al. the required 

time to execute the encryption procedure is negligible, and no relevant impact on the 

process execution system efficiency, flexibility or humanization is detected. On the 

contrary, it is reported a significant increase in the memory usage, but this do not affect 

most important characteristics of process execution systems. Then, it can be ensured 

that security techniques do not affect the flexibility or humanization of humanized 

CPS, as the execution speed, scalability, effectiveness and success rate remain 

invariant.  

The same conclusions may be extracted for proposals contained in papers 

“Detecting Malicious Components in Large-Scale Internet-of-Things Systems and 

Architectures” by Bordel et al. and “Protecting Industry 4.0 Systems Against the 

Malicious Effects of Cyber-Physical Attacks” by Bordel et al. (see Section 3.9). As can be 

seen in both cases (especially in the paper “Protecting Industry 4.0 Systems Against the 

Malicious Effects of Cyber-Physical Attacks” by Bordel et al.) the security solution 

executes in parallel to the process execution algorithms, and the required time to detect 

an attack and trigger a solution might be considered minimum in comparison to the 

required time to execute a high-level process.  In that way, Hypothesis#3 is also 

validated.  

Any case, it must be noted that security schemes are very dependent on the number 

of entities that are executing operations in parallel at a certain moment. Thus, the use 

of pervasive and very dense physical platform will probably impose new 

requirements, and security technologies will need a higher amount of resources to be 

effective. However, the scalability evaluations provided in the paper “Detecting 
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Malicious Components in Large-Scale Internet-of-Things Systems and Architectures” 

by Bordel et al. shows that the increase in the number of physical components must be 

very strong to seriously affect the performance of the system. Nonetheless, as future 

applications or scenarios are unknown, these limits must be considered.   

4.3 Conclusions 

This PhD Thesis work is motivated by the need to explore new process execution 

systems adapted to the requirements and necessities that will be born from the fourth 

industrial revolution also known as the era of Cyber-Physical Systems. 

The need includes the definition of new process models, execution algorithms, as 

well as service self-configuration technologies to coordinate the heterogeneous 

capacities available in different entities. Services are composed by coordinating both 

hardware devices and humans (which in future technological systems could act as 

service providers), integrated into process execution systems.  It is also required to talk 

about security and communication networks.   

This need and its associated proposals arise after performing an exhaustive analysis 

of the state-of-the-art, identifying the nowadays existing technologies, their properties, 

the different approaches to CPS, the different architectures that have been reported, the 

components that might be part of CPS and the main standardization initiatives 

reported until now.  

Nonetheless, it has been noted that it does not exist a valid proposal for all future 

scenarios associated to the fourth industrial revolution of Industry 4.0. And, overall, 

there is no proposal adapted to scenarios where people intervene as active agents and 

their participation is essential; as for example in manufacturing companies.  

 To address this first problem, it is defined a reference architecture especially 

designed for process execution systems based on humanized Cyber-Physical 

systems (defined as those CPS where people have an active role). It is also 

proposed an implementation architecture where the independent physical and 

software components that make up these systems are identified. Moreover, and 

finally, a detailed functional architecture describing all functionalities that must 

be included in humanized CPS to be effective as process execution systems is 

also proposed. 

In a more and more automated world, the process definition techniques in such a 

way that processes could be later executed by a technological solution (in an 

independent, flexible and automated way), and tools for domain experts without 

engineering or programming skills to define processes in an easy manner, are topic 

receiving a great attention, especially if related to Industry 4.0.      

 Therefore, in this PhD Thesis work, mechanisms to enable the flexible, 

humanized and automatic execution of processes using the previously described 
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architectures are proposed. These contributions include decision algorithms to 

enable the local execution of tasks or to externalize them to virtual entities, cloud 

services or third-party production systems. The referred mechanisms also 

include the definition of processes in an executable manner, as well as 

technologies to transform these description languages into different abstraction 

layers, as well as into domain-specific languages employed by domain experts 

to define processes they desire to execute in an easy manner. They have been 

also considered other process types, not firstly defined at high-level, as those 

which are controlled by people or devices at low-level, or those which are event-

driven (for which techniques to define some control laws or states the process 

must meet or pass through are also described).   

The necessity to provide services at a very high-level in process execution systems, 

some services which are usually created by joining smaller activities executed at lower 

levels; as well as the use of a service-oriented architecture in almost all future 

engineered systems because of its flexibility, causes the need of defining service 

configuration mechanisms. These mechanisms must be self-configuration technologies 

to define and maintain heterogeneous services created by coordinating entities with a 

very different behavior and capabilities.     

 Contributions relative to this problem that are included in this PhD Thesis work 

allow the creation and definition of a service catalogue at all abstraction layers 

where it is required, from a minimum template; and enable associating to each 

service a QoS indicator which is employed to make decisions about the locations 

where particular tasks and processes are executed. Solutions adequate to device 

supported services and human provided services (these solutions based on the 

Maslow’s works) are reported, as well as technologies to configure hybrid 

services.  

The integration of humans in Cyber-Physical systems is a pending research 

challenge that must be addressed, as well as an opportunity to discover new 

application scenarios and businesses. However, several technological issues must be 

solved in relation to this challenge. 

 In order to address this challenge, in this PhD Thesis work it is proposed a new 

process model named as “soft process”, which is validated using the concept of 

deformation (instead of the traditional maximum permitted error), as it is an 

idea much flexible and closer to human behavior. Mechanisms to recognize the 

activities being performed by people and, then, being able to control the 

evolution of processes executed by them, are also described. Finally, they are 

proposed devices and algorithms to monitor the state of humans, especially 

physiological and emotional signals. This information is employed to obtain an 

estimation of the human motivational state which is used to decide which 

services and with which quality might be executed by people in the CPS.     

576



4. DISCUSSIONS, CONCLUSIONS AND FUTURE WORKS 

  

 

 

 

Device management techniques in distributed computing platforms, as humanized 

CPS, are one of the most popular and studied research challenges in 

Telecommunication engineering. Very different proposal related to this topic have 

been reported, but humanized CPS present some special characteristics: the inclusion 

of resource constraint devices with a very heterogeneous behavior, which are unable to 

execute tasks making up a process (so tasks must be decomposed into smaller 

operations), etc.   

 Contributions presented in this PhD Thesis work about this topic include 

hardware supported mechanisms that enable the device self-management, in 

order to select if they can accept the execution of a certain operation; algorithms 

to prevent the entire system congestion and solutions to enable the 

choreographed execution of tasks among entities in charge of executing 

operations composing those tasks.  Besides, predictive management policies are 

also presented in order to simulate and learn about the future system states and 

make decision about event related to the device lifecycle before they occur.  

As all telecommunication systems, the basic technology in humanized Cyber-

Physical Systems is communication networks. Research related to communications and 

future applications and scenarios such as Cyber-Physical Systems is a very popular 

research line nowadays. 

 In order to solve this problem, in this PhD Thesis work, it is proposed a new 

model for wireless channels, created by adding some harmonic functions to the 

main and essential trajectories created by nodes while moving. The connection 

process for the most popular commercial technologies nowadays is also 

considered in the model. It is also proposed a network architecture for future 

systems (fifth generation systems) based on virtualization technologies. This 

proposal is based on a detailed study about handovers in mobile networks and 

Cyber-Physical systems, where devices have a small coverage range and are 

deployed in a very dense manner.   

Finally, in order to enable the flexible process execution and the service self-

configuration (where private information about people and their physiological and 

emotional state is employed), security policies must be considered. 

 In order to provide security to humanized CPS, in this PhD Thesis work they are 

proposed three different mechanisms. On the one hand, an encryption scheme 

based on symmetric key technologies in order to protect private personal 

information is described. On the other hand, a solution and algorithm to detect 

malicious components based on the ideas of trust and reputation is described, 

which allows detecting and isolating infected components. Finally, an intelligent 

algorithm to protect humanized CPS against general attacks, based on game 

theory and a specific description language, is also reported.  
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In this PhD Thesis work, and according to the proposed case study methodology, is 

has been developed a set of experiments and validation in real and simulation 

scenarios that allow extending the proposed work from the theoretical discussion to 

the real engineering. Namely:   

 The process management techniques and solutions are evaluated through 

statistical techniques and survey research. Relevant scenarios where these 

solutions have been validated include production systems, manufacturing 

companies and assembling lines.  

 Self-configuration technologies, including those referred to humans and those 

focused on devices, are evaluated in scenarios related to Smart Environments 

and Ambient Intelligence deployments. 

 Scenarios related to Ambient Intelligence deployments are also employed to 

validate proposals focused on integrating humans into CPS. Besides, Industry 

4.0 applications are selected as relevant cases to experiment with monitoring 

techniques applied to know the motivational state of people. 

 Cases where physical device management technologies are validated are 

exclusively focused on IoT systems and Smart Cities. Large IoT deployments 

are, besides, the relevant scenarios where security technologies are evaluated 

(using simulation techniques). Smart Cities are also referred in works related to 

fifth generation communication networks.  

 Finally, Smart agriculture applications are the main scenario where the 

proposed wireless communication channel model is evaluated using simulation 

techniques. The described analysis about handovers and CPS is also focused on 

this study case.   

Considering all previous analyses and discussions, it can be ensured that the 

proposed research objectives (see Section 1) have been fulfilled, and the established 

initial hypotheses (see also Section 1) validated. 

4.4 Future works 

This section describes the planned future works, related to the contributions 

described in this PhD Thesis work. 

The main pending challenge which must be developed in future works, as it is not 

addressed in this PhD Thesis work, in the integration of time references into 

humanized Cyber-Physical Systems. In fact, timing is one of the main research 

challenges related to Cyber-Physical systems, which in this PhD Thesis works has been 

only partially addressed.  

In particular, some process description languages, such as YAWL, may include time 

references to be considered during execution, as for example the maximum timeout for 

a task. However, there is not any vertical solution in the proposed architectures to add 

time information and feed process execution with the desired time requirements. 
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Besides, no solution to adapt the time understanding of people and hardware devices 

is proposed.    

Therefore, future works should address this challenge and design mechanism to 

integrate timing in process definition, to enable algorithms and functional components 

to understand time information, and finally to include a learning algorithms or smart 

system being able to harmonize the different understanding of time that are present in 

humanized Cyber-Physical Systems. 

Another pending challenge is the proposal of a management system to control 

emergencies related to services provided by people. In services provided by hardware 

devices, it is always possible (if necessary) to cancel all operations sending the 

appropriate message, removing the power supply, etc. Nevertheless, it is very difficult, 

and it is a problem not addressed in PhD Thesis work, how to cancel executions 

performed by people. This is especially critical when actions performed by people may 

cause a general fault in the system, affect other people or even might be a danger for 

the service provider. 

Although proposed solutions include some information displays and other warning 

systems (as described in some paper in Section 3.4), it is assumed that people obey 

every moment the information showed in those devices. This assumption, however, 

might not be true, so proposed displays showing emergency information must be 

complemented with additional solutions to avoid dangerous situations and, then, 

totally stop activities being performed, suppress dangerous behaviors somehow and/or 

evacuate people if necessary (solutions known as “industrial security systems”). 

Data processing techniques to be applied in humanized CPS are also a challenge to 

be addressed in future works. These techniques should be employed to transform 

information in a certain abstraction layer to valid information for a new target 

abstraction level. This includes transformation techniques for process definitions, for 

data and metadata. Paradigms such as Big Data may help to solve some aspects of this 

challenge.  

Finally, and apart from aspects related to security or communication networks 

which are works that are moving away from the main focus of this PhD Thesis work, 

the last main challenge that should be addressed in future works is the definition of 

management algorithms based on orchestration techniques.  

In this PhD Thesis work it has been proposed a self-management algorithm based 

on a choreographed execution of tasks, so hardware devices are in charge of operations 

depending on their available resources. However, all devices may execute a certain 

operation a priori, as it is assumed that all of them execute operations with a 

homogeneous quality (apart from congestion situation which have been already 

considered). In real deployments this assumption may not be true, so this PhD Thesis 

work should be extended to situations where an orchestration module is desirable. 

This new module would decide which device(s) can or must execute a certain 
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operation depending on the offered by each one QoS through the self-configuration 
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Annex A. Complete collection of 
publications. Additional results 

During the course of this PhD Thesis work, the author has made a number of 

publications, some of them directly related to the contributions and some indirectly 

related, but that, somehow, contributed to validate the ideas and proposed solutions. 

A.1  Publications directly related to the research objectives 

Publications directly related to the objectives of this PhD Thesis work can be 

classified into the following groups: 
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configuration in humanized cyber-physical systems. Journal of Ambient 
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2016] 

5. Robles, T., Bordel, B., Alcarria, R., & Martin, D. (2017). Mobile Wireless Sensor 

Networks: Modeling and Analysis of Three-Dimensional Scenarios and 

Neighbor Discovery in Mobile Data Collection. Adhoc & Sensor Wireless 
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