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Abstract 
 

This PhD Thesis is framed under the Cyber Physical System (CPS) concept, and 

contributes to the provision, process and optimization of the service provision in smart 

environments. The smart environment model promotes the creation of interoperable 

relationships between all the elements present in the network. As everyday objects in 

our lives are continuously incorporating smart capabilities, an appropriate system can 

improve the end-user experience. 

The overall goal of this PhD Thesis work is to design and validate a service provision 

environment for CPS with smart devices that improve the functionalities and 

interoperable capabilities of the service environment. Based on a service environment 

for CPS, several particularities of smart devices and services adapted to specific 

conditions will be provided.  

One of the current top trends in the smart environment paradigm is the service-

oriented system, which frameworks the interaction between the physical infrastructure 

of the platform and the service offered to the final users. Applications can be then built 

on top of the layers that manage the smart system in seamless user experience. In this 

manner, these services may be used to work in applications deployed by technological 

experts, or might be included in a “prosumer” environment where non-expert users can 

design, build and deploy their own services in a dynamic way. Additionally, these 

deployments are often located in distant locations and supported by the addition of smart 

environment features. 

This flexible paradigm offers the capability of being adaptable to each application, 

but even so, several problems exist that may decrease the reliability and the advantages 

of the smart systems in real world deployments.  

With this work, I contribute to service provision by defining a process that supports 

the configuration and provision of the system in an automated form, by including a 

domain expert at the primary phase and a supporting architecture to interact and 

manage the system. 

Service provision is then decomposed and focused in several aspects where I propose 

to include mechanisms and procedures to improve the user experience in the whole 

system, based on CPS constraints, and trying to achieve an extensible system framework 

that can be adapted to the future trends needs. 

Furthermore, I propose the addition of several supporting elements to the basic CPS 

architecture in order to optimize the resource allocation, monitoring process and 

communication efficiency of a deployed system. These contributions allow the system 

to be aware of the changes of the infrastructure and provide a dynamic adaptation of the 

system resources, battery utilization and device capabilities changes that can emerge in 

a running smart environment. 
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To validate the contributions, experimental measures based on simulated and real 

scenarios have been conducted. The solutions have been verified and relevant 

conclusions have been extracted. 
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Resumen 
 

Esta tesis doctoral se enmarca dentro del concepto llamado Sistema Ciber-Físico (CPS 

en inglés) y contribuye a la provisión, el procesado y la optimización de lo relativo a la 

provisión de servicios en entornos inteligentes. El concepto de entorno inteligente 

promueve la creación de relaciones fundamentalmente interoperables entre todos los 

elementos presentes en la red. Dado que, por ejemplo, muchos objetos cotidianos en 

nuestras vidas incorporan continuamente nuevas capacidades inteligentes, es aquí 

donde un sistema apropiado puede mejorar la experiencia de los usuarios finales. 

El objetivo principal de esta Tesis Doctoral es diseñar y validar un entorno de 

provisión de servicios para CPS con dispositivos inteligentes que mejoren las 

funcionalidades y las capacidades de interoperabilidad del entorno. Sobre la base de un 

entorno de servicios para CPS, se proporcionarán varios detalles de los dispositivos y 

servicios inteligentes adecuados a las condiciones específicas estudiadas. 

Una de las principales tendencias actuales en el paradigma de entorno inteligentes es 

la orientación a servicios del sistema, el cual, enmarca la interacción entre la 

infraestructura física de la plataforma y el servicio ofrecido a los usuarios finales. Sobre 

esto, las aplicaciones pueden construir capas que administran el sistema inteligente con 

una experiencia de usuario mejorada. Para lograr este objetivo, estos servicios pueden 

ser implementados para su utilización por expertos tecnológicos o pueden incluirse en 

un entorno “prosumer” donde los usuarios no expertos puedan diseñar, construir, e 

implementar sus propios servicios de una manera dinámica. Además, estas 

implementaciones a menudo se ubican en ubicaciones distantes y pueden ser adaptadas 

mediante la adición de nuevas características al entorno inteligente. 

Este paradigma es tan flexible que ofrece la capacidad de poderse adaptar a cada 

aplicación, aun así, existen varios problemas que pueden disminuir la confiabilidad y las 

ventajas de estos sistemas en los despliegues reales. 

De esta manera, con este trabajo contribuyo a la provisión de servicios definiendo 

procesos que permiten la configuración y despliegue del sistema de forma automatizada 

incluyendo un experto del dominio en la primera fase y una infraestructura que soporte 

estas interacciones y la administración del sistema. 

Esta provisión automatizada de servicios se descompone en profundidad y se 

concentra en mejorar varias funcionalidades, donde propongo incluir mecanismos y 

procedimientos para mejorar la experiencia del usuario en todo el sistema. Todo ello 

basado en las restricciones que impone un CPS y para tratar de lograr un marco de 

sistema extensible que pueda adaptarse a las necesidades futuras. 

Además, propongo añadir varios elementos de soporte a esta arquitectura de manera 

que se optimice la asignación de recursos, el proceso de monitorización y la eficiencia de 

las comunicaciones del sistema. Estas contribuciones permiten que el sistema sea 
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consciente de los cambios de la infraestructura que pueden surgir en un entorno 

inteligente en ejecución y proporcione una adaptación dinámica a los recursos del 

sistema, una mejor utilización de la energía disponible y mejora en las capacidades del 

dispositivo. 

Para validar estas contribuciones, se han realizado medidas experimentales basadas 

en escenarios tanto simulados como reales. La solución ha sido verificada y se han 

podido extraer conclusiones relevantes. 
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1 Introduction 

The emerging term “Cyber Physical Systems” (CPS) refers to the integration of 

computational and physical capabilities using ad hoc sensor and actuator networks, 

which typically are seamlessly integrated into daily living objects. However, in recent 

years (since 2014, approximately), works about CPS also consider other devices such as 

microcontrollers, legacy systems or even humans, which greatly extend the system’s 

capabilities. Based on these improved CPS, new applications, architectures and 

functionalities have been reported. Moreover, this new paradigm has been also employed 

to develop solutions in traditional fields such as the ad hoc and wireless sensor networks, 

Internet of Things (IoT) or pervasive computing. 

In this context, one of the most promising proposals is the so-called service-oriented 

CPS. In this kind of CPS, the physical infrastructure offers a collection of services by means 

of some software elements such as service composition engines. These services may be 

used to perform a certain fixed application deployed by technological experts, or might be 

included in a prosumer environment where non-expert users can design, build, deploy 

and remove their own services in a dynamic way. 

The actual era of technologic information is considered as the next evolution of data 

gathering and data processing. Almost every aspect of our lives has something related 

to a data driven system that collects and process the information in a paradigm called 

“big data”. Those systems are often composed of several devices working together in a 

seamless operation, and managed to provide relevant results even if the devices are not 

present in the same location of the manager entity. This trend has been accused by the 

growth of the “cloud” integrations, as they rely the majority of the process in server 

centers located far away of the final devices and certainly, often those distances can 

produce unwanted results in the operations. 

Considering this global picture of the CPS situation, the final user of a CPS wants a 

precise and reliable process lifecycle, which ensure a seamless operation in all its levels. 

Mostly, the need for an interoperable system in all its inner level is required to work 

seamlessly in every plane and in order to do this, not only the information exchange 

requires an agreement, but a broader definition of interoperability is needed taking into 
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account organizational and political levels that the impact the system performance. From 

the integrated cooperation at the module level to the final communication with the 

nowadays, mostly battery powered devices at the end of the chain, continuous operation 

with the minimal user maintenance is required. 

At this point, it is clear that a feasible interaction between all the modules can 

accomplish the goal of an improved and optimized CPS. A solution which resembles an 

integrated complex structure with ease of use and automatic procedurals that helps the 

configuration phase of its inner systems and that, offers a more streamline and dynamic 

aspects in its operation.  

In this dissertation, I study the benefits of several factors that when included in a 

system, overcome the requirements of a redesigned CPS approach. The ability to detect 

new elements in its associated elements and how these new capabilities are offered to 

the system and being able to develop new services with them are the basis of the 

architecture presented. Furthermore, these elements are defined in an architecture 

proposal to provide methods to improve their working principles in several aspects, 

such as energy saving procedures and monitoring. The work is completed with the 

proposal of verification mechanisms and some considerations are given to the final 

devices on the basis of acquiring knowledge. A validation scenario is also described and 

the results presented along with future work trends that have been identified in this 

work. 

1.1 Document structure 

This dissertation is structured as follows: 

Section 2, Motivation, goals and objectives, describes the motivation of the thesis, the 

goals to achieve and the particular objectives to achieve the goals. 

Section 3, State of the Art, analyzes related work regarding the contributions in this 

work, and how these proposals fulfill the objectives stated in Section 2. 

Section 4, Service provision in unattended systems, requirements and methods defines the 

service provision method proposed in order to incorporate an automatic service 

generation into the so-called unattended systems. 

Section 5, Model and reference architecture for the supporting elements, identifies the 

required modules to fulfill the service integration chain and presents the supporting 

architecture that enables the integrated facilities to overcome the requirements identified 

in Section 4.  

Section 6, Methods and functions to auto-provision deployments, proposes a solution to 

provide a way to initialize and configure a new device into the system, by applying a 

bootstrapping model and implementing a device integration procedure from the bottom 

to top layers. 
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Section 7, Monitor and execution validation model in an interoperable multi-site CPS, 

presents methods and procedures to monitor and to assess the executions of processes 

in a system composed of several sites. 

Section 8, Optimizing communication efficiency in constrained endpoint devices, introduces 

several considerations to the final devices of our system, and proposes methodologies to 

improve battery utilization using an algorithm that includes different wake-up 

mechanisms and wireless transmission optimizations. 

Section 9, Validation in proposed application scenarios, describes different scenarios in 

which the solutions presented in previous chapters are validated and compared. A CPS 

environment is deployed where the proposed solutions are implemented and several 

scenarios tested where the measurements and validations are verified. 

Finally, Section 10, Conclusions and Future Works, summarizes the achievements of the 

contributions of this thesis work and describes current research lines continuing the 

work of this dissertation. 
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2 Motivation, goals and objectives 

In this section, I describe the motivation of the thesis and the goals to achieve. These 

general goals are detailed into particular objectives, which are identified in this section, 

and accomplished by the contributions described in this thesis work.   

2.1 Motivation 

This thesis work is motivated by the need of exploring current CPS deployment 

framework, processes and mechanisms for the provision of service-oriented smart 

environments, service distribution and service execution model for CPS environments. 

This allows final users to use offered services of a system based on the devices currently 

present, to build a high layer application that every business model require. 

In this work, I provide a methodological approach that takes into account expert, 

administration and final user roles to define a CPS environment implementation with 

improved functions to obtain enhanced operations. This approach is focused on 

providing the necessary steps to the final user of the CPS to implement functions and 

improvements in the system and allow them to optimize several key points in the 

architecture.  

To the best of my knowledge, a CPS in which several locations, physical or logical, 

are integrated (for now on, let’s called it a multi-site CPS implementation), lacks of a 

standardized component integration or architectural guidelines to follow in order to 

obtain an integrated system with optimal characteristics. The design of a CPS that 

unveils the inherit influence of every connected device in an unattended manner is 

dedicated almost exclusively to the architectural implementation of the main CPS 

components. In this design is where the performance of the system can be optimized, 

and thus, the importance of an adequate component selection has to be carefully 

thought.  

Incorporating a standardized distribution method of CPS components and 

integrating methods and functions to the whole environment is the motivation to 

propose several improvements between the architectural layer and the device layer, 
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where the optimizations can vary as long as the final technology used evolves. In this 

work, a wide variety of technologies is considered, in an attempt to verify the proposals 

in as many options as possible. 

As devices can be present in several locations, and all belonging to the same CPS 

environment, there is a need to preserve and to rely all the information about the 

capabilities and process execution status to the manager modules, as long as keeping the 

veracity and validity of the data processed. This is important in order to achieve different 

quality indicators and to preserve a correct operation in an unattended system.  

2.2 Goals and Objectives 

 

The goal of this thesis is to design and validate a service provision environment for Cyber-

Physical Systems (CPS) with mobile devices that improve the functionalities and interoperability 

capabilities of the service environment. Based on a service environment for CPS, a model of a 

device and services adapted to specific conditions (energy, availability, scope ...) will be provided. 

 

To do this, definition of protocols and standardized services adapted to the provision 

of services to the CPS environment, including mechanisms for an unattended system: 

solutions, algorithms and protocols that reduce the need for human intervention, will be 

proposed. Once it has been defined and, to validate the results of the proposals, a proof 

of concept will be implemented in a real hardware system. 

 The environment proposed in this thesis is intended to allow heterogeneous devices 

in a common framework and in a multi-site environment to be discovered and 

incorporated to the service provision system in an unattended way, considering the 

possibility of off-site locations and different connection technologies. Therefore, the 

following specific objectives are identified: 

Objective #1:  to identify the requirements that a cyber-physical framework needs in 

order to achieve multi-site interoperability and rapport capabilities. 

Objective #2: to define a model of a cyber-physical entity focused on improving the 

integration, interoperability and monitor the capacity of a system, considering the 

different relationships that could exists between components. 

Objective #3: to design an architecture that allows the multi-site CPS inter 

communication to provide an integrated and interoperable infrastructure, according to 

the needs defined in Objective #1 and #2. 

Objective #4: to define a service model that covers the different entities of a cyber-

physical service provision chain and complies with the unattended basis of the main 

goal. 

Objective #5: to define the service life cycle associated with a device in order to 

discern the functions that the global framework must offer to the provisioned entities. 
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Different layers of relevant behaviors will be identified, as several points of view need 

to be covered. 

Objective #6: to propose a method of auto-recognition of features and capabilities 

based on bootstrapping methods in the core framework. A device must be configured in 

an unattended manner and then incorporated to the general system with its capabilities 

converted into high layer services.  

Objective #7: to define temporal constraints and rules for the synchronization 

methods to work in a seamless way and comply with the Quality of Service stablished 

in the system. A definition of a coordination model and its usage is also needed to obtain 

the framework completion. 

Objective #8: to provide tools that allow the monitoring of the devices to verify the 

correct operation of the system. A scalable system is required to operate the management 

framework as simulated devices could be added to test it. 

Objective #9: to provide a unified and heterogeneous control interface for the 

management of cyber-physical systems by implementing applications, prototypes and 

proofs of concept able to validate the various contributions. 
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3 State of the art 

This section analyzes the work related to the proposed contributions, while linking 

the most important features of these technologies, projects, models or algorithms, with 

the objectives proposed in Section 2. 

The study of the current state of the art focuses on several aspects, as they are needed 

to understand the relation between the classic CPS approach and the objectives that this 

PhD Thesis pursues. Aspects like the introduction to the CPS implementations that 

nowadays integrate the physical world with processes defined in computational 

machines are important. Knowing the objectives that the CPS started to fulfill in its 

conception and how they evolve will allow focusing on the next iteration, and providing 

a substantial step to overcome the complications that have emerged. 

3.1 CPS implementations overview 

Current CPS implementations require a design that allows the integration and the 

interoperability of various elements in different conditions. In a traditional CPS, 

components are often seen as independent functional boxed that need to be served with 

their specific requirements and therefore, not in a seamless operation.  

The interoperable concept is often understood as the definition of hard schemas and 

fixed implementations that several components share. A more natural and broader 

concept of this term resembles the need of the social, political and organizational factors 

in order to obtain a coherent service environment that allows improving the system 

performance. 

Traditional CPS implementations often try to relate computational and physical 

processes (Borja Bordel, Alcarria, Robles, & Martín, 2017; E. Lee, 2006). In the traditional 

implementation of the CPS concept, computational processes are state machine 

definitions, where the state transition depends on a physical process (Derler, Lee, 

Tripakis, & Törngren, 2013). With this approach, the behavior of the system is defined 

and fixed in a low level, in order to define, in a precise manner, the possible actions that 

each device is capable to perform. This results in a very closed system, where only a 
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technological expert can manipulate and configure it. In order to extend the CPS concept 

to a broader use, an extension of the physical process to consider any other trigger event 

has been also proposed (Bordel Sánchez, Alcarria, Martín, & Robles, 2015, p. 4). With 

this base, even more general CPS concepts, known as Elastic Systems (Moldovan, Copil, 

& Dustdar, 2018) offer the inclusion of social entities (humans) as part of the entities 

present in the system. Even with this kind of flexibility, technological experts are still 

needed to perform configuration processes, as the system does not offer an adaptable 

mechanism to include the common people. At least, not without a deep understanding 

of the technology. 

Proposals that include a mechanism to dynamically define CPS processes often 

requires the inclusion of the “task” concept (Rajkumar, Lee, Sha, & Stankovic, 2010). The 

domain expert is also the entity in charge of extracting the task information from the 

state machine that identifies the CPS status. By relating the inputs and the outputs of 

these tasks, the definition of the process can be extracted in a global and extensible way. 

In this point, several levels of abstraction can be identified, as a task can be seen from 

different perspectives. In a first form, a human readable format is generated, and a need 

to transform it in a machine level format is required. Some proposals (Sztipanovits et al., 

2012) define a scheme where transformation modules are placed in order to obtain the 

low level service description. 

Regarding the transformation process, a current trend identified in the literature is to 

perform it by using transformation rules. Those allow the software agents (Czarnecki & 

Helsen, 2003) to apply the predefined translation between human and machine 

languages with a compiler-like methodology (Appel, Frischbier, Freudenreich, & 

Buchmann, 2013). With this proposal, the advanced techniques developed for compilers, 

can be also used in the CPS workflow, such as predictive compilation (Childers, 

Davidson, & Soffa, 2003). Several additions have been also proved the use of the 

semantic approaches (Tamarit, Mariño, Vigueras, & Carro, 2017) into the real 

deployments, allowing specific solutions to be embedded in general microcontrollers 

(Bonzini & Pozzi, 2006). 

Although there has been a significant progress, those previous proposals lack several 

functionalities that decrease the usefulness of the service process integration. Two 

relevant facts are identified. 

Firstly, the needed metadata for a proper service description cannot be incorporated 

into the system in an easy manner. Next, the metadata language used for service 

description is not mature enough. Authors proposed in this regard, several extensions 

to existing languages in order to make suitable the description requirements into the 

well-known solutions such as BPEL (Appel et al., 2013; Tranquillini et al., 2012) or BPMN 

(Czarnecki & Helsen, 2003; Sungur, Spiess, Oertel, & Kopp, 2013). However, the problem 

persists since the engines used to perform the executions are not adapted in the same 

way in these proposals.  
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Following the language definition, the specification of the metadata is another key 

issue in the transformation process, specifically the temporization constraints that every 

CPS must support. In this context, the previous proposals acknowledge this requisite by 

using complex notation, as existing languages do not support it natively. Other 

proposals (Kim, Lakshmanan, & Rajkumar, 2012; Zhang, Szwaykowska, Wolf, & 

Mooney, 2008) incorporate several time schedulers for allowing timing control, but the 

real implementation is not tested. 

To overcome the difficulties found in translating the task, CPS researches have been 

trying to adapt a WSN (Wireless Sensor Network) concept into the task declaration 

process. They propose to describe the tasks as a service sequence instead of a collection 

of actions. Those tasks need to be invoked in order to continue with the lifecycle of the 

service (Kyusakov, Eliasson, Delsing, Deventer, & Gustafsson, 2013; K. Lin & Panahi, 

2010). The invocation has to be coordinated, and to provide a synchronization constraint, 

a central execution or orchestrator is included into the mix (Seiger, Huber, & Schlegel, 

2018). The result is a collection of proposals that using the central orchestrator, propose 

the use of predefined algorithms that adapt the evolution of the system depending of 

the physical state of the external variables (Marrella & Mecella, 2017). With this 

approach, the timing constraint is easily manageable, as the central entity can obtain the 

current state of each module and delay the execution if needed, but the need of updated 

low-level information still remains. 

Even more complex, can be the idea to incorporate other elements or services hosted 

in the internet into the system, in addition to the local devices. The on-site locations can 

be provided by a cloud provider or a distant headquarter of the company (J. Wan, Zhang, 

Zhao, Yang, & Lloret, 2014). The service workflow in those situations must be defined, 

and the particularities identified to provide a concurrent deployment. 

In those cases, where several locations can be added to the same CPS, the use of a 

central coordination entity becomes more important, and delegation algorithms have to 

be deployed to allow an inter-location service execution. A simple implementation of the 

algorithm (Clauß & Schulte, 2014), the central entity is in charge to activate the edge 

nodes if a task is being executed in its location. This solution considers that each task is 

treated as an independent job, as the central coordinator schedules the task until its 

completion. This proposal, although it is proved to work, presents a very strict task 

delegation process, and does not adapt to changes in the platform. A proposal extending 

the previous technique tries to include software agent instead of the edge nodes. Those 

agents sit as a middleware offering public endpoints to be triggered by the central entity, 

and providing the cost of the utilization as feedback (Mueller, 2015). The utilization of 

these methods presents themselves several problems like standardization of the 

methods and the object serialization required to work. 

In this PhD Thesis, an improved architecture for CPS is proposed. Focusing on the 

“multi-site” environment concept, a support for on-site locations is provided and several 

contributions made in order to ease the configuration phase of the system. As several 
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works have been undertaken to improve the service availability in a broader CPS 

environment, I propose the addition of an adaptation process and a configuration phase 

to deploy a service-oriented CPS. 

3.2 Service-oriented CPS frameworks 

In this section, I analyze several CPS architectures that are found in different drafts 

by standardization organizations or in the literature.  

Ten relevant CPS reference architectures have been identified and described. A figure 

is added to each architecture to understand the differences between them: 

 ARCH#1. Service-based CPS architecture (La & Kim, 2010). This architecture 

provides the highest orientation to traditional systems focused on process control. 

It includes the physical layer, a control module that manages the system and, in 

this case, a service framework is included as a novel element. This element is in 

charge of performing all the control tasks that the system requires. One weak 

characteristic can be found in its low integration level. This disadvantage needs to 

be improved if more advanced executions are desired, as the efficiency will be 

improved. Additionally, advanced functions like self-adaptation or process 

interoperability cannot be included if there is no independent levels or adaptors 

included. 

 

Fig. 1. Service-based CPS architecture 

 ARCH#2. In order to improve a few aspects of ARCH#1 (Tan, Goddard, & Pérez, 

2008) proposed a basic architecture of a CPS. With a focus on an event-based 

architecture, they propose using publication and subscription methodologies in the 

processing network that allows control policies in hard and soft levels. In addition, 

a knowledge extraction functionality is included to gain an independent layer 

between the hardware and the high-level events. This approach of the low-level 

layers consider a virtual representation of the hardware devices in order to assign 

different states to the same entity that can be changed in relation with the received 

events. One disadvantage of this architecture is the complicated control of the 

processes that include several devices, as there is no central management module 

in charge of the uniformity of the results provided by the lowest layers. In this 
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context, managing the global system status in a descriptive way is a hard challenge 

as the information is distributed along the whole system. This complicates a real-

time control and the required calculations may overload the infrastructure in the 

action evaluation phase. 

 

Fig. 2. Basic prototype architecture for CPS 

 ARCH#3. EuroCPS proposal architecture. In the European project EuroCPS, this 

architecture was proposed (‘EuroCPS | Cyber-Physical Systems’, n.d.). A collection 

of embedded devices is considered as a networked CPS integration. Because of the 

simplicity of the proposal, the architecture can be very flexible, as it can be adapted 

to represent almost any current system as a collection of interconnected entities. 

This, in fact, leverages the specific needs of any application, as the architecture does 

not make clear how to integrate any additional functionality into the system. 

  

Fig. 3. EuroCPS project architecture 

 ARCH#4. IoT@Work proposed architecture. IoT@Work project (Houyou, 2012) 

proposed this layer approach. Originally focused on the IoT paradigm, it was not 

proposed to be a CPS architecture itself. However, there are some literature 

researches that have been used this architecture in CPS applications. The 

architecture solves some problems related to the layer interoperability present in 

the service-based environments. As it focuses on automation applications, the 

deployments of the Industry 4.0 paradigm benefit of the improved layer 
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differentiation of the proposal. This proposal lacks however, of a solution for the 

geographic distribution of production locations, where it should be more specific 

on the implementation methods that it proposes. 

 

Fig. 4. IoT@Work project architecture 

 ARCH#5. CPS architecture model (Jiafu Wan, Chen, Xia, Li, & Zhou, 2013). This 

proposal focuses almost exclusively on the hardware layer and its components. It 

differentiates three subsystems that contribute to the global infrastructure: a 

computing platform, storage platform and a wireless sensor network (WSN). This 

infrastructure takes the traditional process control methodologies from the 

ARCH#1. The proposal is ambiguous in the integration layer, where the connectors 

with other system layer lack of a formal description and the interoperable 

characteristics with other technologies are not considered. In this proposal, a 

valuable component is included: an intelligent decision-making component 

including social entities (humans) is described in order to integrating all the data 

gathered from the hardware layer. 

 

Fig. 5. CPS architecture model from Wan et al. 

 ARCH#6. Networked CPS architecture (Lai, Ma, Chang, Chao, & Huang, 2011). 

This approach is very similar to ARCH#2 in applying the same traditional concepts 

found in every distributed system. Additionally to the ARCH#2 proposal, it adds 

an adaptation layer to interact directly with virtual entities, and even with the real 

world devices. This characteristic is a valuable inclusion that enhances the 

interoperability at the sensor layer. 
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Fig. 6. Networked CPS architecture from Lai et al. 

 ARCH#7. ISO-IEC architecture. This architecture is proposed by the ISO 

organization in one of their research studies related to the IoT paradigm (‘Study 

Report on IoT Reference Architectures/Frameworks - PDF’, n.d.). In a first 

approach, it was only applied in IoT environments, but later a CPS implementation 

was proposed. The architecture proposal is conceptual, but contrary to ARCH#4, it 

defines the concepts and interfaces better. Service-based environments are mixed 

with virtualization methodologies in order to obtain an adaptable system. 

Although, it does not include any knowledge extraction module in its layer 

architecture to separate the information from the low-level and the high-level 

layers. 

 

Fig. 7. ISO-IEC architecture 

 ARCH#8. NIST architecture. The National Institute of Standards and Technology 

proposed this most recent definition in 2014. It is a CPS-focused architecture that 

has been used in industrial environments (Thompson, 2014). All the Industry 4.0 

requisites are considered in this proposal even if the cited paradigm is more recent. 

Several layers are identified, and a clear definition of the interfaces are stated in the 

proposal. From the business control layer to the low-level hardware devices, the 

interoperability constraints are considered, only lacking process control 

methodologies in order to obtain a complete service chain architecture. 
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Fig. 8. NIST architecture 

 ARCH#9. AIOTI (EC) architecture.  Recently, the European Alliance for Internet of 

Things Innovation (AIOTI) has provided an architecture focused on industrial 

scenarios. Taking as a base the ARCH#8, this proposal is much more traditional 

that the proposed by NIST. The same traditional process control is maintained, and 

the low layer is changed in order to provide some improvements to the ordinary 

sensors. 

 

Fig. 9. AIOTI (EC) architecture 

 ARCH#10. 5C architecture. Several functions are identified in this proposed 

architecture. This proposal enforces the requirements that a CPS deployment must 

fulfill in order to solve key issues identified in the traditional information 

technology procedures. These functions can be used to provide a check to every 

CPS infrastructure but may be complicated to build a real deployment only with 

these definitions. 

 

Fig. 10. 5C architecture 
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In every architecture researched, there is a lack of support for automated algorithms 

to allow the use of intelligent environments to provide best choices and improve user 

satisfaction along the system, in order to improve the information offered to the superior 

layer, and eventually to client applications. Some works use agent-based social 

simulations to help creating a proper notion of the customer desires and roles.  

The process of data exchange between all the architecture modules has been executed 

until now in a traditional and manual system. The inclusion of automated processing 

has opened a new window and allowed to perform complex operations. The events in 

which the information needs to be updated are often set by the agents involved in 

configuration process and often this information has to be changed manually through 

the whole operation. New specialized technologies supporting information are helpful 

in this process. Facilitating the task of updating information by reusing these 

infrastructures avoid a waste of time in these procedures. 

In this PhD Thesis, taking into account the reviewed CPS architectures, and with a 

critical vision of their strengths and weaknesses, an improved version is presented by 

selecting certain modules present in the reviewed architectures. In Section 5.1 the 

proposed architecture is described with a special focus on improving the interoperability 

capabilities of the global system. In addition to a thorough requirement gathering and 

to complete the previous architectures, a scalable and multi-site supported infrastructure 

for CPS is then completed and validated. 

3.3 Service based CPS configuration and adaptation backgrounds 

In order to obtain a general picture of the current service-based CPS methodologies 

to allow an automatic and adaptable configuration of the service lifecycle, an analysis of 

the literature is made. Service Environments (SE) are based on two procedures that must 

work seamlessly to provide the configuration and the adaptation mechanisms to the CPS 

that are required for a successful service provision. 

 The configuration process in a CPS entails the installation of the system components 

in order to allow the inclusion of new functionalities. This procedure interacts with the 

new device to obtain the parameters and initial information needed to start operating. 

As is, this phase is located in the pre-operational phase of the operation (Hu, Zhang, 

Zheng, Yang, & Wu, 2010). In small deployments, however, an automatic process may 

not be needed as the number of devices to configure is low enough for a manual process, 

but in practice, when the number of devices grows, an automatic solution needs to be 

considered. In a first approach, a semi-automatic process must be at least included, to 

complete the first configuration phase and allow a manual completion of the process, 

once the information is manageable. 

To provide adaptation mechanisms, other approaches should be considered. As the 

adaptation entails the dynamic modification of a system without intervention, the 

system must support to continue operating and adapting at the same time. The basic 

concepts in adaptation procedures comprise the addition or removal of the entity 
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components of the system (Erradi, Maheshwari, & Tosic, 2006). These changes occur at 

any time when the system operates, so the behavior of the system must be compensated 

and corrected at operation time without being interrupted. In order to accomplish those 

requirements, the adaptation process should be automatic and fast enough. 

In this section, I try to analyze the backgrounds and the current literature related to 

the configuration and adaptation process in a CPS that fulfills the automatic requirement 

of large deployments. These proposals can be divided in two groups. 

To start with a classification of the automatic configuration procedures found in 

recent proposals, solutions including the hardware virtualization are the most used by 

authors. The idea behind this concept is to create a physical model of the devices and 

virtualize each entity into the system. This allows extracting a list of the available 

capabilities and configure the devices based on a predefined map. Some of these 

proposals developed a middleware layer to include there the virtualized elements 

(Familiar, Martínez, Corredor, & García-Rubio, 2012; Familiar, Martínez, & López, 2012). 

Other works propose the inclusion of an agent-based implementation where every entity 

is represented into a directory (Alcarria, Robles, Morales, & González-Miranda, 2012), 

and allow extending the solution to hybrid systems. With this approach, several 

problems are identified. First, a domain expert must be included in the first phase to 

extract the services of the domain knowledge and then, manual intervention is still 

needed to update the directory of services, or to change the information related to certain 

service. In addition, a second problem is that the independency is not achieved between 

the service abstraction layers, as the domain experts require to be in charge of the 

hardware level and the service level, to provide the high-level services to the application 

layer. 

In this group, a special mention can be done to the solutions based on semantic 

technologies (Gouin-Vallerand, Abdulrazak, Giroux, & Dey, 2013). They often include 

the semantic process only into the middle layers of the system, and it is employed to 

abstract the lower layer of the system and provide an independent layer in between the 

high-level layer. The semantic process is in charge of relating the meaning of the services 

and detecting a similar service in the catalogue. Because of this, similar problems than 

previous solutions also appear in these proposals. 

A second group of proposals provide solutions that involve the exchange of large 

amounts of data, between all the entities present in the system. With this approach, 

authors expect that the state of the system, described in an in-depth form, is shared 

between all the entities and replicated. With this information, each entity must depict 

their own state. The automatic part of this procedure is then trivial, as every entity is in 

charge of itself; the system only has to run a mechanism to configure the interconnections 

at the start of the operation. Then the system operates until a new entity wants to be 

incorporated. As an example, some authors propose a system with a self-configuration 

mechanism including a distributed description file (Mönks, Trsek, Dürkop, Geneiß, & 

Lohweg, 2014). Those systems do not require any adaptation mechanisms, (and it can be 
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seen as an advantage), but the computational effort in generating, distributing and 

analyzing the state description can be impossible due the nature of some CPS devices. 

In addition, the independent layers are not kept, and the domain expert must know the 

whole system in order to interact to it.  

As said previously, a configuration process may need a system reset and re-

initialization when a change in the system occurs. In order to allow resuming the 

operation without a restart, self-adaption procedures can be added. The following 

description tries to extract the current state of the art in this concept. 

To add adaptive configurations, authors nowadays implement algorithms in order to 

react to the unexpected changes of an infrastructure. A proposal (Smirnov, Kashevnik, 

Shilov, Makklya, & Gusikhin, 2013), for example, tries to complement the software 

agents with recurrent algorithms in order to provide a negotiation between the entities 

and then an information exchange by the use of predefined protocols. Another approach 

(Dillon, Potdar, Singh, & Talevski, 2011) adds adaptation procedures by using a 

scheduler in each device that communicates with the central entity in charge of the 

coordination task. A project called SOCRADES (A.-W. Colombo, Karnouskos, & 

Mendes, 2010), a proposal of adaptation mechanism using petri nets is made, but the 

need of a manual process problem persists. In the last year artificial intelligence and 

machine learning have been used by projects like AutoPnP (‘AutoPnP’, n.d.), to provide 

the addition of new components. 

The described proposals, although they provide different solutions to the problem, 

the complex algorithms used and the need to maintain a current state snapshot of the 

platform distributed in the entire infrastructure makes difficult the execution of the 

solution in real world deployments. The time constraints and the reduced computational 

power cannot produce the expected results. 

To overcome the key issues found in the current literature, my proposal describes two 

different mechanism that allow executing the required operations and provides an 

accelerate configuration process. Firstly, a semi-automatic process is defined. With the 

help of a domain expert in the first stages of the deployment that extract the knowledge 

of the application and the use of semantic templates, the infrastructure is able to gather 

all the information needed. Then the information is converted automatically, and the 

independency of the levels are maintained. 

3.4 Automated service distribution at location level 

In recent literature related to system infrastructures that can integrate several co-

location sites in one unified management entity, several approaches can be identified. 

Companies and database users are now aware of the benefits of cloud-based solutions 

for data provision and processing. Reliability is an increased concern over the 

heterogeneous options regarding cloud computing and distributed database services. 
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Previous related work in the distributed queries scenarios falls in the area of 

implementing different methods to join the diverse database results over the cloud. 

Researches concerning the integrity of the distributed queries involving confidentiality 

of the exposed data in an untrusted computational cloud are now aware of the problem 

of joining multiple data sources. These companies and other authors (Vimercati et al., 

2014), proposed an approach to allow users to assess the integrity and privacy of the 

merged results. Enabling encryption on the fly algorithms and storing partial results on 

the unsecure servers allow them to use MapReduce paradigm to perform the final join. 

Other work (Chidlovskii & Borghoff, 1998) motivates the split of the original query and 

the inclusion of fake tuples into the dataset to replicate data and then, by executing a 

precise query and combining the result,  achieve to generate a more concrete output. 

They combine adoption of twins and markers to guarantee integrity of data, which it has 

also been discussed in using a semi-join evaluation strategy. 

Besides normal queries, the number of aggregated queries a server can handle in a 

certain interval is limited to certain amount until the server is saturated. Every query 

pattern has an individual schedule and different window size and frequencies. Studies 

(Chen, Xiao, & Liu, 2010) address the problem by identifying the requirements of each 

query and scheduling them in an efficient way using algorithms to identify the need of 

executing a query less often as long as the interval of repetition is minor compared to 

others. Combining the scheduling algorithms with earliest-deadline-first methods to 

handle under-loaded and over-loaded situations, the authors are capable to dimension 

an optimum system for the specific scenario. 

Following a distributional query paradigm, supposing a content delivery scenario, 

different contributions (Loyall et al., 2012; Robles et al., 2015) introduce a new concept 

for publish-subscribe networks that focus on information dissemination and the quality 

service control in order to maintain a good level of reliability in the system. This is 

especially important in dynamic environments as the asynchronous responses could not 

be in the expected time interval. Using Publish-Subscribe paradigm for inter-application 

interfaces allow us to maintain an optimum routing control and QoS. 

The inclusion of database observation and monitoring are now starting to take part 

along with smart objects with sensor capacities and CPS services that incorporate data 

acquisition and generation by themselves (Crisan & Rantzau, 2008). Observing IoT 

resources allows servers to monitor state changes and to notify to an interested client 

without the need to involve a database in the process. Notifications in this case are aware 

of the real-time events but lack the historical data (Klie, Fischer, & Mueller, 2011).  

Researches (Gannon, 2006) often involve asynchronous ways to perform notifications 

in a user-role system, like in social network, software environments use a mix of web 

services real-time technologies to achieve a real event-based notification for service-

oriented and monitoring purposes. The mentioned comparative study analyses the 

Publish-Subscribe architecture for event dissemination in distributed system. Using 

publish-subscribe architecture allows data events to be delivered to consumers of a 
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specific topic based on subscriptions (Morales, Robles, Alcarria, & Cedeño, 2013). In 

addition, systems can be configured with as many brokers as needed, providing 

flexibility and scalability. 

3.5 Considerations on CPS endpoint devices  

Low-power systems have been relevant in the last years due to the increased interest 

in energy-aware devices. Several CPS topics focus on how to propagate connectivity into 

devices with great mobility possibilities and often, a reduced consumption is needed in 

order to provide longer autonomy and avoid maintenance procedures. To minimize 

operating power, maximizing the total battery lifetime in a scenario where the wireless 

transmission is a key factor, low energy protocols, as well as procedures to reduce the 

transmitted data, have been considered to perform the final implementation in this 

paper. 

Several wireless communication technologies have been developed to fulfill the 

requirements in the CPS paradigm. Bluetooth, ZigBee and the newest version of 

Bluetooth defined as Bluetooth LE (Low Energy) (BLE), are the most popular wireless 

standards nowadays. In (J. Lee, Dong, & Sun, 2015) a comparison is made in terms of 

applications, power consumption, data rate and encryption. In addition, the advantages 

and disadvantages of each implementation are identified. 

Wireless protocols like the new version of the Bluetooth technology are now focusing 

on energy consumption reduction. Combining the energy aware wireless protocols with 

compression algorithms in the source has been analyzed in (Ma, Hempel, Peng, & Sharif, 

2013), obtaining relevant results in reducing the time involved in the final transmission. 

However, this study lacks the impact analysis of the decoding process in the destination 

device. Optimizing connection between master and slave devices is proposed in (Nair et 

al., 2015) with an infrastructure using a hybrid topology to reduce power consumption 

in wireless sensor network. This allows the device to remain more time in sleep mode in 

which the power drain is reduced. 

Data compression algorithms such as (Sharma, 2015) applies in wireless sensor 

networks to effectively reduce the quantity of the information transmitted through the 

air. Both lossy and lossless scenario approaches, exploiting the temporal correlation of 

sensor data can be found in literature (Mondal, Zaman, Masud, & Alam, 2008; Szalapski 

& Madria, 2014). One problem found in research literature emerges when the device is 

not a sensor, in charge of generating the information, but an actuator, in charge of 

representing the information received, and therefore the device has to decode and 

present it. Soft computing algorithms such as (Nimmagadda, Kumar, & Lu, 2009) try to 

reduce the computing load in both, master and slave devices. 

Algorithm studies involving data compression in wireless devices often focus on 

video transmission. A review (Pereira & Pereira, 2015) of the state of the art in energy 

efficient techniques  in resource constrained systems  concludes that there is a two-group 

classification, energy-aware transmission systems and energy-aware (Puthenpurayil, 
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Gu, & Bhattacharyya, 2007) compression systems, which I am trying to unify in a lossless 

scenario. Electronic paper (E-Paper) (Rogers et al., 2001) intends to display information 

with minimal energy consumption, as it can be disconnected from the power source 

without losing the displayed information, low energy communications and 

computational energy-aware methods (Raghunathan, Schurgers, & Srivastava, 2002) are 

a key to an effective power saving strategy. 

Wireless sensor networks rely on improving battery life of sensors by minimizing the 

transmission of information (Kimura & Latifi, 2005; Szalapski & Madria, 2014) through 

the wireless channel. Optimizing the compression for efficient power allocation in multi-

dimensional sensor clusters is analyzed in (Kumar & Singh, 2015) and a mathematical 

model is developed to achieve a balanced between the transmission power and the 

compression power consumption. These parameters have to be defined in the 

configuration phase. This configuration process is a complex procedure in CPS, so it is 

usually addressed at different independent levels. Typically, two types of works may be 

found in the context of CPS endpoint devices (Borja Bordel, Alcarria, Sánchez de Rivera, 

Martín, & Robles, 2018, p.): papers about network configuration and discussions about 

service configuration. 

Proposals for an automatic network configuration are the most common. Basically, 

all these works are focused on basic interoperability, so the final objective of those 

algorithms is the component installation in the Smart Home in an automatic manner (Al-

Khawaldeh, Al-Naimi, Chen, & Moore, 2016). To perform this installation operation 

some works employ configuration robots based on artificial intelligence, software 

defined network (SDN) technologies (M. Lee, Kim, & Lee, 2015), new architectures with 

specific configuration middleware (Shon & Park, 2010, p. 4) or Domain Name Systems 

(DNS) (S. Lee, Jeong, & Park, 2016). Other works only discuss about security issues and 

other future challenges in relation to CPS configuration (H. Lin & Bergmann, 2016). 

None of these works, nevertheless, consider system efficiency in the configuration 

process. 

Network configuration solutions to improve system’s efficiency are always focused 

on energy consumption. Some proposals are focused on efficient configuration solutions 

employing the minimum energy amount (Rust, Picard, & Ramparany, 2016). However, 

in these works, the focus is not the system operation but the configuration algorithm 

itself; thus, after an energy efficient configuration the system may operate very 

inefficiently. Only some very sparse proposals address the challenge of efficient 

operation, although focused on low-energy consumption (Byun, Jeon, Noh, Kim, & Park, 

2012) and sensor-server communications (through, for example, flexible configuration 

middleware controlling the network architecture). These works are usually known as 

“energy-efficient self-adaptation” solutions, and sometimes are also applied to other 

similar technologies such as Internet-of-Things (Sen, 2016).  

From another point of view, some authors address the CPS automatic configuration 

at service level. Typical proposals at this level are based on virtual sensor representations 
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(Evensen & Meling, 2009) which are mapped into the real deployments. Other works 

employ models and description languages to enable an automatic and dynamic system 

configuration (Cetina, Giner, Fons, & Pelechano, 2009). Although in general these works 

do not consider the future efficient system operation, some authors refer to this 

requirement as a desired objective (Aberer, Hauswirth, & Salehi, 2006). 

In that way, as a general conclusion, automatic and dynamic configuration solutions 

for CPS or similar technologies (such as Smart Environments) are not focused on a future 

efficient system operation (Mayer, Verborgh, Kovatsch, & Mattern, 2016). To address 

this challenge some specific system architectures (Ding, Song, Tong, & Li, 2016) have 

been reported (using, for example, smart gateways) but they are focused (once more) on 

sensor networks and sensor-server communications.  

In this PhD Thesis, I propose, on the contrary, a complementary configuration 

algorithm, which may operate together with any existing technology or architecture. 

Once endpoints are configured at network and service level (and then connectivity and 

interoperability are guaranteed), an algorithm to configure and modify, those 

characteristics affecting the system efficiency is periodically executed to improve, as 

much as possible, the resource usage in relation to the obtained value. 
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4 Service provision in unattended 
systems, methods and 
requirements  

In this section, I identify the requirements of a new service-oriented framework to 

provide an unattended model behavior to offer services to the final users. As one of the 

main objectives in this thesis is to develop a new architectural model, an understanding 

of all the requirements and the top elements of existing architectures to achieve the final 

provision system, is required to develop a framework in a real scenario. The outcome of 

this process will be a device discovery service to incorporate and share processes 

coming from a superior layer and executed into the final devices. 

The basis of this contribution is that, as discussed in Section 3.1, there are no 

framework, or service lifecycle models that explicitly take into account all the relevant 

new parameters needed in the new IoT and CPS era. In order to discern the status of a 

final device or its capabilities, there is a lack of information on the needed mechanisms. 

In particular, in how to adapt existing process execution models to connect with the 

actual capability discovery methods, as the evaluation of the compliance between the 

relevant actors and even the Quality of Service is required. 

In this section, I explain the use of the unattended concept (along with other terms 

such as task execution, capability discovery, bootstrapping, etc.) in CPS and IoT 

scenarios. It manifests the necessity of automated application processes and service 

development frameworks that assist the deployment (or update) of a system. 

As a validation of this proposal, I follow a method that includes developing a system 

framework model to create and personalize the device characteristics and aligns it with 

a service execution engine. 
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4.1 Service-oriented CPS context 

One of the most promising trends in this regard is the so-called service-oriented CPS. 

In this kind of CPS, the physical infrastructure offers a collection of services by means of 

some software elements such as service composition engines. These services may be 

used to perform a certain fixed application and in certain cases can be deployed by 

technological experts, or might be included in a prosumer environment where non-

expert users can design, build, deploy and remove their own applications in a dynamic 

way. 

Nevertheless, a great chance to improve CPS infrastructures was born with the 

definition of the Industry 4.0 paradigm, in 2014. This defined the basic concept of the 

next generation of information technologies, with a deep integration into the industrial 

context, their procedures and solutions. Similar innovations and improvements from 

evolved CPS are expected, as particular scenarios and applications would require them 

in a short period of time. 

In this Thesis work, a service-oriented environment based on the Industry 4.0 

requirements is used to build services that execute the application defined processes. 

These processes require that the used services have to be previously configured and 

linked to each other in a way that allows the realization of the task or a collection of 

them. As processes can be destined to any business environment or framework, tasks 

are defined by using various methods and technologies. In addition to business tasks, 

policy management or even assisted living control can be possible. Therefore, it is 

needed a process to support the execution of several services once, several times, even 

periodically or when other condition is met. Moreover, process chain must be 

expandable in several ways in order to support future implementations of the external 

services that may be required, such as virtual services provided by the cloud, external 

company middleware or various site-locations that are part of a same organizational 

structure. Except in the last case, remote services are invoked from the CPS to an external 

and uncontrolled site and the so-called CPI (Cyber-Physical Internet) may be used to 

interact with the public endpoint. The last case will be focused in depth in this PhD 

Thesis work as in Section 5, a multi-site architecture will be presented. 

To define process and the execution order in the application layer (where the users 

using the infrastructure are placed) a configuration phase must be declared to allow 

abstracting the required services into some data base repository that holds the system 

information. This abstraction is used by several instruments that analyze and decompose 

the information and translate user desires into required actions (and even, executable 

code).  

4.2 Service assessment model 

In this PhD Thesis, an improvement over the classic method of service control is 

required, and therefore, a design of a new service model that improves the traditional 
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service management process is essential. Thus, in this section, I propose the addition of 

several modules into the service control chain to allow a more granular service 

assessment process. 

4.2.1 Service control and provisioning  

In general, current architectures analyzed in Section 3.2 are focused in satisfying the 

industrial system’s requirements and most of them does not support CPS process control 

mechanisms. This manner, state of the art presents little improvements over the 

traditional control systems, and a wide range of inclusions can be proposed. With the 

proposal presented in this section, a more granular service management is desired. In 

order to support the proposed service control method, a service path is needed to follow 

the activities execution process from the bottom layer to the top, and to do this, there are 

several proposals that divide the service path in different modules performing a specific 

task (S. Wang, Wan, Li, & Zhang, 2016). Often, traditional literature is focused on Smart 

Grids (Sridhar, Hahn, & Govindarasu, 2012). This is because of the recent CPS 

terminology, where the control policies and system implementation started to be 

implemented. Proposals only considering the control system related to CPS are 

infrequent. 

My proposal addresses a gap in the actual research literature, by proposing a fully 

functional process control system and considering all the required functionality to obtain 

an interoperable infrastructure. This proposal will be completed in the following 

sections with a complete overview of the proposed architecture. In order to reach this 

objective, the reviewed CPS architectures in Section 3.2 and their design guidelines are 

taken into account as a basic approximation to the interoperable CPS concept. 

Consequently, a service-based solution that provide an event-driven approach is 

designed. The NIST reference architecture is considered, and the concepts of state and 

state transition will be described. 

4.2.2 Service data components 

To overcome the required service control, several components take part in the service 

composition process that is proposed, and the description of each module related to the 

phase of the implementation process as shown in Fig. 11, is stated below: 

1. Physical system. It contains all the elements that the infrastructure must operate 

and monitor. These elements perform the operations and process defined by the 

system. Almost every hardware infrastructure and production system are part of 

this layer. 

2. Transducers. Including actuators and sensors. These devices are the components 

of the physical system and can be part of a same device if they share the same 

case, as in production systems. They are in charge of activating or sending events 

in the system, by activating a flag into the hardware interface. These modules can 
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be provisioned as input elements where the operation can be monitored to alter 

the current operation. 

3. Connector access manager. This component refers to the data transportation 

layer that distributes the information gathered by the physical system to the 

control layer. In this phase, the message is codified for the data acquisition 

module to process it. OPC protocol is used in the majority of the industrial system 

reviewed, and although only one data interface was described, the control 

environment interface can be also included to interact with the hardware 

connectors. In this work, only the data connector is described, because the system 

behavior is the same in any case. 

 

Fig. 11. Components of the service architecture 

4. Control data acquisition. It is the component that acquires the data generated by 

the transductor layer and processes into an adequate format that the higher layers 

can accept. The process takes the raw data (although it can be codified by the 

connector middleware) and interprets it by making the appropriate changes. 

There are cases that those changes are implied by the access middleware, and then 

the control layer would be embedded in the same connector layer. A self-managed 

CPS would result in those situations, by integrating the lower three layers into the 

same module. 

5. Control access manager. In order to provide a hardware control entity, at the 

control layer a middleware in charge of managing the access control policies is 

added. Any type of middleware may be chosen, thus, in this proposal an event-

based middleware is used. This allows the utilization of a publication and 

subscribe protocol that perfectly adapts to the lower layers. 

6. Information interpretation. At this above layer, the knowledge extraction 

module receives the events and extracts the information. Additionally, a pattern 
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module allows to identify any known pattern and rely the data into the next 

module. In this layer there is no need of any P/S technology as the elements can 

interact in a sequentially form and no unexpected events can be generated from 

the system. The information is passed to the next module by using an 

asynchronous API that allows a non-blocking process of the data, controlled by 

the supervisor engine. 

7. Domain expert environment. The last and higher layer is in charge of receiving 

the events generated by the lower layers and updating the state of the execution 

process to the actual state. In this phase, the events may trigger some activities 

that produce an output, or a control algorithm can choose the next execution step 

in the implemented service. All of these particularities can be defined in this level, 

with the help of a domain expert. The control of the system is then leveraged to 

the activities described in the editor, and then processed by the interpreter. 

Managing the system is done by selecting a human understandable language that 

allows the domain expert to translate the application specific requirements into 

the system activity description. 

This is the workflow proposed to integrate application services into the system, as 

seen in Fig. 12: in a first step, the domain expert describes the application layer model 

into a finite state machine, using activity descriptions and other domain specific tools. 

Then, the interpreter compiles the information into a machine understandable code. 

 

Fig. 12. Service integration flow 

Once the transitional code is generated by the supervisor module, the state transition 

table is put into memory and the needed subscriptions are requested. Business events 

can be also provided, as the business layer maintains an independent state from the 
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lower layers. These events coming from the upper layer are the foundation of the 

decision-making processes that may be included in the transition table. In order to make 

an update to the current state machine, the execution orders can generate activity events 

that in combination with the prosumer events described by the domain expert produce 

the output sent to the final users. This is when the users can be noticed and get feedback 

of the system executions. 

4.2.3 Integrating a service generating process  

As shown in Fig. 15, the service chain is described by splitting the levels 

corresponding to different functionalities. Although, none of them can work without its 

subsequent level in the chain, a modularization has been done to provide a granular 

description of each process.  

In a first level in the service-provisioning plan, the domain expert is placed to provide 

the necessary data to enable the service chain infrastructure. In order to obtain the 

information, it is needed to define the declaration format of the service provisioning 

data. A finite state machine (FSM) declaration as shown in Fig. 13 is defined as the 

primary state of the information gathered by the domain expert. It contains the process 

declaration, a list of states in which the process can be found and its associated activities. 

In addition, the entry and exit activities are also required. This collection of atomic 

operations can be seen as the service invocation operations found in other service-based 

environments.  

 

Fig. 13. FSM in the declaration level 

As it was previously said, the domain expert registers and declares the FSM. By using 

an interpreter, the domain expert can transform the high abstraction level that is 

inherited from the information gathered into an executable code that can be understood 

by the rest of the system. In this step, the prosumer code is then transformed into a lower 

level of abstraction. It is important to note that the transformation process takes place in 

the first level of the chain, and the domain experts can monitor the process and edit the 

transformed data if wanted, with the help of an editor. The languages used in the 

transformation process can be selected, as long as the interpreter and the editor use the 

same. XML as defined in the W3C state chart or preferably executable description 

languages such as .NET or XASM language can be useful in this level. 

This level offers the domain experts an interface to interact with the system, in a high 

level of abstraction to allow using a human understandable format. This upper level 

must be independent from any bottom layer, and thus, it can be moved to other system 

platform if desired. The domain experts can therefore select their language of coding in 
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which the FSM can be described, as they are many available. This is where a language 

focused on a specific requirement of the application can be selected, or even better, select 

various languages for each application specific elements that fit best in order to produce 

descriptions that are more accurate. 

The result of this level is a business description of the activities used in the services, 

as can be seen in Fig. 14, and being independent from the hardware level, helps the 

separation of the layers in a soft manner. This allows the reutilization of the premises 

with other hardware infrastructure. 

 

Fig. 14. Processed FSM 

Once the new description is generated, the information can be transferred to the next 

level in the chain. In this second level, the execution environment adapted to the states 

identified before must be generated. For the execution environment to be ready, a proper 

execution engine has to be provided, which understands the business level (or decision-

making level) description language coming from the interpreter. As an example, a C++ 

execution engine is needed if .NET technologies have been used in the domain expert 

level. 

In a service-based environment, services have to be dynamically allocated and, in 

order to address the changes of the states provoked by the inclusion of new services, this 

level engine provides an additional memory characteristic. While the transition tables 

store the state changes in the main memory, after a new FSM event is received, the engine 

updates the transition tables in order to take into account the new activity progression. 

In addition, when a new state is reached or disposed, the engine selects the next state 

following the transition table rules. This engine has to be able to execute all the required 

activities that a certain XML description contains, as well as execute the described 

process of the execution phase. This problem is not covered in this Thesis, but several 

previous implementations can be used to fulfill the requirement. 

FSM descriptions received into the supervisory engine are sent thorough a 

communication interface properly reserved for signaling communications, avoiding 

reutilization of the main data path. As these FSM descriptions are often generated in a 

remotely site, the supervisory engine needs to verify the correct activities 



4. SERVICE PROVISION IN UNATTENDED SYSTEMS, METHODS AND 

REQUIREMENTS 

  

  32  

 

correspondence of the site infrastructure. To transport these descriptions, any 

serializable technology can be used, although I recommend JSON or Amazon States 

Language technologies. 

 

Fig. 15. UML description of the service path 

After the decision-making level, where the descriptions are processed to obtain the 

executable code understood by the system infrastructure, the next level offers additional 

procedures to a successful task identification chain. Specifically, a knowledge extraction 

module that provides the control environment to the data acquisition process is added. 

By identifying patterns, and implementing modeling techniques and machine learning 

technologies, a complete adaptation of the process to any considered scenario can be 

achieved. In order to interact with the remaining modules situated on the underlying 

layers, a publish and subscribe network (P/S) is proposed. With a P/S network deployed, 

a layer of abstraction between the hardware platforms is situated and all the 

communication normalized. 

This improves the communication between the layers in charge of executing 

processes from the verification layer, which sits on top, and therefore all modules that 

Async data path 
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are dependent of the platform can be integrated in an interoperable manner to the service 

chain proposed. Several P/S networking technologies can be used, although in most of 

the scenarios, MQTT can be included. 

P/S network allows using events as triggers of the execution procedures. The network 

in this stage is in charge of relying the hardware controller to control the final devices 

and to gather monitoring information. The hardware controller is the last module of the 

service chain as they offer the control plane and the connectors to the final sensors and 

actuators that perform the executions requested. Is in this step where the service defined 

in the upper layer starts to execute. Depending on the number of final devices present 

in the infrastructure, and the location of the systems, several hardware managers can be 

deployed. These modules can perform a primarily inspection and verification of the data 

received by the devices, or can be simply transparent modules to gather relevant 

information of the hardware layer. 

4.3 Requirement gathering among real deployments 

To achieve a successful deployment and integration of the novel platform presented 

in this document, the expertise acquired in previous work and the research provided in 

this PhD Thesis is used to define and to create a set of requirements. This helps the 

collection of all needs that a final management system, as specified in Objective #3, 

require in a real-world situation.  

Following, along with each requirement, a short description is provided in order to 

clarify and establish the future needs of a standard framework that fulfills the required 

objectives. Related to the requirement gathering, although more requirements can be 

identified in a real-world deployment, the following requirements have been proposed 

as the most important in order to include several service functionalities into the system, 

as described in Section 2.  

Requirements are specified and described with a short description. They are related 

to the specific objectives defined in Section 2.2 of this document, which were proposed 

by the motivation of building an extensible CPS framework and a then, with the lack of 

detailed methods confirmed by the research performed in Section 3. With this 

knowledge, several functionalities have been observed as the requirements for this 

environment. 

REQ#1. Automated device identification: in a management system, a reliable 

identification of the final device is a major requirement to provide precise events to 

control and communicate to the system. As in our case scenario the devices or entities 

can be virtual, the process of creating and assuring a unique identification is critical 

for a successful implementation. The devices will be identified by an automated 

methodology and assigned an identifier or unique identifier, as proposed in the 

bootstrapping method (Section 6.3) of this work. 
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REQ#2. Gathering of entity capabilities: to give a proper computing capacity to a 

device, a characterization of the properties and capabilities offered by the component 

is required to allocate the correct resources. Capability gathering implies that a list of 

predefined capabilities must be assigned, and thus, a configuration process has to be 

carried out. Once the system is initialized, the management and exploitation layer is 

able to build an available resource schema with all the gathered information. 

REQ#3. Group characterization: in complex system environments like smart 

management scenarios, some entities by themselves are not capable of performing 

any substantial process nor even smart enough to be able to communicate with other 

elements. In this case, aggrupation is made to encompass one or more entities in one 

device that can be recognized by the management system. This grouping can be done 

recursively, as the devices can be part of a superior level device that is in charge of 

their dependent operations. Thus, a device can be composed by a single entity or a 

group of entities, in a recursive way. 

REQ#4. Group interoperability on all levels: as the system will be deployed on several 

site-locations, each one unaware of the rest and mostly in different locations, 

communication between different subsystems is mandatory. To provide 

interoperability, the communication among intra-layer and inter-layer devices are 

used. 

REQ#5. KPI measure capability: as a management system entails, measurements of 

certain aspects are required to analyze the performance and reliability of the system. 

The system must be able to collect metrics and provide interfaces to interact 

seamlessly for KPI generation and report. 

REQ#6. Request optimization: in a multi-layer system, inter-layer requests must be 

optimized to reduce any unnecessary overhead. In this sense, a valid request can be 

addressed to a certain device whose upper layer knows in advance its inability to 

process the request, so this request has to be redirected or cancelled at this layer, 

avoiding excessive requests. 

REQ#7. Sensing and acting capability: unlike systems composed only by sensor 

devices, a self-managed environment requires acting capabilities to be present in 

some devices. In this case, the developed system must be able to select and command 

actuators and verify the correct state of such device to provide feedback into the 

system. 

REQ#8. Security and privacy: every modern management system has to take into 

account the security implications as a cross layer that involves every component of 

the system. As the system is composed of several subsystems, each one must have its 

own security measures in addition to the global layer that covers the whole system. 

In this work, security is omitted as the authors rely the security mechanism on the 

selected framework and protocols. Even, the semantic addition does not modify the 

security implications of the platform. 
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4.4 Conclusions 

CPS service provision has been proved as a challenge step in which several actors 

must be implied. This requires a flexible and an extensible process that allows a solution 

to bring service declaration into the devices in a successful way. One of the main 

problems when working into the service level, is the need to translate the service 

declaration (described in a high level) into the machine understandable language that 

the final devices will execute. In this regard, this section has provided a methodological 

process in which, with the help of translation engines and pragmatic language, a 

template generated in a high level can be translated to the device level in an automated 

manner. 

By using hardware components in the service deployment chain, the FSM described 

in the first stage of the process can be interpreted to extract the domain characteristics of 

the system. This stage must require the assistance of a person, the domain expert, in 

order to configure the system and adapt it to the specifics of the domain. Once the 

transformation is performed, a supervisory control, by means of a control engine, is in 

charge of relying the FSM processed description to the channels assigned, to allow the 

production of the events required by the system to work. At the last stage, the devices 

interact with the system creating a network that translates the information into 

knowledge used by the supervisory engine, and a technology based on publication and 

subscription network is proposed. 

With this process, a more in-depth understanding of the service provision process has 

been acquired, and the objective of this PhD Thesis work of providing a framework of 

automated service provision in multi-site deployments is contributed by fulfilling 

Objective #2 and Objective #5 described in the Section 2 of this document. This 

understanding of the global process has also achieved a description of the global 

requirements that a CPS must satisfy to provide the methodologies that this work will 

incorporate. 

With this, a list of requirements has been also described, completing in this way the 

Objective #1 stated in this work, bringing a base to any CPS in which several capabilities 

must be included to allow more service provision processes. 
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5 Model and reference architecture 
for the supporting elements 

This section describes the model and the reference architecture proposed in this PhD 

Thesis, because of the analysis of the previous chapters where the state of the art, 

requirements and the proposed service model are discussed. 

To provide a successful design of the several components that the architecture model 

design have, it is mandatory to follow the requirements imposed by the objectives 

declared in Section 4, where I define what the system will be able to perform, how and 

what results are expected from it. Summarizing the objectives and requirements defined, 

the architecture will have to manage, coordinate and monitor several so-called sites of 

isolated networks in which a CPS will be running. 

The services will execute in each site by relying the partial results to a superior layer 

in charge of unifying the operational results and providing them with the expected 

parameters required to perform the task in a successful way. These elements are 

described in their functional way and I only show explicitly the inter-relationships that 

are required in each layer. This will allow us to obtain a global perception of the system 

itself. Components often require access to other resources and this is also taken into 

account in the proposal of the architecture.  

The identification of functions, execution controls and execution optimizations in 

heterogeneous environments involve several modules that takes place in the process. 

Such as, the state of the defined capabilities in each final device, identify if its state is 

the appropriate one in the execution context or the reusability factor possible in that 

task, in order to optimize the general utilization of the platform. In this PhD Thesis, I 

first propose an additional layer to granulize the execution environments by the 

incorporation of the called “sites”. After, a characterization process in which not only 

the devices, but also the execution service can be identified to share resources between 

several services of the system, by using unique identifiers for each entity. I propose the 

use of identifiers, besides to identify the device itself, to know the status of the device in 

the face of a service execution. 
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One major drawback of using a predefined method to implement an algorithm to 

identify available entities in a certain system is the inability to predict future 

modification of the deployed algorithm. This is the basic approach of actual studies, 

where identifications are stored in a constant updated dictionary. I complemented the 

identification data with additional metadata to provide the more detail, such as the 

necessary information of the executed service. This dictionary allows, with the correct 

algorithms, to reduce the load of the active services by reutilizing some of the required 

data delivered by the final devices. Recent studies stated the limitations of cyber-

physical devices when they are integrated into a running environment, as they cannot 

identify similar behaviors that could not comply with the defined Quality of Service of 

the system.  

In this contribution, I assume an increase of the power capacity in newer devices that 

it can be consider nowadays as full power computers but with very little energy 

consumption. This is why it is of interest to incorporate some of these devices to the 

architecture, for example, where before a simple gateway could only manage the 

connection process, newer devices can enable the workflow of the other components, 

with less power. The incorporation of these devices helps the distribution of the 

management chain along the system and play an important key managing all other 

components at they charge. This is why, in previous works, the problem was focusing 

majorly in the complex devices is the inability of controlling the lightest resources of our 

system, and nowadays these devices can perform very complex task that can overrides 

the capabilities of the system major components. 

5.1 Reference architecture 

CPS are composed by several devices that often are in an immutable state or 

stablished in a certain manner that it is complicated to be altered. In that case, a device 

model can be defined in the planning phase of the CPS. This strategy involves a 

predefined model that can be pre-configured or not with the device, declaring its 

functions, capabilities and requirements in a regular mode. On other consideration, 

devices can be added to the system and removed dynamically, by decision of the 

administrator or by external factors that prevent the normal operation of the device, such 

as connectivity problems, battery discharge or even device malfunction. 

The study approach of the multi-site CPS paradigm can be done focusing of several 

aspects, but the implementation of a universal method to provide seamless integration 

must cover every component of the user-device chain. Thus, it is important to develop a 

modular integration to allow future extensions and modifications that allow an 

evolution and an adaptation to the future CPS implementation, as well as support the 

current processes that this work proposes. In a primary approximation, I provide a basic 

model categorization to characterize the different function types found relevant in the 

literature.  
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Fig. 16. Reference architecture 

Our infrastructure differentiates several abstraction levels. It is so because the system 

integrates a complex provision framework and doing this separation allows a granular 

identification of requirements and optimal strategy definition. In a real world CPS it can 

be found several standalone devices acting as a computational resources that provides 

information and relies it to a more powerful and interconnected elements, which process 

it and generate useful information. In our infrastructure, considering the overview 

presented in Fig. 16, several components are depicted. In this first representation, only 

the main function and its main database (where available) are shown.  

The presented architecture has as purpose the integration of several multi-site CPS 

that are controlled or managed by a superior entity. The sites in that figure can be seen 

as different planes, each of one with a coordination mirror inside, to be able to interact 

with the central coordinator. Three main blocks are differentiated in order to obtain the 

general architecture layout. The CPS block that includes the sites, the supporting 

facilities with the added function components (coordinator, monitor and analysis), and 

the management system along with the GUI environment.  
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The reference architecture is presented and divided by the functionality that offers to 

the system. In the next subsections, each functionality will be described and their 

components defined. In the description, the functionality that the component realized is 

described along with the relationships to other components. At last, the database 

requirements and the interfaces and protocols used will also be defined.  

In Fig. 17 a more granulated architecture can be seen, with an in-depth presentation 

of each module components. In this Figure, the paths of the information transferred 

between components are shown. More specifically, the control and data planes of the 

information is presented. An “other” classification of the path is also defined, leveraging 

the rest of the communication that not fit under the previous types. 

 

 

Fig. 17. Detailed reference architecture 

With this proposal, an architecture designed for supporting the service lifecycle is 

defined. As this Section 5 refers to the architecture definition, more specific 

functionalities of the architecture that are part of this PhD Thesis work are explained in 

the Sections 6, 7 and 8. Specifically, the new devices auto-provision methodologies will 

be presented in the Section 6, monitoring the service process is presented in Section 7 and 

some considerations and energy saving proposals regarding final devices are presented 

in Section 8. 
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5.2 Management system 

A management system entails the entity that that takes into account the global process 

of every aspect involved in the subsequent devices that are part of the infrastructure.  

In the presented system architecture, as discussed in the previous Section 4, the 

importance of the uniformity of the data that is produced by the system is the key to 

provide trustiness to the system, hence, the different interaction between the on-site 

locations (sites) of several CPS are treated here. This, indeed, requires a complex task of 

unify the results of several sub-systems executed at the same time and often, to perform 

related task that in the future will be recompiled and presented as a one final operation 

result.  

As part of this system of the architecture, the user interface will provide a practical 

way to interact with the system as a whole. 

5.2.1 User interface  

To begin with, user interface or the commonly called GUI (Graphical user interface) 

will allow the Admins and operators to work with the tools and obtain the results that 

the services will provide. 

 

Fig. 18. GUI Use case 

It will require the definition of the roles and use cases to offer the correct endpoints 

to each user in the system. As this first approach, I am considering two types of behavior, 

Admin and Operator, with different access both interacting with the system as shown in 

Fig. 18. 

5.2.2 Management environment 

Every system is managed from a central console, this central console (that can be co-

located or in a cloud environment) is the central administration endpoint for the 

configuration and to supervise the operations. It is composed by the management 

system and a supporting facilities interfaces for enable a central communication bus. 

 Management system:  

This is the primarily management level. At this level, all the service definition 

and rule provision is made in order to require low-level entities to provide the 

necessary data to obtain a result. Actors involve at this level are the knowledge 

experts that configure the rest of the infrastructure. A master entity that rule the entire 
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system is needed in order to maintain control over the rest of the devices and 

gateways. In this paper, service provision level is defined as a transparent layer that 

is present and the service plans generated by this abstraction layer are relied to the 

gateway interconnection to provide the necessary detail of the required devices. 

 
Fig. 19. Management environment distribution 

The global entity that controls the available services incorporated to the system. 

As its main function is to generate and report the results of the running operations 

the user interface interacts directly with it and provides the external data and 

parameters required to configure the system as a whole. Inside will reside for example 

the interfaces connecting the architecture with business logic models, applications or 

extensions that could be required in a controlled deployment. This can be seen in Fig. 

19. 

 Services repository:  

The general database that stores the services, those previously identified at a 

precise time in the global system that has been mark as available. The database is 

accessed by the management system as it is populated by the services acknowledged 

in the lower levels. This database can be seen as primary global service collection 

where the final composed services are stored, and not the granular decomposition of 

capabilities that are later translated and paired to the gateways and subsequently to 

the final device. 

 Service status:  

A supplement database is added to the schema in order to separate the actual 

execution status of the running services. This allows to distinct between control data 

and actual data that is generated from the different elements incorporated to the 

system. This data is stored in this database and linked to the service requesting it. 

 Service decomposition:  

In order to interact with lower levels and to be able to distribute and divide the 

services into the capabilities required from the final devices, a service decomposition 

block is placed as the main access enabling the actual communication and data relying 

from and to the elements. These tasks are important in the data path, as they need to 

be merged and selected to fulfill upper layer requirements. Decomposition module 
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also interacts with the services repository database, as it needs to know the properties 

of the service to allow the gather of the required capabilities. 

5.2.3 Supporting Facilities. The common Bus 

To support the subsystem interconnection with the common infrastructure, I propose 

the addition a supplementary entity modeled as a ubiquity communication mechanism 

available for every module of this and the superior layers. The communication is based 

in loosed coupling and high scalability protocols such as MQTT to provide permanent 

availability and reliability of the global system. The incorporation of this module allows 

the control data to be decoupled from the main data path and will provide the chance of 

integrate several services such as monitoring and even analysis or verification process 

without interfering the data path.  

 

Fig. 20. Supporting facilities 

This level aims to provide a context-aware domain in which the devices can be 

deployed to the system. The context that a certain gateway generates is isolated from 

other contexts but can be integrated with them in the service provision level. 

Gateways can offer several interfaces for different network technologies in order to 

devices can select the appropriate method to connect with it.  

The proposed model abstracts the requirements of a certain technology to a common 

interface in order to reduce the complexity of the system model. This is done by 

incorporating a coordination schema between all the several device subsystems that can 

be part of a same management system, as explained before. This level functional model 

as represented in Fig. 20 performs several coordination mechanisms to interact with the 

management level by passing off the relevant information to the upper layer, and 

expecting the service and capabilities request data as a result of the anticipated process 

done by the superior level. This service plan contributes to the gateways by requesting 

the concrete capabilities and results that the devices connected are be able to provide. 

5.3 Coordination engine 

Our first entity in the system is responsible to gather and monitor the data located in 

external databases. It is called “Coordination Master” as its main role is to communicate 

with the databases and to manage the interaction at the boundaries of our system with 

the external mirrors. Information received in this entity will be processed and monitored 

to detect any new changes in the query results. This can trigger new notifications as the 

queries are being constantly monitored.  



5. MODEL AND REFERENCE ARCHITECTURE FOR THE SUPPORTING ELEMENTS 
  

  44  

 

 

Fig. 21. Coordination Paths and multi-site data normalization 

The connection between Coordination master and Coordination mirrors is also handled 

by the publish/subscribe network, offering the possibility of adding unlimited 

coordination mechanism and mirrors by locating several brokers into the network if 

needed. The relationships between the components are shown in Fig. 21. 

5.3.1 Coordination Master 

The Coordination master enables the ability of interact with several device 

subsystems, the proposed architecture is served by the incorporation of a coordination 

module and several coordination slaves. As the system can be increased in complexity, 

it is necessary to granulate the data along the device-service path. The coordination 

master takes the responsibility of distribute, queue, discard and also prioritize available 

resources and capabilities, and it does that by relying certain mechanism to the next 

explained module. 

5.3.2 Coordination Mirror 

It will be replicated in every existing subsystem and will be in a close relationship 

with the master. Their functions are beyond the basic gateway of a certain set of devices 

because of the incorporation of a process execution engine that performs delegated tasks 

from the master. These tasks are supposed to be performed with the final devices, as it 

could interact directly with the final capabilities required. Execution assignment, data 

cleaning and in some cases, stream generators are some examples that are implemented 

in the coordination slave. It is worth to clarify that the coordination entities are in charge 

of the real data flow and they are responsible of maintain the integrity of the data 

generated, this is why this component will interact also with databases present at the 

lower level.  

5.3.3 Policy Engine 

In order to have an authentication method that provides mechanisms to approve or 

reject the user and devices interaction, a policies engine is added to the system. This 

entity is grouped with another database that stores the permission level of all entities 

included in the system. 

All actors taking place in the system will be enforced to gain a minimum granted level 

that has to satisfy the minimum requirements of the entity wished to manage.   
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5.4 Process execution 

To provide the process execution explained in Section 4 and the service integration 

objectives defined in the extracted requirements, a backend engine that integrates the 

results of the FSM compilation into the real device manipulation orders is necessary. The 

abstracted components are detailed next. 

5.4.1 Link Layer - End Layer  

The lowest level defined in the proposed infrastructure is dedicated to the end user 

devices connected to the platform. These devices are often from different manufactures 

that are not compatible with each other’s and therefore could be difficult to interconnect 

the different services or capabilities that the devices offer to the system. The methods of 

connecting each device to its correspondent gateway is relied to the actual connection 

technology or in the general case, the connection is transparent to the service platform 

but there is some components that are common to all de devices providing actual data. 

5.4.2 Process Execution Engine 

Just after the coordination mirror takes into account the required resources that a certain 

device (or a set of them) have, it is time to rely the charge of monitoring the execution 

process to this module. This is where the final communication with the devices or 

actuators is made, and the first entry gate of the raw information into the data path. The 

process execution engine will watch the execution of the required data gathering 

requested from the management system, as the services involved, and the actual 

capabilities used in the devices connected. 

 Capabilities management: To help the previous module with the device interaction 

process, a supplementary service will be used in order to provide different database 

interaction at the device level. This service can provide device status, current 

capabilities, quality of service information and additional data that could be useful at 

this layer level. 

 Status and capabilities DBs: In order to provide persistence of the control 

information gathered from de devices, the lower level include a set of databases close 

to the execution engine and capabilities management to back up relevant information 

such as the status of the execution processes, active connections, past and current 

events or the capabilities offered by the devices. 

With these modules, a multi subsystem cyber-physical system can be executed and 

managed from a single user interface, in an easy and summarized point of view. This 

architecture is the start point of our proposal to add special and unified services for a 

reusable, optimized and self-managed cyber-physical system framework.  

5.5 Analysis and monitoring 

Analysis, verification and monitoring the service process along the whole system is 

one of the most important aspects in a CPS system. This element ensures that the correct 



5. MODEL AND REFERENCE ARCHITECTURE FOR THE SUPPORTING ELEMENTS 
  

  46  

 

work is happening in real time and in the form that has been conceived. Section 7 focuses 

on the model implementation, considerations and how the approach is supported into 

the architecture presented here. 

Monitor a process entails the monitor in every state that that certain process can be 

found in. Consequently, a study needs to be performed in order to discern the 

parameters of this monitoring and adapt them to keep a reasonable quality of the system. 

An important aspect of the monitoring framework as presented here is the type of the 

information produced by the process, which is indeed relevant from the administrator 

perspective. As the information varies, a differentiation has to be made in several types. 

Different levels of monitoring allows selecting and limiting the appropriate information 

rate received by the monitor system, in order to be able to process the data that is being 

generated by the co-location environments, a simple way to filter and pre-processing the 

important information allow having a precise feedback of what is occurring in the 

system in any case. To avoid failure cases such as a broken communication path or a 

permanent isolation of a site, the system is provided by an additional bus that can be 

used to rely selected monitored information to be sent and to reach the coordination 

master or the remote process interface, where the user interface can be notified. 

Often, the scenario of a multi-site CPS present a wide spectrum of devices, in most 

cases, small factor devices that impose several particularities to the system. Regarding 

the number of devices, the number can grow unexpectedly, and the mobility is often 

improved. The use of communicating services along the system cannot be 

predetermined in a sporadic manner, and a continuous data flow is expected. This case 

forces the use of a data analysis strategy that in combination with a data monitoring 

process, provide an extensible CPS environment. In this sense, this PhD Thesis work 

proposes the use of the QoS KPI (Key Performance Indicator) as explained in Section 6 to 

allow a granular capability selection and identification mechanisms that with the 

incorporation of the monitor system described in Section 7 grant a flexible CPS 

deployment in any case. 

5.6 Coordination layer control 

In this thesis work, I consider the coordination element of an on-site CPS subsystem 

as more than a simple function module as explained previously. By using the 

incremented processing capabilities of the gateway device, the system can rely certain 

functions to the middle layer and release the service creation from the granular 

management of the devices. This helps the creation of more complex infrastructure as 

more on-site subsystems can be incorporated at this layer. 

This is why, besides the behavior of the service interconnection procedures, the 

middle layer also acts as a trigger mechanism for the final device in which the actual 

data provision or is made. Due to the fact the devices can be part of several services at a 

time it is needed an entity capable of indicate them their coordination entity in which 

the device is located. 
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Implementing a middle layer that interacts with devices and takes part in the service 

recognition process can be a challenge task. Especially when the possible devices are 

heterogeneous in a form that it is difficult to model in a unique way.  

Thus, the gateway layer defined in this thesis performs two main tasks. The first 

procedure that the coordination layer provide, is to homogenize the connection interface 

by offering standard methods to interact with connected devices. These methods must 

be available in each device and they have to be supported by the hardware and 

implemented by the software. 

Information interchange occur at the beginning of the connection, the device must 

inform the coordination slave of their status, including who is, how is connected and 

what capabilities have. As I have already defined, this data contains the necessary 

information to be sent to the gateway in order to start the new device addition process. 

Second task assigned to the gateway layer takes into account a successful new device 

inclusion. This implies the start collecting every information offered by the device and 

generating a system status to update the state of the context of the system. 

In a top-down description, the on-site coordination entities presented here, are in 

charge of rely the information received for their devices to the management system to 

the process execution engine and the capability management modules, which with the 

method described in Section 6, a system update is performed. This component has to 

declare a scope directory for each service provided, by incorporating a unique identifier 

to this service in a precise context, this way, the coordination layer can know the lifecycle 

of the execution in each device. 

Additionally, when a service execution needs resources of a known device, it triggers 

a new request message from the coordination layer, which is in charge of the required 

knowledge. The control layer then, controls and manage the final device by requesting 

the current expected behavior and manage the concurrent services that could be 

executing at the same time and using the same resources in the final device.  

5.7 Summary 

This section presents the reference architecture for a multi-site CPS environment, 

based on the previously defined requirements. Using a component per function 

approach, the resulting system is able to identify all the actors and modules integrated 

into the system and to perform task that are created and launched from a central 

management entity. With this proposal, I try to accomplish the Objective #3 stated in 

this work by the incorporation of different functional modules focused to incorporate 

multiple on location sites support and favoring the extensibility of the system. 

Regarding the service execution model, this section focuses on the coordination of 

elements at the data plane (transfer of information produced by users or Web objects to 

other terminals) and the control plane (synchronization and management of the 

execution flow of tasks and activities). The interaction between services is resolved by 
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introducing the necessary interfaces between the modules that process the activities, 

based on workflow patterns. The channel creation and optimization contribute to the 

communication establishment between limit activities, taking into account the arrival of 

new devices and the problems that can be found in the communication layer. Finally, 

the coordination layer is described by the interactions between the different modules of 

the defined architecture, in an environment with multi-site locations and taking into 

account the possible node characterization and link loses. These modules and 

procedures fulfill the REQ#4 by providing interoperable mechanism between the system 

components. 

After, I evaluate this model and analyze the improvements of the described optimized 

architecture implementation and compare the results with the inclusion of the 

monitoring system model described in Section 7. The performance evaluation of this 

work is provided in the interoperable device testbed described in Section 9.2. 
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6 Methods and functions to auto-
provision deployments  

In this section, I propose a methodological service propagation technique that 

allows simple hardware entities present in the system to provide its capabilities and to 

enable the system to incorporate new resources in the workflow of their execution. 

I focus on how novel methodologies can offer auto-provision deployments in the 

architecture presented in Section 5. Auto-provision refers to the mechanism that enables 

automatic service integration in the system as is. Some auto-provision methodologies 

can often include several processes in the lifecycle of a service, such as auto-discovery, 

auto-recognize and auto-configuration of the devices and entities that forms the 

integrated system. Thus, the newly incorporated devices will need basic manipulation 

in order to gain the execution privileges that the system require to process services. This 

section models the presented system as a service-based design that includes domain 

experts into the loop to allow final users access without the need of acquire further 

knowledge. This is translated into the following contributions: 

- Based on a three differentiate layers, several integration phases are declared. A 

workflow is described and based on a generic service the information chain is 

processed from the hardware layer to the business level. At this point, data is 

generated and attached to the service description and QoS requirements are met 

into the process. A cost model is used and the weights calculations methods are 

declared. 

- Several components are defined to help the realization of the device incorporation 

workflow. 

- A bootstrapping method is proposed based on the use of a template sheet 

predefined by the domain expert and optimizing the re-utilizable capabilities of 

the devices present at the integration process. 

The section structure is as follows: Section 6.1 defines the service-based model used in 

the architecture description of the proposal. Section 6.2 review and explains the different 
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conditions that a real deployment requires, along with the relation of the identified 

requirements and with our component model breakup. Section 6.3 presents the fast-self 

configuration solution that I propose to integrate newly devices in the system and the 

component description and its functions. Section 6.4 adds the bootstrapping method that 

introduces an algorithm to identify the capabilities of a device in a new provision 

framework. 

6.1 Service-based analysis of smart environments 

To analyze and overcome the service-based environments providing an interoperable 

service facility, an infrastructure called Smart Environment (SE) is usually defined 

(Youngblood, Heierman, Holder, & Cook, 2005). A SE is an environment that is able to 

acquire knowledge to apply it to the same environment in a feedback way, in order to 

ease and improve the overall experience. 

I this manner, the traditional smart environments are often seen as monolithic 

compounds where the integration of the all layers are defined in a strong manner. Is in 

these systems where the operations are described as predefined loops where the state of 

the environment is sensed, then the reasoning is performed with several rules that has 

been previously identified and then, an action is performed with the intention of 

changing the started state. This is why it is normal to say that the environment 

perception process is a bottom-up process (D. J. Cook & Das, 2007). Every component of 

the system is indeed dependent of each other using this view (e.g. an objective must be 

measured with other underlying hardware devices), and the domain experts has to be 

incorporated not only in the design phase of the system but during its normal working 

operations (Alcarria, Robles, Morales, & González-Miranda, 2012). Integrating the 

objective of obtain several uncorrelated elements in a service-based environment and 

allowing actors with no technical knowledge to interact with the system is a new mode 

to approach this scenario. 

 Designs that are abstracted into Service-based schemas are currently very favorable 

(Jammes et al., 2014), as various levels of abstraction are defined as independent of the 

different context and may be employed in such different ways. The encapsulated 

services can be transferred with easiness, and new applications and system can benefit 

their inclusion. This is why, the economies of scale are improved, and then the SE 

deployment is encouraged. 

With this introduction, as the approximation to de problem is now service based, 

traditional service operations are willing to change. In particular, the discovery process 

of a new device has to be taken into account, as the services situated in the low level of 

the platform needed to be aware of such changes. Hardware incorporation is indeed 

processed, and the capabilities transformed to the upper level in the platform. Seeing 

from a perspective, the service environment operation is described as the publication of 

the available services from the hardware level and the central server acknowledges the 

process by using a transformation process. After that, the application level, controlled 
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by a user, requests the central server asking for the required capabilities to gain the new 

services. This is when the system managers can use the selected services to provide the 

user a more gratifying experience by declaring rules that the users can apply. The 

application layers can now monitor the state of the execution and the environment. With 

this approach, the smart environment maintains the bottom-up perception wanted, and 

in the same time, it is independent from all the layers involved in the process. As another 

advantage, the system is not required to use special software of heavy-duty machines to 

operate. 

To apply a service-based architecture has another advantage that is the social 

implications that the humans can provide to the system. In this approach, humans can 

be seen as service providers (D. Cook & Das, 2004) to the system. To define the human 

implication, a “service provided by a human” in this context is whatever action 

performed by the people, as a request from the service environment. To provide an 

example, in a certain time of the execution, the system can ask a certain person to provide 

an action, through a mobile application or an in-situ mechanism, to “close a door”, in 

order to maintain the temperature of the room with in stablished margins. Then, it is 

said the service “close a door” is provided by the social entity. Usually, researches on 

the relation between social entities and social environments are focused on monitoring 

the behavior of themselves or recognition of activities performed by them. In this way, 

social entities can be seen as “consumers” or applicants for system that need certain 

actions – that cannot be done with only machines- to complete the executions. Also, there 

are projects like MavHome (Youngblood, Cook, & Holder, 2005) (Managing an Adaptive 

Versatile Home) that have introduced social entities in social environments to perform 

various roles. This presents another problem knows as “humans-in-the-loop” (Munir, 

Stankovic, Liang, & Lin, 2013). Fig. 22  presents the proposed schema for a service-based 

SE. It can be seen, social entities of the system appear in the top part of the figure as 

services consumers, and also as service providers in the bottom part of the architecture. 

 

Fig. 22. Service-oriented Smart Environment scheme 

However, systems that are service-based can come with unexpected problems and 

challenges. In outdated service environments that are based on feedback loops, the 

infrastructure is designed to react to the stimulus with anticipation to the physical world 
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state changes, as implied by stability criteria. With solutions focused on service-oriented 

premises, the temporal requirements can be preserved, as service environments value 

increases if real-time operations are supported (De et al., 2012). Nevertheless, these 

systems often need the people to perform the transformation process from low level 

services into a more comprehensive abstraction into the high-level service set. This was 

imposed by the need of understand the means of every service that the service is in 

charge .(TRAN & TSUJI, 2007) Then, as it is a manual process, the completion of real-

time requirements cannot be executed in the operation time, because the cited 

abstraction is very consuming. To overcome this, the service definition is defined at the 

configuration time, and the different levels start with the configuration of the services in 

an immutable state through the whole operation, or until an expert updates the states. 

These changes in the physical layer of the platform are often treated as service changes 

that can occur in the same way that in traditional service environment, and so, these 

services configured by domain experts are not available to configure during the 

execution of the environment. The limitations are imposed by social components and 

mostly by hardware components. 

To provide a solution to these problems, I have proposed two procedures that help 

the transformation phase. In a first place, and knowing that there are solutions to try 

guessing the availability of a certain service with no need of a previous invoke, I propose 

to break the abstraction layer independency between the service based implementations, 

by providing the information of the hardware layer, to the high level components. 

Additionally, the process implied in this solution can be exhaustive, and real-time 

computations can be compromised in a social environment (Charif & Sabouret, 2006). 

In second place, new applications can be depicted from new hardware included in 

the system, so the services can often request new functionalities as they are included, but 

also the devices can refuse the execution of a certain request. If this happen, a process to 

make high layers aware of the rest of the system is needed, with the final objective of 

take into account the new system and be ready to fulfill system requests. This can be an 

iterative process with real complexity, so it may reduce the support of real-time 

processes (Alcarria, Robles, Morales, López-de-Ipiña, & Aguilera, 2012). 

6.2 Fast-self configuration for interoperable device integration 

To overcome the Objective #6 presented in this thesis, a solution to provide a way to 

self-configuring the system for supporting the integration of new interoperable elements 

is proposed. It is based on three different independent abstraction layers. Fig. 23 shows 

the general proposed scheme for an implementation of the described method. I have 

divided the context level in business, production and hardware level. New devices 

located in the low level must be incorporated to the upper levels of the schema. 
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Fig. 23. Reference architecture for a fast-self configuration solution 

Following, I start describing the different levels that I propose to use in order to obtain 

a device integration process. The lowest level is called hardware level, as it can be seen 

in the Figure. This level is composed by the device components themselves and several 

function modules. Additionally, I introduce an expert figure that will help the creation 

process in a configuration phase. This first domain expert is required in order to know 

the necessary technology knowledge to apply the base implementation process, but can 

be unaware of the application that this implementation would serve. This expert needs 

to configure the services that the infrastructure must support and that can be included 

in the hardware services. These components of course, could be used in a present time 

or in future moments.  

With these services identified and the archetype –an archetype can be described as a 

pattern or a model that contains all the depicted elements of several copies (Bicer, Kilic, 

Dogac, & Laleci, 2005)- templates generated, every hardware device that supports 

services must be expressed in a form of the identified capabilities, or a collection of them. 

In this way, a certain capability, for example a temperature measurement sensor, can be 

reused by several hardware devices. The output of this level as described, is a list of 

archetypes or capabilities that represent all the capable services involved in the 

configuration process. The domain expert must generate these descriptions that can be 

automatically processed and included in the system in the end of the configuration 

process. 

While the configuration process is in place, it is worth to mention that the information 

generated in this phase can be processed to reduce the spurious data, and to assure that 

only the important information is transmitted to the other levels. Also, additionally to 

the automatic information processed, a simple semantic characterization of the services 

identified need to be filled by the technological expert, and this information transmitted 

along to the upper level. 
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Next level focus on produce the service abstraction to feed the business level. In this 

level, which is called production-level, services are analyzed, and the devices are 

abstracted from them. The obtained information is instantiated and a transformation 

takes places to produce a generic service description output –using XML, as an example- 

where all the semantic information is automatically filled. At this time, it is necessary to 

left behind all the device communications specifics, so a substitution API is generated in 

order to homogenize the requests and the answers provided by the hardware level. In 

this level, all the hardware infrastructure is agnostic and can be seen as a black box with 

standard APIs to interact with. Then, a repository containing all the services is generated 

at this level. 

In this level, the service description that is generated, is prone to contain services that 

are not valuable to the users in the service environment. This is where the upper level 

proposed takes its place, and has the objective of create the needed value for the users of 

the SE. The business level creates with the help of a second domain expert, the relevant 

services that will be offered to the users. This expert has to have the knowledge of the 

specific application and the relevant indicators in order to produce the required 

templates. This information is produced in a domain description language, containing a 

collection of semantic relevant templates. 

Along with those templates, the description obtained by the lower level are composed 

and processed in an engine to finally create the collection of services. Those services, well 

defined, will be available to the final users in the service environment.  

The described process, in fact, left several factors that can impact the services in a fully 

functional CPS, such as the performance of the executed services and their implications 

in the composition of services to obtain a common result. In this solution, additional data 

can be produced to align the requirements identified in Section 4 by complementing the 

service information in the system described. A Quality-of-Service can be indeed 

identified and calculated in order to be part of the adaptation procedure that is triggered 

when a configuration process has ended. 

In this proposal, the information of QoS can be represented by any system 

performance indicator that affects a certain service. A numerical representation, to give 

a quantitative key would be an option, but there are situations in which only a certain 

value does not indicate a valid indicator. Collections of any measurable entity can also 

represent that information to allow a wider compatibility and even functions must be 

allowed to be implemented since the dimension values may require an adaptation 

process to be really valuable. As QoS is used to indicate the importance of certain 

parameters in a service execution environment, it can be used to evaluate current values 

of the system, but other non-technical definitions of QoS are not considered in this 

proposal. 

To provide examples of what classes of information are considered in the QoS 

calculation, I propose the use of two sources. First, a set of periodic measures that can be 

performed to network parameters are taken into account. Transmission rate, delay, jitter, 
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and several others can be performed into the lowest level and processed. The results then 

can vary between different hardware devices as they are differences between them. 

Elements such as time, interferences or device positions can affect the results. These 

parameters are known to be changing over time, so the evaluation period of the 

adaptation process is a critical parameter to choose. Second, costs associated to service 

execution are also a source of valuable information. As this information can be also 

provided by the hardware level in a continuous way, the cost can be calculated without 

being request, and then gathered in an automated process. Information such as CPU 

utilization, available RAM, battery information and etc. are processed to obtain the cost 

of a certain execution and therefore, impact the QoS information generated. This PhD 

Thesis is not focused on the algorithms used to perform this calculation, although it can 

be easily found in literature. It is noted, that cost information related to hardware 

devices, hardly changes in a fast pace, as the devices often rely in embedded firmware 

that are not often changed. 

6.2.1 Device characterization 

In order to obtain a precise characterization of a new device, the first process uses a 

device characterization process to help the generation of the supported capabilities. This 

process is replicated each time a device wants to be include in a new system, but also 

when a device registers a new capability to be used for the final process. 

To formalize the method, I define an execution environment E that shapes a Service 

Provision platform composed by different types of devices. In the model, a device Di is 

represented by a collection of several mn parameters in the following way: 

Di = {idi, m1, …, mn}. (1) 

The device is identified by its unique identification idi and a set of parameters in the 

form of key and value, selected and preconfigured in the device. These parameters, that 

are a subset of the Di set, can be also identified from the standard messages that default 

device provide, thus in order to start detecting them only is necessary a first scan or 

connection with the link layer of choice. 

The execution environment then can be expressed as a set of i devices currently 

connected. 

When a device is connected to an execution environment that forms part of a global 

system management group previously configured, the capabilities management engine 

as well as the process execution engine are aware of the inclusion and start relying the 

Di set to the management system. 

As stated before, the device i can be part of an on-site location, so the information 

must flow through the common path in order to be considered by the upper layer. In 

addition, the device model D could incorporate a device location information parameter 

to the list and the process execution engine of each on-site location can decide if the 

execution is assigned for that device. 
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Once the lowest level processes the information received, the module analyzes the 

experimental measures and the costs associated and induces a certain ratio comprising 

the offered QoS calculated before in a certain range (this has to accomplish the maximum 

QoS and the QoS guaranteed of the system). Abstraction layer keep the independency 

between the low-level information layer and the production level, as the first one cannot 

send its information directly to the second one. Additionally, as the produced data flow 

can grow as big as the entire system component quantity, the platform can be scaled to 

be adequately dimensional, and perform a successful design of the infrastructure. 

At the second level, the information production process can comprise the QoS 

information into the XML document along with the service descriptions. All the 

information is therefore used to calculate a quality value to be compared with a 

predefined threshold. This threshold can be defined by any of the domain experts and is 

a minimum quality indicator to decide the status of the service.  

 

Fig. 24.  Functional architecture of the fast-self configuration solution 

It has to be noted, that the described process can be repeated when a new service has 

to be discovered, or a new device joins the infrastructure. In order to include the new 

information, recalculating the service composition is unnecessary to recalculate the state 

of a service, because that state only depends on the QoS information. This I why in this 
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proposal, the catalogue of the services is updated in a very fast manner, as the most of 

the traditional service composition procedures are avoided (Zeng, Benatallah, Dumas, 

Kalagnanam, & Sheng, 2003). 

All the techniques described here have to be supported by several components, 

performing functional tasks. They will be defined in 6.3.1. There are several architectures 

identified that could incorporate the proposal, with the necessary components added. T 

better visualize de workflow proposed, the Fig. 24 shows a functional architecture of the 

infrastructure. 

6.3 Bootstrapping model 

Capabilities offered by final devices in a cyber-physical system can be abstracted from 

the service layer by identifying services that the user can require. This manner, the 

presence of a certain device in a complex system can be seen as a part of a certain service 

that can be used and therefore, offered to the upper layer. 

In our defined infrastructure, services are formed by grouping the founded devices 

and capabilities and offering these to the management layer. Moreover, the management 

layer can request the status of a certain device or information about the reliability of the 

capabilities involved in an operation, for example, in order to determine the exactitude 

of a certain process or service. The problem is that with several contexts running at the 

same time, it causes deviations in the status of the other contexts in an inevitable manner. 

To overcome this problem, I propose the incorporation of unique identifiers to 

services along with devices identification. I define an identifier as a unique identification 

string or number which involves all the layers that a certain service or capability needs 

to be identify in a process context. 

The identification string will be composed, as before, as a matrix of arrays, using 

declarative and exclusive elements that define an entity in our system. Table 1 shows the 

first proposal of the model, but other proposals can be considered. 

Table 1. Information model. 

Selected elements Content 

Service id Generated by Service Decomposition 

Gateway[array] Mac Address 

Scope Assigned by gateway (optional) 

Device[array] Device identification 

Parameters[Dict] Key, value 

 

Service and scope elements are defined by the service provision layer and are 

replicated along the lower layers. One service in the management system at the top will 

be available as required by the gateways in the cyber-physical system. Scopes are created 

at gateway level and it will be enclosed to the directly entities related to that gateway 

and not replicated upwards. Parameters are gathered of the device itself, and they will 



6. METHODS AND FUNCTIONS TO AUTO-PROVISION DEPLOYMENTS 
  

  58  

 

be replicated upwards to the assigned gateway and service provision layer. This 

behavior could be modified if needed in future iterations. 

With every new created service, a new collection is produced in the management 

system module, by grouping the selected elements. That is needed to control the amount 

of resources used in a certain time, and with that, the system can start to test out if any 

of the previous services already running can provide the same required results of the 

new service. The service then activates the shared resource engine and in a seamless 

actuation, the provision of the data is realized without the need of subsequent data 

request from the final devices. 

It is assumed that the management module is aware of every service created, no 

matter the final user that creates the service so that the share of the resources between 

contexts is possible. Related to this, a clarification of the shared data boundaries is worth 

it: the user does not have the exclusive exploitation, but only the device data will be 

shared, this is, the usage that the certain service will made of the raw data is kept private 

as the business layer of each service is preserved to a single user. 

The service identification will be exchanged along with the capabilities used to permit 

the sharing of the results generated by the management engine and the set is replicated 

in the gateway responsible of at least one device implied in the service. This way, the 

system can user the gateway entity to perform service selection task at the middle layer. 

 

Algorithm 1. Resource matching process 

for each Gateway in Service  

    check Gateway presence 

    for each Device in Service 

      if Device exists in Gateway 

         check Device 

         for each Params[Key] in Device 

            if Params [key] exists in ExecutingParams 

                Params [key] = *ExecutingParams[key] 

           else 

                add Params[key] to ExecutingParams[] 

        end for each 

      end if 

    end for each 

end for each 

 

In order to perform the share of the resources, a first test algorithm has been deployed 

to the management system. The test algorithm performs for every created service an 

iteration between current running services to discern which resources can be reused and 

avoiding repetitive requests. The outline of the algorithm is presented in Algorithm 1. 

Resource matching process. 
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6.3.1 Component description 

In order to integrate the bootstrapping model in our general architecture presented 

in Section 5.1, it is required to define some elements in the proposed architecture. Fig. 25 

shows the element in relation with the modules presented in the general architecture, 

focused on the hardware level of the CPS. 

  

Fig. 25. Bootstrapping elements 

In the next paragraphs, a description is provided of each element that perform a 

function in the proposed architecture. The requirements identified in Section 4 also are 

related to the component s functions in order to deliver the auto-configuring capability 

of the system. 

 Actuators, Sensors, and processors: Hardware infrastructure, including the final 

devices that are present in any smart environment. Traditional sensors to the 

newly Smart Objects (Kortuem, Kawsar, Sundramoorthy, & Fitton, 2010) can be 

included in this group. 

 Hardware controller: entity responsible of managing the hardware infrastructure. 

Also, the discovering and configuring processes are carried out by the hardware 

controller. Its main task in the infrastructure is to gather the archetype-based 

information that comes from the low level and instantiate them for the hardware 

manager. The infrastructure can have as many as hardware controllers as the on-

location places requires. As the final devices can be connected with a variety of 

different hardware controlled, each entity is required to have a hardware 

discovery module to interact with those final devices, being able to have more 

than one and capable of interact with several technologies at a time. 

 Hardware services repository: it holds the archetype-based templates in order to 

have all the information related to the hardware services. It also has simple 

semantic information associated to each service to easy the selection and 
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gathering. When available, it also has the generated instance and the master 

template. All this information will be used by the hardware manager to know 

the status of certain services. 

 Hardware manager: different hardware controller must be coordinated by a 

hardware manager. It manages the instances reached by the low-level hardware 

implementation and manages the archetype-based templates. Processing those 

templates generates a unique master template that holds all the available 

information in a manageable form. This form will be sent to the hardware 

controllers to instantiate it. Additionally, the low-level data is processed and 

submitted to the upper level components. To complete, it also manages the on-

site information of each underlying hardware level components where certain 

capabilities are available. 

 Data services invocation manager: it assures the independency of the hardware 

devices and hardware manager from the service domain. This module offers a 

translation mechanism from the archetype element template to a generic service 

instance that is based on standard technologies, and allows hiding the 

complications associated to the devices in the higher layers.  

 Repository of production services: it is a component that stores the set of production 

services. They are described by the data services invocation manager. Also, it 

contains the particularities found between the generic interface and the hardware 

ones if any, so they can be offered to the higher levels. 

 Semiautomatic service composition engine: in order to compose the high-level 

services and the information provided by the data services invocation manager, 

this component uses techniques that requires human intervention only in the 

configuration phase. In such way that the domain expert must generate the list 

of semantic templates that describe the services used in the higher levels. This 

component comprises the QoS calculation module and the management module 

that aggregates all the information gathered and decides the status of the service. 

At the end, when the available services are defined, they go registered in a repository 

available to the business level, so the application can call them and execute.  

6.4 Summary 

This section addresses the need of a former method to incorporate services offered by 

new devices when onboarding a new system. This work is related to the Objective #6 

declared in this thesis and contributes to the global system by supply a necessary 

mechanism identified in the identified requirement REQ #1 of this proposal.  

After the definition of a smart environment and analysis of the service-based 

frameworks it is clear that the traditional problems on the SE based environments are 

depicted by the feedback loops that in most of the cases are predefined and pre-

configured. With the addition of dynamic process, the abstraction achieved are more 
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complex and more powerful, integrating in the loop the service creation and auto-

discovery capabilities proposed in this work. This proposal fits in the group of 

mechanism that relies the low-level service definitions of the hardware level to the 

superior levels where it can be managed.  

To overcome the difficulties of that kind of process, and keeping the process cost 

under the required margins of a real-time system I propose the inclusion of the templates 

stated in Section 6.2, where a technological expert includes the only manual step required 

in the onboarding process. By the using of archetypes, a template can be generated and 

repeated for a diversity of devices, as long as they have some similar capabilities. 

By the inclusion of the QoS information, the upper layers can evaluate the parameters 

compatibility that the new device is exposing to the system, and nevertheless, this 

information can be updated during all of the device co-existence in it. This allows the 

production level to be aware of certain changes in the behavior of the system, and 

therefore it can manage the different elements with the information obtained in the 

information retrieval loop. 

To aid the proposed method at the first phase of the device onboarding, a 

bootstrapping model is proposed to guide the inclusion of the device and to assure the 

device incorporation into the system. 
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7 Monitor and execution validation 
model in an interoperable multi-
site CPS 

In this section, I propose methods and procedures to monitor and to assess the 

executions of processes in a system composed by several site locations. The system that 

manages a flexible CPS with ongoing processes in a multi-site environment was defined 

in Section 5. The requirements imposed by the Section 4 in relation with the needed 

feedback are the base line to address a challenge found in a multi-site CPS.  

When working with services, the scenario presented at Section 5.5 identified most of 

the complex cases that the coordination engine needs to be aware of, and trying to 

discern when the monitored system have to take into account is studied. In this case, the 

monitor process is understandable as the background process in charge of verifying the 

correct execution, and completion of a service in the system. 

After the Section 6, where I explained the different methods of the devices to include 

them in the system, in this section I will focus on the always important task of assuring 

the correct work of these elements. This will be even more critical since the devices has 

been automatically detected and therefore a reliable monitoring framework will be key 

for a successful integration.   

This section is distributed as follows: in Section 7.1, I propose the monitoring model 

as introduces the previously presented architecture by using the specific modules of this 

task. This will guide the former data path along the monitoring elements that are 

required to provide and gather information in the system. Section 7.2 describes the 

service state monitoring process as I identify the possible states in which a certain service 

can be found, categorizing the diverse characteristics and particularities to observe. 

Section 7.3 contributes to resolve the state-less problem and loop inclusion to the 

monitoring path, as it may happen when monitoring a large and a complex system. 

Section 7.4 summarizes the work. 
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7.1 Monitoring model and process lifecycle definition 

In this section, I define the model of a monitoring framework focused on the resiliency 

of the information and the requirements defined in Section 4.4. Specifically, a monitoring 

model that allow incorporating several on-site controllers and rely the information 

required to a central module. To do this, a model of the monitoring framework has been 

designed and incorporated in the global architecture definition, shown in Section 5.1, and 

explained in the following section with greater detail. 

When designing the architecture of the system presented in Section 5.1, a focus on the 

incorporation of new devices and having their capabilities recognized by the superior 

entities was necessary. 

In the service process, once a basic working scenario was built, a simple monitor 

entity connected to the management system was designed. This quickly came up as an 

insufficient module due the predicted workload, as the system became complex. The 

main challenge was in fact the incorporation of the so-called sites, which were explained 

into the Section 5.1. The addition of the different context in which an execution can reside 

and the possibility of re-use the different final devices in more than one service execution 

lead us to try to resolve the challenges found in this situation. 

As stated before, monitoring a process entails monitoring in each of its states. 

Consequently, a study needs to be performed in order to discern the parameters of this 

monitoring and adapt them to keep a reasonable quality of the system. 

In this section, device monitoring is assumed as part of the running system, but a 

focus on the process execution is made. As the process can be abstracted from individual 

devices in a way that, the process can be executed simultaneously in several and 

independent final devices.  

A most important aspect of the monitoring framework as presented here is the type 

of the information produced by the process, which is indeed relevant from the 

administrator perspective. As the information varies, a differentiation has to be made in 

several types, declared in Table 2.  

A first type is the process metadata, where the process is described and classified. 

This information often incudes common keys that are adequate to filter the information 

and to locate similar process behavior in the system. As it includes key value pairs, it is 

easy to discern the type of the process that this information is monitoring. This is where 

Section 6 proposal, about incorporate unique identifiers to the individual process, could 

take advantage. Some examples of process metadata information can include 

identification numbers, public keys, encryption keys, and other information that is not 

updated frequently. 
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Table 2. Monitoring information types 

 

 

Process metadata Process configuration Process State 

Description Defines and classifies 

devices 

Updates a device's 

state by sending the 

expected state as a 

configuration 

Captures the current 

state of a device 

Content Key-value string pairs Arbitrary user-defined  Arbitrary user-defined  

Use cases Store a device's serial 

number and 

manufacturer 

information as a key-

value pair 

Send a reboot 

command to a device 

Retrieve a device's 

health (such as the 

frequency of crashes) 

Message direction Device-to-core Core-to-device only Device-to-core only 

Frequency No more often than 

twice per process 

Low High 

 

The process configuration data, as opposed to the metadata information would only 

be instantiated when a configuration procedure is started. This step needs only be 

monitored when a state has changed, and this will belong to the next type of information 

data. 

Process state information resembles the actual data that includes the state of the 

process monitored. This information is used to represent the status of the process, and 

may include health data, crashes, and periodic updates to the system monitor that needs 

to be aware of it. This information is the most important in a monitor system framework, 

and because of that it will indeed marked with a higher priority that the rest of the 

monitor information. 

7.1.1 Description of the monitored process 

 As there is a process to monitor, it would be of consideration to define how the 

process is defined, as an addition to the Section 5, where a process is firstly specified. 

This is a key part in the proposed framework, as is the basic element that the system will 

be have in charge, when services are added to the platform 

The process engine is the former execution delegate in which the services depends to 

obtain the information in order to obtain proper results as an output of their execution. 

This engine relies in the transformational data produced by the YAML (‘The Official 

YAML Web Site’, n.d.) processor that generates the services decomposition module as a 

first approach to the execution step in the final devices. This process uses the metadata 

obtained in this phase to perform the functions associated at this level that are described 

as follows. This method is represented in Fig. 26. 
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Management system is aware of the services requested by the user, as they are 

received by the user interface and filtered to obtain only the current possibilities to start 

the execution. This limitation would be imposed by the availability or the status of the 

other services executing at the same time. At this moment, a unique id is generated and 

assigned to the service (and added to its metadata). This id will be attached to the whole 

lifecycle of the services, as well the processes that it would produce.  

 

 

Fig. 26. Services to processes monitor modules 

The service decomposition allows the division of the service requested in one or more 

processes that will be executed in the final devices. This component is the key component 

in the process workflow as it is in charge of define the process along with the metadata 

that in the next methods, the process engine executes. As Section 5 explains, the multi-

site requirements set the coordination module to be aware of the different executions 

taking place in the relevant locations. The decomposed output data also reflects that. 

To integrate successfully the process creation with the proposed monitoring system, 

the service decomposition module needs to notify the monitor module and attach the 

respective unique ids for each created process. At this time, as the service is not 

replicated in every site, the monitor would expect the future incoming data and react at 

the first indication of successful or failure.  

The coordination module in this phase would allocate in the monitor module the 

following information: 

- Execution indicators: if any process is actually not executable, or if the process 

is duplicated, this information could be represented as a monitored 

information. 

- Quality-of-Service: the representation of each process-desired factor is 

informed. Processes that not comply with this requirement would me marked 

to re-configure at the system management level. This may indicate that the 

system status has changed, or other critical events are happened. 
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- Process cost of execution: only if there are several devices that could perform the 

same execution, all of them would be presented and monitored, but only the 

lowest cost associated would be the selected to execute the process. 

7.1.2 Monitoring the process lifecycle  

As stated, information related to the device status, captures the current state of the 

process, not the device information itself. Process can describe their status with a 

persistent and predefined set of data model that the device sent along carrying all the 

process information that it is executing (or loaded) in a certain time. The format used to 

this information is user-defined also, but in this proposal the YAML format is used, as it 

includes a greater possibility of description.  

Related to the process lifecycle that is shown in Fig. 27 of a newly created service, 

once the system coordinator through its coordinator mirror engines identifies the final 

devices where the process has to be placed (launch state), an instruction to create the 

process is generated. This is the initial step to create a process in the device, and the 

process will gather the configuration parameters that are sent by the control plane 

though the common bus and the process is started. That information belongs to the 

process configuration classification. 

 

 

Fig. 27. Monitoring process lifecycle 

As this is the primarily event, from that point, the monitor data flows in the upward 

direction to the system monitor. As the process is progressing on its load, the different 

states will provide more information and the state will be updated.  

For example, a common process would start after the allocation of its resources on the 

device. This will lead to transmit the result of the device load to monitoring the status 

and this information need to be updated in the system monitor. The started status 

confirms the execution of the process and from that point a single path can be only follow 

to the resumed status. This, as the same as the created status is where the device must 

inform of their allocated resources to the system monitor, allowing to monitor the 
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process lifecycle but with one difference. In this transition, the process has to inform its 

previous state, as the process can be already started but not paused or stopped 

previously. 

Paused and stopped are states with minimal impact of the monitor data, as they 

cannot generate additional information until a resume or a restart command issue the 

continuation of the task, as noted in Table 3. 

Table 3. Information and status relationships 
 

Allocation Metadata Configuration Status 

Launch X   X 

Created  X  X 

Started   X  

Resumed   X X 

Paused  
 

 X 

Stopped  X  X 

Disabled X   X 

 

It can be noted in the interaction table that the process lifecycle is constantly 

monitored by its relevant information. Distinguishing between the data model identified 

previously and the amount of data generated by the process evolution, can be sized with 

granular precision in order to avoid the overloading of the common bus. This will be 

tested and commented in Section 9 as a validation case will be implemented and 

measured. 

7.2 Distributed CPS monitoring, a resiliency focused approach 

In order to reduce the risks associated to the increment of slave nodes, it is necessary 

to consider certain objectives that our framework will succeed at them. At a first 

approach, getting the resiliency needed in the system to perform the required tasks will 

be useful to identify the most probable point of failures. At least, from the point of 

scalability issues they are as follows.  

- Communications failure. 

- Task failure. 

- System component failure. 

Those cases could happen unexpectedly at any time in the execution of a certain task, 

and for every case the fallback opportunity have to mitigate the possible drawbacks of 

the interruption. Inconsistencies in these cases are expected to happen and a simple 

architecture will provide simpler recovery methods than complex implementations. 

With this in mind, I start to work on the most basic model of our approach. 

Considering only one coordinator slave and trying to implement only the necessary 

elements to perform the monitoring task, I propose to use two only modules that will be 

in charge of communicating the state of the working process between them. By 
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communication them directly and removing extra elements, the data that can be 

redundant, is limited. This will allow to a simpler recovery when inconsistencies are 

found. 

Using the secondary bus that is proposed in this PhD Thesis, Fig. 28 represents the 

use of the bus to communicate the two modules. Each module will be in charge of its 

monitor the status of the modules incorporated to the system. Nevertheless, the service 

status can be in a random state from its current operation and the monitor system is 

updated by the coordination slave, as it will handle the requests from the entities 

monitored in each site. The monitor system as it is, it is needed to be available in a highly 

percent of the time, so it can be reachable from the slaves. 

The communications failure should be covered by the coordination slave, as it is 

capable of storage the current situation until the link is reestablished. This is managed 

by the on-site module, as there is no need in the system to send the state updates but 

trying to keep the consistency of the monitored information.  

 

Fig. 28. One direction bus integration 

In this basic system, the directions of the information messages are also defined. The 

problem when information is met in backwards propagation paths as stated before is 

forbidden by only letting the messages flow in one direction, from slaves to the monitor 

system. This manner, only the monitor can send commands to the slave, which will 

process it and generate the optional output as an information message and then 

dispatched to the system. Then, only one loop is permitted in the system, and thus, no 

additional loops are generated, avoiding redundant information and messages. 

 

Fig. 29. Bi-directional bus integration 

Allowing this command message to depart from the monitor system is defined based 

on the possibility of the monitor system to request specific information of the 

coordination slave. Information that is not usually sent in a regular basis will be available 
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for the monitor system with and event driven basis, despite the time basis that the other 

messages could have. The bi-directional bus integration described is presented in Fig. 

29. 

7.2.1 Benefits and drawbacks of the proposed approach 

Until now, a single coordination slave has been placed in the system, but designing a 

distributed framework requires scalable properties and implementation capabilities 

when working with more than one entity in the system. The simplicity of the singular 

proposal helps the reutilization of the architecture, in this case by replicating the schema 

in every site that the system needs to monitor. The more sites incorporated, it is clear 

that a more robust common bus is needed, although this requirement is fulfilled by the 

architecture provision of the complete system.  

By the time that the global system is aware of additional sites, the system monitor will 

be in charge of declare the scope of the site coordination specifics, as it includes the 

entities of the modules to monitor and to stablish the relationship between the two co-

location modules. This needs to be somehow resolved by the definition of a clear process 

declaration, that allows to declare a lineal lifecycle of all the operations and providing 

the necessary modules by the completion of the monitor chain in the system. 

In this aspect, it is remarkable the adequate adaptation of the proposed monitoring 

framework to the different architectures analyzed in Section 3.2, where the presence of 

the common bus was discussed along the different implementations. The monitoring 

framework as it is proposed fits in the gap left by the key partners when searching for a 

complete model in this environment. 

7.3 A monitoring model for a distributed CPS 

As commented in Section 3, recent research showed up that the term monitoring is 

often found associate to the term real-time, as it resembles the objectives of the monitor 

process: getting updated information about elements in the system. When a monitor 

process is included in the system, a real-time constraint is imposed by the necessary 

failure awareness. In this context, this term allows to adapt the ideas and criteria used in 

the real-time computation to obtain a reliable monitored system, as described in the real-

time data monitoring definition, from which I have extracted the different levels of 

requirements that a system can offer.  

As shown in Table 4, the levels identified are divided in three, allowing adopting the 

more adequate for a certain system. This selection can be critical as the queues in the 

monitor data paths can be limiting. 

Table 4. Monitoring levels 

Level Description Primarily use 

Low Small data amount , Regular 

intervals 

High volume of messages 
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Medium Sampling data, Regular 

intervals 

Most objects 

High All possible data Small data throughput, focus on 

current information 

 

The levels are selected based on the primary use that the system administrator 

requires in the system. This can help the understanding of the current state and provide 

useful information to diagnose a problem. As the framework is conceived to grow in a 

vertical and horizontal way, the ability of determine the queue saturation of the different 

elements is key and this is why the High level can be assumed to perform the sizing of 

my framework. 

In this way, it can be clear that the main problem when designing a monitor 

framework can be the amount of granularity expected when choosing the High level of 

processing. As more entities included in the system, the quantity and the dispersion of 

the monitor data through the monitored paths is rapidly increasing. 

In addition, monitoring process often aim to produce some feedback to the monitored 

execution. This can be consumed by an external component or entity, like a person in 

charge or to an automated feedback loop, which varies the work in progress at the same 

time. With this analysis, it is needed a formerly adaptation of the legacy monitor 

architectures to configure an updated model that will be scalable and failure-free 

proved. 

 

Fig. 30. Monitoring schema in a multi-site CPS 

To explain the definition of the problem, a particularization of a cyber-physical 

system is made in order to granulize the different cases that a monitor system could be 

facing. As the proposed system is composed by several layers or sites, this desegregation 
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would be implicit in the several modes identified, shown in Fig. 30. Nevertheless, this 

imposes some requirements to fulfill at the design level and the architecture has to take 

into account the high availability constraints to retain the high reliability required. Sites, 

as defined in section 5.1, are isolated entities that comprise a number of entities available 

to the global system and reachable by single or multiple gateways in a mater-slave 

coordination method. In order to monitor several sites in a distributed environment, a 

distributed framework would be the first choice when designing a platform, but some 

consideration have to take in mind then. 

In relation to the information paths followed by the monitored data, several modules 

are reached by data until destination, where some processing could occur. In that data 

transmission, data triggers some processes at these modules which often result in more 

output data which is incorporated into the same path. As the processing occurred in this 

phase, the predicted data flow is assumed unidirectional, and with this objective the rest 

of the modules are scaled. This can be a challenge in a real scenario, where the actions 

created by processing the data can lead to unpredicted flows.  

Those unpredicted data paths need to be controlled, as the data is passing through 

stablished routes to the destination, the possibility of additional data created in the 

opposite direction is relevant. This is where the contribution of this section is centered, 

providing a model to avoid those unwanted paths. The process execution phase of the 

monitoring elements is flail with the final objective of incorporate the unified route and 

avoiding auxiliary paths. When unpredicted paths appear in the system, as Fig. 31 

presents, a more complicated result can occur; loops are often found in distributed 

systems when the distributed elements are not well coordinated.  

                                             

Fig. 31. Multi-site interconnection paths 

Even with a distributed model like the presented in Section 5.1, the monitor system 

complexity can grow rapidly as more coordination slaves are added. The common 

facilities hub needs to be aware of each element and without a proper management 

model the status of every element will travel along the system and can be prone to data 

loss and inconsistencies with high probability. 
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Fig. 32. Multi-site interconnection paths with central hub 

Loops found in distributed systems can be simple communication paths where the 

triggers located in the processing modules produce backwards requests to the opposite 

direction that the data path is intended to travel. This is often necessary when additional 

information is needed from entities in a lower level. As the architecture is decentralized, 

this situation can occur more often, needing additional information from different off 

location sites and replicating data loops in every site that entities are located. To provide 

methods and an architecture focused on providing solutions to the loop problem I 

propose, in this Section 7, a novel execution framework focused on system monitoring 

that enforces the unidirectional path in each data transmission through the whole 

system. By separating the data processing elements found in the way to the final system 

from the additional information, it is avoided the need of trigger a new request at the 

same time in a concurrent model. By implementing this model, an asynchronous request 

is made, and appended to the system queue to be processed and thus converting the 

data transmission in a one at a time model, to be able to control the data paths by using 

a central hub to distribute the entire monitoring chain, as shown in Fig. 32. 

In order to support the implementation of the method, it is necessary to stablish some 

definitions used by the proposed system related to the model of the service processing 

that the monitoring system is monitoring. This definition is not fixed to the explained 

system, but it is needed in order to identify some of the process lifecycle state that a 

general CPS process will have. Then, they will be used to model and define the elements 

of the presented architecture used to support the functionalities. 

7.4 Supporting the process execution monitoring  

The proposal of previous sections needs to be supported by an adequate architecture 

that satisfy the requirements imposed by the nature of a monitor system, and applies 

them in a seamless operation environment with all the functions embedded.  

In order to support the process execution model into the Section 5, detailing the 

architecture proposal, it is essential to adapt and prepare the modules used in every step 

of the process. 
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Having a common bus that is shared between all the co-located sites allows 

interacting with every component in a direct approach using none adaptors or interfaces 

that add complexity to the system. Besides avoiding process transformation in the path, 

the information passed by any entity on the system can be easily reached by other inter-

devices. This is the case with the entities involved in the multi-site location purposes. 

Fig. 33 shows an abstraction of the monitor module interconnections, and the 

interfaces that are exposed to the platform. In the image, the management systems act as 

a merely information provider to the monitor module, as it needs to know the global 

status timely wise. Other connections allow incorporating the information stated in 

previous sections. 

 

Fig. 33. Monitoring modules of the supported architecture 

With the common bus, it is important to keep all the common communications in one 

place. In this case, the election of a proper communication protocol a significant task 

requires to know the volume of the monitored data. The requirements are imposed by 

the needs of a preferred direction of the data passing through the common bus. As stated 

before, the monitored data must travel in the upward direction due that, having the 

control of that, it benefits of noon loop operations in a multi-site location. The technology 

selected is the publish subscription protocol. Table 5 compares the key characteristics 

between the most used protocols, and states the right selection of a proper protocol. 

Table 5. Comparison between Pub/Sub and Req/Res patterns 
 

Pub/Sub pattern Request-Response pattern 

Best at Prominently used to many 

to many connectivity 

One to one connectivity 

Require broker X  

Point of failure Multi-broker allows 

redundancy 

Prone to server failure 

Additional 

protocols 

Requires additional 

protocol specific 

Payload can be sent directly 
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As can be seen, publication and subscription pattern protocol fits to the requirement 

that the architecture imposes in a distributed environment. The focus on the many-to-

many connectivity can be adapted to many-to-one directly and with the use of a multi-

broker configuration, the failures can be minimized. The only drawback is the need of 

specify a specific configuration in every entity. This can be even beneficial as it allows 

identifying the different entities by the use of hierarchical terms of publish topics. 

Following with the supported methods in the architecture, process monitoring as 

explained in the Section 7.1.1, is sustained by the on-site modules that will reflect all the 

state transitions along with their status information through the same common bus that 

is being used by the coordinator mirrors.  

7.5 Summary 

In this section, I propose a method to monitor the requested executions in a service-

oriented CPS and to assure the validity of the executions status in a system composed 

by several site locations, as defined in Section 5. Managing a flexible CPS with ongoing 

processes in a multi-site environment, can be challenging and requires scalable solutions 

that allow the addressing of the all possible problems. 

One of the requirements identified in Section 4, was REQ#7, which refers to the 

capability of the system to be aware of the status of its components in a proactive 

manner. To know the execution state of the requests imposed by the application is a need 

for every system manager in order to provide feedback to the upper layer and to be able 

to recover from an unexpected situation in any case. 

Section 7 presented the conditions that can be found in a running CPS. Then, and 

always focusing on monitor the services available on the system, a distributed CPS 

monitoring process is designed in order to address problems such as communication 

failures, task abortions or technology problems that can harm the monitoring process. 

The monitoring of these components is a valuable feedback to the general system, and 

therefore, the application that uses the infrastructure will be improved with the 

information generated with this subsystem. 
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8 Optimizing communication 
efficiency in constrained 
endpoint devices 

In previous sections, the multi-site CPS proposed was unaware of the final device 

implementation, although these devices are the final elements in which the system relies 

it´s executions. In this section, I propose different scheduling models to optimize the 

battery usage at the hardware device level. Specifically, I propose the addition of 

different wake-up models to adapt the sleep routine in order to reduce the time in which 

the device is discoverable but trying to carry on the job without crucial delays. This is 

important in the constrained hardware devices present in a CPS, as often these devices 

are battery powered and implement low power components. 

This section focuses on a series of methodologies that focus into enabling improved 

wireless communications to the heterogeneous battery powered devices in any CPS 

infrastructure; enabling low computer resource elements to wirelessly and battery 

powered communicate with other components. This is why battery performance is 

currently a key issue, influenced by multiple factors such as data transmission time and 

use of computational resources. There are some battery-saving solutions optimizing 

sleep periods and compressing transmitted data to reduce the power impact, but they 

are not optimized for its inclusion in CPS.  

As low-energy devices are growing in the new paradigm of the wireless self-aware 

hardware systems, in the actual era of electronics, one of the main goals is to maximize 

the interoperability between hardware components and achieve a reasonable 

performance in the case of wireless devices. It can be distinguished two types of 

hardware devices related to the importance of them in a certain architecture.  

A type of devices with high computing power are often performing main functions 

with complex hardware elements and need to be always on and plugged into a 

continuous power source in order to maintain the control of a system. These devices 
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frequently work with wireless communications to control and manage other smaller 

devices with more limited resources and often only powered by a limited source of 

energy, such a battery. The available energy in these devices is a key element that it must 

be controlled exhaustively to minimize unnecessary current leaks and increase the run-

time. 

A second type of devices that are focus on low-energy transmission are low resource 

devices that try to achieve the communication draining as little energy as possible. Low-

energy communications depend almost entirely on the power and the duration of the 

transmission, and considering them, the consumption of the energy can be optimized in 

both ways. Transmission power is responsible for assuring the discoverability of the 

device in their range of operation and this is why the wireless devices need a sleep state 

to reduce and often disconnect the wireless interface. Otherwise, the amount of time that 

a transmission is being performed is easily connected to a software aspect, because it is 

directly related to the quantity of the data being transmitted through the link.  

Both, sensors and endpoints, tend to be resource constrained devices in order to adapt 

the investment as much as possible to the users’ needs. Hundreds, or even thousands, of 

resource constrained components are integrated into dense technological deployments, 

without power supply (devices usually employ batteries) or communication 

infrastructure but communicating through massive machine type communications or 

MMTC (Dawy, Saad, Ghosh, Andrews, & Yaacoub, 2017) (solutions to automatically 

create communication links among devices). To make viable these new solutions, two 

conditions are usually considered: (i) sensors and endpoints must be interoperable with 

any server or Smart Home, and (ii) devices’ lifetime must be large enough compared to 

the system lifetime. The first condition is met by including in every device many 

different configuration options; and the second one requires from managers to configure 

components to make the most efficient possible use of resources.  

As MMTC are automatic technologies, the (dynamic) configuration process in sensors 

and endpoints must be automatic and fulfill the efficiency condition. Many different 

authors and works have addressed this problem in relation to sensor-server 

communications, but endpoint-server scenarios have been poorly studied. In particular, 

no automatic solution to obtain a dynamic and efficient configuration for endpoints has 

been reported. They are still, then, mostly manually configured during the deployment 

phase. However, current CPS endpoints devices present a very dynamic behavior, where 

the information characteristics (entropy, generation rate, etc.) can change dramatically 

in short periods.     

The contribution of this section is, therefore, to describe an automatic and dynamic 

configuration algorithm for endpoint devices in CPS, increasing (as much as possible) 

the communication efficiency at every moment. This chapter proposes a definition for 

“communication efficiency” considering the most important costs associated to the 

operation of resource constrained endpoints, and the value of the obtained information. 

This mathematical model is employed to do a priori prediction about the server behavior 



8. OPTIMIZING COMMUNICATION EFFICIENCY IN CONSTRAINED 

ENDPOINT DEVICES 

  

  79  

 

and information characteristics, corrected with real measurements and Bayes theorem. 

Once it is detected the real sever pattern, the endpoint modifies its configuration to 

increase the communication efficiency, according to the proposed model. Basically, two 

relevant configuration parameters are controlled: the endpoint lifecycle and the 

information compression method.       

8.1 Global scenario. Efficiency definition 

In general, information endpoints, to be interoperable with different systems and 

technological solutions, must include several configuration options. These options, as 

said, are usually manually selected during the endpoint deployment. However, current 

CPS endpoint devices tend to present a very dynamic behavior with real-time 

characteristics, and permanent configurations do not enable efficient long-term 

communications. Changes in the type of content been sent to the endpoints, or in the 

information renewal rate, may turn an initially very efficient configuration, in a total 

waste of resources. The solution, then, is to allow a dynamic and smart configuration 

mechanism to be continuously running in the endpoints. 

We are assuming endpoints have been already configured at network and service 

level, guarantying the connectivity and interoperability. Moreover, server may (or not) 

support a negotiation process to adapt the endpoints and server’s behavior.    

Fig. 34 shows the basic architecture for a communication link between a server and 

an endpoint in a Smart House. 

 
Fig. 34. Architecture for a communication endpoint-server link in CPS   

As can be seen, content in managed by users, who can manually trigger an 

information actualization; or create automatic mechanisms through prosumer 

environments (B. Bordel, Iturrioz, Alcarria, & Sanchez-Picot, 2018) to modify the system 

behavior and information characteristics according to a collection of rules or situations. 

These information control orders are the final cause of inefficiencies in fixed 

configurations, but they are external to any information system or solution, so they are 

not considered in this work. Thus, in our model, the information server embeds both, its 

own functionalities and behaviors inherit from managers.  
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In this context, it is defined the efficiency in a communication link between an 

endpoint and an information server 𝜂𝑐𝑜𝑚 as the relation between the cost (value) of the 

consumed information 𝑄𝑖𝑛𝑓𝑜, and the total invested cost to recover and consume that 

information 𝑄𝑡𝑜𝑡𝑎𝑙 (2).  

𝜂𝑐𝑜𝑚 =
𝑄𝑖𝑛𝑓𝑜

𝑄𝑡𝑜𝑡𝑎𝑙
   (2) 

As information blocks cannot be generated in a null time, for this analysis we are 

considering time as a discrete variable 𝑛, obtained from sampling the system situation 

each 𝑇𝑠 seconds. The value of 𝑇𝑠 is selected in such a way at least one information block 

can be generated during this period. The total (discrete) time employed to evaluate the 

system efficiency is 𝑁𝑠𝑡𝑢𝑑𝑦. If a longer operation time must be considered, it may be 

studied as a sequence of intervals    

Now, we are formally analyzing all cost functions and values affecting the proposed 

efficiency rate, so global amounts are broken down in all elemental components. As 

different cost values represent the usage or different resources, to make amount 

comparable, all costs are ranging in the interval [0,1] and are dimensionless. Thus, all 

cost calculation expressions include normalization parameters 𝛼𝑖 to ensure those 

properties.     

The cost (value) of the consumed information 𝑄𝑖𝑛𝑓𝑜 is, in general, a function 𝐶𝐼[∙] 

depending on the block generation time 𝑛𝑔𝑒𝑛 and the time when the information is 

actually consumed (if so), 𝑛𝑐𝑜𝑛 (3). In general, as time passes, the value of consumed 

information decreases. All costs for all consumed blocks should be aggregated. Function 

𝐶𝐼[∙] is named as “cost function”.   

𝑄𝑖𝑛𝑓𝑜 =
1

𝛼𝑖𝑛𝑓𝑜
(

 ∑ 𝐶𝐼[𝑛𝑔𝑒𝑛
𝑏𝑖 , 𝑛𝑐𝑜𝑛

𝑏𝑖 ]
∀ 𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑 𝑏𝑙𝑜𝑐𝑘

𝑏𝑖 )

  (3) 

This amount, nevertheless, may be also written down as the balance between the 

(aggregated) original value of all generated information blocks, 𝑄𝑖𝑛𝑓𝑜𝑡𝑜𝑡𝑎𝑙, and all lost 

value by those blocks, including non-consumed (lost in the server’s queue, see Fig. 34) 

information blocks, 𝑄𝑖𝑛𝑓𝑜𝑙𝑜𝑠𝑡, and the degradation suffered by consumed blocks because 

of time evolution, 𝑄𝑖𝑛𝑓𝑜𝑑𝑒𝑔 (4). 

𝑄𝑖𝑛𝑓𝑜 =
1

𝛼𝑖𝑛𝑓𝑜
(𝑄𝑖𝑛𝑓𝑜𝑡𝑜𝑡𝑎𝑙 − 𝑄𝑖𝑛𝑓𝑜𝑙𝑜𝑠𝑡 − 𝑄𝑖𝑛𝑓𝑜𝑑𝑒𝑔) (4) 

Cost of consumed information, although expressed as a balance between generated 

and lost cost (4), may be also calculated through cost functions (5). In this case, we are 

using a new cost function 𝐶𝐵[∙], whose mathematical expression and meaning will be 

described in Section 8.2.1.  
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𝑄𝑖𝑛𝑓𝑜 =
1

𝛼𝑖𝑛𝑓𝑜

(

 
 

∑ 𝐶𝐵[𝑏𝑖]
∀ 𝑝𝑟𝑜𝑑𝑢𝑐𝑒𝑑 𝑏𝑙𝑜𝑐𝑘

𝑏𝑖

− ∑ 𝐶𝐵[𝑏𝑖]
∀ 𝑙𝑜𝑠𝑡 𝑏𝑙𝑜𝑐𝑘

𝑏𝑖

− ∑ (𝐶𝐵[𝑏𝑖] − 𝐶𝐼[𝑛𝑔𝑒𝑛
𝑏𝑖 , 𝑛𝑐𝑜𝑛

𝑏𝑖 ])
∀ 𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑 𝑏𝑙𝑜𝑐𝑘

𝑏𝑖 )

 
 

 (5) 

In respect to the total invested cost 𝑄𝑡𝑜𝑡𝑎𝑙, considered in the efficiency definition (2), 

four basic components are identified in our model: the link management cost 𝑄𝑙𝑖𝑛𝑘, the 

information obtention cost 𝑄𝑖𝑛𝑓𝑜𝑜𝑏𝑡𝑒𝑛  and the information consumption cost, 𝑄𝑖𝑛𝑓𝑜𝑐𝑜𝑛𝑠𝑢𝑚𝑝  

(6). 

𝑄𝑡𝑜𝑡𝑎𝑙 =
1

𝛼𝑡𝑜𝑡𝑎𝑙
(𝑄𝑙𝑖𝑛𝑘 + 𝑄𝑜𝑏𝑡𝑒𝑛 + 𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝) (6) 

The link management cost includes all effects and resource usage caused by the 

endpoint’s lifecycle (7). It includes costs associated to wake up process, 𝑄𝑤𝑎𝑘𝑒−𝑢𝑝, sleep 

process, 𝑄𝑠𝑙𝑒𝑒𝑝, and stand-by process, 𝑄𝑠𝑡𝑎𝑛𝑑−𝑏𝑦. Costs associated to link establishment 

and shutdown are not considered, as these processes are run during the system 

deployment (or disassembly) and, then, cannot be considered as an operation cost.        

𝑄𝑙𝑖𝑛𝑘 = 
1

𝛼𝑙𝑖𝑛𝑘
(𝑄𝑤𝑎𝑘𝑒−𝑢𝑝 + 𝑄𝑠𝑡𝑎𝑛𝑑−𝑏𝑦 + 𝑄𝑠𝑙𝑒𝑒𝑝) (7) 

The cost of information obtaining,𝑄𝑜𝑏𝑡𝑒𝑛, includes basically two processes: the query 

procedure to check for new information in the server, with a cost 𝑄𝑐ℎ𝑒𝑐𝑘, and the 

information recovery procedure, with a cost 𝑄𝑟𝑒𝑐𝑜𝑣. On the other hand, the information 

recovery cost is the aggregation of two different costs (8): the reception (or transmission) 

cost, 𝑄𝑟𝑒𝑐𝑒𝑝, and the decompression cost (if existing), 𝑄𝑑𝑒𝑐𝑜𝑚.      

𝑄𝑜𝑏𝑡𝑒𝑛 = 
1

𝛼𝑜𝑏𝑡𝑒𝑛
(𝑄𝑐ℎ𝑒𝑐𝑘 + 𝑄𝑟𝑒𝑐𝑜𝑣) =  

1

𝛼𝑜𝑏𝑡𝑒𝑛
(𝑄𝑐ℎ𝑒𝑐𝑘 + 𝑄𝑟𝑒𝑐𝑒𝑝 + 𝑄𝑑𝑒𝑐𝑜𝑚) (8) 

The last cost to be analyzed is the information consumption cost, 𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝. This cost 

is directly related to the endpoints’ functionalities and procedures they must perform to 

consume the received information (if any) or to process that no new information is 

available (for example, to display the received image or refresh the existing one). This 

cost will increment each time an endpoint looks for new information, according to 

function 𝛴[∙]. The cost to be added would be 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 or 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒 depending on 

whether a new information block to be consumed is received or not (9).  

𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 =  𝛴[𝑄𝑢𝑝𝑑𝑎𝑡𝑒 , 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒] (9) 

8.2 Description of the proposed models 

8.2.1 Information models 

In this work, information blocks (generated by the information server) are 

characterized by two main variables: 

 Information blocks’ lifetime: As said, current CPS are real-time solutions, and then 

information has a very short lifetime. In particular, in real-time applications (such 
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as video streaming) an information block has value until a new and more recent 

block is produced. Then, the old block gets valueless. Here, we are considering the 

same model. As a consequence, information server (see Fig. 34) may be seen as a 

queue with unitary capacity (𝐶𝑞 = 1). Thus, any information block is stored 

waiting for being transmitted, until it is sent, or a new block is produced, when it 

is removed from the queue and replaced by the most modern block.  

Contrary to scenarios where sensors send data to servers, where information has 

a long lifetime but loses value (cost) as time passes (Alcarria, Bordel, Robles, 

Martín, & Manso-Callejo, 2018) due to physical processes continue evolving; in the 

proposed scenario (CPS with information endpoints), where endpoints receive 

information from servers, information keep the same value until it is totally 

replaced (valueless) by new information. This is an intuitive notion for images to 

be shown in displays, music, video, advertisements, etc. 

In conclusion, for this analysis we are considering 𝑄𝑖𝑛𝑓𝑜𝑑𝑒𝑔 = 0, as consumed 

information blocks are not degraded as time passes.   

 Information Shannon’s entropy, 𝐻: For an information block 𝐵 codified with 𝑘-bit 

symbols, the Shannon entropy determines how many bits (in average) of these 𝑘 

bits per symbol provide information. Considering its mathematical expression 

(10), this entropy parameter is maximum (𝐻 = 𝑘 𝑏𝑖𝑡𝑠) for totally random 

information blocks (equiprobable symbols); and minimum (𝐻 = 0) for blocks 

where only one symbol is employed.        

𝐻 (𝐵) = − ∑ 𝑝(𝑠𝑖) 𝑙𝑜𝑔2 𝑝(𝑠𝑖)

𝑠𝑖 ∈ 𝐵

       𝑏𝑒𝑖𝑛𝑔  𝑠𝑖   𝑘 − 𝑏𝑖𝑡 𝑠𝑦𝑚𝑏𝑜𝑙 (10) 

Using this measure (entropy) it is possible to define an objective cost function, to 

obtain the value (cost) of an information block 𝑏𝑖; i.e. we can define function 𝐶𝐵[∙]. First, 

considering the block entropy and 𝐿 as the block length (in 𝑘-bit symbols), we can 

calculate the amount of information, 𝐼, in any block (11). Then, as any cost must range 

between zero and the unit, but the information amount in a block varies between zero 

and infinity, the cost function must be an exponential law to agree with both ranges (12). 

In this cost function we introduce a free parameter, 𝜏, representing how fast or slow the 

block cost grows with the information amount in the block.    

𝐼(𝑏𝑖) = 𝐻(𝑏𝑖) ∙ 𝐿 (11) 

𝐶𝐵[𝑏𝑖] = 1 − 𝑒
−
𝐼(𝑏𝑖)
𝜏 =  1 − 𝑒−

𝐻(𝑏𝑖)∙𝐿
𝜏  (12) 

In order to obtain the final information cost 𝑄𝑖𝑛𝑓𝑜, we must estimate the number of 

generated and lost blocks. To perform this calculation, we must model before the 

endpoints and server behavior. 
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8.2.2 Endpoint device and server models 

Basically, four different endpoints are considered in this work, describing the most 

common and employed behaviors for devices in information endpoints nowadays: (i) 

always-on model, (ii) fixed-period wake-up model, (iii) dynamic wake-up scheduling, 

and (iv) exponential evolution wake-up. 

Always-on model is a trivial scenario, where endpoints are always enabled and 

available to receive new information from the server. Thus, endpoints are always 

powered, connectable and ready to react to any request. As endpoints in this model 

never get slept, it is easy to see that for these endpoints 𝑄𝑤𝑎𝑘𝑒−𝑢𝑝 = 𝑄𝑠𝑙𝑒𝑒𝑝 = 0 . Besides, 

because endpoints are never slept, they do not have to query the server for new 

information after being waking up. If any information is available, they just receive it. 

Then, 𝑄𝑐ℎ𝑒𝑐𝑘 = 0.  

Fixed-period wake-up model is also an elemental scenario, although it considers the 

waking up and sleep procedures. Basically, each 𝑁𝑠𝑡𝑒𝑝 time instants the endpoint wakes 

up, connects to the information server looking for new information blocks, performs the 

corresponding actions and gets slept another time. Fig. 35(a) shows a schematic 

chronogram describing this behavior. Being 𝑁𝑠𝑙𝑒𝑒𝑝 the time the endpoint is sleeping, this 

parameter has a constant value in this case (13). 

𝑁𝑠𝑙𝑒𝑒𝑝 = 𝑁𝑠𝑡𝑒𝑝 (13) 

The third model is more complicated. In the dynamic wake-up scheduling model, the 

information server is aware about the generation instant of the next information block, 

so it sends this datum together with the current information block to the endpoint. Then, 

the endpoint will sleep and wake up according to the received temporal scheduling. This 

model describes a wake-up scheduling that adapts the endpoint’s sleep time to the block 

generation rate. In this way, the endpoint automatically adapts to different patterns if 

the system behavior changes. These wake-up scheduling, besides, aims to reduce 

inappropriate wake-up processes when there is no new information pending in the 

server. See Fig. 35(b). 

Finally, the exponential evolution wake-up model describes a behavior which adapts 

the sleep period 𝑁𝑠𝑙𝑒𝑒𝑝 between checks for new blocks, exponentially increasing that time 

after each unsuccessful attempt to obtain new information from server, starting from a 

minimum value 𝑁𝑠𝑙𝑒𝑒𝑝−𝑚𝑖𝑛 (14). See Fig. 35(c). The sleep time keeps constant after 

reaching a certain maximum value 𝑁𝑠𝑙𝑒𝑒𝑝−𝑚𝑎𝑥 . Besides, after a successful attempt to 

obtain new information from the server, the sleep time is fixed another time to its 

minimum value 𝑁𝑠𝑙𝑒𝑒𝑝−𝑚𝑖𝑛.   

𝑁𝑠𝑙𝑒𝑒𝑝 = {

𝑁𝑠𝑙𝑒𝑒𝑝−𝑚𝑖𝑛      𝑖𝑓 𝑛𝑒𝑤 𝑏𝑙𝑜𝑐𝑘 𝑖𝑠 𝑟𝑒𝑐𝑖𝑒𝑣𝑒𝑑  𝑜𝑟   𝑛 = 0

2 ∙ 𝑁𝑠𝑙𝑒𝑒𝑝    𝑖𝑓 𝑛𝑜 𝑛𝑒𝑤 𝑏𝑙𝑜𝑐𝑘 𝑖𝑠 𝑟𝑒𝑐𝑖𝑒𝑣𝑒𝑑 𝑎𝑛𝑑 𝑁𝑠𝑙𝑒𝑒𝑝 < 𝑁𝑠𝑙𝑒𝑒𝑝−𝑚𝑎𝑥
𝑁𝑠𝑙𝑒𝑒𝑝−𝑚𝑎𝑥      𝑖𝑓 𝑛𝑜 𝑛𝑒𝑤 𝑏𝑙𝑜𝑐𝑘 𝑖𝑠 𝑟𝑒𝑐𝑖𝑒𝑣𝑒𝑑 𝑎𝑛𝑑 𝑁𝑠𝑙𝑒𝑒𝑝 ≥ 𝑁𝑠𝑙𝑒𝑒𝑝−𝑚𝑎𝑥 

 (14) 
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  Fig. 35. Lifecycle of endpoints according different behavior models   

On the other hand, information server (which in our model embeds both managers’ 

functionalities and its own) presents a behavior (in relation to information block 

creation) which may be modeled by a discrete stochastic process, 𝒮[𝑠, 𝑛]. This process 

may take several different forms, representing each one a different information block 

creation pattern. However, in this paper, we are considering the three most common and 

relevant patterns: (i) predefined fixed pattern, (ii) stationary Bernoulli pattern and (iii) 

Poisson pattern. 

In servers following a predefined fixed block creation pattern, the random variable 𝑠 

is a Bernoulli variable where only two different states are considered (15). One value 

(𝑠 = 1) represents a situation where an information block is generated in the 

corresponding time instant. The other vale represents the opposite case. In this model, 

only one information block (as maximum) may be generated per time instant. As the 

block creation pattern is predefined, the probability of each state is known a priori for 

each time instant, and only take values in the ℤ2 = {0,1} set. In particular, it is known the 

set 𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘 (16) storing all time instants (15) for which 𝑝𝑝𝑟𝑒 =  𝑝(𝑠 = 1) = 1. At any 

other instant 𝑝𝑝𝑟𝑒 = 0 (17).     

𝑠 = [
1
0
] =  [

𝑛𝑒𝑤 𝑏𝑙𝑜𝑐𝑘 𝑖𝑛 𝑠𝑒𝑣𝑒𝑟
𝑛𝑜 𝑛𝑒𝑤 𝑏𝑙𝑜𝑐𝑘 𝑖𝑛 𝑠𝑒𝑟𝑣𝑒𝑟

] (15) 

𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘 = [𝑛1
𝑛𝑒𝑤, 𝑛2

𝑛𝑒𝑤, … , 𝑛𝑀
𝑛𝑒𝑤] (16) 

𝒮[𝑠, 𝑛] =  {
𝑝𝑝𝑟𝑒 = 1       𝑖𝑓 𝑛 ∈  𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘
𝑝𝑝𝑟𝑒 = 0      𝑖𝑓 𝑛 ∉  𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘

 (17) 

On the other hand, severs presenting a stationary Bernoulli pattern have a similar 

behavior and model, but more general. In particular, the success probability 𝑝𝑏𝑒𝑟 =

 𝑝(𝑠 = 1) is a real number in the interval [0,1], the same value for all time instants (18).   

𝒮[𝑠, 𝑛] =  {
𝑝𝑏𝑒𝑟 = 𝑐𝑡𝑒       ∀ 𝑛    𝑝𝑏𝑒𝑟 𝜖 [0,1]
𝑞𝑏𝑒𝑟 = 1 − 𝑝𝑏𝑒𝑟 = 𝑐𝑡𝑒      ∀ 𝑛

 (18) 

Finally, servers following Poisson patterns are completely different. These severs are 

characterized by the generation of a certain mean number of information blocks 𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛 

each 𝑁𝑠𝑡𝑢𝑑𝑦 time units. In this case, besides, random variable 𝑠 takes values in ℕ, the set 

of the natural numbers (19). It represents the number of blocks generated in a certain 

time instant. 
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𝑠 ∈  ℕ ≡ {0,1,2, … }   (19) 

Poisson servers are characterized by consecutive block generations distributed in 

time according to an exponential law. Statistic theory establishes that this behavior 

corresponds to a Poisson distribution with mean value 
𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛

𝑁𝑠𝑡𝑢𝑑𝑦
∙ 𝑛 for ach time instant 

(20). 

𝒮[𝑠, 𝑛] = 𝑃𝑜𝑖(
𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛

𝑁𝑠𝑡𝑢𝑑𝑦
∙ 𝑛) =

1

𝑠!
𝑒
−
𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛
𝑁𝑠𝑡𝑢𝑑𝑦

 ∙ 𝑛
∙ (
𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛

𝑁𝑠𝑡𝑢𝑑𝑦
∙ 𝑛)

𝑠

   (20) 

8.3 Cost calculation procedures 

8.3.1 Information cost calculation 

As said in Section 8.2, before obtaining the information cost, we must estimate the 

number of generated and lost blocks. These values, however, are random variables 

whose final expressions depends on the server’s and endpoint’s behaviors.  

First, we are evaluating the number of generated information Blocks, 𝑀𝐵. In this case, 

as generated blocks are only dependent on the server behavior, the endpoint model does 

not have to be considered. Table 6 shows the obtained results for each server model. 

Table 6. Total number of generated blocks. Random variables. 

Server model Probability distribution 

Predefined fixed pattern 𝑀𝐵 = 𝑐𝑎𝑟𝑑{𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘} 

Stationary Bernoulli pattern 𝑝(𝑀𝐵) = (
𝑁𝑠𝑡𝑢𝑑𝑦
𝑀𝐵

) (𝑝𝑏𝑒𝑟)
𝑀𝐵
(𝑞𝑏𝑒𝑟)

𝑁𝑠𝑡𝑢𝑑𝑦− 𝑀𝐵     𝑀𝐵 ≤ 𝑁𝑠𝑡𝑢𝑑𝑦 

Poisson pattern 𝑝(𝑀𝐵) =  
1

𝑀𝐵!
𝑒−𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛 ∙ (𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛)

𝑀𝐵
      

 

Servers behaving according to a predefined fixed pattern generate a fixed amount of 

information block, equal to the number of time instants when an information block is 

predefined to be created. Nevertheless, the other two server models generate a random 

number of blocks, so the corresponding probability distribution is proposed. For 

Bernoulli servers, the probability distribution may be calculated as a set of 𝑀𝐵 

independent successful events, between 𝑁𝑠𝑡𝑢𝑑𝑦 trials. Then, a binomial distribution 

describes this distribution. For Poisson servers, the number of generated blocks is 

described by a Poisson distribution.       

Now, on the other hand, we must calculate the number of lost blocks, 𝑀𝐿. Table 7 

shows the corresponding values, or probability distributions (depending on the case) for 

all endpoint’s and server’s types. First, always-on endpoints receive information block 

just at the moment they are generated, so no block is never lost. However, fixed-period 

wake-up endpoints (as well as the other two possible endpoint’s models) may be slept 

while several blocks are generated and lost. Then, all blocks above the unit generated 
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while endpoints are slept, are lost (as only the newest information block has value, see 

Section 8.2). In general, therefore, 𝑀𝐿 information blocks will be lost if 𝑀𝐿 + 1 blocks are 

generated in 𝑁𝑠𝑙𝑒𝑒𝑝 seconds. For predefined fixed pattern servers, this amount is easily 

calculated considering the block creation patter. Moreover, a special case is the 

“synchronization situation” for fixed pattern servers. In this configuration, it is selected 

the sleep period 𝑁𝑠𝑡𝑒𝑝 to guarantee there are not lost block (21).    

𝑁𝑠𝑡𝑒𝑝 = 𝑚𝑖𝑛{𝑛𝑘−1
𝑛𝑒𝑤 − 𝑛𝑘

𝑛𝑒𝑤}   𝑘 ∈ ℕ,   𝑛𝑘
𝑛𝑒𝑤 , 𝑛𝑘−1

𝑛𝑒𝑤 ∈ 𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘   (21) 

For other server models, being 𝑀𝐿
𝑖  the number of lost blocks during the i-th sleep 

period of a device, it is easy to calculate the probability of each value of 𝑀𝐿
𝑖  using the 

binominal or Poisson distribution (depending on the server type).  

Besides, being 𝐶𝑠𝑙𝑒𝑒𝑝 the number of sleep periods in 𝑁𝑠𝑡𝑢𝑑𝑦 time units (22), and using 

a sequential decomposition process to analyze all possible lost block distributions in 

𝐶𝑠𝑙𝑒𝑒𝑝 periods (and the corresponding probability) we can obtain the results shown in 

Table 7 for fixed-period wake-up endpoints.                 

𝐶𝑠𝑙𝑒𝑒𝑝 =
𝑁𝑠𝑡𝑢𝑑𝑦

𝑁𝑠𝑡𝑒𝑝
  (22) 

Dynamic wake-up scheduling endpoints are more difficult to study, as their behavior 

is not predefined by any function. As said, in general, these endpoints adapt to the server 

behavior. Then, we are assuming (hereinafter) their behavior is as follows (previous 

works have proved these are the most efficient behaviors for each case (Sánchez-de-

Rivera, Alcarria, Martín, & Huecas, 2018)): 

 For predefined fixed pattern servers dynamic wake-up scheduling endpoints are 

configured to follow the same server’s pattern (so there are not lost blocks) 

 For stationary Bernoulli servers, where all time instants have the same 

probability to generate an information block, it is selected (for this work) as the 

most profitable endpoint model a fixed-period wake-up model. 

 Finally, for Poisson servers which generates information blocks according to an 

exponential law, it is selected (for this work) as the most profitable endpoint 

model an exponential evolution wake-up model. 

Thus, considering precious assumptions, the number of lost blocks in each case may 

be obtained as explained for the corresponding endpoint model.  

Finally, we must analyze exponential evolution wake-up endpoints. In predefined 

fixed pattern servers, it is possible to calculate the exact number of lost blocks as no 

random component is affecting the result. For Bernoulli servers, as well as for Poisson 

servers, the probability distribution may be also calculated using a sequential 

decomposition process where 𝐶𝑒𝑥𝑝 different time (sleep) periods are considered. As time 

period have not a homogeneous duration, 𝐶𝑒𝑥𝑝 is variable depending on each situation. 

Nevertheless, for clarity in the mathematical analysis (which in this case is pretty 
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complex) we are considering in this initial work 𝐶𝑒𝑥𝑝 is constant and its value it is fixed 

to the mean value among the possible variance interval (23).      

𝐶𝑒𝑥𝑝 ∈ [1, … ,
𝑁𝑠𝑡𝑢𝑑𝑦

𝑁𝑚𝑖𝑛
]  ⇒   𝐸[𝐶𝑒𝑥𝑝] =  

𝑁𝑠𝑡𝑢𝑑𝑦

2 ∙ 𝑁𝑚𝑖𝑛
=  2𝑟𝑒𝑥𝑝 ∙ 𝑁𝑚𝑖𝑛 (23) 

Now, the loss probability depends on the real duration of each sleep period, which 

depends on the duration and number of generated blocks in the previous period. Then, 

conditional probabilities appear (to be aggregated and obtain the final absolute value). 

Besides, the sleep period gets increased only if no block is generated during the previous 

period; an event whose probability is controlled by the server natural probability 

distribution 𝑝𝑛, following a Binomial (or Poisson) distribution. Besides, all probabilities 

are parametric on the sleep period length, including the absolute loss probability 𝑝𝑙, 

employed to obtain the conditional probabilities. Finally, we must consider the 

probability of a unique information block to be generated at each time (sleep) period, 

𝑝𝑠𝑢𝑐𝑒𝑠𝑠, which is calculated aggregating all possible cases according to probability laws 

(24).  

𝑝(𝐴) =  ∑𝑝(𝐴 |𝐵) ∙ 𝑝(𝐵)

∀𝐵

 (24) 

  The final expression deduction is a complex induction process, and mathematical 

expressions turn especially large if recursive loops are removed, but obtained results 

allow estimating in a very precise manner the lost block rate.     

Table 7. Total number of lost blocks. Random variables. 

Server 

model 

Endpoint 

model 

 

Predefined 

fixed 

pattern 

Always-on 𝑀𝐿 = 0 

Fixed-

period 

wake-up 

model 

𝑀𝐿 = ∑ (𝑐𝑎𝑟𝑑{[𝑛𝑘
𝑛𝑒𝑤 , 𝑘 ∈ ℕ, (𝑟 − 1) ∙ 𝑁𝑠𝑡𝑒𝑝 ≤ 𝑛𝑘

𝑛𝑒𝑤 < 𝑟 ∙ 𝑁𝑠𝑡𝑒𝑝 ]} − 1)
∀ 𝑟 ∈ ℕ  

𝑟∙𝑁𝑠𝑡𝑒𝑝 ≤ 𝑁𝑠𝑡𝑢𝑑𝑦

 

 

𝑀𝐿
𝑠𝑦𝑛

= 0 

Dynamic 

wake-up 

scheduling 

𝑀𝐿 = 0 

Exponential 

evolution 

wake-up 

𝑀𝐿 = ∑𝑀𝐿
𝑖

𝑖

 

 

𝑀𝐿
𝑖    𝑚𝑎𝑥. 𝑖𝑛𝑡𝑒𝑔𝑒𝑟 𝑛𝑢𝑚𝑏𝑒𝑟 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡  𝑛𝑘𝑖−1

𝑛𝑒𝑤 − 𝑛𝑘𝑖
𝑛𝑒𝑤 > 𝑁𝑚𝑖𝑛 𝑎𝑛𝑑  

 
 𝑛𝑘𝑖−1
𝑛𝑒𝑤 − 𝑛

𝑘𝑖+𝑀𝐿
𝑖

𝑛𝑒𝑤 > 2𝑟 ∙ 𝑁𝑚𝑖𝑛  𝑎𝑛𝑑 𝑛𝑘𝑖−1
𝑛𝑒𝑤 − 𝑛

𝑘𝑖+𝑀𝐿
𝑖

𝑛𝑒𝑤 < 2𝑟+1 ∙ 𝑁𝑚𝑖𝑛    

Stationary 

Bernoulli 

pattern 

Always-on 𝑀𝐿 = 0 

Fixed-

period 

wake-up 

model 

 

𝑝(𝑀𝐿) = ∑ ∑ … ∑ 𝑝(𝑀𝐿
0 = 𝑀𝐿 − 𝑟0) ∙ ( ∏ 𝑝(𝑀𝐿

𝑖 = 𝑟𝑖−1 − 𝑟𝑖)

𝑟𝐶𝑠𝑙𝑒𝑒𝑝

𝑖=1 

) ∙ 𝑝 (𝑀𝐿

𝐶𝑠𝑙𝑒𝑒𝑝 = 𝑟𝐶𝑠𝑙𝑒𝑒𝑝)

𝑟𝐶𝑠𝑙𝑒𝑒𝑝−1

𝑟𝐶𝑠𝑙𝑒𝑒𝑝=0

𝑟0

𝑟1=0

 

𝑀𝐿

𝑟0=0

  

 

𝑝(𝑀𝐿
𝑖 =  𝑀) = (

𝑁𝑠𝑡𝑒𝑝
𝑀 + 1

) (𝑝
𝑏𝑒𝑟
)
𝑀+1

(𝑞
𝑏𝑒𝑟
)
𝑁𝑠𝑡𝑒𝑝− 𝑀−1     1 ≤ 𝑀 ≤ 𝑁𝑠𝑡𝑒𝑝 − 1 

Dynamic 

wake-up 

scheduling 
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Exponential 

evolution 

wake-up 

𝑝(𝑀𝐿) = ∑ ∑ … ∑ 𝑝𝑙(𝑀𝐿
0 = 𝑀𝐿 − 𝑟0 ; 𝑁𝑚𝑖𝑛) ∙ (∏ 𝑝(𝑀𝐿

𝑖 = 𝑟𝑖−1 − 𝑟𝑖  | 𝑀𝐿
𝑖−1)

𝑟𝐶𝑒𝑥𝑝

𝑖=1 

) 

𝑟𝐶𝑒𝑥𝑝−1

𝑟𝐶𝑒𝑥𝑝=0

𝑟0

𝑟1=0

𝑀𝐿

𝑟0=0

∙ 𝑝 (𝑀
𝐿

𝐶𝑒𝑥𝑝 = 𝑟𝐶𝑒𝑥𝑝  |  𝑀𝐿

𝐶𝑒𝑥𝑝−1)   

 

𝑝(𝑀𝐿
𝑘 =  𝑀 | 𝑀𝐿

𝑘−1) =  

{
  
 

  
 
∑𝑝𝑙(𝑀𝐿

𝑘 =  𝑀 ;  2𝑖 ∙ 𝑁𝑚𝑖𝑛)

𝑘

𝑖 =0

(∏𝑝𝑛(0 ;  2
𝑟 ∙ 𝑁𝑚𝑖𝑛)

𝑖−1

𝑟=0

)𝑝𝑠𝑢𝑐𝑒𝑠𝑠(𝑘 − 1 − 𝑖)   𝑖𝑓    𝑀𝐿
𝑘−1 = 0

𝑝𝑙(𝑀𝐿
𝑘 =  𝑀 ;   𝑁𝑚𝑖𝑛)      𝑖𝑓    𝑀𝐿

𝑘−1 ≠ 0

 

 

 

𝑝𝑙(𝑀𝐿
𝑖 =  𝑀 ;   𝑁) = (

𝑁
𝑀 + 1

) (𝑝𝑏𝑒𝑟)
𝑀+1

(𝑞𝑏𝑒𝑟)
𝑁− 𝑀−1

     1 ≤ 𝑀 ≤  𝑁 − 1 

 

𝑝𝑛(𝑀 ;   𝑁) = (
𝑁
𝑀
) (𝑝𝑏𝑒𝑟)

𝑀
(𝑞𝑏𝑒𝑟)

𝑁− 𝑀
     0 ≤ 𝑀 ≤  𝑁 

 

𝑝𝑠𝑢𝑐𝑒𝑠𝑠(𝑘) =  ∑ ∑ ∑ … ∑ ∏[𝑝𝑛(1 ;   2
𝑟𝑖 ∙ 𝑁𝑚𝑖𝑛) (∏𝑝𝑛(0 ;  2

𝑧 ∙ 𝑁𝑚𝑖𝑛)

𝑟𝑖−1

𝑧=0

)]

𝑘−1

𝑖=0

1−(𝑟0+⋯+𝑟𝑘−2)

𝑟𝑘−1=0

𝑘−2−(𝑟0+𝑟1)

𝑟2= 0

𝑘−𝑟0−1

𝑟1=0

𝑘

𝑟0=0

𝑝𝑛(1 ;  𝑁𝑚𝑖𝑛) 

 

Poisson 

pattern 

Always-on 𝑀𝐿 = 0 

Fixed-

period 

wake-up 

model 

 

𝑝(𝑀𝐿) = ∑ ∑ … ∑ 𝑝(𝑀𝐿
0 = 𝑀𝐿 − 𝑟0) ∙ ( ∏ 𝑝(𝑀𝐿

𝑖 = 𝑟𝑖−1 − 𝑟𝑖)

𝑟𝐶𝑠𝑙𝑒𝑒𝑝

𝑖=1 

) ∙ 𝑝 (𝑀𝐿

𝐶𝑠𝑙𝑒𝑒𝑝 = 𝑟𝐶𝑠𝑙𝑒𝑒𝑝)

𝑟𝐶𝑠𝑙𝑒𝑒𝑝−1

𝑟𝐶𝑠𝑙𝑒𝑒𝑝=0

𝑟0

𝑟1=0

 

𝑀𝐿

𝑟0=0

  

 

𝑝(𝑀𝐿
𝑖 =  𝑀) =  

1

(𝑀 + 1)!
𝑒
−𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛∙ 

𝑁𝑠𝑡𝑒𝑝
𝑁𝑠𝑡𝑢𝑑𝑦 ∙ (𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛 ∙  

𝑁𝑠𝑡𝑒𝑝

𝑁𝑠𝑡𝑢𝑑𝑦
)

𝑀+1

   𝑀 ≥ 1 

Dynamic 

wake-up 

scheduling 

𝑝(𝑀𝐿) = ∑ ∑ … ∑ 𝑝𝑛(𝑀𝐿
0 = 𝑀𝐿 − 𝑟0 ; 𝑁𝑚𝑖𝑛) ∙ (∏ 𝑝(𝑀𝐿

𝑖 = 𝑟𝑖−1 − 𝑟𝑖   | 𝑀𝐿
𝑖−1)

𝑟𝐶𝑒𝑥𝑝

𝑖=1 

) 

𝑟𝐶𝑒𝑥𝑝−1

𝑟𝐶𝑒𝑥𝑝=0

𝑟0

𝑟1=0

𝑀𝐿

𝑟0=0

∙ 𝑝 (𝑀𝐿

𝐶𝑒𝑥𝑝 = 𝑟𝐶𝑒𝑥𝑝  |  𝑀𝐿

𝐶𝑒𝑥𝑝−1)   

 

𝑝(𝑀𝐿
𝑘 =  𝑀 | 𝑀𝐿

𝑘−1) =  

{
  
 

  
 
∑𝑝𝑙(𝑀𝐿

𝑘 =  𝑀 ;  2𝑖 ∙ 𝑁𝑚𝑖𝑛)

𝑘

𝑖 =0

(∏𝑝𝑛(0 ;  2
𝑟 ∙ 𝑁𝑚𝑖𝑛)

𝑖−1

𝑟=0

)𝑝𝑠𝑢𝑐𝑒𝑠𝑠(𝑘 − 1 − 𝑖)   𝑖𝑓    𝑀𝐿
𝑘−1 = 0

𝑝𝑙(𝑀𝐿
𝑘 =  𝑀 ;   𝑁𝑚𝑖𝑛)      𝑖𝑓    𝑀𝐿

𝑘−1 ≠ 0

 

 

𝑝𝑙(𝑀𝐿
𝑖 =  𝑀 ;   𝑁) =

1
(𝑀+ 1)!

𝑒
−𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛∙ 

𝑁
𝑁𝑠𝑡𝑢𝑑𝑦 ∙ (𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛 ∙  

𝑁

𝑁𝑠𝑡𝑢𝑑𝑦
)

𝑀+1

   𝑀 ≥ 1 

 

𝑝𝑛(𝑀 ;   𝑁) =
1

𝑀!
𝑒
−𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛∙ 

𝑁
𝑁𝑠𝑡𝑢𝑑𝑦 ∙ (𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛 ∙  

𝑁

𝑁𝑠𝑡𝑢𝑑𝑦
)

𝑀

   𝑀 ≥ 0 

 

𝑝𝑠𝑢𝑐𝑒𝑠𝑠(𝑘) =  ∑ ∑ ∑ … ∑ ∏[𝑝𝑛(1 ;   2
𝑟𝑖 ∙ 𝑁𝑚𝑖𝑛) (∏𝑝𝑛(0 ;  2

𝑧 ∙ 𝑁𝑚𝑖𝑛)

𝑟𝑖−1

𝑧=0

)]

𝑘−1

𝑖=0

1−(𝑟0+⋯+𝑟𝑘−2)

𝑟𝑘−1=0

𝑘−2−(𝑟0+𝑟1)

𝑟2= 0

𝑘−𝑟0−1

𝑟1=0

𝑘

𝑟0=0

𝑝𝑛(1 ;  𝑁𝑚𝑖𝑛) 

 

Exponential 

evolution 

wake-up 

 

8.3.2 Link management cost calculation 

The link management cost is totally caused by device lifecycle. Basically, costs under 

this name (cost of wake-up process 𝑄𝑤𝑎𝑘𝑒−𝑢𝑝, stand-by 𝑄𝑠𝑡𝑎𝑛𝑑−𝑏𝑦, and sleep process 

𝑄𝑠𝑙𝑒𝑒𝑝) are associated to an energy consumption. All (mobile) endpoints have an 
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independent and limited-capacity battery with an available electrical charge 𝐵𝐴𝑇, 

measured in ampere-hour. As, in this work, we are considering time as a discrete 

variable, it is necessary first to obtain the battery charge in ampere-discrete time units 

(25). 

𝐵𝐴𝑇(𝐴𝑛) =
𝐵𝐴𝑇(𝐴ℎ)

1ℎ
∙
1ℎ

𝑇𝑠
 (25) 

Now, the cost of each charge unit should be variable and depend on the resting 

charge: as the battery is running out charge, the value of the resting energy grows up. 

Several different cost functions 𝐶𝐸  [∙] could be selected but all of them should fulfill the 

requirements described in Section 8.2.1 (cost ranges between zero and the unit). 

However, many different works (Borja Bordel, Miguel, Alcarria, & Robles, 2018; Karlan 

& Zinman, 2018) have proved the value of any resource goes up exponentially as it is 

sparser. Thus, we are also employing an exponential law as cost function (26). In this 

case it is a function with memory as previous consumptions, 𝐵𝐴𝑇𝑐𝑜𝑛
𝑖 , affect the resting 

energy cost. This function may be also written in a memory-less form if a new parameter 

𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙 is considered (27). In both cases, parameter 𝜏 (a real value) determines how fast 

the energy cost grows. 

𝐶𝐸 =  1 − 𝑒
−  

𝐵𝐴𝑇

𝐵𝐴𝑇−∑ 𝐵𝐴𝑇𝑐𝑜𝑛
𝑖

𝑖
−1

𝜏  

 

(26) 

𝐶𝐸[𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙] =  1 − 𝑒
−  

𝐵𝐴𝑇
𝐵𝐴𝑇−𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙

−1

𝜏      𝑏𝑒𝑖𝑛𝑔 𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙 = ∑𝐵𝐴𝑇𝑐𝑜𝑛
𝑖

𝑖

 (27) 

Previously presented cost function enables us to determine the cost of each charge 

unit, but some processes (such as stand-by) are running for several time units or 

consume higher current amounts. Then, the cost of a certain amount of charge units 𝐸𝑖 

may be obtained integrating along the cost function (28). 

𝐶𝐸[𝐸𝑖;  𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙] = ∫  (1 − 𝑒− 
𝑥−1
𝜏 )𝑑𝑥

𝐵𝐴𝑇
𝐵𝐴𝑇−(𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙+𝐸𝑖)

𝐵𝐴𝑇
𝐵𝐴𝑇−𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙

=  𝐴 +
𝐵𝐴𝑇

𝐵𝐴𝑇 − (𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙 + 𝐸𝑖)
+  𝜏 ∙ 𝑒−  

𝐵𝐴𝑇
𝐵𝐴𝑇−(𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙+𝐸𝑖)

  −  1

𝜏  

𝐴 = −
𝐵𝐴𝑇

𝐵𝐴𝑇 − 𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙
−   𝜏 ∙ 𝑒−  

𝐵𝐴𝑇
𝐵𝐴𝑇−𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙

 − 1

𝜏  

(28) 

Considering these mathematical expressions, we can now obtain the values for the 

three costs studied in this subsection. In respect to the wake-up process, we are 

considering it occurs in a one-time unit, consuming 𝐼𝑤𝑎𝑘𝑒−𝑢𝑝 amperes. Then, the unitary 

cost of each wake-up in any endpoint, 𝑄𝑤𝑎𝑘𝑒−𝑢𝑝
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

 may be easily calculated using the cost 

function (29). The same assumptions are applied to the sleep process, which consumes 

𝐼𝑠𝑙𝑒𝑒𝑝 amperes; so the unitary cost of each sleep process 𝑄𝑠𝑙𝑒𝑒𝑝
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

 is also easily calculated 

(30). 𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙 parameter must be fixed dynamically depending on the endpoint’s 

situation.  

𝑄𝑤𝑎𝑘𝑒−𝑢𝑝
𝑢𝑛𝑖𝑡𝑎𝑟𝑦 (𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙) = 𝐶𝐸[𝐼𝑤𝑎𝑘𝑒−𝑢𝑝 ∙ 1 ;  𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙] (29) 
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𝑄𝑠𝑙𝑒𝑒𝑝
𝑢𝑛𝑖𝑡𝑎𝑟𝑦(𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙) = 𝐶𝐸[𝐼𝑠𝑙𝑒𝑒𝑝 ∙ 1 ;  𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙] (30) 

While endpoints are slept, they do not consume energy, so no cost must be 

considered. However, while endpoints are on, a stand-by cost appears. While endpoints 

are in a stand-by state they consume 𝐼𝑠𝑡𝑎𝑛𝑑−𝑏𝑦 amperes. Considering the endpoint is on 

for a 𝑁𝑠𝑡𝑎𝑛𝑑−𝑏𝑦 length period, the unitary cost of a stand-by period 𝑄𝑠𝑡𝑎𝑛𝑑−𝑏𝑦
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

 may be 

calculated through the cost function (31). For endpoints which are on only for looking 

for updated, no stand-by cost is produced. 

𝑄𝑠𝑡𝑎𝑛𝑑−𝑏𝑦
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

 (𝑁; 𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙) = 𝐶𝐸[𝐼𝑠𝑡𝑎𝑛𝑑−𝑏𝑦 ∙ 𝑁 ;  𝐵𝐴𝑇𝑙𝑒𝑣𝑒𝑙] (31) 

Then, for different endpoint’s models, the global costs associated to wake-up and 

sleep processes and stand-by periods are different. Table 8 shows the calculation 

expressions for each case. We are assuming at 𝑛 = 0 batteries are totally charged.  

For always-on endpoints, only the cost associated to the permanent stand-by state 

must be considered. For other endpoint’s models no stand-by cost must be calculated. 

However, wake-up and sleep processes generate other costs to be obtained. In particular, 

the number of sleep periods for each model was calculated in Section 8.3.1. Therefore, it 

is enough to consider an aggregation of unitary costs, considering for each sleep period 

it is developed a sleep and a wake-up process. Besides, the battery charge decreases 

linearly according to consumed current for each process, so it is simple to obtain the 

battery level at each moment.       

Table 8. Link management costs for different endpoint’s models 

Endpoint model Cost 

𝑸𝒘𝒂𝒌𝒆−𝒖𝒑 𝑸𝒔𝒕𝒂𝒏𝒅−𝒃𝒚 𝑸𝒔𝒍𝒆𝒆𝒑 

Always-on 0 𝑄𝑠𝑡𝑎𝑛𝑑−𝑏𝑦
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

 (𝑁𝑠𝑡𝑢𝑑𝑦; 0) 0 

Fixed-period wake-up 

model 
∑ 𝑄𝑤𝑎𝑘𝑒−𝑢𝑝

𝑢𝑛𝑖𝑡𝑎𝑟𝑦
((𝑖 − 1)𝐼𝑤𝑎𝑘𝑒−𝑢𝑝)

𝐶𝑠𝑙𝑒𝑒𝑝

𝑖=1

 

0 

∑ 𝑄𝑠𝑙𝑒𝑒𝑝
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

((𝑖 − 1)𝐼𝑠𝑙𝑒𝑒𝑝)

𝐶𝑠𝑙𝑒𝑒𝑝

𝑖=1

 
Dynamic 

wake-up 

scheduling 

Bernoulli 

server 
0 

Poisson 

server 
∑𝑄𝑤𝑎𝑘𝑒−𝑢𝑝

𝑢𝑛𝑖𝑡𝑎𝑟𝑦
((𝑖 − 1)𝐼𝑤𝑎𝑘𝑒−𝑢𝑝)

𝐶𝑒𝑥𝑝

𝑖=1

 ∑𝑄𝑠𝑙𝑒𝑒𝑝
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

((𝑖 − 1)𝐼𝑠𝑙𝑒𝑒𝑝)

𝐶𝑒𝑥𝑝

𝑖=1

 
Exponential evolution 

wake-up 
0 

               

8.3.3 Information obtention cost calculation 

Once evaluated the loss probability and the link management cost, we must address 

the cost associated to information obtention (considering the server has a new 

information block to be sent). This cost, 𝑄𝑜𝑏𝑡𝑒𝑛, is the composition of two partial costs: 

query process cost, 𝑄𝑐ℎ𝑒𝑐𝑘, and the recovery process cost, 𝑄𝑟𝑒𝑐𝑜𝑣.    

The query process cost refers the usage of hardware resources such as 

communications modules. Each query has an unitary cost, 𝑄𝑐ℎ𝑒𝑐𝑘
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

. As the elements 
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affecting this cost are not consumable, we are assuming it has a constant value selected 

according to the endpoint implementation (we are not addressing hardware details in 

this work). Besides, as always-on endpoints are never slept, they never query the server 

for new blocks: if any block is available, the server just sends it. Table 9 shows the cost 

calculation for the different endpoint models, considering the number of sleep periods 

(a query process is performed after wake-up).   

Table 9. Query process cost for different endpoint’s models 

Endpoint model Cost 𝑸𝒄𝒉𝒆𝒄𝒌 

Always-on 0 

Fixed-period wake-up model 𝐶𝑠𝑙𝑒𝑒𝑝  ∙  𝑄𝑐ℎ𝑒𝑐𝑘
unitary

  

Dynamic wake-up 

scheduling 

Bernoulli server 

Poisson server 𝐶𝑒𝑥𝑝  ∙  𝑄𝑐ℎ𝑒𝑐𝑘
unitary

  

Exponential evolution wake-up 

 

Now, the information recovery cost is not related to endpoints’ characteristics, but to 

communication system’s configuration. This cost is the aggregation of two amounts: the 

information reception cost, 𝑄𝑟𝑒𝑐𝑒𝑝, and the decompression cost, 𝑄𝑑𝑒𝑐𝑜𝑚.   

In respect to the information reception cost, we are assuming a unitary cost describing 

the cost of receiving a bit, 𝑄𝑟𝑒𝑐𝑒𝑝
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

. This cost includes spectrum reservation, reception 

buffers, etc. Then, for a received information block with a length of 𝐿 h-bit symbols (see 

Section 8.2.1), the reception cost may be easily obtained (32).   

𝑄𝑟𝑒𝑐𝑒𝑝 = 𝐿 ∙ ℎ ∙  𝑄𝑟𝑒𝑐𝑒𝑝
unitary

 (32) 

Now, to analyze the decompression cost we must consider different compression 

methods. In this work we are taken into account three different algorithms: (i) Run-

length encoding (RLE), (ii) Huffman-Qopt method (where Q is a parameter indicating 

the number of symbols to be employed in compressed blocks) and (iii) no compression 

(raw transmission). All decompression methods are modeled as the following sequence: 

a compressed symbol is read, and then the equivalent decompressed symbol is written. 

This sequence is repeated until the entire message is read. Mathematically, then, the 

decompression cost may be modeled as an algebraic operation (33). 

𝑄𝑑𝑒𝑐𝑜𝑚 = (ℎ ∙ 𝑄𝑟𝑒𝑎𝑑
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

+ 𝑘 ∙ 𝑄𝑤𝑟𝑖𝑡𝑒
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

∙ 𝐿𝑠𝑦𝑚𝑏𝑜𝑙
𝑑𝑒𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑒𝑑

) ∙ 𝐿𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑒𝑑 + 𝑄𝑅𝐴𝑀   (33) 

In this expression, different unitary costs are considered referring the consumed 

processing time: the unitary cost of reading a bit 𝑄𝑟𝑒𝑎𝑑
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

, and the unitary cost of writing 

a bit, 𝑄𝑤𝑟𝑖𝑡𝑒
𝑢𝑛𝑖𝑡𝑎𝑟𝑦

. In general, compressed symbol are h-bit symbols, where 𝑘 ≠ ℎ. Besides, 

𝐿𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑒𝑑 refers the compressed information block length in h-bit symbols; and 

𝐿𝑠𝑦𝑚𝑏𝑜𝑙
𝑑𝑒𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑒𝑑

 refers the amount of k-bit symbol obtained from a compressed h-bit 

symbol. Finally, 𝑄𝑅𝐴𝑀 is the cost of all transitory data structures (in volatile memory) 

needed to perform the decompression process. Considering an endpoint has a RAM 

memory with capacity 𝑅𝐴𝑀, the cost may be calculated using a cost function 𝐶𝑀[∙] (34) 
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isomorphic to the one described for energy cost (26) and considering 𝑅𝐴𝑀𝑐𝑜𝑛 the 

consumed memory amount.  

𝐶𝑀 =  1 − 𝑒
−  

𝑅𝐴𝑀
𝑅𝐴𝑀−𝑅𝐴𝑀𝑐𝑜𝑛

−1

𝜏  
(34) 

For raw transmission the decompression cost is zero, 𝑄𝑑𝑒𝑐𝑜𝑚 = 0, as no compression 

method is employed. Besides, RLE does not require any transitory data structure, so 

𝑄𝑅𝐴𝑀 = 0. Table 10 shows the relation between the compressed and raw length of an 

information block 𝑏𝑖, depending on its entropy. These expressions may be deducted 

considering how the different algorithms work (Sánchez-de-Rivera et al., 2018). For 

Huffman Q-optimum algorithm 𝐻𝑚𝑖𝑛
𝑄+1(𝑏𝑖) represents the minimum entropy for a block 

𝑏𝑖, calculated among all possible dictionaries with 𝑄 + 1 symbols.       

Table 10. Query process cost for different endpoint’s models 

Compression 

method 

Message 

length (raw) 

k-bit 

symbols 

Message length (compressed) 

h-bit symbol 

𝑳𝒄𝒐𝒎𝒑𝒓𝒆𝒔𝒔𝒆𝒅 

Number of k-bit symbols per 

compressed symbol 

𝑳𝒔𝒚𝒎𝒃𝒐𝒍
𝒅𝒆𝒄𝒐𝒎𝒑𝒓𝒆𝒔𝒔𝒆𝒅

 

Raw 𝐿 𝐿     (ℎ = 𝑘) 1 

RLE 𝐿 𝐿

(2ℎ−𝑘 − 1) − (2ℎ−𝑘 − 2) ∙
𝐻(𝑏𝑖)
𝑘

 
 (2ℎ−𝑘 − 1) − (2ℎ−𝑘 − 2) ∙

𝐻(𝑏𝑖)

𝑘
 

Huffman-

Qopt 

𝐿 𝐿

ℎ
∙
𝑘

𝑘𝑄
∙ 𝐻𝑚𝑖𝑛

𝑄+1(𝑏𝑖) 

 

𝑘𝑄 = ⌈𝑙𝑜𝑔2(𝑄 + 1)⌉ 

 

𝐻𝑚𝑖𝑛
𝑄+1(𝑏𝑖) = 𝑚𝑖𝑛

𝐷𝑖𝑐𝑡𝑖𝑜𝑛𝑎𝑟𝑦 𝑄+1
(𝐻(𝑏𝑖)) 

(
ℎ − 𝑘𝑄
𝑘

)𝐻(𝑏𝑖) + 𝑘𝑄 

 

In these expressions, randomness is embedded by block’s entropy, which is at the end 

a stochastic term.  

8.3.4 Information consumption cost calculation 

Finally, once an information block is received by an endpoint (or not), it must be 

consumed, and operations related to actualization, decision and device management 

must be taken. These operations have a cost 𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝. Basically, two different costs may 

appear each time an endpoint looks for new information blocks: 

 If server has in the queue any new information block, the endpoint (after 

obtaining it) must consume it (for example, display the retrieved image). Later, 

memory must be cleaned, timers programmed, etc. All this process has a cost 

𝑄𝑢𝑝𝑑𝑎𝑡𝑒 . 
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 On the other hand, if no new block is available, the endpoint only must refresh 

the existing information, program timers, etc. All these operations have a 

cost, 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒, which is usually is lower than the cost including the new 

information processing. In always-on endpoints, this cost is not applicable as they 

develop an alternative stand-by cycle.  

For server following a deterministic behavior, then, 𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 may be directly 

calculated. For servers with a random behavior (Poisson and Bernoulli servers), a 

probability distribution is obtained. Table 11 shows the obtained expression for each 

case.    

First, we must consider that, contrary to other costs, information consumption cost 

𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 cannot take any real or integer value. Only values decomposable as a 

combination of 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 and 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒 costs are possible values (35). Additional limits 

could be applied for certain combinations of server and endpoint model.   

𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 = 𝑀1 ∙ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 +𝑀2 ∙ 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒    𝑏𝑒𝑖𝑛𝑔 𝑀1, 𝑀2  ∈  ℕ     (35) 

Now, for always-on endpoints, it is easy to obtain the value (or probability 

distribution) of the global cost, as only an amount of 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 units must be added each 

time the server generates a new information block. Equally, for fixed-period wake-up 

endpoints, it is only needed to evaluate the probability of generating, at least, one 

information block in each sleep period. That may be done using directly the Binomial or 

Poisson distribution, depending on the server type (Bernoulli or Poisson). 

As said in Section 8.2.2, dynamic wake-up scheduling endpoints follow other models 

depending on the server type, so no new calculation are required. 

Finally, exponential evolution wake-up endpoints require larger and more complex 

discussions. When employed with predefined fixed pattern servers, a deterministic 

calculation may be done. However, when employed Poisson or Bernoulli servers it is 

necessary to consider the Bayes laws (23) to obtain the global probability distribution. 

This mathematical development has been also employed in other subsections, although 

in this case a binary probability 𝑝𝑏 is defined, to calculate the natural probability of a 

Bernoulli (and Poisson) distribution to generate any amount of information blocks or (in 

the opposite case) not generate any block.     

Table 11. Information consumption cost. Random variables. 

Server 

model 

Endpoint 

model 

 

Predefined 

fixed 

pattern 

Always-on 𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 =  𝑐𝑎𝑟𝑑{𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘} ∙ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 

Fixed-

period 

wake-up 

model 

𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 = ∑ 𝑄𝑠𝑡𝑒𝑝

𝐶𝑠𝑙𝑒𝑒𝑝

𝑖=1

(𝑖) 

 

𝑄𝑠𝑡𝑒𝑝(𝑖) =  {
𝑄𝑢𝑝𝑑𝑎𝑡𝑒      𝑖𝑓    ∃ 𝑛𝑘

𝑛𝑒𝑤 ∈ 𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘   ⋮    (𝑖 − 1)𝑁𝑠𝑡𝑒𝑝  ≤ 𝑛𝑘
𝑛𝑒𝑤 < 𝑖 ∙ 𝑁𝑠𝑡𝑒𝑝

𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒          𝑒𝑙𝑠𝑒
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Dynamic 

wake-up 

scheduling 

𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 =  𝑐𝑎𝑟𝑑{𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘} ∙ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 

Exponential 

evolution 

wake-up 

𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 = ∑ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 +  𝑀 ∙ 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒
𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘

 

 
𝑀   𝑖𝑛𝑡𝑒𝑔𝑒𝑟 𝑛𝑢𝑚𝑏𝑒𝑟 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡  𝑛𝑘𝑖−1

𝑛𝑒𝑤 − 𝑛𝑘𝑖
𝑛𝑒𝑤 > 𝑁𝑚𝑖𝑛 𝑎𝑛𝑑  

 

 𝑛𝑘𝑖−1
𝑛𝑒𝑤 − 𝑛𝑘𝑖+𝑟

𝑛𝑒𝑤 > 2𝑀−1 ∙ 𝑁𝑚𝑖𝑛  𝑎𝑛𝑑 𝑛𝑘𝑖−1
𝑛𝑒𝑤 − 𝑛𝑘𝑖+𝑟

𝑛𝑒𝑤 < 2𝑀 ∙ 𝑁𝑚𝑖𝑛    

Stationary 

Bernoulli 

pattern 

Always-on 𝑝(𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 = 𝑀 ∙ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒) =  (
𝑁𝑠𝑡𝑢𝑑𝑦
𝑀

) (𝑝𝑏𝑒𝑟)
𝑀(𝑞𝑏𝑒𝑟)

𝑁𝑠𝑡𝑢𝑑𝑦− 𝑀 

Fixed-

period 

wake-up 

model 

𝑝(𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 = 𝑀1 ∙ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 +𝑀2 ∙ 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒) =  (
𝐶𝑠𝑙𝑒𝑒𝑝
𝑀1

) (𝑝𝑠𝑢𝑐𝑒𝑠𝑠)
𝑀1(1− 𝑝𝑠𝑢𝑐𝑒𝑠𝑠)

𝐶𝑠𝑙𝑒𝑒𝑝−𝑀1 

 

𝑝𝑠𝑢𝑐𝑒𝑠𝑠 = ∑ (
𝑁𝑠𝑡𝑒𝑝
𝑘
) (𝑝𝑏𝑒𝑟)

𝑘(𝑞𝑏𝑒𝑟)
𝑁𝑠𝑡𝑒𝑝− 𝑘

𝑁𝑠𝑡𝑒𝑝

𝑘=1
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Dynamic 

wake-up 

scheduling 

Exponential 

evolution 

wake-up 

𝑝(𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 = 𝑀1 ∙ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 +𝑀2 ∙ 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒) = (
𝐶𝑒𝑥𝑝
𝑀1

) (𝑝𝑠𝑢𝑐𝑒𝑠𝑠)
𝑀1(1 − 𝑝𝑠𝑢𝑐𝑒𝑠𝑠)

𝐶𝑒𝑥𝑝−𝑀1  

 

𝑝𝑠𝑢𝑐𝑒𝑠𝑠 =  ∑ ∑ ∑ … ∑ ∏ [𝑝𝑏( 2
𝑟𝑖 ∙ 𝑁𝑚𝑖𝑛) (∏1 − 𝑝𝑏(2

𝑧 ∙ 𝑁𝑚𝑖𝑛)

𝑟𝑖−1

𝑧=0

)]

𝑘𝑒𝑥𝑝−1

𝑖=0

1−(𝑟0+⋯+𝑟𝑘𝑒𝑥𝑝−2)

𝑟𝑘𝑒𝑥𝑝−1=0

𝑘𝑒𝑥𝑝−2−(𝑟0+𝑟1)

𝑟2= 0

𝑘𝑒𝑥𝑝−1−𝑟0

𝑟1=0

𝑘𝑒𝑥𝑝 

𝑟0=0

𝑝𝑏(𝑁𝑚𝑖𝑛) 
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𝑝𝑏(𝑁) = ∑ (
𝑁
𝑘
) (𝑝𝑏𝑒𝑟)

𝑘
(𝑞𝑏𝑒𝑟)

𝑁− 𝑘
∞

𝑘=1

      

 

Poisson 

pattern 

Always-on 𝑝(𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 = 𝑀 ∙ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒) = (
𝑁𝑠𝑡𝑢𝑑𝑦
𝑀

) (𝑝𝑠𝑢𝑐𝑒𝑠𝑠)
𝑀(1 − 𝑝𝑠𝑢𝑐𝑒𝑠𝑠)

𝑁𝑠𝑡𝑢𝑑𝑦−𝑀 

 

𝑝𝑠𝑢𝑐𝑒𝑠𝑠 =∑
1

𝑘!
𝑒
−
𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛
𝑁𝑠𝑡𝑢𝑑𝑦 ∙ (

𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛

𝑁𝑠𝑡𝑢𝑑𝑦
)

𝑘∞

𝑘=1

 

 

Fixed-

period 

wake-up 

model 

𝑝(𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 = 𝑀1 ∙ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 +𝑀2 ∙ 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒) =  (
𝐶𝑠𝑙𝑒𝑒𝑝
𝑀1

) (𝑝𝑠𝑢𝑐𝑒𝑠𝑠)
𝑀1(1− 𝑝𝑠𝑢𝑐𝑒𝑠𝑠)

𝐶𝑠𝑙𝑒𝑒𝑝−𝑀1 

 

𝑝𝑠𝑢𝑐𝑒𝑠𝑠 =∑
1

𝑘!
𝑒
−
𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛
𝑁𝑠𝑡𝑢𝑑𝑦

𝑁𝑠𝑡𝑒𝑝
∙ (
𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛

𝑁𝑠𝑡𝑢𝑑𝑦
𝑁𝑠𝑡𝑒𝑝)

𝑘∞

𝑘=1
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Dynamic 

wake-up 

scheduling 

𝑝(𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝 = 𝑀1 ∙ 𝑄𝑢𝑝𝑑𝑎𝑡𝑒 +𝑀2 ∙ 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒) = (
𝐶𝑒𝑥𝑝
𝑀1

) (𝑝𝑠𝑢𝑐𝑒𝑠𝑠)
𝑀1(1 − 𝑝𝑠𝑢𝑐𝑒𝑠𝑠)

𝐶𝑒𝑥𝑝−𝑀1  

 

𝑝𝑠𝑢𝑐𝑒𝑠𝑠 =  ∑ ∑ ∑ … ∑ ∏ [𝑝𝑏( 2
𝑟𝑖 ∙ 𝑁𝑚𝑖𝑛) (∏1 − 𝑝𝑏(2

𝑧 ∙ 𝑁𝑚𝑖𝑛)

𝑟𝑖−1

𝑧=0

)]

𝑘𝑒𝑥𝑝−1

𝑖=0

1−(𝑟0+⋯+𝑟𝑘𝑒𝑥𝑝−2)

𝑟𝑘𝑒𝑥𝑝−1=0

𝑘𝑒𝑥𝑝−2−(𝑟0+𝑟1)

𝑟2= 0

𝑘𝑒𝑥𝑝−1−𝑟0

𝑟1=0

𝑘𝑒𝑥𝑝 

𝑟0=0

𝑝𝑏(𝑁𝑚𝑖𝑛) 
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Exponential 

evolution 

wake-up 
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𝑝𝑏(𝑁) = ∑
1

𝑘!
𝑒
− 
𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛
𝑁𝑠𝑡𝑢𝑑𝑦

 ∙ 𝑁
∙ (
𝜆𝑝𝑜𝑖𝑠𝑠𝑖𝑜𝑛
𝑁𝑠𝑡𝑢𝑑𝑦

∙ 𝑁)
𝑘∞

𝑘=1

      

 

 

The last problem we must address in this subsection if the calculation of partial costs 

𝑄𝑢𝑝𝑑𝑎𝑡𝑒 and 𝑄𝑛𝑜−𝑢𝑝𝑑𝑎𝑡𝑒. Basically, these costs refer the usage of hardware components 

such as microprocessors, RAM memory, displays, etc. A combination of different cost 

functions depending on the endpoint implementation should be employed. In this initial 

work, as we are not addressing implementation particularities, we are assuming these 

two partial costs have a predefined value representing the resource consumption 

according to the endpoint hardware. 

8.4 Proposed algorithm for optimizing communication efficiency 

In order to propose an optimization algorithm in a reasoned manner, we are firstly 

analyzing the behavior of the communication efficiency according to some relevant 

parameters using the previously described models. A multi-dimensional analysis would 

be required to consider all possible cases and situations, but this approach cannot be 

implemented in practice for more than two parameters. Therefore, we are focusing our 

analysis on those parameters the endpoints may change or negotiate: the endpoint’s 

lifecycle and the compression method. 

Fig. 36 shows the evolution of the mean communication efficiency for the different 

endpoint’s lifecycles, considering one sever following a predefined pattern. Results are 

evaluated for different values of 𝑐𝑎𝑟𝑑{𝒩𝑛𝑒𝑤−𝑏𝑙𝑜𝑐𝑘} (number of generated information 

blocks). Specific values for communication efficiency depend on many variables at this 

point, but our objective is only a comparative study between the different endpoint’s 

lifecycle; thus, no values are shown in axes in Fig. 36. As can be seen, dynamic wake-up 

scheduling endpoints present the best efficiency, as their lifecycle is always 

synchronized with the severs, reducing the information losses and the link management 

and information consumption costs. Both, fixed-period wake-up model and exponential 

evolution wake-up endpoints present a variable behavior as costs tend to be similar but 

information losses grow as more blocks are generated. Anyway, exponential evolution 

wake-up endpoints are slightly better as they can adapt increasing or reducing the sleep 

period. Always-on endpoints present a low efficiency 
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Fig. 36. Mean communication efficiency for predefined pattern servers   

Fig. 37 shows the shows the evolution of the mean communication efficiency for the 

different endpoint’s lifecycles, considering a sever following a Bernoulli pattern. Results 

are evaluated for different values of the block generation probability 𝑝𝑏𝑒𝑟. Always-on 

endpoints present a similar efficiency to other cases, but fixed-period wake-up model 

and exponential evolution wake-up endpoints have a variable behavior. For low block 

generation probabilities, the link management cost is much bigger than the value of the 

obtained information and efficiency is low. On the other hand, for large block generation 

probabilities the information losses go up and efficiency is also low. For values in the 

middle, a balance is reached, and efficiency is maximum. Besides, for low block 

generation probabilities, fixed-period wake-up endpoints are more efficient and for high 

block generation probabilities exponential evolution wake-up endpoints are better.         

 
Fig. 37. Mean communication efficiency for Bernoulli pattern servers   

Finally, Fig. 38 shows the evolution of the mean communication efficiency for the 

different endpoint’s lifecycles, considering a sever following a Poisson pattern. Results 

are evaluated for different values of the mean number of generated blocks 𝜆𝑝𝑜𝑖𝑠𝑠𝑜𝑛. It is 
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similar to that obtained for Bernoulli servers, although in this case (globally), exponential 

evolution wake-up endpoints are more efficient.            

 

 
Fig. 38. Mean communication efficiency for Poisson pattern servers   

On the other hand, we are evaluating the system efficiency depending on the 

compression algorithm. Fig. 39 shows the obtained results for different values of 

entropy. For low entropy information blocks, RLE algorithm is very efficient but as 

entropy grows the efficiency goes down. The same behavior is shown for Huffman 

algorithm, but it is a very costly algorithm (code is very complex and large, and large 

transitory data structures are needed) and only for a small number of situations its use 

is efficient. For high entropy information blocks the transmission in a raw format is 

finally more efficient.    

 
Fig. 39. Mean communication efficiency for different compression algorithms   

Then, considering all showed results, the proposed algorithm is following some rules 

according the previous figures. Namely: 

 By default, all endpoints are following an always-on lifecycle and using a raw 

transmission system. This approach, although it is the least efficient, allow us to 
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collect information about the system behavior in the fastest manner, so a more 

efficient configuration may be easily selected. 

 If low entropy information blocks are detected, the RLE compression algorithm 

will be selected. For high entropy blocks, raw transmission will be employed; and 

for intermedium situation the Huffman Q-Opt algorithm will be configured. 

Considering Figure 5, and the fact that entropy ranges in the interval [0, 𝑘], Table 

12 shows the proposed operation limits. 

Table 12. Application limits for each compression algorithm 

Compression algorithm Application limits 

RLE 
𝐻(𝑏𝑖)  ∈ [0,

𝑘

2
] 

Raw 
𝐻(𝑏𝑖)  ∈ [3

𝑘

2
, 𝑘] 

Huffman Q-Opt 
𝐻(𝑏𝑖)  ∈ [

𝑘

2
, 3
𝑘

2
] 

 

 For predefined pattern servers, a dynamic wake-up scheduling will be negotiated 

with the server. If it is not available, an exponential evolution wake-up model will 

be employed 

 For Bernoulli pattern servers, two different situations are clearly shown (see Fig. 

37). For low values of the block creation probability (for example, 𝑝𝑏𝑒𝑟 < 0,5), the 

fixed-period wake-up model is more efficient. In any other case, the exponential 

evolution wake-up model will be employed by endpoints.  

 Finally, for Poisson pattern servers, an exponential evolution wake-up model will 

be employed by endpoints.       

Now, in order to detect the server configurations and, then, change dynamically the 

endpoints’ configurations to increase as much as possible the communication efficiency, 

we are using the Bayes theorem (36). It is important to note that server may not be aware 

about certain behaviors inherit from managers (such as the information generation rate).    

𝑝(𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇  | 𝑄𝑖) =
𝑝( 𝑄𝑖 | 𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇 )

∑ 𝑝( 𝑄𝑖  | 𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇 ) ∙ 𝑝(𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇 )∀ 𝑇
𝑝(𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇 ) (36) 

All endpoints may easily calculate the described costs, 𝑄𝑖 (such as the information 

value 𝑄𝑖𝑛𝑓𝑜) considering the proposed cost functions, and the real resource consumption 

and/or number of received information blocks. Then, after collecting data for a certain 

time period, it is possible (using previously described expressions) to evaluate the 

probability of the server to follow a certain pattern 𝑃𝐴𝑇, i.e. 𝑝( 𝑄𝑖  | 𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇 ), known 

the costs 𝑄𝑖. Thus, using the Bayes theorem and the proposed expression (36) it is 

evaluated the “posteriori” probability of a server to follow the pattern 𝑃𝐴𝑇. For this 

calculation we are considering all server’s pattern equally probable, so 𝑝(𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇 ) =
1

3
.      

As three different costs related to the sever pattern have been defined (𝑄𝑖𝑛𝑓𝑜, 𝑄𝑙𝑖𝑛𝑘 

and 𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝), three different probabilities will be obtained. Each probability will be 
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mapped into three different integer numbers, according two thresholds 𝑝𝑚𝑖𝑛  and 𝑝𝑚𝑎𝑥 

(37). 

𝐺(𝑝𝑖) =  {

1      𝑖𝑓   𝑝𝑖 < 𝑝𝑚𝑖𝑛
2     𝑖𝑓   𝑝𝑚𝑖𝑛  ≤ 𝑝𝑖  ≤ 𝑝𝑚𝑎𝑥

3       𝑖𝑓 𝑝𝑖 > 𝑝𝑚𝑎𝑥

  (37) 

Finally, an aggregated estimator will be employed (38) to rank all possible server 

patterns. The pattern with a higher mark is selected as the real pattern. Only patterns 

with a mark above the global threshold 𝐺𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 will be considered in the decision 

process. 

𝐺𝑡𝑜𝑡𝑎𝑙 = 𝐺 (𝑝(𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇  | 𝑄𝑖𝑛𝑓𝑜)) ∙ 𝐺(𝑝(𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇  | 𝑄𝑙𝑖𝑛𝑘))

∙ 𝐺 (𝑝(𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇  | 𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝))  
(38) 

In order to select the most efficient compression algorithm it is enough to evaluate 

the entropy of the received information blocks. If the central server allows stablishing a 

negotiation process, the compression method will be changed according to previously 

indicated rules. On the contrary, no change will be applied.  

In order to avoid transitory effects (temporary behavior that are not stable nor 

permanent), the same result must be obtained in several different and independent 

evaluations, 𝑁𝑒𝑣𝑎𝑙, across 𝑁ℎ𝑖𝑠𝑡 sequential evaluations, to change the endpoint’s 

configuration. Once efficiency is above a certain threshold 𝜂𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 the dynamic 

configuration process stops and will be run again if the efficiency monitoring procedure 

detects efficiency goes down. 

Algorithm 2 codifies the described behavior. 

    Algorithm 2. Dynamic communication efficiency optimization 

Input: Set of received information blocks 𝐵 

      Set of battery consumptions 𝐵𝐴𝑇𝑐𝑜𝑛
𝑖  

      Estimated costs Qconsump and Qobten (hardware dependent)  
      Circular buffer 𝐵𝑈𝐹𝐹 with 𝑁ℎ𝑖𝑠𝑡 last 𝐺𝑃𝐴𝑇−𝑚𝑎𝑥 evaluations 

      Circular buffer 𝐸𝑁𝑇 with 𝑁ℎ𝑖𝑠𝑡 last 𝐻(𝐵)̅̅ ̅̅ ̅̅ ̅ evaluations 

Output: Endpoint configuration 

Calculate 𝑄𝑖𝑛𝑓𝑜 for the set of received information blocks 𝐵,  𝑄𝑖𝑛𝑓𝑜 = 𝐶𝐼[𝐵] 

Calculate 𝑄𝑙𝑖𝑛𝑘 using the set of battery consumptions 𝐵𝐴𝑇𝑐𝑜𝑛
𝑖 , 𝑄𝑙𝑖𝑛𝑘 = 𝐶𝐸[𝐵𝐴𝑇𝑐𝑜𝑛

𝑖 ] 

Calculate the mean entropy of the information blocks, 𝐻(𝐵)̅̅ ̅̅ ̅̅ ̅ 

Obtain the mean communication efficiency �̅� =  𝜂(𝑄𝑖𝑛𝑓𝑜, 𝑄𝑙𝑖𝑛𝑘 , Qobten, Qconsump) 

if �̅� <  𝜂𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑  or endpoint is not configured then 

     𝐶𝑂𝑁𝐹𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 = 𝐴𝐿𝑊𝐴𝑌𝑆 − 𝑂𝑁  

     for every sever pattern 𝑃𝐴𝑇 ∈ {𝑝𝑟𝑒𝑑𝑒𝑓𝑖𝑛𝑒𝑑, 𝐵𝑒𝑟𝑛𝑜𝑢𝑙𝑙𝑖, 𝑃𝑜𝑖𝑠𝑠𝑜𝑛} do 

           for every cost 𝑄𝑖 ∈  {𝑄𝑖𝑛𝑓𝑜, 𝑄𝑙𝑖𝑛𝑘 , 𝑄𝑜𝑏𝑡𝑒𝑛 , 𝑄𝑐𝑜𝑛𝑠𝑢𝑚𝑝} do 

               Calculate 𝑝𝑖 =  𝑝( 𝑄𝑖  | 𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇 ) using the proposed mathematical model 

               Obtain 𝑝𝑃𝐴𝑇,𝑖 =  𝑝(𝑠𝑒𝑟𝑣𝑒𝑟 = 𝑃𝐴𝑇  | 𝑄𝑖) using Bayes theorem 

           end for 

           Calculate 𝐺𝑃𝐴𝑇−𝑡𝑜𝑡𝑎𝑙  = ∏ 𝐺(𝑝𝑃𝐴𝑇,𝑖)𝑖    

     end for 

     Calculate 𝐺𝑃𝐴𝑇−𝑚𝑎𝑥 = 𝑚𝑎𝑥 {𝐺𝑃𝐴𝑇−𝑡𝑜𝑡𝑎𝑙 ,   𝑏𝑒𝑖𝑛𝑔 𝐺𝑃𝐴𝑇−𝑡𝑜𝑡𝑎𝑙 > 𝐺𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑}  

     Insert 𝐺𝑃𝐴𝑇−𝑚𝑎𝑥 in 𝐵𝑈𝐹𝐹 

     if 𝐺𝑝𝑟𝑒𝑑𝑒𝑓𝑖𝑛𝑒𝑑−𝑚𝑎𝑥 is contained in 𝐵𝑈𝐹𝐹 at least 𝑁𝑒𝑣𝑎𝑙 times then 
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          if server allows dynamic scheduling then 

               𝐶𝑂𝑁𝐹𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 = 𝐷𝑌𝑁𝐴𝑀𝐼𝐶   

          else  

              𝐶𝑂𝑁𝐹𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 = 𝐸𝑋𝑃𝑂𝑁𝐸𝑁𝑇𝐼𝐴𝐿   

          end if 

      else if 𝐺𝐵𝑒𝑟𝑛𝑜𝑢𝑙𝑙𝑖−𝑚𝑎𝑥 is contained in 𝐵𝑈𝐹𝐹 at least 𝑁𝑒𝑣𝑎𝑙 times then        

          Estimate 𝑝𝑏𝑒𝑟 using the set of received information blocks 𝐵  

          if 𝑝𝑏𝑒𝑟 < 0,5 then  

              𝐶𝑂𝑁𝐹𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 = 𝐹𝐼𝑋𝐸𝐷   

          end if 

      else 

          if 𝐺𝑃𝑜𝑖𝑠𝑠𝑜𝑛−𝑚𝑎𝑥 is contained in 𝐵𝑈𝐹𝐹 at least 𝑁𝑒𝑣𝑎𝑙 times then        

               𝐶𝑂𝑁𝐹𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 = 𝐸𝑋𝑃𝑂𝑁𝐸𝑁𝑇𝐼𝐴𝐿 

          end if   

      end if 

      Insert 𝐻(𝐵)̅̅ ̅̅ ̅̅ ̅ in 𝐸𝑁𝑇 

      if server allows negotiation then 

          if 𝐻(𝐵)̅̅ ̅̅ ̅̅ ̅  ∈ [0,
𝑘

2
]  in 𝐸𝑁𝑇 at least 𝑁𝑒𝑣𝑎𝑙 times then 

               𝐶𝑂𝑀𝑃𝑅𝐸𝑆𝑆𝐼𝑂𝑁 = 𝑅𝐿𝐸 

          else if 𝐻(𝐵)̅̅ ̅̅ ̅̅ ̅  ∈ [
𝑘

2
, 3

𝑘

2
] in 𝐸𝑁𝑇 at least 𝑁𝑒𝑣𝑎𝑙 times then 

               𝐶𝑂𝑀𝑃𝑅𝐸𝑆𝑆𝐼𝑂𝑁 = 𝐻𝑈𝐹𝐹𝑀𝐴𝑁 

          else  

               if 𝐻(𝐵)̅̅ ̅̅ ̅̅ ̅  ∈ [3
𝑘

2
, 𝑘] in 𝐸𝑁𝑇 at least 𝑁𝑒𝑣𝑎𝑙 times then 

                    𝐶𝑂𝑀𝑃𝑅𝐸𝑆𝑆𝐼𝑂𝑁 = 𝑅𝐴𝑊 

               end if 

          end if 

      end if 

end if 

8.5 Summary 

In this section, I propose two classes of algorithms to improve the battery utilization 

in a CPS. Devices are often battery-powered and placed in inaccessible locations that do 

not allow a continuous maintenance. Therefore, as the major impact on battery is done 

by the air time utilization of the wireless transmission, an optimized method of 

transferring and wake-up is developed. 

Keeping a wireless device discoverable all the time can be avoided to increase the 

running time on battery with no power source connected. Thus, the addition of these 

transmission procedures is an important piece that every system will benefit of, as long 

as is composed by battery-powered elements. 

This section proposes some methodologies to improve battery utilization in powered 

devices in order to extend their battery lifetime in a CPS and the new Internet of Things 

paradigm. Battery utilization techniques enable low computer resource elements to 

communicate wirelessly and battery powered with other components in longer periods 

and therefore reducing the maintenance of the global system. 

Schedules in wake-up procedures imply benefits in both, shorter air time utilization 

and lower battery consumption. In this way, knowing the server model that best fits into 
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the system is required to select the most appropriate implementation between the 

proposed models.  

As well, the compression algorithms are a good choice in systems where the information 

transmitted to the final devices is big enough to produce a battery impact whether or not 

the information is compressed. This manner, a selection between more computational 

efforts or more air time utilization is the choice to do in order to reduce the battery 

draining to a minimum. 
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9 Validation in proposed 
application scenarios 

This section describes the application of the thesis contributions to different 

frameworks designed to validate the proposals of this work. Specifically, the service 

process architecture for unattended and interoperable devices have been applied in 

several testbed infrastructures that have been evolved during the time this PhD Thesis 

was written. This allowed the validation of the proposed methods in several 

environments, with a final evaluation in a real-world deployment as a smart shelf 

display system. The configuration of the system in this last scenario were made by non-

technical users and an evaluation has been made to provide also the perception of the 

technology improvements achieved.  Other proposals, which were not validated in real 

scenarios, have also been theoretically validated in simulation environments. The 

methods described in this work have been validated through a series of measure and 

analysis of different indicators. 

As a result, the behavior of the different implementations was validated by the 

implementation of different scenarios. The design and selection of these evaluation 

frameworks will be discussed in the following sections, as well as the analysis of the 

obtained results in each case. 

9.1 Validation frameworks 

I have defined several frameworks to validate the proposals of this PhD Thesis work. 

This section describes the aspects and the objectives of these frameworks in order to 

obtain a global visualization of the validation process used in this work. The 

presentation and the analysis are done from a chronological point of view, through 

research activities associated with the author’s doctoral studies. The research activities 

have been developed in order to validate the contributions described in the previous 

sections are highlighted in bold. This chronological order does not necessarily 

correspond to the order of the presentation of the sections in this thesis. 
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The first framework presented validates Section 4 proposal of a service generation 

chain of a CPS infrastructure. In this first framework, with the help of a domain expert, 

a description of the desired processes, a control entity is generated to manage the service 

execution phases. Measuring the amount of the successful execution in a simulated 

environment, I validate the improvements over other traditional service control 

processes. In this framework, the Section 7 proposal is also added to monitor the relevant 

information and to provide feedback to the platform administrator. Additionally, a 

multi-site environment is simulated, and the on-site locations are supplied with 

hardware managers. 

The second framework is driven by the need of a CPS with automated capabilities. 

This requirement is defined by REQ#1 that rely on the capacity of a system that 

recognizes and adapts itself with a set of available devices in an automated way. To 

provide a validation to the Section 6 proposal of this document, several scenarios have 

been designed in order to gather different measures of the system response. Specifically, 

a smart environment is used to prove the QoS concept applied to the resource allocation 

process and validate the convergence of the self-configuration method. At this stage of 

the work, I wanted to prove the usefulness of the methodology in its general form, thus 

the scenarios developed are not brought because any special requirement or any specific 

application. As they are focused only in the validation of the proposal, the inclusion of 

real-time processes and human intervention are required to expand the uses of the 

infrastructure to wider uses. 

The third framework is designed to simulate the environment of a CPS with wireless 

devices in which several interfaces can be tested against the algorithms and models 

proposed in Section 8 in order to validate the proposed algorithm for a optimal 

communication efficiency in constrained devices. Several battery powered devices are 

put into the system and tested with several models of traffic generating a continuous 

flow of requests, allowing to measure the improvements over the standard 

communication methods. In this stage, a first prototype of a real-world CPS is provided. 

A display infrastructure is deployed as an optimized shelf system with continuous 

display representing information. These wireless devices are used to measure the 

improvements of the proposed algorithms for battery saving methods.  

9.2 A process control system testbed 

In this first framework, I validate the proposed service control system described in 

Section 4. As a first approach to a improve a CPS service chain, one of the first 

contributions to this field in my research work was to provide tools to a system 

administrator to interact with the system in a convenient way and to offer a concise tool 

to manage the configuration phase of a CPS. This work was expanded to not only 

support the configuration phase, but a continuous integration of the system inputs was 

implemented. 
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The framework proposed in this section aims to validate the service control process 

as an effective system to control and improve the traditional methods present in the 

literature, often related to the emerging Industry 4.0 paradigm. The system implemented 

was conceived as a simulation environment of a real industrial deployment, and was 

developed in a laboratory of the Technical University of Madrid, where several machines 

in a virtualization environment emulated a production system. A total of four machines 

were deployed. Three of them implemented four virtual machines using an Ubuntu 

16.04 image. Each virtual machine was executing an emulation program that represented 

different production process in each real machine. The virtual entities were 

interconnected by a virtual LAN and exposed to the exterior with a common interface. 

The emulation program was developed using Simulink, a module of MATLAB. 

Three industrial processes were developed and simulated in the virtual entities, each 

of one deployed in a different real machine. All the virtual machines of the same real 

server were executing the same program, and simulating therefore the same process. 

The developed process considered three kind of manufactures: logic gates, capacitors 

and diodes. 

The hardware controller of each group was executed at the same host, whereas the 

hardware manager was connected by an Ethernet adapter and hosted in a dedicated 

computer. In this last computer, the publication and subscription broker were deployed. 

The remaining components defined in the Fig. 11, were implemented using different 

cloud services, where the majority of the components employed the Amazon Web 

Services framework in order to support the service flow proposed. 

The interface showed in Fig. 40 is developed using a simple HTML page with several 

text boxes in order to interact with the backend server. The FSM can be programed using 

the DOT language previously described. Activity description also can be uploaded using 

the same page. 

 

Fig. 40. FSM programing interface 

A total of two different experiments were planned to provide a successful validation 

of the proposed service flow in the implemented architecture. 



9. VALIDATION IN PROPOSED APPLICATION SCENARIOS 
  

 106  

 

In the first experiment of the process control system testbed, the programs used for 

emulating the service execution were designed to malfunction. Those failures must be 

addressed and solved by the proposed solution. Additionally, in order to measure the 

capability of the system to recover of such failures, different levels of severity were 

implemented. This first experiment was repeated fifteen times. A total of 180 processes 

were controlled by the proposed solution when the experiment finished, and all the 

gathered data were evaluated in order to prove the performance of the proposed 

method. 

After the first experiment, a second infrastructure was implemented to contextualize 

and to value the results obtained. This second design comprises a supervisory system to 

control production entities. This logic was programmed in virtual SCADA platform with 

PLCs. In addition, OPC was selected as the communication protocol in order to simulate 

a real-world deployment of an actual CPS. The system was deployed in the AWS cloud 

infrastructure and programed with the openSCADA (‘OpenSCADA: Main’, n.d.) 

framework, as shown in Fig. 41. 

 

Fig. 41. Implemented supervisory system 

The second experiment was planned to measure the response time of the service 

control flow proposed. To prove that the proposed solution is capable of provide a 

robust control of the service execution, the system should respond to the state change in 

a quick way in order to be able to recover the system successfully. The second 

experiment was divided in two parts. 

In the first part of the second experiment, a constant number of service processes were 

executed. A number of ten processes were executed. Next, the events/minute rate was 

incremented in 10 events in each iteration. In order to achieve the increment, the virtual 

sensors adopted by the system were increased, as well as the virtual production systems. 

The rate was increased until the system became incapable of control the processes in a 

stable manner. 
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The second part was performed by increment the processes in one unit, while keeping 

the events/minute rate fixed. Similar to the first part, the increment was stopped when 

the system failed to deliver a stable control. 

9.2.1 Results of the process control system testbed 

The combined results of the first experiment are shown in Fig. 42. The results show 

that in a 97% of the cases of the service executions, the proposed solution succeed in 

correct the malfunctions. In the remaining cases, the control policies applied could not 

control the processes and the system became blocked. These results are slightly better 

than other CPS control process methods found in the literature (Bordel Sánchez et al., 

2015). 

 

Fig. 42. Combined results 

In this first experiment, the failures where assigned to a severity level and a various 

requirements depending of the classification of the process. Fig. 43 shows the failure 

causes that the control process was not able to recover.  

 

Fig. 43. Failure causes 

With a 40% of the cases, the response time is responsible of the limitation of a 

correct failure recovery in the system. Although the malfunction was recoverable and 

the actions programmed in the control policies supported the resolution of the 

problem, a late response of the communication events were responsible of discard the 
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resolution. Delays between the supervisory engine and the emulated systems cannot 

disseminate the events to apply the control policies in the required time, and therefore, 

the process response are not capable of correct the failures in the required time 

window. To reduce this time, a reduction of the control rules can be applied, so the 

hardware manager can react more rapidly in case of critical failures. 

 

Fig. 44. Traditional system comparison 

Apart from the resoluble malfunctions, in every system deployed in a real-world 

infrastructure, there are some situations that will not be able to correct in any case. 

Those situations must also be identified and extracted of our service control proposal. 

Some examples that can be found are external failures like supply or mechanical 

malfunctions. Other complementary control systems should be incorporated in order 

to mitigate those effects. 

 

Fig. 45. Response time incrementing events/minute rate 

As stated in the scenario description, these results were contextualized by compare 

them with a traditional control system, and the Fig. 44 shows the obtained outcome. 

The results show that, although the proposed method has a small improvement over 

other solution for service control, traditional SCADA system presents a better 

performance. In this analysis, the traditional service control process is capable of 

correcting 1% of the services better than the technology proposed in this work. 
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Nevertheless, this improvement can be related to the variations produced by 

newer version of the SCADA developed over the last years and the experience gained 

in the real-world deployments of real devices. 

Related to the second experiment, Fig. 45 shows the variation in the response time 

while incrementing the events/minute rate produced by the final entities (virtual 

sensors and production systems). The graph shows the mean of the temporal axis, as 

the time variable is a stochastic process, and presented in a logarithmic scale. 

 

Fig. 46. Successful events percentage incrementing events/minute rate 

In this case, the response time shows an exponential curve related to the events rate. 

This is shown as linear in the graph due to the logarithmic scale. A successful percentage 

of the events generated are processed in a satisfactory mode until the events reached the 

quantity of 100 events, where a drop can be observed. At this rate, the response time is 

about 100 seconds. Once the response delay exceeds one minute, the system starts to get 

blocked and the policies cannot be applied correctly. In this scenario, this situation 

occurs around a rate of 140 events per minute. 

 

Fig. 47. Response time incrementing number of processes 

In order to prove the real application of the proposed method, the values used in the 

experiment have been oversized to test the maximum rates of the system. As these values 

are very superior to real industry numbers, the proposal suits perfectly. Additionally, if 

a system requires a higher rate of events, more hardware managers can be added to 
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obtain a more distributed architecture, gaining more computational power to address 

these situations. 

Fig. 47 shows the second part of the second experiment. In this case, instead of 

increasing the rate of events per minute, the processes are increased, and the rate was 

leaved fixed. The graph shows a very similar tendency. Fig. 48 shows the percentage of 

the processes corrected in a successful way. This time, a drop appears around 50 

processes. From there, a reduction can be observed until the processes reach 80, where 

the system is blocked. 

 

Fig. 48. Successful events percentage incrementing number of processes 

As said in the previous case, more modules can be added to the system if the 

infrastructure needs to support more processes. 

9.3 Interoperable device configuration testbed 

In this second framework, several interoperable device configuration infrastructures 

are described to evaluate the validity of the proposed implementation described in 

Section 6.  

To validate the solution and prove that there are improvements over other previous 

work in the same field, a set of scenarios are implemented and some considerations 

assumed: 

- The adaptation of the system based on the QoS concept is implemented. The 

service composition procedures are required in order to obtain and update the list 

of the available services on the system, thus this composition of information is 

only performed here using simple mathematical operations. 

- Information of the different final devices are gathered using logical operations and 

binary data format. This allows to perform the adaptation in a quick succession 

reducing the time of the transmission to a minimum. 

- The semantic composition of the services, as stated before, is performed on the 

initial configuration phase. 
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The experimental process is validated using four experiments that are complemented. 

Firstly, a real deploy is defined in order to prove the real work of the solution, and 

secondly, a set of simulation is done to prove the system scalability. Evaluation processes 

allow to measure the required convergence time that the configuration stage needs, and 

also depict the medium of the time that the system needs to converge to a stable state 

where starts to react to changes in the CPS environment.  

Although, a smart environment can comprise several kinds of devices, to achieve this 

validation, a smart environment with three types of devices was used: a RFID enabled 

glove (Bordel Sánchez et al., 2015), a worktable provided with NFC readers and LEDs 

for user notifications, and an autonomous wireless device with e-paper display and low-

energy communication for information presentation (Rivera, Alcarria, Andres, Bordel, 

& Robles, 2016).  

In this first experiment, the smart environment was deployed and the scenarios 

designed, explained and evaluated in the following manner. Two scenarios were used. 

 The first scenario was made up by fifteen devices, five worktables, five 

autonomous displays and five gloves 

 Second scenario was made up by only seven hardware devices, including 

two worktables, two gloves and three autonomous devices. 

Each scenario was deployed with a succession of two phases.  

First the system is powered on and the time employed in the self-adaptation process 

measured. Then the system was turned off. This was repeated ten times. The second 

phase starts by initializing the system and then the data is gathered while the system is 

running for three hours. Information of the different adaptation processes and the time 

used to converge in each process were gathered. A said in the definition of the method, 

selecting a refreshing period is key in the configuration parameters. Different values has 

been tested in the second scenario. Table 13 shows the processes acquired in each 

scenario, and the values selected. 

Table 13. Values acquired in each scenario – Second phase. 

Scenario 
Refreshing period 

5 10 30 60 

First 142 106 97 89 

Second 248 173 145 109 

 

In the second experiment, I evaluate the progression of the time that the system last 

in converge, when the self-configuration method is applied in a number of physical 

elements. This time, instead a real deployment, a simulated environment was deployed 

due to the difficultness of perform a real experiment with large amount of people and 

devices. 
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This simulation was designed with the help of the NS3 simulator. This simulator 

allows to implement each entity as an agent with the correspondent particularities and 

technology. With the data that was obtained in the first experiment, a more precise 

behavior of the simulated entities was done. Information about the humans that 

participated in the experiment also was included. A series of scenarios were deployed 

and evaluated. To obtain incremental results, only one element was included in the first 

scenario, and then the devices were added to a total of 1000. Each simulation was 

undertaken for three real working hours, and all the data about the adaptation process 

gathered. 

The third experiment focused on measuring the evolution of the resources needed to 

the adaptation process when several devices are being added to the system. This 

experiment can look similar to the second one, but with some considerations. As the 

resources were measured, several sinks of information have to be added to control the 

signalization overhead that can happen in the system. 

The procedure in this third scenario was the same as the described for the second 

scenario, including the number of devices added to the system. 

Lastly, in the fourth experiment, the results obtained in the previous experiments are 

compared to traditional solutions regarding self-configuration and self-adaptation 

processes in service-oriented CPS. A semantic service composition process (nsnam, n.d.) 

is selected as it resembles the traditional way of transmit the description files to other 

components. 

9.3.1 Results of the interoperable configuration testbeds 

This section summarizes the results of the experiments described in the previous 

section. Those results are presented and analyzed. 

In Fig. 49 can be seen the results of the first phase performed in the first experiment. 

The measurements indicate the temporal values in the Y axis that were normalized by 

the maximum value. The important information can be depicted by the relation between 

the two scenarios.  

 

Fig. 49. Normalized initial convergence time (s) – first phase 
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Fig. 49 shows the medium time resulted from the all repetitions performed. It can be 

seen that the maximum time is reached in the second scenario, when some humans were 

included in the experiment to prove the successful executions with social entities. The 

difference in the time is as much as 33% of the second experiment when only including 

hardware devices. This makes clear the increment in the needed time when humans are 

included and can be caused by several factors. 

Human’s states, per definition, requires more variables to configure than hardware 

devices, so the configuration phase must be superior in this scenario. Another identified 

factor refers to the hardware controller used that is user-focused and running in a central 

server. This is not the case when only smart devices are included, as the controller can 

be run inside their logic. This causes the communication delay to increment in the last 

scenario. 

 

Fig. 50. Normalized initial convergence time (s) – second phase 

Following, the second phase of the first experiment was measured. Table 13 

summarizes the number of adaptation processes in each selected refreshing period. It 

can be seen that when the period is lower, the number of successful adaptations 

increment. These results prove that with a lower period, the fluctuations that can be 

found in a CPS with self-adaptation mechanism can be addressed by selecting the 

appropriate value. 

In Fig. 50, the results measured on the second phase of the first experiment are shown. 

The Y axis represents the amount of time in which the system completes their adaptation. 

The two scenarios are shown, and their different refreshing time are also presented. 

It is clear the relation that exists between the two scenarios, even with humans 

participating in the second one. Taking into consideration the results of the Fig. 49, some 

deductions can be extracted. The tendency observed can be proved as the second 

scenario obtains higher values in every selected value. This time, the convergence time 

around 40% lower from the first to the second scenario. 
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If the tendency is eliminated, an important consideration can be extracted. The 

convergence time is not assured to be lower when a lower refreshing value is selected. 

This can be provoked by the measures that are being performed by the system that, in 

the second scenario cannot be completed in a short time because the human factors. 

Another consideration is that, when selecting a higher refreshing value, the convergence 

time is approximately the same. This remarks the independency of the value over the 

processing time but on the waiting intervals between the experimental measures.  

Now, I analyze the results of the second experiment that has been performed. The 

measurements of the evolution of the convergence time when the number elements in 

the infrastructure grows, are indicated in the Fig. 51. The results are normalized in order 

to obtain a relevant result from all the number of elements. 

 

 

Fig. 51. Convergence time – second experiment 

It is clear that the measured time are not influenced by the number of the hardware 

elements in the infrastructure. The values only present a 7% of variation between the 

lowest values to the highest, while the number of devices increases in several 

magnitudes high. This low variation can be due various facts. The architecture presents 

a topology in a tree form that allow the information flow to cover all the layers in an 

independent way of the quantity of elements present into the platform.  

Additionally, the hardware manager acts as the gateway to the devices, so the 

information about the system are based on the performance achieved in its layer and 

then it rely all the business operation to a higher layer. Here, the codification of the status 

of each device being binary vectors helps the algorithms in order to ease the process. 

Therefore, the system proposed can be scaled, and the REQ#6 fulfilled with the 

architecture described in this work.  

In order to prove the scalability of the system implementing the self-adaptation 

processes, Fig. 52 shows the results of the third experiment. As with the convergence 

time, this experiment shows the normalized resource consumption versus the quantity 
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of the hardware devices present in the system. The resource consumption is calculated 

based on the expression (39), and it measures the percentage of the transmitted 

information related to the configuration process in relation with the total. 

(
𝐶𝑜𝑛𝑓𝑖𝑔𝑢𝑟𝑎𝑡𝑖𝑜𝑛 𝑏𝑦𝑡𝑒𝑠

𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑 𝑏𝑦𝑡𝑒𝑠⁄ ) ∗ 100 (39) 

 

 

Fig. 52. Normalized resource consumption – third experiment 

Fig. 52 shows the resource consumption increasing almost linearly with the increment 

of the hardware devices in the system. As each hardware device includes its own 

hardware controlled in this scenario –as imposed by the simulator used in this 

experiment- the result is logical. This results, although it may be imposed by the used 

technology, improves previous work where 𝑛2 relations have been obtained (J. Wang, 

Zhu, & Ma, 2013).   

 

Fig. 53. Previous technology comparison 

To finalize this first set of validation scenarios, a comparison is made between the 

data gathered in the convergence time and adaptation time experiments and a previous 

work that is using another method to provide similar results. Fig. 53 shows that the 

previous technology employs much more time to calculate the system adaptation 
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process. The reduction in time gained by the inclusion of the proposed technology is 

clear and presents up to a magnitude order of reduction.  

9.4 Optimizing communication efficiency testbed 

Four experiments were carried out. The first group includes the three initial 

experiments and are based on simulation scenarios and tools. The second group, 

including only the fourth and final experiment, employs as main element an initial real 

implementation of the proposed solution.  

Simulation scenarios and experiments are built using the NS3  network simulator. 

NS3 is a research simulation tool where scenarios and networks are described using C++ 

language. Results are obtained as a discrete sequence of events which may be processed 

and analyzed after finishing the simulation. This networks simulator considers three 

basic elements: information sources, communication networks and information 

endpoints. As seen, these elements perfectly fit the elements in our scenario (see Fig. 34). 

All simulations are carried out using a Linux architecture (Linux 16.04 LTS) with the 

following hardware characteristics: Dell R540 Rack 2U, 96 GB RAM, two processors Intel 

Xeon Silver 4114 2.2G, 2TB SATA 7,2K rpm.  

Basically, the first three experiments are performed in the same scenario. A Smart 

Home, where connectivity is supported by WiFi solutions and where only one 

information source emulating the server behavior and functions is considered. The 

number of endpoints in the same scenario is variable, as well as the characteristics of 

content generated by the information source. All elements are considered to be 

configured at network and service level, to guarantee the connectivity and 

interoperability.  

In order to implement the proposed configuration algorithm in the endpoints, and 

obtain relevant results, endpoints are connected to virtual instances running over the 

same operating system. These virtual machines are created and maintained through LXC 

technologies (Linux Containers) and the libvirt interface which enable the automatic 

creation and monitoring of these instances. Containers execute a unique process 

consisting of the described solution in Algorithm 1. Using ghost nodes and TAP bridges 

the output and inputs of these virtual instances is connected to the simulation elements 

representing the endpoints. In that way, it is possible to evaluate the performance of the 

proposed solution and enrich our simulation with real information. All the virtual 

machines are monitored in the use of their resources through the libvirt interface in order 

to feed the proposed algorithm with these data.  

Using this scheme three different experiments were carried out. The first one 

considers fifteen endpoints in the scenario. Seven endpoints are receiving content with 

a low entropy (text) and eight endpoints are receiving data with a high entropy (images). 

The experiment studies the efficiency evolution in the proposed scenarios for the two 

different endpoints groups. Three cases are considered. In each case the sever behavior 

is changed: predefined fixed pattern, Bernoulli pattern and Poisson pattern. For each 
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case, twelve simulations were developed and presented results are the mean of all 

obtained realizations. One hundred operation hours are simulated in each case.  

The second experiment analyzes the delay required by our solution to react and 

change the endpoints’ configuration to the most efficient scheme after a spontaneous 

change in the server or information characteristics. To perform this analysis, fifteen 

endpoints receiving all of them the same information are considered. Three cases are 

considered: change in the server pattern, change in the information entropy and change 

in the server pattern and information entropy at the same time. For each case, twelve 

simulations were developed and presented results are the mean of all obtained 

realizations. One hundred operation hours are simulated in each case.  

The third experiment, the last one using simulation tools, is focused on comparing 

the proposed solution to existing proposals in the state of the art. The efficiency reached 

by the proposed solution is compared to the efficiency reached by a standard solution 

(Borja Bordel, Alcarria, et al., 2018). The same scenario than in second experiment was 

employed. Five hundred simulations were performed for each algorithm and maximum 

reached efficiency was measured.      

The four experiment is quite different. In order to evaluate the performance of the 

proposed solution in a real deployment, it is developed a first initial system 

implementation. The proposed Smart Home consisted of a central server were a web 

server generated the information blocks. Then, five information endpoints were 

connected to this server thought a Smart Gateway implemented using the Samsung 

Artik 530 (Linux) architecture. Endpoints are electronic ink displays were images are 

shown. These endpoints are based on Artik 020 architecture and connected through 

Bluetooth wireless technology to the Smart Gateway. Fig. 54 shows the described 

deployment. 

 
Fig. 54. Real implementation of information endpoints for CPS   
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Artik 020 architecture is based on a high Performance 32-bit 40 MHz ARM Cortex®-

M4 with DSP instruction and floating-point unit for efficient signal processing. It also 

includes a 256 kB flash program memory and a 32 kB RAM data memory. Using these 

resource-constrained devices it is evaluated the real consumption caused by the 

proposed solution. A very important aspect in our proposal is the possibility of the 

algorithm to be implemented and executed in resource constrained endpoints. The 

described deployment was operated for three days, and data about the resource 

consumption was collected through the debugging interface. In particular, the use of 

data memory (RAM), program memory (flash) and processing time is evaluated. The 

resource consumption was evaluated for different situations and configuration actions.   

Table 14. Configuration parameters for the experimental validation 

Parameter Value 

𝑵𝒔𝒕𝒆𝒑 10 
𝝀𝒑𝒐𝒊𝒔𝒔𝒊𝒐𝒏 50 
𝑵𝒔𝒕𝒖𝒅𝒚 5000 

𝒑𝒃𝒆𝒓 0,7 

𝑻𝒔 1 second 

𝑵𝒎𝒊𝒏 2 

𝒌 8 

𝒉 1 

𝑩𝑨𝑻 7200 mAh 

 

Finally, for all four experiments, the Table 14 represents the value of all the 

configuration parameters described in the mathematical model.        

9.4.1 Results of applying the proposed algorithm  

Fig. 55 shows the results of the first experiment. As can be seen, the efficiency evolves 

according to a staircase function. This is caused by the double analysis described in our 

proposal: first the endpoint lifecycle and later the compression algorithm. In fact, 

calculations associated to compression algorithms (i.e. the information entropy 

calculation) are more stable in time, so the most efficient compression algorithm is 

selected much faster than the most efficient lifecycle, whose analysis has a more 

important stochastic character.   

Thus, the first step in the stair corresponds to the compression method selection, and 

the second step to the lifecycle selection. Anyway, as can be seen, the proposed algorithm 

increases the efficiency operation above 60% in all cases. Even, for predefined severs 

(where the analysis considers few variables and then statistical noise is less relevant) 

efficiency reaches up to 90% (approximately). On the other hand, as Poisson servers are 

studied with expressions where probabilistic variables have a higher weight, statistical 

noise in this case is higher and present greater fluctuations. Besides, in this case, time 

required to obtain the most appropriate lifecycle is also higher than in any other case 

(and minimum for predefined servers where probabilistic variables have a smaller 
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impact). On the other hand, in endpoints receiving messages with a high entropy, the 

time required to select the most efficient compression method is much smaller than in 

endpoint receiving low entropy messages. That is caused by the behavior of entropy 

function (logarithmic) which is more stable as the independent variable goes up. Finally, 

in some situations (see “Poisson server, high entropy” figure) temporary states may 

appear caused by false convergences (which are lately corrected).  

 
Fig. 55. First experiment: results 

Fig. 56 shows of the results of the second experiment. As can be seen, changes in the 

information blocks’ entropy are solved much faster than any other change; 

approximately 50% faster than changes in the server pattern.  

          
Fig. 56. Second experiment: results 
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In standard time, changes in the information entropy are addressed in, 

approximately, 50 seconds, while changes in the sever pattern require around one 

hundred twenty (120) seconds. Dispersion (jitter) is also higher for changes in the server 

pattern, although it is especially relevant for situation when server pattern and 

information entropy suffer changes at the same time. In particular, situations where both 

changes occur together present a dispersion 100% higher than any other situation.    

Fig. 57 presents the results of the third experiment. Maximum reached efficiency is 

evaluated for different simulations, showing an increase up to 70% when employing the 

proposed solution. However, the main difference is the probability distribution for each 

case. Solutions in the state of the art are nor focused on a future efficient operation, so 

the maximum reached efficiency is a totally random value with a uniform distribution, 

and almost every possible value has a non-null probability. On the contrary, using the 

proposed solution, maximum efficiency is a Gaussian distribution with a quite low 

dispersion and centered around 𝜂𝑚𝑎𝑥 = 0,7 (approximately). As can be seen, it is a very 

relevant improvement.      

 

 
Fig. 57. Third experiment: results 

Table 15 shows the results of the fourth and last experiment. As can be seen, the use 

of the space program, although is relevant, is acceptable or resource constrained 

endpoints. Moreover, the use of memory RAM is low (below 20%), which fits the 

requirements of endpoints in CPS. Besides, the consumed processing time is always 

below three seconds per actualization (execution).   
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Table 15. Fourth experiment: results 

Configuration action Use of RAM Use of program 

space 

Processing time to perform 

an actualization 

Predefined server to 

Bernoulli server 

16% 34% 2.2 s 

Predefined server to 

Poisson server 

18% 34% 1.9 s 

Bernoulli server to 

Poisson server 

18% 34% 1.9 s 

Entropy increasing 12% 34% 1.5 s 

Entropy decreasing 12% 34% 1.5 s 

 

9.5 Summary 

During this PhD Thesis work I have not limited to perform a theoretical work. 

Instead, the proposed contributions have been validated by defining three real scenarios 

whose problems are similar to the goals covered in this thesis work. The contributions 

made to meet these objectives have been implemented in the defined scenarios and the 

detected problems have proved resolved or reduced. 

To conclude the first testbed scenario, the solution proposed has been analyzed and 

validated based on the NIST reference, see Fig. 8, which has been modified accordingly 

to the specifications and requirements described in this PhD Thesis. Although the 

process control proposed is focused on CPS infrastructure, it can be ported to the 

Industry 4.0 paradigm in order to provide process execution capabilities to the final 

devices. The process can be seen as a bottom-up process, as the hardware devices must 

be supervised by components sited in a higher layer, and allowing more granular control 

of the whole process.  

In essence, the solution incorporates the domain expert figure to the configuration 

stage to provide a process model. This model is used to control a supervisory engine in 

charge of replicate a finite state machine applied to the execution control. The model 

created by the domain expert needs to be transformed in order to be understandable and 

executable, and then employed to apply the control policies into the system. All the 

process is monitored, and the transformation is described. 

Second testbed validated the proposal described in Section 6, where an interoperable 

device deployment is done, and the system is started with the auto-provision method 

proposed. The testbed analysis was divided in four experiments, each of one with the 

objective of measure a different process. The separation of the different experiments has 

been proved as a successful way to complement the results of the global interoperable 

device methodology, and at the end, to prove the validity of the proposal. 
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The different experiments showed a combination of real and simulated deployments 

that were composed by several devices. These devices were developed in previous work 

and provide a base for the test environment. It is worth to note that although the majority 

of the devices are autonomous, five smart gloves were used, incorporating to the 

experiments the human component that the nowadays CPS require. 

The results of the second testbed proved that the proposed method provides similar 

results that other traditional proposals related to the configuration time, my proposal 

reduces the time that the system uses to calculate the adoption process.  

Related to the third testbed, where a real deployment was made in order to test the 

entire system, the proposed algorithm presented in Section 8 was analyzed and validated 

in depth. Also, the analysis was performed by the inclusion of the described monitoring 

system stated in Section 7. The validation in a simulation environment shows that the 

proposed solution offers a comparable performance related to the control engines 

present in traditional literature, but this approach fits better in the CPS paradigm and 

Industry 4.0 requirements. 

In this work we propose a new configuration algorithm for endpoints in CPS, so that 

they can operate in the most efficient way according to the dynamic characteristics of 

received information blocks and central sever behavior. The proposed algorithm makes 

priori predictions using a mathematical model, where all involved costs in the 

information reception and consumption are identified and quantified. Different server 

patterns and information block types (presenting different entropies) are considered in 

the model, to select the most appropriate endpoint lifecycle and compression method to 

increase efficiency as much as possible. 

Priori predictions are corrected using the Bayes theorem with real measurement 

about the real resource consumption. The proposed solution is complementary to any 

other installed configuration solution to guarantee the system connectivity and 

interoperability. 

In order to validate the proposed solution an experimental validation was carried out 

using simulation scenarios and real deployments. Results show a good performance of 

the proposed solution and a relevant efficiency increase in the system operation in 

comparison to previous proposals. 
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10 Conclusions and Future Works 

This PhD Thesis is motivated by the need to improve the current cyber-physical 

system scenarios where devices with minimum maintenance is required. This involves 

a rethink of the processes that nowadays have this CPS in order to provide novel 

solutions to the service process creation, device integration and device handling. 

This section summarizes the contributions of this PhD Thesis work and justifies the 

validation of such contributions to meet the defined objectives. It is also discussed the 

novelty of applying this contribution compared to the state of the art. 

Finally, a section of planned future works is presented, mainly related to the search, 

modeling and validation strategies to improve prosumer success. 

10.1 Conclusions 

This PhD Thesis is motivated by the current interest in the CPS paradigm, as in every 

other smart environment, of trying to reduce the configuration and integration phases 

and to obtain a working system with every task automated. The traditional conception 

of a CPS lacks a standardized architecture scenario where all modules are integrated 

gracefully in order to obtain the required maintenance, although several components 

were designed to provide those functionalities. 

This need arises after analysis of the state of the art in various areas, detecting 

unexplored zones and trying to integrate several layer functionalities in a complete 

scenario where all concepts could be tested and validated.  

Fields like service control, service provisioning and control paths were the starting 

point from which a service model that focuses on the interoperability level was 

introduced. This soon evolved to a scenario assessment and a reference architecture was 

proposed, trying to have covered several aspects that were identified as key, to provide 

the final environment complex. However, a lack of a unified method of device provision 

in the so-called on-site locations, provoked several of problems that I tried to solve in 

this work. 
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To solve the problems that I identified in Section 3, where an analysis of the state of 

the art in the critical areas, I defined a service assessment model which enables the 

propagation of a service created in the management plane to the devices involved in the 

process. Considering that the creating of a new service is the responsibility of a user role 

of the platform, the needed propagation, and the capabilities requirements that the 

newly created task will employ, is specified. Moreover, with a service creation process, 

an important step in the initial phase of the system is the configuration phase, where I 

propose a workflow composed by several functional blocks. Those functionalities when 

working together can gather the basic information from the hardware level –hardware 

devices acting as sensors or actuators for the CPS- and start building in the integration 

chain a set of capabilities, and then, a set of services to be used by the application.   

At this point, I use the concept of service-oriented CPS, as this enforces the focus of 

the proposed framework to the lifecycle of the services created and left behind the old 

linear structure of device and resource management lifecycle. The service-oriented CPS 

is based on top of the final devices that can change in the middle of a work phase: devices 

are often battery powered and wirelessly connected, so they are prone to suffer of battery 

run out and getting isolated of the network unexpectedly. This provokes the need of 

methods to reconfigure the system in these cases, and furthermore, the need for 

reconfigure again when those devices rejoin the same infrastructure.  

The self-configuration for interoperable devices that this PhD Thesis work proposes 

to help the unitizing phase and the working phase of a system by understanding those 

changes and adapting the system. By the inclusion of the QoS information, the upper 

layers can evaluate the parameters compatibility that the new device is exposing to the 

system, and nevertheless, this information can be updated during all of the device co-

existence in it. This allows the production level to be aware of certain changes in the 

behavior of the system. By updating the status of the services, applications can be aware 

of the current capabilities of the system and thus, optimize the use of resources 

accordingly. 

After the definition of a smart environment, the analysis of the service-based 

framework shows that it is clear that the traditional problems on the SE based 

environments are depicted by the feedbacks loops that in most of the cases are 

predefined and pre-configured. With the identification of several problems that can be 

take place in the CPS environment, I have proposed a set of contributions to allow the 

mitigation of unwanted effects by the use of the current architectures. Concepts like 

battery powered devices and wireless transmission bring problems that I have tried to 

mitigate with the addition of several methods and procedures. With this, added as a 

dynamic process, the architecture presented achieve more complex and more powerful 

integration, even with the auto-adaptation mechanisms proposed in this work. This 

proposal fits in the group of mechanism that relies the low-level service definitions of 

the hardware level to the superior levels where it can be managed. With this 

background, I extracted a series of requirements that helped the design decisions in the 
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next phase of the work: the definition of a reference architecture that englobes all the 

proposed integrations.  

One important step of my work was the definition of a reference architecture for 

multi-site CPS, where the design of a complete system was made. Using a component 

per function approach, the resulting system is able to identify all the actors and modules 

integrated into the system and to perform tasks that are created and started from a 

central management entity. 

After the definition of a smart environment, an analysis of the service-based 

frameworks it is clear that the traditional problems on the SE based environments are 

depicted by the feedback loops that in most of the cases are predefined and pre-

configured. With the addition of a dynamic process, the abstraction achieved is more 

complex and more powerful, integrating in the loop the service creation and auto-

discovery capabilities proposed in this work. The proposal of Section 6, fits in the group 

of mechanisms that rely the low-level service definitions of the hardware level to the 

superior levels where it can be managed. 

With a focus on final devices, an algorithm to decide the best option to maximize the 

communication efficiency has been proposed. With the help of a mathematical model, 

a priori predictions are calculated to select the most appropriate transmission method 

and wake-up algorithm. Several server models have been considered to discern between 

different patterns. A theoretical analysis has been done to prove the benefit of the 

proposed algorithm. In this manner, the use of the Bayes theorem helps the calculation 

of the a priori predictions when working with predefined server models. 

A real deployment focused on a smart shelf system was done, and the proposals 

tested to prove and to validate them. The proposed architecture was implemented and 

several locations simulated to interact with the management module. The system was 

composed by several sensors and smart displays acting as actuators in order to simulate 

a real world environment. 

A stated at the beginning of this work, manage a flexible CPS with ongoing processes 

in a multi-site environment, can be challenging and requires scalable solutions that allow 

the addressing of the all-possible cases that can occur. CPS have evolved from their origin 

as advanced embedded devices to a paradigm for the next generation of technological 

systems. In particular, systems to execute user-defined processes based on service-

oriented CPS have emerged as a promising field. Many proposals related to this topic 

may be found, although none of them truly allows users to define processes in a high 

level of abstraction, which later, may be executed in a traditional ad hoc network or 

pervasive computing infrastructure. 

Therefore I have not limited myself to perform theoretical work. Instead, the 

proposed contributions have been validated by defining three real scenarios whose 

problems are similar to the goals covered in this thesis work.  
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10.2 Future Works 

This section exposes the planned works that are planned in the future, in relation to 

the contributions that are described in this PhD Thesis work. 

As the CPS paradigm is growing every day, there are already candidates where the 

future hopes to base its development. In order to prioritize the works that have to be 

done in this field to get a more powerful architecture of a scalable, adaptable, 

heterogeneous and extensible CPS infrastructure, I have identified some relevant steps 

that I think are worth to take.    

This work will include researching the current trends in terms of the architectural 

motivation to support the new technologies that arose recently, and that it is expected to 

disrupt the actual form of facing a device-based architecture. The addition to the mix of 

the devices that are capable of last years without human intervention, or the inclusion of 

connected devices in each miniaturized element, only complicate the design of a truly 

scalable infrastructure that supports the growing pace of the last trend. 

Future works should address further challenges. Besides, as the proposed 

experimental validation only considers a first basic implementation of CPS (in a scenario 

similar to a multi-site environment in a small scale), future works should also evaluate 

the performance of the proposal in applications such as traffic flow management (large 

scale), electric power generation management and personalized healthcare devices. 

Finally, advanced studies about the performance of the proposed framework should also 

be carried out: Scalability of fault resiliency is parameters to be investigated. 

Future works should also consider the proposal of particularized lifecycles for on-site 

management process and the definition of specific operations for service regeneration, 

update, etc. based on labels and selectors. A prosumer interface for the creation and 

configuration phase of the servicer workflow in an automatic way should be also 

interesting to be investigated in the future. 

With relevant challenges that nowadays emerge in the future paradigm, concepts like 

5G demand architectures that adapt themselves in a generic framework with great 

scalability that provides and impulse new methodologies, procedures and technology to 

provide people the information they require in a seamless experience. 

In this way, the CPS paradigm can bring the improvements achieved in the last years 

in order to ease the change and the evolution of a global 5G framework. It is necessary, 

however, the need of research and finding a solution to various problems that I think a 

global infrastructure would require.  

For example, the simple task of synchronizing service execution in a wider 

environment, can lead to synchronization problems along the entire system, and it can 

result in real-time disruptions in the service provision.  

Transversal requites can be also a matter that worth to work. In this case, the 

requirements of the system can be consistent with the environment, but with the new 

trend of providing a holistic point of view (by means of dealing with the all the possible 
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aspects), the field of application can be extended and new challenges found. To name 

some, I would focus on the incorporation of people to the process and encourage them 

to participate in the execution lifecycle, not only to provide actions to the system, but to 

take part into the tasks involved. 
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