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Abstract
ITER Fast Plant Interlock Systems (F-PIS) are at the vanguard of technology,
exploring new procedures and hardware to meet the challenging requirements
of fusion energy devices. Like ITER, many scientific installations are facing
problems to achieve ever-increasing demands on reliability, response time and
integrity of machine protection systems. This project focuses on the ITER F-PIS
methodology to implement and asses the technology. Additionally, the project
tackles the lack of contextualization that this very specialized type of work often
entails. To do so, the first project´s tasks focus on ITER, plasma, control devices,
control architecture, and deployment of the technologies. The last part expands
on the tasked ITER Fast Interlock system configuration and obtained results.
With the experience gained on the ITER interlocks, another interlock
implementation was developed during this time for the International Fusion
Materials Irradiation Facility (IFMIF).
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Resumen
Los sistemas de interlock de ITER están a la vanguardia de la tecnología.
Explorando nuevas posibilidades y procedimientos para la protección de
instalaciones donde los requisitos de diseño son muy exigentes. Como ITER, las
siguientes generaciones de plantas de fusión o investigación siguen necesitando
el progreso en el área de la fiabilidad, tiempo de respuesta e integridad de
sistemas. Este proyecto se centra en la metodología desarrollada por ITER para
sus controladores rápidos de planta (F-PIS). Además, se pretende contextualizar
estos sistemas, ya que en ocasiones es difícil encontrar documentación que cubra
desde conceptos de fusión hasta la tecnología de control y protección en un
mismo texto. Para ello el documento se centra en ITER, plantas de fusión,
introducción a plasma, sistemas de control y arquitectura de sistemas. El último
capítulo expande el desarrollo del proyecto y los resultados obtenidos. Para
acabar, se ha incluido un apartado en relación al trabajo desarrollado para
International Fusion Materials Irradiation Facility (IFMIF). Este trabajo fue
desarrollado gracias a la experiencia obtenida del sistema de interlock de ITER
durante el transcurso del trabajo.
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Chapter 1
1 INTRODUCTION

IMPLEMENTATION AND ASSESSMENT OF ITER FAST PLANT INTERLOCK SYSTEM METHODOLOG

1.1 Scope and goals
The work here described has been carried out in the context of a Master Thesis.
The purpose of this document is to gather and summarize all the work that has
been carried out these months. The primary focus of this project was to develop
the implementation of an interlock solution for the ITER Interlock System; in
short, these systems monitor vital functions of the facility to ensure machine safe
operation. Much of this type of engineering work does not usually give any
context or reason as to why the requirements of the system are the ones specified.
The first part of the document explores the literature to provide some more
insight into the matter.
The second chapter focuses on disruptions, the most violent phenomenon that
happens in a confined plasma. Disruptions are yet to be fully understood, and
the physics behind them is very complicated. Therefore, the scope of this chapter
is introductory.
The third chapter introduces us to the control system of choice for ITER, EPICS.
EPICS is an Open Source distributed control system. This makes it very attractive
to the scientific community, and it is used worldwide. It also introduces some
context on interlock systems, state of the art and the ITER approach to these
systems. Once again, we will focus on an introductory scope, as this field can be
very deep in itself.
The last chapter summarizes the work done for ITER. There is also a small annex
at the end of the document, describing the work done for the IFMIF project in
commissioning phase in Rokkasho (Japan).
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2.1 Introduction
This chapter introduces some physics and big science installations; the goal is to
give some context on the engineering work developed on the ITER interlock
systems, but also to introduce concepts of plasma physics and Big Science
installations so that this work is as self-contained as possible. In spite of this, the
scope will remain introductory and does not pretend to prove every step, but to
present some tools to understand the fundamental concepts.
Among the many device models proposed, two are especially prominent on
earth, magnetic fusion devices, and inertial fusion devices. Magnetic fusion
devices rely on heating sources to heat Deuterium and Tritium, and magnetic
fields to confine this plasma. On the other hand, inertial fusion devices heat a
target containing the fuel, and the confinement is produced by the ablation of this
container. From here on out we will focus on magnetic fusion exclusively.

2.2 Nuclear reactions
Maintaining nuclear reactions are the ultimate goal of fusion devices, so it is
essential to calculate, or at least approach and understand where the energy we
pretend to harvest comes from.
We need the reaction rate to calculate this energy:
𝐑 = 𝐧𝟏 ∙ 𝐧𝟐 < 𝛔𝐯 >

Eq 1

Where,
R = reaction rate
n1 , n2 = particle density for species 1 and 2.
<σv > = reaction cross section. Averaged for a random distribution of particle
velocities. This depends on temperature.
< 𝛔𝐯 >= 𝐚 ∙ 𝐓

−

𝟐
𝟑
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∙ 𝐞∙ 𝐓

𝒃
⁄𝟑

−𝟏

Eq 2
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For a temperature of about 70 keV (or ~812M ºC) this cross section has a
maximum, see Fig 1.

Fig 1: Cross sections for the different nuclear fusion species. The D-T cross section is
orders of magnitude above in reactivity for lower temperatures, thus, making it more
attractive. Source: www.wikipedia.com

However, for D-T operation, the optimum working point is not 70 keV, and it is
13,6 keV. This is caused by the losses generated by bremsstrahlung effect, which
increases with temperature, the losses outweigh the gains.
Considering all this and the mass defect of the D-T reaction, ΔE=17,6MeV. The
approximated power density is then:
𝑾

𝑷 = 𝟑𝟒 𝒎𝟑 ∙𝒌𝑷𝒂𝟐

Eq 3

With such a power density, no material can resist holding this type of plasma. To
solve this problem, while keeping the plasma hot enough to sustain fusion
magnetic confinement devices were created. Nevertheless, this is not the only
problem controlling this type of plasma entails.
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2.3 Maintaining the reactions
To understand how to maintain a reaction chain, we will introduce some
parameters to describe a plasma and confine it. Plasma parameters define the
plasma and give us a better understanding of its behavior:


The Debye Length λD.



The characteristic plasma frequency wp.



The plasma parameter Λ.

Plasmas are ionized states of matter, where the electrons and ions that compose
the atoms are split apart. These particles have a charge, but if we look from far
enough, the quantity of positive and negative particles is the same, and thus they
balance out. The Debye length (λD) describes a characteristic length for the
particles where they “see” the charge, further than that, the charges are screened.
This makes individual interactions between particles be prominent inside this
length, but further away the collective effects are predominant. To measure the
collective effect the Λ parameter is used. A big value means long distance
collective effect are more important than short-range coulomb interactions.
Even with the proper plasma parameters, the probability at which they occur is
low, and we need to confine the plasma long enough to be able to obtain a profit
from the reaction. To describe when this profit happens, we introduce what is
known as the Lawson criterion. This criterion establishes the ignition conditions,
where an auto sustained chain reaction can occur. The balance of the losses via
bremsstrahlung is balanced with the heating in the plasma. For a D-T plasma,
this is calculated to be around T=4,8 keV. Confinement time is defined by the time
our device can contain the plasma above this ignition temperature. Finally, to
obtain a net gain, the sufficient plasma density is, established by the criterion to
be:
𝒏𝒕 > 𝟐 𝟏𝟎^𝟏𝟒 𝒔/𝒄𝒎^𝟑

Eq 4

where n is the plasma density and τ the confinement time for a D-T plasma.
However, tokamak plasmas are subject to operational limits and two important
limits are a density limit and a beta limit, where beta, β, is the ratio of the plasma
pressure to the magnetic pressure. These quantities are related to size of the
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plasma, the toroidal magnetic field and the plasma current. Without going into
detail, these parameters define the fusion power and operational limits for ITER,
see Table 1 for details on the parameters. When the operation of the plant
approaches some limits of the parameters for the plasma, disruptions occur more
frequently as is extensively explained in[1]. For this reason, it is vital to operate
plasma o good conditions and to have a precise control and instrumentation on
fusion devices. Not only that, disruptions can also occur when the plasma
parameters are far from their limits, this makes indispensable a robust mitigation
systems because it is foreseen that some disruption will happen.

2.4 Disruptions
When a disruption happens, confinement is lost transferring almost all its energy
to anything around it. As we have seen previously, the plasma holds such a huge
amount of energy that no material designed to date can withstand the thermal
gradients of a disruption.[2]
Disruption physics is very complex and out of the scope of this work, but in short,
disruptions are caused by the development of instabilities of the plasma.
Magnetohydrodynamic (MHD) theory describes complex plasma behavior, and
the instabilities developed from this theory underlie essentially all aspects of
plasma performance in tokamaks.[1]
Apart from plasma performance, the instabilities also pose engineering
constraints to achievable magnetic fusion devices. ITER, which will be
introduced later, is designed to withstand a small number of disruptions,
depending on the severity, this can vary from just a couple (in the case of the
most destructive type) to a couple of thousands (in the case were disruptions are
correctly mitigated by the mitigation system). Most of the damage will occur on
the Plasma Facing Components (PFC), and the divertor, which are the
components, closest to the plasma and will have to withstand very high heat
fluxes.
This means it is required to reliably predict and mitigate the occurrence and
consequences, respectively, of disruptions. This work is focused on the latter, by
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developing fast time response and reliable systems to actuate when a disruption
is detected or predicted.

Fig 2: Explicative schema is summarizing energy transfers on a disruption
event. Each disruption is different, but there are some common mechanisms
on the transfer of energy.

Fig 2 represents the energy transfers that happen on a disruption. Wth represents
the thermal energy contained in the plasma, while Wmag represents the
magnetic energy. These energy contents are similar on a performance plasma,
meaning 400MW output fusion power, with 353 MJ and 395 MJ for Wth and
Wmag respectively.
Although it is not true for all disruptions, the “normal” sequence of events
happens as depicted in Fig 2. Thermal energy is lost pre disruption; this is
characterized by the ε factor, which can be as small as 0.1 for some JET
experiments. [3] This loss of thermal energy is suspected to happen in time scales
similar to the parent plasma confinement parameter, but not always. During
Current Quech (CQ) in Fig 2, part of the plasma’s magnetic energy is transferred
to the conducting coils and structures via mutual inductance mechanisms. These
inductance mechanisms are well understood and managed. Calculations suggest
their effects might only be relevant to some slow disruptions. The energy can also
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be transferred to the Vaccum Vessel (VV), up to 20% to the First Wall (FW), see
PF(FW, core) as shown in Fig 2.
The thermal quench is a phenomenon where the plasmas loses most of its thermal
energy. The process can happen by conduction, convection and radiation. The
duration of this event is related to the size of the machine. The thermal quench is
a complicated process inside the plasma, with redistributions of the energy, but
in the end, thermal energy is lost, and this generates a Peaking Factors (PF) on
the first wall divertor and Plasma Facing Components (PFC) depending on the
stage.
There are other processes in the plasma that contribute to energy deposition or
stress to the VV. To name a few, halo currents, vertical displacement events
(VDE), runaway electron generation, etc…. but approaching all of them is out of
the scope of the document.
To summarize, disruptions are very complex processes of a plasma, to such
extent, that the current strategy for some disruptions is not avoidance, but
mitigation strategies. There is an ongoing effort to develop strategies for realtime detection of impending disruptions and systems, which would allow
mitigating them. The Interlock systems described on the following sections work
with the different systems of the ITER plant to monitor, asses, and, if required,
trigger a response based on complex rules.

2.4.1 Disruption timing characteristics
We finish this disruptions introduction by comparing some magnitudes. As we
will see in the following sections, the focus of the project is the implementation
of an interlock, and developing a methodology capable of providing a framework
which satisfies the demanding requirements of the project. One part is reading
sensor data and triggering the appropriate action with the timing and reliability
requirements for a facility like ITER. The interlock system can be integrated into
different systems which go from disruption prevention, mitigation, to simple
monitoring tasks.
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From IPB[4] we can obtain some estimated numbers. The disruption data
available has been increasing in the last decade, and it is now global effort
gathered on the ITPA disruption database. Numbers are then either extrapolated
to ITER or obtained by numerical simulations as explained in [5].

Parameter

Description

JET

ITER

R (m)

Major radius

2.9

6.2

a (m)

Minor radius

0.95

2.0

κ95

Vertical elongation

1.6

1.7

V (m3)

Plasma volume

86

831

S (m2)

Plasma surface area

145

683

BT (T)

Toroidal field

3.45

5.35

Ip (MA)

Plasma current

4.0

15

Wmag (MJ)

Poloidal field energy inside

∼11

395

∼12

353

9.4

35.6

separatrix
Wth (MJ)

Thermal energy for an estimated
normalized plasma performance
beta of 2.

tCQ (ms)

Minimum current quench duration.

tTQ (ms)

Thermal quench from simulations of 0.32

0.70

Major Disruptions and VDEs
UTQ/t (0.5) (MJm−2)

This magnitude is related to the 60
material damage, evaluating the
thermal power received for a given
time. For W this value is around 5060.
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tfs (ms)

Shutdown time of the thermal

0.03

1.2

quench to avoid melting the first
wall.
Table 1: This table illustrates magnitudes and time scales that disruption
events take.[1] table 5.
Timing numbers for ITER come from extrapolations. Some significant
disruptions can expel most of the thermal energy in as short as 100 microseconds.
These numbers are not for ITER luckily, the bigger scale and different plasma
parameters slow these events up to 1ms for the thermal quench. And in the case
of the Current quench, it varies from 5 milliseconds for medium-size tokamaks
to about 35 ms for ITER. [1]

2.5 Tokamaks
The concept of Tokamak was first introduced by the Russian physicist
Artsimovich in the second conference of Plasma and Controlled Fusion. [6]
Following this event, numerous magnetic fusion devices have been built around
the world. Some of the most remarkable ones are introduced here:

2.6 JET
The Joint European Torus is the largest tokamak in operation up to date. Located
in the United Kingdom, it is expected to operate until the end of 2019. It is
currently running on an ITER-like phase to test elements for ITER. JET is also the
first and only fusion experiment capable of using the deuterium-tritium mix that
will be used at ITER, and probably the next generation of fusion reactors. With
this fuel mixture, JET achieved 17 MW of fusion power IN 1997, a record that is
still unbeaten.
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Fig 3: The Joint European Torus from inside. Source: physicsworld.com

JET works on short pulses of about 40 seconds for every 45 minutes of operation.
The complex diagnostics that are required to monitor the machine means each
pulse generates an average of 40GB of data of which near 10% is processed data,
more complete information can be check in [7].
JET has been evolving its machine to support more ITER-like features,
introducing several changes in the machine with the advancements if fusion
science. The most relevant change is the introduction of a divertor, a structural
element that, among other things, helps extract the immense heat flux generated
by the hot plasma. Another feature is the introduction of an ITER-like wall,
substituting the carbon-based wall to a beryllium and tungsten wall. [8]
2.6.1 Control Systems at JET
JET’s Control and Data Acquisition Systems (CODAS), is a distributed control
system implemented in layers and modules. There are three levels on the control
structure:
1. Supervisory control
2. Subsystem supervisory control
3. Local control systems
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Fig 4: JET control system breakdown.[9]

Among other duties, JET CODAS is responsible for the plasma control functions.
This is achieved with thousands of signals that need to be processed. To name a
few, there is hardware involved in Diagnostics, local actuator managers,
controllers, analysis hardware, and plasma protection. All these systems are
connected to an asynchronous network, the Asynchronous transfer mode (ATM).
As we will see with other Big Science facilities, maintainability and robustness
are key when designing the systems. JET is no different in its layered modular
design with small systems, the recommissioning of upgrades is reduced. Other
perks, of modularity, involve failures, making the failure of a system affect as few
control functions as possible. Robustness can be increased by introducing
redundancies, this is especially important in plasma termination systems,
ensuring there is always a safe shutdown process.

2.7 JT-60U/SA
The Japanese tokamak was conceived to achieve high confinement and longlasting plasma pulses and produced a 28s plasma pulse in 2006. The JT-60
evolved into an ITER satellite project, the JT-60SA. Its current focus is the
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optimization of plasma parameters for ITER and DEMO. Its first plasma is
expected in 2020 and will act as a satellite tokamak for ITER during operation.

Fig 5: JT60 involved projects overview and contributors.
Source: http://www.jt60sa.org/pdfs/JT-60SA_Res_Plan.pdf

2.8 K-STAR
The Korea Superconducting Tokamak Advanced Research (KSTAR) is the most
ambitious fusion project of the Republic of Korea (Fig 6). This tokamak was
designed in 1995 and was finished in 2007 and is managed by the National Fusion
Research Institute (NFRI) in Korea. The most outstanding feature of this tokamak
is that is built using superconducting magnet technology.[10]
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Fig 6: KSTAR tokamak. Source: https://en.wikipedia.org/wiki/KSTAR

This tokamak was dedicated to the study of plasmas, with a pulse length of 20
seconds. Nowadays, this tokamak holds the record of longest pulse for a highperformance plasma at 70 seconds, achieved in 2016. The target for KSTAR is to
obtain a high-performance plasma confined for 300 seconds. This experiment is
a significant contributor to plasma physics for the ITER project, but also for the
future of fusion technology with the usage of superconducting magnetic coils
fabricated using Nb3Sn. KSTAR also contributes with advanced tokamak
component testing, and even some prototypes designed for ITER. For example,
some components involved in this project are being tested right now in KSTAR,
the IRIO software, ITER interlock systems, and CODAC tools.[9]

2.8.1 Control Systems at KSTAR
For the control systems, this structure is more ITER-like as we will see in the next
ITER sections. KSTAR uses EPICS an organized in a network-based distributed
control system. It is divided into the following parts:


Plasma control systems



Machine control systems



Diagnostics control systems
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The Time Synchronization system



Interlock system.

These are connected using different networks depending on their characteristics
and requirements.

Fig 7: KSTAR Control system architecture. [11]

For example, systems like the Vacuum, cryogenics, and coils need supervision 24
hours a day, and their data is continuously archived. While other systems, like
the diagnostics and experimental data is archived only during pulses.
The implementation of the plant subsystems is made with different technologies.
The interlocks use Programmable Logic Controllers (PLC); critical systems
requiring Real-Time (RT) can be either VME based or CompactFieldPoint based
technology, and other data acquisition systems use PXI devices from National
Instruments.

2.9 International Fusion Materials Irradiation Facility
(IFMIF)
The IFMIF is a project to test materials under conditions similar to those found in
a fusion reactor. Current technology cannot reproduce the damage that materials
will suffer from high energy neutron irradiation at the expected fluxes of
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incidence. To do this, the IFMIF is based on accelerator technology, accelerating
deuterons at high energies to a lithium target.

Fig 8: IFMIF and other neutron source plant spectrum compared to DEMO
fusion spectrum. [12]
Nuclear reactions occur in the lithium target, and this creates an outgoing
neutron flux that is expected to be similar to those that will have to be withstood
by the first wall of a fusion reactor, see Fig 8. Currently, there are no materials
neither proper research facilities to supply the research needs in this field for the
future of fusion devices. For this reason, it is vital that the investment on facilities
like IFMIF continues. It is also important to note that even if the spectrum is a bit
different, the radiation fluxes that a possible fourth generation of fission reactors
also would benefit from this research.
Although this is not an energy production device, the IFMIF facility is crucial for
the future of fusion power. For this, a small summary of the work developed for
IFMIF is included as an annex at the end of the text.
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3 ITER OVERVIEW
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4 ITER INTRODUCTION
We will be expanding different aspects of ITER in this document, and extensive
information is available online. ITER, started as this joint effort in 1985, as an
agreement among the European Union, Japan, the former Soviet Union, and the
United States of America (its members now also include China, India, Russia,
and South Korea). This in itself was a remarkable achievement, and now ITER is
the product of the collaboration of 35 Nations worldwide, with the purpose of
demonstration fusion as a feasible energy source.

Fig 9: ITER and JET tokamaks side by side for camparisson.
With bigger scale, ITER want to achieve real energy production for the first time
on a fusion device. It will do so by aiming at 500 MW of fusion power for pulses
of 400 seconds. Additionally, it will do so by generating 10 times more energy
than it consumes (Q=10).
Another big achievement will be the demonstration that commercial
technologies can be integrated into a profitable fusion device while also enabling
higher level of research on plasmas, heating, control, diagnostics, cryogenics and
remote maintenance technologies. ITER will also be the first achieving a
deuterium-tritium plasma with sustained internal heating. In later stages, ITER
can also prove the feasibility of breeding tritium. This will not be required to run
ITER, but it is a crucial piece for future fusion devices like DEMO. Last, ITER is
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considered a nuclear facility, and as the leading fusion experiment, it is very
important for ITER to prove the technology is safe to use.
To achieve this, a very complex control system is needed. ITER is developing
Control, Data Access and Communication (CODAC) that physically connects all
plant systems using computer networks. It also provides a common ground for
all the various systems that are integrated into ITER. It is estimated that CODAC
will have to manage in the order of one million signals.

4.1 CODAC
ITER’s (CODAC) is a distributed and hierarchized control system. Fig 10 shows
the block diagram of CODAC, different purpose sub-systems are connected
using different networks. One of the challenges of ITER is to demonstrate the
feasibility of commercial fusion. Commercial being the keyword, this means it
has to be realized, as much as possible, with available technology that enterprises
can supply in the future. 90% of the components will be provided in-kind by the
Domestic Agencies. One drawback of this approach is the complexity of
integrating different commercial systems that were not designed to work
together.
On the software side, ITER has created a software suite called CODAC Core
System (CCS). This is built on top of a Linux based OS, Red Hat Enterprise Linux
(RHEL). These are combined with EPICS to create the ITER control system
infrastructure. These tools provide homogeneous services to the different Plant
Systems, which are provided in-kind and have to be modified to be integrated
into CODAC. To select the hardware for each plant system related to
instrumentation, ITER has compiled some hardware catalogs known as ITER
Instrumentation and Control (I&C) Catalogs.[13]
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Fig 10: ITER CODAC block diagram.

There are three main tiers on the ITER Control Systems, one of the; the Plant
Interlock System is where the main work of this thesis is focused:
1. Control Systems (Plasma related)
2. Interlock Systems (ICS,CIS,PIS…)
3. Safety Systems (Human safety)
The Control systems tier contains CODAC and Plant Control Systems. [14] The
Plant Control Systems comprise actuators, cabling, signal conditioning, sensors
and intelligent digital controllers. Interlock systems are described in more indepth detail in the next section.
The third and last tier, safety systems are dedicated to the protection of people
and not the machine. These systems are confinement barriers, shielding
ventilation detritiation systems and radiological monitoring systems. It is also
responsible for limiting radiological impact in case of an accident.
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4.2 EPICS
The Experimental Physics and Industrial Control System (EPICS) [15], is a set of
software tools and applications which create a software infrastructure to build
distributed control systems. A base version of these tools is maintained on an
open source effort internationally, but each scientific installation that uses it
modifies these tools to fit their facility and contribute to the open source project.
These software tools are based on Client-Server and Publisher/subscriber models.
EPICS server are called Input/Output Controllers (IOCs). These servers give
access to Process Variables (PVs), which are variables of the system for
monitoring or sending commands. The EPICS Clients access these PVs by
reading or writing values to them using a network protocol Channel Access (CA).
Channel Access uses TCP/IP and UDP/IP protocol looking for the PVs by their
names.

Fig 11: 1 Diagram of hardware
device handling within an EPICS
Device Driver. [9]
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The typical setup of such a client can be a computer running Linux and with the
EPICS tools installed. This computer is connected to the network on one side and
usually has some hardware on the other side. The hardware can be various
instrumentation systems, diagnostics or other experimental devices.
The communication with the hardware can be made with very varied types of
hardware interfaces, but on the software side, this is called an EPICS Device
Driver as seen in Fig 11.

4.3 CIS
The Central Interlock System (CIS) implements the functions to protect the
machine. These functions are known as central protection functions and are
realized by the Plant Interlock Systems (PIS) that will be presented later. The
network communicating these elements is the Plant Interlock Network (PIN).
The general architecture for the Plant systems is to integrate a Plant System Host
(PSH). This computer provides an asynchronous interface of communication
from other CODAC systems.
All the systems are known into a group called the Interlock Control Systems
(ICS). The ICS is also divided depending on requirements. On one hand, the slow
architecture is realized with PLCs and are functions that have to be attended in
more than 300 ms. On the other hand, the fast architecture is responsible for the
central or local interlock functions that require more demanding timing
constrains, as low as 100 μs or even lower for some local functions.

4.4 PIS
The Plant Interlock System (PIS) provides protection of investment for every
ITER Plant System, but the information and the actions are confined to a single
Plant System. The sensors and actuators that are involved in machine protection
duties are connected to at least one of the PIS.
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Interlock Functions (IF) perform the machine protection functions they involve
interlock events and actions.
[Interlock functions have also been known as Safety Functions and can appear in some of
the literature. This was changed to better distinguish machine protection systems from
the safety systems].
These functions trigger an interlock action when and interlock event happens.
The interlock event is the state of the system or combination of states related to
different plant systems that triggers an action. And the action are the set of
measures carried out to mitigate the risk of damaging the plant.

Fig 12: ICS architecture. Source: www.iter.org

To end with Fig 12, it is now clearer were the system described later is placed
inside ITER. Also, how to treat potentially risky events for the plant by defining
an interlock structure.
The next section elaborates on the project development, but before that, it is
interesting to review, although briefly, how other scientific installations
approached machine protection.
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4.5 State of the art
The European Organization for Nuclear Research (CERN) Large Hadron Collider
(LHC) is a remarkable scientific installation. It was designed to operate at 7 TeV/c
with a luminosity of 1034 cm-2s-1. This requires two beams with approximately
3×1014 protons per beam which amounts to an stored energy of around 360 MJ.
[16] It can serve as a reference for demanding requirements on interlock systems.
Some of the failures in beam collimation can cause damage just on a single turn
around the ring. That means it need to react in under 100 microseconds. [17]

Fig 13: LHC ring section. Total length is 27 km. Source: https://home.cern
To meet requirements, CERN opted for an architecture with several controllers
around the ring (Fig 13). Any of the beam interlocks can dump the beam when
it is not safe to operate. The controllers consists on Versa Module Europe (VME)
technology. It was created in early 80’s as a result of Motorola pushing for an
open embedded bus standard. The bus was widely successful and extensively
used by lots of manufacturers. Many high-energy physics facilities such as
CERN have used this technology.
However, ITER, which is looking for technologies available now that are
commercial and of the shelf (COTS) is not adopting this standard.
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First, this standard does not transition well to a 64 bit asynchronous bus, and
failed to gain any ground on it commercially.
Second, at the time of the Plant Control Design Handbook there was no serial
communications protocol.
Last, the LHC approach is using the standard but with custom made cards on
them. This approach, although can obtain higher performance results, is harder
to justify for ITER if commercial alternatives are available. The technologies
supported by ITER will have to be expanded, improved, or valid by themselves
for the next fusion device. Some other sectors can afford to stack large
quantities of custom hardware and storing them for 20+ years in good
conditions to use them as replacements. This is not the case for ITER, and
expanding the available infrastructure by using their technologies is one way to
support future technology.
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5 PROJECT DEVELOPMENT
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5.1 Introduction
This section gathers and summarizes the work developed for ITER in a more
technical approach. Some insight into the design decisions and how these were
implemented is also discussed here.
The project is a task order inside a bigger project for the Fast Interlock Control
System architecture. The project is a consortium between National Instruments
(NI) the Universidad Politécnica de Madrid and Centro de Investigaciones
Energéticas, Medioambientales y Tecnológicas (CIEMAT).
Published work on the matter [18] reflects the extensive work that has been
carried out by all the parts involved in this project to design a new interlock
methodology and architecture using FPGA based COTS equipment. [19]
Following this methodology, the interlocks that will serve to protect different
plant systems can be homogenized, using the FPGAs the hardware is the same
but the implementations dictates behavior. This not only cuts in long run costs
but also helps with faster design and incremental development of the systems.
This concrete implementation using the methodology described before is focused
on the protection on of the Poloidal field Coils and Central Solenoid of ITER.
More precisely, the this PIS controls signals wired to the power supplies of these
coils and can trigger fast discharge actions in the case of fast plasma termination.
[19]
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Fig 14: Overview of the Fast Plant Interlock Systems (F-PIS) for this use case.
Interlock Functions (IF) are inputs and outputs for the system, realized by
physical signals connected to the modules of the F-PIS. Source: [19]
As reviewed in chapter 2, plasma disruption events can cause substantial damage
to ITER components. Not only that, it might be necessary to trigger mitigation
systems such as the Disruption Mitigation System (DMS) and the quick shut
down of systems like the Poloidal Field magnets. Additionally, the malfunction
of some of these systems which are critical to the plasma control should also
trigger an action on other systems.
Such an action shall be coordinated by the Central Interlock System (CIS), which
can coordinate events on the plant in time scales of 1 to 10 ms [20]. The F-PIS can
respond on faster time scales (near 100 microseconds) to protect local systems
that shall need more immediate action. But also provide the high integrity
standards required by these kinds of applications.

5.2 Work background
To meet the requirements presented in the introduction, the ITER interlocks are
designed, built and operated according to the highest quality standards. The
international standard IEC-61508 has been chosen as reference. To provide a high
integrity solution, failure modes, effects, and diagnostic analysis (FMEDA) has
been conducted to analyze the component behavior. According to the output of
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the FMEDA, a set of diagnostics has been defined, and additional redundancy
was added to the architecture to improve the integrity figures. The defined
configuration has been called the “double-decker solution,” with two chassis
running in parallel, communicated between them using the asynchronous highspeed serial line, and using redundant modules to implement the input and
output measurements/excitations and redundant analog and digital modules to
implement the diagnostics of these input/output modules. [18]
The standard IEC-61508 [21] is commonly used only for environmental and
personal safety. To avoid confusion on the application or the full compliance of
this standard ITER has named its approach with the “ITER Interlock Integrity
Level” or “3IL” (tril). To define the different integrity levels, the 3IL standard
defines levels of 3IL-2 to 3IL-3 which require the same values on the value of
probability of dangerous failure on demand (PFD) and probability of dangerous
failure per hour (PFH) defined in Table 2.
Safetu integrity

Average frquency of a dangerous failure of the

level (SIL)

interlock function (PFH)

4

≥10−9≥10−8

3

≥10−8 ≥ 10−7

2

≥10−7 ≥ 10−6

1

≥10−6 ≥ 10−5
Table 2: SIL levels in EIC-61508. The ITER 3IL levels are equal to these
values.

Other requirements for the FPIS systems are described in Table 3.

Requirement

Description

1

The reaction time should be on the order of 100 μs

2

Overall availability should be greater than 99.9%.
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3

Reliability should be greater than 99.6% over two 8-h shifts.

4

The integrity level should be up to 3IL-3 (equivalent to SIL-3
in IEC-61508 standard). This implies that the PFH should be
less than 10−7. (in Table 2)

5

The design should provide as much as possible fail-safe
solution, i.e., the system should go to a deterministic state in
case of internal error.

6

The system should be designed to be working in rough
Environments.
Table 3: List of requirements for the FPIS.

The proposed solution to meet all the fast architecture requirements relies on the
NI CompactRIO technology provided by National Instruments. NI CompactRIO
is a reconfigurable FPGA-based embedded system for control and data
acquisition applications (Fig 15).

Fig 15: NI 9159 CompactRIO chassis. Housing a Virtex-5 LX110 XILINX FPGA.
To adapt to different input-output technologies, such as digital signals using 5V,
industrial digital signals of 24V, analog signals, etc. different modules are
connected to the chassis.
To achieve the reliability figures, the double-decker solution uses two of these
modules and also establishes communication between both modules. The
configuration on both modules is identical, both on the FPGA configuration and
the module selection. Making this a redundant system.

48

IMPLEMENTATION AND ASSESSMENT OF ITER FAST PLANT INTERLOCK SYSTEM METHODOLOG

Fig 16: Redundant double-decker configuration.
The first approach to the FPIS configurations uses standard cRIO modules. More
details on the availability and reliability can be found in [18]. It is not in the scope
of this document to further discuss these results.

5.2.1 LabVIEW FPGA
The Field Programmable Gate Arrays (FPGA) used for the ITER PIS combined
with the flexibility of I/O modules described in Table 4 makes it compatible with
a wide range of sensors and systems and reduces costs. These FPGAs can be
reconfigured without limit to adapt the designs which is a big advantage
compared to systems that come pre-defined on manufacturing.
In short, an FPGA is a chip that contains a configurable matrix of logic blocks,
interconnections and Input-Output (I/O) cells as seen in Fig 17. Not to confuse
traditional programing, the FPGAs are “configured”. Configuring an FPGA is
downloading a bitfile that contains the description of how these interconnections
and logic block have to be wired.
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Fig 17: FPGA cell architecture. Source:
http://www.vision.caltech.edu/CNS248/Fpga/fpga1a.gif
To create the bitfile a number of steps are required (Fig 18); in this case, the
working methodology defines the usage of LabVIEW FPGA as a high level
design tool. The manufacturer of the FPGA provides tools that create the bitfile
to configure the FPGA from the HDL files.

Fig 18: LabVIEW FPGA compile process. Source: http://www.ni.com/whitepaper/9381/en/

Design tools like LabVIEW greatly cut the development time, but the code they
create has to be translated to Hardware Description Language (VHDL). This
process is transparent to the user in the case of LabVIEW, but in very high
performance applications, it might be useful to use lower level languages HDL,
VHDL or Verilog. However, using these languages on the Research and
Development would consume more resources.
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5.3 Contributions to the project
5.3.1 Requirements and Hardware
The work starts following the Methodology for the deployment of ITER Fast
Plant Interlock system [19]. Based on some pre-defined templates a new
configuration is designed to meet new requirements.
For this task, a special configuration was requested. This case required the
protection of the Poloidal Field and Central Solenoids’ Power Converter. The
central solenoid and poloidal field super-conducting coils hold up around 40 GJ
of energy at very low temperatures. In the case of a loss of the superconducting
condition, detected by the magnet system, the power supplies in combination
with a bank of resistors, the Fast Discharge Units, are requested to remove the
current from the coils before energy can destroy the coils. This fast discharge of
the coils is also limited by a number of events [22]. meaning a high reliability
system is required.
To coordinate the discharge condition to the whole plant and prevent false
triggering, this FPIS is also connected to a hardwired loop. As depicted in Fig 14,
the hardwired loop interface boxes (DLIB and BLIB) are then inputs and outputs
for the F-PIS. This amounts up to 18 Interlock functions. Eleven of them related
to the Poloidal Field Coils (PF) and seven related to the Central Solenoid (CS). On
the other side, the power converters for these coils are wired to the FPIS, these
share signals related to the status of the power supply. The technology of these
signals is different from that of the interface boxes. Using different compactRIO
I/O modules (C series, Table 4), we adapt sources and sinks to the proper
technology.
Finally, there are also two more Interlock functions implemented in the digital
9401 modules that perform other operations. These IF are left for later into the
implementation as to not overload the reader with detail.
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Fig 19: FPIS Configuration with C series modules. 11IF for the Poloidal field
(red) and 7 IF for the CS (yellow). There are two communication modules
(grey). Green modules are diagnostic modules. The FPGA configuration is the
same on both.
Table 4: Summary of the used Cseries modules and important characteristics.
Full specifications can be found at http://www.ni.com/engb/shop/select/compactrio-modules-category
Module

Function

Important Characteristic

Slots

Serial

Two bidirectional SPI communications are

5&12:

communications.

implemented in each chassis, one to receive

ID

(slave) and other to transmit (master).

NI9401

Communication this way is limited to
10MHz.
Slots

Sinking

1,2&3:

Input

NI9425

Digital Installed as a redundant configuration.
Three modules in parallel read the same
sensor inputs.
OFF State ≤ 5 V
ON State ≥ 10 V
Setup time = 1 μs min.
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Slot 4:
NI 9476

Sourcing

Digital The NI 9476 32-channel 24 V sourcing DO

Output.

module is used to implement the diagnostic
of the NI 9425 DI modules. Every DO

Diagnostic

channel must be connected to a DI module.

Module.

Maximum Update Rate 40 μs max.
Slot 6:
NI9401

Digital

TTL The NI 9401 is configurable as input-output

input/output.

and used to implement the diagnostics of
NI9401 modules.

Diagnostic
Module.

On

input/output

configuration

the

maximum frequency is 10MHz.
Slots

Digital

7,8,9&10:

input/output.

TTL For

NI9401

Slot 11:
NI9426

other

configuration

the

switching

frequency is different:
Modules 7&8: 11 output channels 5 MHz

Sourcing

Modules 9&10: 9 input channels 9 MHz
Digital The NI 9426 is used to implement the

Input.

diagnostic of the NI 9477 sinking DO

Diagnostics

modules.

module
Slot 12:
NI9477

Sinking

Digital NI 9477 is used as a DO module to interface

Output module.

to a digital actuator.
Propagation Delay 1 μs max.

5.3.2 DESIGN: State machine and initialization
The system power-up sequence and operation is controlled by the state machine
pattern depicted in Fig 20. Initialization State performs the system power up,
checks the system configuration (this checks modules are present in their
corresponding chassis slot and responding correctly) and sets the configuration
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for the SPI communication modules (NI9401). Operation State performs the
interlock functions in a continuous loop acquiring data, making diagnostics of
the modules and deciding what output values for the actuators correspond to the
actual state. The system continues working even when an actuator is shut down.

Fig 20: FPIS state machine. The system stays in initialization until correct
hardware is detected, then proceeds to the operation state.

To improve the performance of the system, the loop performs input reads and
output writes in the same loop. This means that the outputs of the cycle are
decided with the input values of the previous cycle as can be seen in Fig 21.
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Input read

Output Write
SPI From other chassis

New Input read

Output write
Trigger failsafe?

Input read
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Fig 21: Two loops of the FPGA block diagram illustrate data flow.
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5.3.3 DESIGN: Operation state logic blocks
Using Fig 21 as a reference, this section describes the most essential blocks on the
diagram. The order follows the flow of information from sensors to actuators and
referenced to the Input-output cSeries modules as shown in Fig 19. The pictures
are tagged as “LOW” or “HIGH” depending on their part on the status
information. The Status of one chassis is transmitted to the other chassis.
The final goal is to monitor some signals coming from some source. The source
can be either sensor or other system status signals. All the logic inside the FPGA
is interpreted as positive logic; this means a logic “TRUE” value (also can be
interpreted as a bit with “1” value) is a correct state. On the other side, a logic
“FALSE” value (or in binary a bit with value “0”) is considered a erroneous state.
High reliability is achieved by having reliable components, but also a significant
factor is redundancy. This system uses two chassis running in parallel, but also
uses redundancy on some of the Input/Output modules. For example, the 24V
reading is done by the first three modules in a chassis. These readings are the
voted as explained in Fig 22. The chosen voting schema is 2oo3, which mean that
the output is decided by majority out of 3.

Fig 22: 2oo3 Voter with alarm logic gate diagram. Full example at [23].
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Fig 23: Diagnostics ratio. How often modules are checked.
Not all the data that loops on the FPGA implementation acquire real input data
from the sensors. Some of the data is created by the Diag-Gen blocks described
ahead. This known data is then used to diagnose the system modules. The first
option is to configure how much real data is acquired compared to how many
known diagnostic data sets are checked.

Fig 24: 24V input logic block with diagnostics.
Input from NI9425 slots 1, 2 and 3. These are 24V input modules.
The first block Fig 24: Diag-3DI24V-Gen generates data for the diagnosis loops.
The known data set is then transmitted to the Diag-3DI-Check block and the
physical diagnostics module (module 4). This way Diag-3DI-Check logic block
will compare module acquired data and the generated data. Input-output and
configuration variables are summarized in Table 5.

Table 5: Diag-DI24V-Gen interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data generation or not.
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Pattern

Output

Output data pattern to be checked.
Digital values.

Settling Time

Input

The time required by the physical
module to hold a stable output.

The second block in Fig 24: 3DI24V/Diag-3DI24V-Read read the data from the
physical module. Depending on if the loop cycle is set to diagnostics or not, this
data will be real data or known data sets. The data is then transmitted to the Diag3DI-Check block. This read action is redundant, meaning there are three physical
input modules. The channels of each input are connected to different sensors that
are expected to be reading the same data.

Input-output and configuration

variables are summarized in Table 6.
Table 6: 3DI24V/Diag-3DI24V-Read interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

Diag acquisition

Output

Output data from a diagnostic loop.

Sensor acquisition Output

Output data from a real data loop.

Number

Number of channels to read. In this case, 11IF

of Input

channels

means 11 channels.This is redundant to 3
modules.

The third block in Fig 24: Diag-3DI-Check checks the data on the diagnostic
loops. It checks the pattern and the read data, if a discrepancy is found it sets that
module diagnostics to an erroneous state. A single error in a diagnostic data is
not enough to trigger an interlock action. Input-output and configuration
variables are summarized in Table 7.
Table 7: Diag-3DI-Check interfaces.
Terminals

I/O

Description
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Diag

Input

Enable diagnostic data or not.

Diag acquisition

Input

Input data from a diagnostic loop.

Pattern

Input

Input data pattern to be compared with Diag
acquisition.

Diagnostic status

Output

Outputs the results of the comparations
between Pattern input and Diag acquisition
to check if module readings are reliable.

Fig 25: 5V (TTL) input logic block with diagnostics.
Input from NI9401 slots 9 and 10. These are 5V input modules.
The first block Fig 25: Diag-2DITTL-Gen generates data for the diagnosis loops.
The known data set is then transmitted to the Diag-2DI-Check block and the
physical diagnostics module (module 6). This way Diag-2DI-Check logic block
will compare module acquired data and the generated data. Input-output and
configuration variables are summarized in Table 8.

Table 8: Diag-DI24V-Gen interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data generation or not.

Pattern

Output

Output data pattern to be checked.
Digital values.

Settling Time

Input

The time required by the physical
module to hold a stable output.
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The second block in Fig 25: 2DITTL/Diag-2DITTL-Read read the data from the
physical module. Depending on if the loop cycle is set to diagnostics or not, this
data will be real data or known data sets. The data is then transmitted to the Diag3DI-Check block. This read action is not redundant; there is only one channel (on
one module) per input. Input-output and configuration variables are
summarized in Table 9.
Table 9: 3DI24V/Diag-3DI24V-Read interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

Diag acquisition

Output

Output data from a diagnostic loop.

Sensor acquisition Output

Output data from a real data loop.

Number

Number of channels to read. In this case, 7IF

of Input

channels

means 7 channels. This Reading is not
redundant.

The third block in Fig 25: Diag-2DI-Check checks the data on the diagnostic
loops. It checks the pattern and the read data if a discrepancy is found it sets that
module diagnostics to an erroneous state. A single error in a diagnostic data is
not enough to trigger an interlock action. Input-output and configuration
variables are summarized in Table 7.
Table 10: Diag-2DI-Check interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

Diag acquisition

Input

Input data from a diagnostic loop.

Pattern

Input

Input data pattern to be compared with Diag
acquisition.
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Diagnostic status

Output

Outputs the results of the comparations
between Pattern input and Diag acquisition
to check if module readings are reliable.

Fig 26: 24V input voter block with diagnostics.
Continuing from block Diag-3DI-Check. The second block in Fig 26: 2oo3-Voter3DI-2DO does a voting action as depicted in Fig 22. Voting is considered OK if
only one of the inputs is “FALSE”, this state would give a warning but continue
with normal operation. If 2 or more inputs are “FALSE” the state of that channel
is wrong, and the output should be turned to FALSE. Input-output and
configuration variables are summarized in Table 11.

Table 11: 2oo3-Voter-3DI-2DO interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

Pattern

Input

Input data pattern to check voter
integrity.

Sensor acquisition Input

Input real data to vote.

Voter out

The output of the voter a single value

Output

from 3 redundant inputs. Outputs TRUE
or FALSE to each of the IF.
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Voter Diag

Output

The output of the vote on a diagnostics
loop. This is checked with the previously
generated Pattern data input.

Settling Time

Input

The time required by the physical
module to hold a stable output.

The third block in Fig 26: Diag-2oo3-Voter-3DI-2DO checks the integrity of the
voter hardware. It does this by comparing what is expected to come out of the
voter on a diagnostics loop, with what it outputs. If it does not agree, the voter
cannot be trusted, and that channel diagnostics value is set to FALSE. The
hardware to do this new voting is different from the hardware used on the voter
block meaning a single failure cannot alter this check. Input-output and
configuration variables are summarized in Table 12.
Table 12: Diag-2oo3-Voter-3DI-2DO interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

Pattern

Input

Input data pattern to check voter
integrity.

Diag-Voter out

Output

The output of the voter diagnostic.

Voter Diag

Input

The output of the vote on a diagnostics
loop. This is checked with the previously
generated Pattern data input.
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Fig 27: 5V (TTL) input voter block with diagnostics.
Continuing from block Diag-2DI-Check. The second and third block in Fig 27:
1oo1-Voter-1DI-1DO and Diag-1oo1-Voter-1DI-1DO are voter blocks but do
nothing in this case. There is no voter when the input is in 1oo1 style. The block
is kept in the design to homogenize the design of all the examples created for the
ITER FPIS project. The advantages are modifications in the future are easier. As
a drawback, the model uses some more resources from the FPGA. Inputs and
output interfaces are the same of those described in Table 11 and Table 12 but
with always TRUE on the missing inputs for the voters.

Fig 28: 5V (TTL) output logic block with diagnostics. These correspond to the
24V inputs.

Output for NI9401 slots7 and 8. These are 5V output modules.
The first block in Fig 28: 2DOTTL/Diag-2DOTTL-Gen-NO REDUNDANT
writes data to the physical output module (slots 7 and 8), one of the channels
being a Diag channel with a known set of data. The known data set is then read
by diagnostics module (slot6) and transmit to the Diag-2DOTTL-Read block.
This way Diag-2DO-Check logic block will compare module acquired data on
the diag channel with the known pattern. Input-output and configuration
variables are summarized in Table 13.
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Table 13: Diag-DI24V-Gen interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data generation or not.

Pattern

Output

Output data pattern to be checked.
Digital values.

Physical Outputs

Input

This are the values to be written. The
values are decided from the voters of the
inputs of the previous loop. This is the
output signal of the 11 IF group.
Fig 21: Two loops of the FPGA block
diagram illustrate data flow.

Previous Outputs

Input

The values that were written into the
modules. This block does not write again
into the module if the value did not
change.

Settling Time

Input

The time required by the physical
module to hold a stable output.

The second block in Fig 28: Diag-2DOTTL-Read reads the data from the physical
diagnostics module (slot 6). If the loop cycle is set to diagnostics. The data is then
transmitted to the Diag-2DO-Check block. This read action is not redundant;
there is only one channel (on one module) per input. Input-output and
configuration variables are summarized in Table 14.
Table 14: Diag-2DOTTL-Read interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

Diag acquisition

Output

Output data from a diagnostics module in a
diagnostics loop.
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The third block in Fig 28: Diag-2DO-Check checks the data on the diagnostic
loops. It checks the pattern and the read data if a discrepancy is found it sets that
module diagnostics to an erroneous state. A single error in a diagnostic data is
not enough to trigger an interlock action. Input-output and configuration
variables are summarized inTable 15.
Table 15: Diag-2DO-Check interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

Diag acquisition

Input

Input from the previous block.

Pattern

Input

Input data pattern to be compared with Diag
acquisition.

Diagnostic status

Output

Outputs the results of the comparations
between Pattern input and Diag acquisition
to check if module readings are reliable.

Fig 29: 24V output logic block with diagnostics. These correspond to the 5V
inputs.
Output for NI9477 slot 12. These are 24V output modules.
The first block in Fig 29: 1DO24V/Diag-1DO24V-Gen writes data to the physical
output module (slots 12), one of the channels being a Diag channel with a known
set of data. The known data set is then read by diagnostics module (slot11) and
transmit to the Diag-2DOTTL-Read block. This way Diag-2DO-Check logic
block will compare module acquired data on the diag channel with the known
pattern. Input-output and configuration variables are summarized in Table 13.
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Table 16: Diag-DI24V-Gen interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data generation or not.

Pattern

Output

Output data pattern to be checked.
Digital values.

Physical Outputs

Input

This are the values to be written. The
values are decided from the voters of the
inputs of the previous loop. This is the
output signal of the 7 IF group.
Fig 21: Two loops of the FPGA block
diagram illustrate data flow.

Previous Outputs

Input

The values that were written into the
modules. This block does not write again
into the module if the value did not
change.

Settling Time

Input

The time required by the physical
module to hold a stable output.

The second block in Fig 28: Diag-2DOTTL-Read reads the data from the physical
diagnostics module (slot 6). If the loop cycle is set to diagnostics. The data is then
transmitted to the Diag-2DO-Check block. This read action is not redundant;
there is only one channel (on one module) per input. Input-output and
configuration variables are summarized in Table 14.
Table 17: Diag-2DOTTL-Read interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

66

IMPLEMENTATION AND ASSESSMENT OF ITER FAST PLANT INTERLOCK SYSTEM METHODOLOG

Diag acquisition

Output

Output data from a diagnostics module in a
diagnostics loop.

The third block in Fig 28: Diag-2DO-Check checks the data on the diagnostic
loops. It checks the pattern and the read data if a discrepancy is found it sets that
module diagnostics to an erroneous state. A single error in a diagnostic data is
not enough to trigger an interlock action. Input-output and configuration
variables are summarized in Table 15.
Table 18: Diag-2DO-Check interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

Diag acquisition

Input

Input from the previous block.

Pattern

Input

Input data pattern to be compared with Diag
acquisition.

Diagnostic status

Output

Outputs the results of the comparations
between Pattern input and Diag acquisition
to check if module readings are reliable.
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Fig 30: Chassis Status creation.

With the inputs from the Diagnostics: Chassis, module and voter; and the inputs
from the physical modules, the status is created. The chassis status is a 128-bit
word (divided into two 64 bit word LOW and HIGH) containing all this data.
This status is used to give feedback to the user, monitor system status, and send
it to the other chassis.
The Diag-Chassis LOW/HIGH block in Fig 30 reads other chassis health data
such as the temperature of the chassis, the presence of the other chassis and if the
FPGA is appropriately detected. Input-output and configuration variables are
summarized in Table 19.

Table 19: Diag-Chassis LOW/HIGH.
Terminals

I/O

Description

Temperature

Output

Chassis temperature

Remote Power

Output

Read if remote chassis (the one that does not
host this FPGA) is switched ON.

Communications

Output

Output if remote chassis is communicating
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The other blocks are Global-Status HIGH/LOW/GENERAL. These block
compose the status word for the HIGH/LOW parts respectively and after being
combined into a whole system status for the chassis. These block also perform
some operations that are outputs for the already existing output modules. These
functions are considered Interlock functions as well and serve as a higher severity
signal when a certain set of sensors go wrong, bringing the total number of
interlock functions to 20IF (11IF+7IF+2IF).
These block depicted in Fig 30 implement the failsafe logic of the system. In a few
words, failsafe is applied to make sure a single error does not trigger an
unwanted response, increasing system availability, but also means to go into a
safe state if the state cannot be correctly evaluated. The rules listed in Table 20
summarize some of them and could change on future stages of the project.
Table 20: Failsafe rules list. More details at [19].
Function Error

Trigger safe state? (All output to FALSE)

Communications

Only

unavailable

diagnostics also report an error. For example, bad

if

Voter

diagnostics

or/and

module

comparison on a diagnostics loop.
Remote

Power Same as before. Communications would also be

unavailable
Input

down without power.
module Only if two modules report errors in diagnostics.

diagnostics (2oo3)

Or if the voter diagnostics also report errors.
Ori f communications are unavailable (previous
case)

Output module

If only one output module fails, then the other
chassis can trigger a safe state. If both fail, there is
no output to write. It is the job of the central system
to detect this and go into the a state.
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Voter diagnostics

Only together with the voter diagnostic of the other
chassis or if the outputs disagree between chassis
with one of them having a wrong voter.
Also if this is combined with other previous errors.

Based on the set of failsafe rules the General Status block calculates the output
values for the next iteration loop. The current status is then transferred to the
Serial Peripheral Interface (SPI) block and the other chassis using the NI9401
modules on slots 5 and 12 as depicted in Fig 31.
Table 21: Diag-Chassis LOW/HIGH interfaces.
Terminals

I/O

Description

Diag

Input

Enable diagnostic data or not.

Remote Power

Output

Read if remote chassis (the one that does not
host this FPGA) is switched ON.

Communications

Output

Output if remote chassis is communicating

Fig 31: Communication blocks. Chassis Status transmission.
The SPI blocks can only send half the status word of this system. On other FPIS
configurations before this was possible in a single word of 64 bit. This is a
consequence of some code utilization and the need for data validation
mechanisms to make sure the transferred data can be trusted, see Table 22.
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Table 22: SPI implementation details.
Bit

Description

0-4

Numbered consecutive messages. A 5 bit counter
gives each message an increasing number.

5-47

48-63

Chassis Status Word. This contains all the data:


Voter diagnostics.



Voter results.



Voter alarms.



Chassis temperatura, power, communications.



Module diagnostics.



Up to 11 Interlock functions

A 16-bit cycle redundancy check.

The clock for the SPI is also reduced compared to the module specifications. The
SPI clock is configured to 5 MHz from a max switching frequency of 10 MHz.
With this frecuency the transmission of data takes ~13 μs to transfer chassis
information and 11 Interlock functions.
Although the FPIS can work without a computer just as a standalone system, the
process of development and information monitoring requires a computer to
retrieve data from the FPGA. The method to support this transfer of data to a
computer is the Direct Memory Access (DMA). This method consists on
bypassing the computer CPU to write information directly to memory. As the
implementation on the FPGA is the same for both chassis on the FPIS
configuration (Fig 19), two channels implemented, but each chassis will use only
one(Fig 32).
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Fig 32: DMA data transfer blocks. Chassis Status transmission to host
Computer.
The integration of the FPIS with CODAC is realized with IRIO tools. This
integration includes the monitorization of the FPIS data through DMA. IRIO
tools are part of the ITER distributed control system CODAC and described in
[24]. Due to the nature of FPGA configuration and the synthesis process depicted
in Fig 18, without IRIO, the track of the resources on the FPGA is lost. With the
IRIO tools and design rules, once a definition has been made successive
recompilations and changes to the FPGA configuration are automatically
detected and integrated into the control system.

5.4 Results with Proof Test System PTS
To validate the FPGA implementation a test system is used. This test system
(PTS) generates input signals for the FPIS and reads outputs signals from it. The
tool checks the correct output is triggered for the generated inputs according to
the implemented logic. All the possible combinations are tested sequentially,
registered and logged into log files. The PTS can also sniff the SPI
communications between the FPIS chassis.

Fig 33: Proof Test System (PTS) diagram. [18]
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The PTS is realized using another compactRIO as shown in Fig 33. The response
times obtained from the FPIS using the PTS. Overall, the system responds in a
period between 64 μs and 304 μs [18]. Although the FPGA is deterministic, the
free running loop of the implementation means that read operations are made at
regular intervals. The response time then varies depending on how much time is
left for the next read operation.
Table 23: FPGA resource utilization summary.
Resource type

Usage

Total Slices

52,0% (8985 out of 17280)

Slice Registers

24,9% (17240 out of 69120)

Slice LUTs

33,2% (22967 out of 69120

DSP48s

3,1% (2 out of 64)

Block RAMs

3,1% (4 out of 128)

5.5 Conclusions
ITERs’ sophisticated procurement approach makes the pre-configured template
work plan a better-suited procedure. The work presented expands on these
templates to fit new specifications for plant systems. The methodology proved to
be effective in reducing development time for a new setup. These procedures can
be compared to those on the agile development mindset. Although, the project is
not focused to delivering consumer products (like agile development would).
The constantly evolving environment and progressive development over long
periods of time fits the agile strategy. With these tools the FPGA design can be
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validated year before final deployment, and can adapt to operating experience
after ITER is completed.
The requirements and systems description are gaining in complexity as
development continues. With this core implemented, we are confident that the
resources on the hardware are still abundant to accommodate future work as the
compilation results hint in Table 23. The specific contribution with this case were
to expanding the failsafe behavior, enabling DMA support for data logging, and
the inclusion of overrides to the system for operator actions. The PTS validated
the obtained results are compliant with requirements and that the FPIS behaves
as designed, successfully implemented into the ITER ecosystem.
It is remarkable how collaborating in a Big Science project is beneficial to all parts.
For the in-kind development teams, the resources they get access to greatly
expand knowledge. Additionally, working with ITER has been a deep learning
experience as to how procurement for these kind of installations work,
improving the quality of the internal documentation that is produced even for
ourselves.
On the enterprise side, in this case National Instruments, offered some hardware
that was already widely used in industrial applications, but due to extensive
efforts by ITER to push for excellence, the same lineup of modules for the
compactRIO chassis has been improved and NI now offers SIL3 compliant
module choices. [25]
This is just an example of how the philosophy of ITER works, by using available
products to reduce costs and push for improvements. This makes collaborators
advance and offer better products for fusion devices. Setting the foundations for
an industry that might become critical to the energy production infrastructure of
tomorrow.
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6 IFMIF LIPAC CHOPPER INTERLOCK
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6.1 Introduction
In the context of this work, and thanks to the experience gained from the ITER
interlock project, a fast interlock system was also designed, tested and deployed
in The International Fusion Materials Irradiation Facility (IFMIF). Overview
details of the IFMIF project were given in the introductory chapter; therefore, this
chapter is focused in the technical aspects of the work.
The task involved Design, test and on site deployment of an interlock module for
the Beam Chopper. The Beam chopper is part of the injector and Low Energy
Beam Transport (LEBT). The purpose of this system is to “chop” the beam to
obtain pulsed beams. This chopping mechanism is synchronized by the timing
system. But common PLC-based interlocks are not capable managing
microsecond scale events.
To solve this, an NI compactRIO system was selected to monitor the different
systems involved with the Beam Chopper. The NI-9068 controller combined with
a microsecond sampling period and response time I/O modules met the final
design requirements.

6.2 Design-interfaces
The Chopper Interlock Module performs the following actions:


Monitors chopper parameters while the Chopper is working. The chopper
is activated from control room and the faraday cup must be deactivated
when this happens. If these conditions are not met while is operating the
beam should stop which hereinafter shall be described as a Fast Beam
Interlock (FBI) action.



The Beam should also never exceed some engineering constrains of the
project. For the LIPAc commissioning phase the beam maximum Duty
Cycle and Pulse length set these limits.



The chopper power supply and the detection at the beamline termination
have to be synchronized with the timing system window of operation.
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Therefore, the chopper is acts as a monitoring system, which can only interact
with the Machine Protection System (MPS) by triggering a Fast Interlock Action
(FBI) see Fig 34.

Fig 34: CIM interface diagram. Inputs on the left boxes. Outputs to the MPS.
As seen in image X the signals interfacing with the CIM are a mix of analog,
digital and 24V digital signals. To be able to process them, different I/O modules
were selected. Following, a summary of the selected modules:


NI-9401: The NI‑9401 is a configurable digital I/O interface for
implementing custom, high-speed counter/timers; digital communication
protocols; pulse generation…



NI-9223: The NI‑9223 performs differential analog input.



NI-9422: The NI‑9422 works with industrial logic levels and signals to
directly connect to a wide array of industrial switches, transducers, and
devices. Each channel accommodates 24 V to 60 V digital input signals.
The NI‑9422 is a correlated digital module, so it can perform correlated
operations, triggering, and synchronization.
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NI-9474: The NI‑9474 works with industrial logic levels and signals to
directly connect to a wide array of industrial switches, transducers, and
devices. Each channel is compatible with signals from 5 V to 30 V.

6.3 Design-FPGA
The FPGA design was realized with the labVIEW FPGA module. The CIM is
not realized as a redundant with diagnostics system like in the previous ITER
interlock systems. Therefore, a simpler FPGA design choice and the state
machine pattern was realized.

Fig 35: CIM StateMachine diagram. To the left some configuration states.
Once operational, the system stays in the right four states monitoring the
system.
When designing a system to deploy into an existing facility, integration
considerations are very important. Other plant systems have already been
designed, deployed and tested before the CIM, due to this, additional states
were implemented to make sure no Fast Beam Interlock (FBI) is not triggered
accidentally, see Fig 35.
The state machine controls the logic operations of the CIM. It does so by
looping on the conditions around 300 ns. The State Machine is fed new data by
a data acquisition loop. The data adquisition loop cycles every microsecond for
the analog modules and the 24V modules decribed previously. Additionally,
the Timing System, is monitored by digital TTL modules (NI9-401) which being
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much faster, can adquire data at around 300 ns (not limited by the module itself
but other operations).
With these timing performance numbers, the worst response time we expect for
the system is around 5 microseconds. This behavior is expected, as decribed in
previous chapters, because the FPGA design is not event driven, and so
depending on the stage at which the state machine is when the new data excites
the input module.

6.4 Results
During the three week stay at IFMIF Rokkasho site, the CIM was successfully
integrated with the rest of the plant systems. The CIM which was previously
tested with a NI multifunction I/O DAQ device, behaved equally well on-site
deployment once some interfacing problems were solved. See Fig 36, for a graph
of the correct operation of the CIM.

Fig 36: CIM FBI trigger example. The erroneous condition happens at the
middle of the down slope for the yellow signal. Blue is the pulse gate that
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allows the beam chopping. Red is the FBI signal, triggered at low level 5
microseconds after fault state.
With the system in place, a real beam test was performed. During the 1h, run
with beam CIM detected two anomalies on the power supply that will need to be
further investigated, see Fig 37.

Fig 37: Preliminary test performed at IFMIF. The blue signal is the power
supply. Yellow signal is the triggered interlock action.
There is still extensive testing that needs to be done on the performance of the
system. However, the results are positive for now. The CIM was also integrated
into the IFMIF control system (EPICS) environment during the stay on site,
making it a part of IFMIF.

6.5 Conclusions
There are clear advantages to using FPGA technology for interlock systems:
First,

other

systems

required

long

design

cycles

and

were

closed

implementations once manufactured as presented for the case of CERN. This
increases costs per manufactured unit (being custom), and costs on
maintainability of the hardware.
Second, the FPGA designs are adaptable and can evolve with changes in the
requirements as these devices are always pushing the boundaries of technology.
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Third, even on first designs high-level tools for FPGA design make prototyping
very accessible to less specialized engineers.
A valid question is still the reliability of these FPGA based systems. But as seen
with the ITER interlock project, if investments are made on this area the
technology can be certified to deliver the required targets on availability and
reliability.
Other sectors are also tackling this issues, for example, using partially
reprogrammable FPGAs for space applications [26] . For them, the problem relies
on harsh environment, but the final goal is the same, to increase reliability and
availability
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