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Abstract: Citizens’ trust in online services remains very low as they come across 
certain difficulties in appraising their trustworthiness. Existing trustworthiness-
related labels and seals struggle to be acknowledged by users. However, they have 
overshadowed by concerns related to the quality of service, without paying much 
attention to other core areas of trustworthiness derived from ethics, law, and 
sociology. In addition, usability issues have limited their adoption so that users 
can make an informed decision about a particular online service based on their 
specific needs. To fill these gaps, this paper builds on earlier work that defines a set 
of criteria for trustworthiness that emerged from an interdisciplinary discussion 
involving ethical, sociocultural, legal, business, and technological perspectives, and 
proposes a framework for ranking online services according to their quantitative 
level of trustworthiness and the user preferences. By using an excerpt from the 
criteria, we demonstrate the feasibility of the proposed framework. 

Keywords: Trust; Trustworthiness; Social Science and Humanities; Assessment; 
Online services

1. Introduction
Trustworthiness-related labels struggle to be acknowledged by users, foster their trust 
and ultimately have an online service accepted. To achieve that, the results of some studies 
of the current labelling schemes suggest that third-party certifications and quantitative 
ratings based on user reviews are mainly used (Gibello, 2018; Rodrigues, Barnard-Wills, 
Wright, Hert, & Papakonstantinou, 2013). Although, third party certifications greatly 
enhance the verifiability and credibility of the schemes due to the independence of 
involved third-party entities, they are much difficult and costly to obtain, as they tend to 
involve several third-party entities throughout the process. On the other hand, rating-
based schemes appear to be more successful (in terms of the number of entities labelled 
under these schemes), as they are less complex, more affordable and convey user-
friendly ratings. They, however, rest purely on subjective appreciations by users and 
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focus primarily on the quality of service, but rarely mention the fulfilment of criteria that 
include other core areas of the trustworthiness, such as ethical aspects (Osterwalder, 
2011). 

According the last Eurobarometer survey 63% of respondents do not trust online business 
(Keighley, 2015). The extensive literature on trust offers multiple perspectives. Mayer et 
al. defines interpersonal trust as the willingness of a trustor to accept a risk based on 
the positive expectations that the trustee will perform a particular action important to 
the trustor, regardless of the ability to monitor or control the trustee (Mayer, Davis, 
& Schoorman, 1995). Moving to the digital realm, wherein often there is no personal 
trustee, trust requires an objective assessment of the system trustworthiness in order to 
assure that it will perform as expected (Taddeo, 2010). 

Trustworthiness, by definition, is conceived as a multidimensional construct, as users 
can expect an online service to perform a diverse set of actions (Avižienis et al., 2004; 
Hoffman, Lawson-Jenkins, & Blum, 2006; Mohammadi, 2012). This is not only related 
to well-known technical features, like security aspects that protect online services 
from (malicious) users, but also those aspects that protect users from online services 
(Osterwalder, 2011). For example, in recent years, some reports have suggested that 
trustworthy services need to safeguard fundamental rights such as privacy and personal 
data protection to engender trust, as, for example, only 22% of Europeans have full trust 
in companies and 72% of Internet users are worried about being asked for a lot of many 
personal data online (Keighley, 2015). Thus, users can be expected to place their trust on 
those services if they have a reason to believe that their rights will be protected, and their 
shared values will be respected. A sufficient understanding of the concepts of trust and 
trustworthiness then needs to be interdisciplinary and include inputs from ethics, law, 
and sociology. To fill this gap, in an earlier work (Stelzer et al., 2018), a criteria catalogue 
of trustworthiness that emerged from an interdisciplinary discussion involving ethical, 
sociocultural, legal, business and technological perspectives was presented. An overview 
of this criteria catalogue is presented in Section 2.

While we envision a lightweight labelling scheme backed by a quantitative assessment 
of the criteria of trustworthiness, usability issues have been identified to convey the level 
of trustworthiness. Users barely understand the results of a checklist-based assessment, 
thus limiting its adoption so that users can make informed decision about an online 
service by comparing it with others based on their specific needs. This paper therefore 
proposes a framework for quantifying and ranking online services on the basis of the 
core areas of trustworthiness. The framework represents the abstract criteria of online 
services’ trustworthiness into quantitative and accurate results, enabling to compare 
and rank online services according to users’ preferences. 

The remainder of this paper is structured as follows. Section 2 introduces the core of 
trustworthiness that have been approached from the perspective of three Social Sciences 
and Humanities (SSH) disciplines, namely, sociology, law and ethics. Subsequently, 
Section 3 presents a framework for quantifying and ranking trustworthy online 
services according to user preferences, while section 4 presents a demonstration of the 
framework. Section 5 outline the related work. Finally, Section 6 provides the conclusion 
of this paper and the future work.
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2. Core Areas and a Criteria Catalogue of Trustworthiness
This section presents the most important aspects of the Criteria Catalogue for trustworthy 
online services that takes into account sociocultural, legal, ethical, technological, and 
business aspects. This work was originally presented in (Stelzer et al., 2018) that, 
based on the European values and fundamental rights and an interdisciplinary work, 
defines six common core areas of trustworthiness, namely transparency, privacy, anti-
discrimination, autonomy, respect, and protection. Owing to the limited space, Table 1 
summarizes our findings. 

The six core areas were translated into the technical requirements that trustworthy 
online services should meet to contribute them. We acknowledge that the core areas of 
trustworthiness, stemmed from SSH realm, cannot be simplified and fully achieved only 
by technical systems, as they themselves are only subsystems of more complex socio-
technical systems. They, however, can still contribute to satisfy the core areas to different 
extents. In this context, a top-down approach was followed to develop a hierarchical 
structure comprising three key elements: 

 • Core Areas of trustworthiness: These Core Areas reflect the values that 
should be considered when developing and evaluating online services. They 
represent the six abstract concepts described in Table 1 (CA1-CA6).

 • Criteria: The core areas are broken down into twelve criteria that, compared 
to the core areas, are more concrete in the sense that they relate to more specific 
properties of online services. Nevertheless, these criteria are still not concrete 
enough to be measured. See Table 2 (C1-C12)

 • Indicators: They act as checkpoints for the fulfilment of a criterion. Indicators 
are defined in such a manner that they can be easily understood by technology 
engineers and hence accordingly operationalised, measurable (i.e., measurable 
elements should be clearly stated), and observable (i.e., through evidence). At 
the time of writing this paper a set of 81 indicators have been elicited. Table 3 
depicts an excerpt of the indicators. A complete list of indicators can be found in 
Annex B of Medina et al. (2018).

Sociological perspective 
(*)

Legal perspective Ethical perspective Corea areas of 
trustworthiness

-  Only a minority reads 
privacy statements (less 
than a fifth) in general 
while about 4 out of 10 
internet users read the 
terms and conditions of 
the online platform.

-  Over 90% want to be 
informed if their data ever 
was lost or stolen,

-  Users who feel well-
informed are more likely 
to adapt their security 
behaviour (e.g. changing 
passwords).

Transparency as in 
information duties laid 
down in the GDPR, the 
Directive on consumer 
rights or the e-commerce 
Directive.

Transparency relates 
to two aspects: i) 
providing clear and 
sufficient information 
about the products 
and services, and ii) 
providing information 
to users regarding 
activities with their 
personal data.

CA1. 
Transparency: 
The ICT product or 
service is provided 
in line with 
information duties 
regarding personal 
data processing 
and the product/
service itself.
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Sociological perspective 
(*)

Legal perspective Ethical perspective Corea areas of 
trustworthiness

-  72% are concerned about 
the data collected about 
them on the Internet.

-  More than half of internet 
users are uncomfortable 
with the use of their 
personal data for targeted 
advertising. 

-  General concern about 
misuse of personal data 
by corporate entities and 
public authorities (CMPD).

Privacy as preserving 
Respect for private life (Art 
7 CFR) and the Protection 
of personal data (Art 8 CFR) 
in the context of ICT. This 
includes the GDPR and 
Directive 2002/58/EC.  

Privacy stands for the 
individual’s claim to 
control the access to 
and the use of one’s 
personal information. 
The idea behind it is 
that people have the 
claim to determine 
who knows what 
about them thus 
preventing unjustified 
interferences by others.

CA2. Privacy: 
The ICT product 
or service allows 
the user to control 
access to and use 
of their personal 
information and 
it respects the 
protection of 
personal data.

- Concern about targeted 
advertising and search 
engine results, which some 
users expect to be adapted 
to their needs. However, 
this is not a majority.

Justice as the remedies 
against the unjustified 
use of force by the state, 
such as the Right to a fair 
trial (Art 47 CFR) and the 
Presumption of innocence 
(Art 48 CFR). This meaning 
further entails Equality 
before the law (Art 20 CFR) 
and Anti-discrimination 
(Art 21 CFR).

Justice relates to 
aspects such as: i) anti-
bias, ii) fairness, and 
iii) distributive justice.

CA3. Anti-
discrimination: 
The ICT product 
or service does 
not include any 
discriminative 
practices and 
biases.

Table 1 – Core areas of trustworthiness (*) The statistical data presented in the table stem from 
the Eurobarometer Reports and Summaries and were collected in the period between 2011 and 

2017

Sociological perspective 
(*)

Legal perspective Ethical perspective Corea areas of 
trustworthiness

-  20% have changed the 
default settings of their 
browser, social network 
account and so on.
- A majority of respondents 
who use online social 
networks have tried to 
change their privacy settings 
from the default mode. 
- Two-thirds are concerned 
about not having complete 
control over the information 
they provide online.

Autonomy as preserving 
freedoms, such as Freedom 
of thought, conscience 
and religion (Art 10 CFR), 
Freedom of expression and 
information (Art 11 CFR), 
Freedom to conduct a 
business (Art 16 CFR) and 
the Right to (intellectual) 
property (Art 17 CFR).

Autonomy can be seen 
as relating to i) capacity 
for self-determination, 
i.e. capacity/ability 
to lead one’s life and 
make decisions based 
on one’s beliefs, values 
and motives, and ii) 
possibility (freedom) to 
act upon one’s judgment 
regarding aspects that 
affect one’s life.

CA4. Autonomy: 
The ICT product or 
service gives users 
the opportunity 
to make decisions 
and respects those 
decisions. The ICT 
product or service 
also respects 
other parties’/
persons’ rights and 
freedoms.

-  7 out of 10 are concerned 
about their personal 
information being used for 
other purposes that it was 
collected for.

-  Citizens state a 
negative impact of state 
surveillance activities on 
their general trust in ICT.

Lawfulness as in lawful 
conduct and taking 
preventative care in 
accordance with the law, 
especially when dealing 
with consumers (Art 38 
CFR).

Under the concepts 
of responsibility 
and accountability 
fall the following 
aspects: i) Attribution 
of responsibility, ii) 
Accepting responsibility, 
and iii) Prevention

CA5. Respect: 
ICT products or 
services are to 
be provided in 
accordance with 
the legitimate 
expectations 
related to them.
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Sociological perspective 
(*)

Legal perspective Ethical perspective Corea areas of 
trustworthiness

-  Two thirds to a quarter of 
EU citizens are concerned 
about being a victim 
of cybercrime or that 
their online personal 
information is not kept 
secure by websites or 
public authorities. 

-  In general, European 
citizens dislike public 
authorities having access 
to their Internet usage 
data (fear of surveillance).

Security as the protection 
from harm, such as the 
Right to liberty and security 
(Art 6 CFR) as well as the 
Right to the integrity of the 
person (Art 3 CFR) and the 
Right to life (Art 2 CFR).

Security is understood 
as freedom from 
(physical, psychological, 
economic etc.) harm 
and protection of one’s 
rights, liberties.

CA6. Protection: 
ICT products 
and services 
are provided 
in accordance 
with safety and 
cybersecurity 
standards.

Table 2 – Core areas of trustworthiness, continued

Criterion Criterion 

C1. Information C7. Anti-discrimination

C2. User-friendly consent C8. Cyber security

C3. Enhanced control mechanisms C9. Product safety

C4. Privacy commitment C10. Law enforcement declaration

C5. Unlinkability C11. Appropriate dispute resolution

C6. Transparent processing of personal data C12. Protection of minors

Table 3 – Criteria of trustworthiness

The criterion C6: ‘Transparent processing of personal data’ bears special significance, as 
transparency serves as one of the cornerstones for building trustworthy online services. 
The first subset of indicators (I6.1-I6.6) for this criterion relates to the information 
pertaining to data processing activities provided to the user, such as who collects what 
data, for how long do they do so, for what purpose, and so on. The trustworthiness 
enhancer denotes the extent to which this criterion contributes to satisfying each core 
area of trustworthiness. In this case, criterion C6 contributes to a high extent to CA1 
(transparency) and CA2 (privacy), to a low extent to CA4 (autonomy) and CA5 (respect), 
and does not cover neither CA3 (anti-discrimination) nor CA6 (protection).

3.	 Framework	for	quantification	and	ranking
This section presents a framework for quantifying the level of online services’ 
trustworthiness and ranking them according to the user preferences. Users can use it to 
compare multiple online services and then make an informed decision by choosing the 
one that best meets their preferences. The framework abstracts the Criteria Catalogue 
as a hierarchical structure that can be quantified through an algorithm inspired by 
the Analytic Hierarchical Process - AHP (Mu & Making, 2015). AHP allows both (i) 
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comparison of values with different measurement scales and (ii) aggregation of values 
through the multicriteria hierarchical structure. This process essentially comprises four 
main steps: hierarchical structure representation (section 3.1), weights assignment 
(section 3.2), pairwise comparison (section 3.3), and aggregation (section 3.4). In order 
to avoid ambiguities in terminology, the terms presented in Table 4 have been used 
throughout this section:

Core areas (trustworthiness enhancers)
Criterion Indicators  

CA1 CA2 CA3 CA4 CA5 CA6

● ● ◌ ◔ ◔ ◌

C6. 
Transparent 
processing 
of personal 
data

I6.1. Is information provided on the data 
that is collected?

I6.2. Is information provided on the 
individual who collects and processes 
personal data?

I6.3. Is information provided on the 
duration for which the collected data will 
be stored?

I6.4. Is information provided on the 
purpose for which the data is collected?

I6.5. Is information provided on the 
location wherein the data is stored?

I6.6. Is the information provided on 
users’ rights (i.e., access, rectification, 
erasure, restriction/objection to data 
processing, data portability, and the 
right not to be subject to a decision solely 
based on automated processing)?

I6.7. Is information provided on whether 
personal data is shared with third parties 
and processed further?

I6.8. Is the information for indicators 
I6.1–I6.7 provided in an easy and 
understandable manner?

Table 4 – Criterion: Transparency processing of personal data. (●: covers the Core Area to a high 
extent, ◐: covers the Core Area to a medium extent, ◔: covers the Core Area to a low extent, ◌: 

does not cover the Core Area)

3.1. Hierarchical structure representation 

The top-down approach followed to obtain the Criteria Catalogue results in a hierarchical 
structure consisting of four layers, as depicted in Figure 1. The topmost layer quantifies 
the overall trustworthiness level of an online service. Subsequently, the second layer 
comprises the six Core Areas of trustworthiness, while the third layer defines the twelve 
criteria that contribute in satisfying the Core Areas. Lastly, the bottom layer of the 
structure consists of indicators.
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Term Description

m Indicator 

Online service i, where  and n denotes the number of online services to be 
compared by a user

Value (yes/no) of the indicator m declared by the 

 provides the indicator m with the value 

U User

Value (yes/no) of the indicator u required by the user U

Relative ratio of over , regarding the indicator m

Relative ratio of  over , which specifies whether the online service S satisfies U 
requirements, with respect to the indicator u.

w Weight of an element of the hierarchical structure.

Table 5 – Terminology used by the quantification framework 

Figure 1 – Layers of the Criteria Catalogue

This hierarchical structure provides an abstract model whereby users can define their 
preferences at different levels of detail (i.e. at any layer of the hierarchical structure), 
and the results can also be shown for the different layers of the hierarchy. 

3.2. Weights assignment

Weights permit representation of both (i) the user preferences at indicators and core 
areas layers and (ii) the ‘trustworthiness enhancer’ at the criterion level (as illustrated in 
Table 3). Thus, the different elements of the aforementioned hierarchical structure may 
be assigned different weights (w) to represent the relative importance among the sibling 
elements. Through a labelling portal (a component of the overall labelling scheme), users 
can set their preferences in two ways: setting ‘yes’ to the desired indicators and weighting 
them according to their preferences. Weights can either be qualitative values (e.g., high, 
medium, low, or nothing) or standard AHP’s numeric values ranging from 9 to 1. In any 
case, they should be normalised by expressing a weight that ranges between 0 and 1.
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3.3. Pairwise comparison

Pairwise comparison is performed on all  values declared by online services, and the 
values set by a user U. As defined in equation (1), for each indicator m, the value declared 
for each  is compared to the other S values and to those set by S. Consequently, the 
result is a pairwise comparison matrix (CM) for each indicator m of size n + 1 (for  
online services and the user preferences):

 

 (1)

The relationship between  and U with respect to their corresponding values for the 
indicator m is defined by the following ratio:

 
 (2)

Garg et al. defined a set of comparison metrics for different data types (Garg, Versteeg, 
& Buyya, 2012). While our current efforts are focused on eliciting numeric data type 
indicators, at the moment the user questionnaire requires only ‘yes’ (required/fulfilled) 
or ‘no’ (not required/not fulfilled) answers, so only the comparison metrics for the 
Boolean data type have been used. The responses ‘yes’ and ‘no’ are defined as 1 and 0, 
respectively.

Therefore, if the ratio , it means that  satisfies the U requirement with 
respect to the indicator m; otherwise if , it means that   does not satisfy the 
U requirement with respect to the indicator m. The same applies for , which 
represents the relative rank of  over  with regard to the indicator m.

A relative ranking of all S values and U for each indicator can be obtained from the 
 through the normalised eigenvector of the . It represents a priority vector 

, which indicates, by means of normalised numerical values, 
a relative ranking among all S and P with respect to indicator m.

3.4. Aggregation 

A bottom-up aggregation process (from the indicator to the root layer) is iteratively 
performed by assigning an aggregated value to the corresponding parent node. As shown 
in equation 3, the PV of each sibling element is aggregated with their relative weight (w):

  (3)
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Where  denotes the number of sibling elements,  represents the priority vector of 
each sibling element, and  denotes the weight of the sibling element ) 
assigned by the user U. 

4.	 Applying	the	proposed	quantification	framework
Owing to the limited space, we were unable to show all the indicators of the Criteria 
Catalogue. Table 5 depicts an excerpt of them to illustrate the framework.

Trustworthiness enhancer
Criterion Indicator U

CA1 CA2 CA3 CA4 CA5 CA6

● ● ◔ ◐ ◔ ◔ C1

I1.1 Yes Yes Yes Yes

I1.2 Yes Yes No No

I1.3 No No Yes No

◐ ● ◌ ● ◔ ◌ C2
I2.1 Yes Yes No Yes

I2.2 No Yes No No

● ● ◔ ● ◐ ◔ C3
I3.1 No No No Yes

I3.2 Yes Yes Yes No

◐ ◐ ◔ ◔ ◐ ◔ C4
I4.1 No No No No

I4.2 Yes No Yes No

◌ ● ◔ ◔ ○ ◔ C5 I5.1 No Yes Yes No

● ● ◌ ◔ ◔ ◌ C6

I6.1 Yes Yes No No

I6.2. No No No Yes

I6.3. No Yes Yes No

◔ ◌ ● ◔ ◔ ◌ C7
I7.1 Yes Yes Yes Yes

I7.2 No No Yes No

◔ ◐ ◌ ◌ ◔ ● C8
I8.1 Yes Yes Yes Yes

I8.2 No Yes No No

◐ ◌ ◌ ◌ ◔ ● C9
I9.1 Yes Yes Yes Yes

I9.2 Yes Yes No No

◔ ◔ ◔ ◔ ● ◔ C10
I10.1 No No Yes Yes

I10.2 No Yes No Yes

◐ ◔ ◔ ◔ ◐ ◔ C11
I11.1 Yes Yes Yes No

I11.2 Yes No No No

◐ ◌ ◌ ◌ ◌ ◔ C12 I12.1 Yes Yes Yes Yes

Table 6 – Excerpt of criteria’s weights (trustworthiness enhancer), and online service’s ( , , 
and ) and U user’s preferences (●: covers the Core Area (CA) to a high extent, ◐: covers the CA 

to a medium extent, ◔: covers the CA to a low extent, ◌: does not cover the CA)
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4.1. Quantitative results

Once defined the online services’ declaration (Si) and the user’s preferences (U), 
the values of each element of the hierarchical structure are calculated following the 
procedure described in section 4.2. That is, after conducting pairwise comparison for 
each indicator, the priority vectors (PV) for all the indicators of the three S values are 
obtained. Subsequently, they are aggregated until they attain the root layer. 

The pairwise comparison matrix (CM) for each indicator is built and then equations (1) 
and (2) are used to obtain the CM as follows:

   

   

S’ relative ranking with regard to indicator I6.3 is provided by its priority vector 
(see Table 6). It reflects that indicator I6.3 is required by user U, and it is satisfied by  
and . Owing to the limited space, only the priority vectors of criterion C2 have been 
shown in Table 6. 

PVm S1 S2 S3 U

PVI2,1 0,3333 0,3333 0,0000 0,3333

PVI2,2 0,0000 1,0000 0,0000 0,0000

Table 7 – Excerpts of the priority vectors at the indicator layer

Subsequently, the priority vectors of sibling indicators (i.e., those belonging to the same 
criterion) are aggregated using equation (3) in order to obtain the aggregated priority 
vectors at the criterion layer. For example, the aggregated priority vector of criterion 
C2 is = (0.1667, 0.6667, 0, 0.1667) for , respectively. This would 
mean that  and  satisfies user U preferences regarding criterion C2 (User-friendly 
consent), but it is not satisfied by . Moreover, this relative ranking suggests that  is 
better than with regard criterion C2. 

Figure 2 also shows the relative rankings of online services for each of the twelve criteria 
of trustworthiness. These results convey the ranking of online services in relation to user 
preferences. Thus, for example, the three online services are similar in terms of criterion 
C12 and, as it is required by user U, all of them are eligible. Furthermore, although some 
user preferences cannot be fully satisfied (e.g. criterion C4), the quantification results 
enable the user to select the best option (e.g.,  or for criterion C4).   

Afterwards, the twelve PVs at the criterion layer are also aggregated using the equation (3) 
and the normalised weights calculated from the column ‘criteria weights’ defined Table 5. It 
results in the priority vectors at the core area layer, which are depicted in Table 7. 
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Figure 2 – Results of the quantification at the criterion layer

0,2462 0,1746 0,1898 0,1935 0,2250 0,2372

0,2803 0,3532 0,1898 0,3125 0,2528 0,3526

0,2197 0,2341 0,4028 0,2351 0,225 0,2115

0,2538 0,2381 0,2176 0,2589 0,2972 0,199

Table 8 – Priority vectors at the core area layer

Figure 3(a) depicts the results at the core area layer in a more easy-to-digest way. The 
interpretation of these results should take into account that the aggregated values for this 
layer are calculated actually considering the ‘trustworthiness enhancer’ that have been 
set by the labelling portal rather than by users according to their preferences. Therefore, 
while the framework supports the addition of user weights, it uses the trustworthiness 
enhancers derived from multidisciplinary supporting studies reported in previous work 
(Stelzer et al., 2018). In this respect, the results convey, besides the ranking of online 
services, a measure of the degree to which the user U perceives that the criteria actually 
represent the trustworthiness of an online service. This perception could then feed back 
into the labelling portal to adjust the ‘trustworthiness enhancer’. 

Finally, the priority vectors of the six Core Areas of trustworthiness are aggregated to 
calculate the root trustworthiness priority vector = (0.2110, 0.2902, 0.2547, 
0.2441) for , respectively, as also shown in Figure 3(b). 
In general terms, these results suggest that, although some indicators required by user 
U are not met, the best option seems to be , followed by ; whereas  does not 
reach the required minimum overall level. 

The framework represents the abstract criteria of online services’ trustworthiness into 
quantitative and accurate results. These enable comparing and ranking online services 
according to the trustworthiness preferences of users. At the same time, the framework 
provide the means to represent the level of trustworthiness into easier-to-digest results 
as shown in previous figures. 
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Figure 3 – Results of the quantification at the core area and root layer

5. Related work 
Several works have been developed to address different aspects of online services’ 
trustworthiness. Most of them, however, are only approached from a technical perspective 
addressing technical features of the ICT products and services, missing a multidisciplinary 
perspective of trust and trustworthiness (Mohammadi et al., 2015). Others, also in the 
technical field, focus on a particular ICT system property, mainly on security or safety 
(Avižienis et al., 2004) and recently also on privacy (Meis & Heisel, 2016), without 
consider other relevant system properties to satisfy further Core Areas of trustworthiness. 
This paper does not criticise individual contributions on system properties, but we built 
on these works to build a bridge between the leading SSH requirements for trustworthy 
online services and their corresponding technical requirements. Thus, the quantification 
framework that has been drawn on a set of a novelty criteria of trustworthiness that the 
result of a comprehensive interdisciplinary work. 

On the other hand, in the literature certain research works have proposed quantitative 
multicriteria assessment methods that primarily focus on comparing and ranking cloud 
service providers (CSPs) mainly based on their quality of service (QoS) and security 
features. In their study, Garg et al. (2012) propose an analytic hierarchical process 
(AHP)-based framework to compare and rank CSPs based on the QoS they offer. 
Moreover, in Taha et al.’s study (Taha, Trapero, Luna, & Suri, 2015), a framework to 
rank CSPs based on their security levels is proposed. In Alhanahnah et al. (2017), the 
authors present a framework to evaluate trust factors in CSPs. However, less effort has 
been put to quantify the level of trustworthiness and provide the means to convey it 
through a user-friendly way. Hence, we have been inspired by these works to propose 
the framework presented in this paper.

6. Conclusions and future work
In this paper, we have proposed a framework for quantifying, comparing, and ranking 
online services according to users’ trustworthiness preferences. We built on a previous 
work that defined a set of six core areas of trustworthiness (i.e. transparency, privacy, 
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anti-discrimination, autonomy, respect, and protection) derived from a comprehensive 
interdisciplinary research (i.e. societal, legal, ethical, business and technical disciplines). 
This contribution complements and extends the state of the art for building and assessing 
trustworthy online services. 

Our work is aligned with current efforts that aims at exploring, understanding, and 
analysing the barriers and incentives of trustworthiness labels, from an interdisciplinary 
perspective. In particular, we are moving towards a lightweight and automated labelling 
solution for trustworthy online services. In this context, our future work points in two 
directions (i) a scalable architecture for the automated assessment of technical indicators 
included in the Criteria Catalogue applied to the mobile ecosystem, and (ii) identifying 
the interdependencies among different criteria of trustworthiness within specific case 
studies (in particular in the mobile ecosystem and Internet of Things/Ambient Assisted 
Living domains). 

Acknowledgement: This research has received funding from the EU H2020 
research programme under grant agreement No 731711. The first and last 
authors would like to extend thanks to their sponsor Escuela Politécnica 
Nacional.

References
Alhanahnah, M., Bertok, P., Tari, Z., & Alouneh, S. (2017). Context-Aware Multifaceted 

Trust Framework For evaluating trustworthiness of cloud providers. Future 
Generation Computer Systems. DOI: 10.1016/j.future.2017.09.071

Avižienis, A., Laprie, J. C., Randell, B., & Landwehr, C. (2004). Basic concepts and 
taxonomy of dependable and secure computing. IEEE Transactions on Dependable 
and Secure Computing, 1(1), 11–33. DOI: 10.1109/TDSC.2004.2

Garg, S. K., Versteeg, S., & Buyya, R. (2012). A framework for ranking of cloud computing 
services. Future Generation Computer Systems, 29(4), 1012–1023. DOI: 10.1016/j.
future.2012.06.006

Gibello, V. (2018). Evaluation of existing trustworthiness seals and labels. Retrieved 
from https://bit.ly/2HVoDMW

Hoffman, L. J., Lawson-Jenkins, K., & Blum, J. (2006). Trust beyond security. 
Communications of the ACM, 49(7), 94–101. DOI: 10.1145/1139922.1139924

Keighley, T. C. (2015). Special Eurobarometer 431: Data Protection Report. Special 
Eurobarometer 431 (Vol. 3). https://doi.org/10.2838/552336

Mayer, R. C., Davis, J. H., & Schoorman, F. D. (1995). an Integrative Model of 
Organizational Trust. Academy of Management Review, 20(3), 709–734. DOI: 
10.5465/AMR.1995.9508080335

Medina, M., et al. (2018). Trust- Enhancing Label roadmap. Retrieved from https://bit.
ly/2CPS2Uq

Meis, R., & Heisel, M. (2016). Computer-aided identification and validation of privacy 
requirements. Information (Switzerland), 7(2). DOI: 10.3390/info7020028



478 RISTI, N.º E19, 04/2019

Ranking Online Services by the Core Areas of Trustworthiness

Mohammadi, N. G. (2012). Trustworthiness Attributes and Metrics for Engineering 
Trusted Internet-Based Software Systems. Cloud Computing and Services Science, 
1, 165–184. https://doi.org/10.1007/978-1-4614-2326-3

Mohammadi, N. G., Paulus, S., Bishr, M., Metzger, A., & Koennecke, H. (2015). An 
Analysis of Software Quality Attributes and Their Contribution to Trustworthiness, 
542–552. DOI: 10.5220/0004502705420552

Mu, E., & Making, P. D. (2015). Understanding the Analytic Hierarchy Process, (2012). 
DOI: 10.1007/978-3-319-33861-3

Osterwalder, D. (2011). Trust Through Evaluation and Certification? Social Science 
Computer Review, 19(1), 32–46. DOI: 10.1177/089443930101900104

Rodrigues, R., Barnard-Wills, D., Wright, D., Hert, P. De, & Papakonstantinou, V. 
(2013). EU Privacy seals project. DOI: 10.2788/29861

Stelzer, H., et al. (2018). TRUESSEC D7.2: Cybersecurity and privacy Criteria Catalogue 
for assurance and certification. Retrieved from https://bit.ly/2WHf9rE

Taddeo, M. (2010). Modelling trust in artificial agents, a first step toward the analysis of 
e-trust. Minds and Machines, 20(2), 243–257. DOI: 10.1007/s11023-010-9201-3

Taha, A., Trapero, R., Luna, J., & Suri, N. (2015). AHP-based quantitative approach for 
assessing and comparing cloud security. Proceedings - 2014 IEEE 13th International 
Conference on Trust, Security and Privacy in Computing and Communications, 
TrustCom 2014, 284–291. DOI: /10.1109/TrustCom.2014.39



© 2019. This work is published under
https://creativecommons.org/licenses/by-nc-nd/4.0/(the
“License”). Notwithstanding the ProQuest Terms and

Conditions, you may use this content in accordance with the
terms of the License.


