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Abstract

The large increase in the sale of drones as well
as their use in more and more aspects of daily life has
led to the emergence of increasingly voices warning
of the need to track and monitoring these drones. The
prototype UTM monitoring system to be described in
this paper is aimed to address this problem. It is
implemented as a microservice to be inserted in a
complete UTM SW ecosystem, processing telemetry
and other sensors position/velocity information to be
able to track, monitor and control the good operation
and thus avoid the possible conflicts or accidents that
can cause due to a bad use or malfunction of them.
This prototype may also allow the analysis of the
performance without putting at risk neither people
nor material goods since all drone data may be
simulated. Also, it has been tested using real data
from industrial multirotors.

Keywords — UTM, drone, fleet management,
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decision support tools.

Introduction

According to the FEuropean Drones Outlook
Study [1], the market of civilian drone applications
will be growing extremely fast in the next thirty
years. Drone applications can be found in many
different articles [2], and some of them are focused
on operations to be implemented in urban
environments. Drone-based systems are used to
enhance functionalities such as surveillance and
reconnaissance, monitoring, mapping and
photogrammetry, automatic fault detection, inventory
tasks, e-commerce and delivery, etc. In this later
functionality there are several proposals of the big
technology companies due to the huge potential
market (e.g. Prime Air service of Amazon [3]). In
this scope, air taxies are also a potential future
application [4]. Some examples of the use of drones

in infrastructure inspection scenarios can be observed
in [5], [6] and [7].

The type of flight to be completed is determined
by the mission type [8] and there are clear differences
for local (Visual Line of Sight VLOS) and remote
(Beyond Visual Line of Sight, BVLOS) operation. To
obtain cost effective solutions it is necessary that all
the applications shown previously have tools to
accelerate and partially automate the creation of
missions, the calculation of the optimal trajectories
and the automatic execution of parts of the mission
with the least human intervention. But there are often
going to be critical parts in the flights that must be
executed by expert pilots due to the higher
adaptability of these to mission requirements.

Most of these applications bank on the definition
of ad-hoc operations for missions’ design, which tend
not to consider the flight safety constraints although a
safe environment is assumed. But there is a problem
in this assumption, and it is that in urban
environments there will be a lot of obstacles, arcas
restricted to flight, arcas with height constraints, etc.
And there will be an additional problem if the air
traffic starts to grow because there will be the
necessity to coordinate different operations to avoid
drone collisions and to impose physical restrictions to
flights as corridors, airways or explicit rules of air in
some areas [9]. In the last few years, a collection of
concepts and tools have been developed to ensure the
safety in the flights. Some examples of these tools are
those related to the FAA-NASA UTM (Unmanned
Traffic Management [10]) program or to the
European U-Space concept from SESAR program
[11]. There are not only these tools, but many
companies are developing UTM solutions (most of
the relevant actors are included in GUTMA
association [12]), and the flight regulators (i.e. ICAQO,
AESA, etc.) are working in opening the sky for these
new actors, focused on low level operations and in
urban areas. On the part of regulators, it is relevant



the work of JARUS group [13], which is defining a
methodology for risk assessment (called SORA [14])
to automate flight authorization.

UTM is a set of services and functions that
working together make the complete functionality.
They are implemented using a microservice-based
architecture that permits to easily move, replicate and
scale the application. Microservices are implemented
using the RESTful paradigm, the MQTT protocol for
the asynchronous communication, MongoDB for the
databases and the JSON format for the messages
exchanged among the services. Services are deployed
and maintained using docker containers.

In this paper we will describe a particular UTM
function developed by Universidad Politécnica de
Madrid. This UTM function is the air monitoring,
whose main objective is real time flight safety
monitoring (encompassing alerting of hazardous
situations) based on high performance tracking of
unmanned aerial vehicles. We implemented a
prototype of this function in a complete
microservices based UTM system prototype, to check
different concepts of control and management of
unmanned aerial traffic and to make a first
approximation of what a real tracking and air
monitoring service should be like to carry out the
management and control of this traffic.

The paper continues with a section devoted to a
high-level description of the air monitoring system
that we have designed and developed. In the
following section we show the initial performance
results. In the last section of the paper we present the
conclusions and future work.

Air Monitoring System Prototype

Air monitoring system prototype does all the
safety assurance functions related to each individual
aircraft: Drone Tracking (UTM tracker), incursion in
restricted arcas monitoring, deviation from the
original flight plan monitoring, obstacle avoidance
monitoring, provision to pilots of nearby traffic
information and of alerts (including information
encompassing manned and unmanned aircraft),
among other functions. All this information is
showed to the pilots, drone operator managers, state
agents (i.. local police) or UTM operators in a state-
of-the-art web/mobile based HML

Air monitoring system service is able to track
cooperative drones, using cooperative sensor as
ADS-B, direct GPS telemetry via mobile, GPS
telemetry via through GCS forwarding, -etc.,
providing a single track by drone. This service also
supports tracking of non-cooperative drones, by
incorporating plots or tracks from non-cooperative
sensors as radar, infrared, camera, ctc. Also, the
system is able to integrate other surveillance systems
or UTM system tracks, including ATC/ATM tracks
of manned aircraft.

Air monitoring system is being continuously
developed and updated through versions to allow for
the progressive implementation of changes.

This system offers the following basic functions:

¢ Processing of all drones in flight through
telemetry that it is sent to the air
monitoring system.

¢ Processing of ADS-B data from equipped
drones.

¢ Processing of non-cooperative sensors
information as radar, infrared and camera
for the functions of aircraft monitoring and
identification and for maintaining air
traffic separation.

¢ Processing of other surveillance systems or
UTM system tracks, including ATC/ATM
tracks and presentation. The idea is to be
able to work as a federation of monitoring
services from different vendors, being able
to adapt to different UTM architectures.

¢ Presentation of drones in flight related to
pilot, drone operator, state agents, or UTM
operator. Each user can only see the drones
allowed to its role and ownership, and the
ones that conflict with theirs, so that all
privacy constraints are respected.

¢ Processing of all flight plan information
and correlation with tracks, based on both
telemetry or other sensors (ADS-B, ...)
identifications and on  positional
information.

¢ Alerts to users of aircraft deviations from
the planned route after comparing the
telemetry received and the flight plan
created and authorized.



e Alerts to users of incursions in restricted
areas or areas with a set of rules that must
be satisfied.

o Alerts to users of obstacles presence
comparing telemetry sent by the drone and
the AGL height obtained making use of a
high resolution and accuracy ground
service.

e Presentation of weather information to
assist with navigation in adverse
conditions.

¢ Presentation of the necessary acronautical
information to the pilot.

¢ Distributed monitoring, configuration,
recording and technical exploitation of the
entire system.

Air monitoring system is composed by six
modules, each of one have a function, but together
the system offers all the functions that have been
exposed before. A scheme of the system can be
observed in Figure 1. Below are the six modules that
make up the system and in the following subsections
are explained these in detail.
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Figure 1. Scheme of the System
The six modules are:

e Tracker
e Break-In Detector

Deviations Detector

Obstacles Detector
Surveillance Systems Integrator
¢ HMI

Tracker

To be able to detect and track all the drones
simultancously, it has been implemented two
Bayesian filters [15] for each track making use of the
flight plan information to improve tracking. One is a
horizontal filter where it is predicted and filtered the
x and y positions and the x and y speed. The other
one is a vertical filter where the z position and the z
speed are predicted and filtered.

The structure implemented to carry out the
tracker function can be seen in Figure 2 and the
operation of this air monitoring system service is
explained in detail below.

Each drone sends the telemetry that measures
every second (with a certain temporary tolerance) and
this telemetry is received.

On the one hand, telemetry correlate with
available detailed flight plans formed of a collection
of flight segments. In this way, the trajectory that the
drone will follow can be predicted, and the system
may also predict the segment of the flight plan the
drone is flying at the current time.

Once the flight segment is determined a flight-
segment adapted Bayesian tracker is reached. In this
tracker, in addition to having the telemetry
information that the drone is sending, the information
associated with the flight segment of the correlated
flight plan is available. In this way, a more precise
filtering and estimation can be done since more flight
context information is available (flight segment
orientation, desired baseline).

On the other hand, telemetry is also sent to a
robust Bayesian tracker in which it uses only the
information that the drone is sending to predict and
filter the position and speed of the drone. This
Bayesian tracker is capable of estimating accurately
drone position even if the drone is not following a
flight plan, or when the flight plan specification is not
composed of detailed flight segments, but only of
flight areas.
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Figure 2. Tracker

Once the positions and speeds of the drone have
been calculated by both trackers, the track selector
chooses the output to be provided. If it does not have
a correlated flight plan with the telemetry that the
drone has sent, the track that leaves the robust
Bayesian tracker is selected as the output UTM track.
If, on the other hand, the correlated flight plan is
available, the selector has the track obtained with the
flight segment adapted Bayesian tracker as the output
UTM track.

Break-In Detector

The regulation of drones is different for different
scenarios, but in general it is clear about the
conditions under which a drone can fly. Next, we are
focusing in the Spanish regulation. Basic rules state
flights must be performed at less than 120 meters
high, never over populated arcas or special buildings
and always maintaining eye contact. But there are
geographical areas where a drone cannot be flown.

Flying drone is not allowed in all airspace. There
are areas delimited by which it can not be flown.
These zones are stipulated by the relevant
organizations, as the government of a country, the
government of a city, a company, an individual...
The Spanish regulation [16] is ruled by the Ministry
of Public Works, and sometimes by the Ministry of
Defense. Even if you have the approval of the mayor
to fly over a town hall or your neighbor to fly over
vour house, the final permit depends only on the air
safety agency, or AESA.

The Spanish airspace is within the European FIR
and, in turn, it is divided into three smaller regions:

Madrid, Barcelona and the Canary Islands. These
regions are also divided into several volumes, which
are stacked on top of each other. According to current
Spanish regulations, RPAS are prohibited from
entering arcas of controlled airspace and limited
airspace zones.

Under common names internationally, there are
several types of controlled airspaces. These can be
used by aircraft under certain circumstances:

¢ CTA or control area. It serves to protect
aircraft from the moment they take off
until they enter a route or an airway. CTAs
arc formed by a volume of controlled
airspace in the vicinity of airports.

e TMA or terminal area of maneuvers. It is
the same as the CTA, but for airports with
more traffic.

o CTR or control area. One of the best
known among drone pilots, it forms a
bubble around each airport to protect
incoming and outgoing traffic.

e ATZ or acrodrome transit area. It covers
the movement of aircraft in a volume of
about eight kilometers in radius and less
than one kilometer in height around
airports.

¢ AWY or airway of air route. They are
defined corridors that connect two
geographical points to a certain altitude.

In addition to controlled areas, drones cannot fly
over limited airspace, as do most aircraft. According
to Spanish legislation, four types are recognized:

¢ Prohibited. In the aeronautical charts it
appears marked as LEP. To fly over fit,
express permission from the Ministry of
Defense is required. LEP are, for example,
nuclear power plants or real estate
properties.

¢ Dangerous. These are identified as LED.
Some aircraft can fly over these arcas as
long as they make sure that no dangerous
activity 1s taking place. They are, for
example, military practice zones.

o Restricted. These areas are indicated in the
acronautical charts as LER and can only be
flown over by state aircraft in case of
emergency. As examples are the corridor



of Algeciras or national parks such as
Picos de Europa.

e Arcas with sensitive fauna. These are
protected arcas that are identified with the
letter F.

It is for all this that it is necessary to have a
break-in detector in restricted areas to let the users
(and especially state agents) know that this drone is
committing an infraction that must be checked,
because it may be the case that this drone has the
necessary permissions to make that incursion.

For this purpose, the location information of all
these areas in the Spanish territory is available in first
approximation. Once they have it, it is verified that
the position of the drones, as provided by the tracking
system, is not inside any of these arcas. In the case
the drone is not estimated to be inside the area, this
detector does not send any alert, but it indicates the
minimum  distance to any one of these
restricted/protected areas. If, on the contrary, this
module detects that the drone is inside one of these
restricted or forbidden arcas, the detector sends an
alert to all involved users saying that it is entering an
arca where it can not be flown and that the
appropriate measures will be taken in the case the
drone does not have the necessary permits, so leave
that area as soon as possible.

Deviations Detector

A good drone flight plans tracker must take into
account the original flight plan that is intended to fly.
It is not enough to know at all times the position of a
drone, but it is necessary to know if the established
flight plan is followed, because if it is diverting more
than it is possible, it can have different types of
problems and be a threat not only for the rest of
drones in the airspace, if not also for people. But not
only in terms of position, but also with respect to
time, because a drone going slower or faster than the
established, or departing at not authorized times can
affect the operation of other drones and end up
causing accidents.

For these reasons, there must be a comparison
between the generated flight plan and the monitored
target state according to the tracking system. At each
time it is received the position of the drone, it is
checked if the drone is in the position it should be at

the planned time interval, always with a certain
margin of error, to take into account both flight
operation uncertainty and tracking errors.

The flight plans can be a
combination of two different
described more in depth in [17]:

time-ordered
specifications,

- Linear segments to be followed by the
aircraft, with associated height and time
constraints.

- Volumes, where the flight must be confined
for a given time interval (duration), also
with associated height constraints.

For the first kind of specifications, lateral, height
and time deviations are checked. In the case where
the deviation that occurs in the lateral component is
very large, an alert is sent to indicate that the drone is
flving outside of its established flight plan. If the
deviation is small, only the deviated meters are
indicated but no alert is sent. The same happens with
the deviation in height and the deviation in time,
being these less restrictive since there is a restriction
of height and minimum time and a restriction of
height and maximum time.

For volume-related flight plan specifications, it
1s checked the track 1s inside the volume for the
intended time interval.

Therefore, if any of these restrictions is
breached, the detector sends the alarm directly saying
the reason why it is launched.

Obstacles Detector

Apart from knowing always the height at which
the drone is flying and its deviation from the
programmed height, it is important to know the
terrain on which the drone is flying to avoid
collisions with the ground or obstacles that appear
along the way.

When planning a flight plan, it is done knowing
the height of the ground to fly at a distance from it
and thus avoid collisions. In addition, a guard margin
is added to take into account both flight technical
error and altimeter errors.



In any case, the system compares the height of
the drone it is flying with the height of the terrain in
the position where the drone is, issuing an alert if the
drone is to near the ground while in the middle of the
flight. At that time, it is necessary to analyze if what
is happening is that the drone is descending slowly
because it is going to land not issuing an alert in this
case.

Surveillance Systems Integrator

Until now, everything explained in terms of
calculating the alarms in the respective detectors is
associated with the positions of the drones that they
send by telemetry at each moment. But there may be
drones not send telemetry must also be tracked and
monitored by this system (if drone positional data is
obtained from other sensors).

To prevent this from happening, it is necessary
to incorporate other surveillance systems in the UTM
system that send the necessary information to track
and monitor all the drones. Other surveillance
systems that can be incorporated into the original
UTM system are:

¢ Radars. There are radars that can detect
small, slow and low-flying targets, while
others can detect larger targets and move
with greater speed [18]. For these reasons,
radars are suitable for tracking and
monitoring drones.

¢ Cameras. Another way in which the
detection of UAVs is performed is the one
developed in [19] and [20]. These systems
consist of a set of tracking architectures
composed of cameras that calculate the
destination trajectories of the aircraft
projected in the camera. These surveillance
systems are often used in the nearest of an
airport.

¢ Acoustic sensors. An array of acoustic
sensors can be used to detect and estimate
the direction of arrival of sounds from
sources such as UAVs. An example of
implementation of this type of detection of
UAVs is explained in [21].

e Other methods as Wi-Fi detection can
operate as a surveillance system. This
procedure is explained in [22] and [23].

All these sensor systems will send to air
monitoring system prototype the information that
they capture for each drone that they are capable of
detecting. Once in the system, it will be necessary to
convert this type of data to the one used internally in
order to operate properly and thus track and monitor
those drones that do not send telemetry.

But not only are these other surveillance systems
integrated in this module here explained. The
emergence of drones led to the need for the creation
of a control service and management of drone air
traffic, but until then there was already a system of
control and management of air traffic for large
aircraft (ATM/ATC). The tracking information from
the ATM/ATC, that is in Asterix 62 format [24],
must be translated to the data used internally in UTM
service and in this way, the air monitoring system is
able to track and monitoring the aircrafts, not only
the drones. On the other hand, the data from UTM
service must be translate to the form employed in the
ATM/ATC service so the drones can be tracked and
monitored in that service.

Figure 3 shows the process that is carried out in
the Surveillance System Integrator. On the one hand,
it is received the telemetry that is entered in the
tracked and it is get the UTM tracks, on the other
hand it is received the tracks of the sensors (one for
cach sensor that sends information) and an alignment
of the data is made according to the data employee in
the system, and finally ATC tracks are received in
Asterix 62 format and converted into UTM tracks.
Once all these tracks have a data fusion and they are
provided as output in the air monitoring system HMI.
Also, the system has a gateway to make its data
available to ATC systems using Asterix 62 format.
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Figure 3. Surveillance Systems Integrator



HMI

Everything explained above is related to the
calculations and the internal logic that the prototype
nceds to work correctly, but without a graphical
interface where it can be seen the results, the system
is nothing. Human to Machinc Interfacc (HMI)
makes it easier for human to manage and interpret
mcasurcments and readings from instruments. This
leads to an increase in productivity because less time
is required to ensure that the systems or the
instruments arc working correctly. Also lcads to a
safer working environment. The development of air-
ground traffic management systems, and now air
tracking and monitoring systems for unmanned
aircraft traffic management, changes human roles and
responsibilities in the airspace system. These changes
create new challenges for the development of
cffective Human to Machine Interfaces (HMIs) for
air traffic control. These HMIs must be developed to
allow users to visualize air traffic mformation and
quickly identify airspace areas where user
intervention is required without creating information
overload or excessive workload.

It is for these reasons that it is needed a
graphical interface where it can be tracked and
monitored all drones of a certain area, as well as
taken the relevant alarms that the different detectors
throw, although the system behind it is doing so in all
drones that are in the system and even though all the
information about positions, follow-ups and alarms is
presented and sent in the previous modules.

In this system there are different types of users.
Depending on the user, it has more restrictive or less
restrictive vision permits, so they can see more or
less drones.

To perform this tvpe of filtering based on the
user that is, the module has to connect with other
services that are not the subject of this paper, so they
are not explained in detail. From these services you
get the users and drones that you have, and you are
allowed and comparc with those that arrive in the
request to this module on the other hand, and those
that concur are those that are shown and followed by
this module.

An example of the graphical interface that is
used for this air monitoring system prototype 1s the
one that can be seen in Figure 4.
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Figure 4. Example Image of HMI

Initial Results

The results presented next are not definitive, as
this 1s still an on-going process. Currently, the basic
tracker, detector and monitoring chain 1s completed,
but we still do not have higher level decision support
in the systems implemented as a lot of other
surveillance system integrated.

All the results shown are with the drones
simulated, although the system has also been used
with real DIl drones, using an in-house developed
GCS. In Figurc 4 an output of the air monitoring
system with a drone monitored is depicted. In this
picture it may be seen 5 different drones detected as
it 1s said in the ¢llipse on the bottom left corner. One
of these drones (the one which has the number 3) is
scen with a drone draw because it doesn’t present any
problem. On the contrary, the other four drones can
present problems because they arc grouped and
represented as a blue circle, so it is necessary to do
zoom-in to see in more details. If the information of
the tracked drone needs to be showed it must click on
the drone and it is showed as it can be seen in
Figure 5. These figures are only images taken from
the air monitoring service that is working in real
time, so in this service the drones are tracked and
monitored satisfactorily and at no time false alarms
appear from the detectors that would damage the
correct performance.
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Figure 5. Information About a Drone

Below are some results of the detectors
demonstrating their proper functioning. In Figure 6 it
can be scen how three drongs arc entering a restricted
or prohibited area and change color warning of their
failure to comply with the rules. Therefore, the
Break-In detector is fulfilling its purpose.

= Tracks

Figure 6. Example of Break-In Detector

Conclusions

The paper describes an air monitoring system
prototype. The prototype functionalities in detail, and
also their interrelations, the implementations
constraints and the complete HW/SW deployment to
model a typical drone tracker and monitor scenario
are described.

The potential benefits of the

claborated to perform are:

prototype

e It may be used to rescarch on user
interfaces for drones monitoring and
tracking operations.

e It also may be used to design decision
support tools and infer their results in a

real scenario that can be given at the time
it is flying a drone. It may therefore serve
as a design/training tool to gain expertise
in the creation of a real and bigger UTM
service with an air monitoring service,
helping the developed solutions allow
guaranteeing  an  efficient  service
(hopefully reducing reaction times,
increasing safcty, reducing the stress of the
controller and its workload, etc.)

e [t may be used as a showcase to
demonstrate those new technologics.

e Finally, it may be used for educational
purposes for ATM, UTM, drones and
technology applications systems.
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