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Summary
At the present time the IoT devices are growing exponentially, developing a great
capacity for interconnectivity and interoperability between them to carry out different
tasks, being considered the 4th technological revolution. In recent years the interaction
of human beings with social networks has increased generating a large amount of data
from almost any field, but from a subjective perspective, considered as one more sensor,
the citizen sensor.
The data monitoring systems of the IoT sensors only take into account objective data,
which means that the citizen lacks information about the environment or other factors for
decision making. This project proposes to use the messages of the social networks,
citizen sensor, to complete and give another perspective of the measures of the IoT
devices. Big Data techniques are used to combine the data of both types of sensors
allowing to infer a new knowledge, which is used to enrich the data of the sensors of the
IoT devices.
In this Master´s Thesis Project, an innovative multimodal system has been developed to
combine the objective data provided by IoT sensors and the subjective data of the citizen
sensor to complement each other and achieve a higher quality of information. In order to
meet this objective, an automatic inference system of these two sources of information
has been created using Big Data techniques, giving the user a complete perspective of
the environment. For this purpose, engine has been designed that acquires data from
the IoT sensor network, developed in this project, and from the citizen sensor. Both data
are stored, managed and processed by Elasticsearch, which are used to enrich the
information of the IoT devices. In addition, different dashboards have been developed,
according to the user's profile, for the representation of the data in a more agile and
visual way.
This project demonstrates that the objective measures, represented by IoT devices, and
the subjective measures, by the citizen sensor, can work collectively to take the
information provided to the user to another level.
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CHAPTER 1: INTRODUCTION

1.1. Background and justification
Nowadays, citizens and industry demand services that have different perspectives of the
same information, so that the data can be interpreted more efficiently. These systems
analyze the data in an integral way through different types of data, obtaining a complete
vision of the measurement environment, multimodal systems. The use of these systems
is increased by the rise in data of all kinds generated by the fourth industrial revolution.
In the last decades, one of the greatest revolutions that human beings have undergone
is taking place, the interconnection of everything with everything. Initially, it consisted of
connecting human with each other through the Internet, while the most recent phase is
that the devices interact with each other and human beings, the Internet of the thing
(IoT). It is the interconnection of devices through the Internet to consult or interact with
human beings or other connected devices. The devices for which these technologies are
intended are not limited to a small group of modules, but are any device, such as a
refrigerator or vacuum cleaner. The implementation of IoT systems has led to an
exponential growth in the number of these devices, 4 years ago (2015) there were 13.9
billion devices connected to the Internet, of which 3.8 billion are IoT devices1, actually
(2019) there are 19.4 billion devices of which 8.3 billion are IoT devices and the
predictions are expected that by 2025 there will be 34.2 billion, of which 21.5 billion will
be IoT devices (IoT Analytics data [1]). One of the consequences of this increase is that
an enormous amount of data has been, forming a huge dataset of any field.
In 2018 there were 7,6 billion of people on the earth, of which 4,2 billion are Internet
users and of which 3.03 billion are frequent users of social networks (source Brandwatch
[2]). This produces numerous messages about almost any type of data, which are
analyzed to obtain very valuable information for all levels of service. In this way, the
people are become one more sensor, citizen sensor.
All this information that is being generated, both from the IoT devices and people, make
companies or institutions interested in having them analyzed. But it is impossible for a
person to analyze them, not even the traditional data-driven Decisions Systems, due not
only to the amount of data but also to the fact that the data received from all devices do

1

All devices that can connect to the Internet, except laptops, smartphones, and tablets,

are considered IoT devices in this document.
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not have the same data structure. This problem was solved with techniques of Big Data
that are not based mainly on analyzing the data but finding relationships and trends. With
this technique can analyze large volumes of data at a higher speed and variety.
The main objective of this project is to enrich the data of the physical sensors (IoT
devices) to have another perspective of the measurements. This is achieved contrasting
data from different natures, the objective world (IoT devices) and the subjective world
(citizen sensor). These data can be extrapolated by third parties to solve others problem.
The procedure consists of merging both models to generate new knowledge, reliability
of the sensor.

1.2. Objectives
The objective of this project is the design and implementation of a system that contrasts
the data obtained from physical sensors (objectives values) with the opinion public of
citizen (subjective values), in order to obtain a new type of knowledge. The result is a
multimodal system that enriches the information generated by IoT devices. These new
data are obtained using the Big Data technique that allows two different worlds merge to
establish a tool that provides information to the user about the same measurement from
two different perspectives.
In order to achieve this objective, the project has been divided into several milestones:

1) Realization of state of the art of systems IoT measure of and acquisition
of the data from social network (citizen sensor)
2) Development of the sensor network and system of IoT and a social
network message simulator (citizen sensor).
3) Implementation of the system for getting measures of the sensors and
citizen sensor.
4) Study of the Big Data tool and techniques for data analysis:
Elasticsearch, Logstash y Kibana (ELK)
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5) Elaboration of a simple application which solve some challenges of this
project, to apply concepts obtained from previous milestones.
6) Evolve the application to complex system that allow to infer the new
knowledge.
7) Development of several dashboard in Kibana which show visually the data
of this project has been dealt and the results of merging of both worlds.
8) Test and monitorization of the results.

1.3. Memory structure
This report is made up of 6 chapters, which describes the key features of this TFM of
Master Internet of The Thing:
In the first chapter, the reader is introduced to the fields in which this project is located,
as well as the objectives, the structure of the document and the analysis of the system.
In the second chapter, the reader is given a study of art in order to have the current vision
of other projects related to it.
In the third chapter, it explains the resources selected for the development of the system
and implementation of the project.
In the fourth chapter, it is divided into two sections: The results obtained in carrying out
this project and the conclusions that have been reached with its implementation are
analyzed.
In the fifth chapter, it focuses on the breakdown of the budget involved in carrying out
this project.
In the sixth chapter, it presents the bibliography used to develop the project and this
report.
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1.4. Project analysis
In this section, it will indicate the specifications which have marked to develop this
system.
The system has to contrast the physical (IoT sensor) and virtual (social network)
information of the same parameter (allergens, temperature...). These data are displayed
graphically to allow better understanding and decision making for different types of users
depending on their technical profile.
The main objective of the developed project is to design and implement a real-time data
processing system of IoT devices and citizen sensor to infer new knowledge. In this
project a subsystem of IoT will be designed (with the communication included) and a
simulator of citizen sensor that will inject the data to the system. On the other hand, the
inferred and raw information will have to be visualized by an application which will show
real time data and will give the possibility of interacting with it to obtain different types of
information.
The system of this project is divided into 4 parts, as shown in the Figure 1. Each block
represents module which must be designed to achieve the objective of this project.

Figure 1 General overview of project

•

Data Ingestion

This block represents the acquisition of the data, which will be analyzed. The
acquisition platform that performs this task will have to comply with the following
characteristics:
o

Data acquisition in real

o

Geolocated data

o

Internet access

o

Working with different type of measure/topic
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•

Communications

This section focuses on protocols of communications that are used to transmit
information from IoT devices and applications.
Characteristics of the communication protocol of IoT devices:
o

Asynchronous communication.

o

Low energy consumption.

o

Low processing.

o

Security.

o

No dependence on hardware.

o

Capacity of join asynchronously to the communication.

Characteristics of communication protocol communication between applications:

•

o

Communication client/server.

o

Compatible with all system applications

Data store, management and processing

It describes the characteristics of the data storage system and computing capacity
required to carry out the processing for the realization of the project.

•

o

High capacity for data entry.

o

Versatility to store data types.

o

Fast data access time.

o

Capacity to perform data filtering using geolocation and time.

o

Vertical and horizontal scaling.

o

Big Data techniques.

o

Work with several index information at the same time.

Presentation

This block focus on the displaying the data which are used in the project.
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o

Remote access to dashboard.

o

Updating of the displayed data in real time

o

Capacity to use graphs.

o

Interactivity with the user.
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Once the objectives of this project were determined, a study of publications and projects
related to the use of social networks to obtain data was carried out. This new form of
information would function as one more sensor, the citizen sensor, obtaining a different
vision and treatment of the traditional data from the physical sensors.
In this project have taken as reference for the subject of the citizen sensor the project
carried out in the publication of “Análisis Semántico de la Opinión de los Ciudadanos en
Redes Sociales en la Ciudad del Futuro” [3]. This paper analyzes the messages of social
networks, focusing on Twitter, to get public opinion on the services of a city. It deals the
citizen sensor and its importance in the new direction that cities are taking, where
everything is connected with everything (Smartcity). This new sensor type will provide
an enormous amount of data of virtual world of any subject. The data which are published
in the social networks are messages that users voluntarily upload to this platform. This
information is analyzed using Natural Language Processing (NLP) techniques, which
allow text analysis to obtain parameters of the messages such as emotion, intensity,
main theme of the message and others. With these results, from an opinion of the user
it is possible to reach at measurable values.
On the other hand, the challenge which is set out, and they try to give a solution with
their project, consist of realizing a system that is capable of analyzing these data in real
time. The way to perform this task can only be carried out using Big Data techniques,
which consist of making statistical calculations such as maximum, minimum, average
values and so on. These techniques have been enhanced much in recent years
generating tools that facilitate these tasks. In this project has been used the application
of Elasticsearch as it is an information manager that provides the necessary tools for
using these techniques and analysis in real time.
It has been pointed out, social network messages are a very good way to get public
opinion on a topic. This information needs to be obtained directly from social network
applications using different techniques to get the most useful data for the project. In this
topic the base literature has been used is the publication “Tweets geolocalizados para la
movilidad diaria: metodología de análisis y detección de residencias en el área urbana
de Valencia” [4]. It focuses on using twitter messages to detect daily mobility patterns. In
this project is based on the social network twitter because it allows the retrieval of
messages and their metadata in real time (twitter limits the number of messages that can
be retrieved according to the developer account user has [5]). It is also worth mentioning
its Application Programming Interface (API) [6] which allows to obtain a lot of information
from the user (user name, unique identifier within twitter and so on) and from the entry
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that has been made (geolocation, content of the entry, unique identifier of the message,
date, time, language and so on). With this information, a lot of data can be generated
about some service or place, since it is possible to carry out patterns and monitoring of
data of an individual. On the other hand, an important characteristic of this publication is
that they are able to analyze this data to generate new knowledge. This is a vital part of
the present project because the main objective is to enrich the data from physical
sensors to provide a tool that provides information to a third party about a service. In this
geolocation publication it has been possible to detect the user's home only with the data
captured from twitter, through a logical reasoning (algorithm). By means of this data, the
daily displacement patterns have been detected.
Finally, this section deals with the subject of physical sensors. The study focused on the
communication protocol between the sensors because the analysis of data generated
by them is very similar to that produced in the citizen sensor. In the publication “Choice
of Effective Messaging Protocols for IoT Systems: MQTT, CoAP, AMQP and HTTP” [7]
makes the comparation among the different communication protocols: Message Queue
Telemetry Transport (MQTT), Constrained Application Protocol (CoAP), Advanced
Message Queuing Protocol (AMQP) y Hyper Text Transport Protocol (HTTP) related to
the IoT world and analyzed for energy and resource consumption, bandwidth,
interoperability, security and standardization. This analysis has allowed an evaluation of
the most used protocols for the creation of IoT sensor networks, obtaining the
advantages and disadvantages of each of them. Among all of them, the HTTP protocol
is the most complex of all and provides more functionality, its biggest drawback is that it
is not optimized for IoT devices. The other three protocols were developed oriented IoT
projects. AMQP is a protocol with a higher level of security that penalizes in data
monitoring projects that do not need this protection due to the higher use of processing
and memory resources, a critical factor in the sensors. The MQTT and the CoAP have
similar characteristics. They differ in that the CoAP has more functionalities than the
MQTT but this one is more used in projects due to the support that give the big
companies of this sector, Amazon web services, Azure, IBM and etc.....
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In this section of the document is described in detail the information of this project. It has
divided in three parts: The first part, 3.1 Technological framework, it gives general picture
of functionality and infrastructure of this project, the second part, 3.2 Implementation, the
development of project is explained both hardware and software parts and the third part,
3.3 Technological resource, it is dedicated to analyze resources which in this project has
been used to carry out its.

3.1. Technological framework
This project focuses on merging sensor data with public opinion in order to offer the user
different perspectives of the same data, which allows inferring and enriching data from
IoT devices. The system is capable of working with different types of sensors and
different fields, adapting in real time to these changes, without having to make any
modification on any of its parts.
In this project, IoT devices have been used to capture information from an objective
representation, while the citizen sensor has been used in the subjective part. These data
have been stored and treated with filters that have allowed to select the data that, using
Big Data techniques, have been inferred from them. Finally, by means of a series of
dashboards they provide an interactive graphic environment, both for the user of the
application and for the administrator.
The developed system follows the diagram of the following figure, Figure 2.

Figure 2 System overview

In the diagram the reader can see all the services, applications, programs and devices
that have been used to make the system. It is divided into three parts, which are the
sections of the chapter 3.2. The ingestion part is represented by the blocks on the left
(IoT devices, MQTT, ACL and citizen sensor), which is in charge of acquiring the data
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and transmitting them to the system that infers them. The data storage, management
and processing part are the central section (Logstash, Elasticsearch and data
processor). Finally, the right side (Kibana) represents the presentation of the data in a
visual way for better control and understanding. The arrows in the diagram indicate the
information and actions that are carried out between the different blocks. These
components were selected according to the specifications of section 1.4.
All the applications/programs have been made using Python language (except in the IoT
devices that the C++ language has been used). This decision has been selected
because it is a language that allows working with both communication protocols used in
the project (MQTT and HTTP) and with JavaScript Object Novation (JSON) files in a very
efficient way.

3.2. Implementation
In this section, the system of this project is explained deeply. It has divided in 3 parts:
3.2.1 Ingestion, it develops data acquisition part of the system and communication with
the central application. 3.2.2 Management and processing, it shows the procedures have
been to store, manage and realize inference with data from IoT devices and citizen
sensor and 3.2.3 Presentation data, which it is dedicated to explain the mode of display
the data in real time.

3.2.1. Ingestion
This subsection focuses on data acquisition for the system and the communication
modes used in the project.
The field element is used for the part of the IoT device is the NODEMCU board (explain
in the section 3.3.1). This device was selected because contains a microprocessor
(ESP8266) that allows to perform wireless communications and work with a multitude of
communications standards sensor. To make a complete IoT device, a potentiometer has
been connected to its ADC input. A specific sensor has not been selected to get
measurements because one of the main characteristics of this system is that it is highly
adaptable in real time. This means that if a device is connected with a different type
sensor of measurement to the system, it will not be necessary to modify any line of code.
In the software part, the IoT devices, which have been designed for the system, have
been implemented using a C++ code. It works with different data:
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•

Geolocation: the location of the IoT device in the world. It is formed by two data:
latitude and longitude. Normally IoT devices are not moving, so these data are
usually constant, but they are incorporated because this way it is possible not to
depend on an external source for its location.

•

Time: the current time. In this project, it is used to indicate when the
measurement was made. This information is obtained without adding a hardware
component, such as a real time clock (RTC)2, the system uses a service Network
time protocol (NTP)3 which supplies the exact actual time.

The data which are transmitted are information to identify the IoT device and to obtain
the value of the measurement. In this project, the messages that are sent have the
following structure of data:
•

sensor_id: unique identifier of IoT devices.

•

reading: value of the measurement that are acquired by the sensors.

•

time: time, expressed in epoch time4, in which the measure has been taken.

•

type: the type of sensor (temperature, humidity, allergy and etc…)

•

location: the location of the IoT device, expressed in degrees by means of
latitude (lat) and longitude (lon).

An example of a message body is shown below:
{"sensor_id":4,

"reading":323,

"time":1560797149,

"type":"temperature",

"location":{"lat":40.4588,"lon":-3.6057}}

These data are sent through a wireless communication, Wireless Fidelity (WiFi), through
the communications protocol of MQTT.
In this system, the MQTT communication protocol has been selected due to the benefits
of its use, as discussed in section 3.3.3. As indicated above, this protocol requires a

2

RTC: Real time clock is a chip which gives the actual time. It must have been programed

to set the correct time. It is usually accompanied by a battery so as not to miss the time.
3

NTP: Network time protocol is an internet protocol for synchronizing device clocks.

4

Epoch time: It is time in seconds elapsed since the date 1 January 1970, UTC.
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broker to manage the messages. Two variants have been developed in this project to
solve this problem:
•

Physical broker: in this alternative, a Raspberry pi has been used as a broker
of the MQTT communications protocol. The advantage of this method is that it
also works as a Gateway, because it executes a program to snipe the message
which are sent through MQTT and send them to Logstash via HTTP (this
program is executed in both versions only that is located in different platforms).
The downside is that it increases the cost of the system because one more
hardware component is added.

•

Cloud broker: this version uses cloud computing techniques to work with an
instantiated broker on an external server. In this project, the AWS cloud is used
through a service that gives access to it, CloudMQTT [8]. With this solution it is
possible not to add extra hardware, but it is a requirement that IoT devices must
have an internet connection.

Both alternatives work with the same data and do not have to execute the system
differently, the only difference is that in the application that works Gateway must pass
one parameter or another, to take the data from one source or another.
A key factor in this project is the security of communications, so the MQTT protocol has
been secured. In this system, it has been selected that the security of the communication
is through user/password, for it has been used the Access Control, ACL (this procedure
is used in the two versions of brokers). This is a data structure that has a list of users
with the passwords associated with them and the actions and privileges that each one
has. With this technique it is allowed that only the established users can connect with
the broker and it also limits the actions allowing that the IoT sensors can only write in a
specific topic, the other topics are isolated.
A program has been created that works as if it were a Gateway with the MQTT and HTTP
protocols. This program arises because the system that has been used also works with
the HTTP protocol. Another key factor in the development of this application is that it is
necessary to instantiate in Elasticsearch an index mapping before storing the data. If
Elasticsearch is allowed to assign the data type automatically, it storages all numeric
values as “floats” and the final application needs another format in order to work properly
(this theme is dealt in the section 3.2.2).
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The application works as follows: First, check that there is an index where messages can
be stored. If it does not exist, then it is created with the corresponding mapping. Then, it
subscribes to the MQTT topic of the IoT devices and stays listening until the messages
are received. When there is message in the topic, it reads it and sends the body of the
message to Logstash via a connection via the HTTP protocol. In the next picture, Figure
3, it is displayed a functional diagram of this program.

Figure 3 Diagram of Gateway

This section ends with an explanation of how the citizen sensor has been carried out.
This sensor provides data from social networks that are processed using NPL techniques
(see section 3.3.4). As already indicated, this project does not aim to make a sensor of
this type, but a data simulator has been developed to work with the data that would be
obtained from it. This simulator generates the specific number of messages at a specific
time and place. The simulated citizen sensor works with the following data:
•

topic: the main topic of the message that has been “analyzed”.

•

location: the location from which the message was written. The data structure
has two field: latitude (lat) and longitude (lon).

•

magnitude: a numeric value which specifies the feeling of the message. This
data can take values from 1 to 10, in steps of 1 in 1.

•

message: the content of the message that has been “analyzed”.

•

timestamp: time, expressed in time Epoch in seconds, in which the entry was
written in the social network.
15
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In addition, the simulator has the task of checking if there is an index in which messages
should be stored in Elasticsearch. If it is not, it has to be created and set the
corresponding mapping, in the same way as the Gateway program.

3.2.2. Management and processing
This section deals with the incorporation of data into Elasticsearch, the techniques used
to select the correct data for inference and the procedure performed to enrich the data
from physical sensors.
The incorporation of data into Elasticsearch takes place in two different ways, depending
on the data source. If the data comes from IoT devices, the Logstash service is used,
while if the information comes from the citizen sensor, it is entered directly into the
information manager, via HTTP. This solution has been selected because the data
coming from IoT devices may not correspond to the fields expected by the system and
must be transformed. On the other hand, for the information provided by a citizen sensor,
the data have been analyzed by a previous system that always generates the same
template.
The information sent from IoT devices is not standardized at this time, although there are
initiatives that are working on it. This is the main reason for establishing an intermediate
system between the IoT devices and Elasticsearch. In this project, with the IoT device
designed, this situation has been forced, through the transmission of data in fields with
keywords that cannot be used as a field in Elasticsearch, such as “time”, or that do not
adapt to the fields of the system. Logstash (see section 3.3.2) has methods that allow
you to reassign names to fields and filter them automatically. This task is performed by
means of a configuration file, pipeline, which follows the diagram in the Figure 4:

Figure 4 Logstash configuration file diagram [9]

As the reader can see in this figure, this file is divided into three parts:
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•

Input: Logstash is indicated which type of data and communication protocol will
be received. In this project, it has been configured that the documents which are
received are type JSON and the communication protocol is HTTP.

•

Filters: this section indicates whether it is necessary to carry out any type of data
filtering or processing. In this part of the code, the fields “time” and “type” have
been renamed as “timestamp” and “topic” and the headers of the HTTP
communications have been removed, field “headers”.

•

Output: it is established where the processed data has to be sent. In this project
it has been made to be sent to Elasticsearch.

On the other hand, data of citizen sensor are sent directly to Elasticsearch via HTTP
through the citizen sensor simulator. The communication with Elasticsearch has been
done through the Python library “requests” [10] and message body has been sent in
format JSON. The Elasticsearch API has been used to incorporate the information into
it.
This auto-selection has its flaws, because all the contents of the fields that are numerical
values are assigned as "float". In this project it is necessary that certain fields are a
specific type of data so that the selection of the data to be inferred is carried out correctly.
This objective is achieved through the mapping method. This is a process that indicates
what type of data will be stored in the index documents [11]. This project uses 3 different
mappings, one for each index used. Among the types of data used, two stand out:
•

date [12]: a type of data specialized in working with dates. It allows to perform
actions that involve a moment of time, such as filtering the data that have been
produced from 2 hours ago until now. In the project it is used in all the indexes
in the field “timestamp”, in Epoch time and seconds format.

•

geo_point [13]: a type of data that is used to work with real geolocation. This
is a complex type of data because it is formed by two other fields: latitude and
longitude. Its use allows working with maps and real distances to detect the
distance between two points. In the project these data are of vital importance
and are found in all the indexes with the field name “location”.

Elasticsearch provides functions for managing and processing the data stored in it.
These functions are optimized to make the process as efficient as possible. This project
aims to optimize resources and take advantage of these qualities of Elasticsearch.
Another possible solution is all these process translate to the program which will infer
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the data and it uses the Python libraries that allow filtering by geolocation (Rtree [14])
and time (time [15]).The big problem in this way is that every time the system want to
execute a data inference you have to bring all the data stored in the indexes of
Elasticsearch, store them temporarily, perform the filtering and then make the inference
of them. This almost doubles the resources because of the tasks of Elasticsearch (data
storage and management). Even if this problem is obviated, it could be feasible with a
reduced number of data, but this system is designed to work with large amounts of data,
which makes ways of Python to data management very inefficient. For these reasons
Elasticsearch was selected for the management of stored data.
The selection of the data are carried out using the filtering methods provided by
Elasticsearch. In the project, it is necessary to select a certain data each time the
inference of information is made so that it is as accurate as possible. The parameters
used to perform this task are the geolocation and the time in which the measured data
was generated. This action is executed on the two indexes: IoT devices and citizen
sensors. The functionality is as follows:
•

Filtering by geolocation: it is filtered by location to get only the data associated
with a particular location, because otherwise information from an area outside the
range of the sensor could distort the data. This filtering is done through
parameters that are introduced to Elasticsearch: A point, expressed in latitude
and longitude, and the distance by which the system wants to filter the inputs of
the citizen sensor topic. This method requires that the fields, which are filtered,
have to be “geo_point” type.

•

Filtering by time: this method filters by time range to select only the data that
was produced when the IoT device measurements were taken. This action
requires that two dates, as parameters, are introduced it, a start and an end date
in epoch or date time format (for example “13/06/2019 15:05:31“).

At the end of this section it is explained the program that has been developed to make
the inference of data and with them the enrichment of the data of the IoT sensors.
One of the features of this program is that it is very versatile, it allows the user to modify
parameters such as input and output indexes, the time period to perform an inference
analysis as the subdivision of analysis times. It is also adaptable automatically and in
real time to the increase of IoT devices. This description of the program is based on the
diagram in the Figure 5. It has been divided into blocks for each action of the program
and arrows indicate the interaction between them.
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At the beginning of the program, a series of checks are made on the Elasticsearch
indexes and system configurations before performing the inference work, to ensure its
correct operation.
The first check is on the data of the sources of information that will work (index of the
devices of IoT and the sensor of citizens), in which until it detects the two indexes it does
not continue the execution of the program. In the second check, the inference index is
checked to see if any data from the previous IoT devices have been enriched. The
implementation has been done in such a way that it is as versatile as possible, so that
the indexes can have the name that is preferred.

Figure 5 Inference Program Functionality Diagram

In the configuration part it is set the time to start inferring. If the inference index has been
detected, the last entry will be obtained, containing the time of the last analysis
performed. If it is not detected, an index is created with the corresponding mapping,
which contains the following parameters: timestamp, sensor_id, topic, location,
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citizensensor (data analyzed with Big data techniques), iotsensor (data analyzed with
Big data techniques) and difference (difference values between the citizen sensor and
IoT devices).
Once this index is created, the time in which the first entry made by the citizen sensor
was published on social networks is selected. It is done this way because it is assumed
that the physical sensor will be constantly sending data and that it will begin to infer when
there is a citizen sensor data that is not as frequent.
Once the automatic configuration of the system is complete, the data are inferred. This
process is divided into three sections:
•

Pre-analysis: the first part is an analysis of the data up to the current date and
time.

•

Synchronism: the second part is dedicated performing a wait, which will be
calculated automatically, for a real-time analysis, is waiting for the next period of
data analysis in real time.

•

Real time analysis: the third part is in charge of making inference of the data of
the input indexes in real time.

The two inferences that are made are practically the same, what differentiates them are
the waits that are executed. In Pre-Analysis there is no need to wait between the
inferences. While the real time analysis is performed a delay between them, which
corresponds to the established inference period.
The inference of the data is made using the Elasticsearch filters to select the information
which is analyzed by Big Data techniques. The procedure is reflected in the diagram of
the Figure 6.

Figure 6 Diagram inferred method
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This task is being executed in a loop until the application is stopped. The first action is to
set the time range in which the data from both sources will be analyzed. This application
divides the inference time into subdivisions so that the analysis is more precise and
deeper in the inferences. Once the time of the subdivisions is established, each one of
the sensors is analyzed and the next subperiod is advanced. When the time is selected
and the IoT device performs the following tasks:
The first action is to obtain from Elasticsearch the most characteristic data of the sensor
(sensor type and geolocation). Next, Elasticsearch is indicated the sensor data that has
to perform the Big data techniques (maximum, minimum, average and number of
analyzed data) of the "reading" field (value obtained from the sensor) filtered by the
sensor identifier and the set analysis time.
The next step is to perform a similar procedure but with the index of the citizen sensor
but filtering by type of the data, time and geolocation. In order to filter by geolocation, the
location of the sensor and the distance from the area of influence of the IoT device are
entered.
The data obtained from the two sources are combined to obtain the data solution that
has been searched in this project, the enrichment of the data of the IoT devices. These
data are inserted in Elasticsearch in the established inference index.
This procedure is repeated for each of the sensors in each subdivision until the entire
time range is analyzed.

3.2.3. Presentation data
This section focuses on the representation of the data that has been generated
throughout the project. It is a very important part of the system which is the interface
between the machine and the user to inspect the data. It is the final perception that the
user will have of the service and the degree of acceptance will depend entirely on it. It
has developed 3 dashboards that represent the most relevant information according to
their profile.
In this project the dashboards have been developed with the application of Kibana (see
section 3.3.2). This service provides data processing tools to represent information in
different ways (filtering, statistical processes, conversions and other facilities) and its
monitoring (graphs and control interface).
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Three different dashboards have been developed: Administrator, Research and User.
Each of these panels focuses on different user profiles that display information with
different designs and compositions. All of them are designed to be interactive with the
user, giving the possibility of selecting different sensors through their unique identifier or
directly on the type of data (temperature, allergy, humidity…). The representation of the
data is done in real time and allows to select different periods of time.
•

User Dashboard: this dashboard is the simplest of all and represents only the
statistical data inferred over a period of time from both the IoT devices and the
citizen sensor. This allows the user to have a quick and as comprehensible as
possible view of the two visions of information from two completely different
perspectives, the sensor measurements (objective values) and the virtual world
(subjective values).
The Figure 7 shows the dashboard. The graphs on the left indicate the maximum,
mean and minimum values of the IoT devices. The pie chart represents the
values of the citizen sensor and the markers below it indicate the fashionable
value of the public opinion. At the bottom right is the control part of the dashboard,
which allows the user to interact with the data displayed. This control is divided
in two: The type of measurement to be displayed and the IoT device selected by
means of its identifier. If the field is not selected, the data of all types of sensors
will be displayed.

Figure 7 User Dashboard

•

Administrator Dashboard: This dashboard represents the raw data from IoT
and citizens sensor. It was designed for a user profile to monitor that data
acquisition from different information sources. It focuses on control of data flow,
raw measurement values and location.
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In the Figure 8, the reader can see different graphs of this panel. The
measurements have been made by each of the IoT and citizen sensors are
shown at the top picture. Next, there is a map that indicates the points where the
data from citizen sensors and IoT devices are being recorded (the data are
grouped together, such as on platforms such as google maps). The right of the
map is located a circular diagram of levels, which shows information only from
IoT devices, where the interior circle indicates the sensor identifier and the
exterior displayed distribution of its measurements. The controls shown allow
filtering by data type, IoT device, value of tweet sentiment magnitude and value
of physical sensor, the selected filtering is applied to the whole dashboard.

Figure 8 Administrator Dashboard

The bar graph indicates the number of inputs that IoT devices produce over time.
The table allows the values of the physical sensors to be monitored in a general
way by means of statistical values, maximum, average and minimum values.
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Finally, a tag cloud diagram shows the tweets that are being received (for privacy
reasons these messages will have to be encoded as "messageN", but to see the
potential of this dashboard they have been left decode).
•

Research Dashboard: This dashboard focuses on trends of inferred data from
all devices. It was designed to take full advantage of this project, allowing both
comparisons of data from any source through its inferences and warnings that an
inference of citizen sensor value differs greatly from another IoT device in the
same space of time and place.
In the Figure 9 is displayed this dashboard. The line graph indicates the data
trends that have been inferred the values of citizen sensors and IoT devices. The
map on the right indicates where the values of both sensors are being obtained,
the darker the dots, more entries there are. In the intermediate, a diagram the
information is indicated by means of bars for the values of the citizen sensor and
by the points for the IoT devices. If the system detects that there is a value in
which the difference between the measurement of both types of sensors, is very
large (>500 units), is indicated by a bell symbol. If the cursor is placed over it
indicates the values of both, time and subdivision values. The last diagram shows
inferences have been made over time.

Figure 9 Research Dashboard
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3.3. Technological resource
In this section is explained the resources which are used to complete this engine. It is
divided in four part, each is dedicated a parts of a system hardware (3.3.1), software
(3.3.2), communications (3.3.3) and citizen sensor (3.3.4).

3.3.1. Hardware
This section explains the hardware part of the project. It is focused in IoT devices to
obtain measurements and transmit data from sensors to the server where information
manager is installed to analyze them through Big Data techniques.
The hardware of IoT system consists of two modules, NODEMCU (ESP8266) as IoT
sensor and Raspberry pi as gateway.
NODEMCU
The device is selected to get measure of the sensors in this project is NODEMCU, which
is a development kit for ESP8266 [16]. This board is an open-source hardware and
software platform [17]. In the Figure 10, the device is displayed with the pinout and the
main components: AMS1117 [18] (DC/DC), CP2102 [19] (USB to UART bridge Virtual
Com Port (VCP) driver) and ESP8266.
This platform was chosen because it facilitates the access to the ESP8266 pins, which
are Surface Mounted Devices (SMD), and allows to work with a greater number of
tensions (5V to 15V) thanks to the AMS1117. Finally, the CP2102 device makes easily
programming and local communication with the device because it converts a UART port
to USB.

Figure 10 Pinout NodeMCU [20]
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ESP8266
The processor ESP8266 [16] is a System on a chip5 (SoC) of the manufacture Espressif
Systems. Its processor is Tensilicia L106 32-bit RISC and memory has flash memory of
4MB. In the Figure 11 displays ESP8266 functional diagram. This picture is divided into
the

different

functionalities

of

the

device

which

highlight

the

numerous

interfaces/protocols of communication that it has (I2C, ADC, UART, SPI, SDIO, PWM
and general pins (GPIOs)). The vital part of the board is the WiFi communication which
is bidirectional and has the next specifications (It is obtained of its datasheet), Table 1.

Figure 11 Functional diagram [16]

Table 1 Wifi specifications of ESP8266

5

System on a Chip (SoC): It is a chip which all modules of typical devices (memory,

memory controller, external interface, data buses and communications) are the same place. It
has a big advantage because it is more minituralizable that is a principal objective in IoT field.

26

CHAPTER 3: DESCRIPTION

RASPBERRY PI
Raspberry pi is an open source platform which has a processor BCM2837 (quad-core
ARM cortex A53), a memory DDR2 SDRAM of 1GB and it work 1,2GHz. It is simple
board computer (SBC) and very popular in the IoT world because it is relatively small in
size but powerful enough to run systems operating to perform complex tasks, such as
gateway between IoT devices and the servers where the application is hosted.
The Figure 12 shows block diagram of raspberry pi 3 which representing the
interconnectivity that exists within the platform between the processor and its interfaces:
•

Memory: DDR2 SDRAM (1GB), Micro SD (external component)

•

Communications: Bluetooth (4.2), WiFi (2,4 GHz and 5 GHz) and ethernet
(10/100/1000 MB).

•

Graphical: HDMI, TFT display and analog video/audio

•

Generic: I2C, GPIOs, SPI, USB 2 and PWM

Figure 12 Block diagram of raspberry pi 3 [21]

3.3.2. Software
In this part of the document is dealt software components focus on Logstash,
Elasticsearch, Kibana (ELK). These tools allow to carry out Big data techniques on any
type of data.
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Logstash
Logstash [22] is an open source software of The Apache Software Foundation [23]. It
has functionality of the ingest data of the other source and analyses, filters, modifies and
adds information, it is displayed in the Figure 13.

Figure 13 Logstash [24]

The Logstash functionalities are implemented by pipelines which are configuration files
where these tasks are indicated and inputs and outputs are configured, see section 3.2.2.
The Input of the Logstash accepts a lot of formats data and output of other applications
[25]. It also deals directly with communications protocols, such as HTTP, MQTT and
others.
The output of the Logstash can work with multiple formats and through plugins, both
“officials” (Apache) and community (open source), allows the interconnections with
applications are easier and adapting data to their requirements. These plugins can create
different events to third application, write files in hard disk of the system, send emails,
execute commands and more things [26].
Logstash has a strong link with the other tools that make up the ELK package but is able
to function without them existing, it can run with other applications of Apache, such as
Kafka, or/and other companies, AWS (Amazon), Azure, and others.
Logstash can filter, analyze, add and delete information with all information which it
receives of input. These actions are implementation through pipelines which are
configuration files where is implemented before task and configuration outputs and
inputs.
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Elasticsearch
Elasticsearch [27] is an open source software of The Apache Software Foundation [23].
It is a repository with a structure of inverted index with contextual storage capacity. It has
functionality of analyzing, storing, searching information in real time. The main feature
that differentiates it from other information manager is that it performs complex search
of actions between all its entries, including text, to detect anomalies, perform statistical
data or filter data content by fields.
The principal components of this software are [28]:
•

Cluster: the set of one or more nodes (server) in which their data are interrelated
to increase the efficiency of search and indexing. A cluster can have many nodes,
but a node can only belong to one cluster.

•

Node: a server of a cluster that stores the data destined to Elasticsearch. The
nodes work collectively to perform tasks of indexing and data search, to perform
this collective action have to be in the same cluster.

•

Index: a grouping of homogeneous data. A cluster can have as many indexes as
required.

•

Document: the basic inputs of data stored in the indexes. This information is
treated with JSON which can have a single or several fields of the same or
different types.

•

Shards: subdivisions of the indexes to parallelize the tasks and facilitate the
horizontal scaling of the application. Parallelization of actions are done
automatically by Elasticsearch.

•

Replication: copies of the index data. This component allows that in case of
failure of a machine can continue working without loss of information.

Figure 14 Diagram of Elasticsearch
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Kibana
Kibana [29] is an open source software of The Apache Software Foundation [23]. The
main functionality of Kibana is to inspect Elasticsearch data in a more representative
way, such as by means of graphs. The most used utility in Kibana is the creation of
dashboard for the data are stored in Elasticsearch. The typically represented information
are statistical data that is stored in the indexes.
One of the most outstanding features of Kibana is that it allows sharing dashboards using
the Uniform Resource Locator (URL) so that external devices can access them.
An example of the dashboard is show in the next Figure 15.

Figure 15 Dashboard of Kibana

Kibana can only work with Elasticsearch, becoming so dependent on it that if it is not
running or there is no Elasticsearch, Kibana cannot be executed.

3.3.3. Communication
In this subsection is explained the communications which is used in this project to
transmit the information between IoT devices (ESP8266) to gateway (Rasspberry
pi/CLOUDMQTT), MQTT, and the information of sensors and Social network messages
to Elasticsearch, HTTP.
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MQTT
Message Queue Telemetry Transport (MQTT) [30] is a protocol focuses on Machine to
Machine (M2M) .It was created by Andy Stanford-Clark of IBM and Arlen Nipper of Arcom
in 1999 and it was freed from the year 2010 and standardized by Organization for the
Advancement of Structured Information Standards (OASIS) [31] in 2014.
It based on TCP/IP centered on the publish/subscribe messaging protocol. One of the
main features of this protocol is that it does not need many resources, both memory and
CPU (for this reason in IoT devices are having so much success) and also another strong
point is that it does not use much bandwidth.
MQTT follows the structure of a star topology where the broker would be in the middle
of it and the publishers would connect to it. Publishers send and receive information from
the broker by subscribing to the topics, which they create, and other devices connect to
them and receive everything the other sensors send. This protocol uses port 1883 for
communication between brokers and subscribers.
The structure of the messages [32] is very simple and the header size is a few bytes
variable depending on the message. The message is divided into 4 sections:
•

Control header (1 byte): the control part of the header that indicates the type of
message and the flags that has activated (properties of message).

•

Packet length (1 to 4 bytes): the total length of the entire message, including the
headers

•

Optional header (variable): depending on the type of messages. For example,
in the messages of a publisher to broker to publish a message carries the name
of the topic in string and the identifier of the message.

•

Payload (0 to 256Mbs): the information which are transmitted or received.

It maintains the low bandwidth feature, the only mandatory field is the control field. The
rest is optional, for example messages can be a single 1 byte.
This protocol has a quality of service (QoS) that is used to ensure that messages arrive
correctly at the broker. There are three levels: QoS 0 does not offer any service, QoS 1
guarantees that the message has reached the broker (but not the number of times it has
been sent) and QoS 2 ensures that the message has arrived and only once.
In the security part has two ways: User and password or using the SSL/TLS protocol. If
this protocol is used the communication port changes to 8883.
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HTTP
Hypertext Transfer Protocol (HTTP) [33] is a communications protocol created in 1990
and based on the client-server philosophy. It is one of the best known on the Internet.
The protocol works as follows: the client sends messages to the server (requests) and
the server replies with other messages (replies). The structure of both request and
response messages is as follows: start line (action or state), headers (message
metadata) and body (associated message information).

Figure 16 Structure of HTTP messages [34]

Of these fields, the start line should be highlighted because it indicates the purpose of
the communication and the response of the server.
In requests the start line contains a keyword called “verb” that indicates the type of action
to be carried out, the most noteworthy are: GET (you get the requested data), PUT (loads
information specified in the server) and DELETE (deletes the resource requested from
the server).
On the other hand, the answers in the start line are indicated by status code of the
request. It is a number of three digits which are grouped according to the number on the
left [35]: 1xx (informative answers), 2xx (satisfactory answers), 3xx (redirections), 4xx
(errors of the client) y 5xx (errors of server).
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3.3.4. Citizen sensor
Nowadays, human beings are increasingly interconnected, producing an enormous
amount of data when using virtual services. This activity generates information both
voluntarily and involuntarily, which is called digital trace.
The voluntary part is which the individual gives information consciously through a
service, such as a virtual satisfaction survey, or enters personal information into social
networks (published messages or photos).
The involuntary part is the information that the individual generates when using a virtual
service, these data are recorded providing user information such as position, time of use
of the service, metadata
All these data can be analyzed to obtain certain information from the user and to be able
to give information in different fields, such as the quality of a service. As for the
information which is uploaded to social networks, the two types are combined, since the
voluntary part would be the messages that are uploaded and the involuntary part would
be the metadata related to the entry, the geographical location of the message or the
position from which the message is uploaded (these two locations may not be the same),
data about the user (sex, age and etc). All this information is in the social networks and
is accessible in different ways, for example, through APIs.
This project refers to the Twitter API as it is one of the best known and allows to snipe
certain number of messages in real time (this value depends on the type of developer
[5]). This API can get a lot of relative data about the entries of users like these, as it is
able to be seen on the twitter website in its developers’ section [6].
These tools provide citizen opinion that can be analyzed with different data processing
techniques, depending on the nature of the sensed information (image, text and etc...).
This document focuses on text analysis of messages through Natural language
processing (NLP). NLP is a branch of artificial intelligence charged with automatically
analyzing human language. It is based on syntactic (grammatical rules), semantic
(meaning and structure of sentences) analysis techniques and the algorithms which are
based on Deep-learning that through corpus (large amounts of tagged data) are trained
for these algorithms. Among its best-known uses are the analysis of feelings and
opinions, automatic translations, keyword detection, etc…
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Nowadays, the applications have been developed that automatically perform the
analysis task using NLP techniques. These applications usually have behind them a
machine learning algorithm, which has been trained to detect these tasks, depending on
the corpus used will be specialized in different fields or able to detect special characters
or other symbols, differentiating them from each other. This service is almost usually
offered through some cloud applications through an API, for example, google provides
an application called “cloud natural language” [36]. By means of the API service a text
message is introduced to him which the techniques of NLP are applied to its. The result
obtained is the main subject of the message, the magnitude, the language in which it is
written, etc...
With NLP technology and twitter API the system has everything needed to form a citizen
sensor. The citizen sensor is so called because, thanks to the opinion of people and their
analysis, allows people to function as one more sensor within the IoT world.
The reader is reminded that the development of the citizen sensor system is not within
the objectives of this project. This explanation is made for a correct understanding of the
origin of the data to be treated in this project.
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CHAPTER 4: EXPERIMENTS AND CONCLUSIONS

This chapter focuses on explaining the tests that have been carried out to demonstrate
the correct functioning of the system, as described in the chapter 3.2, and the
conclusions reached in these tests and the entire project. It ends with proposals for future
work to continue with this TFM. It has been divided into three parts: 4.1.Results, this is
the test bench that has been used to perform the tests and the three tests that
demonstrate the correct operation. 4.2.Conclusions, it explains the conclusions reached
in carrying out the project and the tests. 4.3.Future Works, the last section indicates
possible continuation of the project.

4.1. Results
This section explains the results obtained in carrying out a series of tests on the system
that has been developed. The first part explains the test bench that has been used (4.1.1)
and next explains the tests (4.1.2).

4.1.1. Test bench
The test bench consists of the following conditions that have been established to check
the system in all tests, unless otherwise stated. To carry out the tests and verifications
of the different phases of the project.
The generation of data consists of 4 NODEMCU and the citizen sensor is simulated by
means of the program described in the section 3.2.1. The NODEMCU devices have been
used as IoT devices, which have been configured to have different identifiers, location
and that there are two types of measurements, allergies and temperature (there are two
devices per type of data). These devices have a potentiometer to simulate the sensors.
All devices have Internet access through a router. The tests are done in the version in
which the MQTT broker is instantiated in the cloud, through the MQTTCLOUD service.
The services that the system uses for data acquisition and management (Logstash,
Elasticsearch and Kibana) are executed in a virtual machine, with access to the network
in which the IoT devices and citizen sensor are located, and they are in constant
execution. Finally, the applications developed in Python, Gateway and the data
processor to infer are always running waiting for new data and an instant of inference
time.
The verification is made by means of the dashboards developed because they offer
multitude of information of the data that are worked, in addition captures of the logs of
the applications are realized for a more exhaustive verification.
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4.1.2. Tests
The system check has been divided into three parts that verify each of the stages of the
system, Data Acquisition, Data Processing/Management and Data Presentation:
Test 1: Data Acquisition
This test consists of verifying that data are generated by sensors and social networks
are correctly captured by the system and stored in Elasticsearch. The Administrator
dashboard is used to provide the raw data.
The IoT devices have been configured to send data every 10 seconds and the citizen
sensor every 1 minute to the system. In addition, to verify that the system is capable of
working asynchronously with the MQTT protocol, the IoT devices are initialized at
random moments.
In order to check the correct functioning of the MQTT protocol, the received messages
are verified by means of the MQTTCLOUD platform. The Figure 17 shows a data block
of the messages of the 4 IoT devices. This verifies that the IoT devices communicate
correctly with the AWS cloud broker, verifying the communications of MQTT and Cloud
Computing. It is also checked that the messages are sent with the established data
period and with the correct information, right part of the image.

Figure 17 Monitoring of message MQTT

It is then verified that the Gateway application receives the data correctly and sends it to
Logstash for pre-processing. The log with the data received by MQTT for the Gateway
program is shown at the top of Figure 18 . The bottom part shows the data Logstash has
received and processed, where the reader can see that they do not have the headers of
HTTP protocol and that the names of the fields "time" and "type" have changed to
"timestamp" and "topic". This data is stored in Elasticsearch.
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Figure 18 Test Gateway and Logstash

This verifies that the data from the IoT devices reach the system correctly.
Data from citizen sensors is not analyzed in the same way, as they are sent directly to
Elasticsearch through its API using the HTTP communications protocol.
The next step in the test is to verify, using the Kibana dashboard, that the data has been
correctly stored from both citizen sensors and IoT devices.
In the Figure 19 only the most characteristic graphics have been selected to monitor the
data, which are the marker that indicates the inputs according to identifier (IoT devices)
and the type of messages (citizen sensor), and a map to check the geolocation of both
sensors. The circular diagram indicates the stored data of the IoT devices. With this last
verification, this test can be considered completed with a satisfactory result.

Figure 19 Elasticsearch data monitoring graphs

The conclusions that are obtained with these results are that the development of the
system is capable of working with several communication protocols, a broker instantiated
in the Cloud and with two data sources of different origin and with different types of data
and formats.
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Test 2: Data Processing/Management
This test consists of verifying that the entered data can be inferred correctly to enrich the
data of IoT sensor. The dashboard used for its analysis is the Research dashboard, as
it provides very detailed information of this type of data.
In this test two simulators are used, one for the citizen sensor and the other for the IoT
devices which will simulate the measured values of the sensors, but the type of data and
location of each of the sensors will be respected. IoT devices are temperature and allergy
type, so the data generated by the citizen sensor will be of these two types of information.
It is established that the distance of range of the sensors is of 1 Kilometer (Km) and that
the time of inference is of 10 minutes and with 5 subdivisions (each subdivision is an
analysis of the data of 2 minute).
The analysis focuses on the sensors with id 1 and 2 because they are two sensors
located very close to each other, but of different types (id 1 is a temperature sensor and
2 is an allergy sensor). With these two sensors the test can check that the system is able
to select only the data that interests each sensor, discarding the rest. It is also verified
that data out of its range are not selected. The verification of this part of the test is done
through the dashboard map and with the logs of the application program.
Figure 20 shows that a time range of a subdivision of the whole inference has been
selected to make the analysis more visible. The two intermediate maps are representing
the same time range, but they have been filtered by type of data so that the analysis of
the results is simpler, in reality the map that is analyzed in the rough is the fusion of both,
top map. The yellow dots correspond to messages from the citizen sensor and the brown
dots to the measurements of the IoT devices. These images show that only 2 data have
been inferred for each IoT device, demonstrating the operation of the filters:
•

Time filter: the filter is checked because it has only selected the data for that
point in time, as there are 400 data at other times.

•

Geolocation filter: in each image the reader can see that there are more than
two social network data points, but only those within 1 km of the IoT device are
selected.

•

Type of data filter: this filter selects only the data that corresponds to the sensor
and as the reader can see, its operation is correct. Although there is more data
from social networks at less than 1 Km and in the same time range only those
that can enrich the sensor are selected.
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Figure 20 Data selection analysis test

Figure 20 also shows that the data have been applied Big Data techniques obtaining
statistical values, maximums, minimums and means on the data selected for each one
of the information sources. Checking that they are correctly inferred and that the data
are correctly enriched for each one of the entries. The reader can also see the
information that is sent to Elasticsearch for storage.
The conclusion is reached with this test, apart from the fact that it has been a success,
is that the management of data from two worlds as different as the physical world and
the virtual world can be done through data management techniques to work together
increasing their value to improve the perception and measurements made.

40

CHAPTER 4: EXPERIMENTS AND CONCLUSIONS

Test 3: Data presentation
This test consists of checking the correct functioning of the user dashboard, in which the
data that have been inferred will be shown in a clear and simple way to the citizen. In
addition, the interactivity of the dashboard with the user is checked by selecting different
values.
It is performed with the two data simulators that generate 200 messages for each IoT
device and 400 pre-analyzed temperature and allergy messages from the citizen sensor.
The distance of the sensors is 1Km and with inferences of 10 minutes and 5 subdivisions.
The user dashboard is displayed to check that the data being represented are correct
and that the filter selections are made according to the request.
In the Figure 21, filtering is performed by type of data and sensor identifier. It can be
seen that the values are modified, showing only the selected ones.

Figure 21 Dashboard user test

The conclusion of this test that the understanding of the inferred data can be reached by
any user is not necessary a high knowledge of the fields to be analyzed. Besides
demonstrating that a simple and interactive dashboard can be made for any user (without
depending on his knowledge) and allowing access to inferred data with which to take a
logical decision.

41

CHAPTER 4: EXPERIMENTS AND CONCLUSIONS

4.2. Conclusions
This section indicates the conclusions reached with the implementation of the project.
The objective set out in this TFM has been achieved by making a system capable of
enriching the sensor data with the opinion of the citizen, to give the user additional
information on the physical aspects of the world. It has been completed with the
development from zero of a system that covers the capture of data, communications,
storage, processing and representation of information.
Through the developments of this project, an algorithm has been implemented that
allows inferring data from IoT devices and the citizen sensor, both in data previously
stored and in execution time. In addition, a network of IoT sensors is structured and
developed that communicate asynchronously with the system and is capable of storing
them in real time.
With this project it has been demonstrated that it is possible to realize a system that
works with the different modules of the IoT world, to develop an innovative system in the
sector. This project deals with a wide range of IoT devices. It works with devices in which
the core is ESP8266 chip, with different types of measurement data, and others are a
cutting-edge sensor in the world of IoT, the citizen sensor.
On the other hand, the system works with communication protocols typical of IoT (MQTT)
where the brokers are developed in a cloud service, which allows dispensing with
hardware devices. Using a professional data storage and management tool
(Elasticsearch), inferences are made from two types of data, as different as the opinion
of people and real values captured from a sensor. Also, Big Data techniques provided
by Elasticsearch have also been used to enrich the information.
The final conclusion which has been reached in developing and testing the project is that
the physical world (represented by IoT devices) and the virtual world (represented by
social networks) can work together to improve the quality of the acquired measurement,
taking information to the next level.
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4.3. Future Works
This section indicates the future lines of work that arise after analyzing the results
obtained in this project. Three projects are proposed:
1. In the world of IoT there are cases where it is not possible to rely on WiFi
connections for communication with the system. It is proposed to develop a
network of sensors that use technologies such as LORA and/or Zigbee to
communicate with a Gateway device that has Internet access, which will act as
a bridge to the system of this project.
2. In this project has been worked with a citizen sensor simulator that generates
analyzed messages from social networks. A proposal of the future lines of work
is to develop the citizen sensor by means of an application that obtains messages
from social networks and through NPL techniques the values that are worked on
in this project are assigned to it.
3. This application works with the Kibana to display data to different user profiles. It
is proposed to make an application for the citizen user that can execute on an
Android or IOS system, which will be available on more devices and will be more
agile. In order to develop this part, it is proposed to work with the Elasticsearch
API to obtain the different types of data that have been inferred. By working with
an API that is accessed through HTTP, any technological dependence barrier
that may arise when working with mobile operating systems is avoided.
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The realization of this project, which has been described in this TFM, has required of the
resources exposed in the section 3.3 and the technical support composed by two people:
A project manager (Sara Lana Serrano) and an engineer (Javier Adrian Barriobero
Moreno, author of this project).
The cost of realization of this project is of 11690 €. The breakdown of the estimated
budget is presented in the Table 2.

Table 2 Budget of project
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