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Abstract 
 
This Master’s thesis proposes a decentralized solution based on blockchain to enable the 
exchange and use of the data obtained from all the devices associated with patients in a safe, 
fast and transparent way. Blockchain has two main issues to cope with in this kind of 
applications: privacy and performance. The performance is critical in IoT setting, where the 
number of events can be huge at specific moments. The technology to implement the 
blockchain should be capable to accomplish both the privacy requirements risen from the 
healthcare dimension and the performance requirements demanded from IoT solutions.  
 
Every interaction on patient data will be transparent, auditable and secure, and will be stored 
in the distributed ledger by means of a transaction. During this process, the privacy of the 
patient is permanently protected. The blockchain solution proposed in this project is built on 
the permission-based Hyperledger Fabric architecture that allows different levels of data 
access: users control who can see their records, how much they see and for how long.  
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1. Preface 
1.1. Motivation 

According to Karim R. Lakhani, professor of Harvard Business School, Blockchain is 

“probably the most hyped term in the history of technology and business” [1]. Since the 

introduction of Bitcoin in 2008, Blockchain technology has been growing rapidly due to 

its disruptive nature in the current business models.  

 Because of the increasing popularity of Blockchain in the present time and its 

potential applications in combination with the Internet of Things (IoT) in the healthcare 

sector, this thesis will have as its main core this emerging technology.   

First, its philosophy based on decentralization has proved to be a good strategy 

for eliminating intermediaries from networks, enabling the network participants to make 

direct peer-to-peer transactions of a currency or data. Second, it can be used as an auditing 

tool, where updates to a dataset (e.g. patient data) are recorded in an immutable and 

chronological way. Third, it can restore the control over personal data to the individual, 

giving him the power to control who can access this data and the ability to revoke or grant 

new permissions to other trusted participants. This control over personal data is called 

Self-Sovereign Identity (SSI) [2] [3] and is one of the main motivations of this thesis.  

The Internet of Things (IoT) has unlocked a world of opportunities in the medical 

domain: when connected to the Internet, common medical devices can collect additional 

and priceless data, providing supplementary information about symptoms and trends, 

empowering remote care, and generally giving patients greater control over their lives 

and their treatment [17]. In contrast, patient’s data is stored nowadays in centralized 

databases, which increases security and integrity risks and requires relying on a single 

authority. Medical information is more valuable than financial one to cyber attackers. In 

fact, “Medical information can be worth ten times more than credit card numbers on the 

deep web. Fraudsters can use this data to create fake IDs to buy medical equipment or 

drugs, or combine a patient number with a false provider number and file fictional claims 

with insurers”, says Jean-Frederick Karcher, the head of security at communications 

provider Maintel. [4] 
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1.2. Objectives 

The main objective of this Master's Thesis is to improve people's healthcare by creating 

a private blockchain in which patients and caregivers can easily access their monitored 

data acquired from wearable devices. This will lead to the decentralization of the 

healthcare data based on the realization of transactions (and the right to access data) in a 

trusted distributed environment.  

  Patients will be the owners of their Electronic Health Records (EHRs) and will 

have opportunity to control the permissions for reading and updating these data in an 

immutable and secure way. 

Among the specific objectives of this thesis, it is possible to emphasize the 

following:  

A. Analysis of the potential applications of private blockchains in the development 

of IoT-based applications for the Healthcare domain.  

B. Define and implement different models of patient’s data depending on the type 

of data obtained from the devices and environments: daily activities, pulse, 

locations, etc.  

C. Convert healthcare-related information to an instantaneous and seamless flow of 

data.  

D. Ensure privacy of the patient. 
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2. Background 
2.1. Problem definition 

Today's users expect an immediate and smooth flow of data. Most industries have 

embraced the necessary techniques to ensure users instantaneous information. 

Unfortunately, healthcare industry has not joined yet this technological revolution. 

Legacy equipments are slow, vulnerable and out of reach of the patient. 

Electronic medical records are currently maintained in data centers, and access is 

limited to hospital and care provider networks. Moreover, health-related information on 

legacy equipments often has problems to be shared with other systems due to 

incompatibilities in standards and formats. As a result, medical stakeholders are 

constrained to maintain their own records, resulting in the absence of a single source of 

truth. 

Doctors rely on research and laboratory tests to make decisions about the 

diagnosis of patients and then develop a treatment plan. However, even when these lab 

results or tests are obtained, they are not commonly reported to all of the medical 

organizations in charge of the patient's treatment and are isolated in the institution that 

first requested them [15].  

In addition, there is an increasing number of personal and environment devices 

(based on IoT standards) capable to obtain contextual and health-related data from their 

owners. This data is usually stored and processed in closed platforms unable to 

interoperate with the consolidated medical platforms. 

The quality of the patient's healthcare is compromised by this situation. 

Furthermore, some healthcare organisations may not be informed of the completely 

clinical and behavioural history of the person and, therefore, there may be erroneous 

conclusions, additional costs and backlogs in the patient's treatment process. This type of 

medical malpractice can have catastrophic consequences in the worst-case scenario. 

According to Johns Hopkins University research in 2016 [5], more than 250,000 

people in the United States die every year because of medical mistakes, making it the 

third leading cause of death after heart disease and cancer. 
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In summary, the healthcare industry needs a more efficient and secure system for 

managing medical records, settling insurance claims, and performing and recording other 

complex transactions. 

 

2.2. Solution proposal 

This Master’s thesis proposes a decentralized solution based on blockchain to enable the 

exchange and use of the data obtained from all the devices associated with patients in a 

safe, fast and transparent way. Blockchain has two main issues to cope with in this kind 

of applications: privacy and performance. The performance is critical in IoT setting, 

where the number of events can be huge at specific moments. The technology to 

implement the blockchain should be capable to accomplish both the privacy requirements 

risen from the healthcare dimension and the performance requirements demanded from 

IoT solutions. 

Using blockchain technology, it can be ensured that the system is going to be: 

trusted based, reliable, decentralized and automatic. Every interaction on patient data will 

be transparent, auditable and secure, and will be stored in the distributed ledger by means 

of a transaction [18]. During this process, the privacy of the patient is permanently 

protected. The blockchain solution proposed in this project is built on the permission-

Figure 2.1: Table showing annual death rate in the United States according 
to Johns Hopkins University research in 2016. [6] 
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based Hyperledger Fabric architecture that allows different levels of data access: users 

control who can see their records, how much they see and for how long. 

Blockchain technology could be applied to many business scenarios, but a 

blockchain architecture should not be implemented in a project just because it is a popular 

technology, it is convenient to evaluate the requirements and necessities of the project 

before making a decision (see Figure 2.2). 

 

 

 

2.2.1. Methodology 

This thesis is described as an applied research in which the main objective is to find 

mechanisms or strategies to address current healthcare when using decentralized 

environments. Due to the sensitivity of the assets exchanged in e-health systems and for 

all the reasons explained before, private blockchain will be the technological core of this 

thesis.  

Figure 2.2: Blockchain for Business - Decision Path. [7] 
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The research will begin with the study of blockchain technology, its characteristics and 

advantages. Once the state of the art of blockchain technology is known, a deeper study 

of private blockchain networks and their potential use in the field of health care will be 

carried out.  

The next step in the research corresponds to the design of the proposed solution 

and the study of the framework that will be used to develop it, as well as the 

familiarization with the custom modelling language and set of primitives used by 

Hyperledger.  

Finally, the proposed blockchain network will be implemented and deployed and 

experiments will be performed to check that the system works properly and to produce 

relevant results. 
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3. Blockchain technology 
 

In general, blockchain can be understood as a decentralized database, meaning that no 

central authority has the full control over the database or can modify the data. Moreover, 

the database is distributed, so each node in the network keeps a full copy of the database. 

Blockchain database is also immutable, because there is no authority capable of change 

or remove its data. Thus, once data is added to the database, it cannot be removed or 

changed.  

3.1. Concept 

Blockchain technology promotes distributed, decentralized, and immutable data storage 

and execution of networked transactions. A block is composed of a header, containing 

mainly metadata, and transactions that carry the actual information from the blockchain 

that constitutes the database [8].    

Due to the append-only nature of the blockchain technology it is possible to 

extrapolate any previous state of the database by scanning the blocks up to a specified 

point. While a given value in the database may change, a historical record of all the 

database operations is inherently linked to the design of the blockchain. 

There are many different implementations of the blockchain concept, whose 

common factor is the classification of data into a list of blocks, linked chronologically 

Figure 3.1. Simplified blockchain network layout.  
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and cryptographically to each other in linear sequence. The entities participating in a 

blockchain network (see Figure 3.1), are all collectively in charge of the maintenance of 

the blockchain. 

Some sort of consensus-building approach is required to guarantee that the 

blockchains in the network nodes are the same as each other, making the associative 

collective blockchain consistent. All of these good consensus protocols are tamper-proof, 

which means that many separate malignant entities would have to collaborate for the 

successful manipulation. 

For each block of the blockchain, with the exception of the first "genesis block", 

there is a cryptographic hash of the previous block of the chain (see Figure 3.2). 

Depending on the specific blockchain structure, certain requirements can be attached to 

these hashes. Hashing secures data by providing certainty that it has not been tampered 

with before being seen by the intended recipient. It is of the core fundamentals and 

foremost aspects of the immutable and defining potential of blockchain technology. It 

preserves the authenticity of the data that is recorded and viewed, and as such, the 

integrity of a blockchain as a whole. It is one of the more technical aspect of the 

technology. 

 

  

Figure 3.2. Hashing procedure in Blockchain systems. 
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3.2. Consensus 

Consensus as a term in the area of blockchains means the process of ensuring that all 

nodes have a shared and coherent blockchain. 

In order to reach consensus, two fundamental elements are needed. The first is a 

state machine that contains the logic between the different possible transitions. The 

second element refers to a protocol that manages the interactions of the nodes with the 

state machine.  

A first state, common to all state machines, is required. Next, an agreement has to 

be established on any new state change to ensure that all nodes reach the same new state. 

Due to the decentralized character of blockchain, this will be done without relying on any 

entity fully. 

Consensus methods used in permissioned and permissionless blockchains are 

different and will be addressed in sections 3.4 and 3.5 of this chapter. 

 

3.3. Chaincode and smart contracts 

From an application developer's perspective, a smart contract, together with the general 

ledger, constitutes the heart of a Hyperledger Fabric private blockchain. 

Before organizations can execute transactions with each other, they must define a 

common set of contracts covering common terms, data, rules, concept definitions, and 

processes. Together, these contracts establish the business model that governs all 

interactions between the parties to the transaction. A smart contract defines the rules 

between different organizations in executable code. Applications invoke a smart contract 

to generate transactions that are recorded in the general ledger. 

Chaincode is described as software, running on a ledger to encode assets and the 

transaction instructions for modifying the assets. Network administrators often use a 

chaincode to group smart contracts related to implementation, but it can also be used for 

programming low-level systems. 

In a permissionless blockchain system executing chaincode is associated with 

payment in the form of cryptocurrency but no such payment is required in a permissioned 

system.  
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3.4. Permissionless blockchains 

The main feature of a public blockchain is its open participation model, in which anyone 

can join and leave the network at any time. Bitcoin and Ethereum are the two most 

representative systems of this category today. [8] 

After the general introduction to blockchain, this chapter will focus on public 

blockchain, with special attention to security features. 

The consensus mechanism used in blockchain determines how new blocks are 

added to the chain and how possible anomalies are detected. In an environment where 

anyone can join the network, as there are no entry conditions, it is important that this 

mechanism is robust enough to be able to guarantee the integrity of the information stored 

in the blockchain, even when an attack is carried out with the intention of compromising 

this integrity. The algorithms used in public blockchain are described in detail on the 

following subsections. 

 

3.4.1. Proof-of-work 

It requires the use of computing capacity to generate new blocks accepted by the chain. 

In exchange for the inverted power, the nodes usually receive a reward in the form of 

currency [8].  

As mentioned in the previous sections, each block of a blockchain contains the 

hash of the previous block. The exact data contained in that hash differs with the particular 

protocol used but generally a summary of the block's data is used together with some of 

the block's metadata. For each block the hash must match a certain pattern, for Bitcoin 

this pattern is a certain amount of leading zero bits. Finds a matching pattern is the 

cryptographic puzzle.  

Since the hash of the same data always has the same hash value, a nonce is 

included as part of the block. The pattern rule is imposed by network nodes because they 

only accept blocks generated by other nodes if, in combination with other verifications, 

the hash of that block matches the pattern. 

Networks based on the Proof of Work algorithm will only be hacked if a network 

user has 51% of the total computing power of the network. To create a new block, a large 
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amount of computing power is needed, and the proportion of votes for the creation of the 

new block is distributed according to the computational power of each node or network 

user. Therefore, if a user had 51% of the power of the network, he would be the one to 

decide what information would be contained in the new block to be created, being able to 

appropriate all the information or assets stored in the network. 

 

3.4.2. Proof-of-stake 

The algorithms used in this case ensure that the probability that a node is chosen for 

generating or validating the next block is proportional to what it has invested in the 

blockchain, usually in the form of coins. The reward is usually in the form of commissions 

per transaction. 

The algorithm is based on the pre-selection of the node that will generate the next 

block among a series of validating nodes that must block part of their cryptomoneda to 

be able to create new blocks. After generation, the block must be accepted by the rest of 

the validating nodes through a voting process. The nodes are rewarded for participating 

in the generation and validation of the chain [9]. 

In terms of security, it is based on the principle that a potential attacker would 

need to invest a great deal in order to gain control over the process of creating and 

accepting new blocks. In addition, an attack would significantly devalue the investment, 

so an attacker who had invested enough to attack the blockchain would see his investment 

lost.  

A possible risk that must be taken into account when implementing this type of 

algorithms is the possible benefit that a node can obtain from voting in several blocks at 

the same time, even knowing that one of them is not valid.  

This type of behaviour could make consensus impossible, so nodes with a lot of 

value invested in the blockchain normally will not be interested in carrying it out, as it 

would make their investment useless. However, those nodes with a small investment 

could use these types of techniques to get rewards more quickly. This type of attack is 

known as "nothing at stake".  

Therefore, most proof-of-stake mechanisms implement some kind of penalty for 

those nodes that choose votes that are never confirmed in the blockchain. 
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There are different implementations of this type of consensus mechanisms but, compared 

to proof-of-work, they all require less energy consumption and are faster when generating 

new blocks. 

Ethereum is probably adopting a consumer test system called Casper. The basic 

idea behind Casper is that consensus will be reached by participants (validators) who 

make bets on which block will become the next to be included in the blockchain.  After 

enough validators have placed enough large bets on a single block, it is considered 

finished and each bet on any other block will be distributed as winnings to the validators 

who bet on the "winning" block. Casper's goal is to encourage bets on blocks that can be 

accepted by the majority and to punish those who bet against the majority. 

 

3.5. Permissioned blockchains  

In contrast with the original public blockchains, private blockchains are permission-based 

systems where users are granted authorizations to access certain types of data and 

complete specific functions using private channels and access control lists (ACL). The 

main advantage of using a private blockchain technology is that the protected data 

becomes invisible to unauthorized members, allowing entities with confidential data to 

coexist on the same network without disclosing information. [16] 

Permissioned blockchain networks limit entry to known participants. This is 

achieved with a group of organizations that collaborate with each other. The main 

advantage compared to permissionless blockchain networks is their higher transaction 

bandwidth and lower latency.  

This thesis will be based in one of the most recognized private blockchain projects 

developed by the Linux Foundation, called Hyperledger Fabric. 

 

3.5.1. The Hyperledger project 

The Hyperledger Project is a consortium, which consists of several independent 

blockchain systems and concepts led by the Linux Foundation. Hyperledger Fabric is the 

first in-use permissioned and therefore token-less blockchain of the technology company 

IBM. The protocol is highly unique. 
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Hyperledger Fabric implements confidentiality by creating channels. Hyperledger 

assumes that encryption of information is not sufficient to maintain long-term 

confidentiality and separates, by design, those parts of the blockchain that are intended to 

be kept private between two or more nodes.  

Each channel is implemented by means of a separate blockchain, which is only 

accessible to the nodes that participate in it. In the following figure we can see an example. 

The nodes E0 and E3 are the only ones with access to the smart-contracts (called 

chaincodes in Hyperledger terminology) Y and Z, kept in the red channel. On the other 

hand, E1 and E2 keep the blue channel. As there is no access to the data of the other 

blockchain, the privacy between each pair of nodes belonging to the different channels is 

guaranteed. 

 

 

3.5.2. Proof of elapsed time 

This is a variety of proof-of-work mechanisms that attempts to reduce electricity 

consumption.  

The choice of the node that will generate the next block is made by executing a 

code in a special type of controlled environment (Trusted Execution Environment) that 

Figure 3.3. Hyperledger Fabric - Multiple Channels, Multiple Ledgers. [10] 
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guarantees that the execution time does not depend on the processor power. In this way, 

each CPU will have the same options to mine new blocks.  

The main security flaw in this type of consensus is the fact that currently only one 

microprocessor manufacturer (Intel) produces CPUs compatible with this algorithm, 

which raises questions about this manufacturer's ability to alter the algorithm's 

performance. This makes it unattractive for implementation in permissionless 

blockchains. 

This consensus mechanism is used in the implementation of permissioned 

blockchain Hyperledger Sawtooth, originally created by Intel and currently part of the 

Hyperledger project [11].  

 

3.6. Overview of Blockchains 

There are many Blockchain implementations and it is important to choose the most 

suitable one, therefore it is essential to identify the most well-known and robust 

alternatives and the ones with the largest experience in real business solutions. 

This comparison will focus on the main blockchains that allow smart contracts 

programming [12]: 

1. Ethereum 

2. Monax 

3. Quorum 

4. Hyperledger Fabric 

5. Corda 

 

3.6.1. Ethereum 

Ethereum was the first public blockchain that allowed the programming of Smart 

Contracts (programs using full Turing language). This was something revolutionary, as it 

allows algorithms to be made, or logic to be added to the transactions. 
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There are several ways to create private Ethereum networks, where only certain nodes are 

allowed to be accessed, but that makes the network have fewer mining nodes and 

validators that will look for the hash that validates the blocks.  

All the transactions of ethers will appear in the network, and it will be visible for 

all the connected nodes. 

 

Consensus 

Ethereum is designed for public networks, so any smart contract, transaction or action on 

it, can be seen by anyone and the mining nodes that validate the blocks can be anywhere. 

These mining nodes validate the transactions using a proof of work. The average 

validation time of a block/transaction is about 12 seconds. 

Privacy 

Ethereum does not implement privacy on the network; everyone can see all of each other's 

transactions. 

Permissions 

Ethereum has no permissions; everyone connecting to the network plays the same role 

and can deploy contracts.  

Smart Contracts 

Ethereum was the first network to allow smart contracts to be programmed, in a 

specialized programming language called Solidity. This programming language allows 

making any kind of logic; it is a complete Turing machine. 

  Ethereum solves the problem of being able to carry out very expensive operations 

in all the nodes, saturating the network or collapsing it, applying a cost depending on the 

code that is executed in each transaction. This cost is paid with “gas” that can be obtained 

using the Ether cryptomoneda. Smart contracts with very complex logic, or badly 

programmed, will have a very high gas cost.  

This computational cost "pricing" can be a problem for certain enterprise 

networks, as those who maintain or develop the network must ensure that all customers 

have enough gas to interact with the contracts. 
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3.6.2. Monax 

Network based on Ethereum (fork open source) focused on the Enterprise world, so 

private network deployments are more optimized. 

It makes its deployment easier than in an Ethereum private network and especially 

solves the problem of computational expenditure waste that could cause Ethereum with 

proof of works. 

 

Consensus 

Monax introduces a different consensus algorithm, Tendermint, which makes it more 

efficient for private networks. It validates blocks/transactions in less than 0.5 seconds 

with few validating nodes, as it is based on Proof of Stake.  

It does not require nodes to perform a hash calculation because they are known 

and identified nodes; they can perform a voting system. 

Privacy 

Monax does not implement privacy on the network; everyone can see all of each other's 

transactions. 

Permissions 

In addition of having validators, Monax implements complex permissions, allowing each 

user to have a defined role, in which the actions they can do on the blockchain are limited 

through fine-grained permissions (deploy contracts, register new users, invoke 

transactions...). 

Smart Contracts 

Monax uses the same core as Ethereum, so they share the development language of Smart 

Contracts (Solidity). However, there is a difference in computation pricing, the gas 

system is hidden (it becomes infinite), so the network developer or maintainer does not 

have to worry about keeping users with enough gas to interact with contracts. 

However, it keeps a per-transaction execution "gas" limit, to prevent someone 

from launching a code that makes validators process for too long. 
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3.6.3. Quorum 

Private blockchain network that emerges from the Ethereum source code. The 

differentiating point of Quorum is the fact that it allows private transactions between the 

parties. 

 

Consensus 

Quorum introduces a new consensus algorithm called Raft, which does not require the 

calculation of hashes and validates blocks/transactions in less than 0.5 seconds.  

It has no tolerance to Byzantine faults. This means that if this consensus is used, 

security has to be given by the entities themselves so that their nodes are not accessible 

by an attacker. 

However, Quorum offers more consensus mechanisms that in the future will allow 

tolerance to Byzantine failures, such as QuorumChain. 

Privacy 

Quorum enables transaction between network participants to be performed in a private 

way, allowing a transaction to be viewed only by a subgroup of participants. 

Permissions 

Quorum implements simple permissions, connected nodes can only be validators ("vote" 

if a transaction is added or not to the blockchain) or not, but do not control fine-grained 

permissions (visualize contracts, register new users, invoke transactions ...). 

Smart Contracts 

Quorum, like Monax, uses the same Smart Contracts development language as Ethereum, 

with the difference that it does not implement a computer pricing system.  

 

3.6.4. Hyperledger Fabric 

Hyperledger is a consortium of the Linux foundation whose objective is to support 

different Blockchain implementations. The most popular implementation is called Fabric 

and it is being developed by IBM. 
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Fabric is a less mature technology than those based on Ethereum. However, it offers a 

more complete functionality, since being designed from scratch for enterprise purposes 

makes it possible to add new features. 

 

Consensus 

Fabric implements a consensus mechanism based on Proof-of-stake with Byzantine fault 

tolerance, capable of performing transaction in less than 0.5 seconds.  

Privacy 

Fabric has a high degree of privacy. As well as Quorum, it is possible to send transactions 

that will only be confirmed by a set of participants. 

Permissions 

Fabric implements complex permissions. Apart from having validators, it also permits 

each user to have a defined role, which limits the actions they can do on the blockchain 

with fine-grained permissions (deploy contracts, register new users, invoke 

transactions...). 

Smart Contracts 

Smart Contracts in Fabric can be developed using different programming languages, such 

as GO and JavaScript. This flexibility has the effect that no compiler exists and makes 

the development more complicated for the developers. 

 

3.6.5. Corda 

Similar to Hyperledger Fabric, Corda is a product designed from scratch for enterprise 

networks, usually banks. Although it is really a point-to-point network with encryption, 

it offers most of the properties of a blockchain. 

 

Consensus 

Corda transactions are confirmed by each of the participants in the transaction 

individually. They can be extended to add regulatory/centralizing nodes. There is no 

global consensus, but there is a consensus among the participants in each transaction. 
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Privacy 

Corda implements privacy in the network, since it is possible to send transactions to 

selected groups of participants. 

Permissions 

Corda provides permission to register on the network, as communications are point-to-

point, the recipient must be known. 

Smart Contracts 

The Smart Contracts in Corda are currently developed in KOTLIN and Java. 

 

3.6.6. Summary 

 

Solution Maturity Development 
facilities 

Permissions 
 

Time to 
confirm 

transactions 

Privacy 
between 

nodes 
Ethereum 4 3 1 ~12 seconds No 

Monax 3 3 5 Instant No 

Quorum 3 3 3 Instant Yes 

Hyperledger 1 2 5 Instant Yes 

Corda 1 3 4 Instant Yes 

 
Table 3.1. Comparison summary (best the higher the score, 1-5).  
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4. Hyperledger Fabric 
 

Hyperledger is a cooperative open source initiative promoting blockchain technologies 

across all sectors. It is a global collaboration, powered by the Linux Foundation, which 

includes leaders in the fields of finance, banking, Internet of Things, supply chains, 

manufacturing, and technology. 

Nowadays there are six frameworks and eight tools developed by Hyperledger in 

the blockchain field. Nevertheless, Hyperledger Fabric is currently Hyperledger's flagship 

project, as it is the oldest and most advanced in the development process. 

Hyperledger Fabric has been in development since mid-2016 and has launched 

stable releases in 2017 (versions 1.0 and 1.1), 2018 (versions 1.2 and 1.3) and 2019 

(version 1.4). According to IBM, latest releases contain enough functionality to be used 

in production.  

IBM leads the development of the project with the collaboration of more than 30 

companies. Since Hyperledger Fabric is a solution for companies, there is not a large open 

source community of volunteers or extensions that are developed independently of the 

companies' own environment. 

 

4.1. Key functionalities 

Hyperledger Fabric is a distributed ledger technology (DLT) implementation that delivers 

enterprise-ready network security, scalability, confidentiality, and performance in a 

modular blockchain architecture. Hyperledger Fabric offers the following blockchain 

network functionalities [13]: 

1. Identity management: Hyperledger implements an identity service that handles user 

IDs and authenticates all network participants. Access control lists can be used to 

provide an additional level of security and allow authorization at the level of network 

operations. For example, a user can be authorized to invoke a chaincode application 

and block it from deploying new chaincodes. 
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2. Privacy and confidentiality: Fabric allows different groups requiring privacy to 

execute confidential transactions while simultaneously coexisting on the same 

permissioned network. Private channels are constrained messaging paths that may be 

employed for providing both privacy and transaction confidentiality for a specific 

subset of network subscribers. All the network data in a single channel is hidden and 

unreachable to any network subscriber who does not have explicit permissions to that 

channel. 

 

3. Efficient processing: Hyperledger allocates network roles by type of node. In order 

to ensure network concurrency, transaction execution is prioritized over ordering and 

commitment. This priority execution increases the processing efficiency in each node 

and speeds up the transaction delivery to the ordering service. 

 

4. Chaincode functionality: Chaincode applications codify the logic that is invoked by 

a particular kind of transactions in the channel. System chaincode differs from the 

normal chaincode that defines the operating parameters for the entire channel. The 

rules for the channel are defined by the lifecycle and configuration system chaincode 

and the requirements to validate the transactions are defined in the validation system 

chaincode. 

 

5. Modular design: Hyperledger implements a modular architecture to provide 

functional choices to network designers. The implementation of different 

identification, consensus and encryption algorithms can be integrated into any 

Hyperledger Fabric network. This flexibility results in a universal blockchain that any 

industry can adopt. 
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4.2. Consensus and node responsibilities 

Consensus in Hyperledger Fabric addresses more than simply establishing the order in 

which transactions are executed. Hyperledger Fabric divides consensus into different 

phases, from proposal to endorsement, ordering, validation and commitment. In 

summary, consensus is defined as the complete cycle of verification of the correctness of 

a set of transactions that make up a block [13]. 

Consensus is finally reached when both the order and results of the transaction 

blocks match explicit policy criteria. These checks take place during the lifecycle of the 

transaction, and include the application of endorsement policies to establish which 

members need to approve a class of transaction, as well as system chaincodes to ensure 

that these policies must be complied with. Prior to the commitment phase, nodes employ 

these system chaincodes to ensure that there are sufficient supports present, and that they 

are derived from the appropriate entities. In addition, a version check will take place in 

the ledger to protect against double spend operations and other threats that compromise 

the integrity of the data. 

In addition to the checks described above, there are also identity verifications in 

all directions of the transaction flow. Access control lists are implemented in the form of 

hierarchical layers in the network and payloads are signed, verified and authenticated 

repeatedly as the transaction passes through different components in the blockchain 

architecture. 

 

4.3. Transaction process 

The transaction process begins with a client sending the transaction proposal to the peers 

of the network, specifying the chaincode to be invoked, and any input parameters required 

for invoking it. 

Peers run a simulation of the chaincode invocation and ensure that the result is 

valid exactly the way it is defined in the chaincode. After carrying out all the necessary 

verifications, the peers send the proposal back to the client, including the result and 

approval [13]. 
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The client assembles the proposals into one transaction after checking that all results are 

identical. The transaction is sent to the ordering service and the orderer nodes check that 

there are no read/write conflicts to form a block. Ordering service then sends the block to 

the remaining peers and they all commit the block in their copies of the blockchain. 

 Transaction ends with the client receiving a broadcast event of all peers 

acknowledging the transaction. 

 

 

4.4. Participant and permissions 

Hyperledger provides an access control language (ACL) which delivers a declaratory 

access control on domain model elements. Through the definition of ACL rules it is 

possible to determine which participants/roles can create, read, update or delete elements 

in the domain model of a business network. 

Hyperledger differentiates between access control for resources inside a business 

network (business access control) and access control for network administration updates 

(network access control). Enterprise access control and network access control are 

specified in the access control file (.acl) for an enterprise network. 

 

Figure 4.1. Transaction process in Hyperledger Fabric. 
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Network access control uses the system namespace, which implicitly extends across all 

resources of a company's network, and grants or denies access to specific actions, in order 

to allow more qualified access to particular operations at the network level. 

 Controlling access and authorization is a critical part of Hyperledger and the 

security architecture of a business network that organizations share in the blockchain. 

Hyperledger allows an administrator to monitor the resources or data that a participant, 

or even the role of participant, is authorized to see or do on an enterprise network. These 

participants typically operate or conduct transactions from within their respective member 

organizations and each of them will have its own access control requirements in the 

general ledger, while at the same time allowing controlled access to shared data or data 

that may be common to all member organizations - or to specific members interacting in 

the same enterprise network. 

 

  

Figure 4.2. Access Control in Hyperledger - Sample network scenario. [14] 
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5. Project description 
 

5.1. Introduction 

This chapter has the purpose of describing in detail the Blockchain application developed 

in this project. First, a description of the main characteristics of the developed application 

will be given.  

The Blockchain is composed of five participants:  

 Patient: main character of the blockchain and he will have total control over who 

has access to his medical data at any time. He will be able to give or revoke 

permissions to the different medical entities that comprise the network.  

 
 Clinician: responsible for creating or updating the EHRs of patients who have 

previously granted him permissions. He will be the only one enabled with 

permissions of writing on the medical records. 

 
 Laboratory: it will be able to visualize the EHRs of the patients that have granted 

access to it previously. 

 
 Wearable Device: simulated IoT device that periodically sends data related to the 

patient's health: heart rate, number of steps and calories burned. 

 
 Personal trainer: capable to visualize the data of his patient's wearable device if 

he has the necessary permissions. 

 
The entire network has been deployed using Docker containers, which brings 

numerous advantages to the project in the following aspects: scalability, modularity, 

consistency, faster deployments, easy integration with cloud environments, security and 

isolation.   

In terms of security, due to the sensitivity of the data exchanged in the blockchain, it 

was decided to use a private blockchain solution. In addition, the API REST where the 

network has been deployed is secured with Google OAUTH2.0, which makes the 

application much more secure, as an access token is needed to login.  
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Once authenticated against the REST server, the user must import a series of participant 

cards, previously validated by the administrator of the blockchain. These credentials 

allow the user to adopt a role in the network (for example, Clinician), for performing 

transactions and exchanging assets as the ACLs allow according to their role and 

authorizations that have been granted. 

At the graphical level, it will be possible to check all these transactions, as well as 

the history of the network through a web server. 

 

5.2. Hyperledger Composer 

Hyperledger Composer is a set of tools that simplifies the creation of blockchain 

applications based on Hyperledger Fabric.  

The value of this tool is to accelerate development through an API, without having 

to directly access the Hyperledger Fabric source code.  

Hyperledger Composer is the framework for developing business applications on 

Hyperledger Fabric. Composer is an environment that enables high-level business 

network programming. It enables modelling, testing and deployment of the business 

model.  

Within the modelling, it is necessary to define who are the participants, the assets 

and the transactions that are going to be carried out with those assets.  

 

Figure 5.1. Hyperledger Composer 
Framework. [14] 
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Hyperledger Composer also allows external systems to operate with the blockchain, in 

addition to the creation of Smart Contracts (Chaincode) in JavaScript language. One of 

the most interesting features of Composer is that it is able to generate REST APIs to 

interact with the business model quickly.  

Some additional features of Hyperledger Composer are the following: 

a) Data modelling: defines the types of data that compose the application through a 

specific language. 

b) JavaScript business logic: language used to program Chaincodes. 

c) Web playground: online test environment. 

d) Client libraries: library packages for clients. 

e) Editor support: plugin in text editors such as Visual Studio Code or Atom that 

facilitates the development of code. 

f) CLI utilities: command line utilities to perform actions quickly. 

g) Code generation: compatibility with Yeoman to generate code pre-defined 

templates to avoid starting the application from scratch. 

h) Integration: REST communication to integrate the application. 

Once the data modelling, transaction logic, access rules and queries have been 

defined, it is possible to pack up everything in a single file with a Business Network 

Archive (bna) extension. This file will contain the blockchain application and it will allow 

deploying the network anywhere in a straightforward and intuitive way. 

Figure 5.2. Hyperledger Composer BNA diagram. [14] 
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5.3. Architecture 

This section shows the architecture of the project described in this thesis. 

On the left side, it is possible to see the necessary components for the coding of 

the application: Docker containers to deploy the application directly in the machine, the 

JavaScript libraries necessary to program the application logic and the Hyperledger 

Composer extension for Visual Studio.  

In the central part, the Composer and Fabric local environment can be seen, where 

the blockchain is deployed to perform the tests. 

On the right side appears the interaction with the business network. Using 

Composer, it will be possible to generate a REST API to perform transactions in the 

blockchain. Users will be able to access it by authenticating themselves against a Google 

OAUTH2.0 service. 

Figure 5.3. Application Architecture. 
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5.4. Blockchain Development 

This chapter provides a technical explanation of the development of the Master’s Thesis 

Project. 

 

5.4.1. Participants and Permissions 

The proposed blockchain solution involves a combination of different actors, so ID 

management and data access will be a key point in the project. It has been developed a 

dynamic system that identifies the actors and gives them the appropriate permissions to 

access the health records, taking into account the patient's permissions. Below is a table 

with the actors and read/write permissions they have: 

 

Participant Permission 

Patient  Read their EHRs. 

 Permission a 
Clinician/Laboratory to 
Read/Write EHR.  

 Revoke permissions from 
Clinician/Laboratory. 

Clinician  Read/Write on permissioned 
EHRs. 

Laboratory  Read on permissioned EHRs. 

Personal Trainer  Read on permissioned Wearable 
Data asset. 

Wearable Device  Ability to integrate IoT health 
related data into the blockchain. 

Table 5.1. Participants and permissions. 

 

In order to reference the different resources of the blockchain it is necessary to 

declare a namespace. The namespace of this Hyperledger solution is 'org.healthcare.com'. 

For instance, to obtain the Patient resource it is necessary to access the register 

'org.healthcare.com.Patient'. 
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5.4.2. Data Structure 

Hyperledger modelling language is used to design the network domain model. Here are 

some examples from the .CTO file of how the models will be defined and stored in the 

blockchain: 

Participants: 
Patient 

Variable Type Variable Description 
String patientId A unique identifier of 32 

alphanumeric characters 
(regular expression). 

Asset medicalRecord Structure defined in asset. 
Array authorizedClinicians Array of all authorized 

clinicians to read/write 
EHR. 

Array authorizedLabs Array of all authorized 
laboratories to read EHR. 

Table 5.2. Patient’s data structure.  

Clinician 

Variable Type Variable Description 
String clinicianId A unique identifier of 32 

alphanumeric characters 
(regular expression). 

Array patients Array of all patients that 
have granted permissions 
to read/write on their 
EHRs. 

Table 5.3. Clinician’s data structure. 
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Lab 

Variable Type Variable Description 
String labId A unique identifier of 32 

alphanumeric characters 
(regular expression). 

Array patients Array of all patients that 
have granted permissions 
to read/write on their 
EHRs. 

Table 5.4. Lab’s data structure. 

Personal Trainer 

Variable Type Variable Description 
String trainerId A unique identifier of 32 

alphanumeric characters 
(regular expression). 

Array patients Array of all patients that 
have granted permissions 
to read their wearable data. 

Table 5.5. Personal Trainer’s data structure. 

Wearable 

Variable Type Variable Description 
String wearableId A unique identifier of 32 

alphanumeric characters 
(regular expression). 

String name Common name of the 
wearable device. 

Table 5.6. Wearable’s data structure.  
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Assets: 
Patient Details 

Variable Type Variable Description 
String assetKey Unique identifier of the 

asset. 
String firstName First name of the patient. 

String lastName Last name of the patient. 

String email Email of the patient 
(regular expression). 

Address address Structure defined in 
concept. 

Patient owner Extends from Patient 
(Participant). 

Table 5.7. Patient Details’ data structure. 

 

Clinician Public Profile 

Variable Type Variable Description 
String assetKey Unique identifier of the asset. 

String firstName First name of the clinician. 

String lastName Last name of the clinician. 

String email Email of the clinician (regular 
expression). 

String registrationNumber Registration number of the 
clinician. 

String specialty Clinician’s specialty. 

Address address Structure defined in concept. 

Clinician owner Extends from Clinician 
(Participant). 

Table 5.8. Clinician Public Profile’s data structure. 
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Lab Public Profile 

Variable Type Variable Description 
String assetKey Unique identifier of the 

asset. 

String name Name of the laboratory. 

String email Email of the laboratory 
(regular expression). 

Address address Structure defined in 
concept. 

Lab owner Extends from Lab 
(Participant). 

Table 5.9. Lab Public Profile’s data structure. 
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Trainer Public Profile 

Variable Type Variable Description 
String assetKey Unique identifier of the asset. 

String firstName First name of the personal trainer. 

String lastName Last name of the personal trainer. 

String email Email of the personal trainer 
(regular expression). 

Address address Structure defined in concept. 

PersonalTrainer owner Extends from PersonalTrainer 
(Participant). 

Table 5.10. Trainer Public Profile’s data structure. 

Wearable Data 

Variable Type Variable Description 
String assetKey Unique identifier of the 

asset. 

Integer pedometer Number of steps. 

Integer calories Number of burned calories. 

Integer heartbeat Current heart rate. 

Patient owner Extends from Patient 
(Participant). 

Wearable device Extends from Wearable 
(Participant). 

Table 5.11. Wearable Data’s data structure. 
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Medical Record 

Variable Type Variable Description 
String assetKey Unique identifier of the 

asset. 

String medicalHistory Description of the patient’s 
medical history. 

String allergies Indicates if the patient has 
allergies to any medicines. 

String currentMedication Indicates if the patient is 
currently being treated 
with any medicines. 

Clinician lastConsultationWith Name of the last clinician 
who updated the medical 
record. 

String lastConsultationDate Date of last consultation. 

String activeHoursInAWeek Indicates weekly exercise 
hours. 

Boolean smoking Indicates if the patient is a 
regular smoker. 

Integer version Version number of the 
medical record. 

Patient owner Extends from Patient 
(Participant). 

Clinician author Extends from Clinician 
(Participant). 

Table 5.12. Medical Record’s data structure. 
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Concepts: 
Address 

Variable Type Variable Description 
String address Patient’s address. 

String city City where the patient is 
residing. 

String country Country where the patient 
is residing. 

String zip ZIP Code. 

Table 5.13. Address’s data structure. 
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5.4.3. Transactions 

Interactions with health records are stored on the network in the form of transactions. 

Below is a description of the different transactions performed in the blockchain. The logic 

of these transactions has been programmed in JavaScript language. 

Patient Granting Access to a Clinician 

 Patient A grants access to EHR to Clinician A. 

 Clinician A’s ID is added to Patient A’s authorized clinicians array on the ledger. 

 Patient A’s ID is added to Clinician A’s patients array on the ledger. 

JavaScript code: 

 

Patient Revoking Access from a Clinician 

 Patient A revokes access to EHR from Clinician A. 

 Clinician A’s ID is removed from Patient A’s authorized clinicians array on the 

ledger. 

 Patient A’s ID is removed from Clinician A’s patients array on the ledger. 
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JavaScript code: 

 

Patient Granting Access to a Lab 

 Patient A grants access to EHR to Lab A. 

 Lab A’s ID is added to Patient A’s authorized labs array on the ledger. 

 Patient A’s ID is added to Lab A’s patients array on the ledger. 

JavaScript Code: 
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Patient Revoking Access from a Lab 

 Patient A revokes access to EHR from Lab A. 

 Lab A’s ID is removed from Patient A’s authorized labs array on the ledger. 

 Patient A’s ID is removed from Lab A’s patients array on the ledger. 

JavaScript code: 

 

Patient Granting Access to a Personal Trainer 

 Patient A grants access to Wearable Data to Personal Trainer A. 

 Patient A’s ID is added to Trainer A’s patients array on the ledger. 

JavaScript code: 
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Patient Revoking Access from a Personal Trainer 

 Patient A revokes access to Wearable Data from Personal Trainer A. 

 Patient A’s ID is removed from Trainer A’s patients array on the ledger. 

JavaScript code: 

 

Granted Clinician initializing Medical Record via Transaction 

 Granted Clinician A create medical record for Patient A. 

JavaScript code: 
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Granted Clinician updating Medical Record via Transaction 

 Granted Clinician A updates medical record for Patient A. 

JavaScript code: 

 

Wearable Device sending health related data via Transaction 

 Wearable Device A sends health related information to the ledger. 

JavaScript code: 
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The following JavaScript function has been used for generating random 32 alphanumeric 

characters: 

 

5.4.4. Access Control Rules 

To increase the security level of the private blockchain, access control rules have been 

used to control the read/write permissions of each resource of the network.  

By default Hyperledger ACLs deny access to a Blockchain resource, unless 

otherwise specified. All these rules have been defined in the permissions.acl file of the 

project.  

The following table will describe each of the rules that have been set: 

Rule Description 
PatientsOnlySeeThemselves Patients can see and modify 

themselves. 
PatientDetails Patients can edit their personal details. 
PatientsOwnHistory Patients should be able the only ones 

with permissions to see the history of 
their own transactions. 

PatientSeeOwnMedicalRecord Patients can see their own medical 
records. 

PatientsSeeOwnWearableData Patients can see their own wearable 
data. 

PatientsSeeAllClinicians Patients can see all clinician’s public 
profiles. 

PatientUpdateClinicians Patient can grant or revoke access 
to/from clinicians. 

PatientSeeAllLabs Patient can see al lab’s public profiles. 
PatientUpdateLabs Patient can grant or revoke access 

to/from labs. 
PatientsSeeAllTrainers Patient can see al personal trainer’s 

public profiles. 
PatientUpdateTrainers Patient can grant/revoke access 

to/from personal trainers. 
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GrantAccessToClinician Allow all patients to submit 
‘GrantAccessToClinician’ 
transactions. 

RevokeAccessFromClinician Allow all patients to submit 
‘RevokeAccessFromClinician” 
transactions. 

GrantAccessToLab Allow all patients to submit 
‘GrantAccessToLab’ transactions. 

RevokeAccessFromLab Allow all patients to submit 
‘RevokeAccessFromLab” 
transactions. 

GrantAccessToTrainer Allow all patients to submit 
‘GrantAccessToTrainer’ transactions. 

RevokeAccessFromTrainer Allow all patients to submit 
‘RevokeAccessFromTrainer” 
transactions. 

ClinicianOnlySeeThemselves Clinicians can see and modify 
themselves. 

ClinicianPublicProfile Clinicians can edit their public 
profiles. 

ClinicianUpdatePatient Clinicians can edit their patients. 
ClinicianOnlySeeTheirPatients Clinicians see only list of patient 

details they are authorized. 
LimitAccessToAuthorizedClinician Clinicians are able to modify medical 

records of their patients. 
ClinicianCanCreateMedicalRecordViaTx Clinicians are able to create medical 

records of their patients via 
transaction. 

ClinicianCanUpdateMedicalRecordViaTx Clinicians are able to update medical 
records of their patients via 
transaction. 

LabsOnlySeeThemselves Labs can see and modify themselves. 
LabPublicProfile Labs can edit their public profiles. 
LabsOnlySeeTheirPatients Labs only see list of patients they are 

authorized. 
LimitAccessToAuthorizedLab Labs are able to read medical records 

of their patients. 
WearablesOnlySeeThemselves Wearables can see and modify 

themselves. 
PostWearableData Every IoT device using the oauth2.0  

token can publish data via transaction. 
LimitAccessToAuthorizedTrainer Authorized trainers are able to read 

wearable data of their clients. 
LimitAccessPatientsDataToAuthorizedTrainers Authorized trainers are able to read 

their patient details. 
Table 5.14. List of implemented access control rules in the blockchain. 
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  As an example, here are some screenshots of the code needed to implement access rules 

in Hyperledger Fabric:  

      



  

 
53 Alejandro Mateo Jiménez 

MSc in Internet of Things - Technical University of Madrid 

 

Development of an interoperable health data platform 
supported by Blockchain technologies 

 Master’s Thesis Project 

 

5.4.5. Query Definitions 

The query's native language can filter the returned results using some criteria and can be 

called in transactions functions to perform operations, such as updating or deleting assets 

in result sets. Theses queries can also be called from the API REST through a web browser 

as they were custom queries defined by the user. 

Queries are defined in a specific file with extension .qry in the parent directory of 

the business network definition. They contains a WHERE clause, which defines the 

criteria by which assets or participants are selected. 

As an example of implementing queries in Fabric, a query will be defined to obtain 

all clinicians that have been authorized by a specific patient: 

 

5.4.6. REST Server with Google OAUTH2.0 

This chapter provides an overview of the configuration of the OAUTH2.0 authentication 

strategy (e.g. for Google, Facebook, Twitter authentication providers, etc.) to authorize 

access to resources on a configured REST server instance, and allows blockchain end 

users to interact with a deployed intelligent contract/company network. The REST server 

will run in multi-user mode and will be tested interacting with the business network using 

different identities, accessing resources through the API.  

To develop this part of the project it has been necessary to create a Google 

Developer account and perform the following steps: 

1. Create Google API+ Project 

2. Create Credentials Service Account 

3. Create OAuth2.0 Consent 

4. Create OAuth2.0 Client ID credentials for the Credentials Service Account 
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A general diagram of the communication flow is shown below: 

 

Google+ APIs are used as the authentication provider for this project, as it is easy 

for anyone to set up a Google Account and configure the service without having to worry 

about the middleware prerequisites that will be installed. 

OAUTH2.0 is actually an 'authorization protocol' but can be used as a 'delegated 

authentication scheme' - authentication usually means identifying a user by their own 

credentials, while OAUTH2.0 authentication, as used here, is used as a 'delegated' 

authentication scheme. There are a number of "roles" to expand here as background. The 

function of the Composer REST server is to provide access to the resources of the 

enterprise network, which are protected by the OAuth2.0 scheme of the Google+ API. 

The owner of the resource is the user account of the Google+ API that is defined and its 

role is to give consent (or not) to the client application. The Google+ authorization server 

requests the consent of the resource owner and issues access tokens to REST clients (for 

example, web client applications) so that they can access the protected resources. Smaller 

API providers can use the same application and URL space in Google+ for both the 

Figure 5.16. Google OAUTH2.0 Client Authentication Overview. [14] 
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authorization server and the resource server. The idea is that when a user of a web 

application arrives (using REST APIs to access a business network), they don't have to 

pre-register at all; the user of the application is given consent under the configured client 

application (although this depends on the configuration of the OAUTH2.0 stream). In this 

project, a browser will be used to consume the REST APIs and see how this authentication 

flow actually works. 

The token allows a client to access APIs protected by OAuth2.0. In OAuth 2.0, 

these access tokens are called "carrier tokens" and can be used alone, without signature 

or cryptography, to access the information. Furthermore, the access token is saved in a 

cookie in the local storage of the user's web browser. When the user makes a subsequent 

request, the access token is retrieved from the cookie, and the access token is validated, 

rather than re-authenticating the user. 

The REST server itself is configured to persist on business network cards 

(necessary to connect to the network) using the MongoDB store. Normally an 

organization would run multiple instances of the REST server Docker image described 

below and configure a highly available instance of the persistent data store, such as a set 

of MongoDB mirrors. The configuration of high availability components allows an 

administrator to stop, restart, or delete instances of the REST server without application 

users losing access to the enterprise network implemented through REST. 

 

5.4.7. Simulated IoT Device 

For the wearable device simulation, it has been developed a Python script that will send 

periodically data of heart rate, burnt calories and number of steps to the API REST. For 

this purpose, the authentication token will be needed and the device will be identified as 

a Wearable participant, as it is the only network participant that has write permissions 

over the Wearable Data asset.  
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Python Script Code:  
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5.5. Deployment 

Hyperledger Composer can be installed on Ubuntu or MacOS. For the development of 

this Master’s Thesis Project Hyperledger Composer has been installed on Ubuntu 18.04 

LTS inside VirtualBox. 

First, the following prerequisites are needed in order to start developing the blockchain 

solution: 

a) Operating Systems: Ubuntu Linux 18.04 LTS 

b) Docker Engine: Version 17.03 or higher 

c) Docker-Compose: Version 1.8 or higher 

d) Node: 8.9 or higher (note version 9 is not supported) 

e) npm: v5.x 

f) git: 2.9.x or higher 

g) Python: 2.7.x 

h) A code editor (VSCode) 
Once all the prerequisites are fulfilled, it is time to install Hyperledger Composer 

development tools (used to create business networks) and stand up a Hyperledger Fabric 

instance (used to deploy business networks locally).  

Commands: 

CLI tools: 
npm install -g composer-cli@0.20 

npm install -g composer-rest-server@0.20 

npm install -g generator-hyperledger-composer@0.20 

npm install -g yo 
 

Hyperledger Fabric: 
mkdir ~/fabric-dev-servers && cd ~/fabric-dev-servers 

curl -O https://raw.githubusercontent.com/hyperledger/composer-tools/master/packages/fabric-dev-
servers/fabric-dev-servers.tar.gz 

tar -xvf fabric-dev-servers.tar.gz 

cd ~/fabric-dev-servers 

export FABRIC_VERSION=hlfv12 

./downloadFabric.sh 
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Starting and stopping Hyperledger Fabric 

    cd ~/fabric-dev-servers 

    export FABRIC_VERSION=hlfv12 

    ./startFabric.sh 

    ./createPeerAdminCard.sh 
 
This section covers the necessary steps to deploy the blockchain solution 

implemented in this project. The project source code can be downloaded from the author’s 

GitHub (https://github.com/alexmj8/BlockchainHealthcare). 

 To install the healthcare network to the Hyperledger Fabric, it requires the 

Hyperledger Composer business network to be installed on the peer. Then, the healthcare 

network can be started, and a new participant, identity, and associated card must be 

created to be the network administrator. Finally, the healthcare administrator network 

card must be imported for use, and the network can then be pinged to check if it is 

responding.  

1.- Install the network from the .bna file with the following command: 

composer network install --card PeerAdmin@hlfv1 --archiveFile healthcare-network@***.bna 

2.- Start the network: 

composer network start --networkName healthcare-network --networkVersion *** --networkAdmin 
admin --networkAdminEnrollSecret adminpw --card PeerAdmin@hlfv1 --file networkadmin.card 

3.- Import the network administrator identity as a usable business network card: 

composer card import --file networkadmin.card 

4.- Ping the network to check if it has been deployed successfully: 

composer network ping --card admin@healthcare-network 

5.- Generating a REST server running at http://localhost:3000 

composer-rest-server 

1. Enter admin@healthcare-network as the card name. 
2. Select never use namespaces when asked whether to use namespaces in the generated 

API. 
3. Select No when asked whether to secure the generated API. 
4. Select Yes when asked whether to enable event publication. 
5. Select No when asked whether to enable TLS security. 
  *** = version of the network (for example 0.5.9) 

 

https://github.com/alexmj8/BlockchainHealthcare
http://localhost:3000/
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6.- Generating a skeleton Angular application running at http://localhost:4200 (Optional): 

yo hyperledger-composer:angular 

1. Select Yes when asked to connect to running business network. 
2. Enter standard package.json questions (project name, description, author name, 

author email, license) 
3. Enter admin@healthcare-network for the business network card. 
4. Select Connect to an existing REST API 
5. Enter http://localhost for the REST server address. 
6. Enter 3000 for server port. 
7. Select Namespaces are not used 
 
Finally, navigate to the angular project directory and run npm start. 

 

 

5.6. Tests and Results 

To conclude the fifth chapter of the project, a series of tests have been carried out in order 

to check the correct functioning of the blockchain.  

In this section, the most relevant transactions (grant/revoke permissions) are tested 

in order to check the proper performance of the permissions and the logic of the 

transactions.  

To perform the Proof of Concept (PoC), five participants have been created with 

their cards, generated by the network administrator.  

 

 

 

Patient 
Trainer 
Clinician
Lab

Wearable

http://localhost:4200/
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These cards will be imported into the API REST Wallet, where it is possible to 

choose which participant is active at any given time (only one active participant is 

allowed). The different participants will be activated in order to see how ACLs have an 

impact according to the different roles. 
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The Clinician is selected as an active participant and the following tests are performed:  

 

As the clinician is has been authorized by the patient previously, he is able to see 

and update the patient’s medical record via transactions: 
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On the other hand, the Lab has not been authorized by the patient previously, so it is not 

able to see the medical record: 
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Now, patient has revoked access from clinician and has granted it to the lab: 
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In this case, doctor cannot visualize or update the medical record via transactions: 

 

 

 

 

 

 

 

Lab is able to see medical record but not to update it, because it has been stablished in 

that way on the access control rules: 
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Last case that is going to be checked is the one related with personal trainer and wearable 

data.  

Unauthorized trainer cannot visualize wearable data: 

 

Patient gives access to personal trainer and now he is able to see wearable data: 
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To finish with the analysis section, it is shown the Python script that simulates the 

Wearable device working and sending data to the REST API: 
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Wearable Data asset has been updated with new data sent from the simulator: 
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6. Conclusions and Future Work 
 

This chapter presents the results of this Master's Thesis. It describes the outcomes and 

conclusions derived from the work performed in the context of this project. 

With the completion of this project, it has been possible to conduct an in-depth 

study of Blockchain's innovative technology, as well as its utilization in a healthcare 

related application in a deployment case related to IoT devices, such as wearables. 

The main objective of this Master’s Thesis was to address the problem of medical 

data management in today's healthcare, using a solution based on the private blockchain 

framework Hyperledger Fabric. A proof-of-concept has been implemented with a multi-

user network that demonstrates the benefits of Blockchain technology and the value it can 

bring to the current health system with characteristics such as confidentiality, data 

integrity and authenticity. 

In a blockchain, it is relatively simple to verify the integrity of an individual 

transaction. A unique piece of information can be audited in real time, and its integrity is 

available to any participant in the system. Consequently, cost-free verification can be 

cost-effectively implemented. For instance, healthcare accounting information which can 

be constructed with integrity from the simplest transaction units has historically been a 

time and cost consuming exercise. Today, with blockchains, it is possible to run this 

process constantly in the background in accordance with regulations. 

There are five potentially positive outcomes of blockchains compared to 

traditional health database administration systems. First, blockchains allow decentralized 

governance; they are ideally placed for applications where healthcare stakeholders (e.g. 

hospitals, patients, laboratories, etc.) would like to collaborate with each other without 

the control of a central governance intermediary.   

Second, blockchain provide immutable auditing clues; they are appropriate for 

non-modifiable databases to register sensitive data (e.g. insurance claim records).  

Third, blockchains permit data to be routed; they are suitable for use in digital 

asset management (e.g. patient consent in clinical trials). Ownership can only be changed 

by the owner, following secure protocols. In addition, asset origins are trackable (i.e. data 

sources and records can be verified), which increases the reusability of checked data. 
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Fourth, blockchain guarantees data robustness and availability; it is suitable for both 

preservation and continuous availability of records (e.g. patients' electronic medical 

records). Finally, it increases data security and privacy. Even if the system is penetrated 

by a malicious entity, it has no practical way of reading patient data. 

This thesis opens several use cases and areas of interest for Blockchain 

technology, but which have not been carried out in order to maintain a single line of 

research and reduce the scope to a specific use case. These ideas could also be useful for 

expanding future projects. 

One area that is of great importance, particularly when considering the use of IoT 

devices as equals, is the one of blockchains that have an ever-growing storage footprint. 

It is important to investigate long-term solutions to this problem. 

Although some research and development remains for this thesis to become a real 

product, it would be interesting to evaluate the General Data Protection Regulation 

(GPDR) with this proof-of-concept and try to implement it in a real scenario to obtain 

strong conclusions. It could even be compared with a traditional solution based on 

databases and evaluate the performance and benefits it provides in this area.  

The proof-of-concept developed in this project can provide ideas for the 

development of other use cases based on blockchain technology, such as an insurance 

agency, for example. 

Since the application has been deployed in containers, another interesting 

improvement proposed is the deployment of the network on a Cloud platform. In this 

way, equality of resources would be achieved for different users, independently of their 

computers and operating systems. Other advantages of using a Cloud platform are 

additional storage capacity and security, access from any device and the ability to easily 

scale the network by requesting more resources.  
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