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Summary

The environmental condition has been a main concern in the last decades. Global
governments and organizations warn about the possible harm in humans and in the
environment. In this context, the current cost of sensors, embedded platforms and cloud
solutions allow the IoT to help in environmental monitoring. This enables better
awareness and better action plans in dangerous situations. This project consists of the
development of an end-to-end prototype for environmental monitoring with a low-cost
approach. It has been successfully developed and tested.
It has been used a Raspberry Pi 3 Model B+ with the operating system Raspbian with
full capabilities. With the sensors BME680, PMS5003, ADXL343 and MT3339 it has been
measured the ambient conditions, particulate matter, acceleration and location. That
hardware has been controlled with Python and CircuitPython with a multi-thread process.
The Raspberry has internet access through WiFi and allows the commanding via MQTT.
Onesait CloudLab is the cloud platform, it stores, process and presents the measured
data. It generates alarms if the particulate matter overcomes the WHO recommendation.
Moreover, Node-RED tool is used for the integration between the end-device and the
cloud platform. It is adopted a multi-cloud approach; the data is sent to the Azure IoT
Hub and to Onesait through HTTP.
The resultant prototype has been tested in a fixed place, indoors and outdoors. The data
variability along the day is small, so there is no necessity to send constant data. The
particulate matter augments considerably outdoors. As far as concerned the validity of
the measurements there are some differences in the obtained results comparing with
nearest reference stations. Nevertheless, it cannot be determined if it is due to the spatial
variability of the parameter.
This document includes the state-of-the-art of environmental monitoring solutions. In
addition, it is explained the used materials and the development of the prototype with the
obtained results. Finally, a global evaluation of the project and future steps are
presented.

xi

Introduction

INTRODUCTION

The environmental condition is one of the most important concerns of the world.
In fact, from 1970 the European Commission defined several directives in order to
measure and improve the air quality. Those directives, nowadays, are stricter than in the
past and there are established limits for some parameters that determine the quality of
the air (e.g. PM2.5). In addition, constant reports must be delivered to the European
Commission and the citizens should receive information about the air quality [1] [2]. The
Autonomous Community of Madrid provides stationary measurements about air quality
in the Portal de Calidad del Aire in some points of the community [3]. And currently, there
are some researches all around analysing related factors as the cost, the mobility or the
variability of the collected data or simply introducing new technologies in the
monitorization of environmental conditions [4] [5]. Thus, the cities must be prepared to
measure the environmental parameters with a robust system that makes easy to act and
to fulfil the European legislation. This will allow better awareness and gives the possibility
to perform better action plans whenever the air quality or other environmental condition
suppose a risk for the citizens (e.g. excessive heat warnings).
This project is presented in this context to evaluate how the IoT (Internet of
Things) can contribute to the commented situation from a low-cost approach. For that
purpose, a monitoring system for the environmental condition of a place will be designed
and developed, from the sensors and the embedded platform to the cloud platform, of
course, going through the communications.
The main objective of the Master Thesis is to develop and test a prototype of an
end-to-end system capable of measuring relevant parameters to determine the air quality
and monitoring the environmental conditions of a determined place. It will be stored,
processed and presented the collected data. This will show the viability of low-cost IoT
monitoring solutions for environmental monitoring.
With respect to the document structure, first, it is described the state of the art of
environmental monitoring solutions. Second, it is presented the hardware and software
tools that have been used for the development. Third, it is described how the prototype
has been developed. Next, it is presented all the conclusions and future works that would
be interesting to carry out. Finally, it is presented the overall cost of the development of
the prototype.
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STATE OF THE ART

In this chapter is described the state of the art of the environmental monitoring
solutions with IoT. In addition, it is presented the European Union directives to control
one of the environmental conditions, the air quality.

2.1. Smart Cities and IoT.
There are cities where the traditional services have been improved in order to
increment the citizens’ satisfaction, to reduce the cost or to make more efficient the
management of the urban environments [6] [7]. The information and communication
technologies (ICT) play a main role in the Smart Cities. Thus, the IoT helps providing the
set of protocols and tools to be connected to the things and allow the
monitorization/management and knowledge extraction. There are several areas where
the IoT can help to build a Smart City: people, governance, economy, mobility,
environment and living [8].
Following the definition of the European Parliament, the environmental area
groups the energy (for instance smart grid), urban services (e.g. waste management),
pollution control and monitoring, buildings management and efficient resource usage.
This project focuses on air quality and ambient monitoring. The following section
presents come of the current works related to the area.

2.1.1. Environment monitoring solutions
There is a huge amount of possibilities while monitoring the environment:
communications, quality of the sensors, mobility, power supply and pricing among
others. In the following lines, some of those possibilities that have been recently
developed are described.
The pricing of mobile solutions has diminished lately, and some researches put it
in vehicles in order to get a dynamic network to sense environmental parameters, VSN
(Vehicle Sensor Networks). Those solutions improve the performance compared with
stationary solutions because some parameters have very high spatiotemporal variability.
The measured parameters are related to air quality, ambient, road, noise, traffic jam, etc.
The used vehicles can be dedicated or already existing fleets of vehicles, from bikes to
buses or trucks [4]. One of the most recent projects is described next:


City Scanner: it consists of a non-intrusive solution that is placed in
existent fleet of vehicles. The power supply is from a battery and the data
transference is through WiFi. The measured parameters are temperature,
4
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humidity, particulate matter, road quality (obtained from acceleration) and,
of course, the position. The main benefits are the resolution of the data in
the time and in the space. Some of the problems are the battery duration
(18 hours) or the big amount of transmitted data (almost a gigabyte), both
are related.
There are also airborne solutions but those have low time resolution and it is a
dedicated vehicle, so the cost of the solution increments.
Regarding stationary solutions. The use cases are closely related with the mobile
ones but using fixed places to place the monitoring station or system. Regarding the
hardware and the software, sometimes it is the same than the used in the mobile
platforms. The communications may be different because it is not required a wide area
coverage (e.g. it can be used directly Ethernet). The main problem is the lack of spatial
resolution of the measurements. Next, a concrete project is described:


Air Quality Internet of Things: it consists of stationary stations, that
combines multiple PM (Particulate Matter) sensors added to temperature
and humidity sensors. The processing unit is the Raspberry Pi 3 Model B,
the communications are with LoRaWAN (Long Range Wide Area
Network) and the power supply is via Ethernet, it uses the corresponding
PoE (Power over Ethernet) and LoRaWAN HATs. The solution tested lowcost particulate matter sensors, as the PMS5003, comparing them with
the reference stations with reasonable correlation [9].

In addition, there are solutions that combinate both approaches using a VSN with
stationary sensing. Despite the scenario gets more complex, it allows to improve the
performance of the monitoring. Next, a concrete project is presented:


ProtoLivingLab: consist of a platform that combines three sensing ways.
First, a VSN that is placed in busses. Second, stationary stations to
measure environmental parameters. And the third, data collection form
mobile phones, using a library, SMC (Sense My City), that allows the
usage of the mobile embedded sensors (GNSS receiver, accelerometer,
etc.) and citizens feedback. All the sources of information use WiFi to
transmit the data, in the mobile phones it also can be used the cellular
networks. The number of measured parameters is huge, but some of them
are temperature, solar radiation, particulate matter, greenhouse gasses,
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location, acceleration, users’ feedback and sound. The processing unit for
the fixed stations is a Raspberry Pi [10].

2.1.2. Low-cost sensors
Cheap sensors are being more and more used for measuring the environmental
conditions, but they do not provide results as precise as the ones used in the official
monitoring stations of the European Union (EU). Nevertheless, the uncertainty, under
some conditions, can be like the official monitoring stations [11], or at least they can
provide a reasonable correlation with high-cost sensors [9].
The main advantage is the replicability that the solution has due to the cost, but
the drawbacks must be addressed. Those sensors can have a drift over time and each
unit can differ with the others. Moreover, they can be affected by external parameters
and its validity depends on external conditions as the weather. Thus, the most interesting
usage of those low-cost solutions is not to replace the reference sensors, that have a
considerable cost but to complete the acquired information for combining several
sources and enrich the obtained data.
The European Commission provides a list of low-cost sensors to monitor the air
quality, despite the commented before. In addition, the European Standardisation
Organisation is developing a protocol to evaluate the quality of air monitoring sensors
[11].

2.2. Air Quality
The air pollution is one of the biggest environmental problems in our current time.
It has an impact over the society, the economy and the politics. The most warring concern
is that it can cause harm over the humans and the environment’ s health, getting worse
the life conditions. The air pollution is due to diverse factors and actions which generate
pollutants. As a result, the polluted air is a complex mixture of pollutants that makes
difficult to monitor and to analyse which concentrations of pollutants suppose a risk for
the humans, nevertheless the WHO (World Health Organization) defined four basic
directives in 2005 that set targets for outdoor concentrations of particulate matter, ozone,
𝑆𝑂 and 𝑁𝑂 [12]. But it is necessary to consider that each concentration can affect
different to each person and is very complex to measure the effect of a pollutant in an
isolated way. Moreover, the effect over the population depends on factors like the
weather or the geographical location. In the following points, the maximum values of the
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WHO and of Europe are commented. In addition, the volatile organic compounds (VOCs)
will be explained.

2.2.1. Particulate matter (PM)
The particulate matter does not refer to a concrete substance but a combination
of solid particles and liquid’s drops with a determined diameter. The two most relevant
parameters are the PM2.5 and the PM10. The PM2.5 refers to particles with diameters
equal or smaller than 2.5 𝜇𝑚, also known as fine inhalable particles. The PM10 refers to
particles with diameters equal or smaller than 10 𝜇𝑚, also known as inhalable particles.
The sources of the PM are very variate, from the generated dust from the construction
of a building or the result of a chemical reaction of two pollutants present in the air. Due
to the small size of the particles, they can get into the lungs or even the blood, so the
high quantity of small particles, the worst for the people’s health [13].
The directives of the WHO and of Europe are compared in Table 1, it shows the
limit values. There are some considerations for those values, as the number of days that
a parameter can surpass the limit, but in general terms, those are maximum values.
Table 1. EU particulate matter directives [14].

Parameter Averaging period Concentration (WHO) Concentration (EU)
Hour

25 𝜇𝑔/𝑚

-

Year

10 𝜇𝑔/𝑚

25 𝜇𝑔/𝑚

Hour

50 𝜇𝑔/𝑚

50 𝜇𝑔/𝑚

Year

20 𝜇𝑔/𝑚

40 𝜇𝑔/𝑚

PM2.5

PM10

Despite the limits of Table 1, it is difficult to define a threshold valid for all the
citizens. In fact, it is difficult to determine which is a normal value of concentration. As a
general indication, the lower the PM, the better.

2.2.2. Ozone
The ozone is generated in two ways. First, in the stratosphere absorbing the
ultraviolet (UV) light radiation, as a result, it generates a shield that protects the Earth of
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ultraviolet rays. Second, in the troposphere or in the ground-level due to chemical
reactions between the volatile organic compounds (VOCs) and the oxides of nitrogen
(𝑁𝑂 ) in the presence of sunlight. The second one can cause several problems in
people’s health, but also in the environment [15]. As the PM, the ozone affects everyone
in a different way, making difficult to define a valid threshold for all the population. The
background level is around 70 𝜇𝑔/𝑚
120 𝜇𝑔/𝑚

and in the European directive, the limit is

whereas the WHO directive is less than 100 𝜇𝑔/𝑚 . With sunny days the

ozone can reach peaks, so the European directive says that it cannot be exceeded more
than 25 times in a year.

2.2.3.

Sulphur dioxide

The sulphur dioxide is a gas generated in its major part by the human (cars,
industry, etc.). It can react with other substances easily generating compounds that are
dangerous for the human’s health. Itself also it can mean a problem for the health [16].
In one hand, the European standard stablishes as the limit value 350 𝜇𝑔/𝑚 for an hour
average, and 125 𝜇𝑔/𝑚 for an averaging period of 24 hours. In the other hand, the
WHO directive says that the limit values should be 20 𝜇𝑔/𝑚 for an averaging period of
24 hours and 500 𝜇𝑔/𝑚 for 10-minutes mean.

2.2.4. Nitrogen dioxide
It is a gas that can be generated by nature and by the human’s actions as burning
fossil fuels. It can mean a problem for the respiratory system and it contributes to the
generation of photochemical smog [16]. In this parameter the European standard and
the WHO directive match. The limits values for an averaging period of an hour is
200 𝜇𝑔/𝑚 and for an averaging period of a year is 40 𝜇𝑔/𝑚 .

2.2.5. Volatile Organic Compounds (VOCs)
The term refers to all the chemical compounds of carbon that can react with other
atmospheric elements in a photochemical reaction, with some exceptions (e.g. CO, CO2,
H2CO3, etc.). In addition, the boiling temperature of these compounds is less or equal
than 250 degrees Celsius (with the atmospheric pressure of 101.3 kPa). Thus, VOCs are
gases emitted from some solids or liquids. The VOCs’ concentrations are greater in
outdoors air than in indoor air. There are several sources: paints, cosmetic products,
aerosol sprays, pesticides, etc. Regarding the impact on the human’s health, it variates
depending on the gas and time of exposure, for instance, it can cause effects over the
nervous system, headaches and eye irritations [17].
8
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METHODS AND MATERIALS

3.1. Introduction
The adopted philosophy in the master thesis is the use of low-cost elements to
measure the environmental conditions because they are calling more and more the
attention and the resultant project is more replicable.
This part of the document describes the elements used for the master thesis. It
includes the set of used sensors, all of them are from Adafruit. In addition, the processing
unit selected, which is the Raspberry Pi 3 Model B+. Furthermore, it describes the cloud
platform (Onesait) and used software tools.

3.2. Sensors
In this section is explained the features of the ambient and gas sensor (BME680),
the particulate matter sensor (PMS5003), the accelerometer (ADXL343) and the GNSS
receiver (MT3339).

3.2.1. BME680
The BME680 sensor from Bosch can measure the temperature, humidity,
pressure and VOC (Volatile Organic Compounds) gas. In addition, the sensor can be
used also as an altimeter, because the pressure variates with the altitude and if the sea
level pressure is known the altitude can be determined. The sensor has some relevant
functionalities that will be commented next:


Oversampling: for each parameter, the oversampling can be set to 1, 2,
3, 4, 8 or 16.



Signal filtering: the sensor includes a low pass IIR (Infinite Impulse
Response) filter, it eliminates any existing fluctuation in the measurement,
it just works for the temperature and for the pressure. It can be
enabled/disabled, but what it is more the coefficients can be selected (0,
1, 3, 7, 15, 31, 63 or 127).



Low power working modes: there are two working modes optimized for
low power consumption: sleep mode (no measurement is triggered) and
forced mode (one measurement is triggered). These modes minimize the
current consumption of the sensor.
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Two digital interfaces: SPI (Serial Peripheral Interface) and I2C (InterIntegrated circuit) can be used. In order to use the I2C, depending on the
SDO pin is connected or not to the GND (Ground), the address changes.

For measuring the VOC there are a set of methods, but the BME680 is a Heated
Metal-Oxide Sensor (HMOS). The measurement method of this kind of sensors consists
on heating the sensing layer until achieving a determined temperature and then measure
the conductivity/resistance of the sensing layer which variates in function of the chemical
composition of the presented gas [18] [19].
The Adafruit board was used (Figure 1), this board has embedded the BME680
sensor and some additional electronic components to facilitate the sensor usage.
Concretely, the board has a voltage regulator to provide the right power supply to the
sensor (3.3V) and has the required electronic to use directly the I2C or SPI digital
interfaces [20].

Figure 1. BME680 Adafruit board [20].

As a result, the sensor provides four output parameters that can be read from the
registers, the resolution of the parameters depends on the configuration of the sensor
(oversampling rate and filtering). Table 2 shows the parameters and the units.
Table 2. BME680 parameters and units.

Parameter

Unit

Temperature

Degree Celsius (ºC)

Humidity

Relative humidity (%)

Pressure

hPa

Gas

Ohms (Ω)

11

METHODS AND MATERIALS

The gas measurement can be used to measure indoor air quality. The
manufacturer provides some tools to determine the IAQ (Indoor Air Quality), which can
be used under license acceptance. Nevertheless, the higher the value the better,
because it means that the presence of VOCs is smaller.

3.2.2. PMS5003
It is an air quality sensor developed by Plantower. It allows the measurement of
the particulate matter (PM1, PM2.5 and PM10). The sensor has a UART (Universal
Asynchronous Receiver-Transmitter) interface for the data transmission.
The sensor has two working modes: passive and active. The active is the default
mode and in this mode the sensors send automatically the data through the UART, if the
data variation is small then the data is transmitted every 2.3 seconds but if the variation
is big then the data transmission will be done every 200-800 milliseconds. In the passive
mode, a measurement can be trigger when solicited by a command.
The PMS5003 is an optic sensor, it means that it uses a laser light that is shot to
the suspending particles, then the scattering light is measured, and it is obtained a curve
in function of the time. Then the equivalent diameter of the particles is calculated using
the Mie solution of Maxwell’s equations [21]. But for the user that is transparent, and the
sensor sends the particle matter in three different formats that are listed next:


Particulate matter (PM1, PM2.5 and PM10) in 𝜇𝑔/𝑚

following the

standard.


Particulate matter (PM1, PM2.5 and PM10) in 𝜇𝑔/𝑚

under the

atmospheric environment.


The number of particles that its size is beyond a given value in a 0.1L of
air. It offers six ranges: 0.3, 0.5, 1.0, 2.5, 5.0 and 10.0 𝜇𝑚.

The Adafruit’s board has been used. In this case, this board just adapts the
connector to be through hole as can be seen in Figure 2.

12
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Figure 2. PMS5003 sensor, Adafruit version [22].

3.2.3. ADXL343
It is a three-axis MEMS (Micro Electro-Mechanical System) accelerometer from
Analog Devices. The data resolution is from 10 to 13 bits and up to ±16𝑔 . It has some
built-in functionalities: tap detection, free fall and activity/inactivity detection. Moreover,
the device offers a FIFO memory that can be used by the host MCU (Microcontroller
Unit). The sensor has I2C and SPI serial interfaces [23].
As before, the Adafruit board has been used, the board includes all the circuitry
to use the board directly: regulator, capacitors and integrated circuits. The board has
nine pins, two are for the power supply and ground level reference (Vin and GND), the
others are for the communication with the MCU, some of the can be used or not as the
interrupt pins. The board can be seen in Figure 3.

Figure 3. ADXL343 Adafruit Board.

3.2.4. MT3339
The MT3339 SoC is a GNSS receiver of Meaditek for enhanced tracking, it is
prepared for urban environments. It supports up to 210 PRN (Pseudo-Random Noise)
channels with multi GNSS, at least it can work with GPS (Global Positioning System),
GLONASS and QZSS (Quasi-Zenith Satellite System). In addition, some geostationary
augmentation system (SBAS, Satellite Based Augmentation System) are supported:
WAS (Wide Area Augmentation System), EGNOS (European Geostationary Navigation
Overlay Service), MSAS (Multi-Functional Satellite Augmentation System) and GAGAN
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(GPS and GEO Augmented Navigation). Internally it includes an RTC (Real Time Clock)
and an ARM7 CPU (Central Processing Unit). Moreover, it provides four serial interfaces:
3 UART and one SPI/I2C. It works with NMEA 0183 Standard V3.01 but also it is
compatible with previous versions. Its sensitivity is -148 dBm (cold start) and -163 dBm
(with a hot start), for the hot start it has the possibility to connect a lithium battery. For
the control of the GNSS receiver, it must be used the PMTK protocol, which is a
proprietary protocol of Mediatek for GNSS [24].
The Adafruits’ board (Figure 4) has the components that the MT3339 needs to
work: 3.3V voltage regulator, external antenna connector, protection circuitry in the
reception and a LED to indicate the 3D-FIX [25]. In Figure 4 can be seen the Adafruits’
board.

Figure 4. Adafruit GPS breakout board.

3.3. Processing unit
The processing unit used for the master thesis is a Raspberry Pi 3 Model B+.
This embedded system is a low-cost small computer that has powerful processing
capabilities. The Single Board Computer (SBC) is composed by the BCM2837B0
Broadcom SoC (System on Chip) which is a quad-core CPU of the ARM family (CortexA53) and runs at 1.4GHz, it also includes a dual-core GPU, VideoCore IV that runs at
400MHz. Moreover, it has 1GB of Low-Power Double Data Rate Synchronous Dynamic
Random-Access Memory (LPDDR SDRAM) and it supports SD (Secure Digital) cards to
load the operating system (OS) or to data storage [26].

14
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Its size is compared with a credit card as can be seen in Figure 5.

Figure 5. Raspberry Pi 3 Model B+.

In addition, the system counts with 2.4GHz and 5GHz IEEE 802.11.b/g/n/ac
wireless LAN, Bluetooth 4.2 and Bluetooth Low Energy (BLE). It also has Gigabit
Ethernet over USB 2.0 and 4 accessible USB 2.0 ports. Regarding the video and sound,
it integrates one full-size HDMI, two MIPI (Mobile Industry Processor Interface) ports;
one for a display, Display Serial Interface (DSI), and another one for a camera, Camera
Serial Interface (CSI). In addition, it includes a four-pole stereo output. Moreover, it has
a header with 40 GPIOS (General Purpose Input/Output) where there are some common
interfaces like UART, I2C and SPI [26]. A scheme of all the GPIOs is presented in Figure
6.

Figure 6. Raspberry Pi pinout [27].

It was originally developed for educational purposes, but currently it is used in a
broad set of applications (robots, games, websites, etc.).In addition, it has been used as
IoT hardware due to its cost and capabilities, because compared with other options it
perfectly suits for the IoT concept, but depending on the budget and requirements maybe
another option fits better [28].
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3.4. Onesait Cloud Platform
It is the Indra’s set of software tools. In the past the environment used to be
named Sofia2, but when after the adoption of the open-source approach the name
changed to Onesait Cloud Platform. This platform is still under development, the latest
stable version is barbarian 1.3. There are three different distributions: engine, things and
intelligence. As a general overview of the components, the architecture of the platform
is shown in Figure 7, where it can be distinguished between four big parts. The first one,
Interaction which provides the contact of the platform with the real world (things, users
or extern processes or algorithms). The second one, Actions where the incoming data
makes sense and where a small data processing can be done over the data. The third
one is the Intelligence, which provides a set of tools to analyse, process and visualize
the data or the obtained knowledge. And finally, the part that oversees the tree
components commented before, the Governance Control Panel [29].

Figure 7. Onesait Platform components [29].

3.4.1. Onesait Platform CloudLab
Indra provides for free usage the Onesait Platform CloudLab, which is an
environment to test some of the capabilities the platform has. It allows the creation of
applications with not much complexity and in a short period of time. The tools that the
CloudLab provides are listed next:
For the development:
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Ontologies: JSON (JavaScript Object Notation) schema to validate all the
incoming data.



Digital Flows: it is the Node-RED tool running on the platform, the NodeRED tool will be commented in the following section.



SQL Streams: streaming engine that allows to ‘online’ processing of the
information using SQL over Apache Kafka.



APIs: that allows doing queries over existing ‘ontologies’ over REST API.



Web Projects: allows linking Front-end developments with the platform.



Files: to work with files, it is more related to the analytical part of Onesait.
The CloudLab tool has no free access to work with analytical capabilities.



Realms: to separate users and provide security.

Added to the elements commented before, the Onesait CloudLab includes a
dashboard for the data visualization, it is composed of gadgets, each gadget when
generated is associated with a Real-Time Database (RTDB). Moreover, for the
interaction with things it has the Digital Clients that are a representation of a kind of
device, it is related with the ontologies and when created generates a token that allows
the authentication in the data upload. This tool also permits the simulation of data. In
addition, it provides the following tools: Digital Twin, GIS maps and another to manage
the REST API and to query the non-SQL database that stores all the information.
The recommended procedure to be followed for developing applications is
presented next, of course, it is only a recommendation each application has different
requirements.
1. Model the data: the data that is going to be stored in the platform using a
JSON schema.
2. Define an IoT Client: it represents an end-device kind.
3. Simulate de IoT Client: it allows to simulate the data provided by the client,
using random or fixed values.
4. Visualize the data: for that purpose, a dashboard can be created.
5. Connect the IoT Client: connect the real device to the platform.
6. Create an API: once exist data on the platform and API can be created to
interact with the system.
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3.5. Software
Over the Raspberry Pi, it has been used the Raspbian OS with full capabilities,
which is based on Debian Stretch. The Raspbian operating system includes preinstalled
tools as Python (2.7 and 3.5), Node-RED and the library to control the GPIOs among
others.
For the hardware control from the Raspberry Pi, it has been used Python and
CircuitPython, those tools allow the communication with the sensors through serial
interfaces and the management of the GPIOs. CircuitPython is a library that works as a
hardware abstraction layer, it is based on Python programming language and it is a fork
of MicroPython by Adafruit. It provides support to work over the Adafruit hardware easily.
The biggest benefit is that it is Python, so the velocity of the development increments
notably.
In addition, for the cloud development and the device-to-cloud integration, it has
been used Node-RED. It is a programming tool built on Node.js that works with flows,
nodes and palettes in a graphical environment. It was originally created by IBM, but it is
an open source project since 2016 [30]. By default, it includes nodes to work with wellknown protocols (MQTT, HTTP, TCP, UDP, etc) and generic tools to work with IoT. Some
of those tools allow the GPIO management, social media input/output, data storage,
JavaScript programming, data parsing, etc. Nowadays, there is a lot of nodes that can
be installed additionally to complete the functionalities of the applications, one example
is the node that allows developing Python scripts. One of the most interesting things that
offer is the flexibility and velocity in the development. In addition, it exists nodes to
interact with the biggest Cloud Platforms as Amazon Web Services (AWS), Azure, IBM
IoT Watson Platform, or even with SAP technologies. That makes easier the migration
between platforms avoiding the cloud lock-in by adopting a multi-cloud strategy [31].
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4.2. Introduction
This chapter explains widely how the prototype has been developed. First, it is
presented an overview of all the components of the monitoring solution. Second, it is
described in detail the end-device. Third, the elements developed in the cloud platform
are presented. Fourth, it is described the integration between the end-device and the
cloud platform. And finally, it is summarized all the resultant prototype and it is
commented some of the results obtained after the testing.

4.3. Overview
In this section is presented an overview of all the components of the system. It is
commented which of the environmental parameters are measured and what has been
used for the power supply and the communications. It also is mentioned how the different
protocols allow the interaction between the different components.
In Figure 8 can be seen that the end-device with Python and CircuitPython
manages the sensors, gets measured data and with Node-RED upload it to the cloud.
Moreover, it allows the user interaction through MQTT (Message Queuing Telemetry
Transport) and for uploading the data to the cloud is used HTPP (Hypertext Transfer
Protocol). The measured data is the temperature, humidity, pressure, VOC gas,
particulate matter (PM1, PM2.5 and PM10), acceleration and location. All the data
transfer is through WiFi and the power supply is from the electrical grid, using the Micro
USB connector of the Raspberry Pi.
Regarding the Cloud Platform it is adopted a multi-cloud strategy. On the cloud
of Onesait, it has been made using the internal tools the data storage, processing and
visualization. In addition, the platform can send external alarms with a given condition.
For the Azure cloud, the data just arrives at the platform and nothing more is developed
(due to the cost), the system just shows the capability to work with different cloud
platforms.
As an environment monitoring station, there are two possibilities, to place the
solution in a vehicle or to place it in a fixed station. This prototype can be used in both
situations, but just have been tested as a fixed station. Nevertheless, in both cases there
are not constraints for the power supply, the solution can be connected to the power
supply of the vehicle or to the grid in a fixed station. Regarding the communications for
a mobile solution the best option is to use cellular communications due to the existing
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infrastructure, for a fixed one Ethernet/WiFi is the best option. The prototype has been
connected to the electrical grid and the communications are through WiFi because it is
embedded in the Raspberry Pi.
Each one of the elements will be explained in detail in the following sections.

Figure 8. System Architecture.

4.4. End-device
As commented before the end-device is a Raspberry Pi, where it has been done
the connections with the sensors and the software to manage the sensors, the
communications and the commanding. Consequently, this section is divided into two
parts, first the hardware and then the software.

4.4.1. Hardware
All the used sensors or boards are ready to be connected, they were described
in previous sections. Not just the sensors were connected but two LEDs too. A simplified
scheme of the developed connections is presented in Figure 9. The power supply for
some sensors is 3.3Volts and for others is 5V as can be seen in Figure 9.
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Figure 9. Embedded module connections.

As all the sensors are ready to plug, there is not a necessity to add additional
elements. In order to connect BME680 sensor, it has been used four pins of the board:
Vin, GND and the two pins for the I2C serial interface. The same happens with the board
of the ADXL343. The PMS5003 sensor is connected to the UART of the Raspberry Pi
(ttyS0) and it is powered with 5 Volts because it requires that voltage to ensure the airflow
with the internal fan. The sensor can be powered up with 3.3 Volts, but the air flow will
not be the right one. For connecting the GNSS, it was used the USB0 interface of the
Raspberry Pi, it was needed a USB to TTL serial converter. This converter also gives
the 5 Volts that powers up the GNSS receiver and includes some LEDs to show the data
transmission. Finally, to connect the two LEDs it was used The Raspberry Pi GPIOs,
which provides 3.3 Volts each one. The total amount of current that the Raspberry can
provide through all the GPIOs is up to 50 mA. The resistors were calculated to establish
a 2mA current in each GPIO.
For all the connection it was used a protoboard and jumper wires. The resultant
hardware of the prototype can be seen in Figure 10 and Figure 11.
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Figure 10. Hardware I.

Figure 11. Hardware II.

4.4.2. Software
Over the Raspbian full capabilities as the operating system, it has been
developed a Python program that works with five threads. This provides some
advantages as isolation between the different actions and components that the whole
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program manages. The communication between threads is through queues, events and
barriers, that are well-known mechanisms in Python. The threads that compose the
system are explained next:


Main Thread: It just instantiates the needed communications mechanisms
between threads: three queues, one barrier and three events. And then it
starts the execution of the other threads, once done it waits indefinitely.



GNSS Thread: It is responsible to set up the serial communication (UART)
and instantiate the object of the GNSS class. After that, the thread waits
until achieving the fix, making the other threads wait too. The TTFF (Time
to First Fix) depends on the aid that the GNSS receiver can have as the
mobile network, the stored almanac, stationary systems, etc. in this case
there is not aid. After achieving the fix, the thread waits until receiving the
event that indicates a measurement request and then performs a
measurement, listening at the serial interface, and finally enqueuing the
message. As the prototype always has been in the same place, to not
send always the same location it was done an alternative code that
consists in parsing a GPX file that contains a route in the city of Madrid.
From the GNSS sensor, it is just used the latitude and the longitude,
despite it is required to the sensor to send the RMC sentences that
provide more information as the speed or the time.



PMS5003 Thread: It is responsible to initialize the serial interface (UART)
to communicate with the sensor in active mode. Thus, the sensor sends
automatically the particulate matter. Whenever requested a measurement
the thread starts a measurement, listening to the UART, and enqueue the
result (particulate matter following the standard). It also is possible to use
the sensor in passive mode, which consumes less energy, but in this
case, the thread just listens until receiving incoming data from the sensor.



I2C Thread: it manages the BME680 and ADXL343 sensor. When started
it instantiates the objects of the sensors BME680 and the ADLX343.
Those objects require the I2C serial interface, that is why both sensors
are managed in the same thread to no manage possible deadlocks with
the serial interface in different threads. Whenever it is required a
measurement is triggered and the result is enqueued.



Communications Thread: This thread manages the measurement period,
the commanding and is the one that composes the complete message
with all the measurements of the other threads. Using events and queues
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to synchronization, the thread sets the events to require a measurement
to the other threads. After that the thread waits until there is a message in
each of the three queues that exist (queueI2C, queueGNSS and
queuePMS5003), then compose a JSON with all the obtained data adding
the timestamp in UNIX format (seconds since the January 1st of 1970) and
the device identifier and presents it in the STDOUT. The size of the
obtained data is over 206 bytes. Moreover, this thread is responsible to
receive the commands through an MQTT client, it is subscribed to a topic
of commands. The user can interact by this way with the system changing
the measurement period or requiring the data through MQTT (real-time
data), so the thread starts to publish the last measurements on a given
topic. This thread also manages the two LEDs connected to the GPIOs,
the red led is powered whenever there is complete message and the
amber led is turned-on when it is received a command.
In order to clarify the behaviour of the developed software, the following figures
(Figure 12 and Figure 13) present a summarized behaviour of the Python program.

Figure 12. Threads behaviour.
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Figure 13. Threads time behaviour.

For the program configuration, it has been created a file named definitions.py
that contains all the values required for the program, avoiding the hardcoded values,
some of them are listed next:


Device identifier.



General definitions for the starting working mode: timing in the
measurements, the number of the used threads, a boolean to
activate/deactivate the debug mode.



GNSS configuration to determine if use the real GNSS or use a file with
waypoints of a route.



MQTT configuration of the broker and topics.



GPIOs configuration, pins and timing.



Some constants to work with the PMS5003 and classes to exchange
information between threads.

In Figure 14 is presented the standard output of the program while using the real
GNSS and the debug mode. Until the FIX is not achieved the programs does not start
and once obtained the measurements start. When the debug is not activated it is just
printed the JSON message. In addition, there is a non-debug mode where it is just printed
the JSON message with the last measurements, it is represented in Figure 15, where
also is used the GPX file for the location.
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Figure 14. Python program STDOUT using the debug and real GNSS.

Figure 15. Python program without debug mode and using GPX file.

As it was mentioned before, for the commanding it is used MQTT. The
communications thread has an MQTT client which can subscribe and publish to a topic.
There are two topics, one to receive the commands and another one to publish real-time
data. Any MQTT client can interact with the system (from a PC or from a mobile phone),
in this case, it was used a mobile application with an MQTT client.

4.5. Cloud Platform
In this section will be explained the elements that have been developed in the
Onesait CloudLab tool. There are ordered as they were done, following the Onesait
recommendation. Frist the generation of the Data Model, then the creation of the IoT
Client and Simulation and then the visualization. In addition, it was used the Digital Flow
tool to generate the aggregated data and alarms.

4.5.1. Data model
The first step is to create the data model. In the Onesait Platform CloudLab they
call the JSON schema ‘ontology’. Thus, three JSON schemas have been created, one
for the data sent by the end-device, another for the aggregated data obtained in the cloud
platform and the third one that stores the generated alarms. This generates a non-SQL
database that allows the data storage, all the inserted JSONs are first validated with the
schema.
The ontology that stores the measured parameters consist of the following ‘fields’:
device identifier, temperature in degrees Celsius, humidity in percentage, pressure in
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hPa, gas resistance in ohms, latitude in degrees, longitude in degrees, PM1 in 𝜇𝑔⁄𝑚 ,
PM2.5 in 𝜇𝑔⁄𝑚 , PM10 in 𝜇𝑔⁄𝑚 , tree axis acceleration and Unix timestamp.
Added to the ontology commented before it was also created two ontologies
more. The first one is to store the aggregated data obtained in the cloud tool; this just
calculates the average of each parameter every hour, so the JSON schema contains a
mean value for each parameter. Of course, the mean value of coordinates does not
provide information, so this is not calculated. In addition, the Unix timestamp is recovered
and inserted, to show where the aggregation was done.
The second one is to store alarms. This ontology has the following ‘fields’:
information (string), parameter (string) and timestamp (integer). The two first ’fields’
inform that the limit has been surpassed for a determined parameter.

4.5.2. IoT Client and simulation
This identifies an end-device kind, in this case, it is just required one. The
procedure generates a token that will be used to upload data to the platform. In addition,
the platform automatically generates an ‘ontology’ that is a log for the client.
IoT Client Simulation was developed using random values for almost all the
parameters. Some parameters as the time, device identifier and the location were used
fixed. It allows testing the rest elements of the cloud system.

4.5.3. Dashboard
In order to see the measured data, aggregated data and alarms it is created a
dashboard. The dashboard is composed of four pages that are commented next:


General: contains last alarms and last mean values. There is a graph for
the ambient and for the particulate matter (Figure 16).



Map: contains the map with the last measurements of PM10 (𝜇𝑔⁄𝑚 ) over
the city (Figure 17).



Air quality: contains all the last measurements of the particulate matter
PM1, PM2.5 and PM10 (Figure 18).



Ambient: includes the last measurements of temperature, humidity and
pressure (Figure 19).
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Figure 16. General page of the dashboard.

Figure 17. Map page of the dashboard.
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Figure 18. Air quality page of the dashboard.

Figure 19. Ambient page of the dashboard.

The acceleration was not presented in the dashboard because it does not provide
any information, because the device is fixed in a place.
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4.5.4. Digital Flow
The CloudLab platform includes the Node-RED tool, this was used to generate
aggregated data and alarms from the measured data. As commented in previous
sections the WHO establishes a limit value for the particulate matter (one limit for the
hour average and one limit for a year average). Thus, the mean value is calculated each
hour and the result is stored in the corresponding ontology. In addition, the calculated
value is compared with the established threshold and if the mean value is bigger than
the limit value then an alarm is generated. This means that an email is sent to a given
email address, and the alarm information is stored in the alarm’s ontology. This flow can
be seen in Figure 20.

Figure 20. Onesait Digital Flow.

4.6. Integration
In this part will be explained the procedure followed to connect the Raspberry Pi
with the cloud. The main tool used in the Raspberry Pi is Node-RED. As the Raspberry
has internet access through WiFi, the following step is installing the Onesait palette in
Node-Red. It consists of a set of 6 nodes that the interaction with the cloud through
MQTT or API REST (insert, delete, query, update, leave and subscribe). In all the nodes
it is required the token that was generated while creating the IoT Client.
As commented previously, the Python program without using the debug mode
just prints the JSON with the measured data. In Node-RED the program is launched and
recovered from the STDOUT and then it is uploaded to the cloud. Figure 21 is an
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overview of all the flow developed, it has several components that will be described next
in the same order of the flow of the information:
1. The inject node is used to start the program manually, in this case, the
insertion is a number, a zero, simulating that is an exit code. This node
can be triggered periodically or even whenever the Raspberry Pi powers
up.
2. The exec node is used to execute system commands. It is used to
execute the python program. It has three outputs: STDOUT, STDERR
and exit code, as every process. In the python program is not selected
the debug mode, so in the STDOUT will be presented the measured
data in JSON format.
3. As Node-RED works distinguish between JSON string and JSON object
it is necessary to make a conversion between the incoming string to get
as a result a JSON object using the JSON node.
4. Then, it is necessary to give the right format, depending on the cloud
platform used the data goes in a different format. For the Onesait
platform it is required to add the name of the ‘ontology’ and embed all
the measurements into a JSON object named as the ontology. For that
aim the JavaScript function node has been used.
5. After having the data ready to be uploaded to the cloud the Onesait node
is used to do that using Rest API. It also can be done using the MQTT
protocol. The parameters that are required are: endpoint, the name of
the IoT Client that has been previously created, the token of the IoT
Client and a name for the instance.
6. As the solution is presented as multi-cloud, there are two nodes, function
node and Azure IoT Hub node, that prepare the message to be uploaded
to a different cloud. This just uploads the data to an IoT Hub in Azure
using HTTP, of course it is required the use of the IoT Hub credentials.
The data just arrives to Azure, it is not even stored. In Figure 23 can be
seen the received messages using the Visual Studio solution to manage
the IoT Hub.
7. In addition to the commented above, all the data that is measured is
stored in a local file using the file node. The name to store the files is
measurements_DDMMYYYY.log, where DD is the day, MM is the month
and YYYY is the year.
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Figure 21. Node-RED flow in the Raspberry Pi.

In addition, during the development was useful to use the dashboard tool of
Node-RED to check the format and the validity of the data. For that purpose, the function
nodes and the dashboard nodes of the lower part of the flow have been used. As a result,
there is a page with some graphs, some of them are shown in Figure 22, in the left part
it is presented the temperature and the humidity and in the right part the acceleration
(while it was randomly generated).

Figure 22. Node-Red dashboard in the Raspberry Pi.

Figure 23. Received messages in Azure.
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4.7. Results
Despite the obtained prototype have just been presented in previous sections,
here it will be summarized. The prototype can measure environmental parameters,
process them, present them and generate alarms. In addition, it allows user interaction
to manage the end-devices. The end-device is a Raspberry Pi that uses a multithread
Python program to get the data from sensors and it uses Node-RED to upload the data
to the cloud. The transmitted message is a JSON object and each one has the size over
206 bytes. In the Figure 11 can be seen the hardware. It is connected to the electrical
grid and all the data transmission is trough WiFi. The cloud platform (Onesait CloudLab)
stores all the generated data by the device, generates new data using the Digital Flow
tool and presents it with the Dashboard tool. From the Figure 16 to the Figure 19 can be
seen the dashboard. The prototype can work in a fixed place by the moment due to the
power supply, which is connected to the electrical grid. Nevertheless, using a different
source of energy and a WiFi hotspot it can work as a mobile solution. The system adopts
a multi-cloud strategy: Onesait and Azure. Using the Node-RED tool the cloud migration
is easy because it supports many standard protocols and offers a very simple graphical
programming interface.
For the testing it has been turned on the device for periods of eight hours, with a
measuring period of fifteen minutes. With respect to the measurement timing and the
data variation. As almost all the testing part has been done in a fixed place and indoors,
the data transmitted every 15 minutes does not show big variations. The obtained alarms
of the particulate matter have been generated manipulating the input airflow of the
PMS5003 sensor by putting a source of smoke in front of the fan which generates an
augment up to 200 𝜇𝑔/𝑚

the PM2.5 and the PM10 (Figure 24).

Figure 24. Generated alarm by the system.

The device was also tested ‘outdoors’ (putting the device near to an opened
window). The result was that the particulate matter indoors is considerably lower than
outdoors, but the data variation is still small. In the Figure 25 can be seen the testing in
two days, the left part is indoors, and the right part is outdoors. In addition, it was
compared the measured data in the same day with the nearest reference station of the
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Comunidad Autónoma de Madrid that measures the PM10, it shows a value of 32 𝜇𝑔/𝑚
while the developed prototype measured 16 𝜇𝑔/𝑚 (Figure 25 and Figure 26).

Figure 25. PM variation indoors vs outdoors.

Figure 26. Portal Calidad del Aire Madrid June 28th of 2019 [3].

Regarding the other sensors, the measurements of the BME680 and the
ADXL343 work as expected, both detect fast variations when touching it or moving it.
Respect to the gas presence as the measurement is not a standard it just helped to see
the variation over the day and the influence of the ventilation. The GNSS receiver without
external antenna takes up to 10 minutes to achieve the fix in indoor locations with high
accuracy (without moving the device), but almost in all the testing was used the GPX file
to simulate a rout of a vehicle.
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As it has been done with the particulate matter, the temperature was also
compared with AEMET (Agencia Estatal de Meteorología) data. The nearest point of the
AEMET (Madrid, Retiro) to the place where the device is located measures a
temperature of 34.8ºC while the prototype measures 32.28 ºC (Figure 27 and Figure 29).
Regarding the humidity, the AEMET shows 34% while the prototype measures 30%
(Figure 28 and Figure 29). The pressure also shows similar values, over 938 hPa for the
AEMET measurement and for the prototype. Of course, the measurements were done
at the same time but in different locations.

Figure 27. AEMET temperature, 28th June of 2019 [32].

Figure 28. AEMET humidity, 28th June of 2019 [32].

Figure 29. Prototype Ambient page.
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CONCLUSIONS AND FUTURE WORKS

This chapter presents the obtained conclusions about the development of the
prototype. First, it will be evaluated the obtained results and then it will be discussed the
lines in which it would be interesting to keep working to continue analysing the viability
of the system.

5.1. Evaluation of the results
The prototype was successfully developed, it allows the environmental
monitoring of the city of Madrid. Next, the partial evaluation of the results is presented.
The use of CircuitPython for the BME680, ADXL343 and for the MT3339 sensors
makes efficiently the hardware abstraction, but at that higher level there is no way to
exploit all the capabilities that the sensors have. For instance, the BME680 can filter the
measured data to eliminate noise in the measurement, but this is hardcoded in the
libraries and there is no high-level method to change it easily. Nevertheless, for
prototyping is the best option due to the rapid integration.
The general python program gets as a result of the measurements a big JSON
message. Which is valid for a fixed monitoring station because of the small variability, it
allows to send fewer messages. Nevertheless, for a mobile solution what it wants to be
analysed is, in fact, the spatial variability, so depending on the speed of the vehicle the
time between each message will be bigger or smaller. It must be adjusted to have a good
spatial resolution, but securely the time between messages diminish and the amount of
data augments.
Regarding the Node-RED tool, it makes easy the integration between the cloud
and the end-device. It also shows that the is easy to develop a multi-cloud strategy
without changing anything in the main program (which is the Python program). In this
sense, this project has worked with two cloud platforms.
With respect of the cloud platform, in Azure nothing more than the IoT Hub was
developed due to the cost. In the other part, Onesait CloudLab is still under development
and provides access to a limited set of tools of the Onesait Platform. Thus, there were
times of failures of the platform and it was not possible to use some tools (Big Data,
Blockchain, etc.), but in general terms it is a good tool to generate data visualization and
light data processing.
As far as concerned the sensors and its validity. As seen in the results there are
some differences, especially in the particulate matter. Nevertheless, it cannot be checked
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if the difference with the reference stations is due to the spatial variability of the
parameter. On the other hand, the temperature, humidity and pressure have less
difference with the reference station. However, to determine the validity of the sensors it
is necessary to test the sensors in the same points of the reference stations.
The cost of the whole prototype, that is detailed in the next chapter, excluding
human resources costs, comes to one hundred and eighty euros, which is completely
reasonable considering that that is the price of a medium-cost air quality sensor. For the
development it was used low-cost sensors and a free cloud tool.

5.2. Future works
Next some interesting lines to keep working are listed:


Test in a vehicle the device, for that purpose it is just necessary to use a
different energy source: use an own battery or use the vehicle battery.



Use an improved operating system to work with IoT (Windows 10 IoT
Core), any customized for IoT, which have components as containers or
FOTA.



Exploit the measured data with specific tools. Regarding the air, it can be
used non-supervised machine learning tools to detect patterns or to make
previsions. For the accelerometer, if the monitoring solution goes in a
vehicle, it can be used to detect road quality or to determine the
aggressivity of the diver, which is interesting for the vehicle owner.



Use cellular communication for data transmission, it can be done in
Madrid. Nothing changes in the software it just necessary to provide
internet access to the Raspberry Pi with the cellular module (for instance
the PiAnywhere HAT).



As the Raspberry Pi can work as end-device but also as edge device,
make a different software to send just aggregated data.



Use as end-device other with fewer capabilities and which already has
embedded the communication [33] and positioning modules [34]. For
instance, the u-blox C030-U201 IoT Starter Kit.



Prepare the device to withstand the weather (rain, humidity, etc.).



Develop a mobile application to interact with the system and see data.
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This chapter shows the overall cost of the development of the prototype. The cost
of equipment already belonging to the Universidad Politécnica de Madrid or the G.I.R.A.
(Grupo de Ingeniería de Radiofrecuencia) will not be included here as free access has
been granted.
The budget is divided in two parts: the cost of the components and materials and
the cost of the human resources.

6.1. Cost of the components
The costs mainly derive from prototype construction, in Table 3 the costs are
presented.
Table 3. Components cost.

Concept

Quantity Unitary price (€) Total cost (€)

Raspberry Pi

1

37.19

37.19

32 GB microSD card

1

13.99

13.99

ADXL343 Adafruit board

1

5.95

5.95

PMS5003

1

34.89

34.89

MT3339 Adafruit board

1

39.95

39.95

BME680 Adafruit board

1

19.65

19.65

Antenna

1

14.95

14.95

USB to TLL serial

1

6.99

6.99

Protoboard

1

8.85

8.85

LED

2

0.594

1.188

Jumper wires kit

1

3.06

3.06

Resistor

2

0.05

0.1

Total amount (€)

186.76
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6.2. Human resources
This section breaks down the cost of the developer’s effort at each project stage,
considering that a graduated supposes the cost of 22 €/hour [35]. The costs of human
resources are presented in the Table 4.
Table 4. Human resources cost.

Task

1

2

3

4

5

6

Description

Analysis of the existing technologies
and research about works and trends
Design, implementation and testing
of the end-device
Cloud platform development and
testing
Integration between the end-device
and the cloud platform
Analysis of the results and
conclusion obtention
Document drafting
Total amount (€)

Invested

Price/hour

Total

hours

(€)

price (€)

50

22

1100

120

22

2640

70

22

1540

80

22

1760

40

22

880

140

22

3080
11000

6.3. Total budget
Finally, the total budget is the addition of the budget of the component with the
budget of the human resources. The total budget amounts to Eleven thousand one
hundred eighty-six with seventy-six euros.
Components……………………………………………………………….…186.76 €
Human resources……………………………………………………………..11000 €
Total amount……………………………………………………………….11186.76 €
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