
 

ESCUELA TÉCNICA SUPERIOR DE INGENIERÍA 
Y SISTEMAS DE TELECOMUNICACIÓN 

 
PROYECTO FIN DE GRADO 

 
TÍTULO: Publish/Subscribe data communication in Cyber-Physical 
Systems oriented to Unmanned Aerial Vehicle 

 

AUTOR: Beatriz Corpas Rodríguez 

 

TITULACIÓN: Ingeniería Telemática 

 

TUTOR: Jesús Rodríguez Molina 

 

DEPARTAMENTO: Ingeniería Telemática y Electrónica 

 
 

VºBº   

 
 

Miembros del Tribunal Calificador: 
 
 
PRESIDENTE: Francisco Javier Ortega González 
 
 
TUTOR: Jesús Rodríguez Molina 
 
 
SECRETARIO: Vicente Hernández Díaz 
 
 
Fecha de lectura: 27/07/2020 

 
 
Calificación:  
 
 

El Secretario, 
 
 
 
 

 



 

  
 
 
 
 
1 

 

Abstract 

Publish/Subscribe data communication in Cyber-Physical Systems oriented to Unmanned 
Aerial Vehicle 
Cyber-Physical Systems are computational entities that are in contact with the physical 
world, and at the same time, provide data and processing it on the Internet. Today, and in 
an increasing way, these systems are used in many aspects of our daily lives, and they can 
do the most difficult part in different kinds of jobs.  
Nowadays, they play important roles. They are involved in several projects in different 
sectors, such as computing traffic data to achieve the perfect autonomous car, 
reconnaissance of forests and areas of difficult access to control fires and other types of 
catastrophes. They are also essential in healthcare, for which there are already robots that 
perform operations with a high level of precision. 
For this type of projects to become possible, and increasingly common, Cyber-Physical 
Systems must have a high level of computing and long-lasting batteries. These 
characteristics are not widespread nowadays, and research is still being performed on how 
to improve these aspects. Another of the most important characteristics of Cyber-Physical 
Systems is security. When sending or receiving data it is essential to maintain them 
secure, since depending on the sector in which these systems are used, there will be very 
sensitive data that can be badly used.  
This project is focused on the remote control of a certain type of Cyber-Physical System: 
the Unmanned Aerial Vehicle. To carry out this project, a Publish/Subscribe 
communication with data standards has been implemented.  
This project is made up of three main components: two different computers and one 
drone. The first host will let the user select one command to send it to the drone and it 
will receive what mission the drone is performing. The second one will show a graphic 
interface with drone data and will send the commands to the drone. Finally, the drone will 
receive the commands and will send the data to the second host.  
There are two important communications to establish in this project. The first one is the 
communication between two virtual machines running in two different hosts. This 
communication is performed using the Publish/Subscribe standard aforementioned, 
which is named Data Distribution Service. Once this is done, the communication between 
one host and the drone will be established. To perform it, it is necessary to connect to the 
drone’s WiFi and to download an application and execute it using Eclipse.  
When both communications were established, the procedure to follow was the 
modification of the API, to be able to drive the drone in a remotely fashion, according to 
the commands that the user chose in the first host. It was also important to implement two 
threads in the first host to send commands and receive data simultaneously.  
This project will be very useful if there are more situations like those experienced during 
Spring 2020, where leaving home was not allowed, since the Cyber-Physical Systems 
will be responsible for carrying out the essential tasks, thus avoiding human exposure to 
viruses, or other hazards. 
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Resumen 

Comunicación de datos Publicador/Suscriptor en Sistemas Ciber-Físicos orientado a 
vehículos aéreos no tripulados 
Los sistemas ciber-físicos son entidades computacionales que están siempre en contacto 
con el mundo físico que nos rodea y al mismo tiempo están conectados a internet para 
proporcionar y procesar datos.  
Hoy en día, los sistemas ciber-físicos tienen un papel muy importante en nuestra sociedad. 
Están involucrados en una gran cantidad de proyectos de diferentes sectores, como por 
ejemplo la computación de datos de tráfico para conseguir el coche autónomo perfecto, 
el reconocimiento de bosques y otras áreas de difícil acceso para controlar incendios y 
otro tipo de catástrofes. Los sistemas ciber-físicos también son esenciales en el sector 
sanitario, en el cual ya existen robots que realizan operaciones que requieren un alto nivel 
de precisión.  
Para que este tipo de proyectos sean posibles, y cada vez más comunes, los sistemas ciber-
físicos deben tener un alto nivel de computación y las baterías deben ser de larga duración. 
Estas características no se dan al 100% en este momento, pero se sigue investigando como 
mejorar estos aspectos. Otra de las características más importantes es la seguridad. 
Cuando se envían y se reciben datos, es esencial mantenerlos seguros y a salvo ya que 
pueden ser datos sensibles y ser usados de manera maliciosa. 
Este proyecto se basa en el control remoto de un determinado tipo de sistema ciber-físico: 
los Vehículos Aéreos No Tripulados. Para llevarlo a cabo, se ha implementado un sistema 
de comunicación de datos Publicador/Suscriptor. 
El principal escenario del proyecto está formado por: dos ordenadores y un dron. El 
primero de ellos será con el que el usuario estará en contacto, el segundo estará en la 
localización remota junto con el dron, que ejecutará las órdenes recibidas por el segundo 
ordenador.  
Es importante establecer dos comunicaciones. La primera de ellas entre las máquinas 
virtuales corriendo en los ordenadores, que se establece con el protocolo 
publicador/suscriptor llamado DDS. Una vez hecho, se establece la comunicación entre 
el ordenador y el dron, conectándose al WiFi del dron y descargando una aplicación para 
ejecutarla en Eclipse. Una vez establecidas, se hace una modificación de la API para 
controlar el dron de manera remota y se crean dos hilos en el primer ordenador para poder 
enviar comandos y recibir datos de manera simultánea.  
En un futuro, el proyecto será muy útil si se dan más situaciones como la de la primavera 
de 2020, en la que salir de casa no estaba permitido. Los sistemas ciber-físicos realizarán 
las tareas esenciales, evitando así la exposición de los humanos a virus o a otros peligros. 
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1. Introduction  

1.1 Introduction 

Nowadays, many important sectors are dealing with new challenges 
because of the massive production of goods and services that the modern 
world demands. For this reason, a great number of people around the world 
are researching how to fulfil these new needs. In this area is where Cyber-
Physical Systems (CPSs) play a very important role.  
These technologies are used to increase efficiency, as well as decrease 
labour costs. CPSs help completing tasks more quickly and safely. Some 
of these are autonomous or semi-autonomous land vehicles (Unmanned 
Ground Vehicles, UGVs) and air vehicles or UAVs (Unmanned Aerial 
Vehicles), both of which are capable of carrying out the missions assigned 
to them correctly and efficiently, such as going across fields in less time 
than a human, thus collecting data on crops, and animals and their status. 
It is also necessary to use computers, which will oversee the procedures 
dealing with collecting the data and representing it in the most 
appropriately manner.   
To solve these new needs, there must be communication between the CPSs 
involved in the process. This communication will be established following 
the OSI model. However, this project will be focused on data levels, and 
in a smaller proportion in network levels. In this way, it will be possible to 
complete missions assigned to Cyber-Physical Systems and to represent 
the collected data. 

1.2 Motivation 

In Spain, there are autonomous communities where there are less and fewer 
people living. It is known as “la España vacía” or empty Spain, and this is 
caused by migratory movements from rural areas to large cities. In 2018 [1], 
the most affected areas were Castilla y León, Asturias and Extremadura. 
People tend to look for new opportunities in large cities, like Madrid or 
Barcelona, which are the main two sites that received people from rural 
areas.   
In the following picture (Figure 1) it is possible to see the areas that lost 
population in 2018 and those that gained it. 
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Figure 1. Spain by number of inhabitants in each province [1] 

If the migration trend continues as it has, there will be very few people in 
the rural areas who want to perform the hardest works. And this is where 
this project can make a difference, as CPSs would do more difficult parts 
of these types of jobs because they cover different application domains [2]:  

- Automotive: CPSs are used to calculate the best route according to 
the traffic situation, for example. They must have high computing 
power. 

- Environment: this kind of CPS must be autonomous and have a low 
battery consumption because they are used to control wide 
geographical places. 

- Aviation and defence: they need a high level of security, precise 
monitoring and high computing power.  

- Critical infrastructure: these CPSs are used for energy control and 
other resources management. It is necessary that they have precise 
and reliable control. 

- Healthcare: they must have technologies with an advanced level of 
integration, analysis and synthesis.  

With this project, many kinds of sectors will grow and advance, being able 
to cover all the needs requested, thus increasing efficiency and profit, and 
reducing the cost of labour. 

 

Number of people 
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1.3 Objectives 

It is important to make clear the main objective of this project: the development 
of a system based on data level communications using the standard 
Publisher/Subscriber DDS for the remote control of drones and other Autonomous 
Unmanned Vehicles. This great aim can be divided in three parts: the 
establishment of Publish/Subscribe communications in a distributed system, the 
application of DDS protocol at data level and the use of DDS to control UAVs 
remotely.  
1. The first objective is to establish a Publish/Subscribe communication between 

two cyber-physical systems.  
With this communication all data will be sent and received quickly and 
efficiently, since DDS has a very low latency. This feature will allow the drone 
to be controlled safely and almost immediately, since the communication 
between the publisher and the subscriber is very fast. 
Both cyber-physical systems will be connected to a router through ethernet 
cables. 

2.  The second objective is to establish communication on the data level, as data 
is the most important thing.  
Thanks to DDS it is possible to establish this communication at the data level 
and forget about the other levels, which makes the implementation of this 
protocol easier.  
In this project two types of data are sent and received, and although they are 
two very simple types of data, it is important that these data are delivered in 
the correct way because otherwise it will be impossible for the rest of the 
objectives to be achieved. 

3.  The final main objective is to control UAVs remotely with DDS. In this 
project, drones are the UAVs used. Developing a basic DDS application, and 
thanks to a drone API, it has been possible to manage the drone remotely, 
based on the topics.  
For this purpose, two topics have been established, which will be explained 
throughout the project. Each of these topics will have one publisher and one 
subscriber, which will be in charge of sending and receiving the data that 
makes possible the drone’s remote control.  

These three objectives will be explained more extensively along the project, in 
order to achieve the main one, to establish the DDS communication to control the 
UAVs remotely.  
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1.4 Project Sections 

This project has different sections, and in this one all of them will be explained 
briefly.  
The first section is the introduction. Within this, there will be a quick presentation 
of the project, then the motivation for which it has been developed, and finally its 
main objectives.  
Secondly, there will be the state-of-the-art section. It is structured in two parts: 
protocols and the YADrone API. In the first part all important protocols that are 
related with DDS will be explained. In the second part, the application used to 
establish the communication with the drone will be described.  
The following section is where the project restrictions are detailed: all the 
problems experienced during the development of the project and possible 
difficulties in its implementation, such as existing and future legislation on drone 
flight. 
In section four, development of research work is explained. It is divided in 
different parts that describe whole project process: DDS implementation, the 
modification performed in the YADrone API, the implementation of the drone 
controller project and finally the router configuration.  
The results obtained after the implementation of the whole project are explained 
in the following section. Once everything is working, pictures of the actual 
implementation have been taken and diagrams have been created for further 
understanding. As the project has three main components, the two hosts and the 
drone, the results are shown separately for each of them. This section is one of the 
most important of the project.  
In the budget section is explained the cost that this project has had and also the 
cost that it would have had if the university had not had the necessary material to 
carry out this project. It also specifies the cost of labour, explaining which parts 
of the project have needed more time and which less. In addition, total cost is 
shown, which will be the sum of the real cost of material and labour. 
Additionally, there is a section of conclusions and future work, where a summary 
of the satisfied objectives has been included. It will also explain the problems that 
have been encountered during the development of the project and the way in which 
they have been resolved. Finally, the possible improvements of the project that 
could be implemented in the future will be detailed. 
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2. State of the art 

In this section, the technological background on which this project is based will 
be explained.  
To achieve this, it is focused on the different protocols and standards that will 
allow us to carry out the project. There is an introduction, later a description of 
how each protocol works, and at the end their advantages and disadvantages.  
Secondly, the application that we use as a base to establish communications with 
the drone will be explained. Its name is YADrone API and it is written in Java. 
This application connects to the drone WiFi and after its execution, it shows a GUI 
which displays data collected by the drone, as its position and camera images. 
With this API it is possible to drive the drone controlling it with the keyboard.  

2.1 Protocols and Standards 

2.1.1 DDS 

Introduction 

DDS (Data Distribution Service) is a middleware-oriented proposal 
created to standardise data-centric systems. In the implementation 
of solutions based on DDS, two companies have taken part by 
providing significant contributions: Real-Time Innovations (RTI) 
and former PrismTech [3].  
The first company is an American group which is specialised in 
Industrial Internet of Things (IIoT). They develop systems like 
traffic control, solar, wind, hydropower or robotics [4]. 
The second one is PrismTech (current ADLINK's IoT Solutions 
and Technology Group), which is also a company which provides 
solutions for IIoT and they serve many market sectors including 
smart cities, aerospace and defence and industrial automation [5]. 
These two companies worked together in order to create the DDS 
standard, which was approved by Object Management Group 
(OMG) in 2003. Since then, many versions of the DDS standard 
have been developed and all of them are based on the 
Publish/Subscribe paradigm. The DDS middleware, as the other 
middleware protocols, is (often distributed) software that abstracts 
the application layer from the lowest layers, enabling it to work 
with different programming languages and operating systems. 

Description  
DDS works under the Publish/Subscribe paradigm. These types of 
systems are an alternative to the traditional client/server pattern, 
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where the client communicates directly with the server. However, 
Publish/Subscribe patterns allow to disengage from the part that 
sends a message (publisher) and the one which receives these 
messages (subscriber). 
The disengagement between publisher and subscriber is mandatory 
in three fields [3]: 
- Space: they do not need to know anything about each other. 
- Time: they do not need to be running at the same time. 
- Decoupled synchronization: the operation of both end of a 

system does not stop while sending or receiving messages.  
In order to transmit data, in many Publish/Subscribe systems there 
is a broker which acts as an intermediary between the publisher and 
the subscriber. However, in DDS this broker is not used. Instead of 
using that broker, publishers and subscribers connect over a data 
bus that is controlled by Quality of Service (QoS) parameters [6]. 
This concept has been depicted in Figure 2. 

 

 
Figure 2. DDS Databus  

To join that bus, publishers and subscribers will need a clear 
specification of required interactions, like reliability and the 
filtering needs.  
Also, at the network layer their communication is based on IP 
multicast; through this message sending procedure, publisher and 
subscriber send metadata. These data are stored in local cache and 
messages are routed based on the discovery of each other. To 
transport the aforementioned data, DDS can use UDP/IP (unicast 
and multicast) and TCP/IP [3].  
In order to explain how DDS works, we have to mention the basic 
components of the system: topics, publishers, subscribers, Data 
Writer and Data Reader [7]. They can be described in the following 
manner and depicted as in Figure 3: 

Data-centric messaging bus 
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1. A topic is information about a single type of data and the 
distribution and availability of samples, and it can have many 
Data Writers and Data Readers.  

2. Publishers monitor and limit the flow of data from Data Writers 
and a publisher can have many Data Writers.  

3. Subscribers monitor and limit the flow of data of Data Readers 
and a subscriber can have many Data Readers.  

4. Data Writers create samples of a single application data type 
and a Data Writer has a single topic.  

5. Data Readers receive samples of a single application data type 
and a Data Reader has also a single topic. 

 

 
Figure 3. DDS Data Centricity  

 

Data flow is as can be seen in Figure 4 and described below: 

 
Figure 4. DDS Data Flow 
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First, the publisher writes a value in the Data Writer. This Data 
Writer publishes the data samples and they are sent to the 
associated subscriber, which gives those samples to its data readers. 
Once the subscriber has retrieved the data from the data reader, the 
flow will end.  
As mentioned before, DDS is based on topics. A subscriber 
subscribes to a particular topic. When a publisher publishes data in 
that topic, the subscriber will receive the data at the other end.  
One of the most distinguished features of DDS is Quality of Service 
(QoS, [3]). This standard for distributed communications defines 
more than twenty QoS parameters, including reliability, volatility, 
ownership, resource utilization, filtering and delivery, timing 
deadlines and latency. Publishers offer capabilities that subscribers 
can request, and when the agreement is done, DDS ensures that 
both parts meet the contract. This feature provides a high level of 
flexibility. 
In addition to that, if the system needs message confirmations, 
DDS implements a protocol which is called Real-Time Publish-
Subscribe (RTPS) protocol [8]. This protocol is highly 
configurable with a combination of parameters, which allow to the 
application to configure its behaviour, so as to control latency, 
throughput and resource utilization. The most important features of 
this protocol are support for push and pull operating modes, support 
for positive and negative acknowledgements, support for high data-
rate Data Writers, support for multicast Data Readers and support 
for high-latency environments. With the purpose of providing these 
features, RTPS has defined three types of messages: 
1. DATA message, which indicates that the Data Writer has 

written a message. It has a format: DATA (message, code), 
where the code is a numerical identification for that message. 
For example, DATA (A, 1). 

2. HB (heartbeats) message, which communicates to the Data 
Reader how many messages it has required to receive. For 
example, HB (1-3) means that the Data Reader should have 
received the messages with the identification 1, 2 and 3.  

3. ACKNACK message, which tells the Data Writer which 
messages have been successfully received and which messages 
have been lost. This is represented as a bit map that symbolises 
the numbers of the messages that are missing. For example, 
ACKNACK (4) means that messages 1, 2 and 3 have been 
received but message 4 are missed. 

The way DDS confirms messages is represented in Figure 5.  
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Figure 5. DDS Message Confirmation, as described in [8] 

Use Case  

DDS is a useful protocol in situations where there is a large amount 
of interconnected CPSs that must communicate with each other and 
that communication is not easy because of one or several reasons. 
For example, a group of researchers has developed a system [9] 
which allows the communication between AUVs (Autonomous 
Underwater Vehicle). There are various types of AUVs which have 
different hardware and firmware. DDS allows to that AUV for 
exchanging data although they do not share the same hardware or 
hardware drivers.  
Another system that uses DDS is the ScanEagle UAV [10], a 
Boeing Unnamed Aerial Vehicle, which is in charge of helping 
fishermen to find and follow banks of fish. It uses DDS in order to 
exchange data between the sensors that are integrated in the UAV 
and the ground station. 
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Advantages  

DDS is a standard used for middleware which provides many 
advantages in different use cases, mainly in real-time 
communications. It provides [3]: 
1. Interoperability: due to the fact that DDS is based on a data-

centric approach, the lower layers are withheld to the end user, 
thus making the integration in different systems easier.  

2. High performance: DDS implementations can achieve a very 
low latency, sometimes as low as 30 microseconds. This is 
possible because it uses a very efficient wire-level protocol, 
which allows defining a byte sequence instead of using libraries 
and functions. This chunk of bytes passes over the network and 
make things happen in order to achieve its purpose [11]. 

3. Scalability: in a good designed system, DDS provides a near-
linear scalability.  

4. Advanced security: the OMG DDS Security Specification 
defines a comprehensive Security Model and Service Plugin 
Interface (SPI) architecture. DDS provides authentication, 
encryption and access control to provide a secure end-to-end 
communication in an IoT system.  

5. Open standard: DDS standard is open to participation for 
suppliers and users. Its free use allows its own development and 
the integration with other systems.  

6. QoS: DDS can control aspects like the traffic priority, the 
timeliness, and the use of resources.  

7. Scalable discovery: DDS provides automatic discovery for 
large dynamic systems, simplifying the integration and 
orchestration of the system. 
 

Disadvantages 

One of the main disadvantages of the DDS standard is its great 
dependence on the network layer since a fixed IP is assigned to this 
protocol. If this fixed IP is blocked, like with a Virtual Private 
Network (VPN) or with a firewall, traffic will not pass and 
therefore, communications will be broken.  
Besides, to make DDS work, it is necessary to follow a process of 
creation, compilation and execution of IDL files, in order to create 
the pertinent classes, as the Data Writer and the Data Reader. This 
feature is not a big problem but it can make this protocol heavier 
than others. 
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2.1.2 MQTT 

Introduction 

MQTT (Message Queuing Telemetry Transport) is a 
Publish/Subscribe protocol which works on top of the TCP/IP 
protocol [3]. Its first version was invented by Dr Andy Stanford-
Clark of IBM, and Arlen Nipper of Arcom, in 1999. Two versions 
of this protocol are now OASIS standards, the version 3.1.1, which 
has been also verified by ISO, and the version 5.0 [12].  
This protocol was created with the purpose of reducing the 
bandwidth and the resources that are being used. Moreover, MQTT 
wants to ensure reliability and delivery.  
These characteristics make the protocol perfect to use in devices 
Machine to Machine (M2M) and in the world of IoT. In addition, it 
is suitable for mobile applications where the bandwidth and saving 
battery are very important issues. 

Description  

MQTT is based on two types of clients [13], publisher and 
subscriber, who communicate with an intermediation server called 
a broker. Moreover, in this protocol, the information is organised 
by topics. If the publisher has new data of a topic, it sends a control 
message with that information to the broker, which is in charge of 
retransmitting that data to the subscribers that are subscribed at that 
topic. 
MQTT provides three levels of Quality of Service. Clients will 
decide the QoS that will be used to receive the message, as long as 
the message has the required QoS. 

Higher level of QoS implies more latency but better reliability [13].  
- At most once (level 0): the broker will deliver the message only 

once, with no confirmation. 
- At least once (level 1): the broker will send the message many 

times until it receives a confirmation.  
- Exactly once (level 2): the broker will send the message exactly 

once, by using a four-step handshake. 
This protocol relies on four types of messages for exchanging data 
from one end to another and is based on topics, as can be seen in 
figure 6. These messages are [14]:  
1. Connect: clients send this message in order to establish the 

connection with the broker. In order to connect to a MQTT 
server it is useful to use URIs [12], which are formatted like 
this:  
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mqtt[s]://[username][:password]@host.domain[:port] 
Where the first part is the scheme, which could be mqtt or 
mqtts, depending on the encryption, and also sometimes could 
be tcp or ssl.  

2. Publish: the publisher publishes the data of one topic.  
3. Subscribe: the subscriber subscribes to one topic. 
4. Disconnect: clients send this message in order to disconnect 

from the broker. 

 

 
Figure 6. MQTT Data Flow, as described in [14] 

Use Case  

MQTT is used in many ways, like in applications and mobile 
applications, home automation and in university researches [12].  
A good example is the application Facebook Messenger [15], 
whose developers initially had problems with the latency to send 
messages because the method that they were using was reliable but 
slow. Before the launch, they changed the method and implemented 
a persistent connection with MQTT in order not to kill the devices’ 
batteries. 

Advantages  

MQTT is focused on not overloading the network, and that is why 
its header is shaped only by two bytes. It is a simple protocol and it 
considers important the reliability of communications.  
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It is a very useful protocol when the bandwidth is limited or when 
the infrastructure is unknown because it uses the Publish/Subscribe 
pattern, which makes it a very light protocol [16]. 

Disadvantages 

Clients need a username and password authentication to connect to 
MQTT brokers. In order to maintain the client’s privacy, the TCP 
connection has to be encrypted with SSL/TLS [17]. 

2.1.3 AMQP 

Introduction 

AMQP (Advanced Message Queuing Protocol) [11] is an 
application layer protocol that has message queuing as its 
main function. It was defined in 2003 by JP Morgan Chase 
[18], which is a United States investment bank. This bank 
was very interested in developing a new protocol which was 
able to endure a fast and reliable communication, because 
in this kind of institutions, there are many messages being 
exchanged constantly. Nowadays, the company that funds it 
economically is the Bank of America and the one that 
provides it with technology is Microsoft.  
 This protocol is characterized by the orientation, queuing 
and routing of messages. Moreover, it is a wire level 
protocol because the data are sent across the network like an 
octet flow. This wire level protocol allows the separation 
between the transport layer and the broker architectures. 
Also, AMQP works on top of the TCP/IP protocol, which 
guarantees a reliable transport layer [18]. 

Description 

AMQP, in order to transmit data, uses entities called 
brokers, producers and consumers. The producer creates a 
new message and sends it to the broker, which distribute that 
message according to the queue rules. The consumer 
recovers the message from where it has access [18].  
Brokers receive messages from publishers and route them 
to the consumers [19]. Inside the broker, there are two 
entities: exchanges and queues.  
On the one hand, exchanges are the entities where messages 
arrive, and they retransmit them to the pertinent queues, 
where the messages are stored [19]. The way messages are 
sent depends on exchange type and rules called bindings. 
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All exchanges are declared with attributes, which include 
the following:  

- Name. 
- Durability: when an exchange survives a broker 

restart, it is called durable. If it cannot survive, its 
name is transient.  

- Auto-delete: when this attribute is activated, the 
exchange will be deleted when last queue is 
unbound from it. 

 
Figure 7. AMQP Data Flow  

Following the previous figure, the message flow is as 
follows: 
1. The producer sends a message to the exchange. 
2. The exchange receives the message and it has to route it 

to the pertinent queue. 
3. It is necessary to set up a binding between the exchange 

and the queue. 
4. Messages stay in the queue until a consumer handles 

them. 
5. The consumer processes the message. 
There are four types of exchanges [19], all of them 
represented in igures 8, 9, 10 and 11:  
1. Direct exchange: this type is used to send a message to 

a specific consumer. Two keys are used, the routing key 
and the queue key or binding key, and if they match, the 
message will be sent to the queue and, hence, to the 
specific consumer.  
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Figure 8. Direct Exchange 

2. Fanout exchange: it does not use the routing key, so that 
the message is sent to all available queues and the 
information is distributed there. 

 
Figure 9. Fanout Exchange 

3. Topic exchange: it also uses routing and binding key, 
but they do not have to be exactly similar. This type of 
exchange considers that there is a coincidence if the 
property of the routing key equals the keywords of the 
binding key and if this happens, the message is sent. 
Those keywords that are character string are separated 
by colon. So, exchange can send specific messages to 
different queues. 

 
Figure 10. Topic Exchange 

4. Headers exchange: it does not use routing key. The 
message header includes values that that belong to the 
binding key. The label argument “x-match” decides if 
all of the values have to be similar or just some of them. 
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Figure 11. Headers Exchange 

Bindings are rules that exchanges use to route the received 
messages to the queues. To get messages from an exchange 
to the queue, the queue must be bound to the exchange.  
Bindings can have an attribute called routing key, which is 
used by some exchange types and allows to select messages 
from an exchange and retransmit it to the queue. This 
attribute acts as a message filter.  
Exchanges can have zero or many bindings to the bound 
queue, which allow implementing very difficult routing 
scenarios by using publishing directly to queues. If a 
message cannot reach the queue because there are not 
bindings, it is discarded or returned to the publisher, 
depending on the declared attributes that it has.  
On the other hand, queues are entities where the messages 
that can be consumed by consumers are stored. These 
queues have a name that can be assigned by the client or the 
broker, and properties that are similar to those of the 
brokers. They make use of memory modules, which can be 
volatile or integrated in a hard disk. This latter option is 
better because if the broker needs a reboot, the queue will 
persist, but not always the messages associated to that queue 
will not always do so [19].  
Consumers can subscribe to a queue, and the broker, using 
the push procedure, deliver the message. Also, they can skip 
queues message in an alternative way, using the pull 
procedure. Those messages are delivered in a specific order 
that is called FIFO (First In First Out) [19]. 
Finally, messages are a very important part of AMQP. They 
have attributes which are specified by the standard, like 
content type, routing key, message priority, etc. Some of 
them are used by the broker, but the majority of them are 
for the consumer [19].  
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Moreover, messages have a body which contains the data. 
The broker does not modify the data, it just processes it as a 
chunk of bytes. Usually, those data are serialized as JSON, 
MessagePack, etc. This protocol provides three levels of 
QoS [20], like MQTT, in order to delivery these messages 
in the most appropriate way.  
However, sometimes consumers cannot read its messages. 
This can happen when the consumers are blocked or due to 
network problems. When this occurs, the broker needs to 
delete the messages from the queue and the specification 
has defined two ways to control it [19]: 
After the broker sends the message to a consumer, which is 
referred to the automatic acknowledgement model. To do 
that, the broker can use basic.deliver or basic.get-ok 
method.  
Afterwards, the consumer sends back an acknowledgement, 
whose name is explicit acknowledgement model. With that 
model the consumer decides when it is the best moment to 
send the acknowledgement. To do that the consumer uses 
basic.ack method.  
Moreover, the consumer can advise the broker that it has not 
received the message by rejecting it. In doing that, the 
consumer can ask to broker to discard or requeue the 
message. To reject a message, the consumer has to use 
basic.reject method, whose issue is that there is no way to 
reject multiple messages. 

Use Case  

AMQP is a useful protocol in client/server messaging and 
in IoT devices management. This protocol is used by big 
companies like NASA, IBM or Smith [11].  
NASA uses AMQP in the control plane of Nebula Cloud 
Computing, a platform that was developed in order to 
facilitate the process of sharing and transmitting large 
amounts of data to the researches [21].  
This protocol is used by IBM in a messaging API that is 
called IBM Message Queue (MQ) Light [22]. This interface 
aims to make developers create their applications in an 
easier way. IBM MQ Light is supported by the middleware 
IBM MQ and the manager of that middleware can define 
the AMQP channel, which will allow the developers to 
create new applications with greater scalability and answers 
ability.  
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Smith Electric Vehicles is one company that applies this 
protocol to define a service that is called SmithLink. This 
service uses AMQP to transmit over 2 billion data points a 
day, from vehicles that are in ninety cities around the world 
[11]. 

Advantages  

AMQP is an open standard protocol that is interoperable 
because it supports in all major languages and it is supported 
on most operating systems platforms [11].  
Moreover, this protocol is portable, reliable, multichannel 
and secure, since it provides authentication and encryption 
using SASL or TLS. Besides, it is a fast way to exchange 
messages and it guarantees deliver with acknowledgement 
of the messages [20]. 

Disadvantages 

AMQP is a heavy protocol because of the queues it works 
with, and this is why it is not the best option for lightweight 
devices such as mobile phones. It was developed for back-
end IT systems [23]. 
Furthermore, this protocol has a limitation in terms of 
rejected messages since multiple messages cannot be 
rejected as can be done using acknowledgements [19]. 

2.1.4 RabbitMQ 

Introduction 

RabbitMQ is a Message-Oriented Middleware (MOM) that, 
originally, was developed by Rabbit Technologies Ltd [24]. 
However, in 2010 it was acquired by a division of VMWare called 
SpringSource. Due to a union of companies in May 2013, 
RabbitMQ became part of the Pivotal Software project, which is an 
American multinational company specialised in software. This 
company provides cloud platform hosting, enterprise application 
design environments and consulting services for programming 
teams that are focused on flexible methodologies to develop 
software.  
In its beginnings, RabbitMQ implemented AMQP 0-9-1 and 
AMQP 1.0. However, it has become more versatile and, nowadays, 
it can also implement MQTT, STOMP (Streaming Text Oriented 
Messaging Protocol), HTTP and WebSockets [19].  
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This protocol is programmed in Erlang [25] and it works on top of 
the TCP/IP protocol. 
RabbitMQ [26] is a software development responsible for 
managing queues. Therefore, queues can be defined; applications 
can connect to those queues and can send or receive messages 
through the queues.  
Its main features are delivering guarantee, flexible routing, high 
availability and error tolerance. These aspects make the protocol a 
good option for situations where the communications have to be 
fast, secure, asynchronous and reliable. 

Description  

This protocol has the same entities as in AMQP [26]: producers, 
brokers and consumers. As in the other protocol, producers send a 
message to the broker, which put it in queues, and consumers read 
these messages.  
RabbitMQ brokers are also shaped by two entities: exchanges and 
queues. Exchanges are in charge of routing the messages to the 
pertinent queues, according to the headers attributes, bindings and 
routing keys, where a binding is a link to connect the queues to the 
exchanges and routing  and a routing key is an attribute that decides 
how to route the message to the queues, depending on the type of 
exchange.  
RabbitMQ is also made up of the same types of messages 
interchanges as AMQP and they operate in the same way: direct 
exchange, fanout exchange, topic exchange and headers exchange 
[27].  
Due to the fact that multiple parts of a system can fail, such as the 
connection, messaging protocols usually provide a confirmation 
mechanism. Whether that mechanism is going to be used or not is 
decided at the moment that the consumer subscribes. RabbitMQ, as 
AMQP, can consider that a message has been delivered 
immediately after sending it or when the broker receives an 
acknowledgement from the consumer (manual method).  
In automatic sent acknowledgement, a message is successfully 
delivered after it is sent. This method is often called “fire-and-
forget” and it has a higher throughput in order to reduce the security 
and the consumer processing, so this method is not the best option 
for all the situations because it is not secure.  
Manually sent acknowledgement can be positive or negative and it 
uses one of these methods: 
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a. basic.ack is used for positive acknowledgements. It says to the 
broker that the message was processed correctly and that it can 
delete that message from the queue. 

b. basic.reject is used for negative acknowledgements and has one 
limitation as in AMQP. It says to the broker that the message 
was not processed and that it can delete that message from the 
queue.  

c. basic.nack is used for negative acknowledgements and it does 
not have limitations [19].  

The message flow is as explained below [26] and it is represented 
in Figure 12: 
1. The producer sends a message to the exchange. 
2. The exchange receives the message and it has to route it. 
3. It is necessary to set up a binding between the queue and the 

exchange. 
4. Messages remain in the queue until a consumer handle it. 
5. The consumer processes the message. 

 
Figure 12. RabbitMQ Data Flow 

Other important issue is the Quality of Service that RabbitMQ 
provides. It possesses a method (basic.qos) that is used to request 
a specific QoS level, for the current channel or for all the channels 
in the connection. This method allows limiting the number of 
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unacknowledgement messages on a channel when consuming data 
[19]. 

Use Case  

RabbitMQ is used by big companies like Google. This company 
uses that protocol in its Google Cloud Platform, which allows 
developers to build the virtual infrastructure where they will 
develop their web, mobile and enterprise applications. RabbitMQ 
was designed in this platform to make easier the configuration, 
implementation and scale of public, private and hybrid cloud 
applications [28].  
More companies like Huffington Post, SoundCloud and Instagram 
use RabbitMQ in a wide variety of messaging topologies and 
scenarios. For example, Instagram developers, after various tests 
with different protocols like Redis [29] or Beanstalk [30], realized 
that the best protocol was RabbitMQ, because that was fastest and 
more efficient than others [31]. 

Advantages  

Using RabbitMQ offers many advantages as the disengagement of 
time and space, allowing sending messages in an asynchronous 
way and from different places.  
Furthermore, thanks to the confirmation methods it is a reliable 
protocol, which guarantees the order of delivery. Although having 
the capacity of processing a large amount of information, it allows 
the creation of clusters in order to provide higher efficiency. These 
clusters help to the queue replicas formation, so that if one of the 
queues fail, the delivery of the message is guaranteed.  
It gives scalability to applications, increasing the consumer 
availability. Also, flexible routing rules can be defined in this 
protocol, in order to send messages between exchanges and queues, 
through bindings. Additionally, it incorporates authentication 
methods and access control in each of the components of the 
broker.  
Finally, it supports numerous protocols, as mentioned before, like 
AMQP and MQTT via plugins, and it is also compliant with many 
programming languages to define producers and consumers, like 
Java, PHP and Python [19]. 

Disadvantages 

As a disadvantage, it is necessary to say that RabbitMQ controls its 
messages almost in-memory, using big clusters with thirty or more 
nodes, which requires a big deployment of hardware [32]. 
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2.1.5 JMS 

Introduction 

Java Message Service (JMS) is an API written in Java. It was 
developed by Sun Microsystems and it allows business applications 
to create, send, receive and read messages. This API defines a 
combination of interfaces that allows programs written in Java to 
communicate with other messaging implementations.  
JMS provides asynchronous and reliable communication. It is 
asynchronous because clients do not have to request messages in 
order to receive them, but it is the provider who delivers the 
messages to the client as they arrive. Also, it offers reliable 
communication because this API ensures that a message is 
delivered only once.  
This API was created in order to minimise knowledges about 
messaging protocols that a programmer has to understand. In spite 
of its simplicity, it provides enough features to be useful in more 
complex applications [33].  
Nowadays, JMS is a part of Java Platform, Enterprise Edition (Java 
EE) and this API provides Java EE different features [33]: 
1. Client applications, EJB (Enterprise JavaBeans) components 

and web components that can send and receive messages in an 
asynchronous way.  

2. MDBs (Message-Driven Beans) which are a type of EJB. They 
can consume message asynchronously.  

3. Message delivery and reception procedures participate in 
distributed transactions.  

These features make possible improving Java EE and making easier 
the enterprise applications development. 

Description  

JMS’s architecture is shaped by different components [33]: JMS 
provider, JMS client, messages and administered objects. 
a. A JMS provider is a messaging system that implements the JMS 

interfaces and provides control and administrative functions.  
b. A JMS client is a program written in Java language. This 

component is responsible for producing and consuming the 
messages. 

c. Messages are the objects that contain the information which 
will be transmitted between clients. It can be consumed both 
synchronously and asynchronously.  
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d. Administered objects are preconfigured JMS objects. These 
objects are created by an administrator for the use of clients. 
There are two types of JMS administered objects: destinations 
and connection factories. 

The different parts of the architecture interact as shown in Figure 
13: 

 
Figure 13. Components Interaction 

Administrative tools allow to bind the connection factories and the 
destinations into a JNDI (Java Naming and Directory Interface) 
Namespace. A JMS client can request a resource injection to access 
the administered objects in the namespace and then establish a logic 
connection with that objects through the JMS provider.  
Before JMS existed, messaging protocols accepted point-to-point 
or Publish/Subscribe pattern. However, JMS provides a domain for 
each of them, in such a way that a JMS provider can implement one 
or both domains.  
1. Point-to-Point domain: a Point-to-Point (PTP) application is 

used when every message that is sent must be processed 
successfully. This application is made up of three main entities, 
messages queues, senders and receivers. Each message is 
directed to a specific queue, where the receivers extract their 
pertinent messages. These queues store all messages until they 
are consumed or expire. PTP has mainly three features: 
• Each message has only one consumer. 
• Senders and receivers have not timing dependencies. A 

receiver can extract its message whether or not it was 
running when the sender sent the message.  

• Receivers send acknowledgements to senders in order to 
confirm the successful processing of a message.  

This domain runs as depicted in Figure 14: 
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Figure 14. Point-to-Point Message 

2. Publish/Subscribe domain: this domain is used when each 
message must be processed by several consumers. Senders 
direct messages to a topic and receivers subscribe to the topic 
so as to receive the messages. The system is in charge of 
distributing to the different subscribers the messages published 
by the different publishers. Topics retain the messages for the 
necessary time until they are delivered to the subscribers. This 
domain has two main characteristics:  
• Each message can have several receivers. 
• Publisher and subscriber have timing dependency. A 

subscriber can only consume messages after the 
subscription has created and it must be activated in order to 
consume messages.  

JMS API moderate this timing dependency allowing to create 
durable subscriptions.  
This domain works as shown in Figure 15: 

 
Figure 15. Publish/Subscribe Messaging 

In addition, this specification provides common interfaces in case 
that the JMS is going to be used in a way that is not specific to either 
domain.  
The version 1.1 of JMS API allows to application to use the same 
code, either for the PTP domain or for the Publish/Subscribe 
domain.  
Nevertheless, application will work in a specific way, depending on 
if it is using a queue or a topic. Using the same code for the two 
domains make applications flexible and reusable.  
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In order to make reliable systems, there are five mechanisms to 
ensure message delivery:  
1. Control message acknowledgement: specify multiple control 

levels over message acknowledgements. 
2. Specifying message persistence: it can make the messages 

persistent, which means that messages must not be lost if the 
provider fails.  

3. Setting message priority levels: it can establish different 
priority levels to messages, which will change the delivery 
order of these messages.  

4. Allowing messages to expire: an expiration time can be 
specified for messages, so they will not be delivered if they are 
out-dated.  

5. Creating temporary destinations: it can be temporary 
destinations that only exists for the duration of the connection 
in which they are created.  

JMS defines some attributes to specify the QoS that applications 
require. These attributes are [34]: 
1. Non-persistent/Persistent: non-persistent messaging offers the 

best efficiency but the undeliverable messages will be lost if the 
system fails. In persistent messaging, there exists a guarantee 
that messages are going to be delivered. This is possible 
because those messages are kept in persistent storage like a 
database.  

2. Nondurable/Durable: this API defines two types of subscribers, 
nondurable and durable. On the one hand, an application with a 
nondurable subscriber can receive messages only when it is 
active. Publish/Subscribe pattern uses this type of subscribers. 
On the other hand, durable subscribers are used in PTP and they 
receive all messages, even those that are published when they 
are not connected.  

3. Non-transactional/Transactional: a messaging session can be 
transactional or non-transactional, considering that a 
transaction is a set of message sending or receiving operations. 
 

Use Case  

To use JMS, it is necessary to have a JMS provider to manage 
queues and topics. Various companies have developed its 
providers, like Amazon, IBM or Oracle.  
First, Amazon uses that interface in its message queuing service. 
That service is called Amazon Simple Queue Service (Amazon 
SQS) and is a JMS interface created specifically for this company 
[35]. 



  

36 

IBM has used JMS in the development of IBM MQ, which is a 
family of middleware that allows distributed applications to 
communicate with each other [36].  
Finally, Oracle also uses the JMS API. This company uses it as a 
component of Oracle WebLogic Server, which is a Java EE 
application server and an HTTP web server [37]. 

Advantages  

JMS allows sending messages in an asynchronous way. This 
feature provides many advantages [34].  
First, the infrastructure of JMS allows an application to be 
independent and autonomous, which makes easier the flexible 
integration of individual applications, without changing the 
behaviour of other applications or components.  
Secondly, since the sender is not required to wait for a response to 
the message, it can continue working once it has sent the message. 
This increases system efficiency.  
Besides, as the sender can send messages even if the network is 
down or if the receiver is not connected, it is possible to say that 
JMS is a strong system. 

Disadvantages 

The main disadvantage of this API is that it is a new layer with 
many different and new components and all the implications in a 
distributed system. Security is also a big problem to consider, as 
well as software management and server monitoring [38]. 

2.1.6 REST 

Introduction 

Representational State Transfer (REST) is a software architectural 
style that was developed in 2000 by Roy Fielding, who is closely 
interweaved with the Hypertext Transfer Protocol (HTTP) 
specification. As he says in [39], REST is a hybrid style that has 
arisen from multiples network-based architectural styles and 
combined with additional limitations that define a uniform 
connector interface. 
REST is an interface which works with the underlying transport 
layer TCP/IP [40], and it was created with a combination of 
architectures in order to provide the final system with the features 
of visibility, scalability and reliability.   
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This interface is popular because it is based on the HTTP features, 
instead of creating new standards and technologies [41]. 

Description  

As it was said before, REST is a combination of various 
architectures based on network and constraints [39].  
Client-Server (CS), represented in Figure 16, is the most used style, 
and it is shaped by a server component, which listens for requests 
upon the services that it offers, and a client component, which 
requests for services. The server can accept or reject the request. In 
order to improve the portability of the user interface and the 
scalability, it is necessary to separate the user interface concerns 
from the data storage concerns, and this is what client-server style 
does. 

 
Figure 16. Client-Server 

The system must be stateless, so this is the next limitation that is 
added to the client-server style, thus creating the Client-Stateless-
Server (CSS), shown in Figure 17. In this architecture is mandatory 
that the client’s request contains all the information necessary for 
the server to understand it. This limitation provides to the system 
the properties of visibility, reliability and scalability. Nevertheless, 
the stateless limitation can decrease network performance, due to 
the need of reading duplicated data. 

 
Figure 17. Client-Stateless-Server 

In order to reduce the tie used to read those duplicated data, thus 
increasing the network performance, Roy Fielding added cache 
constrains, as it is visible in figure 18. These constraints require that 
the request is labelled as cacheable or noncacheable. If it is 
cacheable, data will be reuse for next equivalents requests from that 
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client. That limitation increases scalability and efficiency, reducing 
the average latency. However, caching may reduce reliability 
because the data stored in cache could differ widely from the data 
that would have been obtained if the request were performed 
directly to the server.  

 
Figure 18. Client-Cache-Stateless-Server 

The most important feature of the REST architecture is the uniform 
interface between components. This attribute is the one that 
distinguishes REST from other network-based architectures and it 
increases the system’s simplicity and improves the visibility of 
interactions. However, it reduces efficiency because the 
information is sent with a standardized format. This architecture is 
useful to web applications but is not the optimal option for other 
interaction architectures, and it is represented in Figure 19: 

 
Figure 19. Uniform-Client-Cache-Stateless-Server 

To improve the architecture, Roy Fielding decided to add layered 
system constraints, which allow an architecture to be composed by 
hierarchical layers. Thanks to these layers, represented in Figure 
20, components do not know anything beyond the layer they are 
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interacting with. Layers provide scalability and allow the 
encapsulation of legacy services. The main disadvantage is that the 
systems based on layers overloads the network and reduces its 
efficiency, thus increasing the latency. 

 
Figure 20. REST 

The last constraint that is added to the architecture is code-on-
demand, which allows to clients to download and run code in form 
of applets and scripts. The fact that the clients can download code 
make the system more extensible, but less visible, therefore code-
on-demand is an optional limitation in REST.  
As it is based on the HTTP features, it works in a similar way. 
REST has the same operations. The most important are: POST, 
GET, PUT and DELETE, and this is how the client sends request 
to the server and can retrieve information from it. 

Use Case  

There are many companies that provide REST APIs. These 
companies are, among any others, Twitter, Facebook and Red 
Eléctrica de España. 
Twitter offers many REST APIs to make easier the use of Twitter 
in its own applications. For example, there is an API to write tweets, 
other to search them and even to send direct messages [42].  
Facebook provides and REST API that is called API Graph and it 
allows to applications to read and write in the Facebook social 
graph [43]. 
Red Eléctrica de España provides a REST service named REData. 
Using the application, and depending on the widget that user select, 
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the application will send a GET and user will get the information 
requested [44]. 

Advantages  

The most important advantage is that REST interactions are similar 
to the HTTP ones, so the implementation of this interface will be 
easier for those who are accustomed to using HTTP.  
Besides, it also reuses security issues, instead of creating new 
technologies. REST apply the SSL and TLS as security layers. 
Therefore, REST is based on concepts which most of the 
developers already know.  
REST is interoperable, which means that is an interface which does 
not depend on programming language, so developers can use the 
most useful language in each case [41]. 

Disadvantages 

The REST disadvantages are the same disadvantages that HTTP 
has since this software architectural style is based on the protocol. 
Some of them are, for example, the need of being stateless. This 
means that clients are in charge of management tasks. Moreover, as 
REST does not have a mechanism to send automatic notifications 
from the server to the client, it is difficult to implement services 
where are the server who has to update the client [41]. 
Another disadvantage is that security is decoupled from HTTPS, so 
if this protocol (HTTP) or other lower level protocols does not 
provide security levels, REST does not have any security level to 
protect data.  
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2.2 Protocol Applicability in Cyber-Physical Systems  

This section will explain the use of the protocols described previously 
applied to different IoT devices or UAVs. 
DDS standard is commonly used in IoT systems that do not process all 
data in the same place, which means not centralized systems in practice 
(for example, with a patient monitoring system). The sensors measuring 
the patient's constants have to process their data both in the patient's room 
and in the nurses' room, and even in mobile devices for doctors and nurses 
[45]. 
Regarding the UAVs, Atlantida, an air traffic management consortium, 
chose DDS for its research projects on UAV management, both in the civil 
and military fields [46]. 
MQTT protocol is used in IoT systems for applications that need machine 
to machine communication. It is implemented for non-centralized systems 
such as well monitoring [45].  
As it is visible in [47], it is possible to control a drone using MQTT 
protocol. In this case, the example is implemented with Python.  
In IoT, as explained in [48], to implement a backend system one of the 
best options is to use AMQP. It is also usable to establish communications 
between cloud and IoT devices, for example, to store the recollected data 
and process it in the cloud.  
RabbitMQ is uses as backend in many IoT systems, as it is described in 
[49]. It is also applied as backend because of its close similarity to the 
previous protocol.  
There are also projects where this protocol is used to control a drone, as 
read in [50]. 
JMS can be used in IoT systems as the application layer, as in [51], where 
all IoT systems are supposed to be using Java-based interfaces. This 
protocol defines the API’s messaging standard for clients.  
Microsoft has developed an application that let the user manage the IoT 
devices with the REST API [52].  
FlytBase, the first Internet Drones Platform which provides software to 
automate the drone controlling, offers a developer part where the 
application is based precisely on this protocol [53]. 
All the protocols and standards described in this project are used for 
projects where Cyber-Physical Systems are of high importance, since all 
of them are suitable for this purpose.  
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2.3 Open Issues  

In this section a summary of advantages and disadvantages will be 
presented.  
First of all, MQTT does not overload the network which is extremely 
useful when bandwidth is limited. However, its broker needs client’s 
authentication and, as aforementioned, it is not suitable for decentralised 
systems, but is best used for projects where communications are machine 
to machine.  
On the other hand, AMQP is an open source protocol that provides many 
advantages as reliability and secure, because it uses encryption with SASL 
or TLS. However, it is a heavy protocol and it does not match with the 
purpose of this project.  
RabbitMQ also provides these advantages, in addition to providing 
scalability and guaranteed message delivery. Nevertheless, this guaranteed 
message delivery is done in memory, which requires a large deployment 
of hardware. 
Both AMQP and RabbitMQ are used as backend systems, as explained 
above. 
The main advantage of JMS is that it works in an asynchronous way, which 
allows sending messages even if the network is down or if the client is not 
connected to that network. It has never been used for UAV control since it 
is a protocol with new levels. In Cyber-Physical Systems it is typically 
used at the application level. 
REST is a well-known protocol because of its simplicity. Its major 
advantage is that it works similarly to HTTP, which makes it easier to 
understand and implement. One of the main disadvantages is that it does 
not provide any security on its own and has to rely on the lower layers to 
offer it. 
Finally, DDS also has disadvantages as the big dependence on the firewall 
behaviour because if the assigned IP is blocked, the messages sent will not 
be received in the other extreme. It also can be heavier than other 
protocols, because of the entities that it needs to work.  
However, it counts with many important advantages, like interoperability, 
because it is based on data-centric approach. It also provides scalability 
and discovery, which simplify the integration and the orchestration of the 
system. Moreover, DDS has a high security level, and it and allows to 
customize the QoS parameters depending on the features of each project.  
This standard is very used in IoT decentralized systems and also to control 
UAVs, as explained in the previous section.  
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The following Figure 21 summarizes the features of the protocols, their 
advantages and disadvantages. 
 

 
Figure 21. Protocol features, advantages and disadvantages 

All these protocols are based in client/server protocol, but each one has 
this main features, and they are used for different projects.  

 

 
 

 
 

 
 

 
 

 
 

Name Main Features Advantages Disadvantages

DDS

Data Centric 

Real-Time Communications

Data Bus

Publishers, Subscribers

QoS Parameters

UDP/IP or TCP/IP

Interoperability 

Scalability

Security

QoS

Fixed IP 

Heavier than others

MQTT

Broker

Servers, Clients

3 QoS Levels

TCP/IP

No Network Overload

Useful with limitation of 

bandwidth

Client Authentication in 

Broker

No Security

AMQP

Broker: exchanges, bindings, 

queues

Producers, Consumers

TCP/IP

Reliability

Portability

Security

Heavy Protocol

RabbitMQ

Broker: exchanges, bindings, 

queues

Producers, Consumers

QoS

TCP/IP

Asynchronous Messages

Order Delivery Guaranteed

Scalability

Heavy Protocol

Large Deployment of 

Hardare

JMS
JMS Provider, JMS Client

QoS

Asynchronous Messages

Efficiency

Operation even if the network is 

down

New Layers

Security

REST

Combination of Architectures

Client, Server

Based on HTTP

TCP/IP

Easy Implementation

Interoperability
Security
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2.4 YADrone API 

YADrone [54] is an application that opens a framework for interacting 
with ARDrone 2.0. The programming language in which the application is 
written in Java and it is downloaded from GitHub [55]. 
The main classes are represented in Figure 22 and they are: 

• ARDrone: this class is an implementation of IARDrone and it 
contains all needed methods to initialize managers and to control 
the drone. 

• CommandManager: it is the one in charge of sending the 
commands chosen to the drone. 

• NavDataManager: in this class all listeners of the drones’ sensors 
are monitored, except the cameras.  

• VideoManager: this class cameras are monitored. 
• YADroneControlCenter: this is the main class where the 

framework is launched. 
 

 
Figure 22. Main classes of YADrone API 

With this application, the drone can be driven with the keys of the 
keyboard, and it also shows what the drone is obtaining images with its 
two cameras and what it is receiving with sensors, as altitude, longitude or 
latitude.  
This application connects to the drone’s IP address, which is, by default, 
192.168.1.1 via Wi-Fi. This static value is defined in the class ARDrone.  
Moreover, it establishes certain ports to receive and send the different 
types of data: 

• Wi-Fi connection: 5556 
• Send commands: 5559 
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• Receive data: 5554 
• Receive video: 5555 

These ports are declared in a class titled ARDroneUtils, which is created 
only to define these static variables.  
Framework is changeable and it shows whatever is required at every 
moment. In Figure 23 API’s framework is shown: 

 
Figure 23. API’s Framework 

In this picture it is visible the image that the drone’s frontal camera is 
seeing and the drone’s altitude, longitude and latitude. Moreover, there is 
a keyboard explaining what keys perform each action. For example, space 
key is used to land the drone or enter key for taking it off. There is also a 
panel to activate or deactivate the windows to see whatever wanted.  
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3. Restrictions 

In this section, main restrictions of the project will be exposed.  
The biggest restriction found during the development of the project has been the 
fact that the drone in question is not open source. This has caused the use of an 
existing application written in Java, which has limited the choice of programming 
language. Java is a very useful language; however, as it has to be interpreted, 
throughput when running programs is lower than using other languages. For this 
disadvantage not to be appreciated, computers with greater computing power and 
capacity are needed. 
Secondly, this project is focused on controlling remotely a specific drone, Parrot 
ARDrone 2.0, which does not allow to use the implemented code for other UAVs.  
Another important restriction is the new regulation on drone flight in BOE-A-
2017-15721 ( [56]). The most restrictive condition is the prohibition of flying 
drones in areas near airports or airfields. The minimum distance established in 
Spain is 8km. ENAIRE, which is the manager of air navigation in Spain and 
Western Sahara, has developed a map [57] that shows how is the air traffic 
situation. In Figure 24 is shown the Spain’s traffic the day June 18th, 2020. The 
different forms that appears in the figure, mean certain things. For example, red 
forms are “Alert”, which mean that something dangerous is happening at those 
coordinates. Yellow shapes are “NOTAM”, that mean “Notice to Airmen”, and 
warn of any important notifications. 

 
Figure 24. Air Traffic Situation in Spain 

If the map is zoomed in, ENAIRE also shows nearby airports and airfields. In 
Figure 25, it can be seen that, for example, in Madrid will be almost impossible to 
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fly a drone because of the high amount airfields (blue circles), heliports (white 
circles) and aeromodelling (circles with a blue crosshair).  

 
Figure 25. Madrid Air Traffic Situation 

However, this restriction is not a very big problem, due to this project is not focus 
on flying UAVs in crowded communities, but in those where there is a decreasing 
population, such as Asturias. In Figure 26, air traffic situation from Asturias can 
be seen, and it is visible that in this community it would be possible to fly UAVs 
in most of the territory.  

 
Figure 26. Asturias Air Traffic Situation 

When establishing the connection between drone and host B, one big problem 
arose and it could be a big restriction. The project was being tested with a drone 
(ARDrone2_DOS), but host B was not able to connect to this drone. After some 
weeks trying to figure out the problem, the conclusion was that host B was 
connected to ARDrone2_DOS, but drone cannot fly with the commands sent by 
YADrone API. It was not possible to determine what was happening, so testing 
process would be performed with another drone (ARDrone2_TRES). When take-
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off command was sent to ARDrone2_TRES, this UAV took off. This is a 
problematic restriction since there was no reason for the drone not to take off.  
If this drone configures itself with the emergency mode, it will not fly because it 
detects that there exists a dangerous situation to do it. So, if it happens, the drone 
must be turned off and on again. The drone sets itself in emergency mode if any 
of the following situations occurs [58]:  

- There is a problem with the engines. 
- Blocking of one or more propellers. 
- Blocking of one or more gears. 
- The drone has been tilted too far, for example, if the drone has crashed 

during a flight. 
- The drone has been rotated. 
- The battery is too low. 

Finally, another limitation that has not allowed the full testing of the application 
has been the situation experienced in recent months around the world: coronavirus 
and confinement for 3 months. It was impossible to test the functions like going 
up, forwards, etc. because it is not possible to fly the UAV inside a house.  
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4. Development of research work 

The main scenario is the one represented in the following picture (Figure 27): 

 
Figure 27. Main Scenario 

In Figure 28 the real deployment of the main scenario is visible, with all the 
components needed to make it works: host A, host B, router and drone.  

 
Figure 28. Real Deployment of the Main Scenario 
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Where host A is the one in Figure 29 and has the following characteristics: 

• Has a Linux Virtual Machine with Ubuntu 18.04. 
• Is connected to host B with Cisco router via Ethernet. 
• Actions performed are: 

o Show the menu, where the user can select a command. 
o Read the command. 
o Send command chosen to host B with DDS Standard. 
o Receive the command executed by the drone. 
o Show the executed command on screen every 5 seconds. 

 

Figure 29. Host A 

Host B is visible in Figure 30 and it has the properties explained below: 

• Has a Linux Virtual Machine with Ubuntu 18.04. 
• Is connected to host A with Cisco router via Ethernet. 
• Is connected to drone with a Wi-Fi Adapter. 
• Actions performed are: 

o Receive the command from host A. 
o Send this command to the drone using YADrone API and Wi-Fi. 
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o Show graphic interface with drone data. 
o Send the command executed by the drone with DDS Standard. 

 

 
Figure 30. Host B 

In Figures 31, 32 and 33 the drone is shown, which makes the following activities:  

• Receive the command from host B via YADrone API and Wi-Fi. 
• Executed the command received. 
• Send relevant information to host B. 
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Figure 31. Drone with protection for internal flights 

 
Figure 32. Drone without protection 
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Figure 33. Lower part of the drone 

The used drone is the ARDrone 2.0 model of the Parrot brand. In Figure 31, this 
drone is fully assembled, with the protection for internal flights. The drone also 
has protection for outdoor flights. Besides, it has a horizontal camera.  
On the other hand, in Figure 32, the inside of the drone can be seen and it contains 
an interchangeable battery. 
In Figure 33, it is shown the lower part of the drone, that contains the proximity 
sensor, to measure the altitude, longitude and latitude, and the vertical camera, 
which points to the ground. 

Moreover, the connectivity between CPSs are: 

• Between host A and host B, in figure 33, there is an Ethernet connection 
that has been set using a Cisco Router. The standard used to exchange 
information is DDS.  

 
Figure 34. Connection between host A and host B 
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Figure 35. Deployment of the connection between host A and host B 

In Figure 35, the deployment of the connection between host A and B is 
shown. Host A connects to the router’s Ethernet port number 4, in yellow, 
while host B connects to the router’s port 1, in green.  
 

• Between host B and the drone there is a Wi-Fi connection, as depicted in 
figure 36.  
 

 
Figure 36. Connection between host B and drone 

 
Figure 37. Deployment of the connection between host B and drone 
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The connection between host B and the drone is displayed in Figure 37. This 
connection is possible thanks to a WiFi USB, visible in Figure 38, that works as 
WiFi adapter for the host B. With this adapter, host B can connect to the drone’s 
WiFi, which is called ardrone2_TRES, and thus send to it the necessary 
commands to fly and perform other actions. 

     
Figure 38. WiFi USB 

WiFi USB is named Evo-W542USB [59] from the Ovislink brand, which is a 
wireless adapter which provides a maximum data transfer range of 54 Mbits/s in 
single band at 2.4 GHz.  
The sequence diagram in Figure 39 shows the whole process of the project, step 
by step: 

 
Figure 39. Sequence Diagram 

The first step is to connect host B with the drone via Wi-Fi with an USB adapter 
and connect host A to host B via Ethernet with Cisco router. Once connected, the 
main programs will be run on both hosts. 
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• Host A shows menu.  
• Host B shows GUI. 

The user will select the command in host A, and it will send that command to host 
B using DDS standard. This command is sent to the drone via Wi-Fi, which 
executes the command and sends the information gathered to host B. Host B sends 
the command executed by drone to host A, and it shows on screen to the user.  

4.1 DDS Implementation 

First of all, it is necessary to decide what type of data would be transmitted: 

• From host A to host B, we need only an integer type. 
• From host B to host A, we need a string attribute. 

With these two types of data, two simple IDL files will be created: 
option.idl and missionstatus.idl in the path: 
/Implementation/VortexOpenSplice-6.9.1811270SS-HDE-x86_64.linux-
gcc5.4.0-glibc2.23-installer/HDE/x86_64.linux/examples/dcps and each 
file must be in an individual folder. 
These files are visible in Figures 40 and 41, respectively. 

 
Figure 40. Option IDL File 
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Figure 41. MissionStatus IDL File 

To make the DDS standard work in Linux, it is necessary to execute the 
release.com file (/Implementation/VortexOpenSplice-6.9.1811270SS-
HDE-x86_64.linux-gcc5.4.0-glibc2.23-installer/HDE/x86_64.linux/). 
This command sets all required paths where they have to be.  
In the same shell where this command is executed, we will execute the 
following one:  

idlpp -l java file.idl 
With this Linux command we will create the Java classes needed to 
establish the DDS communication. With those classes, we will create a 
new Java project. When implementing code, it was important to open 
Eclipse in the same shell where the release.com file is executed. 

The Java project has two requirements:  
1. Classes must be in a packet named as IDL module (options and status) 
2.  All jars located in folder /Implementation/VortexOpenSplice-

6.9.1811270SS-HDE-x86_64.linux-gcc5.4.0-glibc2.23-
installer/HDE/x86_64.linux/jar must be imported. 

 
Two more classes are also needed: ErrorHandler.java and 
DDSEntityManager.java. These classes would allow creating publisher 
and subscriber. 
As DDS is based on topics, each publisher and subscriber must have the 
same topic so and each communication have a different one: 

• Host A – Host B: this topic is created with the name 
“DataTransfer_Options”. 

• Host B – Host A: the name of this topic is 
“DataTransfer_MissionStatus”. 
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4.2 YADrone API Modification 

YADrone API is located in host B. First, it is necessary to import the 
projects that contain the DDS implementation, which are: 

- PubSubMissionStatus: this project contains the necessary classes 
to send and receive the mission status. 

- PubSubOption: this project contains the classes used to send and 
receive the option selected by the user. 
 

 
Figure 42. Imported projects 

Once this is done, the next step is the modification of two classes: 
ARDrone and YADroneControlCenter.  

In ARDrone it is necessary to create four new methods: 
1. createPub(): in this method DDS publisher is created and it is 

associated to the topic “DataTransfer_MissionStatus”. This 
publisher will be in charge of send the status to the subscriber 
located in host A.  

2. sendMissionStatus(String mission): with this method an 
instance of the mission to send is created and sent to the 
subscriber. 

3. closePub(): this method is in charge of close the publisher 
when the execution ends. 

4. createSub(): in this method DDS subscriber is created and it is 
associated to the topic “DataTransfer_Options”. Subscriber 
will be ready to receive the option selected by the user in hostn 
A.  

5. readOption(): this method get the option selected by the user 
6. closeSub(): this method is in charge of close the subscriber 

when the execution ends. 
In this class, it is also needed to change a method that already existed, 
which is called switchOption(int option). Before the modification, this 
method was implemented so that depending on the keys pressed, it would 
perform a certain mission. However, now it is implemented to so that 
depending on the number received from the publisher in host A, it would 
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perform a certain mission and send that mission to the subscriber with the 
method sendMissionStatus(mission). 
It is also necessary to modify the class YADroneControlCenter, which is 
the main class of the program. In this class there are not a big modification, 
there are only invokes to the methods created in ARDrone class. Methods 
invoke are: 

1. createPub(). 
2. createSub(). 
3. closePub(). 
4. closeSub(). 

4.3 Drone Controller Project 

This project is created in host A.  
In this project is also necessary to import projects that contain two needed 
DDS classes: PubSubMissionStatus and PubSubOption.  
It is formed by three classes: 

1. Menu: this class implements the class Runnable to create a 
thread with it. In this class the menu is shown to the user, in 
order to let them choose the option. In this class is also created 
the publisher that sends the option to the host B with the method 
sendOption(int chosenOption). 

2. ReceivingMissionStatus: this class implements the class 
Runnable to create a thread with it. It reads the mission status 
received from host B with the method readData() and to do this, 
it is necessary to create the subscriber.  

3. DroneController: this is the main class. Two threads have been 
created in it: threatMenu and threadMissionStatus, in order to 
receive and send information at the same time.  

4.4 Router Configuration 

To connect host A and host B, it is necessary a router to establish an 
Ethernet connection.  
In this case, the router used is Linksys WRT160NL from Cisco (Figure 
43) [60]. This router, as most of the routers, allows connecting to the 
Internet with a wired or using a WiFi connection. It also has a USB port 
that allows sharing the content that USB connected contains. It also 
includes two antennas to establish the WiFi connection.  
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Figure 43. Linksys WRT160NL from Cisco 

 
Figure 44. Router ports 

In figure 44, router ports can be seen. It has one Internet port, where cable 
or DSL Internet connection can be plugged in. It also has four Ethernet 
ports, and the USB one. Finally, there is the port to connect to plug the 
router into the power supply.  
In this scenario, the ports used are those marked in a blue square: Ethernet 
ports 4 and 1 and the one to connect it into the power supply. This is visible 
in Figure 45.  

 
Figure 45. Connected router ports 
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To achieve a good connection between host A and host B, it is necessary 
to change the router IP address, as it has the same IP range as the drone, 
so communication was impossible.  
Instead of using the default IP, the IP used is 192.168.2.1.  
The first assigned IP will be 192.168.2.100  and it has a limited number of 
users, which in this case, it is established in 50 users. This limitation could 
be changed in case it would be necessary. All this information is shown in 
Figure 46. 

 

 
Figure 46. Router Configuration 

On the configuration page, it is possible to see which hostnames are 
connected to it. The figure below shows which hostnames are connected 
to the router in this scenario: 

 
Figure 47. Router DHCP Client Table 

There are four hostnames: 

• Bea – Windows 10 machine where host A is located. 
• ubuntu – Host A. 
• LAPTOP-59TKV3PT – Windows 10 machine where host B is 

located. 
• ubuntu – Host B. 

We can see their main features in Figure 48: 
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Figure 48. Hosts features 

The router assigns IP addresses to these machines in a dynamic way. 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

Hostname Operating System Virtual hostname Virtual Operating System Function

Bea Windows 10 Host A Ubuntu 18.04

Show menu to the user 
Send the chosen option to host B
Receive the mission executed by the drone
Show the mission on screen

LAPTOP-59TKV3PT Windows 10 Host B Ubuntu 18.04

Connect to the drone
Show the GUI 
Receive the command from host A
Send the command to the drone 
Send the mission to host A
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5. Results  

In this chapter project results will be explained in three different parts: one for 
each host and one for the drone.  

5.1. Host A 

As commented before, host A is running in the machine with Windows 10 
named “Bea”. In Figure 49 it is visible the virtual machine running in the 
guest machine. 

 
Figure 49. Host A in Bea 

First step is to check if host A is connected to the Linksys router. In Figure 
50 that host is visible. In this case, it is connected to IP 192.168.2.102, 
which belongs to the router IP range. 
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Figure 50. Host A with IP of the router 

The next step, as commented before, is to execute release.com file. The 
result of its execution is shown in figure 51.  

 
Figure 51. File release.com executed 

As it was also explained before, Eclipse must be executed in the same shell 
as the release.com file, as can be seen in Figure 52.  
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Figure 52. Eclipse being executed in the same Shell as release.com file 

After its execution, Eclipse is ready to run the main class of the project, 
DroneController. In Figure 53 it is visible Eclipse running in host A.  

 
Figure 53. Eclipse in host A 

Once the program is running, the results obtained can be seen in Figure 54 
and explained below. 
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Figure 54. Host A results 

First, the menu is shown to the user, letting them to choose the command 
that will be sent to the drone.  
Second, the publisher of host A will publish the data, in this case the 
chosen option, with the topic “DataTransfer_Options” and the subscriber, 
that is waiting information that arrives with this topic, will receive the 
option.  
Finally, as host A has a subscriber to the topic 
“DataTransfer_MissionStatus”, so it will receive all the information 
published with this topic.  
The menu will be shown again, until the user chooses the option nine, thus 
terminating the publisher and the subscriber and finishing the execution.  

5.2. Host B 

Virtual machine named host B is running in the Windows 10 laptop 
LAPTOP-59TKV3PT.  
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Figure 55. Host B in LAPTOP-59TKV3PT 

In this case, the first step is to check whether host B is connected to the 
Linksys router or not. In Figure 56 it is visible that host B is connected to 
IP 192.168.2.102, which also belongs to the router IP range. 

 
Figure 56. Host B with IP of the router 

As it happens in host A, the first step is executing the release.com file and 
then, in the same shell, execute Eclipse as shown in Figure 51 and 52.  
When Eclipse has been executed, it is available to run the main program 
of the program, YADroneControlCenter.  
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Figure 57. Eclipse in host B 

It is important to check that host B is connected to the drone's WiFi 
(ardrone2_TRES), or the main program will not work. In Figure 58 it is 
shown that host B is connected to ardrone2_TRES WiFi. 

 
Figure 58. Host B connected to ardrone2_TRES WiFi 

Running the main program will launch the API’s framework, showing all 
the information received via WiFi by the drone. As no modification has 
been implement talking about the framework, it shows the same result as 
in Figure 23.  
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Moreover, the subscriber to the topic “DataTransfer_Options” is already 
created, so it will start receiving the chosen options sent by the publisher 
in host A.  
When host B receives the option used at the menu end, it will send that 
option to the drone as a command.  
On the other hand, publisher of the topic “DataTransfer_MissionStatus” is 
also created, and it will send the command that is being executed by the 
drone. Every time the drone changes its mission, the host B publisher sends 
the new mission in execution to the subscriber who has subscribed to this 
topic.  
All these results are shown in Figure 59, being the subscriber part the first, 
the second one is sending the command to the drone, and the last one is 
the one of the publisher.  The outputs framed in blue are specific of the 
API. 

 
Figure 59. Host B results 

5.3. Parrot ARDrone 2.0 

Once the drone is on, any device can connect to its WiFi. In this case, host 
B will be the one who will connect using the USB Adapter already 
mentioned.  
When host B is connected to ardrone2_TRES WiFi, the drone will receive 
the commands and it will execute them.  
Besides, the drone will be always sending gathered information to host B 
and this will show this information in the framework.  
The results in this section will be proven by the execution of different 
commands: host A will change the drone’s cameras and also take it off and 
land it.  
First, the change of drone’s cameras will be shown below. 
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Figure 60. Host A sending option 8, set horizontal camera 

 
Figure 61. Host B receiving option 8, set horizontal camera 

 
Figure 62. Framework in host B showing the horizontal camera 

 
Figure 63. Host A sending option 7, set vertical camera 
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Figure 64. Host B receiving option 7, set vertical camera 

 
Figure 65. Framework in host B showing the vertical camera 

In previous figures it is visible the whole process of changing drone’s 
cameras viewpoint. First, in Figure 60, the user chooses the option in host 
A, and it is sent to host B and it is shown in Figure 61. Also, host B sends 
this command to the drone. In Figure 62, it is visible that the framework is 
showing the horizontal camera. After, user chooses vertical camera in host 
A, in Figure 63, and host B receives this command and sends it to the drone 
as it is visible in Figure 64. Finally, drone receives it and change the 
camera to the vertical one, as is shown in Figure 65. In this last figure we 
see that the camera shows a black image since the drone is placed on the 
ground at the time of the test. 

The following figures are the result of the drone's take-off and landing.  

 
Figure 66. Host A sending option 1, take off 
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Figure 67. Host B receiving option 1, take off 

 
Figure 68. Drone taking off 

 
Figure 69. Host A sending option 6, landing 

 
Figure 70. Host B receiving option 6, landing 
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In these figures it is shown the process of taking off and landing the drone. 
First, the user chooses the option one in host A, in Figure 66, and it is sent 
to host B, which sends this command to the drone, as it is visible in Figure 
67. The drone takes off, and it needs to be held, since the tests have been 
done at home, as shown in Figure 68. To finish, user chooses the landing 
option, Figure 69, which arrives to host B and it is send to the drone, in 
Figure 70, which returns to its original state, as in Figure 31.  
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6. Budget 

In this project all the material used has been lent by the University, so in this case 
the cost has been zero. This project does not need many components, but they 
have a significant cost. The real cost of the materials is attached in Figure 71: 

 
Figure 71. Real cost of the material 

The prices included in the table are the current market prices; probably, at the time 
of purchase they were higher. An average price of 600€ has been estimated for the 
computers, since they have a high range of prices depending on the characteristics 
of each one. The average price for Ethernet cables has also been set at 5€. 
It is also important to consider the price of labour, since the time spent on this 
project has been very high. The salary has been set at 20.53€ based on those 
published in [61] (Graduate with less than one year's experience). Total labour 
cost is specified in Figure 72. 

 
Figure 72. Labour Cost 

This project was thought for a total of 300 hours. However, the number of hours 
has increased due to the numerous problems found in developing it. Without a 
doubt, the most expensive job was to find out that the first drone used 
(ARDrone2_DOS) would not admit the take-off command. 
After determining the labour and material cost, it is possible to conclude that the 
final cost is the one shown below. 

Material Cost 1375€ 

Labour Cost 9033.20€ 

TOTAL 10408.20€ 
 

Components Quantity Real Cost

Parrot ARDrone 2.0 1 100 €

Router Linksys WRT160NL  1 65 €

Computer 2 600 €

Ethernet Cables 2 5 €

Total 1.375 €

Cost per hour Total Hours Total Cost

20,53 € 440 9.033,20 €
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7. Conclusions and Future Work 

7.1 Conclusions 

The main objective of this project was developing a system based on data 
level communications using DDS for the remote control of drones and 
other Autonomous Unmanned Vehicles. 
Many development challenges have been faced in order to achieve this 
objective:  

- As mentioned throughout the document, the most difficult 
problem to solve was that it was impossible to take off the 
ARDrone2_DOS drone. Many hours were spent investigating 
what the problem was without finally reaching any conclusion. It 
was decided to change the drone and that was finally the best 
solution. 

- In addition, due to the containment situation, it has not been 
possible to test the project in its entirety since a drone cannot be 
flown in a flat.  
As a result, only four commands could be tested, of all those 
included in the actual API, such as going up, down, right, left... 
The commands that have been tested are the two camera changes, 
take-off and landing. 
These commands are very important, and it has been assumed that 
if the execution of these works, the execution of the others will 
too. 

In spite of these problems, it is visible that the project’s objective has been 
achieved:  

- Data level communication has been established in a Cyber-
Physical System made up by a drone and two distributed 
computers, host A and host B. Both hosts are Ubuntu virtual 
machines running in two different laptops with Windows 10. 
Communication has established using a Cisco router that connects 
both hosts via Ethernet.  

- DDS is the protocol that has allowed both hosts to communicate 
with each other at data level, creating the IDL files for the 
generation of the necessary Java classes that make the DDS 
publisher and subscriber work. 
Two topics have been created to make bidirectional 
communication and to achieve that the different types of data reach 
the correct subscriber.  
On host A, this protocol has been used in the drone remote control 
project, while on host B it has been implemented within the drone 
management API. 
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- Thanks to YADrone API and DDS communication, the remote 
control of the drone is possible. From host A the command is sent 
to host B, which will resend this command to the drone, and it will 
execute it. 

7.2 Future Work 

This project is based on the establishment of a data level communication 
using DDS to control UAVs remotely. This is an innovative proposal, and 
that is why it can be improved in several aspects for the future.  
These upgrades will be described in this section in case this project will be 
continued.  
First of all, it would be interesting to develop an API that allows the control 
of all types of drones, at least the open source ones, with the objective of 
being able to use different drones in the same project, depending on the 
missions to be carried out. 
The data collected by the drone could also be sent to the computer 
remotely, such as its altitude, longitude, latitude and all the images that it 
records with the cameras, among others. This is not a very complicated 
development but it would be a great improvement since all this data could 
be kept at the remote host from which the drone is being controlled. 
Furthermore, it is important to know how much information is transmitted 
over the network. Nowadays, there are many people trying to get all that 
information because it has a great value. For this reason, it would be 
important to add security to the information that is sent and received in 
this project.  
Probably, the best way to encrypt this information would be with 
asymmetric keys, since this encryption offers authentication, 
confidentiality, integrity and guarantees non-repudiation.  
Asymmetric key encryption is heavier than symmetric encryption, and 
therefore requires more computing power. However, it can be combined 
with blockchain technology for secure and decentralized data storage. This 
aspect would also be an improvement for the project. 
If blockchain was integrated in this project, the data handling from the 
remote host would be easier and faster, since thanks to this technology the 
data is stored in a decentralized way.  
In addition, the drones could go on missions autonomously to carry out 
certain types of tasks. This is possible if, as future work, a machine 
learning mechanism is included that gradually learns and teaches the 
drones how to perform such tasks.  
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