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Resumen 
 
El continuo crecimiento de los negocios virtuales y el aumento del uso de las 
tarjetas de crédito a través de internet, esta  provocando un gran incremento del 
fraude contra el sistema financiero que está ocasionando una grave pérdida 
económica. Las  actividades fraudulentas son muy modernas y sofisticadas, lo 
que las hacen difíciles de detectar. A parte de costar millones y millones de euros 
todos los años, el fraude también generan perdida de imagen para los bancos y 
desconfianza de los clientes. Para combatir este problema, las instituciones 
financieras han llevado a cabo diversas investigaciones y análisis para así crear 
sistemas que detecten las transacciones no autorizadas y poder prevenirlas. 
 
Este proyecto propone dos métodos para prevenir y detectar el fraude alternativos 
a los que usan las grandes entidades bancarias. El primer método propuesto es 
un algoritmo que analiza de manera muy detallada la hora y el tipo de 
transacción para así poder crear un perfil de cada usuario y detectar 
comportamientos sospechosos. El segundo método pospuesto, desarrolla un 
sistema experto basado en ontologías, reglas para la detección transacciones no 
autorizadas y está formado por reglas SWRL y una red de ontologias. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Abstract 
 
The continuous growth of virtual businesses and the increase in the use of credit 
cards through the Internet is causing a great increase in fraud against the 
financial system, which is causing a serious economic loss. Fraudulent activities 
are very modern and sophisticated, which makes them really difficult to detect. 
Apart from costing millions and millions of euros every year, fraud also generates 
customer distrust and loss of image for banks. To fight against this problem, 
financial institutions have carried out investigations and analysis to create 
systems to prevent and detect unauthorized transactions. 
 
This project proposes two methods to prevent and detect fraud as alternatives to 
those used by the big bank’s institutions. The first approach is an algorithm that 
analyzes in detail the time and type of transaction in order to create a profile of 
each user based on their behavior and detect suspicious behavior. The second 
approach develops an expert system based on ontologies, rules for the detection 
of unauthorized transactions and consists of SWRL rules and a network of 
ontologies. 
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1.Introduction  
In the last years, there was an exponential growth of online services, internet 
users, and business. Nowadays people pay nearly everything using online 
payment methods; they use debit or credit card to buy things, people can also 
get and transfer funds using their online banking systems. All This made our 
lives a lot simpler; individuals do not need to remain in long lines for taking care 
of power bills, and they don't need to carry a cash when going to the market for 
shopping. 

Despite every one of these positive aspects, online transactions brought the risk 
of unapproved payments, which we know as financial frauds. These can be 
banking transaction fraud, online identity theft, insurance frauds, payment 
card frauds etc.  

The fraudulent financial activities are very modern, sophisticated and very 
difficult to identify. Frauds are increasing significantly with the improvement 
and development of modern technologies, especially in the financial sector. 
Fraud crimes cost financial establishments millions and millions of dollars every 
year, which affects the establishment’s financial situation and the confidence of 
clients. 

The worldwide financial companies and organizations are experiencing 
enormous losses due to various multiple financial frauds. Consistently there are 
news that credit card information is stolen, an unauthorized transaction using 
their card details without the knowledge of the real user, is sending alerts for 
clients, the banking sector and governments all around the world. 

Financial fraud turned into a massive issue, unapproved access and unusual 
attacks are identified using system for detecting financial fraud. Financial 
institutions must constantly develop their mechanisms for detecting fraud.  

According to the Interpol site, “More and more criminals are exploiting the 
speed, convenience and anonymity of the Internet to commit a diverse range of 
criminal activities that know no borders, either physical or virtual.” 

In this work we will go deeper into the subject of credit card payment fraud as 
it becomes the most common method use for payments worldwide.   
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2.Related works 
Data mining technique is one remarkable strategy utilized in taking care of 
fraud detection problem. This is the way toward recognizing those transactions 
that are belong to frauds or not, which is based on the conduct and habits of 
cardholder, numerous procedures have been applied to this area, artificial 
neural network [1], genetic algorithm, support vector machine, frequent item set 
mining, decision tree, migrating birds optimization algorithm, Naïve Bayes.  

A comparative analysis of logistic regression and Naïve Bayes is completed in 
[2]. The presentation of Bayesian and neural network [3] is evaluated on credit 
card fraud data. Decision tree, neural networks and logistic regression are 
tested for their applicability in fraud detections [4.  

In a seminar work, [5] proposes two advanced data mining approaches, support 
random forests and vector machines, together with logistic regression, as part 
of an attempt to better detect credit card fraud while neural network and logistic 
regression is applied on credit card fraud detection problem [6].  

Various difficulties are related with credit card detection, namely fraudulent 
conduct profile is dynamic, that is fraudulent transactions will in general appear 
as legitimate ones; credit card transaction datasets are infrequently accessible 
and imbalanced (or skewed); optimal feature (variables) selection for the models; 
suitable metric to evaluate performance of techniques on skewed credit card 
fraud data. Credit card fraud detection performance is extraordinarily 
influenced by kind of testing approach utilized, choice of factors and recognition 
technique(s) utilized. 

When talking about ontologies, in recent years, many researchers acknowledged 
the benefits of ontologies, which may have caused their migration from the 
realm of Artificial Intelligence laboratories to the desktops of domain experts [7]. 
A notable example is the Semantic Web [8], an attempt to better integrate data 
from disparate sources on the Internet so it can be shared and reused more 
rationally. Additionally, fields like biology and medicine are also exploring its 
potential [9]. Different tools and methodologies have been proposed to support 
such initiatives.  
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3.Credit card fraud 
With cash we are in direct contact with the legal tender and the entity we 
exchange money with. An individual can, in principle, spot any irregularity that 
might occur during the act of payment immediately and personally, allowing 
him to take appropriate measures to prevent financial loss. 

But in the second half of the 20th century, as businesses continue to provide 
parts or the entirety of their services via the internet, money is increasingly 
transacted electronically in an ever-growing cashless banking economy. Even in 
Germany, a country whose citizens are known to favor cash over electronic 
payments, 2018 was the first year the volume of cashless payments exceeded 
cash-based payments as found by the EHI Retail Institute. In this environment, 
credit card fraud has become a key concern for modern banking systems. 

As we see in the next table, the number of credit card accounts is just increasing 
each year and with this, so does the number of reports of credit card fraud. 

 

Year Number of credit card accounts in the United 
States 

2015 415.8 million 

2016 435.6 million 

2017 456.6 million 

2018 466.9 million 

2019 482.7 million 

2020 514.4 million 
 

Figure 1: Data source: Federal Reserve Bank of New York 
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Figure 2: Credit Card Fraud Reports in the United States 

 

Some interesting facts about credit card fraud are: 

In 2018, $24.26 Billion was lost because of payment card fraud around 
the world. 
 
Credit card fraud increased by 18.4 percent in 2018 and is still 
increasing. 
 
Card not present fraud (CNP) is currently 81 percent more likely than 
point-of-sale fraud. 
 
Credit card fraud was ranked #1 type of Identity theft fraud. 
 
The amount of credit card data available on the dark web increased by 
153% in 2018 compared to 2017. 

 

3.1 Types of credit card fraud 

Credit card fraud originates either from the obtainment of a physical card or 
from the compromise of sensitive information associated with the bank account 
of a genuine card holder such as his credit card number, the expiration date or 
even the card verification code (CVC).  
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Figure 3: Types of fraud on cards: 2012 vs 2017 

 

3.1.1 Card-not-present (CNP) fraud 

’Card not present’ fraud happens without the use of the physical card, mainly 
on the web or over the phone. Card-not-present transactions are getting more 
and more popular as clients get some distance from using their physical cards 
and basically enter their details to make a purchase.  

To be considered ‘card-present’, the card details have to be caught at the retail 
location, such us being pressed into a contactless reader, inserted into 
a terminal or used at an ATM. 

Card-not-present fraud is the greatest contributor to overall credit card fraud, 
representing the 85% of all fraud on cards. 

 

3.1.2 Counterfeit and skimming fraud  

Counterfeit and skimming frauds are those that happen when details are 
illegally taken to create a fake credit or debit card.  

‘Skimming’ is the point at which a device takes the details of your credit card 
from its magnetic stripe and commonly occurs when a device, known as a credit 
card skimmer, is attached to either an ATM or a merchant’s terminal. Skimming 
happens when someone brushes past you with a credit card skimmer. Card 
data obtained via skimming can then be used to create a fake card.  
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Skimming is not the same as phishing, which is the point at which you hand 
your card information over to someone under the guise of someone or something 
else, for example in the deep web.  

3.1.3 Lost and stolen card fraud  

Fraud arises from the lost or stolen route when someone steals the physical 
credit card or acquires it by other means. If you do not want a credit card 
anymore and you throw it into the trash, thieves can still take it and use it since 
it will still be active.  

Here we can also include the Card-never arrived-fraud that is when the card 
you ordered is either intercepted before it arrives, or if your card thief simply 
pinched it from your letterbox. 

3.1.4 False application fraud 

Fraud emerges from the application at an issuing bank when someone applies 
for a credit card with false identity information. This can be a partly or entirely 
synthetic identity, called identity fraud, or someone else’s stolen identity, called 
identity theft. Application fraud is a particular instance of identity crime. The 
key element of application fraud is the address. It is where the credit card will 
be sent to and picked up by the fraudster. 

 

3.2 Difficulties of Credit Card Fraud Detection  

Fraud detection systems are prune to several difficulties and challenges 
enumerated bellow. An effective fraud detection method should have abilities to 
address these challenges to accomplish best execution.  

Imbalanced data: The credit card fraud detection data has imbalanced 
nature; this means that only a very small percentages of all credit card 
transactions are fraudulent. This causes the detection of fraud 
transactions extremely imprecise and difficult.  
 
Different misclassification importance: in fraud detection task, diverse 
misclassification errors have different importance. Misclassification of a 
typical transaction as a fraudulent transaction is not as harmful as 
detecting a fraud transaction as a normal one. Because in the second 
case the fraud is not detected and the money is stolen, while in the first 
case the mistake in classification will be identified in further 
investigations.  
 
Overlapping data: various transactions may be considered fraudulent, 
while they are typical (false positive) and reversely, a fraudulent 
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transaction may also seem to be normal (false negative). That is why 
obtaining low rate of false positive and false negative is a key challenge 
of fraud detection systems.  
Lack of adaptability: classification algorithms are generally confronted 
with the issue of identifying new types of normal or fraudulent patterns. 
The supervised and unsupervised fraud detection systems are inefficient 
in detecting new patterns of normal and fraud behaviors, respectively.  
 
Fraud detection cost: The system should consider both the cost of 
fraudulent behavior that is detected and the cost of preventing it. No 
revenue is obtained by stopping a fraudulent transaction of a couple of 
dollars.                                                                                                                            
Lack of standard metrics: there is no standard evaluation criterion for 
assessing and comparing the results of fraud detection systems. 
 

4.Electronic payment systems  
Electronic banking is a set of devices using electronic and computer technology 
to develop financial transactions (electronic counters, retail, ATMs, remote 
banking systems, terminals, etc.). It refers to all the technologies necessary for 
the use of bank cards and the switching and processing of transactions made 
from them. 

Electronic payment systems have become more and more popular with the 
increased use of online shopping. These systems do not just concern online 
transactions, as more resources are being created to make money transfers 
easier. 

The card is the most widely recognized type of electronic payments. There are 
three types of cards: prepaid, credit and debit cards. 

4.1 Payment system actors  

1) Merchant: Entity that is authorized to accept payment network branded 
cards for the payment of products and services. 
 

2) Acquirer: is a monetary organization that will convey and / or acquire 
the transaction data generated by the terminal of an acceptor. In the case 
of a commercial contract, it is the bank of the last mentioned or a 
subcontractor.  
 

3) Cardholder: An individual who gets a bankcard, either debit or credit, 
from a bank that issues cards. 
 



10 
 

4) Card issuer: Financial institution and a network member that issues 
cards for use in transactions and enters agreements with its cardholders 
for the billing and payment of these transactions. 
 

5) Payment corporation network: Monetary administrations organization 
(MasterCard, Visa, etc.) that works with monetary establishments, which 
issue cards (the issuers) and / or sign merchants to accept network 
branded cards for payment of goods and services (the acquirers). It gives 
card products, advances the network brand and set up the guidelines 
and regulations governing the processing of payments involving its 
cards”. 
 

4.2 Payment transaction flow  
 

 
Figure 4:Payment transaction flow 
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1) Cardholder: Presents card to pay things. For card not present 
transactions, the cardholder gives the merchant the expiration date, 
account number, card verification value 2 (CVV2) and billing address.  
 

2) Merchant: Enters the transaction amount and communicates an 
approval solicitation to the acquirer. For card not present transactions, 
the account number and other information may be digitally or key-
entered.  
 

3) Acquirer: is a financial organization that will convey and / or acquire the 
transaction data created by the terminal of an acceptor. In the case of a 
commercial contract, it is the bank of the latter or a subcontractor. 
 

4) Payment network: The credit card network sends the credit card 
transaction information to the cardholder’s issuing bank and requests a 
payment authorization. 
 

5) Card issuer: Provides an online response. Before approving a 
transaction, the issuer may check to make sure the cardholder has 
available funds for credit, then: x Checks the exception file for all 
"statuses" accounts such as lost, stolen, counterfeit, and credit problems. 
x Applies risk-based rules or parameters, such as velocity checks, or a 
neural network to minimize fraudulent transactions. x If match is made, 
the transaction is declined, and a response is given to the merchant 
which could include instructions to retain the card. 
 

6) Payment network: The card network sends the approval/authorization 
code or the decline message back to the MSP/acquiring bank. 
 

7) Acquirer: The acquiring bank sends the authorization code or decline 
message to the merchant’s payment software. 
 

8) Merchant: receives the authorization response and completes the 
transaction accordingly. 
 

A normal transaction involves three phases:  

Authorization: is the process of rejecting or approving a transaction 
by the issuer.  
Clearing: is the process of transmitting final transaction data from 
acquirers to issuers for settlement. During this stage are calculated 
the fees and charges that apply to the transaction.  
Settlement: is the actual exchange of funds among issuers and 
acquirers for all transactions that are cleared. 
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5.Detecting Fraudulent transactions 
To resolve the issue of quickly emerging fraud under IoT environment, financial 
institutions use different fraud prevention tools like real-time credit 
authorization, address verification systems (AVS), card verification value, 
negative and positive list, etc.  

However, existing identification systems rely upon characterized measures or 
learned records, which makes it hard to distinguish new attack patterns. Hence, 
different techniques utilizing AI, machine learning and artificial neural networks 
have been attempted to catch new financial fraud. 

 
Figure 5: Protection mechanisms for combating cyber-crime 

Machine learning is a field of study of artificial intelligence that is based on 
statistical approaches that gives the computers the ability to "learn" from data, 
this means that without being explicitly programmed for tasks, they can 
improve their performance in solving them.  

Machine learning usually has two stages: The first one is during the design 
period of the system and consists of calculating a model from data, called 
observations, that are accessible and in limited number. Model calculation 
includes solving a practical task. The next stage corresponds to the setting in 
production: new information would then be able to be submitted to acquire the 
outcome relating to the desired task. Depending on the data available during 
the learning stages, learning can be qualified in two different ways, supervised 
and unsupervised learning. 
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The first one deals with supervised classification task in transaction level. In 
these techniques, transactions are named as typical or fraudulent depending 
on previous historical data. Then, this sets of data are then used to create 
classification models which can anticipate the state, fraud or typical, of new 
records. This methodology is demonstrated to dependably identify most fraud 
tricks which have been seen previously. 

The unsupervised learning, as it names says, deals with unsupervised 
methodologies which depends on account conduct. In this strategy a 
transaction is distinguished as normal if it fits with user’s normal conduct. This 
is because we don't expect fraudsters act equivalent to the record proprietor or 
know about the conduct model of the proprietor. To this point, we need to 
separate the real client conduct model for each account and then identify 
fraudulent activities according to it. Contrasting new behaviors with this model, 
different enough activities are recognized as frauds. The profiles may contain 
the activity data of the account, such as amount, merchant types, location and 
time of transactions. 

It is essential to feature the key differences between user conduct analysis and 
fraud analysis approaches. The fraud analysis method can detect known fraud 
tricks, with a low false positive rate. These systems extract the signature and 
model of fraud tricks and can then easily determine exactly which frauds, the 
system is currently experiencing. If the test data does not contain any fraud 
signatures, no alarm is raised. Thus, the false positive rate can be reduced 
extremely.  

Nonetheless, since learning of a fraud analysis system depends on restricted 
and explicit fraud records, it cannot recognize new frauds. As a result, the false 
negative rate can be very high depending on how ingenious the fraudsters are. 
Client conduct analysis, on the other hand, greatly resolves the issue of 
distinguishing new frauds. These techniques do not look for specific fraud 
patterns, but rather compare incoming activities with the developed model of 
authentic client conduct. All actions that are not similar from the model will be 
considered as a potential fraud. However, client conduct analysis approaches 
are powerful in detecting innovative frauds, they really suffer from high rates of 
false alarm. Moreover, if a fraud happens during the training stage, this 
fraudulent conduct will be entered in pattern mode and it will be considered 
typical in further analysis. 

Some current fraud detection techniques which are applied to credit card fraud 
detection tasks are the next:   

5.1 Decision Tree (DT) 

A decision tree is a graphical representation of possible solutions to a choice 
based on certain situations. Decision tree begins with root node, divides into 
separate branches and these branches relate to other nodes and so on. Decision 
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trees end up in node called leaf node. Each node in Decision tree represents a 
test, branches associated with it represents its possible results and a leaf node 
has a label of class. With this tactical approach of separating and deciding, 
decision tree usually isolate the complex problem into simple ones. 

Advantages: High flexibility, good haleness, easy to implement, easy to 
display and to understand. 
Disadvantages: Requirements to check each condition one by one. In 
fraud detection condition is transaction. 

 
Figure 6: Decision Tree 

 

5.2 Hidden Markov Model (HMM) 

A Hidden Markov Model is a double embedded stochastic process which is 
applied to model much more complicated stochastic processes as compared to 
a traditional Markov model. The underlying system is assumed to be a Markov 
process with unobserved states. In simpler Markov models like Markov chains, 
states are definite transition probabilities are only unknown parameters. In 
contrast, the states of a HMM are hidden, but state dependent outputs are 
visible. 

In credit card fraud detection, an HMM is trained for modeling the normal 
behavior encoded in user profiles. According to this model, a new incoming 
transaction will be classified to fraud if it is not accepted by model with 
sufficiently high probability. Each user profile contains a set of information 
about last 10 transactions of that user lifetime. HMM can also be embedded in 



15 
 

online fraud detection systems which receive transaction details and verify 
whether it is normal or fraudulent. 

Advantages: fast detection 
Disadvantages: Highly expensive, low accuracy and not scalable to large 
size data sets 

 
Figure 7: Hidden Markov Model 

 

5.3 Random Forest 

Random forest is a combination of multiple tree predictors such that each tree 
depends on a random independent dataset and all trees in the forest are of the 
same distribution. The capacity of random forest not only depends on the 
strength of individual tree but also the correlation between different trees. The 
stronger the strength of single tree and the less the correlation of different tress, 
the better the performance of random forest. 

The variation of trees comes from their randomness which involves 
bootstrapped samples and randomly selects a subset of data attributes. 
Although there possibly exist some mislabeled instances in our dataset, random 
forest is still robust to noise and outliers.  

 

5.4 Artificial Neural Networks (ANN) 

An artificial neural network is a set of interconnected nodes designed to imitate 
the functioning of the human brain. Each node has a weighted connection to 
several other nodes in adjacent layers. Individual nodes take the input received 
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from connected nodes and use the weights together with a simple function to 
compute output values. 

Neural networks come in many shapes and architectures. The Neural network 
architecture, including the number of hidden layers, the number of nodes within 
a specific hidden layer and their connectivity, most be specified by user based 
on the complexity of the problem. ANNs can be configured by supervised, 
unsupervised or hybrid learning methods. 

Advantages: Ability to learn from the past, lack of need to be 
reprogrammed, ability to extract rules and predict future activities based 
on the current situation. high accuracy and high speed in detection   
Disadvantages: Difficulty to confirm the structure, high processing time 
for large neural networks and excessive training, difficult to setup and 
operate and high expense. 
 

 

 

5.5 Support Vector Machines (SVMs) 

Support vector machine (SVM) is a supervised learning model with associated 
learning algorithms that can analyze and recognize patterns for classification 
and regression tasks. SVM is a binary classifier. The basic idea of SVM was to 
find an optimal hyper-plane which can separate instances of two given classes, 
linearly. 

Figure 8: Artificial Neural Networks 
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Advantages: SVMs deliver a unique solution, since the optimality 
problem is convex. By choosing an appropriate generalization grade, 
SVMs can be robust, even when the training sample has some bias. 
Disadvantages: Poor in process large dataset, expensive, has low speed 
of detection, medium accuracy and lack of transparency of results. 
 

5.6 Genetic Algorithm (GA) 

Inspired from natural evolution, Genetic algorithms (GA), were originally 
introduced by John Holland in 1975. GA searches for optimum solution with a 
population of candidate solutions that are traditionally represented in the form 
of binary strings called chromosomes.  

Genetic Programming (GP) is an extension of genetic algorithms that represent 
each individual by a tree rather than a bit string. Due to hierarchy nature of the 
tree, GP can produce various types of models such as mathematical functions, 
logical and arithmetic expressions, computer programs, networks structures, 
etc. Genetic algorithms have been used in data mining tasks mainly for feature 
selection. It is also widely used in combination with other algorithms for 
parameter tuning and optimization. Due to availability of genetic algorithm code 
in different programming languages, it is a popular and strong algorithm in 
credit card fraud detection.  

Advantages: Genetic Algorithm is easily accessible and has a high 
performance. 
Disadvantages: Genetic Algorithm is very expensive in consuming time 
and memory.  
 

5.7 Logistic regression (LR) 

The logistic regression is a predictive analysis like all regression analyses, It is 
a statistical model used to describe data and to explain the relationship between 
one dependent binary variable and one or more nominal, ordinal, interval or 
ratio-level independent variables. 

Logistic regression is used to model the probability of a certain class or event 
existing such as pass/fail, win/lose, alive/dead or in our case to see if a 
transaction is true or false. 

The big difference between the linear and the logistic regression is that the first 
one is used in order to predict continuous dependent variable while the logistic 
predicts categorical dependent variable. With the linear you find the best fit line 
by which we can easily predict the output while the logistic gives you a S-curve 
by which we can classify the samples. 
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Figure 9: Logistic regression 

 

5.8 Bayes minimum risk model (BMR) 

The Bayes minimum risk classifier is a decision model based on quantifying 
tradeoffs between various decisions using probabilities and the costs that 
accompany such decisions. In the case of credit card fraud detection, there are 
two decisions, either predict a transaction as fraud or as legitimate. 

 

6.Experiment 
On this thesis I am going to use two methods, an approach using ontology for 
detecting and preventing fraud and a normal method that does not use any 
ontology. 

 
Figure 10: Ontology system 
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6.1 Method without using an ontology. 

When constructing a credit card fraud detection algorithm, the initial set of 
features (raw features) include information regarding individual transactions. It 
is observed throughout the literature, that regardless of the study, the set of 
raw features is quite similar. This is because the data collected during a credit 
card transaction must comply with international financial reporting standards. 
In the next table, the typical credit card fraud detection raw features are 
summarized.  

Summary of typical raw credit card fraud detection features. 

Attribute name Description 

Transaction ID Transaction identification number 

Time Date and time of the transaction 

Account number Identification number of the customer 

Card number Identification of the credit card 

Transaction type ie. Internet, ATM, POS, ... 

Entry mode ie. Chip and pin, magnetic stripe, ... 

Amount Amount of the transaction in Euros 

Merchant code Identification of the merchant type 

Merchant group Merchant group identification 

Country Country of trx 

Country 2 Country of residence 

Type of card ie. Visa debit, Mastercard, American Express... 

Gender Gender of the card holder 

Age Card holder age 

Bank Issuer bank of the card 
Figure 11 typical raw credit card fraud detection features 

Many studies use only the raw features to carry their analysis, but a single 
transaction information is not enough to detect a fraudulent transaction, since 
using only the raw features leaves behind important information such as the 
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consumer spending behavior, which is usually used by commercial fraud 
detection systems.  

In other to deal with this, a new set of features were proposed in other articles, 
such that the information of the last transaction made with the same credit card 
is also used to make a prediction. The objective is to be able to detect very 
dissimilar continuous transactions within the purchases of a customer. The new 
set of features include: time since the last transaction, previous amount of the 
transaction, previous country of the transaction. Nevertheless, these features 
do not consider consumer behavior other than the last transaction made by a 
client, this leads to having an incomplete profile of customers.  

A more compressive way to consider a customer spending behavior is to derive 
some features using a transaction aggregation strategy. The derivation of the 
aggregation features consists in grouping the transactions made during the last 
given number of hours, first by card or account number, then by transaction 
type, merchant group, country or other, followed by calculating the number of 
transactions or the total amount spent on those transactions. 

When aggregating a customer transaction, there is an important question on 
how much to accumulate, in the sense that the marginal value of new 
information may diminish as time passes. Some articles discuss that 
aggregating 101 transactions is not likely to be more informative than 
aggregating 100 transactions and also, when time passes, information lose their 
value, in the sense that a customer spending patterns are not expected to 
remain constant over the years.  

This aggregation is not enough because the combination of different features is 
not being considered. For example, it is not only interesting to see the total 
transactions, but also group them following a certain criteria, such as: 
transactions made in the last Tp hours, in the same country and of the same 
transaction type. 

6.1.1 Time features 

When using the aggregated features, there is still some information that is not 
completely captured by those features. In particular we are interested in 
analyzing the time of the transaction. The logic behind this, is that a customer 
is expected to make transactions at similar hours. The issue when dealing with 
the time of the transaction, specifically, when analyzing a feature such as the 
mean of transactions time, is that it is easy to make the mistake of using the 
arithmetic mean. Indeed, the arithmetic mean is not a correct way to average 
time because, as shown in figure 1, it does not take into account the periodic 
behavior of the time feature. For example, the arithmetic means of transaction 
time of four transactions made at 2:00, 3:00, 22:00 and 23:00 is 12:30, which 
is counter intuitive since no transaction was made close to that time. 
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In the next table I’m going to show an example of how aggregated features are 
calculated: 

Where,  is the number of transactions in the last 24 h,  is the sum of the 
transactions amounts in the same time period,  is the number of 
transactions with the same transaction type and same country in the last 24 h 
and  is the sum of the transactions amounts of the transactions with the 
same type and country in the last 24 h 

 

Raw Features Aggregated features 

Time Type Country Amount     

01/01/15 18:20 POS Luxembourg 250 0 0 0 0 

01/01/15 20:35 POS Luxembourg 400 1 250 1 250 

01/01/15 22:30 ATM Luxembourg 250 2 650 0 0 

02/01/15 00:50 POS Germany 50 3 900 0 0 

02/01/15 19:18 POS Germany 100 3 700 1 50 

02/01/15 23:45 POS Germany 150 2 150 2 150 

03/01/15 00:00 POS Luxembourg 10 3 400 0 0 

Figure 12 Raw and aggregated features 

When analyzing the time of a transaction using a 24 h clock. The arithmetic 
mean of the transactions time do not accurately represents the actual times 
distribution as we can see in the next picture. 
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Figure 13: Arithmetic Mean 

I am going to use the von Mises distribution, also known as the periodic normal 
distribution, in order to get a better time mean. This distribution is a 
distribution of a wrapped normal distributed variable across a circle. 

When applying this distribution, we get the next result on the same transactions 
in the 24h clock. 

 
Figure 14: Periodic Mean 
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We can see that the periodic mean is quite different from the arithmetic mean, 
when representing the actual transactional times, the periodic mean is a more 
realistic.  

With the transactions and the periodic mean, we can create a confidence 
interval, that is the expected time of a transaction, with this interval we can say 
if the transaction was normal or suspicious. If the time of the transaction is out 
of the interval it would be a suspicious transaction, while if it’s in the green zone 
it would look regular. (See next picture) 

 
Figure 15: Confidence interval 

In the next table we can see the big difference between the Arithmetic and the 
periodic mean with the same time transactions. As the same time we can see 
how the confidence interval changes and how a transaction can look suspicious 
or not. 
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It is very important to use longer time frames when we are calculating the 
periodic features. If we only calculate the distribution using a few transactions 
it may not be as relevant of a customer behavior patterns. If we compare a few 
days transactions against using a full year of transactions we could see how 
much more exact is the bigger one.  

In order to have a better understanding of its behavioral patterns we recommend 
to use at least the previous 7 days of transactional information. This approach 
can also be used to estimate features such as the expected day of the week of 
transactions, as some customers may only use their credit cards during working 
hours or during the weekend nights. 

 

6.1.2 Credit card fraud detection evaluation 

For this experiment I will use the next abbreviations and its important to 
understand what false/true positive/negative is. Every time a transaction is 
made, it is predicted as true or false (C=1 or C=0), if the prediction value is the 
same as the actual value, the transaction will be true positive (TP) or true 

Time Arithmetic 
mean 

Periodic 
mean 

Confidence 
interval 

Supicious 
transaction 

01/01/21   
18:20 

- - - - 

01/01/21   
20:35 

- - - - 

01/01/21   
22:30 

19:27 19:27 15:45 - 23:10 True 

02/01/21   
00:50 

20:28 20:28 17:54 - 23:03 False 

02/01/21   
19:18 

16:34 22:34 18:51 - 00:17 True 

02/01/21   
23:45 

16:19 21:07 15:21 - 02:52 True 

02/01/21   
06:33 

18:33 22:33 17:19 - 01:46 False 

Figure 16 Arithmetic and periodic mean in transactions 
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negative (TN) depends if it was predicted as positive or negative. But if the 
predicted value is different as the actual value (misclassification error), the 
transaction will be false positive (FP) or false negative (FN). We can see this in 
the next table: 

 

 

Form this table we can get some interesting statistics: 

Accuracy =   
 
Recall =   
 
Precision =    
 
F1Score = 2   

I will use the next table for the credit card fraud cost matrix described in (Correa 
Bahnsen et al., 2013) [10]. 

 

6.1.3 Cost matrix 

 

 

 

 

 

 Actual positive 

Y=1 

Actual negative 

Y=0 

Predicted positive       C=1 True positive (TP) False positive (FP) 

Predicted negative      C=0 False negative (FN) True negative (TN) 
Figure 17 classification confusion matrix 

 Actual positive 

Y=1 

Actual negative 

Y=0 

Predicted positive C=1 CTPi = C A CFPi  = C A 

Predicted negative C=0 CFNi = Amt i CTNi = 0 
Figure 18 cost matrix 
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In case of a false positive the associated cost is the administrative cost C A 
(contact the cardholder and analyze the transaction), this cost is the same for 
the true positives. 

When calculating the cost of a false negative, as the fraud is not detected, is the 
amount of the transaction Amt I. For the true negative there is no cost, as it 
wasn’t detected as fraud and it wasn´t a fraudulent transaction. 

Afterwards, using the example-dependent cost matrix, we can calculate the cost 
measure taking into account the actual costs [Ctpi ,Cfpi ,Cfni ,Ctni ] of each 
transaction i. So we have S, a set of N transactions, N = |S|, where each 
transaction is represented by the augmented feature vector x  i = [xi, Ctpi ,Cfpi 
,Cfni ,Ctni], an labelled using the class label yi  {0, 1}. 

Using this set S we can train a classifier f that will generate the predicted label 
Ci for each transaction i. So the cost of using f on S is: 

Cost(f(S))=   

With that, we obtain this final equation: 

Cost(f(S)) = . 

An important point apart from the cost, is also to define the savings of an 
algorithm. 

Savings(f(S)) =  

The savings of using the algorithm would be the sum of all the amounts of the 
transactions that were detected as fraudulent minus the administrative cost of 
detecting them, divided by the sum of all the amounts of the transactions that 
were detected as fraudulent.  

Since in the field of credit card fraud detection, normally companies don’t use 
predictive models, for this work instead of using the cost, I will use the savings 
to evaluate each algorithm so I will be able to compare the results of using an 
algorithm versus not using it. 

 

6.1.4 Experiment setup 
6.1.4.1 Database  

For this experiment we used a dataset provided by a European card processing 
company, it consists of legitimate and fraudulent transactions made with debit 
and credit cards between January 2012 and June 2013.  
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The total dataset contains more than 120,000,000 individual transactions, each 
transaction has 27 attributes. It includes the fraud tag, indicating whenever a 
transaction is identified as fraud. This tag was created by the card processing 
company and can be regarded as highly accurate. In the dataset only the 
0.025% of the transactions were tagged as fraud, which means that from the 
120,000,000 transactions only 40,000 were tagged as fraud. 

In order to work with a smaller amount of transactions I have taken a subset of 
236,753 transactions and a fraud ratio of 1,5%. The total financial losses due 
to these frauds are 895,154€. These subset of 236,753 transactions was divided 
into 3 different datasets for the experiment: the training set that contains the 
50% of the transactions, the validation set that contains the 25% of the 
transactions and the testing set that contains the 25% of the transactions.  

 

 

 

 

 

 

 

6.1.4.2 Algorithm 

In this experiment I am using different classification algorithms: Random forest 
(RF), Decision tree (DT), logistic regression (LR) and the Bayes minimum risk 
(BMR), all them explained before, using the implementation of Scikit-learn. 

The bayes minimum risk is proposed in Correa Bahnsen, Stojanovic, Aouada, 
and Ottersten (2014b) and is a decision model based on measuring tradeoffs 
between different decisions using probabilities and the costs that go with such 
decisions.  

Moreover, we utilized the cost-sensitive logistic regression algorithm, proposed 
in Correa Bahnsen, Aouada, and Ottersten (2014a). This technique brings the 
example-dependent costs into a logistic regression, by changing the objective 
function of the model to one that is cost-sensitive.  

Ultimately, we utilized a cost-sensitive decision tree algorithm, proposed in 
(Correa Bahnsen et al., 2015). In this technique another splitting criteria is 
utilized during the tree development. Specifically, as opposed to utilizing a 

Set Transactions %Frauds Cost 

Training 94,599 1.51 358,078 

Validation 70,910 1.53 274,910 

Testing 71,226 1.45 262,167 

Total 236,735 1.50 895,154 
Figure 19 Data set 
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traditional splitting criterion such misclassification or entropy (Entropy refers 
to disorder or uncertainty), the Cost of each tree node is calculated and the 
addition of utilizing each split evaluated as the decline in absolute Savings of 
the algorithm.  

At last, because these algorithms endure when the label distribution is slanted 
towards one of the classes (Hastie et al., 2009), it is entirely expected to perform 
sampling methodology so that we can have a more adjusted class distribution 
(Hulse & Khoshgoftaar, 2007). However, in previous studies, the effect of 
sampling on the fraud detection models was explored, and indeed neither 
under-sampling or over-sampling improved the outcomes estimated by financial 
savings, as the distribution of the example-dependent costs is modified by the 
examining methodology (Correa Bahnsen et al., 2013; 2014b). 

6.1.5 Results 

We can divide this experiment into two parts, the first one is the algorithm used 
and the second one is with which set of features the algorithm was trained. 

The algorithm used are:  

Decision tree (DT) with and without the Bayes minimum risk threshold 
(DT-BMR). 
Logistic regression (LR) with and without the Bayes minimum risk 
threshold (LR-BMR). 
Random forest (RF) with and without the Bayes minimum risk threshold 
(RF-BMR). 
Cost-sensitive logistic regression (CSLR). 
Cost-sensitive decision tree (CSDT). 

Set of features used for training algorithms: 

Raw features (raw) as shown in Figure 11.  
Aggregated features (agg1) using  and   from Figure 12. 
Expanded aggregated features (agg2) using  and   from Figure 12. 
lastly the periodic features (per) as described in time features section. 

In the first analysis We use only raw features, only the aggregated features and 
then both two together. On the first impression we can see that all of the 
algorithm with each features generates savings, so It is easy to see than using 
any algorithm is better than using no one. The CSDT is the one that performs 
the best. When analyzing how the features work, we can see that there is a really 
big difference between using only the raw features versus using agg1 features 
or agg1 + raw. That means that establishing a customer conduct pattern really 
helps on detecting fraudulent transactions.  
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Figure 20: Savings agg1 

Comparison of the different algorithms, trained with only the raw features (raw), only the 
aggregated features (agg1) and both (raw + agg1). In average, by using both the raw and 
the aggregated features the savings are doubled. 

After that evaluation using raw and aggregated features, we continue adding the 
expanded features (agg2). As in figure 2XX we can see that the raw + agg1 works 
better than raw + agg2. And that agg1 features increase the savings more than 
agg2 (comparing figure XX with figure 2XX). However, when we use the 
combination of raw + agg1 + agg2 we can see that they perform better in all 
algorithms than any other feature, an increase of 16.4% is made on the savings.  

 

 
Figure 21: Savings agg1, agg2 
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Comparison of the extended aggregated (agg2) set of features. It is observed, 
that when the proposed expanded aggregated features are combined with the 
raw and aggregated features, an increase in savings of 16.4% is made. 

Then we add the periodic set of features and we can see the results in figure 
ABAJO. This new set increases the savings by an additional 13% and as in the 
previous results the best performance algorithm is the Cost-sensitive decision 
tree (CSDT), with similar result we can see the Cost-sensitive logistic regression 
(CSLR). 

Other thing we can see here is that the periodic features (per), like the extended 
features (agg2), does not perform well when they are only used with the raw 
features. But when we combined it with all sets of aggregated features is when 
we can find and increased in savings.  

 
Figure 22: Savings agg1, agg2, per 

Comparison of the proposed periodic (per) set of features. It is observed, that 
when the new set of features are combined with both aggregated sets of features, 
an additional increase of savings of 16.4% is made. 

To finish and been able to appreciate better how adding features affects the 
savings, I have made a final comparation between the savings when introducing 
each set of features compare with the results of only using the set of raw 
features. 

First, we can easily see that when are adding the standard aggregated features 
(raw + agg1) the average increase in savings is more than 200%. But the savings 
increase when we add the extended aggregated features to the previous result 
and we can see that raw + agg1 + agg2 increased the savings more than 250% 
compared to the models trained only using the raw features. Finally, when we 
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combine the previous features with the periodic features the results increase 
more than 280% compared to only using raw features. 

 
Figure 23: % of increase on savings 

Comparison of the average increase in savings when introducing each set of 
features compared with the results of using only the raw set of features. 

After all this comparations and results we can proof the importance of using 
features that analyze the customer conduct of each card holder when we are 
developing a credit card fraud detection model. We show that by preprocessing 
the information to incorporate the new customer conduct, the performance of 
the algorithm increments by over 200% compared with utilizing just the raw 
transaction information.  

6.2 Method using an ontology. 

We have previously seen a normal method to predict fraud, but what happens 
when we start to use an ontology in order to improve the accuracy of an 
algorithm? 

To understand what an ontology is and how does it work, we first need to know 
some important concepts. 

 
Figure 24: Overview of the anti-fraud rules semantic analyzer. 
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6.2.1 Expert System  

Several definitions of expert system appear in the literature. Among them, this 
work highlights the one that states that it is a high-performance problem-
solving computer program (software), capable of simulating human expertise in 
a limited domain.  

Likewise, as an expert system can be defined as that computer program, either 
software or hardware, which contains the knowledge of a human specialist 
about a given field of application. In this context, at a more specific level, we 
have that a rule-based expert system is one that models the knowledge base in 
a set of rules that are extracted as a result of a series of experimental tests of 
the studied subject.  

As described in [11], an expert system consists of the following elements:  

Knowledge base: It is the equivalent to the human memory, in the sense 
that it stores all the information available to perform the deductive 
process.  
Inference engine: It reproduces the necessary logical operations 
(algorithms) to reach the desired conclusions for a specific problem.  
User interface: It consists of the communicational method through which 
the system receives information, on the basis of knowledge, it contains 
the logical processes to be carried out and facilitates the results of the 
computer activity.  

Currently, expert systems can be found in a wide area of applications to solve 
problems related to: interpretation, prediction, diagnosis, design, planning, 
monitoring, debugging, repair, instruction and control [12]. 

 

6.2.2 Ontologies  

An ontology from the computer science perspective is defined as a formal and 
explicit specification of a shared conceptualization, where formal indicates that 
it can be computable and interpreted by a machine, explicit because all its 
components (concepts, relations, properties, among others) are explicitly 
defined, conceptualization refers to the fact that it is an abstract model of the 
domain for which it was constructed, and shared indicates that the ontology 
must be agreed by a community [13].  

It can be said that ontologies are formalized vocabularies of terms, covering a 
given domain of interest, shared by a given community of users. They also 
provide a set of explicit assumptions regarding the intended meaning of the 
terms. They include concepts and their classification, and almost always include 



33 
 

the properties existing between objects. They are expressed in OWL or RDF(S), 
both of which are based on RDF.  

Ontologies are mainly composed of elements such as classes, relations, 
attributes, functions, instances and axioms, where:  

Classes refer to an entity that can be described and is associated with a 
unique identifier, may have associated attributes, and are generally 
associable with other classes through relations.  
Relationships are the interactions between classes of the domain and, 
generally, these interactions are binary between two classes. 
Relationships of type "is a" to "is part of" are also found. These relations 
can fulfill some properties such as symmetry, transitivity, asymmetry, 
among others.  
Axioms are statements that are always true within the ontology.  
Instances are the elements or representation of a class in the real world.  

The types of ontologies according to their degree of formalism and semantics 
provided are classified into:  

Terminological ontologies: in these ontologies, concepts and relations 
are not specified by axioms and definitions that determine the necessary 
and sufficient conditions of their use.  
Formal/axiomatized ontologies: for these ontologies, concepts and 
relations have axioms and definitions formulated by means of logic (or a 
programming language that can be translated into logic).  

From the relationship between ontologies, the concept of ontology network is 
introduced, which refers to a collection of ontologies connected to each other 
through different types of correspondence. During the creation of an ontology 
network, the following is considered:  

PriorVersionOf: if the ontology to be developed is a new version of an 
existing one. 
UseImports: if the ontology is importing any other ontology because it 
contains in different knowledge domains. 
ExtendBy: if the ontology is extending an existing one. 
CompositebyModules: if the ontology to be developed is composed of a 
series of modules. 
HaveMapping: if some components of the ontology have mappings to 
other components of existing ontologies. 
 

6.2.3 RDF and RDF-S  

The Resource Description Framework (RDF) [14] is a language for representing 
information about resources on the Web. It is especially intended for 
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representing metadata about Web resources, such as the title, author and 
modification date of a Web page, copyright and licensing information about a 
Web document, etc.  

However, by generalizing the concept of a "web resource", RDF can also be used 
to represent information about things that can be identified on the Web, even 
when they cannot be retrieved directly on the Web. Similarly, RDF is intended 
for situations where information in Web resources must be processed by 
applications, rather than just displayed to people.  

Because it is a common framework, application designers can take advantage 
of the availability of common RDF parsers and processing tools for the purpose 
of exchanging information between different applications, making information 
available to applications other than those for which it was originally created.  

In addition, RDF is based on the idea of identifying things using web identifiers 
(called Uniform Resource Identifiers or URIs) and describing resources in terms 
of simple properties and property values. This allows RDF to represent simple 
statements about resources as a graph of nodes and arcs that represent the 
resources, their properties and values.  

As illustrated in Figure 2, the core structure of the abstract RDF syntax is a set 
of triples, each of which consists of a subject, a predicate, and an object. A set 
of such triples is called an RDF graph, which can be visualized as a directed 
node-arc diagram, in which each triple is represented as a node-arc-node link. 

 

 
Figure 25: Structure of an RDF triple [30]. 

 

The RDF schema [15] provides a data modeling vocabulary for RDF data. The 
RDF schema is an extension of the basic RDF vocabulary, which provides 
mechanisms for describing groups of related resources and relationships 
between resources. Resources in turn are used to include characteristics to 
other resources, such as domain, range and properties. Among the elements 
included in RDF-S are the following: 

Classes: Resources can be divided into groups called classes and the 
members of a class are known as instances of the class. Classes are 
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themselves resources, which are identified by an IRI and can be described 
using RDF properties. The rdf:type property can be used to indicate that 
a resource is an instance of a class.  
 
Classes are defined in RDF-S with the notation rdfs:Class. The 
rdfs:subClassOf property is used to indicate that a class is a subclass of 
another. 
 

Figure 20 illustrates the main classes provided by RDF Schema:  

 
Figure 26: Classes included by RDF-S 

Properties: The RDF specification of abstract concepts and syntax 
describes the concept of an RDF property as a relationship between 
subject resources and object resources. Figure 4 illustrates the main 
properties provided by RDF Schema:  
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Figure 27: Figure 4. Properties included by RDF-S 

 

6.2.4 Linked Data  

It is a set of design principles for sharing interconnected machine-readable data 
on the Web and is one of the central pillars of the Semantic Web, known as the 
Web of Data [16]. The Semantic Web is about making links between datasets 
that are understandable not only to humans, but also to machines for which 
Linked Data provides best practices for enabling these links. The principles 
associated with Linked Data are as follows:  

Use URIs to name things.  
Use HTTP and URIs so that people can search for those names.  
Provide useful information, using RDF and SPARQL standards.  
Include links to other URIs, so that more things can be discovered.  

Linked Open Data (LOD) is Linked Data published with an open license, so it 
does not prevent reuse and, additionally, it is free of charge. Linked data, in 
general, does not have to be open, however, to comply with it being open linked 
data, then it must be freely accessible (open). To provide clarity with what data 
must comply with to be open, a star scheme has been designed where the level 
of openness of the linked data is evaluated, where the highest level of openness 
is 5 and the lowest is 1. 

1. Available on the web (any format) but with an open license, to be open 
data. 

2. Available as structured machine-readable data (e.g., an Excel instead of 
an image scan of a table). 

3. Available as a non-proprietary format (CVS instead of Excel). 
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4. All the above and also using W3C open standards, to identify things, so 
that people can point to things. 

5. All the above, in addition, link your data to other people's data to provide 
context. 

  

 
Figure 28: LOD rating scheme 

Figure 22 illustrates the LOD cloud [14] conformed by the universe of linked 
open data, where various sets also present open data licenses. 

 

6.2.5 SPARQL  

The SPARQL is a recursive acronym for SPARQL Protocol and RDF Query 
Language, which is a standardized language for querying RDF graphs and key 
in the development of the Semantic Web. That language is used to express 
queries that allow calls to be made to various data sources, whether the data 
has been stored natively as RDF or whether it has been defined by RDF views 
through some middleware system. SPARQL contains the capabilities for 
querying mandatory and optional patterns of a network, along with their 
conjunctions and disjunctions. The results of SPARQL queries can be result sets 
or RDF networks. 
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6.2.6 SWRL 

The SWRL is an acronym for Semantic Web Rule Language which is designed to 
be the rule language of the Semantic Web. This language includes a high-level 
abstract syntax for Horn rules and the rules must be expressed in terms of OWL 
concepts (classes, properties, individuals). Rules have the form of an implication 
between an antecedent (body) and the consequent (head). The intended meaning 
can be read as: whenever the conditions specified in the antecedent are met, the 
conditions specified in the consequent must also be met. 

 

6.2.7 Architecture 

For the ontological part of this work, I have taken an ontology already created 
[poner la ontologia usada aqui]. 

Under the proposed framework of the design-based science methodology, which 
was accompanied by the NeOn methodology for the design of the ontology 
network and Linked Data to contemplate the connected data standards, the 
architecture is designed to prevent and detect fraud. 

The architecture is schematized in Figure 29 and has the layers of:  

Data: which contains the information sources used to feed the expert 
system.  
ETL: in which the processes of loading, adaptation and calls to 
persistence of the information to the RDF data warehouse are carried out. 
Publication: in this layer there is the RDF data store with the Jena TDB2 
specification on which queries with SPARQL and updates of the RDF 
model are performed. 
Inference: in this layer the fraud detection rules are applied with Jena 
and SWRL. 
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Figure 29: Ontology architecture 

 

6.2.8 Development 

For the development of the proposed solution, we use the Linked Data 
methodology, appropriating the following activities of the methodology: 
Specification, RDF generation and publication. In addition to the previous 
stages, the Inference stage is included, which is not part of the Linked Data 
methodology, but it will be the added value in this degree work.  

The expected result for each of the phases of the adopted Linked Data 
methodology is listed below:  

Modeling: The result of this phase will be the specification of the 
proposed ontology, 
RDF generation: In this stage two processes will be carried out, the first 
one will be the loading of transactional information and the second one 
the generation of RDF. 
Publication: Deployment of a triple store that will store the generated 
RDF. For the inference phase, the result will be the application of fraud 
detection rules applied to the information stored in the triple store. 

6.2.9 Data 

This phase considered the data sources of percentile information of the 
purchase amounts for each of the credit cards and credit card transaction 
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information. The following is a description of each of the data sources 
considered in this work:  

6.2.9.1 Percentile information  

The percentile information source contains 95th and 75th percentile 
information based on purchase transaction amounts for each of the credit 
cards. 

Each record has contains: 

Card number 
P95: 95th percentile value calculated from credit card purchase 
transaction amounts and the  
P75: 75th percentile value calculated from credit card purchase 
transaction amounts. 
 

6.2.9.2 Transactional information  

The transactional information source contains the frames that are generated 
from the transactional authorizers, from the purchase transactions and credit 
card advances, understanding as frame the information a record of a 
transaction. Each frame contains the values of the variables that detail the 
transaction (time, date, place, amount, etc.). 

 

6.2.9.3 Inference  

The inference process included in this project, which is part of the expert 
system, is not included in the phases proposed by the Linked Data methodology, 
so it is a phase of its own. 

In the inference process of the expert system, based on the credit card 
transactional fraud alert rules, 5 fraud detection rules were created, which 
address standard types of attacks on credit card products. Among the standard 
types of attacks on which the created rules act are: speed attacks, attacks for 
amounts above defined amounts (daily average and historical average), attacks 
at non-common customer merchants and attacks by time patterns, in this case 
weekly. 

Rule 1 AlertOvercomeAmount: This alert was created in order to find 
transactions that exceed an amount established individually for each 
credit card. The individual amount that was defined was the 95th 
percentile, calculated from the amounts of the historical transactions 
made on each card. Therefore, the rule generates the alert if the amount 
of the evaluated transaction exceeds the 95th percentile. 
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Rule 2 AlertOvercomeAVGDailyAmount. This alert was created in 
order to find transactions that exceed an average daily amount for each 
credit card. For this purpose, as an input of the rule, a query of the 
previous transactions of the evaluated day is made and the average value 
of the purchases of the day is calculated. If the value of the average daily 
amount is exceeded by the value of the evaluated transaction, an alert is 
generated. 
 
Rule 3 FirstTimeMCC Alert. This habituality alert was created in order 
to find the transactions that are made in a merchant (mcc) where the 
customer has never purchased. As input of the rule, a query is made on 
the universe of credit card transactions, returning a counter of 
occurrences of the mcc of the current transaction, if the result is 0 the 
alert is generated. 
 
Rule 4 SpeedAlert. This alert was built in order to find the transactions 
that are performed consecutively on the same credit card, in a time 
interval less than the standard in a credit card purchase operation. This 
behavior is obtained from a query on the transactions prior to the 
evaluated credit card transaction, placing as a search parameter the 
variable transaction time and transaction date. If the result of this query 
is greater than 1, the transaction will generate the alert. 
 
Rule 5 AlertAttack7d. The AlertaAtaque7d alert has the purpose of 
detecting weekly attacks, based on a pattern that repeats in the same 
hours, merchants, cards, among other variables. This pattern of behavior 
is obtained from a query on the transactions in the previous week 
(current date - 7 days) to the evaluated credit card. If the result of this 
query is greater than 1, it indicates that the transaction generates an 
alert. 
 
 

6.2.9.4 Validation and results 

For the validations there were 3 samples of transactions provided by a financial 
institution, where each one of them has a total of 10,000 transactions:  

The first sample presented 60% of transactions marked as non-fraud and 
40% marked as fraud.  
The second sample presents a percentage of 70% non-fraudulent 
transactions and 30% marked as fraud, and finally.  
The third sample had 80% non-fraudulent transactions and 20% marked 
as fraud.  
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All samples belong to the period of time between May 27 and August 5, 2019, a 
period where a large number of frauds occurred according to information from 
the entity. 

When applying the Precision indicator (showed in Credit card fraud detection 
evaluation) on the results of the defined rules, the values presented in Figure 
30 are obtained, where a decrease in the Precision indicator is observed between 
sample 1 (60% - 40%) and sample 2 (70% - 30%), which may be due to a 
decrease in the number of coincidences of transactions that meet one of the 
fraud patterns, but which is more accentuated between sample 2 (70% - 30%) 
and sample 3 (80% - 20%), which confirms this statement, since as there are 
fewer similar behaviors and they become isolated attacks, the prediction of the 
rules decreases considerably. In addition to the above, it should be clarified that 
the rules detect fraud behaviors from the second attack onwards. 

 

 

ONTOLOGY RESULTS 

 

ENTITY RESULTS 

Alert Sample Precisión Accuracy alert Precisión Accuracy 

AlertAttack7d 

60_40 0,38 

0,29 

Pattern 1 0,101 

0,06 70_30 0,30 
Pattern 2 0,0122 

80_20 0,19 

AlertOvercome
AVGDailyAmo
unt 

60_40 0,23 

0,14 
Overcome 
average 
amount 

0,018 0,018 70_30 0,15 

80_20 0,06 

AlertOvercome
Amount 

60_40 0,33 

0,24 Overcome 
amount 0,0156 0,02 70_30 0,29 

80_20 0,06 

AlertSpeed 

60_40 0,41 

0,30 

Speed 1 0,084 

0,01 70_30 0,35 
Speed 2 0,074 

80_20 0,14 

Figure 30 Ontology compared to entity results 
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Trying to carry out a comparison with the figures of the financial entity, it is 
shown that for the AlertAttack7d there are similarities with the rules of Fraud 
Pattern 1 and Fraud Pattern 2, showing that the accuracy in the case of the 
pattern rules is on average 0.06 for the universe of alerted frauds and for the 
AlertAttack7d rule for the three samples is 0.29, which indicates that the 
effectiveness of the proposed rule is almost 5 times.  

For the case of the AlertOvercomeAVGDailyAmount rule, the comparison is 
made with the rule called High Accumulated Amount, finding that, although the 
precision of the proposed rule is not very high, it is significant with the precision 
of 0.018 that has the rule of the financial entity, where the precision is improved 
by 0.122.  

Comparing the proposed AlertOvercomeAmount rule that has a precision of 0.24 
and the rule of the financial entity called Monto Alto, it is observed that the 
precision improves considerably by 0.22, guaranteeing a better performance 
according to its formulation. 

Finally, for the case of the alert created called AlertSpeed, there are two rules 
proposed by the financial entity called Speed 1 and Speed 2 created to cover 
speed attacks, being very low the precision and showing that the proposed rule 
proposes an effectiveness 30 times better than the ones used by the financial 
entity. 
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After comparing all the results from the ontology propose with the financial 
entity, we can see that ontology performs much better than the fraud detection 
method from the financial entity. If we take it into numbers, we can see how 
much money was saved just because of the ontology. 

 

 

 

 

 

Alert Sample Amount  Average amount 

AlertAttack7d 

60_40 $ 96.231.939,6 

$ 86.268.113,10 70_30 $ 56.351.568,4 

80_20 $ 106.220.831,3 

AlertOvercomeAVGDaily
Amount 

60_40 $ 76.785.530,2 

$ 44.756.638,83 70_30 $ 32.385.855,2 

80_20 $ 25.098.531,1 

AlertOvercomeAmount 

60_40 $ 187.235.155,6 

$ 135.018.035,27 70_30 $ 158.996.985,1 

80_20 $ 58.821.965,1 

AlertSpeed 

60_40 $ 79.573.293,5 

$ 67.762.639,00 70_30 $ 67.431.140,2 

80_20 $ 56.283.483,3 
Figure 31 Amounts 
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7.Conclusion 
After concluding this work, in which we have seen that fraud in credit card 
payments is a growing problem, since with new technologies and the 
advancement of society this method of payment is being used much more, which 
also increases the number of frauds. 

We have looked at two different models in which real transaction data is used 
to test their effectiveness in comparison to the existing models. 

First, I have analyzed the most used methods, machine learning and artificial 
intelligence methods and secondly, I have used a more modern approach, a 
method that uses ontologies and semantic web. 

When carrying out the first proposal we have taken into consideration the 
amount that a company would save (savings) by using the algorithm, as an 
improvement to the existing methods, different attributes of the payments have 
been added to the algorithm in order to create a specific profile (customer 
conduct) of the buyer and thus be able to better detect fraud. The results have 
shown that adding more details of the transactions to the algorithm greatly 
improves the results, starting with only adding the standard features (agg1), the 
savings already increase more than 200% compared to not using the algorithm, 
and if we add the extended (agg2) and periodic features (per) the savings 
increase by 280%, so it is demonstrated the importance and usefulness of this 
proposal. 

The second part of this work proposes the use of an ontology as a method to 
solve the problem of bank fraud. For this part, the same 5 alerts that a financial 
institution had were created, but including the ontology, in order to compare 
the results of this work with those of that institution, which used common 
algorithms. As in the first part of the work, the results also improved a lot by 
including the ontology, where in all the alerts, the results were between 5 and 
30 times better than those of the financial entity. This shows that ontologies are 
very useful in detecting fraud. 

The main advantage of the proposed approach is to combine semantics concepts 
with machine learning to achieve the goal of the paper. In this paper, we have 
proposed the use of an ontology with machine learning for the detection of 
payment system frauds. 

After demonstrating that the two proposals independently improve each of the 
existing methods, the combination of these two could be the optimum for any 
fraud detection system. This would combine the connection of the data and the 
trained algorithms with the customer's behavior. 
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