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RESUMEN 

El objetivo del TFM propuesto es diseñar e implementar una herramienta que testee las 

capacidades del núcleo de la red 5G haciendo uso de la virtualización de la red y de herramientas 

de software como elemento principal e innovador. Debido a que en la actualidad no existen aún 

ejemplos de núcleos de la red 5G desplegados, dicha herramienta permitirá realizar baterías de 

pruebas en las redes 5G relacionadas con el plano de señalización haciendo uso del protocolo 

NAS (Non-Access Stratum), definidas en casos de uso, que evaluarán y validarán diferentes 

implementaciones software de soluciones de código libre de núcleos 5G. Dicho núcleo se trata 

del elemento vital dentro de las redes 5G que permitirá desbloquear el máximo potencial que 

dicha generación promete. 

Para alcanzar dicho objetivo, el trabajo a realizar se divide en diferentes hitos que deben ser 

alcanzados: 

1. Análisis del estado del arte de la tecnología 5G, centrada en los protocolos que intervienen 

en el plano de control. 

2. Evaluación de plataformas de código libre en desarrollo de núcleos 5G, seleccionando 

aquella que proporcione más beneficios para el desarrollo de la herramienta de 

evaluación. 

3. Estudio y generación de trazas básicas relacionadas con mensajes de señalización 5G. 

4. Desarrollo de la herramienta software de evaluación de prestaciones, basada en bancos 

de pruebas para testear cualquier núcleo 5G y su interacción con diversos terminales 5G. 

5. Validación de dicha herramienta mediante el testeo de la plataforma de código libre 

escogida. 

6. Elaboración de la memoria del Trabajo de Fin de Máster. 
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de Usuario, UE, AMF, SMF, UPF, 5G-VINN, Función de Red, NF, Internet of Things, ancho de 

banda, latencia baja, Plano de Tráfico, Plano de Datos, herramienta de testeo. 

 

  



ABSTRACT 

The objective of this Master’s Thesis is to design and implement a tool that is able to test 5G Core 

Network’s capabilities by using virtual networks and software tools as main innovator elements. 

Currently, there are not examples of real 5G Core Networks deployed. Therefore, this tool will 

be able to perform test benches on 5G networks related with Control Plane using NAS (Non-

Access Stratum) protocol, defined in different use cases. Such tool will evaluate and validate 

different open-source software solutions of 5G Cores. Such core is critical within 5G networks, 

and it will unlock 5G’s full potential as described by 3GPP. 

To achieve such goal, the work proposed is divided into different milestones that need to be 

accomplished: 

1. State of Art on 5G technologies, centered in protocols that intervene in Control Plane. 

2. Evaluation of open-source platforms currently developing 5G cores, selecting one as the 

starting point, that suits better to develop the evaluation tool. 

3. Study and generation of basic messages related with 5G Control Plane. 

4. Software performance evaluation tool development, based on test benches used to test 

any 5G core and its interaction with different simulated 5G UEs. 

5. Tool validation through the chosen open-source platform testing. 

6. Elaboration of the Master’s Thesis document. 
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1.1 INTRODUCTION 

In the last years, there has been many discussions about 5G and all the innovations that it will 

bring to our society, and although deployment is being conducted gradually, many telecom 

operators have begun offering some 5G services to their customers in main cities. When full 

deployment is completed, the new infrastructure not only will significantly improve the current 

generation of mobile communications (4G) but also, it will bring new innovations and services in 

an already saturated telecommunication market. Some of these innovations are peak data rates of 

up to several Gbps, very low latency, systems more reliable and secure, massive network 

capabilities, increase of network availability, even more complex systems where new industries 

and business models will emerge. 

Currently, Vodafone has been the first telecom operator to offer its new 5G network in some of 

the most important cities in Spain, followed closely by Telefonica whose deployment intends to 

be even more extended than Vodafone’s. However, as it has been mentioned before, such 5G 

deployments is growing gradually, and even though some telecom operators are already offering 

their services with 5G networks, those are still very distant from the main objectives and KPIs 

defined by the official organizations that regulate this new generation such as 3GPP, ETSI, ITU, 

etc. 

At this time, in Spain and even the rest of the world, telecom operators that are investing in 5G, 

are offering a variant that lays over the infrastructure of the already deployed 4G network. This 

5G variant is denominated as Non-Standalone (NSA) and, although it offers some noticeable 

improvements such as greater throughput, it is not ready to unlock the full potential that 5G 

intends to offer. The new generation of mobile communications will arrive in the near future 

gradually and it will become the so called 5G Standalone (SA) which intends to be a completely 

independent and autonomous network. 

However, SA does not depend exclusively on the investment and deployment from telecom 

operators. There are currently many industry sectors that need to reinvent themselves to increase 

the need of new technologies and thus, the need of this new generation. With this new tendency, 

5G will expand and offer its entire potential, some examples are autonomous and intelligent 

logistics processes inside factories, development of autonomous cars, virtual reality technologies 

in sectors such as medicine, smart cities will be possible thanks to Internet of Things… These 

types of activities need investing and research to exploit 5G’s capabilities, therefore this new 

paradigm does not depend exclusively in the telecom operators but in every part of our society. 

A mobile communication network has 3 fundamental elements within its architecture: User 

Equipment (UE), Radio Access Networks (RAN) and the Core Network (CN). These 3 elements 

must be redesigned to become a Standalone 5G network. Nowadays, the current telecom 

operators’ 5G implementation encompasses 2 of the 3 elements mentioned, UE and RAN (NG-

RAN for the 5G case). UE will be equivalent to the new smartphones with the new 5G chip 

integrated, while RAN is equivalent to the new deployment of cellular cells with more antennas. 

These elements are still working inside the 4G Core networks (EPC). A 5G SA network includes 

also its own 5G Core network with very concrete specifications defined by 3GPP. 

5G core intends to treat information in a very different way than its predecessor. It will be made 

of different blocks or Network Functions (NF) separated into two different planes: Control Plane 
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or Signaling Plane, and Data Plane or User Plane, completely independent one from the other. 

This allows the network to become more organized, efficient, and easily scalable in an 

autonomous way. 

 

1.2 OBJECTIVES 

The purpose of this Master Thesis, which this document describes, is to design and implement a 

software tool that tests 5G core’s capabilities making use of the network virtualization previously 

described and software tools as a main orchestrator. Since there are currently no examples of 5G 

cores already deployed for commercial purposes, this tool will enable the ability to perform 

different tests, defined in several use cases, that will evaluate and validate different open-source 

platforms, where 5G core networks are being implemented. At the time of this research, there are 

different initiatives from different organizations that are developing such core together with all 

the Network Functions that come with it. 

All these projects are new and innovative, meaning that each proposal must be previously studied 

to analyze its phase of development and what NFs have been already implemented. 

It is worth noting that this tool will be focused, in its majority, in the design and implementation 

of use cases related with Control Plane, although some very simple use cases can be used to 

generate specific traffic into de network. 

 

1.3 WORK PHASES  

To achieve the described objective, different milestones have been defined that must be 

accomplished in a certain order: 

1. State of Art on 5G technologies, centered in protocols that intervene in Control Plane. 

2. Evaluation of open-source platforms currently developing 5G cores, selecting one as the 

starting point, that suits better to develop the evaluation tool. 

3. Study and generation of basic messages related with 5G Control Plane. 

4. Software performance evaluation tool development, based on test benches used to test 

any 5G core and its interaction with different simulated 5G UEs. 

5. Tool validation through the chosen open-source platform testing. 

6. Elaboration of the Master’s Thesis document. 

 

1.4 RESOURCES 

To develop such tool a system of different virtual machine in Virtual Box has been used to easily 

install Linux Ubuntu. Since we will be working with open-source platforms, make sense to use 

an open OS such as Linux. Despite this most, open source 5G core networks are implemented in 

such environment. Wireshark will also become detrimental for the development of this project 

since it will be required to monitor the different messages exchanged between the software tool 

and the core network to see if they behave as described in the NAS documentation from 3GPP. 
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The programming language to be used inside Linux to develop the testing tool, will be Goland, 

designed by Google. A deeper description of this decision and its advantages as a programming 

language will be presented further in this document.  

The content of this thesis is part of a much larger European project where many great companies 

have partnered up to create a consortium of 5G technologies. Companies such as Telefónica, 

Samsung, Huawei, Ericsson, and many others are working together to invest and research about 

5G technologies and capabilities. 5G-VINNI has an international infrastructure where many 

different European countries are participation. It even has several facilities that exchange 

information, data and perform experiments between them. Figure 1 shows this. 

The scope of such consortium is to accelerate the 5G implementation inside Europe. According 

to the consortium the following objectives are detailed [1]: 

1. Design an advanced and accessible 5G end to end facility. 

2. Build several interworking sites of the 5G-VINNI end to end facility. 

3. Provide user friendly zero-touch orchestration, operations, and management systems for 

the 5G-VINNI facility. 

4. Validate the 5G KPIs and support the execution of E2E trial of vertical use cases to prove 

the 5G-VINNI capabilities. 

5. Develop a viable business and ecosystem model to support the life of the 5G-VINNI 

facility during and beyond the span of the project. 

6. Demonstrate the value of 5G solutions to the 5G community particularly to relevant 

standards and open-source communities with a view to securing widespread adoption of 

these solutions. 
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Figure 1. 5G-VINNI infrastructure 

Within this context, the study and development of a 5G core network simulation tool can be found. 
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2.1 PREAMBLE 

The definition of telecommunications has evolved significantly in many ways throughout human 

history from its origins until our time. Its first appearances go back all the way to the XIX century, 

with emblematic figures such as Samuel Morse, Alexander Graham Bell, or Antonio Meucci. All 

these historical characters discovered new ways of using electric signals to send messages or even 

sound signals over wires with inventions such as the telegraph or the first telephone as it is known 

today [2].  

Those first concepts of what 

telecommunications meant, has led to the 

discovery of newer and more advance tools to 

communicate within our society. Thus, it is 

how the first prototype of a so-called telephone 

has evolved towards our current complex 

systems such has smartphones, internet or even 

computers as we know them today. 

Only in the last fifty years, the 

telecommunication industry has evolved at an 

enormous rate, starting from the first wireless 

called in 1973 to the use of internet and data 

stream through our smartphones or concepts 

such as autonomous cars or Internet of Things 

(IoT). It is only in this context where the different generation of cellular communications are 

described. 

The First Generation (1G) of cellular networks were developed in 1980s and are based on 

analogue signals technology such us circuit switching. It allows only voice signals and no data. 

The different techniques used to communicate include FDMA (Frequency Division Multiple 

Access) and have little capacity and reliability. 

The greatest innovations of the Second Generation of cellular networks occurred in the 1990s 

with the implementation of digital systems which facilitated the design of more robust 

communications. This generation enables data rates of up to 2Mbps and the introduction of 

additional services such as SMS (Short Message Service), faxes or voice mail. 

The Third Generation (3G) is thought for mobile service providers with license spectrum and 

wide band wireless networks offering ubiquitous and continuous coverage, for example a 

consumer having a conversation while driving: this generation includes High Quality off Service 

(QoS), advance service such as multimedia or high-speed data and compatibility with fixed 

services. 

The Fourth Generation (4G), also known as LTE (Long Term Evolution), is nowadays the most 

extended one. It provides very high data rates that can reach 100Mbps in full-mobility wide are 

coverage or up to 1Gbps in low-mobility local area coverage, although these facts are only 

theoretical. 4G does not support the traditional switching circuits anymore and substitutes it for 

Figure 2. The first telephone [2] 



2. State of the Art 

6                                                                                                 Master in Telecommunication Engineering 

all-Internet Protocol (IP). Activities such as sending E-mails, media, texting, or Video on Demand 

(VoD) in a single device become a daily habit. There have been several improvements of the 

original 4G generation before 5G such as LTE-Advance, LTE-M or 4G+ [3]. 

The Fifth Generation (5G) is the next future generation of cellular networks which has already 

began to be deployed worldwide by cellular phone companies in 2019. When its deployment has 

been successfully completed, it will allow to connect virtually to everyone and everything, from 

people to machines and devices. It will bring new capabilities such as Gbps peak data rates, ultra-

low latency, very reliable and secured systems, massive networks capacities, increased 

availability, and higher, more efficient, and improved systems that will unlock new industries and 

business models. 

Like 4G, this generation divides its service into smaller geographical areas called cells, which are 

interconnected between each other and serve all the devices connected to them wirelessly. This 

generations intends to present itself not as an improvement from its predecessor but a set of 

revolutionary ideas that will boost telecommunications to another level in every aspect of our 

society. 

The definition of 5G is in the hands of many stakeholders There are many stakeholders involved 

in the definition of what 5G should be or how it should work, such as global companies, 

government agencies and telecom regulators (ETSI, ITU, IEEE…), although 3GPP is the one in 

charge on the technical specifications. It is constantly defining new sets of specifications divided 

into releases, and at this moment they have just finished Release 16 which will allow “5G to enter 

a new digital ecosystem taking into account factors such as cost and efficiency, so that the basic 

investment in wireless communications infrastructure can play a greater role and further help the 

digital transformation of the social economy” [4]. More 5G system enhancements are set to follow 

in Release 17, scheduled for delivery in 2021. 

 

2.2 5G TECHNOLOGY 

The real impact of this new generation of cellular networks comes with the services that telecom 

operators will be able to offer to all their clients, both companies and particulars, since it is not 

just an improvement from the previous generation but a revolutionary change which will bring 

new innovative markets and improve some others already exiting. 



2. State of the Art 

MASTER THESIS | Universidad Politécnica de Madrid                                                                             7 

5G standards define three different profiles or main services that will allow to redefine the 

telecommunications as we know them. 

 

The following table describes the different KPIs for the 5G´ specification at ITU level with the 

collaboration of 3GPP organization: 

5G performance 

requirement type 
Minimum KPI requirement Category 

Peak Data Rate 
Downlink: 20 Gbps 

Uplink: 10 Gbps 
eMBB 

Peak Spectral 

Efficiency 

Downlink: 30 bits/sec/Hz 

Uplink: 15 bits/sec/Hz 
eMBB 

Data rate 

experienced by User 

Downlink: 100 Mbps 

Uplink: 50 Mbps 
eMBB 

Area Traffic 

Capacity 

Downlink: 10 Mbits/sec/m2 in indoor hotspot (eMBB 

test environment) 
eMBB 

Latency (User Plane) 
• 4 ms for eMBB 

• 1 ms for URLLC 

eMBB, 

URLLC 

Latency (User Plane) 
• 20 ms 

(10 ms encouraged) 

eMBB, 

URLLC 

Connection Density 1 x 106 devices/Km2 mMTC 

Average Spectral 

Efficiency 

(All the below figures are in units of bits/sec/Hz/TRxP) 

Indoor hotspot: DL:9/ UL:6.75 

Dense Urban: DL: 7.8/ UL: 5.4 

Rural: DL: 3.3/UL: 1.6 

eMBB 

Reliability 

1 x 10-5 probability of transmitting layer-2 PDU of 32 

bytes in size within 1 ms (in channel quality of 

coverage edge for Urban Macro-URLLC test 

environment.) 

URLLC 

Figure 3. 5G profiles [31] 
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Mobility 
• Dense Urban: up to 30 Km/h 

• Rural: up to 500 Km/h 
eMBB 

Mobility Interruption 

Time 
0 ms 

eMBB, 

URLLC 

Bandwidth 

(Maximum 

Aggregated System) 

• At least 100 MHz 

• Up to 1 GHz for operation in high frequency bands 

i.e. above 6 GHz 

IMT-2020 

Table 1. 5G KPIs [5] 

To provide the mentioned services, 5G will use newer and more innovative ways to take as much 

advantage as possible of the so limited spectrum available to telecom operators. The main 

technologies and techniques that 5G is based on will be mentioned here although it will not be an 

exhaustive analysis of such elements: 

- Massive MIMO: It is based on the propagation of data flux through many different radio 

links. A single user may receive the solicited data through many different antennas in one 

base station or even several ones. This increases enormously the data rate, although new 

modulation formats and more computational power are needed. 

- Combination of unlicensed and licensed spectrum: Telecom operators spend a fortune 

for a small piece of the spectrum. This means that to obtain some revenue from it, they 

must use every tool available to them to gain as much efficiency as possible. In 5G the 

use of unlicensed spectrum will be available for everyone to use, although it will be used 

to send noncritical data in a similar way than the best-effort protocol for internet. Also, it 

will avoid congestion on the network. Cognitive Radio techniques will be required as 

well. 

- Decentralized model: In order to achieve the low latency 5G offers, the network itself 

must change, with newer protocols inside the edge and core network. The decentralized 

model proposes bring the mentioned items closer to each user. 

- NB-IoT: This protocol will allow IoT devices to interconnect between each other to send 

and receive data in an efficient and low-cost way. 

- Modulation: The use of new modulation techniques improves the spectral efficiency, for 

example, spatial modulation in MIMO, Non-Orthogonal Multiple Access (NOMA) 

which improves overall throughput in macrocells compared to OFDM by up to 30% for 

high-speed terminals. 

- SDN and NFV: SDN and NFV are responsible for enabling a deployment based on 

software instead of hardware. This immediately emerges in the advantage of not having 

to make a giant purchase of equipment that over time may become obsolete and need to 

be replaced. It is a way to virtualize the entire network and thus, it becomes much more 

flexible and efficient. 

- Smaller and more interconnected cells: Another pillar which 5G is sustained from is 

the design of smaller cells in the radio interface, since higher frequencies are used and 

therefore is reach is lower. The use of smaller and much more numerous cells will allow 

to many more users connected to the network per area unit, as well as better connectivity 

inside places less advantageous such as buildings, underground metro stations, 
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supermarkets etc. The following table shows the different types of cells that are going to 

be implemented: 

5G Small 

Cell Types 
Deployment 

Number of 

concurrent users 
Power range 

Distance 

coverage 

Femto cell 

It is primarily used in 

residences and 

enterprises 

4 to 8 users 

(residence) 

16 to 32 users 

(enterprise) 

10 to 100mw 

(Indoor) 

0,2 to 1 W 

(Outdoor) 

10s of meters 

Pico cell 

Public areas as 

indoors, outdoors, 

airports, mails, train 

stations 

64 to 128 users 

100 to 250mW 

(Indoor) 

1 to 5W 

(Outdoor) 

10s of meters 

Micro cell 
Urban areas to fill 

macro coverage gaps 
128 to 256 users 

5 to 10W 

(Outdoor) 

Few 100s of 

meters 

Metro cell  

Urban areas to 

provide additional 

capacity 

> 250 users 
10 to 20W 

(Outdoor) 

100s of 

meters 

Table 2. 5G cell types [6] 

2.2.1 Profiles 

There are three main profiles that 5G will addressed depending on the type of service that needs 

to be offered. 

2.2.1.1 Enhanced Mobile Broadband (eMBB) 

This profile is addressed for those cases which great data rates are needed like video streaming in 

very high quality, immersive gamming or virtual reality, which it is a new innovative concept that 

is arising nowadays. Such rates will reach peaks of up to several Gbps allowing 5G to compete 

with fiber optic cables with the advantage of wireless millimetric waves.  

Users will be able to access to this higher data rates in worse conditions than 4G networks, for 

example, saturated areas such as stadiums or concerts where many users are allocated together, 

inside of buildings and tunnels which with 4G networks always meant a decrease of the quality 

of cellular networks because of the attenuation of signals, or robust links in high-speed 

transportation systems such as high-speed train. 

2.2.1.2 Ultra-reliable and Low-Latency Communications (uRLLC) 

The second profile that 5G intends to cover is those applications or services that require extremely 

low latency (delay between an action and its response) and support a no-failure requirement. This 

is done prioritizing this type of data flow through the entire network as well as enabling redundant 

links to recover in case of failure. In this context, 5G will provide a delay as low as 1 millisecond, 

which is significantly lower than the 4G´s latency which can have values as small as 30 

milliseconds. 

This profile will offer the necessary tools to provide support for new innovative services that are 

currently being developed, for example, V2X communications such as autonomous cars where 

their response time must be extremely low in order to avoid accidents or even prevent them. In 

the medicine field, doctors will be able to perform surgeries remotely from anywhere in the world. 
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There are many other markets that currently exists and will be boosted with 5G, for instance, the 

stock exchange market, where extremely low latency will increase the accuracy of buying and 

selling assets to the right ever changing price. 

2.2.1.3 Massive Machine Type Communications (mMTC) 

The last profile that 5G describes is referred to the Internet of Things (IoT) communications. 

Within a cell, it will allow hundreds of simple devices such as sensors or actuators which need a 

small payload to send their data or perform their functionalities. They will be based on low cost 

and low energy devices which will be able to operate for decades without any maintenance. This 

concept will build massive meshes of machine-to-machine communications to a whole new level, 

allowing devices to intercommunicate with each other and automatizing many tasks, for example, 

in the industry sectors where factories may become autonomous thanks to sensors, robots and 

computer power.  

Another great advance that IoT will provide is the born of the so-called “smart cities” where all 

the city’s infrastructure will interact and connect with many different public services. Street and 

traffic lights will regulate themselves depending on certain information provided by sensors such 

ambient light or traffic congestion. Trashes cans can communicate with garbage trucks to inform 

when full, or even accidents can be detected sooner so emergency units can act fast. Those are 

just some examples of what the revolutionary change of “smart cities” would imply, always 

considering efficiency and environmentally friendly factors. 

2.2.2 Deployments 

5G generation is currently being deployed in many great cities all around the world at this time. 

However, 5G Standard is divided into two modes right now, this is 5G NSA (Non-Standalone 

Networking) and 5G SA (Standalone Networking). 

2.2.3 5G NSA 

5G NSA is the one currently taking place in such cities since it is supported within the already 

existing 4G core network. This allows telecom operators to adapt gradually their networks to a 

pure 5G architecture in a near future, being 5G SA the ultimate goal for this fifth generation. This 

means, next generation networks (both radio access and core network) will be completely 

redesigned with new protocols to reach the new specifications defined by 3GPP. 

Figure 4. 5G NSA vs SA [32] 
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The current architecture uses the new 5G NR air interface, which connects every device to the 

base station with new technologies, techniques, and protocols already mentioned before in this 

text. This includes new frequency bands (below 6Ghz and millimetric waves) using both licensed 

and unlicensed spectrum bands depending on the service to offer. 

Right now, many telecom operators are starting to offer 5G to customers, although this version is 

based on 5G NSA since they are still using their 4G core networks or Evolved Packet Core (EPC), 

which limits the capabilities or future 5G networks. 

2.2.4 5G SA 

5G Standalone is the final result of the fifth generation of cellular networks. It intends to substitute 

the actual EPC by a completely new core designed specifically for all the services 5G plans to 

offer throughout the coming years. Terms like Network Slicing or Mobile Edge Computing will 

be critical to achieve this goal: 

- Network Slicing: It will allow to divide the network into smaller specific meshes 

according to several characters such as bandwidth, speed, or latency. Since there many 

types of applications that request different resources, slicing into smaller and specialized 

networks will allow to concentrate only in the applications and services they are designed 

for. 

- Mobile Edge Computing: This term is directly related with the previous one described. 

Currently most of the information gathered by machines that needs to be sent, must go 

through the core network. All these devices that route the information act as passive 

elements redirecting their traffic to the inner part of the great mesh. Taking this into 

Figure 5. Edge Computing 
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account, we can conclude that this is not the most efficient way to process information, 

since it needs to travel to the core network, be processed and come back to its destination. 

Mobile Edge Computing intends to solve this by bringing the processing power closer to 

the final user, decentralizing the network, and improving technical specification such as 

latency, coverage, or congestion. According to Cisco, by 2025 there will be at least 6.58 

connected devices per person [7]. This implies that the number of devices scattered 

around the world will be enormous and, therefore, many of them can act as gateways with 

computing capacities that could process part of the information and act as an extension 

of the core network. The benefits of this have been exposed in the sections before. 

The following figure shows the entire simplified architecture of a 5G Standalone network: 

 

Figure 6. 5G SA architecture [8] 

In the 5G SA architecture, UE and IoT devices can be connected to multiple Access Networks, 

which can be either 4G (eNB), 5G (gNB) Radio Access Networks (RANs) or neither other them 

since new gateways are defined in the 3GPP standard such as Wi-Fi Networks. As said earlier, 

this brings the core networks closer to the end user. 

Evolve Core Packet (EPC) which is the core used for 4G is substituted by the 5G core network, 

known as a Services-Based Architecture (BSA), which consists of a User Plane separated from 

the Control Plane, and Shared Data Layer Network Functions [9]. This adds another layer of 

complexity to the new generation, since hardware and software disaggregates into Virtual 

Network Functions (VNFs) run in COTS, where resources are handled by virtual machines (VM) 

dynamically.  

The User Plane carries user traffic while the Control Plane carries signaling in the network. The 

UPF is in the User Plane and all other NFs, i.e., AMF, SMF, PCF, AF, AUSF, and UDM, are in 

the Control Plane. 

This will enable 5G core networks to integrate third party services and applications thanks to the 

Network Slicing (NSSF) concept already described, such as edge computing or even an IMS core 

into the network. 
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2.3 5G CORE NETWORK 

This section provides a background knowledge in detail about the last part of the 5G network and 

probably the most critical, the 5G Core networks (5GC).  

2.3.1 Architecture 

The architecture of the 5G Core network is shown in the Figure 7 with all critical Network 

Functions (NF) interconnected between each other. The links between each element are the 

different interfaces that need to be defined according to the 3GPP standards. They designate the 

relationship between the elements and how they are interconnected within the network. Each of 

these interfaces are designated with the letter N followed by a number starting from 1 up to 50 

[10]. 

 

 

Figure 7. 5GC 

2.3.1.1 AMF 

The Access and Mobility Management Function is one of the main NF in the network. It receives 

all connection and session related information from the User Equipment (UE), but it is only 

responsible of handling the different connections and mobility management. Session management 

messages are always forwarded from the AMF to the SMF. However, it must always choose the 

best suited SMF available. 

Since the core network can have many AMFs, there is a Globally Unique AMF Identifier 

(GUAMI) which is defined in the first NAS message. NAS is the protocol stack used for all 

signalling data sent into the network. It will be described later on in this section. The AMF 

implements NAS ciphering and integrity protections algorithms. 

The AMF is responsible of handling mobility, this means handovers between 5G base stations 

(gNodeB), within the Next Generation Radio Access Network (NG-RAN). It sends stats such as 

measurements on signal quality in order to decide whether the handover should be produced or 

not. 
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According the 5gopenplatform [11], the AMF includes the following functionalities: 

- Registration management. 

- Connection management. 

- Reachability management. 

- Mobility Management. 

- Access Authentication. 

- Access Authorization. 

2.3.1.2 SMF 

The Session Management Function is another critical network function of the 5G SBA. Its 

primarily functionality is to manage the Data Plane, interacting with Protocol Data Unit (PDU) 

sessions and managing session context with the UPF. 

The use of the Next Generation Application Protocol (NGAP) to carry NAS messages across 

interfaces N1 and N2 to request new sessions is part of the SMF. The AMF receives first this 

request and forwards session management requirements through the N11 interface to the SMF. 

During the session establishment or modification, the SMF also exchanges messages with the 

PCF over N7 interface and UDM over N10, which assumes the role of the previous HSS from 

4G. 

SMF also sets several configuration parameters in the UPF that ensures the appropriate routing 

sets in uplink (UP) and downlink (DL). 

According the 5gopenplatform [11], the SMF includes the following functionalities: 

- Session Management e.g. Session establishment, modify and release, including tunnel 

maintain between UPF and AN node. 

- UE IP address allocation & management (incl optional Authorization). 

- Selection and control of UP function. 

- Configures traffic steering at UPF to route traffic to proper destination. 

- Termination of interfaces towards Policy control functions. 

- Control and coordination of charging data collection at UPF. 

- Downlink Data Notification. 

- Initiator of AN specific SM information, sent via AMF over N2 to AN. 

- Determine SSC mode of a session. 

2.3.1.3 UPF 

The User Plane Function is another fundamental component of the 5GC architecture. This 

Network Functions in charge of handling the packet processing and traffic aggregation closer to 

the network edge to increase efficiency. It is based on the new Control and User Plane Separation 

(CUPS) which is the great difference from 4G core network (EPC). 

According to 3GPP technical specification 23.501 [12], UPF provides: 
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- The interconnect point between the mobile infrastructure and the Data Network (DN), 

i.e. encapsulation and decapsulation of GPRS Tunneling Protocol for the User Plane 

(GTP‑U). 

- The Protocol Data Unit (PDU) session anchor point for providing mobility within and 

between Radio Access Technologies (RATs), including sending one or more end marker 

packets to the gNB. 

- Packet routing and forwarding, including performing the role of an Uplink Classifier / 

UL-CL (directing flows to specific data networks based on traffic matching filters) and a 

Branching point, when acting as an Intermediate UPF (I-UPF) multi-homed to more than 

one PDU session anchor (PSA). 

- Application detection using Service Data Flow (SDF) traffic filter templates or 3-tuple 

(protocol, server-side IP address and port number) Packet Flow Description (PFD) 

received from the SMF. 

- Per-flow QoS handling, including transport level packet marking for uplink (UL) and 

downlink (DL), rate limiting and reflective QoS (DSCP) marking on the DL. 

- Traffic usage reporting for billing and the Lawful Intercept (LI) collector interface. 

In order to create a 5G network with granular capacity or application driven network, installation 

of up or down scaling networks are needed. This means that UPF, as the rest of the NF, must be 

implemented as a pure cloud function deployable within a serverless framework. This means 

delivering UPFs on shared resources with high flexibility to support emerging traffic in an 

autonomous way. 

2.3.1.4 Other Network Functions 

The following are some other minor NF that are not going to be subject of study in this document 

and thus, the reason why they are only mentioned in this document: 

- Data Network (DN): It simply refers to an operator services, Internet access or third-

party services. 

- Application Function (AF): Supports application influence on traffic routing, accesses 

Network Exposure Function (NEF), interacts with policy framework for policy control. 

- Policy Control Function (PCF): Governs the network´s behavior by supporting a 

unified policy framework. It also accesses subscription information for policy decisions 

taken by the Unified Data Repository (UDR) and offers support to the new 5G QoS policy 

and charging control functions. 

- Authentication Server Function (AUSF): It is always located in a home network and 

performs authentication with a UE. It is the substitution of the 4G Home Subscriber 

Server (HSS) – a database that contains both user and subscriber-related information. 

- Unified Data Management (UDM): It manages the user data in a centralized element.  

It has some characteristics from the old HSS as well. 

- Network Slice Selection Function (NSSF): It is in charge of redirecting traffic to a 

specific network slice depending on the characteristic of data to transmit, since in 5G 

there are specialized networks for specific services. 
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- Network Function Registry (NFR): This function discovers and registers all the NFs. 

It exists some other NFs that are not mentioned here because they are out of the scope of this 

document, though they are implemented in a 5G core network as well and have minor influence. 

2.3.2 Protocols 

 

2.3.2.1 NAS 

Non-access stratum (NAS) is a functional layer that connects UE and the core network, supporting 

traffic and signalling messages between these two entities. NAS is used to manage the 

establishment of communication sessions and handover to several base stations for mobility. This 

layer is in charge of controlling the session established between the elements mentioned. NAS 

specification for 5G is gathered by ETSI here [13]. 

According to 3GPP, NAS procedures in the 5G systems are used by the protocols stablished for: 

• Mobility management between the user equipment (UE) and the access and mobility 

management function (AMF) for both 3GPP access and non-3GPP access. 

• Session management between the user equipment (UE) and the session management 

function (SMF) for both 3GPP access and non-3GPP access. [12] 

Therefore, NAS is a set of protocols that are designed for a certain network, as it is the case of 

5G, and fulfils several common conditions inside such network.  

Figure 8. 5G protocol stack in the User Plane [39] 
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2.3.2.2 NG-AP 

NG Application Protocol provides the signalling service between de RAN and the AMF. Its 

services are divided into two different groups [12]: 

• Non-UE-associated services. 

• UE-associated services. 

Some functions described by ETSI [10] of NGAP are: 

• Paging function. 

• UE Context Management function. 

• Mobility Management function. 

• PDU Session Management function. 

• NAS Transport function. 

• NAS Node Selection function. 

• NG Interface Management function. 

• Warning Message Transmission function. 

• Configuration Transfer function. 

• Trace function. 

• AMF Management function. 

• Multiple TNL Associations Support Function. 

• AMF Load Balancing function. 

• Location Reporting function. 

• AMF Re-allocation function. 

 

2.3.3 GTP-U 

GPRS Tunneling Protocol is used for data transport in both the User Plane and the Control Plane. 

It interconnects various network interfaces which enables data transport between different cellular 

generations. 5G is still using this protocol since GTP-U remains as the primary protocol for the 

User Plane. 

This protocol provides packet transmission and reception services to the User Plane entities before 

4G and now to the new 5G networks. It transmits and receives traffic from several GTP-U tunnel 

endpoints. Each GTP-U protocol entity has its own IP address. 

2.3.4 PFCP 

Packet Forwarding Control Protocol is used between the Control Plane and the User Plane 

function, and it is introduced in Fifth Generation of mobile networks. It is used to control the User 

Plane function through the SMF and borrows many concepts from OpenFlow. PFCP enables 

controlling packet processing in the User Plane by establishing, modifying, or deleting PFCP 

Session context, and by provisioning rules for packet detection (PDR), forwarding (FAR), QoS 

enforcement (QER) and usage reporting (URR). 
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The purpose of this chapter is to gather all the information regarding current solutions of 5G core 

networks that are currently being developed. Since is still under research in many areas, there are 

very few real examples of commercial implementation.  

The core network from the fifth generation of cellular network has not been implemented yet at 

this time. There are only very few designs already working in the real world and they are mostly 

prototypes in small environments. This means that, nowadays this concept is still new and under 

research. Many stakeholders are investing time and effort to implement their own tools for the 

first commercial solution of a 5G core network. There are many initiatives from many different 

groups such as universities, research groups, corporations, telecommunication operators and so 

on. 

The current wave of research on 5GC is based on simulation software tools, since 5G networks 

must be deployable in nonspecific hardware in order to achieve this decentralized specialized 

network that this generation proposes so that the designed KPIs can be achieved. All these tools 

have to be based on the standardization of the 3GPP institution gathered in its releases. This means 

it must contain all the Network Functions, protocols and interfaces described before. 

After analyzing which open-source tools are the most promising ones, they will be used as the 

starting point to develop a configurable software tool that allows to analyze signalling and data 

traffic from one or several users in a 5G network. 

The following sections show some examples of the current 5GC solutions that can be used or are 

still under development yet seem very promising. All of them executable in virtual machines. 

 

3.1 COMMERCIAL SOLUTIONS 

There are many businesses that have started to invest a great deal of effort to design their own 

tools to implement a real 5G core network from scratch. Since they intend to be commercial 

solutions, it has not been possible to access to their work to check its progress on this subject. 

However, there are several companies that are working on this:  

1. Open5GCore: Fraunhofer FOKUS, Fraunhofer institute for open communication 

systems is in charge of the project open5GCore. This project is still under development, 

and it is available under a paid license model. Such project does not share much its 

progress in the development nor any deadline. [14] 

2. TeraVM: VIAVI is the company that owns this 5G Core Emulator. It seems it is ready 

for commercial purposes since a demo can be requested and they even have several data 

sheets, charts, and papers where there is more information about the extension of the 

emulator. [15] 

3. IPLOOK5GC: IPLOOK has a first prototype of a 5G core implementation tool. They 

share a bunch of information on the progress of such project and offer technical 

information on their implementation. The final result of IPLOOK 5GC will be releases 

in the second quarter of 2021. [16] 
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4. Landslide Core Network Testing: Spirent has another 5G core simulator that “recreates 

real-world traffic level in the lab”. It seems like is the tool Nokia is using for their 5G 

Core Solution. [17] 

 

3.2 OPEN-SOURCE SOLUTIONS 

The following are all open-source projects that are currently implementing a 5G core network 

tool for simulate signalling and data traffic to the core of the network. These have been the 

solutions studied that seemed more promising, some more than others. An exhaustive analysis 

has been made for each one of these platforms, as well as its current state of development. The 

purpose of this section is to see which one of them can be used for our own interest to be 

implemented in virtual machines on a Linux environment. 

All of them are research groups between such as universities, companies or different organizations 

that want to boost the implementation of 5G technology in the industry. Furthermore, all of these 

projects are protected under free licenses to extent its research and collaborations. 

In each project analysis, a figure of the 5G core architecture will be displayed by a map of colors 

to show their progress on its implementation, which will show in a more visual way, which 

platform is more developed.  

In each project we will be looking for AMF, SMF and UPF implementations since they are the 

most critical functions for a 5GC. This information is also gathered in the following table: 

Project Main stakeholder AMF SMF UPF NGAP NAS GTP-U 
Linux 

tutorial? 

Accessed 

code? 

OAI-5G EURECOM       No Yes 

Free5GC 
National Chiao Tung 

University 
      Yes Yes 

5G k-SimNet 
Korea government 

(MSIT) 
      Yes Yes 

Table 3. State of the art for open source 5GC projects 

 Done 

Partially done 

Not done 

Not specified 

 

 

 

 

3.2.1 OpenAirInterface5G 

• Organization 

OpenAirInterface Software Alliance (OSA) provides software tools for 5G Wireless Research 

and Product Development. It was born as a French non-profit organization funded by corporate 

sponsors. The alliance organizes events/training and conferences around OpenAirInterface (OAI) 

software. They intent to provide an open collaboration among its community to work on future 

5G wireless network design. 

The founding members belong to EURECOM, which is the ECOLE D’INGÉNIEUR ET CENTRE 

DE RECHERCHE EN SCIENCES DU NUMÉRIQUE. Other organizations participating in this 
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alliance are important corporation such us Orange, Qualcomm, Fujitsu, or Nokia. They also have 

collaboration with many universities, for instance University of Washington, University of Kent, 

The University of Edinburgh, among many others. OAI is probably the greatest worldwide 

collaboration on the 5GC project, which gives them some extra credibility and seriousness.  

To access the project´s content, source code or wikis, there is no need to become a member of 

such alliance. Due to the internalization of this alliance, OAI can be considered a trustworthy 

platform in which based the work on. 

• Project 

OpenAirCN-5G is the project where the 5GC is being implemented. OAI organizes regular 

workshops that are presented twice a year. The purpose of this events is to communicate new 

developments and improvements of the project. The last workshop available at this time in their 

website is from December of 2019, although they are about to launch another one soon to update 

their progress [18].  

They have a very matured 5GC implementations according to their wikis and releases. All the 

code can be accessed in de GitLab repositories [19], by creating an account in the platform where 

there are many different projects, therefore it is a bit confusing as on where to find the specific 

modules we are interested in. 

The following figure shows the state of its last release: 

 

Figure 9. OAI5G current implementation 

3.2.2 Free5GC 

• Organization 

Free5GC is a project build up from scratch from the National Chiao Tung University in Taiwan. 

There is not much information about their history on this or other projects with similar purposes. 

Some sponsors of free5GC are governmental, Ministry of Economic Affairs, Ministry of Science 

and Technology and Ministry of Education. It also has the support of a couple of corporations: 

• Chunghwa Telecom, a telecommunication service provider. 
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• Wistron NeWeb Corporation, a multinational product design and manufacturing 

company.  

• EstiNet, another technological company. 

All of the mentioned organisms are originally from Taiwan therefore it is not a very extended 

worldwide project as OAI. 

• Project 

Free5GC core is organized in stages, the last one occurred in April 2020, and in their website, 

they do not inform of new releases for the moment. All their code can be accessed under Apache 

2.0 license, which means that everyone can access to it (open source), and it is allocated in GitHub 

repositories [20]. 

They also provide a fairly amount of information on wikis, tutorials, and changelogs, therefore it 

could be an easy code to use. It also has a forum actively used by its community. 

The following figure shows the state of its current release: 

 

Figure 10. Free5GC current implementation 

Their last release also includes minor NF such as Network Repository Function (NRF), Unified 

Data Repository (UDR). 

3.2.3 5G k-SimNet 

• Organization 

This work was supported by ’The Cross-Ministry Giga KOREA Project’ funded by the Korea 

government (MSIT). It is not very clear on who are their main partners and collaborators. They 

indicate that in this project have participated research from SeoulNational Unverstiy and Yoensei 

University. In their website appear more entities but it is also not clear whether they are active 

collaborators or just some corporations of the same sector. Some of this companies are well-

known: ITU and LG-Ericcson. There are others which are not that clear such as Geri, NYU, KTL. 

All of this companies have links to their websites in Korean. This means that no more information 

can be extracted from them. 
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The research group in charge of such open-source development is called 5G Wireless Innovative 

Systems Engineering (WISE) research center. They possess different 5G projects than can 

converge into a single one called 5G k-Simulator. These projects are considered modules to be 

integrated in such simulator: 

• 5G k-SimLink: 5G K-SimLink is a link level simulator for wireless communication 

system based on Release 15. 

• 5G k-SimSys: It is a system-level simulator for mobile telecommunication system with 

multi-cell and multi-users scenarios. It is also in charge of the PHY abstraction to support 

link-to-system mapping. 

• 5G k-SimNet: The 5G K-SimNet is the 5G core network and therefore, the module of 

interest. 

All the mentioned projects are integrated within a base platform, very intuitive and easy to use 

according to their website. 

• Project 

The 5G k-SimNet is an open-source project that can be accessed by creating an account and 

providing information about the institution where you belong. Once an account is created, you 

can download both the source code, and some documentation, which is available in their website. 

The description of the elements implemented in their core network are not quite clear. They 

inform that they do not have a 5GC implemented yet, however they have several Network 

Functions that can be tested such as AMF, SMF or UPF which are supposed to be partially 

implemented. Interfaces between those three elements looks like are implemented as well. They 

even have tutorials on how to find them in the code within the downloadable package, or even 

how to test them. 

The last version that has been released is from April 2019 and there is no more information of 

when the next implementation should be available. 

Within the documentation provided, there is a thorough description of the different parameters 

that can be modified inside each NF. There is also a very descriptive installation guide in a Linux 

environment. 

The following figure shows the state of its current release: 
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3.3 FREE5GC 

After evaluating the different solutions of 5G Core network proposed at this time on this 

document, it has been decided to continue the research on such subject based on the Free5GC 

project. This decision has been chosen considering several perspectives.  

Firstly, this project has several updates throughout time, which indicates that is currently under 

development and therefore, it is evolving.  It also has a forum with an active community that 

shares many doubts and conclusion regarding this project. This implies that much information 

from the project can be extracted from people´s posts. 

Secondly, it has been announced that a full operational 5GC has been released in April 2020, that 

is, more than the scope of this research intends to include. This will provide extra facilities to 

adapt their platform to our interest in further studies. 

Thirdly, the open-source code is uploaded in GitHub, which can be consulted here [20], with a 

well enough documented tutorial on how to implement such core and what are the specifications 

needed. This simplifies enormously the effort to comprehend the code and its functionalities. 

Last, Free5GC provides a set of extra tools and tests to try the simulator and extract some 

preliminary result from it to check if it is working correctly.  

For all the reason above, Free5GC project will become the starting point for the work gathered in 

this document. The following describes a set of tools and results from installing the environment 

needed to execute such platform. 

3.3.1 Environment 

The environment setup is the first step towards executing this 5G Core network in a physical 

machine. According to their specifications [20], the following are the required and recommended 

hardware needed: 

• Required: 

Figure 11. 5G k-SimNet current implementation 
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- CPU: Intel i5 processor 

- RAM: 4GB 

- Hard drive: 160G 

- NIC card: 1Gbps ethernet card 

• Recommended: 

- CPU: Intel i7 processor 

- RAM: 8GB 

- Hard drive: 160G 

- NIC card: 10Gbps ethernet card 

The hardware available to test such platform is a laptop, DELL Latitude 6430u, with the following 

specifications: 

- CPU: Intel i7 processor 

- RAM: 8GB 

- Hard drive: 256GB SSD 

- NIC card: 1Gbps ethernet card 

With the previous specifications, the 5GC can be executed. However, there are some other 

specifications regarding the software: 

 

- OS: Ubuntu 18.04 

- GCC 7.3.0 

- Go 1.14.4 Linux/amd64 

- kernel version 5.0.0-23-generic (MUST for UPF) 

The preliminary idea was to install Ubuntu in a virtual machine since the computer has installed 

Windows 10. After several attempts, it was clear that it is not wise to dedicate all the RAM 

memory towards the virtual machine. Therefore, a partition was needed to have both Ubuntu and 

Windows 10 in the same computer, in order to get the full hardware specifications on RAM, hard 

drive and CPU. 

The Ubuntu version installed is the most recent one, 20.04.1. However, once the SO was installed, 

this version came with a newer kernel (5.4.0.51-generic). The kernel necessary to execute the 

Network Function UPF is the 5.0.0-23-generic, which is a much older kernel [21]. After installing 

the required kernel, Go version 1.14.4 and the GCC (GNU Compiler Collection) compilator 7.5 

[22], the tutorial explains in different steps how to clone and install the 5G Core and all its NF. 

As mentioned, Free5gc has been developed Go, a fairly new programming language created by 

Google. The functionalities and advantages of this language in this context will be described 

further on this document, when describing the changes needed for our purposes. 

All the different activities and tests carried out from now on will be perform on different sessions 

on different terminals on the ubuntu environment just described. 

3.3.2 Testing 5G Core 

As mentioned before, Free5GC offers several testing tools to simulate the core network and to 

check that everything works as it should be. Many of these tests will use Wireshark software, 

which is a very well know network protocol analyzer. This tool allows to observe all the network 

connections available in a device and to analyze the information exchanged in messages with their 
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packetized structure [23]. This program allows analyzing in real time the different session 

establishments within the core network and the protocols used in real time. 

In the following sections, each test available will be shown and documented, explaining the 

different results obtained and the connections carried out.  

For these tasks, Wireshark will be used to analyze the different messages sent between NFs. 

Within this program it will be required to apply a filter that only shows PFCP, ICMP, NGAP or 

GTP messages.  

During the execution of the tests, it is important to know that the physical access, that is, Radio 

Access Network (RAN) and User Equipment (UE) will either be omitted or simulated since it is 

out of the scope of this study. 

The first thing that needs to be explained is the configuration files needed for this test. As this is 

only a simulation, many of the Network Functions need to be defined with certain parameters, 

which are indicated in section 6.1 of this document. Figure 11 shows the different IPs and 

protocols that interconnects the different modules on this test. In this case NRF oversees 

registering all the NFs within the network and their configuration, and this is the first thing that 

the script does when executing:  

2020-10-05T11:23:58+02:00 [INFO][SMF][Init] SMF Registration to NRF 

In many of the following tests there are messages exchanged that the source and destination IP 

address is 127.0.0.1 while in a real scenario should be communications between AMF and 

NG_RAN o gNodeB base station. This is so because the simulator does not consider traffic 

generated at UE, it simulates that the petitions originate from the RAN. Also, all NFs come 

preconfigured in such IP address, at localhost, and they differentiate through a different port 

number. Some of the following figures will show traffic captures of the messages exchanged 

within the core. Currently, it is not important the source and destination IP address since they are 

all the same, only the messages and their content. IP addresses of each NF will be modified 

accordingly to create a local network and make further tests, but this will be shown much further 

in this document.  

 

Figure 12. Free5GC TestRegistration NF diagram [19] 
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Another fact that needs to be consider in these tests is that in some of them there are traffic data 

exchanged between two different UE connected into the same networks whose IP addresses are 

60.60.0.1 (source) and 60.60.0.101 (target). Those are defined in the configuration files as well. 

Many of the tests that are going to be explained here require a previous step of registration of a 

UE. This means that TestRegistration is going to be explained meticulously but the rest of the 

tests will only be centered in the new contents that they intent to oversee. 

3.3.2.1 TestRegistration 

This is the first of a series of tests that intend to check the correct behavior of the 5GC and, it 

allows to observe some of the exchanged messages between subsystems. 

In a real-life scenario, the UE would register itself on the network through the RAN (gNodeB or 

another Access Point). The AMF will be the first NF to receive the UE session request to 

authenticate itself in the network. The SIM card will carry all the information that the AMF 

requests. Afterwards this same module will redirect such information towards UDM and AUSF 

so that the device can be properly identified. 

After identification is complete, the UE will initiate a PDU (Protocol Data Unit) Session 

Establishment request towards AMF, which allows setting the default QoS Flow between the UE 

and the Data Network (DN), crucial for 5G technologies. After this first PDU Session is complete, 

others may be created if needed for different services and they are regulated by the NSSF. It will 

be only then, when the SMF will send the QoS constructs for the PDU Sessions and the default 

QoS Flow Establishment [24]. 

In order for a PDU Session to be established, many of Information Elements (IEs) are exchanged 

among AMF, SMF and UPF. This test ensures that the registration of a 5G device is completed 

successfully within the core network without considering the UE or RAN messages. 

Considering the previous summary, the test will consist of many message exchanges between 

NFs. In order to configure all NFs and register a UE into the network, two processes happen 

parallelly inside the network. The first one is using NAS signalling messages between AMF and 

UE through NG-RAN to register the device into the network. The second process is between SMF 

and the UPF using the PFCP protocol. In this test both processes will be described. 

• AMF – NG-RAN – UE  

The first message detected is the NGSetupRequest under the NG Application Protocol (NGAP) 

under NAS which originates from the NG-RAN towards the AMF. Since in this test there is no 

simulation of the RAN the source IP address is the same AMF, although in a real case scenario, 

this message would be sent as stated. In this initial message, NG-RAN and AMF interexchange 

application-level data needed to correctly interoperate between each other. Some of the 

information sent is the identification of the RAN, PLMN List, which contains country code and 

operator code, and the default Paging DRX technique to be used by RAN, Figure 13 shows this. 

The AMF will send in response to such message NGSetupResponse which contains the following 

information: 

- AMF identification. 

- GUAMI, which is show in Figure 24. 

- RelativeAMFCapacity: is the relative processing capacity of an AMF respect to other 

AMFs. It takes a value between 0 and 255. 

- PLMN Support List. 
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Figure 13. NGSetup messages 

If the communication between NG-RAN and AMF is successful, the gNB sends the 

InitialUEMessage (Registration request) to the selected AMF to register the UE in the network. 

Such message includes the RAN UE NGAP ID and the RRC Establishment Cause. It also 

generates de PDU identification for transmitting data, together with the PLMN identity. This is 

shown in Figure 14. 

Figure 15 shows the next step for registration. After the UE has requested to register itself into 

the network, AMF responds to this message with the DownlinkNASTransport (Authentication 

request) message. The most critical information that such message carries is the authentication 

credentials ABBA, RAND, AUTN and NAS Key Set Identifier (ngKSI), which gives UE the tools 

to solve the 5G authentication challenge. If resolved positively, it responds to such message with 

another message called UplinkNASTransport (Authentication response) allowing UE to identify 

itself correctly to the AMF and, in the end, to the entire core network. 
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Figure 14. Registration request message 

After this process, UE will be registered and authenticated into the network successfully. The 

following message exchange that can be send between UE and AMF is either Downlink or Uplink 

NAS Transport messages for signalling. Figure 16 shows these messages’ content, where each of 

them have a message authentication code intended for its destination to decrypt the data carried 

by those messages. These codes can only be understood by its intended target, this is UE in 

downlink and AMF in the uplink message. 
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Figure 15. Authentication messages 

 

Figure 16. Downlink/Uplink NAS Transport messages 
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The following step will allow the UE to send data over the network is to send Initial Context 

Setup message. This message stablishes the necessary overall initial UE Context at the NG-RAN, 

one of which is the PDU session context, vital towards sending data. Other parameters send over 

this message are the Security Key, Mobility Restriction List, UE Radio Capabilities and UE 

Security Capabilities. This message is originated from AMF towards UE. Thanks to the reception 

of such message the NG-RAN shall, if supported, do the following according to [13]: 

- Attempt to execute the requested PDU session configuration. 

- Store the received UE Aggregate Maximum Bit Rate in the UE context, and use the 

received UE Aggregate Maximum Bit Rate for non-GBR Bearers for the concerned UE. 

- Store the received Mobility Restriction List in the UE context. 

- Store the received UE Radio Capability in the UE context. 

- Store the received Index to RAT/Frequency Selection Priority in the UE context and use 

it as defined in TS 23.501. 

- Store the received UE Security Capabilities in the UE context. 

- Store the received Security Key in the UE context and, if the NG-RAN node is required 

to activate security for the UE, take this security key into use. 

 

Figure 17. InitialContextSetupRequest message 
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PDU Session Resource Setup intends to assign resources in the NG-RAN to one or several PDU 

sessions and their corresponding QoS flows, DRBs (Dedicated Radio Bearer) etc. for a given UE. 

This message contains all the information that the NG-RAN requires to setup such PDUs which 

are included in the PDU Session Resource Setup Request List IE. Once NG-RAN receives such 

information, if it has the requested resources available it will send a response message confirming 

the creation of such PDU sessions with their defined characteristics. In the case of this test only 

one PDU session, the default one, is created. Figure 18 shows this information: 

 

Figure 18. PDUSessionResourceSetup messages 

• SMF – UPF  

First of all, the PFCP Association Request to UPF starts. This allows SMF to associate itself with 

the UPF through their IP addresses, with its consequently response. The following figure shows 

a traffic capture of Wireshark here such request and response are shown: 

2020-10-05T11:23:58+02:00 [INFO][SMF][App] Send PFCP Association Request to UPF 
2020-10-05T11:23:58+02:00 [INFO][UPF][Util] [PFCP] Handle PFCP association setup request 
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2020-10-05T11:23:58+02:00 [INFO][UPF][Util] [PFCP] Association Setup Response 

Figure 19. PFCP Association Setup 

Under the PFCP protocol, the Association Setup Request allows to setup and update an 

association between CP and UP functional elements. This message has a list features, to inform 

the other elements about capabilities. The origin of this messages is SMF towards the UPF. 

 

Figure 12. 

After this process, SMF obtains the UE subscription details from UDM and PCF and sends a 

PFCP Session Establishment request to UPF to create a Session Management context for UE, this 

is used for the PDU Session and contains a set of rules for processing and forwarding UP traffic. 

As it can be seen in Figure 20, there are some IEs included in this message that includes 

characteristics of traffic classification, queuing, scheduling, and marking/remarking [25]: 

- PDR (Packet Detection Rule): It includes PDI (Packet Detection Information) to 

classify DL traffic. 

- FAR (Packet Forwarding Rule): Processing operation such as forward packets, 

duplicate, send to CP etc. 
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There are some other indicators that will not be explain here such as QER, URR and BAR. 

2020-10-05T11:23:59+02:00 [INFO][UPF][Util] [PFCP] Handle PFCP session establishment request 
2020-10-05T11:23:59+02:00 [INFO][UPF][Util] [PFCP] Session Establishment Response 
2020-10-05T11:23:59+02:00 [INFO][SMF][Pfcp] In HandlePfcpSessionEstablishmentResponse & {1000 
Kbps 1000 Kbps} 
2020-10-05T11:23:59+02:00 [INFO][LIB][PFCP] Remove Request Transaction [2] 
2020-10-05T11:23:59+02:00 [INFO][AMF][Producer] Handle N1N2 Message Transfer Request 
2020-10-05T11:23:59+02:00 [INFO][AMF][NGAP] [AMF] Send PDU Session Resource Setup Request 

After the default parameters are set, another PFCP Session Modification request is sent to update 

both PDR and FAR parameters to better adapt the traffic data to the network. In this case, the 

purpose of these last messages is only to test that they can be used. Figure 21 shows this: 

Figure 20. PFCP Session Establishment 
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Figure 21. PFCP Session Modification 

At this point both processes have completed their tasks successfully and the registration process 

is complete, with all the NFs functioning as they should. The last message that TestRegistration 

sends is simply a ping within the UPF´s network to check that it works as it should be. In the 

configuration files, a subnet is defined with a set of IP addresses with 60.60.0.0/16, which can be 

checked in the Annexes. The following Wireshark capture shows the successful ping: 

 

Figure 22. Successful ping 
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The following chart also shows a complete message exchange between network elements to 

connect a device intro the 5G Core: 

3.3.2.2 TestGUTIRegistration 

Global Unique Temporary Identifier (GUTI) is a core network temporary identifier which can be 

found within AMF.  

Figure 23. PDU Session Establishment according to 3GPP´s TS 23.502 version 16.4.0 
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Figure 24. GUTI structure [26] 

GUTI is provided to the UE upon registration by AMF in the Registration Request message and 

it is update it periodically since this identifier may change over time. Figure 24 shows its structure: 

- MCC (Mobile Country Code): Identifies the country that the UE uses. 

- MNC (Mobile Network Code): Identifies the telecom operator that the UE uses. 

- AMF Region ID: Identifies the region where AMF is located. 

- AMF Set ID: Identifies uniquely AMF within the region. 

- 5G TMSI (Temporary Mobile Subscriber Identity): It is an identifier generated by 

AMF during the registration of the subscriber that uniquely identifies it. 

 

Figure 25. GUTI 

TestGUTIRegistration shows this identifier when registration message is sent. In order to observe 

it, we need to set a filter on Wireshark that only displays NGAP messages. Also, we can set 

another filter to see only the IP address 127.0.0.1 which is the AMF´s IP address. This NF is in 

charge of conforming such identifier and sending it to the UE. 
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3.3.2.3 TestServiceRequest 

This test delves in the PFCP Session Modification messages. As shown in the TestRegistration, 

in Figure 21, several parameters are set, in this case PDR and FAR. Each PDR identifies a FAR 

and each FAR set a new rule for packet forwarding. In this test there are several updates of such 

parameters for each PFCP Session Modification message, therefore it simply updates the 

information already explained in the previous test. The following figure shows this: 

 

Figure 26. PFCP Session Modification messages 

3.3.2.4 TestXnHandover 

NG-RAN handovers are one of the greatest challenges that 5G communications pretends to 

resolve regarding 4G handovers in terms of delay, latency, and resources disposal. The new type 

of handovers increases network efficiency, allows faster deployments, and distributed and 

adaptive solutions to reorganize nodes that minimizes handovers over gNodeB base stations [27]. 

In 5G RANs and from the point of view of network interfaces, there are two types of handovers, 

Xn and N2. In this test Xn handover will be explain while N2 will be shows in another test further 

in this document. 

Xn handover consist of a handover between gNodeB base station directly linked through the Xn 

interface, this means, without AMF re-selection. This type of handover uses N2 Path Switch 

messages to perform such change as shown in the following figure.  

This test shows a handover when switching from NG-RAN. Since we are only analyzing the crore 

network, this test only shows messaging between NFs. The following graph show the message 

exchange between elements: 
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Figure 27. Xn based inter NG-RAN handover (ETSI TS 123 502 V15.2.0 (2018-06)) 

In this case Wireshark shows messages 1, 3, 4 and 7. Message 1 carries a List of PDU Sessions 

to be switched with N2 SM Information, List of PDU Sessions Rejected with a rejection Cause 

per PDU Session, UE Location Information) (Figure 28). 

The previous message is accepted by message 7 and the PDU Session changes with it. For 

messages 3 and 4, there are not many differences in comparison with other cases already studied. 

Figure 28. Path Switch Request message 
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These messages carry SMF notification to UPF that it should discard downlink data for the 

original PDU Session from the first NG-RAN. 

3.3.2.5 TestDeregistration 

This test will carry the same registration messages as the test described in 3.3.2.1, therefore only 

the messages related with deregistration from the network will be shown. 

 

Figure 29. Deregistration test 

After a UE is attached to the network, this same device can send a deregistration message which 

is picked up by AMF. Such message contains the identification of AMF, PDU Session and RAN 

where UE is subscribed to. In the Wireshark capture, it shows such message followed by another 

two. UEContextReleaseCommand message carries the deregistration function, and the last 

message is used to confirm detachment from the network. 

3.3.2.6 TestPDUSessionReleaseRequest 

This is very similar to the previous examined. In the deregistration test, a UE would detach itself 

from the network entirely. In this test, UE will no detach but the PDU Session initially established 

will be release. It is important to remark that in this test there is only one PDU Session created, 

the default one, which is the one to be released, but in a real scenario several PDU Sessions can 

be dynamically created and released according to traffic needs for the same UE. 

After a successful UE´s registration, if the PDU Session needs to be released the first message 

that needs to be sent is the PFCP Session Modification message from SMF to the associated UPF 

to inform of such PDU release. In the case of this test, this message is different (PFCP Session 

Deletion message) since there is only one PDU Session created the default one, therefore once 

deleted, SMF and UPF will have no GTP-tunnel to share data and, consequently, they will have 

to cease their relationship until a new PDU Session is established. 
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Figure 30. PDU Session release 

Once SMF and UPF have update their new state regarding PDU Session release, AMF will delete 

such PDU Session and send back this information to UE, always expecting its confirmation 

response. Figure 30 shows this release un the AMF side. 

3.3.2.7 TestPaging 

Paging is a technique long used in several generations of mobile networks. It is used to reduce 

UE power consumption which is very limited nowadays. Although we will not go into detail, it 

is important to know that most of the time a UE attached to a network is working on an IDLE 

mode, this is a sleep mode to reduce power consumption. Paging consists in a radio channel 

(PCCH) which tells periodically to the UE if it has new information, data, etc. This allows UE to 

leave IDLE mode whenever there is new information to be sent or received. Now in 5G, paging 

works in a similar way that the rest of the generations with a few differences that adapts it to the 

new mobile communication standard, although these differences will not be explain here [28]. 

The test carried out here intends to check the correct functionality of the paging process within 

the 5G core network. The first message relevant towards this test after registration is the 

UEContextReleaseRequest which it is used to enable the NG-RAN node to request the AMF to 

release the UE logical connection. This happens because a handover is required since the UE is 

moving out of the NG-RAN zone of action and the timer guarding the handover has abnormally 

expired. This means no new connexon towards new RAN has occurred. After such message, the 

respectively release commands are send as seen in previous tests. 
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Figure 31. UEContextRelease message 

Now we have an unconnected UE device that is RRC_inactive state since is not connected to any 

RAN. RANs are grouped in Tracking Areas with an identifier (TAI). According to ETSI TS 138 

413 V15.1.0 (2018-09), this parameter is the basis for device tracking on core network level. The 

paging message contains this information to allocate UE. Once UE is unregistered, the paging 

message starts and once UE reads it, registration starts once again: 
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Figure 32. Paging message 

Last message that this script launches, tests the UE´s correct registration into the core network 

due to the paging message by sending a simply GTP message saying “hello” to another UE 

connected in the same network: 

 

Figure 33. "hello" message 
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3.3.2.8 TestN2Handover 

N2 handover are the second type of such transfer between gNodeB base stations for UE mobility 

mentioned in a previous test already described (3.3.2.4). It occurs when an inter-region handover 

is required and therefore, a need for an AMF re-election is compulsory. This is the most inefficient 

type of handover in terms of delay and number of exchanged messages, which tend to be 

minimized [27]. 

The messages exchanged between modules is very different and more complex than the Xn 

handover as it used the HandoverRequired message instead of N2 Path Switch message used 

before. The following diagram of exchanged messages shows this, standing S for Source and T 

for Target: 

 

Figure 34. N2 based inter NG-RAN handover 

The first thing needed is for the source NG-RAN to send the HandoverRequired message towards 

the source AMF which contains the following information, after that the S-AMF selects the T-

AMF: 

- Target ID. 

- Source to Target transparent container. 

- SM N2 info list. 

- PDU Session IDs. 
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- Intra system handover indication. 

 

Figure 35. HandoverRequired message 

Figure 35 shows this information. It is important to clarify that because these are a series of very 

simple tests, some information can be confusing. In this case the previous figure shows that the 

Target NG-RAN has the same id and PLMN than the source one. Also, the source address should 

be from the S-AMF (127.0.0.1) to the source NG-RAN, not to AMF to AMF as it appears here.  

In a real scenario this should not happen as the handover occurs between different base stations. 

After selecting T-AMF, the following message is the HandoverRequest, which is sent from target 

AMF to target NR-RAN. Again, due to the simplicity of the test the source and destination IP 

addresses of this message appear to be from S-AMF to S-AMF. This message informs the new 

base station of all the information received from the S-AMF needed to authorize the UE, such as 

PDU Session, QoS Flow, bitrate profiles, GUTI etc. To this message the base station responds 

with and ACK to confirm the reception of such information. Next Wireshark capture shows this: 
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Figure 36. HandoverRequest message 

Once all the information needed for the success handover is send and receive, with 

HandoverCommand the actual handover occurs and with HandoverNotify, confirmation of its 

success is sent. After that the UE will start NAS registration procedure in the target AMF and 

base station. 

3.3.2.9 TestNon3GPP 

Non-3GPP access technologies are basically non-official access points that allows UE to 

communicate with the core network through the Non-3GPP Interworking Function (N3IWF). 

They act as RAN, but it is not standardized by 3GPP, and their main functionality is to extend 5G 

network to more systems acting as a gateway for devices such as sensors for IoT. It also can be 

used to transmit in non-licensed spectrum bands since in 5G the combination of both is also used 

depending on the traffic priority, boosting spectrum´s efficiency. 

This test only sets, through NAS protocol, the parameters of a non-3GPP access, therefore it is 

not very informative. To configure such entity the test uses the configuration file n3iwfcfg.config. 

This file configures the AMF IP address to 100.200.200.1, which is different from the other tests. 
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Figure 37. Setup of non-3GPP 

3.3.2.10 TestReSynchronisation 

When UE registers itself into a new network, new AMF initiates the authentication procedure 

with UE. To do this, AMF send the key selector, RAND and AUTN parameters to UE. Once UE 

responds to the authentication challenge, it stays registered into the AMF. 

This test shows the AuthentificationRequest message from AMF to UE and its failed response. 

After receiving such response AMF will immediately try again until the UE answer positively. 



3. Evaluation of 5G Current Platforms 

MASTER THESIS | Universidad Politécnica de Madrid                                                                             47 

 

Figure 38.  UE´s authentication messages 

3.3.2.11 TestULCL 

An ULCL is an UPF functionality that aims at diverting uplink traffic, based on filter rules 

provided by SMF, towards Data Network (DN). It refers to the capability of the UPF to route 

uplink traffic flows of the same PFCP Session to two or more PDU Session Anchors [29]. 

This test shows that a single UPF has several IP addresses to send different types of data towards 

different Data Networks. In this case this data consists of ping requests and responses. Thanks to 

the Uplink Classifier a single PDU Session carrying data can be separated into different flows and 

redirected towards different DN. In the following capture, we can see that the registration process 

is the same as in TestRegistration but with several IP addresses. 
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Figure 39. ULCL messages exchange 
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At this point of the document, an introduction of the Fifth Generation of cellular networks has 

been presented, followed by an exhaustive state of the art describing the current solutions on the 

5G core networks that are or have been developed until the date of this document. Once all the 

different platforms have been described, Free5GC has been chosen to be the starting point of our 

research. This core has been properly documented, described, and installed within the 

environment setup. Several tests offered by the Free5GC team have been executed to check the 

proper operation of it and they have been studied and analyzed with the traffic analyzer, 

Wireshark, to check all the different messages exchanged between Network Functions. These 

messages have been compared with the official NAS documentation provided by the 3GPP 

organization to check that indeed, such core network follows the standardized protocols. 

 

4.1 SCOPE 

The main goal of such research is based on open-source solution of a 5G core network, in this 

case Free5GC, to compute a simulator tool that allows to analyze the capabilities of 5G core 

networks by developing different use cases. Such simulator will run as a completely independent 

software tool and it will not depend on the Free5GC, so it can be used to test other CN from other 

entities. CN capabilities will be checked in a series of preconfigured tests of own development 

although, they are based on the Free5GC tests which are provided to check the correct operation 

of such software (see 3.3.2 for further details). These tests will be described in a series of chosen 

use cases that are presented further in this document. Such tests will be executed inside an 

application of our own making that uses Free5GC capabilities, together with other analyzing tools 

such as Wireshark or bash tools, conclusions will be draw and presented to describe some of the 

behavior that this core networks have within the environment which is being tested for future 

investigations.  

Therefore, the next step in this research will be based on one of the latest releases of the Free5GC 

project in its simplest version. This means that no extra tools will be installed along the core 

network as proposed by the team developer. Some examples of these addons are, simulators of 

Non-3GPP Access (N3IWF), UE and gNodeB simulators, and some other tools as Free5C 

deployment on docker compose. These tools will not be included in this research. 

 

4.2 ADAPTING CN FOR TESTING TOOL 

To start the development of such simulator tool, there are some previous information that needs 

to be explained before we can present the actual tool. 

4.2.1 CN as a software tool 

The Free5GC team have developed this project in its majority (96,8% according to its GitHub 

repository) in the programming language of Go. Go (or Golang) was first designed by Google in 

2007 to improve programming productivity. This language is mostly statically typed and 

compiled, very similar to C but with some detrimental differences such as memory safety, 

structural typing, and some others [30]. Since it is an opensource project, within its development 
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we can find several releases. At the time of the study of this core, the latest release is v3.0.4 and 

it will be the one to use as the starting point of our own development. 

The first logical step to modify Free5GC code to our interests is to install the proper programming 

environment. After reviewing several software tools that support Go as a programming language, 

for example Eclipse, the project has been modified in the Goland platform for Linux designed by 

JetBrains. This platform was chosen mainly because of its ease installation for all the necessary 

tools (only Go is needed). After setting up Goland with some more add-ons for bash 

programming, it can be launched from the Linux command window, Figure 40 shows its interface. 

Once Goland is successfully installed, importing the last version of the Free5GC is no different 

from any other program. The first time the importation may take some time to get all libraries and 

packages needed to correctly compile the code. 

Free5GC, as a software tool, has all the common files and folders that a software development 

project has. Some of these are: 

• Bin folder: contains all the binaries ready to be executed by Linux compiler, GCC in this 

case. 

Figure 40. Goland by JetBrains 
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• Lib folder: contains all the packages and libraries needed in the program when executing 

their modules, in this case, the NFs and others. In this folder 

many implementations of the 3GPP protocols are found such as 

NAS, NGAP or PFCP. They should behave as the standardization 

dictates. 

• Src folder: This directory gathers all the different Network 

Functions that Free5GC has implemented so far, which are: NRF, 

AMF, AUSF, NSSF, PCF, SMF, UDM, UDR, UPF. This folder 

also contains a directory called test which contains all the go tests 

that can be tested in the core network, these will be modified for 

our purposes. 

• Config folder: Contains all the configuration files already 

described in section 3.3.2. These files will be mentioned again in 

the following section. 

In the root folder we can also find the two files that are detrimental for 

our solution, run.sh and test.sh. Run.sh will execute all the NFs and with 

them, the core network itself. Each of the network functions are configure 

inside the network according to data inside the configuration files. It also 

allows to close the CN in an orderly manner. Note that the file 

registration_test.go contains all the test executed in section 3.3.2. 

Test.sh allows to execute the desire test that one desires to run. Go has a 

specific library to test code developed. Free5GC uses this to test the core network once it has been 

launched. The bash scrip will look for the test methods available inside the path src/test and it 

will execute one or all the tests depending on the bash instructions. 

4.2.2 CN modifications 

4.2.2.1 Network configuration 

As seen in previous chapters, the setup which the core network is preconfigured makes all NFs 

have the same local IP address, 127.0.0.1, which refers to the loopback interface of our Linux 

machine. Each NFs is differentiated by the port number that is assigned in the configuration files. 

To get a more realistic environment, some changes are made in this configuration which are going 

to be described now. The core network is being launched in a single laptop with Linux installed 

natively. It will not have any virtual machines to simulate different places since it is not the scope 

of this study, although it is important to understand that in a real scenario, each NF can be located 

separately from the rest of them, which gives us a decentralized core. This allows the network to 

be more customizable, flexible, and efficient.  

Since the entire core network will be executed inside one machine, it is necessary to set different 

network interfaces with different IP addresses to appropriate differentiate them. This allows to 

create an environment where NFs are executed in different networks, simulating different places, 

although it all occurs within the same machine. Such interfaces also allow to identify each 

message send between NFs with its assigned IP address in Wireshark, which in the tests executed 

in the section 3.3.2 could not be easily done since all the elements, except a couple of them, had 

Figure 41. Go executable 

tests 
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the same address. The following figure shows the same registration test already shown before in 

section 3.3.2.1 although this time the elements inside the network can be recognized: 

Figure 42. Registration test with different IPs 

For our purposes, only AMF, SMF and UPF will have different addresses. The rest of the NFs 

will be identified with 127.0.0.1 with a different port since they are not subject of study in this 

research. To setup IP addresses and assign them to each NF it is required to do two different 

things. 

The first thing is to assign the IP address to each NF in the configuration file corresponding to 

each NF, for example, for AMF´s IP address the file is amfcfg.conf. The configuration files can 

be found in the Annexes. Such files will configure AMF, SMF, UPF, UEs subnet and the GTP 

tunnel to internet through the main interface of the machine which is enp0s3 through 

192.168.1.60, although such interface and local IP address may change throughout this document 

(other interfaces used eno1, wlp2s0). 

The second thing that needs to be configured is when launching the core network, it will also need 

to setup such IP addresses so they can be assigned to the corresponding NFs. For this, the run.sh 

file, which launches all the NFs of the core, will have to setup the different network interfaces: 

sudo ifconfig enp0s3:amf 10.100.200.3 up 

sudo ifconfig enp0s3:gnbn 10.100.255.39 up 

sudo ifconfig enp0s3:smfp 192.168.2.1 up 

sudo ifconfig enp0s3:upfp 192.168.2.2 up 

sudo ifconfig enp0s3:gnbg 10.200.200.1 up 

sudo ifconfig enp0s3:upfg 10.200.200.102 up 

sudo ifconfig enp0s3:ue 60.60.0.101 up 

An additional configuration in run.sh can be done to configure the GTP tunnel from UPF to the 

internet. To prevent Ubuntu´s firewall to discard some traffic, it is recommended to disable its 

firewall: 

sudo systemctl stop ufw 

Also, it is important to create a new entry inside the NAT table that will redirect all the traffic 

from the UEs’ subnet to the Linux machine´s gateway. This configuration gives the core and more 

specifically, the UPF the ability to send and receive data from the internet which it will be shown 

later. Adding this entry to the NAT table creates a logical path through the network from the UEs’ 

subnet to the machine´s gateway. In this case, the gateway is the IP address for the internet 

interface enp0s3. Since such IP is the laptop´s gateway, it means that every traffic to the internet 

will be send to the gateway and then to the router default address (192.168.1.1). From that point, 
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the router will be in charge of sending, receiving the data back to our machine´s gateway and to 

the UE. For this reason, the following bash instruction is required: 

sudo iptables -t nat -A POSTROUTING -s 60.60.0.0/24 -j SNAT --to-source 192.168.1.60 

 

4.2.2.2 Bash scripts 

On one hand, the CN uses a Bash script called run.sh. This script is a modified version of the 

run.sh that Free5GC team uses to launch the core. It is used to launch and kill the core when 

required, however that is the basic version that original project had provided. In the new script 

some extra configuration and functionalities have been added to ease the configuration of the CN. 

The first thing that this new script does is to extract all the IP addresses form the core.yaml file 

that are linked to the different NFs. The script also stores other variables such the current internet 

interface that the machine uses, its IP address and the UE’ subnet. Once these parameters have 

been recovered, the script adds new interfaces for each NFs with a different IP address from the 

loopback interface (usually 127.0.0.1). It also deletes older entries from the NAT table and sets a 

new entry for the UE’ subnet to communicate with the machine’s IP address to internet. This 

allows the UPF to send data over the internet. The next step is to stop Ubuntu’s firewall to prevent 

it from blocking any traffic. All these configurations will be undone when shutting down the CN 

in the same script. Below it is shown a sample of the code inside run: 

- Saving variables from core.yalm: 

AMF=$(awk '/amf_ngap:/{ print $2}' core.yaml) 
GNBN=$(awk '/gnb_ngap:/{ print $2}' core.yaml) 
SMFP=$(awk '/smf_pfcp:/{ print $2}' core.yaml) 
 
  . 
  . 
  . 

- Setting up NF interfaces: 

ifconfig $NETIF:amf $AMF up 
echo ">> AMF: $AMF" 
ifconfig $NETIF:gnbn $GNBN up 
echo ">> GNBN: $GNBN" 
ifconfig $NETIF:smfp $SMFP up 
echo ">> SMFP: $SMFP" 
 
  . 
  . 
  . 

- Modifying each NF’s configuration: 

# Dirección AMF 
NGAPLINE=$(awk '/ngapIpList/{ print NR; exit }' amfcfg.conf) 
NGAPLINE2=$((NGAPLINE+1)) 
sed -i "${NGAPLINE2}s/-.*/- ${AMF}/" amfcfg.conf 
 
echo "> Configurando smfcfg.conf" 
 
# Dirección SMF 
NGAPLINE=$(awk '/pfcp/{ print NR; exit }' smfcfg.conf) 
NGAPLINE2=$((NGAPLINE+1)) 
sed -i "${NGAPLINE2}s/addr.*/addr: ${SMFP}/" smfcfg.conf 
 
  . 
  . 
  . 

After running all the commented code, this script will initialize each Network Function starting 

with NRF and followed by AMF. 
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4.2.2.3 CN configuration file 

To adapt Free5GC to our interest, some changes have been needed as we have already seen. The 

original version of such software allows to execute, on one hand, the core network, and separately, 

the tests. If run.sh is executed, it will launch the core network with the configuration files setup. 

If afterwards test.sh is executed to test some characteristics of the core, it will display an error. 

This is because the tests are designed to operate independently from the core network. It means 

that when they are launched, such tests will initiate the CN, perform the test commanded and then, 

the CN will shut down. 

To configure our environment and the core in a comfortable way, a configuration file, core.yaml, 

has been created. The purpose of this file is to store the necessary variables for configuring the 

core with the necessary IP addresses among other things. Its full content can be seen inside the 

Annexes. In such file, we find several sections that are used differently, all of them needed to 

setup appropriately the environment already described: 

- Network Functions: This part is used both in the core and the 5GTester tool and is 

included in both files. For the first one, it is used to set up all the configuration files 

already mentioned (section 4.2.2.1) for each NFs that compounds the CN. 

This configuration file helps to quickly launch the Free5GC core network with the modified 

version of the run.sh in Bash. This file contains all the IP addresses and interfaces that the CN 

needs to launch properly in a fast and efficient way. 

- Network: This section allows to indicate the machine’s network interface that has access 

to internet where the CN will be executed and should connect to. This variable is used to 

configure within the machine where the CN is allocated, the routing tables required to 

exchange information with external networks outside the local environment. This could 

be very useful because it allows to define new use cases in the application such as tests 

related with internet connections, for example, downloading a YouTube video using the 

5G core network. 

- Test setup: It also contains information for the CN. Parameters such UE subnet to 

connect different UEs and assigned them IP address is needed. It also sets up a UE IP 

destination address to test the connectivity between UEs. 

Since we want to recycle the tests to our purpose, it has required to change the tests’ code to 

prevent them from launching the CN. The interesting part of this would be to start manually the 

CN with run.sh modified and then, carry all the tests desired in such launch, one after the other.  

4.2.2.4 CN database 

There is an extra element which has not been mentioned before, MongoDB. Free5GC team uses 

an extra NF which is called NFR. They use it to manage all the NFs within the CN and therefore, 

when launching Free5GC, it is the first to be configured and ready. This is mandatory, we have 

found out these from a series of errors that appeared when modifying the project. If NFR is not 

the first network function to be initiated, the core cannot be launched. As already mentioned, this 

element is in charge to organize and control the rest of them, the main functionality of such item 

is to act as a middleware between the database used to allocate all the core´s data and the network 

functions. When each of the network functions are initiated, the first thing that they need to do is 
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to register themselves inside such database through the NFR, after that they will initiate their 

configuration instructions.  

This database uses MongoDB which is a very modern DDBB that is acquiring each day more 

attention. It is currently being used by many great software companies such as Google, eBay, 

Verizon or even Coinbase in the stock market [31]. MongoDB defines itself as “a document 

database, which means it stores data in JSON-like documents”. They also believe this to be the 

most natural way to think about data and is much more expressive and powerful than the 

traditional row/column model. They have a strong position for the JSON format since it provides 

productive ways to work with arrays, nested objects, and data in general, which also allows 

flexible and dynamic schemas. JSON allows to sort and filter in an easy and efficient way data to 

be recovered in the less time possible with the minimum process resources. For this and many 

more, MongoDB is widely used in the data analysis field, where agile apps allocated in servers 

are becoming more popular with time. These features make MongoDB very appropriate to be 

used to allocate data from 5G core networks. In our specific case, MongoDB will store and 

organize information about subscriptions from NFs as well as client data (UEs). 

With that being said, Free5GC has also developed a web console interface run in a local server to 

show, create, and modify information from UEs. This is particularly useful since it allows to sign 

up UEs, register them into the CN, modify its parameters, consult their state, or delete them among 

other functionalities. To use this interface, it is required to run a local server from the web console 

folder, inside the Free5GC project directory: 

go run server.go 

After launching the server, inside a browser we only need to type its local address 

(127.0.0.1:5000). It will redirect us to a login screen which take us inside the DDBB for 

administrating UEs. The following figures show the different information that the interface 

presents to the administrator. 

 

Figure 43. Subscriber’s page 
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Figure 45. Edit Subscriber page 

Figure 44. Realtime status page 
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Figure 46. Connected UEs' information 

After login is completed, the DDBB web console interface shows 3 different sections: analytics, 

subscribers, and real-time status.  

“Analytics” section does not show any information for now. Hence Free5GC is constantly under 

development, in a near future this window may show more information.  

“Subscribers” section shows all the clients (UEs) that have permission to connect (register) to the 

CN. In a real scenario this situation would be the equivalent to the clients from a certain telecom 

operator. Only clients subscribed to such operator have permission to access such network, this 

can be seen in Figure 43. This section allows to delete UEs or even to modify their information. 

In Figure 45 this is shown, with some of the information the database stores from UEs. While this 

information is basic to connect to the core network, in a real CN many more information from 

clients is stored.  

In the last section, “real-time status”, the interface gathers all the current registered UEs to the 

CN (Figure 44), which is equivalent to the number of devices connected to a network which 

allows them to send and receive data. This information is quite useful in the coming tests since it 

will help to evaluate the core capabilities. Inside this page we can consult the status of each 

connected UE (Figure 46), such as its state, GUTI, MCC, MNC, PDU id if it has been initialized, 

IP address and some more. 

MongoDB takes a particular place within the development of 5G core testing tool. As mentioned 

before, such tool is based on the tests that Free5GC provides in the registration_test.go file. Such 

file contains all the test that can be carried out and in each of those tests MongoDB instructions 

are used to insert UE data inside the database. Hence it is our desire to separate completely such 

testing tool and Free5GC, code lines regarding MongoDB must be removed. Once that is done, it 

is required to develop a script that can make subscriptions within the DDBB. 

The result of previous section is two different files that depend on each other: 

- 5gv_subscribers.sh: It is a Bash script at the root of the project that allows to quickly add 

subscribers to the networks so they can be register. It allows up to 2 parameters: 
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o Parameter 1: It indicates how many UEs should be added to the database. It starts 

from IMSI 00000000 up to the number indicated. If instead of a number, the 

parameter introduced is “del”, it will remove from database all previous added 

subscribers. 

o Parameter 2: It allows to enter a PLMN identifier. A PLMNI is made of the MCC 

(Mobile Country Code), which is a 3-digit number identifying the country where 

such IMSI belong to, and the MNC (Mobile Network Code) which is a 2-digit 

number indicating the telecom operator which that IMSI belongs to within that 

country. If no parameter is given, it will automatically subscribe UEs from the 

Free5GC PLMN (Thales/France 20893). This parameter will be useful for a 

specific test that will be described in the next chapter. 

-  5gv_subscribers.go. It is a go file which is called from the Bash script located at src/test. 

It consists of an extra test and thus, it becomes easier to execute. It carries the necessary 

code to add subscribers into the DDBB. 

Figure 47. 5gv_subscribers.sh with one parameter 
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Due to the core limitations, once a UE has been successfully registered, if we try to register it a 

second time without putting it into the database the core will throw an error, therefore, to avoid 

that is required to execute the 5gv_subscribers.sh script again. 

4.2.3 Modified version overview 

Having described all the tools that needs to be executed together with the modified version of 

Free5GC, the following figure shows the entire network structure of the CN. This figure will used 

to describe the entire network´s behavior since it describes all the IP addresses relevant for our 

environment. This setup will be built at the launch of the core network. Such configuration must 

be done in the configuration files so every NF can be deployed in the correct interface so they can 

communicate between each other. How to configure and deploy such infrastructure will be 

described further in the document, in the description of the application created as a consequence 

of this research. The schematic is shown in Figure 49, every modification in such diagram, if 

needed, will be documented as well. 

Take notice of the communication protocols used or each link between NFs. NGAP, GTP and 

PFCP are the main protocols that communications in 5G networks are detrimental inside their 

core networks. Although the description of such protocols is out of the scope of this study, they 

have been introduced in section 2.3.2. of this document.  

From the diagram below, 4 main elements are interconnected which are, MongoDB, Gateway, 

Free5GC and the testing tool: 

- MongoDB is the database that Free5GC uses to store its own information and its 

subscribers’. In the next section, a more detailed discussion will be presented. 

Figure 48. 5gv_subscribers.sh with two parameters 
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- Free5GC, as we know now, is the heart of the system. The application of own design 

will base its functionalities and capabilities around the Free5GC core network. 

- Testing tool takes the greatest part of this research’ work. It is a tool compatible with any 

5G core network and, in particular with Free5GC. It is able to execute several tests to 

check the reach of the core’s possibilities. It will be described later. 

- Gateway is the interface that connects the CN with the available router. This element can 

be located within a laptop, as this case, virtual machines or in a remote pc with internet 

access. The gateway is in charge to connect the core with the internet. 

 

Figure 49. CN environment 

Figure 50 shows the different subsystems working together, except for the gateway which is only 

an interface within the machine and do not have a visual window. Wireshark is used to check the 

information and messages exchanged between NFs and subsystems. 

There is also another tool displayed which is called my5G-RANTester. It is an extra simulation 

tool has been used to test Free5GC separately as it is wished for the testing tool that we wished 

to create. The project is also opensource and has relative active community. They provide UE and 

RAN simulator for 5G core networks, specially tested on the Free5GC and it is also written in 

Go. Its installation and wiki are easy to use and comprehend, as well as the configuration needed 

to attach it to the Free5GC core network [32]. This tool was used to make quick and simple test 

on the core to check several connectivity issues. Since its functionalities were very limited, it is 

substituted by our own application, which will have many more features and functionalities so in 
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the case of the figure below, that window is substituted by the one that our own application 

displays. 

 

 

4.3 5GVINNI-CLIENT 

The scope of this thesis is to get a final application which contains several functions with the 

ability to test any 5G core network. This means to simulate one or several UEs, connect to the 

AMF and UPF from the desired CN, and once connection is established, to carry out all the tests 

prepared that the user wants to check. To do this, a deeply thorough study has been required to 

understand the current situation of real 5G core network implementations, how do they work and 

what subsystems are subdivided into. This document gathers, selects, and describes all these 

aspects, so after a careful reading one can understand many concepts of such subject which is still 

under development. 

From now on we will refer to this testing tool as 5GVINNI-Client. This program was built based 

on the Free5GC´s tests, but it runs completely separated from the Free5GC core network, so it 

can be executed and tested with other current CN solutions from other development teams. This 

is the main objective of this research. Free5GC is the starting point from where this application 

has been designed. The tests the team of such project provides to test their CN have been very 

helpful to develop such tool, and thus, 5GVINNI-Client is strongly based on those, although with 

serious modifications. Strong enough to export it as an entirely new and independent platform to 

test any 5G core network. The application simply needs to configure an AMF and UPF address 

from the CN to test so it can establish the connection and start sending information either in the 

Control Plane or in the Data Plane or even both. 

Figure 50. Work environment 
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In this section, we will be reviewing all the important aspects of this development and all its 

current capabilities and limitations. To do this, it is important to recognize which are the 

technologies that are supporting this development. 

5GVINNI-Client works mainly with a configuration file where the user can configure several 

aspects of the application and test to carry out. Once the parameters have been set up, launching 

the core network to be tested and the tool is very straightforward. 

During the composition of this document, the testing tool for 5G core networks have been 

exclusively used to test the Free5GC core network which is the one that is based on. This means 

that all the results and conclusions obtained from such tests are exclusively for this specific CN. 

However, 5GVINNI-Client has been designed and thought to be an independent project so it can 

be tested in any other core, with the proper configurations and modifications. Therefore, similar 

results should be obtained as all CNs are based, as we have seen earlier in this text, on the 3GPP 

specifications for the fifth generation of cellular communications. 

The following sections describe the different technologies and resources that compounds 

5GVINNI-Client. Some of these resources will start from the original structure of the Free5GC 

project and some other will be designed from its very beginning. This will be indicated in each of 

different modules that constitutes the entire system. 

4.3.1 Configuration file 

In this environment we will be using a configuration file, config.yaml. This YAML file has a 

structure similar to JSON with keys and values separated by ‘:’, however this format has been 

chosen because both Golang and Bash have the necessary tools to easily read and write variables 

in such file. 

This file has a very similar purpose to the configuration file created for the Free5GC core. Its full 

content can also be seen inside the Annexes. This configuration file supports the 5GVINNI-Client. 

As the CN before, this file depends on a Bash script, client.sh, to launch and connect to any CN 

and to perform all the test that the user needs: 

- Network Functions: It is used to connect with same the AMF and UPF than the core 

network for control and data plane, respectively.  

- Test parameters:  The variables allocated here are for the exclusive use of 5GVINNI-

Client. They contain the necessary information about what type of tests one wishes to 

perform on the CN. Since there are several tests that can be launched, there are several 

variables that can be edited, for example, number of UEs to be registered, deregistered or 

ping address among some others. All the possible tests that this application offers will be 

described in detail further in this document. 

- UE: This section contains the IMSI of the first UE to be register in one batch. It has a 

default value, but it can be changed to any other, as long as it has the same structure. 

While performing the tests this value is incremented and it will be overwritten for a new 

available UE that has not been used yet for future tests. However, this value can be set to 

default if desired. All UEs previously registered will be deleted within the CN once it 

shuts down and new subscribers are added. 
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4.3.2 Golang 

The advantages and possibilities of Golang have already been mentioned as a programming 

language. Almost the entire Free5GC core network has been written and developed with such 

tool, including the tests the team provides. Since this is the main reason to choose Go as the main 

language to program 5GVINNI-Client, some of its code and content is based on the Free5GC 

project. This does not necessarily mean that this tool is not compatible with other CN solutions 

developed with other technologies. This tool should work with all CN that has an AMF, SMF and 

UPF implemented. The application simply needs to obtain its IP addresses, and in some cases, it 

may need to suffer minimal changes in the way tests are carried out. 

To correctly separate the CN from its tests in the Free5GC project it has required to create 2 

different projects that do not depend on one of the other. This means that the CN and 5GVINNI-

Client will be using its own libraries inside its own directory, respectively. To properly separate 

both applications, we had to import all the libraries needed from Free5GC, NAS implementations 

and the use of the testing libraries that the Free5GC uses. The project will have a src folder where 

there are two directories, free5gc, where all NAS libraries are located, and tglib, that contains all 

the external packages that tests in the Free5GC core use. 

After extracting the necessary libraries and coping them into the new project, two files have been 

created: client.go and client.sh. Client.go is inside the src directory, and it is the Golang file where 

the main is located. Such main has the code that will activate the different tests we desire to 

perform. This file will be described further in the document since it is the heart of the testing tool. 

Client.sh will be the program´s execution Bash script that compiles client.go. It also has some 

configuration instructions that are needed for the correct performance of the tool. 

When this process was concluded, both applications worked independently from each other as if 

they were two different software programs. Both depend on a configuration file each, as 

mentioned in the last section, and both are launched with its own Bash script from a command 

window. 

At this point, 5GVINNI-Client will have a structure as follows: 

 

Figure 51. 5GVINNI-Client structure 
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4.3.2.1 Client.go 

After creating an extra project, it required to eliminate the testing package that Golang provides 

with all the assert functions that are included in the test. The creation of a main function is needed 

where all the code from the original Free5GC tests was included plus the appropriate changes to 

make it work properly. 

All tests have been redesigned to be stored on functions, each function represent a different test 

that will be called in the main method sequentially since orderly steps need to be followed. After 

all tests have been successfully implemented in separated functions, it may happen that one 

depends on others. This means that several constraints must be added in the main to check if some 

conditions are met. For instance, according to NAS documentation, if we wish to execute a PDU 

Session Establishment test, first we need to register one UE, therefore both tests need to be 

executed. If no constraints are programmed the simulator will not work properly. Another 

example is that if we wish to request 5 services, it is mandatory to establish 5 PDU Sessions. 

Inside such go file there are two methods that are not used to perform tests. Both methods use 

config.yaml to perform critical activities. One of those is in charge to parse such file and extract 

all the variables needed to perform the tests or initialize the applications. Some examples are the 

number of UEs to register or the AMF´s IP address. The second method is to extract the variable 

ue_available from the configuration file. This variable is used to store the first available IMSI 

where the test should start from. After registering a certain number of UEs sequentially in 

ascending order (0001, 0002, …., 000n), the next IMSI available will be written inside 

config.yaml so that the next time a test is carried out, new UEs are used and those already used 

are not altered, although such value can be change at any point in the configuration file. 

 

Figure 52. Test workflow for IMSI 
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Figure 53. ue_available at config.yaml 

4.3.2.2 Other go files 

Although tests are based on the ones that Free5GC uses, it has been necessary to change other 

files within the tglib package (previously simply named test). Hence each test within the Free5GC 

did not depend on each other, there was much repeated code, since, for example, for each test a 

registration was needed. 5GVINNI-Client intends to be more efficient and modular, therefore if 

a specific test needs some resource from another test, it will just use data extracted from the 

execution of those and stored into global variables. To do this, some other go files needed to be 

changed, more specifically in packet.go and build.go within the tglib packet. An example of such 

modification for the service request test in packet.go can be seen: 

Original: 

func GetInitialContextSetupResponseForServiceRequest( 
 
   amfUeNgapID int64, ranUeNgapID int64,  ipv4 string) ([]byte, error) { 
 
   message := ngapTestpacket.BuildInitialContextSetupResponse(amfUeNgapID, ranUeNgapID, ipv4, 
nil) 
 
   return ngap.Encoder(message) 
 

Modified: 

 
func GetInitialContextSetupResponseForServiceRequest( 
 
   amfUeNgapID int64, ranUeNgapID int64, pduId int64,  ipv4 string) ([]byte, error) { 
 
   message := ngapTestpacket.BuildInitialContextSetupResponse(amfUeNgapID, ranUeNgapID, pduId, 
ipv4, nil) 
 
   return ngap.Encoder(message) 

In this concrete case, it was required to introduce a PDU identifier because otherwise it was using 

the same constant, 10, and therefore all different UEs with PDUs will have that same id. 

4.3.3 Bash 

The third tool that this application is supported is the Bash scripting. It is the starting point from 

where the application. Client.sh is a Bash script that has basic go configurations and runs client.go 

when executing. When running any type of test, 5GVINNI-Client will show different messages 

sequentially that are being displayed in the command window, informing of the states of the test 

that is being conducted. Client.sh will export all those messages into a file called TestLog.txt that 

will be overwritten for every test executed. The following shows an example: 

 
The following tests will be carried out: 
 
   1) UE REGISTRATION test: 4 UEs 
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   2) PDU Session Establishment test: 3 PDU Sessions to be established 
 
   3) Service Request test: 2 Service Requests to be sent 
 
   4) PDU Session Release test: 1 PDU Sessions to be released 
 
------------------STARTING TESTS------------------ 
 
1) UE REGISTRATION TEST 
 
UE 1 registered: imsi-2089300000001 
 
UE 2 registered: imsi-2089300000002 
 
UE 3 registered: imsi-2089300000003 
 
UE 4 registered: imsi-2089300000004 
 
UE REGISTRATION TEST FINISHED 
 
 
2) PDU SESSION ESTABLISHMENT TEST 
 
PDU Session 1 established: imsi-2089300000001 
 
PDU Session 2 established: imsi-2089300000002 
 
PDU Session 3 established: imsi-2089300000003 
 
PDU SESSION ESTABLISHMENT TEST FINISHED 
 
 
3) SERVICE REQUEST TEST 
 
Service Request number 1 sent for imsi-2089300000001 
 
Service Request number 2 sent for imsi-2089300000002 
 
SERVICE REQUEST TEST FINISHED 
 
 
4) PDU SESSION RELEASE TEST 
 
PDU Session 1 released: imsi-2089300000001 
 
PDU SESSION RELEASE TEST FINISHED 
 
 
-------------------------------------------------- 
 
 
TEST EXECUTED WITH SUCCESS 

To run client.go and export all its messages as it has just been shown the following command its 

included inside the Bash script: 

go run client.go | sudo tee $route_log/TestLog.txt 
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As it has been mentioned several times along this thesis, the purpose of this research is to develop 

an application that tests the current capabilities of 5G core networks. In this section all the results 

from a set of tryouts carried out in the Free5G core project will be presented. From such results 

several conclusions will be redacted, and they will allow to understand better the current situation 

and behavior of the 5G core networks. These set of tests will be carried out in the environment 

described in Figure 49. 

Also, in Figure 50 it is shown the different tools that compute the entire architecture of such 

environment. Substituting my5G-RANTester by 5GVINNI-Client we can execute the different 

tests and display some logs. The database web console window shows all the data modification 

that the core network is performing in real time. Then, the command window for the CN also 

shows logs of the state of the different NFs interacting between each other. Last, to be able to read 

and interpret all the data, Wireshark plays a crucial role to catch all the traffic through the different 

networks that have been previously setup. 

In each of the following subsections, a description is made of each of the use cases that have been 

decided to develop for 5GVINNI-Client. Each one of these use cases has a test assigned to it and 

some results and conclusion are gathered, taking always into account the environment described 

and the Free5GC core network which is the one that has been used to test. 

To execute the different test, we will simply edit the configuration file withing the 5GVINNI-

Client project, that has been designed for this purpose, config.yaml, and we will run both the CN 

and the application to see that 5GVINNI-Client indeed works as it should be and carries all the 

instructed commands. 

In each of the following use cases, we will indicate what are the parameters chosen in the 

configuration file, config.yaml, to accomplish the different results. All the parameters that can be 

changed inside such file to compute different tests can be found inside the Tests parameters 

section. 

The process to use the testing application is the following: 

1- Adding subscriber to the MongoDB in a terminal as it has been described in 4.2.2.4. It 

should have enough subscribers to perform the tests. 

2- Configure the parameters desire for the CN in the configuration file core.yaml. More 

information about this file can be found in 4.2.2.3 

3- Executing the modified version of Free5GC in another terminal with the modified script 

run.sh. This script will be in charge of launching each NF with the appropriate 

configurations extracted from config.yaml. Now the CN should be running. The content 

of such script is located in 4.2.2.2 

4- (Optional) Launch Wireshark with the appropriate filter to see the different messages 

exchanged. 

5- (Optional) Launch the webconsole as it has been described in 4.2.2.4 to see the status of 

the different UEs connected to the core. 
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6- Change config.yaml inside the simulator directory to include the AMF and UPF address 

where the 5GVINNI-Client should connect and send messages. In such file we can also 

configure the tests to carry out when launching the application. This file is explained in 

more detail in 4.3.1 

7- Launch 5GVINNI-Client with client.sh to perform the desire tests. In the command 

window we will be able to see the different progress and then all that data can be seen in 

the TestLog.txt file. Such file is described in 4.3.3. 

In the following sections each test is analyzed by its messages exchanged between NF, such 

elements follow the same structure as shown in Figure 49. Although IP addresses refer to 

interfaces, we will use the following table to refer the elements inside the CN with the IP address 

they use to easily identify them in the traffic messages analyzed in Wireshark: 

Element IP address 

AMF 10.100.200.3 

STG 10.100.200.39 

SMF 192.168.2.1 

UPF 192.168.2.2 

Table 4. Network elements addresses 

The STG is the simulation of UE-RAN together to send messages and initialize signaling, 

therefore messages exchanged between them in a real scenario are not shown. Remember that 

UEs subnet defined earlier in this text is 60.60.0.0/24. In such connect, all UEs prepared to send 

data would be allocated. 

The development of the simulator has been divided in different versions or milestones. Each 

version computes a different set of tests that increase in complexity. Such versions are described 

below. 

 

5.1 VERSION 1.0 

This version of 5GVINNI-Client carries the most straightforward tests along with all the previous 

work that comes with it by preparing the modified version of the CN and the simulator project 

itself. This set of tests implements basic use cases that focus on NAS traffic interaction between 

UE and 5G Core (AMF). 

5.1.1 Registering one UE 

Registering one UE has already been discussed in previous sections. The scope of this paragraph 

is not to explain in detail each message again but to confirm the complicity of the data shown 

with the 3GPP standards. Such test is captured in Wireshark and display in Figure 42. 

The gNodeB (GNB) initiates the process of registering one UE (60.60.0.x). In a real scenario, it 

would be the UE who initializes this process but for our purposes, it will be the NG-RAN 

(10.100.200.39) who sends to the previously selected AMF (10.100.200.3) the NGSetupRequest 

message. The combination NG-RAN and UE will be called from now on in this text STG.  
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Afterwards, a series of messages are exchanged between these two elements until UE is registered 

successfully. It is important to remark here that the GNB is not entirely simulated as it does not 

behave as a real GNB. In fact, within these tests, it behaves as if it were the UE itself that 

establishes the connection since the first element within the chain to send the initial UE 

registration message is the GNB and not the UE. UEs are not simulated nor are the scope of this 

project, meaning that while we seek to perform tests that use UEs, we do not wish to simulate the 

behavior of a UE inside a real scenario. For this reason, the GNB can be considered as one UE 

that sends its messages to establish a connection directly to the AMF. This GNB does not send 

any typical message that a real GNB would send in such case.  

The next step is to setup a PDU session to prepare for transferring data from UE to its destination 

through the UPF. For that SMF (192.168.2.1) and UPF (192.168.2.2) need to establish a link of 

communication between them. Once this is completed, AMF can send to the gNodeB the 

PDUSessionResourceSetupRequest message to be redirected to the UE, this allows it to configure 

its assigned PDU. When this process is completed, the UE will be able to send data through the 

Core Network (CN) to the Data Network (DN). 

To register one UE, the parameters needed in config.yaml are the following: 

ping_test: false                     
ping_dst: x.y.z.s                    
num_ue_registration: 1               
num_ue_pdu: 0                        
num_ue_service: 0                    
num_ue_pdu_release: 0                
num_ue_deregistration: 0 
 
 

5.1.2 PDU Session Establishment 

The next logical step when a UE registers itself into the network is to send data. According to 

NAS documentation, before a UE can send any type of data it is mandatory to establish a PDU 

Session. This section will not explain again what a PDU is and how is it used because it has 

already been explained along this document. The PDU will open a path for the UE to send 

encapsulated data over GTP protocol to the UPF and such NF will forward it to its destination. 

As discussed before in 4.3.2.1, most of the test to carry out require of previous steps before can 

execute the desire one. In the following figure this can be easily seen: 
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Figure 54. Test flux 

This figure shows a clear flux diagram of the different messages a UE can send. This figure will 

be used to illustrate this throughout the following uses cases. In this case, we can see that in order 

to send a PDU Session Establishment messages, it required that a UE is registered into the CN. 

This mean that if we wish to check messages exchanged between AMF and UE for PDU Session 

Establishment, we will also need to register the same UE and thus, we will have registration 

messages that we need to differentiate. 

The following figure shows a Wireshark capture of the executed test: 

 

Figure 55. PDU Session Establishment 
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In this capture we can see all the registration messages analyzed in the previous use case. The 

relevant messages for this section are the PDUSessionResourceSetupRequest and 

PDUSessionResourceSetupResponse. If we take a closer look to the content of the first message 

sent by the STG (10.100.200.3), such message shows the PDU ID as 10. This, in the context of 

this test is as it should be since for 5GVINNI-Client, it has been designed for simplicity that every 

UE who establishes a PDU, such PDU ID would be the same as its TMSI. In this case the TMSI 

for this particular UE can be found in one of the registration messages: 

 

Figure 56. UE´s IMSI 

As it can be observed, it is 10 the same as the PDU ID, therefore we can conclude that the test is 

successful. 

Also, SMF and UPF will update its status since the CN is allowing for this specific UE to transmit 

data outwards the network, and hence through UPF which needs to be notified. 

To establish one PDU, the parameters needed in config.yaml are the following: 

ping_test: false                     
ping_dst: x.y.z.s                    
num_ue_registration: 1               
num_ue_pdu: 1                        
num_ue_service: 0                    
num_ue_pdu_release: 0                
num_ue_deregistration: 0 

The following is the traces that 5GVINNI-Client throws: 

The following tests will be carried out: 
 
 1) UE REGISTRATION test: 1 UEs 
 2) PDU Session Establishment test: 1 PDU Sessions to be established 
 
------------------STARTING TESTS------------------ 
 
1) UE REGISTRATION TEST 
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UE 1 registered: imsi-2089300000010 
 
UE REGISTRATION TEST FINISHED 
 
 
2) PDU SESSION ESTABLISHMENT TEST 
 
PDU Session 1 established: imsi-2089300000010 
 
PDU SESSION ESTABLISHMENT TEST FINISHED 
 
-------------------------------------------------- 
 
TEST EXECUTED WITH SUCCESS 
 

5.1.3 PDU Session Release 

PDU Session Release consist of removing an already existing PDU from a certain UE. This 

usually happens when new services are requested from the UE. It is easy to think that in order to 

perform such test, firstly the UE needs to establish a PDU session and thus, to register itself in the 

CN. Figure 54 shows that if a UE has a PDU session there a certain action that it can take, one of 

those is to send a PDU Session Release message. 

The following capture shows the message exchanged between elements: 

 

Figure 57. PDU ID to release 

If we scan the PDUSessionResourceSetupRequest, it shows the PDU ID that has been required 

to establish in this test. This ID should be the same that the one that is desire to be erased from 

the UE. 

The PDU Session Release starts with a PDUSessionResourceReleaseCommand from AMF to 

STG, which will reply with a similar response as a confirmation. This message shows that the 

PDU that has been freed has the same ID that the one created in Figure 57 which is 11. 

Just like last test, SMF and UPF need to inform that such PDU state has changed and cannot be 

used anymore. Thus, SMF send the message PFCP Session Deletion Request to the UPF 
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informing of such change. UPF will confirm this message by responding with a similar message 

to the SMF. 

At this point UE with IMSI-2089300000011 cannot send any data in the User Plane until another 

PDU is initialized just like the previous test. 

To release one PDU, the parameters needed in config.yaml are the following: 

ping_test: false                     
ping_dst: x.y.z.s                    
num_ue_registration: 1               
num_ue_pdu: 1                        
num_ue_service: 0                    
num_ue_pdu_release: 1                
num_ue_deregistration: 0 

 

Figure 58. PDU ID released 

In the 5GVINNI-Client messages it is shown which IMSI is being used as well: 

The following tests will be carried out: 
 
 1) UE REGISTRATION test: 1 UEs 
 2) PDU Session Establishment test: 1 PDU Sessions to be established 
 3) PDU Session Release test: 1 PDU Sessions to be released 
 
------------------STARTING TESTS------------------ 
 
1) UE REGISTRATION TEST 
 
UE 1 registered: imsi-2089300000011 
 
UE REGISTRATION TEST FINISHED 
 
 
2) PDU SESSION ESTABLISHMENT TEST 
 
PDU Session 1 established: imsi-2089300000011 
 
PDU SESSION ESTABLISHMENT TEST FINISHED 
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3) PDU SESSION RELEASE TEST 
 
PDU Session 1 released: imsi-2089300000011 
 
PDU SESSION RELEASE TEST FINISHED 
 
-------------------------------------------------- 
 
TEST EXECUTED WITH SUCCESS 
 

5.1.4 Service Request 

Service Request must happen once a UE has established a PDU. This allows to establish a secure 

connection to an AMF. The Service Request procedure is also used both when the UE is in CM-

IDLE and in CM-CONNECTED to activate a User Plane connection for an established PDU 

Session. The UE shall not initiate a Service Request procedure if there is an ongoing Service 

Request procedure.  

To request a service in CM-IDLE mode, STG needs to have sent a release command to AMF who 

will leave it in a state where is registered into the network but will not have any type of 

communication unless it requests service. 

 

Figure 59. IDLE and CONNECTED mode [33] 

The second case a Service Request can happen if when a connected UE (CM CONNECTED) 

establishes a PDU and afterwards requests a specific service. In this context there are several 

profiles than can be requested depending on the type of services it needs. According to NAS 

specification, the services that can be requested are the following: 

Bits Service type 

0 0 0 0  signaling 

0 0 0 1 data 

0 0 1 0 mobile terminated services 

0 0 1 1 emergency services 

0 1 0 0 emergency services fallback 

0 1 0 1 high priority access 

Figure 60. Service types [34] 
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The Service Request procedure is used by a UE in CM-CONNECTED to request activation of a 

User Plane connection for PDU Sessions and to respond to a NAS Notification message from the 

AMF.  

 

Figure 61. Service Request 

The following is the TestLog.txt for this test: 

The following tests will be carried out: 
 
 1) UE REGISTRATION test: 1 UEs 
 2) PDU Session Establishment test: 1 PDU Sessions to be established 
 3) Service Request test: 1 Service Requests to be sent 
 
------------------STARTING TESTS------------------ 
 
1) UE REGISTRATION TEST 
 
UE 1 registered: imsi-2089300000012 
 
UE REGISTRATION TEST FINISHED 
 
 
2) PDU SESSION ESTABLISHMENT TEST 
 
PDU Session 1 established: imsi-2089300000012 
 
PDU SESSION ESTABLISHMENT TEST FINISHED 
 
 
3) SERVICE REQUEST TEST 
 
Service Request number 1 sent for imsi-2089300000012 
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SERVICE REQUEST TEST FINISHED 
 
-------------------------------------------------- 
 
TEST EXECUTED WITH SUCCESS 
 

To request a service, the parameters needed in config.yaml are the following: 

ping_test: false                     
ping_dst: x.y.z.s                    
num_ue_registration: 1               
num_ue_pdu: 1                        
num_ue_service: 1                    
num_ue_pdu_release: 0                
num_ue_deregistration: 0 
 
 

5.1.5 Registering multiple UEs 

The next interesting use case that 5GTester tool includes is the ability to register a batch of UEs 

sequentially inside the CN. In this case we can use 2 different options to aggregate UEs 

information to the subscription list. As explained before, the first option is to add one by one when 

registering each UE to the MongoDB, the testing tool will do this automatically. The second 

option is to use the Bash script from my-5G-RANTester that has already been described as well. 

This script will set up a number N of UEs and it will insert them inside the database. 

Since we want to be as much independent as possible from any other tool than 5GTester, we will 

use the first case which is less efficient although it gives us more flexibility and it eases the process 

of setting up the test. 

The test was executed several times, each one with more UEs to connect. First, 10 UEs connected, 

then 50, 100, 250 and finally 500. It is important to notice that this is not the limit of UEs to be 

registered. However, since registering more UEs did not seem to bring any new conclusions, we 

decided that 500 UEs were sufficient to obtain the desirable results. 

To register this amount of UEs, as the rest of the tests, it is required to set such parameters inside 

the configuration file: 

ping_test: false                     
ping_dst: x.y.z.s                    
num_ue_registration: 500               
num_ue_pdu: 0                        
num_ue_service: 0                    
num_ue_pdu_release: 0                
num_ue_deregistration: 0 
 

With these variables set, the test will immediately start to register UEs with IMSIs from 

2089300000001 to 2089300000500. In the process of registering such number of UEs, Wireshark 

has calculated that the time needed to register 500 UEs, about 752 seconds. This number does not 

give much information since it strongly depends on the code’s efficiency, the computer´s 

processing power and other aspects. 

The time it took to complete successfully the test is 752 seconds, which is the same figure from 

the time calculated in Wireshark. This can be seen in the following logs: 

=== RUN   TestDeregistration 
According to configuration file, no UEs are deregistered in this test 
INITIATING UE REGISTERING TEST 
UE REGISTERING TEST FINISHED 
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--- PASS: TestDeregistration (752.17s) 
PASS 
ok   free5gc/src/test 752.198s 

The following captures show the results obtained in the different tools used to get all the 

information available about the CN’ state: 

 

Figure 62. Multiple UE registration Wireshark 

 

Figure 63. Multiple UE registration MongoDB 
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Figure 64. Multiple UE registration IMSI 

In Figure 62, Wireshark shows the last UE to register in the CN. To speed up the process of 

registering, we have only considering UEs to register without setting up the PDU session to 

transmit data because we are only analyzing the Control Plane signaling and PDU sessions are 

used to transmit data in the data plane, nevertheless this could also be modified to allow UEs to 

register with PDU session establishment (see Figure 68 to see an example). In the capture from 

above, it can also be seen that the AMF_UE_NGAP_ID is 500 and since we have described before 

in this document that this identifier cannot be the same for two different registered UEs in the 

same AMF, it makes sense that UE number 500 has that value, and thus, in each registration that 

value increases by one. 

Another way to check that 500 UEs have been indeed registered can be found in Figure 63, where 

the web console from MongoDB shows the actual numbers of UEs registered inside the CN. If 

they are ordered by name, it can be observed that the last one to be registered in the core is the 

one with IMSI 2089300000500. 

The last figure shows the last initial UE registering message which contains its IMSI broken down 

into its MCC (208), MNC (93) and followed by its identifier 00000500. 

Gathering all this results, it can be concluded with no doubt that the multiple UE registering test 

was successful. 

 
 
 

5.2 VERSION 2.0 

This version of 5GVINNI-Client implements more advanced tests that allow to test some 

capabilities of the CN. In such version, it implements advanced uses cases involving signaling 

traffic managed by STG: 

 



5. Evaluation Tests 

MASTER THESIS | Universidad Politécnica de Madrid                                                                             79 

5.2.1 Random UE Registration 

To create more realistic scenarios, this test will allow to register a batch of UEs indicated in the 

configuration file with the difference that such batch should be registered in a random order. It is 

an extension of the registration test, where you can indicate how many UEs should be registered. 

By indicating in the configuration file, that random registrations should be carried, it will 

automatically register such number of indicated UEs but instead of a sequential increased order 

in their IMSIs, it will register them randomly. 

To register this amount of UEs, as the rest of the tests, it is required to set such parameters inside 

the configuration file: 

ping_test: false                     
ping_dst: x.y.z.s                    
num_ue_registration: 10 
random_registration: true               
num_ue_pdu: 0 
num_pdu_per_ue: 0 
num_pdu_modification: 0                       
num_ue_service: 0                    
num_ue_pdu_release: 0                
num_ue_deregistration: 0 

With these parameters in the configuration file, the tool obtains the following output for 

registering random UEs: 

The following tests will be carried out: 
 
 1) UE RANDOM REGISTRATION test: 10 UEs 
 
------------------STARTING TESTS------------------ 
 
1) UE RANDOM REGISTRATION TEST 
 
UE 1 registered: imsi-2089300000028 
UE 2 registered: imsi-2089300000027 
UE 3 registered: imsi-2089300000022 
UE 4 registered: imsi-2089300000020 
UE 5 registered: imsi-2089300000019 
UE 6 registered: imsi-2089300000024 
UE 7 registered: imsi-2089300000023 
UE 8 registered: imsi-2089300000026 
UE 9 registered: imsi-2089300000025 
UE 10 registered: imsi-2089300000021 
 
UE RANDOM REGISTRATION TEST FINISHED 
 
-------------------------------------------------- 
 
TEST EXECUTED WITH SUCCESS 

In this case, a Wireshark capture is not included since it shows the same information as in the 

sequential registration test. 

5.2.2 Simultaneous PDU Sessions 

Simultaneous PDUs for a single UE can be allowed in 5G and can be very convenient. It has been 

mentioned before in this document about the different profiles that 5G will offer depending on 

the type of services that are requested (section 2.2.1) and how resources are allocated dynamically 

according to demand. To allow a certain user or UE to transmit and receive data traffic, it is 

mandatory to create a PDU session. Such PDU will contain certain parameters about the type of 

traffic that is going to be requested. The core will assign a certain PDU and will allocate just the 

right resources that such user needs to transmit and receive such type of data. 
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At this point, it can happen that a single UE can request several types of data traffic, i.e., one user 

can request video on demand and at the same time receive messages through a light data 

application. The PDU that controls the first one, should not be the same PDU as the second one, 

since the type of traffic is different and, therefore, the resources allocated to such PDUs by the 

core network are not the same (one requires high throughput, while the other requires high 

reliability). This is the reason why a UE can have different PDUs assigned. 

In this test, the way that PDU IDs are assigned has changed from the method described in the 

PDU Session Establishment section (section 5.1.2), where the ID was the same as the ID from the 

UE. This change allows to set several PDUs for a single UE, assigning to each of those a random 

number between 0 and 255. This allows a UE to have up 256 PDUs, which is the maximum 

available in 5G (ID must be an 8-bit number), although this high number probably cannot be 

manage by the Free5GC. 

The following captures shows three PDUs requested by IMSI 2089300000016 where their IDs 

are shown: 
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Figure 65. Simultaneous PDU Sessions captures 
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If we compare such IDs with the logs from the testing tool, we can check that everything seems 

correct, the three PDU IDs match. 

The following tests will be carried out: 
 
 1) UE RANDOM REGISTRATION test: 3 UEs 
 2) Multiple PDU Session Establishments per UE test: 1 UEs will establish 3 PDU Sessions 
each 
 
------------------STARTING TESTS------------------ 
 
1) UE REGISTRATION TEST 
 
UE 1 registered: imsi-2089300000016 
 
UE RANDOM REGISTRATION TEST FINISHED 
 
 
2) MULTIPLE PDU SESSION ESTABLISHMENTS PER UE TEST 
 
PDU Session (214) established for imsi-2089300000016 
PDU Session (115) established for imsi-2089300000016 
PDU Session (165) established for imsi-2089300000016 
 
 
MULTIPLE PDU SESSION ESTABLISHMENTS PER UE TEST FINISHED 
 
-------------------------------------------------- 
 
TEST EXECUTED WITH SUCCESS 

To get a result as the one just shown, the following parameters are introduced inside the 

configuration file from the software. It is important to remark here that in order to work, it is 

needed that the number of PDUs is equal to 1 because, at least one UE needs to initiate a PDU 

Session test, otherwise it won´t execute the test we desire. This tells the application that the one 

UE registered should have at least one PDU: 

ping_test: false                     
ping_dst: x.y.z.s                    
num_ue_registration: 1 
random_registration: false               
num_ue_pdu: 1 
num_pdu_per_ue: 3 
num_pdu_modification: 0                       
num_ue_service: 0                    
num_ue_pdu_release: 0                
num_ue_deregistration: 0 
 
 
 

5.3 OTHER CASES 

5.3.1 Pinging 

Once we have completed a successful registration of one User Equipment, we wish to test that we 

can communicate with other elements of the network. This use case will display several tryouts 

with pings to different parts of the networks to check that the connectivity is working as it should 

be. 

To ping from one UE, the parameters needed in config.yaml are the following: 

ping_test: true                     
ping_dst: x.y.z.s                    
num_ue_registration: 0 
random_registration: false               
num_ue_pdu: 0 
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num_pdu_per_ue: 0 
num_pdu_modification: 0                       
num_ue_service: 0                    
num_ue_pdu_release: 0                
num_ue_deregistration: 0 
 

• To another UE: 

The following test registers one UE and once registration is completed, it sends a ping to another 

registered UE in the address 60.60.0.101. In this case, Figure 42 shows this. In this case, we can 

know with certainty that it has worked because it gets a reply through the GTP tunnel created by 

the UPF to send data packages. 

• To another element from intranet: 

The second ping that is interesting to see is a ping within the local network. With this ping 

involves the gateway, in this case, a router where all elements are connected through the DHCP 

protocol. The element to ping within this network is a smartphone connected to the Wi-Fi 

network. The following figure shows its IP address assigned: 
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Figure 66. Smartphone IP address 

Figure 67. Ping to smartphone 

As shown in both figures above, the ping is successful decapsulated by UPF and sent to its 

destination which is in the same Wi-Fi network.  

• To internet: 

The last ping to consider this test a success would be to ping any public address within the internet. 

If successful it could mean that the application in the future could be used for another type of test 

such us downloading content from internet to study the 5G core´s capabilities such as data 

transmission or reception. The following capture shows that indeed, the ping arrives to a public 

address in this case Google´s NAT server and gets a reply. 



5. Evaluation Tests 

MASTER THESIS | Universidad Politécnica de Madrid                                                                             85 

 

5.3.2 Deregistering multiple UEs 

The following test consist in the opposite operation as to register UEs which is deregistering from 

the CN. Although this test consists of deregister a batch of UEs, the first thing such test need to 

do is to register some UEs, hence one cannot deregister something that is not register. For this 

reason, in the test parameters the first thing we need to consider that the number of UEs to be 

registered must be equal or greater than the number of UEs to be deregister from the CN. If this 

condition does not much, an error will obviously occur.  

The following is the parameters that have been chosen for this test: 

ping_test: false                     
ping_dst: x.y.z.s                    
num_ue_registration: 500 
random_registration: false               
num_ue_pdu: 0 
num_pdu_per_ue: 0 
num_pdu_modification: 0                       
num_ue_service: 0                    
num_ue_pdu_release: 0                
num_ue_deregistration: 300 
 

As we can see, the number of UEs to register is 500, however we will only deregister 300 of them, 

the first 300 which range from IMSI 2089300000001 to 2089300000300. As other tests, this 

section will not describe the messages exchanged between GNB and AMF because this has been 

already explained in detail in section 3.3.2.5.  

Figure 68. Ping to Google 
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Figure 69. Multiple UE deregistration Wireshark 

The same analysis is used as the previous test. Figure 69 shows the UE number 300 to be 

deregister which is the last one as we have indicated it in 5gtester.yaml. The AMF_UE_NGAP_ID 

value is 300 which is the identifier that this particular UE had registered inside the CN in the first 

place. 

To confirm that 300 UEs have been successfully deregister from the core network after registering 

500, MongoDB again shows this information: 

 

Figure 70. Multiple UE deregistration MongoDB 

If we check the web console and we order the registered UEs in an ascending order by name, we 

can clearly see that the UE with the smaller IMSI value is 301. This is because all of the UEs 

whose IMSIs range from 1 to 300 have been successfully deregistered from the CN. 

Also, in Figure 69 we can see again the time it took this test to finish its task, about 925 seconds, 

which makes sense that takes longer than the previous test. It needs to register 500 UEs as the 

other test and then deregister 300. Therefore, we can conclude that in order to deregister 300 UEs, 

the test takes about 173 seconds. This number is proportionally smaller than registering test since 

the number of messages exchanged between GNB and AMF is significantly smaller. Again, this 

time is the same as the one from logs: 

=== RUN   TestDeregistration 
INITIATING UE REGISTERING TEST 
UE REGISTERING TEST FINISHED 
INITIATING UE DEREGISTERING TEST 
UE DEREGISTERING TEST FINISHED 
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--- PASS: TestDeregistration (925.80s) 
PASS 
ok   free5gc/src/test 925.820s 

For all the reasons above, this test is also concluded to be successful. 

 

5.3.3 Registering multiple UEs from different PLMN 

By default, Free5GC initiates a network whose telecom operator is from Thales/France (208/93). 

This can be changed in the configuration files from the core’s NFs attached in the Annexes. 

However, the interest here lies in using IMSIs that do not belong to such Public Land Mobile 

Network (PLMN). As in real life, UEs from other telecom operators or even from other countries 

with different MCC/MNC, can register inside a PLMN that does not belong to them. In this test, 

we will show such event with the evaluation tool. 

To change the PLMN from the IMSIs to register it is only required that inside the configuration 

file from the testing tool, the field called ue_available, which is the first UE to register if there 

are more than one, must be another one with different PLMN. This means changing its first 5 

decimal numbers. 

It is also needed to subscribe IMSIs to the Free5GC database with different PLMNs. To do that, 

the Bash script 5gv_subscribers.sh described in 4.2.2.2 will give us the ability to easily subscribe 

batches of IMSIs from other PLMNs different than the default one (20893). 

The following table gather 3 new IMSIs from different PLMNs that later are shown in the 

Wireshark captures: 

IMSI PLMN MCC MNC Country Telecom Operator 

Default 20893 208 93 France Thales communication & Security 

2140500000012 21405 214 05 Spain Telefónica 

2340000000001 23400 234 00 
United 

Kingdom 
British Telecom 

2400600000022 24006 240 06 Sweden Telenor Sverige AB 

Table 5. IMSIs registered with different PLMNs 
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Figure 71. Registration of Swedish IMSI 

 

Figure 72. Registration of British IMSI 
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Figure 73. Registration of Spanish IMSI 

The previous captures show registered IMSIs from Table 5. It shows that even if such IMSIs are 

from different regions than the default one, they can still register in such network. Inside the 

userLocationInformation section, the default region still appears to indicate that the core network 

is operating under such PLMN. 
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6.1 CONCLUSION 

As the work of this Master’s Thesis concludes, there are several points that can be summarized 

regarding discoveries about state of art of 5G and the implications it will have in the near future. 

The evaluation tool developed allows to get a notion of what state of development 5G core 

networks are currently located. 

6.1.1 5G Core Networks 

As explained along this document, the core network is the final step to achieve a true 5G 

experience throughout every type of situation and environment. However, implementations of it 

are slow, since it is a progressive development that needs to be well tested before used in the 

telecom operators’ networks. 

The new core will allow to have a more customizable, autonomous, and intelligent network which, 

in the end, will have the consequence of having networks very efficient. Efficiency will allow to 

expand to new services and will offer to every stakeholder just what they need at the right time. 

It can vary from very high reliability connections to high throughput, low latency to massive 

sensor connectivity. 

Since 5G core is thought more as a virtualized network with software applications instead of 

hardware dedicated networks as we have them today with 4G, it allows to study and implement 

them in a way that is accessible to greater number of interested parties to do research on them 

without the need of very expensive hardware. This is probably one of the most interesting 

characteristics of the 5G core in terms of development and research, since many more 

stakeholders can actively participate in the development of more solid networks. 

In this context and since there are no real examples operating at this time, we have found different 

open source 5G core projects developed by many different groups together, such as OpenAir 

Interface. Those projects have provided the necessary tools and knowledge to design the 

evaluation tool for 5G cores using Free5GC as the open-source platform. 

This can only be done thanks to the virtualization of the networks and open-source software 

resources. 

6.1.2 Evaluation tool 

5G-VINNI-client is the name of the evaluation tool that has become the focus of this work.  Based 

on a series of predefined tests to check whether Free5GC core works properly, they have become 

the starting point of such tool to encompass a series of tests that can be executed in any current 

implementation of the 5G core as a software application. These series of tests are centered in the 

Control Plane and allow to analyze the signaling messages exchanged between the selected core 

and the simulated User Equipment that the tool provides.  

The evaluation tool has been tested successfully in the Free5GC core and all the tests that it 

possesses follow the NAS protocol defined in the 3GPPP. One limitation that this tool has is that 

it cannot subscribe a certain UE to the core selected. This means that a certain IMSI must be 
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subscribed first into the core as it happened with Free5GC in MongoDB, so later the tool can test 

such UE in any desired way. 

After development and testing was concluded, the result was a software application capable of 

connecting to a certain core. Thanks to a configuration file, 5GVINNI-client can connect to the 

desire core’s AMF and UPF for PDU establishment. Such configuration file also allows to 

customize the different tests to be carried out on each execution. To extract the messages 

exchanged between core and application, a traffic analyzer is needed such as Wireshark. The 

evaluation tool allows the following tests and the desire combinations between them: 

- Registering UEs (sequentially or randomly) 

- Deregistering UEs 

- PDU Session Establishment 

- PDU Session Modification 

- PDU Session Release 

- Service Request 

- Simultaneous PDU for a certain UE 

- UE pinging 

 

6.2 FUTURE WORK 

5GVINNI-client is only one part of the study of the current state of 5G core networks. Parallel to 

the work of this thesis, there has been other research using Free5GC as the starting point as well. 

Some tests have been tried in the core related to traffic data, to see how the core behaves with 

different traffic profiles. As future work to be done, those tests could be adapted to use cases and 

then attached to the evaluation tool to expand its capabilities. 

Other work to be done is the improvement of the tool by submitting more complex tests such as 

handovers between different AMFs or Paging to the NG-RAN. Any test that includes new type 

of messages in the Control Plane defined in 3GPP standards can be included. 

Statistical information would be also another improvement for 5gVINNI-client. The ability to 

provide certain statistical data such as percentage of successful received or sent messages in more 

complex scenarios, can provide some insight of the actual capabilities of the tested core. 

Parameters to be measured can be related to latency, congestion capabilities, or even provide the 

tool the ability to resend messages in case of any failure. 

Future work can also include both a friendly user interface that allows to modify the parameters 

that activate the different tests, and an easy installation program since Go libraries can be tricky 

sometimes to install. The ability of exporting and storing traffic captures can also ease the analysis 

of signalling messages exchanged in the process.  
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This section evaluates the possible ethical, economic, social, and environmental aspects that this 

thesis compounds and that could influence in such matters in the technology and 

telecommunication sectors. Since 5G is going to be present in many sectors of our society, it is 

detrimental that such analyses are carried out to discover potential dangers or disadvantages that 

need to be considered. 

This thesis contributes, in a smaller case, in the study and expansion of 5G technologies and 

services. The software tool designed in this research may not have a very high impact to study 

such considerations, since it is a rather limited tool that can be executed in a general-purpose 

computer. However, the implications it might have, may require studying its possible impact on 

society on a broader view.  This means to study the impact of 5G in such areas since the testing 

tool will contribute to test and improve 5G core networks. Therefore, it makes sense to use this 

point of view to make this analysis. 

 

A.1 ENVIRONMENTAL CONSIDERATIONS 

Environmentally speaking, 5G networks may impact in very different ways. Both positive and 

negative aspects can be extracted from this new paradigm.  

On the one hand, 5G will allow us to reach more rural areas with low internet access in an easily 

and, probably, less intrusive way that current networks. This is because networks are 

decentralized and therefore, smaller, less powerful, and simpler hardware is required in the 

fronthaul.  

Another advantage that 5G will contribute with, is the fact that it will unlock new ways to monitor 

rural areas. IoT will allow to insert simple sensors that will monitor different parameters of 

different landscapes such as forests, lakes, or crops. Cases of fires, floods or infestations can be 

easily measured and will allow to elaborate faster responses to such incidents. 

On the other hand, 5G will still need proper equipment and thus, hardware installations will be 

required. This includes, in many cases, electricity installations. Such tendency will alter natural 

landscapes in some degree, and since 5G will bring new advantages as well, a well-balanced 

solution should be proposed. In this context, least intrusive techniques should be used to 

interconnect networks within rural areas. 

 

A.2 ECONOMIC AND SOCIAL CONSIDERATIONS 

In many cases, social and economic changes come together, one depending on the other. In this 

context, 5G promises to reinvent many technological sectors of our society (stocks, security, 

entertainment…) as well as bring new ones (industry, medicine…). These examples have already 

been discussed at the beginning of this document. 

The implications that this new era of telecommunications implies are meant to change our society 

in most of its aspects. 5G promises to be more efficient and intelligent so resources can be better 
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distributed or even be more efficient, which is one of the major goals of this generation, to allocate 

only the necessary resources dynamically where they are really needed. New business 

opportunities will emerge as a result of this event. Some examples of this are intelligent cities 

which can be efficiently managed, trash cans can advise when full, signal lights can change 

dynamically depending on the traffic saturation on the roads at certain hours, etc. This series of 

revolutionary changes may change the way we live in many contexts.  

Politics will take a very important role here since new regulations may be required. One example 

of this could be autonomous drones delivering packets which will be subject to certain rules, 

autonomous cars will also need to comply with certain security protocols. 

All these changes will not come overnight, they will be a consequence of many years of 

investments and research which will bring new opportunities and jobs for many different 

stakeholders. Thus, all these events will have an economic impact on society which could benefit 

many people. 

However, 5G paradigm can also have some disadvantages if it is not treated carefully. Some 

sectors will be affected negatively since technology could end up replacing human labor which 

will affect negatively to jobs. This is the reason why such changes should not be sudden and rash, 

always looking to improve people’s life quality, instead of gaining more profit over it. 

 

A.3 ETHICAL CONSIDERATIONS 

The new generation of mobile communications has also ethical considerations that needs to be 

studied. One of the greatest pillars of 5G is the great flux of data traffic going through its networks. 

Each year, networks carry more and more data that needs to be handled correctly. Security and 

privacy are two main issues that are great concern. In this new era of telecommunications, 

interconnectivity is stronger than ever. Although this has many advantages, as it has been 

mentioned on many occasions along this document, information should be treated very carefully 

and, since more and more services request personal information from clients that make use of it, 

information can become a very dangerous resource. 

Ethical behaviors may be now more important than ever regarding the privacy aspect. In a society 

where personal information is, in many cases, interexchange by services provided to clients, such 

behaviors need to be regulated and monitored. One proposition that intended to soften this issue 

was the use if IMS subsystems, where personal information from one client could only be stored 

in one place, which would belong to the telecom operator.  

The way we treat information circulating through 5G networks needs to be as secure and private 

as possible, and although many laws and regulations are trying to accomplish this, in the end the 

only real solution to reach this objective will be that entities that manage sensitive information, 

treat it with ethical behaviors. 
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This section shows an estimation of the economic value that this thesis could be worth outside 

instructional purposes. The total duration of this work is about one year, since it started in 

September 2020, and it is decided to be concluded almost most of the relevant work in September 

2021 to be presented in January. The following table gathers an estimation of the hours spent in 

the different milestones proposed in the introduction of this document: 

Milestones Distribution of hours 

State of Art on 5G technologies 50 

Evaluation of open-source platforms currently developing 5G cores 50 

Study and generation of basic messages related with 5G Control Plane 70 

Software performance evaluation tool development 350 

Tool validation through the chosen open-source platform testing 300 

Elaboration of the Master’s Thesis document 100 

Elaboration of presentation 20 

TOTAL 940 

Table 6. Work distribution 

To estimate the value of the project in a non-instructional environment, the following hypotheses 

are going to be considered: 

- One graduate employer working in it for a total duration of 6 months, working 8 hours 

per day from Mondays to Fridays (makes a total of 960 hours). 

- A yearly salary of 30.000 € divided in 12 payments plus Social Security (30%). 

- This gives a total cost per hour in salaries of 20,31 €. 

- There are no software expenses since everything is sustained on open-source platforms. 

 

The following table gathers all the expenses that the implementation of such work would mean, 

this is, initial investments, amortizations of hardware, etc. All expenses must be put together and 

added toa 21% of taxes. This way, we get the total cost of the project. It is worth noting that 

amortization have been considered for a period of 5 years paid semesterly. 
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HUMAN RESOURCES COST (direct cost) Hours Price/hour Total 

 940 20,31 €  19.093,75 € 

       
COST OF RESOURCES (direct 

cost) 
Price 

Use 

(months) 

Amortization 

(years) 
Total 

Laptop (SW included) 1.500,00 € 6 5 150,00 € 

        
TOTAL COST OF RESOURCES 150,00 € 

        
GENERAL EXPENSES (indirect 

cost) 
25% considering direct costs 4.810,94 € 

PROFIT 6% 
considering direct and indirect 

costs 
1.443,28 € 

        
SUBTOTAL PRESUPUESTO 25.497,97 €  

IVA APLICABLE 21% 5.354,57 € 

       
TOTAL PRESUPUESTO 30.852,54 €  

Table 7. Estimated cost 
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C.1 DEFAULT CONFIG FILES 

C.1.1 amfcfg.config: 
info: 

  version: 1.0.0 

  description: AMF initial local configuration 

 

configuration: 

  amfName: AMF 

  ngapIpList: 

    - 127.0.0.1 

  sbi: 

    scheme: http 

    registerIPv4: 127.0.0.1 # IP used to register to NRF 

    bindingIPv4: 127.0.0.1 # IP used to bind the service 

    port: 29518 

  serviceNameList: 

    - namf-comm 

    - namf-evts 

    - namf-mt 
    - namf-loc 

    - namf-oam 

  servedGuamiList: 

    - plmnId: 

        mcc: 208 

        mnc: 93 

      amfId: cafe00 

  supportTaiList: 

    - plmnId: 

        mcc: 208 

        mnc: 93 

      tac: 1 

  plmnSupportList: 

    - plmnId: 

        mcc: 208 

        mnc: 93 

      snssaiList: 

        - sst: 1 

          sd: 010203 

        - sst: 1 

          sd: 112233 

  supportDnnList: 

    - internet 
 

C.1.2 smfcfg.config: 
  - nsmf-oam 
  snssai_info: 
    - sNssai: 
        sst: 1 
        sd: 010203 
      dnnSmfInfoList: 
        - dnn: internet 
    - sNssai: 
        sst: 1 
        sd: 112233 
      dnnSmfInfoList: 
        - dnn: internet 
  pfcp: 
    addr: 10.200.200.1 
  userplane_information: 
    up_nodes: 
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      gNB1: 
        type: AN 
        an_ip: 192.188.2.3 
      UPF: 
        type: UPF 
        node_id: 10.200.200.101 
    links: 
      - A: gNB1 
        B: UPF 
  ue_subnet: 60.60.0.0/16 
  dnn: 
    internet: 
      dns: 
        ipv4: 8.8.8.8 
        ipv6: 2001:4860:4860::8888 
    internet2: 
      dns: 
        ipv4: 8.8.4.4 
        ipv6: 2001:4860:4860::8844 
  nrfUri: http://localhost:29510 

 

C.1.3 upfcfg.config: 
info: 
  version: 1.0.0 
  description: UPF configuration 
 
configuration: 
  # debugLevel: panic|fatal|error|warn|info|debug|trace 
  debugLevel: info 
  # ReportCaller: true|false 
  ReportCaller: false 
 
  pfcp: 
    - addr: 127.0.0.8 
 
  gtpu: 
    - addr: 127.0.0.8 
    # [optional] gtpu.name 
    # - name: upf.5gc.nctu.me 
    # [optional] gtpu.ifname 
    # - ifname: gtpif 
 
  dnn_list: 
    - dnn: internet 
      cidr: 60.60.0.0/24 
      # [optional] dnn_list[*].natifname 
      # natifname: eth0 
 

C.2 MODIFIED CONFIG FILES 

C.2.1 amfcfg.config 
 
info: 
  version: 1.0.0 
  description: AMF initial local configuration 
 
configuration: 
  amfName: AMF 
  ngapIpList: 
    - 10.100.200.3 
  sbi: 
    scheme: http 
    registerIPv4: 127.0.0.1 # IP used to register to NRF 
    bindingIPv4: 127.0.0.1 # IP used to bind the service 
    port: 29518 
  serviceNameList: 
    - namf-comm 
    - namf-evts 
    - namf-mt 
    - namf-loc 
    - namf-oam 
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  servedGuamiList: 
    - plmnId: 
        mcc: 208 
        mnc: 93 
      amfId: cafe00 
  supportTaiList: 
    - plmnId: 
        mcc: 208 
        mnc: 93 
      tac: 1 
  plmnSupportList: 
    - plmnId: 
        mcc: 208 
        mnc: 93 
      snssaiList: 
        - sst: 1 
          sd: 010203 
        - sst: 1 
          sd: 112233 
  supportDnnList: 
    - internet 
  nrfUri: http://localhost:29510 
  security: 
    integrityOrder: 
      - NIA2 
      # - NIA0 
    cipheringOrder: 
      - NEA0 
      # - NEA2 
  networkName: 
    full: free5GC 
    short: free 
  t3502: 720 
  t3512: 3600 
  non3gppDeregistrationTimer: 3240 
 

C.2.2 smfcfg.config 
info: 
  version: 1.0.0 
  description: SMF initial local configuration 
 
configuration: 
  smfName: SMF 
  sbi: 
    scheme: http 
    registerIPv4: 127.0.0.1 # IP used to register to NRF 
    bindingIPv4: 127.0.0.1 # IP used to bind the service 
    port: 29502 
    tls: 
      key: free5gc/support/TLS/smf.key 
      pem: free5gc/support/TLS/smf.pem 
  serviceNameList: 
    - nsmf-pdusession 
    - nsmf-event-exposure 
    - nsmf-oam 
  snssai_info: 
    - sNssai: 
        sst: 1 
        sd: 010203 
      dnnSmfInfoList: 
        - dnn: internet 
    - sNssai: 
        sst: 1 
        sd: 112233 
      dnnSmfInfoList: 
        - dnn: internet 
  pfcp: 
    addr: 192.168.2.1 
  userplane_information: 
    up_nodes: 
      gNB1: 
        type: AN 
        an_ip: 192.188.2.3 
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      UPF: 
        type: UPF 
        node_id: 192.168.2.2 
    links: 
      - A: gNB1 
        B: UPF 
  ue_subnet: 60.60.0.0/24 
  dnn: 
    internet: 
      dns: 
        ipv4: 8.8.8.8 
        ipv6: 2001:4860:4860::8888 
    internet2: 
      dns: 
        ipv4: 8.8.4.4 
        ipv6: 2001:4860:4860::8844 
  nrfUri: http://localhost:29510 
 

C.2.3 upfcfg.yaml 
info: 
  version: 1.0.0 
  description: UPF configuration 
 
configuration: 
  # debugLevel: panic|fatal|error|warn|info|debug|trace 
  debugLevel: info 
  # ReportCaller: true|false 
  ReportCaller: false 
 
  pfcp: 
    - addr: 192.168.2.2 
 
  gtpu: 
    - addr: 10.200.200.102 
    # [optional] gtpu.name 
    # - name: upf.5gc.nctu.me 
    # [optional] gtpu.ifname 
    # - ifname: gtpif 
 
  dnn_list: 
    - dnn: internet 
      cidr: 60.60.0.0/24 
      # [optional] dnn_list[*].natifname 
      natifname: wlp2s0 
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