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”Sacar belleza de este caos es virtud.”
—Gustavo Cerati, Deja Vu (2009).
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Abstract
Brain-computer interfaces (BCI) have increasingly been brought to the research
community’s attention for at least the past 20 years and considerable progress has
been made in most of its research areas. According to the World Intellectual Property
Organization (WIPO) in the most recent report on assistive technologies trends,
BCIs are considered as one of the key enabling technologies for the emerging assistive
products. The quality of life of people suffering from a disability can improve
if an assistive device such as a BCI can aid communication, house-environment
management and mobility. Nonetheless, this technology is not yet ready to be used
for out-of-the-laboratory applications, mostly due to its lack of usability and their
classifiers’ frailty.

Specifically, for the EEG-BCIs, signal stability in time and user-to-user signal
variability are the main restrictions for their implementation into real scenarios.
Moreover, BCIs’ usability, acceptance and universal design are the current researchers’
concerns, acknowledging BCI technology is in its infancy. Among the current barriers
that prevent BCIs to be more usable, the most relevant are: 1) The difficulty to
re-use the classifiers, implying the need to iteratively calibrate the system to maintain
performance, consuming time and energy from users. This is because EEG signal
changes due to several factors, namely electrode movements (artifacts or signal drift),
the subject’s mental state, skin conductivity changes, etc. Machine-learning classifiers
are affected by these changes in signals and their performance decreases substantially.
2) BCIs’ low transferability between users, because of subject-oriented development
strategies that prevent BCIs’ evolution and application in other use-cases. 3) The
non-triviality of interfacing with the target entities (i.e., a device to control), due to
the high degree of technology fragmentation that ithe ndustry has created.

Given these challenges, the objective of this work is to provide a methodological
framework that contributes EEG-BCIs to overcome the mentioned barriers towards
their home use, further expanding their consolidated application as an alternative
communication tool. This will be achieved by addressing, on one end, the BCI
classifiers’ real-time adaptation to inter-session and inter-subject variability, enabling
BCIs’ repurpose. On the other end, through the creation of an interface with home
automation systems that enables a secure access and interoperability among devices,
simplifying the interaction between BCIs and automated homes.

In particular, the Plan4Act project’s transfer learning method, which endows
invasive brain readings’ classifiers with the power of inter-session effects’ mitigation,
is extended to the EEG-BCIs domain. This method, named GED-based Manifold
Realignment (GEDMR), enables EEG machine learning classifiers to mitigate the
inter-session signal variability and inter-subject effects, enabling the possibility to
re-use them. Furthermore, the Smart Home Gateway (SHG) is created to provide
a secure and scalable interface that enables devices’ interoperability, based on the
Web of Things standard, reference ontologies (for home appliances and IoT devices)
and standard communication protocols. GEDMR’s performance was evaluated using
open-access EEG datasets from diverse sources and groups of patients; while SHG’s
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was evaluated and validated in Plan4act project’s mid-term and final demonstration,
which consisted of a BCI actuating on the Smart House Living Lab’s devices.

The original contribution included in this work are: a) Plan4Act project’s ”mani-
fold realignment” method extension to the EEG domain to mitigate inter-session and
inter-subject variability; b) EEG datasets review, selection, processing and analysis,
to obtain the parameters of interest to the aforementioned method; c) the Smart
Home Gateway development, a secure, scalable and standard-based gateway to allow
device interoperability in the Smart House Living Lab; and d) The evaluation and
validation of the methodological framework.
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Resumen
Las interfaces cerebro-computadora (BCI, por sus siglas en inglés) han atráıdo
cada vez más la atención de la comunidad investigadora desde al menos los últimos
20 años y se ha logrado un progreso considerable en la mayoŕıa de sus áreas de
investigación. Según la Organización Mundial de la Propiedad Intelectual (WIPO,
por sus siglas en inglés) en el informe más reciente sobre las tendencias en tecnoloǵıas
asistivas, las BCI se consideran una de las tecnoloǵıas habilitadoras esenciales para
los productos de asistencia emergentes. La calidad de vida de las personas que
sufren una discapacidad puede mejorar si un dispositivo de asistencia como un BCI
puede ayudar a la comunicación, la gestión del entorno doméstico y la movilidad.
No obstante, esta tecnoloǵıa aún no está lista para usarse en aplicaciones fuera del
laboratorio, principalmente debido a su falta de usabilidad y la falta de robustez
de sus sistemas de clasificación. Espećıficamente para los EEG-BCI, la estabilidad
de la señal en el tiempo y la variabilidad de la señal de usuario a usuario son las
principales restricciones para su implementación en escenarios reales. Además, la
facilidad de uso, la aceptación y el diseño universal de BCI son algunos de los retos
que los investigadores tienen en agenda, reconociendo que la tecnoloǵıa BCI está en
su infancia. Entre las barreras actuales que impiden que los BCI sean más utilizables,
las más relevantes son: 1) La dificultad para reutilizar los clasificadores, lo que implica
la necesidad de calibrar iterativamente el sistema para mantener el rendimiento,
consumiendo tiempo y enerǵıa de los usuarios. Esto se debe a que la señal del EEG
cambia debido a varios factores como los movimientos de los electrodos (artefactos o
desviación de la señal), el estado mental del sujeto, los cambios en la conductividad de
la piel, etc. Los clasificadores de aprendizaje automático son sensibles a estos cambios
en las señales y su rendimiento disminuye sustancialmente en su presencia. 2) la
baja transferibilidad de las BCI entre usuarios, debido a las estrategias de desarrollo
orientadas personalizadas que impiden su evolución y aplicación de BCI en otros
casos de uso. 3) La no trivialidad de interactuar fácilmente con dispositivos (es decir,
un dispositivo para controlar), debido al alto grado de fragmentación tecnológica
que creó la industria. Ante estos desaf́ıos, el objetivo de este trabajo es brindar un
marco metodológico que contribuya a que los EEG-BCI superen las mencionadas
barreras hacia su uso doméstico, ampliando aún más su aplicación consolidada
como herramienta de comunicación alternativa. Esto se logrará abordando, por un
lado, la adaptación en tiempo real de los clasificadores BCI a la variabilidad entre
sesiones y entre sujetos, lo que permite la reutilización de los BCI. Por otro lado,
mediante la creación de una interfaz con sistemas domóticos que permita un acceso
seguro e interoperabilidad entre dispositivos, simplificando la interacción entre BCIs
y hogares domóticos. En particular, se ha extendido al dominio EEG-BCI el método
de transferencia de aprendizaje del proyecto Plan4Act, que dota a los clasificadores
de lecturas cerebrales invasivas con el poder de mitigar los efectos entre sesiones.
Este método, denominado ”GED-based manifold realignment” (GEDMR), permite
que los clasificadores de aprendizaje automático de EEG mitiguen la variabilidad de
la señal entre sesiones y los efectos entre sujetos, permitiendo reutilizarlos. Además,
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se ha creado el Smart Home Gateway (SHG) para proporcionar una interfaz segura y
escalable que permite la interoperabilidad de los dispositivos, basada en el estándar
Web of Things, ontoloǵıas de referencia (para electrodomésticos y dispositivos IoT) y
protocolos de comunicación estándar. El rendimiento de GEDMR se evaluó utilizando
conjuntos de datos de EEG de acceso abierto de diversas fuentes y grupos de pacientes;
mientras que el SHG fue evaluado y validado en la demostración intermedia y final
del proyecto Plan4act, que consistió en un BCI actuando sobre los dispositivos del
Smart House Living Lab. Las contribuciones originales incluidas en este trabajo son:
a) la extensión del método de ”Manifold Realignment” del proyecto Plan4Act al
dominio EEG para mitigar la variabilidad entre sesiones y entre sujetos; b) revisión,
selección, procesamiento y análisis de conjuntos de datos de EEG para obtener los
parámetros de interés para el método mencionado; c) el desarrollo de Smart Home
Gateway, una interfaz segura, escalable y basada en estándares para permitir la
interoperabilidad de dispositivos en el Smart House Living Lab; y d) La evaluación y
validación del marco metodológico.
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CHAPTER 1

INTRODUCTION

It is well-known that modern society needs to address this century’s most important
challenge: Ageing. Declining fertility rates and increasing survival at older ages
have led to population ageing. Life expectancy at birth is rising in the world and it
is projected to reach 2 billion by 2050 ((UNFPA), 2012). Furthermore, the World
Health Organization (WHO) estimates that over one billion people need one or
more assistive products and that most of these are older people and people with
disabilities. As society ages, more people will demand assistive products, as their
function declines in multiple areas (USAID, 2016).

There is no consensus regarding the definition of assistive technology, but the one
from WHO is probably the broadest: assistive technology are those products that
“maintain or improve an individual’s functioning and independence, thereby promoting
their well-being. They enable people to live healthy, productive, independent and
dignified lives, and to participate in education, the labour market and civic life”
(World Health Organization, 2019). On the other hand, the World Intellectual
Property Organization (WIPO) in the most recent report of Assistive Technology
trends, highlights that ”all identified emerging assistive products use one or a
combination of several enabling technologies, such as artificial intelligence (AI), the
Internet of Things, brain– computer/machine interface (BCI/BMI) and advanced
sensors. These allow for smarter and connected assistive products which learn from the
user’s behavior and environment, optimize and customize their functions and support
independent living and navigation, telemedicine and smart nursing” (WIPO, 2021).
In particular, it states that communication is the trend of developments in software-
based assistive technology for communication and smart assistants. Moreover, one of
the areas of recent development with great potential are brain–computer interface-
based control of devices, with growth rates of 71% Annual Average Growth Rate.
Looking to the future, the report says, the changing market demographics for assistive
technology, including the aging population, represent an increment of end-users in
needs for assistive technologies. However, the unprecedented collection and use of
data to develop AI-models and are essential to enabling technology, but data and
privacy issues are a challenge to address, being accentuated in the area of assistive
technology as they involve vulnerable groups. Regarding Brain-computer interfaces,
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Figure 1.1: Number of people aged 60 or more around the world. Source: (UNFPA) (2012).

WIPO report refers to non-invasive systems as particularly helpful for disabled users,
allowing them to communicate their brain with an external device, closing the gap
between the user’s thoughts and ability to communicate effectively, as opposed to
simply recognizing and communicating individual words. These technologies, which
account for 11% of the emerging technologies reported, enable users to interact with
others and control appliances, equipment and personal devices. This is a thriving field
to explore and to propose solutions, as the report confirms that these technologies
are in early stages and will continue growing, as the majority (74%) of BCI-related
patents were filed after 2013 (WIPO, 2021).

On the other hand, the area of smart homes (technology that is embedded in
the user’s home) covers nearly half of the emerging technology IP filing (44%).
Developments include home appliances (refrigerators, air conditioners, cooking hobs,
microwave ovens) and structural components for home use (lighting fixtures, smart
doors/locks, garbage bins, etc.). Developments in enabling technologies are growing
in reliability, usability and robustness, enabling an easier incorporation of this
technology to smart homes. WIPO concludes that Environment assistive technology
is the fastest growing area with 42% AAGR with applications related to smart homes,
smart cities and assistive robots (WIPO, 2021).

1.1 MOTIVATION AND RATIONALE

This doctoral thesis addresses at least three of the reported key enabling technolo-
gies that are growing in interest, according to WIPO. We envision to merge the
Smart Home appliances control with data-driven adaptive Brain-computer interfaces
powered by emerging deep learning and transfer learning techniques. It is this
thesis’s underlying motivation to strive for BCIs’ better use conditions and to build
acceptance for their evolution.
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1.1.1 EEG-BASED BRAIN-COMPUTER INTERFACES
CHALLENGES

In recent years, BCI research has made significant progress in several areas of appli-
cation, namely, assistive devices control, rehabilitation technology, gaming industry
and well being applications. Most developments aim at achieving brain-controlled en-
vironments, cognitive self-assessment, communication means for patients with severe
communication disorders such as Amyotrophic Lateral Sclerosis (ALS), Locked-in
Syndrome (LIS), and multiple sclerosis (MS). However, in the past decade, several
EEG-based BCI methods and technologies have been developed and shown promising
results in real-world but only showing accuracy/performance and comparison, but
most do not advance to real-time, translation, or application (Jiang et al., 2021).

X. Li et al. (2020) have identified and classified the current challenges in three
major topics:

• Information Transfer Rate (ITR): The transfer rate (in bits per second) is
a computed measure for communication devices that reflects the speed and
accuracy of a device. The current average (60-120bits/minute) is not enough for
real-time applications, but authors state that improving the training method,
increasing the type of driving signal and making experiment shorter (with
propoer training of users) could increment ITR. For comparison, the Guinness
World Records reports a record of stenotype writing of around 360 words
per minutes with 97% accuracy. Cattan (2021) concludes in this aspect tha
BCIs are unusable in applications such as in keyboards or mice and that BCI
operation complexity constitutes a barrier for developers.

• Classifiers have low accuracy: current classifying methods achieve up to 90%
accuracy for two-category problems, 80% for three-category problems and only
70% in four-category problems. Author states that feature extraction techniques
and classifiers technology should be improved, especially for multi-category
classifications.

• Limited research on asynchronous BCI systems: Synchronous BCI systems
depend on an external information provided to the user and each trial has
a fixed duration for classification. A usable BCI should be independent of
external information in order to be effective in real-scenarios. Asynchronous
paradigms are the answer and promise to be the trend in BCI research to bring
them closer to real users in real scenarios.

Bonci et al. (2021) also infer in their analysis that current systems are uncomfortable
and bulky, and have limited ability to read skull signals. For better results, in limited
cases, a major surgery could help get better readings (invasive measurement). They
also bring to the discussion security, ethical and privacy issues as the next challenges
to tackle by the scientific community. Nonetheless, there are still numerous challenges
to overcome to achieve reliable, stable and robust BCI systems that can become
a marketable product. Most of the reviewed studies show results over decoding
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pipelines, signal processing techniques and deep learning solutions which most of
the times reach optimal performances (Chenane et al., 2019), yet few report on
acquisition issues, reliability and true usability of such tools outside laboratories
(Abiri et al., 2019). In this line, comparing accuracy between studies that did not use
common datasets, yields to invalid conclusions as tasks, subjects, and data processing
are unique to each case (Craik et al., 2019).

1.1.1.1 CALIBRATION, TRAINING TIME AND FATIGUE

A major challenge in BCIs is that different neural responses to a unique stimulus can
be found across subjects, also varying at different time/locations for the same subject.
On top of this, to calibrate a BCI, each new subject needs training before acquiring
good quality (and large amounts of) examples of task-related EEG recordings, which
is expensive and time consuming. Currently, most BCI applications are not practical
and usable due to the energy and time consuming calibrations repeated before
each use (Abiri et al., 2019; Gao et al., 2019). This is because brain signals are
high dimensional and background noise level hides the components related with
brain states (Yadav et al., 2020). Moreover, neural activity measured from Local
Field Potentials (LFP), EEG or magnetoencephalography (MEG) exhibits multiple
temporal features associated to cognitive processes and diseases, including evoked
potentials, broadband fluctuations and narrow-band rhythmic activity (Cohen, 2021).
Thus, to be able to create a classifier able discern different states, usually large
amounts of data is needed. A major cause that limits EEG manipulation and
prediction is that brain signals are non-stationary due to varied internal and external
factors (Cohen, 2014). Among the first ones, the user’s increasing fatigue and losing
concentration are the most common ones; among the latter ones, the measuring
condition, introducing variability from electrode impedance, acquisition system setup,
external interference, and others. These factors (and others) yield to a very well
known issue in BCI classifiers: prediction model trained on data from one session
has a low performance on different a session (Wang et al., 2015). Furthermore,
subject-dependency and even inter-session variability can make it necessary for BCI
researchers to collect calibration data at the beginning of each session and, to solve
this issue, most paradigms have lengthy training times, which can cause fatigue in
subjects.

1.1.1.2 EEG SIGNAL VARIABILITY:SOURCES, EFFECTS AND MIT-
IGATION STRATEGIES.

Considering the exposed in section 1.1.1.1 about the signal variability in EEG-
BCI, it is worth mentioning that it is expected this problem to be exacerbated in
EEG recordings from patients that suffered a brain injury. In consequence, the
issue of extra efforts on the calibration and setup process is determinant in neuro-
rehabilitation applications, as it is known to cause user frustration and a lack of
motivation, impacting negatively on recovery (Morone et al., 2015). Researchers
explain that the sources of variability are not exclusively associated to technical
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aspects. Intra- and inter-subject variability are casued by different emotional and
mental processes happening in the background while performing the cognitive task
under study. In addition, the volume conduction may also play a major role in
covariate shifts in the EEG data (Saha & Baumert, 2020). Initially, to improve
the efficiency of ML classifiers, a naive solution to overcome this issue was to pull
several datasets from different sessions to train the classifiers, hoping this would
mitigate the low performance due to inter-session effect. Unfortunately, the statistical
distributions of these data vary across subjects as well as across sessions within
individual subjects, affecting the performance of this method (Jayaram et al., 2016).
Chowdhury et al. (2018) proposed a method to reduce the unnecessary re-training of
EEG classifiers by detecting covariate shifts in datasets, then achieving significantly
better performances compared to traditional methods. Yet, the system required
at least 16 minutes of calibration. A study by Roy et al. (2020) established the
feasibility of CNN based architectures in inter-subject continuous EEG decoding,
basically implementing an inter-subject transfer learning paradigm over intra-subject
learning.

Transfer learning describes the procedure of using EEG data recorded to improve
classifiers performance on other datasets of the same task. There are two main
pipelines to follow: Rule adaptation, which is to adapt classifiers rules to each
session or subject; or Domain adaptation, where we must assume that there is
some underlying and invariant structure among both datasets and use it to find a
representation of this structure that we can use to our favour. BCIs definitely need
advances in transfer learning, either in domain adaptation or rule adaptation to
build effectiveness and robustness toward non-expert users market. Common Spatial
Patterns (CSP) is the most common technique to apply transfer learning in BCI
problems either to mitigate inter-session or inter-subject variability. Also covariate
shift approach has been successfully applied to BCIs, which, instead of assuming
that there exists some invariant space where the data is represented, it attempts to
model the variation between individuals to find a transformation for new individuals
to the known space (Jayaram et al., 2016).

Saha and Baumert (2020) explain that most of the existing transfer learning
approaches are based on regularization or inter-session/subject transfer of model
parameters in different configurations and using different strategies, but still everyone
needs a training session. They have recently demonstrated the feasibility achieving
classifications without any training trial from the target subject (Saha et al., 2018),
but the performance requires to be improved significantly if the goal is to achieve
real-life implementations.

1.1.1.3 DEVELOPMENT OF USABLE EEG TECHNOLOGIES

Kübler et al. (2020) not only agrees on the importance of addressing day-by-day (or
even hour-by-hour) variability in EEG-BCI readings, but also adds other issues to
the list of contributors to what they define the translational gap for the clinical use
of BCIs. The effort and complexity to access patients to record data and conduct
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studies is significantly higher than doing it with healthy volunteers. Some patients of
interest to BCI applications need 24 hour care, many communicate through assistive
technology, they cannot leave home independently and, although using few electrodes
may speed up the setup process, removing gel at the end is still a downside. In spite
of many advances been made in most of these issues, BCI controlled applications are
not available for end-users with disease, essentially because the scientific community
is not necessarily listening to end-users. The authors also resume other obstacles
that are holding back the acceptance and adoption of BCI assistance for patients:
a) Low reliability (intra-subject variability); b) Low efficiency compared to other
assistive technologies (setup time and cognitive resources); c) Demands supervision
(researchers are usually needed in place); d) Researchers may be reluctant to include
patients from vulnerable groups; e) Gel-based sensors for EEG studies require long
setup time and cleaning afterwards. Recent developments in dry or water-based
technology can be implemented; f) Not enough commercial interest makes BCI an
orphan technology. Extending its applications to other clinical applications can be
the key to expand this market; g) Roadmap to bring BCIs closer users is not clear.
Precise steps are currently missing toward standalone home use (Kübler et al., 2020).

A key aspect the BCI developer community should consider in order to extend
even more the use of this technology is usability(Allison et al., 2020; Sullivan et al.,
2018; Taherian et al., 2017). The acceptance of BCI technology is undermined
if it is not reliable or usable, this is, to be reliable and robust to work correctly
all the time. Auditory and visual distraction, electrical noise or other internal or
external factors should not condition any of their attributes. As for their components,
they should be comfortable and easy to wear (put on and off, adjust, cosmetically
acceptable or invisible) (Vansteensel & Jarosiewicz, 2020). Cattan (2021) points
out that until the early 2000s, research-grade amplifiers were expensive medical
grade equipment. Emotiv (San Francisco, US) was among the first manufacturers
to release a commercial low-cost EEG cap for individual customers but it lacks
proper electrode location and quantity. In general, they use cheap materials and
only include a few and unmovable channels, often a disadvantageous condition for
some BCI applications (Cattan, 2021).

1.1.2 EEG-BCI APPLICATIONS AND OPPORTUNITIES

As exposed in the paragraphs above, there are multiple methods, pipelines and
applications developed for EEG-BCIs, all aimed at being implemented either in
user’s goal selection or process control. In a goal-selection BCI protocol, BCI’s
function is to elicit the user’s intention or final objective, process it via software
application and ultimately turn it into a command to an end-effector (i.e., a prosthetic
arm, a wheelchair, a light switch, etc.). In this case, the software application is
in charge to manage all means, by controlling parameters and feedback, detecting
obstacles and measuring variables in order to achieve the final goal (user’s desire).
In a nutshell, the software application takes all the burden and the user will only
communicate a desire. In contrast, in a process-control protocol, the user uses the BCI
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to adjust all parameters that need to be adjusted in order to achieve a goal (user’s
intention). To cite an example from the previous paragraph, with this protocol the
user who wants to instruct a BCI commanded wheelchair to go to the bathroom
would have to produce step by step commands to arrive to destination (i.e., go
forward, then turn right then forward and stop) (Wolpaw et al., 2020).

1.1.2.1 BIOMEDICAL APPLICATIONS

VIRTUAL REALITY Immersive virtual reality experiences in simulated real-
world scenarios is currently being used in neuroscience research and clinical inter-
ventions. EEG-BCIs are combined with virtual reality sets to study the underlying
cognitive processes while performing tasks such as driving, thus assessing user’s
alertness, vigilance, reaction time, fatigue and drowsiness. In the future, such mea-
surements could be integrated in cars to prevent accidents (Cannard et al., 2020).
Fernández-Caballero et al. (2017) used virtual and augmented reality combined with
BCI to tackle the future of alternative treatments of auditory verbal hallucinations
in schizophrenia, that take advantage of a social and cognitive approach with regards
to pharmacological therapy. They argue that the combination of BCI and VRAR
could promote efficient cognitive therapies, increase in quality of life, well-being and
social integration of people with schizophrenia, software able to communicate brain
and virtual atmospheres, and reduction in social and economic costs of mental illness.
Furthermore, from clinical perspective, the elimination of secondary effects associated
to pharmacological treatment and other interventions (Fernández-Caballero et al.,
2017).

EDUCATION Yu and Bai (2021) designed an IoT system to collect EEG record-
ings from a classroom and successfully assessed the students emotions. Also, Babiker
et al. (2018) studied situational interest, which is widely explored in the psychology
and education domains, as it impacts positively on learning and academic achieve-
ment. In their study, they used EEG to detect situational interest in a classroom,
and found that gamma and delta bands can be used successfully to detect situational
interest of students during learning in classrooms. Furthermore, data of single EEG
channel was enough to detect student’s situational interest in simultaneous recordings
(Babiker et al., 2018).

BIG DATA Group dynamics, team cohesion and social synchronicity studies
have been enabled by wearable BCIs, as large scale samples built upon collaborative
recordings have the potential to revolutionize social studies. Hashemi et al. (2016)used
a portable BCI (Muse) and through our daily-use devices they gathered EEG data
from more than 6.000 subjects and found that EEG power changed as a function
of age, and that the age-related changes depended on sex and frequency band.
Also, they found age-related shift, a gradual slowing of the peak alpha frequency
with increasing age. Their work clearly highlights the advantage of using large,
representative samples to address questions about developmental brain changes.
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The validity and significance of large datasets depends on signal quality. Most
of the times, users lack the experience to achieve an optimal setup of a BCI device,
as placing the electrodes, calibrating and artifact removal requires knowledge and
experience on the matter. On the other hand, simpler equipment lack the necessary
amount and quality of electrodes, yielding to limited datasets only useful for few
applications (not for research) (Cannard et al., 2020).

SELF-ASSESSMENT AND DIAGNOSIS The emergence of improved wear-
able and real-time analysis BCIs can help with assessment and diagnosis for clinical
use. Studies show that it is possible to perform an early diagnosis of brain disorders
by simply wearing this technology at home. Hofmeijer et al. (2018) studied Cortical
spreading depolarization (CSD), which is is a wave of neuronal and glial depolariza-
tion, propagating across the brain’s gray matter, associated with failure of brain ion
homeostasis. Other researchs looked into using BCI to capture EEG characteristics
as a tool for diagnosing schizophrenia, detection of brain tumors and parkinson’s
disease (Christensen et al., 2013; Sharanreddy & Kulkarni, 2013; Shim et al., 2016).
Moreover, others studied epilepsy, neurodegenerative disorders, motor disabilities,
inattentiveness, or different types of ADHD diagnoses in children (Miko lajewska &
Miko lajewski, 2014).

EXERCISING There is an increasing interest in measuring EEG while subjects
are exercising due to the development of more stable wearable technology (reduced
artifact and improved usability), especially to study relaxation state during stress and
muscular fatigue in expert athletes, to develop training strategies and to understand
the known process of neuroangiogenesis and neurogenesis. Besides it will bring
information on the effects of exercising in brain activity, impacting in sports science
and medical applications (Cannard et al., 2020)

NEUROFEEDBACK Neurofeedback, a type of biofeedback, is the process of
self-regulating brainwaves to improve various aspects of cognitive control. For some
conditions (i.e., migraine headaches), neurofeedback BCI applications could poten-
tially replace medications, thereby reducing the negative side effects of medication.
They could also assist the treatment of people with addiction, obesity, autism,
and asthma (Abiri et al., 2019). Many applications to study the effects of mental
stress have been developed by combining mindfulness or meditation techniques and
EEG-BCIs, showing clear benefits to cognitive performance, increased memory and
attention (Alimardani et al., 2020; Nyhus et al., 2020). Combined with Virtual
reality and video games, neurofeedback is known to help with symptoms of anxiety
and attention disorder/hyperactivity disorder (ADHD) (Perales & Amengual, 2017).
Moreover, users’ emotions sensory connections and mental state of mind are observed
in affective computing BCIs, are used to modify the environment (i.e., surrounding
sounds, and lighting configuration) to improve the emotional their emotional state
and benefit from affective computing to help them convey their feelings to others
(Mridha et al., 2021).
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SLEEP STUDIES Different devices to tack sleep quality can be found in the
market (smart watches, phone apps, smart mattresses and pillows) but they focus on
parameters such as blood saturation, movement and behavior tracking, heart rate and
others. There are limited amount of studies conducted using wearable BCIs despite
recent encouraging advancements in neuroimaging, suggesting transcranial magnetic
and direct current stimulation (tDCS and TMS, respectively) would improve sleep
quality (Cannard et al., 2020). Furthermore, EEG recordings during sleep can be
complemented with auditory neurofeedback, in coordination with sleep phases to
enhance sleep quality (Debellemaniere et al., 2018).

MOTOR THERAPY AND REHABILITATION Literature states that there
are two strategies for BCI applications in motor therapy and rehabilitation. The first
strategy, named assistive BCI, aims at bringing an alternative to communication and
control of external devices, bypassing the damaged neuronal pathways. The second
strategy, that is called rehabilitative BCI, aims at restoring and recovering the lost
functionality by effective facilitation of neuroplasticity. Additionally, researchers
reviewed the present practices in stroke rehabilitation in motor, cognitive and affect
domains, suggesting that a holistic approach could result in over-arching outcomes
in motor rehabilitation (Mane et al., 2020). van Dokkum et al. (2015) state that
due to the heterogeneity of effects post-stroke, a wide span of training-oriented
techniques where implemented assuming that motor re-learning is comparable to
motor learning, and that patients would to be able to learn their motor skills back.
However, most of these techniques require some remaining level of motor control to
execute the therapeutic tasks, hence, for severe injured patients (with none or almost
no movement), this is prohibitive. Here, BCIs can make a substantial improvement
as they can record brain activity while performing or trying to perform motor and/or
cognitive tasks, and then map the decoded brain signals onto useful feedback on
the performed task for both patient and therapist. Moreover, the decoded signal
can even be used for the control of external devices designed to execute the desired
movement, thus providing proprioceptive feedback to close the natural information
flow that aids rehabilitation. Furthermore, by using EEG readings as a control
signal, it is possible to command different devices such as prosthetic hands or
orthotic legs;and even active stimuli by functional electrical stimulation on the
affected limbs can compensate for the loss of voluntary motor control. The author
concludes that BCI need to be integrated with and complete existing rehabilitation
methods, like task oriented rehabilitation, high intensity and repetitive exercises,
mirror therapy, constrained-induced therapy, mechanized or robotic rehabilitation,
serious games, modulation of sensory afferents, etc in order to be implemented and
accepted by patients and therapists. Then, additional refinement to adjust to the
vast heterogeneity of pathologies and injuries to finally evaluate and validate the
benefits of including BCI in this field (van Dokkum et al., 2015).
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1.1.2.2 NON-BIOMEDICAL APPLICATIONS:

GAMING Video games are essentially a competition between the player’s cognitive
(and motor) proficiency, and a software machine that proposes certain challenges
under certain rules. Evidently, virtual and augmented reality are already excellent
means to enhance player’s experience, turning it into an immersive journey into
the game’s story. BCIs have a good opportunity to also enhance the feeling of
presence and action in a virtual environment by replacing or enhancing mechanical
inputs (such as keyboard or joystick input). Cattan et al. (2020) propose a P300-
based BCI (triggered by event related potentials or ERP) that requires a shorter
training, achieve a higher information transfer rate and allow a higher number of
possible commands, outperforming other existing BCI gaming prototypes based on
motor imagery (MI) or steady state visual evoked potentials(SSVEP), this last not
recommendable due to risk of eliciting epileptic seizures. Nonetheless, they claim
there are still some limitations to overcome, as synchronous paradigms not being fit
to control a continuous process (which limits the application to only certain games),
visual fatigue being a constant rejection factor (constant flashing stimulation is
needed), low transfer rate and intention inference improvement (sometimes a target
is unintentionally looked at and triggers an output) (Cattan et al., 2020). M. Li et al.
(2021) designed a P300 BCI game based on a Bayesian Convolutional Neural Network,
called the MindGomoku, which is based on the classic two-player pure strategy chess
game Gomoku. In each turn, the player should choose one position to lay down
a piece through the proposed BCI system, preventing the player from having to
continuously select the target position, avoiding visual fatigue. Additionally, they
implement Bayesian deep learning, which solves the overfitting problem when training
on small data sets, proving the successful application of an online P300-based BCI
games. Joselli et al. (2014) shows the experience in designing and developing a game
prototype using EEG as input, differing from most BCI gaming applications since
it is based on a action game (MindNinja, their developed version, similar to Fruit
Ninja), where the BCI is used as an auxiliary input. They showed that the immersion
experience can be increased by using BCI, making this game more attractive. They
also conclude that this kind of games could help people with low attention to gain
more control over its attention level.

SECURITY AND MILITARY According to Charles N. Munyon (2018), ”A
significant source of funding for the development of new BCI technologies has been
the United States Department of Defense, and while the predominant focus has
been restoration of lost function for those wounded in battle, there is also significant
interest in augmentation of function to increase survivability, coordination, and
lethality of US combat forces.”(Munyon, 2018). In this work it is explained that
advances in functional network mapping and understanding of the roles of different
neural networks that are involved in input processing, as well as cortico-limbic
pathways in affect regulation and decision making have significantly accelerated
bidirectional BCI targeting outside of the primary motor and sensory networks (non-
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primary brain computer interface, or NpBCI). However, the author states that it is
important that neuroethics not lag behind in this context, especially for technologies
developed under projects with Department of Defense Funding or having an obvious
military application. To this end, the author proposes a framework for classification
of these technologies within one of three categories: restorative, augmentative, or
disruptive. This would allow the therapies within each category to be examined
in terms of their risk to the subject, with different acceptable risk/benefit ratios
depending on the category. The assumptions made is that for civilian use of BCI,
the main goal will be function restoration or stop deterioration, which can share
the same characteristics for a military medical use (after a battle wound), while the
augmentative is more of a paradigm that fits military applications (to increment
strength, lethality, etc.). Finally, disruptive category is the one to evaluate the
most to ensure robust ethical framework existence and a set of countermeasures is
available in case of being in hands of adversaries (BCI technologies in this category
can effectively detect dissimulation and deception through EEG during interrogation)
(Munyon, 2018).

Other applications in the field of disaster management, security and defense
is drone or drone swarm control through BCIs. D. H. Lee et al. (2021) designed
endogenous paradigms (i.e., motor imagery (MI), visual imagery (VI), and speech
imagery (SI)) specialized in drone swarm control and conducted various EEG-based
task classifications related to drone swarm control, confirming the feasibility of
increasing the degree of freedom for drone swarm control using various endogenous
paradigms. Other researchers proposed a smart combat helmet for soldiers with
novel hygroscopic sponge electrodes which allows soldiers to carry out extra tasks by
using EEG-BCI decoding techniques. Their smart helmet is capable of assisting the
soldiers to execute instructions with SSVEP-based BCI when their hands are not
available and is a reliable piece of equipment prepared for long-term EEG use. They
report that the average accuracy of 21 subjects can reach 91.11% in a simulated
military mission (Ko et al., 2019).

INDUSTRY Industry 4.0 goal is to introduce digital tools, digital twins and
cyber-physical systems into industrial processes, to improve productivity, lower risks,
lower operational costs, taking care of monotonous tasks allowing human operators
to take more specialized tasks and improve productservice quality and customization.
BCI-based solutions are attracting increasing attention in shop floors as they can
help optimize the operator’s cognitive load, ease human-robot interactions, and
help improving security. The development of BCI applications in industry could
contribute to put the operator at the center of the industrial process, categorizing
these applications as follows: safety at work, adaptive training and device control. For
safety at work, a passive BCI would continuously decode EEG signal decomposition
into frequency bands to identify the operator’s neurocognitive condition (i.e.,cognitive
load), aiming at reducing safety risks and enhancing productivity. For the case of
adaptive training, the goal is to reinforce the learning of complex procedures by
using neurofeedback during monitored training to improve attentional processes
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while adapting task difficulty to the level of cognitive load and vigilance, thus
optimizing learning and avoiding frustration. Finally, for device control, reactive
(P300 and SSVEP) and active (MI) paradigms are employed to command or instruct
sequences of commands to cobots, tools, software platforms, etc. (Douibi et al., 2021).
Human-robot collaboration (HRC) aims to combine human cognitive and motor
skills with robotic capabilities to enhance a productive process outcome (productivity,
energy efficiency, accident prevention, ergonomics, etc.). In HRC, robots (or robotic
platforms that control them) need to be proactive and react in advance to human
movements, intention and possible errors, in order to be able to assist them or
collaborate with a task, thus, it needs to gather continuous information about
human’s intention and next moves. To address this, BCIs could build a direct and
efficient communication channel between human and robot. A group of researchers
proposed a closed-loop BCI with contextual visual feedback by an augmented reality
(AR) headset that uses the electroencephalogram (EEG) patterns from the multiple
voluntary eye blinks as input. Their decoding algorithm (online) achieved an average
accuracy can reach 94.31% and their case study predicts to shorten the time of
user input in human-robot interaction. Additionally, they designed an AR-enable
information feedback interface to achieve an interactive robotic path planning (Ji
et al., 2021). Other applications, not for process intervention but for inspection
in the framework of Industry 4.0, is a wearable device which integrates augmented
reality (AR) glasses with a single-channel EEG-BCI as the input interface of the AR
platform. Here, an SSVEP paradigm is implemented and the stimuli is given by the
AR glasses while displaying the inspection information (Angrisani et al., 2020).

1.1.2.3 BRAIN-COMPUTER INTERFACES IN AMBIENT ASSISTED
LIVING

A home automation system (HAS) can be defined as networked devices used to
automate tasks in a home environment. In the last ten years, the HAS market has
grown significantly and a multitude of technologies have been developed to support
smart home applications (Farooq et al., 2020; K. Lee et al., 2013). Essentially,
sophisticated interfaces have flooded the market, such as voice command interaction
using smart speakers. The advent of these devices has triggered improvements in
usability and independence of users, although a unique tool that performs as the
“master control” and allows users to interact efficiently with the complete device
ecosystem, is far from being achieved (Simeoni et al., 2021).

Most BCI dedicated to interact with HAS are based on some kind of visual stimuli
that, ultimately, produces a recognizable pattern that is acquired at scalp level, and
later classified to produce a command for a target device (Chai et al., 2020; Kim
et al., 2019). Other more complex systems are used for communication (Wolpaw
et al., 2018) and often include hybrid modes (more than one strategy to elicit control
commands), making this the technology flexible and adaptable to multiple users’
needs. Nonetheless, as mentioned in previous sections, the dependence of BCIs to
external stimuli to elicit an event-related potential is the main discouraging factor

12



to adopt them. Moreover, deploying a BCI controller in an automated home is not
trivial due to several limitations associated to the technology fragmentation issue,
holding back the possibility to plug agnostic solutions to use as controller. In this line,
despite existing solutions to interface with automated premises (“openHAB”, n.d.),
there is still a gap in the available technologies that engage the actual communication,
interoperation and secure manipulation of home devices, which is often out of the
scope of a BCI research. Indeed, most BCI developments applied to home control
reviewed in literature consist in ad hoc solutions, spanning from hardware interfacing
platforms (Jafri et al., 2019; Mukherjee et al., 2020), to even more complex sensors
networks or IoT platforms to communicate high level commands to the environment
or to manipulate objects (i.e., through personal care mobile robots) (Mezzina & De
Venuto, 2020).

From the usability point of view, a user-friendly interface (e.g., a graphical
user interface) is the key to achieve BCI acceptance, effectiveness and adoption,
supporting easy and natural control. The interactions through the BCI are quite
limited and sparse in time, hence users should be able to perform the interactions
through BCIs without any expert’s assistance and avoiding tedious and personalized
calibration processes or training sessions, as already mentioned in previous sections.
This reinforces the idea of a ”plug-and-play” system that can adapt to every possible
user and perform robustly, relying perhaps in some high-level parameters easy to
configure (Mora et al., 2015). In this line, some disruptive studies (Kosmyna et
al., 2016) have evaluated the feasibility of in realistic smart home applications on
usability, usefulness, learning curve and user experience. Results on these parameters
are encouraging, as users (disabled and not) scored high (85% approx.) the BCI
system’s usefulness, ease of use, satisfaction and ease of learning to control of a smart
environment. Interestingly, and strictly related to this thesis, the paradigm used was
visual imagery (subjects produce EEG signals without a stimulus), which is in the
trending research topic, as asynchronous and spontaneous paradigms seem to be the
best option to gain independence for BCI users.

1.2 PROBLEM STATEMENT

Many resources and efforts has been already invested in developing methodologies,
frameworks, tools, models and techniques to understand the brain bio-potentials,
either from invasive or non-invasive readings, and how to turn them into a robust
control parameter.
Our work focuses on EEG-based BCIs and, given the facts exposed in the previous
sections, we came to the understanding that the current limitations for achieving a
real expansion of the use of BCIs outside the controlled conditions of laboratories
are summarized in the following main aspects:

• BCI Systems are complex to be handled by non-experts.

• BCI systems usually need long calibration periods to adapt to each user before
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performing any good.

• Interfacing with home appliances and automatic infrastructure is not always
possible due to the technology fragmentation issue.

In order to contribute to overcome some aspects of these challenges, this doctoral
thesis will provide a methodological framework to process, analyze, classify and make
use of elecrophysiologycal activity (EEG signal), ultimately addressing the issue
of intra- and inter-subject variability. Along this study, we aim at contributing to
overcome training time and fatigue from user’s (leveraging fast BCI training and
start up), implementing accurate and low resources consuming machine learning
classifiers, such as artificial neural networks (ANN). Additionally, we will propose
the technological means to match the requirements of interfacing with the Smart
House Living Lab, enabling to control a wide span of devices in its device ecosystem,
in an attempt to bridge the gap of interoperability among its components.

1.3 MANUSCRIPT’S OUTLINE

In this chapter, the current EEG-BCIs’ challenges that prevent them from being
adopted in a wider span of applications were explained. To emphasize this work’s mo-
tivation and rationale, BCIs’ current application and opportunities in the biomedical
and non-biomedical domains were presented. The rest of the document is distributed
as follows: Chapter 2 presents the conceptual foundations and definitions provided
by the literature; Chapter 3describes the main and specific objectives and lists the
research questions; Chapter 4 describes the materials and methods implemented in
each of three phases; Chapter 5 presents the results and discussions; and Chapter
6 presents the conclusions and future work.
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CHAPTER 2

CONCEPTUAL FOUNDATIONS

Brain-computer interfaces (BCIs) or brain-machine interfaces (BMI) are a combina-
tion of hardware and software that enables brain activity to control devices and their
objective is to help disabled people on their daily activities (Ramadan & Vasilakos,
2017). Bablani et al. (2020) define a brain-computer interface to those which provide
a way to develop interaction between brain and computer, communicating via neural
responses generated in the brain because of motor movements or cognitive activities.
Initially, BCIs were dedicated to serve as communication devices for patients suffering
from severe neuromuscular disorders. But, due to current advancements in developing
passive electrodes, wireless headsets, adaptive software and cost reduction, have
re-oriented development towards general public use (Bablani et al., 2020).

In the past, research in BCI was not popular among researchers because decoding
brain signals and their correlation with thoughts was unachievable. The brain activity
research was limited to the clinic and laboratory exploring the brain functions.
However, in the last two decades a drastic change to the research in the BCI field
occurred. Research groups focused in the field are increasing in number due to the
availability of affordable acquisition systems, evolution of sensors and computational
models that have improved the accuracy and usability of BCIs (Ramadan & Vasilakos,
2017).

The following sections will introduce electroencephalography fundamentals, brain-
computer interfaces classification and the usual methods that support this technology,
such as signal processing, feature extraction and machine learning classifiers. More-
over, Plan4Act project (European Commission, 2021) is summarized, introducing
the context in which our research questions were raised.

2.1 COGNITIVE ELECTROPHYSIOLOGY AND

ELECTROENCEPHALOGRAPHY

The term cognitive electrophysiology entails the study of the electrophysiological
effects derived from the activity of a neuron population, whenever a cognitive function
(perception, memory, language, emotions, social cognition and so on) is executed.
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This subject includes a broad span of disciplines, among which lives neuroscience, a
data-driven discipline that aims at discovering the functional properties of neural
networks using cognitive paradigms to elicit specific patterns of neural activity.
For neuroscientists, electrophysiology is a direct measure of neural population-level
activity that can relate human data to computational models of neurobiological
and neurophysiological processes. This is achieved by means of sophisticated data
analyses and neurophysiological interpretations of simple cognitive tasks, consisting
in many trials of few conditions (Cohen, 2014).

Nunez and Srinivasan (2006) defined a useful concept to understand the nature
of signals acquired at scalp level: the synaptic action fields, which are the number of
active excitatory and inhibitory synapses per unit volume of tissue at any given time,
independent of their possible participation in cell assemblies. This definition is useful
if it is assumed to be a representation of the neocortical activity over sub-milimiter
regions (called cortical columns), which give raise to so-called generators of EEG. In
a nutshell, the activation density of excitatory and inhibitory synapses, are expressed
as a function of time and cortical location, comprising the field variables. Each active
inhibitory synapse produces a local current source at a membrane surface and each
active excitatory synapse produces a local negative source (sink). The magnitude
of electric potential at large distances (for example, at the local scalp) generated
by a cortical column depends mainly on the distribution of synaptic and return
sources over its depth and the synchrony of synaptic activation (covered in section
2.1.4). However, the synaptic synchrony requirement to produce measurable scalp
potential may bias the equation toward the recording of synaptic sources that are
parts of cell assemblies (connected cells forming a network). Although, there are
other parameters unrelated to cell assembly formation that play an important role
for the relatively large scalp potentials that occur with spontaneous EEG or event
related potentials (Nunez & Srinivasan, 2006).

2.1.1 EEG IN A NUTSHELL

An interesting explanation of the origin of EEG potentials states that they are
the sum of extracellular currents resulting of dendritic postsynaptic potentials in
thousands to millions of pyramidal cells in a cortical column. It is known that,
although postsynaptic potentials make the largest contributions, other electrochemical
dynamics (calcium and sodium spikes) or adjacent cellular activity (glial cells), active
as well as passive currents, and mono/quadripolar sources also contribute to the
EEG potentials generation (Cohen, 2017c).

There are several reasons to use EEG to study cognitive processes, and one of
those is that this high-temporal resolution technique is able to capture cognitive
dynamics in the time frame in which cognition occurs (measured in the order of
hundreds of milliseconds). Furthermore, some cognitive events may be concatenated
in a sequence that can span hundreds of milliseconds to a few seconds. Another
advantage of EEG for studying neurocognitive processes is that they directly measure
neural activity, as he voltage fluctuations measured at scalp level are direct reflections
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of the electrophysiological activity of populations of neurons. In this sense, it is
important to understand that the EEG signal is multidimensional, composed of
features in time, space, frequency, power and phase. These last two dimensions
being discrete elements and they provide largely independent information. This
multidimensionality provides many possibilities for specifying and testing hypotheses
that are rooted both in neurophysiology and in psychology (Cohen, 2014).

2.1.2 SPATIAL RESOLUTION, PRECISION, AND ACCU-
RACY OF EEG

EEG is considered to have fairly good temporal precision, resolution, and accuracy
provided it comprises more than 32 electrodes (usual is 64), but these are extremely
low compared to high-spatial-resolution imaging techniques such as functional mag-
netic resonance imaging (fMRI). On the other hand, EEG spatial precision is quite
low and usually the application of spatial filters improves this condition. Indeed,
EEG readings from one scalp electrode does not necessarily show the activity from
groups of neurons right below it. On the contrary, signals are composed of a complex
mixture of activities from many brain regions and it depends on how much one
brain region contributes to the signal and if cortical anatomy contributes to that
potential to arrive to the electrode: as figure 2.1 shows, dipoles located at the brain
cortex may project bio-potentials in parallel to the scalp surface. Besides, brain
networks can be studied at many levels or scales: microscopic (less that few cubic
millimeters comprising neural columns), which produces activity that is invisible
to EEG; mesoscopic (several cubic millimeters), from which some activity may be
resolved with EEG if more than 64 electrodes are implemented and spatial filters
are applied; and macroscopic (large brain regions of many cubic centimeters), easily
measurable with EEG, even with only a few electrodes (Cohen, 2014).

Figure 2.1: Brain cortex depicted as dipole sheets, in and out cortical fissures and sulci. Regions
”a-b” or ”d-e” is where EEG is most sensitive (bio-potential projections contribute the most to the
EEG signal). Oppositely, regions such as ”h-i” contribute the less, as they are perpendicular to the
electrode surface. Source: Nunez and Srinivasan (2006)
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2.1.3 CORTICAL ACTIVITY ESTIMATION

Nunez and Srinivasan (2006) defines the brain volume conduction as the simpler
mathematical model for EEG, as know the basic governing equation relating current
sources to macroscopic currents and potentials produced in the volume conductor are
known. The basic formulation is normally presented in terms of Poisson’s equation:

∇ · [σ(r)∇Φ] = −s(r, t) (2.1)

In equation 2.1, s(r,t) is the volume current source function and ∇ is the vector
gradient (mathematical) operator involving spatial derivatives in three spatial coor-
dinates (a dot product is involved). Φ(r,t) is the usual scalar potential, expressed as
spatial coordinates. The generally inhomogeneous tissue properties (conductivity),
which is a function of location r, is given by σ(r). And the volume current source
expressed in microamperes per unit of volume (cubic millimeters) accounts for the
effect at a cell membrane (neuron) through which a known source current passes
(Nunez & Srinivasan, 2006).

Any imaging technique or electrophysiological representation that is used to
study brain activity is grounded on two central concepts: the forward solution
and the inverse problem. In a nutshell, the first one is an estimate of the effect (in
bio-potential dynamics) that would result from the activity of a certain dipole in a
certain location in the brain. The inverse problem starts from the known observed
effects in the brain cortex and strives to find what dipoles with what orientations
and with what magnitudes produced such observed effect. This definition assumes
that there could be more than one answer to this question (i.e., more than one dipole
and in several combination of orientations, locations and magnitudes). Furthermore,
most EEG phenomena appear to be generated by widely distributed sources. In
some areas, like primary sensory cortex for example, more prominent signals are
produced than other regions, producing large-magnitude waveforms in the time-
averaged evoked potentials (Cohen, 2014). My goal in the context of this thesis is not
localization of sources that may be anywhere and everywhere at a given time, but
rather quantitative characterization of the dynamic behavior of multiple distributed
sources.

Cohen (2014) sets an interesting analogy defining source-imaging procedures in
terms of a regression or a general linear model. The author states that the forward
solution is analogous to the independent variables and the observed activity at
the electrodes, the dependent variables. Thus, the goal of the analysis is to find
sets of weights (analogous to correlation coefficients) to describe the relationship
between dependent and independent variables. interestingly, the author states that
the differences among imaging methods are due to different assumptions each method
makes when estimating the relationship between true brain generators and the
observed effect in the surface.

The forward solution is the modelling of all the parameters that are involved
in the conduction of a bio-potential and its acquisition by scalp electrodes. These
factors include the head shape modelling (spherical or anatomical, guided by MRI
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scanner), electrodes position precision (measured and fit to each subject or standard
positions), dipole orientation (cortex perpendicular or not), and more. In general, if
no confidence in the exact and precise positions of electrodes in the scalp, including
into the analysis the modelling cortical folding and a simultaneous reading from
MRI and electrodes, modelling X, Y and Z axes is suggested. Figure 2.2 shows
15.028 brain sources constructed from MRI and 64 EEG channels, computed for
three dipoles orientations from each source. The forward model predicts what the
topographical map looks like for the activation of one of one dipole in one orientation
(Cohen, 2014).

Figure 2.2: Example topographical maps expected from different dipole orientations. Source:
Cohen, Mike X. Analyzing Neural Time Series Data (p. 417). MIT Press. Kindle Edition.

2.1.4 EVENT-RELATED SYNCHRONIZATION AND
DESYNCHRONIZATION (ERD AND ERS)

The activity of several groups of neurons during a stimulus or event produces
oscillations in brain activity, denominated Event Related Synchronization or Desyn-
chronization (ERS/ERD). This activity is related to cognitive processes that can be
controlled voluntarily by humans, although this can only be achieved with proper
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ERD/ERS Frequency bands
Frequency range (Hz) Cognitive Function
o,5 - 4 (Delta) Preparing a movement
4 - 8 (Theeta) Memory
8 - 13 (Alpha) Relaxation
13 - 22 (Beta) Motor Inactivity
22 - 40 (Gamma) Characteristic Association

Table 2.1: Typical EEG frequency bands and their associated cognitive function or state.Source:
Nunez and Srinivasan (2006)

training in order to capture them. The phenomena underlying ERD/ERS is the
oscillation in unison of a group of neuron at a determined frequency, being these
frequency bands an indicator of a predominantly active brain function. The increase
or a decrease in power of the frequency band, is caused by an increase or decrease of
activity synchronization of underlying groups of neurons (Becedas, 2012; Ramoser
et al., 2000). ERD/ERS can be viewed as generated by changes in oscillations in
neuronal networks (inter connected groups of neurons). Oppositely, Event Related
potentials (described in section 2.2.2.1) for example, can be considered as a series of
transient post-synaptic responses of main pyramidal neurons triggered by a specific
stimulus (Ramoser et al., 2000)

Although table 2.1 shows correlation between certain frequency bands and a
specific cognitive function as an accepted simplification. However, the mechanisms
that produce neural rhythms and determine the specificity of the rhythm to the task
remain unclear (Cannon et al., 2014).

2.2 BRAIN-COMPUTER INTERFACES CLAS-

SIFICATION

In this section, the different classification criteria will be addressed, aiming to provide
an overlook of the commonly used BCIs and to provide an understanding of the type
of signals are those of interest for the present work and why.

2.2.1 ACCORDING TO INVASIVENESS

2.2.1.1 INVASIVE

Bablani et al. (2020) defined this sub-type as a mode that allows recording of brain
signals through surgically inserted electrodes. This modality can be approached in
several ways, as the following:

PENETRATING MICRO-ELECTRODES: electrodes are inserted in the
cortical region to record brain signals with high quality and greater strength than
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other non-invasive methods. This method was used at first in monkeys and then
introduced as a viable technique for human brain study. There are several variants
of this type of electrodes which are adapted to the requirements of each study, but
most relevant are:

• Micro-wire arrays,

• micro-fabricated arrays,

• polymer based arrays,

• silicon based arrays,

• Benzocyclobutene (BCB) electrodes,

ELECTROCORTICOGRAPHY (ECOG) :also known as intra cranial EEG,
in this mode electrodes do not penetrate in the cortical tissue but they are surgically
placed over it. They can be presented as a grid of silicone plastic or as individual
electrodes placed in the region of interest. According to Becedas (2012) with this
technique, Local Field Potentials (LFP) are recorded in a more reliable way compared
to EEG due to the absence of the skull attenuating the signal (it measures signals of
up to 100 micro-volts). Moreover, it maintains the temporal resolution providing
higher spatial resolution, less noise and higher bandwidth compared to EEG. The
author states there are several types of signals that can be extracted by invasive
techniques and they are classified as the following:

• Electrocortical activity, produced by big populations of synchronized neurons
measured over the surface of the cortex.

• Local Field Potentials, is also found over the cortex and are the result of action
potentials generated by neurons (synaptic activity) and it is thought that
it is also comprised to a great extent by excitatory and inhibitory dendritic
potentials (Scherberger et al., 2005).

• Multi-unit activity is constituted by averaged activity from a small group of
neurons (intracranial electrodes)

• Single Unit Activity, produced by neurons when they activate (reach action
potential) and are collected with intracranial electrodes (3-10 micrometers)
and it is taken from the nearest neuron to the electrode tip (highest amplitude
of power). Although these signals are intimally related to specific activity of a
region of interest, its measures vary substantially between trials and averaging
and processing is needed to get reliable results (Lebedev & Nicolelis, 2006).
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STEREOENCEPHALOGRAPHY (SEEG) Martini et al. (2020) defined this
invasive technique as an electrode-based one that uses implanted macroelectrodes.
The leads have multiple contacts to allow the recording of deep structures that are out
of reach of subdural ECoG measurements (often used for monitoring patients with
refractory epilepsy). This technique is being studied and has provided positive results
as a BCI. Although, it carries limitations due to the surgical intervention needed
to place the electrodes, as they are placed stereotactically or with intraoperative
magnetic resonance imaging (iMRI) (Martini et al., 2020).

ENDOVASCULAR ELECTROCORTICOGRAPHY . Oxley et al. (2016)
explains that, emulating long-term deposition of electrodes inside a vein to achieve
recording or stimulation of local neural tissue used in pacemakers and defibrillators,
and seizing the fact that cerebral veins lie in sulcal folds, intracranial stenting
of these is carried out in order to enable the capability to record endovascular
electrophysiological activity. Among the advantages of this technique it is the
suitability for long-term implantations and robustness of the recording after a long
period (190 days after implantation) in animal models. Finally, it allows access to
diverse brain regions which cannot be recorded by other BCIs (mostly focused at
cortex). To this days, only pre-clinical studies have been carried out (Oxley et al.,
2016).

2.2.1.2 NON-INVASIVE

Non-invasive BCIs are, as the method indicates, those capable of recording brain
activity without trespassing the skin barrier. According to Ramadan and Vasilakos
(2017), the signals acquired are, in most cases, low quality, although they are preferred
instead of performing surgery striving for better quality and robustness. These
techniques seek for electrophysiological variations, changes in blood oxygenation
levels (fMRI), analyzing magnetic field of the brain (MEG) and brain’s metabolic
process (PET) (Ramadan & Vasilakos, 2017).

ELECTROENCEPHALOGRAPHY (EEG) Understanding electroencephalog-
raphy has been crucial to understand cognition, brain functioning, and its abnormal
functioning. This technique, along with Magnetoencephalography (MEG), constitute
the most powerful non-invasive means to study the electrophysiological phenomena
that is produced in our brain cortex (Cohen, 2017c). According to Nunez and
Srinivasan (2006), links between EEG and psychology have been robustly established
over the years, and general states of consciousness or specific cognitive processes have
shown certain correlation to EEG recordings. Moreover, EEG power spectrum has
been analyzed in detail through different protocols to comprise a vast understanding
of the involved dynamics, identifying characteristic features called EEG Rhythms:
Delta (1-3 Hz), high amplitude signal found in frontal lobe (posteriorly in children)
during sleep or commonly in babies; Theta (4 - 7 Hz), found in frontal midline (Fz to
Cz in 10-20 standard) during meditation; Alpha (7 - 12 Hz), found in the posterior
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region of the head during relaxation and concentration; Mu (8 - 13 Hz), found in
sensorimotor cortex and which is suppressed when motor neurons are active; Beta (12
- 30 Hz), a low amplitude wave present in sensorimotor cortex (more evident frontally)
whenever subject is alert, thinking and during active concentration; Gamma (¿ 30
Hz), present in somatosensory cortex during somatosensory processing and short
term memory matching of objects, sound and tactile sensations (Nunez & Srinivasan,
2006).

The EEG signal sources are neurons and glial cells and this activity is recorded by
placing electrodes on the scalp in a particular standard disposition (usually standard
10-20 electrode placement system)(Bablani et al., 2020). This technique has poor
spatial resolution because signals are altered by all structures they go through (the
meninges, the cerebrospinal fluids, the skull and the scalp) but, on the other hand,
its temporal resolution is high and it measures in a direct way the neural activation
dynamics (opposite that fMRI or fNIRS) (Becedas, 2012).

MAGNETOENCEPHALOGRAPHY (MEG) This technique records mag-
netic fields produced during neural activity of the brain (Bablani et al., 2020).
According to Babiloni et al. (2009), these signals are produced by postsynaptic ionic
currents of synchronizede pyramidal neurons from brain cortex, and reflect ”the
integrative information processing of signals coming from thalamus, brainstem and
other cortical modules” (Babiloni et al., 2009). Moreover, they suggest the signals
represent integrated information derived from activations of cortical modules, which
have an ordered orientation that yields the spatial summation of the activations
and its propagation towards the scalp. Also, these signals have high temporal res-
olution (¡ 1ms) such as EEG but it overcomes this technique on spatial resolution
by achieving 0.5-2 cm resolution. This is only feasible thanks to the development
Superconducting Quantum Interference Devices (SQIDs), which are magnetic flux
to voltage converters, sensitive enough to capture brain’s magnetic flux generated
by its electrical activity (100 fT = 10-13 T). On the downside, this technique is
extremely expensive and has to be performed in properly isolated and controlled
experimentation conditions, using expensive equipment (Babiloni et al., 2009).

FUNCTIONAL MAGNETIC RESONANCE IMAGING (FMRI) Ra-
madan and Vasilakos (2017) define fMRI as a technique that is used to measure
blood oxygen level during brain activity. It achieves high spatial resolution and
it allows to identify and circumscribe brain activity at any region of the brain.
Specifically, after a stimulus (maybe initiating a task), certain changes are produced
in neural activity unchaining a hemodynamic response which alters blood flow for
that group of neurons, thus changing local oxygen metabolism. This local hemody-
namic and metabolic changes produce changes in magnetic susceptibility creating
magnetic field distortions, altering MR signals (Babiloni et al., 2009). Although it is
possible to non-invasively record deep structures’ activity, it does it in expense of
temporal resolution (almost 2 s), and overall resolution is highly sensitive to head
movements. According to Becedas (2012) with this technique it is possible to identify
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Blood Oxygen Level Dependent (BOLD) changes. Among the disadvantages of this
technique it is the expensiveness of the equipment to perform it, its non-portability
and the need to restrict all movements of the subject.

FUNCTIONAL NEAR-INFRARED SPECTROSCOPY (FNIRS) Signals
are provided by studying oxygenation and deoxygenation of hemoglobin in the brain.
For this technique, light in the infrared region of the electromagnetic spectrum is
used to infer changes in oxygen levels attached to hemoglobin which are produced
in response to stimuli (Bablani et al., 2020). Fluctuations in tissue oxygenation
modulate the scattering and absorption of the infrared light photons. Similarly to
fMRI, this technique has a high spatial resolution (¡1 cm) but an even lower temporal
resolution (up to 5s) (Ramadan & Vasilakos, 2017).

POSITRON EMISSION TOMOGRAPHY (PET) This technique allows to
measure the functionality of the brain by injecting a positron emitting substance
into the bloodstream. It is commonly used for disease diagnose but there are several
isotopes that can help to study different regions of the brain (Bablani et al., 2020).

SINGLE-PHOTON EMISSION COMPUTED TOMOGRAPHY (SPECT)
Gamma rays are used to study the brain. As in PET, a substance is introduced
into the bloodstream (safe doses of radioactive substances) and the SPECT machine
traces the substance absorption by the brain. This way, blood flow can be traced as
it flows through tissues and it shows the areas of the brain that are active, inactive
or overactive. With this technique, no practical BCI can be implemented but it is
mostly used to study epilepsy seizures, Parkinson‘s disease and more (Bablani et al.,
2020).

FUNCTIONAL TRANSCRANIAL DOPPLER (FTCD) This technique
uses ultrasound pul-ses to infer changes in velocity of the bloodstream that are
produced in response to the activation of a group of neurons located no deeper than
80 mm below the skull. Its spatial resolution is poor (up to 3 cm) and its temporal
resolution is comparable to fMRI’s (order of seconds). On the upside, this technique
is cheaper than other imaging techniques, portable and robust (less affected by
motion artifacts, electrical interference and background noise). Feasibility for BCI
application has been proven, although it is a relatively new technology at early stages
of development (Martini et al., 2020).

2.2.2 ACCORDING TO THE SIGNAL ACQUISITION
PARADIGM

All BCI systems need to establish a clear signal acquisition paradigm in order to
define all the rest of the parameters that compose signal processing, the amount and
position of electrodes and decoding models to produce an actuation command. These
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acquisition paradigms can be classified at a high level in Event Related Potentials
(ERPs), Evoked Brain Potentials (EBPs), Motor Imagery(MI), non-motor Cognitive
Tasks, Hybrid Signals and several less common paradigms, which are shown in the
following table (Bablani et al., 2020; Banville & Falk, 2016; Ramadan & Vasilakos,
2017).

Figure 2.3: EEG-based BCI paradigms.

2.2.2.1 EVENT RELATED POTENTIALS

Event related potentials are EEG signals reflecting cognitive responses to internal
or external stimuli, characterized by series of unique components in amplitude
and latency, that make these waveforms usable for BCI systems, provided certain
conditions are met (phase and time locking must be consistent across trials). ERP
activity changes when a stimulus appears and it is varies also with electrode position
in the scalp. Thus, it could reveal brain dynamics associated to cognitive, sensory and
motor stimuli from the environment. There are several types of patterns associated
to different stimuli (Aydarkhanov et al., 2020; Bablani et al., 2020):

ERROR-RELATED POTENTIALS (ERRP) This waveform is useful to help
correct errors made by BCI predictors, as these potentials appear whenever there is
a mismatch between the outcome or response of the BCI system and the expected
outcome based on the intention of the user. ErrP is more pronounced in the frontal
lobe, and lasts from 200 to 700ms. Given its nature it can be used as a parameter
to adjust input signals (approaching BCI systems as control problems) in real-time
and closed-loop systems. Nonetheless, despite the potential benefits of using brain
signals’ power as controller, many aspects remain unsolved and achieving a stable
command based on ErrP signals is still challenging (Abiri et al., 2019).
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CONTINGENT NEGATIVE VARIATION (CNV) This stimulus-related
waveform is present between 2 consecutive stimuli (called warning Stimulus, the first;
and Imperative stimulus, the second). It usually takes about 30 trials of warning
and imperative stimuli for CNVs to appear, as its presence is related to cognitive
processes (Bablani et al., 2020)

P300 WAVEFORM P300 is one of the most studied and implemented ERP
in BCIs and it is produced when an infrequent stimulus is presented at ”Odball
Paradigm” paradigm. P300 is a positive peak of around 5-10 micro-volts produced
200-500 ms after the stimulus, defined as an increase in the average potential of brain
signals in positions Pz, Cz and Fz in 10/20 international system. Its generalized use
in BCIs is based on its usability by most subjects, as systems are easily calibrated
and achieve high accuracy. However, high levels of attention and visual focus yield
to fatigue and, as it is based on visual ability, visually impaired people cannot use
this paradigm. Moreover, there are other potentials (positive and negative) that
appear at different times after a stimulus and with different latency (i.e. N100,
N200, P100 and P200). These are related to exogenous components (as opposed to
P300) associated with diverse types of stimuli, take place at different locations in
the scalp, have shorter latency and depend on physical attributes of the stimuli such
as brightness of an image, frequency of a sound. Some of them are also related to
certain conditions of subjects (i.e. autism) (Abiri et al., 2019; Sokhadze et al., 2017).

EVOKED BRAIN POTENTIALS (EBPS) EBPs are related to external
stimulation of human sensory organs. These potentials appear in response to external
stimuli (sound, light, tactile, etc.) and do not involve cognitive processes. Whenever
stimuli are periodic, these potentials are called Steady-State Evoked Potentials
(SSEPs) and brain response frequency is correlated with the frequency (and its
harmonics) of the stimulus (Abiri et al., 2019; Bablani et al., 2020; Ramadan &
Vasilakos, 2017; Rashid et al., 2020). Among the most studied waveforms in this
classification, are the following:

1. Visual Evoked Potential (VEP), represent rapid responses located in the visual
cortex (occipital lobe) whenever a rapid visual stimulus is presented to the
retina (flashing lights, words and pictures). It is usually composed by a
negative peak after 100ms of stimulus onset followed by a positive peak at
200ms. This paradigm is called Steady-State Visual Evoked Potential (SSVEP)
when the stimuli are presented in certain frequency (3.5-75Hz) and it generates
evoked potentials with the same frequency of stimulation (Beverina et al., 2003;
Ramadan & Vasilakos, 2017).

2. Auditory Evoked Potential (AEP), are generated as response to sound stim-
uli and, as in VEPs, when these stimuli are presented periodically, the paradigm
turns into Steady-State Auditory Evoked Potential (SSAEP). AEPs are recorded
non-invasively via EarEEG placing EEG electrodes in the ear canal. AEP
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stimuli usually are train of clicks, tone pulses, amplitude-modulated tones with
repetitions in 20 to 100 Hz, and the SSAEP response is found at the primary
auditory cortex (Bablani et al., 2020; Rashid et al., 2020).

3. Tactile (or Somatosensory) Evoked Potential are generated when peripheral
nerves are stimulated with vibrotactile actuators and they are observed at the
parietal lobe (C3, C4 and Cz). For BCI systems based on SSSEPs, subjects
are required to focus on the vibrations of a particular part of the body (usually
right hand and left hand fingers). The advantage of this paradigm is that it can
be used by subjects that have lost their volitional eye control (i.e. in Locked-in
Syndrome and Amyotrophic Lateral Sclerosis patients) This paradigm is the
less explored of ERDs, probably due to the complexity of the stimulation device
(Bablani et al., 2020; Muller-Putz et al., 2006; Rashid et al., 2020).

2.2.2.2 SPONTANEOUS SIGNALS

SLOW CORTICAL POTENTIALS (SCP) SCPs are slow Direct Current
oscillations generated in the frontal and central cortical area, and are the lower
frquency features (below 1Hz) we can record with EEG with latency range of 0.5s to
10s, correlated with increase or decrease of cortical activity. It is a slow potential
variation which can be positive or negative and are spontaneous conditions (not
provoked by an external stimulus) and, with training (weeks or even months), subject
can control them and use them as commands for BCI systems by implementing
”Operant conditioning”, thus voluntarily altering the amplitude of Mu and Beta
rhythms with a mental strategy that varies between subjects (i.e. execution of
a preferred task, movement or simply relaxation, varying upon each user). This
paradigm is not extensively used and motor and sensorimotor paradigms are mostly
implemented as spontaneous signal elicitation (Bablani et al., 2020; Becedas, 2012;
Ramadan & Vasilakos, 2017; Rashid et al., 2020).

MOTOR IMAGERY (MI) Motor Imagery is one of the most extended paradigms
for brain-machine interfaces, as it is focused on capturing the efects (ERD/ERS) of
limb (or other prominent parts of the body) motion imagination in large specialized
areas of the brain such as the motor cortex (Abiri et al., 2019). Motor imagery is a
cognitive process in which a subject imagines that he or she performs a movement
without actually performing the movement and without even tensing the muscles,
requiring the conscious activation of brain regions involved in movement preparation
and execution,adding the voluntary inhibition of the actual movement. Additionally,
motor imagery strategies are divided into Kinesthetic motor imagery (subject has
the feeling of performing the movement with all the sensory consequences) and visual
motor imagery(the subject sees himself or herself performing the movement as from
a distance (third person perspective) (Mulder, 2007).

• Sensorimotor Rhythms (SMR): Sensorimotor paradigm is one of most common
motor imagery paradigms, being necessary for the subject to imagine kinesthetic
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movement of large parts of the body (arms, hands tounge, legs, etc.), thus
causing event-related desichronization (ERD) in mu and beta rhythms. When
this condition is no longer present (relaxation), Event-related synchronization
(ERS) takes place. ERD and ERS are particularly present in C3 and C4
positions of the 10-20 International System. These can be used to move
prosthetic limbs or direct cursors in a screen but is can be done only with a
long training time (weeks), which is a clear disadvantage (Abiri et al., 2019)
SMRs can be voluntarily generated during muscle intentional movement from
bilateral limbs. These potentials are very useful for persons with muscular
disorders, as devices controlled via SMR will help them to perform motor
activities (Bablani et al., 2020)

• Imagined Body Kinematics (IBK): Extracting and using SMR is not intuitive
or natural to users, is time-consuming for training and the systems are not
usually easy to calibrate in order to be used as BMIs. In IBKs, the training
protocols and analysis methods are fundamentally different from SMR, as the
subject is asked to imagine the continuous movement of only one body part in
multi-dimensional space. This paradigm is sometimes referred to as a natural
imaginary movement (Abiri et al., 2019)

NON-MOTOR COGNITIVE TASKS These tasks are used to elicit activity
from several regions of the brain cortex and are extensively used to operate BCIs.
Some examples are listed below:

• Mental mathematical computations.

• Mental manipulation (rotation) of geometric figures.

• Visual counting.

• Mental generation of words.

• Mental (Visual) imagery.

• Music imagination.

• Covert Spatial Attention.

• Selective sensation.

Each one of these non-motor cognitive tasks generate a specific activation in specific
regions which makes it somehow easy to identify (Rashid et al., 2020).

HYBRID BCIS A Hybrid BCI consists in the combination of one or more signals
from diverse nature (physiological or not) with a BCI signal(Ramadan & Vasilakos,
2017).There are three instances in which it is possible to fuse or integrate brain
signals (Banville & Falk, 2016):

28



• Data-level: unprocessed signals carrying information from same event are
fused together, avoiding information loss, although very sensitive to noise. An
example of this mode is to fuse two channels from different brain locations to
compute coherence.

• Feature-level: differently to the data-level fusion, here the original signals are
processed individually before being fused, making the outcome more robust,
although less informative. An example of this is to fuse EEG and electromyog-
raphy (EMG) to decode a hand movement.

• Decision-level: this is the higher level of integration and implies that two
different signals are individually processed and classified before fusion. Like
this, users can control a single task or each single signal can be used to control
one of the tasks in a sequence towards a higher level goal. This fusion allows
maximum robustness to noise. An example of this is seen in the combination
of EEG with non-physiological signals, such as gaze trackers and EEG-BCI
control.

Finally, hybrid paradigms can be sequential or simultaneous, as different signals can
be used jointly to one goal (simultaneous) or be used to control different targets,
as explained in decision-level fusion. In the simultaneous processing configuration,
signals are classified in separated (parallel) decoding pipelines, while in a sequential
setting, these pipelines are concatenated, being the output from the first decoded
signal the input for the last one (Abiri et al., 2019).

2.2.3 OTHER CATEGORIZATIONS AND DEFINITIONS

BCI control systems can also be classified in terms of the dependency or Independence
paradigm, this is over user’s intention (central nervous system) translated into action
of peripheral nerves and muscles to support the control pipeline. In the case of a P300
speller BCI, the users would have to move their eyes in order to fix their attention
into one of the targets for this potential to be evoked. This fact makes this speller a
dependent BCI. On the other hand, independent BCIs are generally adapted to
users that have lost the ability to move their muscles and, thus, need no voluntary
action from the users’ end to operate. It is worth clarifying that independent BCIs
do not necessarily need endogenous signals to operate, as some BCI interfaces (Egan
et al., 2017; Rezazadeh et al., 2020) can perform even without any muscular effort
(in these cases ocular movement) (Banville & Falk, 2016).

Another categorization for BCIs is formulated in terms of the operation mode
between the user and the system. Indeed, if there is any time constraint or cue to
be provided by the system to the user when interacting,then the BCI paradigm is
considered synchronous. In contrast, if subjects generate, by means of any chosen
strategy, the signals to be classified at any time and without prior instruction to the
system, then the paradigm is considered asynchronous (Rashid et al., 2020).
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2.3 SIGNAL PROCESSING AND DIMENSION-

ALITY REDUCTION TECHNIQUES

The objective of the signal processing is to eliminate or to attenuate noise components
that are mixed with EEG signal. Once data has been recorded from electrodes in the
scalp, several adjustments to each channel signal needs to be performed to remove
artifacts. Such artifacts come from different sources of different nature, all present
during the acquisition phase, and can be originated form eye-blinking (EOG), heart
bio-potentials or electrocardiogram (ECG), muscle movements (EMG), and any
other external source interacting such as line noises or electrode movements. The
major issue with artifacts, especially those from biological sources is that they share
similar frequency bands and amplitudes to those of the EEG signal so it is difficult
to separate them. In order to tackle this issue, several steps need to be executed
generally in the order presented by experts guidelines and recommendations reports
(Keil et al., 2014).

To process (or pre-process) any signal is to apply any transformation or reorgani-
zation of data prior to analysis. In a nutshell, processing may imply extracting epochs
from data (time windows of interest), removing artifacts or bad data (e.g., removing
bad channels or epochs), applying temporal or spatial filters, mean-centering, refer-
encing, among others. These methods are mostly aimed at improving signal-to-noise
ratio to achieve better analysis or classification results. However, signal and noise are
almost always intimately entangled, turning the process of separating them into a
decision of trading-off between them: taking out too much of the noise from data may
yield to useful information removal. In the particular case of EEG, this decision is also
made in terms of the research objectives. For instance, all features of interest might
be allocated in a particular frequency band (i.e.,20-30Hz), allowing the researcher
to band-pass data, removing many sources of conflict at once (e.g.,line artifacts,
electromyographic interference, direct current offset, etc.). Yet, it is important to
stress one inescapable fact: EEG is not a noise-free measurement (Cohen, 2014).

2.3.1 REREFERENCING

In EEG research, it is usual to define a particular reference for recording (e.g., left
mastoid) and a different one for offline analysis (e.g., average reference). Typically,
this involves a simple linear transformation corresponding to adding or subtracting
a particular waveform from all the channels and has major effects in the channel
waveform so it must be chosen carefully (Keil et al., 2014).

2.3.2 INTERPOLATE MISSING DATA

Interpolation is a mathematical method for estimating unobserved data, which will
be replaced by a function of other measured data from other electrodes. In some
cases, EEG channels contain a large amount of noise components and be useless for
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analysis. Usually, noisy channels can be deleted without affecting the study outcome,
provided a high density of electrodes is being measured. In other cases, there may
be electrodes that are used in a certain part of the study and then safely removed
(e.g., EOG electrodes, mostly used for calibration purposes). Nonetheless, it may be
preferable to include data from missing channels in the analysis, and a solution is
channel interpolation (Keil et al., 2014).

2.3.3 BASELINE REMOVAL

Baseline, as understood from the EEG research perspective, is a piece of recording
whose averaged values are to be used as ground for all EEG measures (or zero).
During this period, subjects are not supposed to perform any activity related to
the experiment to avoid mixing or attenuating relevant effects, as the mean value
recorded during this baseline period is then subtracted from the rest of the data
(Keil et al., 2014).

2.3.4 ARTIFACT REJECTION

Filters are carefully designed to attenuate unwanted components in the signal, such as
high-pass filters (with a cut-off frequency of less than 1 Hz) basically to remove offset
or drifts of channels. Additionally, low-pass filters are used to remove noise from
higher frequencies, of course adjusted to the range in the spectrum the information
we strive for is. Notch filters with a null frequency of 50-60 Hz are used to remove
line or power supply noise (Agustina Garcés & Orosco, 2008).

It is worth mentioning in this section a complementary, well known and powerful
method that is widely used and recommended in EEG studies for source separation
and noise component rejection: Independent Component Analysis (ICA). This
method assumes that EEG data can be modeled as a noisy static mixture of mutual
independent sources associated with different physiological phenomena, and allows
researchers to extract the EEG signals of interest. In a nutshell, the result of applying
ICA to EEG data is to have all sources of potentials separated. Thus, it is possible to
identify those components that are not EEG signal produced by cortical activity, and
subtract them from the channels they influenced. Ocular movements or eye-blinks,
as well as muscular activity and ECG have characteristic time-frequency profiles that
make possible its identification and labeling (even by automatic methods) (Albera
et al., 2012; Klug & Gramann, 2021).

2.3.5 FEATURE EXTRACTION

For any EEG-based application (e.g., a BCI), feature extraction is a key step to
reduce the amount of information to be processed to achieve a goal. Feature is a
measurement or parameter in concrete, such as amplitude values, bands of power,
power spectral density, autoregressive and adaptive autoregressive parameters, time-
frequency features, and inverse model-based features, among others.
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Nonetheless, in order to understand more subtle EEG responses to internal or
external stimuli, dimensionality reduction techniques can be applied to extract the
most relevant features from EEG spectrum. Here, Principal Component Analysis
(PCA) and Generalized Eigendecomposition (GED) are presented, the first one, as
the state-of-the-art dimensionality reduction techniques applied to EEG data; and
the second one, a generalization of PCA which brings important benefits to EEG
analysis, particularly to this thesis objectives (Keil et al., 2014).

PRINCIPAL COMPONENT ANALYSIS (PCA) According to Cohen (2014),
PCA constructs a set of weights that, multiplied by the original signal, are then
principal components. These weights are based on the covariance between electrodes
time series (Strictly speaking of EEG), so that components can explain all of
the variance of the data. In addition, two assumptions are made about principal
components: a) they are uncorrelated with each other; and b) they are created so
that the first principal component explains as much variance as possible, the second
one explains as much of the residual variance, and so on for as many components as
there are electrodes (variables) (Cohen, 2014).

An interesting interpretation of PCA is that, as as spatial filter it sets the weights
for each electrode based on point-to-point channel covariance matrix, this is, they
are created by weighted combinations of all electrodes. Therefore, this method
highlights features that would be unlikely to be identified in the raw or even time
and time-frequency processed data. PCA is a dimensionality reduction method by
excellence that rather offers a re-interpretation of data. Yet, it actually reduces data
dimensions every time there are components that are ignored (ideally those that
account for less variance), thus reducing the amount of variables into the analysis.
This is an important fact about PCA that differentiates it from other spatial filters
used in EEG research, such as surface Laplacians. Surface Laplacian computes
weights based on inter-electrode distances and its procedure highlights local features
of data while, on the other hand, PCA highlights global spatial features and identifies
signatures of large-distance covariance, as it considers electrode variance (not its
particular location) (Carvalhaes & De Barros, 2015).

Before exposing any mathematical formulation of PCA computation, it is worth
clarifying that what this method is striving for, is to find a way to re-express data so
that it makes more sense or, hopefully, hides the noise and reveal a hidden structure
that we can work with. Technically, it tries to perform a change of basis (data
matrix transformation) using a set of direction vectors that is a linear combination
of the current basis, that best re-expresses data set. Simplifying a more complex
mathematical formulation, if X is the dataset and Y is the new representation of
this dataset, PCA finds P so that:

PX = Y (2.2)

It is worth mentioning that we are making several assumptions, amongst them (and
probably the most important) is Linearity, and it means that PCA is limited to
re-expressing data as a linear combination of its basis vectors. The change of basis
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interpretations can be complex from the algebraic perspective and are out of the
scope of this work, but a useful concept to keep in mind is the following: given
that P transforms X into Y, geometrically this means that P is a rotation and
stretching/elongating matrix that transforms X (Cohen, 2014).

The following formulation by Shlens (2014) correspond to a generalized form
that can be applied to an arbitrary amount of variables (in EEG, channels), but
for convenience and alignment with the procedures adopted in this work, always
assuming dataset X to be an m by n matrix, being m the number of channels and n
the length of EEG time-points, as recommended for multivariate analysis to increase
signal-to-noise ratio of the covariance matrix :

CX = (n− 1)−1XXT (2.3)

Equation 2.3 defines the dataset’s covariance matrix, and any ijth element of this
matrix is the dot product between element i and j. This matrix is square (mxm) and
symmetric and its diagonal elements are the variance of a particular measurement
(channel). The off-diagonal elements are just the covariance between channels, thus,
the covariance matrix collects covariance values of all possible pairs of measurements.

It is intuitive to state that we need to minimize redundancy and we need to
maximize the signal, which is measured by the variance (in relation to the signal-to-
noise ratio formulation). In other words, the ideal covariance matrix would have zeros
at the off-diagonal positions and the dimensions (re-oriented channels) in the matrix
should be rank-ordered by variance values. This process is called diagonalization,
and PCA achieves this in a few steps easy to describe, making one more assumption:
P is an orthonormal matrix.

The procedure to find the principal directions or components or basis orthonormal
vectors p1, p2...pm is to rotate the data to align the basis with the direction of
maximum variance, and like this already obtain the first component (p1). Then,
the procedure needs to be repeated, again rotating data to align its basis with the
direction of maximum variance, except this direction must be orthogonal to the
first component. The procedure continues until m components are found. In order
to write this process as an algebraic expression, we can solve PCA by applying
eigenvector decomposition, and such verification can be found in annex A.

So, specifically when applied to EEG signals, the results of the eigenvalue de-
composition are square matrices with as many rows/columns as there are variables
(electrodes). Each column in the eigenvector matrix is a principal component and the
weights of each electrode are stored in rows. Each component time course is obtained
by multiplying the weights by the electrode time series data, and these component
(projected data) are the ones I will focus the analysis on. It is important to recall
that these dynamics are not localizable to any one electrode, but they reflect the
broadband and time-domain activity of large-scale networks, so no local activity shall
be highlighted.This is explained because principal components are defined based on
strengths of interelectrode covariance. Thus, weak interelectrode covariance would
result in components with small eigenvalues even if they contain meaningful signal.
This is one of the constraints this method presents, together with the enforcement of
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orthogonal directions of the component’s directions. The first one, because relevant
and significant local activity might be occluded if it is a localized potential, and the
second one, because not too many phenomena in nature or specifically in biology are
described by such regular structure as orthogonal directions of variance. This last
assumption already gives us an idea of the directions in which the method may be
suboptimal to study EEG (Cohen, 2014; Shlens, 2014).

GENERALIZED EIGENDECOMPOSITION (GED) IN EEG The method
detailed here is a cornerstone of the present work. It will be the essential tool
that allows the ”translation” of a whole decoding and transfer learning pipeline
designed for single-neuron spiking data, into one that can be applied to EEG
data. The description as well as the implementation guidelines used to create the
pipeline code were extracted from Cohen (2022), the author’s tutorial on Generalized
Eigendecomposition and multivariate analysis in electrophysiology. For simplicity, all
mathematical derivations and details of this method can be found in such publication.

GED is a versatile approach to optimize multivariate analysis (in this case, multi-
channel data) that can be applied to a wide variety of bio-signals, i.e., EEG, MEG,
ECoG, LFP and even optical imaging. In brain-computer interfaces, common spatial
pattern (CSP) analysis employs GED and is based on the maximization problem of
two uncorrelated Gaussian distribution sources for basically two conditions (common
activity and discriminative activity), although this method is extended to multi-class
classifications. This is that such discriminative activity could be the band-power
modulation between two conditions, and the common activity is the component that
is present in both conditions and we are not interested in (Blankertz et al., 2008).

As we have already established, the observable data that is measured through
EEG is indirect and is basically a mixture of the latent constructs we are trying to
understand. It is this mixture the fundamental reason not to analyze each electrode
or variable as a statistical unit and in an isolated way (uni-variate analysis), but
rather to strive for patterns distributed across all electrodes (multi-variate analysis).
In the latter, the challenge is to leverage the spatial correlations across electrodes
to separate activity from different neural sources. Regarding the proliferation of
uni-variate approaches, they were motivated in the past by the low-quality electrodes,
low computational power and less stable acquisition technology. Nowadays these
limitations have been solved, and machine learning techniques together with open
source data analysis libraries are pushing the awakening of mass multi-variate analysis.

GED is the decomposition of two covariance matrices: S and R. S stands for
covariance matrix calculated from the interval where we hypothesize there is signal
of interest (S Interval), while R is calculated from a time interval where it is known
not to be a signal of interest (R interval). For example, signal covariance matrix is
calculated from a time interval post stimuli or cue, while reference covariance matrix
is calculated using pre-stimuli time-courses (Figure 2.4). From these matrices, GED
finds a set of weights that maximizes a sort of signal-to-noise ratio (not quite accurate
given that matrix division does not exist),resulting that all covariance patterns
that are present both in S interval and in R interval are eliminated. Therefore,
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the channel weight vector associated with the largest eigenvalue is the spatial
filter, and the component time series can be calculated by the weighted sum of all
channels, maximizing the difference in signal during both interval or, in other words,
highlighting those features that are only present in S interval (Cohen, 2022).

Figure 2.4: Figure shows a complete trial from MindBigData Brain Digits dataset (acquired
with EMOTIV EPOC-14 channels). From t=0s to t=1s, subjects are looking at a screen but not
thinking in any number. At t=1s screen turns off and subject imagines the number shown. Red
interval shows the selected time-courses to calculate R covariance matrix and green interval for the
S covariance matrix to calculate the signal GED projections.

In this work, we compare PCA method with GED with the sole aim to show an
optimization of spatial filters use in EEG data, and by no means we are stating (nor
does the author) that PCA is a bad method or that it leads to wrong conclusions.
We will only highlight the assets of GED and the conditions under which it is more
successful in the context of this study. Being this stated, one of the limitations of
PCA is that all the calculated components must be orthogonal, because they are
calculated by performing eigendecomposition of a symmetric matrix (section 2.3.5),
being all the covariance matrices symmetric by definition. And this is a limitation
because sources that are in fact correlated in the EEG time courses cannot be
separated by PCA (it is not possible to find two orthogonal directions that point at
the maximum variance direction of two correlated -or aligned- sets of data). However,
given the nature of the GED calculation, at some point covariance matrices S and R
are multiplied (actually, R−1S) and this product is generally not symmetric, so it
can be possible for two eigenvectors of GED to be correlated (not orthogonal). Thus,
sources that are correlated in EEG data space can be separated by GED. Figure 2.5
illustrates both methods outcomes.
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Figure 2.5: Two correlated sources are analyzed by PCA and GED. Panel A shows forced
orthogonal components and the corresponding limitation to separate them. Panel B shows GED
successfuly separating correlated sources by not imposing orthogonal components. Image adapted
from Cohen (2022).

Finally, there are several important assumptions underlying GED application
that are worth mentioning:
1- Signals are mixed linearly at each channel. We need to assume this because
GED is a linear combination. Nonetheless, this condition is ensured by the nature of
volume conduction (section 2.1.3).
2- The targeted features of the data are stable within the S and R intervals.
It is important that the underlying neural dynamics that produce the signal remain
consistent over the interval, otherwise the resulting GED decomposition may be less
well-separated or less statistically robust.
3- The data features used to create the S and R matrices are produced by
sufficiently different phenomena to produce an interpretable spatial filter.
This means that there must be different cognitive activity at these times, ensuring
that there will be differences in the observed data.

2.4 CLASSIFIERS IN EEG-BCIS

Regarding the decoding methods for EEG problems, there is a large amount of publi-
cations addressing EEG classification, applying multiple methods and combinations
of methods, achieving fair accuracy and specificity. Many others deal with the issue of
removing artifacts by implementing machine learning and statistical methods (Dash
et al., 2021; Gabard-Durnam et al., 2018; Hasenstab et al., 2017; Park & Chung,
2020). On the other end, some have focused their efforts in source localization and
active data selection to improve classification performance. Additionally, as it was
mentioned in section 1.1.1.2, others have proposed adaptive classifiers and decoders
that are able to mitigate the inter-session and inter-subject negative effects present
in EEG recordings. On this matter, Yadav et al. (2020) conclude that although these
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techniques may reduce or eliminate the calibration session, it is done at the expense
of performance in classification, stating that more research needs to be done in this
field.

In recent years, deep learning (DL) has contributed significantly to EEG-BCIs
usability. However, while achieving high classification accuracy, DL models have also
grown in size, demanding memory allocation and computational resources, posing an
extra challenge to achieve an embedded BMI solution that guarantees user privacy,
reduced latency, and low power consumption (Huang, Braun, et al., 2020; Huang,
Chen, et al., 2020). Ingolfsson et al. (2020) achieved a novel temporal convolutional
network (TCN) that achieves acceptable accuracy by using a limited amount of
features from signal, making its memory footprint and computational complexity
low enough to embed it in resource-limited devices at the edge. Recent studies
(Craik et al., 2019) reveal that the most prevalent deep learning architectures to
classify EEG signals are Convolutional Neural Networks (CNN) alternating pooling
layers. Followed in order of preference by researchers, Deep Belief Networks (stacked
restricted Boltzmann machines) and hybrid architectures (hybrid CNNs and Multi-
Layer Perceptrons). Then, Recurrent Neural Networks (RNN) are next, followed
by regular Multi-layer perceptrons (MLP). Figure 2.6 summarizes the most used
techniques per type of experiment

Figure 2.6: Deep learning architecture per EEG task. Convolutional neural network (CNN),
Recurrent neural network (RNN), Stacked auto-encoder (SAE), Multi-layer perceptron (MLPNN),
deep belief networks (DFB) and hybrid architectures for classification according to implementation
ranking. Source: Craik et al. (2019).

Classifier selection and its configuration is intimately related with the type of
cognitive task to be classified, the properties of the input signal (amount of channels,
raw signal or not,etc.), the computational power of training hardware and the amount
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of available data, among other variables. Regarding task-specific choices, there is no
trend for studies involving emotion recognition, sleep monitoring and motor imagery
(one of the paradigms studied in this thesis). For long time series such as seizure
studies, CNNs and RNNs are mostly used and, only in one case a MLP was employed.
AS figure 2.6 shows, and in relation to this thesis, for ERP studies CNNs are preferred
while for motor imagery, although CNNs are a trend, other methods such as MLP
(and hybrid MLP) are usually employed. Lotte et al. (2018) introduce for these
categories also support vector machines (SVM), mixtrure of bayesian classifiers
and several variants of Linear Discriminant Analysis (LDA). Input signals can vary
depending of the goal of each study, but not every classifier performs well for any kind
of input. For instance, some studies transform EEG channels into some kind of image
representing relevant features of the signals (e.g., spectrograms of channels) (Lotte
et al., 2018). According to Craik et al. (2019), MLP instances reviewed do not use
images as inputs, and neither SAE or DBNs. As for CNNs that used images as inputs,
accuracy achieves 84%, yet when using signal values as input MLPs have similar
performance as CNN. This study reports an interesting fact: CNNs that used signal
values instead of images achieve higher accuracy, and this yield to the conclusion
that less pre-processing is applied to signals may improve outcomes. Nonetheless,
as already exposed in previous sections, the accuracy values alone do not describe
the efficiency of a model. This has to be evaluated against the contextual conditions
of each experiment and adding other parameters to compare (section 1.1.1) (Craik
et al., 2019).

2.5 TRANSFER LEARNING IN EEG-BCIS

One of the main limitations the field of EEG-BCIs needs to face, as already explained,
is to improve the acceptance of the technology by ordinary users. Since at least the
90’s, researchers have tried to adapt the user to the BCI possibilities, forcing them
through weeks or months of practice to learn how to voluntarily domain certain range
of neural oscillations or even to produce ERPs to be used as switches (Birbaumer
et al., 1999; Wolpaw et al., 1991). Later on, machine learning was promising to start
adapting a decoder to users and not all the opposite, achieving good results provided
the training datasets and training strategy allowed a good generalisation. However,
they will work well only if the training and test data are drawn from the same feature
space and the same distribution. If distribution changes, they become very limited
to classify new data (from other distributions). Consequently, machine learning still
does not deal with the initial calibration sessions that are needed to start-up any
BCI system, although many times useless due to high EEG data variability across
sessions and subjects.

To aid this critical issue, transfer learning (TL) is a promising approach which
basically uses data recorded from one trial (task, run, session, etc.) to improve the
classification performance of a new trial, exploiting (hypothetically) some invariant
information present in both pieces of information. Specifically, this approach allows
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to match individual differences and reduce data requirements, which makes it a good
complement for a machine learning decoding pipeline. There are two fundamental
methods to apply transfer learning to a dataset: domain adaptation and rule
adaptation; the first one attempts to find an invariant structure in data across
examples, while the second one aims at changing the decision rules from a classifier
according to each subject or session (Jayaram et al., 2016; Pan & Yang, 2010). These
concepts are conceptualized in figure 2.7 below.

Figure 2.7: Transfer learning domain and rule adaptation. On the right, a transfer function is
found such that source and target labels are mapped onto a common space to achieve a domain
adaptation. On the left, decoder rules’ complexity is adapted to data, changing the separation
(hyper)planes, thus achieving rule adaptation.

Although, there is no consensus or standard nomenclature for transfer learning,
other more concrete classifications can yield to a better understanding of the state of
the art. Pan and Yang (2010) states that depending on the amount of information
we know about the target domain (the new trials from different distributions), we
can classify them into:
a) inductive TL: tasks from source domain (the data we fully know) and target
domain are different, but the labels (the classification of each trial, e.g., class 1 or
class n) are known.
b) transductive TL: here the labels of the target domain are unknown and the
source dataset is large and fully labeled. Task in both domains is the same, so
here the aim is to reduce the differences between domains essentially focusing in
comparing the feature spaces.
c) unsupervised TL: in this case, the data in the source domain and the target
domain are unlabeled, and the target and source tasks are different. Unsupervised
TL uses correlation between both domains through automatic algorithms to learn a
task in the target domain.

Among subspace learning, manifold learning is increasingly gaining popularity
among neuroscientists. This approach assumes that EEG data, while collected in
a high-dimensional space, still contains low-dimensional manifold structure in this
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space. A manifold is a space with a defined structure which reflects the distribution
of high-dimensional data. Hence, we can think of EEG data from a given electrode
and under a specific task to be variable across sessions (or subjects), being such
variability a product of different sources adding up to the invariant ”true” signal,
thus manifold learning strives to project samples from a given subspace onto this
invariant subspace in order to highlight those features related to the true signal.
Furthermore, another approach to execute subspace learning is feature alignment,
which aims to map the data into a subspace to align statistical properties (variance,
mean, median, etc.). This means that data needs to be processed to extract these
reference features and then transformed and mapped onto different spaces (Pan &
Yang, 2010).

In EEG, transfer learning was vastly explored by means of Common Spatial
Patterns (CSP) This algorithm builds spatial filters to extract frequency band power
features, but several researchers have improved it to solve this issue of lack of labels
in large datasets. Basically, as in a given frequency band variance is attributed to the
power of the signal of interest, an optimal set of weights (vectors used to transform
channels) that maximizes this variance is achieved, minimizing the variance from
other channels (Müller-Gerking et al., 1999; Ramoser et al., 2000; Zhang & Wu,
2020). This calculation is performed by finding a minimum value of a Rayleigh
coefficient via eigenvalue decomposition, and it is grounded under the assumption
that there exists a set of linear filters that is invariant across either sessions or
subjects. Along its evolution, this method has demonstrated to be a successful
subject-to-subject knowledge transference technique, achieving comparable accuracy
with subject-specific trained BCIs (Jayaram et al., 2016), and there are many ways to
use spatially filtered EEG data depending on the final goal and the transfer learning
or classification strategy.

Up to now, domain adaptation techniques such as marginal distribution adaptation
and joint feature extraction (to name a couple) are applied to offline classifications
(Wan et al., 2021). Moreover, comprehensive reviews (Lotte et al., 2018) found that
most classification methods applied to TL are evaluated offline, thus there is no
certainty for them to be computationally efficient to be used in real-time scenarios.
Furthermore,the authors claim that transfer learning and domain adaptation could
be the key to avoid calibration efforts in BCIs, yet efforts to combine advanced
features such as covariance matrices and domain adaptation algorithms can further
improve stability and robustness of BCIs.

2.6 PLAN4ACT PROJECT: PREDICTIVE NEU-

RAL INFORMATION FOR PROACTIVE

ACTIONS

The core of the Plan4Act project (European Union Horizon 2020 research and innova-
tion program G.A. No 732266) is the decoding of predictive information from neural
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recordings for BCI applications for proactive control, for instance, predicting control
commands sequences to control a smart house. The principal challenge this project
tackled was to build an adaptable network controller, as the source of the predictive
information, the recorded biological neural network, is in itself dynamic, i.e., adaptive,
and not static. Furthermore, over the course of the project, the following main causes
for adaptation of the decoder were identified:
1. Neuronal plasticity, i.e., changes of the information represented by a specific
neuron’s activity.
2. Varying measurement, i.e., due to the electrode array’s floating position,
different neurons are recorded.

It is evident that due to these effects (by separate or together), the signal profile
that it is recorded from the implanted electrodes is constantly changing, yielding the
trained classifier (perfectly able to decode data from a given recording session) to
be unable to decode on recordings from new sessions. In other words, these effects
make recordings unrecognizable for a ML decoder within hours. On the other hand,
retraining the decoder is infeasible due to the required size of the training data set to
achieve a decoder that generalises, i.e., a generic decoder that can decode previously
unseen information. As shown in recent studies (Gallego, Perich, Naufel, et al.,
2018; Gallego, Perich, Chowdhury, et al., 2018), a lower dimensional manifold exists
in the high dimensional recording. This manifold represents the actions planned
and carried out, in plan4act’s context during a trial in an experiment. Based on
this concept, manifold realignment was presented as a method to identify lower
dimensional representations, called neural modes. This method can deal with varying
representation of information in the input, providing a generic approach to identify
the relevant information in pairs of experimental sessions.

2.6.1 MANIFOLD REALIGNMENT IN A NUTSHELL

This method allows to use a decoder (in this case, a Multi-Layer Perceptron) which
was created on the input of a reference experimental session, to define a nomenclature
day 1, on data from a different experimental session, which is called day n. As the
neural input changes quite drastically (figure 2.8), the decoder trained on data from
the first sessions would not be able to reliably decode information from sessions which
are one or more days apart. So the key is to be able to map the neural modes to
avoid creating a new decoder for each session, but re-using a decoder which has been
pre-trained on a different experimental session. The online manifold realignment
pipeline was developed according to an offline study of different datasets recorded
from a macaque’s brain in different sessions, developing a valuable method (Gallego,
Perich, Chowdhury, et al., 2018).
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Figure 2.8: Different neurons are recorded with the same electrode array. The graph shows the
number of neurons which could be matched (still in contact with the same electrode) in a series of
consecutive recordings. The red dot and indicates that over a period of 16 days, less than half of
the neurons present in the first recording could be identified in the second recording. Source: taken
from Gallego, Perich, Naufel, et al. (2018).

In plan4Act, the problem was slightly different, as the adaptation was not meant
to be performed on data (as the reference study), but to an online classifier that was
retrieving signals captured wirelessly from a moving animal. The animal’s intention
was to be decoded in real-time and used as a control command to operate the Smart
House Living Lab. Thus, there was no opportunity to re-train a classifier at the
beginning of a session, and data from prior ones had to be used to aid the classifier
understand new ”distorted” data.

The solution to this issue was to create a method that could provide in real-time
the transformation matrices that could, as figure 2.9 shows, take data from session
”n” to the CCA-Space (as the reference method indicates) and, from there, all the
way to the subspace that defines the dataset which trained the classifier. This means
that ”distorted” data from a posteriori sessions can be ”translated” into signals that
a classifier trained with the ”original” set of signals can classify. In consequence, an
optimized classifier can be re-used to classify incoming signals in real-time, provided
it counts on the translating matrices. In summary, the adaptable network controller
proposed in this project updates itself in two ways (Figure 2.9):

1. Significant changes in the input are compensated by manifold realignment.
The corresponding matrix 4.6 can then be integrated into the input weight
matrix of the MLP.

2. The splicing of training data from different experimental sessions, enabled
through manifold realignment, can be used to improve decoding performance
by retraining the decoder. This is, to add ”translated” data from other sessions
to the dataset that was used to train the decoder.

The presented approach can therefore be seen as a generalisation of the manifold-
realignment technique to easily combine data from more experimental sessions.
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Figure 2.9: The underlying latent dynamics are found with principle component analysis (PCA).
The so found PCA-spaces are aligned with canonical correlation analysis (CCA). Each of these
steps creates a set of transformation matrices, which allows to switch from one representation to
another. Thus, neural activities from day n can be mapped to those of day 1 by applying the
transformations in the right order. Source: taken from Deliverable 3.2 - Plan4Act project 2019.

2.6.2 USING THE SMART HOUSE LIVING LAB TO
TEST PROACTIVE CONTROL PARADIGMS

The Smart House Living Lab is a real “intelligent” house, fully equipped with the
usual services of a conventional house where, in addition, different ICT technologies
(sensors and actuators) are distributed extensively in the living areas within the
ceilings and walls, remaining invisible to users. The mission of the Smart House
Living Lab is the research and development of technology and services in the Ambient
Intelligence context using pervasive sensors and actuators.

The control of the Smart House Living Lab (SHLL) was the main use case to test
the proactive controller developed in Plan4Act. In general, the proactive controller
can be used in any kind of environment containing devices that require an interaction
with the user by performing specific actions. This Smart Home environment has
been selected as a demonstrator of Plan4Act because it has a high potential to
address sensible topics such as accessibility, design for all, assistive technologies and,
in particular, independent living.

The promotion of an independent living is one of the most important challenges
of Smart Home environments in the next future, because of the growing number
of elderly population and the increase of disabilities due to age and health-related
conditions. New modalities of user interfaces and assistive technologies are the pillar
for the success of new ways to ensure an independent living. Plan4Act introduced
a disruptive innovation on BCI as an approach for assistive technologies, based on
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their ability to address multiple disabilities that cannot be addressed by the most
common assistive technologies (e.g., voice-controlled devices).

In essence, the use case consisted in mapping the actions performed by a rhesus
macaque in an experimental setting with concrete action sequences that would take
place in the SHLL. Although the macaque was never to be in contact with any
device from SHLL, the technology under development and the neural modelling to be
performed have great potential of application in humans. Therefore, an innovative
interface that complies with the requirements such groundbreaking human application
implies was to be delivered.

Figure 2.10: Mapping of the fundamental structure of experimental protocol used in the Reach
Cage on the Smart House Living Lab. Source: taken from Deliverable 4.2 - Plan4Act project 2018.

Figure 2.10 shows the mapping of the exercise the monkey does inside a ”Reach
Cage”, which consists of a cage where several sets of touch sensitive pads are mounted
in different positions to force the animal to perform (thus plan) different movements.
From the planning of each movement, a neural signature is elicited and transformed
into a command for the SHLL. Consequently, each pad, hence each signature is
mapped onto a device.

Figure 2.11: A) Rhesus monkey conducting a trained visuomotor task in the Reach Cage. The
animal is visually instructed by illumination of the reach targets; B) The animal’s hand trajectories
can be obtained in real-time from video-based motion tracking; C) 3D-rendering of the Reach Cage.
Source: taken from Deliverable 1.1 - Plan4Act project 2017.
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2.6.3 TECHNOLOGY FRAGMENTATION IN HOME AU-
TOMATION SYSTEMS

To build products that address multiple proprietary ecosystems, thus reaching massive
markets, developers would need to master all the technologies and approaches adopted
by manufacturers (K. Lee et al., 2013). This creates a fragmentation that slows down
the creation of high value services that combine heterogeneous sensors, actuators and
multiple sources of information. Moreover, lack of interoperability across proprietary
technologies and incompatible specifications from different standards aggravate the
issue (W3C, n.d.).

The answer to solve (or at least mitigate) the issue of fragmentation lies in the
use of standards to define communication and interaction of smart devices. Thus,
the World Wide Web Consortium (W3C) released ‘Web of Things’ (WoT) (W3C,
n.d.) standard that focuses on digital twins for physical and abstract things. Within
WoT, each “thing” has a uniform resource identifier (URI) that is used to access
“Thing Descriptions”, expressed in terms of the Resource Description Framework
(RDF) (RDF Working Group, 2014) and serialised as JavaScript Object Notation
for Linked Data (JSON-LD) (Sporny et al., 2020). Furthermore, through semantic
technologies it is possible to have a higher level of interoperability and, by describing
resources (i.e., data, actuators, sensors, etc.) and devices with their conceptual
meaning, also it is possible to create abstract services. The key enabling resource to
semantically describe a device is the ontology. Ontologies, such as Smart Appliances
Reference (SAREF), provide the specific knowledge required for smart environments,
and can improve interoperability and integration (Berat Sezer et al., 2015; Xu et al.,
2009), helping with the issue of fragmentation (Simeoni et al., 2021).
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CHAPTER 3

RESEARCH QUESTIONS AND
OBJECTIVES

This chapter focuses on the originally posed research questions that this doctoral
thesis is meant to address and on the objectives thereof. They are briefly listed and
described in the following sections.

3.1 OBJECTIVES

3.1.1 MAIN GOAL

The goal of this doctoral thesis is to provide a methodological framework that allows
EEG-BCIs to overcome the mentioned barriers towards their broader application
for home use, further expanding their consolidated application for communication
(Allison et al., 2020). In summary, this work intends to expand the use of EEG-based
BCIs as an assistive technology in Ambient Assisted Living solutions by accomplishing
the specific objectives listed in the next sub-section.

3.1.2 SPECIFIC OBJECTIVES

Objective 1 (O1): To adapt to the EEG domain the real-time inter-session vari-
ability mitigation method for single-neuron data developed in Plan4Act Project, to
address EEG-BCIs’ inter-session and inter-subject effects.
Objective 2 (O2): To review and analyze public EEG databases, looking for suit-
able and good quality datasets of the adequate paradigms to evaluate the method’s
(O1) performance.
Objective 3 (O3):Evaluate the method’s performance using the selected datasets.
Objective 4 (O4): To create the Smart Home Gateway (SHG) to link the BCIs’
outputs (i.e., prediction of human intentions) with the Smart House Living Lab’s
Home Automation System (HAS) at the Technical University of Madrid. The aim
is to procure a standard communication protocol between the BCI and the HAS,
providing access to the SHLL components ensuring interoperability, scalability and

46



providing the corresponding security measures for such connection.
Objective 5 (O5): To test and validate SHG’s performance in real scenarios.

3.2 RESEARCH QUESTIONS

RQ-1: Is it possible to identify task related information within datasets that
justifies the application of hypothesis driven methods to support transfer
learning (TL) method from O1?

RQ-2: To what extent can the transfer learning method proposed in O1
simplify the BCIs’ training and calibration process to save time and effort to
users?

RQ-3: Does the subjects’ brain condition (injured or not) have any effect on
TL efficiency?

RQ-4: What are the means to integrate and operate in a simple way the
diversity of devices from a HAS such as the SHLL?

RQ-5: Will the interfacing system proposed in O4 perform within the same
time scale as a simple direct connection to a home appliance?
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CHAPTER 4

MATERIALS AND METHODS

This chapter describes the materials and methods adopted for addressing the main
objective of the present doctoral thesis and answering the original research questions.
After the main challenges and trends are identified, a focused literature review
on the current solutions addressing these was performed in order to review and
understand the state of the art. It consisted of an initial computer-based on-line
not fully systematic literature search, conducted in several high-profile databases,
such as: PubMed, IEEExplore, Scopus, Web of Science and Google Scholar. Only
peer-reviewed journal articles written in the English language were considered. As
BCI techniques and implementations are in constant evolution, the search was mostly
limited to years from 2014 to the present, with accentuated review of most recent
articles. However, high impact articles and academically acknowledged books were
included by reason of their historic value or outstanding relevance.

This work is broken down in three phases implementing different methodological
approaches. Phase 1 encompasses open access EEG databases’ review and studies’
selection to support GED-based Manifold Realignment (GEDMR) method’s devel-
opment and evaluation. Along this phase, dataset selection rationale is described
and dataset’s exploratory analysis is performed to, ultimately, obtain the S and
R intervals to be input to GED method according to Cohen (2022). These inter-
vals’ location and duration are key to GEDMR’s performance. Phase 2 evaluates
GEDMR’s performance and benchmarks the results with Plan4Act’s (European Com-
mission, 2021) manifold realignment method on the same experimental conditions.
GEDMR results are also compared against ”non-transfer learning” conditions, to
further evaluate the approach. Finally, phase 3 describes SHG’s key functions and
deployment strategy, and shows its validation during Plan4Act project’s mid-term
and final demonstration.
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4.1 PHASE 1-OPEN ACCESS EEG DATABASES

ANALYSIS.

It is expected that this phase will produce the identification and analysis of EEG
databases covering different experiments and cognitive tasks, probably heterogeneous
in terms of signal quality, sampling rate and data pre-processing profiles. The goal
in this phase is to select good quality and suitable datasets, populated with multiple
trials and sessions from more than one subject, that will be the input for phase 2.
During this phase, manual and computational methods will be employed to a) with
the first ones, inspect the quality of the datasets and reject conflicting pieces of
information (bad channels, bad trials and unwanted electrodes); and b) with the last
ones, to perform standard time-frequency analysis and non-parametric statistical
tests, and find out whether the datasets have all the necessary elements for the
application of transfer learning methods.

4.1.1 MATERIALS

As described in section 1.2 and described in the objectives of this work, usability, from
the every-day use at home perspective, is a central topic to address in order to remove
the barriers for BCI technology to be widely spread. Thus, only those paradigms
considered to foster users’ independence and autonomy were carefully studied and
tested. Furthermore, because public datasets were created to other aims (e.g., to
perform open challenges, to research specific paradigms, to test disabled subjects, etc.),
available data is not always suitable and valid to be included in this analysis. Those
selected, based on signal quality, trial quantity and datasets’ metadata availability
(number of trials and sessions) and signal sources (i.e., acquisition technology) are
listed and described below:

MINDBIGDATA: THE ”MNIST” OF BRAIN DIGITS The version 1.03
(Vivancos, 2018) of the open database contains 1,207,293 brain signals of 2 seconds
each, captured with the stimulus of seeing a digit (from 0 to 9) and thinking about it,
over the course of almost 2 years between 2014 and 2015, from a single test subject.
Subject is shown a random digit through an App during 1 second until it disappears
for 1 more second (black screen). Through all the process the subject is still to
avoid if possible any interference, avoiding external distraction, blinking or talking.
The acquisition cycle is done in batches of 15 in a raw, then a few seconds pause
and start over. Recordings were done over several recording sessions/days to give
it variability and to include possible differences in the placement of the headsets.
There are no specific indications about the amount of runs per session or sessions
per day. This dataset allows researchers to take into account two conditions, as
there is one recording stage of visual observation and another of pure visual imagery.
On a qualitative basis, this dataset is interesting because it contains an unusual
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amount of data per task (subject imagining previously shown digits from 0 to 9) in
the order of six thousand trials each. Moreover, a comparable amount of trials of
the same experiment were drawn using four commercial BCI headsets: NeuroSky®

MindWave, Emotiv® EPOC, Interaxon® Muse and Emotiv® Insight. This fact
brings the opportunity of performing multiple comparisons between them, possibly
yielding to conclusions on inter-technology effects. The data included in this study
was recorded with Emotiv EPOC (14 channels @128Hz).

BCI COMPETITION 2008 - GRAZ DATA SET A This data set (Brunner
et al., 2008) consists of EEG data from 9 subjects. The cue-based BCI paradigm
consisted of four different motor imagery tasks, namely the imagination of movement
of the left hand (class 1), right hand (class 2), both feet (class 3), and tongue (class
4). Two sessions on different days were recorded for each subject. Each session is
comprised of 6 runs separated by short breaks. One run consists of 48 trials (12 for
each of the four possible classes), yielding a total of 288 trials per session.

Twenty-two AgAgCl electrodes (with inter-electrode distances of 3.5 cm) were
used to record the EEG; the montage is shown in Figure 3 left. All signals were
recorded monopolarly with the left mastoid serving as reference and the right mastoid
as ground. The signals were sampled with 250 Hz and bandpass-filtered between
0.5 Hz and 100 Hz. The sensitivity of the amplifier was set to 100 micro-volts. An
additional 50 Hz notch filter was enabled to suppress line noise.

BNCI-HORIZON 2020 DATASET ”INDIVIDUAL IMAGERY” (004-2015)
EEG data recorded from nine users with disability (spinal cord injury and stroke)
on two different days (sessions). Users performed five distinct mental tasks: mental
word association (condition WORD), mental subtraction (SUB), spatial navigation
(NAV), right hand motor imagery (HAND) and feet motor imagery (FEET). Each
session consisted of 8 runs resulting in 40 trials of each class (in random order).
EEG was recorded from 30 electrode channels placed on the scalp according to the
international 10-20 system: AFz, F7, F3, Fz, F4, F8, FC3, FCz, FC4, T3, C3, Cz,
C4, T4, CP3, CPz,CP4, P7, P5, P3, P1, Pz, P2, P4, P6, P8, PO3, PO4, O1, and O2.
Reference and ground were placed at the left and right mastoid, respectively. The
g.tec GAMMAsys system with g.LADYbird active electrodes and two g.USBamp
biosignal amplifiers (Guger Technolgies, Graz, Austria) was used for recording. EEG
was band pass filtered 0.5-100 Hz (notch filter at 50 Hz) and sampled at a rate of
256 Hz (“Data sets - BNCI Horizon 2020”, n.d.).

SOFTWARE TOOLS In this phase, mostly signal processing and dataset ma-
nipulation were performed using MATLAB R2021b (“Matlab (R2021b)”, n.d.). This
matrix-based engineering tool also counts on specialized libraries and toolboxes. In
particular for EEG, open source signal processing environment EEGLAB (Brunner et
al., 2013) was used to unwrap, visualize, perform manual and automatic cleaning and
manipulate large EEG recording files. Additionally, several methods sections and code
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Figure 4.1: BNCI H2020 - 004-2015 dataset’s experimental paradigm for five classes. Source:
taken from dataset description, reproduced from original publication Scherer et al. (2015).

snippets publicly available (“GitHub - mikexcohen/NeuroscienceSourceSeparation:
A three-part lecture series on spectral and spatial statistical source separation in
neuroscience data.” n.d.) have been used as guidelines.

4.1.2 METHODS

The objective of this phase is to find the S and R Intervals that are an input
to phase 2. Also, to evaluate the selected datasets’ quality and integrity and to
systematically search for relevant features across classes, subjects and trials that can
be exploited to optimize the outcome of the method proposed.

Standard procedures (Keil et al., 2014) were implemented to remove artifacts
from raw signal. This was executed using EEGLAB software and comprised six steps:
a)Bad channel removal (or remove unwanted channels, such as EOG recordings);
b)Bad trial rejection; c) Apply 50/60Hz notch filter (according to acquisition location);
d)band-pass filtering (1Hz to Sr/2, where Sr is sample rate); e) Re-reference data
(average channels); f) Independent Component Analysis (ICA) to identify and remove
eye muscle artifact, blinks, line noise, heart bio-potentials and others.

After signal was clean and epoched (separated into trials per task), statistical
tools were implemented to analyze signal stability and consistency across trials and
subjects. The statistical analysis toolbox from EEGLAB was used to perform one-way
and two-way ANOVA, employing permutation testing over n=1000 permutations
and considering p-value=0,05. Moreover, a correction for multiple comparisons was
applied using False Discovery Rate (FDR) method (Rouam, 2013).

Finally, I proceeded to find the task-related and common signal intervals (S and
R Intervals, respectively). This inference is performed by analyzing the Inter Trial
Coherence plots (EEGLAB) and topographical variance (butterfly plots), to detect
segments of increased and consistent task-related activity across trials. Every analysis
is supported by the statistical inference based on the non-parametric methods already
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described.

4.2 PHASE 2 - ADDRESSING EEG SIGNAL

VARIABILITY TOWARD ADAPTIVE CLAS-

SIFICATION

In this phase, it is expected to obtain and analyze the performance of the presented
(section 2.6) manifold realignment method’s adaptation to the EEG time-series do-
main, to mitigate inter-session and inter-subject variability. The proposed adaptation
consists in using generalized eigendecomposition (GED) method instead of principal
components analysis (PCA) to obtain the data projections, which define the latent
space used to compute the transformation matrix to adapt the classifier to the new
session data. This method was named GED-based manifold realignment (GEDMR).

As it will be described in section 4.2.1, both clinical EEG recordings and non-
clinical ”plug and play” EEG recordings (from commercial devices) will be used for
testing the GEDMR. Only raw signals from all datasets will be input to this method
(except for that already applied by datasets authors).

This phase is divided in two blocks of analysis, each one dedicated to address
one type of variability and implementing different test settings and datasets:
1) To test the inter-session variability correction, a within dataset analysis will
be performed over a unique subject’s data. Only datasets that provide the metadata
to identify trials and sessions are safe to be used in this phase. The overall idea
is to train a multi-layer perceptron (MLP) ANN on one session data and test the
achieved accuracy over domain-adapted data from a subsequent session, comparing
the classifier’s accuracy over non-corrected data as well.
2) To test the inter-subject variability correction, a within dataset analysis will
be performed over a pair of subjects’ data. The overall idea is to train a multi-layer
perceptron (MLP) ANN on one subject’s full data and test the achieved accuracy
over domain-adapted data from another subject’s full data, comparing the classifier’s
accuracy over non-corrected data as well.

Finally, adjustments and optimization measures to the GEDMR method will be
analyzed and discussed.

4.2.1 MATERIALS

SOFTWARE TOOLS: For this phase, Python V1.65.1 was used for dataset
manipulation and to implement the study pipeline, including graphics and results
elicitation. Scikit learn library (Pedregosa et al., 2011) was used to perform machine
learning, not only for ML training methods but also to calculate PCA projections on
data.
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DATASETS: All datasets listed in phase 1 will be tested to evaluate the perfor-
mance of the adapted classifiers. The only pre-processing performed is to mean-center
and normalize datasets, as ”subtracting the mean before computing the covariance
is necessary for the PCA or GED to follow patterns of variance; otherwise, the first
component will reflect the mean signal” (adapted from Cohen (2014)).

HARDWARE: Processor Intel(R) Core(TM) i7-10750H CPU: 2.60GHz. RAM:
16GB. OS MS Windows 10 Pro 64 Bits.

4.2.2 METHODS

GED-BASED MANIFOLD REALIGNMENT (GEDMR) METHOD: This
method is proposed as Plan4Act project’s online ”manifold realignment” pipeline
extension to EEG. GEDMR method uses generalized eigendecomposition (GED) to
produce data projections, originally elicited with PCA. The whole original pipeline
remains the same as in Plan4Act in terms of procedure, implications, limitations and
interpretation of results.

As a parallelism with the original method will be kept, in the following paragraphs
we will refer to either PCA or GED as ”spatial filtering”, as it must be understood
that both techniques are going to be calculated to the same data to benchmark both
approaches. Additionally, the GED parameters (S interval and R interval) for
the analysis are deduced from phase 1, and are obtained from the time-frequency
inferential analysis of the selected databases. The following lines describe the overall
method and have been extracted and adapted from the original Plan4Act project
deliverable 3.2 (2019) and deliverable 3.3 (2021).

First, spatial filtering is applied on the high dimensional EEG recordings to
identify the lower dimensional latent dynamics. From the dimensional reduction
on two experimental sessions (1 and n), it is possible to obtain the transformation
matrices P1 and Pn, which map to the corresponding latent spaces PCA1 − PCAn

and GED1 −GEDn (Figure 4.2). Using canonical correlation analysis (CCA), the
latent dynamics of two different days can be mapped onto each other. The calculation
is based on a QR-decomposition of the latent activity matrices L1 and Ln, which
contain the EEG activity for an equal number of trials in PCA/GED space, i.e., a
certain amount of concatenated trials containing all possible targets:

LT
1 = Q1R1 (4.1)

and

LT
n = QnRn (4.2)

After this QR-decomposition, the obtained ”Q” matrices are combined and Singular
Value Decomposition is applied in the following way:

USV T = QT
1Qn (4.3)
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Figure 4.2: Manifold realignment for the neural decoder adaptation proposed in Plan4Act project.
Source: adapted from Deliverable 3.2 - Plan4Act project 2019.

This decomposition brings all the pieces to construct the transformation matrices
M1 and Mn, which are used to map the PCA/GED components from each subspace
(PCA1 − PCAn and GED1 −GEDn) onto the CCA space. Also, from equation 4.3,
and due to the mathematical formulation described by other authors over 30 years
ago (Ewerbring & Luk, 1989), we note that the elements of the diagonal matrix S
from the singular value decomposition are the resulting Canonical Correlations (CCs)
sorted from largest to smallest. These CCs quantify the similarity in the aligned
latent dynamics (Gallego, Perich, Chowdhury, et al., 2018).

M1 = R−1
1 U (4.4)

and
Mn = R−1

n V (4.5)

Here concludes the method described in Gallego, Perich, Chowdhury, et al. (2018),
which provides the means to ”translate” into a common space (CCA) both datasets
projections. It is worth clarifying that for an offline data analysis, this method
performs optimally (as was the case in the original publication), as decoders were
trained in CCA space and used to interpret offline datasets. But this approach
cannot be used to perform an online adaptation of a decoder, so there is one more
step to be performed.

In the online classification (Plan4Act project’s development), latent-space data
from session 1 is already stored and used to train ”session 1” classifiers. As new
session data starts to arrive, it will go through a spatial filtering, then the latent
dynamics matrix Ln is created, to be matched with L1 using canonical correlation
analysis. In order to get the already trained decoder running as fast as possible to
classify the new incoming data, the solution is to use the transformation matrices
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M1 and Mn calculated to not only bring the projections from day n to CCA-space,
but also to PCA1 − GED1-space. Hence, there exists a T matrix that is used to
map the EEG activity:

T = M−1
1 MnPn (4.6)

This transformation matrix is used to adapt the input weights of a Multi-Layer
perceptron, thus conferring the ability to classify data from a different distribution
without any re-training. The process of computing T matrix is done as often as
needed and including as many examples of new data as wished, taking into account
the configuration of the experiment in terms of duration, sessions, runs and breaks
(all of these variables may change data distribution).

A final remark on the concept of real-time classifier adaptation is the fact that the
selected classifying method is a perceptron, then it favours the concept of actually
adapting the classifier. Yet, for other classifiers (SVM, LDA, KNN, Random forest,
etc.) T matrix works as well; the only difference is that it will be used to transform
each data piece instead, introducing an extra computation step in each iteration.

4.3 PHASE 3: THE SMART HOME GATEWAY,

A SECURE AND SCALABLE INTERFACE

WITH THE SMART HOUSE LIVING LAB

In this phase, the technology fragmentation problem is addressed, striving for a
solution that is able to unify the communication and control protocol for every
device included in the Smart House Living Lab ecosystem, whether they are IoT
devices or wired (KNX®) components. A standardization approach and coding
interface simplicity are pursued to enable any control entity to interact efficiently
with this HAS, bridging any difficulty produced by brands, communication protocol
heterogeneity or installation configuration.

This development’s aim is to provide a solution for interfacing with an ecosystem
of devices (in this case a Smart House Living Lab) that contains several different
technologies, that can perform with low latency and yet providing all the security
measures for protection of users and premises. In this line, we aim at providing a
secure access layer that offers an abstracted description of every device, independent
from their internal denomination, physical location and communication protocol
established by the manufacturer. Thus, we expect to achieve a unified and simplified
method to access and consume these, reducing the coding effort for developers and
allowing to easily populate the ecosystem with new devices.

Additionally, solutions to address security and scalability will be considered when
developing and deploying this solution. A key feature to be included to ensure its
adaptability to a wide range of technology domains, will be the implementation of
ontologies and Web of Things standard as interoperability enablers.
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4.3.1 MATERIALS

CONTAINERS AND ORCHESTRATION TECHNOLOGIES Containers
and orchestration technologies are employed to deploy of a scalable and resilient infras-
tructure for the SHG. A container (e.g., Docker) is an isolated, closed, and lightweight
environment where a piece of software is running. It runs on the host machine’s
operating system so is more flexible than running on a Virtual machine and opti-
mal to implement microservices. Containers are complemented with orchestration
technologies to confer more reliability, security, scalability, resource optimization
and automation, being Kubernetes (commonly referred to as “K8s”) (“Kubernetes”,
n.d.) the chosen one. K8s is an open-source platform for automating the deployment,
scaling, and containerized applications management, which distributes containers
into pods across multiple nodes that, ultimately, form clusters. Key elements of
Kubernetes are Kubernetes Pods, Kubernetes Nodes, Master node of kubernetes,
Kubernetes cluster and Load Balancers (Simeoni et al., 2021).

SMART HOUSE LIVING LAB The Smart House Living lab (SHLL) is an
automated environment where technological solutions can be tested and validated with
real users. It contains devices and appliances both IoT and wired, and it is a domotic
space fully adaptable at runtime on the developers/users‘ needs.The Information
Technology infrastructure available at the Smart House Living Lab includes a KNX®

twisted pair deployment which integrates almost all the devices available at Living
Lab such as doors, windows, blinds, sensors, air conditioner and media devices. It
is worth mentioning one device in particular: the Smart Cabinet, which is an IoT
condiment dispenser fully integrated to the SHLL developed at UPM which is the
Plan4Act’s neural decoder target (Simeoni et al., 2021).

MONGODB DATABASE MongoDB (MongoDB, 2022) is a general purpose,
distributed, document-based database, that supports different JSON documents:
JSON, BSON, XML and BLOBs. Queries are JSON, and thus easily composable,
overcoming SQL queries. It uses a powerful query language that enables field filtering
and sorting, bringing solutions to more complex use-cases (Gyorodi et al., 2015).
MongoDB is used to store the Thing Description generated for the devices installed
in the SHLL and to continuously monitor and actuate on devices’ status (Simeoni
et al., 2021).

STRUCTURED AND LINKED DATA FORMAT JSON-LD (JSON for
Linked Data) (Sporny et al., 2020) is a media type that enables the 3-layer REST
architecture and data self-description. The support of JSON-LD data linking in
WoT allows the SHG to address standardization and interoperability over different
domains of interest. In our development (Simeoni et al., 2021), we address the
Smart Home domains translating the universAAL device ontology (“Devices · univer-
sAAL/ontology Wiki · GitHub”, n.d.) with the standard SAREF ontology (“SAREF
Portal”, n.d.).
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WEB OF THINGS The Web of Things (WoT) (W3C, n.d.) is the standard
we adopted to describe the interfaces for clients to interact with the SHLL devices.
The Thing Description (TD) is a central element and consists of 5 important features:
semantic metadata, interaction model (i.e., properties, actions and events), a semantic
schema, a security schema and web linking features. They are also serialized to
JSON-LD by default and allows semantics to be machine-understandable,conferring
better usability for developers (Käbisch & Kamiya, 2020). In our development
(Simeoni et al., 2021), the WoT is used to add semantic meaning to the KNX®

devices that are installed in the lab. In order to fully describe a device (thing), Thing
descriptions include:

• The interaction model exposed to client applications in terms of properties,
actions and events, along with the associated data models and metadata, such
as units of measure.

• Semantic descriptions of the types of things and the context in which they
are situated, e.g., a temperature sensor for a given room in a house, expressed
using the ontologies agreed between the suppliers and consumers of services.

• Communications metadata that describes how the client platform can access
things exposed by a server platform.

• Security metadata describing the requirements for a secure access to the thing.

MICROSERVICES A microservice (Newman, 2021) supports interoperability
through message-based communication and a microservice architecture is based
on scalable and evolvable software systems. Also, microservices allow for speed,
safety and scalability. In order to implement a reliable infrastructure for the SHG,
an architectural pattern was designed on top of containers and orchestrator for the in-
frastructure to be fault-tolerant. Such pattern is the microservice based infrastructure
(Simeoni et al., 2021).

THREE-TIER ARCHITECTURE The SHG architecture follows a three-tier
pattern, and can be described as follows: a Presentation Tier, a Middle Tier and
a Data Tier (Simeoni et al., 2021). The presentation tier (i.e., user services layer)
provides access to client’s applications and presents data, allowing its manipulation
and new data entry. The middle tier is the business services or logic layer. Its
components can be allocated on a server machine and are designed to keep data
structure consistency across diverse databases. Finally, the data tier, or data services
layer, interacts specifically with data, acting as database access manager and it
consists of data access components to enable resource sharing (“Using a Three-Tier
Architecture Model - Win32 apps — Microsoft Docs”, n.d.).

REST INTERFACES The interaction between the SHG service layer and third
parties is provided through REpresentational State Transfer (REST), which is a
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web-based architecture. A key element to clarify in REST APIs is the concept
of resources (e.g., a device). Different representations of this device are created
(by the server) on demand, allowing clients to ask for its representation. Moreover,
methods in REST are invariant (in terms of behaviour across devices), and the HTTP
specification defines which methods that can be used (e.g., GET to retrieve a resource
and POST to create one). The use of standard textual formats brings flexibility
related to the use of resources, being XML and JSON formats the most popular of
those running on HTTP (Webber et al., 2010). In a hypermedia format, hypermedia
controls represent information protocols. A hypermedia control includes the address
of a linked resource, together with some semantic markup. In the context of SHG,
the semantic markup indicates the meaning of the linked resource. The acronym
“hypermedia as the engine of application state” (HATEOAS) (Webber et al., 2010)
describes the main features of the REST architectural style (Simeoni et al., 2021).

STATELESS ORIENTED SERVICES A stateless application is an agnostic
application that has no record of previous interactions with clients or their out-
comes(Amazon, 2020). They can scale horizontally since any request can be serviced
by any resource (e.g., EC2 instances, Google cloud functions, AWS Lambda func-
tions). A stateless service implies a stateless authentication, thus, clients need to
update and maintain credentials to perform an interaction. We can achieve the
stateless authentication by using JWT (JSON Web Token), which is an example
of a token-based approach (Jones et al., 2015). SHG services can be understood
as isolated entities, as there is no stored knowledge of or reference to past transac-
tions. Each transaction is made as if from scratch for the first time in a stateless
manner. Additionally, as both RESTful and Hybrid RESTful service rely on HTTP,
to maintain the confidentiality and integrity of resource representations is quite
recommended to use TLS (Rescorla, 2000) and make resources accessible over a
server configured to serve requests only using HTTPS (Simeoni et al., 2021).

4.3.2 METHODS

The SHG was implemented and tested in different modalities aiming to cover all fea-
tures and functions of our solution (Simeoni et al., 2021), and its main functionalities
and features were tested in two different scenarios.

EXPERIMENTAL BCI CONTROLLING THE SMART HOUSE is the
remote control of the Smart House Living Lab (SHLL) devices by a hardware embed-
ded classifier of neural data from monkeys. This is Plan4Act project’s demonstrator
in real-time in which the SHLL is remotely controlled through a brain-computer
interface operated by a Rhesus macaque from an experimental setting in Germany.
This scenario is illustrated in Figure 4.3.

Here, a Field Programmable Gate Array controller (where the mentioned neural
controller is embedded) commands the SHLL devices (both IoT and KNX® devices)
through the SHG. Sequences of commands are sent by the controller in two modalities:
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Figure 4.3: Living Lab Gateway solution for Plan4Act’s demo 1. Source Simeoni et al. (2021)

sequential mode and proactive mode. The first, consists in emitting commands one
by one (e.g., open the main door and, once this action is done, turn the lights on); on
the latter, several commands are combined into a unique one, executing all actions
in one step to produce a time gain. Time gain associated to proactive control is the
main Plan4Act project’s goal (e.g., open the main door, turn the lights on and open
the bathroom door at the same time).

EMERGENCY PROTOCOL ACTIVATION VIA SHG an external air
quality management system is injected into the SHLL ecosystem (i.e., added to
the Thing Descriptor) and operates the Smart House devices (e.g., doors, windows
and smoke extractor) whenever a high concentration of air pollutants is detected
in the air(Terius-Padron et al., 2019). In this case, the SHG was tested against
technology fragmentation by injecting the air quality sensing platform into the SHLL
ecosystem and allowing for it to be accessed and consumed (after its injection into
SHLL ecosystem any client can ask for pollutants concentration). Moreover, the
same air quality sensing platform is able to actuate the SHLL devices through the
SHG in case an emergency ventilation is needed.

RESPONSE TIME COMPARISON TEST To evaluate the SHG’s perfor-
mance in terms of latency, we measured the time elapsed to change the Smart
Cabinet’s status (one of the SHLL’s devices) by a) executing a direct HTTP request
and b) executing the same action through the SHG. The Smart Cabinet is one of
the elements developed during Plan4Act project and the authors have access to the
firmware code, simplifying the time measurement via firmware.

The objective is to perform a paired test comparison to find out whether the
mean response time elapsed by the SHG is not significantly different of the elapsed
by a direct request. For this test, the following parameters will be considered:

1. Local execution time, being this the time the Smart Cabinet needs since it
receives a request until the command is executed (measurement taken via
firmware).
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2. Local network execution, a direct HTTP interface with the device that is
accessible on the local network;

3. Secure remote execution, using the SHG to send command to the devices.
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CHAPTER 5

RESULTS AND DISCUSSION

This chapter is divided into the three phases described in section 4. Initially, the
dataset selection rationale and analysis is first addressed. This analysis yields to the
selection of parameters that are key to the proposed GEDMR method. Afterwards,
the GEDMR method will be benchmarked against the original version applied to
single-neuron spiking data, as well as with other non-adapted classifiers, to validate its
efficiency in the EEG domain. It will be tested for the case of inter-session variability
mitigation, and then tested fir the case of inter-subject variability mitigation. And,
finally, the implementation of the Smart Home Gateway results are shown. Each
of the three sections described includes a separated discussion section where the
strengths, weaknesses and room for improvement are discussed.

5.1 OPEN ACCESS EEG DATABASES ANALY-

SIS.

During this phase of analysis, several public EEG databases were consulted looking
for the most suitable experimental conditions to test GEDMR method. The main
criteria to reject or accept a dataset were the following:

• Datasets should acquire EEG from multiple cognitive tasks (i.e.,more than 3).

• Multiple subject studies should be tested (more than 3).

• A clear description of the experiment should be provided.

• Experiment should be executed in several trials (more than 30) in different
sessions to foster variability (This work’s cornerstone).

• Other researchers already published results on the dataset

5.1.1 DATASET SELECTION RATIONALE

The following paragraphs describe the criteria I took into consideration to select
among the reviewed datasets those fit to test and evaluate GEDMR method. Although
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it was not a constraint to evaluate a transfer learning method, only spontaneous
paradigms were considered. This is related to the overall idea of users’ independence
as a key factor that fosters technology acceptance. In the future, these paradigms
could be employed in asynchronous mode, fully supporting this aspect.

BCI COMPETITION 2008 - GRAZ DATA SET A Nowadays motor imagery
(MI) is the most common imagery task and the most extensively user across literature
to control devices, especially for assistive technology (Millan & Mourino, 2003), and
consists in asking subjects to imagine they move a limb or any other part of the body
(arms, fingers, tongue, leg, foot and so on). This dataset presents four categories of
motor imagery from nine subjects, produced in a controlled and well-structured study.
Every subject’s data was retrieved in two sessions of 6 runs, comprised of 48 trials
each (12 per each target). This enables researchers to study the effects of inter-session
and inter-subject variability on multi-target classification. Even within-subject effects
(electrode conductivity decay, cognitive load, emotional state, etc.) can be studied
thanks to the structure of the data presented and the high-quality signals recorded
from twenty two Ag/AgCl electrodes sampled at 250Hz.

Figure 5.1: Snapshot of BCI competition IV - dataset 2a (Graz dataset A) trials on EEGLAB
dataset scroll function. Runs structure and duration are evident and self-explanatory (breaks, class
cues, trial start, etc.) when scrolling across trials and sessions.

Another strength of this dataset is that it presents 576 trials per subject (144
examples of each motor imagery task per subject) offering a good chance of achieving
generalized machine learning classification models. One aspect the authors included
is the eye movement effects on EEG baseline, elicited in pre-session excercises (eyes
open, eyes closed and eyes in movement), also including left, central and right EOG
electrodes readings. These electrodes have been ignored.

On the downside, the authors have pre-processed the EEG signals applying 50Hz
notch filter and a 0,5-100Hz band-pass filter, obliterating the possibility to freely
explore the full band EEG. Other sources of uncertainty are trial duration and the
fact that, after the go-cue, motor imagery task is performed in a self-paced execution.
This means that subjects may not perform the same amount of imagined movements
every trial. Moreover, there is no certainty of when the subjects performs the first
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imagination, which may take place anytime along 4 seconds until trial finish. This
fact could unnecessarily increment the amount of data to be processed and ultimately
fed into classifiers, possibly increasing the model training time and maybe introducing
unwanted variability, producing less reliable and slower classifications.

BNCI-HORIZON 2020 DATASET ”INDIVIDUAL IMAGERY” (004-2015)
Performance in users with central nervous system tissue damage (post-stroke or
spinal cord injury) is typically lower but, with some training, reliability of EEG
pattern generation improves. The study proposed by the authors addresses the
impact of mental tasks on binary classification performance. The authors’ previous
results in able-bodied users indicate that pair-wise combination of ”brain-teaser” (e.g.
mental subtraction and mental word association) and ”dynamic imagery” (e.g. hand
and feet MI) tasks, significantly increases classification performance of classifiers
(Scherer et al., 2015).

This study allows testing the GEDMR on within-day and between-day analysis
of variability of mental task pair classification in nine individuals. It must be noted
that for computational economy and time constraints, not all users proposed were
tested, thus only including subject A,C and F data into the analysis. As a relevant
advantage of using this dataset, the fact that there exists an anatomical conditioning
to the signal production or conduction, poses an opportunity to understand the reach
of the implemented method and its robustness across this condition. Furthermore,
this study expands the span of endogenous paradigms so far discussed, also testing
on non-traditional Motor Imagery or Visual Imagery tasks.

On the downside, this dataset is larger than those discussed in the previous
chapters and we encountered several computational limitations while performing
some of the analysis and initial tests on phase 2 (section 4.2) pipeline. These
limitations are caused by the large amount of data to process that overflows the
hardware (a personal computer) on which all tests were performed.

Figure 5.2: Snapshot of BNCI-Horizon 2020 dataset ”individual imagery” (004-2015) continuous
normalized data on EEGLAB dataset scroll function.
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MINDBIGDATA: THE ”MNIST” OF BRAIN DIGITS Visual imagery
consists in the manipulation of visual information that comes from memory, and
not necessarily from perception. The latter is called visual observation and there
are several studies (although just a few, compared to other paradigm studies) that
propose subjects to observe an object in an image and study the evoked potentials
from this activity. There are ongoing efforts to improve EEG-BCIs using these
paradigms hoping to bring the technology a step closer to real scenarios. Kosmyna
et al. (2018) already established that it is possible to discriminate visual imagery from
visual observation through EEG, and even resting state versus visual tasks, which
encourages the community to strive for asynchronous and spontaneous EEG-BCIs.

Nonetheless, this dataset has three setbacks. The first one is that all tests were
performed on a single subject. The second one, experimental design lacks a clear
protocol and some details are missing either in the dataset or its description, such as
trial-session distribution. The only clue provided by the author in an e-mail exchange
is that runs of fifteen trials were performed, but no reference regarding the resting
conditions, restart/resume protocol or even amount of runs per session that were
performed. And the third one, the sample rate achieved by commercial devices such
as Emotiv® EPOC is 128Hz, and this situation not the most advantageous to study
gamma and high gamma activity (above 60Hz) due to aliasing issues, limiting the
frequency band to a maximum of 64 Hz (Nyquist Theorem). Moreover, apart from
EPOC which counts on 14 electrodes, the other datsets were recorded from 1 to
5 electrodes, which can yield to even worse spatial resolution when analysing the
results.

Figure 5.3: Snapshot of MINDBIGDATA trials on EEGLAB dataset scroll function. On the right,
normalized trial 154 of target ”0” is a typically rejected trial.

A strong motivation to include this dataset is that most commercial and portable
EEG headset will provide a signal quality similar to the one under analysis. Taking
into account that no pre-processing of the dataset will be applied, this study will
challenge in many aspects the decoding pipeline implemented in phase 2, as the data
lacks spatial resolution and sampling rate is low. This strategy is not the usual way
to approach an EEG-BCI as far as I reviewed, as most publications adopt curated,
balanced and peer reviewed datasets to develop and test methods and hypothesis.
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On the other hand, this is a rare dataset, in the sense that there are few spontaneous
paradigm studies that are not related to motor imagery (as mentioned in section
1.1.1). This is a visual imagery study that could yield to asynchronous interaction
through BCIs, and is fully aligned with the objectives of this thesis.

5.1.2 DATASETS PROCESSING AND ANALYSIS: FIND-
ING R AND S INTERVALS.

The objective of this section is to understand which are the intervals of data that
will contain task-related signal within trials for the GEDMR method to achieve fair
levels of performance. In particular, these are R Intervals which the experimenter
can set to any representative interval prior to the stimulus (cue); and S Intervals,
tied to variables such as paradigm, subject skills, subject’s interpretation of the task,
mental state and so on. These intervals’ location throughout each trial is highly
variable, even within subjects, and GEDMR method only admits fixed sets of time
ranges. Hence, this constraint forces to a tradeoff in accuracy versus generalisation
the experimenter needs to address.

In order to do so, an exploratory analysis which combines inferential statistics and
parametric characterization of the datasets is performed. It is expected to determine
the intervals length (in particular the signal one), as well as subjects’ execution paces
(as the task-related signal is spread along several seconds of data) and, ultimately, to
gather clues to confirm whether there is information to differentiate classes at all.

5.1.2.1 BCI COMPETITION 2008 - GRAZ DATA SET A

This dataset presents evident distinctions between the four different motor imagery
tasks, namely class 1-Left hand, class 2-right hand, class 3-both feet and class
4-tongue; from now onward labeled as c1, c2, c3 and c4 respectively.

Figure 5.4: Electrode ”Cz” averaged across trials and subjects (3) from Graz dataset. After
t=2000 ms, the characteristic and prominent p300 wave, starting approximately 300ms after cue
onset.
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As it is evident in figure 5.4, there is no visible signature in ERP that can yield
to an a priori classification or separation of each class waveform. Event-related
potentials are not likely to bring information regarding the separability of classes due
to the fact that the phenomena that is under analysis (in this case a motor imagery
task) is not necessarily triggered by an external cue. Indeed, figure 5.5 indicates
that task-related ERPs are averaged out across trials due to the effects of self-pacing
within subjects.

Figure 5.5: Electrode ”Fz” ERSP. Event-related potentials averaged across trials can be observed
in ERSPs, indicating frequency bands and temporal location of such effects. Statistical analysis
represented in the outmost right graph confirms that there is no evidence to support that such
effects are reproducible across trials, probably due to the configuration of the experiment.

Moreover, in figure 5.4 the only prominent characteristic that can be appreciated
is P300 wave It is located approximately 300ms after cue onset in time 2000ms for
every class and in every trial. It is expected to find useful information right after this
effect disappears, when user is in fact imagining the requested movement. Hence,
statistical methods are applied to gather new information regarding other parameters,
such as the power spectrum, analysing every channel across trials.

Figure 5.6: Electrode ”Fz” power spectrum (subtracting individual subject mean spectrum).
Statistically significant differences in power spectrum of this electrode can be found in alpha (here
9-13Hz) and beta (here 21-26Hz) ranges of neural oscillations. Black tags in the lower part of the
graphic indicate the frequency bands to be considered as significant contributors to discern between
classes (p− value < 0, 05).

A hint that supports the assumption that there is a priori information within and
across trials to differentiate the four classes, is observed in figure 5.6. It shows one
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exemplar of the power spectrum for each class when all trials from one electrode (here
Fz) are averaged. In general, all electrodes across the three subjects under study
showed a similar trend to Fz in display. In addition to the visual inspection that
clearly shows a separability between the classes’ spectra, the statistical significance
(p < 0, 05) of such observation is drawn in the lower part of the graph. It indicates the
frequency at which all classes’ power spectra is different, rejecting the null hypothesis
that states equality among them.

Furthermore, inter-Trial Coherence (ITC) can be informative regarding the pace
each subject selects and, consequently, the intervals of interest where EEG time series
become separable (i.e., when the subjects are actually executing the mental task).
Due to the experiment definition, this analysis only makes sense to be performed
within subjects (and across conditions). Inter-trial coherence values shown in figure
5.7 varies from 0 to 1 (none to fully synchronized respectively). A typical value
of 0.4 for P300 is observed for all classes after cue onset (2s), and a recurrent
synchronization all over the frequency range is observed. However, the significance
mask (p < 0, 05) applied comparing the four conditions per subject indicates that
there exists a synchronization after t=3000ms. This synchronization varies from one
subject to another in terms of the frequency band activation at each electrode, as it
can be observed in figure 5.7: Upper panel (subject 1) shows phase-locked activity
at both alpha and beta bands; Middle panel (subject 2) shows phase-locked activity
within beta band; and lower panel (subject 3) shows phase locked activity within
alpha band). In summary, this result indicates that there is indeed motor imagery
related phase-locked activity, that can be observed at alpha and beta bands, starting
from around t=3000s on.

Figure 5.7: Electrode ”Fz” Inter-trial coherence: Subjects’ ITC was analysed separately. Phase-
locked activity is evident after t=3000ms. A significant ITC across classes indicates that the EEG
activity at a given time and frequency in single trials becomes phase-locked.
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It is worth mentioning that no assumption regarding the characterization of each
subject’s neural network activation profile is being made. In this line, this analysis’
scope only provides information concerning the frequency bands that contribute the
most to identify a given class in this particular dataset, and no further generalizations
within subjects and across the examined group should be stated at this stage.

As described in the paragraphs above, it is of interest to find those time lapses
where it is most probable to get EEG samples from subjects actually performing the
self-paced cognitive task, and variance topography is a way to analyze it. Figure 5.8
shows subject 1 average ERPs and the corresponding variance values in time.

The smoothed variance plots in figure 5.8a and 5.8b show a window of increased
variance for both subjects, exactly where the study description states that MI tasks
begin. It is intuitive to state that subjects would almost immediately begin the task
as soon as the experiment indicates to do so, with little to no delay. Furthermore,
the plot does not indicate that after this window MI-related activity is no longer
present. On the contrary, given the fact that trials contain different distribution
of such MI tasks (as it can be seen in figure 5.9 taking subject 1 as exemplar),
the related potentials are averaged out or attenuated, as they are not phase-locked.
Indeed, this method only allows us to assume that most of the variance from t=3s
to t=4s for subject 1 and t=3,7 for subject 2, could be explained by the initial MI
task execution; thus, it defines a window of interest that can be used as parameter
for the forthcoming analysis.

Figure 5.9: Single-trial variance plot. Subject 1, trial 40 (class 1) shows multiple spikes (variance
increment) during the MI task execution period.
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(a)

(b)

Figure 5.8: Butterfly plot over the window of interest. Upper panel shows averaged ERPs (all
classes) inverting the voltage values and lower panel indicates the variance values over time. P300
effects are no longer present at this time window.
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5.1.2.2 BNCI-HORIZON 2020 DATASET ”INDIVIDUAL IMAGERY”
(004-2015)

From the previous dataset analysis, the probability of finding significant differences
across subjects and trials (even within subjects) from ERPs is discarded. As in the
previous dataset analysis, Inter Trial Coherence (ITC) by individual was tested but
the results showed no significance for phase-locked activity in most channels from all
subjects. This lack of structure may be related to the difficulty of execution of mental
tasks for post-stroke or spinal cord injured users (it is not possible to know which
pathology has each subject), leading to less structured execution pace. Moreover,
brain cortex or the structures beneath it that produce or conduct brain potentials
could be affected, blocking activity from that region, thus limiting ITC from those
electrodes. But these are only speculative remarks, as this analysis escapes the scope
of this work because we are only interested in finding the most probable lapse when
all subjects are executing a mental task.

Consequently, only power spectrum and variance analysis could bring statistical
proof of discernible features between classes. Figure 5.10 shows the statistically
informative frequency bands regarding class differences.

Figure 5.10: BNCI-H2020 dataset Power spectrum for on all channel ERPs across the five classes.
Alpha band shows, although disconnected, informative frequencies.

More specific bands can be appreciated in figure 5.11, where subjects A,C and
F power spectrum separated by classes are plotted, pointing at alpha band as the
most informative. Also as in the previous dataset, some information to differentiate
between classes is hardly provided by beta band (here 20-30Hz).

As it was done in the previous section, an analysis of the potentials variance
along the post-stimulus time series was performed to find intervals of interest in
common between classes (per subject). It is interesting to observe in this particular
dataset the differences in execution pace between subjects, recalling they had not
been pre-trained in BCI use and, most importantly, all of them have either spinal
cord injury or suffered a stroke. Thus, it is expected a high variability in pace, hence
a more difficult search for a common interval of execution (Scherer et al., 2015).

As mentioned in the previous section, the goal of this analysis is to find among
all subjects a common interval of interest that captures the instant of mental task
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Figure 5.11: BNCI-H2020 dataset Power spectrum per subject and per class. Lower rightmost
panel indicates the bands of significance calculated to find the frequencies at which each class is
different from the others.

(a)

(b)

(c)

Figure 5.12: Topographical variance plots. A comparison between different subjects topographical
variance can be indicative of the individual execution paces (self paced).
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execution, that is constant across trials and classes. In particular, we strive for
an interval that presents a certain variance level across trials, subjects and classes,
which we hypothesize to be associated to the moments of cognitive effort to execute
the task. It is worth noting that scales are meaningless, as it merely depend on the
BCI setup quality (electrode placement, impedance, and so on); panel 5.12a shows
this disparity in variance scale for the same subject over the same tasks. Figure 5.12
shows the differences between each subject self-paced executions. Interestingly, apart
from subject B (panel 5.12b), the others modified their execution profile, i.e. we
assume they received either training or advice on how to better perform, or simply
their mental state was different from one day to another. This is a challenge when
studying inter-session variability because, as it will be mentioned in phase 2 of this
work (section 5.2), the interval of interest is fix during the analysis, and a wrong
choice would yield to a poor performance in the transfer learning to the classifier.

In order to complete the analysis and make sure to at least avoid including
uninformative periods of signal, all trials from all classes and all subjects were
merged into a unique dataset to repeat the analysis. Figure 5.13 shows that it is
possible to define an interval of interest instants after the cue disappears (t=4.25s)
and lasts about 1 second (until t=5s).

Figure 5.13: Variance topography on all subjects, all trials and all classes merged.

5.1.2.3 MINDBIGDATA: THE ”MNIST” OF BRAIN DIGITS

Here, only EMOTIV®EPOC data is used for the analysis because of its spatial
resolution (14 electrodes), and the study has been limited to only 7 classes (imagining
numbers from ”0” to ”6”). This constraint was adopted after a first attempt to train
a model including all 10 targets, and failing to do so because of hardware limitations.

In relation to the original data integrity, it must be noted that only a band-pass
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Figure 5.14: Channels P7, F7, FC5 and O1 power spectrums. The lower black bars correspond to
the frequency values where all classes differ. taking into account all frequency bands that contribute
to differentiate between classes, it is statistically sound to affirm that relevant information is
contained among 10-25Hz frequency band (alpha + beta).

filter was applied to the raw signals (1-60Hz) and the datasets per class were inspected
and cleaned manually, thus consuming a large amount of time in pre-processing.
Seven classes is still a high amount of targets, being usually found up to 5 MI
classes in most reviewed datasets. Despite the experiment being 1 second long (i.e.,
task-related signal is produced within 1 second after cue), this dataset does not show
any statistical difference between classes ERP (averaged in all trials). Thus, a power
spectrum statistical analysis across trials helps finding the bands of interest. In the
case of this dataset, and due to the amount of independent variables it holds (only
class categories), a single channel analysis is possible using EEGLAB. Figure 5.14
below illustrates the results.

Due to the time constraint of the experiment it is easier to find phase-locked
activity among trials. This effect can be appreciated in figure 5.15 below, by analyzing
the frequency ranges found to be informative in figure 5.14. However, a limitation
in EEGLAB’s plotting function has prevented us to see inter-trial phase coherence
beyond t=1,4s. Another limitation to the analysis using this tool is that statistical
inferences for a unique subject could not be provided. Cue onset (the image of the
number to be imagined disappears from the screen in front of the subject) occurs at
t=1000ms. Except for class 4 and, to some extent, class 5 which present phase-locked
activity mostly between t=1s and t=1,2s, the other classes seem to synchronize after
t=1,3s. This could mean that the features that define the signatures of classes gain
power or are activated around this time. Some classes (i.e., class 6) only present a
narrow band (12-14 Hz) of phase-locked features, while others (i.e., class 3) present
phase-locked features at a broader range of frequency.

73



Figure 5.15: Inter-trial Coherence (ITC) among trials per class.

In order to narrow down the interval of interest lower and upper limits (from
Signal part) and to complete the information gathered through ITC analysis,variance
topography is also analysed.

Figure 5.16 shows all the behaviour of variance across the averaged trials. As it
is evident, the trend shows that the subject was likely to be executing the mental
imagery related to most classes between t=1,3 and t=1,8. As it was partially inferred
from ITC analysis, also the variance of the channel voltage begins to grow, peaking
generally at t=1,5s and decreasing back towards t=1.7 approximately. Furthermore,
the differences in class 4 (figure 5.16e) found by ITC is also evident in topographic
variance, indicating that the subject prefers to execute this particular task almost
immediately after cue onset. On the other hand, topographic variance for class 5
does not show any effect during phase-locking intervals observed. This is probably
due to the plotting limitation EEGLAB had for this dataset, concealing relevant
information present after t=1.4s (plot limit).

As explained, the plots observed in figure 5.16 are the result of averaging all
trials (in this case 300) to find a trend that possibly indicates the mental task onset.
Evidently, this was highly variable and each task has its own central value. Aiming
to find a suitable interval that generalises among classes, all classes and all trials
were fused into a unique dataset to re-plot the topographical variance. Figure 5.17
illustrates the result and indicates the lower and upper values that defines the S
interval.
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(a) Target ”0” (b) Target ”1”

(c) Target ”2” (d) Target ”3”

(e) Target ”4” (f) Target ”5”

(g) Target ”6”

Figure 5.16: Topographical variance plot of classes 0 to 6 (panels (a) to (g) respectively),
MindBigData EPOC dataset

Figure 5.17: Topographical variance plot of all classes (6) along all trials (300) .
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5.1.3 DISCUSSION

A fundamental decision was made in this phase regarding EEG data pre-processing,
and it was to take a detour on the rigorously developed signal processing guidelines
and recommendations that are widely covered in electrophysiology publications,
especially for EEG (Agustina Garcés & Orosco, 2008; Albera et al., 2012; Keil et al.,
2014)). This is so, not to object the validity of such powerful methods, but to
go along with the data-driven philosophy of multivariate analysis, that strives for
any piece of data (a priori of unknown location and nature) likely to be lost when
applying the traditional methods. These methods are the well-known PCA, ICA,
machine learning methods based on weighted combinations of brain signals, linear
classifiers (e.g., Fischer discriminant analysis), deep learning techniques, among others;
and they usually fail to provide optimal results over neuroscience representations
(Cohen, 2022). Thus, this work follows the analysis course in Cohen (2017a), Cohen
(2017b), Cohen (2021) and Cohen (2022), employing a supervised technique such
as Generalized Eigendecomposition (GED) that serves as a denoising, dimension
reduction and source separation tool. This covers the feature extraction needs and
signal-to-noise ratio enhancement for multichannel data that will be necessary for
GEDMR method development. Furthermore, GED is said to be supervised because
we provide information based on a hypothesis: that we can determine the time
segments where there is signal of interest (i.e., post stimuli data) and when there is
only common activity (e.g., break intervals, inter-run intervals, pre-stimuli periods
and so on). Consequently, finding S and R intervals is the cornerstone of this phase.
Moreover, the challenge was not finding a tailored set of parameters that maximize
the outcomes per dataset or per subject, but quite the contrary, it was to find a
solution that generalizes the parameters as much as possible, aiming at performing
automatic analysis cross-datasets and cross-subjects. Concerning (S interval and
R interval duration, I focused the analysis on determining the best sets of lower
and upper limits for S interval, choosing a fixed duration and an intuition-based
location for R interval. Indeed, there is little information regarding the optimal
duration of both intervals, the implications of choosing longer intervals or shorter
ones or any other recommendation. In this sense, there is still work to be done to
find better conditions for experimentation, perhaps using (as we did) traditional
techniques to better spot the instants of interest, or to vary the intervals based on
real-time incoming data measurements.

As observed in the results, subjects and their way to execute tasks are a clear
source of variability to our analysis. Yet, selecting high variance segments of data
by averaging ERPs across datasets seems to be enough to spot decent R and S
intervals. A specific test was performed per dataset to confirm this, and figure 5.18
shows the case of MindBigData classes, as an exemplar. In the images it can be
appreciated how moving from the high variance interval found in the analysis, affects
directly on the ability to the GED spatial filter to produce high quality projections.
In panels 5.18b, 5.18d and 5.18f the first five projections were averaged and compared
to ERP from all trials to study the correlation between them (reducing dimension,
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in this case, almost 60%). Panels 5.18a, 5.18c and 5.18e show the projections in each
case ordered by amount of variance they account for. It is evident that information
is better represented by few components (good dimensional reduction) when using
the correct S interval. Of course, this generalization by forcing a fixed S interval
introduces a certain degree of uncertainty for some trials, but it is out of the scope
of this thesis to further optimize these parameters.

(a) (b)

(c) (d)

(e) (f)

Figure 5.18: Eigenspectrum analysis employing Generalized eigendecomposition as source separa-
tion method. Also, the reference signals ERPs are compared to the first 5 components computed
varying S interval position and duration. Data from MindBigData EPOC dataset. Panels (a) and
(b) correspond to the correct S interval; (c) and (d) to S interval situated at t=1.8s; and (e) and
(f) to S interval as all post stimulus points (t=1 to 2s).

As for the paradigms studied along the different datasets, this analysis does not
allow to draw any conclusion over the extent to which a particular dataset is more
suitable than another for the purposes of this work (i.e., motor imagery versus visual
imagery). However, it was possible to find regions of interest for each subject and
under all paradigms, where task-related activity was present. This is an encouraging
factor to affirm that spontaneous signals are usable for control purposes despite the
difficulty of using self-paced paradigms. Other factors such as subject’s training
in BCI use or health condition (i.e., brain related conditions) are not influencing
subject’s performance when using the proposed method. Evidently, more informative
results could be shown under Motor imagery paradigm, probably due to the involved
cortical regions being highly organized spatially. Other phenomena such as words
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imagination or number images recall may involve more complex cortical activation,
even induced by a poor experimental design.
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5.2 ADDRESSING EEG SIGNAL VARIABIL-

ITY TOWARD ADAPTIVE CLASSIFICA-

TION

The main goal of this phase is evaluate and validate GEDMR method. To this end,
a parallelism with the original analysis pipeline (i.e., Plan4act’s) will be kept, in
order to compare performances over each experiment. Also, non-adapted classifiers
will be benchmarked against GEDMR-adapted ones.

The GEDMR method will use the information gathered in the previous section
regarding S and R intervals. In particular for Graz dataset ”A”, figure 5.19 illustrates
the segment selection. The evaluation will be performed considering the following
aspects:
a) Multi-Layer Perceptron performance (accuracy).
b) Effects of different trial clustering strategies on classifiers’ accuracy.
c) Effects of dimensionality reduction in the T matrix computation for transfer
learning classifiers.

Figure 5.19: Intervals of interests from Graz A dataset. S and R covariance matrices are calculated
along the whole study according to these intervals. Reference (R) is calculated during a resting
period, while Signal (S) is calculated right after go-cue. The location and duration of such intervals
was deduced in phase 1.

To proceeed with the benchmarking, four different MLPs were trained and
evaluated using the same data subsets:

1. Naive MLP: this classifier was trained on full session 1 data and it is used
to attempt classifications on session n data.

2. GED projection MLP: this classifier was trained on full session 1 spatially
filtered data. Prior to training the classifier, data is projected onto GED-space
using GED spatial filter and it is used to perform classifications on session n
data also projected via GED.
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3. PCA-Realigned MLP (original TL method): this classifier was trained
on full session 1 data. Prior to training the classifier, data is projected onto
PCA-space using PCA. This data is also used to compute M1 and Mn matrices
which are employed to calculate the new input weights of this classifier via
singular value decomposition. Once the input layer of the classifier has been
adapted to the new data, session n data also reduced via PCA is then classified.

4. GED-Realigned MLP (GEDMR method): this classifier was trained on
full session 1 data. Prior to training the classifier, data is projected using
GED and employing the parameters mentioned above. This data is also used
to compute M1G and MnG matrices which are employed to calculate the new
input weights of this classifier via singular value decomposition. Once the input
layer of the classifier has been adapted to the new data, session n data also
reduced via GED is then classified.

One definition to bear in mind, as it will be used along this whole section, is the
one of experimental episodes, which consist in aggregating trials from both datasets
incrementally: the transfer learning approaches under analysis (GEDMR and manifold
realignment) need to construct the ”L” matrices to compute T transformation matrix.
The amount of trials clustered to calculate T is proportional to the clustering
parameter selected. For instance, if cluster equals to 1, T will be calculated taking
only one trial from Session 1 dataset including an example of each class, and only one
from Session n dataset including an example of each class. For every experimental
episode, all of the classifiers are re-trained with the new trial cluster setup, so it
is possible to track classifiers’ behaviour when varying the cluster size. It is worth
noting that the cluster size parameter can be interpreted as the available amount
of new examples per class from the new session (i.e., new incoming data), and
can be thought as the calibration trials needed to adapt the decoder to the new
condition.This procedure is depicted in figure 5.20.

Figure 5.20: In order to create T, a determined amount of EEG data is gathered. This amount is
a variable parameter (cluster) that can be chosen according to the configuration of the session 1
dataset. Here cluster equals 1, as per each calculation the amount of trials clustered increments by
1.

80



5.2.1 EEG MANIFOLD REALIGNMENT METHOD PER-
FORMANCE ON INTER-SESSION VARIABILITY
MITIGATION

For the evaluation of the GEDMR method performance on EEG data, the BCI
competition 2008 - dataset Graz ”A” and MindBigData datasets will be used to
perform a study to compare all classifiers behaviour over the same tasks and under
the same experimental episodes. Essentially, for the GEDMR method, the S and R
intervals found for each dataset are used to compute the corresponding covariance
matrices that yield to the construction of the GED spatial filter.

5.2.1.1 RESULTS ON GRAZ DATASET ”A”

First, data set preparation consisted in identifying the different sessions per each
subject. The analysis we will present was performed using Subject 1’s data and
splitting the EEG recording in half, the first one designed as ”session 1” and the
second one as ”session n”. It is to be noted that trials have not been trimmed for the
classification, i.e., it includes data pre- R-interval and post MI task, only excluding
the variable break period.

For the present analysis several combinations of number of components and cluster
size were tested, aiming at finding the best approach to calculate T. Figure 5.21
is representative of the general trend observed. In general, GEDMR substantially
outperforms the rest of classifiers and the amount of components retained is the
most important source of variation in accuracy for every classifier. This can be
observed specifically in the early experimental episodes, pointing out the ability of
each method to gather good quality features from data to ramp up the accuracy
level.

Figure 5.21 only shows comparisons of the full-projected dataset both in PCA and
GED spaces, i.e., all components were included into the analysis. But it is interesting
to find out whether there are components that are redundant or considered noisy
that can be discarded, thus reducing the amount of training and analysis data. Thus,
we performed a study that tests over different amount of projections, fixing cluster
parameter in 4 trials. This cluster parameter was selected based on classifiers’ fine
performance and stability across the whole test using this value. Moreover, the
cluster size should be selected taking into account the dataset configuration and,
particularly, each subject’s runs history, as not every run is homogeneous. It is worth
clarifying that we refer as a ”run” to the chain of successive trials without a pause.

Figure 5.22 indicates that, except for using only 10 GED projections of the
original data, the accuracy for 13, 18 and 22 projections is not significantly different.
At least not for the initial iterations segment which characterizes the demand of
new examples from session 2 of the classifier to ramp-up on accuracy. Hence, from
this figure we can state that components 13 to 22 do not contribute substantially
to the latent space characterization, and they could be ignored (reducing dataset
dimension).
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(a) (b)

(c) (d)

Figure 5.21: Subject 1-session 2 data being classified by four models trained on session 1 data.
Naive classifier and GED projection (”other GED”) classifier cannot surpass chance level (25% in
the case of 4 targets), while online-adapted classifiers outperform them. Panel (b) shows the best
performance in terms of early accuracy and stability

Figure 5.22: GEDMR adapted classifier accuracy curves comparison including diverse components
into T computation.
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(a) (b)

(c) (d)

Figure 5.23: First trials difference in GEDMR adapted MLP accuracy. Initial accuracy values for
channels 13 up to 22 are acceptable at most cluster configurations, yet 4 trials clustered seem to be
an efficient choice.

A closer look to this behaviour is displayed in figure 5.23. As mentioned above,
significant differences can be observed when varying projections, sustained during the
first few computations. However, after a while all accuracy curves converge in similar
values for the last experimental episodes. By taking a look at accuracy evolution
from figure 5.23, we can confirm that clustering 4 trials at a time favours an early
and steady accuracy. Also, if it would be needed to apply dimensionality reduction,
a similar behaviour in classifier accuracy is for 18 and 22 GED projections, hence
the last 4 projections can be excluded from the analysis.

Finally, analyzing the canonical correlation coefficients are analyzed. At each T
computation, a maximum alignment in the first five to eight iterations is observed. By
alignment we refer as the maximum correlation coefficients of samples from session 1
and session n in the latent CCA space (section 4.2.2). This is coincident with the
interval of highest increment rate of accuracy. Moreover, several components score
high (about 65-68% correlated) in alignment in the CCA-space which means that
many components are contributing to the quality of T. Afterwards, this prominent
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(a) (b)

Figure 5.24: Canonical correlation analysis comparing GEDMR and PCA methods for retrieving
informative projections from data in Graz dataset ”A”.

correlation amongst components is gradually lost, only maintaining a high correlation
coefficient up to the third component.

Interestingly, GED captures an event that is described in the dataset description.
Figure 5.24a displays that every 10-12 trials there is an increment in correlation of
all components, which is coincident with the time when subjects make a pause (as
described by dataset authors). This could be explained as the addition of a specific
within-subject variability every time the experiment is stopped and resumed. The
effect of such variability can be appreciated as isolated large amounts of correlated
components (blue vertical lines), confirming that the method is capturing (and
mitigating) such variability. On the other hand, figure 5.24b shows correlation
coefficients calculated from PCA projections, and no traces of break effects can be
seen, indicating the lack of sensitivity of this method with respect to EEG datasets.

5.2.1.2 RESULTS ON MINDBIGDATA DATASET

For this single-subject dataset, a similar analysis as in the previous section is
conducted. The MLP performance is evaluated on a subset of the EPOC device (14
channels) data, consisting in 300 trials of seven classes (imagery of ”0” to ”6”). Each
session beginning and ending trials are not specified in the dataset’s metadata. So
when striving for a balanced subset of data per class, several sessions may have been
included as unique sessions, in detriment to the analysis. Moreover, the only criteria
adopted to build these subsets was to choose data from dataset’s extremes, i.e., the
subset from session 1 correspond to trials 200 to 500 of the overall dataset, while
session n subset corresponds to trials 2200 to 2500. Although a great amount of
variability is expected within sessions, it is possible that its effects could be absorbed
by the classifier via training with enough examples (this is why 300 trials were
included), yielding to the possibility to test for inter-session mitigation performance.
Classification accuracy for this dataset seems to be optimal for the first sets of
clustered trials, although it drops quite quickly after trial 7 (figure 5.25a). Despite
its initial efficiency, the method fails to convey to a unique underlying structure of
data, being this probably caused by mixing sessions in both subsets (session 1 and n).
It can be interpreted that, for the first one-on-one trials, the examples per session
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(a) (b)

(c)

Figure 5.25: Classification accuracy comparison (naive, projected, PCA-based and GED-based)
on MindBigData session n subset (300 trials) for 1,4 and 7 clustered trials.

can be assumed as drawn from a unique distribution, thus the observed accuracy
is fully associated to the inter-session mitigation. Afterwards, when different trials
get accumulated, there is no longer a unique distribution in the session n subset to
be ”aligned” with the original one (session 1, used to train the decoder), hence the
GEDMR method fails to achieve high values of correlation between latent spaces.
Moreover, figures 5.25b and 5.25c support the previous analysis by evidencing that
clustering more datasets for T matrix computation does not solve the issue. 5.26).
In terms of the contribution of each component (there are as many as channels),
the last two (13 and 14) seem to bring little information and this is reflected on
the classification accuracy variation for the first 7 iterations (figure 5.26a). The
results illustrated in panels b-c-d in figure 5.26 indicate that provided the amount of
components is enough, up to four trials can be clustered with insignificant loss in
accuracy; and it can be associated to a more stable measurement (decreased error
compared to one-on-one trial runs). However, let’s keep in mid that the less trials
are needed to cluster in order to achieve good performance, the less ”calibration
trials” the user would need to provide in a real-case scenario.
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(a) (b)

(c) (d)

Figure 5.26: Panel (a): GED-realigned classifier accuracy curves comparison including diverse
components into T computation. Panel (b), (c) and (d) cluster and component level comparison
for initial trials.
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(b)

Figure 5.27: Canonical correlation analysis comparing GED and PCA methods for retrieving
informative projections from MindBigData dataset.

Indeed, when analyzing the calculated correlation coefficients from the canonical
correlation analysis between both sub spaces’ samples (session 1 and n), low values can
be observed for GED-projected signals and even lower for PCA-projected ones. Also,
the initial correlation between sub spaces is quickly lost (figure 5.27), explaining the
low ability of both methods to perform transfer learning to session 1 classifiers. Panel
5.27a evidences the trial-by-trial re-calibration of T matrix including some structure
found in data (hence correlation coefficients increment subtly), yet being unable to
achieve a significant level of alignment among subsets. Still, this effect highlights the
power of GEDMR approach compared to PCA-based method’s limitation to find
any structure (panel 5.27b).

5.2.2 EEG MANIFOLD REALIGNMENT METHOD EVAL-
UATION ON INTER-SUBJECT VARIABILITY MIT-
IGATION PERFORMANCE

For testing inter-subject (within group) variability, Graz dataset ”A” and BNCIH2020
”individual imagery” datasets are employed, hence combining other cognitive tasks
than pure motor imagery and two kinds of subjects: healthy and brain-injured
patients. However, two clarifications are to be made: the first one, that ”individual
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imagery” dataset consists of 40 trials per class, 30 channels and 10 second each, so,
in order to avoid our hardware to overflow, data needed to be trimmed leaving only
t=2s to t=5s. And the second one, that the compared subjects belong to a unique
dataset, i.e., we did not compare subject 1 from Graz dataset ”A” with subject A
from BNCIH2020 ”individual imagery” despite them having tasks in common.

5.2.2.1 RESULTS ON GRAZ DATASET ”A”

As in section 5.2.1, we will use R and S intervals determined in section 5.1.2 and
no specific signal processing will be applied to any of the trials involved. In this
case, the first sessions of subject 1 and subject 2 are compared (out of 9) to find out
whether the information from subject 1 can be re-used to enhance the prediction
performance on subject 2’s data. Additionally, we are interested in determining how
likely is for other naive classifiers (trained on subject 1 data) to predict a class and
how efficient PCA-based adaptation can be against GED-based method.

From figure 5.28 we can observe, as in inter-session analysis, that GED-based
method is effective against inter-subject variability. In fact, in terms of knowledge
transfer it seems to be more efficient, as the subtraction of components (panels 5.28a,
5.28b and 5.28c) does not affect the classification accuracy significantly. Furthermore,
the differences in performance between GEDMR and PCA-based method are evident,
being this last one unable to outperform naive classifiers.

This analysis, performed on a fixed trial cluster value, reveals a trend towards
100% accuracy which indicates that the dataset has a good signal quality and,
most importantly, the signals from the second dataset (subject 2) are ”translated”
to a distribution similar to subject 1’s data, which is the main effect we pursue.
Nonetheless, there is an evident drawback around trial 22 that sinks the performance
locally (probably due to spurious data), but the training trend recovers its trend until
the end. Comparing performances with inter-session analysis (figure 5.23) we can
see that, for inter-subject performance, the accuracy does not achieve 90% threshold
until passed the iteration that clusters 12 trials (figure 5.29), meaning that more
than 12 examples of each class are needed to achieve a proper transfer learning for
subject 2 on data from 1. On the other hand, for inter-subject analysis, clustering 2
trials at a time is as effective as clustering 4 and even better than 7, as accuracy is
not significantly different from one another, implying less initial examples of each
class are required to reach a fair level of knowledge transference.

A clear difference observed in the canonical correlation analysis (figure 5.30)
for inter-subject approach with this dataset, is that correlation coefficients are not
fading away as in inter-session analysis, but they are to certain extent constant
across iterations. However, the maximum correlation values between latent space
projections are lower. Comparing the leading components, we observe 61,7% for first
component on iteration 5 in inter-session analysis, while in iteration 3 in inter-subject
analysis, the maximum correlation coefficient value is 47,5%. This probably has
little effect on final accuracy performance but it seems to indicate that a better
correlation between projections in the latent space yields to better initialization
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(a) (b)

(c) (d)

Figure 5.28: Inter-subjects analysis of classifiers performance based on the amount of components
included.

conditions. This is, less trials need to be clustered together in order to ramp up
classifier’s accuracy, as panel 5.29d shows. Figure 5.30a, as in figure 5.24a, also
shows the typical vertical lines produced by a massive increment of all components
correlation coefficients. In this dataset each time a new run was performed either
by subject 1 or subject 2 (in this case they are coincident, as no trials were deleted
and the dataset is balanced). It is worth recalling that a run is considered as a
series of full trials performed in a continuous way. Usually, after a run a 10 minutes
break is offered to the subjects without removing the headset. Consequently, there
exists an inter-runs effect which this thesis does not address, assuming sessions to be
comprised of several runs without variability.
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(a) (b)

(c) (d)

Figure 5.29: Performance over the first iterations for variable number of components included in
T computation on Graz dataset ”A” for inter-subject tests.

(a) (b)

Figure 5.30: Canonical correlation analysis comparing GED and PCA methods for inter-subject
analysis for retrieving informative projections from Graz dataset ”A”.
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5.2.2.2 RESULTS ON BNCI ”INDIVIDUAL IMAGERY” DATASET

Inter-subject variability mitigation results for all the proposed classifiers are shown
in figure 5.31. As in the prior analysis, GED-based method keeps performing sub-

(a) (b)

(c)

Figure 5.31: Inter-subjects analysis of classifiers performance based on the amount of components
included for ”individual imagery” dataset

stantially better than naive classifiers and PCA-based transfer learning. Remarkably,
GED-based method provides a high initial accuracy (above 87% for all 30 compo-
nents) with only 1 example of each class, outperforming the method’s efficiency on
healthy users dataset. Moreover a 100% accuracy is achieved at early stages, similar
to the case of ”MindBigData” dataset inter-session analysis in section 5.2.1.2. Figure
5.32 shows a clear view of the GED-method classifier across trials and conditions.
Figure 5.32a shows the behaviour of the classifier when several components are
removed from the analysis. This figure shows the performance of the classifier when
removing the last ten and five components (i.e., the least significant components after
eigendecomposition) out of the total which is 30 (as many as channels/electrodes
included in the study). Excluding the initial iterations, there is a parity in perfor-
mance for the three conditions which indicates that information contained in the
last components is not contributing significantly to the transfer learning process and
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(c) (d)

Figure 5.32: Performance over the first iterations for variable number of components included in
T computation on BNCIH2020 ”individual Imagery” for inter-subject tests.

could be disesteemed (reducing the computational payload). Nonetheless, for the first
iterations where our interest is posed, it is possible to affirm that the performance
with twenty five components or thirty are equivalent, leaving room for dimensionality
reduction as explained.

Furthermore, canonical correlation analysis shows a high amount of correlated
components at the beginning of the experiment, but the effect fades away after few
iterations as figure 5.33 shows. PCA-method canonical correlation analysis is also
included for comparison,showing limitations to grasp latent dynamics to correlate,
hence throwing low correlation coefficients. Here too GED-based method captures
the effects of new runs each time coefficients values increase for all components in a
specific trial (e.g., trials 8 and 16).
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Figure 5.33: Canonical correlation analysis comparing GED and PCA methods for inter-subject
analysis for retrieving informative projections from BNCIH2020 ”individual imagery” dataset.

5.2.3 DISCUSSION

The results presented in the previous section evaluate and compare the different ANN
classifiers’ adaptation to the inter-session and inter-subject variability. This thesis
is not dedicated to optimize ANNs’ performance on EEG signals, but to analyze
the effects of transfer learning techniques on their performance. In this context, the
fact that good results were obtained for some ANNs’ instances (actually optimal
in some cases), indicates that the probability of incurring in unintended error or
bias in the chosen configurations is low. However, the models we used (mostly
ANNs) are susceptible of improvement by better analyzing and setting the associated
hyper-parameters.

Our results indicate that, for EEG time-series, the GEDMR method performs
better than the original PCA-based manifold realignment method developed for
single neuron spiking data. This was observed in each test and for every dataset.
A possible explanation for this observation is that the multi-dimensional nature of
EEG signals being too complex for a data-driven method such as PCA to capture
the task-related EEG components. In this sense, GED-based method has better
chances to represent complex data, as it is an hypothesis driven method. This allows
the experimenter to fine-tune (supervise) certain parameters to achieve better signal-
to-noise ratio by selecting optimal S and R intervals. Furthermore, as explained in
section 2.3.5, generalized eigendecomposition breaks the rule of necessarily producing
orthogonal eigenvectors associated to PCA. This flexibility increases the chance of
EEG components to be aligned with the fundamental data structures provided by
nature, such as EEG potentials. This remark by no means points out a weakness of
PCA and its applications in EEG analysis and classification. Yet it may indicate that
PCA is less sensitive to capture the invariant structures underlying high-dimensional
data across subsets (i.e., subject-specific data, session-specific data, etc.), probably
occluded by artifacts’ high variance input. In fact, figure 5.34 shows that PCA
components more often than not capture, within few components, more relevant data
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to describe the original signal than GED. Of course this is only an example, and this
behaviour is neither predictable nor consistent across datasets, but it is clear that
the ability of PCA to hold representative data fades away when data dimensions
increase. This is not the case for GED, as its components’ representativeness grows
the more components are added, reaching for some cases correlation values higher
than 80% (figure 5.34g) against peaks of 0.5% for PCA.

(a) (b)

(c) (d)

(e) (f)

(g)

Figure 5.34: Principal component quality comparison in targets ”0” to ”6” from ”MindBigData”
dataset. Correlation coefficients between raw signal ERP and components’ ERPs calculated via
PCA, on one side, and GED on the other.

Another limiting factor in PCA computation is that components’ sign is arbitrary.
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This impacts negatively in the correlation coefficients when compared to original
signal. This is because eigenvectors (w) have a fundamental sign uncertainty because,
as they point along an infinitely long 1D subspace passing through the origin of
the eigenspace, it is the same as -w. Although it does not affect at all spectral or
time-frequency analysis, topographical maps and ERP analysis are affected (Cohen,
2022). For the GED case this issue was addressed by making sure that the electrode
with with the largest absolute value win the component map is positive. However,
sign-corrected PCA components remain a pending task to find out whether GED is
still a better tool for eliciting data features.

Results from inter-subject analysis: The results on the studied datasets
present a clear distinction, and is the remarkable difference in the adapted classifier’s
initial accuracy between them. Interestingly, on BNCIH2020 ”individual imagery”
data the classifier starts from above 80% and peaks to 100% accuracy shortly after,
depending on the amount of components involved. This suggests that presuming an a
priori low signal quality for brain injured patients may be actually the opposite from
classifiers point of view. It is possible that the latent dynamics that rule the cognitive
tasks remain, to some extent, independent of subjects condition; or at least this is
true for this pair of patients, in this case A and C (figure 5.31. Besides, there is a clear
opportunity for dimensional reduction in this dataset, as the evolution of accuracy
over the accumulated experimental episodes is almost the same by using either 20,
25 or 30 components; hence suggesting that at least one third of the dataset could
be disesteemed without affecting performance and saving computational effort. On
the other hand, performance on ”Graz dataset A” shows a poor initial performance,
usually below 60% accuracy but quickly ramping up and stabilizing in fair scores
(above 95%) after few iterations. In this case, although accuracy evolution curves is
similar for reduced datasets (using 10, 13 or 18 components) and full dataset, the
initial iterations progression highlights the need of keeping all 22 components for a
maximum performance (figure 5.29).

There is one aspect in common for both datasets that is related to the optimal
amount of trials clustered per iteration also displayed in figure figure 5.29. Both
cases indicate that, the less amount of trials are clustered to calculate T matrix
each time, the better performance is. This is probably linked to the fact that when
clustering too many trials (e.g., 7 trials), the probability of including trials from
other sessions in T computation increases. This can yield to a ”confusion” caused by
mixing different distributions and assuming them similar, annihilating the possibility
of finding common latent spaces to further align.

Results from inter-session analysis: GEDMR-adapted classifier’s behaviour
on Graz dataset ”A” is similar to the inter-subject case. Accuracy progression
over the course of iterations follows the same pattern and even initial accuracy is
not significantly different. Perhaps figure 5.22 clarifies the benefit of keeping all
components into T computation, excluding the possibility of reducing this dataset to
save computational effort. However, a key difference with the inter-subject analysis
was found: the more trials are clustered together, the better the method performs
(see figure 5.29). This can be explained given the configuration of the dataset (and
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experiment quality) being prone to have little inter-runs effects, thus admitting
more examples from the ”same” distribution to form the latent space. This clearly
redounds in quality of such space’s representation, hence providing a better alignment
with first session’s data. But this is far from being a good solution from the users’
perspective and the goal of reducing calibration time. Clustering 10 trials as the
figure suggests, would mean the need of gathering 10 examples of each class to reach
those accuracy levels (blue lines). In this case, four trials seem to be the best tradeoff.
For the case of MindBigData ”The MNIST of brain digits”, the situation is quite
different. As a remark to keep in mind, the dataset analyzed was the one recorded
by 14 channel EPOC headset. This dataset consists of raw signals captured by a
commercial device, and many trials per class needed to be inspected and selected by
eye (up to 6000 trials per class). This would have added an overhead to our work
that would not be in line with the planned execution of this research, so only 300
trials from 7 classes were selected per each session. The consequence of this, added
to the impossibility of determining the starting and ending trials of each session, is
that heterogeneous data is clustered in each T computation, making the performance
unstable. Nevertheless, and unexpectedly, a remarkable accuracy (above 99%, figure
5.26a) is achieved at the initial computation with just one example of each of the
7 classes (i.e., cluster=1). The interest in this particular dataset is twofold: a)
it was recorded with a commercial headset; and b) the visual imagery paradigm
brings an interesting approach to asynchronous and spontaneous paradigms worth
to keep in mind. Perhaps one of the advantages of MindBigData dataset was the
trial length being short (1 second post stimuli) compared to the others, which lowers
the probability of introducing error when selecting R and S intervals. Besides,
it seems more natural to perform a desired command in a limited period of time
instead of being several seconds iterating over a thought.

The results presented were obtained employing a multi-layer perceptron (MLP)
ANN, with two hidden layers (10 units each). The reason to use this model is keep
the alignment with the overall idea of adapting a classifier. This cannot be easily
done for every machine-learning (or others) method, while for MLPs, it is achieved by
modifying its input weights using T matrix. Nonetheless, other classifiers were tested
in the same conditions using T as a transformation matrix for EEG components’
time series before inputting them to the classifiers. In general, MLPs’ performance
is not sub-optimal, being similar to K-nearest neighbour (KNN) and support vector
machines (SVM) which performed better. Figure 5.35 summarizes the results.

To further evaluate the GED-based method’s efficiency in a different condition, we
tested a pre-processed version of BNCIH2020 ”individual imagery” dataset applying
Independent component analysis (ICA): i) subject A-session 1 used to train a classifier,
and session 2 (from A) to score but applying ICA data. The goal was to evaluate
whether denoised datsets (pre-processed) were better candidates for transfer learning
based on domain adaptation, which is the core of our decoding pipeline. The result
of test is summarized in figure 5.36. It alerts that extreme care needs to be taken
when processing EEGs. A thorough analysis needs to be performed to find out which
are the invariant information sources across sessions and subjects. In a nutshell,
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Figure 5.35: Five different classifiers performance on BCI competition IV dataset. 22 components
used and measured over 10 trials clustering.

Figure 5.36: Accuracy performance of three Multi-Layer perceptrons (ANNs) on ICA-filtered
data from BNCIH2020 dataset. The orange line corresponds to the one trained on spatially filtered
data; the red line to the one trained on raw data; and the green line to the GEDMR-adapted one.

the aim of ICA is to find all independent sources of signal and isolate them, thus
being able to, for instance, subtract noise sources without using traditional filters.
In this case, we only focused on eliminating eye-movement and line artifacts, but
the method seems to also drag information that is part of the set of features that
separate classes.

Another test was performed suppressing classifiers’ adaptation, to test the ability
of naive classifiers to build accuracy on the same basis as adapted classifiers. The test
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Figure 5.37: MLP accuracy performance on BCI competition IV ”Graz A dataset” and BNCIH2020
”individual imagery” dataset. The classifier is trained onsubsets of session n data making available
one example of each class per iteration.

was designed to make available one example of each class per iteration, using 80% of
dataset for training and 20% for testing. The outcome is illustrated in figure 5.37,
evidencing the difficulty for naive classifiers to build accuracy. This test emulates
the situation of only using the new session data as it becomes available, exactly the
experience that a calibration process is about. For the analyzed datasets, the naive
models would never get trained and perform well. Moreover, neither in inter-session
nor inter-subject analysis, the non-adapted classifiers surpassed the chance level,
indicating that the distribution of data from later session or different subjects is
significantly different. This could mean that, for these classifiers, more data should be
available, which is not always easy to get. Essentially, this is the adapted classifiers’
advantage (at least GEDMR-adapted ones, as we showed), which are simply trained
at once with 100% of data from one session, and then classifying new data with little
to no calibration.

A clear limitation of GEDMR method is the fact that only balanced and symmetric
subsets (clusters of data) can be input to T matrix computation. Other approaches
were not considered, maintaining the spirit of the methodological framework designed
in Plan4Act project. Perhaps there is no need to gather one example of each class
to get a good representation of the latent space. Other ”latent space definition”
strategies should be explored to further reduce BCIs’ setup and calibration efforts.
Furthermore, other strategies to construct M1 and Mn matrices shall be developed.
Perhaps it is possible to, rather than gathering random trials from session 1 (and n)
to build them, perform bootstrapping to find the best trials worth including into
T computation. In summary, there is room to investigate multiple approaches to
improve the outcomes here displayed.

Ethical aspects constitute legitimate barriers that challenge the development of
AI, data-driven models, simulations and other digital approaches related to the study
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of human brain, preventing from large datasets to be generated purely from humans.
On the other hand, society is in an urgent need of advancements in brain study
(especially in dysfunction) and thanks to projects such as the Human Brain project
(“Overview”, n.d.) are now achievable. Mental and neurological disorders are a
source of philosophical questions striving for understanding our nature, consciousness
and cognition; and are a considerable burden for patients and relatives and being
the second cause of death after heart disease. Today’s imminent advances towards
solving long-dated issues such as bio-compatibility, closed-loop brain function control
and signal-to-noise ratio, are for sure going to bring consequences in legal and ethical
aspects.

To keep progressing, neuroscience relies in basic research outcomes where there
are still remaining questions, such as the memory formation process and the basis
of consciousness or the formation and interaction of memory. The ability to ”read”
what is going on inside our heads has yielded to exciting fields such as consciousness
assessment, brain-machine interfaces, cognitive enhancement or sense-expanding
technologies, which are relevant beyond the medical field. Personalized care could
benefit of a patients ”digital twin”: a data-driven model (Jirsa et al., 2017) of
each patient that could be used to estimate disease behaviour, predict outcomes
and accurately aid medicine to promote an optimal health status in a cost-effective
approach. Consequently, given the present and upcoming tools and methods that
support science, every day more sophisticated and accessible, it is clear that ethi-
cal, philosophical, legal and regulatory, cultural and political challenges are to be
immediately addressed. (Amunts et al., 2022).

5.3 SMART HOME GATEWAY: A SECURE,

TRUSTABLE AND INTEROPERABLE IN-

TERFACE.

This section will be devoted to address the creation of a home gateway that deals
with the lack of interoperability and the technologies fragmentation. It consists
of a Web of Things based interface for home automation services where devices
are semantically described through standard vocabularies and ontologies (Simeoni
et al., 2021). The interoperability and the seamless connectivity of several devices
are enabled, providing also additional functionalities such security, authorization,
authentication and resilience. This will be so, regardless the type of connectivity a
device possesses and the nature of its communication and actuation protocol. This
development addresses one of the major limitations the development community
faces when attempting to produce agnostic solutions to operate a home automation
system and, specifically, the challenge to be addressed in Plan4Act project to allow
a BCI edge decoder to easily interact with both KNX® and IoT devices belonging
to the SHLL ecosystem.

Within the Smart Home Gateway (SHG) each device will be a “Thing” mapped
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Figure 5.38: Smart Home Gateway Architecture. Source:Simeoni et al. (2021).

on a Thing Description compliant with Web of Things standard (W3C, n.d.). Each
Thing will have a Unified Resource Identifier (URI) that is used to access descriptions
of things expressed in terms of Resource Description Framework (RDF) (RDF
Working Group, 2014) and serialised as JSON-LD (Sporny et al., 2020). In this
sense, any client such as a BCI System will interact with a REST API that offers
an abstraction layer of the available devices. To overcome the current technology
fragmentation challenge in the Smart House Living lab, the strategy is to use the
Web of Things to add semantic meaning to the KNX devices that are installed in
such premise. Furthermore, the SHG will provide:

• More robust and trustable solution (including standard security mechanisms
for authentication and authorization).

• Coding simplicity (e.g., call a function instead of dealing with the complexity
of a protocol such as OAuth, specific interaction patterns, key handshakes,
custom HTTP/HTTPS message formats, etc.).

• Build interoperable solutions by using ontologies.

In previous work (Bovet & Hennebert, 2013) there is already a mapping of KNX®

datapoints onto URIs, only that following a RESTful Richardson Maturity Model
level 1 (Metha2014). In this work, we aim at providing a compliance with a
RESTful Richardson Maturity Model level 3 HATEOAS (Hypermedia as Engine of
Application State).

The SHG was conceived as a three-layer infrastructure. The first layer represents
the physical KNX® infrastructure that connects all the devices; the second layer maps
the KNX® addresses into IP datagrams; and the third one, in charge of providing
secure access to users to protect the integrity of the premise, its components and
users.
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In the following sections, the implementation of the SHG service infrastructure
is addressed, this is, the microservices architecture based on a RESTful approach,
security and authentication for stateless service. The content provided in this chapter
correspond to a published original contribution (Simeoni et al., 2021).

5.3.1 SMART HOME GATEWAY CONCEPTUALIZATION,
FEATURES AND FUNCTIONALITIES

The underlying need that motivated the development of this platform was to ensure
a secure and simple manipulation of home automation devices. Even though the
SHG was developed to cover a specific need of Plan4Act project that required a
fast manipulation of devices, aspects like security and scalability were addressed by
design. On one hand, the SHLL contains a growing list of new devices and, on the
other hand, SHLL needs to provide adaptable scenarios for the research community
and industry (as a Living Lab). Configuring a Home Automation System such as
KNX® is not possible for the inexperienced and listing devices according to the
semantic definitions or compartmentalization of a given premise is an arduous task.
Furthermore, accessing and controlling a physically wired device (e.g., a door or a
window) is not usually a trivial task, as hard-coded commands are embedded into
a switch, which of course is not actionable wirelessly. This indicated that a device
abstraction resource is needed, despite its nature or brand; essentially, a mechanism
that is above all modules and allows the interaction between users and SHLL through
a unique intuitive interface.

As shown in Figure 5.39 below, the physical KNX® infrastructure and the KNX®-
IP bridge are installed on the Smart House Living Lab (SHLL), while the SHG
relies on a cloud infrastructure (Docker containers and Kubernetes orchestrator).
This configuration allows a high availability and reliability for (a) the entry point
service (the Java backend application); (b) the WoT interfaces of the devices (the
MongoDB container); and (c) decoupling between hardware and software components
of the SHLL.

Figure 5.39: Three layer Architecture description. Source: Simeoni et al. (2021).

In the following sections,the functionalities of the developed API that addresses
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the mentioned challenges, which was validated and employed during the final demo
of Plan4Act project, to allow a monkey (wearing brain implants) that was executing
cognitive tasks in a laboratory in Germany to operate the SHLL premises.

5.3.1.1 ADDING NEW DEVICES TO THE LEGACY SHLL DEVICE
MENU

The SHG provides a functionality that builds automatically a Thing Description (TD)
either through an API (collecting a list of devices from a database or allowing the
injection of new devices) or by listening to the KNX®’s bus, thus creating the internal
database of the available devices of the SHG. The Calimero Library (“Calimero /
Wiki / Home”, n.d.) provides a discovery feature that is used for scanning KNX®

servers and datapoints which is used to this end.

This feature allows to introduce new devices or adjust the configuration of the
existing ones on demand. This is an advantageous feature since it contributes
to expand the menu of devices and services that can be found within the SHLL,
especially those IoT based. In this sense, SHG acts similar to Amazon Alexa or
Google Home, as new devices can be connected through third party APIs. Thus,
it is possible to inject other non-KNX® devices in a common infrastructure. It is
worth noting that SHG is not a graphical user interface, but a web interface. Hence,
HTTP protocol is used to instruct the SHG what to do. Thus, to inject a new device
into the SHG database, a key endpoint that is to be used: /add endpoint. This
feature requires the user to perform an HTTP PUT request including the JSON
Schema in the code snippet shown in Figure 5.40 below.

Figure 5.40: Required JSON for Device addition to TD.Source: Simeoni et al. (2021).

This request will add a description of the device into the local database, including
its properties and interaction mode. An example of the application of this feature is
found in Terius-Padron et al. (2019): the authors explain in details the interfacing
with the SHLL through SHG when adding an air quality sensor as an emergency
monitor and event log inside the house. This device was, to the eye of the user, as
easy to operate from a web interface as one of the doors (wired non-IoT device).
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5.3.1.2 SECURITY, AUTHENTICATION AND AUTHORIZATION
FEATURE

Following the STRIDE method, we identified the assets that need to be protected.
In almost all instances, these are derived from the architecture, e.g., the Thing
Description, the SHG itself, the physical devices and also important infrastructure
assets such as the SHLL’s infrastructure. Once the threats are identified, their
DREAD classification is determined. Both STRIDE and DREAD tables can be
found in ANNEX B.

The mitigation action of Controlled Network management, is defined using the
Open Systems Interconnection (OSI) reference model (Zimmermann, 1980). All
measures adopted following the reference model and the STRIDE/DREAD analysis
to ensure secure connections through SHG can be summarized as follows:

• At Data link layer, the Virtual Machine (VM) where the SHG is running in
containerized form and is connected to the SHLL through a Virtual Local Area
Network (VLAN).

• At Network level, the SHG’s VM is configured with dual network; one sub-net
is used to access the SHLL devices, each with its own IP address; another
sub-net makes the SHG present in a De-Militarized Zone (DMZ) network.

• At Transport Level, the VM that hosts the SHG’s software stack is protected
with a firewall and only port 443 is opened for public HTTPS connection. At this
point all SHG’s services are directly available only in the DMZ or VLAN locally
in the data center, or the SHLL.Additionally, the containerization platform
offers protection by providing local area network.

• At Session Level, incoming and outgoing connections are based on the HTTPS
protocol (i.e., HTTP over TLS which includes valid certificates provided by
Let’s Encrypt service (“Let’s Encrypt - Certificados SSL/TLS Gratuitos”,
n.d.)). This ensures communication uses state-of-the-art confidential point to
point encryption. The transmitted information is only readable between each
public client and the devices endpoint.

Authentication and authorization mechanisms implemented are based on JSON Web
Token (JWT) standard. A client, before starting any interaction with the devices,
must be authenticated and at each service call, needs to provide the access token in
the message header which is approved for authorization, being this token valid for
24h. Figure 5.41 depicts the usual steps any user (here ”Alice”) needs to complete
to access the devices of the SHLL. The SHG provides a Thing Descriptor (TD) to
the clients including the /auth endpoint that a client needs to use in order to get
credentials in JWT format (Jones et al., 2015); and the /things endpoint, that
creates a list of all devices that are available in the SHLL. For every transaction with
any device, the token provided by SHG in this loop will be mandatory. Figure 5.42
illustrates this interaction, and highlights a key feature that supports the advantages
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Figure 5.41: Authorization and Authentication with SHG. Source: Simeoni et al. (2021).

of using the SHG as a tool to interact with complex systems such as SHLL, such as
the intuitive and human-readable TDs which is conferred by Web of Things standard.
In a nutshell, the snippet from the image shows:

• A Thing that is the “Smart Home Living Lab” that supports 2 security access
definitions: (nosec sc) and (bearer sc) for open access and through bearer
authentication (JWT) respectively, being the latter the default option.

• The device property is read only and acts as a discovery phase. Access to any
of the listed devices is protected behind bearer authentication based on JWT
and only accessible with an HTTP GET request to the relative path /things.

• The login action is an open access functionality that includes an input and an
output object. The input is a JSON object that includes a username and a
password. The output is a JSON object that delivers the JWT. A client should
access this function via a HTTP POST request to the relative path /auth ,
including the input JSON in the body of the message, then a JSON with the
JWT is given back.
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Figure 5.42: Living Lab Gateway Thing Descriptor.Source: Simeoni et al. (2021).

5.3.1.3 INTEROPERABILITY AND SEMANTIC DEFINITION OF
DEVICES

The SHG provides semantic interoperability with standard vocabularies and ontologies
formatted as JSON-LD contexts. This means that a common language and key words
will be used to operate any device (wired, IoT, external or not) regardless its nature,
hiding the underlying communication and actuation protocols each one has to the
user/client. As mentioned in previous sections, Calimero library is needed to operate
on the value associated to a KNX® datapoint addresses. Even though Calimero
already provides a certain level of abstraction (allows simple commands instead of
chains of ones and zeros to command a door, for instance), it lacks the association
between the KNX® group address and the device’s description. Certainly, property
names such as ”title” or ”author” have no meaning to a computer and this issue is
addressed by using a vocabulary (ontology) such as the one defined by Schema.org.
Then, machine-understandable meaning can be associated to data so when using
the descriptions such as the TD, it is possible to automate the interactions between
systems with no human assistance.

Figure 5.43 conceptualizes the overall idea of using JSON-LD to interoperate
with two contexts, representing the JSON-LD that includes two contexts (+C1,
+C2). If we remove the contexts (−C) we have just a JSON with the description
similar to TD. But when we add different contexts (field ”context” appears in figure
5.42), for instance +C1 for SAREF, +C2 for universAAL, we can map data on
different ontologies.
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Figure 5.43: JSON-LD contexts mapping into context C1 and context C2. Source: Simeoni et al.
(2021).

Figure 5.44 describes the TD displayed by SHG of th SHLL ”bathroom light”
linked to SAREF and universAAL device ontology:

Figure 5.44: Thing description including SAREF and uAAL ontologies.Source: Simeoni et al.
(2021).

Here, the bathroom light is described as a Thing but also as a SAREF light and
universAAL switch. It also has a property named “on” that is accessible (provided the
security requirements are met) and it can be a) read with an HTTP GET to the path
/1/properties/on, which will return a boolean (True or False) according to the current
status; and b) writable with a HTTP PUT to the path /1/properties/on, sending
the data contents {“on”:true} or {“on”:false} to switch on or off the bathroom light
respectively.

5.3.2 SMART HOME GATEWAY DEPLOYMENT AND
VALIDATION

5.3.2.1 INFRASTRUCTURE DEPLOYMENT

The SHLL infrastructure is a hybrid deployment comprised by a group of wired
static devices (Windows, lights, doors, etc.) and IoT components (i.e., the smart
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cabinet). This section describes how the SHG has been deployed in the cloud by
using the Kubernetes engine, ensuring a reliable management of external requests of
interaction with the SHLL.

The SHG consists of a java application and a database created in MongoDB,
packaged in Docker images and running in containers grouped in the same logical
pod using kubernetes engine. The MongoDB database container, deployed in the
Kubernetes pod, uses persistent volumes and persistent volume claims to store data,
being those independent of pod’s life-cycles. By using Persistent Volume, Persistent
Volume Claim and Load Balancer, the scalability, fault tolerance and availability of
SHG services and data is granted by the cloud provider that manages the Kubernetes
cluster where the pod (that is instantiating the SHG) is running. This deployment
design also allows to delegate the management reliability, availability, bandwidth and
other variables to the cloud provider, which are critical risk factors when attempting
to scale up the system.

The java application, which constitutes this abstraction layer that enacts the
gateway functions, is defined as a service and will access the database within the
same pod. The important point in the deployment of the java application is that
the service is associated with a Load Balancer, the key feature that delegates to
the cloud provider the management of the availability of the service across different
instance replicas of the server (i.e., SHG could be replicated to other premises than
the SHLL).

5.3.2.2 TESTS AND VALIDATION

Figure 5.45 illustrates the Scenario 1 tests performed at the Smart House Living
Lab. A hardware controller is using the SHG to control different KNX® devices
(main door, lights and windows) to execute activation sequences required by the
Plan4Act project experiment. It also symbolizes the interaction with an IoT device
(the Smart Cabinet) adding no complexity to the interaction protocol, as in fact the
controller is an ultra-optimized hardware programmed to decode brain signals and
associate those prediction to a command for the SHLL. Indeed, the highly complex
operations and the need for a fast computing yielded to a tradeoff in the limitation
to add more functions due to the physical programmable area of the FPGA. This
fact was the starting point to design an abstraction layer (SHG) to allow a simple
and fast operation of a complex ecosystem of devices (SHLL).

Figure 5.46 show the successful round of test of command sequences over several
devices in the SHLL, executed by the FPGA via the SHG. The FPGA controller
completed the whole authentication and authorization steps. KNX® devices involved
are: A-Main door; B-main lights; C-Bathroom door; D-Sliding window; and IoT
device Smart Cabinet: being B1 or B2 commands for choosing upper or lower
compartment, and C1 or C2 for choosing left one or right one.
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Figure 5.45: Field Programmable Gate Array controlling KNX® devices (upper image) and an
IoT device (lower image) via SHG. Source: Simeoni et al. (2021).

Figure 5.46: FPGA tests interfacing with the Smart House Living Lab, testing for sequential and
proactive action sequences. Source: Simeoni et al. (2021).

In addition, an air quality management system (Terius-Padron et al., 2019)
prototype was installed in the SHLL premise and SHG was used in a dual mode:

1. Gateway mode: the default operation mode in the SHLL, targeted at KNX®

devices, as they are related to ventilation strategies.

2. Thing-to-thing-to-gateway mode: in case the emergency protocol is acti-
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vated due to the presence of high concentrations of pollutants, the ventilation
protocol will not use the SHG to actuate on the devices (i.e., windows, air
extractors and fans), yet it will modify through the SHG the status of those
devices actuated to keep consistency in the SHG database.

(a) (b)

Figure 5.47: Air Quality sensor integrated to the SHLL via SHG. Panel (a) Air Quality Sensor
is listed in the SHLL device ecosystem; panel (b) air quality sensor Thing Descriptor. Source:
Terius-Padron et al. (2019)

Figure 5.47 shows how the SHG integrated the Air quality sensor to the SHLL
ecosystem assigning a thing descriptor according to the IoT device characteristics
(figure 5.47b). Obviously, the air quality monitoring and management are not part
of the SHG functionalities, and they were executed by the IoT device. In case of
the emergency protocol, the IoT device has special credentials to access and operate
KNX server bypassing the security of SHG.

The results of both operation modes (gateway mode and thing-to-thing-to-gateway
mode) is summarized in figure 5.48 which shows a fragment of the event log this test
produced. The emergency situations were intentionally provoked by burning cooking
oil in the surroundings of the sensor to test its sensitivity and actuation latency.
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Figure 5.48: A representative fragment of the event log of the air quality management system
operating through the SHG. Source:Terius-Padron et al. (2019)

A test was performed to analyze the SHG latency compared to a direct HTTP
loop not using the SHG and sending an HTTP command to change the status of a
device (Simeoni et al., 2021) ). A paired test comparison was executed because of
the local network’s bandwidth variability (induced by traffic). For this experiment,
500 response time samples were drawn in pairs (one per each type of connection)
and we set the null hypothesis as H0: µSHG − µD = 0 (as testing the difference
between paired variables is equivalent to testing µSHG = µD) and alternate H1:
µSHG − µD ̸= 0.

A priori, a resemblance between distribution plots can be observed in Figure 5.49
but scatter plots present a vast amount of values laying far away from the trending re-
gion. This is due to the high variability induced by variable traffic load in our network,
and some of it was mitigated by statistically removing outliers (z − score > 3).
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Figure 5.49: Direct connection and SHG connection scatter plots comparison. Source:Simeoni
et al. (2021).

Figure 5.50: Dataset comparison (N = 500). Response time including outliers (left) and statistically
removed outliers (right). Source: Simeoni et al. (2021).

Moreover, the apparent resemblance between distribution of both variables can
be appreciated in Figure 5.51.
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Figure 5.51: Direct connection and SHG connection distribution comparison.Source: Simeoni
et al. (2021).

A two-tail test for the pair-wise comparison of latency was tested for α = 0.05.
t-test statistic computation is t0 = 1.09638, hence the null hypothesis cannot be
rejected at this level of significance. Additionally, the mean response time for each
group were: µSHG = 243,45 ms; µD = 234,35 ms. Moreover, the mean time for the
Smart Cabinet to process a request’s incoming characters and emitting a response
was µSC = 37 ms, and it was used as reference to calculate the time consumed
specifically by the communication protocol.

Consequently, we can conclude that the mean response time is the same, either
by using direct requests or passing through the SHG, confirming that our solution
can be competitive as it does not add significant delay to the operation, yet including
all above-mentioned benefits (Simeoni et al., 2021).

5.3.3 DISCUSSION

The SHG proposes versatility and flexibility for devices management in the home
automation domain, as it includes functions to add new devices, fostering standard
and widely used binding protocols over HTTP. One of the key SHG assets is the high
level of abstraction of entities (e.g., devices) towards the client’s end, powered by the
ontological data model based on the specification of JSON-LD Context. this also
means that, by design, SHG is extensible and scalable, as it can be re-used in other
applications for other domains thanks to support of the WoT standard. Furthermore,
the fact of being deployed through Kubernetes confers SHG the possibility to scale
without having to deal with issues related to traffic management; this is a relevant
feature of SHG, particularly if more complex deployments in bigger ecosystems with
multiple users is projected.

It was shown how different contexts (i.e., ontologies) complement each other, as
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is the case of the coexistence of universAAL devices ontology and SAREF within
SHLL devices Thing Descriptors. This ontology is not well known as e.g., SAREF for
smart home domain, which has more support from the community and the European
commission. However, universAAL has deeper taxonomy of home automation sensors
and actuators, improving versatility in terms of device description and usability.
Nonetheless, although in this work it was proven that SHG solved the interoperability
of devices, this statement only applies to the SHLL context. This means that
SHG instances in other premises may not completely solve the fragmentation issue,
especially if there is no legacy open infrastructure to begin with. For instance,
proprietary IoT devices usually force users to pass by their own platforms in order
to access IoT data (when available) or perform configurations. In a smart home
composed by these kind of technology, employing SHG is pointless.

One of the areas to be improved in SHG is security. State-of-the-art security
standards implementation are to be addressed for a full protection against attacks,
although at the time of the tests, user authentication and authorization was anyway
ensured. Indeed, the authentication and authorization proposed is embedded in
the solution, while in the current state of art, security typically relies on other
micro-services.

An interesting field to explore given the properties of WoT standard, is the
composition new services by combining each device’s properties, data and contexts.
Re-orienting the simple use of a resource by combining different ones (i.e., creating
functions that involve several appliances), would add a strategic value to the SHG
by revamping their original purpose with no extra effort. For instance, the SHG
resources and data could be used in machine learning and analytics engines to
generate innovative services, such as decision support systems, to improve the process
efficiency and safety conditions in a factory. Moreover, one of the beacons for future
developments is healthcare domain, given the already discussed simplicity to include
other context of semantic definitions such as FHIR HL-7 (HL7, 2019), an ontology
dedicated to healthcare records, images, wearable technology data and healthcare
professional’s use. SHG could then integrate sensible patient data providing the
infrastructure to foster better and faster diagnostics and healthier recommendations.
In fact, there are ongoing efforts in this line by the Personal Connected Health
Alliance (Personal Connected Health Alliance, 2018), releasing the Continua Design
Guidelines to integrate medical devices’ information and communication technology,
promoting a unique open API to provide interoperability to connect any device in a
secure and automatic way with any health record system and provide ”universally
understood health data essential to clinical decisions” (Continua Health Alliance,
n.d.).

Furthermore, SRTIDE and DREAD analysis pointed out that SHG has vulnera-
bilities, making it prone to social engineering attacks. Nonetheless, in the WoT TD
SecuritySchema object model, solutions to this issue such as strong factor authenti-
cation were still not modelled at the time of development. Hence, including strong
factor authentication would have been at the expense of interoperability (Simeoni
et al., 2021).
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In terms of validation, the interaction test performed to measure the SHG’s
incidence in response time against direct HTTP commands indicated that negligible
over-time is added to the loop, constituting a relevant strength given features offered.
Although, SHG lacks quantitative and qualitative measures from user’s experience
(i.e., developer community) to better support some of our claims, despite addressing
key trends found in literature. Nonetheless, satisfactory feedback was received from
experts when actually deploying the SHLL and interfacing with Paln4Act’s neural
decoder.

A key next step is to approach the scientific community to support the deployment
of this technology in other premises. The SHLL has now been equipped with more
advanced sensing and processing technologies and there is a clear opportunity to
exploit the SHG as a resource management system that aides the re-purposing and
re-configuration of spaces dedicated to technology deployment and testing. For
instance, complementary developments dedicated to the behavioural monitoring
and analysis of users indoor to elaborate proactive and meaningful actions could
benefit of the possibility to integrate, not only the target devices in study, but also
incoming data from the behavioural models. The idea of enhancing Ambient Assisted
Living systems delivering proactive meaningful actions based on the human behavior
understanding is a concept worth exploring and not yet exploited in this domain.
Situation (Context) awareness and ambient-assisted living (AAL) in the paradigm of
intelligent environment is the key to address many challenges in the context of smart
home applications. Various statistical and heuristic machine perception modelling
helps in achieving situational awareness by means of classifications and providing
befitting responses and actions based on the target object’s situation and in some
cases behavioural pattern (Mishra et al., 2020).
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CHAPTER 6

CONCLUSIONS AND FUTURE
WORK

In this chapter, the research questions raised in chapter 3 are addressed, as well as
the general and specific objectives, based on the results presented in sections 5.1, 5.2
and 5.3. It was established along section 1.1 and, specifically, in section 1.1.1 that
there is a little diversity of EEG datasets dedicated to BCI control, being SSVEP
and Motor Imagery datasets the paradigms usually found in trusted database sites
such as “BCI Competitions” (2014) and “Data sets - BNCI Horizon 2020” (n.d.).
Some authors (X. Li et al., 2020) have raised this question as one of the limitations to
expand the use of EEG-BCIs, and even propose employing asynchronous paradigms
to foster acceptance and adoption of this technology.

Within the scope of this work, a pure motor imagery dataset, a visual imagery
dataset and a mix dataset (motor imagery, mental word association, mental subtrac-
tion and spatial navigation) were selected, aiming at bringing different approaches,
paradigms, subjects and experiments to validate the methodological framework.

As analyzed in section 5.1.2 and discussed in section 5.1.3, the principal require-
ment for a complete analysis is that dataset metadata is accurate. This is why only
a few datasets were selected to carry out our research, along with paradigm diversity
and authors credentials. Regarding the experiment, results show that long trial
executions do not favour the performance of classifiers adapted with the proposed
method. However, short trial dataset tested (i.e., MindBigData dataset) lacked
precise information about the structure of runs and sessions. This led to an early
accuracy drop, because more than one data distribution is included unintentionally.
Although this is proof that the dataset was not as balanced in terms of trials per
session as the others, early peaking in performance indicated an optimal performance
in MindBigData’s experiment. In relation to this finding, it was discussed how a
wrong choice of S and R interval affects GED method’s precision to elicit represen-
tative components, thus negatively impacting on classifier’s accuracy, grounded upon
the poor maximization of signal-to-noise ratio. Additionally, as it was discussed in
section 5.2.3, the classifiers’ training approach was designed to emulate the situation
of having an a priori trained classifier attempting to classify new incoming data
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produced in real-time. This approach, supports as well the implementation of small
datasets which seems to be the rule for EEG data. In this line, an attempt to train
naive classifiers (i.e., neither exposed to data nor adapted via TL) on the incremental
availability of data basis, also emulating the situation of using only available data
upon arrival showing negative results, as figure 5.37 shows. The fact classifiers did not
surpass chance level (25% for Graz dataset ”A” and 20% for ”individual imagery”)
indicates that training is not successful under this approach. Hence, it is evident
that the classifier adaptation is the reason why accuracy achieves the reported scores.
Also, reported scores for all three datasets at the initial iterations (i.e., with the
arrival of the first trials to classify) are significantly better than other non-adapted
classifiers, showing that with few new examples, a fair performance is achieved. This
can be extrapolated to a hypothetical case of having an already trained classifier
(with prior session data or another subject data) and only needing to perform a few
examples to build up accuracy. One important motivation for the present work is
to bring innovative assistive technology a step closer to all potential users, being
aware that a great amount of them might be motor or cognitive impaired. Research
question 3 was the motivation to include a EEG data from brain and spinal cord
injured patients (”individual imagery” dataset), to evaluate whether this had any
effect on GEDMR’s performance. The answer to this question lies within section 5.1
results, as the analysis to find task-related information showed little differences with
healthy users (e.g., from Graz dataset ”A”). However, the length of trials (10 seconds)
prevented us to evaluate whether in a more restricted window of action, subjects
from ”individual imagery” would perform as well. Furthermore, section 5.2 showed
that, for an inter-subject variability mitigation test, the GEDMR-adapted classifier
scored comparably and the performance evolution was also comparable. Note that
I avoid making comparisons such as better or worse, as it was established within
the literature review that comparing accuracy is pointless without equal context of
execution. Regarding the SHG, the Web of Things standard was adopted, given that
it promises to bring to deal with technology fragmentation, which was the main issue
to address in this work. Of course, the proposed design took into consideration the
possibility to extend the use of SHG to any client, and not only for novel experimental
technologies’ demonstration, hence the functionalities such as security and scalability
were also added. While the SHLL infrastructure already counted with advanced
AAL solutions, the SHG helped integrate all the functionalities and devices behind
a unique and secure layer. Besides, critical aspects of platform maintenance such
as traffic management, bandwidth stability and client scalability were delegated to
docker and Kubernetes services, to support SHG’s stability. On the other hand,
device discovery is simple and intuitive, and REST API over widely used HTTP
protocol makes communication with any connected client simple. SHG was tested in
two case scenarios with positive feedback and good performance to manage home
automation system resources, considering that the development is still in low TRL
phase. Yet, it is possible to affirm that SHG accomplished all demonstration tasks
related to a BCI controlling a home automation system.
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6.1 CONCLUSIONS

RQ-1:Is it possible to identify task related information within datasets that
justifies the application of hypothesis driven methods to support transfer learning
(TL) method from O1?

As discussed, the fact that it was possible to determine such intervals yields to
the conclusion that the answer to RQ-1 is affirmative. Task related information is
susceptible to be identified by the methods employed and for the paradigms analyzed.

RQ-2:To what extent can the transfer learning method proposed in O1 simplify
the BCI’s training and calibration process to save time and effort to users?

For the analyzed datasets under this work’s experimental conditions, an acceptable
BCI performance level would have not been achieved without the transfer learning
adaptation. This means that, in order to avoid TL and get good performance anyway,
either larger amount of data is gathered in prior sessions, or a whole new dataset is
created at the very moment the BCI is intended to be used, this last being unfeasible.

RQ-3:Does the subjects’ brain condition (injured or not) have any effect on
TL efficiency?

No hints that points at a GEDMR’s failure or under-performance when including
brain and spinal cord injured users.

RQ-4:What are the means to integrate and operate in a simple way the diversity
of devices from a HAS such as the SHLL?
RQ-5:Will the interfacing system proposed in O4 perform in the same time
scale as a simple direct connection to a home appliance?

The answer to RQ-4 was presented in section 5.3, which consisted on the SHG’s
development, a solution for a home appliances’ simple manipulation, to support the
demonstration of the Smart House Living Lab’s control by a BCI. Moreover, and
strictly answering RQ-5, latency tests employing SHG showed no statistical difference
with direct communications, hence the answer to RQ-5 is affirmative.

6.2 ORIGINAL CONTRIBUTIONS

The original contribution included in this work are the following:

1. Plan4Act project’s ”manifold realignment” method extension to the
EEG domain, to mitigate inter-session and inter-subject variability:
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The original manifold realignment method proposed by Gallego, Perich, Naufel,
et al. (2018) and Gallego, Perich, Chowdhury, et al. (2018), ultimately reformu-
lated in Plan4Act project (European Commission, 2021) for real-time use, is
dedicated to the single-neuron data recordings from invasive electrodes. After
reviewing the state-of-the-art signal processing methods, machine learning
approaches and spatial filtering techniques, the aforementioned method’s exten-
sion to multi-channel EEG signals was formulated. Specifically, the presented
variant, named GED-based Manifold Realignment (GEDMR), differs of the
original methods in the signal projection computation, employing Generalized
Eigendecomposition (GED) instead of Principal Component Analysis (PCA).

2. EEG datasets review, selection, processing and analysis, to obtain
GEDMR’s parameters of interest: The search, review and exploratory
analysis of EEG datasets was the first step of this work. For the success of
GED’s application to EEG proposed by Cohen (2022), R and S intervals
need to be carefully selected. This requires the implementation of analytical
and statistical methods to evaluate the EEG data.

3. The Smart Home Gateway development: this interface is, essentially, an
abstraction layer between the SHLL devices and the BCI (here, the client).
It consists of a secure, scalable and standard-based gateway to allow device
interoperability, ensuring to bridge the technology fragmentation gap in the
SHLL infrastructure.

4. The evaluation and validation of the methodological framework: Open
access EEG datasets were used to evaluate GEDMR’s performance on EEG
classifiers’ real time adaptation to inter-subject and inter-session effects. In
parallel, the original method was also evaluated for benchmarking and validation.
Additionally, SHG’s functionalities were evaluated in two different scenarios:
a) Device management for Air Quality Management (Terius-Padron et al.,
2019); and b) BCI control of SHLL devices mid-term and final demonstration
in Plan4Act project (European Commission, 2021).

6.3 FUTURE WORK

The proposed methodological framework only addresses some of the limiting factors
for the extensive use and acceptance of BCI technology. As exposed in each discussion,
there is still room for improvement and other modules are to be developed before
being able to perform real-time tests under the proposed paradigm.

As a starting point, more usable and intuitive paradigms should be developed,
oriented to non-experts use (in our study case users at home). Researchers are already
working in this field, for instance making training more seamless in a real environment
(Kosmyna et al., 2018), and introducing gamification techniques to enhance the BCI
training process (Kosmyna et al., 2016). Particularly, visual imagery paradigms and
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asynchronous approaches should be investigated and further developed jointly. In
order to evaluate more usable BCI paradigms, new experimental databases should be
created. In this line, given the low spatial resolution of EEG, to explore the voluntary
activation of other cortical areas is a current trend that promises to enhance BCI’s
performance. Pioneering studies (Huth et al., 2016) shows the possibility to use
semantic mapping of brain cortex as a hint to orient the creation of new paradigms.

On the technological end, nad continuing the parallelism with Plan4act project’s
future lines, model’s embedding into ultra-fast edge devices (i.e., FPGAs) is feasible.
To do this, Plan4Act scientists also developed an end-to-end rapid prototyping
methodology to help embedding neural networks (specifically MLPs) onto Field
Programmable Gate Array (FPGA) hardware, relieving the effort of designing of
neural network hardware (Huang, Braun, et al., 2020; Huang, Chen, et al., 2020).
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Allison, B. Z., Kübler, A., & Jin, J. (2020). 30+ years of P300 brain–computer
interfaces. Psychophysiology, 57 (7). https://doi.org/10.1111/psyp.13569

Amazon. (2020). AWS Well-Architected Framework - AWS Well-Architected Frame-
work. Retrieved May 3, 2022, from https://docs.aws.amazon.com/wellarchitected/
latest/framework/welcome.html

Amunts, K., Axer, M., Bitsch, L., Bjaalie, J., Brovelli, A., Caspers, S., Costantini,
I., D’Angelo, E., De Bonis, G., Defelipe, J., Destexhe, A., Dickscheid, T.,
Diesmann, M., Eickhoff, S., Engel, A., Fousek, J., Furber, S., Goebel, R.,
Günterkün, O., . . . Thirion, B. (2022). The coming decade of digital brain
research: A vision for neuroscience at the intersection of technology and
computing. https://doi.org/10.5281/zenodo.6345821

Angrisani, L., Arpaia, P., Esposito, A., & Moccaldi, N. (2020). A Wearable Brain-
Computer Interface Instrument for Augmented Reality-Based Inspection in
Industry 4.0. IEEE Transactions on Instrumentation and Measurement, 69 (4),
1530–1539. https://doi.org/10.1109/TIM.2019.2914712
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APPENDIX A

PCA: EIGENVECTOR
SOLUTION

summarizing the goal as follows: We need an orthonormal matrix P such that
Y = PX and CY = (n − 1)−1Y Y T is a diagonal matrix. The rows of P are
the principal components of X. So, we begin by writing CY in terms of the new
representation of data (rotated):

CY =
1

n
Y Y T (A.1)

CY =
1

n
(PX) (PX)T (A.2)

CY =
1

n
PXXTP T (A.3)

CY =
1

n
PXXTP T (A.4)

CY = P
(

1

n
XXT

)
P T (A.5)

CY = PCXP
T (A.6)

Equation A.6 identifies the covariance matrix of X calculated in equation 2.3. Now,
for a symmetric matrix A it is possible to perform diagonalization by considering
that (not the scope of this work to provide a proof of this) A = EDET , being D a
diagonal matrix and E the matrix of eigenvectors of A arranged as columns. So, the
key now is to select a matrix P where each row pi is an eigenvector of CX . Doing
this, we are stating that P = ET . Bearing in mind that the inverse of an orthogonal
matrix (as our P) is its transpose matrix, we can have the last piece to find CY :

CY = PCXP
T (A.7)

CY = P
(
ETDE

)
P T (A.8)

CY = P
(
P TDP

)
P T (A.9)
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CY =
(
PP T

)
D

(
PP T

)
(A.10)

CY =
(
PP−1

)
D

(
PP−1

)
(A.11)

CY = D (A.12)

We can summarize the obtained results as follows: the principal components of X
are the eigenvectors of CX = (n− 1)−1XXT ; and the ith diagonal value of CY is the
variance of X along pi.
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APPENDIX B

STRIDE AND DREAD TABLES

136



Figure B.1: STRIDE method to identify potential threats. Source Simeoni et al. (2021).
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Figure B.2: STRIDE method to identify potential threats. Source Simeoni et al. (2021).
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