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ABSTRACT Failure prediction is a key component of modern autonomic systems. A crucial decision to
take when performing it is which observation window to use, this is, to decide the time period in the past
that will be taken into account in order to accurately predict. Currently, this decision is a highly manual
process, dependent on expert knowledge. To alleviate this problem, we propose the usage of a customized
genetic algorithm alongside a machine learning technique, random forests, which optimizes a novel, multiple
observation window schemes that allows for more modeling complexity than other schemes present on the
literature. We validate it using ten different events extracted from two real, industrial data sets: one from a
high performance computing environment and one from a computer network. We show that our algorithm
creates models that optimize performance while reducing the observed time automatically with minimal user
input required.

INDEX TERMS Genetic algorithm, machine learning, failure prediction, observation window, random
forests.

I. INTRODUCTION
Automating the management of failures in large scale com-
plex systems is of tantamount importance nowadays. Failure
prediction models have several parameters to them, specified
in [1] as: 1tl , the lead time given for a prediction (which
must be higher than the minimal warning time, 1tw), 1tp,
the validity period for the prediction, and 1td , the data
observation window that is utilized to perform the prediction.
This model is shown graphically on Fig. 1. For the sake of
simplicity, we will refer to 1tl as l or ‘‘lead time’’ and 1td
as w, ‘‘observation window’’ or, simply, ‘‘window’’. Regard-
ing 1tp, we follow the advice found on [2], and employ
event-based prediction: we predict whether the failure will
occur right after the lead time, which means that, effectively,
1tp = 0. This leaves two parameters undefined: How are
w and l chosen? It is clear that this decision is crucial in
order to correctly predict failures. Of course, it cannot be
assigned arbitrarily, as there would be no guarantee of its
quality. It wouldn’t be wise, neither, to overestimate it and
use an exceedingly large value. As w dictates how much
time (and, correspondingly, howmany events) will be studied
and processed, larger values of it lead to higher storage and
computation costs. It must be decided by an expert, then.

This is a problem: it goes against everything that automatic
management efforts seek and incurs in monetary costs and
risks. Human expertise is hard to build and not easy to
apply to other environments. But, not only that, there are
more problems associated to leaving this task to humans: an
expert won’t be able to design complex observation windows.
There is no reason to assume that the optimal time frame to
study in order to perform failure prediction is a single one.
For instance, failures on the same node may generate other
failures almost instantly, while failures on different network
nodes may take some time to propagate. And, while it is true
that a single, large enough, window would capture all the
necessary information, it would also lead to the same problem
we talked about with the overestimation situation: storage and
computation costs. The optimal solution would be to just take
into account the time periods that actually influence future
failures and discard the ones that don’t.

II. RELATED WORK
While deciding the observation window length seems to be
extremely important for Failure Prediction, it is still an open
problem with no definitive, general solution. We studied over
200 recent research papers and found more than 20 in which
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FIGURE 1. Classical Failure Prediction model parameters, as detailed on [1].

the observation window issue is present, pertaining to the
following disciplines:

A. SUPERCOMPUTERS AND HIGH-SCALE CLUSTERS
Overall, this area was the most frequent. As we will see in
further sections, we observed varied coverage of the window
problem. The only papers we found that directly addressed it
regarding Failure Prediction were [3], where different obser-
vation windows (1, 5 and 12 hours) are tested in order to
predict failures on cluster systems, [2], in which the authors
compare period-based prediction vs event-based prediction
and study the influence of several observation windows and
lead times on both, and [4], where the effect of the obser-
vation window size in the uncertainty of failure predictions is
studied. In contrast, the framework proposed on [5] employs a
fixed window based on the user’s knowledge. A similar issue
is present on [6], where the usage of a Dynamic Bayesian
Network is proposed for reliability analysis on service ori-
ented systems but only use a fixed observation window
of 20 seconds. The observation window problem arises in
several other works in this area, though not applied to Failure
Prediction: [7] mentions how assuming a fixed window is
not convenient for performing Root Cause Analysis (RCA)
and [8] studies the problem of learning patterns in failure logs
of distributed systems, in which the time between failures is
a key parameter to tune. We consider these issues to be close
to our own problem. Lastly, there is another research [9] that
proposes a solution for a problem analogous to ours, in the
field of log filtering and aggregation.

B. COMPUTER NETWORKS
Networks are also popular when it comes to predicting
failures on them. Zhong et al. [10] compare four differ-
ent methods (RIPPER, BayesNet, Random Forest and a
Weibull distribution) with four different window schemes
(90 minutes, 60 minutes, 80 minutes in two windows and
30 minutes in three windows). There is a similar paper
in which network logs are analyzed in six different chunk
sizes [11]. These are papers in which the time problem
is studied. Conversely, in [12] a 1 hour fixed window is
assumed for detecting network anomalies using Principal
Components Analyis (PCA) and in [13] RCA is performed
by clustering samples of events without studying the effect of
time on it.

C. HARD DRIVES AND OTHER AREAS
A similar discipline in which this problem is also present
is predicting failures in hard drives. Though we found only
three research articles about it, all three assess the observation
window’s effect on their methods’ performance: [14] tests
Neural Networks and Support Vector Machines in four dif-
ferent observation windows, [15] applies Classification and
Regression Trees against an array of six observation windows
and [16] proposes the usage of Gaussian Mixture Models,
testing it with several samples. Neither in this area nor in
previous ones were any general conclusions extracted, which
supports the idea that each dataset and system requires spe-
cific knowledge about it.

Apart from large-scale systems, networks and hard drives,
the observation window problem has also been found on areas
as diverse as software systems [17], [18], theoretical analysis
of temporal data [19], [20], the internet of things [21] and
even sensor networks on railings [22].

For the sake of clarity of exposition, Table 1 contains a
summary of all the relevant references we found.

Overall, we extract the following conclusions from our
review: the time problem is present in a variety of disciplines
and there has not been a general solution proposed nor has the
problem been studied profoundly. The papers that take it into
account only test their method against several observation
window values, with no assurance that the tested values will
be optimal or even close to it. In order to fill this void,
we propose a solution based on two ideas: the usage of a cus-
tom adapted Genetic Algorithm to optimize the observation
window and the definition of multiple observation window
schemes. Genetic Algorithms are a subset of Evolutionary
Algorithms, algorithms that are inspired by biological evo-
lution and the ideas of recombination and mutation, to solve
optimization problems. Specifically, Genetic Algorithms are
inspired by the idea of natural selection, evaluating a group of
different solutions and recombining the fittest ones to iterate
and improve the average solution. This group of solutions is
called population and it is originally initialized with random
values. The simulation of natural selection is performed based
on each population’s individual score, calculated using an
objective function called ‘‘fitness function’’. Once the pop-
ulation has been evaluated and selected, the population of
the next generation is created by combining a set of selected
individuals and applying mutations with certain probabilities.
Our proposal, thus, does not require human interaction nor
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TABLE 1. State of the art summary.
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previous knowledge of the system. Additionally, it automati-
cally finds a good trade-off point between prediction perfor-
mance and observation window size. We chose to develop
our solution using a Genetic Algorithm because they are
easy to adapt between problems, scale well and are robust
and have proven their efficacy in a myriad of environments,
such as nanotechnology, plasma physics or bioinformatics.
Of course, they are not without hindrances: they may not
reach a global optimum and there is no clear process to
tune them.We don’t consider them serious problems, though,
as the former problem can be solved by running them several
times and the latter only affects computation time, not its per-
formance. While we did not test them for this work, it would
be feasible to use other optimization algorithms, too, and we
would like to compare their performance on a future research
line.

The usage of evolutionary algorithms in conjunction to a
Machine Learning model is a well tested technique with a
history of successful applications in several areas, such as
electricity price prediction [23] and consumption [24], [25],
software reliability [26], financial [27] and stock data [28].
Every work we’ve found on this area follows the same idea:
an evolutionary algorithm is used to optimize the parame-
ters of complex Machine Learning models, such as Support
Vector Machines [29] or Artificial Neural Networks [30].
These models have large parameter search spaces and their
performance is highly dependent on their fine tuning. This
task would, normally, require expertise on the domain area of
the data or intensive brute force search, as the performance
function is not something that can be easily optimized ana-
lytically. Evolutionary algorithms bridge this gap.

Contrary to the trend we discuss on the previous paragraph,
our proposal does not employ a Machine Learning algorithm
that needs to be fine tuned, we do so because the complexity
of our problem is on the data preprocessing: the evolutionary
algorithm needs to be able to optimize tens of variables and,
for each of those, its performance is interdependent on the
values of the others. This makes the optimization problem
quite complicated. More details on this can be found on the
next section. Considering this fact, we chose to use Ran-
dom Forests, as it is an algorithm that does not need to be
extremely fine tuned to the problem for it to perform well
enough. It is an ensemble method (models composed of a
group of simpler models) built using Decision Trees [31].
In order to introduce variability in the growing of the trees,
it applies randomness in two ways: first, it randomizes the
set of variables each tree is grown with. And, second, it ran-
domizes the set of observations it feeds to each tree. Thus,
each three is grown seeing a slightly different dataset. This,
combined with a large enough number of trees, allows each
tree to compensate the shortcomings of its peers. The exact
hyperparameters of the model depend on the specific imple-
mentation used, but, normally, there are two: the number
of trees to grow and how to split each tree [31]. Never-
theless, they are very easy to tune and don’t tend to affect
performance greatly. This allows the Genetic Algorithm to

focus on optimizing themultiple window schemewe propose.
There is also another difference between previous works on
this discipline and ours: the application area. These tech-
niques haven’t been applied to theNetwork Failure Prediction
problem and, as we studied earlier, our proposal is the first
effort towards obtaining a general solution for it. Lastly,
while a multiple window scheme has appeared in literature
before [26], the optimization problem that paper solves is just
finding the optimal value of a single number. Our proposal
deals with highly complex problems of, potentially, tens of
interdependent variables. Such a problem has not been dealt
with in related previous works.

We can, thus, sum up the contribution of our paper as a
proposal of a general solution of the observation window
size problem using a Genetic Algorithm and Random Forests,
through:

1) An adaptation of the basic Genetic Algorithm to the
problem at hand with heavy customization of several
parts of it.

2) The expansion and study of the multi-window scheme
that appears in [10] to allow solutions to adapt to com-
plex problems.

3) The validation of our proposal using two real datasets,
from two different areas, against other window config-
uration methods inspired by previous literature.

III. PROPOSAL
Based on how it is treated on previous researches, the window
length problem for Failure Prediction can be formalized as:

max
w

P(w) (1)

where P(w) is a performance function that indicates how well
amodel is predicting failures andw is the observationwindow
that is taken into account by the model. As we have already
discussed, thismodel is overly simplistic and can be improved
in two fronts:

1) Costs: a crucial issue in terms of model scalability (in
situations where, for example, hundreds of events are
to be predicted), limiting the amount of data that is
utilized reduces computation and storage costs. While
it may be possible to argue that Big Data solutions
render this limitations invalid, storing and using too
much data is not without its hindrances: there is the
risk of introducing random noise into the model that
may lead it to find spurious relations, which would
harm its generalization capabilities when deployed on
a production environment.

2) The second area in which the original formulation
can be improved is in terms of the actual window, w.
We propose to change w into W = {l,w1, d1, . . . ,
dn−1,wn}where l is the lead time, the time between the
moment when the prediction is done and the forecasted
moment of failure (in most papers, this is also taken
as a fixed value), wi are different observation windows
and di are time delays between windows: time periods
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FIGURE 2. Single window scheme versus complex window scheme examples.

that themodel does not use on its calculations that allow
windows to be separated in time.We introduce this con-
cept in order to allow the model to capture different rel-
evant intervals without including any unuseful period
between them: this alleviates storage costs and avoids
including non important data or noise to the model.
As a way of illustrating this concept, Fig. 2 shows the
classical observation window versus an example of an
observation window scheme that could be generated
using our proposal.

Adding these two improvements together, the updated for-
mulation of the problem would be:{

maxW P(W )
min{w1,...,wn}

∑i=n
i=1 wi

(2)

While that is the actual mathematical expression of the
problem, we will add a way of deciding the importance of
both functions on the model, to allow for further customiza-
tion of our proposal to let it adapt to different scenarios.
Additionally, we must make one remark on this specific
problem formulation regarding the lead time. Ideally, it’s
best to have a lead time as high as possible, so it would be
sensible to include it as another condition to maximize on
the problem definition. We have opted, though, to establish
a minimum value for it (that should be decided taking into
account the system and the time needed to fix it), in order
to avoid additional restrictions to the models’ performance.
If having a high lead time is a crucial element of the system,
adding the additional constraint is trivial and the algorithm
should also perform correctly under it.

We will now introduce the core parts of our proposal.
Though the basic philosophy and purpose of our proposed
Genetic Algorithm is the standard one, to find optimal values
of sets of variables, there are several parts of it we custom
tailored to the prediction problem. Fig. 3 shows a general
outline of the steps of our algorithm and which steps have
been tailored to our problem. First, we will define the vari-
ables to optimize (initial population generation on Fig. 3):
six observation windows, wi, five time delays, dj, where

i = 1, . . . , 6 and j = 1, . . . , 5 and a lead time (we employed
six windows as a maximum bound for the allowed window
scheme complexity; this number can be increased at the cost
of an increased computation time).

For its initial population, each individual is com-
posed of twelve numeric variables, corresponding to l,w1,

d1, . . . , d5,w6. We give them values as follows: for the lead
time, we use a Poisson distribution of λ = 3 minutes with a
minimum of 1 minute, a design choice that should be taken
based on the amount of time needed to prepare for a failure on
a specific system. The usage of this distribution is based on
the following reasoning: while we assume that most failures
will be close in time (which is what a low λ value generates),
we want to allow the algorithm the possibility of exploring
other, unexpected, solutionswith higher lead times. Any other
distribution that mostly generates low values with sporadic
high ones would be a proper candidate for this too. Overall,
the selection of the distribution should not be something that
makes or breaks the general algorithm, but it could cause it to
converge in more time.

The second value to initialize is each window’s length: for
each of them, their initial values are M15 + η, where M15 is
the median value of time difference between 15 events on the
dataset and η is a value extracted from a normal distribution
with 0 mean andM15/5 standard deviation (our tests showed
15 events and the specified deviation rates to be large enough
for the algorithm to work properly. We did not include that
search for the sake of brevity. If needed, these values could
be found by performing a grid search, for example). The
idea behind this value is to supply the algorithm with large
initial values, as, as will be shown, it will tend to shrink the
windows. Thus, we expect it to start on a sufficiently large
value and diminish the windows as much as possible while
optimizing the model’s performance. While it may seem that
this task is a matter of just shrinking the window, which
could be a task easily done by simpler algorithms, such as
binary search or hill climbing, it is not as simple as that. First,
we are optimizing multiple variables at the same time, which
renders binary search unusable. Furthermore, we assume the
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FIGURE 3. Genetic algorithm steps. Grayed out boxes indicate customized steps.

objective function will contain local minima, making the
use of hill climbing algorithms ineffective. While this is an
assumption, we err on the side of precaution, as a Genetic
Algorithm will work whether it is true or not, and a hill
climbing algorithm would not work if local minima exist.
Growing a small window would also work, but it would need
more time to converge and additional fitness and mutation
criteria to avoid the windows to grow uncontrolled. Overall,
it is more alignedwith our objectives to shrink large windows.

The initial population created by the process described on
the previous paragraph is, then, supplied to the algorithm,
which, alongside the original event sequence, generates the
window observations that constitute the input of the Machine
Learning model (windows setup generation on Fig. 3).
Our Genetic Algorithm follows the standard phases:

population evaluation, individual selection, cross-over and
mutation. There are several specific decisions or design cri-
teria about them we would like to discuss. The population
evaluation phase is divided in two substeps:

1) Evaluation: as each individual is a set of observation
window lengths and time delays, for each individual
we first process the sequential data according to them,
creating the aforementioned windows, and then train
and evaluate a Machine Learning model using the pro-
cessed data. In that way, each individual shapes how
the data are preprocessed before feeding it to a (identi-
cal for everyone) training model. For our experiments,
we chose to use Random Forests [32], as they are very
easy to tune and show very good general performance.

We evaluated our models using the Area Under the
Roc Curve (AUC) [33], which can be calculated as
follows: for a binary classifier such as ours, models will
output a certain number, p (extracted from a continuous
random variable P), that is compared with a thresh-
old, t , in order to decide whether to classify a sample
as positive (p > t) or negative (p ≤ t). Given these
values, p follows a certain probability density function,
dp(p), when a sample is actually positive, and another
probability density function, dn(p), if the sample is
actually negative. This allows us to calculate the true
positive rate, TPR, and the true negative rate, TNR, as:

TPR(T ) =
∫
∞

T
dp(p)dp (3)

TNR(T ) =
∫ T

∞

dn(p)dp (4)

which allows us to define the AUC as

AUC =
∫
∞

−∞

TPR(T )TNR′(T )dT (5)

This value, when using standard units, goes from 0 to 1,
where 0.5 equals a random model (one that does not
take into account the input variables to perform a pre-
diction) and 1 is a perfect model. Additionally, the AUC
equals the probability that a model will classify a ran-
dom positive sample higher than a random negative
sample. Lastly, for our experiments, we followed a
3-folds cross validation scheme [34]. While it is lower
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than the usually recommended 5 or 10-folds, we had to
settle on a tradeoff between accuracy and computation
time. If accuracy is an extremely important criterion,
the number of folds could be increased. Furthermore,
as each configuration is reevaluated on each generation,
the impact of this accuracy loss is decreased.

2) Fitness calculation: the AUC score obtained on the
previous section would be a suitable way of calculating
each individual’s fitness. But the prediction scenario
presents an issue that should be considered: collect-
ing and processing data has an associated cost. When
dealingwith large scale systems, storing data recklessly
can quickly turn into an unmanageable situation. Thus,
we defined a fitness metric that penalizes large win-
dows using a Window Shrinkage Factor (WSF). It is
defined as:

F = α ∗ AUC + (1− α) ∗WSF (6)

where

WSF =
Iw − Gm

GM − Gm + 1
(7)

being Iw an individual’s window length and GM and
Gm the generation’s maximum and minimum window
lengths, respectively. While we could have formulated
the optimization problem as a bi-objective one, we set-
tled on the current formulation, as α allows the end user
to customize the algorithm to their specific problem at
hand. This metric is reminiscent of the regularization
methods for trainingmachine learningmodels, whereas
instead of shrinking a model’s variables, our Window
Shrinkage Factor (WSF) makes the windows grow
smaller. Thus, depending on the costs of collecting
data, the user can tune howmuch performance he wants
to sacrifice in trade of smaller windows. We perform
a study of this parameter’s values on the next section.
Additionally, commonmultivariable optimization tech-
niques, such as grid searches or univariate searches,
would not be effective, as there is a strong interaction
between the both variables we optimize: model perfor-
mance is highly dependent on the total window size.

3) For the selection and crossover steps we employed
standard procedures: tournament selection and single-
point cross-over. The mutation part, though, is also
heavily customized: for each individual, there is a 5%
chance that its parameters are completely randomized.
If not, for each feature, there is a 10% chance of it to
be mutated in the following way:

x̂ = x + (µ− 0.3) ∗M15/10 (8)

where x̂ is the feature’s new value, x is the feature’s
previous value, µ is a random value extracted from a
normal distribution of 0 mean and 1 standard deviation.
The addition of the second member of the equation,
0.3, generates a random value that will be: centered
on a negative value and will have a magnitude around

one tenth of the median separation between events.
What this does is to, on average, shrink the windows by
sensible steps, contributing to creating small windows.
If the feature is 0, there is a 5% chance of it getting a
random value instead. These mutation values and mean
shifts were decided ad hoc by us after testing a small
range of possible candidates. A standardized method
of deciding their values and an analysis of their effect
on the algorithm’s performance is a line of future work
for us.

We tested our algorithm customization against simpler
schemes, namely:
1) Standard initialization: initializing each variable with

V = U (0,M15).
2) Standard mutation: same scheme as our proposal but

changing equation 8 to x̂ = x+µ∗M15/10. This option
doesn’t progressively shrink the windows.

3) Standard mutation and initialization: initializing each
variable with V = U (0,M15) and changing equation
8 to x̂ = x + µ ∗M15/10.

We evaluated them running the algorithm for one predic-
tion model, five times for each scheme. Out of the four tests
(three simple ones and our proposal), the ones that included
standard initialization were clearly worse: the individuals
had much more dispersed values and the algorithm did not
converge in 100 rounds. The difference between the standard
mutation scheme and ours was more subtle: while mutating
with just a gaussian distribution achieved slightly higher
fitness values, we checked that it was due to the algorithm
getting stuck in smaller window sizes. Our proposal was able
to move to higher window sizes, getting higher AUC overall
and exploring a larger variable search space.

Algorithm 1 Genetic Algorithm Proposal
1: Generate initial population (algorithm 2)
2: for 100 rounds do
3: for each individual j do
4: Evaluate Random Forest using individual’s

window scheme
5: Calculate each individual’s fitness (algorithm 3)
6: end for
7: Tournament selection of 4 individuals
8: Single point crossover with probability 1
9: Mutate new individuals (algorithm 4)

10: end for

Everything we’ve exposed about our proposal is summa-
rized in Algorithms 1 to 4, where α is the fitness balance fac-
tor, M15 equals the median value of time difference between
15 events in the dataset and each individual in the initial is
represented by the following coding scheme: Vj = {lj,wj,1,
dj,1,wj,2, dj,2,wj,3, dj,3,wj,4, dj,4,wj,5, dj,5,wj,6}, where j =
{1, . . . , n}, where every variable is a numeric value and
n is the population size, for which we utilized 20 in our
experiments.
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Algorithm 2 Generate Initial Population
for each individual j do
lj = poisson(δ = 3), min = 1 minute
for i = 1 to i = 5 do
dj,i = M15 + gaussian(mean = 0, sd = M15/5)
wj,i = M15 + gaussian(mean = 0, sd = M15/5)

end for
wj,6 = M15 + gaussian(mean = 0, sd = M15/5)

end for

Algorithm 3 Calculate Each Individual’s Fitness
Require: AUCj = Each individual’s Area Under ROC
Curve

Require: α = Fitness Balance Factor
for each individual j do
sumj =

∑6
i=1 wj,i

end for
Gm = min(sum)
GM = max(sum)
for each individual j do
WSFj = (sumj − Gm)/(GM − Gm + 1)
Fitnessj = α ∗ AUCj + (1− α) ∗WSFj

end for

Algorithm 4Mutation
for each individual j do
if U (1, 100) ≤ 5 then

Randomize individual as described on Algorithm 2
else
for each individual’s variable, Vj,m do
if Vj,m == 0 then
if U (1, 100) ≤ 5 then
Vj,m = M15 + gaussian(mean = 0, sd =
M15/5)

end if
else
if U (1, 100) ≤ 10 then
Vj,m = Vj,m+(gaussian(mean = 0, sd = 1)−
0.3) ∗M15/10

end if
end if

end for
end if

end for

IV. VALIDATION
To test our approach, we must choose some other window
scheme to evaluate it against. We settled on using a heuristic
approach based on a grid search, as it is the only method
present on literature. We used fixed values and a method
based on the dataset’s features to decide on the values used.
We combined different lead times (1, 5 and 10 minutes) with
different window combinations:

• Single windows: 5, 10, 50 and 100 minutes andM , 3M ,
5M and 30M seconds.

• Six equal-sized windows of: 5 and 10 minutes and M
and 5M seconds.

Here,M indicates the median time separation between events
on the dataset. We end up with a search body of 3 lead times
and 12 window schemes, this is, 36 different experiments.
We tested all methods with two different real datasets, per-
taining to the twomost frequent disciplineswhere thewindow
problem arose: high performance computing and networking.

A. HIGH PERFORMANCE COMPUTING DATASET
For this area we chose to use the Los Alamos National Labo-
ratory Dataset [35]. It details ‘‘cluster node outages, workload
logs and error logs’’ of a system composed of 22 cluster
systems, ranging from December 1996 until November 2005.
There are 23739 error events on the whole file, with 26 vari-
ables giving various details of them. For our analysis, we cre-
ated a new error type variable, containing the following
information: the system in which it happened, the major
type of failure (one of either ‘‘Facilities’’, ‘‘Hardware’’,
‘‘Human.Error’’, ‘‘Network‘‘, ‘‘Undetermined’’ or ‘‘Soft-
ware’’) and the subtype of error, yielding 727 different error
types. As an example, an instance of our error type may look
like ‘‘(system)3-Hardware-Maintenance’’, where ‘‘Mainte-
nance’’ is a subtype of Hardware error. We used this informa-
tion along with when the event happened to create a sequence
of events that can bewindowed and fed to aMachine Learning
algorithm. Out of the 727, we chose five of the most frequent
ones to test with our algorithm. They are:

• S1: a CPU problem on system 18.
• S2: a CPU problem on system 19.
• S3: a Memory Dimm problem on system 2.
• S4: a Node Board problem on system 2.
• S5: a Memory Dimm problem on system 18.

B. NETWORKING DATASET
For the networking area there is a lack of good quality,
public, error datasets. We resorted to using a private dataset
provided to us by a company. It contains network events
extracted from a network manager, categorized by when they
happened, the device they happen on and the severity of it.
It comprises 206 days, with 21442 events happening on that
time on the system, with 1628 of those being critical events
and 1539 being major ones. It is composed of one router,
six switches and fourteen virtual machines. We joined for
our error type the event and location, in a similar process to
the one we followed for the LANL dataset. This rendered a
similar event sequence that can be windowed and processed
as before. Again, based on their appearance frequency and
importance, we selected five events to use:

• N1: critical severity. Alarms of a software issue on a
virtual machine of the network.

• N2: critical severity. Indicates a CPU threshold violation
on a virtual machine.
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FIGURE 4. Genetic algorithm behavior for event S1.

• N3: major severity. A communication link of a virtual
machine is down.

• N4: major severity. The network router is not responding
to primary management requests.

• N5: major severity. A process or service has stopped on
a virtual machine.

V. EXPERIMENT DETAILS
All experiments were run on a cluster of eight HP ProLiant
SL250s Gen8 with the following specifications: two Intel
Xeon e52630v2 2.6GHz (6 cores each) and 32GB of RAM.
The Genetic Algorithm’s parameters were: 20 individuals
population, 100 generations, tournament selection and single-
point crossover with a probability of 1 (we always performed
crossover). We programmed it on Spark 2.2 using the Scala
programming language. The Random Forests implementa-
tion we used was the one found on Spark’s Machine Learning
library, SparkML. We trained forests with 50 trees, a max-
imum tree depth of 10 and we used the gini coefficient for
the impurity measures. These are the specific parameters for
this Random Forests version. The posterior analyses were
performed using the R statistical environment.

VI. EXPERIMENTS RESULTS
We applied our algorithm and the grid search heuristic we
described in the previous section to the five selected events

from each of our datasets. We perform it once for every
event to analyze, as there is no guarantee that they will show
similar behavior. In fact, it would not be a surprise if they
performed in a completely different way, an assumption that
becomes truer as the analyzed system grows more complex.
For the Genetic Algorithm part, we first obtained the window
combination that yielded the best AUC of the last genera-
tion and then tested it against the whole dataset following a
10-folds cross validation scheme, repeated 5 times to reduce
the potential variability of the results. Each option of the grid
search approach was tested with the same cross validation
process.

A. GENETIC ALGORITHM PERFORMANCE
The first thing we should study would be the Genetic Algo-
rithm’s population evolution through generations. For it to
work properly, we would expect the fitness measure and,
correspondingly, the AUC to increase up to a certain point
and/or the window length to decrease as much as possible.
For this preliminary run, we used a value of 0.9 for α.

1) HIGH PERFORMANCE COMPUTING DATASET
For our first dataset, we detected three different behaviors
for the algorithm. For events S1 and S2 (event S1 depicted
on Fig. 4, in terms of the median population behavior for
total window length, selected lead time, AUC and fitness
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TABLE 2. Window schemes selected by the Genetic Algorithm for each event on the High Performance Computing Dataset (measured in seconds).

score accross the generations), the algorithm starts with very
high window length values, which render a high AUC. The
shrinkage effect comes into play, and the window converges
rapidly to a very much smaller length while only losing a
trivial amount of AUC score. The algorithm’s performance
for events S3 and S4 follows more closely what we expected:
it diminishes the window length while achieving an increase
in the AUC score. Lastly, event S5 seems to follow a hybrid
behavior between the two we discussed: first it starts with an
extremely large window value and shrinks it very fast but,
instead of then plateauing on performance and increasing
the lead time, it manages to start increasing the AUC score
again. One potential problem we must address is the fact that,
while the AUC or the window length seem to follow a clear
trend, the fitness (specially for event S5) is muchmore erratic.
We assume this is because the fitness function is a complex
one, that combines the output of theMachine Learning model
and the Window Shrinkage Factor. As its behavior does not
seem to be negatively affecting the algorithm’s performance,
we won’t address it further.

As another way of checking if our proposal is working
correctly, we show on Table 2 the selected window schemes
for each event, this is, the individuals with the best AUC of
the last generation for each event (the best fitness’ individual
may also be chosen). We draw several conclusions from it: as
it corresponds to a dataset with a low event density (at least,
compared to our networking one), the lead time can be large
without it affecting the model. This does not happen, though,
for event S4. Apart from this small difference, all of the events
end up with a similar window configuration: a single large
window, normally around 18000 seconds, except for event
S5, which employs a 28000-second one. It is remarkable how,
for this dataset, the algorithm has selected a single window,
not employing the multiple window scheme capabilities it
has. This finding is a good sign of the algorithm’s expresive-
ness, as it indicates that it is able to simplify the solution if
the complexity of a multiple window scheme is not needed.
While there are some cases in which di > 0 while wi+1 = 0,
these are artifacts of the optimization process, that does not
take into account the meaning of each variable. Nevertheless,
the optimization process works as expected.

2) NETWORK DATASET
On Fig. 5 we show the Genetic Algorithm’s behavior plots for
event N2. This time, though, we only show the first 50 gen-
erations, as the algorithm converged faster. Overall, it seems

to work as expected. The window length greatly decreases,
while the AUC increases. Another positive side-effect is that
the lead time is also increasing, as it happened on the pre-
vious dataset. It seems to be, then, an emergent property
of our algorithm. For event N4, the algorithm works along
our expectations: the window length is optimized extremely
quickly (in less than 20 generations) but the fitness (and,
correspondingly, the AUC) is optimized until it reaches the
plateau of the local performance optimum. The cause for the
‘‘jumps’’ on the fitness plot could be due to the algorithm
trying to lower the window too much, causing the AUC to be
lowered, correcting it and then trying it to do so again. This
behavior could probably be averted by setting an additional
stopping criteria to the generation limit but, as it is, it is not
hurting the algorithm’s performance, only its computation
time, which we will discuss further down.

Lastly, Table 3 shows the selected window schemes for
each event. At first glance, a clear observation is how different
the selected schemes are, a totally different situation from the
one we had on the LANL dataset. This is a good sign: even
though the initial populations were generated equally for all
executions of the algorithm, it has been able to adapt them
to fit each specific problem, even if they are wildly different
(as the differences between solutions imply). Furthermore,
and in contrast to the previous dataset, this time the algorithm
has chosen a multiple window scheme for several events
(N2, N3, N4 and N5). This shows how there are instances
where more complexity is needed to accurately predict the
target event. Another interesting fact is how, for event N1,
it managed to get a high lead time, as we observed on the
behavior plots previously. One point for improvement would
be, though, to include a preference for higher lead times on
the fitness function. As it is not explicitly included on it, our
current algorithm would not select the model with a larger
lead time between identical models.

Overall, the algorithm seems to be working as expected
and, furthermore, it has shown its adaptation capabilities,
as it created large single windows for the LANL dataset and
varied, small, multiple windows for the Networking dataset.
Another good sign is how, in hindsight, a maximum of six
windows has shown to be enough to successfully model all
events, as their optimal solutions are below that quantity.

B. GENETIC ALGORITHM STABILITY
It is crucial to ensure that the algorithm is stable between
runs, both in terms of performance and in terms of the chosen
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FIGURE 5. Genetic algorithm behavior for event N2.

TABLE 3. Window schemes selected by the Genetic Algorithm for each event on the Networking Dataset (measured in seconds).

window scheme. While we’ve checked that the algorithm
performs as expected on several events, we’ve only run it once
for each of them. To check its stability, we ran the algorithm
ten times for the N4 event. There is one more thing to con-
sider, though: the effect of α, the Window Shrinkage Factor
parameter. As it alters the fitness function, it surely affects the
algorithm’s stability. So we expanded our experiment and ran
the algorithm 10 times for α = {0.75, 0.8, 0.85, 0.9, 0.95}.
Fig. 6 shows the density of the median results for the indi-
viduals of the last generation of each run. For other values
of α (0.75, 0.8 and 0.95) we observe too much dispersion
in terms of either the AUC or the window lengths. Both
0.85 and 0.9 seem to be stable enough to be used. We also
ran Kolmogorov-Smirnov tests on the obtained performance

distributions and confirmed that they can be assumed to
follow a normal distribution. So, we consider the algorithm
stable in terms of performance for these values.

There is one last area we must study to confirm that the
algorithm is stable, though: the specific window configura-
tions it chooses. To test this, we took the 10 runs from the
α = 0.9 test for the N4 event and did the same for the
S1 event. Then, we took the individuals of the last generation
of each run and plotted the obtained schemes. These are
shown on Fig. 7, where the horizontal axis specifies which
time period(s) each individual focused on, whereas the verti-
cal axis shows each individual solution. Thus, it is a graphical
representation of the selected windows on the last generation
of several runs of the algorithm. N4’s results (right part of
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FIGURE 6. Genetic algorithm stability for 10 runs of different values of α in terms of
median AUC, median fitness and median window length of the individuals of the
last generation.

the figure) are clearer: the algorithm always focuses on the
same period (while there are some mutation remnants that
focus on different periods, they are a negligible quantity),
focused around the first 450 seconds. S1’s results are trickier:
while it may seem that there are two different behaviors (the
first one centered around 0 to 20000 seconds and the second
one focused between 17500 and 40000 seconds, approxi-
mately), we must consider that the only thing relevant to the
algorithm’s performance is whether it captures the events that
influence the target event’s appearance. In this sense, we can
observe that both behaviors overlap on a certain time gap,
around 17500 to 20000 seconds. This leads us to think that the
events relevant to a good model accuracy happen on this time
interval. In fact, studying these window configurations would
be something very interesting that could lead us to reduce the
observation windows even further. This could be a promising
line of future work.

Based on the two experiments we’ve shown, we consider
the Genetic Algorithm stability has been proven. In order
to compare its results, from now on, we will only run the
algorithm once.

C. AUC RESULTS
Having confirmed that the Genetic Algorithm is working as
intended, we have to check how it compares against other
solutions in terms of model performance. This is, how well
the Machine Learning model trained with the selected win-
dow scheme performs against other similar models trained

with different window schemes. As, regarding storage, what
matters is the total combined observation window that will
be analyzed, we will assign a total window length to each
window scheme and plot the performance results along this
axis.

1) HIGH PERFORMANCE COMPUTING DATASET
Fig. 8 shows a summary of the algorithm’s performance
against the other fixed schemes in function of the total win-
dow length. The results were obtained averaging the obtained
performances by window size. The variances were negligible.
There are, again, three different behaviors of the algorithm,
regarding how it compares to the fixed values models perfor-
mance. Events S1 and S4 show similar results: the algorithm
is able to achieve higher performance than similar window
values for the fixed approach, being lower, though, that
the AUC obtained by the extremely large window options.
Events S2 and S5 perform even better: even using rela-
tively small windows compared to the fixed schemes options,
the algorithm performs better than all of them, obtaining
extremely high AUC scores. The only event in which the
algorithm does not outperform the fixed schemes in one
way or another is event S3, which appears to be a harder to
predict event, for both the fixed schemes and for our algo-
rithm. Another interesting observation that can be made from
these graphs is how themultiple window schemeworksworse
than the single window scheme for this dataset. This is some-
thing that was hinted previously by the Genetic Algorithm’s

58318 VOLUME 6, 2018



J. M. Navarro et al.: Optimizing Failure Prediction Time Windows Through Genetic Algorithms and Random Forests

FIGURE 7. Window configurations for the individuals of the last generation of 10 different Genetic Algorithm runs for events S1 (left)
and N4 (right).

chosen schemes and is confirmed now. Additionally, in order
to compare our proposal’s performance against each single
other scheme, we took all the cross validation raw values (the
AUC obtained on each fold for each model) and performed
an ANOVA and a Tukey’s range test [36], that runs one on
one comparisons between the different schemes and gives an
estimation of the difference between values and a p-value to
indicate if the difference is significant. We set a significance
level, α, of 0.05, applying the Bonferroni correction [37],
in order to reduce the Type I error chances. Based on this
value, we considered a scheme better than another if the
p value was less than the set significance level and the effect
size (the difference of median AUC) was positive. For this

dataset, the results were good: out of the 36 schemes against
we tested our proposal, it was (in average) better than 27 of
them and worse than 4 of them, with no difference to five
of them. This result is supported by what we just studied:
extreme window values yield a higher performance, but our
method finds a sensible trade-off between performance and
storage costs.

2) NETWORKING DATASET
For the Networking dataset, the chosen schemes were closer
in total window length and the obtained variances were not
negligible, so we chose to plot them as boxplots. For the
sake of clarity, we only chose the best five schemes for
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FIGURE 8. AUC vs window length results for the Genetic Algorithm versus the heuristic approach for the High Performance Computing
dataset.

each event. Fig. 9 shows the AUC results for each of them.
The first insight that can be extracted from the figure is
how the optimal window and behavior based on it of each
event is completely different (ranging from 750 seconds to
more than 12000), being exactly the same training dataset.
This observation suggests that, for certain datasets, a single,
fixed value window for a whole dataset is not a suitable
approach and it would yield subpar results. Regarding the
Genetic Algorithm results, it works as intended. For events

N1, N2 and N3 its solution obtains either as good a solution
as larger schemes with less window length or it manages to
stay between them, shrinking the window length until perfor-
mance would start getting lower. But events N4 and N5 show
another very interesting behavior: in both cases, the Genetic
Algorithm solution obtains the best median performance with
a smaller window than most of the other ones. This suggests
that the algorithm has, indeed, found a complex distribution
of windows that skips useless time periods and keeps the ones

58320 VOLUME 6, 2018



J. M. Navarro et al.: Optimizing Failure Prediction Time Windows Through Genetic Algorithms and Random Forests

FIGURE 9. AUC vs window length results for the Genetic Algorithm versus the heuristic approach for the Networking dataset.

FIGURE 10. Windows selected for event N4 by the Genetic Algorithm and its closest heuristic counterpart.

that contain model-relevant information. In order to check
this behavior, we show on Fig. 10 the Genetic Algorithm
window for event N4 and its most similar instance in window
length, a 60s of lead time and 600s single window scheme.

We recommend, though, to run a similar analysis to the
one we show on Fig. 7, in order to find the consensus of
the algorithm and avoid the dispersion caused by random
mutations. We also performed an ANOVA and a Tukey’s
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range test to check if the Genetic Algorithm’s results were
significantly better than other schemes. Utilizing the same
assumptions for model comparison that we exposed on the
previous subsection, the algorithm worked much better for
this dataset than for the previous one: out of 36 different
schemes, for the five events, our proposal was better than 25
(with a minimum of 21 for event N1 and a maximum of 30 for
event N5) schemes in average (with ameanmedian difference
of 0.14 in favor of it). For the rest of the schemes, there was
no significant difference. So, even optimizing the window
size, our proposal worked better (in raw performance) than
the great majority of schemes tested.

There is also one area where the heuristic approach works
much worse than our proposal: computational complexity.
Our proposal’s complexity can be defined as:

GP(RO(ML)+ O(Fitness)+ O(Selection)
+O(Crossover)+ O(Mutation)) ∼ GPRO(ML) (9)

where G equals the number of generations, P is the cho-
sen population number, R is the number of cross-validation
rounds and O(ML) is the complexity of the chosen Machine
Learning algorithm. As the number of parameters and val-
ues to test increase, the computation time of a grid search
increases to unfeasible amounts: for example, for our setting
and the High Performance Computing Dataset, one execution
of our proposal takes around 35 minutes, whereas the grid
search (using 36 different schemes) took around 7 hours and
30 minutes. Additionally, there’s the fact that a simple grid
search doesn’t alllow for complex windows, which we saw
appear on the Networking dataset.

VII. CONCLUSIONS
Failure Prediction, though essential for present and future
networks, still requires a great deal of manual interaction to
deal with new environments. Specifically, when performing
a prediction process, data windowing must be carried out.
There is no current solution to decide the appropriate window
size and most efforts on the field only study how the window
size influences their problem at hand. To solve this issue,
we have proposed a novel approach, based on the usage of
multiple observation windows, separated by variable time
delays, automatically optimized by a customized Genetic
Algorithm. This algorithm finds the solution that maximizes
model performance, while trying to shrink the window size
as much as possible, to save storage costs. As systems grow
in complexity and the number of events to be modeled also
grow, the saved storage becomes more and more significant.
We have validated our solution against ten different events,
extracted from two real datasets, a high performance com-
puting dataset and a network event dataset, showing how
the algorithm has consistently performed equally or out-
performed a heuristic grid search, finding complex window
schemes (and single windows when they were needed, which
shows the algorithm is not biased in favor of multiple win-
dows) and greatly adapting its solution to each event. While
there are several caveats and areas which could conform

future work, like the dependency of the variables or devising
a better stopping criterion, on its current form our Genetic
Algorithm solution provides a complete solution to the win-
dowing problem. Furthermore, it can be applied to any prob-
lem in which a time window set must be decided, as nothing
binds the proposal to just networks: while the windowing
process and specific feature engineering of the paper focuses
on Distributed Systems, the core of the approach, the usage of
a Genetic Algorithm to optimize the window set, is discipline
agnostic. As such, only the characteristics of the problem and
not the application environment determine the appropriate-
ness of our proposal, conferring it a great deal of flexibility
and applicability.
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