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Abstract
MCA (MCA (Membrane Computing Aggregation is an experimental bioinspired computational frame, inspired by the inner 
properties of membrane cells. It is capable of problem-solving activities by maintaining a special, meaningful relationship 
with the internal/external environment, integrating its self-reproduction processes within the information flow of incom-
ing and outgoing signals. The amount of information that can process varies and it is supposed to enhance performance as 
per the parallel processing properties found in Nature. The paper describes a way of encrypting the information an MCA 
handle and also introduces an application of such a system. The results can be used as a building block for using complex 
cryptographic properties in alternative and emerging computational models.
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1  Introduction

Nature-inspired computing is no longer and experimental 
field. Recent advances in bioinspired systems are a real-
ity [2, 3]. Despite all the recent emphasis and advance-
ments in systems biology, synthetic biology, and network 
science about modeling gene networks, protein networks, 
metabolic and signaling networks, etc. some of the most 
important computational properties of membrane cells 
have not been grappled and abstracted et: scalability, 

tissular differentiation, and morphogenesis -i.e., the 
capability to informationally transcend the cellular level 
and organize higher-level information processes utilizing 
heterogeneous populations of membrane cells organized 
as computational tissues and organs. Currently, modules 
include switches, cascades, pulse generators, oscilla-
tors, spatial patterns, and logic formulas [32].The second 
wave of synthetic biology is integrating basic parts and 
modules to create systems-level circuitry. genomes and 
synthetic life organisms are envisioned, and application-
oriented systems are contemplated. Different computa-
tional tools and programming abstractions are actively 
developed (the Registry of Standard Biological Parts; 
the Growing Point Language GLP; the Origami Shape 
Language OSL, the PROTO bio programming language, 
etc. See details at the Open Wetware site). Evolving cell 
models of prokaryotes have also been addressed [11, 14]. 
As some have put it, systems broaden the scope of syn-
thetic biology by designing synthetic circuits to operate 
reliably in the context of differentiating and morpho-
logically complex membrane cells presenting unique 
challenges and opportunities for progress in the field 
[21]. However, very few synthetic biology research-
ers do contemplate using systems. In systems biology, 
a plethora of modeling developments has been built 
around signaling pathways, cell cycle control, topolo-
gies of protein networks, transcriptional networks, etc. 
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There is relatively well-consolidated thinking, in part due 
to traditional physiology and systems science and con-
trol theory which was at the origins of this new field, of 
going from genes to membrane cells to the whole organ 
as Denis Noble has done for heart models [28]. The inte-
gration of proteins into organs has also been promoted 
by bioinformatic-related projects such as the Physiome 
Project. [24]. Important works have been done in the 
vicinity of network science to make sense of gene net-
works, protein networks, transcription networks, com-
plex formation, etc. For instance, about how is dynami-
cally organized modularity in the yeast protein-protein 
interaction network [20], it was uncovered that two types 
of hubs contribute to the organized modularity of the 
proteome: party hubs which interact with their partners 
simultaneously, and date hubs, which bind their differ-
ent partners at different times and locations (we will see 
later on the importance of the discussion on modular-
ity in the evo-devo field). Predictive models of mam-
malian membrane cells have been described using graph 
theory, assembling networks, and integrative procedures 
[27]. Important systems biology compilations and far-
reaching cellular models have been made by [10, 23, 26, 
29]. It has to be emphasized that concerning the views 
advocated in this proposal, most systems biology works 
depart from the goal of abstracting computational power 
out from systems and focus instead on applying compu-
tational power to analyze the organization of systems. 
Notwithstanding the foregoing, studies such as [16] on 
bacteria as computers, and [33] on the operating system 
of bacteria could be considered forerunners in the former 
direction. In [9] an example of MCA is introduced show-
ing P-systems communication based on the principles 
of [31]. In [4] A minimal biological unit was measured 
using MCA principles.

The communication errors and correction protocols are 
enhanced by the encryption procedures described in the 
next sections.

In the science of development (the evo-devo disci-
pline) most of the emphasis has been on modularity. What 
it exactly means in developmental terms is still a matter 
of controversy [13, 15, 34]; but undoubtedly modularity 
refers to the capability of cellular networks to dissociate 
networked processes at a lower level and to recombine 
or redeploy them at the higher level of the multicellular 
organism. Thanks to the cellular signaling system, the 
genetic switches, the cytoskeleton, and some other topo-
biological mechanisms, the unitary network of cellular 
processes integrated into the cell cycle may be broken 
down into coherent modules and be performed separately 
in different membrane cells within differently specialized 
tissues [30]. This implies a flexible organization for the 
deployment of biomolecular processing modules, which 

are cut differently in each tissue along the developmental 
process, due also to chromatin remodeling during devel-
opment [22]. Interestingly, not only differentiation but 
also morphology becomes an instance of the scalable 
modular processing, throughout the tensegrity emergent 
property and the ontogenetic arrangement of symmetry 
breakings in a force field. The emergence of cellular 
bauplan where signaling, force fields, and cytoskeletal 
mechanical modes work to create basic morphologies 
for membrane cells, depending also on the populations. 
Interestingly, complex morphologies obtained from the 
Turing diffusion model have been cogently discussed as 
a result of cell-to-cell developmental interactions [25]. 
Currently, the evo-devo field accumulates a consider-
able mass of biomolecular-organization-facts, poorly 
conceptualized yet, to be computationally abstracted in 
the perspective of MCA advancement.

In the fields closer to computer science and Biocomput-
ing, it has been important the introduction of the agent-
based approach (as pioneered by W. Fontana and others), 
which uses sets of rules to define relationships between 
cellular components substituting for the simple Boolean 
networks and differential equations used up to now. Pro-
teins and other biomolecules become molecular automata 
and the aggregate behavior that emerges from these mod-
els is the combinatorial expression of all those automata 
doing specific micro-functions [12]. This approach shows 
promise for the evolvable advancement of network models 
endowed with the flexible modularity property. It is some-
how close to the already mentioned predictive models of 
mammalian membrane cells that are using graph theory, 
assembling networks and integrative procedures [27]. New 
generations of cellular models (of automata) have been 
developed too, with powerful data content and with poten-
tial for modeling multi-cellular systems in a general way, 
supporting user-friendly in silicon experimentation and 
discovery of emergent properties [5]. Under the approach 
of Artificial Embryology, a developmental system has been 
obtained using of cellular automata systems capable of fol-
lowing rewriting rules procedures, emulating elementary 
morphologies, and multicellular distributions [17].

As for the developments in molecular Biocomputing, 
the idea that biomolecules (DNA, RNA, proteins) might 
be used for computing already emerged in the fifties 
and was reconsidered periodically with more and more 
arguments which made it more viable. But the definitive 
confirmation came in 1994 [1]. Regarding applicative 
models, there are many attempts to update Cells comput-
ing paradigm [6–8, 18, 19] among others. However, there 
is no record of an aggregated system that uses encrypted 
information. This proposal integrates a codification 
method that allows adding cybersecurity to P-systems, 
and in particular MCA.
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2 � Membrane computing

A Transition P System of degree n, with n > 1 , is a construct

where:

•	 V is an alphabet (its elements are called objects);
•	 � is a membrane structure of degree n, with the mem-

branes and the regions labeled in a one-to-one manner 
with elements in a given set; in this section, we always 
use the labels 1, 2, n;

•	 �j , with 1 ≤ j ≤ n , are strings from V∗ representing mul-
tisets over V associated with the regions 1, 2,⋯ , n of nu;

•	 Ri , with 1 ≤ i ≤ n , are a finite set of evolution rules over 
V associated with the regions 1, 2,⋯ , n of �;

•	 �i is a partial order over Ri, 1 ≤ i ≤ n , specifying a pri-
ority relation among rules of Ri . An evolution rule is a 
pair (u, v) which we will usually write in the form u → v 
where u is a string over V and v = v� or v = v�� where v′ 
is a string over (V × {here, out}) ∪ (V × {inj 1 ≤ j ≤ n}) 
and � is a special symbol not in. “here” means for the 
object to stay in the same region and “out” means for the 
object to leave the region. The length of u is called the 
radius of the rule u → v;

•	 i0 is a number between 1 and n which specifies the output 
membrane of Π (Fig. 1).

Definition 1  Multiset of Objects. Let U be a finite and not 
empty set of objects and N the set of natural numbers. A 
multiset of objects is defined as a mapping:

(1)Π = (V , �,�1,⋯ ,�n, (R1, �1),⋯ , (Rn, �n), i0)
, where ai ∈ U s an object and ui ∈ N its multiplicity.

As it is well known, there are several representations for 
multisets of objects.

Note that the initial Multiset is the multiset existing within 
a given region in which no application of evolution rules 
has occurred yet.

Definition 2  Evolution rule with objects in U and targets in 
T s defined by r = (m, c, �) where m ∈ M(U), c ∈ M(U × T) 
and � ∈ {todissolve, nottodissolve} (from now on c will be 
referred as the consequent of the evolution rule r).

Note that the set of evolution rules with objects in U and 
targets in T is represented by R(U, T). Targets are multisets 
or membrane actions

Definition 3  Multiplicity of an object in a multiset of objects 
M(U). Let ai ∈ U be an object and let m ∈ M(U) be a mul-
tiset of objects. The multiplicity of an object is defined over 
a multiset of objects such as:

Definition 4  Multiplicity of an object in an evolution 
rule r. Let ai ∈ U be an object and let R(U, T) be a mul-
tiset of evolution rules. Let r = (m, c, �) ∈ R(U, T) where 
m ∈ M(U), c ∈ M(U × T) and � ∈ {todissolve, nottodissolve} . 
The multiplicity of an object is defined over an evolution rule 
such as:

(2)
M ∶ U → N

ai → ui

(3)M = {(a1, u1), (a2, u2),⋯ , (an, un)} = a
u1
1
a
u2
2
⋯ aun

n

(4)
ai ∶ U ×M(U) → N

(ai,m) → mai = n|(ai, n) ∈ m

Fig. 1   P-System structure
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Definition 5  P-system evolution. Let Ci be the consequent of 
the evolution rule ri . Thus, the representation of the evolu-
tion rules is:

P-systems evolve, which makes them change over time; 
therefore, it is a dynamic system. Every time that there is 
a change in the p-system the p-system is in a new transi-
tion. The step from one transition to another one will be 
referred to as an evolutionary step, and the set of all evolu-
tionary steps will be named computation. Processes within 
the p-system will be acting in a massively parallel and non-
deterministic manner. (Similar to the way the living cells 
process and combine information).

3 � Membrane computing aggregation

A Membrane Computing Aggregation (MCA) is a set 
Ω = {Π0,Π1,⋯ ,ΠN} and a set Φ of aggregation rules 
among membranes. The set of aggregation rules is not fully 
integrated with the evolution rules of a given p-System 
but establishes the correlation between 2 given membrane 
models by deciding the way 2 or more P-systems are being 
aggregated. The rules can be defined as a matrix relation:

where 𝜑1(k̄) is the aggregation relation and is defined by the 
association of n P-systems, k determines the aggregation 
rules of each component in every P-system I and U are the 
component (objects).

The evolution rule application phase in every region 
within a P-system, is described as follows:

The application of rules to a multiset of objects in a region 
is a transforming process that has an input, an output and the 
conditions for transforming the P-system. Given a region 
within a P-system, letU =

{
ai 1 ≤ i ≤ n

}
 be the alphabet of 

objects, m a multiset of objects over U, and R(U, T) a multi-
set of evolution rules with antecedents in U and targets in T. 
The input in the region is the initial multiset m.

(5)
ai ∶ U × R(U, T) → N

(ai, r) → mai = n|(ai, n) ∈ m

(6)

r1 ∶ a
u11
1
a
u12
2

⋯ au1n
n

→C1

r2 ∶ a
u21
1
a
u22
2

⋯ au2n
n

→C2

⋯

rm ∶ a
um1
1

a
um2
2

⋯ aumn
n

→Cm

(7)�1(k1, k2,⋯ , km) =

⎛⎜⎜⎜⎝

u11 u21 ⋯ um1
u12 u22 ⋯ um2
⋯ ⋯ ⋯ ⋯

u1n u2n ⋯ umn

⎞⎟⎟⎟⎠

⎛⎜⎜⎜⎝

k1
k2
⋯

km

⎞⎟⎟⎟⎠
=

⎛⎜⎜⎜⎝

u1
u2
⋯

un

⎞⎟⎟⎟⎠

The output is a maximal multiset m′ . The transfor-
mations have been made based on the application of 
the evolution rules over m until m′ is obtained. Appli-
cation of evolution rules in each region of P-systems 
involves subtracting objects from the initial multiset by 
using rules antecedents. Rules used are chosen in a non-
deterministic manner. This phase ends when no rule is 
applicable anymore. The transformation only needs rules 
antecedents as the consequents are part of the commu-
nication phase.

Let ki ∈ N  be the number of times that the rule ri is 
applied. Therefore, the number of symbols aj which have 
been consumed after applying the evolution rules a specific 
number of times will be:

Definition 6  Given a region R and alphabet of objects U, 
and R(U, T) set of evolution rules over U and targets in T.

A maximal multiset is that one that complies with:

The following sections focus on the encryption schemes, 
adding one example for clarity.

4 � Encryption stage

Manipulating chars is more complex than numbers. That 
is why for each char, a number is linked to its code. Then 
operations applied to that number are easier to perform. The 
symbol m has a unique identifier.

f(m): for the encryption method, we use x as a generic 
object and a bijective function. (m (string) belongs to V 
(alphabet)). f(m) returns a number x that is sent over a 
channel. For this proposal, we have chosen standard sym-
metric encryption based on a monoalphabetic substitution 
adding a light load of computational complexity. As MCA 
models are experimental, more complex cipher algorithms 
such as DES,3DES or AES will be good candidates when 
MCA becomes more stable. The communication phase in 
MCA works as follows:

(8)
m∑
i=1

kiuij

(9)

r1 ∶ a
u11
1
a
u12
2

⋯ au1n
n

→C1

r2 ∶ a
u21
1
a
u22
2

⋯ au2n
n

→C2

⋯

rm ∶ a
um1
1

a
um2
2

⋯ aumn
n

→Cm

(10)Im
l=1

(
Yn
i=1

(
ui −

m∑
j=1

(
kjuji

)
≤ uli

))
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The receiver obtains x = f (m) and i t  applies 
f −1 → f −1(f (m)) = m and then the receiver obtains the 
string (m) This occurs in the best-case scenario. Unfor-
tunately, the transmission might alter a few bits of the 
sent information.

In that case, the encryption method catches the error as 
the substitution uses a bijective function to do the mapping 
of the plaintext/ciphertext. If an error occurs, the decryp-
tion phase will not be able to decrypt properly the original 
word sent across the regions and the P-system will display 
an error.

For each symbol m of the alphabet it searches the symbol 
y = f (m) numeric representative. (A number) This number y 
is sent over the channel and the symbol y′ is received.

•	 If no noise is made, then y� = f (m) and the receiver gets 
m by applying the inverse of f ∶ f −1.

•	 If the noise in the channel produces an error in the trans-
mission then y′ will be received. If f −1 returns a number 
of V then the receiver considers that there is no error 
although the symbol sent was a different one. Note: We 
will work mainly with vector spaces Zn

2
.

Vector (x1, x2,⋯ , xn) ∈ Zn . That is linked to the string 
x1x2 ⋯ xn, xi ∈ {0, 1}.

4.1 � Example and simulation

Given the alphabet A = {a, b, c, d, e, f , g, h} with 8 ele-
ments. The identifiers are generated by the function below: 
f ∶ A → Z8.

This function codifies the characters of A with number 
between {0,⋯ , 7} . It is the position in alphabetical order 
a = 1, b = 2, c = 3,⋯ , h = 7 . As f is biyective the alphabet 
A can be identified by a set of strings in Z3

2
 . In binary code 

0 = 000, 1 = 001, 2 = 010, 3 = 011,⋯.
So, Z3

2
= {000, 001, 010, 011, 100, 101, 110, 111}

The MCA consists of an aggregation of 2 P-systems with 
3 regions each. Every region has 1 multiset m=ab and the 
same evolution rules: ( a → b , b → out ) To find the best fit 
for our example the codification for ab=001. We send the 
word y = f (m) = 001 over the communication channel. The 
noise either alters it or not. If the noise does not alter the 
word, the receiver gets the original word (001 = 1) . And 
then, by calculating f −1(1) we obtain the initial word a. 
What would happen if the noise alters the communication 
(for example the first bit of the number 001). In this case, the 

(11)f ∶ A → V|m ∈A

(12)f (m) = y ∈ V ,m = f −1(y) ∈A

receiver gets y� = 101 and it does not detect an error because 
the number codified as 101 also exists. That is a problem.

To avoid the mentioned problem, the decoding part con-
sists of 2 different processes: 

1.	 Detecting a transmission error through the channel and 
then finding out which is the word sent. That is why we 
use a new coding function called c so y = c(f (m)).

2.	 Obtaining the symbol m. Sometimes, the function c has 
properties that allow error detection.

Example 1  Let us suppose that  the source is 
aga in  A = {a, b, c, d, e, f , g, h} and  i s  re la ted  to 
Z3

2
= {000, 001, 010, 011, 100, 101, 110, 111} . We consider 

a new function or application c that expand the bits of the 
word. It is defined as:

so c(110) = (110011) . The first 3 bits are the same and the 
rest changes. In other words, it expands the word 110 to 
110001. In terms of vector spaces, c is defined as:

It transforms the vector of Z3

2
 into another Z6

2
 . Now there are 

2 power 3 words:

Now the words are different from each other in 3 bits. What 
happens now if the transmission process alters bits?

In that case, the noise has to alter 3 bits from the system 
and does not detect an error. If there are more than three. The 
system might not detect there is an error. For example, if we 
send the word y = 001011 and the noise alters its first bit, 
then 101011 is received. In this case, an error has occurred. 
It detects that something has gone wrong as the word 101011 
does not exist in C. We define C as the set of words that have 
been expanded.

Let us suppose that the noise alters the first three bits 
of y, and the receiver gets the word y�� = 110011 that does 
belong to C. in this case the error is not detected and the 
decoding is wrong. Our focus are words that are far from 
each other. That is to say, words are very different in terms 
of the number of different bits. When that happens errors can 
be detected more easily along with the encryption control.

Technically we add more bits at the end of the word.
In our example, we add three bits. These last three bits are 

redundant. It means they do not contain information about the 
word sent. The info is used to control the possible errors that 
might occur. The last three bits act as a control process and 
allow the detection of errors, and in some cases, correction.

(13)c(x1, x2, c3) = (x1, x2, x3, x1 + x2, x1 + x3, x2 + x3)

(14)c ∶ Z3

2
→ Z6

2

(15)
C = {000000, 001011, 010101, 011110, 100110, 101101, 110011, 111000}
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4.2 � Coding functions

Definition 7  Linear code of length n: If the number of words 
is equal to k is said that C is a (n, k)-linear code and we can 
interpret that C is the code associated with a coding func-
tion c : k.

Zp is the alphabet from numerous sources. The elements 
of C are called codewords. If C is a (n, k)-linear code is said 
that the

Definition 8  Redundancy r: r = n − k . In general, n > k and 
r > 0 . If C is a code over Z2 is said to be binary. If C is a 
code over Z3 is said to be ternary.

Example 2  Words have 6 bits. This means we work on Z6 . We 
consider the vector subspace C = L(100110, 010101, 001011) . 
Is verified that the number of independent words is 3. This 
implies Dim(C) = 3 and therefore k = 3.

Thus, C is a (6, 3)-linear binary code. In addition, C has 
redundancy n − k = 6 − 3 = 3 . Redundancy means the num-
ber of bits used to control the error in transmission. Then, if 
we call G a matrix whose rows are the words of C

and

We call c to the function than codes any word by using G. 
Therefore, in this case:

For instance, what is the code for the word 101?
C(1, 0, 1) = (1, 0, 1, 1, 0, 1) . Note the first three bits are the 

same and three more bits are added (Control bits).

Definition 9  We define distance between words 
u = (u1,⋯ , un) and v = (v1,⋯ , vn) as:

(16)G =

⎛⎜⎜⎝

1 0 0 1 1 0

0 1 0 1 0 1

0 0 1 0 1 1

⎞⎟⎟⎠
Gt =

⎛⎜⎜⎜⎜⎜⎜⎝

1 0 0

0 1 1

0 0 1

1 1 0

1 0 1

0 1 1

⎞⎟⎟⎟⎟⎟⎟⎠

(17)Gt(x1, x2, x3) =

⎛⎜⎜⎜⎜⎜⎜⎝

1 0 0

0 1 1

0 0 1

1 1 0

1 0 1

0 1 1

⎞⎟⎟⎟⎟⎟⎟⎠

⎛⎜⎜⎝

x1
x2
x3

⎞⎟⎟⎠

(18)c(x1, x2, c3) = (x1, x2, x3, x1 + x2, x1 + x3, x2 + x3)

(19)d(u, v) = card{i|ui ≠ uj, 1 ≤ i ≤ n}

In other words, the number of different bits. Formally the 
definition is distance of code C:

For example, in a three dimensional space Z3

2
 , 

d(100, 000) = d(100, 010) = 1   ,  d(100, 011) = 3  i f f 
C = {000000, 001111, 010111, 011000, 100111, 101000, 110000, 111111} ∈ Z

6

2
  . 

Thus, d(C) = 2.
Here are some properties: 

1.	 d(u, v) = d(u,w) + d(w, v)

2.	 d(u + v) = d(u) + d(v)

3.	 If C is a (n, k)-linear code then:

•	 d(u, v) is the weight of the words u, v which is the 
minimum number of 1’s .

•	 d(C) is equal to the weight of C, that is, 
d(C) = weight(C)

To calculate the distance of a linear code, it is enough to 
find the weight of all the non-null words (number of 1’s) 
and then return the minimum number. That number is the 
distance of C.
Example 3  Let d(111, 011) = d(111, 001) + d(001, 011) and 
d(111 + 011) = d(111) + d(011) . Note how to calculate the 
distance of the following linear codes:

If d(C) = d then it is necessary at least to change d 
bits to convert one word into another. In the begin-
ning of this chapter we studied the (6,  3)-linear code 
C = L(100110, 010101, 001011).

If the word y′ that is received is 101011 and it 
belongs to C, If the transmission channel is proven to 
be decrease the probability of finding error, the word 
sent originally is the closest possible word to C, that is 
to say the word that has the most number of bits equal to 
y′ . If we calculate the distance from y′ to all the words 
of C2 we obtain:

Then, we decode y′ as u = 001011 which belongs to C. If 
only one is found, then u= y. In this case we the error is nor 
only detected, but also corrected. This is a brief description 
of the decoding method by the minimal distance.

(20)d(C) = min{d(u, v)|u, v ∈ C, u ≠ v}

(21)
C ={000000, 001111, 010111, 011000, 100111, 101000, 110000, 111111}

(22)C2 ={000000, 001011, 010101, 011110, 100110, 101101, 110011, 111000}

(23)d(y�, 001011) =1, d(y�, 101101) = d(y�, 110011) = 2, d(y�, 100110) = 3

(24)d(y�, 111000) =3, d(y�, 000000) = d(y�, 011110) = 4, d(y�, 010101) = 5
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5 � Decoding stage

C is a (n, k, d)-linear code. Let us suppose that we send the 
word y that belongs to C through a channel y. Because of the 
noise, the word y′ is received.

If y′ does not belong to C, then a transmission error is 
detected and we try to obtain the word y′.

To do that two decoding methods are introduced.

•	 Minimal distance method.
•	 Síndrome method

5.1 � Minimal distance method

•	 Input: All the words of (n, k, d)-code, C and y′ the word 
received.

•	 Output: y belongs to C, and y′ (y belongs to C).

We calculate as d(y, y�) = min{d(c, y�)|c ∈ C} . The output is 
the closest word to y.

Example 4  Let C = {00011, 11001, 10101, 11111} code that 
verifies d(C) = 2 . We received these 2 words y� = 01100 and 
y�� = 11110 . Using the minimal distance method.

•	 d (01100 ,   u )  and  u  be longs  to  C  wi th 
C = {00011, 11001, 10101, 11111}

•	 d (11110 ,   u )  and  u  be longs  to  C  wi th 
C = {00011, 11001, 10101, 11111}

If the number of words (n) is very high the decoding 
method is very complex because we would need to com-
pare n couple of bits. If the code is less complex because 
by definition: d(u, v) = d(u + v).

Example 5  Let (6,  3,  3) be a linear code with 
C = L(100110, 011110, 001011)

= 000000, 100110, 011110, 001011, 010101, 101101, 110011, 111000

.

We received y� = 111111 . It detects an error.
Minimal distance method:

•	 d(111111, u) = w(111111 + u) where u belongs to C. 

d(01100, 00011) = 4, d(01100, 11001) = 2, d(01100, 10101) = 3, d(01100, 11111) = 3

d(11110, 00011) = 4, d(11110, 11001) = 3, d(11110, 10101) = 2, d(11110, 11111) = 1

 Thus, there are three possible ways to decode y′ as there 
are three words with a distance equal to 2. This way of 
distance calculation is used because the code is linear. By 
doing so, the calculation costs are lower.

6 � Conclusions

Encryption in Membrane computing is a new approach and 
an integrative tool to provide the transition P-Systems as 
structures that can handle coded information to be used in 
cybersecurity applications. Optimal applications could fur-
ther consider implementations in deciphering and decoding 
as a part of RSA, DES, AES, or 3DES algorithms process-
ing, for example. Since then, new variations have been sug-
gested to try to fit this model to new realities. The main 
goal for this unconventional paradigm is to improve the 
performance of the traditional algorithms due to the inher-
ent limitation of the model and to add a security compo-
nent during the processing. Simulations are still a big part 
of membrane computing and they are useful to extract the 
right conclusions about the new model. In particular, this 
model is a great candidate to be applied to complex models 
that require an aggregated solution that is part of other sub-
solutions and super solutions as long as the defined rules in 
the MCA are followed. The encrypting module makes sure 
that the pro- cessed information is protected by applying 
the proposed encrypted method. The necessity of opening 
the line of research is out of question. The field is growing 
and new experiments are required. Encrypted MCA systems 
are provided as a natural solution to upgrade the nature of 
membrane computing by not only taking advantage of the 
properties of the membrane cells but also applying new 
cybersecurity principles. The future work will be involving 
complex problems in complex aggregated structures when 
working with encrypting algorithms. That could be a hit in 
applied sciences, especially when compared with traditional 
methods that are designed to speed computational process-
ing such as supercomputing or parallel computing. There 

000000 = (111111 + 000000) = w(111111) = 6

100110 = (111111 + 100110) = w(011001) = 3

011110 = (111111 + 011110) = w(100001) = 2

001011 = (111111 + 001011) = w(110100) = 3

010101 = (111111 + 010101) = w(101010) = 3

101101 = (111111 + 101101) = w(010010) = 2

110011 = (111111 + 110011) = w(001100) = 2

111000 = (111111 + 111000) = w(000111) = 3



506	 Mobile Networks and Applications (2023) 28:499–506

1 3

seems to be close to reaching the limit when racing for pro-
cessing, however, emerging models such as encrypted MCA 
can not only change the way of processing information but 
also provide the necessary security for a robust system.
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