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Resumen

A pesar de que la tecnologia 6G estd comenzando a ser especificada, todavia se estd
trabajando en su implementacién mientras que el 5G estd evolucionando a su forma
Standalone que es el 5G puro compuesto por las unidades radio y nucleo (core), sin usar
ningun elemento arquitecténico implementado en tecnologias previas como el 4G.

Ademads, cuanto mdas crece la tecnologia mayor rendimiento en términos de velocidad es
necesario para manejar los nuevos servicios sobre 5G. Estos servicios han sido desarrollados
siguiendo las necesidades especificas para las diferentes aplicaciones lo cual requiere de
capacidades de red especificas bajo demanda. Para poder abordar este problema de forma
econdémica y eficiente, el uso de la virtualizacion es necesario.

La virtualizacién del nucleo de la red 5G supone muchas ventajas como por ejemplo la
utilizacién de recursos, ahorro de costes, mejora de la escalabilidad de la red, recuperacién
ante fallos o desastres, y simplificacion del manejo de la infraestructura de Tl (Tecnologias de
la Informacion). Por estas razones, el objeto de este proyecto estara enfocado en el desarrollo
e implementacion de un nucleo de red 5G virtualizado que siga las especificaciones del 3GPP.

Para facilitar este despliegue, abordaremos la instalacidon y configuraciéon de una nube
OpenStack que nos permitira utilizar herramientas de SDN (Redes Definidas por Software) y
desplegar maquinas virtuales de forma mas sencilla. Ademds, como parte de este proyecto,
también nos ocuparemos de la instalacién y configuracion de Free5GC y UERANSIM para
simular redes reales del nucleo 5G y estaciones de radio dentro de la plataforma OpenStack.






Abstract

Even though the 6G technology is being nowadays specified, its real deployment is underway
while 5G is evolving into its Standalone version form which is the pure 5G composed by radio
and core units, without using any architectural elements implemented in previous
technologies like 4G.

In addition, the more the technology grows the better speed performance is needed to hold
the newest services over 5G. These services have been developed following the needs for
different applications which require specific network capabilities on demand. To address this
issue in an efficient and inexpensive way, the use of virtualization technologies is a must.

Virtualization of 5G Core Network provides huge advantages such as efficient resource
utilization, cost savings, network scalability improvements, disaster recovery and simplified IT
infrastructure management. For these reasons, the aim of this project will focus on the
development and deployment of a virtualized 5G Core Network solution which follows the
3GPP (3™ Generation Partnership Project) specifications.

To facilitate this deployment, we will cover the installation and configuration of an OpenStack
cloud which allows us to use SDN (Software-defined Networks) tools and to deploy virtual
machines easier. Additionally, as part of this project, we will also address the installation and
configuration of Free5GC and UERANSIM to simulate real 5G Core Networks and radio stations
within the OpenStack platform.
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Introduction

1. Introduction

The 5™ Generation (5G) technology is the natural evolution process and development of
mobile networks which is more focused on data networks and switching than its predecessors.

As a peek to the past, a summarized history of mobile networks will be covered, to explain the
technological background of this project and why this technology is crucial to improve the
mobile services offered to users.

1.1. Technological framework and motivation
1.1.1. Evolution of previous mobile systems: 1G to 4G

Mobile communications have been evolving over the years in concordance with the historical
epoch situation, in which factors like economy, technology and social needs were totally
dissimilar. For this reason, networks have been classified in different generations of mobile
systems from the first voice services (1G) to the massive data management over 5G. This
evolution is depicted in Figure 1.

First Generation of wireless
cellular technology

Analog communication

Voice Calls

Second Generation of
wireless cellular technology

Digital communication
Voice and Data (SMS)

Third Generation of wireless
cellular technology

Digital communication
Voice, calls, Video calls, SMS
Mobile Internet — Email

access and messenger
services became popular

Fourth Generation of
wireless cellular technology

Data based network
Voice, Video, SMS over IP.

High speed internet access,
video streaming,online
gaming, real time apps.
Realtime online navigation
apps like cab booking
services could be
supported. This is the world
as we know it today

Figure 1. Generations of mobile systems from 1G to 5G by [1]

Fifth generation of wireless
cellular technology

Data Based network

Voice, Video, SMS over IP
10 times higher speeds and
lower latency than 4G

Next Gen Applications like
connected car.

Massive machine type
communications for IOT
devices

Remote Surgeries

Augmented reality and
virtual reality applications

In the 1980’s communications started to switch from wired technologies to wireless ones. The
main commercial target were companies which have both an imperative need to
communicate and enough funds to afford the high costs of voice services. In regards with the
insights of these services, those used dedicated radio links to each communication which
made those services extremely inefficient and poorly scalable.

In the 1990’s ETSI (European Telecommunications Standards Institute) developed GSM
(Global System for Mobile) which is the standard of the second generation (2G) of digital
cellular networks. This network was designed to use dedicated radio links for voice only
services but soon they evolved to support some additional services like SMS specified for the
first time in 1996 by ETSI at [2].
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The GSM network consists of two parts, one is the radio part known as BSS (Base Station
Subsystem) which made use of GMSK (Gaussian Minimum Shift Keying) modulation with
TDMA (Time Division Multiple Access) signaling over FDD (Frequency Division Duplex) carriers.
The other part is the core network also called NSS (Network Switching Subsystem) that was
composed of different elements such as the MSC (Mobile Switching Center) in charge of switch
interconnection between clients of the net, the HLR (Home Location Register) which contains
the info of mobile subscribers, the VLR (Visitor Location Register) to register when a subscriber
changes location, AUC (Authentication Center) to define policies regarding authentication of
mobile users and EIR (Equipment ldentity Register) which is a database used to identify
unequivocally a mobile device by the IMEI (International Mobile Equipment Identity). See in
Figure 2 a graphical representation of the architecture of a GSM network.
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Figure 2. GSM architecture from [3]

The Internet era had already started up in the 1990’s and with it, the 3GPP [4] which was
founded in 1998 to produce technical specifications and reports for a 3G Mobile System based
on evolved GSM core networks and the radio access technologies supported at that time, e.g.
UTRA (Universal Terrestrial radio Access).

This goal was achieved by the launch of Release 99 [5] in December 1999 as marked in [6]
which is a set of Technical Specifications for the first 3G Mobile Network System called
GSM/UMTS (Universal Mobile Telecommunications Service). This system continuously
evolved following the rules specified by its predecessors as for instance Release 4 for Bearer-
Independent Core Network, Release 5 for HSDPA (High-Speed Downlink Packet Access),
Release 6 for HSUPA (High-Speed Uplink Packet Access) and Release 7 for even faster HSPA
(High-Speed Packet Access) and CPC (Continued Packet Connectivity)

As depicted in Figure 3 the core and radio systems are similar to GSM and in addition the
UTRAN (UMTS Terrestrial Radio Access Network) was made to be compatible with classical
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GSM networks. Due to its compatibility with GSM, 3GPP solutions became popular within the
telecommunications industry. In fact, the increasing demand of internet services over IP result
in the establishment of core components that supported packet networks, i.e. SGSN (Serving
GPRS(General Packet Radio Service) support node) and GGSN (Gateway GPRS Support Node).
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Figure 3. 3G Mobile network architecture specified in Release 99 by [7]

As per the mobility report published by Ericsson in November 2012 [8] it was predicted that
by the end of 2012, total mobile subscriptions would be around 6.6 billion and by the end of
2018, were expected to reach 9.3 billion (related graph in Figure 4). These reports forced the
creation of new specifications by the brand of 4G. Due to the high demand of subscribers over
the data mobile networks and the increasing data consumption rates, 3G networks were
unsustainable in the long term as they are not ready to manage such a high quantity of users
and neither to support high-speed data rates.
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Figure 4. Mobile subscriptors by technology 2009-2018 by [8]
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The 3GPP specifications for 4G are contained in Release 8 for LTE (Long Term Evolution),
Release 9 for LTE enhancements, Release 10 for LTE-Advance, Release 11 for improved speed
rates and Release 12 for addressing loT (Internet of Things) special needs and continuing LTE-
Advance improvement.

Regarding the core network, also known as EPC (Evolved Packet Core), there is a simplification
in the general architecture as can be seen in Figure 5. There is a transition to a completely
packet-switched network in which there are just a few components: the MME (Mobility
Management Entity) for the control-plane and mobility purposes, the SGW or Serving-GW
(Serving Gateway) which is in charge of routing traffic, signaling, some mobility functions and
also uses GTP (GPRS Tunnelling Protocol) tunnel to forward packets to the external network,
and the PDN-GW (Packet Data Network Gateway) that takes care of stablishing different data
plane policies, e.g. NAT (Network Address Translation) or DPI (Deep Packet Inspection).

Figure 5. 4G LTE Network Architecture by [7]

1.1.2. 5G current context

Now that we have understood the historical context of this project, is the moment to move
forward with the actual predictions. Ericsson last mobility report from June 2024 [9] estimates
that mobile subscribers will be increased up to 9.3 billion by 2029 (related graph in Figure 6),
this means that by that time more than 5 billion clients of the mobile networks will be 5G
subscribers. Comparing the actual 1.5 billion 5G subscribers it means that 5G networks must
support 4.5 billion subscribers more than now which makes it necessary to consider
sustainability issues. In order to solve this problem, open virtualization technology for
implementing 5G core is one of the technologies that can be helpful, and it is the primary
motivation behind this project. By using it we could reduce the costs associated with
virtualization to zero allowing new operators to start up with a lower initial investment which
probably would enhance telecommunication market niche.
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Figure 6. Mobile subscriptions by technology by [9]

Another challenge for 5G networks is to manage the increasing data density (see Figure 7). As
per Ericsson report [9] claims, from first quarter 2023 to first quarter 2024 the mobile network
data traffic has grown up to 25%. This is another reason that motivates this project, as it is
necessary to scale up 5G core networks to adapt to data traffic demand fluctuation.
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Note: Mobile network data traffic alsa includes traffic generated by Fixed Wireless Access services.
Figure 7. Global mobile network data traffic and year-on-year growth (EB per month) by [9]

In this project we will see how OpenStack cloud tools could address both issues making it
easier to deploy 5G core networks as well as managing its resources adequately.
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1.1.3. 5G Architecture

The 5G architecture is proposed by ETSI 3GPP in TS 123.501 [10] which is one of the Technical
Specifications from Release 15. In this TS can be found the proposed general architecture for
5G which is composed of three main components (see Figure 8):

e UE (User Equipment): The Clients of the mobile network which can be a smartphone,
laptop, tablet, or equivalent with 5G network compatibility.

e 5GC (5G Core): This normally belongs to the operator company that is in charge of
giving the requested service to clients. This network is very complex and is structured
as a set of cooperating NF (Network Functions) in order to simplify tasks.

e RAN (Radio Area Network): The network that is composed of the different gNB
(gNodeB) which are the radio base stations in 5G.
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UE. User Equipment Network Network
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Figure 8. Simplified 5G architecture

In the 5G core architecture (see Figure 9), we can distinguish between NFs from control plane
and data plane.
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Figure 9. 5G architecture by [10]
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In the data plane there are only a few NFs as for instance:

UPF (User Plane Function): handles the user data from and to the data networks.

DN (Data Network): this is not, strictly speaking, a 5G NF; it represents the internet or
an external data network.

RAN (Radio Area Network): as commented above is the radio access network, but in
fact radio access is optional (other access technologies are allowed) and because of
that “R” is between parentheses.

UE (User Equipment)

In the control plane we have a lot more NFs:

1.2.

From

AMF (Access and Mobility Management Function): is the function that UEs and gNBs
must contact to request and receive mobility and access services from the core.

SMF (Session Management Function): oversees calls and sessions, as well as contacts
the UPF accordingly.

AUSF (Authentication Server Function): performs the authentication function of
identifying UEs and storing authentication keys.

NRF (NF Repository Function): serves as a repository for information about other
network functions

UDM (Unified Data Management): is responsible for processing network user data.
PCF (Policy and Charging Function): is responsible for policy control (resource
allocation, QoS (Quality of Service), service access policies) and charging (online and
offline).

NSSF (Network Slice Selection Function): provides the AMF with information about
the location of network functions.

NEF (Network Exposure Function): It allows external applications to access network
functions and services

AF (Application Function): provides specific application-related services like special
routing policies for some applications.

Technical and academic objectives

a technical standpoint, the objectives to be accomplished in this project are as follows:

Establish an adaptable virtualization solution for a 5G network, with adaptability
defined as the ability to modify the parameters of each machine individually.
Establish a scalable solution, with scalability defined as the ability to add and remove
virtual machines.

Support virtual radio segment deployments.

Provide a management system for the deployed network.

Provide a machine backup system that allows for the redeployment or recovery of the
network in case of data loss.
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From an academic perspective, the student who develops this project acquires the following
competencies and skills:

e Knowledge of different technologies:
0 Linux OS (Operating System)
0 Virtualization with KVM (Kernel-based Virtual Machine) and QEMU (Quick

Emulator)
0 OpenStack cloud
0 Free5GC
O UERANSIM

e Skills to design and manage resources in both physical and virtual servers, with
resources meant as storage, memory, network and compute.

e Ability to design, deploy, configure and test virtualized networks to implement 5G core
network.

e Competence in deploying cloud solutions and management of its resources.

e Ability to troubleshoot OS, application and networking errors.

1.3. Structure of this report

The rest of the document is organized as follows:

In chapter 2 of this document, it is offered information about the State of the art technologies
used in this project, we will see an overview of the virtualization solutions used in this project
as well as the 5GC and RAN technologies that will be implemented.

In chapter 3 we will define the design specifications and constraints which we will be
considering for this solution.

To continue, in chapter 4, we will address the insights of this project by making a brief
introduction and then describing the system architecture in more detail. After that, the
deployment execution for all the components that shape this project will be performed.

In order to guarantee the system functionality, the results chapter will describe not only the
necessary tests performed to check that the deployed components of the system are working
as expected, but also comply with the technical specifications and restrictions established.

In the last part of this document, the detailed budget and impact of the project will be covered
followed by the final conclusions and pending future works.
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2. State of the art

2.1. Hypervisors

A hypervisor, also referred to as a VMM (Virtual Machine Monitor), is software designed to
generate and operate VMs (Virtual Machines). The hypervisor enables a single host computer
to accommodate multiple guest VMs by virtually allocating its resources, including memory
and processing power. There are two types of hypervisors (depicted in Figure 10) depending
on the way they work: Type 1 hypervisors (known as bare metal) and Type 2 hypervisors
(known as hosted).

Guest OS Guest OS

Guest OS Guest OS Hypervisor

Hypervisor

Host OS

Hardware

Hardware

TYPE 1 HYPERVISOR TYPE 2 HYPERVISOR

Figure 10. Hypervisors architecture from [11]

These hypervisors could be classified in three working modes depending on the technology
behind the virtualization of physical resources and the way they handle system calls inside the
VMs. These modes are described above:

1. Full virtualization mode: In Full Virtualization mode all the hardware is emulated as
can be seen in Figure 12 This technique uses binary translation (see Figure 11) which
introduce some delays as the VMs applications running in the guest OS must convert
virtual resources into something that a program could run in physical hardware.
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Figure 11. Binary translation from [11]
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Figure 12. Full virtualization from [11]

2. Paravirtualization mode: In paravirtualization mode (see Figure 13) the guest OS
needs to be altered to allow VMs instructions to access kernel layer (Ring 0). This is
faster than Full Virtualization as the binary translation is not needed but, in any case,
whether an app is accessing kernel layer, it may not be the best option.
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Figure 13. Paravirtualization from [11]
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3. Hardware-assisted mode: Hardware-assisted mode virtualization is hard to implement
in real systems, in Figure 14 the working scheme is located. Due to its complexity, AMD
and Intel (the chipset companies) provide their own solutions for this type of
virtualization, they are called Intel VT-x and AMD-V, respectively. Hardware-assisted
virtualization not only introduces new instructions but also adds a new privileged
access level, called ring -1, where the hypervisor can run.

Ring 3 User Application N
Ring 2
Ring 1 ' 1/0 call
Ring0 | Guest 0S | |/

W privileged ,”
Ring 1 Hypervisor L

|
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Figure 14. Hardware-assisted virtualization from [11]

The ASUS ESC4000-E10 server, which is the server that we are going to be using to host the
virtualized functions of the 5G deployment, contains a processor that has enabled Intel VT-x
by default, so that means that we will be using hardware-assisted virtualization as much as

possible in this project.
2.1.1. Hypervisors type 1

Type 1 hypervisors, referred to as the bare metal hypervisor, run directly on the physical
hardware of the host machine. The server Asus ESC4000-E10, which, as stated above, is the
server that we will be using in this project, comes with KVM [12] preinstalled as default Type

1 Hypervisor.

In Table 1 there is a little comparison between the most used bare metal hypervisors serving
as a reference to decide which is the best suitable for our project. As there is not so much
difference between them the fastest way to start working in this project is with KVM so due
to this it will be the hypervisor used in this project.

Table 1. Hypervisors type 1 comparison
HYPERVISORTYPE1 License type Description

11
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KVM Open Source KVM is a popular open-source bare-metal
hypervisor that runs directly on the server
hardware.

Proxmox Open Source  Proxmox is another open-source bare-metal
hypervisor that provides virtualization services.

Citrix (Xen) Open Source  Xen is an open-source bare-metal hypervisor that
allows for efficient and secure virtualization.

VMware ESXi Commercial ~ VMware ESXi is a commercial bare-metal hypervisor
known for its efficiency, security, and reliability.

Microsoft Hyper-V Commercial Microsoft Hyper-V is a free, standalone version of
Microsoft's bare-metal hypervisor.

2.1.2. Hypervisors type 2

Type 2 hypervisors, also known as hosted, run as a normal application over the operating
system. This leads to various performance issues such as for instance the speed of the VM.
This is a serious problem when talking about 5G networks as it is preferred to avoid delays in
the response time. In order to avoid issues regarding latency we will avoid this kind of
hypervisors as much as possible. In case we need to, we will use QEMU [13] hypervisor as it
supports hardware virtualization with KVM and is fully open source. The most used hosted
hypervisors have been compared in Table 2 to give a global vision of the actual trade solutions.

Table 2. Hypervisors type 2 comparison

Hypervisor Compatibility and Features Performance and Use Licensing and Cost
Cases

Microsoft Supports various Windows operating Suitable for running legacy Commercial use

Virtual PC systems. Provides integration features Windows applications and requires a license.

(Personal for seamless interaction between host testing different versions

Computer) and guest OS. of Windows.

Oracle Supports a wide range of host operating Suitable for personal and Free Open Source.

VirtualBox systems. Offers shared folders for VMs educational use. Extension pack
running on VMware and Oracle requires a license
hypervisors. for commercial use.

VMware Supports a wide range of operating Suitable for building, VMware

Workstation systems, including Windows, Linux, and testing, and demoing Workstation Pro
macOS. Offers powerful performance software. requires a fee for
and 3D graphics support. business operations.

VMware Designed specifically for macOS hosts. Suitable  for  running Requires a licensing

Fusion Offers full 3D graphics support. Windows on Mac and for fee for macOS hosts.

software development and
testing.

QEMU Can run on top of the operating system. Suitable for running virtual Open-source  and
Can utilize KVM for hardware-assisted machines on Linux free to use.
virtualization. systems.

Oracle VM Provides a comprehensive and fully Suitable for server Available through

Server for integrated stack of cloud applications virtualization and a variety Oracle VM support

x86 and cloud platform services. Supports of workloads including agreements.
x86 architectures and a variety of Linux, Windows, and
workloads such as Linux, Windows, and Oracle Solaris.

Oracle Solaris. Offers efficient and
optimized server virtualization.

12
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2.2.

Virtual machine management: OpenStack

OpenStack is an open source cloud computing platform accepted by Linux Foundation for its

massively scalability and configuring options. It supports more than ten different virtualization

solutions including the following:

KVM

Xen (via libvirt)

LXC (Linux containers)

Microsoft Hyper-V

VMware ESXi

Citrix XenServer

UML (User Mode Linux)

PowerVM (IBM Power 5-9 platform)
Virtuozzo

z/VM (for IBM Z and IBM LinuxONE servers)

The architecture of OpenStack relies on multiple independent and open-source projects

(depicted in Error! Reference source not found.) that by interacting with each other can

provide a complete cloud environment solution. The following projects are part of the heart

of OpenStack, as they are mandatory in all cloud environments released until now:

Keystone: This service provides a single point of integration for managing user
authentication.

Glance: This service is in charge of managing image storage and metadata regarding
these images.

Nova: This service oversees all the computing resources available for VMs such as, for
instance the Flavors (sizes of VMs) and Quotas (what resources a project and user has
access to).

Neutron: The network service of OpenStack, which provides a complete set of SDN
tools to manage the cloud networks as for example fixing IP (Internet Protocol)
addresses to VMs.

Horizon: It is an optional dashboard service for OpenStack which provides a frontend
to the other OpenStack services allowing users to launch VMs, configure networks, etc.
Cinder: Another optional service for OpenStack that makes use of block storage
devices for the VMs as well as adding additional space to a VM. The Block Storage
service can be configured to use LVM or drivers from contributing companies to
connect to their hardware.

Swift: Is an optional Object Storage service that provides scalability and is optimized
for high availability, durability, and concurrency across the data set.

13
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Figure 15.0penStack projects and core functionalities by [14]

In this project, we will be using a tool named DevStack [15]. This tool is a set of scripts which
allows a quick deployment of OpenStack and was designed to work in Ubuntu 22.04 LTS (Long-
term support) (Jammy) OS, the one that will be using in ASUS ESC4000-E10 server. The services
configured by DevStack, are the following: Identity (Keystone), Object Storage (Swift), Image
Service (Glance), Block Storage (Cinder), Compute (Nova), Placement (Placement),
Networking (Neutron) and Dashboard (horizon). The only one that is not mentioned above is
Placement project which provides an HTTP (Hypertext Transfer Protocol) service for
representing available resources in the cloud.

2.3. 5G solutions

There are lots of projects in 5G core networks, as for instance Project Magma [16], open5GS
[17], Internship-5GCN [18], OAI-CN [19] among others. But the most widely used for academic
and non-professional purposes are Free5GC and open5GS. In regard with the UEs and gNBs
simulation there also open source projects like O-RAN [20] but in this project we will only
overview the UERANSIM simulator.

2.3.1. Project Free5GC

The free5GC is an open-source project for 5G mobile core networks. The ultimate goal of this
project is to implement the 5G core network (5GC) defined in 3GPP Release 15 (R15) and
beyond.

The following reference contains a set of specifications and features supported by this tool
[21]. As a summary, free5GC has a complete set of NFs (Network Functions) like:

14
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AMF (Access and Mobility Management Function): Registration Management,
Connection Management, Reachability Management, Mobility Management, and
Authentication.

SMF (Session Management Function): Session Management, IP Assigning/Management.
UPF (User Plane Function): Supports multiple UPF and ULCL (Uplink Classifier). SSC
(Session and Service Continuity) mode 1. Packet Routing/Forwarding

CHF (Charging Function): Online/Offline Charging supporting Flow-Based Charging on
PDU (Packet Data Unit) Session.

AUSF (Authentication Server Function): serves as a central entity that facilitates the
authentication process between the UE and the network

NRF (NF Repository Function): Generate authentication tokens for services.

UDM (Unified Data Management): is responsible for managing information related to
UE.

UDR (Unified Data Repository): serves as a centralized data repository for subscription
data, subscriber policy data, sessions, contexts, and application states.

PCF (Policy and Charging Function): It contains data policies which must be requested in
order to adapt PDU sessions to the services that have been acquired by a Subscriber.
NSSF (Network Slice Selection Function): oversees management and orchestration of
network slices which involves the creation of multiple virtual networks on a shared
physical infrastructure.

N3IWF (Non-3GPP Interworking Function): acts as a gateway for the 5GC network with
support for N2 and N3 interfaces.

N3IWUE (Non-3GPP Interworking User Equipment): creates GRE (Generic Routing
Encapsulation) tunnels to transmit user data packets between the UE and the N3IWF.
This NF is not active by default.

The Free5GC architecture by default is depicted in Figure 16.
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Figure 16. Free5GC default NF architecture scheme
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2.3.2. Project UERANSIM

UERANSIM is an open source state-of-the-art 5G UE and RAN (gNB) simulator used for testing
5G Core Networks. It is compatible with different cores such as free5GC, open5GS and OAI-
5GC. This project consists of a repository [22] in which there are a bunch of tools ready for
testing and simulation.

In the control plane there are two interfaces: NAS (Non-Access Stratum) and NGAP (Next
Generation Application Protocol).

e NAS: in control of UE with the following supported features:
0 Primary Authentication and Key Agreement
0 Security Mode Control
0 ldentification
0 Generic UE Configuration Update
0 Initial and Periodic Registration
0 UE and Network initiated De-registration
0 UE initiated PDU session establishment
0 UE and Network initiated PDU session release
0 Service Request
0 Paging
e NGAP: in control of the gNBs with the following supported features:
O PDU Session Resource Setup
0 PDU Session Resource Release
0 Initial Context Setup
0 UE Context Release (NG-RAN(Next Generation Radio Access Network) node
initiated and AMF initiated)
0 UE Context Modification
0 Initial UE Message
0 Paging
0 Downlink NAS Transport
0 Uplink NAS Transport
0 NAS Non-Delivery Indication
O Reroute NAS Request
0 NG Setup
0 Error Indication

In the user plane the RAN implements GTP protocol, but only IPv4 is supported currently.
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UERANSIM is an open source state-of-the-art 5G UE and RAN (gNB) simulator used for testing
5G Core Networks. It is compatible with different cores such as free5GC, open5GS and OAI-
5GC. This project consists of a repository [22] in which there are a bunch of tools ready for
testing and simulation.

In the control plane there are two interfaces: NAS (Non-Access Stratum) and NGAP (Next
Generation Application Protocol).

e NAS: in control of UE with the following supported features:
Primary Authentication and Key Agreement

Security Mode Control

Identification

Generic UE Configuration Update

Initial and Periodic Registration

UE and Network initiated De-registration

UE initiated PDU session establishment

UE and Network initiated PDU session release
Service Request

O O OO0 OO0 oo oo

Paging
e NGAP: in control of the gNBs with the following supported features:

@]

PDU Session Resource Setup

PDU Session Resource Release

Initial Context Setup

UE Context Release (NG-RAN(Next Generation Radio Access Network) node
initiated and AMF initiated)

UE Context Modification

Initial UE Message

O O O

Paging

Downlink NAS Transport
Uplink NAS Transport

NAS Non-Delivery Indication
Reroute NAS Request

NG Setup

Error Indication

O O OO0 O o o oo

In the user plane the RAN implements GTP protocol, but only IPv4 is supported currently.
Specifications and design constraints

3. Specifications and design constraints

This chapter contains the specifications and design constraints regarding the deployment of
the proposed solution.

3.1. Specifications

e An ASUS ESC4000-E10 server has to be used in this project.
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UERANSIM is an open source state-of-the-art 5G UE and RAN (gNB) simulator used for testing
5G Core Networks. It is compatible with different cores such as free5GC, open5GS and OAI-
5GC. This project consists of a repository [22] in which there are a bunch of tools ready for
testing and simulation.

In the control plane there are two interfaces: NAS (Non-Access Stratum) and NGAP (Next
Generation Application Protocol).

e NAS: in control of UE with the following supported features:
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e NGAP: in control of the gNBs with the following supported features:

@]
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In the user plane the RAN implements GTP protocol, but only IPv4 is supported currently.
Specifications and design constraints

e Network design must be based on open-source tools which follow free software
guidelines.

e The internal network of the laboratory where the server is located must have access
to ASUS server in order to use and configure the 5G network remotely from internal
clients (those attached to the laboratory network) or external clients through the
internet.

e The virtualization solution must be implemented in ASUS ESC4000-E10 server
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e NAS: in control of UE with the following supported features:
0 Primary Authentication and Key Agreement
0 Security Mode Control
0 ldentification
0 Generic UE Configuration Update
0 Initial and Periodic Registration
0 UE and Network initiated De-registration
0 UE initiated PDU session establishment
0 UE and Network initiated PDU session release
0 Service Request
0 Paging
e NGAP: in control of the gNBs with the following supported features:
O PDU Session Resource Setup
0 PDU Session Resource Release
0 Initial Context Setup
0 UE Context Release (NG-RAN(Next Generation Radio Access Network) node
initiated and AMF initiated)
0 UE Context Modification
0 Initial UE Message
0 Paging
0 Downlink NAS Transport
0 Uplink NAS Transport
0 NAS Non-Delivery Indication
0 Reroute NAS Request
0 NG Setup
0 Error Indication

In the user plane the RAN implements GTP protocol, but only IPv4 is supported currently.
Specifications and design constraints

e The virtualization solution must allow creation, modification and deletion of VMs as
well as to resize VMs.

e To deploy and configure VMs a web or other type of GUI (Graphical User Interface)
must be provided.

e The solution implementation must use free software.

e Virtualized 5G core network, UEs and gNBs must be deployed in different VMs to
simulate a real deployment environment.
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UERANSIM is an open source state-of-the-art 5G UE and RAN (gNB) simulator used for testing
5G Core Networks. It is compatible with different cores such as free5GC, open5GS and OAI-
5GC. This project consists of a repository [22] in which there are a bunch of tools ready for
testing and simulation.

In the control plane there are two interfaces: NAS (Non-Access Stratum) and NGAP (Next
Generation Application Protocol).

e NAS: in control of UE with the following supported features:
Primary Authentication and Key Agreement

Security Mode Control

Identification

Generic UE Configuration Update

Initial and Periodic Registration

UE and Network initiated De-registration

UE initiated PDU session establishment

UE and Network initiated PDU session release
Service Request

O O OO0 oo oo oo

Paging
e NGAP: in control of the gNBs with the following supported features:

@]

PDU Session Resource Setup

PDU Session Resource Release

Initial Context Setup

UE Context Release (NG-RAN(Next Generation Radio Access Network) node
initiated and AMF initiated)

UE Context Modification

Initial UE Message

O O O

Paging

Downlink NAS Transport
Uplink NAS Transport

NAS Non-Delivery Indication
Reroute NAS Request

NG Setup

Error Indication

O O OO0 O o o0 o o

In the user plane the RAN implements GTP protocol, but only IPv4 is supported currently.
Specifications and design constraints

e The virtualized core network must follow 3GPP Release 15 specifications.
3.2. Design constraints

e The design of 5G core must be in accordance with what is specified in Release 15
specification.

e 5GC UEs and gNBs must be in separate Virtual Machines.

e The non-virtualized network design must be adapted to UPM security policies.
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UERANSIM is an open source state-of-the-art 5G UE and RAN (gNB) simulator used for testing
5G Core Networks. It is compatible with different cores such as free5GC, open5GS and OAI-
5GC. This project consists of a repository [22] in which there are a bunch of tools ready for
testing and simulation.

In the control plane there are two interfaces: NAS (Non-Access Stratum) and NGAP (Next
Generation Application Protocol).

e NAS: in control of UE with the following supported features:
Primary Authentication and Key Agreement

Security Mode Control

Identification

Generic UE Configuration Update

Initial and Periodic Registration

UE and Network initiated De-registration

UE initiated PDU session establishment

UE and Network initiated PDU session release
Service Request

O O OO0 OO0 oo oo

Paging
e NGAP: in control of the gNBs with the following supported features:

@]

PDU Session Resource Setup

PDU Session Resource Release

Initial Context Setup

UE Context Release (NG-RAN(Next Generation Radio Access Network) node
initiated and AMF initiated)

UE Context Modification

Initial UE Message

O O O

Paging

Downlink NAS Transport
Uplink NAS Transport

NAS Non-Delivery Indication
Reroute NAS Request

NG Setup

Error Indication

O O OO0 O o o oo

In the user plane the RAN implements GTP protocol, but only IPv4 is supported currently.
Specifications and design constraints

e ASUS ESC4000-E10 must use non-proprietary OS (i.e, Windows, MacQS)

21






Description of proposed solution

4. Description of proposed solution

4.1. Introduction

In this chapter, we will describe the proposed solution with the architectural schemes that
have been used and then we will see in detail how the solution has been deployed and
configured, referring to both the physical, the OpenStack and the 5G networks respectively.

4.2. General description
4.2.1. System introduction and limitations

In order to start the design process of the different components of our project, we will
overview the different design constraints regarding this solution.

e DevStack supports the two latest LTS releases of Ubuntu, Rocky Linux 9 and openEuler
but Ubuntu 22.04 (Jammy) is recommended as the preferred supported OS.
e Free5GC requires the following modules/packets:
0 Gol.2138
0 Linux kernel (5.0.0-23-generic or 5.4.x) for using UPF
0 Any version of MongoDB (versions equal or upper than 5.0 requires CPU
(Central processing unit) with AVX (Advanced Vector Extensions) support)
gcc
g++
cmake
autoconf
libtool
pkg-config

O O O 0O o oo

libmnl-dev
0 libyaml-dev
e 0OS memory of 2G or more is recommended for using WebConsole (the Free5GC web
GUI)
e UERANSIM requires Ubuntu 16.04 or later and the following packages:
0 CMake 3.17 or later
0 gcc9.0.0 or later
0 g++9.0.0 or later
e CHF NF is only supported in free5GC release v3.3.1.
e ASUS ESC4000-E10 requires OS installation and is limited by its technical specifications
contained in [23].

In this solution, it has been agreed to follow the next design rules in order to accomplish the
specifications described in chapter 3:

e ASUS ESC4000-E10 will be using a non-propietary Ubuntu OS.
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e OpenStack cloud will be deployed in ASUS ESC4000 E10 server via DevStack.

e To implement 5G SA (Stand Alone) network architecture, Free5GC and UERANSIM
tools will be used.

e Free5GC will implement the 5GC, and UERANSIM will simulate the RAN (UE and gNBs).

e UEs must be registered in the network by using WebConsole.

e Unless OpenStack documentation makes use of some CLls like Neutron or Glance API,
to avoid issues, the OpenStack CLI must be used with the only purpose but
troubleshooting, as it is preferred to use Horizon web GUI.

4.2.2. Architecture of physical network

The proposed solution as shown in Figure 17 is composed of a server (the ASUS ESC4000-E10)
and a physical client that can be accessed via Windows Remote Desktop app [24] through
UPMvpn (Technical University of Madrid VPN (Virtual Private Network)) client. ASUS server
contains three physical network interfaces, one for Direct Management (DM) and the rest for
general purposes (LINK LOCAL 1 and LINK LOCAL 2). The LOCAL 1 physical interface is
connected to 10.48.0.0/15 subnet which is the one that provides internet access to the server
via LAB. GATEWAY.

In the PHYSICAL CLIENT there are only two physical interfaces, the ETHERNET 2 serves to
access ASUS dashboard control center (consult page 69) and ETHERNET 1 serves to connect
via ssh to ASUS server and to provide internet access to the machine.

In a general aspect, this configuration provides secure enough remote access, allowing to work
with ASUS server and PHYSICAL CLIENT from any place with the only requirement of a good
internet connection and the credentials for VPN and Remote Desktop.

_— AW,
VPN CLIENT  ypPN CONNECTION 104801 | AR GATEWAY
—_\ UPM NAMESERVER
EXTERNAL CLIENT
10.49.27.151 10.49.27.152
! 10.48.0.0/15 R3S l
g o
077777 LINK LOCAL 1 ETHERNET 1 |E5
QRS v LT
7 UNKLOCAL2 —la=te
AI1111 o / PHYSICAL
ASUS ESCA000-E10™,  192.168.1.2 192.168.1.1 / CLIENT
L ! crossover cable l {
DM ETHERNET 2

Figure 17. General physical network architecture scheme
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The PHYSICAL CLIENT comes with Windows 10 by default, in this machine we will be using
MobaXTerm [25] app as default SSH (Secure Shell Protocol) client, and also Microsoft Edge
internet browser.

The ASUS ESC4000-E10 server had no preinstalled OS. The decision to configure it with Ubuntu
Server 22.04.4 LTS (Jammy lJellyfish) was made in regard to the terms of compatibility of
DevStack tool, that is the most tested version among Ubuntu distros. In the initial
configuration (see Annex 2) OpenSSH version 3.0.2 has been installed as well as the OpenStack
cloud platform following the scheme in Figure 18

UBUNTU SERVER 22.04.4 LTS (Jammy Jellyfish})

ROOCT

User: root

R —

L

!

[ ] OPENSTACK CLI ECTICS USER

n N I =

Bl User: stack -I User: ectics
openstack.  pacswora N Password: [N

PHYSICAL CLIENT (VIA WEE EROWSER)

OPENSTACK GUI ASUS Control Center
g http/10.49 27 151/dashboard https/192 168.1.2#login
" B
_ User: admin User: Administrator

openstack. passuorc NN passvors I

Figure 18. Users and passwords diagram

4.2.3. Architecture of OpenStack

OpenStack, a powerful tool used by companies, has a lot of configuration options in regard
with security access, and project management. Because of that the proposed solution uses
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these tools to provide an independent solution among other future projects that can be

implemented.

In general, OpenStack defines the following tools for project management:

Domains: they act as high-level containers for projects, users and groups. They can be
used to centrally manage all Keystone-based identity components. Within domains,
server, storage and other resources can be logically grouped into multiple projects
which can themselves be grouped under a master account-like container. In addition,
multiple users can be managed within an account domain and assigned roles that vary
for each project.

Projects: a project is a group of zero or more users. In Compute, a project owns virtual
machines. In Object Storage, a project owns containers. Users can be associated with
more than one project. Each project and user pairing can have a role associated with
it.

Group: entity which provides the project manager with the ability to assign one or
more users as one independent system. This entity could be assigned to projects so
that all the users of that group can be assigned to one project without the need to
assign them individually.

User: Entity which represents a person, a service or another that can enter the system
with some individual credentials.

Role: The roles are special rules that can be assigned to users or groups to give or
subtract specific permissions. As default, admins and nonadmins are set.

In this project, we will configure these tools using Figure 19 as a reference.

DOMAIN: default

PROJECT
5GProject1

A

E belong to

GROUP
nonadmins

assigned to

“

Figure 19. Openstack configuration: Project architecture

OpenStack provides SDN tools to allow users to configure virtual network elements for the

created instances. Instances are just VMs running inside the host machine, in this case the
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ASUS ESC4000-E10. In this solution we will be using three networks and one router as shown
in Figure 20:

e Public: This network provides a centralized connection point with the external network
through an external gateway. This external gateway in our case is the br-ex interface
which must be configured with IP 172.24.4.1.

e Private: All the instances have virtual network interfaces connected to this network
(10.0.0.0/26), these interfaces have IPs that are not reachable by default. For this
reason, there is NAT (Network Address Translation) which allows us to give secure
access to instances by assigning a Floating IP which is a Public Address associated with
the instance private IP.

e Shared: Is another private network which is not used in our deployment but is created
by Devstack initially.

e R1:Incharge of routing the private network dataflow to the external networks to ASUS
br-ex interface.

OPENSTACK

=y - N
& 92.168.233.0/24 IP 1 (10.0.0.54) |F'2{1U.U.U.52?‘
I—.l._| "N

&= NAT
100054 100052 —

[N
1

FLOATING IP FLOATING IP 2
\ / shared h‘

. 10.0.0.0/26 17224 404724

hr -int{172.24.4.5)

D—ET E?—u

10.0.01 I

private I public

En?'

br-ex (172.24.4.1)

Figure 20. OpenStack configuration: Network architecture

Once the network is configured, it is necessary to prepare the following resources for the
OpenStack instances to work properly (see Figure 21).

e Images: File which contains a virtual disk with bootable OS installed on it. This project
will use ready to use Ubuntu Cloud images in .img format which are compatible with
amd64 processor architecture.
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Flavor: Is a set of resources such as compute, memory, and storage capacity that can
be assigned to an instance.

Network: Instances can be assigned to one or more networks depending on
availability.

SSH-keys: to access an instance from the external network is necessary to generate
SSH key pairs. This could grant secure access for that instance.

Security Group: is a set of networking rules that accept or deny some traffic, as for
instance, the SSH, ICMP and HTTP protocols. It is important to set those rules correctly
to provide DNS (Domain Name System), ICMP (Internet Control Message Protocol) and
SSH connectivity to the instances.

Boot: Is referred to boot source which can be an Image or a volume. We need to specify
one to launch instances.

Floating IPs: We need to assign one if we need to connect the instance with the
external network.

Volume: is a logical item that is associated with real hardware, this mechanism
provides persistence to instances. Whether snapshots are associated with that
volume, the volume cannot be removed. There are limitations in this regard as each
project has different quotas, which are a set of resources that can be assigned to a
project.

= = » p;
ssh-keys Security group boot
19240
floating-ip volume

Figure 21. OpenStack configuration: instance requirements

4.2.4. Architecture of 5G System

In the OpenStack cloud, we will implement the following VMs to configure the 5G SA network

solution following the architecture shown in Figure 22:
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Free5GC: This machine will contain the 5GC with all the elements running except for
N3IWF as it is not necessary to run this NF in our case.

UE1: Network client that will be connected to gNB1.

UE2: Network client that will be connected to gNB1.

UE3: Network client that will be connected to gNB2.

UE4: Network client that will be connected to gNB2.
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All the UEs have associated the corresponding IMSI (International mobile subscriber identity)
to identify them as 5G net subscribers. This correspondence must follow the stablished in
Table 3.

Table 3. UE - IMSI mapping

UE1 208930000000001
UE2 208930000000002
UE3 208930000000003
UE4 208930000000004

e gNB1: This machine will establish connection with AMF and UPF and will establish a
tunnel connection with the UE1 and UE2 only.

e gNB2: This machine will have the same connection as gNB1 with AMF and UPF, but
they will cover the connection only with UE3 and UE4 (also via a tunnel).

FreedGC
[ NSSF ] [ NRF ] [ UDM ] [ PCF ] [ AUSF ] { UDR ]
3 ] '3 T . 9 4
P 17201x 18 & > T
i ™
IIWF l AMF J [ SMF ]
L " n
: 8
B f W UPF oo ] 10.60.0.0/24
= ,'é'e d¥i
CI38412isctp [L2162/udp
38
10.0.0.x
A5 N1 45 21 30 49
UE1 gNB1 UEZ UE3 gNB2 UE4
> > > > >) >
Ol =[O B[ =/ O
10.60.0.1 10.60.0.2 10.60.0.4 10.60.0.6
E uenszimiund E uensimtund i uensimtund uenszimiund

Figure 22. 5G solution: VM architecture

This architecture willimplement a whole functional 5G System solution which allows to modify
individually parameters inside every component of the network (including NFs, UEs and gNBs)
and offering a complete configurable infrastructure. Not to mention that virtual machines can
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be created, modified, deleted and resized within the OpenStack GUI with just a few clicks,
offering quick scalability and modularity. In addition, this solution allows us to make Snapshots
for every VM in order to restore it easily if something goes wrong, providing a simple backup
system for the entire 5G System.

4.3. Deployment of physical network

Once the physical connections have been established between all nodes of the network as
shown in Figure 17, it is necessary to configure the ASUS ESC4000-E10 OS (explained in Annex
2) and the corresponding network settings. This is made through the modification of the
netplan configuration file by using the following command:

$ sudo nano /etc/netplan/@0-installer-config.yaml
The file should be configured as the one shown in Figure 23.

stack@ectics-server:~$ sudo cat /etc/netplan/00-1installer-config.yaml
# This 1s the network config written by 'subiquity’
network:
ethernets:
enpls0fo:
addresses:
/15

nameservers:
addresses:

search: []
routes:
- to: default
ACHES!
enpls0f1l:
dhcp4: true
br-ex:
addresses:
= } /24
nameservers:
addresses:

search: []
version: 2

Figure 23. Netplan configuration file in ASUS server
After setting the configuration file, it is necessary to apply the changes by using the command:

$ sudo netplan apply

We have reached the end of ASUS ESC4000-E10 configuration. Moving to the PHYSICAL
CLIENT, itis needed to set the UPM NAME SERVER proxy (to provide the machine with internet
connection) and the RDP (Remote Destock Protocol) connection to provide external secure
access, but this is out of the scope of this project.

4.4. Deployment of OpenStack

4.4.1. DevStack Openstack installation

Now it is necessary to follow DevStack documentation (see [15]) in order to set up the
prerequisites of OpenStack. The first step is to add the user stack, to do this type the
command:

$ sudo useradd -s /bin/bash -d /opt/stack -m stack
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It is important that the home directory for the stack user has executable permission for all, as
in Ubuntu 21.04 or later the “750” permissions given by default could cause issues during
deployment.

$ sudo chmod +x /opt/stack

As this user will be making many changes to the system it should be assured that sudo
privileges are set:

$ echo "stack ALL=(ALL) NOPASSWD: ALL" | sudo tee /etc/sudoers.d/stack
$ sudo -u stack -i

The next step is to download the DevStack project from git repository by using:

$ git clone https://opendev.org/openstack/devstack

We need to create or retrieve a file named local.conf inside DevStack folder as it is required
to set some sort of configuration for the OpenStack deployment. To do this, type the following
commands and write the needed configuration as shown in Figure 24:

$ cd devstack
$ cp samples/local.conf local.conf
$ sudo nano local.conf

® section replaces the old configuration file.

# Not if 1s present it will be used wn favor of this section.
r
L

[local|localrc]])

Munwmal Contents

While 1s happy to run without , deviife 1s better when
there are a few munumal variables set:

If the variables are not set here you will be prompted to enter
values for them by and they will be added to

ADMIN PASSWORD=

DATABASE PASSWORD=

SERVICE PASSWORD=$ADMIN PASSWOR

and should be set manually for best results 1if
the NIC configuration of the host s unusual, 1.e, has the default
route but 1s the public interface. They are auto-detected n
but often 1s Wndetermwnate on later runs due to the IP moving
from an Ethernet interface to a bridge on the host. Setting it here also
makes it available for to wnclude when setting
# Netther s set by default,
HOST IP=
#HOST IPV6=2001:db8::7

# Loggwng
B e

# By default output only goes to the termwnal where 1t runs. It can

# be configured to additionally log to a file by setting to the full

# path of the destwnation log file. A tumestamp will be appended to the given name.
LOGFILE=$DEST/logs/stack.sh.log

Figure 24. Main Configuration of DevStack local.conf
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To start the deployment of OpenStack there is a bash script that can be executed by the
command:

$ ./stack.sh

This execution may take between 15 and 30 minutes to complete depending on the internet
connection and server available resources. Once the deployment has finished the machine
standard output should be something similar to the one in Figure 25.

This is your host IP address:
This i1s your host IPv6 address:
Horizon 1is now available at
Keystone is serving at http://:
The default users are: admin ar
The password: OpenStack33

WARNING:

Configuring uWSGI with a WSGI file dep d, use module paths instead
Configuring uWSGI with a WSGI file de, ed, use module paths instead
Configuring uWSGI with a WSGI file is depr ed, use module paths instead
Configuring uWSGI with a WSGI file deprecated, use module paths instead

unit files.

/devstack/latest/systemd.html
DevStack Version 2
Change: 92d70a85432 b221574618d7663be9a4e649 Merge "Display backup dashboard on Horizon when c-bak 1is ak i" 2024-05-22 12:50:03 +0000
0S Version: Ubuntu 22.04 jammy

stack@ectics-server:~/devstack$ l

Figure 25. Successful run of stack.sh script in ASUS server

4.4.2. OpenStack deployment: Users and project configurations

With all that has been done, it is possible to enter the Horizon web GUI dashboard from the
PHYSICAL CLIENT as shown in Annex 3 (see Figure 86). Once the credentials have been
introduced, we can proceed with the initial configuration of the user deployment shown in
Figure 19.

In the panel over the left find the Identity > Domains button and click it. In this window (see
Figure 26) nothing is going to be set but notice that you could not create domains from the
GUIl interface. To configure domains, it is necessary to use OpenStack CLI (consult OpenStack
CLI documentation [26] and [27]).

—
fsopenstack. mdemo~ & admin =
Project >
dentity | Domain

Admin >
Weriiy . Domains

Domains

Projects Displaying 1 item

Users Name Deserij iption Domain [[+] Enabled Actions
Groups Default The default domain default Yes

Modiy Groups
Displaying 1 item odify Groups

Figure 26. OpenStack deployment: Domains

First it is needed to define the roles of our project, this can be done by clicking Identity > Roles
button. This will show the following window (Figure 27) in which the roles are defined. We will
be using the default configuration.
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=™ openstack B 5GProject! ~ & admin +
Projoct >
Identity / Roles
Admin >
. Roles
Q lick here for filters or full text searc % Create Role
Ukeit Displaying 7 itams
O  Name * ]
Sroups
m O admin 1200C04b164749150c28869D6531081 EoRela v
Application Credentisls O anctherrole 537663d3106b4408a01B587 416604650 EdtRola -
O manager 2510117446144474a30dle 141620004 EdRola v
o member 6aD878a1080243e 198687 Saed6cS5705F EdtRole =
O  reader a50a7deT48aT4e4789c0c08 12009013 EdtRola =
o ResellerAdmin HT8f2{7aleT 43000007 75eT 1eedeba Edt Rola =
O senica 2811c04a88535451b00515648a7086a38 Edt Role =

Displaying 7 items
Figure 27. OpenStack deployment: Roles

Roles are nothing without a user that could perform that function. Because of that it is
necessary to create a user, for that, go to Identity > User and look for the Create User button
and by just typing the name, email, role and password and clicking on create user it is enough.
An example for the user Salvador is shown in Figure 28. It is important to remark that there
are some users already created by DevStack such as the admin user.

Create User

Domain ID

Description:

Create a new user and set related properties including the
Domain Name Primary Project and Role.

default

Default

User Name *

salvador

Description

Email

s.fernandezg@alumnos.upm.es

Password "

Confirm Password *

Primary Project

Select a project - +

Role

member -

™ Enabled

O Lock password

Cancel Create User

Figure 28. OpenStack deployment: Create User
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To configure groups, the Identity > Groups button allows to manage the groups defined in
OpenStack (see Figure 29).

= "
TEopenstack. = sepoct & sdmin
1ojec
Identity / Groups
Admin >
. Groups
Group Name =+ Fiter 4 Create Group
Displaying 2 items
O Name Description GroupiD Actions
Roles O admins openstack sdmin group 69083 16719041343086085¢12250887 Mansge Members =
lication Cradan O nonadmins non-admin group e2cTTHSe4cddccade |adfadbelSdi5T Manags Mambém ;| ¥

Figure 29. OpenStack deployment: Groups

To assign users to groups is necessary to click on Manage Members button (in Figure 29) which
redirects you to the Group Management window (which is depicted in Figure 30), and here it
is possible to manage the users of the group from a pool of already created users. As can be
seen in Figure 30, salvador user has been assigned for nonadmins group.

S openstack. = scrwjec 8 adnin +
Project >

Identy  Groups  Group Mansgemant:non
Admin >

oty .~ Group Management: nonadmins

Domains

i +Add Users

Users  Displaying 1item

m O User Name Email User 1D Enabled

05, upm. e IM50fe6375254386b7326866500648a2 Yes

Figure 30.0penStack deployment: Assign users to groups

Now that we have defined a user, groups and roles inside a domain, we will go ahead with the
setting of a new project. Look for the Identity > Projects button and there, click the Create
Project button. This will open the window from Figure 31.

Create Project

Domain ID default
Domain Name Default
Name * 5GProject1

Description

Enabled o

Figure 31. OpenStack deployment: Create a project (Project Information)
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The creation process could be performed just by typing the name of the project, but it makes
no sense if no one works on this project. Because of that OpenStack allows to edit the project
in order to set the appropriate Project Members (Figure 32) and Groups (Figure 33).

Edit Project
Project Information * Project Groups
All Users Project Members
alt_demo

alt_demo_member salvador member, anotherr... -

Q
admin admin « .
alt_demo_reader
system_member
system_reader
nova
glance
cinder

neutron

placement

4

0

demo reader

Canoel E

Figure 32. OpenStack deployment: Create a project (Project Members)

Edit Project

Project Information * Project Members Project Groups

All Groups Q Project Groups Q

admins nonadmins member, anotherr... - .

Figure 33. OpenStack deployment: Create a project (Project Groups)
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4.4.3. OpenStack deployment: Network configuration

In order to ease the deployment of OpenStack, we will use the default network configuration
for this project, as it is adequate to the architecture proposed in Figure 20. We can see the
default configuration in Figure 34.

i3 openstack. = scrmeat - & ndmin +

Project v
Project | Natwork | Natwork Topology

Computa , Network Topology

>
& Launch Instance 4 Create Network + Create Router
Notwork v
Netwark Topolagy
# Small 22 Normal
Netwrks
povers -
J Grups
Fostng s
nin bl
Ident >
H
H
B
4 g
2 5 3
N 2 i
5 H i
o H k3
0 Lavnch1 +Croto ot | +Craata

Figure 34. OpenStack deployment: Network Topology

To change any configuration in this regard, login with admin user and click on Admin >
Network > Networks button, this can also be done as a project user from the Project > Network
> Networks button. This procedure will open the window depicted in Figure 35.

E openstack.  ® sprojectt + o
Project >

Adriin | Netwark | Netwairks
Admin v

ceer Networks

Volume > Project =+ Fiter 4 Create Network

Network
m O Project Network Name Subnets Associated DHCP Agents Shared External Status Admin State Availability Zones Actions

. ipvB-public-subnet 2001:¢b8::/64 . Edk Namork | =
O admin pubioaubact 172244 024 0 o Yos Adlive up s Edit Networ

uate- 10000 =
O sGProjectt wivats kgl e o Ha No Active up . Edit Notwork |~
ipvE-private-subnet fofe s 3423164

O admin sharad shared-subnet 152 168 233.0/24 0 Yes Mo Active up Edit Network | =

Figure 35. OpenStack deployment: Networks

To provide internet DNS servers to the instances it is necessary to click the private button and
click the subnet tab (this is shown in Figure 36).
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s openstack.  m® soProjatt P—
Project v
Project / Network | Networks | private
AP1 Access
Compute » private R r——

Wolumes. >
Onsrdow
Natwork ~

Network Topology + Create Subnet i DECEERLES

O Name Network Address IP Version Gateway IP Actions.

Security Groups O private-subnet 10,0.0.0128 1Pud 10001 Edit Subnat |~

Floating IPs privale-subnet o ee5 3223164 Pv6 fiteeesd:a2st EdtSubnet |+

Figure 36. OpenStack deployment: Private network (subnets)

To configure the subnet, it is necessary to click Edit Subnet and in the tab Subnet details add
DNS Name Servers as shown in Figure 37. In this case, google name servers have been set.

P 5

Edit Subnet

Subnet * Subnet Details

v
& Enable DHCP Specify additional attributes for the subnet.

Allocation Pools @

10.0.0.2,10.0.0.62

y
DNS Name Servers @
8.88.8
8.88.4
y
Host Routes @
Y
Cancel « Back m
[ d|

Figure 37. OpenStack deployment: Edit subnet (private-subnet)

The router configuration can also be modified as for instance the name from routerl to R1.
This is done in Admin > Networks > Routers panel (this option shows all routers from all
projects) or Project > Network > Routers (see Figure 38).
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= —
s openstack.  m scproect » & admin >
Project v
Project | Natwork ! Routers
APl Access
Computs » Routers
fohuimy >
- R Narmw Filte +ci Routs
Notwork Topelagy  Dispaving 1 tem
O Name Status. Extornal Network. Admin State Availability Zones Actions
a m Active publc e 2 -

Displaying 1 item

Figure 38. OpenStack deployment: Routers

To complete the network deployment, it is required to establish security groups. We will be
using the default security group for this project as can be seen in Figure 39

3 openstack. = seeroeet - & sdmin =

Project v
Project | Network | Securlty Groups

" , Security Groups

+ Craate Security Group

Displaying 1 item

J— O Name Security Group ID Description Shared Actions
Rauters O default 6428008-£10d-4725-b0B0-beB3c04020bb Default security group False Manage Rules
Admin >
Identity >

Figure 39. OpenStack deployment: Security Groups

By default, OpenStack VMs allow all the traffic from instances to the external network but the
traffic from external networks to the instances is not allowed. Due to that the ICMP, SSH, DNS
and HTTP(S) must be set (refer to Figure 40) to allow the correct working functionality of the

instances.
E openstack.  ® scerojectt = & admin *
Projeat v
Project / Network / Security Groups | Manage Security Group Rul
F1 Access

> Manage Security Group Rules: default (6d28d0a8-c10d-4725-b060-
, bc53c0402dbb)

+Add Rule
Displaying 8 fems
O Dirsction Ether Type 1P Protocol Port Range Remota IP Prefix Remote Security Group Description Actions
O Egress Pus Any Any 00000 Delete Rule
— e ny . , :
Admin > O ingress P Any Any defaull
Ident b4
O Ingress 1Pud CHP Any 00000
O ingress Pus Tcp 22 (38H) 00000
O Ingress Pt TCP 53 (ONS) 00.000 Dalete Rula
O ingress Pus Tcp 80 (HTTP) 00000 Delete Rule
O Ingress Pt TCP 443 (HTTPS) 00.000
O ingress Pug Any Any default Delete Rula

Figure 40. OpenStack deployment: Manage Security Group Rules

With this the OpenStack deployment is finished. The next step is to run the instances (VMs)
which is explained deeply in the Annex 3 of this document.
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4.5. Deployment of 5G System

This chapter will address the deployment of the 5G System architecture described in Figure
22 in which there are three elements to be configured: free5GC, UERANSIM gNBs, UERANSIM
UEs.

4.5.1. Image preparation

To install Free5GC and UERANSIM in the corresponding VMs we will need to use UBUNTU
20.04 LTS (Focal Fossa) cloud image. To create the image, login the OpenStack Horizon web
with user salvador and find the Project > Compute > Image section and press the Create Image
button. Insert the img file and the format which is QCOW2 (QEMU Copy On Write version 2)
in this case (refer to Figure 41).

Create Image
Specify an image to upload to the Image Service.
Metadata Image Name Image Description
focal-server-cloudimg-amd64
Image Source
File”
| Elegir archivo | focal-server-cloudimg-amdé4.img
Format™
QCOW?2 - QEMU Emulator
Image Requirements
Kernel Ramdisk
Choose an image v Choose an image v
Architecture Minimum Disk (GB) Minimum RAM (MB)
0 0
Image Sharing
Visibility Protected
Private Shared Community Public Yes No
¥ Cancel <Back Next > + Create Image

Figure 41. 5G System: Image Creation
4.5.2. Free5GC: Deployment and initial checks
Once the image is created, we will launch the instance by setting the following parameters:

e Instance Name: Free5GC
e Delete Volume on Instance Delete set to YES
e Focal image allocated
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e Flavor: ml.xlarge

e Networks: private allocated

e Security Groups: default

e Key Pair: free5gc (to create a key pair refer to Figure 93)

Once the instance has been launched it must appear in Project > Compute > Instances panel
with active status. If it does not work, erasing volumes that are unused, modifying quotas for
the project or consulting DevStack or OpenStack documentation should help.

To provide external reachability to the instance, a Floating IP must be assigned to the VM
(refer to Figure 96). To test if everything is going right, it is convenient to try reaching the
floating IP in ASUS ESC4000-E10 machine (see Figure 42).

ectics@ectics- server: ~$ ping 172.24.4.C

PING 2.24.4.25 (172.24.4.25) 56(84) bytes of data.

64 bytes from 172.24.4.25: 1icmp_seg=1 ttl=63 tume=3.63 ms
64 bytes from 172.24.4.25: icmp_seq=2 ttl=63 time=0.693 ms
64 bytes from .24.4.25: 1cmp_seq=3 ttl=63 time=0.078 ms

64 bytes from 1.4 : icmp_seg=4 tt1=63 time=0.067 ms

.l'\C

--= 1 .4.25 ping statistics ---

4 paukets transmltted 4 recelved, 0% packet loss, time 3037ms
rtt min/avg/max/mdev = 0.067/1.116/3.627/1.471 ms

Figure 42. 5G System: Ping test to Free5GC instance

To SSH the instance, refer to Figure 98 and subsequent. Then, changing the password of the
VM is recommended to access from the built-in OpenStack console system. To do that type
the following command:

$ sudo passwd ubuntu
To prepare the VMs it is also necessary to check the internet connection as it is made in Figure
43.

ubuntu@free5gc:~$ plng google.com

PING google.com (1 78) 56(84) bytes of data.

64 bytes from mad07524 in- f14.1e100.net (142.250.200.78): icmp_seq=1 ttl=106 time=3.49

64 bytes from mad07s24-1in-f14.1e100.net (142.250.200.78): icmp_seq=2 ttl=106 time=3.06

64 bytes from mad07s24-1in-f14.1e100.net (142.250.200.78): 1icmp_seq=3 ttl=106 time=2.78
(142.250.200.78): 1icmp_seq=4 ttl=106 time=2.78

64 bytes from mad07s24-in-f14.1e100.net
2

--- google.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 2.777/3.026/3.489/0.290 ms

Figure 43. 5G System: Ping test to check internet connection inside Free5GC instance

If there is no IP connectivity, it is necessary to check that the private network subnet
configuration is well set with DNS nameservers configured. To avoid errors it is important to
update and upgrade Ubuntu by typing the following commands

$ Sudo apt update
$ Sudo apt upgrade

40



Description of proposed solution

4.5.3. Free5GC VM: Prerequisites

Free5gc documentation establishes some prerequisites, for instance, setting the VM
hostname as free5gc. In our case, this is not necessary as it was set automatically by
OpenStack. It is also required to change the hosts file located in /etc folder in order to locate
the free5gc NF host (by adding line 2 from Figure 44). The following command could be used
to modify that file:

$ sudo nano /etc/hosts

.1 localhost
l.l freebSgc

# The following lines are desirable for IPv6 capable hosts
:1 1p6-localhost 1ip6-loopback

feBB:, 1p6-localnet
ff00::0 ip6-mcastprefix
ff02::1 1p6-allnodes
ff02::2 ip6-allrouters
ff02::3 1p6-allhosts

Figure 44. Free5GC VM: hosts file configuration

After checking the content and saving this file, it is necessary to check kernel compatibility as
it is needed for UPF to establish the corresponding GTP tunnels correctly. In this case, focal
server has 5.4.x by default (check out Figure 45) which is compatible with free5GC.

ubuntu@freebgc:~%$ uname -r

5.4.0-186-gener1c

Figure 45. Free5GC VM: Kernel version check

The next prerequisite is to install Go version 1.21.8. This could be done by using the following

commands:

$ wget https://dl.google.com/go/gol.21.8.1linux-amd64.tar.gz

$ sudo tar -C /usr/local -zxvf gol.21.8.linux-amdé64.tar.gz

$ mkdir -p ~/go/{bin,pkg,src}

$ # The following assume that your shell is bash:

$ echo 'export GOPATH=$HOME/go' >> ~/.bashrc

$ echo 'export GOROOT=/usr/local/go' >> ~/.bashrc

$ echo 'export PATH=$PATH:$GOPATH/bin:$GOROOT/bin' >> ~/.bashrc
$ echo 'export GO111MODULE=auto' »>> ~/.bashrc

$ source ~/.bashrc
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After this, it is advisable to do a simple check to see if the installation has been successful
(refer to Figure 46).

ubuntu@free5gc:~$% go version

go version gol.21.8 1linux/amd64

Figure 46. Free5GC VM: Go version check

Following the documentation, the next step is to install and run
MongoDB server. As our system is not compatible with AVX it is
needed to install MongoDB version 4.4 or lower. Enter the following
commands to install. Figure 47$ sudo apt -y update

$ sudo apt -y install wget git

To check if the service is running, follow the procedure in Figure
47.

ubuntu@free5gc:~$% systemctl status mongodb.service
® mongodb.service - An object/document-oriented database
Loaded: loaded (/lib/systemd/system/mongodb.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2024-07-08 08:20:48 UTC; 1min 10s ago
Docs: man:mongod(1)
Main PID: 23241 (mongod)
Tasks: 23 (limit: 4663)
Memory: 42.1M
CGroup: /system.slice/mongodb.service
L-23241 /fusr/bin/mongod --unixSocketPrefix=/run/mongodb --config /etc/mongodb.conf

Jul 08 08:20:48 free5gc systemd : Started An object/document-oriented database.

Figure 47. Free5GC VM: MongoDB successful status check

Now that mongo is running, it is time to install the supporting packages for the user-plane.
This is made by the following commands:

$ sudo apt -y update
$ sudo apt -y install git gcc g++ cmake autoconf libtool pkg-config
libmnl-dev libyaml-dev

4.5.4. Free5GC VM: Installation

This is the moment to install Free5GC using the following commands

$ cd ~

$ git clone --recursive -b v3.4.1 -j “nproc’
https://github.com/free5gc/free5gc.git

$ cd free5gc

At this moment, Free5GC is installed in the VM and the first step to set up this machine to
work with this tool, is running the reload_host_config.sh script inside the folder named
free5gc that appeared once the github repo has been cloned. This script configures the
network for the interface that will be used to reach the 5GC. To see the available interfaces
use ip command (more detail in Figure 48).
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ubuntu@freeSgc:~/freebgc$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 i1sc noqueue state UNKNOWN group default glen 1000
link/loopback 0Ot brd o}
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred lft forever
inet6é ::1/128 scope host
valid_lft forever preferred_lft forever
2: ens3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1442 gdisc fq_codel state UP group default glen 1000

link/ether fa:16:3e:a4 y brd ff:ff:ff:ff:ff:ff
i 0 38/26 brd ).63 scope global dynamic ens3
L 31368sec preferred_Lft 31368sec
inet6 fdf8:ee53:a23:0:f816:3eff:fead:5e3b/64 scope global mngtmpaddr noprefixroute
valid_1ft forever preferred lft forever
inet6 feB80::f816:3eff:fead:5e3b/64 scope link
valid_lft forever preferred_lft forever

Figure 48. Free5GC VM: Availability check of the interfaces

In Figure 48 it can be seen that the name of the only interface available is ens3 and to set this
interface for Free5GC, the following commands must be used:

$ ./reload_host_config.sh ens3
Now that the network settings have been configured, the NFs will be built by using the
following command:

$ make

Once the command finishes, the control plane elements are ready to test, but first it is needed
to prepare the user plane function with the UPF function. To allow the UPF to compile, first
run the following commands:

$ git clone -b v0.8.6 https://github.com/free5gc/gtp5g.git

$ cd gtp5g

$ make

$ sudo make install

This will allow the UPF to compile successfully when running the next commands:

$ cd ~/free5gc
$ make upf
To finish the configuration of this VM, we will install the WebConsole GUI by installing nodejs:

$ curl -fsSL https://deb.nodesource.com/setup_20.x | sudo -E bash -
$ sudo apt update

$ sudo apt install -y nodejs

$ sudo corepack enable

And then the WebConsole has to be built inside the free5gc folder:

$ make webconsole

Installing GNOME is highly recommended in order to provide a graphical interface for
managing webconsole and capture packets from the interface. To do so, we will be using this
command:
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$ sudo apt install ubuntu-desktop

At this point, Free5GC VM is fully deployed, configured and ready for testing. Free5GC
provides some scripts that allow us to validate not only that the installation has been
successful but also that the 5GC is working as expected. The results of these tests can be found
in Annex 4. Once the 5GC has been validated we are able to run the 5GC inside the VM and,
to do so, the following command must be used:

$ ./run.sh

4.5.5. Free5GC VM: Configuration

In Free5GC VM, the configuration files are located in ~/free5gc/config folder. To follow the
guidelines in the 5G System architecture depicted in Figure 22 it is required to modify the
following three configuration files:

e ~/free5gc/config/amfcfg.yaml
e ~/free5gc/config/smfcfg.yaml
e ~/free5gc/config/upfcfg.yaml

In the AMF configuration file (settings Figure 49) it is required to modify ngaplPList which is
the AMF IP that will use gNBs to connect its N2 interface (see Figure 9).

it 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [%]111. Free5GC

GNU nano 4.8 /home/ubuntu/free5gc/config/ami
info:

version: 1.0.9

description: AMF initial local configuration

configuration:
amfName: AMF # the name of this AMF
ngapIpList: # the IP 1ist of N2 interfaces on this AMF

1 G 12 3
ngapPor 412 # the SCTP port listened by NGAP
sbi: # Service-based interface information
scheme: http # the protocol for sbi (http or https)
registerIPv4 # IP used to register to NRF
bindingIPv4: # IP used to bind the service
port: 8000 # port used to bind the service
tls: # the local path of TLS key
pem: cert/amf.pem # AMF TLS Certificate
key: cert/amf.key # AMF TLS Private ke

Figure 49. Settings for AMF configuration file

SMF establishes data sessions and in consequence, the configuration file must know the IP of
the UPF N3/N9 interface to whom it is attached to. In Figure 50 as can be seen, it has been set
the free5gc IP (10.0.0.38) which must be the same used as the defined in Figure 51.
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it 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [%]111. Free5GC

GNU nano 4.8 /home/ubuntu/free5gc/config/smf
- sNssal: # S-NSSAI (Single Network Slice Selection Assistance Information)
sst: 1 # Slice/Service Type (ulnteger, range: 0~255)
sd‘ 112233 # Slice Differentiator (3 bytes hex qtrlnq, range: 000000~FFFFFF)
dnnUpfInfolList: # DNN information list for this S-NSSAI
- dnn: internet
pools:

interfaces: # Interface llet-for this UPF
- interfaceType: N3 # the type of the interface (N3 or N9)
endpoints: # : address of this N3/N9 interface on this UPF

networkInstances: #
- internet

Figure 50. Settings for SMF configuration file

The UPF configuration file must define the IP of N3/N9 interface which connects to gNBs as
defined in Figure 51.

& 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [%]111. Free5GC

GNU nano 4.8 /home/ubuntu/freebgc/config/upf
version: 1.0.3
description: UPF initial local configuration

# The listen IP and nodeID of the N4 interface on this UPF (Can't set to 0.0.0.0)
p fcp:

addr: 3 # IP addr for listening

nodelID 8 # External IP or FQDN can be reached

retransTumeout: 1s # retransmission tumeout

maxRetrans: 3 # the max number of retransmission

gtpu:
forwarder: gtp5g
# The IP list of the N3/N9 1
# If there are multiple CUH”ELtLUﬂ,
ifList:
- addr: 10.
type: N3
# name: upf. :Q( nctu.me

# The DNN 1list supported by UPF
dnnL1ist:
- dnn: internet # Data Network Name
ciudr: 1 ).0/24 # Classless Inter-Domain Routing for assigned IPv4 pool of UE
# natifname: etho

Figure 51. Settings for UPF configuration file

4.5.6. UERANSIM: Deployment and installation

To configure UERANSIM first is needed to launch an instance with the following configuration:

. Instance Name: UERANSIM
o Delete Volume on Instance Delete set to YES
J Focal image allocated
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. Flavor: ds1G

. Networks: private allocated
J Security Groups: default

J Key Pair: free5gc

If the instance is successfully running, the connection via SSH should be possible. From an SSH
session it is needed to install the UERANSIM tool and all the required packets. To install
UERANSIM, the following commands must be used:

cd ~

git clone https://github.com/aligungr/UERANSIM
cd UERANSIM

git checkout 3296298

sudo apt update

sudo apt upgrade

YA A A A

In order to build c files, it is necessary to install the packages and libraries shown in the
following commands:

sudo apt install make

sudo apt install g++

sudo apt install libsctp-dev lksctp-tools
sudo apt install iproute2

sudo snap install cmake --classic

Y A B A

To build UERANSIM packages, the following commands will be used:

$ cd ~/UERANSIM
$ make
After the execution, it must be seen a message similar to the one shown in Figure 52.

UERANSIM successfully built.

ubuntu@gnb1:~/UERANSIMS

Figure 52. UERANSIM VM: Build message successful

4.5.7. UERANSIM VMs: gNB configuration

The requirement for 5G System gNBs to work is to have accessibility to the AMF which is
located in free5GC VM (with IP 10.0.0.38). However, it is also demanded to set ‘linklp’, ‘ngaplp’
and ‘gtplp’ with the ip allocated by OpenStack to gNB instance. The result is two configuration
files, one for gNB1 instance (Figure 53) and another for gNB2 instance (Figure 54). These files
can be found in ~/UERANSIM/config/free5gc-gnb.yaml file.
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it 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) 111. Free5GC [%]112. gNB1

GNU nano 4.8 free5gc-gnb. yaml
2 Mobile Country Code value
Mobile Network Code value (2 or 3 digits)

nci: '0x000000010' NR Cell Identity (36-bit)
idLength: 32 NR gNB ID length in bits
Tracking Area Code

# gNB's local IP a ss for Radio Link Simulation (Usually same with local IP)
# gNB's local IP ress for N2 Interface (Usually same with local IP)
# gNB's local IP ess for N3 Interface (Usually same with local IP)

# List of supported S-NSSAIs by this gNB
slic
- sst: Ox1
sd: 0x010203

# Indicates whether or not SCTP stream number errors should be ignored.
ignoreStreamlds: true

Figure 53. gNB1 configuration file: free5gc-gnb.yaml

i 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) 111. FreebGC [%]113. gNB2

freebgc-gnb.yaml

Mobile Country Code value
Mobile Network Code value (2 or 3 digits)

nci: 'Ox000000010° NR Cell Identity (36-bit)
idLength: 32 NR gNB ID length in bits
Tracking Area Code

# gNB's local IP ac ss for Radio Link Simulation (Usually same with local IP)
# gNB's local IP ress for N2 Interface (Usually same with local IP)
# gNB's local TP & ess for N3 Interface (Usually same with local IP)

s information

- sst: Ox1
sd: 0x010203

# Indicates wheth not SCTP stream number errors should be ignored.
1gnoreStreamIds:

Figure 54. gNB2 configuration file: free5gc-gnb.yaml

4.5.8. UERANSIM VMs: UE configuration

The configuration file of UEs can be found at ~/UERANSIM/config/free5gc-ue.yaml and must
be set according to the configuration set in WebConsole subscriber panel. In our case the only
parameters that have been changed are the IMSI number (Figure 55) which identifies the UE
(following the allocation of Table 3), the operator type (Figure 56) to OP (Operator Code) and
the IP of the simulated gNBs to which the UE is going to attach to (Figure 57 and Figure 58).
Note that OPC (Derived Operator Code) is more complex and has been not tested in our
deployment

# IMST number of the UE. IMSTI = [MCC|MNC|MSISDN] (In total 15 digits)

supil: 'ums1-208930000000001'

Figure 55. UE1 IMSI parameter in free5gc-ue.yaml
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# This value specifies the OP type and i1t can be either 'OP' or

opType: 'OP'

Figure 56. opType parameter in free5gc-ue.yaml

gnbSearchL1ist:

# List of gNB IP addr

Figure 58. UE3 and UE4 free5gc-ue.yaml configuration file (gnbSearchList parameter)

4.5.9. Backup System

This solution relies on OpenStack backup solution system which consists of Snapshots. A
Snapshot is a mechanism that allows to create new images from running instances. The way
it works is simple, it saves the main disk of an instance into an image so that later on, it can be
booted as a new instance containing the same data and configuration. To create a Snapshot
go to the instance list panel in Horizon (see Figure 96) and click the Create Snapshot button
which will show the window in Figure 59.

Create Snapshot

Snapshot Name *

Description:

A snapshot is an image which preserves the disk state of
a running instance.

Free5GC_Backug

Cancel Create Snapshot

Figure 59. 5G System: Creation of Free5GC VM backup (Create Snapshot)
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5. Results

In this chapter, we will be performing some tests in order to check how valid this solution is
and whether it guarantees not only the specifications established above in section 3.1 but also
the guidelines described in section 4.2 .

5.1. Physical configuration test

To test the physical architecture described in Figure 17 we will perform two tests:

e Test 1: we will connect to an external network which is out of the UPM network, and
we will try to connect through RDP to demonstrate that the network is not reachable
without connecting to UPM VPN.

e Test 2: We will continue in the same environment set in Test 1 but activating the VPN
service in order to demonstrate if the network can establish RDP connection with
PHYSICAL CLIENT.

In test 1 (Figure 60) we connected to the Wi-Fi [28] with SSID (Service Set Identifier) equal to
‘Pixelcito’ (this Wi-Fi network was created using the Wi-Fi hotspot option on a Pixel 8 phone)
whose network is identified by 192.168.156.0/24. In the command prompt (Figure 60) can be
seen the ‘Wireless LAN adapter Wi-Fi’ interface in which the computer is attached to that
network. This interface has the IPv4 address 192.168.156.93 that does not belong to the UPM
network domain. As can be seen we are not able to connect DESKTOP-AOG6A0Q that is the
hostname of our implemented PHYSICAL CLIENT set in Figure 17.

7 Command Prompt
C:\Users\diver>ipconfig

Windows IP Configuration

Wireless LAN adapter Local Area Connection* 1: L

e Media disconnected Remote Desktop
ion-specific uffix . »¢ Connection

LAN adapter Local Area Connection* 2:
(LT E—

: Media disconnected User name:  DESKTOP-A0G8A0al_]

You will be asked for eredentials when you connect

=/ Shaw Qptions

Pixelcito WX Vertical

)

Mobile hotspat

See details

Ethernet adapter Bluetooth Network Connection:

Media State . . . : Media disconnected
Connection-specific DNS Suffix

C:\Users\diver>

= B Qs Ak 3B -CO AN AR L2 Y o caw g

Figure 60. Test 1: Demonstration of bad connectivity without VPN service
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Moving to the second test where UPMvpn is activated, the network connection is established
with UPM internal network (as can be seen in Figure 61) allowing us to enter the credentials.

@ Windows Security

Enter your credentials

These credentials will be used to connect to |:

Password

DESKTOP-A0G6A0Q{___]

Remember me /
2 > - 4 > @ >

More choices Pixelcito MX Vertical UPMvpn

Airplane mode

Figure 61. Test 2: Login request

Once the credentials are correctly entered, the RDP connection is established allowing us to
SSH the ASUS ESC4000-E10 server as can be seen in Figure 62.

L

B ASUS 4000-E10 (ectics) -

R o @

ackages  Settings  Help

111, FreeSGC B¥ 113 gNB2

B9 112 ghB1 B 115 UE1 B8 116. UE2

ectics-ssh-keys
openstack-ssh-keys
snap

bash_history

Pixelcito MX Vertical UPMvpn

g

Airplane mode

® > D>

)

Accessibility Project Mobile hotspot

D B Qs A 3B-COANMA®IY -~ ow om0

Figure 62. Test 2: Remote connection established with VPN enabled

5.2. Virtualization solution check
5.2.1. Creation of VMs

The creation of VMs is as simple as login into OpenStack Horizon web GUI and going to the
Instances panel (Figure 63).
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S openstack. = seproea ~ & admin +
Projct v
Project | Compute / Instances

API Acosss

Compets . Instances

Overview
Instanca ID =~ Fitter & Launch Instance 1 More Actions =
Oisplaying 7 toms
O Instance Name  Image Name P Address Flavor Key Pair  Status Availability Zone  Task  Power State  Age Actions
Senver Graups o Ue to 100,081, 172.24.4.100, IofE 053:a23 0-816:Sefl fe2bioc1d o freeSge  Active nova None Running 20 hours, 51 mi Create Snapshot | =
Volumes > 7 e focal-server-cloudimg-amded  10.0.0.21, 172.24.4.2, fdf-0053:a23.0-816 Jefifo24.0b58  ds1G freabge  Active nova None Running 20 hours, 63 minules | Create Snapshat | =
Natwork >
o ue focal-server-cloudimg-amd64  10.0.0.48, 172.24.4.174, 1dfBi0e53:a23.0-/816:3afTfed1: 186 freaSgc  Active nova None Running 20 hours, 53 minutes -
Admin >
O UE focal-ssrver-cloudimg-amdd  10.0.0.15, 172.24.4.210, ffise5%:a23.0-16:3ef/204:3708  ce1G freaSge  Active nova Mone Running 20 hours, 54 minutss | Credte Seapshet
Identity >
O N2 focalserver-cloudimg-amd84  10.0.0.30, 172.24.4.43, [df8-0e53:a23-0.816:36 16302650 ds1G froebgz  Active nova None Running  1day Craate Snapshot | =
O anet focal-server-cloudimg-amd6d  10.0.0.6, 172.20.4.75. fdf-eeS3a23:0 1 deftfelc0462 ds1G freegc  Active nova None Running 1 day.3hours Graate Srapshot |+
O Fressa focalserver-cloudimg-amd8d  10.0.0.38, 17224.425, [df8-ee53 a23,018163efleat:Se3b  mimecium freebge  Active nova None Running  1day,23 hours -

Displaying 7 items

Figure 63. VM creation test: Instances before creation

To create the virtual machine, we have to create an instance (refer to Annex 3), as for example
another UE named ‘UE5’.

Project / Compute / Instances

Instances

Instancs ID = = Filter & Launch Instance

Displaying 8 items

O Instance Name Image Name 1P Address Flavor Key Pair  Status Availability Zone Task Power State  Age Actions

a UES - 10.0.0.16, fdf8.ee53:a23:0:1816:3efffe34:04B81 ds1G freeSgc Active nava None Running 0 minutes Create Snapshot =
O UEd focal-server-cloudimg-amdsd  10.0.0.61, 172.24.4.100, fdf8:ee53:a23:01816:3efffe2bect0  dsiG freeSgc  Active nova None Running 20 hours, 58 minutes  Create Snapshot | =
o ues focal-server-cloudimg-amdg4  10.0.0.21, 172.24.4.2, [dfB:ee53:a23:0.1816:3efffe24:eb58 ds1G freeSge  Active nova Nene Running 20 hours, 59 minutes  Create Snapshot
o 2 focal-server-cloudimg-amdB4  10.0.0.48, 172,24.4.174, {dfB:ee53:a23:01816:3effed1:1e6f  ds1G freeSgc Active nova None Running 21 hours Create Snapshot ~ ~
o u focal-server-cloudimg-amd6d  10.0.0.15, 172.24.4.210, fdf8:ee53:a23:04816:3ef-1e94:3799  ds1G freeSgc  Active nava Nene Running 21 hours Create Snapshot =
O anB2 focal-server-cloudimg-amd64  10.0.0.30, 172.24.4.43, Idf:ee53:a23:01816:3effe30:2e5c  ds1G freeSge  Active nova Nene Running 1 day Create Snapshol =
o gnet focal-server-cloudimg-amd64  10.0.0.6, 172.24.4.75, fdfB:ee53:a23:01816:3eftfefcB462  dsiG fresSgc  Active nova None Running 1 day, 3 hours Create Snapshol | ~
a F focal-server-cloudimg-amd64  10.0.0.38, 172.24.4.25, fdfB:ee53:a23:01816:3efffead:5e3b  mi medium freeSgc  Active nova None  Running 1 day, 23 hours Create Snapshot | +

Displaying 8 items

Figure 64. VM creation test: Instances after creation

As can be seen in Figure 64, the UE5 instance appears in the list of instances with the status
of Active, which means that the VM has been created successfully.

5.2.2. Modification of VMs

This test is made to prove that the VM already created, has the ability to be modified. In the
OpenStack instances panel can be observed that there is an action panel in which there are
some options available (see Figure 65).
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Actions

Create Snapshot E‘

Associate Floating IP
! Attach Interface ‘
Detach Interface

Edit Instance ‘
Attach Volume

Detach Volume ‘
Update Metadata

Edit Security Groups ‘
Edit Port Security Groups
Console ‘
View Log ‘
Rescue Instance

Pause Instance ‘
Suspend Instance

Shelve Instance

Resize Instance

Lock Instance

Soft Reboot Instance

Hard Reboot Instance

Shut Off Instance

Rebuild Instance

Delete Instance

Figure 65. VM actions panel when instance is running

In the VM UES5 that has been created above in section 5.2.1 we proceed with the edition of
the instance by clicking ‘Edit Instance’ button, because the machine is active the configuration
options may be less than expected but the name is going to be modified to ‘UE5_modified’
(see Figure 66).

Edit Instance

Security Groups

N *
ame Edit the instance details.

UES_modified

Description

Cancel Save

Figure 66. VM Modification test: Edit instance panel when instance is running
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As we can see in Figure 67 the edition option has been executed correctly.

Instances

Displaying 8 items

O  Instance Name Image Name IP Address

a E5 modified - 10.0.0.18, fdf8:e53:a23:0:4816: 3sfffe34:0481

Instance ID =+ Filter

& Launch Instance

Flavor Key Pair  Status Availability Zone  Task  Power State  Age Actions

freeSgc  Active nova None  Running 29 minutes Create Snapshot =

Figure 67. VM Modification test: Instance modified while running

Now we proceed to shut down the instance to see whether the Actions panel shows. As we
can see in Figure 68 there are less modification options than if the instance is working.

Power State

Shut Down

Running

Running

Running

Running

Running

Running

Running

Figure 68. VM actions panel when instance is not running

Age

32 minutes

21 hours, 30 r

21 hours, 31 r

21 hours, 32 r

21 hours, 32 r

1 day, 1 hour

1 day, 4 hours

1 day, 23 hout

Actions

Start Instance | = ‘

Create Snapshot
Associate Floating IP
Attach Interface
Detach Interface

Edit Instance

Update Metadata
Edit Port Security Groups
Shelve Instance
Resize Instance

Lock Instance

Hard Reboot Instance
Rebuild Instance

Delete Instance

When we click on ‘Edit Instance’ button we notice that we have the same options as in Figure

66.

A conclusion for this test, is that the virtualization solution provides some modification options

as for example:

e Attach/Detach network interfaces

e [nstance name

e Security groups for instance

e Security groups for ports

e Resize instances

e Attach/Detach volumes to the instance
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5.2.3. Deletion of VMs

To remove the instance created in section 5.2.1 we must click in ‘Delete Instance’ button in
the Actions panel shown in Figure 68. Once it is clicked, it starts the deletion process shown
in Figure 69.

Instance ID = = Filter & Launch Instance
Displaying 8 items
Instance, image Name IP Address Flavor Hoy: Status Avallsbiky Task Tower Age Actions
Name Pair Zone State
o 1 freeSgc  Shutoff nova N ShutDown 1 hour, 2 minutes Starl Instance | =
Deleting

Figure 69. VM Deletion test: UE5_modified instance in deletion process

Once the process of deletion has finished, the instance no longer appears in the instance list
panel shown in Figure 70.

Project { Compute / Instances

Instances
Instance ID =~ Filter & Launch Instance

Displaying 7 items
] Instance Name  Image Name IP Address Flavor Key Pair  Status Availability Zone Task Power State Age Actions
o UE: focal-sarver-cloudimg-amd6d  10.0.0.61, 172.24.4.100, fdf8:ee53:a23:0:f816:3aff fa2b eci0 freeSgc Active nova None  Running 22 hours Croate Snapshot =
a JE3 focal-server-cloudimg-amdé4  10.0.0.21, 172.24.4.2, fdf8:ee53:a23:0:/816:3eff fe24.2058 freeSge Active nova None  Running 22 hours, 1 minute Croata Snapshor
a JEZ focal-server-cloudimg-amd64  10.0.0.48, 172.24.4.174, fdf8:2e53:a23:0:f816:3eff fed1:1e6f freeSgc Active nova None  Running 22 hours, 2 minutes Create Snapshot =
o UE1 focal-server-cloudimg-amd6d  10.0.0.15, 172.24.4 210, fdf8:ee53:a23:0:f816:3aff fad4:3709 freeSgc Acti nova None  Running 22 hours, 2 minutes Create Snapshot =
) JNB2 focal-sarver-cloudimg-amd6d  10.0.0.30, 172.24.4 43, fdf8:ea53:a23:0:f816:3aff fa30:2e5¢ freeSgc Activa nova None  Running 1 day, 1 hour Create Snapshot =
a NB1 focal-server-cloudimg-amd64  10.0.0.6, 172.24.4.75, fdf8:ea53:a23:0-/816:3aff fafc 6462 freeSgc Acti nova None  Running 1 day, 4 hours
O FreeSG focal-server-cloudimg-amd64  10.0.0.38, 172.24.4.25, fdf8:ee53:a23:0:/816:3eff fead:5e3b freebge  Active nova None  Running 2 days

Figure 70: VM Deletion test: Instance list after deletion process finishes

From the previously seen, we can conclude that this test has yielded successful results.

5.3. Free5GC Testing

To test the 5G System implementation, the UEs must have internet connection by establishing
a tunnel to the 10.60.0.0/24 network which is the one that attaches it to its serving gNodeB
andindirectly gives it access to the SMF (refer to Figure 22). To perform this test, it is necessary
to run Free5GC by running the run.sh script contained in the free5gc folder. After that, we will
run the run_webconsole.sh script which is in the same folder. This last execution must show
the messages ‘Listening and serving HTTP on 0.0.0.0:5000’ and ‘Webconsole-AF Registration
to NRF success’ as shown in Figure 71 which indicates that Webconsole is up and running.
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2024-07-09T12:56:57.476319425Z WEBUI][Init] Create tenant: admin

2024-07-09T12:56:57.476729070Z [ INF v [][Init] Create user: admin

2024-07-09T12:56:57.482272062Z [ INF W Main] OAuth2 setting receive from NRF:

2024-07-09T12:56:57.482392927Z [ INF WEE Init] Webconsole-AF Registration to NRF s

2024-07-09T12:56:57.808844149Z [ INF( I onsum GetTokenCtx: NRF nnrf-disc

2024-07-09T1 .8150217032 ) I ons GetTokenCtx: NRF nnrf-disc

2024-07-09T12:56:57.820231553Z (W I][Billur g] conf map[basePath:/tmp/webconsole cert:cert/chf.pem key:cert/chf.key]

2024-07-09T12:56:57.820379153Z [ INF WEBUT ][ nglog] Billing server Start

[GIN-debug] [WARNING] You trusted all proxies, this is NOT safe. W mmend you to set a value.
Please check https://pkg.go.dev/github.com/gu c/gin#readme- st-all-proxies for details.
[GIN-debug] Listening and serving HTTP on 0.0 000

2024-07-09T12:56:57.820558234Z [ INF iddress: 127 1:21

2024-07-09T12:56:57.820664707Z [ IN

Listening...

Figure 71. Successful execution of run_webconsole.sh

In WebConsole itis needed to register the UEs in order to provide them with the hired services
and also give them permissions to be allowed in the network. To do this, it is necessary to go
to the Free5GC VM console (shown in Figure 72) inside the OpenStack instance list panel.

3 openstack. = soprojects - & simin -

Project v
Project | Computs

e« Free5GC

O

()

Ubuntu

Figure 72. Entering WebConsole in OpenStack

Entering the password ‘5gcore’, will automatically redirect to the Free5GC WebConsole URL
(Uniform Resource Locator) and will request the credentials as shown in Figure 73. The
credentials for the WebConsole are the following:

e User:admin
e Password: free5gc
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Activities ) Firef

$~ (Gl B rreesccweb console xS

« (¢} O 8 100038 o ® @ 8 =

Pfreellaq
i |

OPOAN

SIGN IN

Figure 73. Webconsole login page

We must create four Subscribers in order to register UE1, UE2, UE3 and UE4 as clients. The
only parameter that must be changed is the IMSI that must follow the UE-IMSI mapping found

in Table 3.

Activities © Firefox Web Browser Jul9 14:33

*‘ B free5GC web Console

C O 8 o+ 10.0.0.38

SUBSCRIBER

il REALTIME STATUS

<
@
=

S 20893 imsi-208930000000001 DELETE VIEW

Os TENANT AND USER

-

20893 imsi-208930000000002 DELETE VIEW

$  UECHARGING

@ (J  SUBSCRIBERS PLMN UE ID Delete
2

20893 imsi-208930000000003 DELETE VIEW

20893 imsi-208930000000004 DELETE VIEW

CREATE

Figure 74. Webconsole capture of registered 5G Subscribers

56



Results

As can be seen in Figure 74, the four UEs deployed are registered and should have access to

the corresponding 5G services. Now we can continue with the test by initiating the gNB1 and

gNB2.

ubuntu@gnbl:

~/UERANSIM$ ./inicio gNB.sh

UERANSIM v3.2
[2024-07-09
[2024-07-09
[2024-07-09
[2024-07-09

[
[2024-07-09

:05.500] [sctp
05.503] [sctp

] ] Trying to establish SCTP connection...
J
.503] [sctp]
]
]
]

] SCTP connection established (10.0.0.38:
debug] SCTP association setup ascld[4]
debug] Sending NG Setup Request
iebug] NG Setup Response received

] NG Setup procedure 1is successful

.503] [ngap
.505] [ngap
.505] [ngap

112. gNB1

ubuntu@gnb2:
UERANSIM v3.

[2024-07-09
[2024-07-09
[2024-07-09
[2024-07-09
[2024-07-09
[2024-07-09

~/UERANSIM$ ./1inlclo_gNB.sh
2.6

13:12:47.970]
13:12:47.973]
13:12:47.973]
13:12:47.973]
13:12:47.974]
13:12:47.974]

] Trying to establish SCTP connection...
] SCTP connection established (10.0.0.38:
1] SCTP association setup ascId[4]
ug] Sending NG Setup Request
debug] NG Setup Response received
] NG Setup procedure 1is successful

113. gNB2

Figure 75. Successful execution of inicio_gNB.sh script in gNB1 and gNB2

In Figure 75 the gNBs establish an SCTP (Stream Control Transmission Protocol) connection

with AMF, which means that they can share messages between each other. After that, the UEs

can connect to the network.

[1014 07-10 09

0 09

0 09

0 09

0 09

4-07-10 09

[2024-07-10 09
SERVICE]

[2024-07-16 09

4-07-10 09

4-07-10 09

4-07-10 09:

cateqory[M6 clq]

4-07-10 09
24-07-10 09

[2024-07-10 09:

.739] [rre] [
.739] [nas] [
.778] [nas] [
.794] [nas] [
.795] [nas] [
.902] [nas] [
.902] [nas] [

.902] [nas]

.902] [nas]
907] [nas]

6] [nas]
18] [nas]
[nas]

[app]

esimtuno,

[debug] Sending Registration Complete

] UE switches to state [RI

] UE switches to state

g] Authentication Request le(elved
bug] Security Mode Command received
bug] ﬁele(ted integrity[2] ciphering[e]

.369] [rrc] [
.369] [nas]
.403] [nas]
.427] [nas]
.427] [nas]
.525] [nas]
.525] [nas] [

] UE switches to state [ INNECTED Jad
] UE switches to state [ INECTED ]
ug] Authentication Request received
ug] Security Mode Command received
ug] Selected integrity[2] c ring[0]
ug] Registration accept received
1 UE switches to state |[MM-REGISTE

ONNE\TED] ~
CTI

itches to state |[MM-REGISTERED/
[debug] Sending Registration Complete
Initial Re ration is successful
1] Sending PDU Session Ectahl\chment
ug] UAC access attempt is allowed fo

Initial Registration is successful
g] Sending PDU Session Establishment R

cateqory[MO ch] )
-07-10 09: 7.

ebug] Configuration Update Command receiv

d ebug] Configuration Update Command receti
Session Establishment Accept re

j] PDU Session Establishment Accept r
PDU Session establishment is succes

ection setup for PDU ses
is up.

N 116.

.501] [nas]
.502] [nas]
521] [nas]
4.521] [nas]

:24.521] [nas]

.521] [nas]
.521] [nas]

879] [app] [

rface[uesimtun®, 10.¢

119. UE3

.732] [nas]
.732] [nas]
.752] [nas]
.752] [nas] [

d received
Y ciphering
]‘ ration accept received
1 UE switches to state [MM-REGISTERED

u gistration accept received
1 UE switches to state [MM-REGISTERED/

stration C
istration is
Sending PDU Session Esta

.752] [nas]
.752] [nas]
.752] [nas]

gistration Compl
ration is s
Session Establis

Lishment R

UAC access attempt is allo for 1 C access attempt is al

onfiguration Update Command receiv ] Configuration Update Command recei

PDU Session Establishment Accept re .085] [nas] [debug] PDU Session Establishment Accept r

] PDU Session establishment is 7.090] [nas] [ ] PDU Session establishment is
] (onne(t\on setup for PDU session

2:37.105] [app] [ 1 (onne(t\on setup for PDU session
5] is up. )

ul, TUN interface[uesimtun@, is up.

120. UE4

Figure 76. Successful execution of inicio_UE.sh script in UE1, UE2, UE3 and UE4
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In Figure 76, it can be observed that the tunnel interface ‘vesimtun( is up with an IP in the
10.60.0.1-10.0.0.254 range. This means that we have established the corresponding tunnel
between UE-gNB-UPF-AMF in order to provide the UEs with internet connection. In Figure 77
can be observed the ping tests that have been made to different internet domains

(google.com, facebook.com, Instagram.com and youtube.com), proving that each UE is

provided with internet connection over 5G service.

ubuntu@uel:~$% ping - -I uesimtun@ facebook.com

PING facebook.com (1 0] 10 .0.1 uesimtun®: 56(84) by
tes of data.

64 bytes from edge-star-mini-shv-01-mad2.facebook.com
: ilcmp_seq=1 tt1=43 time=5.38 ms

64 bytes from edge-star-mini-shv-01-mad2.facebook.com
: lcmp_seq=2 ttl=43 time=4.03 ms

64 bytes from edge-star-mini-shv-01-mad2.facebook.com
: icmp_seq=3 ttl=43 time=3.56 ms

64 bytes from edge-star-mini-shv-01-mad2.facebook.com
: lcmp_seq=4 tt1=43 time=3.47 ms

--- facebook.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 3.468/4.108/5.380/0.764 ms
ubuntu@uel:~%

121. UE1_session2

ubuntu@ue2:~$ ping -c4 -I uesimtun® instagram.com
PING instagram.com ( 174) from 10. .2 uesimtun®: 56(84)
bytes of data.

64 bytes from instagram-p42-shv-01-mad2.fbcdn.net (

icmp_seq=1 tt1=43 time=4.32 ms

64 bytes from instagram-p42-shv-01-mad2.fbcdn.net (

icmp_seq=2 ttl=43 time=4.07 ms

64 bytes from instagram-p42-shv-01-mad2.fbcdn.net (15

icmp_seq=3 ttl=43 time=3.43 ms

64 bytes from instagram-p42-shv-01-mad2.fbcdn.net (

icmp_seq=4 tt1=43 time=3.30 ms

--- instagram.com ping statistics ---

4 packets transmitted, 4 received, ©% packet loss, time 3004ms
rtt min/avg/max/mdev = 3.300/3.779/4.315/0.425 ms
ubuntu@ue2:~%

122. UE2_session2

ubuntu@ue3:~$ ping -c4 -I uesimtun@ youtube.com

PING youtube.com (142.2 85.14) from 10.60 5 uesimtun®
: 56(84) bytes of data.

64 bytes from mad41s11-in-f14.1e100.net (142. .14):
icmp_seq=1 ttl=105 time=4.30 ms

64 bytes from mad41s11-in-f14.1e100.net (142. .14):
icmp_seq=2 ttl=105 time=3.74 ms

64 bytes from mad41s11-in-f14.1e100.net (142.2 .14):

icmp_seq=3 ttl=105 time=3.19 ms
64 bytes from mad41sl1l-in-f14.1e100.net (142.2 .14):
icmp_seq=4 ttl=105 time=3.17 ms

--- youtube.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 30
05ms

rtt min/avg/max/mdev = 3.167/3.597/4.298/0.464 ms

123. UE3_session2

ubuntu@ued:~$ ping -c4 -I uesimtun® google.com
PING google.com (142.2 ).78) from 10.60.0.6 uesimtun®
: 56(84) bytes of data.

64 bytes from mad®7s24-in-f14.1e100.net (142.
icmp_seq=1 ttl=105 time=3.44 ms

64 bytes from mad07s24-1in-f14.1e100.net (142.
icmp_seq=2 ttl=105 time=3.21 ms

64 bytes from mad®7s24-in-f14.1e100.net (142.
icmp_seq=3 ttl=105 time=3.43 ms

64 bytes from mad07s24-in-f14.1e100.net (142.
icmp_seq=4 ttl=105 time=3.13 ms

--- google.com ping statistics ---
4 packets transmitted, 4 received,
005ms

rtt min/avg/max/mdev = 3.125/3.300/3.443/0.137 ms

% packet loss, time 3

124. UE4_session2

Figure 77. UEs internet connection test through GTP tunnel interface

As has been demonstrated, the 5G System described in this project works as expected

providing 5G services to UEs through the OpenStack virtualization service.
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6. Budget

This 5G core project has stuck to the following budget established the 12t of June 2024:

Table 4. Budget breakdown

Concept Reference Price
ASUS ESC4000-E10 (ESCA000-E10) [29] 5,537.92€
Ethernet cable set [30] 9.89€
Crossover cable [31] 10.95€
Mini PC (Server Client) [32] 765.83€
Monitor (Server Client Monitor) [33] 88.99€
Salary of Junior Engineer with 340 working hours [34] 5312.50€
Total amount: 6.413,58€

It basically comprises both the equipment and the work time of the engineer. Regarding the
equipment, it includes the server in which the virtualization system has been established
together with the 5G emulation network, the server client equipment through which the
server has been configured and accessed remotely, and the cables to connect internally server
and client. With respect to the work time, it sums up to 340 hours, as was stated in the project
plan, being the cost of one hour equal to 15.625 euros. This amount was calculated
considering the salary of a Telecommunication Junior Engineer as 24.000€ per year (as per
reference [9]) and that the working hours is set as full time (8 hours per day) without taking
into account weekends.
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7. Project impact

The virtualized 5G System solution proposed in this project could have a powerful impact in
different areas (depicted in Figure 78), as for instance the quality of education in regard with
5G Systems, as it is difficult to deploy complete 5G solutions in a non-enterprise environment
without spending lots of money. This solution could provide accessibility and affordability to
5G systems, contributing to the SDG (Sustainable Development Goals) 4 [35] (Quality
education) and 10 [36] (Reduced inequalities).

Another field in which this project could be beneficial is the creation of new 5G Infrastructures
(contributes to the SDG 9 [37]) as this platform impulses innovation for being an easy and
quick tool to deploy 5G Systems. In this regard, this project is unique and could be marked as
a reference model for the deployment of new types of solutions in mobile network
communications here in Spain or abroad.

Finally, it is important to mention that virtualization solutions for 5G systems offer a green
impact in test environments, as it is not necessary to have real gNBs running and consuming
energy for testing 5GC networks. Simulation of 5G Systems is a good manner in which to
reduce the CO; footprint while contributing to achieve the SDG goal 13 [38] (Climate action).

INDUSTRY, INNOVATION 1 REDUCED QUALITY
AND INFRASTRUCTURE INEQUALITIES EDUCATION

A

13 foon

(=)

v

Figure 78. Project contribution for SDG goals (images from [39])
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8. Conclusions and future works

In this chapter, we will see the final conclusions and recommendations for future works
regarding this project.

8.1. Conclusions

This project started by defining the scope and requirements for the deployment of a 5G
virtualized solution while performing the optimal configuration of the physical network.

While the physical configuration was in process, the research to find solutions started. This
ends with the implementation of OpenStack as the desired solution to the problem. Although
it was hard to understand how to deploy this tool, the goal was achieved with DevStack.

Once OpenStack was ready to work the first problem was that the VMs that had been created
previously using Virtual Box were not compatible with Open Stack as it needed a cloud OS
image instead. To solve this problem, it was decided to create the 5G System from a ready-to-
use Ubuntu Cloud image which could not be accessed via Horizon console panel, as the
password was randomized.

After further investigation, it was discovered that instances should be accessed via SSH from
the external network. Once the goal was achieved and the instances could be accessed, the
next step was to deploy 5GC and provide the proper functionality, which in fact was the easiest
part.

Free5GC was configured, and then the UERANSIM VMs that were just snapshots of the same
configured machine with some changes in the configuration. This demonstrates that the
manageability of OpenStack is beyond the initial expectations.

As a conclusion, it is remarkable that even though the learning curve for performing this
project is high, the results in general have been very satisfactory, not only because this can be
extremely useful and cheap solution for small operators or research centers (among others)
but also due to that it provides powerful technological tools for managing the upcoming future
network designs, such as 6G Mobile Networks. For these reasons, this project could be
considered a complete success in the field of global telecommunications engineering.

8.2. Future works

This project could be improved in different ways. The following is a summary of the most
important items that should be considered as future works.

Physical Deployment:

e Following the model architecture from Figure 17, the PHYSICAL CLIENT must be always
powered on in order to work with EXTERNAL CLIENT, this method wastes energy
unnecessarily when REMOTE CLIENT is not using the RDP connection. Maybe a better
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option is to set Wake on LAN (Local Area Network) system to power on the PHYSICAL
CLIENT only when the EXTERNAL CLIENT is trying to access to it.

Following the reference [40] from OpenStack documentation, we can set the Asus
server Link Local 2 interface from Figure 17 to provide external (from Asus server)
access to the OpenStack network which could be helpful for developing new future
network services that need to reach OpenStack VMs without being physically
connected to ASUS ESC4000-E10 server

OpenStack Deployment:

After ASUS ESC4000-E10 reboots, the OpenStack cloud on some occasions loses
connectivity and some components fail, unless br-ex interface has the proper IP. We
consider that it could be worth to try using Ansible to deploy a full version of OpenStack
or RHEL (Red Hat Enterprise Linux)/CentOS with Packstack as shown in the course of
reference [41].

5G System:

64

Following the Free5GC documentation in [42], it could be convenient to establish an
NFV MANO (Management & Orchestration) Architecture using OpenStack and Tacker
to offer management and orchestration services to our 5GC.

Configure 5GC to allow physical UEs (e.g. 5G Smartphone) and gNBs (SDRs as well-
known as Software-defined radios).

Test mobility procedures like attach, detach and handover with virtual or physical gNBs
and UEs and try to capture 5G mobility management messages defined in [43] with
Wireshark or similar traffic sniffer.
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Annexes

Annex 1. Access server dashboard

To access the server dashboard it is necessary to connect to PHYSICAL CLIENT which is a
Windows machine. Once logged in this machine open a web browser and open and enter the
following URL: https://192.168.1.2/

After accessing this web, the login page will be shown (see Figure 79).

@ O (3 AsmB10-ikvM x s = o X
& C (O Nosequro | hitps//192.168.1.2 G 0 = @ B 2O

ASMB10-iKVM

Figure 79. Screenshot of ASUS ASMB10-iKVM login webpage

Enter the credentials and when the “Sign me in” button has been clicked it automatically
redirects to Asus ASMB10-iKVM dashboard (see Figure 80) in which shows the status of the
server in real time and lots of parameters can be configured, as for instance the speed of fans,
network interfaces, etc.

This dashboard has unique special features that allow BIOS control remotely. This will require
the same credentials used to enter in previous login page (Figure 79).

A

4 \
‘-‘lnwnrunll'
Bevents

y/

Figure 80. Screenshot of ASUS ASMB10-iKVM dashboard
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Annex 2. Server configuration

To configure ASUS ESC4000-E10 server, first it is needed to install the operating system, in this
case we proceed to create a bootable USB (Universal Serial Bus) through the .iso file
downloaded from [44]. This iso file contains the image of Ubuntu Server 22.04.4 LTS (Jammy
Jellyfish) which will be flashed into an USB device via BalenaEtcher app [45]. Once we have
the USB ready, it is needed to enter the BIOS settings and change boot options to boot the
operating system with the bootable USB device created previously.

Once the key and language settings have been configured, it is time to set a fixed IP for the
server and provide internet access. This is made through the configuration of both the default
gateway IP address and at least one DNS IP address (as seen in Figure 81).

Figure 81. ASUS ESC4000-E10: Ubuntu Server network configuration

After setting the IP address it is necessary to set the storage configuration (see the details in
Figure 82 and Figure 83). This is important because OpenStack will use LVM (Logical Volume
Manager) volumes to find out the storage available on the host machine. Due to that, we have
set the following LVM volume groups Iv-0 and ubuntu-lv, the first one is for hosting OpenStack
and the second one is created automatically by the installer to handle the ASUS ESC4000-E10
Operating System, in our case Ubuntu LTS 22.04 (Jammy Jellyfish).
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new, to be formatted as mounte
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of LWM wolum up local d
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Figure 83. ASUS ESC4000-E10: Ubuntu Server storage configuration (Part 2)

Once partitions and volumes are set, then it is needed to set the name server, the username
and password.

The credentials for the ectics user are set in Figure 84.
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U will in to the system. You can configu
d 6L [ do

ectics

ectics-server

ectics

ook

Figure 84. ASUS ESC4000-E10: Ubuntu Server credentials configuration

The last step is to set the SSH server (as shown in Figure 85) in order to provide conectivity
with the SSH clients used in this project.

2 to install the Op Br [ to enable Ire remaote ac to your s

[¥] 1Install Op

identity: [ Mo

Figure 85. ASUS ESC4000-E10: Ubuntu Server SSH server configuration
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Annex 3. How to launch instances in OpenStack

A.1 Launch instance guide

As an initial step towards launching an instance in the OpenStack Horizon web, it is needed to
download a pre-prepared cloud image [46] or build a custom image [47].

Once the image is ready, the next move is to enter the OpenStack login page (shown in Figure
86) in PHYSICAL CLIENT by following the next link on any web browser:

http://10.49.27.151/dashboard

In this login page we must write the following credentials:
User: admin

Password: OpenStack33

D M = ux Launc Openc| % 3inst]| () Go-G|[*| Down| [ Ubunt| + - o oS
| € © A Noseguro | 104927.151/dashboard a A v &M 1= % o D
\J¢
L 4
— a
H B

o= i
[+
openstack. -
&
Login w

User Name
i

Password

®

Figure 86. OpenStack GUI: login page

To launch an instance, it is necessary to see the list of available images in Project > Compute
> Images (if there are no images refer to section 4.5.1). Figure 87 shows four instances that
can be launched.
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= openstack. = screct - & admin =

Project v
Project / Compute / Images

. Images

Overview
Q. | Click here for fiters or ull text searct x | *Create image | ]
Instances
REaMA
o P u] Owner Name = Type Status Visibility Protected Disk Format Size
Server Groups O » 5CGProject! bionic-server-cloudimg-amde4 Image Active Private No acowz 386,68 MB Launch | =
Volumes > O > admin d x86_64-disk Image Active Public No acowz 2044 M8 Launch | =
Metwork >
O » 5GProjectl focal-se loudimg-amd6s Image Active Shared No acowz 596,68 MB Launch | =
Admin »
O 3 5GProjectt nable-server cloudimg-amd6a Image Active Shared No acow2 658 66 MB Launch | =
Identity >

Displaying 4 items

Figure 87. OpenStack GUI: Image dashboard

Clicking on noble-server-cloudimg-amd64 ‘Launch’ button, the launch instance (Details)
window will appear (this is represented in Figure 88). In this window we will write the instance
name and click the ‘Next’ button to continue with the process in the Source settings shown in
Figure 89, where preferably must be set the ‘Delete Volume on Instance Delete’ parameter to
Yes in order to avoid lack of storage issues later. In this section, can be set the image that will
be allocated to the instance and whether to run it both from a volume and from an image.
Volumes in our case have presented some issues, so we will be using Images.

Launch Instance

Detall Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance
etails
count. Increase the Count to create multiple instances with the same settings.

Source Project Name Total Instances
. (10 Max)
5GProject1
Flavor * .
Instance Name * 20%
Networks *
freeSgc
Network Ports
Description B 1 Current Usage
1 Added
Security Groups 8 Remaining
Key Pair Availability Zone
nova v
Configuration
Count”*
Server Groups
1
Scheduler Hints
Metadata
% Cancel < Back Next >

Figure 88. OpenStack GUI: Launch instance - Details

76



Annexes

Launch Instance

Details

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Instance source is the template used to create an instance. You can use an image, a snapshot of an instance (image
snapshot), a velume or a volume snapshot (if enabled). You can also choose to use persistent storage by creating a

new volume.

Select Boot Source
Image
Volume Size (GB) *

25

Allocated

Displaying 1 item

Name
> noble-server-cloudimg-amdé4
Displaying 1 item

w Available

Updated

6/19/24 2:46 PM

Q, | Click here for filters or full text search.

Displaying 2 items

Name

> bionic-server-cloudimg-amdé4

> cirros-0.6.2-x86_64-disk

Displaying 2 items

Updated

6/18/24 8:52 PM

6/17/24 1:37 PM

Create New Volume

s

Yes No

Delete Volume on Instance Delete

Yes = No

Size

558.56 MB

Size
386.88 MB

20.44 MB

<Back

Figure 89. OpenStack GUI: Instance configuration - Source

Format

Qcowz

Format

Qcow2

Qcowz

Next >

Visibility
Shared +
Select one
x
Visibility
Private 4
Public +

@ Launch Instance
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By clicking ‘next’ button again we will move forward to the flavor section (depicted in Figure
90) in which we must allocate one of the following set of resources to the instance.

Launch Instance
Details Flavars manage the sizing for the compute, memory and storage capacity of the instance. e
Allocated
Source Displaying 1 item
_ Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public

Networks ® > mixiarge 8 16 GB 160 GB 160 GB 0GB Yes +

Network Ports Displaying 1 item

Security Groups w Available Selecl one

Key Pair Q, | Click here for filters or full text search. x

Configuration Displaying 11 items

Server Groups Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public

Scheduler Hints > m1.nano 1 1286MB  1GB 1GB 0GB Yes +

Metadata 2> m1.micro 1 192MB 1GB 1GB 0GB Yes 4
2 cirmos256 1 256 MB  1GB 1GB 0GB Yes +
> mitiny i 512MB  1GB 1GB 0GB Yes g
> ds512M 1 512MB 5GB 5GB 0GB Yes +
> ds1G 1 1GB 10GB 10 GB 0GB Yes >
> mismall 1 2GB 20 GB 20 GB 0GB Yes ™
¥ ds2G 2 2GB 10 GB 10GB 0GB Yes +*
> mimedium 2 4GB 40 GB 40 GB 0GB Yes +
> dsdG 4 4GB 20 GB 20 GB 0GB Yes +
> millarge 4 8GB 80 GB 80 GB 0GB Yes +
Displaying 11 items

% Cancel <Back Next »

Figure 90. OpenStack GUI: Instance configuration — Caption

Following the same procedure of clicking the ‘next’ button we will see the Networks section
(Figure 91) in which we could allocate the instance into one or more private networks. This
will create automatically a VNIC (Virtual Network Interface Card) with a random IP address in
the range established in the pool address set in Figure 37 for that specific network.
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N
Launch Instance
Detail Networks provide the communication channels for instances in the cloud. You can select ports instead of networks or
elans a mix of both.

Source w Allocated

Displaying 1 item
Flavor

Network Subnets Associated Shared Admin State Status
i i
> private ipv6-private-subnet No Up Active v
private-subnet

Network Ports

Displaying 1 item
Security Groups
Key Pair Vv Available Select one or more

. Q | Click here for filters or full text search. x

Configuration

Displaying 1 item
Server Groups

Network Subnets Associated Shared Admin State Status

Scheduler Hints

> shared shared-subnet Yes Up Active +
Metadata

Displaying 1 item
% Cancel < Back Next > & Launch Instance

|

Figure 91. OpenStack GUI: Instance configuration - Networks

The next step is setting the security group for the instance (Figure 92), this is useful in order
to allow or deny some traffic like DNS, ICMP, HTTP, etc.

Launch Instance

Details

Source

Flavor

Networks

Network Ports

Key Pair

Configuration

Server Groups

Scheduler Hints

Meladata

% Cancel

Select the security groups to launch the instance in.

w Allocated
Displaying 1 item

Name

> default

Displaying 1 item

w Available

Q, Click here for filters or full text search.

Displaying 0 items

Name

Displaying 0 items

Description

Default security group

Description

No items to display.

<Back

Select one or more

Next > & Launch Instance

Figure 92. OpenStack GUI: Instance configuration - Security Groups
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To allow the machines to be accessible via SSH a Key Pair must be created. In Figure 93 is
shown the private key to access the VMs we will be using. We must copy it and create a
free5gc.key file in which we will paste the content. This process will be performed in ASUS
ESC4000-E10 server which is the SSH gateway that we will be using to access the instances.

Create Key Pair

Key Pairs are how you login to your instance after it is launched. Choose a key pair name you will recognize. Names may
only include alphanumeric characters, spaces, or dashes.

Key Pair Name *

freeebgc
Key Type"

S5H Key o

Private Key

——BEGIN RSA PRIVATE KEY-—-
MIIEowlBAAKCAQEAOLxG/cZaPETzcosgixzrgQPn5RsPIMULINC 1xM7TMBvVkwSW
gQIZKOLX31JsLypd3Z 1XxHxKiTFBSHR5+cMD1cfORX 1iTTNOaNbdt3 3wVRxIz 1D+
SHzpgtSvdjkgpOB8e2abviV3+/5Jq8 +HERgLUXdakWOUHOLCIitBeVMnFWT 4w 1kfi +
T2Ymy9yrIFFogd9pHDSMZR2DjAxWTOLS6I1 pUcyGyybz 7 JEwipnUjmxXM+AFOWWV4
XwKhEp6YmQnHTPjMa50qQcxjADZ2fCHmM200y 1bCouum1030GhELOFW+KCE6GI13PVH
KGGAvxQ+rlylgaODEJmYUBCwpCbhqifCs3TRIM4QIDAQABAIBABIY drHXZ6icgTtj
n+Q7mrwQ/ABPYoQBu7alPSONMhPEg+GEtoRTpARONpRO0AWsyQpAMKfoB3a3f9xU
UuzhB+sSDMIp7 AZKHjOHLMzBVIaEmBPiGEtP0zcOAIIsNGOIcGLOvWKV]jlo3)Z6
EIBMTp7yHHKXJIkafDIQcBW+EJAUNPR4AUpgVyfogNYW/Ve/TF\We+/BO6D6b/grE1
il0SBjREePmotiNxCk/SakdVrbCBlolm1juEAhigF9469actHr5e9JX3ZTSFaoe./
g+oy2YISVIYHokAgSQYY9dXjinMBQKDIOD/DsrTx+ZgZW+20jEsSUKbTPaKecySlo
PCUpNgsCgYEASMOwWWEnT7vFGLE46g/zsRJ3hFTJilOcadlkMNcR30DUpMNjURVpP1E
ZvCszJvmIxrREAmve TTNOHrakStYHU1GVPSf2dh62 CaichjdetMopbLocpwd+cE b4
BY6JTgaSjnudTL5CJdmTgBxFZmZrUOmAXbCtBd01a1N5LE6S66xIXBCgYEASYew

o e o o o = “

Create Keypair Copy Private Key to Clipboard m

Figure 93. Key Pair creation for SSH

»

Once the Key Pair is created, we must allocate it to the instance as can be seen in Figure 94.
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Launch Instance

Details

Source

Flavor

Networks

Network Ports

Security Groups

Configuratior

x Cancel

A key pair allows you to SSH into your newly created instance. You may select an existing key pair, import a key
pair, or generate a new key pair.
=+ Create Key Pair & Import Key Pair

Allocated

Displaying 1 item

Name Type
» freebSgc X509 +
Displaying 1 item
w Available Salectona
Q  Click here for filters or full text search x
Displaying 2 items
Name Type
> ciros ssh +
? ubuntu ssh 4

Displaying 2 items

<Back

Next> @ Launch Instance

Figure 94. OpenStack GUI: Instance configuration - Key Pair

There are some additional steps configurations but will not be covered in this annex. To launch

the instance, we must click ‘Launch Instance’ button (in Figure 94) which will start the creation
process. If the instance creation process succeeded, it will be shown in the Instance panel

dashboard with the ‘Status’ property set as Active (as can be seen in Figure 95).

T openstack. @ scpoject -

Project

Compute

v

Project / Compute / Instances

APl Access

. Instances

Overview

Instances

mages

Key Pairs

Displaying 2 items

Server Groups

Volumes

Network

Admin

Instance
Name
O  freedge
b
4 O  ubuni
>

Displaying 2 items

Image
Name

bionic-server
~cloudimg-a
md64

Instance ID = = Fiter & Launch Instance
IP Address Flavor K& Status Aaailgbliny! o Poer
Pair Zone State
10.0.0.38,
; misarge freeSgs  Activ nova None Running O minutes
1d11:7clc:a74b:0:1816:3eff-fe85:016a ‘ o ° 2
10.0.0.54, 172.24.4 62 1day,
Ixlarge ubuntu  Act None R
fd11:Tclo:aT4b:0:816:3sf-fe3a:Bfa0 piim i neva one FUNIG g hours

Figure 95. Instances dashboard

& admin ~

Actions

Create Snapshot |«

Create Snapshat | ~

The VM deployed in Figure 95, by default has a VNIC assigned to the private network with an
IPv4 address equal to 10.0.0.38. To make VMs accessible from ASUS ESC4000-E10 server
(which is the SSH gateway we will be using later), we must assign a floating IP to the instance
by clicking in ‘Associate Floating IP’ button shown in Figure 96. This will open the IP
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management panel shown Figure 97 in which we can select or create Floating IPs to be
assigned to the 10.0.0.38 interface.

Instance ID =« Filter & Launch Instance More Actions =
Displaying 2 items
o Instance Image |P Address Flavor Key Status Availability Task Power Age Actions
Name Name Pair Zone State

noble-serve

10.0.0.38 ‘
free: r-cloudimg- 1 freebge Active nova None  Runnin 4 minutes Create Snapshot
= UAMI"  (911:7clc:a74b:0:816:3efffe85:2 16a i ? il sl LU B bbbl
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Figure 96. OpenStack GUI: Instance configuration - Associate Floating IP

Manage Floating IP Associations

IP Address *
b Select the IP address you wish to associate with the

172.24.4.96 ~ + selected instance or port.

Port to be associated *

freeSgc: 10.0.0.38 v

Figure 97. Floating IP management panel

A.2 Access instances with MobaXTerm

In ASUS ESC4000-E10 server command promt, enter the /home/ectics/openstack-ssh-keys/
folder and generate a free5gc.key file with private key obtained in the keypair creation step
mentioned in the previous section. Be sure that the file created has the right permissions by
using the next command:

$ chmod 600 free5gc.key
Then try to connect the remote OpenStack instance by using the Floating IP (172.24.4.96)
assigned in Figure 97. This can be done by using the following command:

$ ssh -i free5gc.key ubuntu@172.24.4.96

If the SSH session is stablished it is recommended to set the virtual machines in MobaXTerm.
In order to do that, establish an SSH session connection to ASUS ESC4000-E10 server via
MobaXTerm in the PHYSICAL CLIENT (shown in Figure 17). Then, download free5gc.key file by
right clicking in FTP tool that Moba app offers (see Figure 98).
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B 10.49.27.151 (ectics)

Terminal Sessions View Xserver Tools Games Settings Macros Help

B % B s Ak ® B2 Y B2 s

Session  Servers Toals Games  Sessions View Split MultiExec Tunneling Packages
Quick connect...

v iTO O ki . e ; on ¢

- ° ectics@ectu erver:~/openstack-ss
e i SR Bl /1 ome to Ubuntu 24.04 LTS (GNU/L
~  Name

[ * Documentation:
freesgc.key * Management:
[ ubuntu.key, = )
Open
Open with default text editor
o Open with...

@ Open with default program...
“E Compare file with...
# Download

& Delete
Figure 98. Download Key Pair from MobaXTerm SSH client

And after that, click in Session button located in top-left corner of Figure 98 and set the
following SSH parameters:

e Remote host: Floating IP assigned to instance
e Specify username: ubuntu (OpenStack assignes it automatically)
e Use private key: It is needed to provide the free5gc.key file

It is also necessary to configure an SSH gateway, as from the PHYSICAL SERVER (in Figure 17)
we have no reachability to the instance. This can be done by clicking Networks settings > SSH
Gateway (jump host) button which will open the window in Figure 100. In this window we
must set the ASUS SERVER IP (10.49.27.151) and user (ectics) that will reach the instances.

Now that we have set and saved the SSH session in MobaXTerm we could access the instance
by just clicking the button that has been created in ‘Sessions’ panel (the star in Figure 98).
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Session settings *
N @ B ¥ ¥ U e @ ¥ @ =m @ x 2]
SSH Telnet Rsh Xdmcp RDP  VNC FTP  SFTP  Serial File Shell Browser Mosh AwsS3  WSL
Basic SSH settings
Remote host * (172 24 4 96 | Specify username  |ubuntu v | B Port |22
Advanced SSH settings B Terminal settings “* Network settings Bookmark settings
X¥11-Forwarding Compression Remote environment: | Interactive shell — ~
Execute command: | | [[] Do not exit after command ends
SSH-browser type: | SFTP protocol ~ | [JFollow SSH path (experimental) -‘
Use private key  rers\David\Downloads\[Tea e [[] Adapt locales on remote server
Execute macro at session start: |<n0ne> v|
@ oK © Cancel
Figure 99. SSH Configuration to access the instance (1)
X

MobaXterm jump hosts configuration

Define one or several SSH jump hosts

(Jump through one or several SSH servers in order to reach your end-server)

Gateway host Username Port [JUse SSH key
10.49.27.151 | |ectics | |22 2] Q

€ Add another jump host

@ OK

Figure 100. SSH Configuration to access the instance (2)
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Annex 4. Validation

A.1 TestRegistration results

In Figure 101 can be seen the results of a simulated UE attach procedure test.

a* 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [8]110. Free5GC

2024-07-08T11:15:46.321088877Z [INFOJ[NRF]J[GIN] | 204 | 12 0.1 | DELETE | /nnrf-nfm/v1/nf-instances/76a48ea2-
f5e8-40ac-93b1-8f19b6073060 |

2024-07-08T11:15:46.321189996Z [INFOJ[SMF][Init] Deregister from NRF successfully

2024-07-08T11:15:46.321204929Z [INFOJ[AMF][Init] Terminating AMF..

2024-07-08T11:15:46.321211475Z [INFO][AMF][Consumer] [AMF] Send Dereglster NFInstance

2024-07-08T11:15:46.321338182Z [INFOJ[NRF]J[NFM] Handle NFDereglsterRequest

2024-07-08T11:15:47.323680519Z [INFOJ[NRFJ[GIN] | 204 | 127/ @6 | DELETE | /nnrf-nfm/v1l/nf-instances/057abf8d-
f259-4a41-9a26-c1df95f22658 |
2024-07-08T11:15:47.323814026Z [INFO][AMF

2024-07-08T11:15:47.323840469Z [INFOJ[AMF][Init] Send AMF Status Indication to Notify RANs due to AMF terminating
2024-07-08T11:15:47.323852860Z [INFOJ[AMF][Ngap] Close SCTP server...
1F
1F

J[Init] [AMF] Deregister from NRF successfully

2024-07-08T11:15:47.323892416Z [INFO][AMF][Ngap] SCTP server closed
2024-07-08T11:15:47.323904695Z [INFO][AMF][Producer] [AMF] Send Amf Status Change Notify to http://127.0.0.7:8000/npcf-
callback/v1/amfstatus

2024-07-08T11:15:47.324356719Z [WARN][PCF][Callback] [PCF] Handle Amf Status Change Notify is not implemente
2024-07-08T11:15:47.324375924Z [INFOJ[PCF]J[GIN] | 204 | 0.1 | POST | /npcf- callback/vl/amfstatus
2024-07-08T11:15:47.324443024Z [INFO][AMF][Init] AMF termlnated

2024-07-08T11:15:47.324454482Z [INFO][NRF][Init] Terminating NRF..

2024-07-08T11:15:47.324460447Z [INFOJ[NRF][Init] Remove NF Profile...

2024-07-08T11:15:47.343410674Z [INFOJ[NRF][Init] NRF terminated

--- PASS: TestRegistration (11.10s)

PASS

ok test 12.966s

2024-07-08T11:15:50.425513804Z [INFO]J[UPF][Main] Shutdown UPF ...

2024-07-08T11:15:50.425556538Z [INFO][UPF][PFCP][LAddI 1 2@@.2@@.101:8805] Stopping pfcp server
2024-07-08T11:15:50.425622106Z [ERRO][UPF] ;10 0.101:8 read udp4 10.2 .101:8805: use of close
d network connection

2024-07-08T11:15:50.4256374117 [INFO][UPF][PFCP][LAddr:10.200.200.101:8805] pfcp reciver stopped
2024-07-08T11:15:50.425653145Z [INFOJ[UPF][PFCP][LAddr:10.200.200.101:8805] pfcp server stopped
2024-07-08T11:15:50.461949035Z [INFO][UPF][Perio] recv event[TYPE_SERVER_CLOSE][{eType:4 1Seid:0 urrid:® period:0}]
2024-07-08T11:15:50.462149591Z [INFOJ[UPF][Perio] perio server stopped

2024-07-08T11:15:50.462230062Z [INFO]J[UPF][Main] Terminating UPF..

2024-07-08T11:15:50.462301575Z [INFO][UPF][Main] UPF terminated

2024-07-08T11:15:50.462312438Z [INFO]J[UPF][Main] UPF exited

ubuntu@freeSgc:~/free5gcs$ I

Figure 101. TestRegistration execution

A.2 GUTIRegistration results

In Figure 102 can be seen that GUTI (Global Unique Temporary Identifier) registration
procedure with the AMF has been successfully passed.

106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [X1110. Free56C

2024-07-08T11:18:33.208850935Z [INFO][NRF][GIN] | 204 | 12 1 | DELETE | /nnrf-nfm/v1/nf-instances/f64582ed-
cfl1-4ea3-97e6-b1b313d01de9 |
2024-07-08T11:18: 33 2089532177 [INFO][SMF][Init] Deregister from NRF successfully

.208969022Z [INFOJ[AMF][Init] Terminating AMF..

[INFO][AMF][Consumer] [AMF] Send Dereglster NFInstance

2024-07-08T11:18:33.209094555Z [INFO][NRF]J[NFM] Handle NFDeregisterRequest
2024-07-08T11:18:34.212200202Z [INFO][NRF][GIN] | 204 | 12 ©.1 | DELETE | /nnrf-nfm/v1l/nf-instances/db72816a-
Oecd-4f18-87bf-4b6ae9096d27
2024-07-08T11:18:34.212306541Z [INFO][AMF][Init] [AMF] Deregister from NRF successfully
2024-07-08T11:18:34.2123214517 [INFO][AMF][Init] Send AMF Status Indication to Notify RANs due to AMF terminating
2024-07-08T1 8:34.212335924Z [INFO][AMF][Ngap] Close SCTP server...
2024-07-08T1 :34. [INFO][AMF][Ngap] SCTP server closed
2024-07-08T1 :34. [INFO]J[AMF][Producer] [AMF] Send Amf Status Change Notify to http://127.8.0.7:8000/npcf-

2024-07-08T1 :34.2128783947 [WARN][PCF][Callback] [PCF] Handle Amf Status Change Notify 1is

2024-07-08T1 :34.212901966Z [INFO][PCF][GIN] | 204 | 2 0.1 | POST | /npcf-callback/v1/amfstatus
2024-07-08T1 :34.212977308Z [INFOJ[AMF][Init] AMF termlnated

2024-07-08T1 :34.212991084Z [INFOJ[NRF][Init] Terminating NRF..

2024-07-08T1 :34.212996694Z [INFO][NRF][Init] Remove NF Profile...

2024-07-08T11:18:34.241533466Z [INFOJ[NRF][Init] NRF terminated

--- PASS: TestGUTIRegistration (10.78s)

PASS

ok test 12.633s

2024-07-08T11:18:37.260201057Z [INFO]J[UPF][Main] Shutdown UPF ...

2024-07-08T1 8:37.260385190Z [INFO][UPF][PFCP][LAddI 10.200.200. Stopping pfcp server
2024-07-08T11:18:37.260585362Z [ ] : :8 ] read udp4 10 0 101:8805: use of close
d network connection

2024-07-08T11:18:37.260709109Z [INFO][UPF][PFCP][LAddr:10.200.200.101:8805] pfcp reciver stopped

2024-07-08T1 137.260729676Z [INFOJ[UPF][PFCP][LAddr:10.200.200.101:8805] pfcp server stopped

2024-07-08T1 :37.2960008161Z [INFOJ[UPF][Perio] recv event[TYPE_SERVER_CLOSE][{eType:4 1Seid:0 urrid:0 period:0}]
2024-07-08T11:18:37.290174496Z [INFO][UPF][Perio] perio server stopped

2024-07-08T1 137.290266023Z [INFO][UPF][Main] Terminating UPF...

2024-07-08T1 :37.290278623Z [INFOJ[UPF][Main] UPF terminated

2024-07-08T11:18:37.290330378Z [INFO][UPF][Main] UPF exited

ubuntu@free5gc:~/free5gc$ I

Figure 102. TestGUTIRegistration execution
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A.3 TestServiceRequest results

In Figure 103 it is tested that UEs can request the AMF the use of some services as for instance
the PDU session establishment.

F 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack)

2024-07-08T11:24:30.425291072Z [INFO][NRF]J[GIN]
bec7-49cf-a886- c58d3ba17e53 |
2024-07-08T11:24:30.425553166Z
2024-07-08T1 .425587189Z
2024-07-08T1 .425598335Z
2024-07-08T11:24:30.425753059Z
2024-07-08T11:24:31.428093313Z7
d5a5-47c0-9fb7-0e0077fcd665 |
2024-07-08T11:24:31.428280027Z
2024-07-08T1 31.428408484Z
2024-07-08T11:24:31.428520094Z
2024-07-08T1 31.4286296657
2024-07-08T1 31.428734810Z
callback/vl/amfstatus
2024-07-08T1 .429303262Z
2024-07-08T1 .4294436227
2024-07-08T1 .4295936937
2024-07-08T1 .429757316Z

[X]410. Free5GC

| 204 | 127 .1 | DELETE | /nnrf-nfm/v1/nf-instances/ddbfedel-
[INFOJ[SMF][Init] Deregister from NRF successfully

[INFOJ[AMF][Init] Terminating AMF...

[INFOJ[AMF][Consumer] [AMF] Send Deregister NFInstance

[INFO]J[NRF][NFM] Handle NFDeregl te quest
[INFOJ[NRF]J[GIN] | 204 | .1 | DELETE | /nnrf-nfm/vi/nf-instances/alc397b4-
[INFOJ[AMF][Init] [AMF] Deregister from NRF successfully

[INFOJ[AMF][Init] Send AMF Status Indication to Notify RANs due to AMF terminating
[INFOJ[AMF][Ngap] Close SCTP server...

[INFO][AMF][Ngap] SCTP server closed

[INFOJ[AMF][Producer] [AMF] Send Amf Status Change Notify to http://127.0.0.7:8000/npcf-

[WARN][PCF][Callback] [PCF] Handle Amf Status Change Notify is not 1im
[INFOJ[PCF][GIN] | 204 | .1 | POST
[INFO]J[AMF][Init] AMF termlnated
[INFOJ[NRF][Init] Terminating NRF...
2024-07-08T1 .429837167Z [INFO][NRF][Init] Remove NF Profile...
2024-07-08T1 .445608956Z [INFO][NRF][Init] NRF terminated

--- PASS: TestServtceRequest (10.58s)

emented.

| /npcf- callback/vl/amfstatus

test
2024-07-08T11:

12.438s

4:34.464092946Z
2024-07-08T1 34.464143668Z
2024-07-08T11:24:34.464202026Z
d network connection

2024-07-08T11: .4642155427
2024-07-08T1 .464231326Z7
2024-07-08T1 .4938854757
2024-07-08T1 .493930232Z

[INFOJ[UPF][Main] Shutdown UPF ...
[INFO][UPF][PFCP][LAddI 10.200.200.101
g 01:8

805] Stopping pfcp server
read udp4 10 01:8805: use of close

[INFOJ[UPF][PFCP][LAddr:10.200.200.101:8805] pfcp reciver stopped

[INFOJ[UPF][PFCP][LAddr:10.200.200.101:8805] pfcp server stopped

[INFOJ[UPF][Perio] recv event[TYPE_SERVER _CLOSE][{eType:4 1Seid:0 urrid:0 period:0}]

[INFOJ[UPF][Perio] perio server stopped

2024-07-08T1 .493946716Z [INFO][UPF][Main] Terminating UPF.

2024-07-08T1 4939592407 [INFO][UPF][Main] UPF terminated

2024-07-08T11: .493968217Z [INFO]J[UPF][Main] UPF exited

Figure 103. TestServiceRequest execution

A.4 TestXnHandover results

In Figure 104 we can see the results of testing the handover procedure from Xn interface. This
simulates that a UE moves from one gNB to another without having to relocate the UPF. The
test results are correct.

2 106. ASUS 4000-E10 (ectics) [R]110. Free56C

2024-07-08T11:26:31.
2024-07-08T11:26:31.
2024-07-08T11:26:31.

108. ASUS 4000-E10 (stack)

3388795382 [INFO]J[UDR][Init] UDR terminated

3388914517 [INFO][SMF][Init] Terminating SMF...

338901435Z [INFO][SMF][Consumer] Send Deregister NFInstance
2024-07-08T11:26:31.339044241Z [INFO]J[NRF][NFM] Handle NFDeregisterRequest
2024-07-08T11:26:32.341184746Z [INFO][NRF][GIN] | 204 | 127.0.0.1 | DELETE
93ec-4ecc-8827-6dbob56ccea3
2024-07-08T11:26:32.341455485Z
2024-07-08T11:26:32.3415411677Z
2024-07-08T11:26:32.341619313Z
2024-07-08T11:26:32.341828630Z
2024-07-08T11:26:33.344321376Z
61lcc-4a40-9a52-0cf1fde7bf45 |

| /nnrf-nfm/vl/nf-instances/ec7ffd22-

[INFOJ[SMF][Init] Deregister from NRF successfully
[INFOJ[AMF][Init] Terminating AMF...
[INFOJ[AMF][Consumer] [AMF] Send Deregister NFInstance
[INFO][NRF]J[NFM] Handle NFDeregLsterRequest

[INFOJ[NRF][GIN] | 204 | | /nnrf-nfm/vl/nf-instances/e5f37dce-

2024-07-08T11:
2024-07-08T11:
2024-07-08T11:
2024-07-08T11:
2024-07-08T11:
2024-07-08T11:
2024-07-08T11:
2024-07-08T11:

.3445628857
.3446534607Z
.3447546267
.3448502227
.3449224467
.3449957197
.3450686047
.3830634177

[INFOI[AMF][Init]
[INFO][AMF][Init]
[INFO][AMF][Ngap]
[INFO][AMF][Ngap]
[INFOI[AMF][Init]
[INFO][NRF][Init]
[INFOI[NRF][Init]
[INFO][NRF][Init]

[AMF] Deregister from NRF successfully

Send AMF Status Indication to Notify RANs due to AMF terminating
Close SCTP server...

SCTP server closed

AMF terminated

Terminating NRF...

Remove NF Profile...

NRF terminated

--- PASS: TestXnHandover (10.41s)

PASS

ok test 12.269s
2024-07-08T11:26:36.4018463637Z
2024-07-08T11:26:36.4020257392
2024-07-08T11:26:36.
d network connection
2024-07-08T11:26:36.4027635977Z
2024-07-08T11: .4028613547

402102697Z [

[INFO]J[UPF][Main] Shutdown UPF ...

[INFO][UPF][PFCP][LAdd
PF

[INFO][UPF][PFCP][LAddr
[INFO][UPFI[PFCPI[LAddr

:10.200.200.
:10.200.200.

10.200.200. Stopping pfcp server

] read udp4 160 0.101:8805:

101
10

use of close

101:8805] pfcp reciver stopped
101:8805] pfcp server stopped

2024-07-08T11:
2024-07-08T11:
2024-07-08T11:
2024-07-08T11:
2024-07-08T11:

.433890769Z
.4340573037
.434117651Z
.4341696907
.434180062Z

ubuntu@free5gc:~/free5gc$ I

86

[INFOJ[UPF][Perio] recv event[TYPE_!

SERVER_CLOSE][{eType:4 1Seid:0 urrid:0 period:0}]

[INFOJ[UPF][Perio] perio server stopped

[INFO][UPF][Main]
[INFOJ[UPF][Main]
[INFO][UPF][Main]

Terminating UPF...
UPF terminated
UPF exited

Figure 104. TestXnHandover execution
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A.5 Deregistration results

Figure 105 contains the results of UE detach test which has been passed correctly.

& 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [X]110. Free56C

2024-07-08T11:29:34.630836944Z [INFO][NRF][GIN] | 204 | 127 .1 | DELETE | /nnrf-nfm/v1/nf-instances/ffffa58a-
4b94-4416-92e0-f9c63854b942

2024-07-08T11:29:34.630974589Z [INFO][SMF][Init] Deregister from NRF successfully

2024-07-08T11:29:34.631007148Z [INFO][AMF][Init] Terminating AMF.

2024-07-08T11:29:34.6310183667Z [INFO][AMF][Consumer] [AMF] Send Deregister NFInstance

2024-07-08T11:29:34.631189273Z [INFO]J[NRF]J[NFM] Handle NFDeregisterRequest

2024-07-08T11:29:35.633802706Z [INFOJ[NRF][GIN] | 204 | 1 .1 | DELETE | /nnrf-nfm/v1/nf-instances/bc6040a2-
alf1-4d1d-9399-8d6bb63bd6e9 |

2024-07-08T11:29:35.633916405Z [INFOJ[AMF][Init] [AMF] Deregister from NRF successfully

2024-07-08T11:29:35.633930639Z [INFO][AMF][Init] Send AMF Status Indication to Notify RANs due to AMF terminating
2024-07-08T11:29:35.633945279Z [INFO][AMF][Ngap] Close SCTP server...

2024-07-08T11:29:35.633983558Z [INFO]J[AMF][Ngap] SCTP server closed

2024-07-08T11:29:35.634012515Z [INFO]J[AMF][Producer] [AMF] Send Amf Status Change Notify to http://127.0.0.7:8000/npcf-
callback/v1l/amfstatus

2024-07-08T1 :35.634461898Z [WARN][PCF][Callback] [PCF] Handle Amf Status Change Notify is not implemented.
2024-07-08T1 :35.634491555Z [INFOJ[PCFJ[GIN] | 204 | 127 .1 | POST | /npcf-callback/vl/amfstatus
2024-07-08T1 :35.634577229Z [INFOJ[AMF][Init] AMF terminated

2024-07-08T11:29:35.634596242Z [INFO][NRF][Init] Terminating NRF...

2024-07-08T11:29: 35 634606154Z [INFOJ[NRF][Init] Remove NF Profile...

2024-07-08T11:29:35.653476924Z [INFO]J[NRFJ[Init] NRF terminated

--- PASS: TestDeregistration (9.42s)

PASS

ok test 11.278s

2024-07-08T11: 8.673078468Z [INFOJ[UPF][Main] Shutdown UPF ...

2024-07-08T11:29:38.673451657Z [INFO][UPF][PFCP][LAddr 0.200.200.101:8805] Stopping pfcp server
2024-07-08T11:29:38.673654883Z [ER E 3 2 8 read udp4 :8805: use of close
d network connection

2024-07-08T11:29:38.674233474Z [INFO][UPF][PFCP][LAddr:10.200.200.101:8805] pfcp reciver stopped

2024-07-08T1 :38.674415729Z [INFOJ[UPFJ[PFCP][LAddr:10.200.200.101:8805] pfcp server stopped

2024-07-08T1 138.705934055Z [INFOJ[UPF][Perio] recv event[TYPE_SERVER_CLOSE][{eType:4 1Seid:0 urrid:® period:0}]
2024-07-08T1 :38.705953660Z [INFOJ[UPF][Perio] perio server stopped

2024-07-08T1 :38.705980988Z [INFOJ[UPF][Main] Terminating UPF.

2024-07-08T11:29:38.705991453Z [INFO][UPF][Main] UPF terminated

2024-07-08T11:29:38.705996933Z [INFO]J[UPF][Main] UPF exited

ubuntu@freeSgc:~/freesgc$ I

Figure 105. Deregistration execution

A.6 TestPDUSessionReleaseRequest results

In Figure 106 we can see the test results for PDU Session Release Request procedure in which
the AMF releases a PDU session. Test result is fine.

-1 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [%]110. Free5GC

2024-07-08T11:31:21.673037769Z [INFOJ[NRFJ[GIN] | 204 | 127.0.0.1 | DELETE | /nnrf-nfm/v1l/nf-instances/43e46790-
a034-45fe-bfe3-a80c182481e5 |

2024-07-08T11: 21.673336512Z [INFO][SMF][Init] Deregister from NRF successfully

2024-07-08T1 :21.673428324Z [INFO][AMF][Init] Terminating AMF..

2024-07-08T1 :21.673515572Z [INFO][AMF][Consumer] [AMF] Send Deregister NFInstance

2024-07-08T1 :21.673703645Z [INFO]J[NRF]J[NFM] Handle NFDeregisterRequest

2024-07-08T11: .676821731Z [INFOJ[NRF][GIN] | 204 | 127 .1 | DELETE | /nnrf-nfm/v1/nf-instances/3026f082-
abf1-49a0-958c-5649a3873ab2 |

2024-07-08T11:31:22.677095577Z [INFO]J[AMF][Init] [AMF] Deregister from NRF successfully

2024-07-08T11: 2.677118972Z [INFOJ[AMF][Init] Send AMF Status Indication to Notify RANs due to AMF terminating
2024-07-08T1 122.677135047Z [INFO][AMF][Ngap] Close SCTP server...

2024-07-08T1 122.677168646Z [INFOJ[AMF][Ngap] SCTP server closed

2024-07-08T1 122.677188221Z [INFO][AMF][Producer] [AMF] Send Amf Status Change Notify to http://127.0.0.7:8000/npcf-
callback/vl/amfstatus

2024-07-08T1 .6775738937Z [WARN][PCF][Callback] [PCF] Handle Amf Status Change Notify is not implemented.
2024-07-08T1 122.677597402Z [INFOJ[PCF][GIN] | 204 | c .1 | POST | /npcf-callback/vl/amfstatus
2024-07-08T1 122.677707725Z [INFO]J[AMF][Init] AMF termlnated

2024-07-08T1 122.677819565Z [INFOJ[NRF][Init] Terminating NRF..

2024-07-08T11: .677902330Z [INFOJ[NRF][Init] Remove NF Profile...

2024-07-08T11:31:22.696996040Z [INFOJ[NRF][Init] NRF terminated

--- PASS: TestPDUSessionReleaseRequest (11.36s)

PASS

ok test 13.223s

2024-07-08T11:31:25.716165608Z [INFO][UPF][Main] Shutdown UPF ...

2024-07-08T11: 5.716335558Z [INFO][UPF][PFCP][LAdd :10.200. 200 101:8805] Stopping pfcp server

2024-07-08T11: 5.716436046Z [ERRO][UPF][PFC 51l ] read udp4 1 :8805: use of close
d network connection

2024-07-08T11:31:25.716533346Z [INFO]J[UPF][PFCP][LAddr:10.200.200.101:8805] pfcp reciver stopped

2024-07-08T11: 5.716551546Z [INFOJ[UPF][PFCP][LAddr:10.200.200.101:8805] pfcp server stopped

2024-07-08T1 5.753894071Z [INFO][UPF][Perio] recv event[TYPE_SERVER_CLOSE][{eType:4 1Seid:0 urrid:0 period:0}]
2024-07-08T1 :25.754109635Z [INFO]J[UPF][Perio] perio server stopped

2024-07-08T1 5.754128722Z [INFO][UPF][Main] Terminating UPF...

2024-07-08T1 5.754141917Z [INFO][UPF][Main] UPF terminated

2024-07-08T11: 25.754151410Z [INFO][UPF][Main] UPF exited

ubuntu@free5gc:~/free5gc$ I

Figure 106. TestPDUSessionReleaseRequest execution
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A.7 TestPaging results

Figure 107 shows the correct execution of a paging test in which is simulated a call to one of
the UE that have been registered to the core

@ 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [X]1110. Free5GC

2024-07-08T11:33:48.448140664Z [INFO]J[UDR][Init] UDR terminated
2024-07-08T11:33:48.4481481317 [INFO]J[SMF][Init] Terminating SMF...
2024-07-08T11:33:48.448158633Z [INFO]J[SMF][Consumer] Send Deregister NFInstance
2024-07-08T11:33:48.448341556Z [INFO][NRFJ[NFM] Handle NFDeregisterRequest
2024-07-08T11:33:49.450389847Z [INFOJ[NRFJ[GIN] | 204 | 2 1 | DELETE | /nnrf-nfm/v1/nf-1instances/b7b49cbl-
ab23-4d18-882e-3c5bf400eldd |
2024-07-08T11:33:49.450520002Z [INFO][SMF][Init] Deregister from NRF successfully
2024-07-08T11:33:49.450535421Z7 [INFO][AMF][Init] Terminating AMF...
2024-07-08T11:33:49.450542890Z [INFO][AMF][Consumer] [AMF] Send Deregister NFInstance
2024-07-08T11:33:49.450738717Z [INFO]J[NRF][NFM] Handle NFDereglsterRequest
2024-07-08T11:33:50.453974977Z [INFO]J[NRF][GIN] | 204 | 12 1 | DELETE | /nnrf-nfm/v1/nf-1instances/18bf499b-
6a29-4751-9099-aa235e81ee22 |
2024-07-08T11:33:50.454199749Z [INFO]J[AMF][Init] [AMF] Deregister from NRF successfully
2024-07-08T11:33:50.454220310Z [INFO]J[AMF][Init] Send AMF Status Indication to Notify RANs due to AMF terminating
2024-07-08T11:33:50.454320952Z [INFO][AMF][Ngap] Close SCTP server...
1

2024-07-08T11:33:50.4543990117 [INFO][AMF][Ngap] SCTP server closed
2024-07-08T11:33:50.4544108427 [INFO][AMF][Init] AMF terminated

2024-07-08T11:33:50.454539610Z [INFO]J[NRF][Init] Terminating NRF...

2024-07-08T11:33:50.454555408Z [INFO]J[NRF][Init] Remove NF Profile...

2024-07-08T11:33:50.470297711Z [INFO][NRF]J[Init] NRF terminated

--- PASS: TestPaging (12.59s)

PASS

ok test 14.445s

2024-07-08T11:33:53.4883982272 [INFO][UPF][Main] Shutdown ...

2024-07-08T11:33:53.488584772Z [INFO][UPF][P [LAddr:10 . . : Stopping pfcp server
2024-07-08T11:33:53.488659303Z [ERRO]J[UPF][P [LAddr:10 . read udp4 :8805: use of close
d network connection

2024-07-08T11:33:53.489301625Z [INFO][UPF][PFCP][LAddr:10.200.200.101:8805] pfcp reciver stopped
2024-07-08T11:33:53.489334565Z [INFO][UPF][PFCP][LAddr:10.200.200.101:8805] pfcp server stopped
2024-07-08T11:33:53.513911031Z [INFO]J[UPF][Perio] recv event[TYPE_SERVER CLOSE][{eType:4 1Seid:0 urrid:0 period:0}]
2024-07-08T11:33:53.514086729Z [INFO][UPF][Perio] perio server stopped

2024-07-08T11:33:53.514190222Z [INFO][UPF][Main] Terminating UPF.

2024-07-08T11:33:53.514257254Z [INFO]J[UPF][Main] UPF terminated

2024-07-08T11:33:53.5143051467 [INFO]J[UPF][Main] UPF exited

ubuntu@freeSgc:~/freesgc$ i

Figure 107. TestPaging execution

A.8 TestN2Handover results

Figure 108 shows the test results of N2 handover in which the UE changes from gNB without
relocating AMF and UPF.

-3 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [8]110. Free5GC

2024-07-08T11:35:26.749584473Z [INFOJ[UDR][Init] UDR terminated

2024-07-08T11:35:26.749658553Z [INFOJ[SMF][Init] Terminating SMF.

2024-07-08T11:35:26.749761264Z [INFO]J[SMF][Consumer] Send Dereglster NFInstance

2024-07-08T11:35:26.749985866Z [INFO]J[NRF][NFM] Handle NFDereglsterRequest

2024-07-08T11:35:27.751895783Z [INFOJ[NRF][GIN] | 204 | 127.0.0.1 | DELETE | /nnrf-nfm/v1/nf-instances/1f16e06e-
ded1-4e82-a199- 92d4053f1321 |

2024-07-08T11:35:27.752153769Z [INFOJ[SMF][Init] Deregister from NRF successfully

2024-07-08T11:35:27.752245578Z [INFOJ[AMF][Init] Terminating AMF...

2024-07-08T11:35:27.752327137Z [INFO][AMF][Consumer] [AMF] Send Deregister NFInstance
2024-07-08T11:35:27.752535590Z [INFOJ[NRF][NFM] Handle NFDeregisterRequest

2024-07-08T11:35:28.755001657Z [INFOJ[NRF][GIN] | 204 | 12 0.1 | DELETE | /nnrf-nfm/v1/nf-instances/295€9946-
0008-4635-a5c6-058988e92807

2024-07-08T11:35:28.755265455Z [INFO][AMF][Init] [AMF] Deregister from NRF successfully
2024-07-08T11:35:28.755362154Z [INFO][AMF][Init] Send AMF Status Indication to Notify RANs due to AMF terminating
2024-07-08T11:35:28.755462301Z [INFO]J[AMF][Ngap] Close SCTP server...

2024-07-08T11:35:28.755562273Z [INFO][AMF][Ngap] SCTP server closed

2024-07-08T11:35:28.755633933Z [INFOJ[AMF][Init] AMF terminated

2024-07-08T11:35:28.755711499Z [INFOJ[NRF][Init] Terminating NRF...

2024-07-08T11:35:28.755782238Z [INFOJ[NRF][Init] Remove NF Profile...

2024-07-08T11:35:28.773064876Z [INFO]J[NRF][Init] NRF terminated

--- PASS: TestN2Handover (12.08s)

PASS

13 test 13.936s

2024-07-08T11:35:31.792496322Z [INFO][UPF][Main] Shutdown UPF ...

2024-07-08T11:35:31.792538588Z [IHFO][UPF][PFCP][LAddI 10.200.200.10 Stopping pfcp server
2024-07-08T11:35:31.792590967Z [ UPF][ .1 ] read udp4 10 101:8805: use of close
d network connection

2024-07-08T11:35:31.792605431Z [INFO][UPF][PFCP][LAddr:10.200.200.101:8805] pfcp reciver stopped
2024-07-08T11:35:31.792620987Z [INFO]J[UPF][PFCP][LAddr:10.200.200.101:8805] pfcp server stopped
2024-07-08T11:35:31.821919651Z [INFOJ[UPF][Perio] recv event[TYPE_SERVER_CLOSE][{eType:4 1Seid:0 urrid:@ period:@}]
2024-07-08T11:35:31.821943265Z [INFO][UPF][Perio] perio server stopped

2024-07-08T11:35:31.821966708Z [INFOJ[UPF][Main] Terminating UPF...

2024-07-08T11:35:31.821976475Z [INFOJ[UPF][Main] UPF terminated

2024-07-08T11:35:31.821985422Z [INFO]J[UPF][Main] UPF exited

ubuntu@free5gc:~/free5gc$ I

Figure 108. TestPaging execution
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A.9 TestNon3GPPUE results

In Figure 109 it is shown the results of a test in which the compatibility with other UE that
does not support 5G-NR standards (like GSM, UMTS, or LTE) is proved.

& 106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [X]110. Free5GC

non3gpp_test.go:890: PDU Address: . .4

non3gpp_test.go:140: GRE Key Fiel 0x1000000
2024-07-08T11:37:04.898146624Z [INFO][UPF][PFCP][LAddr:10.200.200.101:8805] handleSessionModificationRequest

non3gpp_test.go:1788: Create 2 interfaces
2024-07-08T11:37:04.899315102Z [INFO][SMF][PduSess] Received PFCP Session Modification Accepted Response from AN UPF
2024-07-08T11:37:04.900580781Z [INFO][SMF][GIN] | 200 | 0.0.1 | POST | /nsmf-pdusession/v1l/sm-contexts/urn
tuuid:2cc00574-dab6-44b2-a34f-24d23e3f8120/modify

non3gpp_test.go: 5 bytes from : ilcmp_seq=0 time=379.65s

non3gpp_test.go: bytes from icmp_seq=1 time=339.927us

non3gpp_test.go: bytes from icmp_seq=2 time=348.348us

non3gpp_test.go: bytes from icmp_seq=3 time=380.49us

non3gpp_test.go: bytes from 10. : lcmp_seq=4 time=333.111ps

non3gpp_test 3 3

--- 10.6 i statistics

non39pp_test.gn 1818: 5 packets transmitted, 5 packets received, 0% packet loss

non3gpp_test.go: round-trip mln/avg/max/stddev = HHEL 111us/356 306us/380.49us/19.997us

non3gpp_test.go: : Delete interface: ipsec-4

non3gpp_test.go: Delete interfac gretun-id-4

non3gpp_test.go: Delete interfac ipsec-3

non3gpp_test.go: : Delete interface: gretun-id-3

non3gpp_test.go: Delete interfac ipsec-2

non3gpp_test.go: Delete interfac gretun-1id-2

non3gpp_test.go: Delete interface: gretun-id-1

non3gpp_test. Delete XFRM interface: ipsec-default
--- PASS: TestNun3GPPUE (9.275)

test 9.319s
2024-07-08T11:37:16.145983987Z [INFO][UPF][Main] Shutdown UPF
2024-07-08T11:37:16.146031869Z [IHFO][UPF][PFCP][LAddI 10.200 200 101: 8805] Stopping pfcp server
2024-07-08T11:37:16.146090214Z [ 1L [ . read udp4 1¢ :8805: use of close
d network connection
2024-07-08T11:37:16.146737315Z [INFO][UPF][PFCP][LAddr:10.200.200.101:8805] pfcp reciver stopped
2024-07-08T11:37:16.146758102Z [INFO]J[UPF][PFCP][LAddr:10.200.200.101:8805] pfcp server stopped

Figure 109. TestNon3GPPUE execution

A.10 TestReSynchronization results

Figure 110 shows the results of ReSynchronization test in which is simulated the correct
functioning of the 5GC when UEs have to synchronize with gNBs.

106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [&3]111. Free5GC

OJ[NRF][GIN] | 204 | 1 | DELETE | /nnrf-nfm/v1/nf-instances/e6a86c8f-1460-49cf-81a7-0e0b859a65b0
J[Init] Deregister from NRF fully
[UDM][Init] UDM t rminate
[PCF][Init] Tert

equest
1] DELETE | /nnrf-nfm/vl/nf-instances/27b3dee0-a874-4elc-914d-ddde7fd34777

terRequest
to setup an association with UPF ) r:Request Transaction : retry-out

| DELETE | /nnrf-nfm/vi/nf-instances/a5fc0e39-888d-41bc-97c7-27bala02d5co
sfully

| DELETE | /nnrf-nfm/vi/nf-instances/b809599c-d019-4214-9582-cdOcb3755ea5
ully

equest
1 | DELETE | /nnrf-nfm/v1/nf-instances/eb75e724-8ff3-46b8-a3d5-cd126aa956T4
om NRF su sfully
Indication to Notify RANs due to AMF terminating
server...
P server closed
r1 [AMF] Send Amf Status Change Notify to http: .7:8000/npcf-callback/vi/amfstatus
k] [PCF] Handle Amf ﬁtatu< Change Notify is n
[P<F1ruIN1 | 204 | c] 1 | PoST | /npcf-callback/vi/amfstatus
[AMF][Init] AMF termina
:49:
149
:49: 4158249702 [INFOI[NRF][Init] NRF terminated
: TestReSynchronization (10.50s)

test 12.361s
o process found
uhuntumfleech «/freesges I

Figure 110. TestReSynchronization execution
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A.11 TestRequestTwoPDUSessions results

In Figure 111 we can find the test results in which two PDU sessions are trying to be
established

106. ASUS 4000-E10 (ectics) 108. ASUS 4000-E10 (stack) [X]111. Free5GC

:59:07. 6202 [INFOJ[SMF][Init] Terminating SMF...
:59:07. 0 Consumer] Send Deregist NFInstance
:59:07.638021418Z Handle NFDeregisterRequest
:59:08.6401411767 NFO N] | 204 | | DELETE | /nnrf-nfm/v1/nf-instances/a@b6a576-04a0-4c18-8982-556fb6a5f3e9 |
:59:08.640 650 NFO][S t] Deregister from NRF s fully
2024-07-08T11:59:08.640 0 NFO ] Terminating AMF...
24-07-08T11:59:08.640342 NFO ][ ner] [AMF] Send Deregister NFInstance
24-07-08T11:59:08.6404894527 [INFO][NRF][N Handle NFDeregisterRequest
2024-07-08T11:59:09.642809483Z [INFO][NRF][GIN] | 204 | ¢ 1 | DELETE | /nnrf-nfm/vi/nf-1instances/85e9c16f-e06c-4ff3-80df-9a
-07-08T11:59:09.6429189197 [INFO][AMF][Init] [AMF] Deregister from NRF s fully
24-07-08T11:59:09.6429271727 [INFOJ[AMF][Init] Send AMF Status Indication to Notify RANs due to AMF terminating
2024-07-08T11:59:09.642937445Z [INFO][!/ \ Close SCTP server...
24-07-08T11:59:09.642975 NFO ][/ \ SCTP server closed
4-07-08T11:59:09.64298 NFO ] AMF terminated
2024-07-08T11:59:09.642989 Terminating NRF...
24-07-08T11:59:09.642994986Z Remove NF Profile...
24-07-08T11:59:09.6762464497 NRF terminated

PA!

2024-07-08T11:59:12.6¢ NFO]J[U A UPF
24-07-08T11: 0]fu 10.2¢ Stopping server
dr:10 101 5] read udp ). :8805: use of closed network connection
2024-07-08T11: c 5 o pfcp reciver
159 5 o pfcp server sto)
:59

d Stopping pfcp
<59 6 6 0][U P L read udp 8805: use of closed network connection
159 6 6 [INFO][UPF][PFCP][LAdd pfcp reciver stop
:59 6 [INFO][UPF][PFCP][LAddr: pfcp server stopped
:59 [INFO][UPF][P LOSE][{eType:4 1Seid:0 urrid:0 period:0}]
:59 046Z [INFO][UPF][Perio] perio server stopped
:59 6Z [INFOJ[UPF][Main] Terminating UPF...
24-07-08T11:59 6 [INFOJ[UPF][Main] UPF terminated
24-07-88T11:59 2 [INFO][UPF][ n] UPF exited
24-07-08T11:59 [INFO][UPF][Perio] recv ewvent[TYPE SERVER CLOSE][{eType:4 1Seid:0 urrid:0@ period:8}]
24-07-08T11:59 0Z [INFO][UPF][P o] perio server st ed
24-07-08T11:59 [INFOI[UPF][Main] Terminating UPF...
24-07-08T11:59: 6 [INFOJ[UPF][Main] UPF termi
2024-07-08T11:59:12. o [INFO][UPF][Main] UPF exi
1s: cannot access '3 .log': No such file or directory

Figure 111. TestRequestTwoPDUSessions execution
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