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Abstract

The proliferation of the Internet of Things has driven significant advancements in energy har-
vesting and wireless communications, enabling the deployment of autonomous devices in diverse,
resource-constrained environments. This thesis investigates the trade-offs between energy harvest-
ing techniques and IoT wireless communication protocols to design stand-alone IoT devices capable

of sustained operation without human intervention.

By addressing critical gaps, a systematic framework to evaluate and integrate energy harvest-
ing systems with low-power communication technologies is established. This matter requires a tai-
lored configuration of the whole IoT system for the specific use case, do that a virtually infinite

operation without intervention be feasible.

The research adopts a multi-phase methodology encompassing analysis of energy harvesting
techniques, energy requirements of IoT protocols, use case’s requisites evaluation, and the devel-
opment of a universal testbed to verify results, evaluating latency, error rate and stability across

various protocols and hardware platforms. offering

Outcomes demonstrate the feasibility of developing self-powered IoT networks in a variety of
scenarios, ranging from remote environmental monitoring to industrial automation, what leverages

significant improvements in maintenance, operational costs, sustainability and scalability.

Key findings reveal that the synergy between energy harvesting and protocol optimization
enhances energy efficiency, ease of deployment, scalability and reliability. Thus, this thesis aims to

help pave the way for elevating the connected society.
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Resumen

El crecimiento del Internet de las Cosas (IoT) ha impulsado avances significativos en energy
harvesting y las comunicaciones inaldmbricas, permitiendo el despliegue de dispositivos auténomos
en entornos diversos y con recursos limitados. Esta Tesis investiga los compromisos entre las técni-
cas de energy harvesting y los protocolos de comunicacién inaldmbrica para IoT, de forma que se
puedan disefiar dispositivos auténomos capaces de operar de forma sostenida sin intervencion hu-
mana.

Se establece un marco sistemético para evaluar e integrar sistemas de energy harvesting con
tecnologias de comunicacion de bajo consumo. Este enfoque requiere una configuracion adaptada
de todo el sistema IoT segun el caso de uso especifico, haciendo posible una operacion virtualmente
infinita en el tiempo sin intervencion.

La investigacion adopta una metodologia en varias fases que incluye el analisis de técnicas de
energy harvesting, los requerimientos energéticos de los protocolos IoT, la evaluacion de los requi-
sitos del caso de uso y el desarrollo de un banco de pruebas universal para verificar los resultados,
evaluando latencia, tasa de error y la estabilidad en diversos protocolos y plataformas de hardware.

Los resultados demuestran la viabilidad de desarrollar redes IoT autosuficientes en una varie-
dad de escenarios, desde el monitoreo ambiental en ubicaciones remotas hasta la automatizacion
industrial, logrando mejoras significativas en mantenimiento, costos operativos, sostenibilidad y es-
calabilidad.

Los hallazgos clave revelan que la sinergia entre el energy harvesting y la optimizacion de
protocolos mejora la eficiencia energética, la facilidad de despliegue, la escalabilidad y la confiabi-
lidad. Con ello, esta Tesis busca contribuir al avance sostenible y eficaz hacia una sociedad méas
conectada.
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Introduction

1.Introduction

The rapid proliferation of the Internet of Things (IoT) in recent years has heralded an era of
unprecedented connectivity, enabling devices across diverse sectors to communicate, interact, and
exchange data over expansive networks. IoT is revolutionizing industries ranging from healthcare
and agriculture to industrial automation and urban development, fundamentally redefining how
data—irrespective of its nature—is collected, processed, and harnessed to enhance efficiency, sus-
tainability, and generate transformative insights.

IoT’s influence extends across multiple domains of modern society—and continues to expand—
showcasing the profound potential of connected devices. Nonetheless, this vast diversity of devices,
stakeholders, and applications also presents significant challenges to IoT interoperability, democ-
ratization, and scalability.

Global loT market forecast (in billions of connected IoT devices)
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Figure 1. Global IoT market forecast from 2019 to 2030 (real data until Q4/2023)".

As the IoT continues to proliferate (Figure 1), their reliance on traditional power sources and
wireless communication infrastructures raises critical challenges, particularly for stand-alone sys-
tems operating in remote or resource-constrained environments. Energy harvesting has emerged
as a promising solution to address these limitations, enabling devices to harness energy from their
surroundings—such as solar, thermal, or kinetic sources—to sustain their operation. However, this
paradigm introduces trade-offs between energy availability, efficiency, and the performance of wire-
less communications, requiring a careful balance to ensure reliability, scalability, and long-term
viability in a diverse range of IoT applications.

* This graph was obtained from [Sinha 2024], where periodic projections on IoT-related numbers and insights
on previous data are published.
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1.1. Foundation

The genesis of this thesis is closely intertwined with my personal journey as a researcher at
CeDInt-UPM. I began my professional path at CeDInt in 2016, during my Master studies in Tele-
communication Engineering, joining the Energy Efficiency and Internet of Things Department.
CeDInt, a renowned R&D center, has established itself as a benchmark in key areas such as Wireless
Sensor Networks—particularly for applications in energy efficiency, home automation, smart cities,
virtual reality, and advanced data visualization.

My early involvement in diverse research projects expanded my perspective, solidified my
technical foundation, and deepened my understanding of emerging technologies and market dynam-
ics. These experiences allowed me to witness firsthand the transformative potential of IoT across
various domains. At the same time, the rapid evolution of the IoT landscape revealed its complexi-
ties, with competing players often proposing conflicting solutions, adding layers of ambiguity to an
already intricate field.

The seeds of this thesis were sown during my Master thesis, where my curiosity about energy
harvesting took shape. My work focused on autonomous smart metering, exploring magnetic induc-
tion energy harvesting and comparing it to more established techniques. Certainly, this work ulti-
mately succeeded in building a fully functional prototype (Figure 2) that was presented at the inter-
national congress IE2020 [Saavedra 2020]. This experimentation sparked a deeper interest in the
interplay between energy harvesting methods and IoT devices’ autonomy.

S (e | PPYCOM

’: WiFi Bluetooth ic:222630var
24 LoRa Sigfox et 2=
94

= ALAARAAARARAGE

Figure 2. Left: front side of the prototype, where the LoPy4 and the electronic subsystems can be seen; right:
back side, where the battery, antenna and clamp inductor are shown.

These formative experiences laid the foundation for this thesis, which seeks to address the
crucial challenge of selecting the most suitable combination of wireless communication technologies
and energy harvesting techniques. The goal is to provide a comprehensive framework for designing
stand-alone IoT devices tailored to specific domains, considering their requirements for data trans-
mission, energy consumption, and operational contexts™.

Key IoT Domains

* CeDInt | Self-powered system. https://www.cedint.upm.es/en/project/self-powered-system
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Introduction

The IoT is reshaping industries and redefining how we interact with the world and society.
With its ability to connect devices, gather data, and enable intelligent decision-making, IoT has be-
come a cornerstone for innovation across a wide range of domains. From enhancing operational
efficiency in industries to addressing global challenges like urban sustainability and environmental
conservation, IoT’s applications are as diverse as they are impactful. Each domain not only benefits
from IoT’s capabilities but also drives further advancements, making IoT a truly dynamic field.

By leveraging connected devices, real-time data and automation, these domains showcase the
potential of IoT to improve efficiency, sustainability, and quality of life. Whether revolutionizing
healthcare with wearable technology, optimizing resource use in agriculture, or transforming trans-
portation through connected vehicles, these use cases highlight IoT’s versatility and far-reaching
implications. Understanding these domains provides a comprehensive view of IoT’s role as a critical
enabler of progress in the modern world.

Health

IoT-enabled devices in healthcare are revolutionizing patient monitoring and care. Wearable
devices, such as smartwatches and fitness trackers, continuously gather and analyze data on vital
signs and physical activity. This real-time information allows healthcare providers to monitor patient
health remotely, facilitating early intervention and preventive care. For instance, wearable devices
can alert providers to irregular heart rates or other health indicators, reducing hospital readmis-
sions and enhancing overall healthcare efficiency. IoT technology is also improving healthcare lo-
gistics, such as tracking critical medical supplies, further supporting streamlined operations.

Agriculture

In agriculture, IoT has given rise to “smart farming,” where sensors monitor field conditions
such as soil moisture, nutrient levels, and ambient temperature. This data enables farmers to opti-
mize water and fertilizer use, maximizing crop yields while conserving resources and reducing en-
vironmental impact. IoT-enabled machinery, such as autonomous tractors and drones, further en-
hances efficiency by streamlining planting, fertilizing, and harvesting processes. This data-driven
approach to farming supports greater resilience and sustainability in agricultural practices, crucial
for meeting the global demand for food.

Industry

IoT is a key component of Industry 4.0, where connected devices enhance operational effi-
ciency in manufacturing and logistics. IoT sensors in smart factories monitor machinery, facilitating
predictive maintenance that minimizes downtime and extends equipment life. Additionally, IoT op-
timizes supply chain management by improving inventory tracking, real-time shipment monitoring,
and logistics planning, ultimately reducing operational costs and enhancing productivity. This inter-
connected approach is transforming industries, enabling more responsive and adaptive production
processes.

City

Urban environments are leveraging IoT to improve residents’ quality of life and the efficiency
of municipal services. For example, smart traffic management systems use real-time data from sen-
sors and cameras to adjust traffic signals, easing congestion, reducing emissions, and enhancing
road safety. IoT-enabled street lighting systems adjust brightness based on foot traffic and vehicle
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movement, reducing energy consumption. Moreover, smart waste management systems with IoT
sensors monitor bin levels, optimizing waste collection routes to reduce costs and environmental
impact. These applications illustrate the potential of IoT to support sustainable urban growth.

Energy

IoT is transforming energy management by enabling smarter and more sustainable practices.
Smart grids, equipped with IoT-enabled sensors, allow for real-time monitoring and control of en-
ergy distribution, improving efficiency and reducing energy losses. IoT devices in homes and busi-
nesses, such as smart meters and connected appliances, provide granular insights into energy con-
sumption patterns, empowering users to optimize their usage and lower costs. Additionally, IoT-
based demand response systems dynamically adjust energy supply based on real-time demand, con-
tributing to grid stability. Renewable energy sources, like solar and wind, are also being integrated
into IoT-powered energy management systems, ensuring their optimal utilization while supporting
global sustainability goals.

Vehicle

The automotive sector is harnessing IoT to revolutionize transportation through connected
vehicles. IoT-enabled systems facilitate vehicle-to-everything (V2X) communication, allowing cars
to interact with each other, infrastructure, and even pedestrians to enhance safety and reduce ac-
cidents. Autonomous driving technologies rely heavily on IoT sensors and data to navigate roads
and respond to environmental changes. For example, real-time data from cameras, LiDAR, and radar
systems enable precise decision-making for self-driving cars. Additionally, IoT integration improves
user experiences with advanced infotainment systems, predictive maintenance alerts, and person-
alized driving features. These innovations are paving the way for smarter, safer, and more efficient
mobility solutions.

Retail

IoT is reshaping the retail industry by optimizing operations and enhancing customer experi-
ences. Smart shelves, equipped with weight sensors and RFID tags, monitor inventory in real-time,
ensuring stock availability and reducing waste. IoT-enabled beacons personalize the shopping ex-
perience by delivering tailored promotions and product recommendations to customers’
smartphones. In warehouses and logistics, IoT devices provide real-time tracking of shipments and
optimize supply chain operations, ensuring timely delivery and reducing costs. These innovations
not only streamline backend processes but also elevate the shopping experience, positioning IoT as
a cornerstone of modern retail practices.

Environment

IoT is playing a crucial role in environmental conservation and monitoring. IoT-enabled sen-
sors are deployed in natural ecosystems to collect real-time data on air quality, water levels, tem-
perature, and other environmental parameters. For instance, connected devices in rivers and lakes
monitor water quality, detecting pollutants and ensuring compliance with environmental regula-
tions. Similarly, IoT networks track deforestation rates, wildlife movement, and soil degradation,
providing actionable insights to researchers and policymakers. These systems enable early detec-
tion of environmental threats, support disaster prevention efforts, and contribute to a more sustain-
able relationship between human activities and the planet. By leveraging IoT for environmental
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monitoring, we are taking significant strides toward preserving natural resources for future gener-
ations.

1.2. ABIDI

This thesis is framed within the ABIDI (Context-Aware and Veracious Big Data Analytics for
Industrial IoT) projects’ scope”. The project ABIDI is a European multidisciplinary initiative funded
by CHIST-ERA'. Its overarching goal is to develop solutions that address key challenges in industrial
IoT (IIoT) environments by leveraging cutting-edge technologies in big data analytics, machine
learning, edge computing, context-aware systems and the very IoT networks themselves. By improv-
ing data veracity, contextualization, and knowledge discovery, ABIDI aims to enable reliable, effi-
cient, and autonomous IIoT systems capable of supporting fully automated industrial processes.
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Figure 3. A high-level representation of the ABIDI Framework.

The project focuses on several interconnected aspects: building reliable IToT networks, design-
ing intelligent edge computing infrastructures, developing scalable big data processing systems,
and creating adaptive machine learning models for handling complex data streams (Figure 3). These
components are integrated and validated through a comprehensive use case centered on energy
consumption prediction in a smart building environment at UPM*,

Objectives and Key Innovations of ABIDI
ABIDI aims to address four primary challenges inherent to IIoT environments, be they:

¢ Reliable IToT Networks. IIoT systems demand high reliability in data communication, even
in noisy, harsh industrial environments. ABIDI focuses on enhancing wireless protocols,

* Context-Aware and Veracious Big Data Analytics for Industrial IoT. https://www.chistera.eu/projects/abidi
t CHIST-ERA ERA-NET | Our Mission. https://www.chistera.eu/mission
¥ CeDInt | ABIDI. https://www.cedint.upm.es/en/project/abidi
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such as IEEE 802.15.4, to achieve low latency, minimal jitter, and high packet delivery rates
in industrial applications.

¢ Edge Computing Infrastructure. To reduce latency and improve decision-making, ABIDI
emphasizes shifting computation from centralized cloud systems to edge devices. This in-
cludes deploying machine learning models and semantic reasoning capabilities directly on
IoT gateways and nodes.

e Big Data Processing and Scalability. ABIDI addresses the challenges of managing the
variety, velocity, and volume of IIoT data streams. The project evaluates and optimizes
NoSQL solutions to balance computational workloads between edge devices and centralized
big data infrastructures.

¢ Adaptive Machine Learning Models. ABIDI develops prediction models that adapt to the
dynamic nature of IIoT systems, accounting for sensor malfunctions, data uncertainty, and
changing environmental conditions.

ABIDTI’s connection to this thesis is directly related to the first challenge—reliable IIoT net-
works. Key outcomes from the project are, in fact, published within the compendium of papers of
this thesis.

Use Case: Energy Efficiency in Smart Buildings

ABIDI’s research outcomes are validated through a real-world application at UPM’s CeDInt
laboratory, where IoT systems are deployed to optimize energy consumption and HVAC control in a
three-story smart building®. The setup includes:

¢ Energy Meters. Monitoring 560 electrical lines with 30 IoT devices.

¢ Ambient Sensors. Capturing temperature, humidity, luminosity, and occupancy data using
40 IoT devices.

¢ HVAC Controllers. Managing temperature, fan speed, and operational states through 30
devices.

Primary objectives of this use case are to improve energy efficiency through detailed, context-
aware analysis of energy usage patterns, and to automate HVAC control by learning from user be-
havior and environmental factors. An exemplification of this matter can be seen in Figure 4.

* CeDInt’s 10T pilots, tests and proof of concepts deployed within their facilities and UPM'’s
Montegancedo Campus are detailed in https://www.cedint.upm.es/en/project/batnet
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date

Figure 4. Screenshot from an ABIDI’s web application detecting HVAC usage inside CeDInt’s building, utilizing
multiple data streams.

This environment serves as a testbed for validating the project’s advancements in data verac-
ity, predictive modeling, and edge-based decision-making.

Synergy’s Implications
The outcomes of ABIDI and this thesis have significant implications for the broader IoT ecosystem:

¢ Industry Impact. By enhancing the efficiency and reliability of IIoT systems, the research
contributes to the development of smarter, more autonomous industrial processes. Energy
harvesting systems, as explored in the thesis, reduce the operational costs and environmen-
tal impact of large-scale IoT deployments.

¢ Societal Benefits. Improved energy efficiency and predictive maintenance reduce re-
source consumption and promote sustainable practices. The integration of ABIDI’s frame-
works with energy harvesting technologies paves the way for eco-friendly smart cities and
industrial systems.

¢ Technological Advancements. The combination of advanced data analytics, machine
learning, and energy harvesting technologies accelerates the evolution of IoT architectures.
This synergy enhances the scalability, adaptability, and sustainability of IoT systems in var-
ious domains.

The combined research contributed to addressing critical challenges in IIoT environments.
The alignment of goals, methodologies, and outcomes highlights the complementary nature of both
initiatives, underscoring their collective impact on advancing sustainable and intelligent IoT sys-
tems. As ABIDI progresses toward its objectives, the findings and innovations from this thesis may
help shape the future of industrial IoT.

1.3. Hypothesis

The starting situation is that the rapid proliferation of Internet of Things (IoT) devices has
introduced a diverse and diffuse landscape of technologies, particularly in the domains of energy
harvesting and wireless communication.

Despite the wealth of options available, the lack of a unified approach to selecting appropriate
technologies for specific use cases poses a significant challenge. Years of research have highlighted
the need for a systematic framework—a blueprint or set of guiding principles—to aid in making
informed decisions when designing fully autonomous IoT devices.

7



E. Saavedra

There is a need for self-sufficient, non-intrusive IoT electronic devices capable of operating for
extended periods without human intervention.

This type of device is essential in scenarios where modifications to existing infrastructure are
not feasible, such as industrial environments, factories, and production lines. The lack of adequate
solutions currently limits the deployment of these systems.

The success of energy harvesting systems depends not only on the technology used but also
on the communication protocols implemented by IoT devices. Therefore, for the design of viable
energy harvesting solutions, it is essential to understand the energy consumption requirements as-
sociated with the different protocols used in the IoT networks. Additionally, it is necessary to have
a tool for selecting the most suitable wireless IoT technology for the needs of each use case.

The central hypothesis of this work posits that

Advanced energy harvesting solutions can be developed for non-intrusive IoT de-
vices so as to address the current gap in efficacious, viable alternatives. This
realization may require a custom, perhaps unique design approach and imple-
mentation process, which rigorously account for those devices’ specific energy
requirements, as dictated by the communication protocols they employ, as well
as other use case’s requisites to comply.

1.4. Objectives

The main objective of this thesis is to achieve the deployment of IoT networks in environments
where an adequate power supply is unavailable, either because it does not exist or cannot be uti-
lized. In these cases, self-powered IoT devices are essential to ensure the sustainability, scalability,
and effectiveness of IoT networks in such environments, while reducing maintenance requirements
and improving energy efficiency. Some examples of these environments are the following:

e Remote areas and rural zones with no access to the electrical grid where IoT networks
need to be deployed for environmental monitoring, precision agriculture infrastructure, or
water resource management.

¢ Densely developed urban areas where installing electrical wiring can be expensive or
disruptive, yet systems for air quality monitoring, traffic sensors, or smart parking are
needed.

¢ Industrial environments where [oT devices must be installed guaranteeing not to inter-
fere with existing infrastructure. In these environments devices operate under extreme con-
ditions—high temperatures, humidity, vibrations)—and maintenance access is difficult, as
seen in deployments for machinery monitoring.

e Applications with IoT devices embedded in vehicles or mobile systems, where energy
must be independent, such as fleet trackers, autonomous drones, and agricultural robots.

¢ Installations in natural ecosystems, such as protected areas where wiring or human inter-
vention could damage the environment. This is the case with biodiversity monitoring sys-
tems, forest fire management, and climate sensors.

e Monitoring of critical infrastructures, where continuous monitoring is required, and con-
ventional energy sources may be unreliable, such as in bridges, dams, and power grids.
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e IoT applications for smart buildings, aiming to reduce energy consumption through sus-
tainable solutions like smart lighting systems, climate control, or presence monitoring.

e Temporary or emergency applications that require rapid, autonomous installation of IoT
devices, such as the monitoring of massive events or temporary deployments.

These scenarios illustrate the importance of self-powered IoT networks in enabling efficient,
sustainable, and scalable solutions across a wide range of challenging environments. To achieve the
main objective, the following partial objectives were proposed:

A. Design and implementation of viable EH systems for IoT devices

This objective focuses on the identification, evaluation, and development of energy harvesting
(EH) systems capable of powering low-consumption IoT devices. It involves a thorough analysis of
the various energy harvesting techniques available, evaluating their capacity to meet the specific
energy requirements of such devices. Once the most suitable EH techniques are identified, experi-
mental validation will be carried out through the design, implementation, and testing of prototypes.
This approach will demonstrate the technical feasibility of the selected EH systems, evaluating their
performance in real operational scenarios and their effective integration with IoT devices.

B. Analysis of the energy requirements of various 10T protocols

This objective focuses on a detailed study of the energy demands associated with the main
communication protocols used in IoT networks. The aim is to identify those protocols that can be
efficiently implemented in self-powered devices using energy harvesting (EH) techniques.
The analysis will include the evaluation of energy consumption characteristics for each protocol and
the determination of optimal configurations to maximize energy efficiency. This step is critical to
facilitate the implementation of self-powered IoT systems. Once the most suitable protocols are se-
lected, experimental work will be conducted for their practical implementation. This process will
identify optimal combinations of IoT protocols and EH techniques, ensuring the viability of IoT de-
vices with optimal performance and energy sustainability.

C. Development of a testbed to evaluate key IoT network parameters

The objective is to design and build a technical testbed to measure and analyze the critical
performance parameters of IoT networks, such as latency, error rate, and stability. Currently, no
standardized or accessible tools exist to objectively compare different IoT technologies. This limits
the ability to select the most suitable technology to meet the specific requirements of a system or
use case. The implementation of this platform will provide a valuable technical resource for com-
parative evaluation, enabling informed decisions regarding the selection of optimal IoT solutions
tailored to operational and deployment needs.

The proposed objectives provide a comprehensive and well-founded framework to address the
key challenges associated with the development of self-powered IoT networks. Each of them tackles
critical aspects essential to ensuring the technical feasibility, energy efficiency, and functionality of
these systems in diverse operational scenarios—almost bijectivity:

Design and implementation of EH systems

This objective establishes the technological foundation needed to provide energy autonomy to
IoT devices by leveraging environmental energy sources. The identification, analysis, and validation
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of EH techniques ensure that the developed systems are viable, efficient, and capable of integrating
into real-world environments.

Analysis of the energy requirements of IoT protocols

This objective complements the previous one by ensuring that the communication protocols
used in IoT networks are compatible with the energy constraints inherent to self-powered systems.
By identifying optimal configurations and conducting experimental tests, efficient and sustainable
implementation is ensured.

Development of a testbed to evaluate key parameters

This objective provides a critical tool to measure and analyze the performance of IoT networks,
enabling the objective comparison of technologies and protocols. This facilitates the selection of
optimal combinations of EH, protocols, and configurations, maximizing system efficiency and per-
formance.

Together, these objectives not only address energy autonomy and protocol design but also
ensure that the solutions developed are rigorously evaluated in terms of performance, scalability,
and suitability for specific needs. This establishes a clear and robust path toward the implementa-
tion of efficient, sustainable, and adaptable self-powered IoT networks that meet current technolog-
ical challenges.

10
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2. State of the Art

The rapid development and deployment of Internet of Things (IoT) technologies have funda-
mentally altered numerous industries by introducing an unparalleled level of connectivity and data
exchange. As the IoT landscape continues to evolve, several key technologies and methodologies
have emerged, each contributing to the diverse and dynamic ecosystem that defines modern IoT
applications. This section explores the current state of the art in IoT, focusing on significant tech-
nological advancements, existing challenges, and the role of various communication protocols and
energy harvesting techniques in advancing IoT deployments.

The foundation of IoT is built upon a complex array of sensors, actuators, communication pro-
tocols, and data processing systems. These components collectively enable the creation of smart
environments where devices can communicate, process data, and make autonomous decisions.

At the heart of IoT are low-power wireless communication technologies, which facilitate the
seamless transmission of data between devices and centralized systems. Key protocols such as
Zigbee, Bluetooth Low Energy (BLE), LoRaWAN, and 6LoWPAN have been instrumental in enabling
low-power, wide-area communications suitable for various IoT applications.

Since this thesis is presented by a compendium of publications—as detailed in Section 0
hereof—its SoA reflects the knowledge investigated, studied, required to perform, understand and
elevate the research. Central to this work are the interrelated domains of smart meters, energy
harvesting techniques, wireless communication technologies, and the interoperability of IoT sys-
tems. These thematic pillars form the foundation upon which the contributions of this thesis are
built. Following subsections review the SoA in these areas, emphasizing the innovations, methodol-
ogies, and technical advancements ineludible to the course of the thesis.

2.1. Smart Metering

Smart metering has become a pivotal technology in the modernization of energy management
systems, particularly in the context of IoT-enabled solutions. These devices offer real-time monitor-
ing and control of energy consumption, improving efficiency, reducing waste, and fostering sustain-
able practices. However, the design and implementation of smart meters face multiple challenges,
including energy autonomy, cost-effectiveness, communication reliability, and ease of deployment.

2.1.1. Varying Needs Lead to Distinct Approaches

Several smart meter technologies are currently in use, each with unique operational charac-
teristics. In fact, they may be split by their installation method: i) utility grid, ii) electrical panel, and
iii) stand-alone.

Utility Grid

A primary category includes those smart meters installed by utility companies to remotely
collect consumption data for accurate billing purposes [Sendin 2012, 2014]. These meters often play
a role in the broader context of the smart grid, enabling dynamic demand response mechanisms,
which adjust energy consumption based on real-time data and grid condition [Chren 2016]. They
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are not manageable and consumption is usually metered as a whole per residential/industrial unit—
without splitting into circuits.

Electrical Panel

In this group fall most commercial smart meters. They are powered directly from the electrical
mains through a transformer, as seen in systems discussed in [Reinhardt 2011]. As they are directly
attached to the line under observation, they can sample both voltage and current, allowing for the
calculation of power factor. However, this specific pro is their major con, as their installation often
requires power supply interruption and professional installation—even administrative paperwork—
which increase costs and limit deployment in certain environments [Praktiknjo 2011; Woo 2014].

Additionally, in developing regions or rural areas, the infrastructure of electrical panel boards
often presents challenges such as limited space, difficult access, or non-standard configurations.
This makes it impractical to install traditional smart meters in these settings, where non-intrusive
and cost-effective solutions become crucial factors in the selection of appropriate devices.

Stand-Alone

Let us differentiate between self-powered smart meters, and (literally) plug-and-play ones. The
latter are the most established, they usually are plugs with both a plug itself and a receptacle; they
are plugged into the wall, and the load of interest eventually plugged into the smart meter’s recep-
tacle. This load would be subject to observation and consumption reckoning. Sometimes they also
come in the form of plastic boxes with electrical terminals, where a power cord is interrupted.

In contrast, self-powered ones have been gaining interest and even place in the last years.
Since these systems do not rely on an external power supply, they are more suitable for diverse,
unexpected environments. Various self-powered meter designs have emerged, each with distinct
measurement capabilities, electronic configurations, and installation methods. For instance, in
[Moghe 2010], a self-adhesive current and temperature sensor was developed using Zighee for wire-
less communication, designed to measure currents in the range of 60-1000 A. This type of solution
is advantageous for its easy installation and flexibility.

In another example, [Cai 2012] describes the integration of a GPS receiver within a smart
meter to ensure time synchronization with the data, a useful feature for maintaining accurate read-
ings across distributed systems. Furthermore, [Porcarelli 2013] shows a smart meter that complies
with IEEE 802.15.4, incorporating a backup battery and designed for consumption measurements
ranging from 10 W to 10 kW, with a reported maximum measurement error of 1.6%. This system
illustrates a reliable solution for varying consumption profiles while ensuring robustness in energy
monitoring.

A further advancement in self-powered smart meters is presented in [Han 2015], where a
piezoelectric cantilever, excited by the magnetic coupling of AC, is used to harvest energy from the
surrounding environment to power the device. This method allows for continuous operation without
the need for an external power supply, offering a sustainable solution for remote monitoring. Addi-
tionally, [Paprotny 2010] outlines the development of microelectromechanical systems that inte-
grate self-powered current sensors with the capability to also measure voltage, marking a promising
direction for the next generation of smart meters that are both compact and highly efficient.
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Self-powered smart meters are still a significant innovation in the field, overcoming many of
the limitations of traditional systems by providing energy-efficient, cost-effective, and flexible solu-
tions. Their development continues to evolve, with new technologies and prototypes in the litera-
ture, aiming to expand their capabilities and improve performance across diverse operating envi-
ronments. This ongoing research is critical to addressing the growing demand for smart metering
solutions in both developed and developing regions, particularly where infrastructure limitations
hinder the widespread adoption of conventional devices.

2.1.2. Current and Future Directions

Being electricity ubiquitous across society, the need for electricity meters in all spots where
human beings may be is undeniable. Therefore, their significance leaves a lasting impact, both in
the present and for the future. This topic could be the subject of extensive discussion, especially
when considering the non-stopping transformation society is—was and will—be suffering towards
greater connectivity.

Figure 5. Overview on global CO2 emissions [Ritchie 2020].

Yet, given the increasing consciousness for efficiency and sustainability—at least in certain
parts of the globe (Figure 4)—exploring the current and future directions of smart meter technology
could be essential for meeting both regulatory requirements and well-being expectations, ultimately
helping drive the evolution of energy management systems.

The impact of smart metering extends beyond energy management. By enabling precise, real-
time monitoring, these devices contribute to the development of smart grids and support initiatives
such as demand response policies, where energy consumption is adjusted dynamically based on
supply conditions. In emerging economies, the deployment of low-cost smart meters facilitates eq-
uitable energy distribution, reduces theft, and enhances billing accuracy.

Despite these advancements, smart metering keeps on facing persistent challenges. Achieving
consistent energy autonomy in diverse environmental conditions remains a critical goal, as does
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enhancing the security of communication protocols to protect against cyber threats. Additionally,
the scalability of smart meter networks in heterogeneous environments demands further research
to address issues such as signal interference, network congestion, and data integrity.

Future research shall explore hybrid energy harvesting systems that combine multiple tech-
niques to optimize energy availability. The integration of machine learning algorithms for predictive
analytics and anomaly detection could further enhance the capabilities of smart metering systems.
Finally, developing standardized frameworks for interoperability across IoT platforms and protocols
will be essential for ensuring the widespread adoption and impact of smart metering technologies.

2.2. Energy Harvesting

As IoT technology advances, the reliance on batteries to power devices presents a significant
challenge, particularly in remote or hard-to-access environments where replacing or recharging
batteries is logistically and economically unfeasible. To address this, energy harvesting technologies
have emerged as a pivotal solution, enabling IoT devices to generate power autonomously from
ambient energy sources. These technologies utilize already-existing energy flows such as solar ra-
diation, temperature gradients, mechanical vibrations, and radio frequency (RF) signals to sustain
device operations without the need for traditional power sources.

The integration of energy harvesting with wireless communication protocols is at the core of
this thesis, as it enables the development of self-sustaining IoT systems capable of functioning inde-
pendently over extended periods. By leveraging diverse energy harvesting mechanisms, this re-
search seeks to tailor solutions for applications ranging from environmental monitoring to industrial
automation, where reliable power supply is critical.

To ensure energy harvesting systems meet the demands of IoT applications, this research ex-
amines advanced power management techniques. These include the use of energy storage systems
such as rechargeable batteries or supercapacitors to buffer harvested energy and the optimization
of communication protocols to reduce power consumption. By aligning energy harvesting technolo-
gies with efficient data transmission methods, the goal is to enhance both the reliability and sus-
tainability of IoT deployments.

2.2.1. Modern IoT Will Need Energy Harvesting

IoT devices are predominantly wireless, often deployed in environments ranging from urban
centers and industrial complexes to rural and remote areas. Many of these deployments necessitate
prolonged operation without physical intervention, making traditional power sources such as bat-
teries unsuitable. The periodic replacement of batteries in large-scale IoT networks poses a logisti-
cal and financial burden, often exceeding the cost of the devices themselves. Moreover, the envi-
ronmental impact of battery disposal contributes to the growing issue of electronic waste.

Energy harvesting technologies address these limitations by offering devices the capability to
generate power directly from ambient sources. This autonomy significantly reduces maintenance
requirements, enabling IoT systems to operate reliably in challenging conditions. Furthermore, en-
ergy harvesting aligns with the principles of green technology by minimizing the reliance on non-
renewable resources and fostering the development of sustainable IoT ecosystems.
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Figure 6. Google Trends for ‘energy harvesting’, ‘internet of things’, ‘smart meters’; period 2010-2024

The integration of EH technologies with low-power communication protocols, advanced en-
ergy storage solutions, and optimized system architectures is critical to unlocking their full poten-
tial. By tailoring energy harvesting mechanisms to the specific demands of IoT applications, this
research seeks to enhance the efficiency, reliability, and scalability of these systems, ensuring their
suitability for both current and future applications.

2.2.2. Specific Energy Harvesting Techniques

This subsection delves into specific energy harvesting technologies, be they photovoltaic, mag-
netic induction and radio-frequency, as they present the most suitable sources for IoT use cases,
and they are the ones that best fitted during this research development. Each of them offers unique
advantages and challenges in powering IoT devices. Yet, by understanding the interplay between
these energy sources and IoT system requirements, the aim is to unlock innovative solutions for
sustainable IoT applications.

Photovoltaic

Solar energy harvesting is one of the most extensively utilized methods for powering IoT de-
vices, particularly in outdoor environments. Photovoltaic (PV) cells convert sunlight into electrical
energy, making them ideal for applications such as agricultural monitoring, environmental sensors,
and smart city infrastructure. The abundance of sunlight and the mature technology behind PV
systems make solar energy a reliable source for IoT devices deployed in open areas where light
availability is high.

Outdoor

Outdoor PV systems are ideally suited for applications such as agricultural monitoring, envi-
ronmental sensing, and smart city infrastructure. The abundance of sunlight in outdoor environ-
ments enables high energy generation, with state-of-the-art PV cells achieving efficiencies of up to
40% under ideal conditions. These systems often incorporate energy storage elements, such as lith-
ium-ion batteries or supercapacitors, to store excess energy during peak sunlight hours. This stored
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energy ensures uninterrupted operation during periods of low irradiance, such as nighttime or over-
cast conditions.

Indoor

Indoor PV systems face distinct challenges due to lower light intensities and intermittent arti-
ficial lighting. However, advancements in materials and cell design have significantly improved the
efficiency of PV systems under these conditions. Compact PV cells, typically measuring around 30
cm?, achieve conversion efficiencies of 9% under fluorescent lighting at 100 lux. New-generation
materials, such as gallium arsenide (GaAs) and organic photovoltaics (OPVs), offer even higher ef-
ficiencies, with GaAs cells capable of powering devices with energy requirements up to 10 mW in
low-light environments.

However, the variability of solar energy presents a significant challenge to device stability.
Factors such as time of day, weather conditions, and geographic location cause fluctuations in solar
intensity, potentially disrupting the power supply for IoT devices. This thesis explores the use of
advanced energy storage solutions, such as lithium-ion batteries or supercapacitors, to store excess
solar energy during periods of high intensity, ensuring uninterrupted operation during low-light
conditions.

In addition to energy storage, the integration of photovoltaic systems with energy-efficient
communication protocols is critical. By employing low-power wireless technologies, such as Lo-
RaWAN or Zigbee, the overall energy demand of IoT devices is reduced, enabling extended auton-
omy even in environments with inconsistent sunlight. This approach balances energy generation
and consumption, ensuring that devices remain operational in diverse environmental conditions.

Magnetic Induction

Magnetic induction is a widely employed energy harvesting technique that leverages the prin-
ciples of electromagnetic induction to generate electrical energy from varying magnetic fields. This
phenomenon, described by Faraday’s law of electromagnetic induction, occurs when a conductor is
exposed to a changing magnetic flux, inducing an electric current. In the context of IoT, magnetic
induction serves as a robust and efficient method for harvesting energy, particularly in environ-
ments where magnetic fields are naturally present or generated, such as in power systems and
industrial applications.

One notable implementation of magnetic induction for energy harvesting is through current
transformers (CTs), commonly used in smart meters to measure electrical current. CTs function by
coupling energy from the magnetic field surrounding a conductor carrying an alternating current
(AC). The magnetic flux generated by the AC flow induces a proportional voltage in the transformer’s
secondary winding, which can then be used to power the associated circuitry of the meter or other
IoT devices. This approach is particularly advantageous in smart meters, as it allows the device to
draw energy passively from the same power line it monitors, eliminating the need for an external
power source.

The integration of magnetic induction in smart meters not only supports energy-efficient op-
eration but also facilitates continuous, real-time monitoring of electricity usage. This capability is
critical for modern power grids, enabling advanced features such as demand response, dynamic
pricing, and anomaly detection. Additionally, this method ensures minimal disruption to the electri-
cal network, as CTs can be installed non-invasively around conductors without requiring physical
disconnection or modification of the power lines.
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This research explores magnetic induction-based energy harvesting as the source for IoT ap-
plications, also considering the challenges of scaling this technology, particularly in scenarios with
fluctuating current levels or low-power environments, to further expand its potential applications in
the IoT ecosystem.

Radio-Frequency

RF energy harvesting is a promising technology that captures electromagnetic waves from
ambient sources like Wi-Fi, cellular signals, or broadcast radio. These signals are ubiquitous in ur-
ban and indoor environments, providing a near-constant source of energy for low-power IoT devices.
RF harvesting is particularly useful in scenarios where physical access to devices is limited, such as
smart homes, healthcare monitoring, or densely populated urban areas.

This thesis examines the feasibility of RF energy harvesting for powering IoT devices, focusing
on its advantages in communication-dense settings. RF harvesting is well-suited for devices with
minimal energy requirements, such as passive sensors or small-scale actuators. By utilizing ambient
RF signals, IoT systems can achieve extended operational lifespans without the need for battery
replacements or recharging.

A critical aspect of RF energy harvesting is the integration of highly efficient communication
protocols that minimize power demands. Protocols like NB-IoT or BLE, which prioritize energy effi-
ciency, are explored in conjunction with RF systems to ensure that harvested energy supports reli-
able data transmission. This approach enables IoT devices to remain operational even in environ-
ments with fluctuating RF signal strength.

While RF harvesting shows great promise, challenges such as low power density and interfer-
ence from competing signals must be addressed. This research investigates strategies to optimize
energy capture and mitigate these issues, paving the way for the practical deployment of RF-pow-
ered IoT devices in a wide range of applications.

Other Techniques

As IoT expands into increasingly diverse and demanding environments, traditional energy har-
vesting techniques, while effective, are sometimes insufficient to meet the growing requirements
for efficiency, adaptability, and sustainability. To address these challenges, incipient energy har-
vesting techniques are emerging as innovative solutions capable of harnessing unconventional or
untapped energy sources. These methods aim to complement or enhance existing energy harvesting
technologies, offering greater versatility and opening new possibilities for self-sustaining IoT sys-
tems.

Triboelectricity

One promising area of exploration is triboelectric energy harvesting, which leverages the triboelec-
tric effect to generate electricity from contact and separation between materials with differing elec-
trical charges. This technique is particularly suitable for dynamic environments, such as wearable
devices, where regular physical interaction can produce usable energy. Triboelectric systems are
being studied for their potential to generate power in scenarios like human motion, textile friction,
or mechanical vibrations, offering a scalable and environmentally friendly alternative for powering
IoT devices in motion-rich settings. Advances in nanomaterial coatings and flexible substrates fur-
ther enhance the efficiency and adaptability of these systems. [Zhu 2012; Wang 2014].

Bioenergy
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Another burgeoning field is bioenergy harvesting, which explores the use of biological pro-
cesses or organic materials to produce energy. Microbial fuel cells (MFCs), for example, utilize
bacteria to convert organic matter into electricity, presenting an exciting opportunity for powering
IoT devices in agricultural, environmental, or wastewater management contexts. Similarly, bio-pie-
zoelectric systems harness the natural mechanical properties of biological materials, such as colla-
gen or bone, to generate electricity in applications where biological integration is key. Energy de-
rived from human metabolic processes, including heat, glucose, or motion, is also being researched
for wearable 10T devices, particularly in healthcare, offering a harmonious interface between tech-
nology and the human body. [Logan 2012, 2012].

Quantum

Lastly, quantum energy harvesting represents a futuristic frontier in energy research. Quan-
tum phenomena such as zero-point energy, thermoelectric quantum dots, and tunneling effects offer
theoretical possibilities for ultra-efficient energy generation. While still experimental, quantum en-
ergy harvesting could revolutionize IoT power solutions by enabling devices to operate at micro-
and nanoscale levels with minimal environmental impact. Similarly, kinetic microfluidic systems,
which use the movement of liquid within small-scale channels to generate electricity, are being
studied for their potential to power IoT devices in biomedical or environmental monitoring scenar-
ios, leveraging natural fluid flows in compact environments. [Sothmann 2015; Thierschmann 2015;
Hildebrandt 2017; Mitchison 2019]

2.2.3. Realizing Harvested Energy

Energy harvesting has been a trending topic during the last years, becoming a feasible solution
when very-low-power electronic devices were achievable—from the 2010s. Providing energy har-
vesting capability to wireless devices enables them to continuously acquire energy, therefore elim-
inating the concern of their lifetime being dependent on the energy storage system capacity
[Gunathilaka 2012; Ulukus 2015]. Nonetheless, achieving this integration still presents several chal-
lenges and making strategic trade-offs to balance energy availability, conversion, and utilization, as
every new application may require a different approach in its energy harvesting system design. As
exemplification, Figure 7 depicts the circuit blocks that conformed the EH subsystem developed to
make the smart meter from Section 1.1 hereof perform.
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Figure 7. High-level schematic of the smart meter’s EH subsystem.
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One of the most critical challenges is the variability and intermittency of ambient energy
sources, which directly impacts the reliability and performance of IoT devices. For instance, solar
energy fluctuates with weather and daylight, thermal gradients may vary with operational condi-
tions, and mechanical vibrations depend on specific environmental activities. This inherent unpre-
dictability necessitates the development of robust strategies to manage energy availability effec-
tively.

To address these issues, researchers are focusing on advanced power management algorithms
that dynamically optimize the device’s operation based on real-time energy availability. These algo-
rithms monitor the energy harvesting input and adjust the device’s functionality to prioritize critical
tasks while deferring non-essential or energy-intensive operations during periods of low energy. For
example, an environmental monitoring sensor might reduce its sampling rate or delay data trans-
mission until sufficient energy is available. These dynamic adjustments not only improve the relia-
bility of IoT devices but also ensure optimal utilization of the harvested energy, extending device
operational lifespans even under fluctuating conditions.

Another significant challenge lies in the efficiency of energy conversion and storage systems.
Ambient energy sources typically provide low power, often in the milliwatt or microwatt range, ne-
cessitating highly efficient energy conversion mechanisms to maximize the usable power. For in-
stance, thermoelectric generators must efficiently convert thermal gradients into electricity while
minimizing losses, and piezoelectric systems must effectively capture and convert kinetic energy
from vibrations. Innovations in materials science, such as the use of nanostructured materials or
advanced semiconductors, are driving improvements in conversion efficiency, enabling greater en-
ergy yield from limited sources.

Equally important are advancements in energy storage technologies, which play a crucial role
in maintaining a consistent power supply for IoT devices. Supercapacitors, with their rapid charge-
discharge cycles and high durability, are increasingly being used to buffer short-term energy varia-
tions. Meanwhile, rechargeable batteries with high energy density and low self-discharge rates are
employed to store larger amounts of energy for long-term use. Research is also exploring hybrid
storage solutions that combine the strengths of supercapacitors and batteries, providing both im-
mediate power delivery and sustained energy reserves. By integrating these advanced storage so-
lutions with energy harvesting systems, IoT devices can achieve a higher degree of autonomy and
resilience, even in energy-scarce environments.

In conclusion, the exploitation of energy harvesting for IoT devices requires a holistic approach
that addresses the interplay between energy sources, conversion efficiency, storage solutions, and
power management. By tackling these challenges, this research aims to unlock the full potential of
energy harvesting, enabling IoT systems that are not only self-sustaining but also adaptable to di-
verse and dynamic environmental conditions. This integration is a cornerstone of future IoT deploy-
ments, fostering innovation in areas such as smart cities, industrial automation, and environmental
conservation.

2.3. Wireless Communications

Since the IoT has been established as one of the most acknowledged paradigms, the amount
of related research and emerging technologies and services [Evans 2021; Wegner 2021] has in-
creased, both regarding IoT devices themselves—35 billion (x109) devices connected in 2021
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[Maayan 2020] and 75 billion devices expected by 2025 [Newman 2019]—, yet also monetary spend-
ing—more than EUR 1200 billion by 2027".

The wireless paradigm for IoT allows medium and large coverage areas with relatively low
energy consumption by providing small processing power requirements for devices as well as low
transmission data rates [S. Farrell 2018; Chaudhari 2020], factors inherent in the IoT field itself.
Focusing on this thesis’ domain, Table 1 shows detailed energy consumption for the smart meter
use case, as it was profoundly carried out and further explained in one of this thesis’ compendium
papers [Saavedra 2021].

Table 1. Energy consumption' of a message transmission for different IoT wireless technologies within
the smart meter use case.

Technology MTC¢ ETCs Establishment Transmission Total
(mA) (mA) Consumption (mAs) Consumption (mAs) Consumption (mAs)
Sigfox <59,4 53,1 0 804,80 804,80
LoRaWAN <59,4 62,5 256,73 6,33 263,06
NB-IoT <277,2 141,2 4.341,9 8,88 4.350,8
Wi-Fi 118,8 109,9 198,46 3,40 201,86
BLE 85,8 95,9 51,98 1,01 52,99

Despite the wide variety in wireless IoT technologies, some actors widely dominate the current
picture of IoT communications, although this has always depended on the specific use case. Medium-
range communications such as Bluetooth and Zighee may have ac-counted for up to 28% of the
wireless IoT chips in 2021. For long-range communications technologies, only four accounted for
over 96% of global, installed active devices in 2021: NB-IoT, LoRa, LTE-M and Sigfox. NB-IoT leads
this ranking with 47% of the global share, followed by LoRa with 36% [Pasqua 2021]. In fact, low-
power wide-area network (LPWAN) protocols that rely on licensed bands (NB-IoT, LTE-M) have
surpassed those relying on non-licensed ones (LoRa, Sigfox) in 2021™.

However, different technologies provide different levels of performance and need different
infrastructure requirements. Choosing one over another widely depends on the specific use case
and it is not always clear how to compare their performance. The very specific use case will set the
requirements for wireless technology. Requirements may be divided into technical factors (data
rate, latency, range), implementation factors (cost, documentation, available coverage) and func-
tional factors (energy consumption, location services, over-the-air upgrade) [Al-Kashoash 2016;
Hedi 2017; Moraes 2019; del Campo 2020]. Table 2 presents a comprehensive, coarse approach
thereof.

* Fortune Business Insights. https://www.fortunebusinessinsights.com

t Energy consumption values are shown in milliampere-second (mAs) for ease of reading.

¥ MTC stands for Manufacturer Transmission Current, which is the maximum current consumption during
transmission that the manufacturer claims in the datasheet—normalized to a 5 V DC power supply.

§ ETC stands for Experimental Transmission Current, which is the current consumption measured in the labor-
atory during transmission—also at 5 V.

* IoT Analytics 2021. https://iot-analytics.com/number-connected-iot-devices
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Table 2. Summary of [oT wireless technologies' features.

H Technology H Data rate! Latency? Range® Duplex Reliability Consumption Cost H

BLE Mbps 30ms 100 m half low low low
ZigBee kbps 40ms 100 m half high low low
WiFi Mbps 30ms 100 m half med med low
WirelessHart kbps 10 ms 200 m half high med high
LoRaWAN kbps 300 ms 10 km half med med med
Sigfox bps 4s 50 km limited? high high med
6LoWPAN kbps 20ms 100 m half med low low
NB-IoT kbps 2s 10 km half high high high
LTE Cat-M1 kbps 2s 10 km half high high high
5G Gbps 10ms 10 km half high high high

1,2,3 Approximate values—in the order of magnitude.
4 Sigfox provides limited bidirectional capacity: the IoT device can upload up to 140 12-byte
messages a day, but it can only receive four 8-byte messages.

The literature offers resources aimed to evaluate and compare specific IoT characteristics,
though they often focus on a limited subset of IoT technologies. For example, [Pereira 2017] present
an experimental characterization of mobile IoT latency, while [Mroue 2018] analyze LoRa, Sigfox,
and NB-IoT using a MAC layer-based approach. Furthermore, comprehensive studies targeting spe-
cific IoT technologies also exist, covering a broad range of aspects. Examples include this survey on
LoRa and NB-IoT [Sinha 2017], as well as [Alsukayti 2020], which examines quality, transmission
range, power consumption, and data rates across various scenarios and technologies. In addition,
other studies address challenges related to achieving low-latency or high-reliability IoT communi-
cation networks, as seen in [Schulz 2017; Ma 2019; Atutxa 2021].

However, there remains a lack of research focused on a universal, ubiquitous approach. This
gap likely stems from the immense diversity of the IoT field. This issue is tackled in [Hossain 2017]
by proposing a large-scale IoT testbed-as-a-service. Developing testbeds capable of integrating di-
verse systems, interfaces, and technologies is challenging but necessary for a domain with growing
complexity and prevalence. This need is emphasized [Rana 2021], where the authors highlight the
interoperability issues among IoT platforms and devices.

Hereon, the most relevant technologies for this thesis development are briefly presented to
the reader. These technologies are selected due to their being the most common, commercially
available ones for IoT devices—both in residential and industrial scenarios.

6LoWPAN

6LoWPAN is a transformative technology that bridges the gap between the vast ecosystem of
the Internet and the world of resource-constrained devices. Based on the IEEE 802.15.4 standard,
6LoWPAN enables the efficient communication of IPv6 packets over low-power networks, ensuring
seamless integration with existing Internet infrastructures. This is achieved through mechanisms
like header compression and packet fragmentation, which reduce the size of IPv6 packets to fit the
limited payload of low-power wireless links. Furthermore, the protocol supports mesh networking,
allowing multi-hop communications that extend the range and flexibility of deployments.

The significance of 6LoWPAN lies in its ability to bring the benefits of [IPv6—such as a virtually
unlimited address space and enhanced security—to IoT devices, enabling scalable and interoperable
solutions. This makes 6LoWPAN a key enabler in smart home automation, industrial IoT, and envi-
ronmental monitoring, where the need to connect vast numbers of small, battery-powered devices
is paramount. By lowering the barriers to integrating low-power devices into IP-based networks,
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6LoWPAN sets the stage for a truly interconnected IoT ecosystem. [Gee 2010; Jiménez 2016; Al-
Kashoash 2016; del Campo 2018; Yang 2019; Al-Amiedy 2022].

Bluetooth—Low Energy

Bluetooth Low Energy (BLE) is a widely adopted technology that addresses the need for short-
range, energy-efficient wireless communication. It is designed for applications requiring minimal
power consumption, such as wearable devices, healthcare monitoring systems, and smart home
solutions. BLE operates using advertising and scanning mechanisms, where devices broadcast small
data packets over specific channels, and nearby devices listen for these packets to initiate connec-
tions. With a typical connection range of up to 100 meters and data rates ranging from 125 kbps to
2 Mbps, BLE offers flexibility for diverse use cases while maintaining a compact and cost-effective
implementation.

BLE network topology supports both star and mesh configurations, enhancing its versatility in
IoT systems. Its connection setup time is optimized to be quick, though it can vary depending on the
network’s density and advertising intervals. This capability makes BLE an ideal choice for scenarios
where rapid interactions and energy conservation are critical. Furthermore, the technology’s low
cost and widespread adoption ensure that it remains a cornerstone for developing innovative IoT
applications across industries such as fitness, healthcare, and entertainment. [Gregori 2002; Duflot
2006; Drula 2007; Cho 2014].

Cellular: NB-IoT & LTE-M

Cellular IoT technologies such as Narrowband IoT (NB-IoT) and LTE-M have emerged to ad-
dress the unique requirements of IoT applications by building on the extensive global LTE infra-
structure. Unlike conventional cellular networks, which were originally designed for high-speed
data transmission, NB-IoT and LTE-M optimize connectivity for low-power devices that require in-
frequent, small-packet data exchanges. NB-IoT, for instance, operates on a narrowband spectrum,
providing deep indoor coverage and supporting devices with ultra-low data rates. LTE-M, on the
other hand, offers slightly higher data rates while maintaining energy efficiency, making it suitable
for use cases like asset tracking and connected wearables.

Both technologies have made cellular connectivity more accessible to the IoT market by re-
ducing device complexity, power consumption, and costs. NB-IoT’s ability to use narrowband carri-
ers within LTE or GSM frequencies simplifies deployment and enhances compatibility. Meanwhile,
LTE-M’s reliance on standard LTE bands ensures seamless integration with existing cellular net-
works. Together, these technologies enable scalable and secure IoT applications, with Spain achiev-
ing near-total population coverage for NB-IoT by 2024, highlighting the widespread adoption and
potential of cellular IoT solutions. [Ratasuk 2016, 2016; Beyene 2017; Salva-Garcia 2018; Ayoub
2019; Jia 2019; Séanchez 2019; Gbadamosi 2020].

Sigfox

Sigfox represents a minimalist yet highly effective approach to IoT connectivity, focusing on
simplicity and energy efficiency. The technology operates on ultra-narrowband (UNB) radio modu-
lation, which allows devices to transmit small amounts of data reliably over long distances while
avoiding interference. Unlike traditional networks, Sigfox does not require devices to establish or
maintain a continuous connection. Instead, devices send messages directly to the network using a

22



State of the Art

lightweight protocol, and these messages are received by multiple base stations, implementing spa-
tial diversity to enhance reliability.

Sigfox is tailored for applications where uplink communication is prioritized, such as sensor
networks for environmental monitoring, utility metering, or asset tracking. The protocol’s bidirec-
tional capabilities are limited, allowing only a few downlink messages per day, but this trade-off
ensures ultra-low power consumption and extended battery life for devices. With its managed net-
work infrastructure and global reach, Sigfox simplifies IoT deployments by eliminating the need for
complex network configurations, making it an attractive option for massive-scale, low-bandwidth
IoT applications. [Gomez 2019; Lavric 2019, 2019; DeutscheTelekom 2021; Putra 2022].

LoRaWAN

LoRaWAN is a flexible and scalable wireless communication protocol that operates on the
LoRa modulation technique. Its network architecture employs a star-of-stars topology, where gate-
ways relay data between end devices and a central server. LoRaWAN is known for its long-range
capabilities, with devices communicating over distances of several kilometers using the 868 MHz
ISM band. Its adaptive data rate mechanism optimizes network performance by adjusting the data
rate and transmission power based on signal quality, ensuring efficient use of energy and band-
width.

LoRaWAN'’s appeal lies in its openness and community-driven development. While there is no
commercial LoRaWAN network in Spain, public initiatives like The Things Network enable individ-
uals and organizations to deploy their own gateways and participate in a shared infrastructure. The
protocol supports data rates from 250 bps to 50 kbps, catering to a range of IoT applications from
simple environmental sensors to more complex industrial automation systems. With end-to-end AES
encryption, LoRaWAN ensures secure communications, making it a compelling choice for privacy-
conscious IoT deployments in smart cities, agriculture, and beyond. [de Carvalho 2017; Haxhibeqiri
2018; Ayoub 2019; Ertirk 2019; Alenezi 2020; Mane 2021].

Zigbee

Zigbee is a well-established low-power, low-data-rate wireless communication protocol de-
signed for simple, reliable, and secure communication over short distances. Built on the IEEE
802.15.4 standard, Zigbee excels in creating mesh networks, allowing devices to route data through
multiple nodes and ensuring robust connectivity in dynamic environments. This capability makes it
ideal for smart home applications, industrial automation, and healthcare systems, where the net-
work must adapt to changing conditions or node failures.

One of Zigbee’s strengths is its interoperability through adherence to the Zighee Alliance
standards, which define device communication profiles. Zigbee’s ability to support thousands of
nodes within a single network, combined with its low energy consumption, makes it particularly
suitable for large-scale IoT deployments. However, its limited data rate of up to 250 kbps restricts
its use to applications where bandwidth demands are minimal, such as sensor monitoring and basic
control systems. Despite this, Zighee’s maturity, extensive ecosystem, and wide adoption make it a
cornerstone technology for IoT development. [Ergen 2004; Pan 2007; Farahani 2011; Ramya 2011,
2011; Alobaidy 2020; Zohourian 2023].
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Wi-Fi

Wi-Fi is perhaps the most ubiquitous wireless technology, providing high-speed communica-
tion for devices in a wide range of environments. While traditionally focused on high-bandwidth
applications like video streaming and internet access, recent advancements such as Wi-Fi HaLow
(IEEE 802.11ah) and Wi-Fi 6 (802.11ax) have expanded its capabilities to support IoT use cases. Wi-
Fi HaLow, for instance, operates in the sub-GHz spectrum, offering extended range and lower power
consumption, which are critical for IoT sensors and devices.

Despite its advantages in speed and widespread availability, Wi-Fi’s high-power consumption
compared to other IoT-focused protocols can be a limitation for battery-operated devices. However,
its robust infrastructure, ease of deployment, and ability to support large amounts of data make Wi-
Fi indispensable for applications where power is less of a concern, such as video surveillance, in-
dustrial IoT, and smart appliances. With the emergence of IoT-specific optimizations, Wi-Fi contin-
ues to play a vital role in enabling connectivity for both consumer and industrial applications. [Tozlu
2012; Camps-Mur 2013; Khairy 2019; Chen 2021].

Thread*

Thread is a relatively new wireless protocol that also builds on the IEEE 802.15.4 standard,
but with a focus on IPv6 support and enhanced security. Unlike Zighee, Thread employs 6LoWPAN
to enable direct IP communication, eliminating the need for a proprietary application layer and
fostering seamless integration with other Internet-connected systems. Thread networks are inher-
ently mesh-based, self-healing, and scalable, with no single point of failure, making them robust and
efficient for smart home and building automation.

Thread’s key advantage lies in its low-latency, low-power operation, allowing devices to remain
operational for extended periods without frequent battery replacement. It is designed to coexist
with other wireless technologies, minimizing interference in environments where multiple protocols
operate simultaneously. The protocol’s adoption by the Connected Home over IP (CHIP) initiative,
now branded as Matter, further solidifies Thread’s role as a foundational technology for future smart
home ecosystems, ensuring interoperability and future-proof connectivity. [Unwala 2018a, 2018b;
Rzepecki 2019].

2.4. Interoperability

Interoperability is a cornerstone of the Internet of Things (IoT), as it enables seamless com-
munication and integration across diverse devices, platforms, and networks. However, achieving
interoperability is a persistent challenge, given the heterogeneity of IoT devices, the coexistence of
legacy systems, and the multiplicity of communication protocols. This section explores key advance-
ments in IoT interoperability, with a focus on bridging the divide between incompatible networks
and achieving cohesive systems.

*1t is worth noting that Thread is not further analyzed in the compendium papers of this thesis. This is primarily
due to the absence of a finalized Matter standard during the early years of this investigation. Nonetheless,
given its shared foundations with 6LoWPAN and Zigbee, Thread is expected to demonstrate similar perfor-
mance figures.
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Challenges of Interoperability in IoT

The IoT landscape is characterized by a vast array of devices, each operating on different
communication standards, protocols, and architectures. This heterogeneity complicates integration
efforts, particularly in large-scale deployments where devices from multiple manufacturers must
coexist. For instance, the widespread adoption of IPv6 in modern IoT devices contrasts with the
dominance of IPv4 in legacy networks, creating barriers to seamless communication. [Ziegler 2013;
Jara 2013; Hyun 2015].

This divide is further exacerbated by proprietary platforms and protocols, which hinder cross-
vendor compatibility. IoT manufacturers often design systems that are optimized for specific appli-
cations but lack the flexibility to interface with third-party devices or platforms. Consequently, these
silos limit the scalability and usability of IoT ecosystems. [Grosse 2003; Samad 2018; Kumar 2018]

Bridging IPv4 and IPv6 Networks

One of the most critical challenges in IoT interoperability is bridging the gap between IPv4
and IPv6 networks. IPv6 offers significant advantages, including a vastly expanded address space
and enhanced support for mobile and IoT devices. However, the transition to IPv6 has been slow,
with many networks and devices still reliant on IPv4 infrastructure. This coexistence presents a
major obstacle to unified IoT systems. [Sabir 2009; Savolainen 2013; Lencse 2018, 2019; Ghumman
2019].

Aiming to fade this structural gap, this thesis presents a novel and simple solution to connect
and expose data from IPv6-based IoT sensors to the legacy, IPv4-based Internet. This solution is
deeply described in [Saavedra 2024], yet a coarse scheme thereof can be depicted in Figure 8.
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Figure 8. General diagram of the solution presented in [Saavedra 2024].
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Harmonizing Protocols and Standards

IoT systems employ a wide range of communication protocols, each tailored to specific use
cases and performance requirements. For instance, low-power wide-area network (LPWAN) proto-
cols such as Sigfox and LoRaWAN are optimized for long-range, low-bandwidth communication,
while protocols like BLE and Zigbee are better suited for short-range, high-density networks. The
diversity of these protocols creates significant challenges in achieving seamless interoperability.
Efforts to harmonize protocols have included the development of gateways and middleware solu-
tions that abstract protocol-specific details within certain boundaries and applications. [Grosse
2003; Arzo 2021; Kitamura, H.].

Proof of [oT wireless communications great diversity is properly explained in [Saavedra 2022].
In this thesis’ compendium paper, key differences among [oT wireless technologies are faced and
normalized to some extent. Figure 9 depicts this enormous variety issue and its coming with strings
attached, to the point that a novel, normalized definition for latency—which is such a basic commu-
nications concept—had to be settle, aiming for a common framework in which different wireless
technologies—which may have distinct components, routes, architectures—could be properly com-
pared.

Latency: The time a message takes from the moment when the transmitting de-
vice is called to send a message until this message is ready for utilisation at the
other end (user-side).

Figure 9. Latency: abstract definition and message paths for different wireless IoT topologies. Paths are, for
i) 6LOWPAN, Zigbee, LoRaWAN; ii) Sigfox, NB-IoT; iii) Wi-Fi, BLE; as follows: i) A-B-E-F; ii) A-D-H; iii) A-C-G.

Interoperability Through Open Platforms

The growing number of 10T devices connected also means more players in the ground, there-
fore more manufacturers, service providers and third-party platforms. To make IoT devices interop-
erable, overlaying platforms must be able to speak one another, and open-source initiatives realize
as the only ones capable of such a tough task. The role of the open-source community in fostering
IoT interoperability and breaking access barriers cannot be overstated.
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Should one harmonizer-platform be highlighted, this is Home Assistant, which provides a cen-
tralized interface for managing and integrating loT devices from thousands of different vendors and
devices (only rising), with a great community of developers and users aiming to improve and enjoy
the platform. These kinds of platforms enable users to seamlessly connect and control devices—that
might otherwise be incompatible—by abstracting device-specific complexities, presenting all of
them in a systematic, structured manner. [Cujilema 2023].

Emerging Solutions for IoT Interoperability

As ToT systems continue to evolve, new approaches to interoperability are emerging. One
promising avenue is the adoption of semantic interoperability frameworks, which use standardized
data models to enable meaningful data exchange between devices and platforms. These frameworks
ensure that data generated by one device can be correctly interpreted and utilized by another, re-
gardless of differences in their underlying architectures. [Rana 2021; Del Campo 2024]

In addition, advances in edge computing and Al-driven middleware offer the potential to dy-
namically adapt and translate protocols in real time, further reducing the barriers to integration.
For example, edge devices equipped with protocol translation capabilities can act as intermediaries
between incompatible networks, ensuring seamless data flow without requiring centralized pro-
cessing. [Tandon 2016]

Applications and Broader Implications

The benefits of interoperability extend far beyond individual IoT deployments. In the context
of smart cities, for example, interoperable IoT systems enable the integration of transportation,
energy, and public safety networks, creating a cohesive urban infrastructure. Similarly, in industrial
IoT (IIoT), seamless communication between machines, sensors, and control systems enhances op-
erational efficiency and reduces downtime.

Moreover, achieving interoperability is essential for the scalability of IoT ecosystems. As the
number of connected devices continues to grow, standardized frameworks and interoperable tech-
nologies will be critical to managing the complexity of large-scale networks. The development of
universal testbeds and open-source platforms represents a significant step toward this goal, provid-
ing the tools and frameworks necessary for widespread adoption.

Future Directions

Despite these advancements, significant challenges remain. The lack of universally accepted
standards for IoT protocols and architectures continues to hinder interoperability efforts. Security
and privacy concerns also complicate integration, as ensuring the safe exchange of data across
heterogeneous systems requires robust encryption and authentication mechanisms.

Future research should focus on the development of lightweight, scalable solutions for proto-
col translation and integration. The use of blockchain for decentralized device authentication and
trust management is another promising avenue for enhancing security in interoperable systems.
Additionally, fostering collaboration between industry stakeholders and standardization bodies will
be essential for achieving the global harmonization of IoT protocols and architectures.
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2.9. Security & Al

As IoT devices generate vast amounts of data, there is a growing need for real-time data pro-
cessing and analysis to derive actionable insights. Therefore, this field offers as a perfect fit into the
Big Data cloud, reason why machine learning and artificial intelligence (AI) are increasingly being
integrated into IoT systems to enable predictive analytics, anomaly detection, and autonomous de-
cision-making. These technologies enhance the intelligence of IoT devices, allowing them to learn
from data patterns and adapt their behavior accordingly. For instance, Al-powered IoT systems can
predict equipment failures in industrial settings, optimize energy consumption in smart buildings,
and improve traffic management in smart cities. Although complex Al computation is usually made
in the cloud, sometimes smaller calculations are brought to the Edge to reduce latency and spread
resources. [Sabir 2009; Lencse 2019].

Data comes along with privacy, so security and privacy remain paramount concerns in the IoT
ecosystem. The widespread deployment of IoT devices expands the attack surface for cyber threats,
necessitating robust security measures to protect data and ensure the integrity of IoT systems. End-
to-end encryption, secure boot mechanisms, and hardware-based security modules are some of the
strategies employed to safeqguard IoT devices and networks. Additionally, compliance with data pri-
vacy regulations, such as the General Data Protection Regulation (GDPR), is crucial to ensure that
personal data collected by IoT devices is handled responsibly. There is a number of papers regarding
these concerns, such as the research presented in [Anand 2020] and that presented in [Malhotra
2021] which might serve as great references regarding the security challenges in the IoT field.
Nevertheless, it is a never-enough research topic considering its pace of growth and its more-than-
ever quasi-omnipresent presence in our lives, with more applications and devices emerging con-
stantly.
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3.Methodology

This Section of presents the systematic approach taken to address the main matter. This sec-
tion is crafted to provide a clear and replicable outline of the processes used throughout the thesis,
establishing a framework that reflects rigor, consistency, and the structured integration of theory
and experimentation.

The foundational approach underpinning each phase of this research has been marked by uni-
formity and rigor. This consistency extends across all preliminary studies and published papers con-
tributing to the final body of work.

Initial stages involved rigorous theoretical exploration, including literature review and con-
ceptual modeling of energy harvesting techniques suitable for IoT devices. This groundwork estab-
lished a clear understanding of the various energy sources—such as photovoltaic, radiofrequency,
and thermoelectric—examining their feasibility in environments with different energy availability.
These insights informed the design of experimental setups that would later validate theoretical as-
sumptions through practical testing.

Experimental phases were characterized by a systematic evaluation of each energy harvesting
source in conjunction with wireless communication protocols like NB-IoT, LoRa, Sigfox, and BLE.
Each experimental setup was designed to replicate real-world conditions as closely as possible, en-
suring that the results would be applicable to actual IoT deployments. Performance metrics, such
as energy consumption, latency, throughput, and error rate, were meticulously recorded and ana-
lyzed, providing the data necessary to assess the feasibility and efficiency of various protocol and
energy source combinations.

In summary, the methodology of this thesis reflects a rigorous approach to IoT research, fol-
lowing a structured, yet natural approach to address the main matter, therefore achieving research
objectives. The steps undertaken were as follows:

Phase I - Research on Energy Harvesting Systems

Literature Review

This task involves conducting an in-depth analysis of existing energy harvesting (EH) technol-
ogies, including photovoltaic, piezoelectric, thermoelectric, and RF harvesting methods. The review
will focus on understanding the underlying operational principles, energy conversion efficiencies,
and feasibility of these technologies for integration into IoT applications. Additionally, the review
aims to identify state-of-the-art advancements, current limitations, and knowledge gaps within the
domain, providing a foundation for innovation and targeted research.

Requirements Specification

This phase involves defining the energy requirements of low-power IoT devices across diverse
use cases, considering operational scenarios and device functionalities. Evaluation criteria for en-
ergy harvesting (EH) systems will be established, emphasizing critical parameters such as power
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output, environmental adaptability, and integration feasibility. These criteria will serve as bench-
marks to assess the suitability and performance of EH technologies in meeting the specific demands
of IoT applications.

Simulation & Design

This stage involves the simulation of identified energy harvesting (EH) systems to model and
predict their performance under various environmental conditions, such as light intensity, thermal
gradients, or mechanical vibrations. Using these simulations, prototypes of the most promising EH
systems will be designed, with a focus on ensuring compatibility with the power requirements and
operational constraints of IoT devices. This process will validate theoretical models and guide the
development of functional EH solutions tailored to IoT applications.

Experimental Validation

Prototypes of the energy harvesting (EH) systems will be constructed and rigorously tested in
controlled environments to evaluate key performance metrics, including energy output, reliability,
and efficiency under standardized conditions. Following laboratory validation, the prototypes will
be deployed in real-world scenarios to assess their operational feasibility, environmental adaptabil-
ity, and seamless integration with IoT devices. This phase aims to validate the practical applicability
and robustness of the EH systems in diverse operational contexts.

Phase II - Analysis of Energy Requirements for IoT

Protocol Selection

This task involves identifying and selecting key IoT communication protocols, such as 6Low-
Pan, LoRaWAN and Sigfox, based on their prevalence, technical specifications, and suitability for
low-power IoT applications. Emphasis will be placed on protocols widely utilized in IoT networks
that incorporate self-powered devices, ensuring their compatibility with energy harvesting systems
and their potential for efficient integration into resource-constrained environments.

Energy Profiling

This phase involves a detailed analysis of the energy consumption characteristics of each se-
lected IoT communication protocol under varying configurations. Key parameters such as message
size, transmission frequency, and security settings will be systematically evaluated to quantify their
impact on power consumption. Specialized measurement tools and hardware, such as power ana-
lyzers and energy monitoring devices, will be employed to capture precise power usage data during
communication processes. This profiling will provide critical insights into the energy efficiency of
each protocol in the context of self-powered IoT applications.

Optimization

This phase focuses on developing energy-efficient configurations for each selected IoT com-
munication protocol. Adjustments will be made to parameters such as data packet size, transmission
intervals, and security protocols to minimize power consumption while preserving optimal perfor-
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mance. Simulations will then be conducted to evaluate the behavior of these optimized configura-
tions within self-powered IoT scenarios, ensuring that they meet the operational and energy con-
straints of devices relying on energy harvesting systems. This process aims to identify the most
effective configurations for sustainable and reliable communication.

Experimental Implementation

The selected IoT communication protocols will be deployed on devices powered by energy
harvesting systems so as to assess their practical applicability. Performance metrics such as latency,
communication reliability, and energy efficiency will be rigorously evaluated under controlled and
real-world conditions. This experimental phase aims to identify optimal combinations of protocols
and EH techniques, ensuring seamless integration, robust operation, and energy sustainability in
self-powered IoT networks.

Phase III - Developing a Testbed for IoT Networks

Design of the Testbed Architecture

The architecture of the testbed will be designed systematically to support comprehensive eval-
uation of IoT networks. This includes specifying the hardware components, such as IoT nodes, prob-
ing equipment and the like, as well as developing not only the software that runs the system, but
also the software, procedures and hardware characterizing the testbed itself, so that statistically
correct data and veracity thereof can be stated. Key performance parameters to be measured will
be clearly defined, encompassing latency, error rate and network stability. The design will ensure
modularity and scalability to accommodate various IoT technologies and configurations for rigorous
testing and evaluation.

Implementation of the Testbed

The testbed will be assembled utilizing modular and scalable hardware components to support
flexibility in testing various IoT configurations. Open-source software platforms will be employed to
ensure cost-effectiveness and ease of customization. Automation tools will be integrated into the
testbed to streamline data collection, processing, and analysis, enabling efficient and consistent
evaluation of performance metrics across diverse IoT technologies and scenarios.

Validation and Calibration

Calibration tests will be performed to ensure the precision and reliability of the testbed’s
measurement capabilities, with a focus on key parameters such as latency, error rate, stability, and
energy consumption. The platform will be rigorously tested across a range of IoT technologies to
validate its robustness, adaptability, and versatility. This process will ensure the testbed's effective-
ness as a standardized tool for evaluating and comparing IoT systems under various configurations
and operational conditions.

Comparative Evaluation

The testbed will be utilized to systematically evaluate and compare the performance of various
IoT technologies and configurations, outcoming key performance indicators such as latency, error
31



E. Saavedra

rate, stability, and energy consumption. Detailed technical reports will be generated to document
the strengths, limitations, and potential applications of each technology, providing actionable in-
sights for the selection and deployment of optimal IoT solutions in energy-constrained environ-
ments.

Phase IV - Integration and Synthesis

Synthesis of Results

The insights gathered from the evaluation of energy harvesting (EH) systems, analysis of pro-
tocol energy consumption, and testbed performance metrics will be integrated. This synthesis will
enable the identification of optimal combinations of EH techniques, IoT communication protocols,
and configurations that maximize energy efficiency, reliability, and performance. The results will
provide a comprehensive framework for designing and deploying self-powered IoT networks tailored
to specific operational requirements.

Implementation Guidelines

A detailed set of guidelines will be developed to support the deployment of self-powered IoT
networks, customized to meet specific operational requirements. These guidelines will encompass
best practices for selecting EH techniques, configuring IoT protocols, and integrating hardware and
software components. The recommendations will ensure optimal performance, energy efficiency,
and scalability in diverse application scenarios.

Scalability and Future Directions

Evaluate the scalability of the developed solutions by testing their performance and reliability
in larger-scale and more heterogeneous IoT deployments. The assessment will focus on maintaining
energy efficiency, communication reliability, and operational stability as the network size and com-
plexity increase.

This task also includes the development of a tool for deployment facilitation. This adaptive tool
will allow the deployment of IoT networks within existing IPv4-based infrastructures. This tool will
bridge compatibility gaps and optimize integration with legacy systems, ensuring seamless opera-
tion and efficient resource utilization.

Proposed Enhancements based on experimental results and Future Research will be identified,
including advancements in energy harvesting technologies, protocol optimizations, and enhanced
interoperability for hybrid network environments.

Phase V - Reporting, Dissemination

The research findings shall be disseminated through publication in high-impact, peer-reviewed
journals to ensure rigorous evaluation and recognition within the scientific community. Additionally,
selected results might be presented at relevant technical conferences, fostering knowledge ex-
change and contributing to the advancement on the field of self-powered IoT networks and energy-
efficient communication technologies.
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This methodology ensures a systematic and rigorous approach to addressing the challenges of
developing efficient, sustainable, and scalable self-powered IoT networks, ultimately meeting the
main and partial objectives of this work.
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4.Results

The synthesis of research findings reveals significant insights into the interactions between
different energy harvesting sources and communication protocols, each combination offering
unique trade-offs and advantages. This integrated approach highlights several critical dimensions
for IoT deployment.

4.1. Milestones

The research carried out in this thesis is structured around the three objectives initially pro-
posed. The progress of the research conducted has led to results that have been published through-
out the four years of investigation, marking the evolution from the initial theoretical analyses out-
lined in the methodology to the development and refinement of innovative solutions.

As a result, four main milestones have been achieved, each of which led to a publication in a
top-tier (Q1/Q2) scientific journal. The evolution of the work carried out up to the achievement of
the publications that constitute the compendium of this thesis is presented below.

Theoretical Analysis

The research began with a theoretical analysis to establish a comprehensive understanding of
the technical and practical challenges in deploying autonomous IoT devices. This analysis focused
on identifying barriers such as the complexity of installation, the limitations of existing energy har-
vesting methods, and the challenges of ensuring interoperability between IoT devices and networks.

Key areas of study included energy harvesting techniques, wireless communication protocols,
and the requirements for scalable and interoperable IoT architectures. This foundational work in-
formed the design of the subsequent practical implementations and provided a clear framework for
the research.

Development of a Self-Powered Smart Meter

Building on the theoretical groundwork, the next phase involved the design and development
of a self-powered smart meter, as presented in the first publication. This device aimed to address
the initial barriers to IoT adoption, particularly the need for simple, non-intrusive installation in
industrial and rural environments. Utilizing energy harvested through magnetic induction and the
low-power communication capabilities of Sigfox, the smart meter was capable of operating autono-
mously, requiring no modifications to existing electrical infrastructure.

This stage demonstrated the feasibility of deploying energy-efficient IoT devices in constrained
environments. However, the device’s reliance on Sigfox and its limited features highlighted the need
for more versatile and adaptable solutions. These limitations shaped the direction of subsequent
research, leading to an exploration of diverse energy harvesting techniques and communication
protocols.
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Exploration of Wireless and Energy Harvesting Options

Recognizing the constraints of the initial device, the third phase focused on the evaluation of
energy harvesting and wireless communication technologies to develop solutions tailored to a wider
range of scenarios. This stage, detailed in the second publication, analyzed various energy harvest-
ing methods, including photovoltaic, magnetic induction, and radiofrequency, assessing their com-
patibility with different IoT deployment environments.

In parallel, the research examined low-power communication protocols such as LoRa, NB-IoT,
and BLE, comparing their performance across different energy sources and use cases. This analysis
provided valuable insights into the trade-offs between energy efficiency, communication range, and
data throughput, enabling the selection of optimal configurations for specific applications. The find-
ings emphasized the importance of aligning energy sources and protocols to ensure the sustainabil-
ity and reliability of IoT devices.

Standardization Through a Universal Test Bench

The lack of a standardized framework for evaluating the performance of IoT devices motivated
the development of a universal test bench, as described in the third publication. This test bench was
designed to provide a consistent and objective method for comparing the efficiency and reliability
of IoT systems across various configurations.

The test bench allowed researchers to measure KPIs such as energy consumption, communi-
cation latency, and data transmission reliability under controlled conditions. By enabling normalized
comparisons, this tool addressed a critical gap in the field, fostering innovation and guiding the
optimization of IoT deployments. This stage marked a significant step toward standardizing the
evaluation of IoT technologies, ensuring their scalability and interoperability.

Enhancing Interoperability Through an NB-IoT Relay

The final phase focused on addressing the challenge of interoperability between diverse IoT
networks. This work, presented in the fourth publication, involved the development of an NB-IoT
relay capable of bridging 6LoWPAN-based devices with legacy IPv4 internet infrastructures. The
relay translated CoAP messages into standard REST requests, enabling seamless communication
between low-power IoT devices and traditional networks.

This solution prioritized simplicity and energy efficiency, leveraging the multi-protocol capa-
bilities of the FiPy microcontroller to support a range of IoT applications. By enhancing compatibility
between emerging and established technologies, the relay facilitated the integration of IoT systems
into broader network architectures, promoting scalability and reducing deployment complexity.
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4.2. Compendium of Publications for this thesis
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Abstract: In this work, a novel current metering device was presented. This device was intended to
bring current metering capabilities to a wide variety of scenarios: Developing countries, rural areas,
or any situation with technological constraints. The device was designed to provide a straightforward
installation with no intrusion in the electrical panels. This was achieved by applying energy
harvesting techniques and wireless communication technology for data transmission. The device was
able to exploit the magnetic field inducted around a wire carrying electricity as energy harvesting,
thus acquiring the power it needed to work. Since very low power was harvested, an efficient treatment
for the incoming power and a minimal power consumption system were essential. Although exploiting
the magnetic fields inducted around a wire has been used for years, the combination of this
technology for both energy harvesting and current metering in an end-user device was off-center.
To work in a wide variety of scenarios, it used Sigfox for communications as this brought wide
coverage and out-of-the-box functioning. The theoretical design of the device was validated by
verification assessments for the joint performance of the individual parts compounding the device,
including metering capabilities and wireless communication test-bench. Finally, the metering device
was tested under three distinct real-world scenarios that demonstrated the viability of the system.
Results show that, depending on the metering period and the average current value in the mains line,
the device could work forever acquiring and sending electricity consumption data. Perpetual working
was achieved with an average current of 3.1 A to meter every 15 min, and an average current of 5 A
for a 5-min metering period.

Keywords: energy harvesting; smart meter; Sigfox; self-powering; autonomous device; energy saving;
internet of things

1. Introduction

Worldwide electricity consumption is constantly growing: The global increase from 2017 to 2018
was 3.5%, and it has more than doubled from 1990 [1]. Although more trust is put on renewable
energies, fuel fossil-dependant energy generation is still a crucial contributor to global pollution,
being more than 60% globally in 2018 [2]. Whereas USA and EU have been reducing carbon emissions
since the 2000s—both for energy and goods production—emerging economies such as China and
India present an increasing CO, contribution trend [3]. To overcome this global issue, there are
different strategies such as the use of renewable energies, smart energy consumption analysis to reduce
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usage, ambient-aware systems, smart grids, or on-demand response policies [4-6]. Among them,
and focusing on emerging and developing countries, smart metering seems to be the most suitable
approach [7]. Apart from being less cost-demanding, it may help to learn about inhabitants’” energy
habits, hence possibly reducing consumption and targeting on energy drains [8].

Regarding the smart meters’ market, there are several options working in different ways.
Some smart meters are those installed by electric companies to remotely acquire consumption
data, and therefore bill accordingly [9,10]. Occasionally, they can even be used as part of the smart
grid infrastructure and implement demand response mechanisms [11]. On the other hand, most of the
available commercial systems are powered directly by the mains line with a transformer, such as those
encountered in [12,13]. Although they have the advantage of also metering voltage (thus, reckoning
power factor), this sort of device requires electrical supply, meaning that a specialist is needed for
installation and the building power supply might be interrupted temporally, increasing costs and
preventing actual deployments [14,15]. Further, in many cases—especially in developing countries
or rural areas—electrical board panels face different challenges (location, access, configuration, size,
and shape), not allowing the installation of intrusive smart meters. Hence, low cost, easy-to-install
solutions may be a crucial factor in the decision for smart meters’ installation. In the literature, there can
be found various examples of self-powered electricity meters. Each of them faces a different measure
range, electronic configuration, shape, and installation type.

In [16], a stick-on current and temperature sensor was presented, using Zigbee as a wireless
technology and for currents in the range of 60-1000 A. Another example can be found in [17], where the
authors cleverly implemented a GPS receiver in order to keep time synchronization with the data.
Porcarelli et al. implemented an IEEE 802.15.4 compliant smart meter with a back-up battery for
consumptions between 10 W and 10 kW, with a maximum measurement error of 1.6% [18]. In [19],
a self-powering method based on the vibration of a piezoelectric cantilever excited by the magnetic
coupling of AC was presented. A novel development of self-powered microelectromechanical systems
(MEMS) current sensor modules was explained in [20], aiming to achieve voltage sensors as well.

However, none of them either used Sigfox as wireless technology or was targeted to ubiquitous,
rural, developing areas, as some of them were difficult to install, lacking the aim of being non-intrusive.

This paper is an extension of the work originally presented in the 16th International Conference on
Intelligent Environments (IE2020), titled “A Novel, Self-Powered, Non-Intrusive, Sigfox-Enabled Smart
Meter for Challenging Scenarios” [21]. In comparison with the IE2020 manuscript, this paper assessed
important improvements in the back-end part of the system, changed in the device’s firmware to adapt
it to different scenarios, and offered a more detailed analysis and validation of the device. This work
presented a novel device that was able to measure current at 230 V single-phase mains lines, with no
intrusion in the existing electrical installations, which may be crucial to be deployed in emerging
countries or rural areas. Neither wired data connection nor power lines were required to make the
system work. All the components of the device, from communications to firmware, were designed to
minimize energy consumption and assure perpetual working.

The rest of the paper is organized as follows: Section 2 presents system description, including
component selection and design decisions to meet working constraints. In Section 3, the reliability of
the device is shown, including results from real-world implementations. Insights coming from results
and experimental validation are discussed in Section 4.

2. System Design

The aim of the proposed device was measuring currents at mains electrical lines periodically.
The general block for the system can be plotted out as in Figure 1. Energy was harvested with a clamp
inductor, i.e., a current transformer, which generated an AC current. This current passed through
a rectifier, where it was converted to DC before attacking one of the two following circuits: (a) The
energy harvesting one, or (b) the current metering one. These two circuits were switched depending
on the working state.
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Figure 1. General block-diagram for the complete system, including the metering device itself and the
communication to the server.

If the system was in sleep/stand-by mode, the energy harvesting subsystem was working, supplying
power to the microcontroller (MCU) and storing the remaining energy in a battery. Otherwise, the MCU
was in charge of reckoning the current value in the mains wire by using the current metering subsystem.
Current measurements were stored in the MCU’s RAM (buffer) until a sending event was triggered,
when data were parsed and transmitted via Sigfox. The Sigfox backend received these data and
then forwarded them to an ad-hoc server, where data were stored and prepared for visualization
and analysis.

Sigfox was the selected communication technology, although it presented some drawbacks in
terms of packet size (12-byte messages), bandwidth (100 bps), or messages per day (140). Still, it was the
most suitable one concerning the smart metering application in different scenarios: Rural environments,
crowded buildings, developing countries, etc. Sigfox works out-of-the-box with its own network,
providing end-to-end encryption and ultra-narrow band modulation (UNB) [22]. Thus, there was no
need to deploy a wireless infrastructure (as with 6LoWPAN or LoRaWAN), which could be ineffective in
rural or developing areas with a few smart meters. Cellular technologies such as NB-IoT or LTE-M were
also discarded since they were relatively new in the market and they were not really established [23].

The measure range was set to 025 A since it seemed to be a fair-minded span for most metering
scenarios. Moreover, it allowed each current measurement to be enocoded with just one byte,
providing 0.1 A precision—since one byte could represent integers from 0 to 255. This was important
to note since Sigfox’s message payload was 12 bytes and measures were sent in groups of 12 to reduce
energy consumption. This meant an overall relative encoding precision of 0.4%.

Since the device was meant for a wide variety of non-critical scenarios, such as rural areas
or developing countries, where main constraints appear in terms of cost, power consumption,
and simplicity, its design was not thought against harsh environments such as industrial facilities or
weather hazards. For usage under these conditions, a specific casing should be designed and tested.
In any case, using Sigfox assured a high quality of wireless communications, as it was very tough
against interferences due to its UNB modulation and receiving antennas’ infrastructure.

2.1. Energy Harvesting

Energy harvesting has been a trending topic during the last years, becoming a feasible solution
when very-low-power electronic devices were achievable from the 2010s. Providing energy harvesting
capability to wireless devices enables them to continuously acquire energy, therefore eliminating the
concern of their lifetime being dependant on the energy storage system capacity or battery exchange [24].
Every energy harvesting device is compounded, at least, of three main blocks: The harvester itself,
the signal conditioning block, and the storage element.
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There are many energy harvesting technologies and new ones may appear in the near future.
The most relevant for smart meters and similar applications might be:

e  Ambient radiation: This is based on exploiting the large amount of radio frequency (RF) energy
available in the ambient at different frequencies; an example can be seen in [25];

e Photovoltaic (PV): Transforming light radiation into current; it is virtually inexhaustible and
probably the one from which greatest energy can be obtained [26];

e  Piezoelectric: Using the piezoelectric effect, which converts mechanical strain or ambient vibration
into electrical energy; an example can be seen in [27];

e  Magnetic induction: Electrical energy is obtained by moving magnets—or changing magnetic
fields, as in [28]—near or inside a coil;

e  Vibration: Vibration energy harvesting may be fitted into the magnetic energy harvesting field, as it
usually relies on varying magnetic fields created due to vibrations to generate energy, as designed
in [29];

e  Pyroelectric and thermoelectric: These are intended to exploit heat in order to obtain electrical
energy, whether relying on temperature gradients or time-variant temperatures, as described
in [30].

The device proposed in this work was power supplied by means of magnetic induction energy
harvesting (MIEH). When magnets teeter through a coil, they create a variable magnetic field.
This magnetic field happens to generate an electromotive force (EMF) into the coil. This phenomenon
is described in Faraday’s Law of Induction [31,32], which explains the EMF (E) created when a
time-variant (df) magnetic field (B) is present (1, 2). As Faraday’s Law is reciprocal, every conductor
carrying a certain amount of current creates a surrounding magnetic field. If this is the magnetic field
time-variant, it may be able to be exploited. Thus, some amount of electrical energy might be drawn.

d
SéZEdz_—EgBds )

oB
VXE——E (2)

MIEH seemed to be the best choice for this device considering its own nature, in which a wire
carrying electricity had to always be present for metering current. The device needed the existence of a
current, and therefore power to perform its current metering function. This device took advantage
of the magnetic field happened around a conductor carrying electricity—which was a time-variant
as mains electricity was AC—to produce an EMF in a coil. This is the principle used in most current
probes for current metering, notwithstanding with the fact that in this work it was also proven to be the
power supply for the system. If other methods of energy harvesting were used, a different component
would be needed for energy harvesting and metering, increasing the complexity and cost of the device
and its functioning. Moreover, depending on the meter location, different types of EH techniques
might have been chosen, which counteracted the universal aim of the device.

This approach to MIEH has not been used widely, yet the device proposed in this work and [28]
used a similar configuration for the main blocks of the system, but different wireless and switching
technologies. It used IEEE 802.15.4 as wireless technology instead of Sigfox, and a MOSFET-based
switch system, whilst we relied on a solid-state relay for switching. The device proposed in [28]
was proven to self-power itself for a metering period of 60 s when a load of 300 W was connected.
In this work, several conditions of the metering period and current consumption were discussed
and demonstrated.
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2.2. Harvester

The harvester itself was a clamp inductor—a current transformer—with a current ratio of 1500:1.
This meant that the current outgoing the inductor was 1500 times lower—the secondary coil—than
that being carried in the mains wire—the primary coil. The inductor was characterized, including
measurements for the short-circuit (SC) current and open-circuit (OC) voltage in the secondary
coil. Table 1 shows these measurements, in which the 1500 times relation can be seen—SC current
vs. the current through primary. The SC current and OC voltage were the absolute maximum values that
the harvester could provide, which were not those really exploited when a load was connected—both
of them being lower. In Section 3.1 hereof, actual charging currents are depicted, the top limit being
restricted to 1.13 mA.

Table 1. Measurement samples on the harvester characterization.

Current through Primary (Ams) SC Current (mAs) OC Voltage (Vyyns)

0.80 0.5 0.7
1.60 1.0 1.5
3.20 2.1 3.7
6.35 44 6.8
12.70 8.7 9.5
19.05 13.1 10.8
25.60 17.5 12.4

A worth-noting, non-linear effect occurred in the harvester when it was excited by high currents.
The inductor’s iron core magnetic hysteresis altered the sinusoidal shape of the mains wire signal,
resulting in a disturbed alternating signal [33]. This effect altered efficiency and dimensioning of
the device due to the loss of power capability, thus limiting the harvesting capabilities of the device.
Cutting out peak voltage plus sinusoidal shape loss—signal area loss resulted in less usable energy to
harvest. It also affected the calibration process since linearity was lost. This anomaly arose when a
high intensity magnetic field was inducted into the iron core and it changed, as the material remained
magnetized. An example of the signal out of the harvester is shown in Figure 2.

Cn On Y Cn On On
9 @ . B 6" ¢ ® -

Current 12.3192
Mean 12.4172 ¥
Min 12.2580 V
Max 12.6780 V

Figure 2. Oscilloscope screenshot where the disturbance occurred due to the inductor’s iron core

magnetic hysteresis is depicted.
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2.3. Microcontroller

The MCU had to comply with different requisites that could be summarized in: (i) Very low
stand-by power consumption, (ii) Sigfox-compliant, (iii) fast and wide firmware development.

After a market research on Sigfox-compliant development boards, Pycom devices came to
court bringing a wide community for development and a MicroPython environment to run the
program code. MicroPython is an efficient implementation of Python 3 with a subset of the standard
Python library. Further, it is optimized to run on microcontrollers [34]. This leads to a fast, lean,
and interactive building process by using Python rather than C, which is the typical language used for
microcontroller programming.

Pycom provides several devices depending on the wireless communication. They are all based on
the well-known ESP32 [35]. LoPy4 [36] is the one used in this work, which provides Wi-Fi, Bluetooth,
LoRa, and Sigfox—although only Sigfox was used so far.

This board provided a deep-sleep consumption of just 25 nA, supporting wake-up from an
external interruption and from a timer, which was the one used in this work. Moreover, the integrated
12-bit analog-to-digital converter (ADC) provided 4096 measure points, meaning a theoretical overall
precision of 6.1 mA within the 0-25 A measurable range—enough for this purpose and above the
100-mA precision set by the encoding format.

2.4. Switching and Conditioning Subsystem

Since the same clamp was acting as harvester and current probe, it was necessary to have a
proper conditioning stage to get the signal ready for either energy harvesting or current measurement
(see Figure 3). Considering that this power meter was intended for measuring only active power,
and that electronic circuitry worked on DC, the incoming AC signal was rectified from the very
beginning to simplify electronic design and procedures. Working with DC allowed us to use a single
pole switch—since the other pole is ground—whilst AC would require dual pole switches. Thus,
a full-wave rectifier was implemented: CBRHDSH1-40L [37]. Although every component added to
the system came with a certain amount of power losses, those resulting from an efficient, full-wave
rectifier could be considered negligible.

Control Signal

Energy Harvesting Subsystem

NC

Bridge Relay Current Metering Subsystem

$ 6 NO

Figure 3. Conceptual schematic of the switching and conditioning circuit, including the harvester,

Rectifier Solid State

the rectifier, and the solid-state relay.

Once the signal was rectified, it had to go either to the energy harvesting circuit or to the current
measurement one. For this switching to be performed, a solid-state relay was chosen: LBA710 [38].
Reduced energy consumption in operation and stand-by was crucial, and a relay guaranteed a
non-consuming default state (normally open, NO). Furthermore, using a solid-state relay instead of a
magnetoelectric one meant less energy consumption and faster switching.

2.5. Energy Harvesting Subsystem

The harvester subsystem was intended to be as efficient and simple as possible in order to
maximize energy harvesting capabilities (see Figure 4). The main element of this block was a power
management IC intended for low-power energy harvesting applications: BQ25504 [39]. The BQ25504
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is a boost converter that manages the energy storage: The charge of a battery as main storage element
and a capacitor as first-stage, instantaneous storage element. The main characteristics of BQ25504 are
summarized in Table 2.

From Rela To Load (MCU)
Y TPS62122 BQ25504
-1 —1_ Storage
G — Battery —g_ T Capacitor
\Y4

v

Figure 4. Conceptual schematic of the energy harvesting subsystem.

Table 2. Summary of BQ25504 characteristics.

Parameter Value

Input voltage (Vy) 0.12-3V

Battery voltage (VBAT) 25-525V
Storage capacitance (CsTor) 4.7 uF
Input power (Pyy) 0.01-300 mW

Cold-start voltage (Viy(cs)) 300 mV
Min. cold-start input power (Pyycs)) 15 uyW
Switching frequency (fsw) 1 MHz

The BQ25504 has a restricted input voltage of up to 3 V, but the incoming signal may be higher.
Therefore, it is necessary to limit input voltage. Due to efficiency reasons, the buck converter
TPS62122 [40] is selected, providing an output of 2.8 V, which is set by means of external resistors.
The main characteristics of TPS62122 are summarized in Table 3.

Table 3. Summary of TPS62122 characteristics.

Parameter Value

Input voltage (Vin) 2-15V
Output current capability (Ioyr) > 75 mA
Output voltage (Vour) 1.2-55V
Switching frequency (fsyy) 800 kHz

The BQ25504 was configured for an output working range of 3.5-4.2 V, corresponding to the
common range of battery (3.4-4.2 V) and MCU (3.5-5.5 V) specifications. These thresholds were set by
means of configuration resistors following datasheet instructions.

Figure 5 depicts the behavior of BQ25504 when a partially charged battery was attached.
The VSTOR signal represents the voltage in the terminal where the first-stage storage element,
as well as the load, i.e., the boost converter output, are connected. VBAT is a logical signal indicating
whether the battery has a reliable level of charge, as determined in the configuration thresholds.
The yellow signal was a 2.8 V DC voltage used as the boost converter input.
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Figure 5. Behavior of BQ25504 when a partially charged battery is attached.

In instant (O), the power source was turned on and therefore the capacitor at VSTOR began
charging. The first stage (O-A) corresponded to the switching of the internal PFET between VSTOR
and VBAT, with a duration of ~45 ms. This was the reason why the voltage at point (A) was the voltage
at the battery, approximately 3.6 V. Then, the charger was disabled for ~32 ms (A-B), after an internal
procedure to reset feedback voltages. Next, VINpc was used as the power source, being the voltage
risen up to nearly 4.2 V (VBATqy) after ~5 ms. Lastly, another ~32 ms later, a normal charging process
took place (C); thus, the VSTOR voltage dropped to 3.77 V as it was charging the second-stage storage
element, and VSTOR and VBAT were short-circuited. The VBAT ok signal switched just when the first
feedback sampling was done: Point (C), approximately 100 ms after the power source was turned on.

Regarding harvesting efficiency, the two main contributors were buck and boost converters.
Figure 6 shows efficiency curves for the buck converter (a) and boost converter (b) for different voltage
configurations. In our design, the buck converter was set to provide an output of 2.8 V, which was the
input voltage of the boost converter. Output current values were in the range 0.1-1.1 mA, as it will be
described in Section 3.1 hereof, and buck input voltages were below 12.4 V, as in Table 1. With these data,
energy harvesting theoretical efficiency could be reckoned to be in the range 50-80% (60-90% and 90%
for the buck and boost converter, respectively), depending on the working characteristics. However,
experimental results showed that real efficiency was lower, resulting in the range of 30-55%.
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Figure 6. (a) Buck converter efficiency curve [40]; (b) boost converter efficiency curve [39].

The power consumption of the energy harvesting subsystem without battery and load was
measured and it is depicted in Figure A3 of the Appendix A. It corresponded to an average current
consumption of 0.38 pA.

2.6. Current Metering Subsystem

The current metering subsystem was in charge of measuring the current carried by the mains wire.
A measurement resistor was needed for converting the proportional current signal of the probe into a
voltage signal for the ADC (MCU) to be read (see Figure 7). Two series resistors were implemented—i.e.,
a voltage divider (R1-R2)—sampling the voltage in the second resistor of the branch (R2).

From Relay I :
1.
Cli—— Ri [] R2
To ADC 3V3

\Y4

Figure 7. Conceptual schematic for the current metering subsystem.

The resulting signal was full-wave rectified, yet a capacitor was still to be set in this block.
The ripple was desired to be as negligible as possible; but the smaller the ripple was, the longer the
stabilization time became. A long stabilization time was not wished as more time would be spent in
measuring instead of harvesting; hence, more energy would be wasted. Be that as it may, a perfectly
constant signal was not needed as the signal was sampled 1100 times, then averaged, so the ripple
was overcome.

It is worth noting that, for voltages under 50 mV (0.98 A), the ADC did not work properly,
and measurements were very inaccurate, often returning negligible values. To overcome this issue,
an offset was set to the signal read by the ADC: A pretend reference was introduced and soared up
from ground (GND). This was solved with a voltage divider (R3-R4), using the 3.3 V coming out from
LoPy4’s general-purpose input/output (GPIO) pin when the relay was toggled, and stabilized with
C2. With a capacitor value of 2.2 uF (C1), a convergence time of 200 ms was obtained, and the ripple
reached 15.5 mV in the worst-case scenario, which was that corresponding to the greater current in the
mains wire (see Figure 8). The mean value for the ADC signal plus the ripple (green signal, 940.7 mV)
remained lower than the ADC limit (1.1 V).
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Figure 8. Oscilloscope screenshot: 200 ms convergence time for the metering system.

A calibration process was performed by reading the values returned by the ADC when 48 known
currents were sampled (see Figure 9), with an average value of 10,000 samples for each current value.
This led to obtaining the quadratic approximation for the current by means of ADC readings with an R?
=1, i.e., a greater order would not necessarily enhance formula’s performance. Note the adjusting of
ADC voltages to overcome readings <50 mV: 0 A corresponds to a >50 mV ADC reading. This formula
was then programmed in the MCU'’s firmware to reckon the current in the mains wire.
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Figure 9. Calibration curve and quadratic approximation.
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2.7. Switching between the Enerqy Harvesting Mode and the Current Metering Mode

As aforementioned, this metering device had two modes of operation: The default one—for
energy harvesting—and the periodically triggered mode—to meter the current at the mains wire.
The change between states happened when the MCU toggled the solid-state relay. Figure 10 shows the
most relevant signals in order to illustrate this phenomenon. Note that there was no battery attached
and the process was slowed down in order to see the effect on VBAT k.

3 BrH 0 BIH 0 BIH @020 BN

D ADC SAMPLING POINT N

RS i NP DA eSS AR ST N ol

VSTOR

43

W

BUCK OUTPUT

Figure 10. Oscilloscope screenshot: Switching between modes of operation.

In instant (O) the load was connected. However, it was not until event (A) when there was enough
energy in the input capacitor Cpcyy so that the buck converter could start working. The switching
mode phenomenon occurred at point (B), where the relay was toggled. Thus, Cpcyy started discharging
until occurrence (C), where there was not sufficient energy to drive the buck converter and therefore
the VSTOR capacitor started discharging. At point (D), the relay was toggled, starting the harvesting
process anew. As expected, the VBAT g signal changed its state according to the voltage at the VSTOR
and designated thresholds.

2.8. Device’s Firmware

The MCU'’s firmware was written in MicroPython, intended to be as straightforward and short
as possible to make the processes fast and stable. The behavior was event-driven, based on a 15-min
timer to take measurements. Its working principle may be summarized as follows (see Figure 11 for
clarification):

1.  When the device woke up from sleep mode, it checked the charge level of the battery
(VBATk signal). If it was above the required threshold, it continued running. Otherwise,
error was handled, then it returned to sleep. If this error code provoked the buffer to be full,
the buffer would be erased in order not to lose time reference, as it was not sent alongside the
message but using Sigfox’s backend timestamp;

2. If the battery health was good, the metering process began. The relay was toggled,
then stabilization time was waited. Next, 1100 samples of the signal were collected, averaged,
and converted into a current value. If the current reading was out of boundaries, an error message
was encoded;
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3. The new measurement was buffered and, if the buffer became full (12 measurements), the Sigfox
sending process was performed to begin anew.

Count number of
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In order to keep time synchronization, the time the device went to deep sleep and was slightly
modified depending on what it did before. Every behavior (metering, metering and sending, low
battery level, etc.) took a different amount of time. They all were characterized and taken into account
when commanding the device to sleep.

The encoding format, one byte for every measure, is the following:

Figure 11. Flowchart for the microcontroller’s (MCU) firmware.

e [0, 250]: Current reading in tenths of ampere;
e [251,255]: Reserved for error codes:

O 251: Measure under range;

O 252: Measure over range;

O 253: Future use;

O 254: Handled firmware exception;

O 255: Energy fault, bad battery status.

2.9. Server-Side Software

When the device sent a Sigfox message, this was received by the Sigfox backend, where call-backs
were set up. In this case, an HTTPS POST request was performed to an ad-hoc server every time
a message is received. The usage of HTTPS was crucial in order to send requests encrypted, being
only readable by the receiver: A server located at university facilities. The call-back was set to send a
header with an authentication token and a JavaScript Object Notation (JSON) body containing the
following parameters:

{“payload” {“device”:"{device}”,"time”:"{time}”,”data”:"{data}”,”seqNumber”:"{seqNumber}” }}

The server was written in Node.js [41], using the Express [42] framework on a Raspberry Pi 4 [43].
For communicating with the Sigfox backend, the POST resource was available at https://SERVER-IP:
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1784/insert. When receiving a request, the server checked the authentication token to prove the request
was legitimate. Then it parsed the data, applying the temporal shifting to every measurement and
storing them into an InfluxDB [44] database.

InfluxDB was the selected database technology as it is a very powerful yet fast, emerging
temporal-series database. Moreover, it is part of the TICK [45] stack, which provides Chronograf as
a straight-forward way of visualizing InfluxDB data, and it is also compatible with the well-known
Grafana. In Figure 12, one can see an example of a Sigfox message (12 measures) in the database,
where timestamps are stored in nanoseconds referred to as the epoch, data are current measurements
in amperes, and seqN is the Sigfox message sequence number.

> select x from "4D380B" where "seqN" = 65
name: 4D380B

time data segN
1598925301000000000 4.9 65
1598926201000000000 4.8 65
1598927101000000000 5.1 65
1598928001000000000 4.9 65
1598928901000000000 4.7 65
1598929801000000000 5 65
1598930701000000000 5.1 65
1598931601000000000 4.7 65
1598932501000000000 4.7 65
1598933401000000000 4.9 65
1598934301000000000 4.9 65
1598935201000000000 4.8 65
1598939635000000000 5 65

Figure 12. Example of a Sigfox message in the InfluxDB database.

2.10. In-Situ Wireless Communication Latency Test

We developed a test-bench (see Figure 13) to measure the time elapsed since the device was
commanded to send a message until it was received at our server. To do this, we used a Raspberry Pi
in which a dedicated Node.js server to measure the latency was deployed. This server rose a GPIO
signal to trigger an interruption on the LoPy4 (rising edge). In this moment, the MCU began the Sigfox
sending process with a 12-byte payload message and the server timestamps starting time. When the
message was received back from the Sigfox backend to the server, the latter measured the time elapsed
since the start.

Sigfox
Backend

GPIO
LoPy4 [ €—— Raspberry Pi

Internet

Figure 13. Conceptual diagram of the test-bench deployed for metering Sigfox latency.

After different tests, the resulting measured latency was about 3.6 s (values between 3.5-3.7 s were
measured). From these values, we could extract that a base station was receiving messages in the first
Sigfox iteration, since a Sigfox iteration took about 2 s on air for a 12-byte payload message. Sigfox sent
messages thrice in three different carriers to ensure delivery. In other geographical zones with worse
coverage, this might not be the case, and two or even three iterations could be needed for delivery.
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Taking a look into the call-back information, messages were received by four different base stations
with identifiers 086A, 080D, 7DC7, and 0663. This meant that the tests were performed in a high
coverage area, covered by at least four base stations.

3. Results and Validation

In order to verify the proper functioning of the device, three main validation steps were conducted:
(i) Power budget validation, (ii) current metering certainty verification, and (iii) real-world application
final testing.

3.1. Power Budget

The first-proposed metering period is 15 min, thus sending data every 3 h—when 12 measures were
collected. In order to guarantee a perpetual working, i.e., no change of battery, for the metering period
tobe 15 min, a mean current of 3.1 A was needed in the mains line that was being monitored. For shorter
metering periods, the average current in the mains line would be greater, as it is explained later.

An Agilent 34,410A multimeter was used to measure and record the device’s working current
consumption. There were five main behaviors for the MCU depending on the buffer state and battery
level. These were:

Sleep mode (15 min, 21.56 pA);
Standard measuring process (2.26 s, 59.61 mA);
VBAT ok was low, so an error code was saved (1.85 s, 60.55 mA);

L .

VBATok was low, and this error code saving made the buffer full; thus, it had to be erased and
the counter reset (1.81 s, 60.54 mA);

5. Ameasurement that made the buffer be full was taken, so the Sigfox sending process was launched
(12.69 s, 70.57 mA).

Appendix A presents detailed consumption measurements for processes #2 (see Figure A1) and
#5 (see Figure A2), which are the most relevant in energy consuming terms.

Afterwards, the actual energy injected into the battery was characterized, checking the battery life
of the device. The energy stored into the battery depended, as previously stated, on the mains wire
current. Measured charging currents—for a half-charged battery—are presented in Figure 14.

Charging currents vs. current through wire

First section: f(x) = 0.26x - 0.56
Second section: f(x) =1.13

o o
o =)

Battery charging current (mA)
o
=~

0.2

Charging current
—Trend line by sections

0 5 10 15 20 25
Current through wire (A)

Figure 14. Charging currents for different currents in the mains wire.
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As it can be observed, the charging current followed a linear pattern until it reached the maximum
current that the boost converter was able to inject into the battery. In fact, the charging current behaved
as a PWM signal with a top current of approximately 1.13 mA, which increased its duty cycle as
the mains wire current increased until 6.4 A (see Figure A4 of the Appendix A for exemplification).
This was the reason why once the charging current provided a 100% duty cycle, it could not become
higher as the top limit was imposed by the charging circuit itself. Further, for mains wire currents
lower than 2.2 A, there was not enough input voltage for the buck converter to start working, therefore
stepping down the signal to 2.8 V. This issue might have been solved by using a more complex
buck/boost converter or by bypassing the input signal directly to the boost converter if the voltage
remained lower than that of the needed threshold.

This issue led to an effective current harvesting range (2.2-6.4 A) different to the whole metering
range (0-25 A). This was the reason why, in order to calculate and check power budget, metered
currents were assumed to be in the effective current harvesting range. In the upcoming sections,
when consumptions were above or below these effective limits, we would be referring to them as
the “effective average current” when the average calculation was made, taking into account this
limitation—i.e., currents greater than 6.4 A computed as 6.4 A and currents lesser than 2.2 A computed
as 0 A. On the other hand, the “average current” referred to the pure mean calculation of the
average current.

With both the consumption and generation characterizations, battery life could now be determined.
For this calculation, the most energy-demanding scenario was used, which was also the most feasible
one: That where 12 complete measures were done, sending the buffer in the last one via Sigfox
(see Figure 15). This energy could be computed following Equation (3):

¥, = 11-2.26 5-59.61 mA = 1481.9 mAs

¥, = 1-12.69 5-70.57 mA = 895.53 mAs

Y5 = 12900 5-21.56 pA = 232.85 mAs
¥ =¥, + ¥, + ¥;5 = 2610.28 mAs

®)

where:

e Y is the energy required for the 11 standard metering processes;
e Y5 is the energy required for the last metering process which also sends the buffer via Sigfox;
e  Yjis the energy required for the 12 deep-sleep periods compounding a whole metering cycle.

Metering »| Metering | _ ____________ Metering | Send buffer
process #1 15min | process #2 150 min process #12 71 via Sigfox
A

15 min
Figure 15. Graphical representation of the standard metering cycle.
The aim of this device was being able to work for a lifetime, so the energy harvested into the

battery had to compensate for the energy consumed in the process. Taking into account the measured
consumptions for every iteration, the necessary current to be injected into the battery happens to be:

¥ _ 261028 mA _
I'= T = Domws- (11226512695 — 2425 1A )
2425 pAee——— ~ 308 A

harvested when



Sensors 2020, 20, 7133 16 of 26

If an effective average current of 3.1 A (713 W, e.g., a workstation) was being carried by the mains
line wire, an infinite battery lifetime could be guaranteed for a 15-min measuring period. This average
current would increase if shorter periods were wished.

Figure 16 represents the relation between a metering period and efficient average mains wire
current. The metering period was a factor from Equation (5)—generalized Equation (4), where T is the
metering period in seconds—and the mains wire current came from Equation (6), which is derived

from Figure 14.
b4 2610.28 mA
I (mA) = & = 610.28 mAs ®)
t 12-T (s) - (11-2.26 s +12.69 s)

I (mA) = 0261 (A) - 0.56 (6)

Relation between measurement period and mains wire current

Mains wire current (A)
S
IS n )

(o
2

©w

2.5

0 5 10 15 20 25 30
Period between measurements (min)

Figure 16. Effective average current needed in the mains wire vs. metering period.

Working conditions for perpetual work depended on the effective average mains current and the
metering period. For instance, for a metering period of 5 min, the effective average current needed
would be nearly 5 A. It is worth noting that, due to the 1.13 mA upper limit of the charging circuit,
the minimum feasible period was 3.4 min. Further, due to the lower limit from which the circuit began
charging (2.2 A), the maximum theoretical period was about 5 h.

Considering that the prototype was equipped with a 2200-mAh battery, battery life could be
summarized as in Figure 17; where the metering period was depicted on the horizontal axis, average
current in the mains line on the vertical axis, and the bubble size showed the estimated battery life
for such conditions. As shown in Figure 16, from a certain value and above, battery life would
become virtually infinite as the device’s energy consumption became counterbalanced with the energy
harvested from the mains (colored area). No bubbles were plotted out for currents less than 2.5 A since
the device needed a minimum current of 2.2 A for energy harvesting—as stated in Section 3.1 hereof.
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Average current in the mains line (A)

Metering period (minutes)

Figure 17. Graphical summary of battery life depending on metering period and effective average

current in the mains electrical line.

3.2. Current Metering

For metering veracity, 15 different current values were probed; composed of 10 consecutive
measurements each (see Table 4). Standard deviation was 0.032 A, while the relative error was 3.28% in
the whole range of measurement. This relative error was suitable for most cases. Still, it was important
to note that it was greatly increased due to the first current values in the lowest range. If measurements
below 0.5 A were dismissed, the relative error would result in just about 0.8%. Regarding the standard
deviation, it was in fact below the encoding format precision limit (0.1 A), so it was not be noticed.

Comparing with the work in [28], they obtained a relative peak error of 1.6%.

Table 4. Measurements corresponding to the metering validation (all values in amperes).

Multim. Reading 1 2 3 4 5 6 7 8 9 10 Avg. Std. Dev.  Rel. Err. (%)
0.14 01 01 02 01 01 01 01 01 00 01 010 0.0471 28.57
0.28 02 03 02 03 03 02 02 02 02 02 023 0.0316 3.57
0.42 04 04 04 04 03 04 04 04 03 04 038 0.0316 7.14
0.56 05 06 06 05 06 06 06 06 06 06 058 0.0316 5.36
0.80 08 07 07 08 08 08 08 08 07 08 077 0.0316 1.25
1.60 16 15 16 16 16 16 16 16 16 16 159 0.0316 0.63
2.40 23 24 24 24 24 24 24 24 24 24 239 0.0000 0.00
3.20 32 32 33 32 33 33 32 32 33 32 324 0.0316 0.31
4.80 48 48 48 49 48 48 48 48 48 49 482 0.0422 0.42
6.35 64 65 64 64 65 64 63 64 64 64 641 0.0316 0.63
9.53 95 96 97 96 95 96 96 95 96 9.6 958 0.0422 0.52
12.70 128 128 126 127 127 127 128 128 127 128 1274  0.0483 0.24
15.88 159 159 158 158 158 158 159 16 159 159 1587  0.0316 0.06
19.05 19.0 189 189 190 189 190 191 190 190 191 1899  0.0422 0.16
23.81 239 239 238 239 240 239 239 238 239 239 2389 0.0316 0.34

MEAN RESULTS 0.0338 3.28

3.3. Real-World Tests

The prototype (see Figure 18) was put under real-world conditions measuring electrical lines
connected to different systems in various environments: A kitchen within the university facilities, an
electric water heater, and the main line within a household.
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WiFi  Bluetooth  ic: zzz6340pvar
FCC ID: 2AJMTLOPYAR

| LoRa Sigfox Modet: LoPyd €€ &RCM

(@) (b)

Figure 18. Picture of the prototype: (a) Front, where the LoPy4 and the electronic subsystems can be
seen; (b) back, where the battery, antenna, and clamp inductor are shown.

3.3.1. Test #1: 15-Minute Period in a Kitchen

The device monitored an electrical line providing power to a kitchen inside a university building
(refrigerator, microwave ovens, water heater, coffee machines, and lighting). During a week period,
there were no error messages and the battery level increased from 3.78 to 3.81 V. The effective average
current measured during the test was nearly 4 A (920 W). With these energy consumption conditions,
the system could work perpetually, and even the metering period could be reduced to around 8 min
(see Figure 16).

3.3.2. Test #2: 5-Minute Period for an Electric Water Heater

The device was set to measure the electrical consumption of a water heater. This test was planned
because the water heater might be considered as a pure resistive load. Further, its active consumption
had to always be the same—which was 1.25 kW according to specifications. The metering period was
set to 5 min in order to get more detailed information about the heater’s active timing—having in mind
that in this use case, the device would not be able to power itself.

In Figure 19, it can be observed that the consumption when the heater was working was similar
to that of the specifications (5.5 A, equivalent to 1265 W at 230 V). The stand-by consumption,
when resistors were not heating, was 0.1 A. Note that the stand-by consumption could be lower than
that as 0.1 A was the metering resolution, as well as the smallest reading value the device could provide.

During the metering period shown in Figure 19 (48 h), the average consumption was around 0.52
A, far from the required ~5 A to ensure perpetual functioning as depicted in Figure 16. In fact, for this
consumption behavior, it was not possible to assure a lifetime working condition even though the
metering period was enormously stretched.

Taking this 48-h behavior as a permanent, repetitive pattern, we would have:

e 220 min of active consumption (5.5 A), which led to a harvested current of 0.86 mA according to
Figure 14, providing 3.15 mAh every 48 h;
e 2660 min of stand-by consumption (0.1 A), which could not provide a harvested current.
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The energy required for the device happened to be the same as that of Equation (3), but the
stand-by time changed from 900 to 300 s:

Y1 =11-2.26 5:59.61 mA = 1481.9 mAs

¥y =1-12.69 5-70.57 mA = 895.53 mAs %
Y3 = 12-300 5-21.56 pA = 77.62 mAs
Y =% +¥5+ Y3 =2455.05 mAs

Electric Water Heater

I
— Current measurement
9— - - Average current

Current (A)

. : . .

0 . h ; - -

29/9 14:00 29/9 16:00 29/9 18:00 29/920:00 29/922:00 30/9 00:00 30/92:00 30/94:00 30/96:00 30/98:00 30/910:00 30/912:00 30/9 14:00
Time

Figure 19. Electrical consumption of the water heater.

Energy computed from Equation (7) was required for each complete cycle, which occurred every
hour. Hence, for 48 h, the energy required would be 117,842.40 mAs—32.73 mAh. This energy
consumption was countervailed with the 3.15 mAh harvested in the same period, letting 29.58 mAh of
net energy consumption every 48 h, which was equivalent to an average current of 0.62 mA.

Therefore, with the 2200-mAh battery used in the prototype—and assuming that a Li-ion battery
would provide at least 3.5 V when the discharge capacity was 80%—the device could be autonomously
running for 118 days as reckoned in Equation (8):

2200 mAh

=08 mA

= 2838.71h = 118 days (8)

3.3.3. Test #3: 5-Minute Period in a Household

In order to validate the system in other conditions, the device was put under test in an apartment
monitoring its main electrical line. This apartment had a nominal power of 5.75 kW (25 A at 230 V),
so it fit perfectly within the measure range of the prototype. After a 7-day electrical consumption
dimension test, we assured the mean household consumption was above the designated 3.1 A. In fact,
it was around 5.5 A (1265 W).

As the higher average current allowed for shorter metering/sending periods, both the firmware
of the device and server parts were modified to collect measurements every 5 min. The device was
installed and working as expected for two weeks. During this period, 4000+ current measures were
taken and 330+ Sigfox messages sent.

As an example, a graph corresponding to a 24-h interval was depicted in Figure 20. It could be
seen how the 5-min period allowed the detection of electrical consumption peaks, like those appearing
around lunch and dinner hours. Even though the average consumption during this period was almost
6.1 A (green line), considering the effective harvesting range, the effective average consumption got to
be 5.4 A (orange line)—also satisfying the 5 A lower limit for perpetual working measuring the current
every 5 min.
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Figure 20. A day of current consumption in the third test scenario.

Figure 21 shows the prototype installed at the electrical panel board, where it was clamped to the
house main switch. The power control switch (PCS)—left hand side—shows the 5.75 kW nominal
power contracted for the house. The installation process did not require powering out, as the only
necessary action was adjusting the clamp around the electrical wire.

Figure 21. Installation of the device in the electrical panel of a household.

4. Conclusions

Bringing an easy way of metering power consumption was a crucial pillar to counteract the increase
of energy consumption and CO, emissions. Having a record on consumptions, people’s consumption
patterns, and electricity flows, among other aspects, is essential to detect energy sinks, failures,
and irresponsible habits. Such measures are especially relevant in rural areas and developing countries,
where access to more advanced strategies, such as smart grids or demand response, are not feasible.
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In this paper, a self-powered, Sigfox-compliant smart meter was presented. A fully functional
design was demonstrated to work. From the theoretical analysis and real-world tests, we can assure that
the device was able to properly meter current and, as long as conditions are complied, work perpetually
acquiring current consumption data.

Its electronic design was developed in order to pursue an efficient, simple design, and meet three
main requisites: Non-intrusive (easy installation), perpetual working (unending battery lifetime),
and global accessibility (scenario versatility and low cost: About 80 € for the prototype, which would
be lowered to 20-30 € for a chain-produced device).

However, this device was not a feasible solution for critical scenarios where either very accurate
measures or a very short metering period were needed, due to both the energy harvesting technique
and Sigfox limitations. Other wireless technologies or power sources would need to be evaluated
and tested for such applications. For instance, 6LoWPAN for short distances or LoRaWAN for longer
distances could be used if shorter metering periods were wished. Regarding the power supply, PV or
vibration energy harvesting could be used together with MIEH if conditions helped it to achieve more
usable power.

Regarding metering accuracy, although the overall error rate was about 3.3%, it was lowered to
just around 0.8% if the range 0.5-25 A was considered. It is worth noting that, although 0-25 A was the
whole metering range, the effective energy harvesting range was 2.2-6.4 A, so the line being metered
had to comply with working conditions taking these limits into account, as detailed in Section 3.1
hereof. This range seemed fair for the most common residential scenarios, as it represented a usual
current consumption range for a household. However, these limits might be modified, making circuital
changes and redesigning the energy harvesting subsystem.

Future Adaptative Behavior of the Device

Taking into account that the device was intended for a variety of scenarios—average current,
consumption peaks, periods with limited current like night-time, energy sampling frequency, etc—we
were interested in applying an adaptive algorithm to the system. The device could be aware of the
current measures itself, hence varying the metering period accordingly without the need of a dedicated
configuration for every scenario.

For instance, if during a period of time the consumption was almost constant and there was no
need for much precision, some current measures could be missed, and the metering period extended.
In this manner, energy consumption would be reduced, hence the battery saved. On the other hand,
for periods where consumption was higher and variant, more measures could be taken provided that
the battery level would recover as well.

Varying the metering period periodically came with strings attached regarding timestamps.
With the current firmware, no timestamp was recorded along measurements. A time reference—be it a
timestamp, period between measures, or whatsoever—is needed for proper time scheduling if the
metering period is wished to be dynamic. This led to not always being able to send 12 measures per
Sigfox message, since some payload were needed for time recording.

The device could also be aware of the precise battery level instead of only a VBAT ok threshold.
This way, it could be prepared for recovering the battery level when the current is high enough,
although it might lose battery charge in other moments when there is less current; however, a short
metering period is necessary.
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Figure A1. Detailed consumption for the device when a normal metering process occurs.
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Figure A2. Detailed consumption for the device when a metering process makes the buffer full and the
Sigfox message is sent. Notice the three big consumption peaks corresponding to the Sigfox transceiver

sending the message thrice—approx. from 2.5 to 12 s.
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Figure A3. Detailed consumption for the energy harvesting subsystem.
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Abstract: Most smart meters are connected and powered by the electric mains, requiring the ser-
vice interruption and qualified personnel for their installation. Wireless technologies and energy
harvesting techniques have been proved as alternatives for communications and power supply,
respectively. In this work, we analyse the energy consumption of the most used IoT wireless technolo-
gies nowadays: Sigfox, LoORaWAN, NB-IoT, Wi-Fi, BLE. Smart meters’ energy consumption accounts
for metering, standby and communication processes. Experimental measurements show that com-
munication consumption may vary upon the specific characteristics of each wireless communication
technology—payload, connection establishment, transmission time. Results show that the selection
of a specific technology will depend on the application requirements (message payload, metering
period) and location constraints (communication range, infrastructure availability). Besides, we
compare the performance of the most suitable energy harvesting (EH) techniques for smart meters:
photovoltaic (PV), radiofrequency (RF) and magnetic induction (MIEH). Thus, EH technique selection
will depend on the availability of each source at the smart meter’s location. The most appropriate
combination of IoT wireless technology and EH technique must be selected accordingly to the very
use case requirements and constraints.

Keywords: smart meter; Internet of Things; energy harvesting; energy efficiency; LPWAN; Sigfox;
LoRaWAN; NB-IoT; Wi-Fi; BLE; IoT; IloT

1. Introduction

In the last few years, the number of IoT devices has grown significantly, so does the
spending in IoT-related fields, which is expected to increase by 24% in 2021 [1]. Moreover,
the global IoT market will be worth more than 1200 billion (x 10%) euros by 2027 [2]. It
is estimated that the IoT was born in 2008, with the things-to-people ratio growing from
0.08 in 2003 to 1.84 in 2010 [3], and leading to almost 4.5 in 2021, with 35 billion devices
connected [4], currently adding more than 120 new devices per second.

IoT devices may be used for a wide range of applications: healthcare, ambient condi-
tions monitoring, workout tracking, infrastructures monitoring, failure prevention, smart
metering, etc. The latter is the one we focus on in this work. Following our research
presented in [5], in which an autonomous Sigfox smart meter was presented, in this paper,
we analyse the feasibility of indoor IoT nodes. Specifically, we focus on smart meters with
different energy harvesting (EH) sources and wireless technologies—although it might be
extrapolated to any kind of indoor sensor.

Regarding the smart meter field, most of them are directly connected to the mains—such
as those installed by electric companies—[6-8], so an intrusion in the electrical panel
is required for installation, which leads to the requirement of a specialist and a tem-
porary interruption in power supply. All these cons increase costs and prevent new
deployments [9,10].
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Considering the great growth in the IoT industry, the ability to keep smart meters
autonomous, adapting their working conditions by their scenario necessities is crucial to
encourage companies—and people—to adopt smart meters. Thus, we are about to compare
the main trendy wireless communication technologies workable in smart meters—Sigfox,
LoRaWAN, NB-IoT, Wi-Fi, BLE—for an extensive variety of scenarios. At the same time,
we compare the most adequate EH sources for indoor wireless sensors: photovoltaic (PV),
radiofrequency (RF); and specifically for smart meters: magnetic induction (MIEH). Based
on metering application requisites and smart meter location constraints, this work aims to
help smart meters’ developers and adopters with a roadmap to select the most suitable
wireless communication technologies and energy harvesting techniques.

The rest of the paper is organised as follows: Section 2 describes the smart meter under
consideration for this review, characterising both its consumption and working principle.
Section 3 assesses the actual electrical consumption for each wireless technology in the
spotlight. In Section 4, we sum up the existing literature to provide data on EH genera-
tions for every technique. Finally, in Section 5, the feasibility of different combinations
between IoT technologies and EH sources are discussed, supported by a brief conclusion
in Section 6.

2. Targeted Smart Meter

The smart meter used in the development of this work is inspired by the one we
developed in [5], except for the EH Subsystem (see Figure 1), which is removed and
characterised accordingly as EH source in Section 4. In this section, we will briefly explain
the main characteristics of the smart meter.

STttt T v Power Supply
iEnergy Harvesting, Battery Checking

1 : Subsystem 1

Rectifier Subsystem

Mains Wire
Inductor

Wireless loT Wireless loT MCU <
Receiver/Backend Transceiver
________ 1
Development Board <

Figure 1. General block-diagram of the smart meter under consideration.

2.1. Working Principle

The working principle of the smart meter is that it is event-driven, with a variable
metering period (A minutes) depending on the working conditions. Current measurements
are stored in a buffer (sized to N measurements) and then sent when the buffer is full—see
Figure 2. One measurement is 1 byte in size, as it is encoded in tenths on amperes (dA) with
1 dA (0.1 A) precision, which would allow measurements between 0 and 255 dA (0-25.5 A).

Metering - Metering | Metering | Send Buffer
Process #1 Amin. | Process #2 (n—2)xA min. Process #N d Wirelessly
A min.

Figure 2. Graphical representation of the main behaviour of the smart meter.

This buffer is sent to the corresponding wireless receiver depending on the wireless
technology that we are testing. It may be a base station that sends the data to a backend
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(Sigfox, NB-IoT), an ad-hoc wireless gateway/host (LoRaWAN, Wi-Fi), or a receiver device
scanning messages (BLE).

As well as the metering period may be changed based on the scenario conditions, so
is the buffer. In the original design, the buffer was stated to 12 measurements due to Sigfox
constrains [5], and the metering period was 15 min first, with latter tests of 5-min periods.

In this work, as other wireless technologies are used, the buffer size and the period
may vary and adapt to the characteristics of each wireless technology.

2.2. Development Board

The development used for the smart meter is a FiPy [11]. This board provides Sigfox,
LoRaWAN, NB-IoT, Wi-Fi and BLE in the same device, thus making the comparison
between wireless technologies easier, as the basal consumption of the board is the same
with no regard to the wireless technology under study. The microcontroller (MCU) is an
Xtensa dual-core 32-bit LX6, which is programmed in MicroPython.

Figure 3 shows the basic layout for the five different wireless technologies embedded
into the development board. Being the smart meter workable across different technologies
makes the server ubiquitous and interoperable between smart metering instances—be they
any of the aforementioned wireless technologies.

Sigfox LoRaWAN PyBytes NB-loT
Backend Gateway Backend

I I
Sigfox Transceiver LoRa Transceiver NB-loT Transceiver
Q MCU +
: Peripherals
(711111 o BLE [
: Wi-Fi Transceiver BLE Transceiver
| FiPy
: ' T

Server I

Figure 3. Layout for the five different wireless technologies under consideration.

2.3. Current Metering

The metering range is 0-25 A as it is an adequate range for most domestic scenarios.
However, this range is easily adjusted by making small changes in the current metering
subsystem [5], and it is not crucial in the object of this paper.

The Metering Subsystem is made as one can see in Figure 4. It is based on a voltage
divider to convert the incoming current-proportional signal from the current probe into an
ADC-measurable voltage signal. As depicted in Figure 2, the signal outcoming the current
probe is first rectified. This allows a simpler circuit design for both current metering and
energy harvesting (MIEH).

Resistors were adjusted accordingly to set the proper metering range within the ADC
input range.
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From current probe 4|
c2 R3 R4

C1 R1 [] R2

3Vv3

To ADC

Figure 4. Conceptual schematic of the current metering subsystem.

2.4. Metering Consumption

Considering the functioning principle described in Section 2.1 hereof, the specific
metering—data communication apart—consumption may be: (1) that coming from every
metering process, and (2) stand-by time between metering processes:

1. The consumption due to the metering process will be the same indistinctively to the
wireless technology used, as no wireless transceiver is turned on for current metering and
the device is always the same: 44.16 mA during 2.55 s, i.e., 112.77 mAs—see Figure Al.

2. The stand-by consumption is a constant current value that is demanded during the deep-
sleep period of the device, i.e., when the device is waiting for the timer to expire, and
another current measurement is about to be done—this time is A minutes in Figure 2:
16.28 pA during A min, i.e,, A x 1.29 mAs. Datasheet [11] claims a deep-sleep current
consumption of 25 pA at 3.3 V, fact that agrees with our 16.28 pA at5 V.

These two different consumptions will compute for the energy consumption of the
very smart meter. Measurements taken with the aid of a Keysight/Agilent 34410A multi-
meter [12] at5 V.

In this manner, we split apart the consumption due to the wireless IoT technology—which
is evaluated in Section 3 and will vary across protocols. The consumption of the wireless
transmission happens eventually when the measurements buffer is full—corresponding to
#N in Figure 2.

3. IoT Wireless Technologies Characterisation

In this section, the five IoT wireless technologies under study are evaluated. As the
main objective of this work is to evaluate the feasibility of different wireless technologies
according to their energy consumption, current consumption measurements are taken for
each technology: Sigfox, LoORaWAN, NB-IoT, Wi-Fi and BLE.

We have selected these technologies as they tend to be the most used, supported, and
well-known IoT wireless technologies nowadays. Furthermore, they represent a wide range
of characteristics: some of them need to deploy a dedicated infrastructure (LoRaWAN,
Wi-Fi, BLE) and others provide their own network for receiving messages (Sigfox, NB-1oT);
Wi-Fi and BLE provide a short range whilst the others provide a very long range; they differ
as well in data rate, payload, or the necessity of a handshake to send messages. These facts
make the energy consumption comparison tougher as their behaviour is not equivalent.
This will be discussed in Section 5.

For consumption portrayal, message payloads from 12 bytes (Sigfox limitation) up
to 768 bytes will be considered—double-fold increments. Furthermore, the consumption
of the handshake or communication establishment for those technologies requiring it is
considered apart from that of the transmission itself.

Then, we will evaluate the choice of using larger messages with the technologies
supporting that. Several protocols provide very high data rates, which may lead to an
increase in energy efficiency provided that larger messages are used, as they will deliver
fast, avoiding headers and eventual handshakes. Table 1 [13-15] summarises some critical
points for the wireless technologies under consideration—for the transceivers embedded
in our development board.
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Table 1. Summary for some critical characteristics of the IoT Wireless technologies.

Technology Data Rate Payload ! Handshake
Sigfox 100 bps 12B No
LoRaWAN 5470 bps 222 B Yes
NB-IoT 250 kbps 768+ B Yes
Wi-Fi 16 Mbps 768+ B Yes
BLE 1 Mbps 25B No

1 User-available payload per message/packet.

Depending on the message size, a different number of transmissions will be needed,
due to the maximum payload allowed by each technology for a single message. Hence, the
consumptions required for each technology would be determined by the consumption of
the connection establishment plus X times that of the message transmission, depending on
the number of messages required—see Table 2.

Table 2. Number of transmissions needed for each wireless technology for different payloads.

Technology  24-Byte 48-Byte 96-Byte 192-Byte 384-Byte 768-Byte
Sigfox 2 4 8 16 32 64
LoRaWAN 1 1 1 1 2 4
NB-IoT 1 1 1 1 1 1
Wi-Fi 1 1 1 1 1 1
BLE 1 2 4 8 16 31

For current consumption characterisation, the equipment we used is a Nordic Semi-
conductor Power Profiler Kit II [16], which provides current sample rates of up to 100 kS/s
(thousand-samples per second) with a resolution of up to 200 nA. Every current measure-
ment is made with just the development board attached to the Power Profiler, using its
embedded power source and high-precision ammeter, and only the essential peripherals
turned on (see Figure 5).

Power Profiler

Integrated Power Supply with
High-Precision Ammeter

_@_® Digital
Inputs

NV

| Power Input || GPIOs |

FiPy

~

(b)

Figure 5. Current measurement setup: (a) Real picture of the Power Profiler Kit Il measuring current consumption of the

development board; (b) Block-diagram of the current measurement setup.
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So as to evaluate the actual accuracy of the Power Profiler, we set a test bed as
described in Appendix B, Figure A11. The set was excited with a 100 Hz sinusoidal wave,
characterised at the same time by the Power Profiler and a Keysight/Agilent 34410A
multimeter—device taken as reference. Readings from the multimeter claim:

° IDC =92.825 mA
o IAC =20.539 mARMS

Considering that we are working with a sinusoidal wave, its peak value—which is
that happened at 100 Hz—can be calculated as in Equation (1):

Lioo Hz = IaCgys X V2 = 20539 x v/2 = 29.05 mA (1)

The signal measured by the Power Profiler for 10 periods is depicted in Figure A12,
as well as its Fast Fourier Transform (FFT)—performed with the aid of Matlab. In the FFT
plot, we can see that there are only noticeable current values for 0 Hz (DC) and 100 Hz.
These values are, with their relative errors (¢):

° IO Hz = 90.61 mA; (80 Hz = 2.40/0)
® 1100 Hz = 28.71 mA; (8100 Hz = 1.3(70)

Besides, we extracted the value of the signal in 1000 same-phase sampling points
(0 radians, which corresponds to a sine wave’s nulls). For this set of values, the standard
deviation was reckoned, happening to be 0.2492 mA for a mean value of 90.61 mA (0.3%).

Table 3 sums up the consumption for every technology characterised, which can be
seen in detail in the following subsections and Appendix A. For the consumption character-
isation, we measured the current demand for each wireless technology synchronously with
the FiPy’s firmware. This was made by triggering a digital signal during the transmission
process. The consumption appearing in Table 3 corresponds to an average of a cluster of
100 current measurements for each technology. Range for different measurements is less
than 5%, which is an acceptable tolerance value for characterisation taking into account the
accuracy of the Power Profiler.

Table 3. Summary of energy consumptions for IoT wireless technologies (12-byte messages).

Establishment Transmission Total

Technology MTC (mA) ETC (mA) Consumption Consumption Consumption
(mAs) (mAs) (mAs)
Sigfox ! <59.4 53.1 0 804.80 804.80
LoRaWAN <59.4 62.5 256.73 6.33 263.06
NB-IoT <277.2 1412 4341.9 8.88 4350.8
Wi-Fi 118.8 109.9 198.46 3.40 201.86
BLE 85.8 95.9 51.98 1.01 52.99

! Sigfox’s ETC is not calculated with the average consumption of the transmission process (Appendix A), but with
the average current demand of one of the three transmissions occurred in Sigfox (90.1 mA), so as to not include
the period between transmissions in the calculus.

In this table, we also depict the current demand of the development board’s transceivers
for each technology according to the manufacturer (Wi-Fi/BLE [17], LoRa/Sigfox [18], NB-
IoT [11]), converted to 5 V (MTC). The current demands provided by the manufacturers do
not always comply with our specific working characteristics, reason why they are shown as
an upper limit—nevertheless, these data are useful to check that measured consumptions
are in a reasonable margin within those of the manufacturer:

e Sigfox/LoRa transceiver’s current demand is specified for +17 dBm, but not for
+14 dBm, which is our case.

e  NB-IoT transceiver’s current demand is only specified for a possible maximum 1.5 W
power, but actual power profile would depend upon network conditions.

The idle consumption of the board was also characterised and happened to be around
37 mA. This current must be subtracted to that measured for the whole board when
transmitting (Appendix A) in order to isolate the specific experimental consumption of
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the transceiver’s transmission (ETC), since idle current demand is due to the development
board’s MCU and peripherals before wireless transceivers are activated. However, this
is not the case for Wi-Fi and BLE as the transceiver is embedded into the MCU, and the
consumption data provided by the manufacturer take the whole board into consideration.

The consumption coming from connection establishment (or just modem initialisation)
is also depicted in Table 3. This consumption is relevant, as the device will need to do this
process when waking up from deep sleep for the technologies requiring it.

In the upcoming subsections, each technology will be deeply analysed. First, the
consumption for the initial 12-byte-payload message is explained; then, a table shows the
measured consumptions for larger payload sizes for each technology. Detailed consumption
figures are attached in Appendix A.

3.1. Sigfox

The Sigfox 12-byte transmission process lasts 10.6 s with an average current consump-
tion of 75.93 mA, which leads to an energy consumption of 804.80 mAs. Sigfox does not
need a handshake for the connection to be established, so this energy is the only needed
when sending a message.

In the consumption plot (Figure A2), it is clearly noticeable the three transmissions in
three different carriers that Sigfox performs to ensure delivery: the three big waves that
last about two seconds, which is the time on air of a 12-byte Sigfox message.

For larger payloads, check Table 4.

Table 4. Summary of energy consumptions (mAs) for Sigfox.

Sigfox Payload 12 24 48 96 192 384 768
(Bytes)
Establlshment 0 0 0 0 0 0 0
consumption
Numl?er. of 1 2 4 8 16 32 64
transmissions
Transmission 804.80 80480  804.80  804.80  804.80  804.80  804.80
consumption

Total consumption 804.80 1609.6 3219.2 64384  12,876.8 25,753.6 51,507.2

3.2. LoORaWAN

LoRaWAN allows different configurations regarding spreading factor (SF) and band-
width. In this work, we assume the most used in the LoRa field is the proper one to use,
with corresponds to using an SF7 with 125 kHz. Other SF could be used if messages were
lost, but this configuration works well for us whilst providing the fastest data rates, which
means less time on air, thus less energy spent.

With this set, the LoRaWAN 12-byte transmission process lasts for 63.63 ms, with an
average consumption of 99.51 mA, which leads to an energy consumption of 6.33 mAs
for the LoRaWAN process (see Figure A3). However, it is important to note that after
transmission, the LoRa transceiver may keep activated for a while to be able to receive
messages. We will not consider that phenomenon here as we truly think that it is not
necessary for message transmission—the main purpose of this work is comparing only the
uplink channel.

LoRaWAN needs connection establishment before sending messages. When the device
is put in a deep sleep mode, the connection needs to be done again as the device loses its
previous state. The consumption for the connection establishment can be seen in Figure A4.
This process lasts 5.2 s with an average consumption of 49.42 mA, which leads to an energy
consumption of 256.73 mAs.

Thus, the full energy consumption for a LoORaWAN 12-byte message is 263.06 mAs—considering
both the establishment and the transmission. For larger payloads, check Table 5.
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Table 5. Summary of energy consumptions (mAs) for LoRaWAN.
LoRaWAN Payload (Bytes) 12 24 48 96 192 384 768
Establishment consumption 256.73 256.73 256.73 256.73 256.73 256.73 256.73
Number of transmissions 1 1 1 1 1 2 4
Transmission consumption 6.33 9.34 12.75 20.79 36.81 36.81 36.81
Total consumption 263.06 266.07 269.48 277.52 293.54 330.35 403.97

3.3. NB-lIoT

The NB-IoT 12-byte transmission process lasts for 49.8 ms, with an average current of
178.2 mA, which leads to an energy consumption of 8.88 mAs (see Figure A5). The con-
sumption for NB-IoT does not increase much as message payload increases—as measured
in Table 6. This wireless technology provides very high data rates which makes the time
spent not definitely increase when we use small byte-sized increases.

Table 6. Summary of energy consumptions (mAs) for NB-IoT.

NB-IoT Payload (Bytes) 12 24 48 96 192 384 768
Establishment consumption 43419 43419 43419 43419 43419 43419 43419

Number of transmissions 1 1 1 1 1 1 1
Transmission consumption 8.88 8.88 8.88 9.13 9.37 9.87 11.15

Total consumption

4350.8 4350.8 4350.8 4351.0 4351.3 4351.8 4353.1

NB-IoT takes a long time to establish the connection. The modem first needs to be
initialised, then attach to the network, then connect to the service. The time needed for
attaching and connecting to the network can vary depending on the NB-IoT network
conditions (Vodafone Spain), so will the energy consumption. An average process is shown
in Figure A6, with an energy consumption of 4342 mAs.

We can see that the consumption coming from the transmission is negligible consid-
ering that from the connection establishment (8.88 mAs vs. 4341.9 mAs), with a total of
4350.8 mAs for a 12-byte message. For larger payloads, check Table 6.

3.4. Wi-Fi

The Wi-Fi transmission process lasts for 30.98 ms, with an average current of 109.0 mA,
which leads to an energy consumption of 3.4 mAs. The Wi-Fi consumption does not
depend on the packet size, as it is meant for larger messages. The time it takes for the
transmission to be made is not consistent, however, as it depends on the current network
traffic and network characteristics. For illustration, let us consider an average transmission
as in Figure A7.

Wi-Fi needs to establish a connection before sending messages. The modem needs to
be reinitialised every time the device wakes from a sleep mode as well. This time will vary
depending on real working conditions as the Wi-Fi connection time is not only dependant
on the IoT device. In Figure A8, the consumption for modem initialisation and connection
establishment can be seen.

Thus, the whole consumption required to send a Wi-Fi message is that coming from
the establishment and the transmission per se, which is 201.86 mAs. For larger payloads,
check Table 7.
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Table 7. Summary of energy consumptions (mAs) for Wi-Fi.

Wi-Fi Payload (Bytes) 12 24 48 96 192 384 768
Establishment consumption 198.46 198.46 198.46 198.46 198.46 198.46 198.46
Number of transmissions 1 1 1 1 1 1 1
Transmission consumption 3.40 3.40 3.40 3.40 3.40 3.40 3.40
Total consumption 201.86 201.86 201.86 201.86 201.86 201.86 201.86
3.5. BLE

For the case of BLE, the FiPy board still provides a limited support of the protocol. Only
advertisements are supported, and no security can be implemented. Thus, we implement
transmissions over BLE as advertisements that are received by another BLE device.

Moreover, the size of message does not matter as the driver always fill the user
datagram with dumb bytes. We have checked in the lab that the time and current
waveform—i.e., the energy consumed—for the advertisement transmission is the same
either with one user byte or the maximum 25 user bytes.

In Figure A9, the current consumption for the BLE transmission process (12-byte
message) can be seen.

Since the BLE advertisement is set until the transmission finishes, the time spent is
10.52 ms, with an average consumption of 95.99 mA, which leads to an energy consumption
of 1.01 mAs for the transmission of a 12-byte BLE message.

BLE does not need a connection establishment per se, but when the device wakes up
from a sleep mode, the modem needs to be reinitialised. This consumption (see Figure A10)
must be taken into consideration every time the device sends a message: 51.98 mAs.

Thus, the full energy consumption for a 12-byte BLE transmission—considering both
the modem initialisation and the message transmission—gets to be 52.99 mAs. For larger
payloads, check Table 8.

Table 8. Summary of energy consumptions (mAs) for BLE.

BLE Payload (Bytes) 12 24 48 96 192 384 768
Establishment consumption 51.98 51.98 51.98 51.98 51.98 51.98 51.98
Number of transmissions 1 1 2 4 8 16 31
Transmission consumption 1.01 1.01 1.01 1.01 1.01 1.01 1.01

Total consumption 52.99 52.99 54.00 56.02 60.06 68.14 83.29

4. Energy Harvesting Generation

The global increase in IoT nodes, and especially indoor ones, has led to the search for
new ways of providing power supply to them. IoT devices are usually wireless, which
means they need a battery (or other storage element) to operate. This battery needs to be
replaced occasionally, which increase costs—in fact, the cost of replacing the battery can be
greater than the IoT device itself. For exemplification, the device explained in Section 2
hereof has an average consumption of about 1 mW [5]. This device was wisely designed to
be very power efficient, so it can run autonomously by means of MIEH.

Energy harvesting technology provides a green, carbon-free, sustainable, and virtu-
ally infinite power supply to wireless devices, obtaining the available energy from the
environment to reduce—or even eliminate—the need for storage elements and wired
power supply. Some of the most relevant EH methods for IoT devices are ambient ra-
diation (RF), photovoltaic, piezoelectric, magnetic induction, vibration, pyroelectric and
thermoelectric [5].

This paper is focused on the development and possibilities of what we consider the
three main sources for indoor smart meters: photovoltaic (transforming light radiation into
electrical current), radiofrequency (using the already-present electromagnetic waves) and
magnetic induction (exploiting the changing magnetic fields that occurred in AC wires).
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The nature of these three technologies entails a complex comparative study. In the
literature, one can find different results for a bunch of designs, configurations and sets.
Power generations depend widely on the real characteristics of the ambient energy avail-
ability, device’s design, system’s requisites, and implementation. However, it is crucial to
compare these techniques with one another. Hence, for this work, we are using data from
similar use cases found in the literature—comparing them by magnitude order instead of
concrete values as they tend to be specific for each case. Be they:

e  Photovoltaic: tens of milliwatts (10-20 mW)
e Radiofrequency: tenths of milliwatts (0.1-0.2 mW)
e  Magnetic induction: milliwatts (1-2 mW)

4.1. Photovoltaic

Photovoltaic cells are used to power a multitude of sensors and other IoT systems.
In [19], Xicai Yue et al. developed a PV EH model for a CO, sensor, which produces an
output of 4.2 V and a pulse current of 100 mA for 600 ms. They also determined that
the best average storage efficiency is obtained at 200 lux. This is remarkable because, if a
storage element is added to the PV harvester, the device could achieve its self-sustainability.
Abhiman Hande et al. depicted in [20] the use of several ultracapacitors as energy storage
devices. This leads to a compact and robust system with fewer solar panels in a series-
parallel combination.

The values of the indoor photovoltaic technique depend mainly on two criteria: light
and material. Regarding the nature of light it usually would be artificial for inside use
cases; in terms of material, the efficiency of new generation cells compared to commercial
silicon is more than twice [21]. Nonetheless, it is important to note that real-world working
conditions may drop theoretical efficiencies of PV panels to half [22].

Indoor lighting conditions are more complex than the exterior ones, since spaces are
smaller, and the light levels are lower and intermittent. Indoor PV cells have a small size of
around 30 cm? [23]. A polymer-based silicon cell has a conversion power efficiency of 9%
for F12 fluorescent lamps (100 lux). The light resource comes from natural outdoor light
and artificial light from luminaires—fluorescent, LED. Solar cells require an irradiance of
around 7 mW/m? to work properly.

On the one hand, the non-constant presence of people reduces the daylight hours of
the surroundings. On the other hand, average consumption is much lower than active
consumption, saving energy and enabling this technology. The most common outdoor
solar cells are made of silicon, a cheap material highly studied that produces 0.1 mW /Im.
However, for indoor conditions where size requirements are tougher, researchers are
studying new materials with larger bandgap energy, higher efficiency and smaller dark
currents [24].

In [25], Lin Xie et al. use an organic photovoltaic cell for high intensity indoor
environments, such as hospitals, with a theoretical efficiency of 60%. In the same way, the
interest in gallium cells for indoor EH is also growing thanks to the lack of transparency
losses, leading to a 40% energy conversion [22]. A small GaAs cell that is one-third of an
office paper can power devices of up to 10 mW [26].

PV could be mixed with other technologies. For example, in [27] Yen Kheng Tan et al.
create a hybrid of solar photovoltaic and thermal energy. The goal of this system is to extend
the lifetime of the wireless sensor nodes. For a solar irradiance of 1010 lux and a thermal
gradient of 10 K, an average of 621 W is obtained—three times more than just thermal.

Indoor and outdoor uses can also be combined, for example for smart building
applications. This is described in [28], where a PV EH generates an average of 0.5 W,
getting to be a maximum of 2.3 W with 130 lux.
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4.2. Radiofrequency

Radio signals, mobile phones or Wi-Fi are some of the examples that originate these
electromagnetic waves which are available almost everywhere. In addition, the fluctuations
it presents are usually caused by human factor, not by weather conditions.

It is essential to consider the frequency, the modulation, and the power transmission
to properly design the circuit of indoor devices. The key element is known as rectenna. Its
main components are a rectifier and an antenna. In order to optimise energy conversion, a
DC-DC boost converter can be added [29]. Many rectennas have been created, achieving
different efficiencies depending on the design characteristics.

The study of radiofrequency EH is related to the dBm value of the incident signal and
the conversion efficiency. For —20 dBm, equivalent to 10 uW, the average efficiency may
be around 10%, while if it is goes up to 0 dBm (1 mW), the efficiency could increase up to
50% [30].

In [31], a paper substrate rectenna designed for an input power of —20 dBm over LTE
bands presented a range of 5-16% efficiency; while the six-band dual rectenna presented
in [32] showed a range of efficiency between 37.7% and 41.4% with —15 dBm input power.
In [33], A. Eid et al. presented an ultra-compact and flexible rectenna that can operate at
the 2.4 GHz ISM band reaching up to 40% efficiency.

For a 2.4 GHz Wi-Fi Multi-SSID router and power of 0 dBm, the energy harvester
presented in [30] has an efficiency of 50.18%, due to the power management unit which
minimise losses. Using the same circuit design, it is possible to operate on several ISM
band or cellular RF as well [34].

Huaguang He et al. depicted in [35] a 2 X 4 rectenna array for the range of 895-925 MHz
and 1.6-2.65 GHz. They obtained an output pulse voltage of 3.3 V and 33 mA for 100 ms,
with an efficiency of 33% for 1800 MHz, 41.5% for 900 MHz and 55% for 2.4 GHz. However,
it is important to note that the use of rectenna arrays at indoor environments might
be inappropriate if the multipath effect is not eliminated since RF energy harvesting is
sensitive to the angle of incidence, so adding more rectennas to the harvester is not a
straightforward solution.

The current challenge is to improve the conversion capacity and energy harvesting
of the rectennas. There are several possibilities, such as broadband antennas or antenna
arrays. Nevertheless, the first requires a matching network for each frequency band and
the second ones add complexity.

4.3. Magnetic Induction

The third most relevant energy harvesting technique for indoor IoT smart meters or
similar applications is magnetic induction. The basic requirement is to have a coil, either
near or surrounding the wires carrying alternating current so that the change of inducted
magnetic fields excite the coil, thus generating an electromotive force. This means that the
electrical panel or distribution box must be opened, but no electrical disruption is needed
as electrical circuits are not modified. This EH technique was studied and characterised
in detail in our previous work “Smart Metering for Challenging Scenarios: A Low-Cost,
Self-Powered and Non-Intrusive IoT Device”. In this paper [5], a metering IoT device was
power supplied by the electromotive force generated inside the coil, providing around
1 mW of power for an average household mains line.

When sensors or devices require current measurement, as in this case, MIEH is the
optimal choice since it uses the same physical principle as current probes. In this way,
the whole system is more compact, simpler, and cost-efficient. This appreciation of the
use of magnetic induction as EH has hardly been developed and even less applying
wireless IoT communications. The effective mains current energy harvesting range of this
device is similar to that at home, corresponding to a current between 2.2 and 6.4 A. Using
IEEE 802.15.4 as wireless technology, Danilo Porcarelli et al. achieved in [36] a device is
self-powered with a load of 300 W for at least 60 s of measurement.
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5. Discussion

In this section, we assess the main challenge for autonomous indoor smart meters:
power balance. We address the trade-off between working conditions, energy harvesting
generation and wireless technology energy consumption.

The five wireless technologies in the scope are compared with different working
conditions for the smart meter—metering period and buffer size—, at the same time
they are evaluated to check if they comply with the available power generated by the
EH techniques.

5.1. Wireless Technology Selection

After having characterised the five wireless technologies, we can now analyse the
energy consumption each of them would have, and therefore discuss which one would be
better depending on the power available.

This work was planned so that every wireless technology runs in the same devel-
opment board. This allows us to not be dependent on the consumption of the metering
process per se, being the same for all technologies. This was characterised in Section 2
hereof, and it is not worth considering for the wireless technologies comparison.

Figure 6 depicts a quantitative representation of the consumption needed for each
technology—it is plotted out on a non-linear scale to enhance visualisation, since for the
technologies requiring establishment, the vast majority of their consumption comes from
that very process.

Connection establishment [ Message transmission
LoRaWAN lI + 6.33 = 263.06 (£2.5%)
NB-loT + 8.88 = 4350.78 (+2.5%) >—I
Wi-Fi II AB +3.40 = 201.86 (+x2.5%)
BLE | + 1.01 =52.99 (+2.5%)

Figure 6. Quantitative representation of the wireless technologies’ consumption. A confidence
interval of 5% is depicted as the set of measurements for every technology were within this range.

These consumptions are those from Table 3, where they were characterised for 12-byte
messages as it is the Sigfox limitation. However, for some technologies, increasing the mes-
sage payload does not proportionally increase the message transmission consumption—as
one could see in Section 3, Tables 4-8.

This way, we could reduce the number of messages—thus lowering the number of
connection establishments—, and therefore decrease the whole energy consumption. For
instance, with LoRaWAN in our configuration (SF7, 125 kHz), we can send messages of up
to 222 bytes. For the case of BLE, our board lets us send messages of up to 25 bytes. For the
case of both Wi-Fi and NB-IoT, this limit is much higher and above 1024 bytes—768 bytes
is the limit considered for comparison.
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Table 9 shows the full consumption for each wireless technology and every message
size. Moreover, in Figure 7 (logarithmic scale) we can see the evolution on the consumption
required by each technology as the payload increases from 12 to 768 bytes.

Table 9. Summary of energy consumptions (mAs) for all message sizes for all technologies.

Technology 12-Byte  24-Byte  48-Byte 96-Byte  192-Byte 384-Byte 768-Byte

Sigfox 804.80 1609.6 3219.2 6438.4 12,876.8  25,753.6  51,507.2
LoRaWAN 263.06 266.07 269.48 277.52 293.54 330.35 403.97
NB-IoT 4350.8 4350.8 4350.8 4351.0 4351.3 4351.8 4353.1
Wi-Fi 201.86 201.86 201.86 201.86 201.86 201.86 201.86
BLE 52.99 52.99 54.00 56.02 60.06 68.14 83.29
— Sigfox LoRa = NB-loT Wi-Fi = BLE

————

12 24 48 96 192 384 768

Figure 7. Plot of the wireless technologies’ consumption in logarithmic scale for different message sizes.

Apart from the features of the communications—payload, communication establish-
ment, number of transmissions—the characteristics of every use case will also determine
the best suitable wireless technology for the application: what range should the device
support, is there a strict real-time requirement for the data, can a public infrastructure be
used, etc.

5.2. Energy Harvesting Technique Selection

For feasibility characterisation, not only the raw power available from the energy
harvesting sources is important, but also their availability. For some EH sources, their
availability may vary importantly whilst for others may be steadier, more predictable.
For instance, indoor PV might be very different along time for the same space, as it will
depend on the external weather, several people switching lights, and even the state of
blinds. On the other hand, RF will be steadier along time as ambient radiation tends to be
constant in the long term—it really only changes provided that new wireless technologies
are deployed. MIEH may be also fairly predictable and constant, as the energy consump-
tion of a building tends to be the same by periods—working days/weekends, working
hours/nights, and holidays.

In order to avoid the lack of power supply, it could be possible to combine two types
of EH techniques, such as PV and MIEH. However, this combination makes the device
more complicated as two harvesting circuits would be required. Furthermore, the solar
panel should be located outside the electrical panel to receive light, which adds complexity
to the whole system. The same manner, if RF were used, the rectenna would also need to
be outside the electrical panel to receive stronger signals.

The use of one EH source over another will depend on the specific use case: where will
the device be located, will there be enough mains consumption to exploit MIEH, will there
be ambient light to install a PV harvester, will there be much data to be transmitted, etc.
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Nonetheless, for smart meters the best approach gets to be MIEH: no elements need to be
placed outside the electrical panel, and the same physical device acts as current probe—
crucial for metering—and harvester, which simplifies the device, hence providing an easy,
fast way of deploying ubiquitous smart meters.

Although adding more harvesters or using better ones could solve the power bal-
ance problem, this would also make the device more expensive—and complex if several
harvesters are combined. Since this work is focused on smart meters, MIEH is the most
appropriate solution in terms of scalability, simplicity and ease of installation; even if some
trade-offs are faced using this technique, such as reducing metering period.

5.3. Constraints for Energy Consumption of Smart Meters

We can reckon the average power demand for every case with Equation (2). The result
(¥) would be in mAs, which is directly converted to mW multiplying by the voltage supply
of the characterisation (5 V).

This calculus let us write Table 10, where all possible combinations are shown, properly
depicting the average consumption of the device. This is the consumption that must be
counter-balanced by the EH source in order to make the device autonomous.

Table 10. Smart meter average consumption (mW) depending on buffer size—i.e., message payload—, metering period and

wireless technology.

Buffer Size (Bytes) = Metering Period (min.) Sigfox LoRaWAN NB-IoT Wi-Fi BLE
1 15.07 11.31 10.89 9.85

1 5 3.08 2.33 8.00 224 2.03
10 1.58 1.20 4.04 1.16 1.06

15 1.08 0.83 2.72 0.80 0.73

1 15.07 1040 10.18 9.66

o4 5 3.08 215 4.98 2.10 2.00
10 1.58 1.11 2.53 1.09 1.04

15 1.08 0.77 1.72 0.75 0.72

1 15.07 9.95 17.03 9.83 9.57

18 5 3.08 2.05 3.47 2.03 1.98
10 1.58 1.07 1.78 1.06 1.03

15 1.08 0.74 1.21 0.73 0.71

1 15.07 9.72 13.26 9.65 9.53

9% 5 3.08 2.01 2.72 1.99 1.97
10 1.58 1.05 1.40 1.04 1.03

15 1.08 0.72 0.96 0.72 0.71

1 15.07 9.60 11.37 9.57 9.50

192 5 3.08 1.99 2.34 1.98 1.97
10 1.58 1.03 1.21 1.03 1.02

15 1.08 0.71 0.83 0.71 0.71
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Table 10. Cont.
Buffer Size (Bytes) = Metering Period (min.) Sigfox LoRaWAN NB-IoT Wi-Fi BLE
1 15.07 9.55 11.42 9.50 9.49
5 3.08 1.98 2.15 1.97 1.96
384
10 1.58 1.03 1.12 1.03 1.02
15 1.08 0.71 0.77 0.71 0.70
1 15.07 9.52 9.95 9.50 9.49
5 3.08 1.97 2.06 1.97 1.96
768
10 1.58 1.03 1.07 1.02 1.02
15 1.08 0.71 0.74 0.71 0.71

Considering EH generations as in Section 4 hereof, each table cell text is marked
indicating the EH techniques that would comply to make the device autonomous—we
consider a qualitative magnitude order, as claimed in Section 4:

Circled: RF complies, so do MIEH and PV (never happens)
Italics: MIEH complies, so does PV

Underline: only PV complies

Grey text: no EH technique would comply

XTI+ P+EXTXxO

Y
2xT

@

where:

¥ is the buffer size (bytes)

I is the consumption of a standard metering process (mAs)

@ is the consumption of a transmission for the designated technology (mAs)
T is the metering period (s)

O is the stand-by consumption (mA)

The optimal combination of energy harvesting technique and IoT wireless technology
will depend on functional requisites (metering period), communication requirements
(buffer size) and location constraints (EH source availability).

Enlarging the stand-by periods of event-driven IoT nodes enhances power require-
ments, making them lower. However, this means losing time-precision in measurements
because fewer samples are taken. This phenomenon could even lead to missing information
about short events, such as the consumption peak that happened when heating something
in a microwave oven, which may last for 3-5 min, but might be missed if the metering
period is set to a higher value.

Nevertheless, enlarging the measurements buffer does not always enhance energy
consumption. In the case of Sigfox, there is no difference at all since Sigfox’s consumption
increases linearly as the buffer size increases, due to both its 12-byte payload limitation
and the fact that it does not need any establishment consumption (see Table 4). The
technology with the largest reduction in consumption by buffer enlargement is NB-IoT,
mainly because it allows big payloads but requires a big establishment consumption;
however, the transmission consumption per se is nearly the same with no regard to
the message size (see Table 6). The others (LoRaWAN, Wi-Fi, BLE) present a restraint
enhancement that, in most cases, will not be worth it as the data will update less frequently.

Moreover, as fewer measurements are taken—stand-by period extended, buffer size
is increased, fewer wireless transmissions—the predominant consumption tends to be
that coming from the smart meter per se, thus making wireless technologies consumption
differences less noticeable in the overall average consumption of the IoT device. Notice
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that the consumption coming from the stand-by period and the metering process is the
same regardless of the wireless IoT technology.

It is important to note that, with the development board and wireless technologies
used for this work, radiofrequency energy harvesting cannot be used since the amount
of energy that can be harvested is lower than the necessary to meet the autonomous
working conditions.

6. Conclusions

Feasibility of autonomous indoor IoT smart meters is mainly restricted by the limi-
tations on the ambient energy available to harvest. Although IoT devices have achieved
very low power consumptions in the recent years, wireless technologies still require a
considerably large amount of power to perform. With the aim of facilitating the design and
development of autonomous wireless smart meters, we have performed a comparative
analysis of the energy consumption of the trendiest IoT wireless communication technolo-
gies (Sigfox, LoRaWAN, NB-IoT, Wi-Fi, BLE), and the most appropriate EH techniques
for smart meter applications (PV, RF, MIEH). This analysis will help smart meter devel-
opers, metering solutions providers and smart metering adopters in the selection of the
most suitable combination of wireless communication technology and energy harvesting
technique—based on their use case characteristics and location constraints.

Regarding IoT wireless technologies, it has been shown that the most energy efficient
happens to be BLE, followed by LoRaWAN and Wi-Fj, finally tailing NB-IoT and Sigfox.
However, their specific consumption will be determined by the metering period and buffer
size. Customarily, BLE will be the best choice if communication range is not a limiting factor;
otherwise, it will be LoRaWAN. However, if a commercial managed receiving network is
wished, NB-IoT or Sigfox will be the suitable ones depending on data constrains.

Concerning EH techniques, the most powerful is PV, followed by MIEH, and finally
RE. Yet, considering the smart meter field, MIEH gets to be the most appropriate since it
takes advantage of the metering component (current sensor) as energy harvester, reducing
device complexity and costs. Besides, smart meters are usually located inside electrical
panels or distribution boxes—where no light is present.

Results prove that selection of wireless technology and energy harvesting technique
will depend on the desirable application requisites—metering period, communication
period—and the location constraints—EH source availability.
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Appendix A

This appendix contains current consumption graphs for every wireless technology
characterised and the smart metering process.
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Figure A1. Current consumption detail of the smart meter’s metering process.
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Figure A2. Current consumption detail for the Sigfox transmission. Data acquired at 100 s/s (samples per second).
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Figure A3. Current consumption detail for the LoRaWAN transmission. Data acquired at 100 kS/s, resampled at 1/6
for plotting.
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Figure A4. Current consumption detail for the LoRaWAN connection. Data acquired at 1 kS/s.
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Figure A5. Current consumption detail for the NB-IoT transmission. Data acquired at 100 kS/s, resampled at 1/4
for plotting.
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Figure A6. Current consumption for the NB-IoT connection establishment. Data acquired at 100 S/s.
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Figure A7. Current consumption detail for the Wi-Fi transmission. Data acquired at 100 kS/s, resampled at 1/3 for plotting.
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Figure A8. Current consumption detail for the Wi-Fi connection establishment. Data acquired at 1 kS/s.
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Figure A9. Current consumption detail for the BLE transmission. Data acquired at 100 kS/s.
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Figure A10. Current consumption for the BLE modem initialisation. Data acquired at 1 kS/s.

Appendix B

This appendix contains information about the process used to determine the Power

Profiler’s metering accuracy.
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Abstract: IoT applications rely strongly on the performance of wireless communication networks.
There is a wide variety of wireless IoT technologies and choosing one over another depends on
the specific use case requirements—be they technical, implementation-related or functional factors.
Among the technical factors, latency, error rate and stability are the main parameters that affect
communication reliability. In this work, we present the design, development and validation of a
Universal Testbed to experimentally measure these parameters, abstracting them from the wireless
IoT technology protocols and hardware platforms. The Testbed setup, which is based on a Raspberry
Pi 4, only requires the IoT device under test to have digital inputs. We evaluate the Testbed’s
accuracy with a temporal characterisation—accumulated response delay—showing an error less than
290 ps, leading to a relative error around 3% for the latencies of most IoT wireless technologies, the
latencies of which are usually on the order of tens of milliseconds. Finally, we validate the Testbed’s
performance by comparing the latency, error and stability measurements with those expected for
the most common IoT wireless technologies: 6LoWPAN, LoRaWAN, Sigfox, Zigbee, Wi-Fi, BLE
and NB-IoT.

Keywords: testbed; latency; error rate; stability; performance; IoT; IIoT, LPWAN; wireless
communications

1. Introduction

In the last few years, the IoT has been established as one of the most acknowledged
paradigms, increasing the amount of related research and emerging technologies and
services [1,2], both regarding IoT devices —35 billion (x 10%) devices connected in 2021 [3]
and 75 billion devices expected by 2025 [4]—and monetary spending—more than EUR
1200 billion by 2027 [5].

The wireless paradigm for IoT allows medium and large coverage areas with relatively
low energy consumption by providing small processing power requirements for devices
as well as low transmission data rates [6,7], factors inherent in the IoT field itself. Despite
the wide variety in wireless IoT technologies, some actors widely dominate the current
picture of IoT communications, although this has always depended on the specific use case.
Medium-range communications such as Bluetooth and Zigbee may have accounted for up
to 28% of the wireless IoT chips in 2021 [8]. For long-range communications technologies,
only four accounted for over 96% of global, installed active devices in 2021: NB-IoT, LoRa,
LTE-M and Sigfox. NB-IoT leads this ranking with 47% of the global share, followed by
LoRa with 36% [9]. In fact, low-power wide-area network (LPWAN) protocols that rely on
licensed bands (NB-IoT, LTE-M) have surpassed those relying on non-licensed ones (LoRa,
Sigfox) in 2021 [10].

However, different technologies provide different levels of performance and need
different infrastructure requirements. Choosing one over another widely depends on the
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specific use case [11], and it is not always clear how to compare their performance. The
very specific use case will set the requirements for wireless technology. Requirements may
be divided into technical factors (data rate, latency, range), implementation factors (cost,
documentation, available coverage) and functional factors (energy consumption, location
services, over-the-air upgrade) [12-15]. Into the bargain, exceptional attention must be
paid to security, especially considering the rapid growth of IoT and its more-than-ever
quasi-omnipresent presence in our lives. The research presented by Anand et al. in [16]
and that presented by Malhotra et al. in [17] are great references regarding the security
challenges in the IoT field.

Testbeds allow us to determine the realistic behaviour of IoT systems and even foresee
future possible upgrades and enhancements to the systems. As IoT systems are intrinsically
wide in nature, so are their possible characterisation targets, which make it arduously hard
to develop and validate universal performance tests for IoT in different matters.

In the literature, one can find testbed systems evaluating some specific IoT characteristics,
usually focused only on a few IoT technologies, for instance, the work of Pereira et al. [18],
in which an experimental characterisation of mobile IoT latency is carried out, or that by
Mroue et al. [19], evaluating LoRa, Sigfox and NB-IoT in a MAC layer-based approach.

There are also deep characterisations of specific IoT technologies for a relatively wide
range of matters, such as the survey by Rashmi Sharan et al. of LoRa and NB-IoT [20]; or
the work carried out by Alsukayti et al. [21], in which they analyse quality, transmission
range, power consumption and data rates for different scenarios and technologies. On top
of that, there are works evaluating different features, and challenges to face with eventual
low-latency or high-reliability IoT communication networks, such as those in [22-24].

Yet, there is not sufficient research in the literature about actual, universal, ubiquitous,
accountable testbeds. This may be due, indeed, to the massively wide nature of the IoT
field. Hossain et al. propose a manner to overcome this issue with the work presented
in [25], in which a large-scale IoT testbed-as-a-service is defined. Developing testbeds that
can integrate various types of systems, interfaces and technologies is tough but still needed
for a field with more variety and presence every day. This fact is clearly highlighted in [26],
where the authors emphasise the lack of interoperability among IoT platforms and devices.

Specifically, no universal testbed regarding temporal end-to-end characterisation for
IoT wireless technologies can be found in the literature. With this work, we want to abstract
the IoT wireless technology characteristics as much as possible, providing a straightforward
way of comparing wireless IoT technologies in different communication features: latency,
error rate and stability. We developed a universal Testbed based on a Raspberry Pi 4 (RPi),
which only requires the IoT device under test to have digital inputs (GPIO)—fact that can
be taken for granted for virtually every IoT node. In the scope of this work, we analysed
the performance of the following IoT wireless technologies: 6LoOWPAN, LoRaWAN, Sigfox,
Zigbee, Wi-Fi, BLE and NB-IoT.

The rest of the paper is organised as follows: Section 2 describes the Testbed and
the workaround for this paper. In Section 3, we characterise the performance of the
Testbed to determine its temporal accuracy and precision, i.e., error range. Section 4
presents real measurements and results from our Testbed for the wireless technologies
under consideration. Finally, in Section 5, we briefly conclude the results of this work and
discuss future milestones.

2. Universal Testbed

In this Section, the Testbed environment is described, both regarding the Testbed
device itself and the laboratory set. First, we explain the IoT devices and configurations
deployed for the different wireless technologies, and how latency must be considered on a
user-level approach (Section 2.1). Then, we tackle some caveats regarding the wide variety
of wireless technologies to consider (Section 2.2). Finally, in Section 2.3, the Testbed’s user
interface and measurement data presentation are explained.
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2.1. Latency and Laboratory Workaround

Since distinct wireless IoT technologies have different topologies and key network
components, we first need to define latency. Pure upload messages are considered as they
are the main purpose of the majority of IoT applications: sending information from the
node to the user-end. So, for this scope, let us define latency—see Figure 1.

Latency: The time a message takes from the moment when the transmitting device is called to send
the message until the message is ready for utilisation at the other end (user-side).

Send Message
Command

RPi (Node.js Thread)

’/ Receiver E >
B/ loT Device - Gateway
,I
4
’ T.I. CC2538 ARM BeagleBone Black
! SiLabs MGM210P Raspberry Pi 4
‘. c Semtech SX1301 SiLabs SLWSTK6102A
----- >
A
\
Transmitter . Receiver G
loT Device * Server Device
PR
T.l. CC2538 AN Raspberry Pi 4
SiLabs MGM210P N H
Pycom FiPy « YV
| Internet » M ge Ready
Receiver
Backend
Sigfox Backend
Vodafone Network

Latency >

Figure 1. Latency: abstract definition and message paths for different wireless IoT topologies. These
paths, along with the designated physical IoT devices—which are all compliant with the IoT tech-
nology of interest—actually portray the very use case deployed in the lab to do this work. Other
configurations could be also used for certain technologies and other devices as well.

Hence, time considers neither the acknowledgement (ACK) of the message nor pos-
sible retransmissions. Provided the message were lost, the transmission would count as
an error. In this manner, considering the different topologies regarding different wireless
technology’ specifications, three main groups can be defined: (1) technologies requiring
a specific gateway; (2) technologies requiring public Internet usage; and (3) technologies
requiring neither. Therefore, these groups (see Figure A1 for a detailed version on each
technology) correspond to one of the following paths:

1.  A-B-E-F: 6LoWPAN, ZigBee, LoRaWAN
2. A-D-H: Sigfox, NB-IoT
3. A-C-G: Wi-Fi, BLE

Notice that we did not use any routing protocol or routing device so as to make all
wireless technologies point-to-point from the transmitter device to the receiver one. In
Table 1, we can see the physical devices used for every wireless technology. The message
commander is always the main RPi on which our Testbed software runs.

The first step from the RPi to the transmitter device is a wired link using two GPIOs.
We described a naive protocol for this communication based on 2 one-way digital signals:
R (for reset) and S (for sequence). The S signal fires a rising-edge interrupt on the IoT
transmitter device, which increases the message sequence number and sends it if R is high
or otherwise resets it for a new test.
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Table 1. Physical equipment, depending on the wireless technology.

Wireless Technology RF Link Band Transmitter Receiver Gateway/Internet
T.I. CC2538 ARM T.I. CC2538 ARM gateway:
6LoWPAN ISM 2.4 GHz Based Mote Based Mote BeagleBone Black
. Semtech SX1301 gateway:
LoRaWAN ISM 868 MHz Pycom FiPy Based Mote Raspberry Pi 4
Sigfox ISM 868 MHz Pycom FiPy Sigfox Backend public Internet needed
Zigbee ISM 2.4 GHz SiLabs MGM210P SiLabs MGM210P gateway:
& ' SiLabs SLWSTK6102A
Wi-Fi ISM 2.4 GHz Pycom FiPy Raspberry Pi 4 none
BLE ISM 2.4 GHz Pycom FiPy Raspberry Pi 4 none
NB-IoT LTE band 20 Pycom FiPy Vodafone Network public Internet needed

The next steps (B, C, D) are the RF link and correspond to the communication between
the IoT end-device and its receiver—what we can consider the pure IoT communication
phase. This path can be between two similar devices (path B: (LoOWPAN, Zigbee, LoORaWAN;
or path C: Wi-Fi, BLE) or between the end-device and a public base-station-type receiver
device (path D: Sigfox, NB-IoT).

In the last steps, the message travels (F, G, H) back to the main RPi, which parses the
data received for latency, error and stability calculations. All communications are local,
except for the last piece in the case of Sigfox and NB-IoT (H), as their own nature and
working principles imply the usage of the carrier’s infrastructure and the public Internet to
finally return back to the RPi.

It is worth noting that there might be other possible topologies and configurations for
the wireless technologies, especially for pieces E, F, G, H, as long as they comply with their
specifications and requirements. This whole work is focused on the very setup we used for
each wireless technology, bearing in mind our aim to make the message path as local and
simple as possible in order to have the most control over it.

The Transmitter IoT Device’s Firmware

The firmware of the transmitter IoT device is straightforward: it only needs to listen
to a rising-edge interrupt and send a message accordingly, taking into account the S-R
signals protocol. As a reference, the following piece of code depicts an implementation of
the required firmware in MicroPython used with FiPy devices (LoRaWAN, Sigfox, Wi-Fi,
BLE, NB-IoT):

import ...
S = Pin(‘P21’, mode = Pin.IN, pull=Pin.PULL_DOWN)
R = Pin(‘P22’, mode = Pin.IN, pull=Pin.PULL_UP)n = 0x0
def pin_handler(arg):
global n
n = 0x0 if R.value() == 0 else n+1
send_message (n)
return

try:

S.callback(Pin.IRQ_RISING, pin_handler)
except KeyboardInterrupt:

sys.exit (0)

Depending on the technology under characterisation, send_message(n) would call the
required methods. As we are using point-to-point communications between the transmitter
device and the receiver device, the message they exchange only contains a text string with
the message sequence number as payload—the other parameters shown in Section 2.3.4
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herein are set by the receiver device/gateway/backend to be delivered to the main RPi. In
fact, the only task the receiver is in charge of is completing that information and steering it
back to the RPi.

2.2. Considerations Regarding Different Wireless Technologies

Since different technologies behave differently, have different requirements and pro-
vide different support on the development board’s software, some aspects of implementa-
tion must be known by the reader:

Sigfox: The message payload was always set to be 12 bytes—the maximum allowed;
LoRaWAN: is the most common configuration of Spreading Factor (SF7), and band-
width (125 kHz) was used;

o  BLE: We used advertisements to spread the message (two transmissions for each
message). We did this because several problems were encountered in timing, and
too many losses appeared when advertising only once—too many even to consider
BLE an IoT technology. However, we attribute this to the fact of not being able to use
point-to-point messages and only advertisements, and advertisements were the only
BL- supported feature by Pycom at the time of doing this work;

o NB-IoT: We used Vodafone SIM card, i.e., Vodafone LTE network, with the layer of
Pycom Pybytes as a backend for receiving messages;

o  Wi-Fi: Hypertext transfer protocol (HTTP) was used as the application layer to send
messages as it is an utterly common layer in Wi-Fi utilisation;
6LoWPAN: User datagram protocol (UPD) was used as the top layer to send messages;
Zigbee: The clean Zigbee stack was used.

2.3. The Testbed’s Interface

The Testbed’s user interface is based on representational state transfer (REST) requests.
Therefore, our Testbed provides an HTTP endpoint on port 8080 to listen to REST requests—
get, put, post. A Node.js instance—the Testbed’s interface backend—is listening to those
requests so as to summon distinct actions accordingly.

So far, the basic, essential functions have been implemented, aiming to develop a more
user-friendly interface with deeper functionality in the near future. It is noteworthy that
two main types of resources can be categorised: (1) those used by the users themselves, i.e.,
the pure user interface described in Sections 2.3.1-2.3.3 and (2) the resource needed by IoT
devices to send messages and thereby measure latency, error and stability, as described in
Section 2.3.4

2.3.1. Start Test (Route: POST /start/{idtech}/period/{period}/limit/{limit})

This functionality must be invoked to start a new test for any wireless technology. The
following parameters must be specified in the uniform resource identifier (URI) contents:
wireless technology, period of transmissions and message limit, where:

e  idtech is an integer designating the wireless IoT technology under test (required);
e  period is the period between transmissions in milliseconds (defaults to 10,000);
e  limit is the message limit (defaults to 100).

For instance, to start a 6(LOWPAN test with half a second between messages and one
thousand thereof, the request would be: /start/1/period/500/limit/1000.

2.3.2. Print Current Results (Route: GET /print)

This functionality prints the test results thus far on a remote secure shell (SSH) terminal,
with the test still running. The user must have established an SSH connection with the
RPi to see the results. Although it might be counterintuitive, results are not part of the
request’s response but a log in the SSH terminal. This functionality might be modified, as it
seems more useful to send results alongside the REST response. They are presented in the
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same format as described in Section 2.3.3 herein. This resource is useful to check the proper
performance of an ongoing test.

2.3.3. Stop Test (Route: PUT/stop)

This invocation halts the current test, calculating the results and storing them in
JavaScript Object Notation (JSON) format. The user may invoke this at any time to stop the
ongoing test. The same functionality is auto-invoked if the test achieves the message limit,
or any kind of exception occurs.

The JSON results file contains time (all timestamps in milliseconds) and loss informa-
tion for every message as well as a summary with the most important information about
the test. For instance, for the test in Section 2.3.1:

{

<0 o
‘“‘start’’: 1601290079097 .324,
‘‘successful’’: true,
““end’’: 1601290079127.223,
‘““timestamp’’: 1601290079114,
‘““latency’’: 29.899

},

““9997:  {
‘““start’’: 1601290579130.133,
‘‘successful’’: true,
““end’’: 1601290579152.390,
‘““timestamp’’: 1601290579147,
‘““latency’’: 22.257

3,

“testInfo’’: {
‘‘testStart’’: 1601290079071,
‘““testEnd’’: 1601290579154,
“limit’’: 1000,
‘““top’’: 999,
‘“‘period’’: 500,
‘“idtech’’: 1,
‘‘avgLatency’’: 22.053,
‘“minLatency’’: 19.573,
‘“‘maxLatency’’: 283.493,
‘‘stdDev’’: 11.220,
‘““outliers’’: 32,
‘““outliersRel’’: 3.20,
‘‘erorrCount’’: 0
‘‘errorRate’’: 0.00,
‘“finishReason’’: “limit”’

}

}

For this kind of file, there are two main data groups:

e Individual message data (fields identified by a numeral, from “0” to “999” in this
example):
a. start is the timestamp when the IoT transmitter device was called to send
the message;
successful is a Boolean indicating if the message properly arrived at its destination;
C. end is the timestamp when the RPi received the call-back from the IoT receiver
device—the moment when the latency trip is completed;
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d.  timestamp is a timestamp recorded by some gateways when processing the
messages (only for 6(LoOWPAN and LoRaWAN);
e. latency is the difference between end and start, i.e., the latency of the message.

e  Whole test data (field “testInfo”):

testStart is the timestamp of the moment when the test began;

testEnd is the timestamp of the moment when the test finished;

limit is an integer indicating the number of messages defined in the test;

top is the maximum sequence number achieved when performing the test—it
should be limit-1 if the test goes well;

period is the period between messages defined in the test configuration;

idtech is an integer designating the wireless technology;

avgLatency is the average latency for the whole test;

minLatency is the minimum registered latency;

maxLatency is the maximum registered latency;

stdDev is the standard deviation for the cluster of latencies recorded in the test;
outliers is the count of latencies out of avgLatency £10%;

outliersRel is the relative number of outliers with respect to top+1;

errorCount is the messages lost count during the test;

errorRate is the relative error rate—errorCount with respect to top+1;
finishReason is the reason the test finished; usually, the test finishes because the
message count (top) reaches its [imit.

Qo op

oS g ET SR o

2.3.4. Callback (Route: POST /callback)

This is the endpoint to which the device under characterisation (user-end) must steer
its responses, also in JSON format. As stated before, this endpoint is located on the main
Testbed device (RPi) to reduce temporal incongruences.

These messages are used to calculate latency and losses—therefore error and stability
as well. Response messages were designed to be very small—so as to not be affected by
some wireless technologies” highly restricted bitrates—and have the following format:

{
“id’’:  4dtech,
‘““sq’’:  seq,
‘“ts’”: epoch_ms

}

where:

idtech is an integer designating the wireless technology;
seq is the message sequence number, useful to sort messages upon arrival, measure
latency and determine losses;

e epoch_ms is the timestamp of the device under characterisation in milliseconds—
however, this time is not used to calculate this kind of latency as the Testbed device
uses its own time reference for that.

3. The Testbed’s Temporal Characterisation

In this Section we analyse the temporal performance of our Testbed device, as time-
keeping and congruence is crucial when characterising latencies in the order of a few
milliseconds. In the upcoming Sections 3.1-3.3, the device is characterised precisely to
demonstrate its ability to work with IoT typical latencies, determining its error range in
Section 3.4.

According to the IoT wireless technology spec sheets and the previous literature [11,12,27],
the fastest latencies to consider would be on the order of tens of milliseconds (~10 ms). Hence,
with a conservative approach of one order of magnitude precision, the error of our Testbed
device should be on the order of milliseconds (~1 ms) to properly be used in this scenario.
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The main software of our Testbed is a Node.js application running on a Debian-based
operating system (OS), which manages the requests and accordingly calculates the results
for a given test. Neither Node.js nor Debian are real-time intended. That being so, they
introduce a delay when reacting to events and performing actions. Furthermore, since
Node js is JavaScript-based, it is synchronous—special care with time-related matters must
be taken [28].

To characterise the response time and stability of our Testbed, we evaluated three
matters which are considered fundamental to properly portray the Testbed’s temporal
response [29-31]:

1.  Stability responding to external interrupts (Section 3.1);
2. Temporal stability of the internal clock (Section 3.2);
3. Auto-delay when responding to self-events (Section 3.3).

Our system introduces a certain delay every time it needs to react to some event or
perform some action. This delay must be characterised accordingly to evaluate its influence
on latency measurements. From these three parameters, we can evaluate the Testbed’s
precision and accuracy.

3.1. The Testbed’s Reaction to External Interrupts

We used a waveform generator (Keysight 33220A) to make a 50 Hz square wave, with
edges to trigger a GPIO interrupt (both rising and falling edge) on the RPi, meaning that the
interrupt triggers 100 times a second—a 10 ms interrupt period. This frequency of events is
far beyond what is needed for wireless IoT characterisation—one per second as much.

With this procedure, the RPi stores a timestamp in microseconds: this allows us to
determine the temporal stability of the Testbed as we are using fixed-frequency square
wave edges to trigger the interrupts.

We let the application run, reacting to 1.15 million interrupts and storing their mi-
croseconds timestamps; it ran for 192 min. Let us claim one million values are enough for
characterising the stability of the system. From this array of interruption timestamps, we
extracted the periods of trigger—the difference between every pair of timestamps.

Then, we analysed the data using Matlab. The array of periods was converted to a
cluster of errors between the observed period by the RPi vs. the deterministic period of
the waveform generator. The latter was double-checked using an oscilloscope (Keysight
Infiniium MSO8064A), sampling at 1 MS/s with 256 averages. The oscilloscope read out a
low-value width of 9.9555 ms and a high-value width of 10.0448 ms.

These values must correspond to the periods measured by the RPi. In fact, there
are two main groups of observed periods when plotting the recorded data (see Figure 2),
for which the cumulative distribution probability is half for each set, as expected with a
50%-duty-cycle square wave.

Converting these values to differences of time with respect to the deterministic values
of both the low part and high part of the square signal let us plot an error image of the
observed periods. In Figure 3, we depict this fact assuming the average central value for
splitting the set of values as the deterministic period. The absolute values of the time drift
for both sides of the wave are plotted out as a whole (blue bars) as well as the cumulative
probability (red line).
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Figure 2. Histogram of the observed periods by the RPi reacting to an external 50 Hz square wave.
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Figure 3. Histogram of the time drifting for both sides of the square wave.

As one can see, the time drifting realised when reacting to external interrupts is only a
few microseconds, being <5 s for 80% of the times, <12 ps for 90 % of the times and <15 us
for 95 % of the times. Table 2 depicts the most important data for this characterisation.

Table 2. Observed periods to external interrupts: important values.

Deterministic Observed Avg. Deterministic Observed Avg. 90%
Low Width Low Period High Width High Period Confidence AT
9.9555 ms 9.9556 ms 10.0448 ps 10.045 ms 12 us

3.2. Temporal Stability of the Internal Clock

With this characterisation, we want to evaluate the long-term temporal stability of
the Testbed’s internal clock. We commanded the RPi to generate a 100 Hz square wave,
toggling the logical value of a GPIO every 10 ms.

This GPIO was connected to a Nordic Semiconductor Power Profiler Kit II (PPK)
with a 3.3 k() series resistor to measure current—the device we already checked as valid
laboratory equipment in [11]. We set the PPK to sample the signal at a rate of 10 kS/s,
complying with the Nyquist-Shannon sampling theorem for signals up to 5 kHz.

The data gathered with the PPK was processed in Matlab to determine its fast Fourier
transform (FFT). Since the recorded signal it is a square wave, it will have infinite harmonics,



Sensors 2022, 22, 4159

10 of 23

but the first one represents the fundamental frequency of the signal generated by the RPi,
which is ideally 50 Hz—10 ms high, 10 ms low: 20 ms period.

In Figure 4, the FFT of the square wave generated by the RPi is depicted for a range of
frequencies around the point of interest.

FFT Around 50 Hz

1 7 ]

— Magnitude of the FFT
® Peak value of the FFT
Max. value of the FFT
-10 dB of the max. value
® -10dBBW

Magnitude
o
o
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48 48.5 49 49.5 50 50.5 51 51.5 52
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Figure 4. 50 Hz centred FFT of the RPi-generated square wave.

We can see that there is not only one peak at the desired frequency (50 Hz) but a
predominant peak around 49.4 Hz with some small lobes around it—certain bandwidth
(BW). This is due to the fact of the RPi not being 100% time-consistent. Moreover, the
code itself and the OS resources spend some time that cannot be directly controlled. The
magnitude of the signal does not show any units as the important matter is the relation
in magnitude between the central frequency and the side lobes, and those values are also
dependant on the FFT size. We also performed tests for other square wave frequencies
between 10 Hz and 100 Hz, and the temporal deviation (in units of time) was coherent,
which is the matter of interest for this analysis—not so, the frequency deviation, as it is
relative to the frequency of the wave. Important data from this plot are shown in Table 3.

Table 3. Temporal stability of the Testbed’s internal clock.

Target Measured Error Relative Error -10 dB BW !
50.0 Hz 494 Hz 0.6 Hz 1.0% 0.5Hz
20.0 ms 20.24 ms 0.24 ms e 49.1-49.6 Hz

1 Range of frequency around the central peak for which the magnitude of the FFT is above a 10% of the peak
magnitude.

With this, the error related to the internal clock’s deviation can be claimed to have an
average value of 240 us, with 90% confidence values between 160 us and 370 ps.

3.3. Self-Delay

To characterise the delay of the proper master device itself, having no other external
reference per se, we used something we called a hardware loop—see Figure 5.
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Figure 5. Hardware loop representation.

The hardware loop connects two GPIOs from the RPi in a manner that the proper Testbed
device fires an interrupt on itself. Two Node.js threads are run, so that they do not interfere
with one another:

1. tx.js: this process toggles a GPIO digital state, which is connected to another GPIO of
the RP;j, firing the interrupt; it stores the timestamp of the toggling process as well in

microseconds;
2. rx.js: this process reacts to both rising and falling edge interrupts on the GPIO and

stores the timestamp of the event in microseconds.

With this, we get two arrays of equally referenced timestamps: one corresponding
to interruption command timestamps, the other corresponding to interruption reaction
timestamps. The difference between them is the delay in charge of the Testbed device
reacting to owned events. We set the tx.js script to fire an interrupt every 10 ms—100 per
second. We let the test run for 24 h, thus firing more than eight million interruption events.

The average delay was 214.85 us, with a standard deviation of 96.99 us. The delays
are depicted in Figure 6, along with the corresponding cumulative distribution function.
As can be seen, 90% of the time, the introduced delay for self-reacting events is <240 ps.

Self-Delays Probabilities
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Average
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) Tr
0 | 1
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Delay (us)

Figure 6. Self-delays probabilities.

3.4. Testbed’s Error Range Validation

With the characterisation made in Sections 2.2 and 2.3, we have all the temporal
variabilities of our device, with which we can estimate its error margin:
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e  [External interrupts: the response to external interrupts seems to be very accurate and
precise, with 90 % of drifting within 12 us. Since we are working with latencies on the
order of tens of milliseconds, we can consider this influence negligible (~0.1%).

e Internal clock: the internal clock presents an error in the order of hundreds of mi-
croseconds (240 us), with 90% confidence values between 160 pus and 370 ps.

e  Self-delay: the self-delay, which is probably the most important factor in our system
since we are using the same Testbed to command external devices and measure time,
has an average value around 215 ps, with a 90% confidence delay <240 ps and no
values less than 160 ps.

With these matters, one can realise that the influences are always cumulative, meaning

that the latencies measured by our Testbed will always be longer than actual latencies.
Considering this, we can claim that the real latency of a message will be as in Equation (1):

v = @—4, 6€[320, 610] us 1)

where:

7 is the actual latency;

¢ is the measured latency;

¢ is the introduced metering error, which is, according to our characterisation, a value
in the range of 320 pus and 610 ps.

Thus, we can focus the result a little more, as in Equation (2):
v (ms) = ¢ (ms) —8 —0.32, & €0, 0.29] (2)

Hence, the error of our system can be said to be less than 290 ps, which means a
relative error around 3% for latencies on the order of tens of milliseconds, i.e., that of most
IoT wireless technologies. This error gets reduced as the wireless IoT latency increases,
being around 1.5% for 20 ms, 0.6% for 50 ms, 0.3% for 100 ms, and negligible from 1 s and
on—see Figure 7.

Relative Error in Latency Measurements
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Figure 7. Testbed’s relative error with respect to the latency value.

4. Measurements and Results

In this Section, we show example results for the measurements our Testbed can
perform, proving its ability to perform communication reliability measurements with no
regard to the wireless technology under test or the hardware platform used as IoT device.
In Section 4.1, the Testbed’s measuring parameters are presented; in Section 4.2 we analyse
the performance of the following technologies, with expected latency in brackets [12]:
6LoWPAN (~20 ms), LoRaWAN (~300 ms), Sigfox (~4 s), Zigbee (~40 ms), Wi-Fi (~30 ms),
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BLE (~30 ms) and NB-IoT (~2 s); following is a discussion about the results obtained in
Section 4.3.

4.1. Parameters: Latency, Error, Stability

The three parameters that we evaluate in this work are: latency, error rate and stability.
The following data is presented for each matter:

Latency: minimum, average, maximum,;

Error rate: message loss count (I'), relative error rate (E);

Stability: standard deviation of latency (A), messages out of average latency & 10%—
outliers, both in absolute count (I'T) and relative (K)—and a factor indicating a quality
of stability ((2) defined as in Equation (3) and Figure 8.

Q= [1-E)x(1-K)? QEKe0, 1] ©)

Stability Function

Figure 8. 3D plot of the stability function.

The stability function (()) serves as a rapid measurement of how accountable, reliable
and congruent a designated technology in its performance is. It accounts for the variability
of the latency and the number of losses. As can be seen, it rapidly decreases with any of the
factors involved, as any small variation in the expected behaviour of the wireless protocol
could eventually lead to fatal phenomena in critical applications—provided that strong
temporal stability or message integrity is needed [32-35].

4.2. Real Tests

We performed tests for every wireless technology under characterisation to confirm
the versatility of the Testbed device. In Table 4, we show the summary of results for tests
with a period of transmissions (PT, seconds) and a message limit (ML, number) as follows:

o 6LoWPAN: ML 10,000; PT1
e LoRaWAN: ML 10,000; PT1
e  Sigfox: ML 100; PT 15
o Zigbee: ML 10,000; PT1
o  Wi-Fi: ML 10,000; PT1
e BLE: ML 500; PT 10
e NB-IoT: ML 5000; PT5
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Table 4. Results summary.
Measurement 6LoWPAN LoRaWAN Sigfox Zigbee Wi-Fi BLE NB-IoT
Min. 19.522 282.40 3467.1 34.174 25.294 13.382 329.29
Latency (ms) Avg. 22.116 296.96 3695.2 48.298 32.300 26.974 1797.3
Max. 356.14 334.81 5651.0 95.295 178.10 125.40 10,275
E r 2 66 0 0 0 0 0
ot E 0.02% 0.66% 0% 0% 0% 0% 0%
A (ms) 9.883 5.419 290.4 5.242 9.502 13.68 1352
Stabilit IT 386 2 4 2307 3197 480 4052
y K 3.86% 0.02% 4% 23.1% 31.9% 96.0% 81.0%
Q 0.924 0.993 0.922 0.592 0.463 0.002 0.036

These results function as a reference for every wireless technology in the scope, and
the number of messages is representative so as to determine losses and stability—not for
Sigfox due to its own limitations, but the results were consistent every time we repeated
the test. It also confirms the universal aim of the Testbed developed.

In Appendix B, the reader can see cropped plots for the results depicted in Table 4
as a visual reference of the latency behaviour. In these plots, one thousand messages are
usually depicted—except for Sigfox (100) and BLE (500)—with a light blue area indicating
the non-outlying zone for stability calculation and an orange horizontal line representing
the average latency.

4.3. Results Discussion

The results obtained within this work comply with those related in the literature
and the protocol spec sheets: tens of milliseconds for 6LoWPAN, Zigbee, Wi-Fi and BLE;
hundreds of milliseconds for LoORaWAN; some seconds for Sigfox and NB-IoT.

NB-IoT is the rarest scenario, since it is supposed to be a managed network with
a strong infrastructure, and even quality of service (QoS). However, it presents a hard
oscillatory behaviour with strong latency peaks, some of which even reach more than ten
seconds—although this fact complies with the 3GPP Release-13 target of <10 s latency for
99% of messages [36].

Furthermore, we must consider that specifically in the case of NB-IoT, data travels
through a backend of which we do not have any influence or knowledge. This backend
(Pycom Pybytes) could be disturbing measurements and therefore be responsible for the
incongruent, appealing peaks. The IoT device used as a transmitter device could also
be misbehaving and altering the results. Nonetheless, this does not seem much of an
option as this behaviour did not happen with Sigfox, which also relies on a public network
and proprietary backend to work and for which we used the same development board as
transmitter device (Pycom FiPy).

The selected devices always play some role in the final observed latencies as well as
the specific topology actually deployed and even the software implemented. However, we
can claim that the Testbed achieved its universal purpose, as we can measure latencies for
a wide variety of wireless technologies and hardware platforms with truthful, consistent
results. Furthermore, we demonstrated a proper accuracy for the Testbed with an error in
the range of just 0-290 ps.

The selection of one technology over another would depend on the application re-
quirements. On the one hand, thanks to the stability definition, we can have an overview of
the uniformity in latency and error rate. On the other hand, with the latency measurement
we get to know the immediacy in response to an event.

Generally, if the data are too sensitive (error and stability) and immediacy (latency)
is not a strong requirement, one may choose Sigfox or LoRaWAN. If more immediacy is
required, Zigbee and 6LoOWPAN happen to be the perfect choice. Provided we need a high
immediacy but stability is not a crucial factor, Wi-Fi tends to be an option.
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In spite of that, if the use case had other specific key requirements, superseding latency,
error rate and stability, those must be the decisive ones. For instance, if cost and low energy
consumption play a key role, BLE would be the choice, but NB-IoT would be the preferred
option for applications deployed in a wide area with hundreds or thousands of sensors.

It is noticeable that Zigbee, Wi-Fi and BLE present no losses. We point this to the
following facts:

Zigbee: we used the whole Zigbee stack, which handles losses itself.
Wi-Fi: we used HTTP, which works over Transmission Control Protocol (TCP) and
therefore handles losses as well.

e  BLE: as stated in Section 2.2 hereof, we advertised every message twice, so the chance
for the message getting lost is negligible.

Yet, it was no surprise that Sigfox and NB-IoT provided no losses. In the case of Sigfox
it is due to the robustness of Sigfox’s ultra-narrow band (UNB) modulation and the fact that
every message is sent three times in three different carriers [37,38]—with the counterpart
of slowness. In the case of NB-IoT, it uses a proprietary band with restricted access and
QoS, and NB-IoT has its target in handling more than 50,000 devices per sector [36], which
is very far from actuality at the moment of doing this work.

5. Conclusions

In this work, we presented a universal Testbed to characterise IoT wireless technologies
in three crucial factors: latency, error rate and stability. The Testbed was characterised in
Section 3, where we demonstrated its ability to measure time-sensitive matters—such as
latency—with an error of 3%: <290 us for typical IoT latencies around tens of milliseconds.
For the wireless IoT technologies characterised in this work as exemplification, the results
obtained fell in the expected range, which also helps validate the Testbed’s performance.

The main advantages of this Testbed device are:

e  Technology-agnostic: it has been designed to characterise any IoT wireless technology,
with independence of the communication architecture and the protocols used;

e  Cost, time, and resource efficient: it is based on the affordable Raspberry Pi board, and
it can work on any Linux machine with a Node.js runtime;

e  Portable and easy to deploy: the Testbed design allows its transportation and set up in
any location;

e  Replicable and scalable: based on standard HW and SW tools, it is easy to replicate,
adapt and improve to measure other timing parameters.

Future Sights

To enhance the work in this matter, more technologies should be evaluated to keep the
universal track of the Testbed device, such as Thread—based on 6LoWPAN and part of the
future Matter [39] or GPRS—which are still widely used nowadays in machine-to-machine
(M2M) communications.

Furthermore, the different IoT protocols should be more equated in terms of open
systems interconnection (OSI) layers—although the OSI model (see Figure 9) may not be
truly accurate for all of these IoT wireless technologies and some terminology might change,
it serves as a reference [40-46]. In the tests performed within this work, we evaluated the
following technologies at different layers:

Applications: Zigbee, NB-loT, Wi-Fi (HTTP);

Transport: Sigfox, (LoOWPAN (UDP);

Network: LoRaWAN;

Data Link: BLE (advertisements, two repetitions per message).
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Figure 9. OSI model layer reference related to the specific layers we used with each wireless technol-
ogy, showing its primary function, and data meaning and contents.

As one can see, different layers were used in different technologies, and some of
them already implement recovery mechanisms or error mitigations. Moreover, there are
limitations regarding some technologies in the use of certain layers:

e  Zigbee, Sigfox, LoORaWAN: due to their own nature and definition, those layers are the
ones to use between the end device and the receiver on the RF link;

e  BLE: the equipment used in this work (Pycom FiPy), only supported BLE adver-
tisements when doing these tests—other manufacturers may provide support for
upper layers;

e NB-IoT: at the moment of this work, we could only use Pybytes” abstraction layer to
send and receive NB-IoT messages; so, we are considering this the top layer.

Nonetheless, using the aforementioned layers is significative for IoT wireless tech-
nologies characterisation, as they are those of the most used layers in each technology. Yet,
for 6LOWPAN, we could implement constrained application protocol (CoAP) or MQTT
on the application layer to perform these tests as well because they are the most used top-
layer-protocols for this technology. Into the bargain, even high-level, novel, IoT-targeted
enhancements for future-proving existing wireless technologies could be tested, such as
that in [47], in which Chen et al. present a Wi-Fi modification specifically designed to
accommodate the large amount of data and nodes the IoT brings, or that in [48], in which
Magsi et al. propose an adaptive data transmission framework for healthcare applications.

Additionally, it could be useful to implement a graphical web interface to display
results and command tests apart from the command-line interface we have so far, and
implementing some sort of logarithmic function—or other function of interest—to the
period between messages could be helpful to perform stress tests, as the period would
shrink continuously until an error threshold was reached.
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Appendix A
This appendix contains an additional diagram for Section 2—Figure 1.
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Figure A1. Detailed message paths for the wireless technologies characterised in this work, depicting

the devices and interfaces used in each step. Note that other configurations—provided they comply

with the standard—could be used, but these are the ones actually deployed in the laboratory for

characterisation and Testbed validation. We also wanted to implement the most local approach

possible in order to have more control over the message path.
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This appendix contains plots for the latency measurements presented in Table 4.
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Featured Application: This novel approach provides a seamless, straightforward means to make
6LoWPAN devices—pragmatically any kind of incumbent from IPv6-based IoT networks—more
accessible under the scope of the omnipresent, classic IPv4 Internet.

Abstract: The burgeoning complexity and heterogeneity of IoT networks, coupled with their rapid
growth, constant evolution, and new players, present significant challenges in terms of connectivity,
interoperability, management, and usability. These networks, composed of a diverse array of devices,
technologies and the like, demand innovative solutions to bridge the gaps between different IoT
technologies and communication protocols. This article presents a simple, yet efficacious commu-
nication Relay to address one of these critical gaps. This Relay uses NB-IoT to ease the integration
of 6LoWPAN-based IoT devices (IPv6) into the public legacy Internet (IPv4). This device translates
6LoWPAN, IPv6 CoAP messages into Internet-standard REST requests, so that appropriate handling
of devices” data be achieved in several stages. Thus, the Relay establishes two branches of commu-
nications: (i) the local network where the 6LoWPAN gateway is placed, and (ii) the public NB-IoT
network. User interaction and data analysis are achieved by virtue of Home Assistant, where former
6LoWPAN devices are now discovered and shown as proper Home Assistant entities thanks to the
Relay’s ease of integration into the open-source platform. This novel approach not only ensures
efficient data and network management, but it also meets the urgent necessity for advanced solutions
in enhancing actual IoT interconnectivity and monitoring. The unprecedented pace at which IoT
devices, players and different networks have been proliferating in recent times is not compatible with
countless manufacturer-dependent platforms, applications, and proprietary protocols that the IoT
field has been leading with so far, almost from its beginnings.

Keywords: IoT; LPWAN; NB-IoT; 6LoWPAN; LTE; home assistant; IPv6; wireless communications;
wireless sensor networks

1. Introduction

In the era of the Internet of Things (IoT), the unprecedented proliferation of devices
connected to the Internet has made them omnipresent. These devices, ranging from simple
sensors to complex systems, are increasingly becoming the backbone of many critical
applications across various sectors, including healthcare, agriculture, driving, smart cities,
or industrial automation [1].

Nonetheless, the diversity of IoT technologies, including different communication
protocols and network standards, poses significant challenges in achieving seamless interop-
erability. Specifically, the integration of 6LoOWPAN (IPv6-based) devices within legacy IPv4
networks—classical internet networks—remains a critical hurdle, hindering the realization
of the full potential of IoT applications [2,3].

The transition from IPv4- to IPv6-based computer machinery and networking has
not been accomplished yet, with no real coexistence between the two [4-6]. In fact, there
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are still several foundational issues to address for this movement to be completed, such
as the following: (i) providing support and compatibility for certain operating systems,
hardware and platforms; (ii) resolving unstable routing or name services; and (iii) managing
discordant security policies.

The situation is not very different in the IoT scope, and is even worse. IoT devices
used to count on fewer resources; they have less ease of expansion, and lack up-to-date,
long-term service usage. Moreover, the heterogeneity and vast number of IoT devices exac-
erbate the challenges associated with achieving a seamless transition and interoperability
between IPv4 and IPv6 in this very field [7-9]. This is compounded by the diversity of
communication protocols that are unique to IoT ecosystems, which further complicate the
will to integrate.

Thus, it is of paramount importance to deploy devices/systems that not only facilitate
communications between IPv4 and IPv6 networks, but also address the unique constraints
and very protocols of IoT devices. Such solutions require innovative, yet simple approaches
to ensure compatibility among players, whilst providing efficacious, reliable connectivity
in a greatly heterogeneous, resource-constrained environment.

1.1. Addressing the Unforeseen, Long-Term Byproducts

The significance of interoperability in the IoT cannot be overstated. This not only en-
sures that devices from different manufacturers can communicate with each other, but also
facilitates the development of scalable, flexible, and more efficient IoT ecosystems. Despite
the advances in networking technologies, the coexistence of IPv6-enabled devices—such
as those based on 6LoWPAN—with the prevailing IPv4 infrastructure, presents a complex
challenge. For decades, this challenge has been compounded by the fast evolution of IoT
devices and the continuous invention of new technologies, techniques, solutions, protocols,
and systems [9,10].

This study promotes a simple, novel, efficacious approach to address the interoper-
ability challenge between 6LoWPAN and IPv4 networks through the design of a simple
narrowband IoT (NB-IoT) Relay. This Relay performs as a bridge, enabling 6LoWPAN
devices to communicate within legacy IPv4 networks seamlessly; at the same time, the
former become visible within the all-IPv4 world. However, the approach of this research
is not a tunnel. Tunneling solutions tend to be patches meant to overcome the lack of
supporting hardware or compatible software, thereby providing IPv6 talkability to pre-
vent isolation [11,12]. The Relay we propose, on the other hand, does not masquerade
packets to make them compatible, but performs protocol translation for the sake of actual
interoperability.

Our solution is not only simple, hassle-free, and cost-effective, but also offers an ac-
countable method for data communication by translating 6LoWPAN, IPv6 CoAP messages
into standard IPv4 RESTful requests. By facilitating this translation, the relay ensures
that 6LOWPAN devices can be integrated into existing network infrastructures without
significant changes or upgrades. This fact is crucial, considering the large number of
infrastructures that may be dependent on IoT networks functioning properly, which would
otherwise require significant analysis and costs to overhaul.

Using the NB-IoT offers several advantages such as wide coverage, high power effi-
ciency, and agnostic infrastructures. These matters make the NB-IoT an ideal choice for IoT
applications that require little human interaction, as well as those that are expected to be
deployed in very heterogeneous and diverse use cases and locations [13,14]. Furthermore,
the integration of the Relay with a Home Assistant (HA) [15,16], a state-of-the-art, open-
source, home-and-beyond automation platform, exemplifies the practical application of the
proposed solution, demonstrating its effectiveness in real-world scenarios, as well as our
commitment to open sourcing.
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1.2. Previous Literature

Given the unique nature of this project and the recent actual emergence of the NB-IoT,
identifying case studies with similar objectives and complexities proved to be challenging.
This project’s distinctive problem statement and the incorporation of a broad range of
apparently distant technologies span multiple areas of specialization. Nevertheless, there
are a few projects worth mentioning—projects that embarked on facilitating this transition
we are targeting.

One such initiative, as presented by Da Silva et al. in [17], aimed at the “Design and
Construction of Wireless Sensor Network Gateway with IPv4/IPv6 Support”. This project’s
primary objective was to develop a communication gateway facilitating bidirectional
exchanges between IPv4/IPv6 clients and a 6LOWPAN sensor network. This endeavor
involved setting up a 6LoOWPAN sensor network using TinyOS-operated communication
motes. The implementation leveraged TinyOS’s BLIP protocol for IPv6 communication
over IEEE 802.15.4 wireless links, complemented by client applications for both IPv6 and
IpPv4 to request sensor readings from specific network nodes. The outcomes affirmed the
gateway’s capability to ensure interoperability between IPv6/IPv4 clients and the sensor
network, enabling direct interactions with the sensor nodes.

Another interesting and novel approach, conceptually similar to ours, is that proposed
by Arzo et al. in [18], who introduced a network format translator into a virtualized envi-
ronment. This approach aims at bridging the gap between different IoT networks, enabling
seamless communication across various technology platforms. By implementing a testbed
utilizing the NS3 simulator, the study demonstrated the feasibility of communicating across
different IoT technologies, such as transmitting packets between LoRaWAN, Wi-Fi, and
6LoWPAN networks. Nonetheless, it is worth noting that this approach does not focus on
the actual, hassle-free IoT interoperability, but feasible technical realization—they did not
carry out an actual test with in-the-flesh networks, but a simulation thereof using NS3.

Furthering the exploration into IPv6/IPv4 gateway implementations, another note-
worthy project is “Network Processors Applied to IPv4/IPv6 Transition”, as discussed
by Grosse et al. in [19]. This research introduced a high-speed IPv6/IPv4 gateway uti-
lizing network processors, which focuses on handling substantial traffic volumes and
facilitating network address, port, and protocol translation (NAPT-PT) between IPv6 and
IPv4 networks. The study detailed significant performance enhancements over conven-
tional computer/server-based implementations, and addressed the limitations concerning
network address and protocol translation and firewall processing compared to general-
purpose processors.

Additionally, “A SOCKS-Based IPv6/IPv4 Gateway Mechanism”, documented by
Kitamura in [20], describes a SOCKS protocol-based IPv6/IPv4 gateway mechanism en-
abling seamless communication between IPv6 and IPv4 nodes. This mechanism supports
heterogeneous communication and the forwarding of IPv4 and IPv6 connections at the
application layer, without introducing new protocols or compromising existing communica-
tion functionalities. The resulting SOCKS-based IPv6/IPv4 gateway mechanism facilitates
heterogeneous communication and connection forwarding, maintaining the SOCKS mech-
anism’s communication environment without necessitating DNS system modifications
or alterations to existing applications, thanks to sockification through a SOCKS library
installation on the nodes.

On top of that, surveys like Ghumman’s [21] delve into IPv4/IPv6 transition, exploring
the most important methodologies such as dual stack, tunneling, and network address
translation protocol translation, with their respective impacts on IoT infrastructure. Ghum-
man’s research highlights the intricacies of IPv6 transition methods and their potential
to address the burgeoning demands for IP addresses in the IoT realm. The research also
emphasizes the difficulty of implementing real translators, mainly due to the great diversity
of devices and few resources available. This survey underscores the importance of IPv6 for
enhancing IoT security, scalability, and connectivity, marking a critical step towards the
future of Internet protocols and their application within the IoT ecosystem.
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These examples represent the most current, closest approaches in the endeavor to
implement a gateway or Relay. While each project bears unique features, they collectively
underscore the research domain’s focus on creating and implementing communication
gateways between these two pivotal technologies, highlighting the field’s ongoing rele-
vance and the imperative for advanced solutions in promoting IoT interconnectivity. It
is worth noting that all of the projects share a common goal: to facilitate and optimize
communication between different network protocols, evidencing the evolution of research
in this area, although the NB-IoT seems to be the least-represented research in this field
so far.

Hence, the device presented in this study contributes to the growing body of literature
on loT interoperability by providing a simpler, easier, yet reliable solution to a pressing
problem. Previous research in this area focused on various aspects of IoT communications,
but the use of future-proof NB-IoT as the main communications layer to cross the bridge
adds another dimension to the discourse—as a new, unique approach to aid the integration
of 6LoWPAN devices into IPv4 networks. As the IoT landscape continues to evolve,
the significance of developing interoperable solutions that can adapt to the changing
technological environment cannot be underestimated.

In conclusion, we not only present a novel solution to a critical challenge in IoT
interoperability, but also highlight the importance of simplicity and efficacy in the design
of communication relays—or gateways. The findings of this study are expected to have
significant implications on the development of future IoT networks, paving the way for
more integrated, versatile, user-friendly IoT ecosystems.

1.3. Article’s Structure

The rest of the paper is organized as follows:

Section 2 explains the significant, basic issue with the IoT field, which is the enormous
variety of devices, protocols, technologies, manufacturers, etc., as well as this field’s slow,
step-by-step evolution for more than a decade. It has leveraged a wide range of heteroge-
neous use cases and devices, thereby dragging interoperability and universal deployment
barriers. The two big players in the game are explained, 6LoOWPAN and NB-IoT, alongside
their matching upper-layer protocols, namely CoAP and REST; we also describe our ap-
proach to overcome to this issue, so that the reader can appreciate the Relay’s scope; finally,
Section 2 explains our vision on HA as an essential enabler in IoT harmonization.

Section 3 presents the Relay itself and its abstraction working schemas, focusing on its
main components, keys, and distinct primary resources—both hardware and software—as
well as specific things that were tailored for its development and actual implementation in
a real-world scenario, highlighting the main issues encountered during this stage, as well
as the primary outcomes of interest.

In Section 4, we conclude the satisfactory results of our Relay, highlighting this type of
research’s importance in the pursuit of a real, profound IoT blending in society. To finalize,
we discuss security concerns and future sights on the long-term IoT paradigm.

2. The Elephant in the Room: Great Diversity

In addressing the multifaceted domain of the Internet of Things, a critical, often over-
looked issue emerges as the elephant in the room: the pervasive challenge of interoperability
across a rapidly expanding and evolving network of devices. This challenge is not merely a
technical inconvenience, but a fundamental barrier to realizing the IoT’s transformative
potential. Interoperability—or lack thereof—affects everything from user experience and
system efficacy to the scalability and adoption of IoT solutions on a global scale.

Despite the increasing acknowledgment of its importance, the nuanced complexities
and underlying technological disparities that contribute to interoperability challenges
remain underexplored. In the ensuing subsections, we delve into the core aspects of these
challenges, ranging from protocol diversity and network compatibility to the integration
hurdles posed by legacy systems and emerging standards. By dissecting these issues, we
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aim to lay a comprehensive foundation for understanding the critical need for innovative
solutions that can bridge these gaps, thus setting the stage for the novel contributions of
our research.

2.1. One Simple Approach to Help Harmonization

The primary objective of this paper is to develop and implement a solution to connect
and expose data from IoT sensors to the Internet, based on the 6LoWPAN protocol. This
solution involves creating a communications Relay that allows leaf nodes in the network to
communicate with the cloud. This Relay device would host a two-way communications
system: (i) a local area network, to speak with the 6LoOWPAN coordinator, and (ii) NB-
IoT, which provides the transparent, logical-direct path to the cloud platform where data
are integrated.

6LoWPAN sensors usually exchange information using the CoAP protocol. Network
coordinators usually use their own methods, platforms, or secret recipes to subsequently
make these data appear somewhere else where access is granted (IPv4 networks). However,
this layer is usually opaque and tailored specifically for the very brand/use case itself, with
little to no chance of modification.

To overcome this issue, we propose a new type of Thing based on a low-cost FiPy
module [22]. This development board comes handy, as it runs on the well-known ESP32
family of chips, and it incorporates Wi-Fi for the local access path, NB-IoT for the global
path, as well as some other wireless technologies such as BLE, Sigfox, and LoRa. The main
architecture of the system can be seen in Figure 1.
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Figure 1. General block diagram for this project’s architecture.

Thus, data would be requested to the 6LoWPAN coordinator by the Relay, which
afterwards properly parses the data as a JSON document, then uploads it to the cloud.
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Notice that there is a middleware platform in between called PyBytes [23]. Although
this could be avoided, it is the most straightforward manner to use NB-IoT with Pycom
development boards.

Furthermore, this approach is almost carrier agnostic, leveraging ubiquity and ease of
implementation. Only two parameters are to be set in the Relay’s program code, the APN
and LTE band. However, in Europe, the band is often FDD #20 (~800 MHz), regardless of
the mobile carrier and country, and the APN is a static parameter per carrier. With this,
the developer only needs to invoke Pybytes’ library functions to send messages to the
back end.

The LTE modem scans the designated band, and then attaches to the very narrow-
band carrier commanded by the network, which may change its central frequency between
geographical locations, even inside the same country and mobile operator. For this research,
1INCE [24] was chosen as the mobile carrier, which was actually using Vodafone’s NB-IoT
towers/network; they are just a reseller providing quasi-global NB-IoT service.

Once attached and connected to the cellular network, the Relay can successfully
send data to Pybytes, which then sends these data directly to the Home Assistant API
to accordingly store and cure the incoming data on the InfluxDB database, eventually
triggering automations or whatsoever, should they be set up.

In summary, this study presents a comprehensive solution for the collection, process-
ing, transmission, and exposure of IoT sensor data to the Internet, utilizing leading-edge,
open-source technologies, and ensuring a new roadmap for work in the coming years,
offering high interoperability thanks to the use of standard protocols in the IoT industry.

To prove the Relay’s proper functioning, we set up a simple indoor testbench in a
medium-sized room with a typical setup composed of the following: (i) a 6LoWPAN
network with one coordinator node and two ambient sensor nodes; (ii) the Relay itself,
centered on the FiPy board, which embeds the NB-IoT modem; and (iii) a Wi-Fi router,
providing LAN/WLAN connectivity between the coordinator node and the Relay device.
Apart from this reachable set up, there were also an AWS-Lightsail server where the Home
Assistant instance was deployed, exposing the endpoint to which Pybytes would forward
NB-IoT messages, and providing the web interface for the user to visualize data and interact
with the system.

2.2. 6LoWPAN

In the realm of the Internet of Things (IoT), enhancing energy efficiency and connec-
tivity in various environments necessitates innovative networking solutions. Devices in
these networks are often interconnected in a mesh topology, leveraging an adaptation of
the 802.15.4 standard through 6LoWPAN. 6LoWPAN, standing for IPv6 over Low-Power
Wireless Personal Area Networks, is pivotal for enabling devices with constrained pro-
cessing and power resources to communicate over the IPv6 protocol, thus offering notable
advantages such as interoperability and flexibility. The protocol’s extensive addressing
structure, provided by IPv6, significantly aids in scaling IoT networks by facilitating the
addressing of a virtually unlimited number of devices.

Moreover, 6LOWPAN's efficiency in bandwidth utilization is achieved through header
compression mechanisms. This efficiency is crucial in reducing the size of transmitted data
packets, an essential feature in wireless sensor networks where transmission capacity and
battery longevity are of paramount importance. Consequently, the application of 6LoWPAN
in IoT device communication propels the interoperability, scalability, and efficiency of
deployments, facilitating the establishment of comprehensive networks.

The integration of 6LOWPAN with NB-IoT represents a strategic advancement that
capitalizes on the strengths of both technologies. The NB-IoT is celebrated for its exceptional
coverage, power efficiency, and reliability, providing a reliable communication layer for
IoT devices in scenarios where traditional connectivity options are impractical or overly
power consuming. This symbiosis between 6LoOWPAN and NB-IoT enhances the seamless
and efficient transmission of data from localized, star-of-stars IoT networks to the broader
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Internet, effectively narrowing the divide between localized IoT networks and the expansive
global Internet infrastructure. Such integration is essential for the development of IoT
systems that are scalable, interoperable, and capable of efficient operation across diverse
environments and protocols, marking a significant step towards the realization of fully
connected and efficient IoT ecosystems [3,25,26].

There are at least two main types of devices expected in 6LoWPAN networks: (i) coor-
dinators and (ii) leaves. Our testing scenario is composed of one coordinator node and two
leaves, as follows:

The coordinator node (see Figure 2, left), centered on a BeagleBone Black, offers a
robust platform for managing network communications and data processing tasks. This
single-board computer’s significant processing power and connectivity options make it
ideal for overseeing the operations of an IoT network. The coordinator node is enabled by
a 6LoWPAN standard communication module, establishing it as the network’s central hub.
Notably, the BeagleBone Black implements a CoAP (Constrained Application Protocol)
server, designed to handle request-based communications from the network’s sensor nodes.
This setup is pivotal for managing the energy-efficient protocol operations, ensuring that
data are relayed efficiently from the sensor nodes to the coordinator, and then onwards as
required. The 6LoWPAN device connects to the BeagleBone via UART. This connection
method is instrumental in maintaining the system’s overall low power consumption and
simplicity, whilst ensuring a low-data-rate, seamless stream from the capillary network.

Figure 2. Left: coordinator node: BeagleBone Black + 6LoOWPAN border-router node; right: ambient
sensor nodes used in this project.

Standard/leaf nodes (see Figure 2, right) were deployed, which in the scope of this
study happen to be ambient sensors, although any kind of device would be set the same
way. Parameters gathered by ambient sensors are typical IoT parameters—temperature,
humidity, luminosity, and motion—so they seemed to be a good choice to implement
for testing. In alignment with the principles of low power consumption and efficient
communication, these ambient sensors utilize a request-based CoAP. This protocol is
specifically tailored for constrained devices like ours, allowing them to operate on minimal
power by only activating when sending or receiving data as needed. These sensors’ design
reflects a meticulous balance between power efficiency and operational capability, ensuring
that even with their limited energy resources, they provide reliable data transmission.

2.3. NB-IoT

Cellular networks have been a cornerstone in the evolution of communications over
the past few decades, offering uninterrupted connectivity almost anywhere in the world.
From their early versions, which primarily supported calls and text messages, to modern
high-speed networks facilitating data, video, and other multimedia applications, they have
transformed how we communicate and access information.

However, with the increasing need to connect with people as well as devices within
the Internet of Things, there emerged a requirement for specific technologies that could
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adapt to these new demands. In this study, the narrowband IoT (NB-IoT) comes into play
as a solution based on cellular networks [27-34].

As a modern and meticulously designed technology, the NB-IoT stands out as the
optimal solution tailored to meet the specific needs of IoT communication networks. Its
recent development allows it to surpass other technologies by optimizing every facet, thus
ensuring superior efficiency and performance in the IoT realm. The NB-IoT’s youth and
thoughtful development make it perform well in its scope. This advantage is further bol-
stered by the backing of telecommunications operators, who ensure long-term support by
investing heavily in this technology. Such investments have made the NB-IoT remarkably
affordable and accessible for a wide range of applications. We consider the NB-IoT to be an
optimal technology for a wide range of IoT use cases, as explained in the next subsections.

2.3.1. Global, Carrier-Grade Network

The advent of the NB-IoT marks a significant milestone in the evolution of global,
carrier-grade networks, offering a robust solution for extending IoT connectivity across a
myriad of devices worldwide. Engineered to operate within the licensed spectrum, the
NB-IoT benefits from the ease-of-use, reliability, and security that are inherent to carrier-
managed networks, ensuring stable and secure communications for IoT devices, even in
the most challenging environments. In addition, licensed bands augment its resilience to
external attacks, QoS, and general control over the network’s lowest layers.

Its unique capacity to penetrate deep into buildings and underground areas, mainly
due to its usual functioning on sub-gigahertz bands, makes it an ideal choice for a wide
range of applications, from smart metering in utilities to asset tracking in logistics. More-
over, the NB-IoT’s highly efficient power usage can extend devices’ battery lives for years,
reducing the maintenance costs associated with IoT deployments.

As part of the global LTE standard, the NB-IoT enjoys widespread international sup-
port from telecom operators, facilitating seamless, cross-border IoT solutions and driving
forward the vision of a fully interconnected world. The global reach and carrier-grade
reliability of the NB-IoT stand as pillars for the next wave of IoT innovation, enabling a new
realm of applications that were previously untenable due to connectivity and power con-
straints. In the specific case of Spain, where this research was carried out, the three largest
carriers (Telefénica, Vodafone, Orange) provide virtually full NB-IoT coverage over the
whole population. This fact is vital for enabling solutions for a wide variety of scenarios,
especially considering that a single NB-loT sector, usually three sectors per cell, can operate
more than 100,000 devices [35].

2.3.2. Low-Power Communication Technology

The NB-IoT stands out in the realm of low-power wireless communication technolo-
gies due to its exceptional capabilities that are specifically tailored for the modern IoT.
Standardized by the 3GPP in Release 13 back in 2016, the NB-loT was meticulously crafted
to support the burgeoning demand for a network that can efficiently connect a vast number
of devices across extensive areas without the burden of high energy consumption. By
leveraging a narrow bandwidth of around 200 kHz for its transmissions, The NB-IoT is
not only able to ensure low-speed data exchange, but also significantly extends the battery
life of IoT devices, making it an indispensable technology for scenarios where devices are
expected to operate for years without battery replacement.

The NB-IoT’s design focuses on minimal energy usage, while still providing robust and
reliable connectivity. This is particularly advantageous for a wide array of IoT applications
that necessitate prolonged device longevity. Its enhanced coverage and deep penetration
capabilities make it perfectly suited for monitoring environmental factors in remote or
difficult-to-access locations [36].

The advent of the NB-IoT as a low-power communication technology marks a pivotal
advancement in the IoT ecosystem. Its ability to offer extensive coverage, superior indoor
penetration, and ultra-low energy consumption while leveraging existing cellular network
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infrastructures makes it an ideal candidate for a plethora of IoT applications. This positions
the NB-IoT as a cornerstone technology in the ongoing evolution of smart cities, agriculture,
environmental monitoring, and beyond, heralding a new era of connectivity that is both
efficient and sustainable.

2.3.3. Streamlined for IoT—An LTE Evolution

The evolution of the NB-IoT on an established technology like LTE, and its imple-
mentation over a licensed frequency spectrum, optimizes network capabilities, relieving
devices of hardware and software complexity demands. Adoption of the NB-IoT is further
propelled by its integration into existing cellular network infrastructure, allowing for its
cost-effective rollout and seamless scalability. It can be deployed on a GSM (2 G) channel,
on 4 G guard-band space, or on the standard 4 G/5 G spectrum and equipment [31]. This
integration ensures that the NB-IoT benefits from the established security and reliability
features of cellular networks, as well as their carriers” know-how, providing a secure,
efficacious communication channel for transmitting sensitive information.

Despite being derived from LTE specifications, the NB-IoT standard was designed
to maintain as simple a communication interface as possible, aiming to lower device
manufacturing costs and minimize battery consumption. Many LTE features that are
unnecessary for IoT services have been omitted in the NB-IoT, such as handover for voice
quality, carrier aggregation for signal quality enhancement, and dual connectivity for
multi-carrier communication.

2.3.4. Frequency Band Utilization and Messaging

The NB-IoT’s strategic approach to frequency band utilization significantly enhances
its applicability across a broad spectrum of IoT deployments. It operates in three distinct
modes: (i) in-band, utilizing the LTE carrier blocks; (ii) guard-band, leveraging the unused
spectrum in LTE guard bands; and (iii) stand-alone, repurposing existing GSM frequency
bans; in so doing, the NB-IoT exhibits unparalleled flexibility in network implementation.
This flexibility is critical in densely populated urban environments as well as in rural areas,
where spectrum efficiency and coverage requirements vary greatly.

The architecture of the NB-IoT was meticulously engineered to support the trans-
mission of small data packets, corresponding to periodic updates from IoT devices. The
NB-IoT’s design specifically addresses IoT requirements, enabling its efficient management
of compact data packets. This efficiency is critical for applications that require frequent
updates from a vast array of devices, such as utility meters, environmental sensors, and
health monitors, ensuring that the network remains uncluttered and responsive.

The NB-IoT provides a solid foundation for wide-area IoT applications, which, com-
bined with 1600-byte messages, makes the NB-IoT a highly versatile technology. It not
only caters to dense, complex urban environments, but also extends its benefits to remote,
underserved rural locations, where connectivity has traditionally been a challenge.

2.4. Protocols Involved within the Application Layer: CoAP and REST

In the IoT ecosystem, ensuring efficient communication between devices is pivotal.
Among the protocols tailored for the IoT, CoAP and REST stand out for their utility in
constrained environments and web-based applications, respectively.

2.4.1. CoAP: Constrained Application Protocol

CoAP is a lightweight protocol designed for machines. It is akin to a compact version
of HTTP for devices with limited resources, using a straightforward model for sending
and receiving messages. Unlike HTTP, it operates over UDP, making it better suited for the
minimal power and processing capabilities of IoT devices. CoAP supports interactions in
IoT applications that require minimal bandwidth and energy consumption [37].
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2.4.2. REST: Representational State Transfer

REST leverages the existing HTTP infrastructure to create or access resources using
standard HTTP methods. It is widely adopted for web APIs, enabling straightforward
and flexible interactions with services. RESTful interfaces are favored for their scalability
and ease of integration across diverse platforms, making them suitable for complex IoT
ecosystems where different devices and services need seamless communication [38].

Both CoAP and REST are integral to the IoT application layer, offering distinct ad-
vantages for device-to-device and device-to-service communication. CoAP excels in con-
strained environments, while REST is preferred for broader web integration, highlighting
the importance of selecting the right protocol based on the specific requirements of an
IoT deployment.

2.5. Home Assistant: Agnostifying Data in Pursuit of a Diverse Coherence

Home Assistant (HA) technology stands as a paradigm of open-source home automa-
tion; it is designed with a strong emphasis on privacy and local control. Emerging as an
antidote to the fragmentation and privacy concerns associated with proprietary or cloud-
based solutions, HAs champion interoperability among diverse smart devices without
sacrificing user privacy. The platform’s open-source nature not only underscores its com-
mitment to transparency and security, but also paves the way for unparalleled flexibility
and customization. Users can tailor the platform to their specific needs, benefiting from
the collective intelligence of a global developer community committed to advancing HA's
capabilities [15,39].

Developed initially in 2013 by Schoutsen, HA's foundation in Python and open-source
principles has fostered a rich ecosystem of contributions. The platform integrates a wide
array of devices and services through modular components, ensuring a cohesive and
customizable user experience across various devices and technologies. This inclusive archi-
tecture has facilitated the rapid adoption and continuous growth of HAs, supported by an
active community and frequent updates that introduce new functionalities and integrations.

The significance of the HA community cannot be overstated. It thrives on continuous
contributions of new integrations, enhancements, and fixes, serving as an invaluable re-
source for newcomers and experienced users alike. The platform’s extensive documentation
further aids users in navigating installation, configuration, and customization processes,
making HA technology accessible to a broad audience.

As HA technology evolves, it consistently adapts to the burgeoning landscape of
IoT devices and user expectations, ensuring its relevance in the ever-changing domain
of home automation. Its dedication to privacy, localization, and flexibility, coupled with
robust community support and comprehensive documentation, positions HA technology
as a pivotal player in the home automation ecosystem. While originally tailored for home
lab use, HA technology’s adaptability hints at broader applications, including industrial
settings. This exploration underscores HA technology’s potential as a versatile and robust
IoT management platform, extending beyond traditional home automation to encompass a
wider array of environments and applications, such as emerging smart cities” platforms [40].

In fact, HAs stand at the forefront of driving the IoT’s scalability and interoperability,
offering a compelling model for open-source development by facilitating an expansive,
community-driven approach to smart devices integration. This platform highlights the
value of an open-source ethos to foster innovation, as it enables rapid integration of
devices across sundry manufacturers and protocols, breaking barriers often encountered in
proprietary ecosystems.

3. Relaying

In this section, we unveil the intricacies of the Relay, focusing on the essential com-
ponents and resources foundational to its design. This includes an examination of both
its hardware and software elements, alongside bespoke developments tailored for its con-
struction and actual deployment. By presenting the Relay’s architecture and operational
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capabilities, this section aims to elucidate its role and efficiency within the broader context
of IoT applications, demonstrating the Relay’s simple yet efficacious functioning.

3.1. Starring Hardware

The Relay’s main hardware component is the FiPy board by Pycom, an innovative
choice reflecting our commitment to versatility and integration. This powerful development
board supports a multitude of communication standards, including Sigfox, LoRaWAN,
NB-IoT, Wi-Fi, and BLE, all within a single device. The choice of FiPy is pivotal, owing to its
unique ability to navigate across various network technologies, thus facilitating seamless
communication in diversified IoT ecosystems. Its dual-core 32-bit LX6 microcontroller,
programmed in MicroPython, offers a flexible and efficient platform for developing IoT
applications that require multi-network connectivity.

3.2. Collecting with CoAP

To address the complexities of IoT communications within a sophisticated network
environment, a comprehensive solution was developed to bridge the gap between CoAP
and HTTP protocols through the implementation of a RESTful micro-server. This approach
was realized using Python, a language chosen for its flexibility and extensive support, and
because of its presence in the core of HA technology; thus, leaner integration between
them can be achieved if needed. We took advantage of Flask [41], a microframework
celebrated for its minimalistic yet powerful features at the same time that it helps us
accelerate web-related coding.

The backbone of this communication server is the CoAPython library [42], which plays
a pivotal role in integrating CoAP protocol functionalities, facilitating seamless interactions
between IoT devices. CoAP messages are accordingly parsed, as stated by the simple data
model of the 6LOWPAN devices deployed in this project.

In this fashion, significant data values and sensor states can be extracted from CoAP
messages, then incorporated into a more common, current, and suitable format. This
process mostly involves data [SONification and basic modeling. This conversion process,
although not intricate, is critical for ensuring that data from foreign IoT devices are discov-
erable, easily accessible, and manageable through common Internet web technologies. In
Figure 3, the reader can see a simple diagram of the network abstracted to the upper layers
that depicts the changes in protocols we are dealing with.

Relay's Multimodal ! . PyBytes il
i e @ [[ ssON-Encoded 1 REST-Ready [ 4, | jrEves [| sson-Encoded imesT [ ...

NB-loT Internet

LAN
Relay

Figure 3. A coarse, protocol-oriented representation of the IoT chain.

The server architecture is designed with resource efficiency in mind, as always-first,
major IoT mantra, allowing for lightweight operations that maintain system performance
while handling data exchanges. Flask’s ability to create a minimal yet functional web server
environment has been instrumental in this regard, providing only essential components to
support RESTful interactions and CoAP compliance, whilst not overwhelming the system
with unnecessary matters. Moreover, the server’s configuration includes a set of predefined
routes, each catering to specific data retrieval or device interaction needs, as one of the main
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intricacies with iPv6 networks is their routing’s lack of ease and iPv4 direct compatibility,
a fact that is usually worsened by the (ab) use of NAT and tunneling.

This structured, kind of isolated approach not only simplifies usability for developers
and system integrators, but also enhances the system’s reliability and scalability by clearly
defining communication pathways and data processing methodologies, helping future-
proofing. In our actual testing deployment, the server was connected via Wi-Fi to the same
LAN as the 6LoWPAN coordinator was connected to.

The server periodically queries every IoT device comprising the designated 6LoWPAN
network, as claimed by the coordinator. Note that there are also methods implemented to
retrieve network characteristics from the coordinator, such as lists of devices, individual
device information and sensing capabilities thereof, network telemetries and quality in-
dexes, sensor data and states per se, etc. As stated, the server collects and organizes data
into JSON documents following the appropriate models. These data are now available to
be pushed to the middleware: PyBytes.

3.3. Pushing with NB-IoT

Integration of the NB-IoT into our Relay system underscores a strategic embrace of cel-
lular technology for the IoT. Pycom provides PyBytes as the easiest, most direct connection
of their own branded development boards with the cloud using, among other technologies,
the NB-IoT. Nonetheless, hassle-free NB-IoT bridging is especially remarkable, as current
utilization of the NB-IoT within the end-user scope is still cumbersome. Integration tends
to be carrier-dependent, and documentation is scarce. In fact, carriers or vendors from
whom rights to use NB-IoT communications must be acquired—usually (e)SIM cards—are
hard to find.

Thus, having a carrier-agnostic middleware which masks carrier-related issues and
avoids specific settings tuning is something worth highlighting. With this, once PyBytes is
properly configured and the modem effectively connects to the NB-IoT’s network (Figure 4),
sending data to the middleware using the NB-IoT just implies using a library function in
the fashion of the following;:

pybytes.send(chunk)

SYSTEM FSM STATE SYSTEM FSM STATE
RRC TOP FSM SCANNING ESM BEARER FSM BEARER_NULL
RRC SEARCH FSM WAIT_RSSI SMS MT FSM IDLE
RRC ACTIVE FSM NULL SMS MO FSM IDLE
PMM PLMN FSM NORM_WAITCELL LPP FSM IDLE
EMM MAIN FSM NULL HP MAIN FSM IDLE
EMM AUTH FSM KASME_DEFINED HP USIM FSM READY
EMM CONN FSM NULL HP SMS MO FSM IDLE
EMM TAU FSM NULL HP SWI MT FSM IDLE
EMM TEST FSM NULL HP CAT FSM IDLE

Figure 4. AT commands (finite state machines’ states) printed by the LTE modem in console when
the FiPy module is authenticating in the NB-IoT network.

For the cycle to be completed and NB-IoT messages properly forwarded from PyBytes
to the HA instance, rules must be defined in the middleware. These rules are evaluated
every time a new message is received—messages are called Signals within the PyBytes
middleware, as depicted in Figure 5.
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Figure 5. PyBytes’ back-end displaying the so-called Signals Table The reader may see an example
of one such message received from the Relay. In its structure, crucial pieces of information like
the 6LOWPAN device’s identification, sensing values states, and measurement timestamps can
be observed.

For this project’s specific case, we just checked if new messages had an identifier
embedded in one specific field of the Relay’s forwarded messages. If so, a POST REST
request was sent to the HA API—with the proper authorization token—which would
handle it accordingly and hopefully store the information received in the designated
sensor states.

3.4. Pulling with Home Assistant

Connecting the Relay to the HA showcases our dedication to creating user-centric,
future-proof, expandable IoT solutions. This being a specifically tailored ad hoc use case,
manual sensor definition must be conducted in the HA configuration files for them to be
properly integrated.

As an example, Figure 6 depicts the definition of two custom templated sensors used
within this project’s scope. Note that the sensors’ value templating vastly varies according
to the JSON data model we use in the HA API requests. In the following example, we were
barely able to input the whole JSON text string into the API as an input text field, which
afterward split into meaningful sensors, as shown in Figure 6.

sensor:
- platform: template
sensors:

bs79 net:
friendly name: "NetID 79"
unique_id: "sensor.bs_79 net 20238721 0"
value_template: "{{ states('input_text.batsense_1').split(","')[e]}}"

bs79 nameshort:
unique_id: "sensor.bs_79 name 20872023 @"
friendly name: "MName 79"
value_template: "{{ states('input_text.batsense 1').split(",")[1]}}"

Figure 6. Exemplification of two custom templated sensors defined in the HA’s realm.

The HA'’s core was complemented with other modules such as Grafana for rapid,
seamless data visualization and simple integration thereof. Home Assistant dashboards
and other Ul resources could be used to control appliances or actuator devices, as well as
set certain configuration parameters.

By pulling data into the HA, users can leverage its extensive ecosystem of plugins
and integrations to automate tasks, visualize data, and control smart devices, effectively
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Sensor
Humidity_79
Humidity_80
Luminosity_79
Luminosity_80
Name_80

NetID_79

© © 0 O O o o

NetID_80

4})

Rssi_79

) ))

Rssi_80

making the Relay an integral part of a sophisticated home-and-beyond automation system.
A simple card displaying the data from the pair of sensors defined in Figure 6, but in a
more meaningful manner, is shown in Figure 7 (left); a more complex dashboard for the
same pair of sensors Is depicted in Figure 7 (right).

BatLink_19 a B3
23% & DavidTFM Desconocido  Degpacho HW/SW - BSNO... Laboratorio HW - BSNO1_80
®  NetiD79 b204 @  NetiD_80 b204
31%
Ayudantes
§  Temperature 79 264°C §  Temperature 80 257°C
4800 lux ch n%@%wm 79,unknown,2023-08-1 &  Humidity_79 23% @&  Humidity_80 31%
[@ testbinario ] {  Luminosity 79 4800 lux {3  Luminosity_so 4800 lux
4800 lux
{ar  Presence_79 Fuera {r Presence_80 Fuera
BSNO1_80 = Rssi79 -90 dBm F Rssi80 -90 dBm
@  Timestamp_. 2023-08-16T13:16:10Z @  Timestamp_.. 2023-08-16T13:16:11Z
b204 0,
31%
Humedad Laboratorio HW
b204
Temperatura Despacho Hardware E
-90 dBm 264 ¢
-88 dBm

Figure 7. Two custom templated sensors natively displayed in the HA.

3.5. Storing with InfluxDB

The integration of InfluxDB within HA offers a powerful combination for home
automation performance and beyond. InfluxDB, a time series database, is designed to
handle high write and query loads, making it ideal for storing and analyzing vast amounts
of IoT data, like those generated by an HA. These streams of data can grow easily several
hundreds of megabytes per day when a handful of devices are frequently polled.

This integration allows users to efficiently log data from various sensors and devices
managed by the HA, enabling detailed analysis and visualization of trends over time. Such
capabilities significantly enhance the potential for optimizing home environments, energy
usage, and understanding patterns in daily routines, including outliers.

InfluxDB also comes with Kronograf for data visualization and Telegraf for monitoring
the database’s performance, metrics, and the like.

4. Conclusions and Loose Ends

The Relay system developed through this research may serve as a pivotal stride
towards achieving tangible IoT interoperability, a feat that remains largely elusive in
contemporary settings. The Relay, designed with an emphasis on simplicity, ease of deploy-
ment, usability, and efficacy, empowers a broad spectrum of users to implement it with
minimal complexities, thereby accelerating the realization of genuine IoT harmonization.

Through a proper selection and integration of hardware, software, and infrastructure
components, including the FiPy module, the NB-IoT infrastructure and the HA ecosystem,
our research met its technical objectives. At the same time, we are facilitating the real, deep
integration IoT needs to become a usable part of society’s daily life.

The Relay’s design, highlighted by its straightforward yet thoughtfully intended
implementation, underscores its innovative approach to dismantling the barriers that
currently hinder seamless [oT communication. Immediate next steps involve a deeper
characterization of the Relay, including time responses and latency variations due to its
presence, eventual packet loss and error rate, and performance stability. So far, we carried
out qualitative, naked eye evaluation procedures where it seemed to perform as expected;
however, further, more precise tests must be realized, such as those carried out in [14].
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Deployment of communication relays like this, as well as the adoption of standardized
IoT protocols, will gain market interest in the long term. Although big players and industry
leaders may initially be reticent to forego their control on proprietary systems, open ecosys-
tems end up driving larger market and investment figures, with new, often unexpected
relations among different players. This may eventually lead to enormous expenditures in
the research and innovation of such fields, which big players and investors may also take
advantage of.

However, the IoT is evolving rapidly, which may be an issue from a standardization
perspective, as the diverse and evolving nature presents a challenge in establishing timely
harmonious, global standards. To help overcome these barriers, stakeholders like standard-
ization bodies and industry leaders must keep collaborating to foster IoT harmonization,
thereby unlocking the full potential of IoT interoperability and connectivity.

By providing a clear pathway for the ad hoc development and deployment of such
relays in real-world scenarios, these findings may lay a foundation for future advancements
in IoT interoperability, highlighting the synergy between diverse technologies, tools, and
software systems in overcoming the complexities of IoT ecosystems.

4.1. Security-Proofing—Concerns on IoT Network Reliance

Integrating communication relays into IoT networks brings to light several security
challenges that are paramount to maintaining the integrity, confidentiality, and safety of
data traversing these networks, as well as services dependent on them. A multi-faceted
approach is necessary, including encryption, authentication, regular updates, proactive
monitoring, and compliance with established security standards.

Such a strategy ensures the integrity and reliability of data transmission across the in-
terconnected expanse of IoT devices and platforms, especially when unanticipated protocol
translation systems and new devices are integrated within the networks. As these relays
facilitate data transmission across different network layers and protocols, they inherently
increase the system’s attack surface, presenting potential vulnerabilities for exploitation
that must be addressed from the beginning [43,44].

Implementing security measures can help in maintaining secure communications
involving IoT relays. They help ensure safe and reliable transmission of data across diverse
IoT ecosystems. This not only protects the network from potential threats, but also builds
trust among users and stakeholders, fostering the growth and development of secure,
interconnected IoT applications. Security measures like the following must urgently be
taken into consideration when implementing systems like this project’s Relay [45,46]:

4.1.1. Vulnerabilities and Long-Term Patching

Communication relays, by their function, could be targeted by attackers seeking to
intercept or manipulate data. These nodes become critical points of security, especially
considering they are exposed two-fold, as they need to interact with two different networks.
Therefore, deep attention with robust protection measures are necessary. Encryption
protocols, such as TLS/SSL, are vital in securing data in transit, ensuring that data passing
through the relay remains confidential and tamper proof. Nevertheless, one must not ignore
up-and-coming quantum computing, which may be used to break classic cryptographic
algorithms in a matter of seconds.

Fortunately, so-called Post-Quantum Cryptography (PQC) is being actively devel-
oped, and has already proven to be reliable. PQC algorithms provide protection against
both classical and quantum attacks, and they can be implemented on classical, binary
computers [47-50].

This is a vital requisite to guarantee long-term security and integrity within IoT
networks, as these devices are expected to continue relying on classic computing CPUs for
years to come, even when quantum computing starts to settle in other fields. However, it
is mandatory for vendors, developers, and the like to ensure current IoT devices receive
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future firmware updates, as failing to do so may result in significant vulnerable points
within larger networks.

Keeping the Relay and its connected devices updated with the latest security patches is
fundamental in protecting against known vulnerabilities. Automated update mechanisms
can facilitate this process, ensuring that the system is resilient against emerging threats.

4.1.2. Compliance with Standards and Risk Mitigation

Complying with established security standards and frameworks, such as those out-
lined by the International Organization for Standardization (ISO), provides a structured
approach to securing IoT ecosystems. These standards offer guidelines on best practices
for IoT security and risk mitigation, from device manufacturing to data transmission and
storage. Security strategies should be adaptive, capable of evolving with the changing
threat landscape and technological advancements in the IoT and in any other field.

4.1.3. Authentication and IDPS

Rigorous authentication mechanisms are essential for verifying the identity of devices,
and especially users interacting with the Relay. Implementing strong, multi-factor authen-
tication can significantly reduce the risk of unauthorized access. Access control policies
further ensure that devices and users have only the necessary permissions, following the
principle of least privilege.

Deploying intrusion detection and prevention systems (IDPS) at strategic points within
the network can help in identifying and mitigating potential security breaches in real time.
These systems monitor network traffic for suspicious activities, providing an additional
layer of security by alerting administrators to possible attacks. IDPS become important
in devices like this Relay, as they expose various network interfaces connecting matching
distinct networks.

4.2. Future-Proofing—Scalability

The pivotal role of open-source technologies is monumental in the advancement of
truly interconnected systems, platforms, and ultimately societies. The primary barriers to
the current amalgamation and seamless interoperability of IoT systems mainly arise from
proprietary strategies adopted by certain manufacturers. These entities aim to dominate the
ecosystem with their unique technologies and protocols. A shift towards a more transparent
approach, with shared developments and requirements, could not only accelerate economic
growth and exceed market expectations, but also bolster security measures through early
detection and vulnerabilities resolution.

The open-source paradigm, exemplified by Home Assistant technology, invites an
extensive community of developers and end users to contribute towards swift and coherent
evolution. This collaborative approach promises to expedite innovation, facilitating the
introduction of novel devices and software solutions, thus catalyzing essential real-time
interoperability for the IoT’s future.

The NB-IoT, with its low power demand, wide area coverage, thoughtful design, and
strong carriers’ backing, stands out as an enormously capable backbone for supporting
the scalability of IoT solutions like the one presented in this article. The NB-IoT’s deep
coverage and support, along with its minimal energy consumption model, is particularly
advantageous for scalable IoT ecosystems, requiring fewer resources for connectivity while
maintaining robust performance.

The narrowband-IoT’s capabilities extend to ensuring longer battery life for connected
devices, which is a critical consideration for IoT scalability. By enabling devices to operate
for years on a single battery charge, the NB-IoT reduces the need for frequent maintenance,
further lowering the resources required for a scalable IoT solution. This efficiency is
particularly beneficial for applications in smart metering, asset tracking, and environmental
monitoring, where devices are often deployed in tough, hard-to-reach scenarios.
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HA's lightweight, flexible architecture allows for easy, virtually-endless integrations
with a wide array of devices and services, including those leveraging NB-IoT technology.
This ease of scalability makes it an ideal platform for deploying and managing large-
scale IoT applications. The synergy between HAs’ versatility and the NB-loT’s efficacious
connectivity paves the way for creating extensive, reliable IoT networks that can grow and
evolve with little effort.

The combined approach of utilizing Home Assistants for device management and
the NB-IoT as a universal means of connectivity exemplifies a solution that demands as
few resources and particularities as possible. This leads to a robust, ubiquitous framework
for IoT harmonization as we claimed in this article. This framework helps accelerate the
deployment of scalable solutions without the burden of resource allocation, infrastructure
development, or maintenance.

The coordination of a few well-founded technologies presents a forward-thinking
approach to IoT development. We believe that these such approaches will become more
common. These combinations not only champion scalability and interoperability for IoT
systems, but they also significantly reduce the expertise and concreteness often required
for creating and expanding use case-tailored IoT solutions.

The (near) future of IoT lies in the adoption of open, efficacious, and scalable solutions,
promising a more interconnected, truly harmonious and seamless IoT realm.
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Discussion

5.Discussion

The findings presented in this thesis represent a comprehensive framework for addressing the
critical challenges inherent in the design and deployment of self-sustaining Internet of Things sys-
tems. By advancing the integration of energy harvesting and wireless communication protocols, this
research contributes to a new paradigm of IoT development, where autonomy, resilience, and sus-
tainability are paramount. The implications of these findings are multifaceted, encompassing tech-
nical innovation, societal transformation, and environmental stewardship, while establishing a
strong foundation for future advancements.

At the core of this research lies an exploration of diverse energy harvesting techniques, in-
cluding solar, thermal, mechanical, and RF sources. By tailoring these energy sources to the re-
quirements of specific communication protocols, such as NB-IoT, LoRa, Sigfox, and BLE, the thesis
delivers a robust methodological framework for optimizing IoT device performance in varied con-
texts. This alignment ensures that devices can operate autonomously for extended periods without
reliance on external power sources, significantly reducing maintenance demands and operational
costs. Furthermore, this approach addresses the growing concern of electronic waste, positioning
energy-harvesting IoT systems as a key enabler of environmentally sustainable technology.

The decentralized architecture of energy-harvesting IoT networks offers a scalable and resili-
ent alternative to traditional systems. By distributing operational loads across energy-harvesting
nodes, these networks reduce the risk of single points of failure and enhance their capacity to adapt
to dynamic environments. The flexibility inherent in this design enables deployments in a wide range
of applications, from industrial automation and rural energy monitoring to urban resource manage-
ment. The thesis includes compelling real-world implementations that demonstrate the practical
utility of these systems, underscoring their potential to revolutionize IoT deployments across diverse
domains.

From a societal perspective, this research emphasizes the transformative potential of self-
powered IoT systems to improve quality of life and bridge the digital divide. In urban environments,
these systems enable efficient management of resources, including traffic flow, energy consump-
tion, and public safety infrastructure. By leveraging autonomous operation, they reduce the costs
and complexities associated with traditional IoT deployments, paving the way for smarter cities and
communities. Meanwhile, in underserved or remote regions, self-powered IoT systems empower
local populations by facilitating connectivity and enabling data-driven decision-making. Applications
in precision agriculture, remote healthcare, and disaster response highlight the critical role of these
technologies in promoting equity and resilience.

The environmental implications of energy-harvesting IoT systems are equally significant.
These technologies offer a viable solution to the challenges posed by energy-intensive deployments,
reducing the ecological footprint of IoT applications while enabling monitoring and conservation
efforts in sensitive ecosystems. By harnessing ambient energy sources, these systems provide a
sustainable alternative to conventional power solutions, supporting initiatives in biodiversity moni-
toring, forest fire prevention, and water resource management. The integration of energy-efficient
protocols further enhances their capacity to operate in energy-scarce environments, making them
an essential component of global sustainability strategies.
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Despite the advancements achieved, several challenges remain that warrant continued explo-
ration. The heterogeneity of IoT devices and protocols presents significant barriers to interopera-
bility, complicating the integration of diverse systems. This thesis underscores the need for stand-
ardized frameworks and semantic interoperability mechanisms to enable seamless communication
and coordination among heterogeneous networks. Additionally, the widespread adoption of IoT
technologies raises critical cybersecurity concerns, necessitating the development of robust encryp-
tion, authentication, and data privacy measures. Blockchain-based identity management and decen-
tralized authentication solutions are promising avenues for addressing these challenges, ensuring
the integrity and security of IoT ecosystems.

The optimization of energy efficiency is another critical area of focus. While this research
highlights the benefits of energy harvesting, further advancements are needed to maximize energy
availability and adaptability. Hybrid energy systems that combine multiple harvesting techniques,
such as solar and mechanical sources, offer considerable potential for enhancing reliability in di-
verse environmental conditions. Advanced power management algorithms capable of dynamically
allocating resources based on real-time energy inputs and system demands represent another prom-
ising area for innovation. These strategies not only improve system reliability but also extend the
operational lifespans of [oT devices, ensuring their viability in long-term deployments.

Emerging technologies, such as machine learning and edge computing, provide additional av-
enues for enhancing the functionality and scalability of IoT systems. Machine learning algorithms
can optimize energy consumption, enable predictive analytics, and enhance decision-making capa-
bilities, making IoT systems more intelligent and adaptive. Similarly, edge computing reduces la-
tency and distributes computational resources, improving system responsiveness and efficiency.
The integration of these technologies with energy-harvesting systems creates a powerful synergy
that addresses the growing demands of IoT applications in real-time data processing and autono-
mous operation.

This research also highlights the importance of expanded testbed development for evaluating
IoT systems under diverse operational scenarios. Modular testbeds capable of simulating a wide
range of environmental conditions are essential for assessing the performance, scalability, and re-
liability of emerging technologies. By providing a controlled environment for experimentation, these
platforms facilitate the development of next-generation IoT systems that are not only more efficient
but also more resilient to the challenges posed by dynamic and unpredictable environments.

Another critical consideration is the integration of IoT systems into existing infrastructure and
operational workflows. The research emphasizes the importance of designing IoT solutions that
complement rather than disrupt existing systems, ensuring seamless adoption and minimal re-
sistance from stakeholders. This requires careful consideration of factors such as cost, scalability,
and user-friendliness, as well as the provision of comprehensive training and support for end-users.
By addressing these practical concerns, 10T systems can achieve broader acceptance and generate
greater impact across diverse applications.

In addition to technical considerations, this research also explores the broader societal, ethical
and regulatory implications of IoT deployments. The widespread adoption of IoT technologies raises
questions about data ownership, privacy, and accountability, particularly in applications involving
sensitive or personal information. This thesis advocates for 10T systems that are deployed in a man-
ner which respects individual rights and promotes public trust. Collaborative efforts among re-
searchers, policymakers, and industry stakeholders are essential for achieving these goals and fos-
tering the responsible development of IoT technologies.
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‘On the Trade-Offs Between Energy Harvesting & Wireless Communications for Stand-Alone
IoT Devices’ presents a transformative vision for the future of IoT systems, grounded in the integra-
tion of energy harvesting and low-power communication protocols. By addressing critical challenges
related to autonomy, scalability, and sustainability, the research lays the groundwork for creating
resilient IoT ecosystems capable of meeting the evolving demands of a connected world. The find-
ings have far-reaching implications, offering a roadmap for achieving technological, societal, and
environmental objectives. Through continued research and innovation, the full transformative po-
tential of 10T can be realized, driving progress and sustainability in an increasingly interconnected
global landscape. This thesis not only contributes to the advancement of IoT technologies but also
underscores the critical role of interdisciplinary collaboration in shaping the future—and present—
of a sustainable and equitable digital society.

5.1. Harvesting & Wireless — Tailoring

One of the most significant contributions of this thesis lies in the identification and optimiza-
tion of energy-protocol pairings, which greatly enhance the sustainability and autonomy of IoT de-
vices. Through careful alignment of specific energy harvesting methods—including solar, thermal,
mechanical, and RF energy—with compatible low-power communication protocols such as NB-IoT,
LoRa, BLE, and Sigfox, this research demonstrates the potential to achieve a highly reliable balance
between energy availability and communication requirements. This tailored approach reduces de-
pendency on external power sources, minimizes maintenance demands, and enhances the feasibility
of deploying IoT devices in remote or hard-to-reach environments where conventional power
sources are either unavailable or impractical.

Energy Source Suitability

A critical insight from this thesis is the adaptability of IoT systems through the integration of
diverse energy harvesting methods, making design decisions contingent on specific use case condi-
tions and requirements. The research identifies that magnetic induction is an optimal choice for
smart meters due to its inherent compatibility with their operational nature. Magnetic fields gener-
ated by electrical systems can be leveraged to power monitoring devices, reducing the need for
external energy sources. This finding is particularly relevant for urban and industrial energy moni-
toring applications where magnetic fields are abundant.

Solar energy harvesting emerges as the most effective solution for outdoor applications such
as agricultural monitoring and environmental sensors. The abundance of sunlight in these settings
ensures consistent energy availability, especially when paired with efficient photovoltaic cells and
advanced energy storage systems. The thesis explores the use of flexible and high-efficiency PV
cells, capable of maintaining functionality even under varying weather conditions or partial shading,
enhancing the robustness of deployments in agricultural fields and ecological reserves.

Thermal energy harvesting proves particularly advantageous in industrial settings, where sig-
nificant temperature gradients often exist. By converting waste heat into electrical energy, thermal
energy harvesters provide a sustainable and untapped energy source for IoT devices. This thesis
also highlights potential applications in environments where industrial machinery or pipelines cre-
ate consistent thermal differentials, thereby eliminating the need for battery replacements in chal-
lenging conditions.
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RF energy harvesting offers unique flexibility for dynamic urban environments. IoT devices in
such settings can capitalize on the ubiquitous RF signals from Wi-Fi routers, mobile networks, and
broadcast systems. The thesis presents an in-depth analysis of the trade-offs associated with RF
energy harvesting, including challenges related to power density and signal interference, and
demonstrates how advancements in RF rectenna design can overcome these limitations. By enabling
small IoT devices to gather power from multiple RF bands, this approach supports the proliferation
of autonomous IoT systems in dense urban settings.

The research underscores that selecting energy sources according to deployment environment
conditions is pivotal for achieving sustained, autonomous IoT operations. Beyond selecting energy
sources, this thesis emphasizes the importance of optimizing energy storage and management sys-
tems. The integration of supercapacitors and hybrid storage solutions ensures that energy harvested
from ambient sources is efficiently stored and utilized, even under fluctuating environmental condi-
tions. By combining these storage systems with dynamic power management algorithms, IoT devices
can adaptively prioritize energy-intensive operations during surplus conditions while conserving
energy for transmission-demanding periods. These mechanisms significantly extend device
lifespans, reduce maintenance needs, and facilitate deployments in hazardous or inaccessible loca-
tions.

Wireless Protocol Customization

Equally significant is the tailored selection and configuration of wireless communication pro-
tocols to complement specific energy harvesting sources. Comparative analyses of BLE, LoRaWAN,
and NB-IoT conducted in this thesis illustrate how these technologies perform under varying energy
constraints and environmental conditions, guiding protocol selection for specific use cases. The re-
search provides a detailed exploration of the trade-offs among data rate, range, and energy effi-
ciency.

LoRaWAN, for instance, excels in long-range communication with minimal power consump-
tion, making it ideal for rural and remote deployments. Its ability to self-manage networks and op-
erate with intermittent energy availability aligns well with solar and thermal energy harvesting ap-
plications. In contrast, NB-1oT is better suited for urban environments and industrial settings where
higher data throughput and availability are required. The protocol’s ability to operate in licensed
spectrum bands ensures robust communication even in congested networks. Sigfox is identified as
the preferred choice for scenarios demanding delivery success and stability over extended periods,
particularly in low-bandwidth applications such as environmental monitoring or smart metering.

Additionally, this thesis demonstrates the significant energy savings achievable through con-
figurable protocol settings. By optimizing packet sizes, adjusting transmission intervals, and selec-
tively enabling security features, IoT systems can conserve energy without compromising function-
ality. The thesis also discusses the role of emerging wireless technologies such as Wi-Fi HaLow and
Zigbee, which offer promising alternatives for niche applications requiring short-range, high-density
connectivity. These findings underscore the delicate balance between maintaining robust commu-
nication and preserving energy, providing a blueprint for future IoT systems that are both efficient
and adaptable.
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Paring Thereof

One of the key outcomes of this research is the systematic pairing of specific energy harvesting
sources with compatible communication protocols to maximize performance under designated op-
erational conditions. Specifically, the smart meter use case was detailed extensively in [Saavedra
2021], where a comprehensive evaluation of combinations of energy harvesting techniques and IoT
wireless technologies is provided, factoring in functional requisites such as metering periods, com-
munication requirements such as buffer sizes, and environmental constraints such as energy source
availability. In that work, Table 3 was presented as a wrapping blueprint on the aforementioned
matters, i.e., combination of energy harvesting technique and IoT wireless technology depending
on the functional requisites (metering period), communication requirements (buffer size) and loca-
tion constraints (EH source availability).

Table 3. Smart meter average consumption (mW) depending on buffer size—message payload —, me-
tering period and wireless technology; where italics mean that magnetic induction EH complies, so does
PV; underline means that only PV complies; grey text means that no EH technique would comply.

Buffer Size Metering Sigfox LoRaWAN NB-IoT Wi-Fi BLE
(Bytes) Period (min.)

1 15.07 1131 10.89 9.85

12 5 3.08 233 8.00 224 2.03
10 158 1.20 4.04 1.16 1.06

15 1.08 0.83 272 0.80 073

1 15.07 10.40 10.18 9.66

21 5 3.08 215 498 2.10 2.00
10 158 111 253 1.09 104

15 1.08 077 172 075 0.72

1 15.07 9.95 17.03 9.83 9.57

.8 5 3.08 2.05 3.47 2.0 1.98
10 158 1.07 178 1.06 1.03

15 1.08 0.74 1.21 0.73 071

1 15.07 9.72 13.26 9.65 9.53

5 3.08 2.01 272 1.9 1.97

% 10 1.58 1.05 1.40 1.04 1.03
15 1.08 0.72 0.96 0.72 071

1 15.07 9.60 11.37 9.57 9.50

192 5 3.08 1.9 2.34 1.98 1.97
10 1.58 1.03 1.21 1.03 1.02

15 1.08 0.71 0.83 071 071

1 15.07 9.55 11.42 9.50 949

384 5 3.08 1.98 215 1.97 1.96
10 158 1.03 112 1.03 102

15 1.08 071 077 071 0.70

1 15.07 9.52 9.95 9.50 949

263 5 3.08 1.97 2.06 1.97 1.96
10 1.58 1.03 1.07 1.02 1.02

15 1.08 071 0.74 071 071

This research highlights the nuanced trade-offs involved in these pairings, such as balancing
energy harvesting efficiency against protocol-specific energy demands and ensuring that storage
solutions can accommodate peak energy consumption during transmission bursts. By developing a
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decision-making framework that integrates these considerations, the thesis equips future research-
ers and practitioners with the tools to design IoT systems optimized for diverse applications and
environmental conditions. By addressing the intricate dependencies between energy availability,
protocol efficiency, and deployment context, this research lays the groundwork for the development
of resilient, autonomous IoT systems capable of operating in diverse and challenging environments.
The insights presented here not only advance the state of the art in IoT design but also open new
pathways for innovation in sustainable technology.

5.2. Scalability & Interoperability

Both scalability and interoperability are foundational to designing robust, future-proof IoT sys-
tems. By integrating energy-harvesting devices into decentralized network architectures and ad-
dressing the inherent challenges of heterogeneous IoT ecosystems, this research offers a compre-
hensive framework for enabling large-scale, sustainable, and inclusive IoT deployments. These ad-
vancements lay the groundwork for systems capable of meeting the demands of increasingly inter-
connected and complex environments.

Scalability Through Decentralized Network Design

The integration of energy-harvesting devices into IoT networks fosters decentralized architec-
tures that enable scalability without requiring extensive infrastructure investments. This approach
demonstrates how energy-harvesting nodes can act as autonomous, distributed components within
peer-to-peer networks, effectively managing data flow and reducing bottlenecks in high-density IoT
environments. Such networks not only enhance responsiveness and adaptability but also provide
the flexibility to scale across larger geographical areas and dynamic operational conditions.

By leveraging decentralized designs, IoT systems can adapt to applications such as smart cit-
ies, remote environmental monitoring, and industrial automation. These settings often demand the
ability to scale dynamically as additional sensors and devices are integrated into the system. Energy-
harvesting nodes play a pivotal role by ensuring that scaling occurs with minimal increases in energy
demand and infrastructure complexity. For example, this thesis highlights implementations in rural
energy monitoring, where decentralized architectures allow widespread deployment of sensors over
large areas, reducing dependency on centralized power grids and infrastructure. Similarly, in in-
dustrial automation, distributed energy-harvesting devices enhance the efficiency and flexibility of
production processes, enabling adaptive resource allocation and minimizing downtime.

The scalability of these architectures is further reinforced by their inherent resilience. Decen-
tralized networks distribute workloads and eliminate single points of failure, ensuring that IoT sys-
tems remain operational even under adverse conditions. This feature is particularly critical for mis-
sion-critical applications, such as disaster response or environmental conservation, where system
reliability is paramount. The research also explores the integration of fault-tolerant mechanisms,
including redundancy at the node level and intelligent routing algorithms, which further bolster the
resilience and scalability of decentralized networks. These advancements align with the growing
need for IoT solutions that can handle expanding data loads and increasing operational demands.

Interoperability in Complex IoT Ecosystems

As ToT ecosystems become increasingly heterogeneous, ensuring seamless integration and
communication across diverse devices, platforms, and protocols is essential. This thesis advances
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the state of the art in interoperability by addressing key challenges and proposing innovative solu-
tions that enable cohesive and collaborative IoT networks.

One major contribution is the development of mechanisms for bridging legacy and modern
systems. The coexistence of IPv6 and IPv4 networks often poses challenges for IoT deployments that
need to integrate older devices with newer infrastructures. This research demonstrates practical
methods, such as relay mechanisms and protocol translation layers, that harmonize communication
across these networks. By maintaining continuity and inclusivity, these solutions support the grad-
ual evolution of IoT ecosystems while preserving the functionality of legacy systems.

Another critical advancement is the introduction of semantic interoperability frameworks.
These frameworks enable devices with disparate architectures to exchange meaningful data, facili-
tating intelligent decision-making and system-wide coordination. By leveraging standardized ontol-
ogies and data models, the thesis lays the groundwork for smarter, more collaborative networks
capable of supporting complex, multi-vendor ecosystems. Such frameworks are particularly valua-
ble in applications where interoperability is vital, such as healthcare IoT systems that require seam-
less integration of devices from multiple manufacturers to deliver cohesive patient care.

Open-source ecosystems also play a significant role in overcoming interoperability challenges.
Platforms like Home Assistant exemplify the power of community-driven initiatives in fostering mod-
ular and interoperable solutions. This research highlights how open-source platforms encourage
innovation, reduce vendor lock-in, and provide adaptable solutions for diverse IoT applications. By
embracing open standards and collaborative development, these ecosystems empower developers
and users to tailor IoT solutions to their specific needs, ensuring long-term adaptability and sustain-
ability.

Scalability and Sustainability in Practice

The research aligns technical advancements with broader goals of sustainability and scalabil-
ity, demonstrating how decentralized architectures and interoperability frameworks contribute to
the long-term viability of IoT ecosystems. One notable contribution is the development of modular
testbeds for evaluating IoT systems. These testbeds provide a standardized methodology for as-
sessing critical parameters such as latency, error rate, and energy consumption. By enabling repro-
ducibility and reliability in IoT research, they facilitate the iterative improvement of IoT technologies
and ensure that deployments are optimized for real-world conditions.

Energy efficiency and resource optimization are central to the scalability of IoT systems. De-
centralized architectures supported by energy-harvesting nodes reduce both energy and electronic
waste by enabling autonomous operation and minimizing reliance on centralized systems. This the-
sis emphasizes the dual benefits of these advancements: they not only enhance the environmental
sustainability of IoT deployments but also reduce operational costs, making large-scale deployments
economically feasible. Practical examples include the use of energy-harvesting sensors in rural and
industrial settings, where decentralized designs eliminate the need for extensive wiring and power
infrastructure, reducing environmental impact and facilitating rapid deployment.

Real-world demonstrations further validate the feasibility and impact of these concepts. For
instance, in agricultural monitoring, decentralized energy-harvesting sensors provide precise, real-
time data on soil moisture and temperature, enabling farmers to optimize irrigation and reduce
water waste. In industrial automation, energy-harvesting devices support predictive maintenance
by continuously monitoring machinery conditions and alerting operators to potential failures before
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they occur. These use cases exemplify how IoT systems can scale effectively while maintaining op-
erational efficiency and minimizing environmental impact.

In conclusion, the integration of scalability and interoperability into IoT system design is es-
sential for addressing the growing demands of a connected world. By leveraging decentralized ar-
chitectures, fostering seamless integration across heterogeneous devices, and aligning technical
innovations with sustainability goals, this research provides a blueprint for building robust and fu-
ture-proof IoT ecosystems. The findings presented here not only advance the state of the art but
also lay the foundation for continued innovation in scalable, sustainable, and interoperable 10T so-
lutions capable of transforming industries and improving quality of life on a global scale.

5.3. Broader Implications

Broader implications of this research extend far beyond isolated use cases, emphasizing its
transformative potential to shape the evolution of IoT ecosystems across a far-reaching, wide range
of domains. By addressing critical challenges and proposing innovative solutions, this thesis pro-
vides a comprehensive framework for leveraging IoT technologies to address complex global chal-
lenges. Through continued research and innovation, the findings presented here have the potential
to transform industries, protect the environment, and improve quality of life for communities around
the world. The work serves as a catalyst for realizing the full promise of IoT technologies, driving
progress towards a more connected, sustainable, and equitable future.

Industry

By addressing critical challenges in deploying IoT systems within resource-constrained envi-
ronments, the findings contribute significantly to the advancement of Industry 4.0. This includes
enabling predictive maintenance, optimizing energy use, and fostering smarter automation systems.
Such capabilities are of paramount importance to industries striving to enhance operational effi-
ciency, reduce downtime, and achieve sustainable production processes”.

The industrial implications of this research are multifaceted. Predictive maintenance, sup-
ported by self-powered IoT devices, enables real-time monitoring of machinery and infrastructure,
reducing unexpected breakdowns and associated costs. The integration of autonomous IoT systems
into supply chains enhances visibility and control, allowing for dynamic resource allocation and just-
in-time operations. Furthermore, by minimizing energy consumption through tailored energy har-
vesting and storage solutions, industries can significantly lower their carbon footprint while main-
taining operational efficiency. These advancements align with global efforts to transition towards
more sustainable and resilient industrial ecosystems, making the findings of this thesis particularly
relevant in the context of ongoing digital transformation initiatives.

Environment

The research also holds profound promise for environmental conservation. Self-powered IoT
devices, by virtue of their ability to operate autonomously and sustainably, offer a compelling solu-
tion for reducing the ecological footprint of large-scale deployments. This is particularly critical in

* It is worth noting that the outcomes of this thesis remain at the stage of proofs of concept and have not yet
been industrially or commercially exploited.
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sensitive ecosystems where conventional technologies may disrupt natural processes or impose sig-
nificant maintenance burdens. Applications in biodiversity monitoring, for instance, demonstrate
how IoT sensors can provide detailed insights into wildlife behavior and habitat health without hu-
man intervention. Similarly, the deployment of IoT systems for forest fire prevention enables the
early detection of environmental changes, facilitating timely interventions that can mitigate disaster
risks. In aquatic ecosystems, self-sustaining IoT devices are used to monitor water quality, ensuring
the health and sustainability of critical resources. These examples illustrate how IoT technologies
can support global sustainability efforts while promoting environmental stewardship on a large
scale.

Society

Beyond environmental and industrial applications, the societal implications of this research
are equally profound. In urban environments, self-sustaining IoT systems have the potential to rev-
olutionize smart city initiatives, improving quality of life by enabling efficient resource management,
real-time traffic monitoring, and enhanced public safety. These systems can optimize energy distri-
bution, reduce waste, and support dynamic urban planning, ensuring that cities are equipped to
handle the challenges of rapid urbanization and climate change. Additionally, self-powered IoT sys-
tems can bridge the digital divide by providing access to advanced technologies in underserved or
remote regions. By enabling connectivity and facilitating data-driven decision-making, these inno-
vations empower communities to address local challenges and seize opportunities for development.

Sustainability

The implications of this research also extend into the realm of global sustainability and policy.
The deployment of IoT systems that integrate energy harvesting and low-power communication pro-
tocols aligns with international goals such as the United Nations Sustainable Development Goals
(SDGs). By providing scalable and inclusive solutions to challenges in energy access, resource man-
agement, and environmental protection, this thesis contributes to the broader mission of fostering
sustainable development worldwide. Moreover, the adoption of these technologies can drive the
creation of new regulatory frameworks and standards that promote the responsible and ethical use
of IoT systems, ensuring that their deployment benefits society.

This thesis not only advances the state of the art in IoT research but also lays a comprehensive
roadmap for the sustainable, scalable, and inclusive deployment of IoT systems. The findings serve
as a foundation for future research in several key areas. Hybrid energy systems that combine mul-
tiple harvesting techniques, such as solar and thermal energy, offer opportunities to further enhance
energy availability and reliability in diverse environments. Adaptive machine learning models can
optimize energy consumption dynamically, enabling [oT systems to respond intelligently to changing
conditions and demands. The expansion of interoperability frameworks will also be crucial for en-
suring seamless integration across heterogeneous networks and diverse application contexts, pav-
ing the way for more cohesive and collaborative IoT ecosystems.

Yet, deeper research on the ethical and societal dimensions of IoT deployments is necessary. As
IoT systems become increasingly pervasive, questions about data privacy, ownership, and security
will become more pressing. This thesis provides a—starting—steppingstone for addressing these
challenges by advocating for the development of robust encryption methods, decentralized authen-
tication protocols, and transparent data governance models. By aligning technological advance-
ments with ethical considerations, the full transformative potential of IoT technologies can be real-
ized in a manner that respects individual rights and promotes social equity.
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6. Conclusion

This thesis presents an in-depth investigation into the integration of energy harvesting with
wireless communication protocols for autonomous IoT devices, focusing on enhancing sustainabil-
ity, scalability, and adaptability in various real-world applications. Through comprehensive re-
search, including experimental validation, theoretical analysis, and field deployments, this study has
developed innovative frameworks and methodologies that contribute significantly to the IoT field.
Below is a summary of the primary findings and answers to the key research questions addressed
throughout this work.

The insights and methodologies developed in this thesis offer a versatile blueprint for IoT sys-
tems across various sectors, including healthcare, environmental monitoring, smart cities, and in-
dustrial automation. By providing a systematic approach to pairing energy sources with communi-
cation protocols and implementing adaptive management and security frameworks, this research
paves the way for cross-disciplinary IoT applications.

The findings are broadly applicable, enabling IoT developers and researchers to adapt these
strategies to meet specific industry needs, promoting innovation and sustainability within and be-
yond traditional IoT environments.

The insights and recommendations presented in this thesis illustrate the transformative po-
tential of integrating energy harvesting with IoT technology. This vision extends beyond the current
applications of IoT, positioning energy-harvesting devices as foundational elements in the next gen-
eration of sustainable, resilient, and adaptable technology systems. The findings offer a pathway for
IoT to not only address immediate operational needs but also to become a driver of environmental
and social progress on a global scale.

By enabling IoT systems to operate autonomously and efficiently across diverse sectors, this
thesis contributes to the foundation of a technology landscape that is both connected and sustaina-
ble, ensuring that IoT continues to serve the needs of a rapidly changing world. The continued ex-
ploration and application of these concepts in future research and development will further solidify
IoT’s role in fostering a more efficient, connected, and ecologically conscious future.

6.1. Future Research

This thesis provides valuable insights into integrating energy harvesting with wireless com-
munication protocols for autonomous IoT devices, offering a robust framework for creating sustain-
able and resilient IoT systems. Nevertheless, the findings open up numerous avenues for further
research and highlight potential applications that could extend and amplify the impact of this work.
In this section, we outline key recommendations for future research and discuss the broader ap-
plicability of the findings across various domains.

By advancing the integration of energy harvesting and wireless communication, this research
provides a framework for developing sustainable, autonomous IoT systems. The findings of this the-
sis hold significant implications for IoT applications across numerous sectors, including environ-
mental monitoring, smart agriculture, industrial automation, and smart cities. For instance, auton-
omous IoT sensors powered by solar or thermal energy can continuously monitor environmental
conditions in remote areas, while RF-powered devices could support healthcare applications within
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densely populated facilities. The flexibility and adaptability of these solutions highlight the potential
of energy-harvesting IoT devices to reduce maintenance costs, minimize environmental impact, and
support scalable, resilient IoT networks.

Therefore, this thesis presents a comprehensive study on the integration of energy harvesting
methods with wireless communication protocols, establishing best practices for pairing specific en-
ergy sources with compatible protocols. These insights contribute to the development of self-sus-
taining IoT devices capable of operating autonomously in diverse environments. As IoT technology
continues to evolve, the integration of energy harvesting will be essential in supporting sustainable,
scalable, and efficient IoT ecosystems that can meet the demands of a connected world. This re-
search provides a strong foundation for future innovation in energy-efficient IoT design, supporting
the advancement of resilient and resource-conscious [oT solutions.

Advanced Energy Harvesting Technologies

Future research should delve into emerging energy harvesting methods, such as piezoelectric
materials, hybrid photovoltaic-thermoelectric systems, and novel RF harvesting techniques. While
this thesis primarily focuses on established sources like solar, thermal, and RF energy, innovative
materials and hybrid systems are showing promise for generating higher and more stable energy
outputs. Exploring these sources could provide a richer understanding of how hybrid energy har-
vesting configurations might address power variability challenges, especially for IoT devices de-
ployed in environments with fluctuating energy availability. Additionally, the integration of flexible
or wearable energy harvesters could open new applications in fields like healthcare, smart clothing,
and mobile IoT.

Machine Learning for Predictive Power Management

Building on the adaptive power management strategies discussed in this research, future stud-
ies could investigate the application of machine learning models, particularly those trained on envi-
ronmental and operational data, to optimize power usage more dynamically. Predictive models could
forecast energy availability based on historical data, seasonal variations, and real-time environmen-
tal factors, enabling IoT devices to adapt their functionality preemptively. Reinforcement learning
approaches could also be explored, allowing devices to learn optimal power usage strategies based
on feedback from real-world operations. This advancement could be transformative for remote and
autonomous IoT applications, especially where manual adjustments to device settings are impracti-
cal.

Edge Computing & Localized Data Processing

As the volume of data generated by IoT devices grows, future research could focus on inte-
grating edge computing capabilities to process data locally, reducing transmission requirements
and conserving energy. By deploying lightweight, energy-efficient processors at the device level,
IoT systems could filter, aggregate, and analyze data in real time, sending only essential information
to the cloud. This approach would not only reduce latency and bandwidth demands but also allow
devices to operate autonomously in low-bandwidth environments. Future studies could explore en-
ergy-efficient processing algorithms that could operate on harvested energy, enabling real-time de-
cision-making in applications like environmental monitoring and industrial automation.
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Security Solutions for Post-Quantum IoT Networks

With the rise of quantum computing, the development of post-quantum cryptographic proto-
cols is becoming essential. Research could focus on creating quantum-resistant encryption tailored
for energy-constrained, energy-harvesting IoT devices. The challenge lies in optimizing crypto-
graphic techniques that provide robust security without depleting limited energy resources. Studies
could investigate hybrid encryption models that combine traditional and quantum-resistant meth-
ods, as well as lightweight cryptographic algorithms optimized for real-time data protection in crit-
ical applications, such as healthcare and industrial IoT.

Enhanced Interoperability Standards for Multi-Protocol IoT Networks

As 10T ecosystems become more heterogeneous, future research could aim to develop interop-
erability standards that facilitate seamless integration of devices operating on various communica-
tion protocols. While this thesis highlights the compatibility of specific energy sources with certain
protocols, broader interoperability frameworks are essential for IoT networks that span diverse en-
vironments and application requirements. Efforts could be directed towards developing universal
translation layers or protocol-agnostic communication standards, allowing energy-harvesting de-
vices to interoperate regardless of the protocols used in neighboring networks. Such research would
be instrumental for expanding IoT systems in smart cities and multi-tenant industrial environments.
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