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Abstract
Ransomware is a significant security threat that poses a serious risk to the security of smartphones, and its impact on 
portable devices has been extensively discussed in a number of research papers. In recent times, this threat has witnessed a 
significant increase, causing substantial losses for both individuals and organizations. The emergence and widespread 
occurrence of diverse forms of ransomware present a significant impediment to the pursuit of reliable security measures that 
can effectively combat them. This constitutes a formidable challenge due to the dynamic nature of ransomware, which 
renders traditional security protocols inadequate, as they might have a high false alarm rate and exert significant processing 
demands on mobile devices that are restricted by limited battery life, CPU, and memory. This paper proposes a novel 
intelligent method for detecting ransomware that is based on a hybrid multi-solution binary JAYA algorithm with a single-
solution simulated annealing (SA). The primary objective is to leverage the exploitation power of SA in supporting the 
exploration power of the binary JAYA algorithm. This approach results in a better balance between global and local search 
milestones. The empirical results of our research demonstrate the superiority of the proposed SMO-BJAYA-SA-SVM 
method over other algorithms based on the evaluation measures used. The proposed method achieved an accuracy rate of 
98.7%, a precision of 98.6%, a recall of 98.7%, and an F1 score of 98.6%. Therefore, we believe that our approach is an 
effective method for detecting ransomware on portable devices. It has the potential to provide a more reliable and efficient 
solution to this growing security threat.
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Introduction

The Android operating system is a popular target for hack-
ers due to a variety of factors. One key reason is the sheer
size of the market, and with billions of Android devices in
use around the world [1], there is a vast potential audience
for malicious attacks. The open-source nature of the Android
means that there is a wide range of potential vulnerabilities
that hackers can exploit. Finally, the diversity of hardware
and software configurations among Android devices makes
it difficult to create security patches that are universally appli-
cable, leaving many devices vulnerable to malware and other
types of attacks. Malware encompasses a variety of forms
such as viruses, worms, Trojans, and ransomware, which
can be used to compromise mobile devices and networks,
steal sensitive data, and extort victims through encryption
and ransom demands.

Ransomware attacks date back to the late 1980s [2], but
they have become increasingly sophisticated and widespread
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in recent years. The first known ransomware attack was
known as the AIDS Trojan, which targeted victims by dis-
playing a message claiming that their computer was locked
due to illegal activity and could only be unlocked by send-
ing payment to an address in Panama [2]. According to the
2022 Cyber Threat Report,1 ransomware attack has risen
to 105% worldwide. Ransomware spreads malicious code
through smart cell devices to prevent its users from access-
ing data or even interacting with the system until a payment
is made [3]. Ransomware uses many methods for financial
extortion, causing massive financial damage to individuals
or even businesses. The emergence of novel ransomware
variants such as BadRabbit, BitPayer, Cerber, Cryptolocker,
Dharma, DoppelPaymer, GandCrab, and Locky has resulted
in substantial economic damages, with losses reaching mil-
lions of dollars [4].

The exponential rise of ransomware attacks on smart-
phones presents a critical challenge to digital security. The
widespread adoption of smartphones has amplified the poten-
tial consequences of ransomware, inflicting significant finan-
cial losses on individuals and businesses in both personal
and professional spheres. While research efforts dedicated to
combating this problem are ongoing, the current landscape
paints a concerning picture. Traditional anti-ransomware
security protocols often produce high rates of false alarms
and require high computational speed. This dynamic threat
environment reaffirms the critical importance of novel secu-
rity solutionswhich are able to predict anddetect ransomware
attacks on mobile phones effectively. Since ransomware
keeps changing rapidly and mobile platforms are limited
in resources, the currently available solutions lack com-
pleteness in protection. Thus, the creation of new detection
methods is essential to increase our resistance against those
kinds of attacks.

Several security preventive controls have been enforced
on smartphones to control or prevent the distribution of
ransomware on Android platforms. The countermeasures
comprise malware detection, vulnerability detection, and
application strengthening. Malware detection techniques are
the most widespread among these and can be categorized
into three groups: static, dynamic, and hybrid methods as
discussed in [5]. Static methods extract features such as per-
missions andAPI calls from theAndroid application package
(APK) without executing the source code, while dynamic
methods implement the APK on an isolated environment to
examine the malware’s behavior. Hybrid methods combine
static and dynamic methods to increase their effectiveness
by concurrently analyzing the application’s static features
and code execution. In general, two primary methods are
utilized formalware detection: signature-based and anomaly-

1 https://fortune.com/2022/02/17/ransomware-attacks-surge-2021-
report/.

based. Signature-based methods compare the attributes of a
threat with those of previously known threats in a database.
Although these methods are effective in detecting known
threats, they are unable to detect newly emerging threats.
Anomaly-based methods do not depend on the presence of a
database and are, therefore, more effective in detecting new
malware species by predicting any deviation from normal
network behavior. These techniques are essential for pre-
venting ransomware and other malicious activities on smart-
phones, thereby improving the security of these devices.

Machine learning techniques have gained popularity in
recent times and replaced traditional methods as they have
demonstrated outstanding performance in malware detec-
tion [6]. The essential aspect in detecting malware is to
select pertinent and non-redundant features from a pool
of malware features. Meta-heuristic algorithms are often
employed to randomly search and acquire the best solu-
tion within a reasonable running time [5]. The metaheuristic
algorithmsearch process comprises exploration and exploita-
tion. Exploration entails searching throughout the search area
until the region with the best solution potential is deter-
mined. Exploitation involves searching in a promising area
and enhancing the best solution’s quality until a location
closer to the optimal solution is attained. Meta-heuristic
algorithms can be population-based (multi-solutions) which
are exploration-based methods or trajectory-based (single-
solution) which are exploitation-based. JAYA algorithm [7]
is a population-based algorithm that uses general common
parameters, thereby eliminating the need for algorithm-
specific parameters (parameter-less algorithm). This paper
utilizes the binary JAYA algorithm to search globally for
the optimal Android malware features subset. The proposed
method aims to detect ransomware using the support vector
machine (SVM) algorithm. The JAYA algorithm explores the
feature space to identify and optimize the number of features.
Simulated annealing (SA) is a trajectory algorithm employed
to enhance the final solution’s quality [8].

The limited availability of ransomware datasets can be
attributed to the difficulties associated with acquiring and
assessing ransomware samples. These challenges arise from
the intricate encryption and obfuscation methods employed
by ransomware, which impede effective detection and clas-
sification. Consequently, an imbalanced class distribution
emerges, with the non-ransomware category being predom-
inant and the ransomware class being rare [9]. This results
in additional hurdles for the support vector machine (SVM)
during the learning phase, as the classifier will tend to favor
the dominant class, leading to the overfitting issue. To address
this issue, the synthetic minority oversampling technique
(SMOTE) is employed to balance the two classes. The JAYA
algorithm is employed to identify the optimal feature sub-
set, the optimal number of nearest neighbors, and the ideal
SMOTE sampling ratio. The aim of this study is to develop
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a high-performance ransomware detection system using a
highly imbalanced dataset. The collected imbalanced dataset
represents the current market, where the percentage of ran-
somware is low in comparison to regular applications [10].

Motivation and Significance

This paper proposes a novel and groundbreaking approach
for detecting ransomware on smartphones and other portable
devices. Our method, referred to as SMO-BJAYA-SA-SVM,
leverages the combined strengths of two powerful algo-
rithms: JAYA and simulated annealing (SA). This hybrid
approach aims to achieve a critical balance between effi-
ciently searching a vast solution space (exploration) and
meticulously refining promising regions within that space
(exploitation), ultimately leading to superior ransomware
detection capabilities.

JAYA, a powerful optimization algorithm, excels in
exploring the solution space, but it can sometimes strug-
gle with local optima traps. To address this limitation, we
integrate SA, an algorithm renowned for its refined local
search capabilities. This strategic combination allows SMO-
BJAYA-SA-SVM to effectively navigate the solution space,
avoiding getting stuck in suboptimal solutions and efficiently
converging towards the optimal one.

Through rigorous empirical evaluation, we have demon-
strably proven the effectiveness of our proposed approach.
Compared to existing algorithms, SMO-BJAYA-SA-SVM
achieves superior performance, boasting an accuracy rate. In
essence, this research presents a unique hybrid system that
merges the strengths of various algorithms to create a robust
and efficient ransomware detection solution. This approach
paves theway for enhanced security on portable devices, pro-
tecting users from the ever-evolving threat of ransomware
attacks.

Our Contributions

Our key contributions consist of the following:

1. Provides a taxonomy for the most current research
projects that are trying to improvemachine learning tech-
niques for ransomware detection.

2. Makes use of an extremely difficult, imbalanced dataset
that is intended to mimic the present-day situation of the
Androidmarketplace,which ismarked by a notably small
percentage of the Ransomware class relative to the nor-
mal app class.

3. Provides a novel hybrid detection technique that makes
use of binary JAYA along with SA to properly balance
the exploration and exploitation search milestones.

4. Employs the SMOTE oversampling approach to rectify
the imbalanced data while maintaining the original infor-
mation integrity.

5. Presents a novel method that, through the use of a unified
framework, simultaneously optimizes feature selection,
the number of k-nearest neighbors, the imbalance ratio
of the SMOTE, and the cost parameter of the SVM. This
method effectively addresses multiple challenges in clas-
sification tasks.

6. Examines how well four evolutionary selection
algorithms-Random, Roulette wheel, Linear rank, and
Tournament-work when it comes to ransomware
detection.

7. The empirical results show that the proposed SMO-
BJAYA-SA-SVM approach is superior to other algo-
rithms. The accuracy rate, precision, recall, and F1 score
of the suggested approach were all 98.7%, 98.6%, and
98.7%, respectively.

Paper Organization

The current paper is structured as follows: “Related Work”
section presents an extensive review of the latest literature on
ransomware detection, highlighting the significant research
conducted in this field. Section “Algorithms” provides a
detailed explanation of our proposed approach, including the
algorithms used for detecting ransomware, the dataset uti-
lized, and the evaluationmeasures employed. In “Results and
Discussions’ section, we discuss the results of our study, out-
lining the critical features necessary for effective ransomware
detection and providing a detailed comparison with other
algorithms. Lastly, “Conclusion” section offers concluding
remarks, summarizing themain contributions of our research
and suggesting potential areas for future research.

RelatedWork

Ransomware has become one of the most prevalent and
devastating types of cyber-attacks, where the attacker takes
control of the victim’s system or data and demands a ran-
som to restore access. Traditional signature-based methods
are not effective in detecting new or unknown ransomware
variants, leading to the need for advanced methods such as
machine learning and deep learning to detect and mitigate
the ransomware threat.

Several research studies employedmachine learning algo-
rithms to detect and classify mobile malware. Wang et al.
[11] analyzed network traffic data by extracting patterns, data
streams, and protocols from the network. The extracted data
was then used for the training of machine learning model,
which resulted in a 97.5% detection rate and a false posi-
tive level of less than 0.5%. They compared their approach



with respect to other methods such as permission and code
analysis and found it to be superior in both accuracy and
false positives. Another similar research by Bae et al. [12]
investigated the use of machine learning algorithms such as
decision trees, support vector machines, and neural networks
in the detection of ransomware threats. The highest accuracy
was reached by neural networks at 98.94%, support vector
machines came second with a percentage of 97.66%, and
decision trees came third at 94.68%. This work highlights
the potential of machine learning for ransomware detection,
which may be improved using more advanced techniques.

The performance of six supervisedmachine learning algo-
rithms was assessed in the study conducted by Manzano et
al. [13]. They used CICIDS2017 dataset, which comprises
diverse network traffic such as usual traffic and traffic gen-
erated by various kinds of ransomware. The data is cleaned,
and 78 attributes are derived per network flow. They later
used six various supervised machine learning algorithms to
train models on the data and test their accuracy and exe-
cution time in the following check. They have found that
all six algorithms have high accuracy performance with F1
scores being in a range from 0.984 to 0.997. Nevertheless,
the execution time varies considerably, as some algorithms
may require several hours to train on the whole dataset. The
authors observed that random forest is the most successful in
terms of accuracy and reasonably fast speed.

The authors in Soi et al. [14] offer a detailed analysis
of the detection of Android malware, covering the urgent
requirement of both accuracy and interpretability in machine
learning models. Their novel method uses static analysis to
extract features that are meaningful, in particular, APIs from
the DEX Call Graph, delivering an intelligible and prompt
justification for the model’s decision. However, by shifting
emphasis to the most critical API calls and using NLP-based
approaches like TF-IDF and Word2Vec embedding, the pro-
posed methodology provides similar accuracy to the current
models, but increases interpretability. The accuracy of the
CNN-based classifier utilizing a dataset of more than 48,000
samples representing the years from 2008 to 2022 is 87.3%
while the F1 score is also 87.3%. This highlights the system’s
ability to identify both benign and malicious applications.
This study adds to the progress in the detection of Android
malware and also reveals core behaviors intrinsic to these
applications to help with the prevention of possible threats
in mobile device security.

The authors in Kim et al. [15] explored a deep learning
method for detecting mobile ransomware. They extracted
various features from over 41,000 app samples, analyzing
elements like manifest files, dex files, and .so files within
APKs. These features aimed to capture different aspects
of the applications, ultimately enriching the information
and better identifying ransomware threats. Their approach
achieved a reported detection rate of 98%. Masum et al. [16]

employed various classifiers on ransomware detection and
presented a framework for selecting features. The achieved
results showed that random forest achieved the best accuracy
results. Zhang et al. [17] proposed a static method to classify
ransomware. N-grams were generated from the opcode from
ransomware samples. The Term Frequency-Inverse Docu-
ment Frequency (TF-IDF) was computed for each N-gram
to select feature N-grams. The TF values of the feature N-
grams were the input for different machine learning methods
to execute ransomware classification. The experiments con-
ducted using real datasets showed that the proposed method
achieved the best accuracy of 91.43%.

Abdullah et al. [18] propose a novel approach for detecting
Android ransomware using dynamic features. The authors
argue that static features, which are commonly used in
existing ransomware detection methods, have limitations in
identifying sophisticated ransomware variants. The proposed
approach collects dynamic features from Android appli-
cations during runtime, which include system calls, API
invocations, and network traffic with the aim of classifying
them as either benign or ransomware. The authors conducted
experiments on a dataset of over 2000 Android applications,
including ten ransomware families, and achieved a detection
rate of 98.5%. The results demonstrate high detection rates,
which suggest that the proposed method has potential for
practical applications in mobile security.

Gera et al. [19] tested the effectiveness of ransomware on
Android mobile devices and revealed its serious impact on
device functionality and user safety. They aimed to deliver a
detailed analysis of the effects of ransomware attacks on the
Android ecosystem with a view to how ransomware threats
are changing for mobile users in the digital world of today.
The authors conducted experiments involving five Android
security systems: These are Google Play Protect, Kasper-
sky Internet Security, Norton Mobile Security, Avast Mobile
Security, and Bitdefender Mobile Security. The results high-
light the urgency of developing potent security tools and
monitoring for changing cyber threats in the mobile envi-
ronment, therefore, focusing on the importance of constant
updates and improvements of defensive mechanisms to safe-
guard devices against the detrimental effects of ransomware
and other versions of malware.

Bibi et al. [20] offer an advanced method of android
ransomware detection, which includes static and dynamic
analysis, multiple feature filtration as well as recurrent neu-
ral networks (RNNs). Their approach decodes static code
attributes and real-time runtime behaviors, allowing the
selected features to be fed into the RNN model. Evaluations
on a dataset of 8700 samples demonstrate high detection
accuracy (99.1%) and a low false positive rate (0.52%),
outperforming other methods. These results suggest the
proposed method’s effectiveness in detecting Android ran-
somware and its potential real-world application. Abbasi



research emphasizes the crucial role of effective malware
detection techniques, particularly in the context of Android
ecosystem growth that existing approaches such as Google
Play Protect have shown limitations.

The authors of Yadav et al. [25] proposed an automated
Android malware detection method. Their paper presented
a deep learning (DL) approach leveraging 26 state-of-the-
art pre-trained convolutional neural network (CNN) models
combined with support vector machine (SVM) and random
forest (RF) classifiers for big data learning and stacking. The
EfficientNet-B4 model, based on CNNs, exhibited remark-
able results achieving an impressive 95.7% accuracy in
binary classification of Android malware images from the
dataset, surpassing all other models. This study emphasized
the pressing need for efficientmalware detection systems due
to the exploding rate of malware, particularly considering
Android’s dominant market share and the increased vulner-
ability caused by fragmentation and the surge of mobile
banking Trojans during the COVID-19 pandemic. Utiliz-
ing image-based representations of Android malware, the
approach converted DEX files of over 2 million benign and
malicious Android apps into RGB color images. This not
only simplified the detection process but also demonstrated
robustness against code obfuscation.

The author in [3] provided a detailed description of the
serious security issue that is posed by ransomware to mobile
devices. The author discussed the shortcomings of present
anti-malware solutions that cannot effectively cope with
evolving ransomware variants that use sophisticated evasion
techniques. The author has used a similar approach to ours,
adopting the Binary JAYAOptimization Algorithm (BJAYA)
for ransomware detection in mobile devices. The perfor-
mance of BJAYA is validated against a range of datasets such
as 0-1 knapsack instances and real ransomware data, and it
is evident that BJAYA outperforms the other algorithms in
terms of detection rates and specificity. Especially, BJAYA
beat other algorithms in 85% of 0-1 knapsack datasets and
showed quite high sensitivity and Gmean value of 97% and
98.2%, respectively, in detecting ransomware. These find-
ings emphasize the importance of employing optimization
algorithms such as BJAYA in alleviating the growing danger
of ransomware attacks on mobile devices.

In [26], the authors combined the Grey Wolf Optimizer
(GWO) with an ensemble of SVM for ransomware detection
to optimize the number of clusters. Also, it compared the
results by applying the SVM single classification. The results
showed that SVM-GWO outperformed the corresponding
SVM classifier using the accuracy measure. Almomani et
al. [27] proposed a hybrid evolutionary approach for detect-
ing Android ransomware in the context of highly imbalanced
data. The approach combined a feature selection technique
based on PSO with a classifier ensemble composed of deci-
sion trees and k-nearest neighbors (KNN). The experimental

et al. [21] employed PSO in detecting and classifying ran-
somware and discussed the importance of the features for 
the groups. Alzubi et al. [22] suggested an approach of 
ransomware detection oriented to SVM and Harris hawks 
optimization (HHO). HHO was the function to tune the 
hyperparameters of the SVM classifier in so doing SVM 
performed the classification task. The experiments used 
CICMalAnal2017 dataset to test the algorithm. The results 
showed the ability of the HHO-SVM method to measure the 
features’ importance and to assess the relationship between 
the detected malware and the features.

The authors in [23] provided Android ransomware detec-
tion using both machine learning (ML) and deep learning 
(DL) technologies. They evaluated the effectiveness of differ-
ent ML and DL models, such as decision trees, support vector 
machines, k-nearest neighbors, feedforward neural networks, 
and tabular attention networks, through rigorous experimen-
tation using an open-source dataset, which contained 392,035 
records with 85 attributes. They highlighted important traf-
fic characteristics that influence detection performance and 
proposed an ensemble technique that combines strengths of 
multiple algorithms to improve resistance to emerging ran-
somware threats. Many pre-processes were applied such as 
binarizing labels, undersampling for handling class imbal-
ance, and converting categorical variables to the numerical 
ones. Feature scaling methods were used to solve problems 
like high training loss, confirming good learning of the data 
from the but model. To select the most significant features 
for classification, some feature selection techniques like for-
ward feature selection and feature importance were used, 
and consequently, 19 features were finalized. They evalu-
ated their approach using several supervised learning models 
such as decision trees (DT), support vector machines (SVM), 
k-nearest neighbors (KNN) and the ensemble techniques, 
and deep learning models like feedforward neural networks 
(FNN) and tabular attention networks (TabNet). DT outper-
formed the other classifiers, with an accuracy of 97.24%, 
precision of 98.50%, and F1 score of 98.45%, whereas, in 
terms of the highest recall, SVM achieved 100%.

The authors in [24] present a deep analysis of Android 
malware detection with particular emphasis on the effec-
tiveness of image-based analysis techniques. They suggest 
a new paradigm that integrates visual features obtained from 
AndroidManifest.xml with DEX file’s data section. Employ-
ing a temporal convolution network (TCN), they obtained 
considerable improvements in the accuracy of the detec-
tion and reached an astonishing precision of 95.45% and 
recall rate of 95.45% with a total detection accuracy of 
95.44%. Comparing with traditional convolutional neural 
network (CNN) and lightweighted MobileNetV2 models, 
through wide experiments, the TCN-based method performs 
better in using features from bytecode image sequence 
and improves Android malware detection efficiency. The



results showed that the proposed approach outperformed
other state-of-the-artmethods in terms of accuracy, precision,
and recall, achieving an accuracy rate of 99.64% and a false
positive rate of 0.03%. The hybrid approach was effective in
addressing the challenges of imbalanced data inAndroid ran-
somware detection, where the number of normal instances
was significantly higher than the number of ransomware
instances. The authors in [28] combined the Salp Swarm
Algorithm (SSA) and kernel extreme learning machine
(KELM). The SSA was used to optimize the hyperparam-
eters of the KELM to classify ransomware. The SSA-KELM
achieved an area under the curve of a value of 98%.

The related works emphasize the strategic role machine
learning techniques play in tackling the growing threat
posed by mobile ransomware. Researchers now have at their
disposal a wide variety of technology solutions based on
machine learning, some of which are targeted at address-
ing the changing threat landscape. Machine learning entails
a range of methods including feature extraction, selec-
tion, and classification that have been proven to be sound
in discriminating ransomware from benign software. From
static feature-based deep learning-based approach to the fea-
ture collection during runtime, each method has individual
strengths and abilities.

Despite the successes of these techniques in accurately
detecting real-world mobile ransomware samples, there is
a wealth of optimization algorithms that remain untapped,
which could enhance the classification results of the inte-
grated learning algorithms. In addition, as the existing
research revolutionized the current technologies in mobile
ransomware detection, there is still room for further improve-
ment. One promising direction which has been explored is
the usage of optimization algorithms such as the Binary
JAYA Optimization Algorithm (BJAYA) proposed in the
paper. With the use of these optimization techniques, the
researchers can fine-tune and optimize the performance of
machine learning algorithms to achieve higher accuracy and
greater robustness in detecting and countering ransomware
attacks on mobile devices.

Therefore, with the evolution of the threat landscape and
adversaries using more advanced strategies, the need for
continuous innovative and adaptive ways of detecting ran-
somware becomes ever more important. Optimization tech-
niques such as JAYA, when incorporated into the machine
learning toolkit, represent a preventivemeasure that will help
in containing ransomware attacks and keeping the mobile
ecosystems secure. Researchers can bemore successful in the
development of machine learning-based strategies by using
this untappedpotential thereby augmenting the ability of such
approaches to combat themobile ransomware thus ultimately
ensuring the confidentiality and integrity of mobile devices
and user data.

The proliferation of mobile ransomware presented an
increasing threat, and machine learning techniques emerged
as promising results for detecting andmitigating such threats.
Various machine learning-based approaches for mobile ran-
somware detection were proposed in the literature, leverag-
ing feature extraction, selection, and classification, as well
as hybrid methods that combined machine learning with
behavior-based analysis. Despite the successes of these tech-
niques in accurately detecting real-worldmobile ransomware
samples, there is a wealth of optimization algorithms that
remain untapped, which could enhance the classification
results of the integrated learning algorithms. In this paper,
we proposed the use of the JAYA algorithm for ran-
somware detection, with multiple modifications to improve
its performance.

Methodology

This section delves into the algorithms, methodology, data,
and evaluation metrics of our research on ransomware detec-
tion. It emphasizes the crucial role of accurate detection
in mitigating ransomware attacks. We thoroughly explain
the employed algorithms, highlighting the critical fea-
tures for effective identification. Our proposed methodol-
ogy for detecting ransomware, drawing from a real-world
dataset with malicious and benign samples, is meticulously
described. This real-world focus underscores the practical
relevance of our research in tackling genuine cybersecurity
challenges. Furthermore, we outline the evaluation metrics
used to assess the effectiveness of our approach, emphasiz-
ing the importance of appropriate metrics for reliable and
valid results. This comprehensive overview of our meth-
ods and data highlights the significance of our findings for
advancing cybersecurity.

Algorithms

Simulated Annealing Algorithm

Kirkpatrick’s 1983 work introduced the SA algorithm, a
trajectory-based approach that starts optimization with a sin-
gle solution and iteratively refines it through local searches
[8]. The refinement of the current solution is performed by
searching the neighboring solutions. At each iteration, a deci-
sion is taken depending on the computed value that subtracts
the objective values of the neighboring individual and the
best individual. If the resulting value is less than 0, then the
neighboring individual is announced as the best individual. If
a random value is less than the Boltzmann probability, then
the SA accepts the worse neighbor individual. The Boltz-



mann probability function P = e − � × T emp, where � is
the parameter that computes the difference between the fit-
ness of the current individual and the best individual. At the
same time, Temp is the temperature parameter that decreases
throughout the optimization process. If no condition is satis-
fied, then the best individual is not updated. Temp parameter
is updated at the end of each cycle. See Algorithm 1.

Algorithm 1 Simulated annealing (SA)
Input:T emp, Fitness, C I
Output: Optimal_individual, Optimal_cost
Fitness is the objective function
T emp is the temperature
C I = Current individual
N I the neighboring individual
Optimal_individual = C I
Optimal_cost =Fitness(C I )
Initialize T emp
Curr_individual = C I
Curr_cost = Fitness(C I )

while (Stopping criterion is not satisfied) do
N I = Produce new neighboring individual of C I

New_cost = Fitness(N I )

th = New_cost - Curr_cost
if (th < 0) then

Optimal_individual= N I
Optimal_cost = New_cost
Curr_individual = N I
Curr_cost = New_cost

else if (random(0, 1) ≤ e
−th
T emp ) then

Curr_individual = N I
Curr_cost = New_cost

end if
T emp=α T emp
end while

JAYA Algorithm

The JAYA algorithm [7] is a multi-solution algorithm. This
means that it starts the optimization process with a set of
solutions that will be updated by changing their positions
in the search space to approach near the optimal solution
and to avoid the positions of the worse solutions. This con-
cept is named the “survival of the fittest.” The main merits
of the JAYA algorithm that encouraged us to use it in this
paper are the few parameters that need to be tuned. It uses
only the maximum iterations and the size of the population
parameters, but there are no specific algorithmic parameters
to experiment with. The steps of the JAYA algorithm can be
summarized as follows:

– The parameters of the algorithm such as the number of
individuals and the maximum number of iterations are

initialized. Furthermore, the objective function and the
solution representation have to be identified.

– Generating the initial randompopulation. The population
has N solutions with D dimensions for each solution Si
= (Si,1, Si,2, . . . , Si,d). Equation (1) is used to generate
the random solutions.

Si, j = Slbj + (Subj − Slbj ) ×U (0, 1) (1)

where i ∈ (1, 2, . . . , N ), and j ∈ (1, 2, . . . , d). Si, j
is the jth element in the ith solution. Slbj , S

ub
j are the

minimum and maximum values of the element in the j
position. U (0, 1) is a function that is used to generate
uniform random values distributed in (0,1). Later on, the
objective value of the generated random solutions is com-
puted using the objective function Fitness(S).

– Identify the best and the worst solutions in the swarm.
Fitness(Sbest ) ≤ Fitness(Si ), i = 1, 2, ..., N . Fit
ness(Sworst ) > Fitness(Si ), i = 1, 2, ..., N .

– The JAYA operator is applied to randomly modify the
elements of each solution at each iteration as in Eq. (2):

Si, j = Si, j + random1 × (Sbest, j − |Si, j |)
− random2 × (Sworst, j − |Si, j |)

(2)

where Si and Si are the new and the current solutions,
respectively. Si, j is the modified value of the element
value Si, j . random1 and random2 are two random num-
bers ∈ (0, 1) to explore the search space. The term
random1×(Sbest, j −|Si, j |) shows how the current solu-
tionmoves closer to the best solution Sbest, j . On the other
hand, the term−random2×(Sworst, j−|Si, j |) showshow
the current solution avoids the worst solution Sworst, j .
The absolute values |Si, j | in Eq. (2) are subtracted from
Sbest, j and Sworst, j to improve the exploration of the
JAYA algorithm.

– When the new solution Si is generated, it compares to the
current one Si stored in the ith location in the swarm. If
the objective value of Si is better than the objective value
of Si , then the new solution replaces the current one in
the swarm

– The previous three steps are repeated until a stopping
criterion ismet such as themaximumnumber of iterations
is reached.

SMOTE Oversampling Method

Syntheticminority oversampling (SMOTE) is an algorithmic
solution method to address the problem of imbalanced data.
The method relies on generating artificial instances that are
similar to the actual ones [29]. For example, SMOTE redis-
tributes the Mj and Mn classes where Mj is a dominant



class, and Mn is a rare in the imbalanced dataset D with
N instances in such a way to make more balance between
them. It synthesizes new interpolated instances from the data
instances to increase the ratio of the Mn class.

Evolutionary Selection Schemes

Survival of the fittest is the standard selection concept that is
applied in the JAYA algorithm. This may reduce the diver-
sity of the algorithm and bias towards the best solution [30].
Therefore, this study applies other evolutionary selection
schemes [31]:

– Random: All solutions get the same selection probability
to select the value of any decision variable.

– Linear rank: It determines the selection probability of
the solutions using the individuals’ rank in place of their
fitness. The highest rank is given to the best solution,
whereas the lowest rank is given to the worst solution.

– Global-best: The best solution has a unity probability
value to be selected. On the other hand, the remaining
solutions have zero selection probability.

– Roulette wheel: The probability of selecting a solution
depends on its fitness value, so it is proportional to the
fitness of a solution. This means that a solution with a
higher fitness has a larger probability of being selected.

– Tournament: It gets a set of individuals from the entire
swarm. The number of selected solutions is determined
by the tournament size. These solutions are selected ran-
domly, and then a solution with the best fitness value is
selected from a tournament.

Proposed Hybrid JAYA-SA

The proposed ransomware detection method is based on
applying a wrapper-based feature selection framework. This
framework applies a hybrid evolutionary searchmodelwhich
is composed of JAYA population-based and SA trajectory-
based algorithms. The integration of the SA algorithm in the
structure of JAYA improves the exploitation power of the
standard JAYA. The SA is implemented at the end of each
cycle of the JAYA algorithm to search for a better individual
than the optimal individual generated by the JAYAalgorithm.
The optimal individual gained by the JAYA algorithm at the
end of each cycle is received by the SA algorithm as an initial
individual. This individualwill be refined by the optimization
process of SA. If SA finds a better individual, it will replace
the current optimal individual with the new one. Therefore,
the hybrid model generated by integrating SA with JAYA
will enhance the local search power of the JAYA and find
better individuals.

A SMOTE oversampling method is used for tackling the
imbalanced class problem by increasing the ransomware

instances and balancing the ransomware and benign classes
for better performance. The SVM is used as a classification
algorithm to generate the training model that performs the
classification task for applications as malicious and benign.

Figure 1 shows the proposed ransomware approach,which
is called SMO-BJAYA-SA-SVM. The BJAYA-SA algorithm
optimizes simultaneously the number of selected features, the
K nearest neighbors parameter of the SVM algorithm, and
the sampling ratio of theSMOTEmethod.Ageometricmean-
based fitness function is used to evaluate the classification
model produced by the optimization process to improve it in
later iterations.

The JAYA algorithm is a continuous optimization algo-
rithm. However, adapting it to deal with the feature selection
problem which is a discrete optimization problem needs
some modifications. In this study, a sigmoid transfer func-
tion which is given in Eq. (3) is applied to generate
binary solutions.

Sigmoid(S) = 1

1 + e−x
(3)

Each solution has three parts which are as follows:

1. Feature selection part: These features are selected based
on a list of n binary values shown as the first part of the
solution. Each binary value in the first part indicates if
a feature is selected or not. For example “0” means the
feature is not chosen while “1” means that the feature
is chosen. Therefore, the number of 1’s in the first part
indicates the number of selected features.

2. SMOTE part: In this part, the number of neighbors
(K ) and the oversampling ratio are represented. For
SMOTE, the number of neighbors indicates how many
neighbors are used to synthesize the malicious applica-
tion rare class. Four binary digits (0000–1111) reflect
a decimal range (0–15), respectively. Furthermore, the
oversampling ratio (r) indicates the number of oversam-
pled examples of the malicious class divided by the
number of examples of the normal class. It consists of
six binary digits (000000–111111) of a range (0.0 and
0.63), respectively.

3. TheSVMpart: The third part concerns the cost coefficient
parameter of the SVM classifier. It allocates eight binary
digits (00000000 to 11111111) that corresponds to a float
value in the range (0.0 and2.55). The cost parameter gives
indication on how the generated model fits the training
data where a high cost indicates low fit while a low cost
indicates high fit. This can help in avoiding the overfitting
in the training phase.

A fitness function is used internally to decide the goodness
of each solution in the proposed SMO-BJAYA-SA-SVM.



Fig. 1 The structure of the
solution in the proposed
ransomware detection method

This can indicate its ability to guide the optimization pro-
cess towards optimality and alleviate the stagnation in local
minima. In this study, the main objective is to maximize the
performance of the classification algorithm. The fitness is
formulated using Eq. (4), which is 1 minus the Gmean of
classification. The Gmean is identified by Eq. (7).

Fitness = 1 − √
Gmean (4)

The steps of the proposed SMO-BJAYA-SA-SVM can be
summarized as follows:

1. Initializing solutions: A set of solutions is randomly ini-
tialized, where each individual is composed of three parts
(feature selection, K , sampling ratio, C) as shown in
Fig. 2.

2. Updating solutions: Reposition the solutions through
the iterations to discover more locations to approach a
promising place near the optimal solution.

3. Mapping solutions: Extracting values from the solutions
to select features, and as an input to determine the param-
eters of the SMOTE method and the SVM classifier.

4. Evaluating the fitness of solutions: The Gmean is applied
to evaluate the improved solutions of each iteration based
on Eq. (4).

5. Stopping criterion: Terminates the procedure when a the
maximum number of iterations is satisfied.

6. Testing: Evaluate the classification model produced by
the SMO-BJAYA-SA-SVM algorithm on the testing part
using different evaluation measures. Figure 2 shows the
steps by which SMO-BJAYA-SA-SVM follows.

Algorithm 2 JAYASA algorithm
Initialize the parameters: population_si ze(N ), and Max_i terations
Initialize the solutions (Si, j )
Compute Fitness(Si ), i = 1, 2, ..., N
while i teration ≤ Max_i terations do
Identify the best solution (Sbest )

Identify the worst solution (Sworst )

for i = 1: N do
for j = 1: d do

Set random1 ∈ [0, 1]

Set random2 ∈ [0, 1]

Si, j = Si, j +random1 × (Sbest, j −|Si, j |)−random2 × (Sworst, j −
|Si, j |)

end for

if Fitness(Si ) ≤ Fitness(Si ) then
Si ≤ Si

end if

end for

Apply SA
i teration = i teration + 1;
end while

somware class (rare class) and the normal or benign class
(majority class). Using numbers, there are 500 applications
classified as ransomware while there are 10,153 applications
that are classified as benign. Four steps have been applied to
create this dataset in the Security Engineering Lab (SEL)2:

• Data collection: The Android applications have been col-
lected from different market repositories as packages
(APK). The malicious applications were downloaded

2 https://sel.psu.edu.sa/Research/datasets/2020_RansIm-DS.php.

Ransomware Dataset

The ransomware dataset used in this study is imbalanced 
since there is a large difference between the malicious ran-

https://sel.psu.edu.sa/Research/datasets/2020_RansIm-DS.php


Fig. 2 Flowchart of the
proposed
SMO-BJAYA-SA-SVM

from different online malware platforms such as Virus-
Total, RansomProper, and koodous whereas Google Play
store was used to download normal applications.

• Decomposition: The process of extracting some neces-
sary files from the APK file such as manifest file and
.smali files. These files contain the metadata and appli-
cation permissions.

• Parsing: Extracting the features of the application from
the manifest file and .smali files. The number of features
in this dataset is 389 features.

EvaluationMeasurement

The confusion matrix is the main source to derive these mea-
sures. Table 1 shows the confusion matrix where the positive
class is themalicious class and the negative class is the benign
class. The T P indicates the instances that are malicious and
are detected as malicious. The T N indicates the instances
that are detected as benign and are actually benign, whereas
the FP indicates the instances that are detected as malicious
but are actually benign, and the FN are instances that are
detected as benign but are malicious.

The sensitivity describes the ability of the learner to detect
the malicious applications as in Eq. (5), specificity describes
the ability of the learner to detect the benign applications as in
Eq. (6), and theGmeandescribes the balance of performances
detection for the malicious and benign classes as in Eq. (7).

Table 1 Confusion matrix

Actual malicious Actual benign

Detected malicious T P FP

Detected benign FN T N

Sensi tivi t y = T P

T P + FN
(5)

Speci f ici t y = T N

T N + FP
(6)

Gmean =
√

T P

T P + FN
× T N

T N + FP
(7)

Results and Discussions

The first experiment investigates the effect of different selec-
tion schemes on the performance of the proposed method to
detect ransomware when the benign/malicious class distri-
bution is imbalanced. Five variants of the proposed method
are investigated by using five different evolutionary selec-
tion schemes: Random, Linear rank, Global-best, Roulette,
and Tournament. Each method is embedded in the proposed
SMO-BJAYA-SA method and investigated using different
scenarios of the swarm size and number of iterations param-
eters. The used evaluation measures sensitivity, specificity,
and Gmean are shown in Table 2. Furthermore, it shows the
optimized values achieved for the SVM cost and the number
of selected feature parameters.

Table 2 observes that the Roulette wheel achieves the
highest results compared with the results obtained by the
other selection schemes. For example, when the swarm size
is 50 and the number of iteration is 50, the Roulette wheel
obtained the best sensitivity, specificity, Gmean, and themin-
imum number of features by having 97.5%, 99.8%, 98.6%,
and 171, respectively. Yet, it obtained the best specificity



Table 2 The results of the proposed method using different selection schemes with different parameter scenarios. The best results appear in
parenthesis

Selection scheme Swarm size #iterations Sensitivity Specifity Gmean Cost #features

Random 25 25 0.945 0.986 0.965 0.51 (181)

50 50 0.945 0.992 0.968 1.32 187

100 100 0.956 0.991 (0.974) 2.00 194

Roulette wheel 25 25 0.950 (0.994) 0.972 0.65 198

50 50 (0.975) (0.998) (0.986) 1.01 (171)

100 100 0.926 (0.995) 0.960 0.86 200

Global-best 25 25 0.963 0.987 0.975 0.54 197

50 50 0.956 0.992 0.974 0.55 183

100 100 0.950 0.985 0.968 1.02 209

Linear rank 25 25 0.969 0.971 0.970 0.34 190

50 50 0.945 0.997 0.970 2.32 208

100 100 0.945 0.989 0.966 1.12 (176)

Tournament 25 25 (0.981) 0.981 (0.981) 2.21 186

50 50 0.963 0.970 0.966 1.34 215

100 100 (0.969) 0.975 0.972 1.01 187

that the classification algorithms have close values and that
minimum running time was achieved by a random forest
classifier. The metaheuristic algorithms achieved close run-
ning time, but it is larger than the time consumed by the
standard classifiers. However, metaheuristic algorithms try
to get the best subset of features with a smaller size and max-
imum performance within a reasonable running time instead
of exponential running time that results from producing all
the combinations of features. The high-quality results are
achieved in Table 2 which explains the larger time compared
to the standard classifiers.

Comparison with Standard Classification Algorithms

The best version of SMO-BJAYA-SA-SVM, which uses the
Roulette wheel selection scheme, will be compared with
other commonly used classifiers including the Naive Bayes,
multilayer perceptron, random forests, and decision tree. For
the multilayer perceptron algorithm, the number of hidden
neurons is set to 10, and for the random forests, 100 trees
are used [26]. The results are shown in Table 3. The SMO-
BJAYA-SA-SVM achieved the best Gmean value with a
value of 98.6%, even that random forest obtained a close
result (97.0%). Regarding the sensitivity, the SMO-BJAYA-
SA-SVM also achieved the best value of 97.5%, while the
decision tree, and the multilayer perceptron obtained the
worst results by having 93.6% and 93.7% respectively. Using
specificity, the multilayer perceptron achieved the best result
of 99.9%. Although the proposed SMO-BJAYA-SA-SVM
method did not achieve the best result using specificity, it
achieved a close result which is 99.8%. The proposed SMO-

among all when the swarm size was 25 and 100, having 99.4%
and 99.5%, respectively. The Tournament can obtain the best 
results using the sensitivity and Gmean when the swarm size 
is 25 by having 98.1% and using the sensitivity when the 
population size is 100, gaining 96.9%. Furthermore, Ran-
dom achieved the topmost Gmean when the swarm size is 
100 (97.4%) and the minimum number of features (181) at a 
swarm size of 25. The Roulette wheel scheme outperformed 
them mainly when the swarm size is 50, and the number of 
iterations is 50, where the best cost parameter also was 1.01. 

Figures 3, 4, and 5 show the convergence curves of the 
JAYA algorithm using different selection schemes using dif-
ferent parameters settings of the swarm size, and the number 
of iterations (25, 25), (50, 50), and (100, 100). The figures 
show the ability of the algorithm to reach the optimal fitness 
value during the training phase across iterations. The figures 
show that the proposed algorithm has obtained the best con-
vergence behavior towards the best fitness when the Roulette 
wheel selection scheme was applied. On the other hand, the 
Random selection scheme has the poorest convergence trend. 
Also, for all the selection schemes, the algorithm gradually 
converges towards the optimal value, but this was affected 
by the number of solutions and number of iteration parame-
ters. The best convergence behavior was obtained with (100, 
100) parameter setting for the swarm size and number of 
iterations. Therefore, for the subsequent experiments, the 
SMO-BJAYA-SA will be applied with the Roulette wheel 
selection scheme and with (100,100) parameter setting.

Table 5 shows the results of running time for the pro-
posed SMO-BJAYA-SA-SVM versus other classification 
algorithms and other metaheuristic algorithms. It can be seen



Fig. 3 Convergence scales of
different selection schemes for
parameter scenario (25, 25)

BJAYA-SA-SVM achieved a better than standard classifiers
using sensitivity and Gmean.

Comparison with OtherWrapper-Based Algorithms

Table 4 shows the results achieved by BJAYA for feature
selection and using other swarm-based algorithms. These
include the Moth Flame Optimization (MFO), Salp Swarm
Algorithm (SSA), Grey Wolf Optimizer (GWO), and Parti-
cle SwarmOptimization (PSO). For fairness in comparisons,
the same settings are adopted having 50 iterations and a

population size value of 50. Table 4 shows that the pro-
posed SMO-BJAYA-SA-SVMachieved the results of 99.8%,
97.5%, and 98.6% for the specificity, sensitivity, and Gmean,
respectively. These are the best-achieved results compared
with other wrapper-based metaheuristic algorithms. Table
5 shows the running time (in seconds) results achieved by
BJAYA against other common algorithms and swarm-based
algorithms. As seen in Table 5, the standard algorithms have
close processing time. However, Naive Bayes took more
time than multilayer perceptron and random forest. On the
other hand, swarm-based methods have a close running time.
However, SMO-BGWO-SA-SVM tookmore time than other

Fig. 4 Convergence scales of
different selection schemes for
parameter scenario (50, 50)



Fig. 5 Convergence scales of
different selection schemes for
parameter scenario (100, 100)

Table 3 Comparison with common learning algorithms

Standard classifiers Specificity Sensitivity Gmean

Naive Bayes 0.961 0.945 0.959

Multilayer perceptron (0.999) 0.937 0.962

Random forest 0.976 0.966 0.970

Decision tree 0.914 0.936 0.951

SMO-BJAYA-SA-SVM 0.998 (0.975) (0.986)

methods. The proposed SMO-BJAYA-SA-SVM took the
shortest time to find the best solution among other swarm-
based methods. By comparing the standard algorithms and
the swarm-based algorithms, it is seen that the swarm-based
methods took a longer time to find the best solution. This
can be explained that swarm-based methods take a reason-
able amount of time to search in the feature space and find
the best subset of features. Generating higher-quality results
requires more time by swarm-based methods compared with
the standard methods.

Table 4 Comparison with other swarm-based algorithms

Standard classifiers Specifity Sensitivity Gmean

SMO-BMFO-SA-SVM 0.988 0.942 0.962

SMO-BSSA-SA-SVM 0.982 0.939 0.957

SMO-BGWO-SA-SVM 0.977 0.958 0.968

SMO-BPSO-SA-SVM 0.989 0.967 0.979

SMO-BJAYA-SA-SVM (0.998) (0.975) (0.986)

Feature Engineering

The proposed detection model identifies the most significant
features that are necessary to detect ransomware. This can
be known based on the number of times the feature appears
in the best individual across 30 independent runs.

An importance score is given for each feature accord-
ing to the number of times it appears in the best solution
over 30 independent experiments. Some of these features are
API calls and others are permission features. The permission
features have higher scores of more than 80% such as SYS-
TEM_ALERT_WINDOW,READ_PHONE_STATE,READ
_CALL_LOG ACCESS_NETWORK_STATE, KILL_BA-
CKGROUND_PROCESSES. This can be explained that the
permission features are exploited by the ransomware to gain
access to system resources. As opposed to API calls such
as android/system and android/opengl that are mostlyused

Table 5 Comparison with other feature selection methods

Standard classifiers Time (second)

Naive Bayes 25.61

Multilayer perceptron 21.42

Random forest 20.65

SMO-BMFO-SA-SVM 165.23

SMO-BSSA-SA-SVM 124.58

SMO-BGWO-SA-SVM 198.53

SMO-BPSO-SA-SVM 123.11

SMO-BJAYA-SA-SVM 108.76



by normal apps, many ransomware attack examples rely
on blocking access to system resources or displaying alert
windows. Moreover, other permissions are exploited to gain
information about the phone and network information or dis-
able some running processes such as anti-virus processes.
Other permissions such as RESTART_PACKAGES are used
to turn off processes in the background. RECEIVE_SMS
permission is exploited by ransomware to receive SMS mes-
sages to perform the payment online.

Conclusion

In conclusion, the paper presents a novel approach for
detecting ransomware using the SMO-BJAYA-SA-SVM
algorithm, which combines various optimization and selec-
tion schemes to achieve better performance. The proposed
method is shown to be effective in tackling the imbalanced
class distribution and optimizing the selected features, the
SMOTE parameters, and the SVM classifier cost. The results
demonstrate that the SMO-BJAYA-SA-SVM algorithm out-
performs standard classifiers and other wrapper-based algo-
rithms in detecting ransomware efficiently, with a Gmean
of 97.6%. The study also suggests future research direc-
tions, such as extending the proposed approach to develop
a multi-objective version of the metaheuristic algorithms
and adopting deep learning algorithms. The limited avail-
ability of ransomware datasets might be assigned to the
challenges involved in obtaining and evaluating ransomware
samples. These difficulties result from ransomware’s com-
plex encryption and obfuscation techniques, which make it
difficult to detect and categorize the infection. As a result,
the distribution of classes becomes imbalanced, with the
non-ransomware class dominating and the ransomware class
becoming uncommon. This causes the classifier to favor the
dominant class, which causes the overfitting problem and
presents extra challenges for SVMduring the learning phase.
Furthermore, it is challenging to develop security updates
that are globally relevant due to the wide variety of soft-
ware as well as hardware configurations among Android
smartphones and tablets, leaving many devices open to ran-
somware and other forms of assaults. Moreover, substantial
losses have been caused by the appearance of new ran-
somware variations.
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ration are included in the manuscript itself.
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