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Abstract: This study aims to examine the use of digital twins in critical infrastructure through a
literature review as well as a bibliometric and scientific mapping analysis. A total of 3414 documents
from Scopus and Web of Science (WoS) are examined. According to the findings, digital twins play
an important role in critical infrastructure as they can improve the security, resilience, reliability,
maintenance, continuity, and functioning of critical infrastructure in all sectors. Intelligent and
autonomous decision-making, process optimization, advanced traceability, interactive visualization,
and real-time monitoring, analysis, and prediction emerged as some of the benefits that digital twins
can yield. Finally, the findings revealed the ability of digital twins to bridge the gap between physical
and virtual environments, to be used in conjunction with other technologies, and to be integrated
into various settings and domains.

Keywords: digital twins; critical infrastructure; cybersecurity; security; review; bibliometric analysis;
scientific mapping

1. Introduction

Critical infrastructure can be composed of virtual and/or physical assets, systems,
and processes and relies on technological advancements and applications to seamlessly be
integrated and operate in various domains; hence, it is an integral component of modern
societies which increasingly depend on them [1–3]. Critical infrastructure and its definition
evolve along with the changes that take place to ensure the reliable, secure, and effective
function of communities as well as economic welfare and social well-being [4]. As critical
infrastructure is essential for a sustainable future [5], ensuring its resilience and continuous
functioning, even under complex circumstances and threats, is crucial [1,6]. Cybersecurity
issues, risks, and vulnerabilities are another major concern about critical infrastructure as
it has been one of the main targets for various cyberattacks [7–9]. Hence, improving the
security, availability, resilience, continuity, and performance of critical infrastructure has
been an urgent national priority for many countries [3,10,11].

This fact comes as no surprise as critical infrastructure significantly affects everyday
life due to the utilities that it offers [10]. Transportation and commuting systems, energy
grids, communication networks, pharmacies, and healthcare clinics are just some examples.
Additionally, it is regarded as an enormous public investment whose disruption can
have important consequences [12]. As critical infrastructure involves both physical and
virtual systems and assets, ensuring its cyber and physical security and resilience is a
must [3,6–8,10,12,13]. In the context of critical infrastructure, resilience refers to the ability
of a specific system to identify, withstand, adapt to, respond to, and recover from disruptive
events and urgent conditions, as well as from internal and external threats, and directly
impacts the reliability of the system [14,15].
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There are 16 broad critical infrastructure sectors in which the destruction or mal-
function of their physical or virtual systems, assets, and networks would have devas-
tating implications [16]. Namely, these sectors involve the (1) chemical, (2) commercial
facilities, (3) communications, (4) critical manufacturing, (5) dams, (6) defense industrial
base, (7) emergency services, (8) energy, (9) financial services, (10) food and agriculture,
(11) government facilities, (12) healthcare and public health, (13) information technology,
(14) nuclear reactors, materials, and waste, (15) transportation systems, as well as (16) water
and wastewater systems sectors [16]. However, geopolitical developments and economic
changes may modify this list of sectors [17].

It is worth noting that critical infrastructure in the different sectors is not indepen-
dent but mutually interconnected and interdependent [11]. The interdependency types of
critical infrastructure can be described from different dimensions [2]. Hence, according
to [2], various studies have presented different interdependency types of critical infrastruc-
ture, such as: (i) physical, cyber, geographic, or logical [11], (ii) functional or spatial [18],
(iii) physical, geospatial, policy, or informational [19], (iv) input, mutual, shared, exclusive,
or co-located [20,21], and (v) functional, physical, budgetary, or market and economic [22].

As digital twins are data-driven and precise virtual replicas of real-world entities,
they can help bridge the gap between physical and virtual environments and be used in
various settings and domains [23–25]. By receiving input from the physical entity [26] and
through their diverse dimensions and capabilities, digital twins allow the optimization
of services, products, and devices and improving cybersecurity [9] through constant and
real-time monitoring and by capitalizing on the benefits of both horizontal and vertical
approaches [27]. In the context of digital twins, horizontal approaches refer to the adop-
tion and application of digital twins across different sectors and use cases while vertical
approaches refer to the deep integration of digital twins and their optimization in specific
domains or use cases. Digital twins have domain dependence, synchronization, autonomy,
and self-evolution as their main properties [28]. Additionally, communication capabilities,
unique identifiers, actuators and sensors, artificial intelligence, security and privacy, trust,
and virtual representation are some of the main characteristics of digital twins [29]. These
properties and characteristics render digital twins feasible to be integrated into different
domains. Extended reality technologies, robotics, haptic devices, data-driven modelling,
machine vision, cloud computing, tactile internet, 5G networks, artificial intelligence, and
the internet of things are some of the various technologies that enable the realization of
digital twins [24,30].

Digital twins have the potential to further improve the security, resilience, continuity,
and functioning of critical infrastructure across all sectors. As the topic is advancing, it
is important to present its evolution. Several systematic literature review studies have
examined the role of digital twins in infrastructure [31–34]. Although studies have been
conducted that examined the adoption, use, and role of digital twins in various domains,
e.g., transportation [35], energy [36], infrastructure [37], smart industrial systems [38],
manufacturing [39], smart building [40], health [41], transportation [42,43], power [44,45]
to the best of our knowledge, there has not been any other study that presents the current
state of the art regarding the adoption and integration of digital twins in the context of
critical infrastructure while taking all critical infrastructure domains into account through
a bibliometric and mapping analysis. To bridge this gap in the literature, this study aims
to examine the use of digital twins in critical infrastructure through an overview and a
bibliometric analysis and scientific mapping of the existing literature. The main research
questions set to be explored were: what the role of digital twins in critical infrastructure is
and what the current state-of-the-art is based on the existing literature. Therefore, the main
contributions of the study can be identified as its representation of the existing literature,
the bibliometric and mapping analysis of the related documents, the identification of the
topic evolution and emerging themes, as well as recommend future research directions.
The structure of the article is as follows: In Section 2, digital twins are presented and in
Section 3, the methodology, query, and tools used are described. In Section 4, the results are
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separated into 7 categories and are analyzed. In Section 5, the findings of this study and the
application of digital twins in critical infrastructure are discussed and directions for future
research are provided. Finally, in Section 6, the limitations of this study and conclusive
remarks are given.

2. Digital Twins

Digital twins consist of software services and models which capitalize on diverse data
aspects [46] and represent a virtual copy of a physical object or system while focusing
on the interaction between the physical and digital entities [47,48]. Hence, since digital
twins can support real-time monitoring and optimization as well as simulation-based
decision-making, they can be adopted and implemented throughout the product life-cycle
as they [49–54].

Digital twins are in unison with their physical counterparts [55]. Hence, they change
and evolve simultaneously as the life cycle of a product advances which, in turn, leads to
enhanced usability, controllability, and fidelity [24,56–58]. Digital twins can be considered
as living digital models of the physical entities represented in detail from micro to macro
levels, they are constantly updated with new data and information about the status of
the physical entity, and are able to predict future states as well as improve the overall
security and productivity of the physical entity [53,55,59–61]. Hence, digital twins capital-
ize on data, processes, integrated simulations, cognitive services, and machine-readable
representations to provide a formal one-to-one virtual representation of physical entities
and their states, behaviors, resources, interactions, characteristics, and communication
capabilities [24,51,62–67].

Through their intended application domains, content modularization, data integra-
tion, technologies, standards, and metamodels, digital twins can develop bi-directional
dynamic mapping processes and high-fidelity digital representations [68,69] which pro-
vide constructive feedback and insight through real-time simulation and prediction of the
state, behavior, and interactivity of the physical entities [48,70–73]. Moreover, digital twins
enable advanced and autonomous decision-making, real-time monitoring and analysis, as
well as interactive visualization which enable organizations to optimize their processes
and operations, effectively evaluate how their assets will evolve in the future, increase
their security and reliability, and address crucial issues [48,51,53,74]. Digital twins can
be adopted into various domains and use cases while yielding benefits and improving
processes [48,53]. For example, in built environments, digital twins can be used to assist in
planning, building, operating, and maintaining built assets [75]. To ensure an effective inte-
gration, there are mission, safety, security, and time critical issues that must be thoroughly
considered [74,76,77]. This is particularly true in the case of critical infrastructure.

3. Materials and Methods

Given the breadth of the topic concerning the use of digital twins in the context of
critical infrastructures and to provide a cohesive representation of the state of the art and its
evolution over the years, this study adopted a bibliometric analysis and scientific mapping
approach [78]. To ensure the validity of the study and its meeting the requirements of a
thorough bibliometric analysis and scientific mapping study [79,80], the guidelines of [81]
and the approach of [82] were followed. Additionally, the databases used were Scopus and
Web of Science (WoS) which are widely regarded as impactful and accurate and for that
reason they are being used in various domains [82,83].

To aid this study, “Bibliometrix”, which is an open-source R package, was used [81].
Specifically, R version 4.3.3 and Bibliometrix version 4.2.1 were used. To provide a thorough
look at the use of digital twins in critical infrastructure, no limitations were set in the
extensive search query which was applied on a topic level (title, abstract, and keywords) for
both Scopus and WoS. The query integrated keywords from all domains that are regarded
as critical infrastructures and used wildcards and logical operators to ensure that all the
related documents would be identified. More specifically, the search query that led to the



Information 2024, 15, 454 4 of 25

most accurate results after examining different combinations was: (“digital twin*”) AND
(“critical infrastructure*” OR “infrastructure*” OR “asset*” OR “facilit*” OR “service*”
OR “material*” OR “structure*” OR “supply chain*” OR “chemical*” OR “commercial*”
OR “communication*” OR “manufactur*” OR “dam*” OR “industr*” OR “emergenc*” OR
“energy” OR “financ*” OR “food*” OR “agriculture” OR “government*” OR “health*” OR
“hospital*” OR “medic*” or “information technolog*” OR “power” OR “transportation*”
OR “water” OR “wastewater” OR “educat*” OR “national securit*” OR “environment*”
OR “nuclear reactor*” OR “defense*” OR “defence*” OR “securit*”).

To provide a more accurate and clearer depiction of the process that led to the creation
of the document collection used, the flowchart from the PRISMA statement was used [84]
and is depicted in Figure 1. More specifically, 15,572 documents were retrieved from Scopus
and 9103 from WoS on 1 March 2024. In total, 24,675 documents were identified. Duplicate
documents (7818) were identified both automatically through “Bibliometrix” and manually.
Of the 16,857 documents that were assessed for eligibility, 1 document was removed as it
was a book review, 6 were removed as they were retracted documents, 17 were removed
as they were erratum, and 42 documents were excluded as they were missing most of the
required information. The inclusion criterion for a document to be included in the document
collection analyzed in this study was for the document to specifically refer to and focus on
the use of digital twins in critical infrastructure. The inclusion criterion was purposefully
kept generic to ensure that all documents related to the topic will be identified and included
in the study. Owing to the number of documents identified and to improve reproducibility,
an automatic approach was used to conduct the initial filtering of the documents. Taking
the scope of the study and the number and nature of the keywords into account, the use of
proximity operators was considered but not deemed appropriate. Specifically, proximity
operators have strict rules regarding the position of words within a sentence or text. In
the case of this study in which a complex query having multiple keywords was used, the
proximity operator was too limited as the position of words could drastically differ. Hence,
the existence of combinations of keywords based on the structure of the query within the
title and abstract at any position was examined instead of conducting the initial document
filtering (Reason 5). Thus, due to the extensive scope of the query as well as the fact that
it was also applied to the keywords of the documents, 13,377 studies were excluded as
they did not meet the inclusion criterion. Additionally, after manually examining the title
and abstract of each document as well as the information retrieved from the Scopus and
WoS databases and crosschecking the decisions made, the remaining documents were
manually filtered based on Reasons 1–4 presented in Figure 2 and on the values reported
by the databases. As a result, a total of 3414 documents were included in the document
collection that was examined in this study. This study synthesizes the outcomes of other
related works to provide an overview and carries out quantitative and qualitative analysis
using bibliometric and scientific mapping analysis methods. Through this approach, a clear
depiction of the current state-of-the-art can be achieved. The complete research process
and the steps taken are showcased in Figure 2.
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4. Result Analysis

This section presents the analysis of the results using descriptive statistics, figures,
diagrams, and tables. In order for the results to be more easily read, they are separated
into the following categories: (i) descriptive information, (ii) citation analysis, (iii) source
analysis, (iv) affiliation analysis, (v) country analysis, and (vi) document analysis.

4.1. Descriptive Information

The descriptive statistics of the collection of articles examined in this study, which
consists of 3414 documents derived from 1447 sources, are displayed in Table 1. The
documents were published from 2014 to 2023. It is worth noting that although the term
digital twins was introduced prior to 2014, when taking into account the search query,
the databases used, and the inclusion criterion, the first relevant to the topic published
document was identified in 2014. The importance and recency of the topic can be justified
by the average document age being 2.19 years, by the annual growth rate of 35.41%, as well
as by the average citations for each document being 17.42. Authors from all continents,
particularly 8827 authors from 75 countries, contributed to the creation of the documents
examined. In total, there were 181 single-authored documents while the significant majority
of documents were the result of collaboration among authors with an average of 4.27 co-
authors for each document. Despite this fact, with the international co-authorship rate
being 13.18%, it can be inferred that most of the collaborations involved authors from the
same affiliation or country. Moreover, it is worth noting that the documents were published
in various sources with conferences/proceedings (49.85%) and research articles in journals
(39.81%) being the most prominent of the different document types, followed by book
chapters (5.04%) and review articles (4.19%).

Table 1. Document collection information.

Description Results Description Results

Main information about data Document types
Timespan 2014:2023 Article 1359
Sources (Journals, Books, etc.) 1447 Book 11
Documents 3414 Book chapter 172
Annual growth rate % 35.41 Conference/proceedings paper 1702
Document average age 2.19 Editorial 27
Average citations per document 17.42 Review 143
Document contents Authors collaboration
Keywords plus (ID) 14,787 Single-authored documents 181
Author’s keywords (DE) 6908 Co-authors per document 4.27
Authors International co-authorships % 13.18
Authors 8827
Authors of single-authored documents 159

4.2. Citation Analysis

The increasing interest and the variety of studies being conducted around the globe
further highlight the potential of digital twins to be integrated in various domains and en-
rich critical infrastructure. As it can be seen in Figure 3, in which the number of documents
published in each year is presented, the vast majority of documents have been published
over the last few years and with the annual growth rate being 35.41%, it can be inferred that
the interest in this topic will further increase in the coming years. Moreover, based on the
annual scientific production, 2018–2019 was the period in which the interest in digital twins
in critical infrastructure started to grow, the period of 2020–2021 was when the interest in
the topic sparked, and the years 2022 and 2023 were the breakthrough years which also
demonstrated the largest number of published documents (923 and 1386 respectively).
Based on the scientific production and citations per year (Table 2), the articles published
in 2017 (n = 14, 212.93), 2016 (n = 3, 183.67), and 2018 (n = 69, 18.25) had the largest mean
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total citations per document. Nonetheless, this can be justified when taking into account
the citable years of the document and the number of documents published in the following
years. When the mean total citations per year is being taken into consideration, the docu-
ments published in 2015 (n = 1, 101.3), 2017 (n = 14, 26.62), 2016 (n = 3, 20.41), and 2018
(n = 69, 18.25) were the most impactful. However, given the growth of the topic and the
fact that most documents were published in recent years and have an average citable age of
2.19 years, these results can change in the future. Finally, it can be said that the most im-
pactful document was published in 2015, and the year with the most documents published
was 2023.
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Table 2. Annual scientific production and citations.

Year MeanTCperArt N MeanTCperYear CitableYears

2014 103 1 9.36 11
2015 1013 1 101.3 10
2016 183.67 3 20.41 9
2017 212.93 14 26.62 8
2018 127.75 69 18.25 7
2019 66.09 160 11.02 6
2020 34.72 302 6.94 5
2021 23.7 555 5.92 4
2022 9.02 923 3.01 3
2023 2.5 1386 1.25 2

4.3. Source Analysis

According to the number of documents published, the most relevant sources of the
1447 contained in this document collection are presented in Figure 4. The top-5 sources
which published the most documents related to the topic were: “Procedia CIRP (75 docu-
ments)”, “Applied Sciences (Switzerland) (56 documents)”, “IEEE Access (54 documents)”,
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“IFAC-PapersOnLine (51 documents)”, and “Sensors (44 documents)”. In Table 3, the most
impactful sources based on their h-index on the specific topic are displayed. The top-5 most
impactful sources were: “Journal of Manufacturing Systems (h-index: 24)”, “Procedia CIRP
(h-index: 23)”, “IEEE Access (h-index: 20)”, “Applied Sciences (Switzerland) (h-index: 19)”,
and “IEEE Transactions on Industrial Informatics (h-index: 18)”.
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Table 3. Most impactful sources based on h-index.

Sources h-Index g-Index m-Index TC NP PY-Start

Journal of Manufacturing Systems 24 39 3.429 2882 39 2018
Procedia CIRP 23 50 2.875 2567 75 2017
IEEE Access 20 54 2.5 3467 54 2017
Applied Sciences (Switzerland) 19 33 3.8 1200 56 2020
IEEE Transactions on Industrial Informatics 18 30 2.571 3426 30 2018
International Journal of Computer Integrated Manufacturing 15 26 2.5 1067 26 2019
Robotics and Computer-Integrated Manufacturing 15 20 3 1727 20 2020
IFAC-PapersOnLine 14 51 1.4 3575 51 2015
International Journal of Advanced Manufacturing Technology 14 26 2 2152 26 2018
Procedia Manufacturing 14 18 1.75 852 18 2017

To further examine the sources and their impact, Bradford’s law was used to clus-
ter them into 3 clusters, with cluster 1 representing the most impactful sources. More
specifically, cluster 1 (3.46%) was composed of 46 sources with 1136 documents, cluster 2
(22.53%) consisted of 326 sources with 1153 documents, and cluster 3 (74.29%) involved
1075 sources with 1125 documents. Based on the results depicted in Table 4, the top-5 most
impactful sources following Bradford’s law were: “Procedia CIRP”, “Applied Sciences
(Switzerland)”, “IEEE Access”, “IFAC-PapersOnLine”, and “Sensors”. The significance
of the topic is further highlighted when considering that sources of various types are
among the top-10 most impactful ones. Following Bradford’s law, the production of the
top-10 sources over time is displayed in Figure 5. Specifically, Figure 5 presents the num-
ber of documents published in each source per year. According to the results, it can be
noted that most documents in the top-10 most impactful sources were published in 2023
(452 documents), 2022 (292 documents), and 2021 (170 documents).
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Table 4. Most impactful sources based on Bradford’s law.

Source Rank Freq cumFreq Cluster

Procedia CIRP 1 75 75 Cluster 1
Applied Sciences (Switzerland) 2 56 131 Cluster 1
IEEE Access 3 54 185 Cluster 1
IFAC-PapersOnLine 4 51 236 Cluster 1
Sensors 5 44 280 Cluster 1
Journal of Manufacturing Systems 6 39 319 Cluster 1
Lecture Notes in Networks and Systems 7 36 355 Cluster 1
Journal of Physics: Conference Series 8 34 389 Cluster 1
IFIP Advances in Information and Communication Technology 9 32 421 Cluster 1
Proceedings of SPIE—The International Society for Optical Engineering 10 31 452 Cluster 1
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4.4. Affiliation Analysis

In total, the authors that contributed to this document collection were from
3266 affiliations. The affiliations whose authors published the most documents on the
topic are displayed in Figure 6. Based on the number of published documents on the topic,
the top-5 most prolific affiliations were: Shanghai Jiao Tong University (49 documents), Bei-
hang University (45 documents), The Hong Kong Polytechnic University (40 documents),
Nanyang Technological University (38 documents), and the University of Cambridge
(38 documents). The collaboration network among the different affiliations is presented in
Figure 7. In particular, the nodes of the network map correspond to affiliations, the lines
that connect them represent their relationships in terms of collaboration, and the different
colors reflect the clusters of affiliation whose authors collaborate more actively.
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4.5. Country Analysis

In total, authors from 75 countries contributed to this document collection. When
taking into account the number of documents published on this topic, China (820 docu-
ments), the United States (378 documents), Germany (327 documents), the United Kingdom
(205 documents), and Italy (193 documents) were the countries with the most published
documents, as it can be seen in Figure 8. Figure 9 presents the countries that received the
most citations. Based on the results, China (17,297 citations), Germany (4218 citations), the
United States (3170 citations), Italy (2245 citations), and the United Kingdom (2011 citations)
were the top-5 countries that received the highest number of citations. Furthermore, the
collaboration between the countries is showcased as a network in Figure 10 and as a map in
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Figure 11. Specifically in Figure 10, the nodes of the network map correspond to countries,
the lines that connect them represent their relationships in terms of collaboration, and the
different colors reflect the clusters of countries whose authors collaborate more actively.
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4.6. Document Analysis

In the context of the document analysis, the most impactful documents, the keywords
used, the trend topics, and the thematic evolution of the topic were explored. Table 5
presents the most impactful documents based on the number of global total citations they
have received. The top-5 most impactful documents were: [68,72,85–87].
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Table 5. Most impactful documents of the document collection based on the total number of citations
they received.

Document DOI Total Citations Total Citations per Year Normalized Total Citations

[85] 10.1109/TII.2018.2873186 1785 297.5 27.01
[72] 10.1007/s00170-017-0233-1 1752 250.29 13.71
[68] 10.1016/j.ifacol.2018.08.474 1550 221.43 12.13
[86] 10.1016/j.ifacol.2015.06.141 1013 101.3 1
[87] 10.1109/ACCESS.2018.2793265 986 140.86 7.72
[88] 10.1109/ACCESS.2017.2756069 884 110.5 4.15
[89] 10.1016/j.rcim.2019.101837 782 156.4 22.53
[54] 10.1016/j.jmsy.2020.06.017 720 180 30.38
[90] 10.1016/j.procir.2016.11.152 710 88.75 3.33
[91] 10.1016/j.eng.2019.01.014 668 111.33 10.11

Various types of documents were included in this collection. The most common
among them were: conferences/proceedings papers (49.85%), research articles in journals
(39.81%), book chapters (5.04%), and review articles (4.19%). Due to the applicability
of digital twins and the various categories of critical infrastructure, the large number of
review studies in comparison to other topics should be highlighted. The keywords used
can be categorized into author keywords and keywords plus. Although both categories
of keywords can satisfactorily present the document knowledge structure of Scopus and
WoS data, keywords plus results in a more representative depiction [92]. However, both
categories of keywords are reported in this study. The frequency of the keywords plus used
is presented in Figure 12 and the related co-occurrence network is displayed in Figure 13.
Particularly in Figure 13, the nodes of the network map correspond to keywords plus, the
lines that connect them represent their relationships, and the different colors reflect the
clusters of keywords plus co-occurrence. In total, three main clusters are identified, with
one of them being mostly related to digital twins and related key technologies (e.g., artificial
intelligence, the internet of things, virtual reality, blockchain, etc.) and aspects, the other one
being related to cyber-physical systems and manufacturing, and the third one being related
to advanced monitoring, adapting, and decision-making methods. The most commonly
used keywords plus were: “digital twin”, “cyber-physical system”, “industry 4.0”, “internet
of things”, “life cycle”, and “decision making”. Figure 14 depicts the frequency of the
author’s keywords while Figure 15 presents their co-occurrence network. Specifically in
Figure 15, the nodes of the network map correspond to author’s keywords and the lines
that connect them represent their relationships. In contrast to the three clusters identified
when examining keywords plus co-occurrence, only one cluster of keywords was identified
when exploring author’s keywords. This outcome is directly correlated with the use of
more specific and targeted keywords by authors. Nonetheless, the interrelationship and
interconnection of digital twins with other aspects and technologies, such as cyber-physical
systems, blockchain, and the industrial internet of things, is clear. For example, digital twins
are closely related to extended reality technologies (e.g., virtual reality and augmented
reality) and the metaverse. Additionally, it supports the realization of Industry 4.0 and
Industry 5.0 while also enriching manufacturing. It can integrate artificial intelligence
and machine learning methods to further amplify its potentials and it can lead to the
optimization of processes and to a positive digital transformation. The most commonly
used author’s keywords were: “digital twin”, “industry 4.0”, “internet of things”, “machine
learning”, “simulation”, and “artificial intelligence”. In addition, the relationship among
countries, keywords, and sources is displayed in Figure 16.



Information 2024, 15, 454 14 of 25Information 2024, 15, x FOR PEER REVIEW 15 of 27 
 

 

 
Figure 12. Most frequent keywords plus. 

 
Figure 13. Keywords plus co-occurrence network. 

Figure 12. Most frequent keywords plus.

Information 2024, 15, x FOR PEER REVIEW 15 of 27 
 

 

 
Figure 12. Most frequent keywords plus. 

 
Figure 13. Keywords plus co-occurrence network. Figure 13. Keywords plus co-occurrence network.



Information 2024, 15, 454 15 of 25Information 2024, 15, x FOR PEER REVIEW 16 of 27 
 

 

 
Figure 14. Most frequent author’s keywords. 

 
Figure 15. Author’s keywords co-occurrence network. 

Figure 14. Most frequent author’s keywords.

Information 2024, 15, x FOR PEER REVIEW 16 of 27 
 

 

 
Figure 14. Most frequent author’s keywords. 

 
Figure 15. Author’s keywords co-occurrence network. Figure 15. Author’s keywords co-occurrence network.



Information 2024, 15, 454 16 of 25
Information 2024, 15, x FOR PEER REVIEW 17 of 27 
 

 

 
Figure 16. The relationships among countries, keywords, and sources source relationships. 

Keywords were also used to examine the trend topics over the years as it can be seen 
in Figure 17 using keywords plus and in Figure 18 using author’s keywords. Due to the 
distribution of the documents published, trend documents emerged over the period of 
2018–2023. More specifically, the transition and convergence to cyber-physical systems, 
digital twins, and embedded systems is observed. Additionally, the focus on the role of 
digital twins in industry 4.0, artificial intelligence, and the internet of things was evident. 
Lastly, the emphasis on using digital twins in the context of blockchain, virtual reality, 
and the metaverse is observed. Using the global citation score as the impact measure, key-
words plus as the coupling measure, and Walktrap as the clustering algorithm, the docu-
ments were clustered. In total, 3 clusters emerged (Figure 19), which were related to (i) the 
internet of things, Industry 4.0, and digital twins; (ii) life cycle, manufacture, and digital 
twins; (iii) cyber-physical systems, embedded systems, and digital twins. 

Figure 16. The relationships among countries, keywords, and sources source relationships.

Keywords were also used to examine the trend topics over the years as it can be seen
in Figure 17 using keywords plus and in Figure 18 using author’s keywords. Due to the
distribution of the documents published, trend documents emerged over the period of
2018–2023. More specifically, the transition and convergence to cyber-physical systems,
digital twins, and embedded systems is observed. Additionally, the focus on the role of
digital twins in industry 4.0, artificial intelligence, and the internet of things was evident.
Lastly, the emphasis on using digital twins in the context of blockchain, virtual reality, and
the metaverse is observed. Using the global citation score as the impact measure, keywords
plus as the coupling measure, and Walktrap as the clustering algorithm, the documents
were clustered. In total, 3 clusters emerged (Figure 19), which were related to (i) the internet
of things, Industry 4.0, and digital twins; (ii) life cycle, manufacture, and digital twins;
(iii) cyber-physical systems, embedded systems, and digital twins.

Furthermore, given the breadth and diversity of the topic, its thematic structure was
also explored as it can be seen in Figure 20. Four themes emerged in total. The first
theme was related to the internet of things, energy utilization, real time, machine learning,
and learning systems. The second theme involved digital twins, industry 4.0, life cycle,
decision-making, and manufacture. The third theme referred to power, smart power grids,
electric power transmission networks, power grids, and energy management, while the
fourth one was related to architectural design, semantics, building information modeling,
structural health monitoring, and three-dimensional computer graphics. The first two
themes emerged as motor themes while the other two were categorized as emerging or
declining topics. Due to the recency of the topic and given the distribution of published
documents, the evolution of the topic over the years was examined during short time
periods. In Figure 21, the thematic evolution is displayed. The applicability of digital
twins in various domains and its potential to transform them throughout the life cycle of
products, services, or assets are highlighted. The close relationship of digital twins with
critical infrastructure and the industrial domain is evident. The focus on digital twins and
their role in the energy domain in recent years is also highlighted.
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5. Discussion

Ensuring the sustainability and security of critical infrastructure is imperative as they
constitute a core aspect of society, communities, and well-being and a vital factor in achiev-
ing a sustainable future [1–5,10]. However, as technology advances, new cybersecurity
issues and attacks arise which in many cases target critical infrastructure [7–9]. Since the
interconnected and interdependent critical infrastructure [11] of the 16 broad sectors [16]
consists of both virtual and physical assets, it is essential to enhance its resilience, security,
and availability [3,6–8,10–13].

Digital twins are a novel solution that can potentially address crucial issues and in-
crease the continuity, security, performance, and resilience of critical infrastructure in all
16 broad sectors [24,25,47,52] through their ability to provide autonomous and simulation-
based decision-making, interactive visualization, and real-time predictions and monitor-
ing [27,28,47,49–52,74], as well as to increase controllability, transparency, fidelity, and
usability [25,55–58]. Being data-driven and consisting of software services and models [46],
digital twins represent precise virtual copies of real-world entities with which they are in
unison and focus on the interaction between the replica and the real entity [23–25,47,48,53].
Hence, they can enhance human-computer interaction [93] and play a vital role in shaping
up smart city infrastructure [94]. Additionally, digital twins are closely related to Industry
4.0 and the internet of things [95,96]. However, there still remain several open challenges
that need to be addressed for digital twins to be more widely used in industrial settings [97].

As this study involved a bibliometric analysis and scientific mapping of the literature,
various aspects were explored, such as the document collection descriptive statistics and the
citation, source, author, affiliation, country, and document analysis. The analysis initially
involved 24,675 related documents from Scopus and WoS and after following the steps
specified in the PRISMA statement as well as the inclusion and exclusion criteria set, the
document collection examined was composed of 3414 documents which were published
in 1447 sources. A total of 8827 authors from 75 countries contributed to this document
collection which consisted mainly of conference/proceeding documents (49.85%), followed
by research articles published in journals (39.81%).

To summarize the outcomes of this analysis, it is clear that the interest in this topic is
constantly increasing. Although the overwhelming majority of documents were published
in 2020 and afterwards, the recency and importance of the topic and the significance of
integrating digital twins in critical infrastructure can be further justified by the average
document age being 2.19 years, with the average citations for each document being 17.42,
and the annual growth rate being 35.41%. When taking the h-index of each source into
account, “Journal of Manufacturing Systems”, “Procedia CIRP”, “IEEE Access”, “Applied
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Sciences (Switzerland)”, and “IEEE Transactions on Industrial Informatics” emerged as
the most impactful sources. When considering the total number of published documents,
“Procedia CIRP”, “Applied Sciences (Switzerland)”, “IEEE Access”, “IFAC-PapersOnLine”,
and “Sensors” were the top-5 sources with the highest number of documents published on
the topic. It is worth noting that different types of sources are among the top which further
justifies the scope and breadth of the topic.

The studies of Tao et al. [85], Tao et al. [72], Kritzinger et al. [68], Rosen et al. [86], and
Qi et al. [87] received the most citations throughout the years. Specifically, the study of Tao
et al. [85] looked into the role of digital twins and cyber-physical systems in the context of
industry 4.0 and smart manufacturing and focused on comparing and correlating them.
In another study, Tao et al. [72] looked into the use of big data within digital twin-driven
product design, service, and manufacturing to create more intelligent, sustainable, and
effective product life cycles. Kritzinger et al. [68] analyzed the role of digital twins in
manufacturing while also examining the concepts of digital models and digital shadows
through a categorical literature review. Rosen et al. [86] put emphasis on the significance of
digital twins and autonomy in the realization of intelligent and sustainable manufacturing.
Qi et al. [87] explored the use of digital twin services in the context of smart manufacturing
as it can drastically transform several processes, such as design, usage, maintenance, repair,
operations, and manufacturing.

Shanghai Jiao Tong University, China, Beihang University, China, The Hong Kong
Polytechnic University, Hong Kong SAR, Nanyang Technological University, Singapore,
and the University of Cambridge, the United Kingdom were the most prolific affiliations
based on the number of published documents on this topic. Of the 75 countries whose
authors contributed to this topic, China, the United States, Germany, the United Kingdom,
and Italy were the countries with the highest number of published documents. When
taking the total number of citations received into account, China, Germany, the United
States, Italy, and the United Kingdom were the countries whose authors received the most
citations. Although it is not possible to determine the development of critical infrastructure
nor the implementation level of digital twins in critical infrastructure of each country based
solely on the published documents, it is worth highlighting that authors from different
countries across continents have focused on exploring this topic. This fact highlights
the global significance of exploring different methods, tools, and approaches to improve
critical infrastructure as they constitute an integral part of a functioning society. The
topic and thematic analysis revealed the focus on integrating digital twins into various
sectors and their capabilities to transform and enrich each domain. In addition, the gradual
transition and convergence to cyber-physical systems, digital twins, and embedded systems
across the involved sectors was observed. The use of digital twins in the context of
artificial intelligence, the internet of things, industry 4.0, blockchain, virtual reality, and
the metaverse also emerged. In each of the time periods and settings explored, the close
relationship between digital twins, critical infrastructure, and the industrial domain was
evident. The role of digital twins in transforming the power sector was also noticed.

In order to effectively integrate digital twins in critical infrastructure, there are sev-
eral challenges and mission, safety, security, and time-critical issues that must be ad-
dressed [74,76,77]. Other issues involve challenges in simulation and modeling, in creating
comprehensive architectures, as well as data and metric-related concerns [11]. Some of the
open issues, whose solution would render the research on digital twins more coherent, are
the development of innovative services, the unification of model and data standards, the
creation of forums, and the open sharing of models and data [25]. In this context, there
is a need for a more specific definition of digital twins that will cover the concept and
use of digital twins in different application domains [28,85,89]. Due to the potential of
digital twins being integrated into critical infrastructure, different domains, and industries,
universal, common, holistic, and refined techniques, approaches, strategies, and regulations
for security and data sharing must be developed [8,28]. Other open issues in securing
critical infrastructure involve security, trust, privacy, and governance management, design-
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ing effective and secure network and communication channels, advancing self-healing,
simulation, decision-making, modeling, and situational awareness [3]. On that note, it is
important to develop appropriate evaluation and resilience metrics and reference models
and conduct concrete case studies [28,68,98]. Additionally, the recent advances in genera-
tive artificial intelligence highlight its potential to further enhance the capabilities of digital
twins as well as to empower and transform critical infrastructure systems [99–103]. Despite
this fact, little is known regarding the impact of generative artificial intelligence in critical
infrastructure and digital twins as well as the most optimal methods and approaches to
integrate it in various sectors while reinforcing cybersecurity and improving performance,
resilience, sustainability, and reliability. Hence, to increase the effectiveness and security of
critical infrastructure and to better comprehend the potentials of integrating digital twins
in various domains, future research should focus on further examining these challenges,
open issues, and research directions and improving the efficiency, capabilities, processes,
and accuracy of digital twins. Moreover, there is a need for meta-analysis studies to be
conducted to examine the different types of digital twins used across critical infrastruc-
ture, to identify specific challenges associated with their integration and use, as well as
to analyze and compare the specifications of integrating digital twins in different critical
infrastructure sectors. Finally, it is important to examine in more detail how key aspects
within critical infrastructure, such as resilience, reliability, security, continuity, functionality,
and maintenance, can be affected when adopting and integrating digital twins.

6. Conclusions

Critical infrastructure plays a vital role in modern society and communities as well as
in well-being and a sustainable future. Hence, ensuring the effective operation and security
of critical infrastructure is essential. Due to their nature and capabilities, digital twins can
be integrated into critical infrastructure to further improve their security and efficiency.
Therefore, this study aimed at providing an overview about the adoption and integration
of digital twins in critical infrastructure. Particularly, this study involved a bibliometric
analysis and systematic mapping of the existing literature. The use of two databases and
the inclusion of documents written only in English can be regarded as the main limitations
of this study.

The analysis revealed 3414 related documents that were published in 1447 sources
from 2014 to 2023. Most of the documents were published in conferences/proceedings or
scientific journals. Some of the documents were in the form of book chapters or review
articles. Only a few documents were editorials or books on the specific topic. In total,
8827 authors from 75 countries contributed to the creation of the documents and an inter-
national co-authorship rate of 13.18% was identified. The fact that authors from different
countries across continents have collaboratively focused on exploring this topic further
highlights its impact and the importance of improving critical infrastructure as they are
vital parts of society. Additionally, the most productive and impactful sources, authors,
affiliations, and countries were identified. The evolution, the trends, and thematic map of
the topic were also examined and revealed the current state of the use of digital twins in
critical infrastructure.

All in all, it can be inferred that critical infrastructure is closely related to techno-
logical advancements and digital twins are no exception to that. When integrated into
critical infrastructure, digital twins can offer several benefits, such as advanced traceability,
autonomous decision-making, real-time monitoring, analysis, and prediction, process opti-
mization, increased productivity and user satisfaction, improved product quality, reduced
risks, and time constraints. Hence, although there still remain open challenges and issues
that must be addressed, digital twins, due to their overall capabilities and their ability
to bridge the virtual and real environments, have the potential to increase the security,
resilience, reliability, maintenance, continuity, and functioning of critical infrastructure in
all sectors.



Information 2024, 15, 454 22 of 25

Author Contributions: Conceptualization, G.L., X.L. and R.C.-P.; methodology, G.L., X.L. and R.C.-P.;
validation, G.L., X.L. and R.C.-P.; formal analysis, G.L., X.L. and R.C.-P.; data curation, G.L., X.L.
and R.C.-P.; writing—original draft preparation, G.L., X.L. and R.C.-P.; writing—review and editing,
G.L., X.L. and R.C.-P.; visualization, G.L., X.L. and R.C.-P. All authors have read and agreed to the
published version of the manuscript.

Funding: No funding was received for conducting this study.

Informed Consent Statement: Not applicable.

Data Availability Statement: The dataset analyzed in this study is available from the corresponding
author upon reasonable request.

Conflicts of Interest: The authors declare no conflicts of interest.

References
1. Esnoul, C.; Colomo-Palacios, R.; Jee, E.; Chockalingam, S.; Eidar Simensen, J.; Bae, D.-H. Report on the 3rd international workshop

on engineering and cybersecurity of critical systems (EnCyCriS-2022). ACM SIGSOFT Softw. Eng. Notes 2023, 48, 81–84. [CrossRef]
2. Ouyang, M. Review on modeling and simulation of interdependent critical infrastructure systems. Reliab. Eng. Syst. Saf. 2014,

121, 43–60. [CrossRef]
3. Alcaraz, C.; Zeadally, S. Critical infrastructure protection: Requirements and challenges for the 21st century. Int. J. Crit. Infrastruct.

Prot. 2015, 8, 53–66. [CrossRef]
4. Rathnayaka, B.; Siriwardana, C.; Robert, D.; Amaratunga, D.; Setunge, S. Improving the resilience of critical infrastructures:

Evidence-based insights from a systematic literature review. Int. J. Disaster Risk Reduct. 2022, 78, 103123. [CrossRef]
5. Khan Babar, A.H.; Ali, Y. Framework construction for augmentation of resilience in critical infrastructure: Developing countries a

case in point. Technol. Soc. 2022, 68, 101809. [CrossRef]
6. Wells, E.M.; Boden, M.; Tseytlin, I.; Linkov, I. Modeling critical infrastructure resilience under compounding threats: A systematic

literature review. Prog. Disaster Sci. 2022, 15, 100244. [CrossRef]
7. Chowdhury, N.; Gkioulos, V. Cyber security training for critical infrastructure protection: A literature review. Comput. Sci. Rev.

2021, 40, 100361. [CrossRef]
8. Ani, U.P.D.; He, H.; Tiwari, A. Review of cybersecurity issues in industrial critical infrastructure: Manufacturing in perspective. J.

Cyber Secur. Technol. 2017, 1, 32–74. [CrossRef]
9. Pokhrel, A.; Katta, V.; Colomo-Palacios, R. Digital twin for cybersecurity incident prediction. In Proceedings of the IEEE/ACM

42nd International Conference on Software Engineering Workshops, New York, NY, USA, 25 September 2020. [CrossRef]
10. Ghorbani, A.A.; Bagheri, E. The state of the art in critical infrastructure protection: A framework for convergence. Int. J. Crit.

Infrastruct. 2008, 4, 215–244. [CrossRef]
11. Rinaldi, S.M.; Peerenboom, J.P.; Kelly, T.K. Identifying, understanding, and analyzing critical infrastructure interdependencies.

IEEE Control Syst. 2001, 21, 11–25. [CrossRef]
12. Brown, G.; Carlyle, M.; Salmerón, J.; Wood, K. Defending critical infrastructure. Interfaces 2006, 36, 530–544. [CrossRef]
13. Aradau, C. Security that matters: Critical infrastructure and objects of protection. Secur. Dialogue 2010, 41, 491–514. [CrossRef]
14. USA National Infrastructure Advisory Council (NIAC). Critical Infrastructure Resilience: Final Report and Recommendations; National

Infrastructure Advisory Council: Arlington, VA, USA, 2009.
15. Rehak, D.; Senovsky, P.; Hromada, M.; Lovecek, T. Complex approach to assessing resilience of critical infrastructure elements.

Int. J. Crit. Infrastruct. Prot. 2019, 25, 125–138. [CrossRef]
16. Cybersecurity & Infrastructure–Security Agency (CISA). Critical Infrastructure Sectors; Cybersecurity & Infrastructure–Security

Agency (CISA): Washington, DC, USA, 2023.
17. Moteff, J.D.; Parfomak, P.; Resources, Science, and Industry Division. Critical Infrastructure and Key Assets: Definition and

Identification; Congressional Research Service, Library of Congress: Washington, DC, USA, 2004.
18. Zimmerman, R. Social implications of infrastructure network interactions. J. Urban Technol. 2001, 8, 97–119. [CrossRef]
19. Dudenhoeffer, D.; Permann, M.; Manic, M. CIMS: A framework for infrastructure interdependency modeling and analysis. In

Proceedings of the 2006 winter simulation conference, Monterey, CA, USA; 2006. [CrossRef]
20. Wallace, W.A.; Mendonca, D.; Lee, E.; Mitchell, J.E.; Chow, J. Managing disruptions to critical interdependent infrastructures in

the context of the 2001 world trade center attack. Beyond Sept. 11th Acc. Post-Disaster Res. 2003, 42, 165–198.
21. Lee II, E.E.; Mitchell, J.E.; Wallace, W.A. Restoration of services in interdependent infrastructure systems: A network flows

approach. IEEE Trans. Syst. Man Cybern. Part C (Appl. Rev.) 2007, 37, 1303–1317. [CrossRef]
22. Zhang, P.; Peeta, S. A generalized modeling framework to analyze interdependencies among infrastructure systems. Transp. Res.

Part B Methodol. 2011, 45, 553–579. [CrossRef]
23. Lampropoulos, G.; Siakas, K. Enhancing and securing cyber-physical systems and industry 4.0 through digital twins: A critical

review. J. Softw. Evol. Process 2022, 35, e2494. [CrossRef]
24. Jiang, Y.; Yin, S.; Li, K.; Luo, H.; Kaynak, O. Industrial applications of digital twins. Philos. Trans. R. Soc. A Math. Phys. Eng. Sci.

2021, 379, 20200360. [CrossRef]

https://doi.org/10.1145/3573074.3573095
https://doi.org/10.1016/j.ress.2013.06.040
https://doi.org/10.1016/j.ijcip.2014.12.002
https://doi.org/10.1016/j.ijdrr.2022.103123
https://doi.org/10.1016/j.techsoc.2021.101809
https://doi.org/10.1016/j.pdisas.2022.100244
https://doi.org/10.1016/j.cosrev.2021.100361
https://doi.org/10.1080/23742917.2016.1252211
https://doi.org/10.1145/3387940.3392199
https://doi.org/10.1504/IJCIS.2008.017438
https://doi.org/10.1109/37.969131
https://doi.org/10.1287/inte.1060.0252
https://doi.org/10.1177/0967010610382687
https://doi.org/10.1016/j.ijcip.2019.03.003
https://doi.org/10.1080/106307301753430764
https://doi.org/10.1109/wsc.2006.323119
https://doi.org/10.1109/TSMCC.2007.905859
https://doi.org/10.1016/j.trb.2010.10.001
https://doi.org/10.1002/smr.2494
https://doi.org/10.1098/rsta.2020.0360


Information 2024, 15, 454 23 of 25

25. Tao, F.; Qi, Q. Make more digital twins. Nature 2019, 573, 490–491. [CrossRef]
26. Batty, M. Digital twins. Environ. Plan. B Urban Anal. City Sci. 2018, 45, 817–820. [CrossRef]
27. Stark, R.; Fresemann, C.; Lindow, K. Development and operation of digital twins for technical systems and services. CIRP Ann.

2019, 68, 129–132. [CrossRef]
28. Sharma, A.; Kosasih, E.; Zhang, J.; Brintrup, A.; Calinescu, A. Digital twins: State of the art theory and practice, challenges, and

open research questions. J. Ind. Inf. Integr. 2022, 30, 100383. [CrossRef]
29. El Saddik, A. Digital twins: The convergence of multimedia technologies. IEEE MultiMedia 2018, 25, 87–92. [CrossRef]
30. Lampropoulos, G. Artificial intelligence, big data, and machine learning in industry 4.0. In Encyclopedia of Data Science and Machine

Learning; IGI Global: Hershey, PA, USA, 2023; pp. 2101–2109. [CrossRef]
31. Piras, G.; Agostinelli, S.; Muzi, F. Digital Twin Framework for Built Environment: A Review of Key Enablers. Energies 2024, 17,

436. [CrossRef]
32. Liu, C.; Zhang, P.; Xu, X. Literature Review of Digital Twin Technologies for Civil Infrastructure. J. Infrastruct. Intell. Resil. 2023, 2,

100050. [CrossRef]
33. Broo, D.G.; Schooling, J. Digital Twins in Infrastructure: Definitions, Current Practices, Challenges and Strategies. Int. J. Constr.

Manag. 2021, 23, 1254–1263. [CrossRef]
34. Cheng, R.; Hou, L.; Xu, S. A Review of Digital Twin Applications in Civil and Infrastructure Emergency Management. Buildings

2023, 13, 1143. [CrossRef]
35. Astarita, V.; Guido, G.; Haghshenas, S.S.; Haghshenas, S.S. Risk Reduction in Transportation Systems: The Role of Digital Twins

According to a Bibliometric-Based Literature Review. Sustainability 2024, 16, 3212. [CrossRef]
36. Kajba, M.; Jereb, B.; Cvahte Ojsteršek, T. Exploring Digital Twins in the Transport and Energy Fields: A Bibliometrics and

Literature Review Approach. Energies 2023, 16, 3922. [CrossRef]
37. Taherkhani, R.; Ashtari, M.A.; Aziminezhad, M. Digital Twin-Enabled Infrastructures: A Bibliometric Analysis-Based Review. J.

Infrastruct. Syst. 2024, 30, 03123001. [CrossRef]
38. Ciano, M.P.; Pozzi, R.; Rossi, T.; Strozzi, F. Digital twin-enabled smart industrial systems: A bibliometric review. Int. J. Comput.

Integr. Manuf. 2021, 34, 690–708. [CrossRef]
39. Moiceanu, G.; Paraschiv, G. Digital Twin and Smart Manufacturing in Industries: A Bibliometric Analysis with a Focus on

Industry 4.0. Sensors 2022, 22, 1388. [CrossRef] [PubMed]
40. Ghansah, F.A.; Lu, W. Major opportunities of digital twins for smart buildings: A scientometric and content analysis. Smart

Sustain. Built Environ. 2024, 13, 63–84. [CrossRef]
41. Katsoulakis, E.; Wang, Q.; Wu, H.; Shahriyari, L.; Fletcher, R.; Liu, J.; Achenie, L.; Liu, H.; Jackson, P.; Xiao, Y.; et al. Digital twins

for health: A scoping review. NPJ Digit. Med. 2024, 7, 77. [CrossRef] [PubMed]
42. Wu, J.; Wang, X.; Dang, Y.; Lv, Z. Digital twins and artificial intelligence in transportation infrastructure: Classification, application,

and future research directions. Comput. Electr. Eng. 2022, 101, 107983. [CrossRef]
43. Kouroupis, K.; Sotiropoulos, L. Cyber Challenges amid the Digital Revolution in Maritime Transport. Jurid. Trib.-Rev. Comp. Int.

Law 2024, 14, 321–340. [CrossRef]
44. Heluany, J.B.; Gkioulos, V. A review on digital twins for power generation and distribution. Int. J. Inf. Secur. 2024, 23, 1171–1195.

[CrossRef]
45. Palensky, P.; Cvetkovic, M.; Gusain, D.; Joseph, A. Digital twins and their use in future power systems. Digit. Twin 2022, 1, 4.

[CrossRef]
46. Rosen, R.; Fischer, J.; Boschert, S. Next generation digital twin: An ecosystem for mechatronic systems? IFAC-PapersOnline 2019,

52, 265–270. [CrossRef]
47. Liljaniemi, A.; Paavilainen, H. Using Digital Twin Technology in Engineering Education–Course Concept to Explore Benefits and

Barriers. Open Eng. 2020, 10, 377–385. [CrossRef]
48. Schleich, B.; Anwer, N.; Mathieu, L.; Wartzack, S. Shaping the digital twin for design and production engineering. CIRP Ann.

2017, 66, 141–144. [CrossRef]
49. Bécue, A.; Maia, E.; Feeken, L.; Borchers, P.; Praça, I. A New Concept of Digital Twin Supporting Optimization and Resilience of

Factories of the Future. Appl. Sci. 2020, 10, 4482. [CrossRef]
50. Jacoby, M.; Usländer, T. Digital Twin and Internet of Things—Current Standards Landscape. Appl. Sci. 2020, 10, 6519. [CrossRef]
51. Söderberg, R.; Wärmefjord, K.; Carlson, J.S.; Lindkvist, L. Toward a digital twin for real-time geometry assurance in individualized

production. CIRP Ann. 2017, 66, 137–140. [CrossRef]
52. Fuller, A.; Fan, Z.; Day, C.; Barlow, C. Digital Twin: Enabling Technologies, Challenges and Open Research. IEEE Access 2020, 8,

108952–108971. [CrossRef]
53. Ashtari Talkhestani, B.; Weyrich, M. Digital Twin of manufacturing systems: A case study on increasing the efficiency of

reconfiguration. at-Automatisierungstechnik 2020, 68, 435–444. [CrossRef]
54. Liu, M.; Fang, S.; Dong, H.; Xu, C. Review of digital twin about concepts, technologies, and industrial applications. J. Manuf. Syst.

2020, 58, 346–361. [CrossRef]
55. Eckhart, M.; Ekelhart, A. Digital Twins for Cyber-Physical Systems Security: State of the Art and Outlook. In Security and Quality

in Cyber-Physical Systems Engineering; Springer International Publishing: New York, NY, USA, 2019; pp. 383–412. [CrossRef]

https://doi.org/10.1038/d41586-019-02849-1
https://doi.org/10.1177/2399808318796416
https://doi.org/10.1016/j.cirp.2019.04.024
https://doi.org/10.1016/j.jii.2022.100383
https://doi.org/10.1109/MMUL.2018.023121167
https://doi.org/10.4018/978-1-7998-9220-5.ch125
https://doi.org/10.3390/en17020436
https://doi.org/10.1016/j.iintel.2023.100050
https://doi.org/10.1080/15623599.2021.1966980
https://doi.org/10.3390/buildings13051143
https://doi.org/10.3390/su16083212
https://doi.org/10.3390/en16093922
https://doi.org/10.1061/JITSE4.ISENG-2323
https://doi.org/10.1080/0951192X.2020.1852600
https://doi.org/10.3390/s22041388
https://www.ncbi.nlm.nih.gov/pubmed/35214289
https://doi.org/10.1108/SASBE-09-2022-0192
https://doi.org/10.1038/s41746-024-01073-0
https://www.ncbi.nlm.nih.gov/pubmed/38519626
https://doi.org/10.1016/j.compeleceng.2022.107983
https://doi.org/10.62768/TBJ/2024/14/2/09
https://doi.org/10.1007/s10207-023-00784-x
https://doi.org/10.12688/digitaltwin.17435.2
https://doi.org/10.1016/j.ifacol.2019.11.685
https://doi.org/10.1515/eng-2020-0040
https://doi.org/10.1016/j.cirp.2017.04.040
https://doi.org/10.3390/app10134482
https://doi.org/10.3390/app10186519
https://doi.org/10.1016/j.cirp.2017.04.038
https://doi.org/10.1109/ACCESS.2020.2998358
https://doi.org/10.1515/auto-2020-0003
https://doi.org/10.1016/j.jmsy.2020.06.017
https://doi.org/10.1007/978-3-030-25312-7_14


Information 2024, 15, 454 24 of 25

56. Grieves, M.; Vickers, J. Digital twin: Mitigating unpredictable, undesirable emergent behavior in complex systems. In Transdisci-
plinary Perspectives on Complex Systems; Springer: New York, NY, USA, 2017; pp. 85–113. [CrossRef]

57. Boschert, S.; Rosen, R. Digital twin—The simulation aspect. In Mechatronic Futures; Springer: New York, NY, USA, 2016;
pp. 59–74. [CrossRef]

58. Schluse, M.; Rossmann, J. From simulation to experimentable digital twins: Simulation-based development and operation of
complex technical systems. In Proceedings of the 2016 IEEE International Symposium on Systems Engineering (ISSE), Edinburgh,
UK, 3–5 October 2016; pp. 1–6. [CrossRef]

59. Židek, K.; Pitel’, J.; Adámek, M.; Lazorík, P.; Hošovský, A. Digital Twin of Experimental Smart Manufacturing Assembly System
for Industry 4.0 Concept. Sustainability 2020, 12, 3658. [CrossRef]

60. Zhang, H.; Liu, Q.; Chen, X.; Zhang, D.; Leng, J. A digital twin-based approach for designing and multi-objective optimization of
hollow glass production line. IEEE Access 2017, 5, 26901–26911. [CrossRef]

61. Zheng, Y.; Yang, S.; Cheng, H. An application framework of digital twin and its case study. J. Ambient. Intell. Humaniz. Comput.
2019, 10, 1141–1153. [CrossRef]

62. Chen, Y. Integrated and intelligent manufacturing: Perspectives and enablers. Engineering 2017, 3, 588–595. [CrossRef]
63. Haag, S.; Anderl, R. Digital twin–proof of concept. Manuf. Lett. 2018, 15, 64–66. [CrossRef]
64. Schluse, M.; Priggemeyer, M.; Atorf, L.; Rossmann, J. Experimentable digital twins—Streamlining simulation-based systems

engineering for industry 4.0. IEEE Trans. Ind. Inform. 2018, 14, 1722–1731. [CrossRef]
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