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Abstract

Cryptography is the science of secure communication. Originating as an esoteric discipline
based on heuristics, it underwent a mayor paradigm shift in the past century. Modern
cryptographic schemes are indeed formally proven secure through reductions. Such approach
allows arguing that security of a scheme holds as long as its base primitives are secure. A
popular approach to achieve this is through black-box constructions. These informally rely
on the underlying primitives only through its intended interface, therefore not utilizing any
additional structure that only concrete instantiations may enjoy.

Being black-box is a desirable feature for many constructions. As a design principle, it allows
for greater modularity and a higher level of abstraction. For concrete efficiency and security, it
means no expensive non-black techniques were deployed. The latter indeed often significantly
affects performances, as in the case of garbling or indistinguishability obfuscation, or requires
strong assumptions, as for SNARKS. Although desirable, a large body of research starting
from Impagliazzo and Rudich’s results (STOC ‘89), has shown that in some cases black-box
constructions are not possible, or suffer limitations.

In this thesis we push forward our understanding of the limitation of black-box constructions.
We do so by providing new negative results and lower bounds for several primitives from
standard cryptographic objects.

First, we focus on primitives that can be realized from a cryptographic prime order group, i.e.
where the discrete logarithm problem is hard. Such groups are the cornerstone of modern
public key cryptography and many primitives are known to exist based on them. In the first
three chapters, we study whether digital signatures, vector commitments, and non-interactive
zero-knowledge (NIZK) could be realized from a black-box group. We find that in this setting,
signatures only exist for polynomially small message spaces, vector commitments cannot be
succinct, and NIZK do not exist for many useful languages.

Second, we turn our attention to cryptographic group actions, discussed in the fourth chapter.
These represent one of the few post-quantum sources of hard problems currently available. A
problem of many threshold schemes in this setting is that computing the action of a secret-
shared group element requires high round complexity. Specifically round-robin protocols,
where parties interact sequentially, are currently the only black-box option. We show that
such limitation is inherent. Specifically, any protocol (black-box in the underlying group
action) computing the action of a shared secret, requires a number of rounds linear in the
privacy threshold.

Third, in the fifth chapter we investigate black-box realizations of Anamorphic Encryption
(AE). AE is a new encryption paradigm, guaranteeing privacy even against a dictator who
can enforce the usage of an encryption scheme of their choice and observe all user’s secret
keys. AE is defined with respect to a specific public key encryption (PKE) scheme, providing
an alternative, indistinguishable, encryption mode. Generic constructions that are black-box
with respect to the underlying PKE, and thus apply to any PKE, are known. However, these
only allow communicating few bits per ciphertext, specifically logarithmically many in the
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security parameter. We prove this to be the best any black-box construction can achieve.
Furthermore, we show how black-box constructions cannot satisfy stronger security notions,
such as Fully Asymmetric AE, recently introduced by Catalano et al. (Eurocrypt ‘24).
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Resumen

La criptografía es la ciencia de la comunicación segura. Originada como una disciplina
esotérica basada en heurísticas, experimentó un cambio de paradigma significativo en el
último siglo. Los esquemas criptográficos modernos son, de hecho, formalmente demostrados
como seguros mediante reducciones. Este enfoque permite argumentar que la seguridad de
un esquema se mantiene siempre que sus primitivas base sean seguras. Un enfoque popular
para lograr esto es a través de construcciones "black-box", que informalmente dependen de las
primitivas subyacentes solo a través de su interfaz prevista y por tanto no utilizan ninguna
propiedad matemática adicional de una implementación concreta de estas primitivas.

Ser black-box es una característica deseable para muchas construcciones. Como principio de
diseño, permite una mayor modularidad y un nivel más alto de abstracción. Para la eficiencia
y seguridad concretas, significa que no se han implementado técnicas costosas que no son black-
box. Estas últimas, de hecho, a menudo afectan significativamente el rendimiento, como en el
caso de "garbling schemes" o "indistinguishability obfuscation", o requieren suposiciones fuertes,
como en el caso de los SNARKS. Aunque deseable, una gran cantidad de investigaciones,
comenzando con los resultados de Impagliazzo y Rudich (STOC ‘89), han mostrado que en
algunos casos las construcciones black-box no son posibles o presentan limitaciones.

En esta tesis, avanzamos en nuestra comprensión de las limitaciones de las construcciones
black-box. Lo hacemos proporcionando nuevos resultados negativos y límites inferiores para
varias primitivas de objetos criptográficos estándar.

Primero, nos centramos en primitivas que pueden realizarse a partir de un grupo criptográfico
de orden primo, es decir, donde el problema del logaritmo discreto es difícil. Dichos grupos son
la piedra angular de la criptografía de clave pública moderna, y se sabe que muchas primitivas
existen basadas en ellos. En los tres primeros capítulos, estudiamos si las firmas digitales, los
vector commitment y pruebas de conocimiento cero no interactivo (NIZK) podrían realizarse
a partir de un grupo black-box. Encontramos que, en este contexto, las firmas solo existen
para un espacio de mensajes polinomialmente pequeño, los vector commitments no pueden
ser sucintos y las NIZK no existen para muchos lenguajes útiles.

En segundo lugar, en el cuarto capítulo dirigimos nuestra atención a las acciones de grupo
criptográficas. Estas representan una de las pocas fuentes de problemas difíciles en el contexto
post-cuántico actualmente disponibles. Un problema de muchos esquemas de umbral en este
contexto es que calcular la acción de un elemento de grupo compartido de forma secreta
requiere una alta complejidad de rondas. Específicamente, los protocolos de ronda en cadena,
donde las partes interactúan secuencialmente, son actualmente la única opción black-box.
Mostramos que tal limitación es inherente. Específicamente, cualquier protocolo (black-box
en la acción del grupo subyacente) que calcule la acción de un secreto compartido, requiere
un número de rondas lineal en el umbral de privacidad.

En tercer lugar, en el quinto capítulo investigamos las realizaciones black-box de la Cifrado
Anamórfico (AE). AE es un nuevo paradigma de cifrado que garantiza privacidad incluso
contra un dictador que puede imponer el uso de un esquema de cifrado de su elección y
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observar todas las claves secretas de los usuarios. AE se define con respecto a un esquema
específico de cifrado de clave pública (PKE), proporcionando un modo de cifrado alternativo e
indistinguible. Se conocen construcciones genéricas que son black-box con respecto a la PKE
subyacente, y que por lo tanto se aplican a cualquier PKE. Sin embargo, estas solo permiten
comunicar un número limitado de bits por cada texto cifrado. Probamos que este es el mejor
rendimiento que cualquier construcción black-box puede lograr. Además, mostramos cómo las
construcciones black-box no pueden satisfacer nociones de seguridad más fuertes, como la
"Fully Asymmetric AE", introducida recientemente por Catalano et al. (Eurocrypt ‘24).
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Chapter 1

Introduction

1.1 Historical Remarks
The ability to establish private means of communication has been a fundamental problem
accompanying mankind throughout history. Early records of such techniques were already
present in ancient Egyptian and Greek civilizations. The popular Caesar Cipher was used by
the roman commanders to exchange sensitive information with their generals.

For centuries thereafter, developments of new schemes closely followed the progress of known
attacks. Examples includes Alberti’s cipher, presented in his work de componendis cifris, and
Vigenére’s one. Both stemmed indeed from the need to make attacks for substitution ciphers
harder to carry out. The connection between security and computational power became
evident in the context of World War 2. Indeed, the efforts to break enigma-based codes
eventually succeeded also thanks to the realization of the bombe and colossus, impressive set
of computing machines.

Up until this point, cryptography was mostly deemed as an art: known techniques were indeed
based on heuristics, and security heavily relied on the secrecy of those techniques. The second
approach is now addressed as “security through obscurity”. This was arguably among the
main factors that delayed the development of cryptography, along with several bans on strong
cryptographic schemes in the decades after WWII.

Provable security. The major revolution that occurred in cryptography over the last half
century has been a methodological shift: rejecting security through obscurity, and rather
designing schemes that can be proven secure (and thus publicly disclosed). A milestone in
this sense was laid by the formalization of many fundamental primitives, including semantic
security for encryption [67] and unforgeability for signatures [68]. Agreeing on meaningful
definitions was indeed the first step toward the realization of schemes eventually achieving
them.

Unfortunately, however, unconditional security of virtually any cryptographic primitive would
have tremendous impact on fundamental problems in complexity theory. Definitive (positive)
answers are extremely hard to obtain based on our current knowledge. Hence, security is
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typically argued through a reduction. Informally, assuming a given problem to be hard, a
proof by reduction shows that any attack breaking the target security notion can be used to
also solve the hard problem.

Thanks to security reductions, reliance on heuristic assumptions can be effectively mitigated.
Indeed, this allows for quickly trusting new schemes whose security reduces to long-standing
problems, even though the scheme itself did not receive extensive cryptanalytic attention.
Moreover, reductions further allow to focus the cryptanalytic efforts only on a handful of core
problems. To this day indeed most cryptographic applications are based only on the hardness
of the discrete logarithm (and related problems), factoring, lattice problems (notably LWE),
codes, and more recently on isogenies.

Modular constructions. Another positive aspect of security reductions is that they
incentivize modularity. This often comes in terms of so called black-box constructions, i.e.
that rely on some base primitive only through its interface. Indeed, it is simpler to reduce the
security of a complex protocol to that of its components, rather than reducing it to the base
hard problems.

Black-box constructions are desirable for a few reasons. First, they grant freedom to instantiate
the base component arbitrarily in order to achieve different properties or efficiency trade-offs.
Moreover, should a specific realization of a component be proven insecure, this can easily be
replaced in black-box constructions with a different one (providing the same functionality).

Black-box realizations also tend to be more efficient than non-black-box (yet generic in the
underlying primitive) ones. A reason this occurs is that currently known non-black-box
techniques add significant overhead. This is for instance the case of garbling [110], fully
homomorphic encryption (e.g. [59]) or obfuscation [?].

Given the robustness, flexibility and maintainability black-box constructions come with, it is
usually interesting to study whether a given primitive can be black-box realized from other
simpler ones. As it will be discussed in the next section, unfortunately the answer does not
always turns out to be positive.

1.2 Separations
One of the weakest cryptographic primitives known to date are one-way functions (OWF), that
are functions easy to compute but hard to invert on average. If OWF exist, then many generic
constructions are known to realize most symmetric key primitives, notably pseudo-random
generators [73], pseudo-random functions [65] and thus symmetric key encryption, (interactive)
commitments [92] as well as (surprisingly!) digital signatures [99]. However, the relation
between OWF and public-key encryption (PKE), or stronger primitives, is less clear. To
this day indeed it is not known whether the existence of OWFs is enough to imply any PKE
scheme.

Relativizing reductions. The first indication of a negative answer to the last point came
in the groundbreaking result of Impagliazzo and Rudich [74]. Their work ruled out black-box
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(formally relativizing) constructions of key-agreement from one-way permutations. Apart from
the result itself, the key innovation of [74] lies in the technique. To show their separation they
prove the existence of an oracle relative to which one-way functions exist, but key agreement
is insecure. This in particular excludes black-box constructions (with a black-box security
reduction to the underlying primitive), as such construction should remain secure relative to
their oracle.

Following their results many subsequent works adapted their techniques to separate other
cryptographic primitives. Some examples include the separations of collision-resistant hash
functions [104] and one way permutations [76] from OWF, of public-key encryption from
oblivious transfer [61] and of trapdoor functions from PKEs [62].

1.3 Main Contributions
In this thesis we push forward our understanding of the intrinsic limitations of black-box
constructions. While all our results are further motivated and detailed in the following sections,
here we provide a high level overview. Throughout this thesis we mainly focus on the black-
box realization of five different primitives from a given base object of interest. Specifically
we investigate: signatures, vector commitments, and non-interactive zero-knowledge from
black-box prime order groups (without pairing and of known order); distributed computation
of the action of a secretly shared group element over a black-box group action; anamorphic
encryption [96] compilers for every PKE through black-box access.

In most cases we do not provide full separations in the sense of Impagliazzo-Rudich [74].
Instead, assuming a black-box construction in the given setting exists, we then derive efficiency
bounds. Those are informally summarized below for each case:

1. Signatures in Maurer’s GGM [88]: We show the same bound proved in [53] to hold
more generally in Maurer’s GGM, removing the linear verification constraint1. Such
bound informally implies that any signature scheme unconditionally secure in Maurer’s
GGM (an idealized model for group computation), whose key is composed of n groups
elements, can support at most n messages.

2. Vector Commitments (VC) in Maurer’s GGM: we show that when committing to a
vector of length n, either commitment or opening size must be Ω(

√
n). This is further

strengthened if the VC is hiding, in which case the commitment must have size Ω(n).

3. Non-Interactive Zero-Knowledge (NIZK) in Maurer’s GGM: we show that, for many
relativized2 relations, NIZK cannot exist. More precisely, NIZK of knowledge are
impossible for the preimage relation of OWF, which covers the discrete logarithm
relation. Moreover NIZK are impossible for hard subset membership languages such as
Diffie-Hellman.

4. Action of a shared secret in the GAM: we prove that computing s ⋆E for s a secret
group element t-out-of-n shared, either involves at least t rounds of interaction or t users

1i.e. a signature is valid iff a specified system of linear equations involving group elements is satisfied.
2i.e. defined relative to the group operation’s oracle
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can jointly retrieve s. This matches the known round-robin protocol round complexity,
proposed for threshold signatures from group actions.

5. Anamorphic Encryption (AE) for any PKE: we show that any realization of AE that
is black-box in the underlying PKEs (and thus would apply to any secure and correct
scheme) can only support polynomially bounded message space. Moreover, in the same
setting, stronger notions such as fully-asymmetric AE [35] are unachievable.

1.3.1 Improved Results for Algebraic Signatures

As explained in the introduction of [53], there informally appears to be a mismatch between
our theoretical and practical understanding of public key encryption and signature schemes.
On the one hand signatures are theoretically weaker objects, being equivalent to OWF. In
contrast, public key encryption is known to be black-box separated from many symmetric
key primitives, as discussed in Section 1.2. On the other hand, concrete PKEs are easier to
realize from simple assumptions, while efficient signatures often rely on the random oracle
model (ROM) [12] or require stronger assumptions [45, 108].

To address this gap, [53] focuses on signatures in (variants of) Maurer’s GGM, modeling a
prime order group of known order. In such model they show that any unconditionally secure
signatures scheme whose verification key consisting of n group elements can support message
space of size at most n. Their result however holds restricting the verification procedure to
only check a system of linear equations. Specifically, given verification key X and signature
(Y, t) for a message m, where X,Y are vectors of group elements, the signature verification
computes two matrices A = A(m, t) and B = B(m, t), and accept iff AX = BY.

Such requirement appears to be natural in the GGM, where constraints of the idealized model
only allow to compute linear combinations of given group elements and testing equality among
them. However this condition does affect generality, as also acknowledged in [53]. Examples
of signatures in the GGM that do not satisfy the given condition are provided in [32]. The
first result presented in this thesis is thus a generalization of [53] in two directions.

First of all, we study schemes with strictly linear verifications. This is a strict sub-class of
the algebraic schemes defined in [53], constrained as follows: the signature is assumed to be
(Y, z) with z a vector of field elements, and verification is limited to compute A = A(z,m)
(with A depending linearly on z), B = B(m) and check A ·X = B ·Y. For this class of
schemes we show the same strategy of [53] yields an efficient adversary, breaking security
unconditionally. In the full version of [32] it is also shown that assuming a dependency on z
either quadratic for A or linear for B instead yields to secure signature. This is done through
standard arithmetization techniques, and this entirely bypasses usage of the group.

Next, we show their bound to hold for any signature scheme that is unconditionally secure
in Maurer’s GGM. Our results also hold in the following generalized settings (which are
instrumental for later results): First, we assume the public key X to be split in two vector
X1,X2, the first produced by a trusted setup (and thus no secret information about it is
available to the signer), and the second one by the signer. Next, we show that if X2 contains
n2 group elements, and a given signature scheme allegedly supports n2 + ϑ messages, there
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exists an adversary producing ϑ valid forgeries (breaking what we call ϑ-unforgeability).

Techniques. Both results are fundamentally based on the strategy introduced by [53], where
the adversary initially maintains a linear space L of all possible exponents the verification key
X could have, and at each step either finds a forgery or a non-trivial relation on X which
reduces the dimension of L by 1. Our second result however required novel techniques to
overcome new problems.

The first problem we face is how to extract a set of linear equation of the form AX = BY from
a generic verification algorithm. The natural approach is through equality queries, provided
by Maurer’s GGM oracles. Each query indeed can always be interpreted as a linear check
a⊤X = b⊤Y. However, while the coefficients of the first equation are independent on X and
Y, subsequent queries may depend on the outcome of previous checks, eventually breaking
the linearity such verification in X and Y.

We solve the issue through brute-force. Specifically, we let our adversary, trying to forge m,
run the verifier S.VfyO0

eq,Oadd guessing the replies of O0
eq, that are χ-many bits β1, . . . , βχ. This

eventually yields two a set of linear constrains a⊤X = b⊤Y that should be satisfied (those
with βi = 1), and a set of constrains that should not be (those with βi = 0). If the resulting
system is satisfiable3 accepting and can be solved knowing X has exponent in L, our adversary
finds a forgery. Conversely, if the above condition does not hold for the (exponentially many)
possible reply choices for β1, . . . , βχ, our adversary queries a signature and learns a new linear
relation among the elements in X.

Our second technical challenge is that the attack above might find, in the worst case, all linear
relations among the elements in X = (X1,X2), thus requiring n1 + n2 queries (as opposed to
only n2). If X1, the CRS, were to be composed of random group elements we could argue
that finding linear relations among them is infeasible. However such argument would fail for
a possibly structured X1.

Our approach is to rely on a preprocessing phase through simulation. Here, the adversary
simulates the whole attack described above with keys sk∗,X∗

2 generated by him (as opposed
to use X2 provided by the challenger) several times. If the simulated adversary "fails" by
finding a new non-trivial relation on X1, the whole simulation is restarted. Note that finding
such query did cost polynomially many queries to the GGM, but required no (much more
precious!) signature query. Conversely, if the simulated adversary finds no new relations
sufficiently many time, our higher-level adversary runs it one last time with X2 provided
by the challenger, and answering signature queries forwarding them to the challenger. The
probability then that our subroutine finds the required forgeries without finding new relations
on X1 (and in particular does so in at most n2 signature queries) is then 1− 1/poly(λ).

1.3.2 Bounds for Algebraic Vector Commitments
Vector commitments (VC), introduced in [84, 31], generalize the notion of commitment scheme.
They allow committing to a long list of message through a compact digest, and later open

3i.e. no contradictory replies where given, for instance X = 0 and later X = 1.
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the vector in required positions in a publicly verifiable and succinct way.

To this day two classes of constructions exists: Tree-based ones, the most notable of which
are Merkle-trees [90], allows for realizations from simple primitives such as hash functions
at the cost of logarithmic opening proofs size. Alternatively, algebraic constructions from
more structured hypothesis exist. This includes pairing [77, 84, 31], RSA and groups of
unknown order [31, 19, 5] and lattices [94, 95]. Advantages of such constructions is that they
achieve constant commitment and opening proofs size. Moreover these often feature extra
properties e.g. (linear) homomorphism, batching/aggregation [23], sub-vector opening [19, 79].
Some of the above further supports more expressive functionalities than position opening,
including the evaluations of polynomials in arbitrary points (resulting in so called polynomial
commitments) or general inner products evaluations.

In the context of simple (known) prime order groups without pairing not many constructions are
known. The current best (folklore) construction is obtained combining Pedersen commitments
with inner product arguments [21, 22]. This would however come with Ω(log n) opening
proof size, and would heavily depend on hashing group elements, which breaks the algebraic
structure, preventing to easily achieve the desirable extra properties mentioned above.

The second result presented in this Thesis attempts to explain the current state of affairs. We
show that in Maurer’s GGM, where hashing group elements (or more generally using group
element’s representation) is disallowed, succinct VC cannot be realized. More specifically we
show tight lower bounds on the commitment and opening proof size, proving that any VC in
Maurer’s GGM with commitment and opening size ℓc and ℓπ respectively when committing to
vectors of length n, must satisfy ℓc ·ℓπ = Ω(n). In particular either ℓc = Ω(

√
n) or ℓπ = Ω(

√
n).

Furthermore, if the VC is hiding, i.e. no information is ever leaked about unopened entries,
a stronger bound holds. Namely, the commitment must contain Ω(n) group elements. Our
results are tight in the sense that constructions achieving them exist [11].

Techniques. Our main technique is to connect (algebraic) VC to (algebraic) signatures in a
way that allows us to use the previously discussed lower bounds. To do so, we show a generic
compiler that turns any VC into a signature with polynomially bounded message space. The
idea is simply to initially commit to a vector of n random messages (m1, . . . ,mn). Then, to
sign a message i in {1, . . . , n} we open the VC in position i.

Assuming the messages to all have high min-entropy and the VC to be hiding, it is intuitively
easy to show such transformation to yield an unforgeable signature. Indeed, even after many
signing queries, no information is leaked about the remaining messages. Thus forging a
signature for an unopened index i either requires to guess a message with high min-entropy
(information-theoretically hard), or to find a new opening in position i for the VC to a
different message. The latter results in a break of position hiding, which for a secure VC is
computationally hard.

Extending the result to non-hiding VC requires a different strategy. In this case unforgeability
cannot be argued, as information on opened messages might be leaked in previous opening.
However, if commitment and proofs are succinct, such leaked information cannot be too much.
Informally, about ℓc +Q ·ℓπ bits of the unopened messages are revealed at most after Q queries.
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If each message consists of 1 bit, forging more than ℓc +Q · ℓπ + λ positions should be as hard
as guessing λ random bits. Hence the scheme is ϑ-unforgeable secure with ϑ ≈ ℓc + Q · ℓπ.
Precise and more general bounds are given in Theorem 4.2.1.

Finally, the attack described to break a signature scheme with verification key consisting of
ν2 group elements, and message space of size n, can produce n − ν2 forgeries in ν2 queries
(crucially, the CRS size has no impact). Here ν2 is the number of group elements contained in
the commitment (due to our VC to signature compiler), and this ν2 ≤ ℓc. As a consequence
the scheme is ϑ-unforgeable only if n− ν2 ≤ ϑ = Θ(ℓc · ℓπ). Hence ℓc · ℓπ = Ω(n).

1.3.3 Impossibility of Algebraic NIZK
Zero Knowledge proofs and their non-interactive counterpart (NIZK) [17] are an essential tool
in modern cryptography. As they allow convincing a verifier about the validity of a statement
without leaking further information, they are naturally deployed to lift semi-honest secure
protocols (with no active attacks) to actively secure ones (where deviations from the protocols
are allowed). Due to their importance a vast literature exists about NIZK, with constructions
either in the random oracle model (ROM) or in the common reference string (CRS) one.

While most NIZKs target NP-complete relations, and can thus prove any NP statement
through Karp reductions, we will focus on specialized NIZK for group-theoretic relations such
as discrete logarithm or Diffie-Hellman. In this contexts three families of constructions exist.

In the ROM, the celebrated Schnorr proofs [100], later generalized in [39, 44, 89], allow
showing knowledge of a discrete logarithm (or more generally of the preimage of a linear map).
Subsequent improvements eventually led to logarithmic proof length [21, 22, 6]. All such
constructions are obtained compiling interactive sigma protocols (or multi-round) through
the Fiat-Shamir transform [56]. Notably, security in the multi-round setting has been open
for several year until proven in [7, 58, 46].

In the CRS model instead, a different line of work investigated NIZK from pairing groups
[69, 70, 71] eventually leading to the popular Groth-Sahai proofs [72]. These constructions,
besides removing the ROM, feature statical soundness and homomorphic properties. Still in
the pairing setting, [40] proposed a different framework to compile some of the sigma protocols
above without ROM. All these construction notably only make black-box usage of the bilinear
group.

A third way rejecting both pairings and the ROM was recently put forward through correlation
intractable hash (CIH). The approach is again to instantiate the Fiat-Smamir transform
with standard model tools as initially proposed in [25]. The work of Jain and Jin [75],
which instantiated CIH from sub-exponential DDH in pairing-free groups, eventually led to
NIZK from the same assumptions. On the one hand this improved our understanding of the
gap between pairing-free group and bilinear ones, proving it to be thinner than anticipated.
However, the usage of CIH, as well as their realizations, requires heavy non-black box usage
of the group. This is undesirable as the resulting schemes do not enjoy most of the useful
properties of Groth-Sahai.

The third result discussed in this thesis explains why best of both worlds solutions are unlikely
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to exist. Formally, we show that in Maurer’s GGM two distinct classes of (unconditionally
secure) NIZK are impossible to realize for group-related relations. First, NIZK-Argument
of Knowledge, are impossible for the preimage relation R = {(x, y) : f(x) = y} for any
function f that is one-way in the GGM. This includes the discrete logarithm relations. Second,
NIZK are impossible for hard subset membership problems. These are languages where two
efficiently sampleable distributions exist on the set of valid and invalid instances respectively,
and distinguishing among the two is computationally hard. The simplest example is arguably
the DDH language, but virtually any decisional assumption on groups gives rise to an hard
subset membership instance.

Note the two results are incomparable. Arguments of knowledge are a subclass of NIZKs,
meaning the first one cannot imply the second. On the other hand, some preimage relations,
notably the discrete logarithm one, have a trivial language. Hence the second result would
not hold for them and cannot in particular imply the first one.

Techniques. Different techniques are deployed for the two cases. Regarding the impossibility
of NIZK-Argument of Knowledge we proceed by contradiction. If such primitive exists, we can
then build hiding VC whose commitment contains O(1) group elements, violating previously
discussed results. Note that to reach a contradiction the opening size is not relevant.

To build intuition, let us focus here on NIZK for discrete logarithm. Given G1, . . . , Gn random
CRS elements we start with a Pedersen commitment c = m1G1 + . . .+mnGn. In order to open
mi while hiding the other messages a first approach is to give mjGj, i.e. mj in the exponent,
while also providing a proof of knowledge πj for mj. This preserves position binding. Indeed,
as πj are proof of knowledge, an extractor could obtain the exponents of two openings and
break discrete logarithm as in the security proof for Pedersen commitments. Unfortunately
though this is not hiding, as mjGj does not hide mj.

To circumvent such issue we use an hard-core predicate ℓ for discrete logarithm, e.g. [18, 85]
(for more general OWF we will use the Goldreich-Levin predicate [66]). With it the scheme
above can be adapted to commit to a vector of bits b1, . . . , bn by first sampling mi such that
ℓ(mi) = bi and then committing to c = m1G1 + . . . + mnGn as before. Opening to bi can
also be done as before: provided mi, Hj = mjGj and πj proofs of knowledge for mj for all
j ̸= i a verifier can check c = miGi + ∑

j ̸=i Hj, the validity of all πj and that ℓ(mi) = bi.
This eventually contradicts the results in Chapter 4 as the resulting VC is hiding, but the
commitment only contains O(1) group elements.

Our impossibility results for NIZK of hard subset membership languages instead follows a
different path. Here we build directly on top of the adversary breaking signatures in the GGM
described in Chapter 3. To start with a simpler case, assume the NIZK to be simulation-sound,
meaning that producing new proofs for false statement is hard even when access to a NIZK
simulator oracle is provided. This can be compiled to a signature scheme with polynomially
bounded message space. To do so, the signature CRS consists of n false statements x1, . . . , xn.
The verification key vk is the NIZK crs in simulation mode, and a signature for message i is a
(simulated) proof for xi. Unforgeability crucially depends on simulation soundness, which is
broken by the attack in Chapter 3 when n > |crs|.
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The same strategy for plain NIZK however fails. Indeed simulating even one statement might
grant the ability to prove any false one. To handle such constrained setting we leverage the
power of hard subset membership problems. Our reduction R, playing against a NIZK with
honest setup crs, will each round toss a coin and simulate the signature adversary A in one
out of two worlds:

1. In the first, it samples a true statement x and witness w, setting x as the CRS of a 1-
message signature. If A queries a signature for the only message x, R honestly computes
π using its witness and extracts from A a linear combination for the verification key
elements (i.e. its crs).

2. In the second, it samples a false statement x, and sets it as before as the CRS of a
1-message signature. If the adversary A returns a forgery, this will be a proof π for x,
which breaks the NIZK soundness.

As the two worlds are indistinguishable, as distinguishing true and false statement is hard, A
has no information on the world it is executed in. With sufficiently many repetitions, either a
forgery or a linear relation over the elements of crs can be then extracted. Thus R eventually
breaks soundness.

1.3.4 Bounds for Distributed Group Action Computation
Hard homogeneous spaces (HHS) [41] represents one of the few sources of supposedly post-
quantum problems along with lattices and symmetric key primitives. An HHS is informally
defined by a group action ⋆ : G × E → E (with (G,+) being a group) which is hard to
invert. A simple example of group action, to build intuition, is the scalar multiplication map
· : Fq ×G→ G mapping (a,G) 7→ a ·G. However, while in this example the set also features
a group structure, in general elements in E cannot be added in a way that respects the action.

Such limited structure is the main strength of HHS. Indeed quantum algorithms to break
discrete logarithm [102, 97] crucially rely on the periodic group structure. Note that current
instantiations of HHS are based on super singular isogenies, in particular from CSIDH. While
a recent line of work broke the (classical) hardness of SIDH [29, 86, 98], CSIDH was not
affected.

Compared to symmetric key primitives such as hash functions, the (limited) homomorphic
properties have proven useful to build a variety of cryptographic primitives. Notably PKE
[105, 91], signatures [47, 16, 55, 2], identification schemes [9], identity-based signatures [101, 1],
adaptor signatures [106], verifiable random functions [80], oblivious transfer [81], ring signatures
[15], group signatures [14], and most importantly threshold schemes [48, 43, 13, 24, 2, 3, 4].

However, compared to lattices or prime order groups, HHS are significantly less flexible,
especially for distributed protocols. A common problem that arises in the context of threshold
signatures or distributed key generation is to compute the action s ⋆E for a public E and a
secretly shared s. Over groups this is easily solved: if the sharing is additive, i.e. each party
has si so that s = s1 + . . .+ sn, then parties broadcast si ·G and locally multiply these group
elements to get s ·G. Group actions however do not admit such efficient aggregation. To the
best of our knowledge, only two solutions are known to date.
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A first one relies on so called round-robin protocols. The main idea is that parties are
linearly ordered, and then operate sequentially, i.e. at round i, the i-th party performs
some computation and return its output to the (i+ 1)-th user. Concretely, reconstructing
s ⋆E when s is additively shared is performed computing in the first round E1 = s1 ⋆E, in
the second E2 = s2 ⋆E1 and so on until En = sn ⋆En−1. Assuming semi-honest behavior,
eventually En = s ⋆E. This results in a computation and communication efficient protocol,
using the action in a black-box way, but its round complexity scales linearly in the number of
users, severely affecting scalability.

A second, always viable, approach is to rely on generic multi-party computation (MPC). While
this effectively solves the Ω(n) round complexity, it also introduces new issues. In particular,
generic MPC techniques requires an explicit description of the circuit evaluating the action
in order to compute it gate-by-gate. However, currently known circuits for HHS ([30]) are
not quite MPC-friendly. As high circuit size/depth affect either round or communication
complexity, this results in currently impractical protocols.

The forth result discussed in this thesis aims at arguing that such dichotomy of approaches is
inherent. More specifically, we show that any protocol computing s ⋆E (or, more generally a
function of s acting on E), with a t out of n secretly shared4 value s, either

• Depends on the group action circuit (formally, cannot be instantiated in the generic
action model).

• Has round complexity Ω(t)

Remarkably, the attack we provide when both conditions do not hold is efficient: hence relying
on external assumptions is not enough to bypass our result as opposed to those presented in
Chapters 3-5.

Moreover, we show tight efficiency bound for so called fair round-robin protocols, where all
users receive their output in the last round (even if a single corruption occurs). An example
of such protocol was proposed in [48] with communication and computation complexity
O(n log2 n). We prove this to be optimal when aiming for optimal round complexity when n
is a power of 2.

Techniques. The techniques we develop and refine to get our results are all graph-theoretic.
Following [20], the idea is to associate to any generic group action computation a directed
graph, where vertices are the observed set elements, and an edge between E1 and E2 exists if
Oact(a,E1) = E2 was queried5. A useful observation is that, given such (labeled) graph, if D
and E are connected it is possible to recover a such that Oact(a,D) = E.

For the sake of generality, we prove our results in (a relaxation of) the dense Generic Action
Model of [54], where oblivious sampling of set element is efficient. A first step is then to show
oblivious sampling to be useless in reconstruction protocols. Specifically we show that, for any
D ∈ E and machine A(D) returning (a,E) such that E = a ⋆D, then D and E are connected
in the associated graph. We call this the sequentiality lemma, as it shows that a ⋆D can only

4i.e. so that t+ 1 parties can recover s, but any set of t users cannot jointly recover any information on it.
5to avoid cycles we also require E1 to be observed before E2
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be computed through sequential applications of the action.

To obtain our first result we refine the lemma above in the interactive setting. Precisely, fix a
k round protocol computing Eout = s ⋆E0 given E0. Then among all paths connecting E0 to
Eout there exists one whose associated queries6 are such that no two were performed in the
same round by two distinct players. This implies that the path involves queries of at most k
users, and in particular those k users involved can jointly recover the path and so the secret s.

Regarding our second result, techniques are more involved. To recap, our hypothesis are that,
for t-out-of-n shared secret s, the protocol takes t+ 1 rounds (for simplicity let us assume
t = n− 1) and that each user outputs Ei

out = s ⋆E0 in the last round. A first approach to
show efficiency bounds could be to consider all paths connecting E0 to Ei

out. Indeed, taking a
single path, it is easy to show this must involve Ω(n) communication and computation, or else
some user along the path could have been skipped, leading to an attack as before. Considering
multiple paths however is harder, as those may share a (large) fraction of associated queries.

We address such issue with the following abstraction: to each path we associate the sequence
of indices π(1), . . . , π(n) of users involved in its computation. Since each user must appear at
least once (or else n − 1 users were involved, leading to attacks), π are permutations over
{1, . . . , n}. A key technical observation is then that two paths (with associated permutations
πi, πj) can share the same queries/set elements at round r only if πi, πj share the same prefix,
i.e. πi(1) = πj(1), . . . , πi(r) = πj(r).

Such observation allows us to link communication and computation costs to the number
of edges in the prefix tree of π1, . . . , πn. We can then conclude our argument in a purely
graph-theoretic way. First, what we call the tall sub-tree property (TSP) is introduced.
Informally, a tree is tall if all leaves have the same distance from the root and the height is
higher than the number of leaves. A tree has the TSP if all its sub-trees are tall. Leveraging
the fact that π1, . . . , πn are permutations, it is easy to show that their prefix tree satisfies the
TSP. Finally the argument is completed showing by induction that a tree with the TSP and
n leaves has Ω(n log n) edges. This concludes the proof of our bound on fair protocols.

1.3.5 Bounds for Black-Box Anamorphic Encryption
Anamorphic Encryption (AE) [96] is a novel paradigm to provide private communication
against a dictator exercising significant control over users. This includes observing user’s
secret key (violating receiver privacy) and influencing sent messages (violating sender freedom).
Such level of control is indeed plausible in contexts where strong censorship measures are in
place.

To address this, [96] put forward the notion of Anamorphic Encryption. In the so called
receiver AE setting, a given public key encryption scheme can be deployed in one out of
two modes. In regular mode keys and ciphertexts are computed honestly according to the
provided PKE. In anamorphic mode, an extra key dk is generated and shared between sender
and receiver. This allows to encrypt both a regular message m, recoverable with the scheme’s
secret key, along with a covert message m̂ which can only be retrieved using dk. An AE

6i.e. those queries to Oact that allowed us to place the edges forming such path.
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scheme is secure if the two modes are indistinguishable for a dictator holding both pk and sk.

Over the last years several constructions have been proposed [96, 78, 10, 107, 35]. Most of
them exploit specific properties of the underlying PKE. Notable exceptions are the rejection
sampling scheme in [96], as well as the first robust construction in [10], both generic in the
underlying PKE. The flexibility of being able to apply those construction to any PKE is a
desirable property in contexts where the PKE is chosen by the dictator. In such case indeed,
encryption schemes admitting efficient ad hoc anamorphism may simply be banned.

Currently, however, the price to pay for generic AE constructions is to only achieve low
communication rate. Indeed, both solutions mentioned above support anamorphic message
space of size at most polynomial in the security parameter. On the contrary most specialized
constructions do achieve exponential message space size. Another limitation is that stronger
notions of security were not known to be achievable through generic AE. This notably includes
Asymmetric AE, where in anamorphic mode two extra keys dk and tk are generated, acting
respectively as public encryption and private decryption key for anamorphic messages.

The fifth and final result presented in this thesis shows such limitations are inherent for the
class of black-box constructions. More in detail, we focus on AE schemes that only access the
underlying PKE through oracle calls – where security holds as long as the PKE is correct and
IND-CPA. For this class of schemes, assuming correctness on average (i.e. that decryption
error is negligible averaging on m, m̂), we prove:

• The anamorphic message space must be bounded by |M̂ | ≤ poly(λ).

• (A weakening of) Asymmetric AE is impossible, even with small message space.

As per other results targeting black-box constructions, the above limitations above could
be bypassed via non black-box techniques. However, subsequent work [37] showed that
common tools such as NIZK [17], Garbling [109] and indistinguishability obfuscation [?] do
not suffice. Dodis and Goldin [50] recently described a PKE in the ROM with backdoored
public parameters such that any AE for it must match our bound. Yet, whether for every
PKE (in the standard model) there exists a secure AE7 extending it with super-polynomial
anamorphic message space size, or not, remains open.

Techniques. The starting point of both results is a characterization of how AE black-
box PKE. We call it the ciphertext selection lemma. Roughly it states that AT.Enc, the
anamorphic encryption procedure, when encrypting a regular m and anamorphic m̂, must
return a ciphertext c obtained as E.Enc(pk,m). This is shown instantiating the PKE via truly
random functions (with carefully chosen parameters), referred to in the following as an ideal
PKE. In such case a value c not previously observed to be a valid encryption of m will result
in a decryption error with overwhelming probability, which the dictator can detect.

Given this powerful lemma, we prove the first bound on the message space as follows. First, an
information-theoretical game called a Random Oracle Channel is defined where two unbounded
players attempt to communicate a message under some restrictions (more on this later). Next,
through a compression argument, we bound the message space size to be at most poly(λ).

7at least semi-adaptively secure as defined in [37].
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Finally, we compile any AE into a ROC where the anamorphic message m̂ is exchanged,
meaning that |M̂ | ≤ poly(λ).

More in details, two players in a RO-channel abide to the following rules: both have access
to a common random oracle H, can make at most poly(λ) many queries to H, the sender
SH(m) → y can only return one of the (polynomially many) RO values it observed, while
the receiver RH(y) has to guess m. Constructing a RO-channel from black-box AE is then
achieved by replacing the ideal PKE’s encryption procedure with H(pk,m, r). AT.Enc on
input (m, m̂) is then a valid sender as, by the ciphertext selection lemma, it only returns a
value it obtained from H. Correctness further implies that AT.Dec is a valid receiver, as it
successfully recovers m̂.

Our second result instead proves the impossibility of building black-box asymmetric AE.
The added security requirement in this setting is that on input dk it is possible to produce
anamorphic ciphertexts for (m, m̂), but not to decrypt them. We will however show that
if such a scheme exists, then AT.Enc (which only requires dk) can be exploited to decrypt
ciphertexts. The main idea is that, by the ciphertext selection lemma, AT.Enc encrypts (m, m̂)
by choosing one of those ciphertexts obtained through queries to E.Enc(pk,m). In particular,
given a list of ciphertexts AT.Enc must be able to understand which one encrypts m̂.

Formally the attack works as follows: Our adversary initially obtains a challenge c∗ encrypting
either (m, m̂0) or (m, m̂1). Then it locally runs AT.Enc on input (m, m̂0) and replace the reply
of a randomly chosen query to E.Enc(pk,m) with c∗. Ideally, if AT.Enc cannot distinguish c∗

from fresh ciphertexts, correctness guarantees that c∗ is returned with probability ≥ 1/poly(λ)
if c∗ encrypts m̂0, and negligible otherwise.

Unfortunately however, AT.Enc can easily distinguish c∗ from fresh ciphertexts. This is the
case as c∗ was obtained through AT.Enc. While on the one hand we know c∗ is chosen from a
set of correctly distributed ciphertexts, on the other hand such choice introduces a (possibly
strong) bias8 in c∗. To save our argument we show that, although c∗ is distinguishable from
the other c1, . . . , cq observed by AT.Enc, when it encrypts the right message it is still chosen
with probability ≈ 1/q. This unexpected result follows by a more general observation on what
we call symmetric choice function.

A symmetric choice function is any f which returns one of its arguments and does not depend
on the argument’s order. Our key observation is that such functions are consistent in their
choices. More precisely, given freshly sampled u1, . . . , un, v2, . . . , vn, let v1 = f(u1, . . . , un).
Then this element is chosen again, i.e. f(v1, v2, . . . , vn) = v1, with probability ≈ 1/n. Carefully
applying this elementary lemma (as AT.Enc behaves as a symmetric choice functions acting
on the ciphertext it gets from E.Enc), the attack above can eventually be shown to succeed
with significant probability.

8In the same way b1 ∧ . . . ∧ bn is not uniformly distributed for freshly sampled bits b1, . . . , bn
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Background

2.1 Hard Problems and Idealized Models

2.1.1 Prime Order Groups
A significant portion of modern public-key cryptography is based on hard problems defined
over a prime order group. In this setting we assume the representation of a group (G,+) along
with a generator G ∈ G is provided, where G has prime order q. Moreover, membership in G,
sampling from G, additions and inversion should all be efficiently computable. Instantiations
of such includes multiplicative subgroups of Z∗

p or the group structure of an elliptic curve over
a finite field.

The most studied problems over such groups includes the discrete logarithm problem (DLP),
stating that scalar multiplication is a one-way function, and computational (or decisional)
Diffie-Hellman assumption [49]. These are formally defined as follows.

Definition 2.1.1 (DLP). For any PPT adversary A there exists a negligible ε such that given
G ∈ G and x←$ Fq

Adv(A) := Pr [A(G, xG)→ x] ≤ ε(λ).

Definition 2.1.2 (CDH). For any PPT adversary A there exists a negligible ε such that
given G ∈ G and a, b←$ Fq

Adv(A) := Pr [A(G, aG, bG)→ ab ·G] ≤ ε(λ).

Definition 2.1.3 (DDH). For any PPT adversary A there exists a negligible ε such that,
given G ∈ G and a, b, c←$ Fq

Adv(A) := |Pr [A(G, aG, bG, abG)→ 1]− Pr [A(G, aG, bG, cG)→ 1]| ≤ ε(λ).

2.1.2 Generic Group Models
In spite of its simplicity, analyzing in general the hardness of group-theoretic problem such as
the DLP or CHD is hard, as potential attacks may heavily rely on the group representation.
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This is for instance the case of number-field sieve attacks, also affecting subgroups of Z∗
p. This

raised the question of what is the best security one could hope from a general, if no specialized
attack can be carried out. The Generic Group Model (GGM) was then introduced in [103]
and [88] to address such question. In this section we recall the two models (respectively called
Shoup’s GGM and Maurer’s GGM)and their differences.

Shoup’s GGM. The model proposed by Victor Shoup removed the help provided by a
given group representation through a truly random labeling injective function σ : Fq → {0, 1}ℓ

for some ℓ ≥ log2 q. A machine in Shoup’s GGM has then access to two oracles: Ogen,Oadd.
The first one always returns σ(0), i.e. the canonical generator, while Oadd(σ(n), σ(m)) returns
σ(n+m). Note that inversion and scalar multiplication can be efficiently computed through
repeated queries to Oadd. Membership instead can be either tested though an oracle returning
whether X ∈ σ(Fq) or by making Oadd return ⊥ if one of its entries is not a valid label.

The length of ℓ plays an important role, easily overlooked, in this model. Indeed if ℓ =
log2 q +O(log λ) sampling random group elements of unknown discrete logarithm, or hashing
into the group, is feasible. Conversely, setting ℓ = log2 q+ω(log λ) up to negligible probability
all computed group elements can be explained as a linear combination of previously observed
ones (as in the Algebraic Group Model [57]).

Maurer’s GGM. We now discuss Maurer’s Generic Group Model [88], later revised by
Maurer, Portmann and Zhu [87]. Although the original definition was given in higher generality,
below we formally present it for the specific case of prime order groups.

Definition 2.1.4. Maurer’s Generic Group of prime order q is an interactive stateful Turing
machine B which at any step stores a list of elements L = (V1, . . . , Vm) with Vi ∈ Fq. Initially
L is empty and m = 0. Furthermore, upon receiving:

• (gen): Sets Vm+1 ← 1, appends Vm+1 to L and increments m← m+ 1.

• (add, i, j): if i, j ∈ [m], sets Vm+1 ← Vi + Vj, appends Vm+1 to L and sets m← m+ 1.

• (eq, i, j): if i, j ∈ [m], computes b as the bit Vi == Vj and returns b.

A remarkable difference between this model and Shoup’s one is that a machine interacting
with B has no access to a representation of group elements it computed, and has to instead
remember their indices as it queries them. In particular, computation that depends on the
representation1 is not allowed in this model. For such reason, any machine in Maurer’s GGM
can be compiled into a functionally equivalent one in Shoup’s GGM, but the opposite is not
true.

To keep notation simpler we may assume without loss of generality that after (gen) or (add, i, j),
B returns m+ 1, the newly generated element’s index. Furthermore, for notational simplicity,
we may describe usage of the generic group through three oracles Ogen, Oadd, Oeq such that

• Ogen() queries (gen) to B and return the new group element’s index G.

• Oadd(X, Y ), queries (add, X, Y ) to B and return the new group element’s index Z
1e.g. hashing/mapping a group element to scalar.
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• Oeq(X, Y ), queries (eq, X, Y ) to B and return the bit b it receives back from B.

Noticeably, without loss of generality, one may assume that Ogen is queried only once at the
beginning of any algorithm’s execution – or equivalently that the list L maintained by B is
initialized with 1 in its first entry. Similarly one may also assume that, up to performing
at most 2 log q queries to Oadd, an index for the group identity 0 is known - which could be
obtained by computing q ·G. Analogously, given the index of an element X, its inverse can
be computed in at most 2 log q queries to Oadd by computing (q − 1)X. Finally we observe
that, since inverses can be computed efficiently, for algorithms that are bounded to perform
at most a polynomial number of queries to B, it is enough to provide access to the identity
equality test oracle O0

eq defined as

• O0
eq(X): Given a precomputed index for 0, it queries (eq, X, 0) to B and returns the bit

b it receives back from B.

Given access to this oracle Oeq(X, Y ) can then be simulated querying O0
eq(X − Y ).

We finally conclude this section explicitly defining an important class of adversaries often
used to prove information-theoretic results in the GGM.

Definition 2.1.5. GPPT is the class of all (unbounded) probabilistic Turing Machines with
access to Oadd,Oeq whose number of oracle queries is polynomially bounded in their input
length.

In Chapters 3, 4 and 5, we often consider adversaries from this large class. We do so to limit
the source of hardness to group-theoretic problems.

2.1.3 Hard Homogeneous Spaces
The main long-term threat to cryptography based on prime order groups is posed by the
feasibility of breaking the DLP in quantum polynomial time [102]. For this reason new
problems, plausibly post-quantum, have been studied. In this section we recall the notion
of Hard Homogeneous Space [41]. These, along lattices, represent one the few sources of
problems believed to be quantum resistant.

First, we start with the mathematical definition of group action.

Definition 2.1.6. An action of a finite group (G,+) on a set E is given by a map ⋆ : G×E → E
satisfying the following properties:

1. Identity: 0 ⋆ E = E for all E ∈ E.

2. Associativity: (h+ g) ⋆ E = h ⋆ (g ⋆ E) for every h, g ∈ G and E ∈ E.

The action is transitive if for all E1, E2 ∈ E there exists g ∈ G such that E2 = g ⋆ E1. If g is
unique the action is called free.

For a group action to be effectively computable we further assume that deciding membership
in G, E and equality between elements in G and E is efficient. Moreover sampling uniformly
from both sets, computing the operations and inverses in G, and the group action ⋆ is also
efficient.
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A set E equipped with an effective group action ⋆ is called Homogeneous Space if ⋆ is transitive
and free. In the rest of this thesis however we will extend this notion to actions that are not
necessarily free. This, in line with the approach of [20], allows for instance encoding quadratic
twists for CSIDH as the action of specific group elements.

An homogeneous space is finally called hard if the vectorization and parallelization problems,
defined below, are hard. Those can be seen as the generalization of the DLP and CDH to the
group action case.

Definition 2.1.7. The Vectorization problem is hard for a given homogeneous space if for
any PPT adversary A there exists a negligible ε such that, setting E ∈ E and a←$ G

Adv(A) = Pr [A(E, a ⋆E)→ a] ≤ ε(λ).

Definition 2.1.8. The Parallelization problem is hard for a given homogeneous space if, for
any PPT adversary A there exists a negligible ε such that, setting E ∈ E and a, b←$ G

Adv(A) = Pr [A(E, a ⋆E, b ⋆E)→ (a+ b) ⋆E] ≤ ε(λ).

2.1.4 Generic Action Model

In complete analogy to the GGM it is possible to define idealized model capturing generic use
of an HHS. Although both Shoup’s and Maurer’s model could be extended to this setting, we
only present here a generalization of Shoup’s GGM, which will be called the Generic Action
Model (GAM) throughout this thesis.

In the GAM, the group action ⋆ : G× E → E is modeled through an oracle Oact. Initially a
random injective labeling function σ : E → {0, 1}µ is sampled and users receive E0 = σ(E ′

0)
the encoding of an element in E . Action queries are then replied to with

Oact(a,E) =
σ(a ⋆E ′) If E = σ(E ′)
⊥ If E /∈ Im σ

.

We do not provide an oracle to test membership in σ(E) as this can be checked querying
Oact(0, E), which returns E if E ∈ σ(E) and ⊥ if E /∈ σ(E). As in the case of Shoup’s GGM,
if µ = log2 |E|+O(log λ) the model allows sampling random elements of unknown “discrete
logarithm” in base E0. Conversely if µ = log2 |E| + ω(log λ) sampling random elements is
computationally hard.

In relation to previously proposed models [54, 20] for generic group actions, ours allows parties
to have an explicit representation for set elements as done in [54] and as opposed to [20].
However, as in [20] we allow non-free and non-commutative group actions in order to encode
external operations such as quadratic twists as particular action evaluations. In this sense we
do not need a separate oracle to capture twists as done in [54].
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2.2 Cryptographic Primitives

2.2.1 Public Key Encryption and Signatures
We recall the notation and syntax for public key encryption and signature schemes.

Definition 2.2.1. A Public Key Encryption scheme (PKE) is a tuple of PPT algorithms
(E.Gen,E.Enc,E.Dec) and a message space set M such that

• (pk, sk)←$ E.Gen(1λ) generates the public encryption and secret decryption keys.

• c←$ E.Enc(pk,m) returns an encryption of m

• m← E.Dec(sk, c) returns a decryption of c

A public key encryption scheme is perfectly correct if for any (pk, sk) in the support of E.Gen,
and message m, setting c ←$ E.Enc(pk,m) then Pr [m← E.Dec(sk, c)] = 1. The standard
security notion for PKE schemes is IND-CPA.

Definition 2.2.2. A signature scheme is a tuple of PPT algorithms (S.Setup, S.Sign, S.Vfy)
and a message space set S.M such that

• S.Setup(1λ) $→ (sk, vk) generates the secret and verification keys

• S.Sign(sk,m) $→ σ returns the signature of a message m ∈ S.M

• S.Vfy(vk,m, σ)→ 0/1 verifies the signature σ for a message m ∈ S.M

We further require a signature scheme to satisfy perfect correctness, meaning that if (sk, vk)←$

S.Setup(1λ) and σ ←$ S.Sign(sk,m) for any m ∈ S.M then the verification algorithm accepts
always, i.e.

Pr [S.Vfy(vk,m, σ)→ 1] = 1.

2.2.2 Vector Commitments
We recall the definition of vector commitments from [31].

Definition 2.2.3 (VC). A Vector Commitment scheme is a tuple of algorithms (VC.Setup,
VC.Com,VC.Open,VC.Vfy) and a message space VC.M such that

• VC.Setup(1λ) $→ pp generates the public parameters.

• VC.Com(pp,m1, . . . ,mn) $→ c, aux produce a commitment to m1, . . . ,mn ∈ VC.M to-
gether with some auxiliary information.

• VC.Open(pp,m, i, aux) $→ π return an opening proof that the i-th entry of a given
commitment is mi.

• VC.Vfy(pp, c,m, i, π)→ 0/1 verifies the opening proof’s correctness.

We require a vector commitment scheme to satisfy perfect correctness, that is, given public
parameters pp ←$ VC.Setup(1λ), commitment c, aux ←$ VC.Com(pp,m1, . . . ,mn) for any
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mi ∈ VC.M, and opening π ←$ VC.Open(pp,mi, i, aux), it holds

Pr [VC.Vfy(pp, c,m, i, π)→ 1] = 1

Moreover, to avoid trivial cases, in this thesis we assume |VC.M| ≥ 2.

The main security property for a vector commitments is the so called position binding, which
informally states that no adversary can open the same position of a given commitment to two
different values. Formally

Definition 2.2.4 (Position binding). A vector commitment scheme satisfies position binding
if for any PPT adversary A there exists a negligible function ε(λ) such that

Pr

VC.Vfy(pp, c,m, i, π)→ 1
VC.Vfy(pp, c,m′, i, π′)→ 1
m ̸= m′

∣∣∣∣∣∣∣
pp←$ VC.Setup(1λ)
A(pp)→ (c,m,m′, i, π, π′)

 ≤ ε(λ).

The property that distinguishes VCs from classical binding commitments is succinctness
Following [84, 31], a VC scheme is said succinct if there is a fixed p(λ) = poly(λ) such that
for any n the size of honestly generated commitments and openings is bounded by p(λ). One
may also consider weaker notions where the size may be bounded by p(λ) log n or p(λ, log n).

Since in this thesis we are interested in understanding the feasibility of VCs based on their
level of succinctness, we consider a parametric notion. We say that a VC has succinctness
(ℓc, ℓπ) if for any m1, . . . ,mn ∈ VC.M, commitment c, aux ←$ VC.Com(pp,m1, . . . ,mn) and
opening π ←$ VC.Open(pp,mi, i, aux) for any i ∈ [n], we have that c (resp. π) has bit-length
ℓc(λ, n) (resp. ℓπ(λ, n)).

2.2.3 Non-Interactive Zero-Knowledge Arguments
A Non-Interactive Zero-Knowledge argument (NIZK) for a relation R is a tuple of three
algorithms (G,P,V) that allow a prover to convince a verifier about the validity of a statement
without leaking any other information. Given crs← G(1λ) and (x,w) ∈ R a valid statement,
the prover can compute a proof running π ← P(crs, x, w) which can later be verified by
b ← V(crs, x, π). The proof is accepted if b = 1, or rejected otherwise. Below we revise
formally the main properties NIZKs can satify.

• Completeness: ∀(x,w) ∈ R

Pr
[
1← V(crs, x, π)

∣∣∣ crs← G(1λ), π ← P(crs, x, w)
]

= 1.

• Soundness: ∃ε negligible such that ∀x : ∄w : (x,w) ∈ R and ∀A PPT

Pr
[
1← V(crs, x, π)

∣∣∣ crs← G(1λ), π ← A(crs, x)
]
≤ ε(λ).

• Argument of Knowledge: For any PPT adversary A there exists a PPT extractor E
such that
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1. ∃ε negligible such that ∀D PPT, given crs0, td← E(1λ), crs1 ← G(1λ)

|Pr [1← D(crs0)]− Pr [1← D(crs1)]| ≤ ε(λ).

2. There exists a negligible function ε such that

Pr
[
V(crs, x, π)→ 1
(x,w) /∈ R

∣∣∣∣∣ crs, td← E(1λ), (x, π)← A(crs)
w ← E(td, x, π)

]
≤ ε(λ).

• Zero-Knowledge: There exists a PPT simulator S such that, up to negligible probability
ε, for all (x,w) ∈ R and PPT adversary A, given

crs0, td← S(1λ), π0 ← S(td, x), crs1 ← G(1λ), π1 ← P(crs1, x, w)

⇒ |Pr [1← A(crs0, π0)]− Pr [1← A(crs1, π1)]| ≤ ε(1λ).

Looking ahead, as we will study NIZK in the GGM, we will call a NIZK algebraic if soundness
and zero-knowledge hold against any GPPT adversary, i.e. with unbounded computational
power but limited to perform a polynomially bounded number of queries to the GGM oracles.
Analogously an Algebraic NIZK-AoK is an argument of knowledge against GPPT adversaries.
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Chapter 3

Signatures in Generic Groups

Chapter Overview
In this chapter we investigate signature schemes in Maurer’s Generic Group Model (see
Section 2.1.2). The main theorems we prove, Theorem 3.2.1 and 3.3.1, provide two attacks
against such schemes that are either efficient but only addresses signatures with linear
verification equations or GPPT (i.e. efficient only in terms of group operations) but covers all
schemes in the GGM. In summary, for a scheme with verification key vk containing n2 group
elements, and with message space S.M, both attack allows finding n2 − |S.M| forgeries in at
most n2 queries. Results in this section appeared in [32] and extend some of the results in
[53].

3.1 Definitions

3.1.1 ϑ-Unforgeability
We begin presenting a new notion of security for signatures which weakens the standard
Unforgeability one [68]. This property, which we call ϑ-unforgeability, informally requires the
existence of an adversary capable of producing more than ϑ forgeries, with ϑ being a function
of the public parameters and the number of signature queries performed. We do so for the
sake of generality as the attacks presented later in this chapter affects such weaker notion.
Moreover this higher level of generality will prove useful in Chapter 4 to conduct our study of
Vector Commitments in Generic Groups. A formal definition follows.

Definition 3.1.1 (ϑ-UF). Given a function ϑ : {0, 1}∗ → N and a signature scheme we define
the ϑ-Unforgeability Experiment as in Fig. 3.1. The advantage of an adversary A is defined as

Advϑ-UF(A) = Pr
[
Expϑ-UF

A = 1
]
.

A scheme is ϑ-Unforgeable if any PPT adversary has negligible advantage.

To provide more intuition about this notion we observe that setting ϑ = 0 yields the classic
unforgeability under chosen message attacks (UF-CMA) [68] security definition. For higher
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Expϑ-UF
A with adversary A:

1 : Initialize Q← ∅, generate sk, vk←$ S.Setup(1λ) and send A ← vk
2 : When A → m ∈ S.M:
3 : Sign σ ←$ S.Sign(sk,m), store Q← Q ∪ (m,σ) and send A ← σ

4 : When A → F :
5 : Return 1 if the following conditions are satisfied:
6 : For all (m,σ) ∈ F , the signature is correct, i.e. S.Vfy(vk,m, σ)→ 1
7 : Messages in F were not queried, i.e. (m,σ) ∈ F ⇒ (m, · ) /∈ Q
8 : |{m : (m, · ) ∈ F}| > ϑ(vk, Q)
9 : Else return 0

Figure 3.1: ϑ-Unforgeability Experiment for a given signature scheme

values of ϑ we obtain progressively weaker definitions until ϑ(vk, Q) = |S.M|, which is trivially
true for any scheme. The notion of t-time security (e.g. [82]) is also captured by our definition
setting

ϑ(vk, Q) =
0 If |Q| ≤ t

|S.M| If |Q| > t.

3.1.2 Strictly Linear and Generic Verification
In order to study signatures relying on a “black-box” prime order group we introduce (an
equivalent version of) algebraic signatures [53] where the verification procedure is only allowed
to test a system of linear equations. Our definition contains, with respect to the original, a
minor syntactical addition: we split S.Setup in a CRS-generator S.SetupCRS which returns
the public parameters (a list of group elements X1) and the actual key generation algorithm
S.SetupKey(X1) which produces vk and sk. Note there is no loss of generality assuming
this structure as S.SetupCRS may return an empty vector which could then be ignored by
S.SetupKey.

Definition 3.1.2. A signature scheme (S.Setup, S.Sign, S.Vfy) is said to be algebraic with
linear verification if

• S.Setup is divided into two algorithms S.SetupCRS and S.SetupKey respectively returning
S.SetupCRS(1λ) $→ (X1, s1) ∈ Gn1×{0, 1}∗ and S.SetupKey(1λ,X1, s1) $→ (sk, vk) with

vk = (X, s) ∈ Gn × {0, 1}∗ : X = X1||X2, X2 ∈ Gn2 , s = s1||s2.

• S.Sign(sk,m) $→ σ where σ = (Y, z) with Y ∈ Gk and z ∈ Fh
q .

• There exist A : Fh
q × S.M× {0, 1}∗ → Fℓ,n

q and B : Fh
q × S.M× {0, 1}∗ → Fℓ,k

q matrices
such that S.Vfy(vk,m, σ)→ 1 if and only if σ = (z,Y) and

A(z,m, s) ·X = B(z,m, s) ·Y.
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Furthermore the scheme is said to have strictly linear verification if A(z,m, s) is an affine
function of z and B(m, s) does not depend on z.

When clear from the context we will omit for clarity the argument s in the matrices A,B above.
Next we provide an analogous for algebraic vector commitments with generic verification. As
in the previous definition we split the setup algorithm into a procedure that prepares the
CRS and another one that uses the CRS, oblivious to any trapdoor information about it, to
compute the secret and verification keys.

Definition 3.1.3. A signature scheme (S.Setup, S.Sign, S.Vfy) is said to be algebraic with
generic verification if, in the GGM, all algorithms have access to Oadd and O0

eq. Furthermore
we require S.Setup to be divided into two algorithms S.SetupCRS and S.SetupKey such that
S.SetupCRS(1λ) $→ (X1, s1) ∈ Gn1 × {0, 1}∗ and S.SetupKey(1λ,X1, s1) $→ sk, vk with

vk = (X, s) ∈ Gn × {0, 1}∗ : X = X1||X2, X2 ∈ Gn2 , s = s1||s2.

3.2 Attack against Strictly Linear Verification

3.2.1 Attack Description
We now provide an efficient attack for algebraic signatures with strictly linear verification.
Note that, as opposed to the attack presented in the following section, which will be efficient
only in terms of generic group operations, the one presented here effectively runs in probabilistic
polynomial time. The same notation of Definition 3.1.2 will be used below without further
reference.

Theorem 3.2.1. Given a signature scheme with strictly linear verification, for any ϑ poly-
nomially bounded such that n2 + ϑ ≤ |S.M| there exists a PPT algorithm A that in the
unforgeability experiment in Fig. 3.1 performs at most n2 queries and produces ϑ distinct
forgeries with significant probability.

For the sake of presentation we build A describing first a subroutine B which breaks security
by doing potentially more signing queries that n2. Next, we show how A can use B in a
black-box way to realize the full attack with at most n2 queries.

Similarly to the attack described in [53], upon receiving the verification key (X, s), the
subroutine B (described formally in Figure 3.2) keeps track of all possible exponents of X in
an affine space L ⊆ Fn

q . Then for each message mi either a forgery can be produced or a new
linear relation on X is found, thus decreasing dimL, at the cost of a signature query. This is
done by checking if the system A(z,m)x = B(m)y can be solved for a given z ∈ Fh

q and all
x ∈ L. More specifically we define S(L,m), the solutions set, as the collection of all those z
for which any x ∈ L makes the systems solvable, formally

S(L,m) = {z ∈ Fh
q : A(z,m) · L ⊆ ImB(m)}.

If S(L,m) is easy to compute, a strategy for B is to check whether S(L,m) ̸= ∅ and in
this case to get any z ∈ S(L,m) and find, using pseudo-inverses or Gaussian elimination,
a vector Y ∈ Gk such that A(z,m)X = B(m)Y. Conversely, if S(L,m) = ∅, B may
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request a signature (Y, z), which implies that the exponent x of X satisfies the condition
A(z,m)x ∈ ImB(m). Notice that, unlike the attack presented in [53], B is required to be
PPT and thus computing S(L,m) efficiently is essential in our argument. This will follow as
we assumed the verification to be strictly linear, implying that S(L,m) is an affine space.

Although B effectively breaks security, we can only upper bound the number of signatures
queried by n1 + n2, i.e. one for each group element in the CRS X1 and verification key X2,
since initially L = Fn1+n2

q with dimension n1 + n2. In order to reduce the requested signatures
to be at most n2 we introduce a preprocessing phase to find as many linear relations among
group elements of the CRS as possibile and then run B providing as input a refined space L.
Informally, if B is unable to find new relations among the elements of X1, then dimL can at
most decrease by n2, yielding the desired upper bound.

To conclude we then need to describe how the preprocessing is carried out: The core idea is to
initialize the set of possible exponents V = Fn1

q and execute several times B(vk∗, V ) replying to
signing queries with S.Sign(sk∗, ·) where vk∗, sk∗ ←$ S.SetupKey(1λ,X1, s1) is freshly sampled
each time. If in some of those executions B is able to find a new relation among the group
elements, then V is updated accordingly (lowering its dimension by at least 1), and a new
round of simulations is run. Conversely if B(vk∗, V ) fails to find new relations several times
in this simulated environment, then it is executed one last time with the real verification
key vk and signing oracle. If no new relation is found in this last execution, A concludes by
returning the forgeries found by B. Otherwise A aborts.

Informally A aborts with low probability since the simulated and real executions are identically
distributed from B perspective and in particular since no relation is found among the many
simulated executions, it is unlikely this will happen in the real one. Finally we remark that
simulating the signature challenger in this preprocessing phase is crucial. In this way the only
signature queries performed by A are those requested by the last execution of B.

Adversary B(vk, V ):
1 : Set L← V × Fn2

q ⊆ Fn1+n2
q

2 : Initialize the set of forgeries F ← ∅ and call θ ← n2 + ϑ

3 : Sample m1, . . . ,mθ ←$ S.M distinct messages
4 : For i ∈ {1, . . . , θ}:
5 : If S(L,mi) ̸= ∅:
6 : Get a vector z ∈ S(L,mi)
7 : Find a solution Y ∈ Gk such that A(z,mi)X = B(mi)Y
8 : Set σ ← (Y, z) and store F ← F ∪ {(mi, σ)}
9 : Else:

10 : Query mi to the challenger and get σ = (Y, z)
11 : Update L← L ∩ {x ∈ Fn

q : A(z,mi)x ∈ ImB(mi)}
12 : Return F,L

Figure 3.2: B breaking ϑ-UF of an algebraic signature with strictly linear verification.
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Adversary AS.Sign(sk, · )(vk):
1 : Parse vk = (X, s) with X = X1||X2 and s = s1||s2

2 : Initialize V ← Fn1
q the space of potential exponents of X1

3 : Do:
4 : For 2n1 + 1 times:
5 : vk∗, sk∗ ←$ S.SetupKey(1λ,X1, s1)
6 : Execute F ∗, L∗ ←$ BS.Sign(sk∗, · )(vk∗, V )
7 : Set V ∗ ← {x1 : ∃x2 : x1||x2 ∈ L∗} the projection of L∗ on Fn1

q

8 : If V ∗ ̸= V :
9 : Update V ← V ∗, break

10 : Until the for-cycle ends without interruptions
11 : Execute F,L←$ BS.Sign(sk, · )(vk, V )
12 : Compute V ∗ as the projection of L on Fn1

q

13 : If V ∗ ̸= V : Return fail
14 : Else: Return F

Figure 3.3: A breaking the ϑ-UF of an algebraic signature using as subroutine an algorithm B,
which is that of Fig. 3.2 in the case of schemes with strictly linear verification, or that
of Fig. 3.4 in the case of schemes with generic verification.

3.2.2 Proof
Proof of Theorem 3.2.1. Having provided the intuition behind the attacker A built on top of
B, we now proceed to prove the theorem through a sequence of claims. We begin by stating
the following properties about B(vk, V ) where we denote vk = (X, s) with X = X1||X2,
x1 the discrete logarithm of X1 and x the discrete logarithm of X. Finally we denote
π : Fn1

q × Fn2
q → Fn1

q the projection on first component, i.e. π(x1,x2) = x1.

Claim 3.2.1. If L is an affine space, S(L,m) is an affine space. Moreover an affine base for
S(L,m) can be computed in polynomial time.

Claim 3.2.2. If x1 ∈ V then at any step of B(vk, V ), x ∈ L.

Claim 3.2.3. If x1 ∈ V , B is PPT and upon returning (F,L), F is a set of valid forgeries.

Claim 3.2.4. For a given mi, if the condition at step 5 is not satisfied, i.e. S(L,mi) = ∅,
then after step 11 the dimension of L decreases strictly.

Claim 3.2.5. After the execution of line 1, Fig 3.2, dimL = n2 + dim V and if B(vk, V )
returns (F,L) with π(L) = V then dimL ≥ dim V .

Next we state the following properties about A

Claim 3.2.6. A is PPT.
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Claim 3.2.7. At any step of A execution, x1 ∈ V .

Claim 3.2.8. A fails with probability Pr [A(vk)→ fail] ≤ 1/2.

First we observe these claims imply the thesis. Indeed by Claim 3.2.8, with probability greater
than 1/2, A does not return fail. By construction, this implies that in the last execution
B(vk, V ) returns (F,L) with π(L) = V . Thus by Claim 3.2.5 n2 + dim V ≥ L ≥ dim V at any
step of B during its last execution. As a consequence dimL can decrease at most n2 times.
Applying Claim 3.2.4 we conclude that S(L,mi) = ∅ can happen at most n2 times because
each time this occurs, dimL decreases. It follows then that for at least θ − n2 = ϑ messages,
the condition S(L,mi) ̸= ∅ is satisfied, meaning that B adds a new signature to the set F ,
which in the end will have cardinality |F | ≥ ϑ. Finally, since x ∈ V by Claim 3.2.7, we can
apply Claim 3.2.3 to conclude that F is a valid set of forgeries, implying that A breaks ϑ-UF.

Next, we provide a proof for each of these claims:

Proof of Claim 3.2.1. We start observing that if L is any set and x1, . . . ,xd ∈ L is a base
for the linear span of L then S(L,m) = ⋂d

i=1 S(xi,m). By construction, xi ∈ L implies
S(L,m) ⊆ S(xi,m), and in particular S(L,m) ⊆ ∩d

i=1S(xi,m). Conversely let z be a vector
in the intersection of all S(xi,m). We can find vectors ui ∈ Fk

q such that A(z,m)xi = B(m)ui.
Since x1, . . . ,xd is a base for the linear span of L, for any x ∈ L we can express it as a linear
combination α1x1 + . . .+ αdxd. In conclusion

A(z,m)x =
d∑

i=1
αiA(z,m)xi =

d∑
i=1

αiB(m)ui = B(m)
d∑

i=1
αiui.

Thus A(z,m)x ∈ ImB(m) and in particular z ∈ S(L,m).

In order to show that S(L,m) is efficiently computable it suffices to show that S(x,m) can
be computed in polynomial time for any point x. To this aim let fx : Fh

q → Fℓ
q be such

that f(z) = A(z,m)x. Since the scheme has strictly linear verification (Definition 3.1.2)
A( · ,m) is an affine map and so is f . Furthermore by construction S(x,m) = f−1

x (ImB(m))
since z ∈ S(x,m) if and only if A(z,m)x ∈ ImB(m). This concludes the argument as the
preimage through an affine map of a linear space is an affine space which can be computed in
polynomial time.

Proof of Claim 3.2.2. If x1 ∈ V then x = x1||x2 ∈ V × Fn2
q which by construction implies

that, when L is initialized, x ∈ L. Next assume by induction x ∈ L in all previous steps.
The only instruction in B that may modify L is in step 11 and when this is executed, since
σ = (Y, z) is a valid signature by perfect correctness, we have

A(z,mi)X = B(mi)Y ⇒ A(z,mi)x ∈ ImB(mi).

Proof of Claim 3.2.3. To prove that B is a PPT algorithm, observe that the for-loop is executed
θ = n2 + ϑ, that is polynomially bounded, times. Inside the loop, checking S(L,mi) ̸= ∅ and
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possibly computing a z ∈ S(L,mi) can be done efficiently from Claim 3.2.1 by computing a
base for it. Next, calling x the discrete logarithm of X, we have that A(z,mi)x ∈ ImB(mi)
because

z ∈ S(L,mi) ⇒ A(z,mi) · L ⊆ ImB(mi) ⇒ A(z,mi)x ∈ ImB(mi)

where the last implication follows as x ∈ L by Claim 3.2.2 and the assumption x1 ∈ V . Thus,
calling H a weak-inverse1 of B(mi), which can be computed efficiently, the vector Y can be
set as H · A(z,mi)X. Indeed, as A(z,mi)X ∈ ImB(mi) there exists a vector Z ∈ Gk such
that A(z,mi)X = B(mi)Z and in particular

B(mi)Y = B(mi)HA(z,mi)X = B(mi)HB(mi)Z = B(mi)Z = A(z,mi)X.

Finally, given the bases of two affine spaces, a base of their intersection can be computed
efficiently. This conclude the proof that B is PPT.

For the second part, by construction each entry in F is of the form (mi,Y, z) such that

A(z,mi)X = B(mi)Y.

Therefore, by our definition of signatures with linear verification scheme, the verifier accepts
(mi,Y, z). The claim is thus proven.

Proof of Claim 3.2.4. Since the condition at step 5 is not satisfied, S(L,mi) = ∅ and in
particular z /∈ S(L,mi) implying that A(z,mi)x /∈ ImB(mi) for some x ∈ L. Therefore L
is not contained in the space of all x such that A(z,mi)x ∈ ImB(mi) and in particular its
dimension decreases after the execution of step 11

Proof of Claim 3.2.5. The first part follow as L is initially V × Fn2
q of dimension dim V + n2.

The second part follows by linear algebra since dimL ≥ dim π(L) = dim V .

Proof of Claim 3.2.6. Since S.SetupKey, S.Sign and B are PPT algorithm, by Claim 3.2.3 in
the last case, each step in the loop can be computed efficiently. In particular, as 2n1 + 1 is
polynomially bounded, each for-loop in A can be performed efficiently.

Next we show that the procedure inside the Do-Until loop is repeated at most n1+1 times. The
key observation is that during the execution of B, the space L forms a monotone decreasing
sequence, implying that when B(vk∗, V ) → (F ∗, L∗) then L∗ ⊆ V × Fn2

q . In particular
this implies that π(L∗) ⊆ π(V × Fn2

q ) = V . Thus if at any point the for-loop is halted,
π(L∗) = V ∗ ̸= V implies V ∗ ⊆ V . Hence the dimension of V strictly decreases, and since
initially dim(V ) = n1, the foor-loop can be halted at most n1 times.

Finally, using again that B is an efficient algorithm, computing F,L can be done in polynomial
time. It follows that A is PPT.

Proof of Claim 3.2.7. We proceed by induction. Initially V = Fn1
q implies x1 ∈ V . Next

we observe that the value of V is only changed if, within the for-loop, V ∗ ̸= V (see step 8,
1H is the weak-inverse of A if A ·H ·A = A

35



Emanuele Giunta

Fig. 3.3). Assume by induction that before this step is executed x1 ∈ V . Then, when
this happens, B(vk∗, V ) → (F ∗, L∗) had been executed with x1 ∈ V . By Claim 3.2.2 this
implies that x ∈ L∗ and in particular x1 = π(x) ∈ π(L∗) = V ∗. Thus when A sets V ← V ∗,
x1 ∈ V .

Proof of Claim 3.2.8. Define the following events:

• Ei,j = “During the i-th iteration of the Do-Until loop, and the j-th iteration of the for
loop, BS.Sign(sk∗, · )(vk∗, V ) returns (F ∗, L∗) such that π(L∗) = V ”.

• Elast = “BS.Sign(sk, · )(vk, V ) returns F,L with π(L) = V ”.

Furthermore let I ∼ {1, . . . , n1 + 1} be the random variable such that A terminates the
Do-Until loop after the I-th execution. Then we observe that, conditioned on X1, s1 and the
V at iteration i, the event Ei,j depends only on the random coins used for B, S.SetupKey and
S.Sign which are chosen independently at each execution of B. In particular, for a fixed i, the
events {Ei,j}j are independent and, since for Ei,j, Ei,k with j ̸= k the procedure B is invoked
with the same input, Pr [Ei,j] = Pr [Ei,k].

We may therefore define pi = Pr [Ei,1] as the success probability of each execution of B during
the i-th loop. Similarly, if I = i, the vector space V given in input to B is by construction
equal to the one used during the i-th execution of the Do-Until loop. In particular

pi = Pr [Elast|I = i] .

To conclude we show that

Pr [A → fail] = Pr [¬Elast] =
∑n1+1

i=1 Pr [¬Elast|I = i] · Pr [I = i]

≤
∑n1+1

i=1 Pr [¬Elast|I = i] · Pr [Ei,1 ∧ . . . ∧ Ei,2n1+1]

=
∑n1+1

i=1 Pr [¬Elast|I = i] ·
2n1+1∏

j=1
Pr [Ei,j]

=
∑n1+1

i=1 (1− pi) · p2n1+1
i

≤
∑n1+1

i=1
1

2n1 + 2 = n1 + 1
2n1 + 2 = 1

2 .

where the first inequality comes from the fact that I = i implies Ei,j for all j ∈ {1, . . . , 2n1 +1},
while the second inequality comes from the fact that the function ft(x) = (1− x)xt is upper
bounded by 1/(t + 1) when x ∈ [0, 1]. Indeed ft(0) = ft(1) = 0 and its derivative vanishes
only at t/(t+ 1), which has to be the maximum point, implying that

(1− x) · xt ≤
(

1− t

t+ 1

)
·
(

t

t+ 1

)t

≤ 1
t+ 1 .

This completes the proof.
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3.3 Attack against Generic Verification

3.3.1 Attack Description

Theorem 3.3.1. Given an algebraic signature scheme with generic verification, for any ϑ
such that n2 + ϑ ≤ |S.M| there exists an adversary A that in the unforgeability experiment in
Fig. 3.1 performs at most n2 signature queries and produces ϑ distinct forgeries.

Moreover, calling κ an upper bound on the signature bit-length, and χ an upper bound on
the number of queries S.Vfy performs to O0

eq, then A runs in time O(ϑ · 2κ · 2χ · poly(λ)) and
performs O(ϑ · poly(λ)) queries to Oadd and O0

eq.

As done in Section 3.2 we begin by providing an attack B which breaks the scheme but
performs potentially n1 + n2 signature queries. At a high level B, given the verification key
vk = (X, s), will keep track of all possible exponents of X in a set L and for each message
m either the dimension of L decreases by one or B finds a forgery. Assume without loss of
generality that signatures are of the form (Y′, t′) with Y′ ∈ Gk and t′ ∈ {0, 1}κ.

For any m, our adversary attempts to produce a forgery as follows: For all possible t ∈ {0, 1}κ,
it executes the verification algorithm by simulating a generic group G̃ with oracles Õadd and
Õ0

eq. More specifically, since S.Vfy requires as input the verification key (X, s), the message m
and the signatures (Y, t), B reproduces all the group elements involved by assigning dummy
indexes for X̃, Ỹ and runs S.Vfy((X̃, s),m, (Ỹ, t)). During the execution, each query to
Õadd is emulated by simply returning new incremental indexes, while to emulate Õ0

eq, χ bits
β1, . . . , βχ are chosen at the beginning of the execution so that the answer to the i-th query
will be βi. Note that each element Ti the verifier queries to Õ0

eq has to be a linear combination
of the initial group elements he received, i.e. Ti = a⊤

i X̃− b⊤
i Ỹ− ci · G̃ obtained though Õadd,

and B can extract these coefficients.

Repeating the execution of S.Vfy for different values of β1, . . . , βχ implicitly defines a tree of
height χ in which paths are determined by the replies B gave at the i-th query to Õ0

eq. If
at some point a path β1, . . . , βχ that makes the verifier accept is found, B can try to find a
vector Y in the real GGM, such that the i-query S.Vfy would do to O0

eq will be answered with
βi. If such a Y is found, then (Y, t) will be a valid forgery for m.

Recalling that the i-th query has the form Ti = aiX̃− biỸ − ci ·G, then B needs to find a
vector Y such that for all i ∈ {1, . . . , χ}

a⊤
i X = b⊤

i Y + ci ·G when βi = 1, a⊤
i X ̸= b⊤

i Y + ci ·G when βi = 0

Regarding the equations on the left side, they can be packed up into a system AX = BY+c·G.
Through pseudo-inverses or Gaussian elimination is easy to check if solutions exists for all
x ∈ L (as in the proof of Theorem 3.2.1). If this is not the case B simply discards this path
and continues its brute-force search. However, even if the previous condition is satisfied, for
some of the points x in L it may be the case that any vector y satisfying Ax = By + c fails
to satisfy some of the inequalities above a⊤

i x ̸= b⊤
i y + ci, implying that no solution Y ∈ Gk

can be found if x is the discrete logarithm of X. We call these points x ∈ L faulty and, more
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specifically, the set of faulty points is defined as

FA,B,c
a,b,c = {x : Ax ∈ ImB + c, ∀y ∈ Fm

q Ax = By + c ⇒ a⊤x = b⊤y + c}.

Three possible cases may occur now:

• If all points in L are faulty with respect to some inequality constraint, then B gives up
on the path as the solution Y does not exist.

• If not all points are faulty B attempts to solve the system, which requires expensive
queries to Oadd,O0

eq: if a solution Y satisfying all constraints is found, this is a valid
forgery.

• If not all points are faulty, but no solution can be found, it means that x, the discrete
log of X, has to be a faulty point. This information reduces the dimension of L as not
all points in L are faulty.

Finally, if no solution can be found for any t ∈ {0, 1}κ and path β1, . . . , βχ, B queries a
signature for m and uses this information to reduce the dimension of L. As for the proof
of Theorem 3.2.1, B might overall query n1 + n2 signatures (as opposed to the desired n1)
since initially it has no information on the exponents of X, i.e. dimL = n1 + n2, and each
signature query may reveal only one new linear combination among these group elements. To
address this issue we use the same strategy presented in Theorem 3.2.1, that is, we use B in a
black-box way inside the algorithm A, formally described in Fig. 3.3. The main idea is again
that A initially extracts linear combinations among CRS elements that could be found by B,
and finally executes B providing the retrieved information as input. In this way B will, with
significant probability, only find relations among elements of X2, thus requesting at most n2
signatures.

A detailed description of A appears in Fig. 3.4, while a proof of the Theorem is presented in
the next section.

3.3.2 Proof
Proof of Theorem 3.3.1. Having provided a description of the adversary A, which uses in a
block-box way the procedure B described in Fig. 3.4, we now show that this adversary satisfies
the requirements of the Theorem. As in the previous section we break down the proof into a
sequence of Claims which imply the thesis, beginning with a list of properties related to B.
In the following we denote vk = (X, s) with X = X1||X2, x1 the discrete logarithm of X1 and
x the discrete logarithm of X. Moreover we call again π : Fn1

q × Fn2
q the projection on the

first component, i.e. π(x1,x2) = x1.

Claim 3.3.1. For all B, c and a,b, c, the set FA,B,c
a,b,c is an affine space.

Claim 3.3.2. An affine base for FA,B,c
a,b,c is efficiently computable.

Claim 3.3.3. If xi ∈ V then at any step of B(vk, V ), L ⊆ Fn
q is an affine subspace and x ∈ L.
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Adversary B(vk, V ):
1 : Initialize F ← ∅ the set of forgeries
2 : Call L = V × Fn2

q the set of possible exponents of X
3 : Call θ = n+ ϑ and sample m1, . . . ,mθ ←$ S.M distinct messages
4 : For m ∈ {m1, . . . ,mθ}:
5 : For t ∈ {0, 1}κ and (β1, . . . , βχ) ∈ {0, 1}χ:
6 : Simulate a Generic Group G̃ with generator G̃ and oracles Õadd and Õ0

eq

7 : Assign indices for two vectors X̃ ∈ G̃n and Ỹ ∈ G̃k

8 : Run S.Vfy((X̃, s),m, (Ỹ, t)) using G̃
9 : When S.Vfy queries Õadd(T, S):

10 : Store a way to express T + S as a linear combination of X̃, Ỹ and G̃

11 : Return to S.Vfy a label for T + S

12 : When S.Vfy queries Õ0
eq(Ti) the i-th time:

13 : Store ai ∈ Fn
q , bi ∈ Fk

q and ci ∈ Fq such that Ti = a⊤
i X̃− b⊤

i Ỹ− ci · G̃
14 : Return βi to S.Vfy
15 : When S.Vfy halts and returns b ∈ {0, 1}:
16 : Let A = (ai : βi = 1), B = (bi : βi = 1) and c = (ci : βi = 1)
17 : If b = 0:
18 : Continue cycle in line 5
19 : Elif A · L ⊈ ImB + c:
20 : Continue cycle in line 5
21 : Elif ∃i : βi = 0 and L ⊆ FA,B,c

ai,bi,ci
:

22 : Continue cycle in line 5
23 : Elif ∃i : βi = 0 and X ∈ FA,B,c

ai,bi,ci
·G:

24 : Update L← L ∩ FA,B,c
ai,bi,ci

25 : Break cycle in line 5
26 : Else:
27 : Find Y ∈ Gk s.t. AX = BY + cG and a⊤

i X ̸= b⊤
i Y + ciG for βi = 0

28 : Store σ ← (Y, t) and F ← F ∪ {(m,σ)}
29 : Break cycle in line 5
30 : If the cycle ended without interruptions:
31 : Query a signature for m and wait for (Y, t)
32 : Reconstruct A,B, c as in step 16 using (X, s,m,Y, t) and the group G
33 : Update L← L ∩ {x ∈ Fn

q : Ax ∈ ImB + c}
34 : Return F,L

Figure 3.4: B breaking security of an algebraic signature scheme with generic verification.
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Claim 3.3.4. If xi ∈ V , then B(vk, V ) performs a polynomially bounded number of queries
to the GGM oracles.

Claim 3.3.5. Every time either condition at step 23 or 30 is satisfied, when step 24 or 33
respectively are executed, the dimension of L strictly decreases.

Claim 3.3.6. When step 27 is executed, then (Y, t) is a correct signature for m.

Claim 3.3.7. After step 2, dimL = n2 + dim V . Moreover, when B(vk, V ) returns (F,L)
with π(L) = V , then dimL ≥ dim V .

Next we state three claims about the adversary A, when executed with B as in Fig. 3.4.

Claim 3.3.8. At any given step of A(vk), x1 ∈ V .

Claim 3.3.9. A performs a polynomially bounded number of queries to the GGM oracles.

Claim 3.3.10. A(vk) fails with probability Pr [A(vk)→ fail] ≤ 1/2.

These completes the proof as in the case of Theorem 3.2.1.

Proof of Claim 3.3.1. Given u,v,w ∈ FA,B,c
a,b,c we should show that w + (u− v) ∈ FA,B,c

a,b,c . Let
d = u−v. Then Au, Av ∈ ImB+ c implies the existence of r, s ∈ Fm

q such that Au = Br + c
and Av = Bs + c, therefore Ad = B(r− s). Moreover by construction

a⊤u = b⊤r + c, a⊤v = b⊤s + c ⇒ a⊤d = b⊤(r− s).

Turning our attention to the vector w + d, its image through A lies in ImB + c because
Ad ∈ ImB. Furthermore for all y ∈ Fm

q such that By + c = A(w + d)

B(y− (r− s)) = Aw ⇒ a⊤w = b⊤(y− (r− s)) + c

⇒ a⊤w + a⊤d = b⊤y + c

⇒ a⊤(w + d) = b⊤y + c.

Thus w + d ∈ FA,B,c
a,b,c proving the claim.

Proof of Claim 3.3.2. Let H a weak left inverse of B, then we can rewrite FA,B,c
a,b,c as the set

of all x such that Ax ∈ ImB + c and

∀w a⊤x = b⊤(HAx + (I −BH)w)− b⊤Hc + c

using the fact that all solutions to By + c = t are of the form H(t − c) + (I − BH)w for
arbitrary w. Next we introduce an auxiliary space Vr,s,t defined as

Vr,s,t = {(x, z) ∈ Fn
q × Fn

q : r⊤x = s⊤z + t}
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Calling π : Vr,s,t → Fn
q the projection on the first component (x,w) 7→ x then it’s easy to

prove that, letting r = a − A⊤H⊤b, s = (I −BH)⊤b and t = −b⊤Hc + c

0× Fn
q ⊈ dir (Vr,s,t) ⇒ FA,B,c

a,b,c = ∅
0× Fn

q ⊆ dir (Vr,s,t) ⇒ FA,B,c
a,b,c = π(Vr,s,t) ∩ {x : Ax ∈ ImB + c}

Since Vr,s,t is an affine hyper-plane, a base of ImB + c is efficiently computable, and so is its
preimage through A. Thus the thesis follows.

Proof of Claim 3.3.3. L is an affine subspace since initially L = V × Fn2
q . By induction,

assume that, at a given step, L is an affine subspace. Then it is only updated at step 24 or 33.
In both cases, by Claim 3.3.1, we have that L is the intersection of two affine subspaces.

For the second part, initially x1 ∈ V implies x = x1||x2 ∈ V × Fn
q = L. Next assume by

induction x ∈ L. If step 24 is executed then the condition 23 is true, meaning that x ∈ FA,B,c
ai,bi,ci

.
Therefore x still lies in L. Conversely, if step 33 is executed then by construction the signature
satisfies AX = BY + c meaning that Ax ∈ ImB + x. Thus again x ∈ L after step 33.

Proof of Claim 3.3.4. The only instructions involving generic group operation (excluding
those using the simulated oracles) in the description of B (Fig. 3.4) are in line 23 to check if
X ∈ FA,B,c

ai,bi,ci
·G and in line 27 to compute Y.

For each message mi, within the cycle starting at step 5, these instructions are executed at
most once. Indeed if the condition in line 23 is satisfied then the cycle is halted. Conversely
if the condition is not satisfied, line 27 is executed and subsequently the cycle is once again
halted. Thus it suffices to show that both these operations can be computed efficiently.

To check that X ∈ FA,B,c
ai,bi,ci

· G, given a base of this vector space (which can be computed
efficiently from Claim 3.3.2) it suffices to verify that for each v in a base of the dual, it holds
v⊤X = 1. Since the dual has dimension at most n = n1 + n2, this step can be performed
using at most n2 external multiplications and n(n− 1) additions.

Regarding the second instruction, when it is executed we have that x ∈ L by Claim 3.3.3
and A · L ⊆ ImB + c since the check at step 19 had to fail. In particular Ax ∈ ImB + c.
As shown in the proof of Claim 3.2.3, one can efficiently compute a vector Y0 such that
AX + BY0 = c · G, and in particular this requires only polynomially many generic group
operations.

To conclude we need to improve this solution in such a way that for all i ∈ {1, . . . , χ} such
that βi = 0, a⊤

i X + b⊤
i Y0 ̸= ci. To this aim call I = {i ≤ χ : βi = 0} and for all i ∈ I

Wi = {y : a⊤
i x + bi

⊤ = ci}.

First we observe that the solution for the system AX + BY = c · G is Y0 + (KerB) · G.
Indeed for any vector Y, using the fact that Y0 is a solution too,

AX +BY = c ·G ⇔ B(Y −Y0) = 0 ⇔ Y ∈ Y0 + (KerB) ·G.

Next, calling y0 the discrete logarithm of Y0, i.e. such that Y0 = y0 ·G, then for all i ∈ I
we prove that y0 + KerB ⊈ Wi. Assuming by contradiction that for some i this is not true,
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then, since y0 + KerB is the set of all solutions to the linear system defined by A,B, c, we
would have that for all y

Ax +By = c ⇒ y ∈ Wi ⇒ a⊤
i x + b⊤

i y = ci.

In particular x ∈ FA,B,c
ai,bi,ci

which implies X ∈ FA,B,c
ai,bi,ci

·G, which is a contradiction.

Observing now that Wi are hyperplanes and that dirWi = {y : b⊤
i y = 0} we have that either

Wi ∩ (y0 + KerB) = ∅ or KerB ⊈ dirWi. Let now J ⊆ I be the set of indices i of those
spaces such that Y0 ∈ Wi. If J were empty, Y0 would be the desired solution. Otherwise,
for each of these spaces Wi, we can efficiently find ui such that ui ∈ KerB \ dimWi, i.e.
ui ∈ KerB and b⊤

i ui ̸= 0.

We claim, but not prove immediately, that a vector v that is not orthogonal to any bi for
i ∈ J and that lies in the span of uii∈J can be computed in polynomial time. Assuming for
the moment that the latter is true, then we can conclude that the desired solution is one of
the vectors in

{Y0 + (α · v) ·G : α ∈ {1, . . . , χ+ 1}}.
Indeed all these points (all distinct because χ− 1 < q, the order of G) lie on an affine line
passing through Y0 and with direction v. Since ui ∈ KerB, then also the vector v ∈ KerB
as it belongs to the span of {ui}i∈J , implying that the line (and in particular the set described
above) is contained in (y0 + KerB) · G. Next, by construction Y0 ∈ Wi for i ∈ J but
v /∈ dirWi, we have that these hyperplanes intersect the line only in Y0. Conversely the
hyperplanes Wi with i /∈ J by definition do not contain the point Y0 and in particular can
intersect the line in at most 1 point. As the number of these spaces is at most χ, by the
pigeonhole principle at least one among χ+ 1 points on the line does not belong in any of
them. As checking membership in Wi can be done with polynomially many group operations
as shown before, and χ is polynomially bounded, we can find a point Y ∈ Y0 + (KerB) ·G
such that Y /∈ Wi ·G for all i ∈ I. From the way we defined Wi we thus proved that

Y ∈ Y0 + (KerB) ·G ⇒ AX +BY = c
Y /∈ Wi ·G ⇒ a⊤

i X + b⊤
i Y = ci ·G.

That is a solution to the given system.

Before concluding the proof of the claim we are left with showing an algorithm for computing
v efficiently. This is presented if Figure 3.5. We show correctness by induction. If n = 1,
v = u1 is not orthogonal by hypothesis to b1 and trivially lies on the span of u1. Assuming
that correctness holds for n− 1, then the intermediate vector v computed is not orthogonal
to any b1, . . . ,bn−1 and is a linear combination of u1, . . . ,un−1. If v is also non orthogonal to
bn, then it satisfies the desired property. Conversely, we have that for all α ∈ {0, 1}

(αv + un)⊤bn = u⊤
n bn ̸= 0.

Regarding the other vector observe that for each i there can exists at most one α ∈ Fq such
that (αv + un)⊤bi = 0, that is

α = u⊤
n bi

v⊤bi

.
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ExtPoint(b1, . . . ,bn,u1, . . . ,un):
1 : If n = 1: Return u1

2 : Else:
3 : v← ExtPoint(b1, . . . ,bn−1,u1, . . . ,un)
4 : If v⊤u ̸= 0: Return v
5 : Else:
6 : For α ∈ {1, . . . , n}:
7 : If (αv + un)⊥bi = 0 for all i ∈ {1, . . . , n− 1}:
8 : Return αv + un

Figure 3.5: ExtPoint, given b⊤
i ui ̸= 0 returns v a linear combination of ui s.t. b⊤

i v ̸= 0.

Since n < q the values of α we consider are all distinct and by the pigeonhole there has then to
exists an α such that (αv⊤+un) is not orthogonal to any bi for i < n. In conclusion (αv⊤+un)
is not orthogonal to any bi and it is, by the inductive hypothesis, a linear combination of
u1, . . . ,un. This concludes the proof.

Proof of Claim 3.3.5. First of all, if condition at step 23 is satisfied, then by construction
the condition at step 21 is not (or step 23 is not executed). Hence L ∩ FA,B,c

ai,bi,ci
is a proper

subspace of L, which implies that after step 24 the dimension of L decreases strictly.

If instead the condition at step 33 is satisfied, as done for the proof of Claim 3.3.6, we can
assume with loss of generality that X̃ and Ỹ share the same labels of X and Y. Executing
S.Vfy on input (X, s,m,Y, t) and calling β1, . . . , βχ the bits returned by O0

eq invoked during
this execution, we have that at least one of the conditions on steps 17, 19 or 21 is satisfied
(since the other conditions would break the cycle). However

• If the check on step 17 is satisfied then S.Vfy on input (X, s,m,Y, t) would output
0, meaning that the queried signature is rejected. This contradicts correctness of the
underlying scheme.

• If the test on step 21 is satisfied, by Claim 3.3.3 x ∈ L and in particular X ∈ FA,B,c
ai,bi,ci

for some i such that βi = 0. By construction this means that for any Y′ that satisfies
AX = BY + c ·G, then a⊤

i X = b⊤
i Y′ + ci ·G.

As A,B, c consist of the linear constraints tested by S.Vfy that X, Y and G verifies,
then AX = BY + c · G. In particular a⊤

i X = b⊤
i Y + ci · G, which contradicts the

hypothesis that O0
eq( · ) returns βi = 0 for the i-th query.

In conclusion we obtain that A · L ⊈ ImB + c, implying that {x ∈ L : Ax ∈ ImB + c} is a
proper subspace of L. Hence after step 33 the dimension of L strictly decreases.

Proof of Claim 3.3.6. First of all we remark that step 27 can be efficiently computed since
A · L ⊆ ImB + c, which by Claim 3.3.3 implies that, calling x the discrete logarithm of X,
Ax ∈ ImB + c, and x /∈ FA,B,c

ai,bi,ci
. In particular, calling V the affine space of solutions y ∈ Fk

q

such that Ax = By + c, and Vi the subspace of V such that a⊤
i x = b⊤

i y + ci we have two
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possible cases:

• dim V = 0: then since condition on step 23 is not satisfied, Vi ⊊ V , which means that
Vi = ∅ for all i such that βi = 0. In particular Y is the only solution to the system
AX = BY + c ·G, which is obtained by

Y = H · (AX− c ·G)

with H a left weak inverse of B, and it automatically satisfies all the conditions of the
form a⊤

i X ̸= b⊤Y + ci ·G.

• dim V ≥ 1: then since condition on step 23 is not satisfied, Vi ⊊ V is a proper subspace
of V . It follows that ⋃i:βi=0 Vi contains at most χ·qdim V −1 points. Since χ is polynomially
bounded (or the verification algorithm would not be efficient) χ < q and in particular
the set V \⋃i:βi=0 Vi is not empty and a vector Y satisfying the above conditions can be
obtained for instance with overwhelming probability greater than 1− χ · q−1 by setting

Y = H(AX− c ·G) + (I −HB)w ·G

with H a weak left inverse of B and w←$ Fn
q .

Finally to show that (Y, t) is a valid signature we first observe that without loss of generality
we may assume that X and Y have the same labels of X̃ and Ỹ. Indeed A can set X̃ with
the same labels of X and Ỹ with large enough labels so that, for a given Y ∈ Gk, up to
performing dummy operations (adding zeroes for instance), it is possible to obtain a new
vector Y′ representing the same group elements of Y and with the same labels of Y.

As the inputs (X, s,m,Y, t) and (X̃, s,m, Ỹ, t) are equal, the deterministic algorithm S.Vfy
performs the same queries to Oadd and O0

eq. In particular, for the i-th query, if βi = 0
then a⊤

i X ̸= b⊤
i Y + ci · G, meaning that O0

eq( · ) returns 0 = βi. Conversely if βi = 1,
then a⊤X = b⊤Y + ci · G, meaning that O0

eq( · ) returns 1 = βi. Hence the execution of
S.Vfy produces the same output b it returns when executed with the simulated group G̃. As
condition on step 17 is not satisfied, b = 1, meaning that the signature (Y, t) is valid for
m.

Proof of Claim 3.3.7. Initially L = V ×Fn2
q implies dimL = n2 +dim V . If B(vk, V )→ (F,L)

with π(L) = V then dimL ≥ dim π(L) ≥ dim V .

Proof of Claim 3.3.8. Analogous to the proof of Claim 3.2.7.

Proof of Claim 3.3.9. As in the proof of Claim 3.2.6, it can be shown that A executes its
subroutine a polynomial number of times. By Claim 3.3.4 each execution requires a polynomial
number of queries to the GGM and not other query is performed explicitly by A. The thesis
follows.

Proof of Claim 3.3.10. Analogous to the proof of Claim 3.2.8.
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Chapter 4

Vector Commitments in Generic
Groups

Chapter Overview
In this chapter we investigate Vector Commitments over Maurer’s GGM. The main results are
Corollary 4.3.3 and Theorem 4.3.4, proving lower bounds for the commitment and opening
length of certain classes of VC in the GGM. More specifically, let ℓc and ℓπ the commitment
and maximum opening bit length respectively. The first result states that VC with generic
verification (or strictly linear) satisfies ℓc · ℓπ = Ω(n) with n being the number of supported
entries in the commitment. Conversely, for hiding VC (see Section 4.1.1), the stronger bound
ℓc = Ω(n) must hold. These results follow from the attacks developed in Chapter 3, and
appeared in [32] and [63].

4.1 Definitions

4.1.1 Hiding Vector Commitments
In this section we provide a game-based definition for the hiding property of Vector Commit-
ments. The approach we take is inspired by IND security for functional encryption schemes:
for any two vectors x0, x1 provided by the adversary, we ask that guessing which one was
committed is hard even when those positions in which x0 and x1 match are opened.

Definition 4.1.1. Given a Vector Commitment and an adversary A we define its advantage
at the hiding game, described in Fig. 4.1, as

Adv(A) =
∣∣∣∣12 − Pr

[
ExpHideA(1λ) = 1

]∣∣∣∣ .
A VC (resp. Algebraic VC) is hiding if there exists ε negligible such that for all PPT (resp.
GPPT) adversaries A, Adv(A) ≤ ε(λ).

As a sanity check we observe that combining any (non necessarily algebraic) VC with a
commitment scheme yields an hiding VC as informally stated in [31]. We further notice that,
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ExpHideA(1λ)
1 : pp← VC.Setup(1λ), β ←$ {0, 1}
2 : (x0,x1)← A(pp) such that x0,x1 ∈ (VC.M)n

3 : c, aux ← VC.Com(pp,xβ), A ← c

4 : When A queries i ∈ {1, . . . , n}:
5 : If x0

i = x1
i : Λi ← VC.Open(pp, i, aux), A ← Λi

6 : When β′ ← A:
7 : Return β′ == β

Figure 4.1: Vector Commitment’s hiding game with adversary A

viewing VCs as a special class of Functional Commitments [83], the game in Fig. 4.1.1 could
be rephrased for this general primitive by letting A query functions f and receive an opening
for f only if f(x0) = f(x1).

While the above definition is given in a way that can be easily generalized, when applied to
VC it becomes equivalent to a simpler notion, given through the game described in Fig. 4.2.
The two main differences are that x0 and x1 are allowed to differ in at most one position, and
that opening proofs for all other positions are given directly without oracle queries.

ExpHideVCA(1λ)
1 : pp← VC.Setup(1λ), β ←$ {0, 1}
2 : (x0,x1)← A(pp) with x0,x1 differing only in position i

3 : c, aux ← VC.Com(pp,xβ), Λj ← VC.Open(pp, j, aux) for all j ̸= i.
4 : When β′ ← A(c, (Λj)j ̸=i)
5 : Return β′ == β

Figure 4.2: Simpler Vector Commitment’s hiding game with adversary A

Proposition 4.1.1. A (resp. algebraic) VC is hiding if and only if there exists a negligible ε
such that for each PPT (resp. GPPT) adversary A, its advantage in the game described in
Fig. 4.2 is

Adv(A) =
∣∣∣∣12 − Pr

[
ExpHideVCA(1λ) = 1

]∣∣∣∣ ≤ ε(λ).

A proof of this Proposition appears in the full version of [63].

4.1.2 Strictly Linear and Generic Verification
As done for signatures over pairing-free groups, we study two variants of algebraic Vector
Commitments. Namely those with strictly linear verification, for which looking ahead we will
be able to provide an unconditional impossibility results, and those with generic verification,
where all procedures are simply asked to be compatible with the GGM interface. We start by
introducing a notion of algebraic vector commitments where the verification algorithm only
consists of a system of linear equations.
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Definition 4.1.2 (Algebraic VCs with linear verification). A vector commitment scheme is
said to be algebraic with linear verification if the message space is VC.M = Fq and

• VC.Setup(1λ) $→ pp such that pp = (X1, s1) ∈ Gν1 × {0, 1}∗.

• VC.Com(pp,m1, . . . ,mn) $→ c, aux such that c = (X2, s2) ∈ Gν2 × {0, 1}∗.

• VC.Open(pp,m, i, aux)→ π such that π = (Y, z) with Y ∈ Gk and z ∈ Fh
q .

• There exist A : Fh+1
q × [n]× {0, 1}∗ → Fℓ,n

q and B : Fh+1
q × [n]× {0, 1}∗ → Fℓ,k

q matrices
such that VC.Vfy(pp, c,m, i, π)→ 1 if and only if, calling X = X1||X2 and s = s1||s2

A(z,m, i, s) ·X = B(z,m, i, s) ·Y.

For the ease of presentation we will omit s in A and B when clear from the context. Notice
that the definition imposes linearity only with respect to group elements while it allows
procedures A,B to depend non-linearly on the field vector element z.

As we shall see, our first impossibility result states that whenever A is an affine function of
z,m and B does not depends on z,m, then the resulting scheme cannot be both “succinct”
and position binding. We call these schemes strictly linear since their verification equations
depend linearly both in z and Y.

Definition 4.1.3 (Algebraic VCs with strictly linear verification). A vector commitment is
said to be algebraic with strictly linear verification if it satisfies Definition 4.1.2, A(z,m, i) is
an affine function1 of z,m and B(i) does not depends on z,m.

However, if we allow A to depend quadratically, or B linearly, on z,m then we could use
arithmetization techniques, such as R1CS, to encode a circuit representing for example a
Merkle tree verification into the verification equation of Definition 4.1.2. This means that we
can construct algebraic VC schemes with linear verification that are succinct and position
binding. Explicit examples of such schemes are provided in the full version of [32].

This technique however either bypasses the underlying group and may reduce security to
external problems, or rely on non-black-box usage of the group. An example of the latter
comes by encoding a Merkle tree built using an hash function whose collision resistance is
based on discrete logarithm over the same group G, such as Pedersen hash. Note that this
construction would not retain algebraic properties from the underlying group. For this reason,
following an approach similar to [93, 53], we study whether in the Generic Group Model
(GGM) the security of a VC can be reduced to hard problems on the underlying group. To
this aim we provide the following more general definition.

Definition 4.1.4 (Algebraic VCs with generic verification). A vector commitment scheme
is said to be algebraic with generic verification if, in the GGM, the algorithms VC.Setup,
VC.Com,VC.Open,VC.Vfy are oracle machines with access to Oadd and O0

eq.

1i.e. A(z,m, i) = A0(i) + z1A1(i) + . . .+ zhAh(i) +mAh+1(i)

47



Emanuele Giunta

4.2 From Algebraic VC to Algebraic Signatures

4.2.1 Compiler
The strategy we adopt to show our impossibility results is to establish a connection between
vector commitments and signatures, providing a way to construct the latter from the former
generically. This way we will be able to bridge extensions of the impossibility results in [53]
for algebraic signatures to algebraic vector commitments.

More specifically, for a given VC (not necessarily algebraic) our transformation produces
a signature scheme with polynomially bounded message space {1, . . . , n}. The high-level
idea is to compute a commitment c to random messages m1, . . . ,mn, and use (pp, c) as the
verification key and the auxiliary information aux as the secret key. In order to sign a message
i ∈ {1, . . . , n}, the signer returns mi and π, the message and opening proof for the i-th
position, while verification is performed by checking the correctness of π. A formal description
of the transformation is presented in Fig. 4.3.

SVC.Setup(1λ):
1 : VC.Setup(1λ)→ pp
2 : m1, . . . ,mn ←$ VC.M
3 : c, aux ←$ VC.Com(pp,m1, . . . ,mn)
4 : vk← (pp, c) sk← (aux, {mi}ni=1)
5 : Return vk, sk

SVC.Sign(sk, i):
1 : Parse sk = (aux, {mi}ni=1)
2 : π ← VC.Open(pp,mi, i, aux)
3 : σ ← (mi, π)
4 : Return σ

SVC.Vfy(vk, i, σ):
1 : Parse vk = (pp, c) and σ = (mi, π). Return VC.Vfy(pp, c,mi, i, π)

Figure 4.3: Generic transformation from VCs to signature schemes

In the rest of this section we will argue security according to the properties satisfied by the
underlying VC. In particular we will show that succinct VC yields ϑ-unforgeable signatures
(for a non-trivial function ϑ), while hiding VC yields unforgeable signatures.

4.2.2 ϑ-Unforgeability from Succinct VC
We now show that if the VC is somewhat succinct, then our compiler yields a ϑ-unforgeable
signature. The high-level intuition is that openings (obtained through signing queries) may
leak information on the committed values in other locations. However, the amount of
information leaked cannot exceed the opening bit length. Hence, an adversary breaking
unforgeability for many messages, either breaks position binding, or correctly guesses many
information-theoretically hidden bits contained in the messages mi in the forged positions i.

Theorem 4.2.1. Given a Vector Commitment with commitments of bit-length ℓc = ℓc(n, λ)
and opening proofs of bit-length ℓπ = ℓπ(n, λ), then there exists a PPT black box reduction R
of ϑ-UF for the derived signature scheme described in Fig. 4.3 to the position binding property,
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where
ϑ(vk, Q) = λ+ ℓc + |Q| · (ℓπ + log |VC.M|)

log |VC.M| .

In particular for any position binding VC, the resulting signature is ϑ-UF with ϑ as specified
above.

Proof. Given an adversary A breaking ϑ-UF for this signature scheme, we provide a PPT
algorithm R that breaks the underlying VC’s position binding using A in a black-box way.
For notational convenience let us denote Q = {(j,mj, πj)}j∈S the set of all queries recorded
in the experiment 3.1 with S being the set of queried positions.

Adversary R(pp):
1 : Samples m1, . . . ,mn ←$ VC.M and get c, aux ←$ VC.Com(pp,m1, . . . ,mn)
2 : Set vk← (pp, c), S ← ∅ and send A ← vk
3 : When A queries j ∈ {1, . . . , n}:
4 : Compute the opening π ←$ VC.Open(pp,mj , j, aux) and set σ ← (mj , π)
5 : Update S ← S ∪ {j} and send A ← σ

6 : When A returns a set F :
7 : If ∃(i, σ) ∈ F : i ̸∈ S ∧ σ = (m̂, π̂) ∧ m̂ ̸= mi:
8 : Compute πi ← VC.Open(pp,mi, i, aux) and return (c,mi, m̂, i, πi, π̂)
9 : Else: Return ⊥

Figure 4.4: Reduction R breaking position binding.

As a first step we argue that with overwhelming probability, if A produces more than ϑ
forgeries, then at least one them contains an opening to a message that differs from the
committed one.

Claim 4.2.1. Let F = {(i, m̂i, π̂i)}i∈I be the set of forgeries A produces. If |I| ≥ ϑ(vk, Q)
and I ∩ S = ∅, calling bad the event m̂i = mi, ∀i ∈ I, then Pr [bad] ≤ 2−λ.

Proof of Claim 4.2.1. {mi}i∈I are uniformly distributed and independent from pp, but may
not be independent from c and {mj, πj}j∈S. Notice that, by the way we defined ℓc and ℓπ, we
have that

(c, {πj}j∈S, {mj}j∈S) ∈ {0, 1}ℓc+|S|ℓπ × VC.M|S|.

We can then lower bound the conditional min-entropy as H∞({mi}i∈I | c, {mj, πj}j∈S) ≥

≥ H∞({mi}i∈I)− ℓc − |S| · ℓπ − |S| · log |VC.M|
= |I| · log |VC.M| − ℓc − |S| · (ℓπ + log |VC.M|)
≥ ϑ(vk, Q) · log |VC.M| − ℓc − |Q| · (ℓπ + log |VC.M|)
= λ

where the first equality follows as, without conditioning on c, πj,mj , mii∈I and I are indepen-
dent, the second inequality uses |I| ≥ ϑ(vk, Q) and |S| = |Q| while the last equality applies
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our assumption on ϑ(vk, Q). In conclusion, the probability of correctly guessing {mi}i∈I given
c and {mj, πj}j∈S is smaller than 2−λ, proving the claim.

To conclude the Theorem’s proof, if A wins in game 3.1 then all the forgeries returned are
correct signatures of non-queried messages. In particular if bad does not occur, among the
forgeries returned by A, R will find m̂i ̸= mi and π̂i such that

VC.Vfy(pp, c,mi, i, πi)→ 1 VC.Vfy(pp, c, m̂i, i, π̂i)→ 1.

which breaks the position binding. Therefore Adv(A) ≤ Adv(R) + 2−λ which is negligible.

4.2.3 Unforgeability from Hiding VC
We now turn our attention to hiding VC schemes. The key idea is that the information-theoretic
argument in the previous section could have been avoided if commitments and openings do
not leak information on the committed values. This suggests the following (informal) proof
strategy for unforgeability: Assume an adversary forges a signature for message i, that is an
opening of c at position i to some message m′

i, with c being a commitment to m1, . . . ,mn.
Then m′

i ̸= mi only with negligible probability, or else A would break position binding.
Therefore A can be used to break the hiding property. This is done by guessing the position i
it will forge, querying in the hiding game, Figure 4.2, two random vectors differing in that
position, answering signature queries with the received opening values and finally returning
the bit corresponding to the vector containing m′

i in position i.

Proposition 4.2.2. Given a position-binding and hiding (Algebraic) Vector Commitment,
the (Algebraic) Signature scheme in Fig. 4.3 is unforgeable.

Proof of Proposition 4.2.2. Given an adversary A breaking unforgeability of the signature
scheme described in Fig. 4.3, we build in Figure 4.5 an adversary B playing against the
(simpler) hiding game for Vector Commitment described in Fig. 4.2.

We first state the following claim, where b is the challenge bit chosen by B’s challenger and
forge the event 1← VC.Vfy(pp, c, x∗

k, k,Λ∗
k).

Claim 4.2.2. Exists ε negligible such that Pr [forge, k = i, x∗
k ̸= x0

i | b = 0] ≤ ε.

These claims implies the thesis since

2 · Adv(B) = |Pr [B → 0 | b = 0]− Pr [B → 0 | b = 1]|
≥ Pr [B → 0 | b = 0]
≥ Pr

[
forge, k = i, x∗

k = x0
i

∣∣∣ b = 0
]

≥ Pr [forge, k = i | b = 0]− Pr
[
forge, k = i, x∗

k ̸= x0
i

∣∣∣ b = 0
]

≥ Pr [forge | b = 0, k = i] Pr [k = i | b = 0]− ε

≥ Adv(A) · 1
n
− ε
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B(pp):
1 : Guess the index A is going to forge, i←$ [n]
2 : Sample x0

i , x
1
i ←$ VC.M with x0

i ̸= x1
i

3 : For all j ̸= i: xj ←$ VC.M, and set x0
j ← xj , x1

j ← xj

4 : Query x0,x1 and wait for (c, (Λj)j ̸=i)
5 : Run A(pp, c)
6 : When A queries j:
7 : If j = i: Return 1 // i.e. abort

8 : Else: A ← (xj ,Λj)
9 : When A returns (k, x∗

k,Λ∗
k)

10 : If k ̸= i or 0← VC.Vfy(pp, c, x∗
k, k,Λ∗

k) or x∗
k = x1

i :
11 : Return 1
12 : Else: Return 0

Figure 4.5: Reduction B executed in the hiding game of Fig. 4.2.

where we used the fact that A has no information on i, thus Pr [k = i] = 1/n and forge is
independent on k = i.

Thus Adv(A) ≤ 2nAdv(B) + nε, that is negligible. Next we prove the Claim providing a
reduction C that uses A to break position binding. The idea is that C can emulate the behavior
of B when b = 0 until the final step. If the adversary manages to produce an opening to a
message x∗

k for the right position k = i but with x∗
k ̸= x0

i , then C breaks position binding
returning this opening for x∗

k, and the correct one he can generate for x0
i . A full description

appears in Figure 4.6.

C(pp):
1 : // Simulate B and its challenger

2 : Sample i←$ [n] and x←$ VC.Mn

3 : (c, aux)← VC.Com(pp,x)
4 : Run A(pp, c)
5 : When A queries j:
6 : If j = i: Return ⊥
7 : Else: πj ← VC.Open(pp, j, aux), A ← (xi,Λi)
8 : When A return (k, x∗

k,Λ∗
k)

9 : If k ̸= i and VC.Vfy(pp, c, x∗
k, k,Λk) and x∗

k ̸= xi:
10 : Λi ← VC.Open(pp, i, aux)
11 : Return (c, i, x∗

k,Λ∗
k, xi,Λi)

12 : Else: Return ⊥

Figure 4.6: Reduction C breaking position binding.
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By inspection C simulates B when b = 0 and x = x0 correctly. Note that there is no need to
simulate x1 as when b = 0, A gets no information about it. Finally, if the condition at step 9
is executed, C breaks position binding correctly since x∗

k ̸= xi, 1 ← VC.Vfy(pp, c, x∗
k, k,Λ∗

k)
and, by correctness, 1← VC.Vfy(pp, c, xi, i,Λi) with i = k. Hence

Adv(C) = Pr
[
forge, k = i, x∗

k ̸= x0
i

∣∣∣ b = 0
]
.

which proves the claim.

4.3 Bounds for Algebraic Vector Commitments
In this section we combine the negative results for algebraic signature with the security
achieved by our generic compiler starting from any (hiding) VC. We derive in this way lower
bounds for algebraic vector commitments. In particular, for general VC in the GGM, we
prove that ℓc · ℓπ = Ω(n) where ℓc, ℓπ are respectively the commitment and opening bit length,
and n is the committed vector’s length. For hiding VC instead we get a stronger bound,
namely ℓc = Ω(n).

4.3.1 Bounds for Strictly Linear and Generic Verification VC
Theorem 4.3.1. Given a position binding algebraic VC with strictly linear verification, let
ℓc = ℓc(n) and ℓπ = ℓπ(n) be respectively the commitment and opening bit length to commit to
a vector of n entries. Then

ν2 + λ+ ℓc + ν2 · (ℓπ + log |VC.M|)
log |VC.M| ≥ n.

Proof. Assume there exists an algebraic VC with strictly linear verification contradicting
the above inequality and satisfying position binding. Then by Theorem 4.2.1 the signature
scheme obtained through the transformation in Fig. 4.3 would satisfy ϑ-UF with

ϑ(vk, Q) = λ+ ℓc + |Q| · (ℓπ + log |VC.M|)
log |VC.M|

and its message space would have size |SVC.M| = n. Since vk contains ν2 group elements
excluding those that belong to the CRS, i.e. the public parameters of the original Vector
Commitment, the attacker A from Theorem 3.2.1 can produce at least n − ν2 forgeries
performing at most ν2 queries. Called Q the set of queries performed by A we would have
that

ϑ(vk, Q) ≤ λ+ ℓc + ν2 · (ℓπ + log |VC.M|)
log |VC.M| < n− ν2

where we use the fact that |Q| ≤ ν2 in the first inequality. This is then a contradiction since A
would breaks the ϑ-UF of the derived signature, implying that the given vector commitment
was not binding.
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Theorem 4.3.2. Given an algebraic VC with generic verification that is position binding
against unbounded adversaries performing polynomially bounded queries to the GGM oracles
Oadd, O0

eq, using the same notation of Theorem 4.3.1, then

ν2 + λ+ ℓc + ν2 · (ℓπ + log |VC.M|)
log |VC.M| ≥ n.

Proof. Assuming again by contradiction that the above inequality is not satisfied, Theo-
rem 4.2.1 implies that the associated signature scheme is ϑ-UF against any unbounded
adversary C making at most polynomially many signature and group operations queries, or
otherwise RC would break position binding with significant advantage. Notice that since R
is PPT, RC still performs polynomially many generic group operations. As in the proof of
Theorem 4.3.1 then, our initial assumption implies ϑ ≤ n − ν2. Since the adversary A of
Theorem 3.3.1 returns n− ν2 signatures performing at most ν2 queries, this contradicts the
ϑ-UF of the associated signature against this adversary.

Corollary 4.3.3. Given an algebraic vector commitment with strictly linear verification, then
ℓc · ℓπ = Ω(n). Analogously, given an algebraic vector commitment with generic verification
position binding against unbounded adversary performing at most polynomially many queries
to the GGM oracles, ℓc · ℓπ = Ω(n).

Note that this lower bound implies in both cases that either ℓc = Ω(
√
n) or ℓπ = Ω(

√
n).

4.3.2 Bounds for Hiding VC
In Section 3.3 we proved that any algebraic signature satisfying ϑ unforgeability with message
space of size n and a verification key with m group elements2 must satisfy m ≥ n+ ϑ. Recall
that, as mentioned, the standard Unforgeability notion is equivalent to ϑ-unforgeability for
ϑ = 0. Moreover, in the reduction provided in Fig. 4.3, the verification key only consist of the
public parameters (that can be given in the CRS) and one commitment. We thus conclude
that

Theorem 4.3.4. Any position-binding and hiding Algebraic Vector Commitment with GPPT
computable procedures, whose commitment for a vector of length n contains ℓc = ℓc(λ, n) group
elements, satisfies ℓc ≥ n.

Proof. According to Proposition 4.2.2, any hiding VC for vectors of length n yields an
unforgeable signatures with message space of size n. Let ν2 be the number of group elements
in the commitment. If by contradiction ν2 < n, then Theorem 4.3.2 implies there exists an
adversary A finding at least one forgery for the corresponding signature scheme. Thus ν2 ≥ n
and in particular ℓc ≥ ν2 implies ℓc = Ω(n).

Notice that an Algebraic VC that is both position-binding and hiding with linear opening
proof size and constant commitment size would violate this Theorem, but not the bound in
the previous section. Looking ahead this will prove useful when studying Algebraic NIZK-AoK

2Excluding those group elements contained in the CRS for which the signer has no trapdoor information.
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in the GGM for certain relations. We finally remark that the above Theorem also captures
VC scheme that are efficient only with respect to group operations. This follows as the attack
presented in Section 3.3 also works in such case (i.e. when the signature is efficient only in
terms of group operations).
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Chapter 5

Non-Interactive Zero-Knowledge in
Generic Groups

Chapter Overview

In this chapter we continue our study focusing on Non-Interactive Zero-Knowledge arguments
in Maurer’s GGM. In this setting two classes of construction are known from prime order
groups. The first one consists of algebraic constructions in pairing groups, e.g. Groth-Sahai
proofs [72]. The second one instead only requires pairing-free groups, but heavily relies on
the group element representation by instantiating Fiat-Shamir with a correlation intractable
hash [25, 75].

Eventually we show that best of both worlds constructions do not exists. More specifically the
two main results of this chapter, presented in Theorem 5.2.2 and 5.3.2, states that in Maurer
GGM is impossible to construct:

• Non-Interactive Zero-Knowledge arguments of knowledge for the preimage relation
R = {(x,w) : f(w) = x} where f is one-way in the GGM (with mild limitations). This
include proving knowledge of a discrete logarithm.

• Non-Interactive Zero-Knowledge arguments, for hard subset-membership problems, i.e.
languages L where is possible to sample indistinguishably (against a GPPT distinguisher)
from L and its complement. This notably include the DDH problem.

Note the two results are independent. The first cannot imply the second one because arguments
of knowledge are a special type of NIZK. Conversely the second one cannot imply the first
one since the latter also holds for relations with trivial languages, i.e. where all instances
have a witness, such as the discrete-logarithm relation. Our fist result follows by showing
how such NIZKs could be used to build Hiding Pedersen-like VC violating the lower bound
presented in Chapter 4. The second one instead is based on an adaptation of the attack on
signatures given in Section 3.3.
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5.1 One Way Functions in Maurer GGM

5.1.1 Definition
In this section we provide definitions that allow us to capture one way functions that only
uses a black-box group and whose hardness reduces only to hard problems in the group. The
first notion is easily captured by assuming f access the group through the oracles Oadd and
Oeq. To capture the second one we follow the approach of [53] used in previous chapters
where security is provided against all GPPT adversaries, i.e. unbounded machines restricted
to perform a polynomially bounded number of queries to the GGM random oracles.

Definition 5.1.1. We define Algebraic OWF Family a couple (Gen, f) of PPT algorithms
with

k ←$ Gen(1λ), fk : {0, 1}n1 ×Gn2 → {0, 1}m1 ×Gm2 .

such that for all GPPT adversaries A there exists a negligible ε such that

Pr
[
A(y)→ z, fk(z) = y

∣∣∣ x←$ {0, 1}n1 ×Gn2 , y ← f(x)
]
≤ ε(λ).

The simplest example of algebraic OWF is the group exponentiation f : Fq → G with
f(x) = x ·G, whose hardness in the GGM was proved in [88].

Without loss of generality we can assume that fk outputs only group elements, as the output
bits can be encoded in the exponent. More precisely given f as in the definition above we can
define for each key k

f ′
k : {0, 1}n1 ×Gn2 → Gm1+m2 : fk(x) = ((bi)m1

i=1,H) ⇒ f ′
k(x) = ((bi ·G)m1

i=1,H).

In the GGM f ′(x) can be computed from f(x) and vice versa.

5.1.2 Collision Resistance
Our first impossibility result for NIZK-AoK will apply to NP relations defined for a large
family of OWF, but we will need the OWF to be collision resistant. This is problematic as
not every OWF is collision resistant, effectively restricting the scope of our result.

To address this issue we show that any algebraic OWF family with domain {0, 1}n and Gen
returning only random group elements can be transformed to achieve collision resistance by
simply restricting its domain. The idea is that, with unbounded computation, we could find
for a given key k a subset X ⊆ {0, 1}n such that fk(X ) = Im fk and fk is injective over X .
However this would be inefficient in terms of group operations1. Therefore we show that if
the OWF key is a vector of random group elements, it is possible to restrict the function’s
domain in GPPT time so that finding collisions implies finding linear relations among the
group elements in the key.

Concretely in the following lemma we provide two GPPT algorithm, Memb and Samp, respec-
tively testing membership with the restricted domain x ∈ X and sampling elements from
X .

1Each evaluation of fk would required access to the GGM, implying exponentially many queries.
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Lemma 5.1.1. Given (Gen, f) algebraic OWF family with f : {0, 1}n → Gm and Gen
returning a uniformly distributed key k ∼ U(Gκ), there exists a set X ⊆ {0, 1}n and two
GPPT algorithm Memb and Samp such that

• Correctness 1: Memb(x)→ 1 ⇔ x ∈ X .

• Correctness 2: x←$ Samp(1λ) ⇒ x ∈ X .

• Indistinguishability: ∃ε negligible s.t. for k ←$ Gen(1λ), x1 ←$ {0, 1}n and x2 ←$

Samp(1λ),
∆
(
(k, fk(x1)), (k, fk(x2))

)
≤ ε(λ).

• Collision Resistance: ∃ε negligible s.t. for all GPPT adversaries A , given k ←$

Gen(1λ),

Pr [A(k)→ (x1, x2), x1, x2 ∈ X , x1 ̸= x2, fk(x1) = fk(x2)] ≤ ε(λ).

We remark that the above Lemma could be extended to k ∼ Gκ (not necessarily uniform) such
that finding non-trivial linear relations among its group elements is hard for GPPT adversary.
This holds as in the GGM such a vector k would be indistinguishable from k′ ∼ U(Gκ),
implying that f can be extended to f ′ with key space Gκ by running the evaluation algorithm
for f also for those keys for which f is not formally defined. Since Memb and Samp exists for
f ′, they satisfy the above properties also for f (or else we could build a distinguisher for k
and k′).

Proof of Lemma 5.1.1. We will describe Memb and Samp by first providing a GPPT algorithm
T that generates an exponentially long explicit description of the set X along with a probability
distribution. Then Memb and Samp can check membership in X and sample from it without
using the group at all.

In order to describe T we make the following preliminary observation. Given any deterministic
and polynomial time oracle Turing Machine F that computes fk(x) for k ∈ Gκ and x ∈ {0, 1}n,
there exists an extractor E that on input k, x returns a matrix A such that fk(x) = Ak.
The idea is simply that E executes F forwarding all the queries to the GGM’s oracles while
keeping a representation of each queried element in base k. Although there may be many
matrices A such that fk(x) = Ak, since F is deterministic, so is E , implying that there is
only one such matrix returned on input (k, x). We can thus define

Ak,x ∈ Fm,κ
q : E(k, x)→ Ak,x, fk(x) = Ak,x · k.

The above definition works when G is a prime order group and k is uniformly sampled from
Gκ. However in the following we will use a different generic group modeling Gκ instead of
G where k∗ = (e1, . . . , eκ) ∈ (Gκ)κ, with e1, . . . , eκ being the canonical base of Gκ. This will
be done to create an environment indistinguishable from the standard one (where the GGM
models G) in which the group elements in the key satisfy no linear relation. By executing E
with this GGM oracle modeling Gκ we define for all x ∈ {0, 1}n

A∗
x ∈ Fm,κ

q : E(k∗, x)→ A∗
x.
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We are now ready to provide a description of T . The idea is that computing A∗
x does not

require any real GGM oracle query because T can simulate a GGM in which any non trivial
linear relation query among the elements in k is answered with 0. Hence T can compute A∗

x

for all x and insert in X only those element whose associated matrix does not collide with
other elements already in X . In this way we have that the map

X → Fm,κ
q : x 7→ A∗

x

is injective. Furthermore T can compute in exponential space a map F : {0, 1}n → X such
that x and F (x) have the same associated matrix. This defines a distribution over X that is
the image through F of the uniform one over {0, 1}n. A full description of T is provided in
Figure 5.1, along with a Memb and Samp.

Procedure T (1λ):
1 : Initialize X ← ∅ and F : 0, 1n → X partial function
2 : For x ∈ {0, 1}n:
3 : Compute A∗

x ← E(k∗, x)
4 : If there exists z ∈ X with A∗

z = A∗
x:

5 : Set F (x)← z

6 : Else:
7 : Add X ← X ∪ {x} and set F (x) = x

8 : Return (X , F )

Memb(1λ, x)
1 : Run (X , F )← T
2 : If x ∈ X : Return 1
3 : Else: Return 0

Samp(1λ)
1 : Run (X , F )← T
2 : Sample x←$ {0, 1}n

3 : Else: Return F (x)

Figure 5.1: Intermediate procedure T describing X .

Note that X is well defined because T is deterministic, although it depends on the arbitrary
choice of an ordering in {0, 1}n and a procedure F to compute f , used to construct E . Having
defined X we can now state and prove the following claims, which trivially imply the thesis.

Claim 5.1.1. Both correctness properties holds. I.e. for all x ∈ {0, 1}n, 1 ← Memb(x) iff
x ∈ X and x← Samp(1λ) implies x ∈ X .

Claim 5.1.2. There exists a negligible ε such that for any distribution D over {0, 1}n, given
k←$ Gen(1λ) and x←$ D,

Pr [A∗
x ̸= Ak,x] ≤ ε(λ).

Claim 5.1.3. There exists a negligible ε such that for any distribution D over {0, 1}n, given
k←$ Gen(1λ) and x←$ D,

∆((k, A∗
x), (k, Ak,x)) ≤ ε(λ).
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Claim 5.1.4. Given k← Gen(1λ), x1 ←$ {0, 1}n and x2 ←$ Samp(1λ) then

∆((k, A∗
x1), (k, A∗

x2)) = 0.

Claim 5.1.5. Given k← Gen(1λ), x1 ←$ {0, 1}n and x2 ←$ Samp(1λ) then

∆((k, fk(x1)), (k, fk(x2))) ≤ ε(λ).

Claim 5.1.6. ∃ε negligible s.t. for all GPPT adversaries A , given k←$ Gen(1λ),

Pr [A(k)→ (x1, x2), x1, x2 ∈ X , x1 ̸= x2, fk(x1) = fk(x2)] ≤ ε(λ).

Proof of Claim 5.1.1. By inspection Memb(x) returns 1 if and only if x ∈ X and is a GPPT
algorithm since both T is, as no GGM query is ever performed. Analogously by construction
F : {0, 1}n → X , so Samp(1λ) always returns an element in X .

Proof of Claim 5.1.2. Given a distribution D, even if not efficiently sampleable, we will build
an adversary A who tries to find a linear relation among κ group elements. The idea is that
A∗

x differs from Ak,x only if E (indirectly) queried if k satisfies a non-trivial linear relation
and got 1 as a reply in the real GGM. This happens since E is deterministic, thus, if it does
not find any non-trivial linear relation, it gets the same replies from both the real GGM and
the generic group modeling Gκ. A description of A appears in Figure 5.2.

Reduction A(k):
1 : Sample in exponential time x←$ D
2 : Run E(k, x)
3 : When E queries Oadd(T1, T2):
4 : Retrieve a1,a2 ∈ Fκ

q such that Ti = a⊤
i k

5 : Query Oadd(T1, T2) and store a1 + a2 as a representation of the result
6 : When E queries Oeq(T1, T2):
7 : Retrieve a1,a2 ∈ Fκ

q such that Ti = a⊤
i k

8 : Query b← Oeq(T1, T2) and return E ← b.
9 : If b = 1 and a1 − a2 ̸= 0:

10 : Return a1 ̸= a2

11 : When E halts: Return ⊥

Figure 5.2: Reduction A finding a linear relation among κ elements k.

First of all we observe that inductively A can store a representation of each element in base k
as initially ki = e⊤

i k, with ei being 1 in the i-th position and 0 elsewhere. Next, if A ever
executes line 10, it returns a linear relation since b = 1 implies a⊤

1 k = a⊤
2 k and therefore

(a1 − a2)⊤k.
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Finally, if line 10 is never executed, then E receives 1 from Oeq only when a1 ̸= a2, implying
that A correctly simulates simultaneously the standard GGM and the generic group modeling
Gκ. Thus in this case A∗

x = Ak,x.

In conclusion, (A →⊥) ⇒ A∗
x = Ak,x, therefore

Pr
[
A(k)→ v, v⊤k = 0

]
≥ Pr [A∗

x ̸= Ak,x] .

Since finding linear relations on a vector of random group elements is equivalent to the discrete
logarithm problem, we have that Pr [A∗

x ̸= Ak,x] is negligible.

Proof of Claim 5.1.3. To simplify notation, the summations below are taken for all k0 ∈ Gκ,
A0 ∈ Fm,κ

q and x0 ∈ {0, 1}n.

∆((k, A∗
x), (k, Ak,x)) =

= 1
2 ·

∑
k0, A0

∣∣∣Pr
[
k = k0, A

∗
k,x = A0

]
− Pr [k = k0, Ak,x = A0]

∣∣∣
≤

∑
k0, A0, x0

1
2
∣∣∣Pr

[
A∗

k,x = A0

∣∣∣k = k0, x = x0
]
− Pr [Ak,x = A0|k = k0, x = x0]

∣∣∣
. . . · Pr [k = k0, x = x0]

=
∑

k0, x0

Pr [A∗
x ̸= Ak,x|k = k0, x = x0] · Pr [k = k0, x = x0]

= Pr [A∗
x ̸= Ak,x] ≤ ε

where in last step we applied Claim 5.1.2 and in the third step we used the fact that

∑
A0

1
2
∣∣∣Pr

[
A∗

k,x = A0

∣∣∣k = k0, x = x0
]
− Pr [Ak,x = A0|k = k0, x = x0]

∣∣∣
is equal to Pr [A∗

x ̸= Ak,x|k = k0, x = x0] because

• If A∗
x0 = Ak0,x0 then the summation only contains terms that are 0, as A0 is either

different or equal to both matrices. Thus the above sum is 0, and so is the probability
of the two matrices being different when k = k0 and x = x0.

• If A∗
x0 ̸= Ak0,x0 then the only non zero terms of the summation are those in which A0 is

equal to either A∗
x0 or Ak0,x0 . This yield only two terms both equal to 1/2, implying

that the sum equals 1, and so does the probability of the two matrix being different
when k = k0 and x = x0.

Proof of Claim 5.1.4. We begin observing that k is independent from both x1 and x2, therefore

∆((k, A∗
x1), (k, A∗

x2)) = ∆(k,k) + ∆(A∗
x1 , A

∗
x2) = ∆(A∗

x1 , A
∗
x2).
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From the way we defined Samp, see Figure 5.1, there exists a random variable x3 uniformly
distributed over {0, 1}n such that x2 = F (x3). Thus, since for each element z, F satisfy the
identity A∗

z = A∗
F (z), we have that

∆(A∗
x1 , A

∗
x2) = ∆(A∗

x1 , A
∗
F (x3)) = ∆(A∗

x1 , A
∗
x3) = 0

where the last equation follows as x1 and x3 are both uniformly distributed.

Proof of Claim 5.1.5. First of all we observe that

∆((k, fk(x1)), (k, fk(x2))) ≤ ∆((k, Ak,x1), (k, Ak,x2))

since the two distribution on the left hand can be obtained from those in the right hand
through the map

(k, A) 7→ (k, A · k)
where we use the fact that Ak,x · k = fk(x) by the way these matrices are defined. Next
let z1, z2 be two random variables, with z1 ←$ {0, 1}n and z2 ←$ Samp(1λ). Applying the
triangular inequality twice we get

∆((k, A∗
x1), (k, Ax2))

≤ ∆((k, Ak,x1), (k, A∗
z1)) + ∆((k, A∗

z1), (k, A∗
z2)) + ∆((k, A∗

z2), (k, Ak,x2))
≤ 2ε

where we the first and last term are smaller than ε from Claim 5.1.3 and the central term is
zero from Claim 5.1.4.

Proof of Claim 5.1.6. Given a GPPT adversary A that given k returns two different points
x1, x2 ∈ X for which fk(x1) = fk(x2), we build a GPPT adversary B that finds linear relation
on a vector of κ random group elements.

The idea is that if x1 and x2 lies in X are distinct, then their associated matrices A∗
x1 and

A∗
x2 need also to be different, or else one of these two points would not be included in X by
T . If A returned inputs for which A∗

x1 ̸= Ak,x1 or A∗
x2 ̸= Ak,x2 , then as done in the proof

of Claim 5.1.2, we could extract a linear relation over the elements of k. Conversely, if
A∗

x1 = Ak,x1 and A∗
x2 = Ak,x2 , then A∗

x1 − A
∗
x2 is a non zero matrix that vanishes on k. A full

description of B appears in Figure 5.3

Let coll be the event that the condition at step 2 is not satisfied, i.e. the event in which A
returns a valid collision, and equal be the event A∗

xb
= Ak,xb

for b ∈ {0, 1}. If coll and ¬equal
occurs, B finds a linear relation with probability 1, as observed in the proof of Claim 5.1.2.
Conversely, if coll and equal we have that

fk(xb) = Ak,xb
· k = A∗

xb
· k. fk(x1) = fk(x2) ⇒ A∗

x1k = A∗
x2k.

Which implies that (A∗
x1 −A

∗
x2) vanishes on k. Furthermore this is a non trivial relation since

x1, x2 ∈ X , x1 ̸= x2 ⇒ A∗
x1 ̸= A∗

x2 ⇒ A∗
x1 − A

∗
x2 ̸= 0.

We can thus conclude that if coll occurs, then A finds a a linear relation which implies that
Pr [coll] is negligible.
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Reduction B(k):
1 : Run A(k)→ (x1, x2)
2 : If ¬ (x1 ̸= x2 ∧ x1, x2 ∈ X ∧ fk(x1) ̸= fk(x2)): Return ⊥
3 : Compute A∗

x1 , A∗
x2 , Ak,x1 , Ak,x2

4 : If A∗
xb
̸= Ak,xb

for b ∈ {0, 1}:
5 : Compute as done in Fig. 5.2 a linear relation v : v⊤k = 0
6 : Return v
7 : Else:
8 : Return A∗

x1 −A
∗
x2

Figure 5.3: Reduction A finding a linear relation among κ elements k.

5.1.3 Hard-Core Predicate
In [66] Goldreich and Levin proved that in the standard model, any OWF f with domain in
{0, 1}n can be transformed into another OWF f ′(x, r) = (f(x), r) that admits the hard-core
predicate x⊤r.

We observe that, given an algebraic OWF family, that is secure against any GPPT adversary,
even when the function’s domain is restricted as discussed in the previous section, the same
result applies.

Theorem 5.1.2. Let (Gen, f) an algebraic OWF familty with f : {0, 1}n → Gm and Gen
returning k ∼ U(Gκ). Then there exists ε negligible such that for all GPPT adversaries A

Pr
[
A(k, y, r)→ b, b = x⊤r

∣∣∣∣∣ k ←$ Gen(1λ), r←$ {0, 1}n

x←$ Samp(1λ), y ← fk(x)

]
≤ ε(λ)

The proof is identical to the original result up to observing that in this case the function’s
input is sampled with a different distribution than the uniform one and that the reduction
only needs black-box access to the group.

5.2 Negative Results for Algebraic NIZK-AoK

5.2.1 Intuition
The final step to obtain our claimed result on Algebraic NIZK-AoK is to show that it
would allow to construct a vector commitment in GPPT violating the negative result of
Theorem 4.3.4.

To build up intuition we first provide a toy construction assuming we have a NIZK-AoK
(G,P,V) for the discrete logarithm relation, i.e. that given K,H ∈ G proves knowledge of x
such that H = x ·K. The idea is to tweak a regular Petersen commitment for n field elements
until we make it hiding. An initial approach is, given x1, . . . , xn ∈ Fq, to commit to them by
sending C = x1K1 + . . .+ xnKn with Ki random group elements in the public parameters.
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To open position i we can send, together with xi, the elements xjKj along with a proof of
knowledge of xj.

This would be position binding, as from any two opening of the same position a challenger
can extract (using the NIZK extractor) two different representations of C in base K1, . . . , Kn,
which would break the security of standard Petersen commitments. However this would not
yet be hiding, even if the argument used is zero knowledge. The issue is that x ·K does not
hide x. More concretely, in the hiding game, an adversary could send x0 = (1, 0, . . . 0) and
x1 = (2, 0, . . . , 0). Later, testing if C is equal to K1 or 2K1, it would be able to understand
which was the committed vector.

A way to address this issue is resorting to an hard-core predicate ℓ : Fq → {0, 1} for the
discrete logarithm OWF, such as the least significant bit. This time, instead of committing
to x1, . . . , xn, we present a commitment to bits: given b1, . . . , bn the committer samples

xi ←$ Fq : ℓ(xi) = bi C = x1K1 + . . .+ xnKn.

An opening to bi can again be the message xi together with xjKj and a proof of knowledge
for xj, but now the verifier has to further verify that ℓ(xi) = bi.

This scheme would be binding as before, up to observing that ℓ(x0
i ) ̸= ℓ(x1

i ) implies x0
i ̸= x1

i .
Conversely the scheme is hiding because until position i is opened, nothing about xi is revealed
apart from xiKi, also because our argument is zero-knowledge. Thus guessing the message at
position i reduces to the hardness of predicting the hard-core predicate ℓ.

5.2.2 Hiding VC from NIZK-AoK
We now discuss how to generalize the construction in Section 5.2.1 to algebraic OWF families.

The first issue is that not all OWFs admit hard-core predicates. We address this using the
Goldreich-Levin transformation, see Section 5.1.3, f ′

k(x, r) = (fk(x), r) which admits the
hard-core bit x⊤r.

The second issue is that OWF may not be collision resistant2. An example is fK : {0, . . . , 2q−
1} → G such that fK(x) = x ·K where fK(0) = fK(q). This may allow an adversary to break
position-binding by finding two x,x′ with fk(x) = fk(x′) and different hard-core bits. To
address this we introduced in Section 5.1.2 two GPPT procedures Memb and Samp to restrict
the domain of a OWF in order to make it collision resistant and to sample from this restricted
domain.

Given these observations, in Fig. 5.4 we provide a complete description of the resulting VC,
with (Gen, f) being an algebraic OWF where f : {0, 1}µ → Gm and Gen samples uniformly
from Gκ, and (G,P,V) is a NIZK-AoK for the relation

R = {((k, y), x) : fk(x) = y}.

Theorem 5.2.1. If (G,P,V) is a NIZK-AoK, the VC described in Fig. 5.4 is computable in
GPPT time, position-binding, hiding and returns commitments with O(1) group elements.

2In the previous example x 7→ x ·K is collision resistant because it is a bijection
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VC.Setup∗(1λ, n):
1 : crsi,j ← G(1λ)
2 : ki ← Gen(1λ)
3 : pp← {crsi,j , ki : i, j ∈ [n]}

VC.Com∗(pp, b1, . . . , bn):
1 : xi ←$ Samp(1λ)
2 : ri ←$ {0, 1}µ such that x⊤

i ri = bi

3 : C ←
∑n

i=1 fki
(xi)

4 : aux ← (xi)n
i=1

5 : Return (C, (rj)n
j=1), aux

VC.Open∗(pp, i, aux):
1 : πi,j ← P(crsi,j , kj , fkj

(xj),xj)
2 : Λi = (xi, (fkj

, πi,j)j ̸=i)
3 : Return Λi

VC.Vfy∗(pp, (C,D), bi, i,Λi)
1 : Parse Λi = (xi, (Yj , πi,j)j ̸=i)
2 : Accept if and only if:
3 : C = fki

(xi) +
∑

j ̸=i Yj

4 : 1 = V(crsj , kj ,Yj , πj)
5 : 1 = Memb(xi), bi = x⊤

i ri

Figure 5.4: Hiding Vector Commitment from a NIZK-AoK for R.

Proof. Efficiency: To show that all procedures can be computed in GPPT time it suffices
to observe that all steps are efficiently computable, and by Lemma 5.1.1 Samp,Memb are
computable in GPPT time.

Constant Group-Elements Commitment: Commitments only contains m group elements
in C ∈ Gm with Gm being the domain of f . Because m does not depend on n, the commitment
only contains a constant number of group elements in n (although it may depends on λ).

Position Binding: Given A breaking position binding we build B which, given κn random
group elements in G, finds a linear relation among them. Note that this is equivalent to
breaking the discrete logarithm problem, which in Maurer’s GGM is known to be hard [88].

B(V):
1 : Parse the input as n OWF keys V = (k1, . . . ,kn) ∈ (Gκ)n

2 : Sample with the NIZK extractor (crsi,j , tdi,j)← E(1λ)
3 : pp← {crsi,j ,ki : i, j ∈ [n]}
4 : A(pp)→ (c, i, b0,Λ0, b1,Λ1)
5 : Parse c = (C, (rj)n

j=1) and Λβ = (xβ
i , (Yβ

j , π
β
i,j)j ̸=i) for β ∈ {0, 1}

6 : Extract xβ
j ← E(tdi,j ,kj ,Yβ

j , π
β
i,j) for j ∈ [n] \ {i}

7 : Compute Aβ
j ∈ Fm,κ

q such that fkj
(xβ

j ) = Aβ
j · kj for j ∈ [n]

8 : Return (A0
j −A1

j )n
j=1

Figure 5.5: B reducing position binding to the discrete logarithm problem.
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We preliminary notice that in line 7, Aβ
j can be computed efficiently. A way to achieve this is

locally storing during the execution of fkj
(xβ

j ) a representation for each element queried to
the GGM oracle as a linear combination of the group elements in kj. Doing so, the matrix
Aβ

j is given by the output elements’ representations .

Next we define the following events:

B wins : ∑n
j=1(A0

j − A1
j)kj = 0 and (A0

j − A1
j)n

j=1 is a non-zero matrix
A wins : A breaks position-binding
Ext : fkj

(xβ
j ) = Yβ

j for all j ̸= i and β ∈ {0, 1}
Coll : x0

i ̸= x1
i ∧ fki

(x0
i ) = fki

(x1
i ) ∧ 1 = Memb(x0

i ) = Memb(x1
i )

Since A wins only if the openings are correct, πβ
i,j are all accepted. Calling ε1 the extractor

error, see Section 2.2.3, we have that

Pr [Ext | A wins] = 1− Pr
[∨

j ̸=i

∨1
β=0 fkj

(xβ
j ) ̸= Yβ

j

∣∣∣∣ A wins
]

≥ 1−
∑

j ̸=i

∑1
β=0 Pr

[
fkj

(xj) = Yβ
j

∣∣∣ A wins
]

≥ 1− (2n− 2)ε1(λ) = 1− ε∗
1(λ).

with ε∗
1 = (2n − 2)ε1 being a negligible function. By Lemma 5.1.1 we also have that

Pr [Coll] ≤ ε2(λ). Next, we notice that B wins if A wins, Ext and ¬Coll occurs. Indeed in this
case

C = fki
(xβ

i ) +
∑

j ̸=i
Yβ

j =
∑n

j=1 fkj
(xβ

j ) =
∑n

j=1 A
β
j kj

for both β ∈ {0, 1}, where the first equality follows by A wins, the second one from Ext and
the third one by construction. This implies ∑n

j=1(A0
j −A1

j)kj = 0. Moreover this relation is
non trivial since, as A wins, we must have

b0 ̸= b1 ⇒ (x0
i )⊤ri ̸= (x1

i )⊤ri ⇒ x0
i ̸= x1

i ⇒
⇒ fki

(x0
i ) ̸= fki

(x1
i ) ⇒ A0

i ki ̸= A1
i ki ⇒ A0

i − A1
i ̸= 0.

Where the fourth implication comes from ¬Coll. To conclude we finally bound the advantage
of A with the probability that B successfully finds a linear relation.

Pr [B wins] ≥ Pr [A wins, Ext, ¬Coll]
≥ Pr [A wins, Ext]− Pr [Coll]
≥ Pr [Ext | A wins] · Pr [A wins]− ε2(λ)
≥ (1− ε∗

1(λ)) Pr [A wins]− ε2(λ).

Since B succeeds with negligible probability, the advantage of A must be negligible as well.

Hiding: We show that given any GPPT adversary A executed in the game described in
Fig. 4.2, we can build an adversary B guessing the Goldreich-Levin hard-core predicate for f .
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The idea is, given (k,Y, r), to setup the VC parameters with the simulator, and use k as the
OWF key for a randomly guessed entry i. Next A proposes its two vectors of bits b0,b1. If
they differ on the guessed position i, B proceeds computing the commitment, where it uses
Y, r as the OWF image for the i-th entry, and simulating the required openings. Finally, once
A guesses a bit, it returns the same value. A detailed description appears in Fig. 5.6.

B(k,Y, r):
1 : Sample i←$ {1, . . . , n} a guess on the position A will choose
2 : Sample kj ← Gen(1λ) for j ̸= i and set ki ← k
3 : Sample with the NIZK simulator (crsℓ,j , tdℓ,j)← S(1λ) with ℓ, j ∈ [n]
4 : pp← {crsℓ,j , kj : ℓ, j ∈ [n]}
5 : A(pp)→ b0,b1 differing only at position i′ (wlog b0

i′ = 0 and b1
i′ = 1)

6 : If i ̸= i′: Return ⊥

7 : // Simulate the commitment

8 : For j ̸= i:
9 : Sample xj ←$ Samp(1λ) and rj ←$ {0, 1}µ with x⊤

j rj = b0
j = b1

j

10 : Set ri ← r
11 : Compute C ← Y +

∑
j ̸=i fkj

(xj)
12 : Create the commitment c← (C, (rj)n

j=1)

13 : // Simulate the openings

14 : For ℓ ̸= i:
15 : πℓ,j ← S(tdℓ,j , kj , fkj

(xj)) for all j ̸= ℓ

16 : Λℓ = (xℓ, (fkj
(xj), πℓ,j)j ̸=ℓ)

17 : // Execute A to guess the hard-core bit

18 : Execute A(pp, C, (Λℓ)ℓ̸=i)→ b and return b

Figure 5.6: Reduction B guessing the Goldwasser-Levin hardcore predicate of fk.

First we observe that due to the Zero-Knowledge property, distinguishing crsℓ,j, πℓ,j generated
by B from the ones returned by real challenger of ExpHideVC in Fig. 4.2 cannot be done with
advantage greater than a negligible ε by any GPPT adversary.

Next, assume i = i′. Calling β the hard-core predicate B has to guess, B correctly commits
to bβ since its challenger sets Y = fk(x) = fki

(x) with3 bβ
i = β = x⊤r, x ← Samp(1λ) and

r←$ {0, 1}µ. Thus B wins if A correctly guesses β, and the initial guess is correct, i.e. i = i′.
We conclude that

Adv(B) = |Pr [A → 0, i = i′|β = 0]− Pr [A → 0, i = i′|β = 1]|
= Pr [i = i′] · |Pr [A → 0|β = 0]− Pr [A → 0|β = 1]|

≥ Adv(A)− ε(λ)
n

.

3note that we assumed without loss of generality b0
i = 0 and b1

i = 1.
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Where the third inequality uses Pr [i = i′] = 1/n, which follows as A has no information on i
when it computes b0,b1 (and in particular i′).

5.2.3 Final Result
Combining Theorem 5.2.1 and Theorem 4.3.4 we can eventually derive the following

Theorem 5.2.2. Given (Gen, f) a one way function family with Gen returning a uniformly
sampled vector in Gκ and f : {0, 1}µ → Gm, then there exists no Algebraic NIZK-AoK for the
relation

R = {((k, y), x) : fk(x) = y}.

5.3 Algebraic NIZK

5.3.1 Hard Subset Membership Problem
In this section we recall the definition of Hard Subset Membership Problem, presented in [60].
Given an NP relation R, its associated language L is the set of all statements x for which
(x,w) ∈ R for some witness w. Informally, the relation R is a hard subset problem if there
are two ways to sample from L and its complement {0, 1}∗ \ L that are computationally hard
to distinguish. As mentioned this captures DDH since the distributions (G, aG, bG, abG) and
(G, aG, bG, cG) with a, b, c random field elements and c ≠ a · b are hard distinguish. More
generally this captures decisional assumptions and their related relations such as Decision
Linear and Matrix-DDH. More formally:

Definition 5.3.1. A Subset Membership Problem is a tuple (R, SampGood, SampBad) with
R an NP relation, and SampGood, SampBad such that

• SampGood(1λ)→ (x,w) ⇒ (x,w) ∈ R.

• SampBad(1λ)→ x ⇒ ∄w : (x,w) ∈ R.

A subset membership problem is called hard (against GPPT adversaries) if ∃ε negligible such
that for all A GPPT

x0 ←$ SampBad(1λ), (x1, w1)←$ SampGood(1λ)
⇒ |Pr [A(x0)→ 0]− Pr [A(x1)→ 0]| ≤ ε(1λ).

5.3.2 Preliminary Adversary
Having defined relations with a hard subset problem against GPPT adversaries, in the rest of
this section we show that these relations do not admit a NIZK argument in Maurer’s GGM.
Toward this goal we first construct an adversary A that, given a NIZK crs and oracle access
to the simulator, either returns a proof of a false statement or it finds a linear relation among
the group elements in the CRS. In order to ensure sequential executions of A we give it an
affine space V in input, containing linear relations already found among the crs elements.
Finally, we will allow A to fail with an arbitrary small (but non-negligible) probability 1/p
with p = poly(λ). More formally
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Lemma 5.3.1. Let (R, SampGood, SampBad) be a hard subset problem and (G,P,V) a NIZK
argument for R with simulator S. Then, for any p = poly(λ), there exists a GPPT adversary
A such that: given

(crs, td)← S(1λ), x← SampBad(1λ) : crs = (Y, c′) ∈ Gn × {0, 1}∗

x = (Z, z′) ∈ Gm × {0, 1}∗

and V ≤ Fn
q such that Y ∈ V ·G, calling Z = z ·G then either:

1. A(V, crs, x)→ (proof, π) such that 1← V(crs, x, π).

2. A(V, crs, x) → query. Then setting π ← S(td, x), A(V, crs, x, π) either aborts with
probability smaller than 1/p(λ) or it returns L such that

(Y,Z) ∈ L ·G ∧ L ∩
(
Fn

q × {z}
)
⪇ (V × {z})

First of all we remark that the second condition simply states that the affine space L contains
a new linear relation among the elements Y,Z that is non-trivial with respect to Y. Next, we
observe that this adversary could be trivially used to break the simulation soundness property
of the underlying NIZK. This is a stronger version of soundness in which the adversary has
oracle access to a simulator and wins if it returns a proof for a false statement that was not
queried. The way to use A is sampling n+ 1 independent elements with SampBad(1λ) and
sequentially passing them to A, using the simulation oracle to reply query requests. At each
step (assuming A does not abort) either A finds a new linear relationship on the CRS’ group
elements, reducing the dimension of V by 1, or it returns a proof for x breaking soundness.
Calling n the number of group elements in the CRS, A can find at most n linear relations,
implying by the pigeonhole principle that eventually it has to return a valid proof. However,
note that using A to break the standard notion of soundness is not as trivial since in that
case no simulator oracle is provided.

Although the construction ofA is rather technical, we simply adapt the approach of Sections 3.2
and 3.3. First, we describe an adversary B that on input (crs, x) either return a proof or, with
one simulation query, finds a linear relation among the group elements in (crs, x). Next, using
B we build A which ensures that the linear relation found is non-trivial for those elements in
the crs with probability 1− 1/p.

Proof of Lemma 5.3.1. In order to provide a description of A, we begin by building a signature
scheme whose message space consists of only one element from a NIZK. This will allow us
using the adversary B described in Section 3.3 (Figure 3.4) which, on an algebraic signature
scheme with a single message, either produces a forgery or finds a linear relation among
the group elements of the verification key. The idea is, given a NIZK for an hard subset
membership problem, to set the verification key as the crs and a false statement x, and the
signing key is the simulation trapdoor td. A signature for the only message 0 is then any proof
π for x. In this way the signer can create a proof for x using the simulation trapdoor, while
no adversary can provide a proof for x unless soundness does not hold. A full description of
the scheme is presented in Fig. 5.7.

Given this signature scheme, calling x = (Z, x′) ∈ Gm×{0, 1}∗ and crs = (Y, c′) ∈ Gn×{0, 1}∗,
we claim:
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S.Setup(1λ):
1 : Sample (crs, td)← S(1λ), x←$ SampBad(1λ)
2 : Set vk← (crs, x), sk← td and Return (vk, sk)

S.Sign(sk, 0):
1 : Return π ← S(td, x)

S.Vfy(vk, 0, π):
1 : Return b← V(crs, x, π)

Figure 5.7: Signature scheme from any NIZK for a hard subset membership problem.

Claim 5.3.1. There exists a GPPT adversary B such that, given V ≤ Fn
q and W ≤ Fm

q

containing respectively the discrete logarithm of Y and Z, either

• B(V,W, vk)→ (π, L), with π a valid forgery

• B(V,W, vk) queries a signature for 0 and upon receiving a valid π, such that

B(V,W, vk)→ (⊥, L) ⇒ L ⪇ V ×W, (Y,Z) ∈ L ·G.

Note that this adversary almost satisfies the property we wish A to have. However, when
no forgery is found, it instead returns a linear relation among all the group elements in the
verification key (Y,Z) and not only Y. This means that linear relations found could be trivial
in Y.

In order to refine this adversary we the same technique introduced for the attacks in Chapter 3:
The idea is to run B several times in a simulated environment with the real statement x and
a fresh crs∗ generated with a trapdoor td∗. In this simulation either A returns a bad L from
which B can extract a non-trivial linear relation among the elements of x, or for sufficiently
many times L satisfies

L ∩ (Fn
q × {z}) ⪇ V × {z}

If this is the case, then A executes B one last time with the real crs it receives and, if
needed, replies to the signature query from B using its only simulation query. Since the
space L satisfied the above property for sufficiently many iterations, it will likely (but not
overwhelmingly) be satisfied also in the last execution.

One issue with this approach though is that z is not known to A, so testing L∩ (Fn
q ×{z}) ⪇

V × {z} might be hard. The next claim address this.

Claim 5.3.2. Given V ≤ Fn
q , W ≤ Fm

q and L ≤ V × W affine spaces and calling η2 :
Fn

q × Fm
q → Fm

q the projection on the second entry4, then for all z ∈ W

L ≤ V ×W, η2(L) = W ⇒ L ∩ (Fn
q × {z}) ⪇ V × {z}.

We are now ready to give a description of the adversary A parametrized by a polynomially
bounded t, which appears in Fig. 5.8.

4i.e. η2(x,y) = y. Typically projections are denoted with π, but we have to depart from this notation to
avoid any confusion as π already denotes proofs.
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At(V, crs, x):
1 : Initialize W ← Fm

q the space of possible exponents for Z
2 : For j ∈ {1, . . . ,m+ 1}:

// Each execution tries to reduce dim W

3 : Set W ′ ←W an affine space storing information on x gathered later on
4 : For i ∈ {1, . . . , t}:
5 : Sample (crs∗, td∗)← S(1λ) with crs∗ = (Y∗, c∗) and Y∗ ∈ V ·G
6 : Run B(V,W, crs∗, x)
7 : When B queries a signature for 0:
8 : Compute a simulated proof π ← S(td∗, x) and send it B ← π

9 : When B returns (π, L):
10 : If η2(L) ̸= W : Store the result W ′ ← η2(L)
11 : If W ′ ⪇W : Update W ′ ←W

12 : Else: Break the outer for-loop
// Execute B one last time with the real crs

13 : Run B(V,W, crs, x)
14 : When B queries a signature for 0:
15 : Return query and on input π send B ← π

16 : When B returns (π, L)
17 : If π is a valid proof: Return π

18 : Elif η2(L) = W : Return L

19 : Else: Return ⊥

Figure 5.8: Adversary At parametrized by t = poly(λ).

Given this algorithm we break the proof that At is indeed the right algorithm for some t into
the following claims.

Claim 5.3.3. A is GPPT.

Claim 5.3.4. For each step of the execution of A, calling x = (Z, x′) ∈ Gm × {0, 1}∗, then
Z ∈ W ·G.

Claim 5.3.5. For any choice of t = poly(λ)

Pr [A(V, crs, x)→⊥] ≤ m+ 1
t+ 1 .

These claims imply the thesis since A only uses the group efficiently and, setting t =
(m+ 1) · p(λ)− 1, aborts with probability p(λ)−1. Finally, if it does not abort either it returns
a proof π for x, which happens without performing any query since A ask for a proof if and
only if B ask for a signature, or it outputs L with η2(L) = W . In this latter case, since z ∈ W
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by Claim 5.3.4, Claim 5.3.2 implies that

L ∩ (Fn
q × {z}) ⪇ V × {z}

where we used the fact that by Claim 5.3.1, A returns L ⊆ V ×W .

Proof of Claim 5.3.2. By contradiction assume L ∩ Fn
q × {z} = V × {z}. Then for all

(v,w) ∈ V ×W , since η2(L) = W there exists a point u ∈ V such that (u,w) ∈ L. Using the
initial hypothesis we also have that

(u, z), (v, z) ∈ L ⇒ (u,w) + (v, z)− (u, z) ∈ L ⇒ (v,w) ∈ L.

Hence V ×W ≤ L which is a contradiction as we assumed L ⪇ V ×W .

Proof of Claim 5.3.3. Since t and m are polynomially bounded, it suffice to show that each
individual line can be computed in GPPT time. This is evident for all commands with
the exception of Line 3. That step however can be computed inefficiently, but with only
polynomially many group operations. This is done first computing the conditional distribution
of the exponents of the crs, conditioned to Y ∈ V ·G, sampling from this distribution (which
take exponential space), and finally computing crs from the sampled exponents, which takes
polynomially many group operations.

Proof of Claim 5.3.4. We proceed by induction. Initially Z ∈ W · G since W = Fm
q . Next

assume that until the i-th iteration of the outer for-loop, Z ∈ W · G. At the end of the
loop either W ′ = W , implying that the thesis still holds, or W ′ ≠ W . In this second case
W ′ = η2(L) with L being the output of B(V,W, crs∗, x). Since by hypothesis Y ∈ V ·G and
Z ∈ W ·G, we have that (Y,Z) is contained in V ×W . Calling y, z the discrete logarithm
respectively of Y and Z, we have that

(y, z) ∈ L ⇒ z = η2(y, z) ∈ η2(L) = W ′ ⇒ Z ∈ W ′ ·G.

Proof of Claim 5.3.5. We define J a random variable denoting the value index j has before
terminating the outer loop by executing Line 12. Note that J is well defined since each time
Line 12 is not executed, setting W ← W ′ reduces the dimension of W by 1 which can only
happens at most m times.

Next we define the event Ei,j as J ≥ j and at the i-th iteration of the inner for loop, the
condition of Line 10 is not satisfied. We further let Fail be the event A(V, crs, x)→⊥. Note
that the events Ei,j are also well defined since either J < j or when J ≥ j the inner loop is
executed for all i.

Next we observe that, for each j, the inner loop runs A with the same vector spaces (V,W )
and equally distributed crs∗ and x. Thus we have that Pr [Ei,j] is constant for all j, allowing
us to define

pj = Pr [E1,j] = . . . = Pr [Et,j] .
Next, we observe that conditioning on J = j, Fail occurs if and only if B(V,W, crs, x) returns
a vector space L satisfying η2(L) = W with crs following the same distribution simulated in
Line 3. Thus

Pr [A(V, crs, x)→⊥ | J = j] = 1− pj
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In conclusion
Pr [A(V, crs, x)→⊥] ≤

∑m+1
j=1 Pr [A(V, crs, x)→⊥ | J = j] Pr [J = j]

≤
∑m+1

j=1 (1− pj) Pr [E1,j ∧ . . . ∧ Et,j]

≤
∑m+1

j=1 (1− pj) · pt
j ≤

∑m+1
j=1

1
t+ 1 ≤

m+ 1
t+ 1 .

where in the third step we used the fact that the events Ei,j for a fixed j are mutually
independent and in the second to last step, we upper bound (1− pj) · pt

j ≤ (t + 1)−1 since
pj ∈ [0, 1].

This concludes the Lemma’s proof.

5.3.3 Attack Description
As mentioned, the main difficulty of using A to break soundness is the absence of a simulator
oracle. In this section we explain how to circumvent this issue, describing an adversary Z that
breaks soundness using A, and eventually derive our second impossibility result for algebraic
NIZKs.

The core idea is that NIZKs for hard subset problem allow to produce proofs in two indistin-
guishable ways, that is either

1. sampling crs← G(1λ), (x,w)←$ SampGood(1λ) and producing the proof using P and
the witness w

2. sampling (crs, td) ← S(1λ), x ←$ SampBad(1λ) and producing the proof using the
simulator.

Thus, assuming we were able to predict whether A is going to return proof or query, our
adversary Z could

1. sample (x,w) ← SampGood(1λ) when A is going to ask a query. In this way it can
simulate S(x) with P(x,w) and get a linear relation on the CRS’ elements.

2. sample x← SampBad(1λ) when A is going to return a proof π. In this way π proves a
false statement and Z breaks soundness

Unfortunately we don’t have a way to predict A’s behavior. However, since the only difference
in the two approaches above is how x is sampled, A cannot distinguish between them. Hence
by flipping a random coin Z can guess A’s reply and act accordingly. Since A replies almost
independently from Z’s choice, its guess is correct with probability close to 1/2. Amplifying
this in a way that makes Z guess correctly at least n+ 1 times allows us to conclude that A
proves a false statement at least once, because at most n linear relations can be found on the
CRS’ elements. A complete description of Z appears in Fig. 5.9.

We remark that the computation of z in line 5 can be done in polynomial time since SampBad
and SampGood are generic algorithm: Therefore, by reading their queries to the GGM oracles,
it is possible to locally store the discrete logarithm in base G of any queried group element
during their execution, and in particular of output’s group elements.
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Z(crs):
1 : Initialize V ← Fn

q and π∗ ←⊥
2 : For i ∈ {1, . . . , λ(n+ 1)}: // λ(n + 1) iterations to guess correctly n + 1 times

3 : Sample βi ←$ {0, 1}
4 : If βi = 0: x← SampBad(1λ); Else (x,w)← SampGood(1λ)
5 : Parse x = (Z, z′) ∈ Gm × {0, 1}∗ and get z such that Z = z ·G
6 : If A(V, crs, x)→ query:
7 : If βi = 0: Continue the for loop
8 : Else:
9 : Create a proof π ← P(crs, x, w)

10 : Get A(V, crs, x, π)→ L and let V ′ be s.t. L ∩ (Fn
q × {z}) = V ′ × {z}

11 : Update V ← V ′

12 : Elif A(V, crs, x)→ (proof, π):
13 : If βi = 0 and 1← V(crs, x, π): store π∗ ← π

14 : Return π∗

Figure 5.9: GPPT Adversary Z breaking soundness using A from Lemma 5.3.1.

Theorem 5.3.2. Let (R, SampGood, SampBad) be a subset membership problem hard against
GPPT adversaries. Then there exists no algebraic NIZK for R.

Proof. We show that given a complete and zero-knowledge non-interactive argument, Z
breaks soundness. First let us fix some notation. Y will be the vector of group elements in
crs, i.e. crs = (Y, c′) ∈ Gn × {0, 1}∗. A will be the adversary from Lemma 5.3.1 chosen with
failure probability

1
p(λ) = 1

4λ(n+ 1)

and for the i-th execution of the for-loop in Z we define the events:

GoodProofi : βi = 0 and A(V, crs, x)→ (proof, π)
BadProofi : βi = 1 and A(V, crs, x)→ (proof, π)
GoodQueryi : βi = 1 and A(V, crs, x)→ query
BadQueryi : βi = 0 and A(V, crs, x)→ query
Badi : BadProofi ∨ BadQueryi

Faili : A(V, crs, x)→⊥ or Y /∈ V ·G

We further define Fail the event ∃i : Faili. Next, we break the proof into the following sequence
of claims.

Claim 5.3.6. Pr [Fail] ≤ 1/2.
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Claim 5.3.7. The probability of happening λ sequential Bad events is negligible, i.e. there
exist a negligible ε0 such that

∀j0 ≤ nλ Pr
[∧λ

i=1 Badj0+i

∣∣∣∣ ¬Fail
]
≤ ε0.

Claim 5.3.8. The probability that ¬Bad occurs less than n+ 1 times is negligible, i.e.

Pr [ |{i : Badi}| ≤ n | ¬Fail] ≤ (n+ 1) · ε0.

Claim 5.3.9. If GoodQueryi occurs, then at step 11 of Fig. 5.9, the dimension of V decreases
with overwhelming probability, i.e. there exists a negligible ε1 such that

Pr [GoodQueryi ∧ ¬(V ′ ⪇ V ) | ¬Fail] ≤ ε1.

Claim 5.3.10. If GoodProofi occurs, then at step 13 of Fig. 5.9, the proof π is correct with
overwhelming probability, i.e. there exists a negligible ε2 such that

Pr [GoodProofi ∧ 0← V(crs, x, π) | ¬Fail] ≤ ε2.

Before proving these claims we show they imply that with significant probability Z produces
a proof for a false statement. From Claim 5.3.8, 1− (n+ 1)ε0 ≤

≤ Pr
[
∃i1, . . . , in+1 : ¬Badij

∣∣∣ ¬Fail
]

≤ Pr
[
∃i1, . . . , in+1 : GoodQueryij

∣∣∣ ¬Fail
]

+ Pr [∃i : GoodProofi | ¬Fail] .

Regarding the first term, if GoodQuery occurs n+ 1 times, in at least one of these events the
affine space returned by A does not yield V ′ < V , because the dimension of V can decrease
at most n times. Hence, calling wrongi the event ¬(V ′ < V ) at iteration i, we have that for
some j, wrongij

occurs. Then

Pr
[
∃i1, . . . , in+1 : GoodQueryij

∣∣∣ ¬Fail
]

= Pr
[
∃i1, . . . , in+1 : GoodQueryij

∧ ∃j : wrongij

∣∣∣ ¬Fail
]

≤ Pr [∃i : GoodQueryi ∧ wrongi | ¬Fail]

≤
∑λ(n+1)

i=1 Pr [GoodQueryi ∧ wrongi | ¬Fail] ≤ λ(n+ 1)ε1.

Regarding the second term, calling validi the event that a proof returned at step i is accepted
by the verifier.

Pr [∃i : GoodProofi | ¬Fail]
≤ Pr [∃i : GoodProofi ∧ validi | ¬Fail] + Pr [∃i : GoodProofi ∧ ¬validi | ¬Fail]
≤ Pr [1← V(crs, x, π∗) | ¬Fail] + λ(n+ 1)ε2

Combining this two upper bounds together we get that Z returns a correct proof with
probability negligibly close to 1/2.

Pr [1← V(crs, x, π∗)] ≥ (1− (n+ 1)(ε0 + λε1 + λε2)) · Pr [¬Fail]

≥ 1− (n+ 1)(ε0 + λε1 + λε2)
2 .
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Proof of Claim 5.3.6. Calling εzk the advantage of distinguishing a crs generated by G from
one produced by S and εR the advantage of guessing an instance of a hard subset membership
problem, we will show that

Pr [Faili | ¬Fail1 ∧ . . . ∧ ¬Faili−1] ≤
1

4λ(n+ 1) + 2(εzk + εR).

Summing all this λ(n+ 1) terms will give an upper bound Pr [Fail] ≤ 1/4 + negl(λ) that for
sufficiently large values of λ is less that 1/2. To show this we study two cases:

• βi = 0. Then A receives (V, crs, x) with crs ← G(1λ) and x ← SampBad(1λ). By
Zero-Knowledge, we have that any D distinguishing (crs0, π0) generated with G and P
from (crs1, π1) generated by S has advantage at most εzk. This holds for any statement,
and in particular also for (x,w) chosen by D (not depending on the crs).

Next we sketch a distinguisher D using A. Initially D samples (xi, wi) from SampGood,
set it as the challenge statement and receives (crs, πi) either generated correctly using wi

or simulated. For the first i− 1 rounds D behaves as Z. At the i-th round if A outputs
query it replies with πi. If A fails D returns 1, otherwise it returns 0. When the (crs, πi)
is honestly generated, A fails with probability 1/p(λ) by Lemma 5.3.1. Hence when
(crs, πi) is simulated A fails with probability smaller than 1/p(λ)+Adv(D) ≤ 1/p(λ)+εzk.

In conclusion Pr [Faili | ¬Fail1 ∧ . . . ∧ ¬Faili−1] =

Pr
[
A(V, crs, x)→⊥

∣∣∣∣∧i−1
j=1¬Failj

]
≤ 1

p(λ) + εzk ≤
1

4λ(n+ 1) + 2(εzk + εR).

• βi = 1. Then A receives (V, crs, x) with crs← G(1λ), (x,w)← SampGood(1λ). By Defi-
nition 5.3.1 the advantage of distinguishing (crs, x) from (crs, x′) with x′ ← SampBad(1λ)
is less than εR. The previous argument allow us to conclude

Pr [A(V, crs, x)→⊥ | ¬Fail1 ∧ . . . ∧ ¬Faili−1] ≤
1

4λ(n+ 1) + εzk + εR.

Analogously, since (Y,Z) ∈ L ·G if and only if Y ∈ V ′ ·G, Pr [Y /∈ V ′ ·G] ≤ εzk + εR,
or else A could be used as a distinguisher as shown before. Using a union bound yields
again the claimed inequality.

Proof of Claim 5.3.7. We describe M using A to guess λ instances of a hard subset member-
ship problem.

By inspectionM perfectly emulates the behavior of Z for the first j0 executions of the initial
For-loop. Regarding the subsequent λ calls to A we proceed inductively assumingM correctly
guessed all challenges and simulated Z until the (i− 1)-th step. Let b′

i be the challenger’s
bit, such that if b′

i = 0 then xi is generated with SampBad or else SampGood was used. When
b′

i = 0, M correctly executes A(V, crs, xi) as Z would with βj0+i = 0. Similarly when b′
0, M
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M(x1, . . . , xλ):
1 : Initialize crs← G(1λ), V ← Fn

q

2 : For j0 times: // Behave as Z

3 : Sample β ←$ {0, 1}
4 : If β = 0: x← SampBad(1λ); Else (x,w)← SampGood(1λ)
5 : If A(V, crs, x)→ query:
6 : If β = 1:
7 : Create a proof π ← P(crs, x, w)
8 : Get A(V, crs, x, π)→ V ′ and update V ← V ′

9 : // After the For-loop, pass for λ times the challenges to A

10 : For i ∈ {1, . . . , λ}:
11 : If A(V, crs, xi)→ proof: Set bi ← 1
12 : Else: Set bi ← 0
13 : Return (b1, . . . , bλ)

Figure 5.10: Reduction M guessing λ instances of a Hard Subset Membership Problem.

correctly run A(V, crs, xi) as Z would with βj0+i = 1. Thus, assuming ¬Fail

bi = b′
i ⇔ (b′

i = 0→ bi = 0) ∧ (b′
i = 1→ bi = 1) ⇔
⇔ BadQueryj0+i ∧ BadProofj0+i ⇔ Badj0+i.

As a consequence, if M correctly guesses b′
i, not updating V keeps its behavior identical to

Z, which only updates V if GoodQueryj0+i occurs. Therefore

Pr [bi = b′
i, i ∈ [λ]] ≥ Pr [¬Fail] · Pr [bi = b′

i, i ∈ [λ] | ¬Fail]
= Pr [¬Fail] · Pr [¬Badj0+i, i ∈ [λ] | ¬Fail]

Since the probability of b′
i = bi for all i is negligible, and by Claim 5.3.6 Pr [¬Fail] ≥ 1/2 we

conclude that the claim is true.

Proof of Claim 5.3.8. If ¬Bad occurs less than n+ 1 times, by the pigeonhole principle for
at least one of the intervals Ik = {λk + 1, . . . , λ(k + 1)} Badi occurs for all i ∈ Ik. A union
bound yields

Pr
[∣∣∣∣{i : ¬Badi}

∣∣∣∣ < n+ 1
∣∣∣∣ ¬Fail

]
≤

∑n

k=0 Pr [∀i ∈ Ik, Badi | ¬Fail]

≤ (n+ 1) · ε(λ).

Proof of Claim 5.3.9. We first observe that if (crs, x) is generated with S and SampBad, if
A(V, crs, x)→ query the affine space L it returns satisfies by Lemma 5.3.1 L ∩ (Fn

q × {z}) ⪇
V × {z}. By definition then

V ′ × {z} = L ∩
(
Fn

q × {z}
)

⪇ V × {z} ⇒ V ′ ⪇ V.
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Therefore, borrowing notation from the proof of Claim 5.3.6, when βi = 1, the probability
that GoodQueryi ∧ ¬(V ′ ⪇ V ) is smaller than εzk + εR, or else A could be used to distinguish
(crs, x) from (crs′, x′) respectively generated with G, SampGood and S, SampBad. Finally since
¬Fail occurs with significant probability,

Pr [GoodQueryi ∧ ¬(V ′ ⪇ V ) | ¬Fail] ≤ Pr [GoodQueryi ∧ ¬(V ′ ⪇ V )]
Pr [¬Fail]

≤ εzk + εR

Pr [¬Fail] ≤
εzk + εR

2 .

Proof of Claim 5.3.10. Analogous to the proof of Claim 5.3.9.

77





Chapter 6

Secret Reconstruction in the Generic
Action Model

Chapter Overview

In this chapter we move our attention from generic groups to generic group actions (see
Sections 2.1.3 and 2.1.4 for definitions). In this context, due to the limited algebraic structure,
many primitives and protocols cannot be instantiated as efficiently as we could over prime
order groups. Examples of this includes Schnorr-like sigma-protocols, and signatures [20].
The problem we will focus on is, given a secret shared value s, how to reconstruct its actions
s ⋆E on a given set element E ∈ E . t The main results we prove here are Theorem 6.1.5 and
6.2.4. The first one states that for any t out of n shared secret s, computing s ⋆E in the
GAM requires at least t rounds of interaction. The second one instead addresses somewhat
fair protocols, where all parties receive the result in the last round. In this case we show
that Ω(n log n) total computation and communication is required, proving that the binary
splitting protocol [48] is optimal.

Regarding our first result, we begin by studying general computation in the GAM and show
that a single party computing Eout = s ⋆E0 must have reached such result through a chain
of queries to Oact. This is formally stated in out sequentiality lemma (Lemma 6.1.1). Next
we provide a generalization in the interactive case, see Lemma 6.1.4. There we show that in
any t rounds protocol computing s ⋆E0 there exists a chain of group actions starting from E0
to Eout involving for each round queries performed by at most one user. Finally, using such
Lemma we conclude that any t− 1 round protocol to compute s ⋆E0 only needs to involve
t− 1 users, and those users can thus reconstruct the secret despite being not at authorized
set.

Our second result instead follows from a graph-theoretic argument. At a high level we
associate to each "optimal" protocol a tree. On the one hand we show the number of edges to
be related to communication and computation costs. On the other hand, we prove such tree
must satisfy what we call the tall sub-tree property (TSP), discussed in Section 6.2.3. The
lower bound then follows as we show that TSP trees have Ω(n log n) edges.
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6.1 Round Lower-Bound

6.1.1 Sequentiality Lemma
Our starting point to study the number of rounds required to compute the action, of a
secret-shared scalar will be the Sequentiality Lemma, stating that any procedure computing
s ⋆E0 can obtain the right result only through sequential applications of the group action to
E0.

First let us introduce some notation. Given A a PPT algorithm with oracle access to Oact
initially receiving E0 and performing q queries, we denote these with Ek ← Oact(ak, Dk) for
k ∈ {1, . . . , q}. Next we introduce a relation → among indices {0, . . . , q}.

k1 → k2 ⇔ k1 < k2, Ek1 = Dk2 .

Intuitively this means that the k1-th set element was used to compute the k2-th. Note this
relation is not yet a (strict) partial order as it is not transitive, but its transitive closure is.
This is explicitly defined as

i→+ j ⇔ ∃k1, . . . , km : k1 → k2 → . . .→ km, k1 = i, km = j

The lemma then ensures that if an algorithm computes s ⋆E0 for a known s in the GAM,
with high probability s ⋆E0 is the output of some query, say the k-th (meaning s ⋆E0 = Ek),
and 0→+k.

Lemma 6.1.1. For any A PPT algorithm with oracle access to Oact making at most q queries
and any s ∈ G, such that (s, Eout)← A(E0) then

Pr
[
Eout = s ⋆E0, ∄k

(
Eout = Ek, 0→+k

)]
≤ εvec(2q) + 1

|E| − (q + 1)
:= εseq(q)

where εvec(q) is the advantage of breaking the vectorization problem in q queries, see Defini-
tion 2.1.7.

Proof. In the following we will use E ⊆ {0, 1}µ to denote the set of labels and E ′ the set in
our group action, so that ⋆ : G× E ′ → E ′ and σ : E ′ → E is the labeling function. We further
denote with abuse of notation ⋆ : G× E → E the action defined by Oact.

We begin proving that if Eout is not a label returned by Oact, then

Pr [Eout = s ⋆E0 |Eout /∈ {E0, . . . , Eq}] ≤
1

|E| − (q + 1) .

This holds because if s ⋆E0 ∈ {E0, . . . , Eq} or Eout /∈ E then the probability of Eout = s ⋆E0
is zero. Conversely, when these two events do not occur, A correctly guessed the label s ⋆E0
given only the image of σ (the labeling function) on q + 1 different points. Since σ : E ′ → E is
uniformly sampled

Pr [Eout = s ⋆E0 |Eout, s ⋆E0 ∈ E \ {Ei}q
i=0] ≤

1
|E| − (q + 1) .
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Next, we assume Eout = Ek for some k ∈ {0, . . . , q}. To conclude we need to prove that the
probability of Eout = k but not 0 →+ k is negligible. We do so by reducing to the discrete
logarithm problem. The idea is that since →+ is a partial order on a finite set, there exists a
minimal element h→+k that is non-zero. Since Eh was not obtained through the action oracle,
the adversary must have randomly sampled its representation and in particular it has (almost)
no information on its discrete logarithm in base E0. However because h→+k the adversary
has to know a ∈ G for which a ⋆Eh = Ek = s ⋆E0, implying that Eh = (−a + s) ⋆E0, i.e.
that it can find the discrete logarithm of E0.

More formally we provide a reduction B to the vectorization problem in the GAM described
in Figure 6.1. At a high level B(E0, H) lazily simulate a GAM oracle through a labeling
function σ̃.

Every time A makes a query to the GAM on a previously seen set element the query is stored
in Q. Conversely, if a query is done on the representation of a point D̃ not yet obtained
through other queries, B either rejects with the same probability Oact would, or internally
maps D̃ to the set element r ⋆H with r uniformly sampled in G, storing the tuple (r,D) in a
set C, and then performs the requested query invoking Oact.

Finally, if A returns the right output Eout = Ek but 0 ̸→+k, then B uses the information in Q
and C to break the vectorization problem. To sum up the set Q and C respectively contain:

Q: GAM queries of the form (a,D,E), meaning that E = a ⋆D, as well as trivial relations
of the form (0, E, E).

C: Challenges (r,D) with D = r ⋆H, created when A query a point not previously seen.

Initially observe that B perfectly simulates the Oact oracle since for previously queried elements,
for which a representation σ̃ was chosen, the operation is consistent with Oact, while queries
on set element not previously obtained from the oracle do not gives errors with probability

pi = |Im (σ̃ \ {⊥})|
2µ − |Dom(σ̃)| .

and in this case the obtained element is different from previously queried ones.

To continue, we break down the proof in the following sequence of claims:

Claim 6.1.1. For all (a,Dj, Ei) ∈ Q then a ⋆Dj = Ei.

Claim 6.1.2. For all (r,Di) ∈ C then Di = r ⋆H.

Claim 6.1.3. Given h ∈ {1, . . . , q} that is minimal with respect to →+ then after the h-th
query (0, Dh, Dh) ∈ Q and (r,Dh) ∈ C.

Claim 6.1.4. Given h ∈ {1, . . . , q} that is minimal with respect to →+, then h→+ k implies
that (a,Dh, Ek) ∈ Q.

To see why these Claims implies the thesis, let us assume that the three condition on steps
18, 20 and 22 are false. Then Ẽout = Ek and 0 ̸→+ k. Since →+ is a partial order on a finite
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BOact(E0, H)
1 : Setup a partial function σ̃ : {0, 1}µ → {0, 1}µ ∪ {⊥}, initially σ̃ = ∅
2 : Sample Ẽ0 ←$ {0, 1}µ and set σ̃(Ẽ0) = E0

3 : Initialize two sets Q = {(0, E0, E0)}, C = ∅
4 : Run A(Ẽ0)
5 : When A queries Oact(ai, D̃i):
6 : If D̃i /∈ Dom(σ̃):
7 : Let pi be the probability that D̃i is a valid set element
8 : With probability 1− pi: Set σ̃(D̃i) =⊥
9 : Else:

10 : Sample ri ←$ G such that ri ⋆H /∈ {E0, . . . , Ei−1}
11 : Set Di ← ri ⋆H and σ̃(D̃i) = Di

12 : Store C ← C ∪ {(ri, Di)} and Q ← Q∪ {(0, Di, Di)}
13 : Get Di ← σ̃(D̃i) and Ei ← Oact(ai, Di)
14 : For all (b,Dj , Di) ∈ Q store Q ← Q∪ {(ai + b,Dj , Ei)}
15 : Sample Ẽi ←$ {0, 1}µ \ Dom(σ̃) and set σ̃(Ẽi) = Ei

16 : Answer the query with A ← Ẽi

17 : When (s, Ẽout)← A:
18 : If Ẽout /∈ {Ẽ0, . . . , Ẽq}: Return ⊥.
19 : Find k such that Ẽout = Ẽk

20 : If 0→+ k: Return ⊥
21 : Let Ek ← σ̃(Ẽk) and find (a,Dj , Ek) ∈ Q and (r,Dj) ∈ C
22 : If Ek ̸= Oact(s, E0): Return ⊥
23 : Return the group element −(a+ r) + s

Figure 6.1: Reduction B using A to break the vectorization problem.

set, there exists a minimal h →+ k and, importantly, h ̸= 0. From Claim 6.1.4 we have
that (a,Dh, Ek) ∈ Q, which by Claim 6.1.1 means Ek = a ⋆Dh. Similarly by Claim 6.1.3,
(r,Dh) ∈ C which by Claim 6.1.2 means Dh = r ⋆H. Since we assumed all three final checks
to fail, we further have that Ek = s ⋆E0, meaning that

s ⋆E0 = Ek = a ⋆Dh = (a+ r) ⋆H ⇒ H = (−(a+ r) + s) ⋆E0.

That is, B returns the correct value. Finally observe that the three final conditions are false if

Ẽout = s ⋆E0 ∧ Ẽout = Ẽk ∧ 0 ̸→+k.

Hence, switching to the original notation

Pr
[
Eout = s ⋆E0, Eout = Ek, 0 ̸→+k

]
≤ Adv(B) ≤ ε(2q)

which completes the proof.
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Proof of Claim 6.1.1. By induction, initially (0, E0, E0) satisfies the hypothesis. Furthermore
the tuple (0, Di, Di) added in step 12 also satisfies the hypothesis. Assume this holds for all
elements in Q when (ai + b,Dj, Ei) is added. Then (b,Dj, Di) ∈ Q implies Di = b ⋆Dj so
Ei = ai ⋆Di = (ai + b) ⋆Dj.

Proof of Claim 6.1.2. Follows by construction.

Proof of Claim 6.1.3. Since h is minimal, the h-th query Ẽh = ah ⋆ D̃h is such that D̃h was
never returned by B through the action queries, meaning that before the h-th query D̃h /∈
Dom(σ̃). By construction then (0, Dh, Dh) and (rh, Dh) are added to Q, C respectively.

Proof of Claim 6.1.4. Since h is minimal, when Dh is queried, (0, Dh, Dh) ∈ Q and after B
computes the correct query, (ah, Dh, Eh) is added in Q. Next, by definition of →+ there exists
indices i1, . . . , im with i1 = h, im = k such that D̃ij

= Ẽij
. By induction we will prove that

for all j there exists some a ∈ G such that (a,Dh, Eij
) ∈ Q. Assuming this holds for j, when

(aij+1 , D̃ij+1) we have that D̃ij+1 = Ẽij
so Dij+1 = σ̃(D̃ij+1) = Eij

. Thus by construction, in
step 14 B will add (aij+1 , Dh, Eij+1).

6.1.2 Interactive Protocols
The main limitation of the Sequentiality Lemma is that it only applies to a single machine.
Here we introduce notation for interactive protocols in the GAM in order to extend in the
next section this result to the interactive case.

An interactive protocol is defined by n PPT machines P1, . . . , Pn with access to point-to-point
(i.e. non-broadcast1) communication channels. We assume them to be synchronous and
simultaneous i.e. such that messages from all parties are atomically sent at the beginning of
each round and delivered at the end. To formally describe this model we initially call trs0 =⊥
and inductively define for initial inputs x1, . . . , xn the messages sent and transcript at round
r as

Mr,i ←$ Pi(xi, trsr−1), trsr = (trsr−1,Mr,1, . . . ,Mr,n)

where Mr,i = (M (1)
r,i , . . . ,M

(n)
r,i ) is the tuple of messages sent by Pi, and in particular M (j)

r,i is
the message Pi sends to Pj . To ensure parties only use message delivered to them, we assume
Pj can only read entries of the form M

(j)
r,i in trs for any r and i.

Regarding the interaction with the GAM we denote Er,i,j ← Oact(ar,i,j, Dr,i,j) the j-th query
made by Pi to Oact during the r-th round. As done in Section 6.1.1 we then define a relation

among the indices (r, i, j) and (r′, i′, j′) which indicates that the result from the former was
used as input in the latter. Formally

(r, i, j) (r′, i′, j′) ⇔ (r < r′ ∨ (r = r′, i = i′, j < j′)) ∧ Er,i,j = Dr′,i′,j′ .

This condition on the indices says that one query precedes another one only if it was performed
on a previous round, or if both were asked in the same round by the same party Pi one before

1Even though broadcast could be achieved simply sending the same message to all parties, as we only
focus on semi-honest adversaries.
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the other. Like →, the relation is not yet a (strict) partial order. However its transitive
closure is. This is explicitly defined as (r, i, j) + (r′, i′, j′) ⇔

⇔ ∃(r1, i1, j1), . . . , (rt, it, jt) :
(r1, i1, j1) . . . (rt, it, jt), (r1, i1, j1) = (r, i, j), (rt, it, jt) = (r′, i′, j′).

Finally, to further include E0 in this relation, which might be technically never queried, we
could either assume that parties initially query E0 ← Oact(0, E0), or more simply say that

0 (r, i, j) ⇔ Dr,i,j = E0.

We conclude this section with two elementary properties of .

Lemma 6.1.2. Let (r1, i1, j1) . . . (rt, it, jt). Then

Ert,it,jt = (art,it,jt + . . .+ ar1,i1,j1) ⋆Dr1,i1,j1 .

Lemma 6.1.3. Let 0 (r1, i1, j1) . . . (rt, it, jt). Then

|{i1, . . . , it}| ≤ |{r1, . . . , rt}|.

6.1.3 Interactive Sequentiality Lemma
In this section we state the Interactive Sequentiality Lemma, which extends Lemma 6.1.1.
This applies to a set of parties P1, . . . , Pn each holding an input si ∈ {0, 1}poly(λ) and wishing
to compute f(s1, . . . , sn) ⋆E0 for a given function f . Informally it states that the result must,
up to negligible probability, come from the sequential application of Oact to E0 and that such
sequence of queries involves at most one player for each round.

Lemma 6.1.4. Let P1, . . . , Pn be a k round protocol in the GAM and f a function such
that given inputs s1, . . . , sn ∼ {0, 1}poly(λ) there exists Pi which at round k returns Eout =
f(s1, . . . , sn) ⋆E0. Then

Pr
[
∃(r′, i′, j′) : Eout = Er′,i′,j′ , 0 + (r′, i′, j′)

]
≥ 1− (k + 1) · εseq(q)

where q is an upper bound on the total number of queries performed.

Proof. In order to bridge the Sequentiality Lemma in this context we wrap the execution
of the distributed protocol within an environment Ω. This will take as input all si, execute
parties and manage messages delivery. A full description of Ω appears in Figure 6.2

Because Ω forwards parties’ queries to Oact we can define a partial function ξ : N3 → N so that
the j-th query of Pi at round r corresponds to the ξ(r, i, j)-th query of Ω. From the correctness
of the distributed protocol we have that Eout = f(s1, . . . , sn) ⋆E0. By Lemma 6.1.1, up to
probability εseq(q), Eout is the output of the ξ(r′, i′, j′)-th query and that 0 →+ ξ(r′, i′, j′).
This implies that Eout is the output of the j′-th query Pi′ performs at round r′, but it is not
enough to imply 0 + (r′, i′, j′). Indeed, chains from E0 to Eout may involve queries performed
at the same round by different players, something + does not allow. This is addressed by
the following claim.
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ΩOact(s1, . . . , sn)
1 : Set trs0 ←⊥
2 : For all r ∈ {1, . . . , k − 1}:
3 : For all i ∈ {1, . . . , n}:
4 : Mr,i ← POact

i (si, trsr−1)
5 : // Update the view at the end of a round

6 : trsr ← trsr−1 ∪ {Mr,i}ni=1

7 : // For the last round, execute all parties until we get the output

8 : For i ∈ {1, . . . , n}:
9 : If Eout ← POact

i (si, trsk−1):
10 : Return (f(s1, . . . , sn), Eout)

Figure 6.2: Environment Ω executing P1, . . . , Pn to compute Eout = f(s1, . . . , sn) ⋆E0.

Claim 6.1.5. If 0→+ ξ(r, i, j), then up to probability r · εseq we have 0 + (r, i, j), i.e.

Pr
[
0→+ ξ(r, i, j), 0 ̸ + (r, i, j)

]
≤ r · εseq

We immediately observe this claim implies the thesis as

Pr
[
∄ r, i, j : Eout = Er,i,j, 0 + (r, i, j)

]
≤ Pr

[
∄ r, i, j : Eout = Er,i,j, 0→+ ξ(r, i, j)

]
+

+ Pr
[
Eout = Er′,i′,j′ , 0→+ ξ(r′, i′, j′), 0 ̸ + (r′, i′, j′)

]
≤ εseq + r′εseq ≤ (r′ + 1)εseq ≤ (k + 1)εseq.

Proof of Claim 6.1.5. Proceeding by induction on r, the base case r = 0 is trivially true.
Assume now the statement to be true for all r′ < r. We then construct A computing Er,i,j

which behaves as Ω for the first r− 1 rounds. At round r it initially executes Pi and then the
remaining P1, . . . , Pn. If it finds a path 0→+ ξ(r, i, j), it computes α such that Eout = α ⋆E0
and returns (α,Eout), otherwise it aborts. A full description appears in Figure 6.3.

First, as for Ω, we can define an indexing partial function η : N3 → N such that the j-th
query performed by Pi at round r is also the η(r, i, j)-th query of A. By Sequentiality Lemma
6.1.1 we get

Pr
[
0→+ ξ(r, i, j), 0 ̸→+ η(r, i, j)

]
≤ εseq

where we used the fact that 0→ ξ(r, i, j) implies that A’s outputs satisfies α ⋆E0 = Eout and
η(r, i, j) is known to be the query index in which Oact returns Er,i,j.

Assuming instead 0 →+ η(r, i, j), let (r′, i′, j′) the maximal element in the chain such that
r′ < r . Then we will show that

0→+ η(r, i, j) ⇒ 0→+ ξ(r′, i′, j′) ∧ (r′, i′, j′) + (r, i, j).
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AOact(s1, . . . , sn)
1 : // Behave as Ω for the first r − 1 rounds

2 : Set trs0 ←⊥
3 : For all r′ ∈ {1, . . . , r − 1}:
4 : For all i′ ∈ {1, . . . , n}:
5 : Mr,i′ ← POact

i′ (si′ , trsr′−1)
6 : trsr′ ← trsr′−1 ∪ {Mr′,i′}ni′=1
7 : // Execute Pi first at round r

8 : Run POact
i (si, trsr−1)

9 : For i′ ∈ {1, . . . , n} \ {i}: Run POact
i′ (si′ , trsr−1)

10 : // Find a chain according to Ω’s query order

11 : If 0 ̸→+ ξ(r, i, j): Return ⊥
12 : Use a chain 0→+ ξ(r, i, j) to find α such that Er,i,j = α⋆E0

13 : Return (α,Er,i,j)

Figure 6.3: Program A computing Er,i,j .

The first part of the implication follows since for all rounds before the r-th, A and Ω
behaves identically. Therefore they make the same queries in the same order, meaning that
0→+ η(r′, i′, j′) if and only if 0→+ ξ(r′, i′, j′). For the second part, from the way we defined
(r′, i′, j′), all queries in a chain from (r′, i′, j′) to (r, i, j) occurs at round r. SinceA first executes
Pi at round r, it means all these queries only involves Pi , therefore (r′, i′, j′) + (r, i, j).

As a consequence we can bound the studied probability in the case 0→+ η(r, i, j) as follows:

Pr
[
0→+ ξ(r, i, j), 0 ̸ + (r, i, j), 0→+ η(r, i, j)

]
≤ Pr

[
0→+ ξ(r, i, j), 0 ̸ + (r, i, j), 0→+ ξ(r′, i′, j′), (r′, i′, j′) + (r, i, j)

]
≤ Pr

[
0→+ ξ(r′, i′, j′), 0 ̸ + (r′, i′, j′)

]
≤ r′ · εseq.

where the last step follows by induction. Note that the second inequality follows because on
LHS, if 0 + (r′, i′, j′) then by transitivity 0 + (r, i, j), contradicting the clause 0 ̸ + (r, i, j).
The event on the LHS then implies 0 ̸ + (r′, i′, j′). In conclusion, since r′ < r

Pr
[
0→+ ξ(r, i, j), 0 ̸ + (r, i, j)

]
≤ Pr

[
0→+ ξ(r, i, j), 0 ̸→+ η(r, i, j)

]
+

+ Pr
[
0→+ ξ(r, i, j), 0 ̸ + (r, i, j), 0→+ η(r, i, j)

]
≤ εseq + r′εseq ≤ rεseq.
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6.1.4 Lower Bound
We now present our first result for distributed computation over black box HHS. We assume
that parties P1, . . . , Pn initially receive a secret input si ∈ {0, 1}poly(λ) and a public function
f and execute a protocol compute f(s1, . . . , sn) ⋆E0 in Shoup’s GAM. In this setting then
we will prove that if such computation only requires k rounds, then a subset of k users can
passively collude, and recover f(s1, . . . , sn).

Evaluating the group action of a t out of n secret shared group element s ∈ G is then a
specific case of interest, as it affects threshold signatures and cryptosystems. This is captured
by our result setting f as the reconstruction function. More concretely, for n out of n additive
secret sharing, f(s1, . . . , sn) is simply the sum of all shares. Similarly, for t out of n Shamir
secret sharing f is

f(s1, . . . , sn) =
∑

i∈R
λi,R · si

with R being a reconstruction set of size t and λi,R ∈ ZN the Lagrange coefficients2. In all
these cases, since any set with less than t users is not entitled to recover s, our result implies
that passive security cannot be achieved with less than t rounds. Finally, this will further
imply the optimality of round-robin protocols in such cases.

Theorem 6.1.5. Let P1, . . . , Pn be a k-round protocol in the GAM and f a function such
that on input s1, . . . , sn ∼ {0, 1}poly(λ) there exists Pi returning at round k the element
Eout = f(s1, . . . , sn) ⋆E0.

Then up to probability (k+ 1)εseq there exists S ⊆ {1, . . . , n} and a PPT machine A such that,
calling ρi the random coins of Pi

1. |S| ≤ k

2. s′ ← A(trs, {si, ρi}i∈S) with s′ ⋆E0 = Eout.

Proof. We begin by applying the Interactive Sequentiality Lemma 6.1.4, stating that up to
probability (k + 1)εseq there exists (r, i, j) such that Eout = Er,i,j and 0 + (r, i, j). Next let
(r1, i1, j1), . . . (rt, it, jt) = (r, i, j) be a chain for the above relation, i.e.

0 (r1, i1, j1) . . . (rt, it, jt).
We define S = {i1, . . . , it} the set of users involved in the chain3. To upper bound the size of
S we use Lemma 6.1.3: because the protocol has k round, |S| ≤ |{r1, . . . , rt}| ≤ k. Next we
provide an explicit description of A computing s′ from {si, ρi}i∈S and trs. Initially A executes
Pi with i ∈ S for all rounds. In this way it performs all queries (r1, i1, j1), . . . , (rt, it, jt) and
in particular knows the group elements used in those queries. The sum s′ of all these group
elements then is such that s′ ⋆E0 = Eout. A formal description is provided in Figure 6.4.

Since the query (rα, iα, jα) for α ∈ {1, . . . , t} is performed by Piα at round rα, then A also
performs this query as by construction iα ∈ S and A runs POact

iα
(siα , trsrα−1; ρiα) in line 4.

Finally, by Lemma 6.1.2
s′ ⋆E0 = (art,it,jt + . . .+ ar1,i1,j1) ⋆E0 = Ert,it,jt = Eout.

2These can be defined for G if ZN has an exceptional set of size at least n, with N being the order of G.
3Note |S| may be smaller than t if there are repetitions among i1, . . . , it.
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AOact(trs, {si, ρi}i∈S)
1 : Compute trs0, trs1 . . . , trsr from trs
2 : // Execute all users in S. Note that at round r′ users get trsr′−1

3 : For all i′ ∈ S and r ∈ {1, . . . , k}:
4 : Run POact

i′ (si′ , trsr′−1; ρi′)
5 : // Compute s′ from the users’ queries

6 : Find (r1, i1, j1), . . . (rt, it, jt) such that 0 (r1, i1, j1) . . . (rt, it, jt)
7 : Retrieve queried group elements ar1,i1,j1 , . . . , art,it,jt

8 : Return s′ ← art,it,jt + . . .+ ar1,i1,j1

Figure 6.4: Adversary A computing s′ such that s′ ⋆E0 = Eout

This completes the proof.

6.2 Fair Protocols Lower-Bound

6.2.1 Fair Protocols
As proven in the previous section, round-robin protocols achieve the best round complexity in
the GAM. These however do not achieve fairness even against weak adversaries. Indeed, since
only the last user gets the result, it can simply halt instead of communicating it to others.
Remarkably, in order to carry out this attack, an adversary only needs to be able to

• corrupt only 1 user.

• deviate from the protocol only through crashes.

Moreover, it does not even have to be rushing, i.e. able to receive for each round honest users’
messages before computing and sending its own.

In this section we will study protocols that address this issue, and eventually provide commu-
nication and computation lower bounds for them in the GAM. More specifically we focus on
protocols among n users to compute a function of all parties’ private inputs acting on a given
set elements such that:

1. it prevents n− 1 honest-but-curious users from reconstructing the secret,

2. in honest executions, all parties obtain their output in the last round,

3. it requires exactly n rounds of communication (i.e. it is round optimal according to
Theorem 6.1.5).

We immediately observe that these simple restrictions, the second one being necessary for
fairness in general, imply fairness against the weak class of attacks described above. The
idea is that if an adversary obtains the output before the n-th round, and then crashes the
corrupted party, then using Theorem 6.1.5, one could find a subset of n − 1 or less users
who are able to recover the secret group element. Conversely, if it crashes at round n, as
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we assumed it not to be rushing, it can only halt after sending its own messages. Hence all
parties eventually get their output as well.

Noticeably, the above argument does not imply that fair protocols have to be round-optimal.
Even more so, as our lower bounds will only apply to round-optimal protocols, this leaves open
the possibility that fair solutions with sub-optimal round complexity but better communication
and computational costs exist. Since our techniques do not seem to easily generalize in such
case, we leave this as an interesting open question.

Finally, it may appear uninteresting in practice to only study security against such a weak
class of attacks. We remark that, as we will prove lower bounds for these protocols, our
results applies to stronger models of corruption as well.

6.2.2 Refined Interactive Sequentiality Lemma
In order to provide our second lower bound we will need an improved version of the Interactive
Sequentiality Lemma, Section 6.1.3. First let us recall its statement. Given n parties with
inputs s1, . . . , sn jointly computing Eout = f(s1, . . . , sn) ⋆E0, Lemma 6.1.4 states that up to
negligible probability, Eout = Er,i,j and 0 + (r, i, j). Let (r1, i1, j1), . . . , (rt, it, jt) be a chain
of queries for 0 + (r, i, j), i.e. such that

0 (r1, i1, j1) (r2, i2, j2) . . . (rt, it, jt) = (r, i, j).

In our improved lemma we will show that this chain can be chosen so that the first query
occurring at round rα is minimal among all queries performed in the same round rα with
respect to the relation +. This means that the set elements used to perform this minimal
query was not computed in the same round by Piα . This property will prove useful when
studying communication lower bounds, as it roughly implies that the set element used in
minimal queries highly depends on messages previously received. More formally we give the
following definition:

Definition 6.2.1. Given P1, . . . , Pn PPT defining a k rounds protocol, and a sequence of
queries (r1, i1, j1), . . . , (rt, it, jt) such that

0 (r1, i1, j1) . . . (rt, it, jt)

we call this a refined chain if for all r ∈ {r1, . . . , rt} there exists an index α such that (rα, iα, jα)
is minimal among all queries of the form (rα, · , · ) with respect to +.

Lemma 6.2.1. Let P1, . . . , Pn be a k round protocol in the GAM and f a function such
that on inputs s1, . . . , sn ∼ {0, 1}poly(λ), there exists Pi which at round k returns Eout =
f(s1, . . . , sn) ⋆E0. Up to probability (k + 1) · εseq then Eout = Er,i,j and there exists a refined
chain such that 0 + (r, i, j).

Proof. The proof is similar to Lemma 6.1.4. As in that case, we define Ω as in Figure 6.2 and
ξ(r, i, j) and indexing function so that the j-th query performed by Pi at round r corresponds
to the ξ(r, i, j)-th performed by Ω. Through the Sequentiality Lemma 6.1.1 we then have that
up to probability εseq

Eout = Er′,i′,j′ 0→+ ξ(r′, i′, j′).
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For notational convenience we call Ref(r, i, j) the event 0 + (r, i, j) through a refined chain.
To conclude we only need to prove that

Claim 6.2.1. Pr [0→+ ξ(r, i, j), ¬Ref(r, i, j)] ≤ r · εseq.

This, along with the aforementioned condition, completes the proof.

Proof of Claim 6.2.1. We proceed by induction on r. If r = 0 the statement is trivially true.
Assuming it holds for all r′ < r we will prove it for (r, i, j). Let j∗ be a minimal element in
the poset of queries performed by Pi at round r, ordered with →+.

By definition of →+ then there exists a chain j0, . . . , jt of queries such that

(r, i, j∗) = (r, i, j0)→ (r, i, j1)→ . . .→ (r, i, jt) = (r, i, j)

and in particular (r, i, j∗) + (r, i, j). If 0 →+ ξ(r, i, j) then, summing the group elements
appearing in a chain for this relation and for (r, i, j∗) + (r, i, j) we would obtain two group
elements α, β such that

α ⋆E0 = Er,i,j, β ⋆Er,i,j∗ = Er,i,j ⇒ Er,i,j∗ = (−β + α) ⋆E0

Summing the group elements appearing in this chain of queries, as well as Next we define
A which computes Er,i,j∗ by executing at round r first Pi and then all other users. A full
description of A appears in Figure 6.5.

AOact(s1, . . . , sn)
1 : // Behave as Ω for the first r − 1 rounds

2 : Set trs0 ←⊥
3 : For all r′ ∈ {1, . . . , r − 1}:
4 : For all i′ ∈ {1, . . . , n}:
5 : Mr,i′ ← POact

i′ (si′ , trsr′−1)
6 : trsr′ ← trsr′−1 ∪ {Mr′,i′}ni′=1
7 : // Execute Pi first at round r

8 : Run POact
i (si, trsr−1)

9 : For i′ ∈ {1, . . . , n} \ {i}: Run POact
i′ (si′ , trsr−1)

10 : // Find a chain according to Ω’s query order

11 : If 0 ̸→+ ξ(r, i, j): Return ⊥
12 : Use a chain 0→+ ξ(r, i, j) to find α such that Er,i,j = α⋆E0

13 : Use a chain (r, i, j∗) + (r, i, j) to find β such that Er,i,j = β ⋆Er,i,j∗

14 : Return (−β + α,Er,i,j∗)

Figure 6.5: Program A computing Er,i,j∗ .

As done with Ω, we define an indexing function η so that the j-th query performed by Pi

at round r is A’s η(r, i, j)-th query. Since A and Ω executes parties in the same order until
round r, ξ and η agrees for r′ < r.
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Next, applying the Sequentiality Lemma 6.1.1 we have that

Pr
[
0→+ ξ(r, i, j), 0 ̸→+ η(r, i, j∗)

]
≤ εseq

because A computes the correct element if 0→+ ξ(r, i, j) and (r, i, j∗) + (r, i, j) which is true
by construction.

Next, assuming 0→+ η(r, i, j∗), let (r′, i′, j′) the predecessor in a given chain for this relation.
We will show the following implications: 0→+ ξ(r, i, j)

¬Ref(r, i, j)
0→+ η(r, i, j∗)

 ⇒

0→+ ξ(r, i, j)
r′ < r

¬Ref(r′, i′, j′)


The first is trivial. The second one follow since if r = r′ then η(r, i′, j′)→ η(r, i, j∗) implies
i = i′ since Pi is the first executed player in round r. In particular this implies (r, i, j′)
(r, i, j∗) which contradicts the minimality of j∗. We also prove the third one by contradiction.
If Ref(r′, i′, j′) then we can extend any refined chain for 0 + (r′, i′, j′) with

(r′, i′, j′) (r, i, j∗) + (r, i, j)

where the first relation is true as r′ < r and η(r′, i′, j′)→ η(r, i, j∗) and the second one follows
by construction of j∗. By minimality of j∗ the resulting chain would be refined, implying
Ref(r, i, j), which is assumed to be false.

Using this implication we next bound the following probability:

Pr
[
0→+ ξ(r, i, j), ¬Ref(r, i, j), 0→+ η(r, i, j∗)

]
≤ Pr

[
0→+ ξ(r, i, j), ¬Ref(r′, i′, j′), r′ < r

]
≤ r′ · εseq ≤ (r − 1)εseq.

Finally, combining the two bounds we conclude that the claim is true.

Pr
[
0→+ ξ(r, i, j), ¬Ref(r, i, j)

]
≤ Pr

[
0→+ ξ(r, i, j), 0 ̸→+ η(r, i, j∗)

]
+ Pr

[
0→+ ξ(r, i, j), ¬Ref(r, i, j), 0→+ η(r, i, j∗)

]
≤ εseq + (r − 1)εseq = rεseq.

6.2.3 Tall Sub-tree Property
Our technique to study fair protocols will be to associate a tree with special properties to the
protocol, and translate bounds for the tree size to communication and computation lower
bounds. In this section we therefore introduce the tall sub-tree (TS for short) property for
tree graphs, and lower bound their size.

Informally a tree is tall if all leaves have the same distance from the root, and its height is
higher than the number of leaves. A tree then satisfies the TS property if all its (non-trivial)

91



Emanuele Giunta

sub-trees are tall. To be more formal we introduce some notation. Given T = (V,E) a tree,
height(T ) is its height (the longest path’s length) and leaves(T ) its number of leaves. Tv for
v ∈ V is the sub-tree rooted in v.

Definition 6.2.2. A tree T = (V,E) is tall if all leaves have the same distance from the root
and either |V | = 1 or height(T ) ≥ leaves(T ). T satisfies the tall sub-tree (TS) property if Tv

is tall for all v ∈ V .

Figure 6.6: Examples of non-TS (left), tall but non-TS (center) and TS (right) trees.

Proposition 6.2.2. Let T = (V,E) be a TS tree with height(T ) = m and leaves(T ) = n.
Then

|E| ≥ m+ n log2 n.

We quickly observe that because in any tree |V | = |E|+ 1, the Proposition above could be
restated as |V | ≥ m+ 1 +n log2 n. Next we prove a bound for the number of nodes of distance
at least two from the root.

Proposition 6.2.3. Let T = (E, V ) a TS tree with height(T ) = m and leaves(T ) = n.
Furtherfore let V≥2 the set of nodes with distance at least two from the root. Then

|V≥2| ≥ m+ n log2 n− 2.

Proofs for these propositions appear in [42].

6.2.4 Lower Bound
We are finally ready to state and prove our second lower bound for fair protocols with optimal
round complexity. Regarding our notation, we remind that µ denotes the GAM label size, i.e.
the number of bits used to represent set elements, and that trs denotes the tuple of messages
exchanged throughout the protocol’s execution. In order to give meaningful lower bound on
the communication complexity we define for the tuple of messages M (i)

r received by Pi at
round r

ℓ(M (i)
r ) := H(M (i)

r | trsr−1) ℓtot =
∑k

r=1

∑n

i=1 ℓtot(M (i)
r ).

Roughly ℓ( · ) represent the amount of information contained in M (i)
r given all previous

messages, and lower bound the information Pi receives conditioned only to messages it
previously saw. Hence ℓtot lower bounds the total information sent throughout the protocol.

Theorem 6.2.4. Let P1, . . . , Pn be an n-round protocol in the GAM and f a function
such that on input s1, . . . , sn ∼ {0, 1}poly(λ), every Pi returns at last round the element
Eouti

= f(s1, . . . , sn) ⋆E0. If there exists no set S ⊆ {1, . . . , n} and adversary A satisfying
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the conditions of Theorem 6.1.5 then up to probability (n+ 1)εseq, calling q the total number
of Oact queries

q ≥ n(1 + log n), ℓtot ≥ (n(1 + log n)− 2) ·
(
µ− q

2µ−1 − q

)
.

As for Theorem 6.1.5, this result readily generalizes to protocol reconstructing the action of a
t out of n secret shared value, which requires exactly t rounds and at least a subset of t users
get the output. In such case the protocol must involve at least t(1 + log2 t) queries and no
less than ≈ t(1 + log2)µ bits of communication.

Proof. The proof consists of four steps:

1. Observing that any chain for 0 + outi contains at least a query from each user. In
particular we can associate to each chain a permutation πi assigning to round r the
(only) user whose round r queries appears in the chain.

2. Given π1, . . . , πn permutations we build their prefix tree and show it is a TS tree, see
Section 6.2.3. In particular it contains at least n(1 + log n) nodes, excluding the root.

3. Using Lemma 6.2.1, we find refined chains for 0 + outi so that the prefix tree of the
associated permutations π1, . . . , πn satisfies a certain minimality condition. Then we
build an injective function f from the nodes (root excluded) to the set of query indexes.
By Proposition 6.2.2 this yields q ≥ n(1 + log n).

4. Proving each M (i)
r must have enough information about set element which figures as

input in queries in Im f performed by Pi at round r + 1. The bound on ℓtot is then a
consequence of Proposition 6.2.3.

Regarding the first step, we begin with the following claim, stating that each chain for
0 + outi must contain queries from all users and cannot skip any round.

Claim 6.2.2. For all (r1, i1, j1), . . . , (rt, it, jt) such that

0 (r1, i1, j1) . . . (rt, it, jt) = outi

then {i1, . . . , it} = {1, . . . , n} = {r1, . . . , rt}.

Using this, for all chains (r1, i1, j1), . . . , (rt, it, jt) for 0 + outi we define a function πi asso-
ciating to each round rα the user iα who performed at least one query in the chain at that
round

πi : {1, . . . , n} → {1, . . . , n} : πi(rα) = iα ∀α ∈ {1, . . . , t}.
This is a function because implies there is at most one user performing queries for each
round and, by Claim 6.2.2, πi is defined for all r. In fact this is a permutation as stated in
the next claim, which completes the first step.

Claim 6.2.3. For all (r1, i1, j1), . . . , (rt, it, jt) chain for 0 + outi, πi is a bijection and
πi(n) = i.
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Regarding the second step, assuming 0 + outi for all i, we can define π1, . . . , πn for any
choice of chains realizing these relations. We then construct their prefix tree. This is done by
defining for each r ∈ {0, . . . , n} an equivalence relation where πi is equivalent to πj if the two
functions agree on the first r evaluations. Note that for r = 0 all permutations are equivalent
and, due to Claim 6.2.3, for r = n no two distinct permutations are. Then the equivalence
classes are

[πi]r = {πj : πj(1) = πi(1), . . . , πi(r) = πj(r)} .
For the sake of clarity we notice that [πi]0 = {π1, . . . , πn} and, by Claim 6.2.3, [πi]n = {πi}.
With this notation their prefix tree T = (V,E) is defined as

vi,r := ([πi]r, r)
V = {vi,r : i ∈ {1, . . . , n}, r ∈ {0, . . . , n}}
E = {(vi,r, vi,r+1) : i ∈ {1, . . . , n}, r ∈ {1, . . . , n− 1}} .

i.e. the class [πi]r+1 is connected to the class [πi]r it refines. We conclude the second step with
the next claim.

Claim 6.2.4. If 0 + outi for all i ∈ {1, . . . , n}, then for all chains realizing them and
associated permutations π1, . . . , πn, their prefix tree T is a TS tree with height(T ) = n and
leaves(T ) = n.

For the third step we use Lemma 6.2.1. Since each Pi returns Eouti
= f(s1, . . . , sn) ⋆E0, up to

probability (n+ 1)εseq, for all i there exists a refined chain for 0 + outi, see Definition 6.2.1.
Conditioning on this event, we can chose n refined chains with associated permutations
π1, . . . , πn so that, calling Vt = {vi,r : i ∈ {1, . . . , t}, r ∈ {0, . . . , n}}, the tuple

(|V1|, |V2|, . . . , |Vn|)

is minimal w.r.t. the lexicographic order. This means that for any other choice of refined
chains, the associated permutations π′

1, . . . , π
′
n defines a prefix tree T ′ = (V ′, E ′) so that either

|Vt| = |V ′
t | for all t or there exists a t such that

|V1| = |V ′
1 | ∧ . . . ∧ |Vt| = |V ′

t | ∧ |Vt+1| < |V ′
t+1|.

Using this we will construct an injective function f from the tree nodes (excluding the root)
to the set of query indices. Each node v = ([πi]r, r) for some πi will be mapped to a query
that is:

• in the chain for 0 + outi used to construct π,

• minimal among round r queries, with respect to +.

Claim 6.2.5. There exists refined chains for 0 + outi so that, calling T = (V,E) the resulting
prefix tree and V ∗ the set of nodes excluding the root, there exists f : V ∗ → N3 such that

1. For each v ∈ V there exist r, i, j so that v = vi,r and f(v) = (r, πi(r), j) is a query in
the chain used to construct πi. Moreover f(v) is minimal w.r.t. + among all queries of
the form (r, · , · ).
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2. f is injective.

3. Calling ar,i,j, Dr,i,j the input of Oact in the (r, i, j)-th query, then

Df(u) = Df(v) ⇒ ∃w : (w, u), (w, v) ∈ E.

The first two properties combined implies that the set of queries contains at least |V ∗| = |E| ≥
n(1 + log2 n) elements, where the last bound follows from Claim 6.2.4 and Proposition 6.2.2.

Finally we go through the last step. In order to bound communication we first bound the
number of minimal queries using different set elements as input performed by Pi at round r.
Next we will prove M (i)

r−1 has to contain enough information about these elements. Toward
this goal we define Ur,i as the set of nodes to which f associate a query performed by Pi at
round r, and ∆r,i the collection of set elements used in those queries.

Ur,i := {v ∈ V : ∃j : f(v) = (r, i, j)} ∆r,i := {Df(v) : v ∈ Ur,i}

First we give a bound on the size of ∆r,i.

Claim 6.2.6. ∑n−1
r=1

∑n
i=1 |∆r+1,i| ≥ n(1 + log2 n)− 2.

Then, we relate the size of ∆r+1,i with the entropy in M (i)
r

Claim 6.2.7. With the previous notation,

H
(
M (i)

r

∣∣∣ trsr−1
)
≥ |∆r+1,i| ·

(
µ− q

2µ−1 − q

)
.

This eventually concludes the proof of Theorem 6.2.4 because

ℓtot =
∑n−1

r=1

∑n

i=1 ℓ(M
(i)
r )

≥
∑n−1

r=1

∑n

i=1 |∆r+1,i| ·
(
µ− q

2µ−1 − q

)

≥ (n(1 + n log2 n)− 2) ·
(
µ− q

2µ−1 − q

)
.

Proof of Claim 6.2.2. Assume by contradiction that there exists a chain for 0 + outi such
that S := {i1, . . . , it} ⊊ {1, . . . , n}. Then, as shown in the proof of Theorem 6.1.5, the
adversary A described in Figure 6.4 on input trs and (si, ρi)i∈S, with ρi being the random
coins of Pi, recovers s′ such that s′ ⋆E0 = Eouti

. This contradicts the assumption that such a
pair (S,A) does not exist.

Next, using Lemma 6.1.3 and the fact that the protocol has n rounds,

n = |{i1, . . . , it}| ≤ |{r1, . . . , rt}| = n ⇒ {r1, . . . , rt} = {1, . . . , n}.
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Proof of Claim 6.2.3. We begin showing that πi is a total function from {1, . . . , n}. Let α < β
be two indexes such that rα = rβ. Because (rα, iα, jα) + (rβ, iβ, jβ), by the definition of

+, rα = rβ implies iα = iβ. Hence πi associate the same value to rα and rβ. Moreover, by
Claim 6.2.2, for each r ∈ {1, . . . , n} there exists an α such that r = rα. As a consequence πi

is well defined function with domain {1, . . . , n}.

Next we observe that Im πi = {i1, . . . , it} = {1, . . . , n} where we used again Claim 6.2.2,
implying that πi : {1, . . . , n} → {1, . . . , n} is a surjective function between finite sets of the
same size, and therefore also a bijection.

Finally, since the query outi is performed by Pi, it has the form (rt, i, jt). If rt < n then we
would find a chain with {r1, . . . , rt} of size strictly smaller than n, contradicting Claim 6.2.2.
Therefore rt = n and πi(n) = πi(rt) = i.

Proof of Claim 6.2.4. T is a tree because each node vi,r is connected to the root by the path(
(vi,0, vi,1) , . . . , (vi,r−1, vi,r)

)
,

with vi,0 = ({π1, . . . , πn}, 0) being equal for all i, and each node has in-degree 1 because

(vj,r−1, vi,r) , (vk,r−1, vi,r) ∈ E :


vi,r = ([πi]r, r)
vj,r−1 = ([πj]r−1, r − 1)
vk,r−1 = ([πk]r−1, r − 1)

⇒ πj(x) = πi(x) = πk(x) ∀x ∈ {1, . . . , r − 1}
⇒ [πj]r−1 = [πk]r−1 ⇒ vj,r−1 = vk,r−1.

By construction the leaves of T are vi,n with i ranging from 1 to n, and these are all distinct.
Indeed for i ̸= j we have πi(n) = i ̸= j = πj(n) implying vi,n ̸= vj,n. Thus leaves(T ) = n.
Moreover each leaf has distance n from the root, so height(T ) = n.

Next we show that the sub-tree of vi,r = ([πi]r, r) is a tall tree. By previous observations its
height is n− r. If r = n the node is a leaf and it is trivially tall. Conversely let vj1 , . . . , vjn be
all the leaves of this sub-tree, so that vjα = ([πjα ]n, n). Then for all α we have that vi,r = vjα,r

because from both nodes there exists a path to vjα,n, and there exists no path connecting the
two nodes. As a consequence

[πi]r = [πj1 ]r = . . . = [πjm ]r.

Hence πj1 , . . . , πjm have the same values when evaluated on the indexes from 1 to r. Moreover,
since these are all permutations, their value on n (as we assumed n > r) must differ from
their value on previous points. Thus

{πj1(n), . . . , πjm(n)} ∩ {πi(1), . . . , πi(r)} = ∅
⇒ {j1, . . . , jm} ∩ {πi(1), . . . , πi(r)} = ∅

where the implication uses Claim 6.2.3. Since j1, . . . , jm are all distinct by construction,
πi(1), . . . , πi(r) are all distinct as πi is a bijection, and all these indexes lies in the range
{1, . . . , n} we conclude

|{j1, . . . , jm}| + |{πi(1), . . . , πi(r)}| ≤ n ⇒ m+ r ≤ n ⇒ m ≤ n− r.
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The sub-tree of vi,r is therefore tall, concluding the claim’s proof.

Proof of Claim 6.2.5. We recall Vt = {vi,r : i ∈ {1, . . . , t}, r ∈ {0, . . . , n}} and further define
V ∗

t = Vt \ {v1,0}, i.e. the set of vertices in Vt without the root. To prove the claim we proceed
by induction on t showing the existence of a function f : V ∗

t → N3 satisfying the required
properties.

If t = 1, we set f(v1,r) = (r, π1(r), j) to be the query in the refined chain, see Definition 6.2.1,
minimal w.r.t. + among queries performed at round r. Then f is injective over V ∗

1 and
satisfies the first condition by construction. Regarding the third property if Df(v1,r) = Df(v1,r′ )
with r < r′ then we could create a shorter chain skipping round r, thus violating Claim 6.2.2.
Hence r = r′, and in particular v1,r, v1,r′ are the same, meaning that v 7→ Df(v) is injective
over V ∗

1 and thus satisfies the third property.

Assuming the statement to be true for t− 1, i.e. that we have f : V ∗
t−1 → N3 satisfying the

three properties, we show f can be extended to V ∗
t . To so, let jr be such that (r, πt(r), jr) is

the minimal query at round r of the chain for 0 + outt. We then define for all vi,r ∈ V ∗
t \V ∗

t−1
the function to be f(vi,r) = (r, πt(r), jr). The first property is thus satisfied by construction.

Next we show f is injective. If f(vi,r) = f(vi′,r′) then r = r′ from the first property4. By
inductive hypothesis f is injective over V ∗

t−1. Without loss of generality we can then assume
vi′,r′ ∈ V ∗

t \V ∗
t−1, in which case t = i′. In order to prove vi,r = vt,r we proceed by contradiction

assuming the two nodes to be different.

This implies that vi,r ∈ V ∗
t−1. With loss of generality we can further assume because of the

first property that f(vi,r) = (r, πi(r), j∗) is a minimal query at round r for 0 + outi. This
implies that there exist refined chains for the relations

0 + (r, πt(r), jr) + outt 0 + (r, πi(r), j∗) + outi.

Since (r, πt(r), jr) = (r, πi(r), j∗) we can combine the first half of the second chain with
the second half of the first one to obtain a new refined chain for 0 + outt. Let π̂t be
the associated permutations. By construction π̂t(x) = πi(x) for all x ∈ {1, . . . , t}, and in
particular [π̂t]r = [πi]r. Hence, calling T̂ = (V̂ , Ê) the prefix tree for π1, . . . , π̂t, . . . , πn, we
will show it violates our minimality condition on T . Indeed

• |V ∗
t−1| = |V̂ ∗

t−1|, because the first t− 1 permutations used to build T, T̂ are the same.

• |V ∗
t | ≥ |V ∗

t−1| + (n − r + 1), because vt,r ∈ V ∗
t−1 \ V ∗

t and in particular, vt,r′ /∈ V ∗
t−1 for

r′ > r, or else vt,r′ = vi,r′ for some i < t which implies vt,r = vi,r ∈ V ∗
t−1. Hence

{vi,r, . . . , vi,n} ⊆ V ∗
t \ V ∗

t−1 ⇒ |V ∗
t \ V ∗

t−1| ≥ (n− r + 1)

• |V̂ ∗
t | ≤ |V̂ ∗

t−1|+ (n− r), because [π̂t]r = [πi]r implies [π̂t]r′ = [πi]r′ for all r′ ≤ r. Hence,
again for all r′ ≤ r, v̂t,r′ = v̂i,r′ ∈ V̂ ∗

t−1 and in particular

V̂ ∗
t \ V̂ ∗

t−1 ⊆ {v̂t,r+1, . . . , v̂t,n} ⇒ |V̂ ∗
t \ V̂ ∗

t−1| ≤ n− t.
4r and r′ are the first component of respectively the LHS and the RHS.
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Combining the three relations we conclude that our minimality assumption on T is violated
because

|V̂ ∗
t | ≤ |V̂ ∗

t−1|+ (n− r) < |V ∗
t−1|+ (n− r + 1) ≤ |V ∗

t |.

This means that the assumption vi,r ̸= vt,r leads to a contradiction, implying that vi,r = vt,r

and that f is injective.

To conclude we need to prove the third property holds for f . Let Df(vi,r) = Df(vi′,r′ ). We
study two cases:

1. r ̸= r′. Then without loss of generality r < r′ and by the first property vi,r, vi′,r′ are
such that f(vi,r) = (r, πi(r), j) and f(vi′,r′) = (r′, πi′(r′), j′) are minimal queries in their
respective rounds with respect to +. Among the queries appearing in the chain for
0 + outi let (r′′, i′′, j′′) be the predecessor of (r, πi(r), j), i.e. such that

0 + (r′′, i′′, j′′) (r, πi(r), j) + outi.

Note that since (r, πi(r), j) is minimal among the queries at round r, we must have
r′′ < r. Then if we call Er′′,i′′,j′′ the output of Oact for query (r′′, i′′, j′′), by the definition
of we have Er′′,i′′,j′′ = D(r,πr(i),j). Therefore, again by the definition of +

Er′′,i′′,j′′ = D(r′,πr′ (i′),j′), ∧ r′′ < r′ ⇒
⇒ 0 + (r′′, i′′, j′′) (r′, i′, j′) + outi′ .

Since r′′ < r < r′ the resulting chain would not include any query from round r,
contradicting Claim 6.2.2. Therefore r ̸= r′ is impossible.

2. r = r′. By the inductive hypothesis if both vertices lie in V ∗
t−1 the property holds, so

without loss of generality assume vi′,r ∈ V ∗
t \ V ∗

t−1 and f(vi,r) = (r, πi(r), jr), i.e. that
the image of vi,r is a query on the chain for 0 + outi. We will denote pi the predecessor
of f(vi,r) on the refined chains for 0 + outi. This means we have

0 + pi → f(vi,r) + outi

Then by how was defined Epi
= Df(vi,r) = Df(vt,r) and by minimality of f(vi,r) among

the queries occurring at round r, pi occurs at a round strictly smaller than r. Thus
pi f(vt,r) and in particular we can find a chain for

0 + pi → f(vt,r) + outt

that is equal to the chain for 0 + outi until query pi. Calling π̂t the associated
permutation we would then have [π̂t]r−1 = [πi]r−1 since the chains are equal until round
r − 1 (we use Claim 6.2.2 to observe pi occurs at round r − 1).

Finally assume that for the current chain chosen for 0 + outt the nodes vi,r and vt,r are
no siblings (otherwise the claim is proven), i.e. vi,r−1 ̸= vt,r−1, we distinguish two cases:

• vt,r−1 /∈ V ∗
t−1. Then as done previously we can use π̂t to build a prefix tree

T̂ = (V̂ , Ê) with |V̂t| < |Vt|, which contradicts our minimality assumption.
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• vt,r−1 ∈ V ∗
t−1. Again using the new path we can build a prefix tree such that for all

t′ < t

|V ∗
t′ | = |V̂ ∗

t′ | |V ∗
t | = |V ∗

t−1|+ (n− r + 1) |V̂ ∗
t | ≤ |V̂ ∗

t−1|+ (n− r + 1).

with the first equality holding as we are only replacing πt with π̂t and using the
same π1, . . . , πt−1 in both prefix trees, the second one because vt,r−1 ∈ V ∗

t \ V ∗
t−1

while vt,r−1 ∈ V ∗
t−1, and the third because v̂t,r−1 = v̂i,r−1 ∈ V̂ ∗

t−1. We thus conclude
|V̂t| ≤ |Vt| while preserving the size of smaller sub-trees.

Replacing the chain for 0 + outt, we finally have that for the new tree v̂i,r−1 =
v̂i,r−1. Notice that this change occurs only once since there can only be one node
vi,r ∈ Vt \ Vt−1 with vi,r−1 ∈ Vt−1. Furthermore after the change we still have
v̂i,r ∈ V̂t \ V̂t−1 with v̂i,r−1 ∈ V̂t−1 because

v̂t,r ∈ V̂ ∗
t−1 ⇒ |V̂ ∗

t | ≤ |V̂ ∗
t−1|+ (n− r) < |V ∗

t−1|+ (n− r + 1) = |V ∗
t |

⇒ |V̂t| < |Vt|

contradicting our minimality assumption. Therefore, all remaining nodes in V̂t\V̂t−1
falls into the previous case.

This concludes the proof of the Claim.

Proof of Claim 6.2.6. Calling V≥2 as in Section 6.2.3 the set of nodes of distance at least 2
from the root we observe that

V≥2 =
⋃n

r=2

⋃n

i=1 Ur,i

Indeed given v ∈ V≥2 ⊆ V ∗, by Claim 6.2.5 there exists r, i, j such that v = vi,r and
f(v) = (r, i, j), implying r ≥ 2 and v ∈ Ur,i. Next we show |Ur,i| = |∆r,i|. To do so it
suffices to show that the map v 7→ Df(v) is injective over Ur,i. Let u, v ∈ Ur,i such that
Df(u) = Df(v). By Claim 6.2.5 they must have the same parent. In particular if u = ([πℓ]r, r)
and v = ([πℓ′ ]r, r) then having the same parent implies

[πℓ]r−1 = [πℓ′ ]r−1, πℓ(r) = i = πℓ′(r) ⇒ [πℓ]r = [πℓ′ ]r ⇒ u = v

where the second and third equality follows since u, v ∈ Ur,i. Finally, using Proposition 6.2.3
and Claim 6.2.4 stating that T is a TS tree we conclude

∑n−1
r=1

∑n

i=1 |∆r+1,i| =
∑n

r=2

∑n

i=1 |∆r,i| ≥ |V≥2| ≥ (n− 2) + n log2 n.

Proof of Claim 6.2.7. In the following we denote input = (s1, . . . , sn, ρ1, . . . , ρn, E0) where
si, ρi are the private input and random coins of Pi. Furthermore, we will denote

Γr+1,i,j = {Er+1,i,j′ : j′ < j} ∪ {Dr+1,i,j′ : j′ < j}
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We furthermore index ∆r+1,i = {Dr+1,i,j1 , . . . , Dr+1,i,jm}. Then

H
(
M (i)

r

∣∣∣ trsr−1
)
≥ H

(
M (i)

r

∣∣∣ trsr−1, input
)

≥
m∑

α=1
I
(
M (i)

r ;Dr+1,i,jα

∣∣∣ trsr−1, input, {Dr+1,i,jβ
}α−1

β=1

)
≥

m∑
α=1

I
(
M (i)

r ;Dr+1,i,jα

∣∣∣ trsr−1, input, Γr+1,i,jα

)
.

We will then lower bound each of these terms. The key observation is that, given M
(i)
j ,

trsr−1, input and Γr+1,i,j, the execution of Pi becomes deterministic until the next query
to Oact is performed, meaning that Dr+1,i,j is univocally determined. Therefore, if ∆r,i =
{Dr+1,i,j1 , . . . , Dr+1,i,jm}, we have that

H
(
Dr+1,i,jα

∣∣∣M (i)
r , trsr−1, input, Γr+1,i,jα

)
= 0.

Conversely we observe that before round r, Dr+1,i,jα was not returned as an output by Oact, or
else we could build a chain for Dr+1,i,jα skipping round r, which violates Claim 6.2.2. Moreover
by the minimality of Dr+1,i,jα (see Claim 6.2.5), this set elements was not computed previously
on the same round by Pi, meaning that is does not belong in Γr+1,i,jα . Moreover Dr+1,i,jα is
independent from the random coins and inputs of parties (which are sampled before any query
is ever made to Oact). Hence we conclude that Dr+1,i,jα conditioned to trsr−1, input,Γr+1,i,jα

is uniform in the set of not-yet queried labels, which has size 2µ − 2q. Thus

H (Dr+1,i,jα | trsr−1, input, Γr+1,i,jα) ≥ log2(2µ − 2q)

≥ µ− 2q
2µ − 2q = µ− q

2µ−1 − q
.

Where second inequality follows since log(x) is concave and for all x > y > 0

1
x
≤ log(x)− log(y)

x− y
≤ 1

y

replacing x = 2µ and y = 2µ − 2q. As the mutual information is the difference of the above
quantities, we have that µ− q

2µ−1−q
lower bounds each term in the summation above. We can

therefore conclude

H
(
M (i)

r

∣∣∣ trsr−1
)
≥ m · q

2µ−1 − q
≥ |∆r+1,i| ·

q

2µ−1 − q
.
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Chapter 7

Black-Box Anamorphic Encryption

Chapter Overview
In this chapter we will study the recently introduced problem of realizing anamorphic
encryption schemes. More specifically, we ask whether given any PKE scheme, possibly
chosen by an adversarial regulation authority we call the dictator, is it possible to build an
anamorphic encryption scheme for it. The two main results we prove are Theorem 7.4.1 and
Theorem 7.4.2.

The first one states addresses any realization of anamorphic encryption using the underlying
PKE as a black-box. For such construction the anamorphic message space has to be polyno-
mially bounded in size. This in particular implies that generic constructions such as the one
presented in [96] and [10] are optimal. The second result instead addressed the notion of fully
asymmetric AE. In this context we show that realizing this notion granted only black-box
access to the PKE is impossible.

Both results follows combining information-theoretical arguments with the ciphertext selection
lemma presented in Section 7.2.4. This informally states that any procedure relative to an
ideal PKE scheme can only produce valid ciphertexts through encryption queries, for certain
choices of the ideal PKE’s parameters.

7.1 Supplementary Definitions

7.1.1 Anamorphic Encryption
The notion of (receiver) anamorphic encryption was first introduced in [96] to model private
communication in the presence of a dictator who controls the PKE scheme in use and knows
each user’s secret key. In this thesis, we use a more general definition proposed in [35] which
contains [96] as a special case. To achieve the above seemingly impossible goal, the receiver
is allowed to generate its own public and secret key apk, ask in anamorphic mode, exchange
secretly with the sender a double key dk, and locally storing a trapdoor key tk to decrypt
anamorphic messages from the sender.
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Definition 7.1.1 (Anamorphic Triplet). Formally, an anamorphic triplet Σ = (AT.Gen,
AT.Enc,AT.Dec) is a triplet of efficient algorithms such that

• AT.Gen(λ) $→ (apk, ask, dk, tk) with apk, ask being the anamorphic public and secret
keys while dk, tk are the double and (a possibly empty) trapdoor key.

• AT.Enc(apk, dk,m, m̂) $→ c, with m ∈ M and m̂ ∈ M̂ being respectively the standard
and anamorphic messages encrypted in c.

• AT.Dec(ask, tk, c)→ m̂/⊥, with m̂ being the anamorphic message encrypted in c.

In the definition above we do not explicitly provide apk, dk as part of AT.Dec input, as we
implicitly assume them to be contained in ask and tk respectively.

Definition 7.1.2 (Anamorphic Encryption). A PKE Π = (E.Gen,E.Enc,E.Dec) is an Anamor-
phic Encryption scheme if it is IND-CPA secure and there exists an anamorphic triplet
Σ = (AT.Gen,AT.Enc,AT.Dec) such that any PPT adversary A has negligible advantage,
defined as

AdvAnam
A,Π,Σ(λ) := |Pr [RealGΠ(λ,A) = 1]− Pr [AnamorphicGΣ(λ,A) = 1]|

where RealGΠ and AnamorphicGΣ are described in Figure 7.1.

RealGΠ(λ,A)
1 : (pk, sk)←$ E.Gen(λ)
2 : return AOreal(pk, sk)

Oreal(m, m̂)
1 : Sample a random r

2 : return E.Enc(pk,m; r)

AnamorphicGΣ(λ,A)
1 : (apk, ask, dk, tk)←$ AT.Gen(λ)
2 : return AOanam(apk, ask)

Oanam(m, m̂)
1 : Sample a random r

2 : return AT.Enc(apk, dk,m, m̂; r)

Figure 7.1: Anamorphic Encryption security game.

Finally, regarding correctness, a definition covering also stateful AE is presented in [10]. For
the sake of generality however we will only use a weaker notion, holding only for uniformly
sampled messages and correct keys. Formally, given (apk, ask, dk, tk)←$ AT.Gen(λ) and m, m̂
uniformly sampled messages, then

Pr
[
m̃ ̸= m̂

∣∣∣ m̃← AT.Dec(ask, tk, c), c←$ AT.Enc(apk, dk,m, m̂)
]
≤ negl(λ).

7.1.2 Asymmetric Anamorphic Encryption
The notion of Asymmetric Anamorphic Encryption [35], intuitively, requires that the Anamor-
phic Triplet Σ realizes an asymmetric scheme for covert messages. The notion is for-
malized through the game in Figure 7.2, where D is a PPT adversary, b ∈ {0, 1} and
Σ = (AT.Gen,AT.Enc,AT.Dec) is an Anamorphic Triplet. The advantage of a given distin-
guisher D is defined as

Advasy-anam
D,Σ (λ) :=

∣∣∣Pr
[
AsyAnam-IND-CPA0

Σ(λ,D) = 1
]
− Pr

[
AsyAnam-IND-CPA1

Σ(λ,D) = 1
]∣∣∣ .
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AsyAnam-IND-CPAb
Σ(λ,D)

1 : (apk, ask, dk, tk)←$ AT.Gen(λ)
2 : (m, m̂0, m̂1)←$ D(apk, ask, dk)
3 : c←$ AT.Enc(apk, dk,m, m̂b)
4 : return D(c)

Figure 7.2: Asymmetric Anamorphic Encryption security game.

Definition 7.1.3 (Asymmetric Anamorphic Encryption). An Anamorphic Encryption scheme
Π equppied with an anamorphic triplet Σ is an Asymmetric Anamorphic Encryption scheme
if for every PPT distinguisher D,

Advasy-anam
D,Σ (λ) ≤ negl(λ).

In this thesis we introduce a weaker notion, called Weak Asymmetric Anamorphic En-
cryption. We weaken the previous definition requiring that the adversary in the security
game has no access to ask. More precisely, let D be a PPT adversary, b ∈ {0, 1} and
Σ = (AT.Gen,AT.Enc,AT.Dec) be an Anamorphic Triplet. The Weak Asymmetric AE security
game is then detailed in Figure 7.3. The advantage of a distinguisher D for such game is
defined as

Advweak-asy-anam
D,Σ (λ) :=

∣∣∣Pr
[
Weak-AsyAnam-IND-CPA0

Σ(λ,D) = 1
]

−Pr
[
Weak-AsyAnam-IND-CPA1

Σ(λ,D) = 1
]∣∣∣ .

Weak-AsyAnam-IND-CPAb
Σ(λ,D)

1 : (apk, ask, dk, tk)←$ AT.Gen(λ)
2 : (m, m̂0, m̂1)←$ D(apk, dk)
3 : c←$ AT.Enc(apk, dk,m, m̂b)
4 : return D(c)

Figure 7.3: Weak Asymmetric Anamorphic Encryption security game.

Definition 7.1.4 (Weak Asymmetric Anamorphic Encryption). An Anamorphic Encryption
scheme Π equipped with an anamorphic triplet Σ is a Weak Asymmetric Anamorphic Encryption
scheme if for every PPT distinguisher D

Advweak-asy-anam
D,Σ (λ) ≤ negl(λ).

7.1.3 Other Variants of AE
Robustness of Anamorphic Encryption. Introduced in [10] this notion dictates that
it is hard to find a message m that, when encrypted normally (i.e., using E.Enc) and then
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anamorphically decrypted (i.e. using AT.Dec) results in some m̂ ̸=⊥. Later, in [107], the
notion has been extended to sender anamorphic encryption, requiring in addition to the
previous property, also that there exists a negligible probability of decrypting m̂ ̸=⊥ using
a different secret key from the one corresponding to the public key used to anamorphically
encrypt m̂.

Fully Asymmetric AE. Introduced in [35], this notion is reminiscent of Single-Receiver
AE from [78]. Informally, a Fully Asymmetric-AE guarantees the privacy of both the regular
and the anamorphic messages with respect to users having access also to dk (but not to ask
and tk of course). In the relation between these properties has been explored in [35]. It is
also easy to observe that such stronger notion implies Weak Asymmetric AE.

7.2 Anamorphic Encryption from Black-Box PKE

7.2.1 Ideal PKE
In this section we model an idealized (and inefficient) PKE scheme, inspired by the one
presented in [61, 111], accessible through three oracles E.Gen,E.Enc,E.Dec. Internally the
scheme is defined by two random functions ϕ and ψ tracking respectively the relation between
public/secret keys, and the one between messages/ciphertexts. More in detail SK,PK are
the secret and public keys sets while {0, 1}µ, {0, 1}ρ, {0, 1}ℓ are respectively the messages,
randomness (for encryption) and ciphertexts spaces. Then ϕ, ψ are sampled so that

• ϕ : SK→ PK is a uniformly random bijection.

• ψ : PK× {0, 1}µ × {0, 1}ρ → {0, 1}ℓ random function s.t. ψ(pk, ·, ·) is injective.

Note that at this stage we do not constrain µ, ρ, ℓ, that are respectively the bit-size of messages,
randomness and ciphertexts. Some later results will however only apply for certain parameters
choice.

E.Gen(λ; sk)
1 : pk← ϕ(sk)
2 : return (pk, sk)

E.Enc(pk,m; r)
1 : c← ψ(pk,m, r)
2 : return c

E.Dec(sk, c)
1 : pk← ϕ(sk)
2 : for (m, r) ∈ {0, 1}µ × {0, 1}ρ

3 : if ψ(pk,m, r) = c: return m

4 : return ⊥.

Figure 7.4: Ideal PKE with ϕ : SK→ PK and ψ : PK× {0, 1}µ × {0, 1}ρ → {0, 1}ℓ as above.

It is easy to observe that this scheme achieves semantic security (IND-CPA) if ρ = Ω(λ) and
|SK| = Ω(2λ) as ciphertexts are random strings, and distinguishing the encryptions of two
different messages requires a number of queries to E.Enc exponential in ρ.
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7.2.2 Black-Box Anamorphic Encryption
Definition 7.2.1 (Black-Box Anamorphic Triplet). A triplet Σ = (AT.Gen,AT.Enc,AT.Dec)
is said to be a black-box anamorphic triplet (for any PKE Π) if every algorithm in Σ can
access the procedures in Π only through oracle access, i.e. providing input and random coins
to these procedures and obtaining only the output of such procedures call in return.

We remark that we may occasionally and informally refer to an Black-Box Anamorphic Triplet
as a Black-Box Anamorphic Encryption.

7.2.3 General Properties
Assume there exists a generic compiler Σ = (AT.Gen,AT.Enc,AT.Dec) turning any IND-CPA
secure PKE into an anamorphic encryption scheme, accessing the underlying PKE algorithms
only through oracle queries. We can then study the behavior of such construction when
applied to the ideal PKE Π = (E.Gen,E.Enc,E.Dec) defined in Figure 7.4. A first property it
has to satisfy is that, up to negligible probability, the public and secret anamorphic keys have
to be a valid key pair for the underlying PKE.

Lemma 7.2.1. If Σ = (AT.Gen,AT.Enc,AT.Dec) is an anamorphic triplet for the ideal PKE
Π, then there exists a negligible ε such that

(apk, ask, dk, tk)←$ AT.Gen(λ) ⇒ Pr [ϕ(ask) ̸= apk] ≤ ε(λ).

Proof. Let A be a PPT adversary playing the game in Definition 7.1.2 which on input pk, sk,
runs the key generation algorithm (pk′, sk) ← E.Gen(λ; sk) and returns 1 if pk = pk′ and 0
otherwise. From the definition of E.Gen in Figure 7.4, the secret key coincides with the random
tape of E.Gen. Thus in the real game pk′ = pk occurs always. Conversely in the anamorphic
game, the adversary receives apk, ask generated through AT.Gen. Again by construction
pk′ = ϕ(ask), meaning A returns 1 if and only if apk = ϕ(ask). In conclusion

Adv(A) = |1− Pr [ϕ(ask) = apk]| = Pr [ϕ(ask) ̸= apk]

which is negligible as we assumed Σ to be an anamorphic triplet for the ideal PKE.

The next property we study informally states that ciphertexts have to be unpredictable
enough. While this could be stated in terms of (pseudo) min-entropy, for our purpose the
following less general formulation will suffice.

Lemma 7.2.2. Given Σ = (AT.Gen,AT.Enc,AT.Dec) a black-box anamorphic triplet and
uniformly sampled s, r and messages m, m̂, let

(apk, ask, dk, tk)← AT.Gen(λ; s), c← AT.Enc(apk, dk,m, m̂; r).

For any set S independent from r, with |S| ≤ poly(λ) then Pr [c ∈ S] ≤ negl(λ).

Proof. Consider the following adversary A against the anamorphic security game in Defini-
tion 7.1.2 instantiated when Σ is combined with the ideal PKE with ρ = Ω(2λ). Its attack
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AO(apk, ask) :
1 : Sample m←$ {0, 1}µ and m̂←$ M̂

2 : c1 ← O(m, m̂)
3 : c2 ← O(m, m̂)
4 : return c1 == c2

Figure 7.5: Adversary against the security game in Figure 7.1. O is the encryption oracle provided
in both RealG and AnamorphicG.

consists in encrypting twice a random message pair, and checking if the resulting ciphertexts
are the same, see Figure 7.5.

If c ∈ S with significant probability, as this set has polynomially bounded size, two ciphertexts
sampled independently from it will collide with noticeable probability, allowingA to distinguish
the two games.

More formally, in the real game c1 = c2 only if the random coins used to produce both
ciphertexts are the same, which occurs with probability 2−ρ. To analyze the anamorphic
game let

Vδ = {(m0, m̂0, s0) : Pr [c ∈ S |m = m0, m̂ = m̂0, s = s0] ≥ δ}.

Using a variant of Markov inequality we can then prove that

Claim 7.2.1. δ = 1/2 · Pr [c ∈ S] implies that Pr [(m, m̂, s) ∈ Vδ] ≥ δ.

Calling for notational simplicity v = (m, m̂, s), it can now be shown that for all v0 ∈ Vδ,
Pr [c1 = c2 |v = v0] =

= Pr [c1 = c2 | c1, c2 ∈ S, v = v0] · Pr [c1 ∈ S, c2 ∈ S |v = v0]
≥ |S|−1 · Pr [c1 ∈ S, c2 ∈ S |v = v0]
= |S|−1 · Pr [c1 ∈ S |v = v0] · Pr [c2 ∈ S |v = v0]
≥ |S|−1 · δ2

where the second equality follows as c1, c2 are mutually independent conditioned on v = v0,
as in that case they are only a function of the (independently sampled) random coins used
to compute them, and the random subset S is distributed independently from them. As a
consequence Pr [c1 = c2 |v ∈ Vδ] ≥ |S|−1 · δ2, which allow us to lower bound the probability
A finds a collision in the anamorphic game as, fixing δ = 1/2 · Pr [c ∈ S],

Pr [c1 = c2] ≥ Pr [c1 = c2 |v ∈ Vδ] · Pr [v ∈ Vδ] ≥ δ3 · |S|−1.

Combining this with the bound on the collision probability in the real game, the advantage of
A is then bounded by Adv(A) ≥ δ3 · |S|−1 − 2−ρ. Having set δ = 1/2 · Pr [c ∈ S] we conclude
the proof as we assumed ρ = Ω(λ), |S| polynomially bounded and the black-box anamorphic
triplet to be secure.
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A consequence of the above result is that AT.Enc almost never returns a ciphertext that was
observed by AT.Gen. To formally state this, we first define this set of ciphertexts.

Definition 7.2.2. Given a black-box anamorphic triplet Σ we define EGen
in , EEnc

in the sets
of tuples (pk,m, r, c) such that respectively AT.Gen and AT.Enc on input in eventually query
c = E.Enc(pk,m; r). Analogously, DGen

in , DEnc
in are the sets of tuples (sk, c,m) such that

respectively AT.Gen and AT.Enc on input in computes m = E.Dec(sk, c).

Definition 7.2.3. Given a black-box anamorphic triplet Σ we define the set of ciphertexts
observed by AT.Gen on input s as

CGen
s := {c : (·, ·, ·, c) ∈ EGen

s ∨ (·, c, ·) ∈ DGen
s }.

Corollary 7.2.3. With the same notation of Lemma 7.2.2, Pr
[
c ∈ CGen

s

]
≤ negl(λ).

7.2.4 Ciphertext Selection Lemma
The core technical result of this section is a characterization of the encryption procedure for
a black-box anamorphic triplet. Informally, our result states that such procedure can only
obtain valid ciphertexts through encryption queries to E.Enc and then return one of them.
This is perhaps not surprising as there is no assumption on the underlying PKE scheme. Thus,
no meaningful manipulation of ciphertexts after their generation is possible. This intuition
is captured by the following ciphertext selection lemma. First, we formally define the set of
valid ciphertexts queried by AT.Enc.

Definition 7.2.4. Given input in = (apk, ask,m, m̂, r) the set of valid ciphertexts queried by
AT.Enc is CEnc

in = {c : (apk,m, · , c) ∈ EEnc
in }.

We recall that our ideal PKE is parametrized by µ, ρ, ℓ, respectively the message, random
coins and ciphertext bit-length. Notably, the following result requires ℓ− ρ = Ω(λ) to hold.
This means the lemma cannot be specialized to black-box anamorphic schemes where the
underlying PKE is assumed to have small message space µ = O(log λ) and dense ciphertext
space ℓ = ρ + µ + O(log λ), i.e. such that a noticeable fraction of strings with length ℓ
are valid ciphertexts. This is actually no coincidence as in this case efficient “semi-generic”
constructions do exist [38].

Lemma 7.2.4. Given Σ = (AT.Gen,AT.Enc,AT.Dec) a black-box anamorphic triplet, let r, s
be uniform random coins and m, m̂ uniformly sampled messages. Setting

(apk, ask, dk, tk) ← AT.Gen(λ; s), in = (apk, dk,m, m̂, r), c← AT.Enc(in),

if ρ = Ω(λ) and ℓ− ρ = Ω(λ), then Pr
[
c /∈ CEnc

in

]
≤ negl(λ).

Proof. To prove the lemma let A be an adversary against the anamorphic security definition
as described in Figure 7.6. Given (apk, ask) it requests the encryption c of a random message
m and locally decrypts it computing m′ = E.Dec(ask, c). It returns 1 if and only if m ̸= m′.

Since the ideal PKE scheme achieves perfect correctness A never returns 1 when executed in
the real game. To study the anamorphic game, let s be the random tape of AT.Gen, so that
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AO(apk, ask) :
1 : Sample m←$ {0, 1}µ and m̂←$ M̂

2 : c← O(m, m̂)
3 : m′ ← E.Dec(ask, c)
4 : return 1 if m ̸= m′

Figure 7.6: Adversary for the anamorphism game (Fig. 7.1). O is the encryption oracle.

(apk, ask, dk, tk)← AT.Gen(λ; s), and r the one of AT.Enc when executed to answer A’s only
query. For notational convenience in = (apk, dk,m, m̂, r) so that c = AT.Enc(in). We then
define the two events

Bad : ϕ(ask) ̸= apk ∨ c ∈ CGen
s Good : c ∈ CEnc

in .

Lemma 7.2.1 and Corollary 7.2.3 together imply that Pr [Bad] ≤ negl(λ). Next we claim that
the following probability is also negligible.

Claim 7.2.2. Pr [m = m′,¬Bad,¬Good] ≤ negl(λ).

These two inequalities immediately imply the thesis as, through a union bound
Pr [m = m′] ≤ Pr [m = m′,¬Bad,¬Good] + Pr [Bad] + Pr [Good]

≤ Pr [Good] + negl(λ).
By our initial observation Advanam(A) = Pr [m ̸= m′] with m′ distributed as in the anamorphic
game. As a consequence Pr [¬Good] ≤ Advanam(A) + negl(λ), that is negligible.

Proof of Claim 7.2.2. Let C = CGen
s ∪ CEnc

in . We denote Vm the set of ciphertexts encrypting
m under apk, that is Vm = {ψ(apk,m, r) : r ∈ {0, 1}ρ}. The claim can then be translated in
terms of C and Vm. Indeed, if the studied event occurs then c /∈ C. Similarly m = m′ and
¬Bad both implies that m = E.Dec(ask, c) ⇒ ψ(ϕ(ask),m, r) = c ⇒ ψ(apk,m, r) = c for
some r, which means c ∈ Vm. Therefore

(m = m′,¬Bad,¬Good) ⇒ c ∈ Vm \ C ⇒
⇒ Pr [m = m′,¬Bad,¬Good] ≤ Pr [c ∈ Vm \ C] .

To prove the latter probability to be negligible, let q be a bound on the total queries of AT.Gen
and AT.Enc. Let c1, . . . , cd be the (ordered) ciphertexts AT.Enc queries to E.Dec(ask, ·) and
for notational convenience we name cd+1 := c. Let Ci be the set of ciphertext either returned
by E.Enc(apk, ·, ·) or queried to E.Dec(ask, ·) by either AT.Gen(λ; s) or AT.Enc(in) before the
latter queries E.Dec(apk, ci). Note this means Ci ⊆ C ∪ {c1, . . . , ci−1}. Crucially, given only
this information, the set of ciphertexts Vm \Ci is uniformly distributed over {0, 1}ℓ \Ci. Once
again the event above can be decomposed through a chain of implications:

c ∈ Vm \ C ⇒
∨d+1

i=1 (ci ∈ Vm \ C ∧ {c1, . . . , ci−1} ∩ Vm \ C = ∅)

⇒
∨d+1

i=1 (ci ∈ Vm \ (C ∪ {c1, . . . , ci−1}))

⇒
∨d+1

i=1 (ci ∈ Vm \ Ci) .
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Using a union bound, along with the fact that Vm \ Ci is a uniformly distributed subset of
{0, 1}ℓ \ Ci and independent from ci, we can conclude that

Pr [c ∈ Vm \ C] ≤
∑d+1

i=1 Pr [ci ∈ Vm \ Ci]

≤
∑d+1

i=1
|Vm \ Ci|
|{0, 1}ℓ \ Ci|

≤ (d+ 1) · 2ρ

2ℓ − q
with the last quantity being negligible as we assumed ℓ− ρ = Ω(λ) while d, q are polynomially
bounded.

Remark 7.2.1. Lemma 7.2.4 holds only for stateless anamorphic triplets. If stateful en-
cryption/decryption is allowed, then we can only prove a slightly weaker result. Specifically c
has to lie, with overwhelming probability, in the set of valid ciphertexts observed by AT.Enc
and AT.Gen (as opposed to only AT.Enc). We stress this to be sufficient for a slightly weaker
version of Theorem 7.4.1 (See Remark 7.4.1) to hold true. The proof is analogous up to the
fact that Corollary 7.2.3 cannot be applied anymore.

7.2.5 Symmetric Choice Functions
Thanks to the Ciphertext Selection Lemma, the encryption procedure of any black-box
anamorphic triplet can be abstracted as a process observing a list of ciphertexts and eventually
choosing one of them. We will call such a function returning one of its arguments a choice
function. In this section we show this class of functions satisfies interesting properties, which
will be useful in the proof of Theorem 7.4.2. First we provide a formal definition of choice
functions and in particular symmetric ones, which do not depend on the order of their
arguments.

Definition 7.2.5. Given a finite set X, a random function f ∼ {g : Xk → X} is a choice
function if f(x1, . . . , xk) ∈ {x1, . . . , xk} for all x1, . . . , xk ∈ X. Furthermore, a choice function
is called symmetric if for any permutation π we have f(x1, . . . , xk) = f(xπ(1), . . . , xπ(k)).

A rather non-trivial property of symmetric choice functions is that they are consistent
with their choices. More specifically, assume that on random inputs u1, . . . , uk the function
f(u1, . . . , uk) chose z among them. Then given more random inputs v2, . . . , vk, the function
f(z, v2, . . . , vk) will chose z again with probability at least ≈ 1/k. At first sight this might
seem trivial, as z could appear to be random and f unable to distinguish it from the other
elements. However this reasoning is incorrect. Indeed, although z is chosen from uniformly
sampled variables, this choice can bias its distribution. The above intuition is therefore wrong,
but we nevertheless prove this lower bound with the following Lemma.

Lemma 7.2.5. Let f ∼ {g : Xk → X} be a symmetric choice function. Given u ∼ U(Xk),
v ∼ U(Xk−1) uniformly distributed, let z = f(u). Then

Pr [f(z,v) = z] ≥ 1
k
−O

(
1
|X|

)
.

Proof of Lemma 7.2.5. Let n = |X| and P (x1, . . . , xk) = Pr [f(x1, . . . , xk) = x1]. By defini-
tion of choice function f has to return one of its arguments, meaning that for x1, . . . , xk all
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distinct
P (x1, . . . , xk) + P (x2, . . . , xk, x1) + . . .+ P (xk, x1, . . . , xk−1) = 1.

As a first step we state some properties of P .

Claim 7.2.3. The following bounds for the sum of P over Xk holds:
∑

x P (x) ≤ nk,
∑

x P (x) ≥ nk

k
− knk−1.

Next we study the distribution of z = f(u).

Claim 7.2.4. For all a ∈ X, Pr [z = a] ≥
(

k
nk

∑
x P (a,x)

)
− k3

n2 .

Using both claim, the theorem’s proof follows as

Pr [f(z,v) = z] =
∑

y
1

nk−1 · Pr [f(z,y) = z]

= 1
nk−1

∑
a,y Pr [z = a] Pr [f(a,y) = a]

≥ 1
nk−1

∑
a,y

(∑
x
k

nk
P (a,x)− k3

n2

)
P (a,y)

= k

n2k−1

∑
a,y,x P (a,x)P (a,y)− k3

nk+1

∑
a,y P (a,y)

≥ k

n2k−1

∑
a

(∑
x P (a,x)

)2
− k3

n

≥ k

n2k−1 ·
1
n

(
nk

k
− k · nk−1

)2

−O(n−1)

= k

n2k
·
(
n2k

k2 + (nk−1k)2 − 2n2k−1
)
−O(n−1)

= k

n2k
· n

2k

k2 −O(n−1) = 1
k
−O(n−1).

Where the first inequality follows by Claim 7.2.4, the second one applying Claim 7.2.3 on the
second term. The third inequality follows from AM-QM where, calling s(a) = ∑

x P (a,x),
the sum of s(a) coincides with the sum of P over Xk, and is therefore lower bounded as per
Claim 7.2.3.

Proof of Claim 7.2.3. The first part is trivial as P (x) ≤ 1. For the second part let S =
{(x1, . . . , xk) ∈ Xk : ∀i, j(xi ̸= xj)}. The size of Xk \ S is smaller than

(
k
2

)
· nk−1, as it is a

union of the
(

k
2

)
sets Di,j containing all vectors x with xi = xj (so that |Di,j| = nk−1). As a

consequence then |S| ≥ nk −
(

k
2

)
nk−1.

Next we can partition S into a collection P of |S|/k classes of size k, each containing the
cyclic shift of a vector x ∈ S. Formally

[(x1, . . . , xk)] := {(x1+i, . . . , xk+i) : i ∈ Z/kZ}
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note that the vectors in S have entries that are all distinct, so each such cyclic shift produces
a different vector. Moreover, as observed previously, the sum of P (x) for x ∈ [x] equals 1, as
the choice function must return one of its entries. We thus conclude that

∑
x∈Xk

P (x) ≥
∑

x∈S
P (x) = |S|

k
≥ nk

k
−
(
k

2

)
nk−1

k
≥ nk

k
− knk−1.

Proof of Claim 7.2.4. Let S = {(x2, . . . , xk) ∈ Xk−1 : ∀i, j(xi ≠ a, xi ̸= xj)}. To lower
bound its size let Di the set of points in Xk−1 with i-th coordinate equal to a and Di,j the
subset of Xk−1 with xi = xj. Then1

|Xk−1 \ S| =
∣∣∣∣⋃k

i=2 Di ∪
⋃

i<j
Di,j

∣∣∣∣ ≤ knk−2 +
(
k − 1

2

)
nk−2 ≤ k2nk−2.

Thus |S| ≥ nk−1 − k2nk−2. We can finally lower bound the probability that z = a as

Pr [z = a] ≥ k
∑
x∈S

P (a,x) 1
nk
≥ k

nk

∑
x∈Xk−1

P (a,x) − k3

nk

∑
x∈Xk−1\S

P (a,x)

≥ k

nk

∑
x∈Xk−1

P (a,x) − k3

n2 .

The first bound follows by restricting all components of u to be different, lower bounding the
probability of this not happening with 0, and later, as z = a ⇒ a ∈ {u1, . . . , uk}, grouping
all vectors shifting the (only) entry equal to a in the first position (meaning that each term
P (a,x) is repeated k times).

7.3 Random Oracle Channels

7.3.1 Definitions
In order to provide lower bounds for black-box Anamorphic Encryption, we first study a
simpler scenario where a sender S has to communicate a message m ∈ M to a receiver R
under some constraints. In particular, both parties have access to a random oracle H and S,
which obtains values y1, . . . , yk during its interaction with H, can only chose one of them and
send it to R, who eventually has to recover the original message. We will call this setting a
Random Oracle Channel.

Definition 7.3.1. A RO-channel is a tuple (S,R,M, k, h) with S,R Probabilistic Turing
Machines (not necessarily PPT), M ⊆ {0, 1}∗ and k, h = poly(λ) such that

1. S,R make respectively at most k and h queries to H.

2. ∀m ∈ M , calling yj = H(xj) with j ∈ {1, . . . , k} the queries SH(m) performs, then
SH(m)→ yi for some i ∈ {1, . . . , k}.

1Here we assume
(

n
m

)
= 0 when n < m.
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3. There exists a negligible ε(λ) such that ∀m ∈M and uniformly sampled common random
tape s

Pr
[
m ̸= m′

∣∣∣ y ← SH(m; s), m′ ← RH(y; s)
]
≤ ε(λ).

The main problem about RO channels is determining how large can |M | be as a function of
k, h. Intuitively, due to the high limitations imposed on S,R, we expect |M | to be small, and
indeed our results eventually implies that |M | = poly(λ) or that, equivalently, in this setting
it is possible to communicate at most O(log λ) bits.

7.3.2 Bounds for RO-Channels
Theorem 7.3.1. For any RO-Channel (S,R,M, k, h) we have that asymptotically |M | ≤
2(h+ k)2. In particular |M | = poly(λ).

Proof. The result is proven by showing that any RO-channel can be compiled into two
unbounded S∗, R∗ with shared randomness that reliably communicate a message m ∈ M
by only sending ℓ = O(log λ) bits. More specifically the shared randomness is of the form
(F,G, s) with F : {0, 1}poly(λ) → {0, 1}ℓ and G : {0, 1}ℓ → {0, 1}λ random functions, and s
the random tape used by S,R.

S∗ on input m executes S(m; s) and simulates the RO through the function G ◦ F . More
formally, when S queries the RO on input xi, it returns yi = G(F (xi)) and locally stores
zi = F (xi). Finally, once S chooses its output yi, S∗ returns zi ∈ {0, 1}ℓ. In order to recover
m, R∗ internally executes R simulating the RO as before. A full description of S∗,R∗ is
provided in Figure 7.7.

S∗(m;F,G, s) :
1 : Run S(m; s)
2 : When S queries xi:
3 : zi ← F (xi), yi ← G(zi)
4 : Reply with S ← yi

5 : When S returns yi:
6 : return zi

R∗(z;F,G, s) :
1 : Run R(G(z); s)
2 : When R queries xi:
3 : yi ← G(F (xi))
4 : Reply with R ← yi

5 : When R returns m:
6 : return m

Figure 7.7: Unbounded S∗,R∗ using (S,R) to communicate m by only sending ℓ bits.

Let δ be the probability that S∗ and R∗ fail to communicate correctly, i.e.
δ := Pr [m ̸= m′ |m′ ← R∗(z;F,G, s), z ← S∗(m;F,G, s)] .

Then, the success probability 1− δ is bounded by the conditional min-entropy of m given z.
This implies that

H∞(m | z) ≥ H∞(m)− ℓ = log2 |M | − ℓ ⇒ (1− δ) ≤ 2−H∞(m | z) = 2ℓ

|M |

⇒ |M | ≤ 2ℓ

1− δ .
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Where the first inequality follows from the fact that z ∈ {0, 1}ℓ [52, Lemma 2.2]. Next we
study the success probability for the specific case of S∗,R∗ and a suitable choice of ℓ. Let X
be the set of queries that, given m ∼ U(M) and a random tape s, the initial algorithms S, R
jointly performs to the RO. Calling Coll the event that two such points collides with respect
to F , since |X| ≤ h+ k

Pr [Coll] ≤ (h+ k)2

2 · 1
2ℓ
.

Next we observe that, as G : {0, 1}ℓ → {0, 1}λ is a random function, if ¬Coll, then S∗,
R∗ perfectly simulate the RO. In particular, calling ε the error probability of the given
RO-channel, i.e., Pr [m ̸= m′ | ¬Coll], we have that

δ = Pr [m ̸= m′ |Coll] Pr [Coll] + Pr [m ̸= m′ | ¬Coll] Pr [¬Coll]
≤ Pr [Coll] + Pr [m ̸= m′ | ¬Coll]

≤ (h+ k)2

2 · 2ℓ
+ ε.

Setting ℓ = 2 log(h+ k) we obtain 1− δ ≥ 1/2− ε and in particular

|M | ≤ 22 log(h+k)

1/2− ε = 2 · (h+ k)2 + negl(λ) ⇒ |M | ≤ 2 · (h+ k)2

where the equality holds because 1
1−2ε

= 1 + negl(λ) and last inequality holds asymptotically
in λ as |M | is an integer and negl(λ) is eventually less than 1.

7.4 Lower Bounds and Impossibility

7.4.1 Communication Rate Lower Bound
In this section we answer our question on black-box anamorphic encryption proving that its
anamorphic message space must be polynomially bounded, or equivalently that it is impossible
to communicate more than O(log λ) bits per ciphertext. The main technique, as described in
the introduction, is to combine the information-theoretic lower bound for RO-channel with the
ciphertext-selection lemma. The latter indeed informally implies that communication using
black-box anamorphic encryption scheme happens almost as in a RO-channel: the sender
can only perform certain queries to E.Enc(apk,m, ·) and eventually return one of the replies.
Similarly, the receiver is allowed to query E.Enc(apk,m, ·) to extract information about the
sender’s hidden message. We can thus present our first result.

Theorem 7.4.1. Let Σ = (AT.Gen,AT.Enc,AT.Dec) be a black-box anamorphic triplet with
anamorphic message space M̂ . Then |M̂ | = poly(λ). More precisely, calling qe and qd the
queries performed to E.Enc respectively by AT.Enc and AT.Dec, then |M̂ | ≤ 2(qe + qd)2.

Proof. Applying the above black-box anamorphic triplet scheme to the ideal PKE Π =
(E.Gen,E.Enc,E.Dec) defined in Section 7.2.1, we describe a RO-channel with anamorphic
message space M̂ . A detailed presentation of S,R appears in Figure 7.8. Initially both
procedures hold shared randomness used to setup the anamorphic encryption parameters,
and later simulate the ideal PKE. This is of the form (s∗, r∗,m∗, ϕ∗, ψ∗, ξ∗) with
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• (s∗, r∗): random tapes for AT.Gen and AT.Enc.

• m∗: random regular (i.e. non anamorphic) message in M = {0, 1}µ.

• ϕ∗: random bijection from SK to PK, as in the ideal PKE.

• ψ∗: random function mapping (pk,m, r) to ciphertexts in {0, 1}ℓ.

• ξ∗: biased random function mapping SK× {0, 1}ℓ to M ∪ {⊥}, such that ξ∗(sk, c) = m0
with probability 2ℓ−ρ for all m0 ∈M .

Given the above shared randomness S, R proceed as follows:

1. Key Generation. Initially they both setup the Anamorphic Encryption parameters
(apk, ask, dk, tk) running AT.Gen(λ; s∗) (lines 1-6). In this phase, each time the key generation
queries E.Gen(λ; sk), they use ϕ∗ to reply with (ϕ∗(sk), sk). When it queries an encryption
E.Enc(pk,m; r) they both reply with ψ∗(pk,m, r). When it queries a decryption E.Dec(sk, c),
if c was previously obtained as the encryption of some m they reply with m. Else, they reply
with ξ∗(sk, c).

2. Encryption. SH(m̂) proceeds computing c∗, the anamorphic encryption of (m∗, m̂) with
keys (apk, dk) and randomness r∗ (lines 9-14). During this computation, each time AT.Enc
queries E.Gen(λ; sk) it replies as above using ϕ∗. When it queries an encryption E.Enc(pk,m; r),
if the same request was performed by AT.Gen it replies consistently, i.e. with ψ∗(pk,m; r).
Otherwise it invokes its RO, replying with c = H(pk,m, r). Decryption queries are handled as
before. Finally it returns c∗.

3. Decryption. R on input c∗ finally computes m̃← AT.Dec(ask, tk, c∗) (lines 9-14, right
procedure). During this execution, each time AT.Dec queries E.Gen(λ; sk), it replies as above
using ϕ∗. When it queries E.Enc(pk,m; r) it replies with ψ∗(pk,m, r) if the same query was
performed by AT.Gen, or with H(pk,m, r) otherwise. Finally, queries to E.Dec(sk, c) are
handled as before, with the exception that to E.Dec(ask, c∗) it always replies with m∗ (see
line 7). Eventually it returns m̃.

Given the above description of S,R we proceed illustrating immediate properties they satisfy.
First of all S returns up to negligible probability a value it received from the RO. This follows
from the Ciphertext Selection Lemma (Lemma 7.2.4) and Lemma 7.2.3. Indeed, they imply
AT.Enc will almost always return a ciphertext c it obtained from E.Enc and which was not
observed by AT.Gen, meaning that c is evaluated from H (as opposed to ψ∗ to keep consistency
with AT.Gen’s view). Another immediate observation is that S and R respectively performs
qe and qd RO calls, i.e. the number of queries to E.Enc respectively from AT.Enc and AT.Dec.
This follows as the RO may be called at most once for each such query.

To conclude that (S,R, M̂ , qe, qd) is a RO-Channel we only need to establish correctness.
To do so we rely on the anamorphic encryption scheme’s correctness, Section 7.1.1: given
correctly generated keys and messages (m, m̂)

Pr
[
m̃ ̸= m̂

∣∣∣ m̃← AT.Dec(ask, tk, c), c←$ AT.Enc(apk, dk,m, m̂)
]
≤ negl(λ).
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SH(m̂ ; (s∗, r∗,m∗, ϕ∗, ψ∗, ξ∗)) :
1 : (apk, ask, dk, tk)← AT.Gen(λ; s∗)
2 : When queried E.Enc(pk,m; r):
3 : Get c← ψ∗(pk,m, r)
4 : Set ξ∗(sk, c)← m : pk = ϕ∗(sk)
5 : Set H(pk,m, r)← c

6 : Reply c

7 :
8 : // Get the Anamorphic Encryption

9 : Run c∗ ← AT.Enc(apk,m; r)
10 : When queried E.Enc(pk,m, r):
11 : Get c← H(pk,m, r)
12 : Set ξ∗(sk, c)← m : pk = ϕ∗(sk)
13 : Reply c

14 : return c∗

15 : // Key Gen. and Decryption query

16 : When queried E.Gen(λ; sk):
17 : Reply (ϕ∗(sk), sk)
18 : When queried E.Dec(sk, c):
19 : Reply ξ∗(sk, c)

RH(c∗ ; (s∗, r∗,m∗, ϕ∗, ψ∗, ξ∗)) :
1 : (apk, ask, dk, tk)← AT.Gen(λ; s∗)
2 : When queried E.Enc(pk,m; r):
3 : Get c← ψ∗(pk,m, r)
4 : Set ξ∗(sk, c)← m : pk = ϕ∗(sk)
5 : Set H(pk,m, r)← c

6 : Reply c

7 : Set ξ∗(ask, c∗)← m∗

8 : // Decrypt the Anamorphic Ciphertext

9 : Run m̃← AT.Dec(ask, tk, c∗)
10 : When queried E.Enc(pk,m, r):
11 : Get c← H(pk,m, r)
12 : Set ξ∗(sk, c)← m : pk = ϕ∗(sk)
13 : Reply c

14 : return m̃

15 : // Key Gen. and Decryption query

16 : When queried E.Gen(λ; sk):
17 : Reply (ϕ∗(sk), sk)
18 : when queried E.Dec(sk, c):
19 : Reply ξ∗(sk, c)

Figure 7.8: RO-Channel based on black-box Anamorphic Encryption. The notation H(pk,m, r)← c
denotes that future calls to H on (pk,m, r) return c without calling H.

Note this holds only when all queries the anamorphic encryption scheme performs to the
underlying PKE are answered correctly. Our last step is then to prove S,R simulate
the ideal PKE correctly. Let Viewreal be the sequence of oracle replies AT.Gen,AT.Enc,
AT.Dec (in this order) would observe when executed with the correct PKE, and Viewsim the
sequence of values they get with S,R. We claim them to be statistically close, implying that
Pr [m̃ ̸= m̂] ≤ negl(λ).

Claim 7.4.1. ∆(Viewreal,Viewsim) ≤ negl(λ).

A proof of this Claim is presented in [38]. Finally, applying Theorem 7.3.1, we conclude that
|M̂ | ≤ 2(qe + qd)2.

Remark 7.4.1. Again, this lower bound holds for stateless black-box triplets. If stateful
anamorphic encryption/decryption is allowed, Lemma 7.2.4 only guarantees that c is a valid
ciphertext observed by AT.Enc or AT.Gen (see Remark 7.2.1). This worsen the final bound to
M̂ ≤ 2(qe + qd + 2qg)2 with qg the total queries of AT.Gen. The proof is readily adapted by
replacing ψ∗ with H calls both in S and R.
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7.4.2 Impossibility of Black-Box Asymmetric AE
The bounds provided in the previous section applies to any black-box anamorphic triplet.
Although our bound can be achieved asymptotically, see [96], the only known constructions
encrypt anamorphic messages in a symmetric fashion. That is, sender and receiver must have
exchanged a secret key in advance. The lack of black-box asymmetric anamorphic scheme
is however no coincidence. In this section we will indeed prove that such constructions are
impossible.

More precisely, we will prove that any black-box anamorphic triplet scheme satisfying Defini-
tion 7.2.1, must be insecure with respect to the Weak Asymmetric security notion (Defini-
tion 7.1.4) when instantiated for the ideal PKE scheme.

Theorem 7.4.2. For any black-box anamorphic triplet Σ = (AT.Gen,AT.Enc,AT.Dec), when
applied to the ideal PKE Π = (E.Gen,E.Enc,E.Dec) (Section 7.2.1) there exists A PPT such
that,

Advweak-asy-anam
A,Σ (λ) ≥ 1

poly(λ) .

Proof. At a high level the strategy of A, fully described in Figure 7.9, is as follows. First
it gets a challenge ciphertext c∗ encrypting either (m∗, m̂0) or (m∗, m̂1) random messages
of its choice. Next it locally runs AT.Enc to encrypt m̂0 and during its execution replaces
the response of a randomly chosen query to E.Enc with c∗. If c∗ encrypts m̂0, AT.Enc should
return it with significant probability, whereas if it encrypts m̂1, this should only happen with
negligible probability.

This simple approach however faces a number of technical challenges. First, we need to ensure
A is unlikely to overwrite an encryption query that was previously performed by AT.Gen, as
this will create detectable inconsistencies. Next, the query c∗ may not follow the expected
distribution given dk. This may be the case since anamorphic security only guarantees c∗ to
be indistinguishable from any other ciphertext given ask, apk but not dk. Thus c∗ is not hard
to distinguish and creates a non-negligible change in the view of AT.Enc.

To address the first issue we rely on a preprocessing phase (Lines 1-5): A initially runs
AT.Enc for ϑ many times (we fix ϑ later) and stores the randomness used in encryption
queries of the form E.Enc(apk,m∗; r). The idea is that if AT.Gen performs a query of this
kind, either it is easily observed in the preprocessing or AT.Enc queries it with sufficiently
low probability for our argument to go through. After this phase, the attack is executed as
mentioned above (lines 6-13), choosing the query to program randomly among those of the
form E.Enc(apk,m∗; r) where r was not observed in the preprocessing phase.

Regarding the second issue, we will use the fact that AT.Enc can be roughly treated as a
symmetric choice function (see Section 7.2.5). This will help us conclude that, when c∗ is the
encryption of m̂0, the probability of choosing it again is significant.

Let q = poly(λ) be the number of queries made by AT.Enc to E.Enc. Our first step is
to show that although c∗ is biased, this can only increase the probability of certain (bad)
events by a factor of ≈ q, plus a non-negligible term accounting for the probability that
A overwrites a query previously asked by AT.Gen. To be more precise we call Bias the
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A(apk, dk) :
1 : // Preprocessing phase

2 : Set R← ∅, sample m∗ ←$ M and m̂0, m̂1 ←$ M̂

3 : for ϑ times:
4 : Run AT.Enc(apk, dk,m∗, m̂0)
5 : When it queries E.Enc(apk,m∗; r): Store R← R ∪ {r}
6 : // Attack phase

7 : Sample a random i←$ {1, . . . , q}
8 : Give (m∗, m̂0, m̂1) to the challenger and obtain c∗

9 : Run AT.Enc(apk, dk,m∗, m̂0)
10 : When it queries the i-th time a new E.Enc(apk,m∗; r) with r /∈ R:
11 : Reply with c∗

12 : When it returns c′:
13 : return c∗ == c′

Figure 7.9: Adversary for the Weak Asymmetric AE game, where ϑ = poly(λ) and q = poly(λ) is
the number of queries made by AT.Enc to E.Enc.

joint view of AT.Gen, which generates (apk, ask, dk, tk), AT.Enc executed as in line 9, and
AT.Dec(ask, tk, c′). Similarly, let Real be the same view, with the exception that at line 11 A
returns the correct ciphertext E.Enc(apk,m∗; r). In [38] the following bound is proven.

Claim 7.4.2. For any predicate p

Pr [ p(Bias) = 1] ≤ q · Pr [ p(Real) = 1] + q2

ϑ+ 1 + negl(λ).

Next we proceed studying the probability that A returns 1 when c∗ is an encryption of m̂b

for b ∈ {0, 1} separately.

Encryption of m̂1. In this case let Err be the event AT.Dec(ask, tk, c′) ̸= m̂0. From
correctness of the anamorphic encryption scheme, if A replies with the correct ciphertext at
line 11, this event occurs only with negligible probability. Using Claim 7.4.2 we have then
that

Pr [c′ = c∗ | b = 1] ≤ Pr [Err] + negl(λ) ≤ q · negl(λ) + q2

ϑ+ 1 + negl(λ)

= q2

ϑ+ 1 + negl(λ)

where the first inequality follows as c∗ is the encryption of m̂1, and therefore, up to negligible
probability AT.Dec(ask, tk, c∗) = m̂1 ̸= m̂0.
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Encryption of m̂0. We start by fixing some notation. We will call S∗, S the sets of
randomness r so that the query E.Enc(apk,m∗; r) was respectively performed by AT.Enc inside
the challenger call in line 8 or AT.Enc executed in line 9. As a direct consequence of the
Ciphertext Selection Lemma and Lemma 7.2.2 we then claim that

Claim 7.4.3. Calling BadChoice : (∄r′ ∈ S \R : c′ = E.Enc(apk,m∗; r′)) and analogously
BadChoice∗ : (∄r∗ ∈ S∗ \R : c∗ = E.Enc(apk,m∗; r∗)) then

Pr [BadChoice∗] ≤ negl(λ), Pr [BadChoice] ≤ q2

ϑ+ 1 + negl(λ).

Next, our goal is to argue that AT.Enc(apk, dk,m∗, m̂0) is close to a symmetric choice function,
taking as input the ciphertexts it requests through encryption calls and returning one of them.
Conditioning on ¬BadChoice guarantees that this is a choice function. To argue it is also
almost symmetric we use a sequence of hybrid adversaries where we replace E.Enc with an
actual symmetric choice function F , described in Figure 7.10.

• A1: The adversary described in Figure 7.9, when the challenger encrypts m̂0.

• A2: As A1, but to compute c∗ it samples c1, . . . , cq ←$ {0, 1}ℓ and evaluates the function
F , described in Figure 7.10, setting c∗ = F(c1, . . . , cq).

• A3: As A2, but to compute c′ it samples c2, . . . , cq ←$ {0, 1}ℓ and evaluates the function
F , described in Figure 7.10, setting c′ = F(c∗, c2, . . . , cq).

F(c1, . . . , cq) :
1 : Sample a random permutation π : {1, . . . , q} → {1, . . . , q}.
2 : Run AT.Enc(apk, dk,m∗, m̂0)
3 : When it queries a new E.Enc(apk,m∗; r) with r /∈ R the i-th time:
4 : Reply cπ(i)

5 : When it queries E.Dec(ask, c) with c ∈ {c1, . . . , cq}:
6 : Reply m∗.
7 : When it returns cout

8 : if cout ∈ {c1, . . . , cq}: return cout

9 : else : return a random cout ←$ {c1, . . . , cq}

Figure 7.10: Symmetric choice function used to replace E.Enc in A1,A2. Note this is implicitly
parametrized by apk, dk and R. Equality to ask can be checked querying E.Gen.

For notational convenience we will call c∗
i , c

′
i the ciphertexts generated by Ai. Then we can

claim that F is a symmetric choice function and that the statistical distance between the
ciphertexts generated by these adversaries is small.

Claim 7.4.4. F is a symmetric choice function (see Definition 7.2.5).

Claim 7.4.5. ∆((c∗
1, c

′
1), (c∗

2, c
′
2)) ≤ negl(λ).
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Claim 7.4.6. ∆((c∗
2, c

′
2), (c∗

3, c
′
3)) ≤ 2q2

1+ϑ
+ negl(λ).

All three Claims are proven in [38]. Combining them with Lemma 7.2.5 we have that
Pr [c∗

3 = c′
3] ≥ q−1 − negl(λ) and in particular

Pr [c∗ = c′ | b = 0] = Pr [c∗
1 = c′

1] ≥ Pr [c∗
3 = c′

3]−
2q2

ϑ+ 1 − negl(λ)

≥ 1
q
− 2q2

ϑ+ 1 − negl(λ).

Advantage Bound. Combining both intermediate results, a bound on the advantage of A
can be derived as

Adv(A) = |Pr [c∗ = c′ | b = 0]− Pr [c∗ = c′ | b = 1]|

≥
(

1
q
− 2q2

ϑ+ 1 − negl(λ)
)
−
(

q2

ϑ+ 1 + negl(λ)
)

≥ 1
q
− 3q2

ϑ+ 1 − negl(λ).

Setting ϑ = 6q3 − 1 we get that the advantage is negligibly close to 1/2q. As q = poly(λ) the
Theorem is proven.

Remark 7.4.2. As done previously, the Theorem only refers to a stateless anamorphic triplet.
In this case however we choose not to discuss about stateful variants as, even in anamorphic
mode, the scheme is asymmetric, with potentially many senders holding the same dk. Thus
keeping state in such case does not appear meaningful.
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Chapter 8

Conclusions and Future Work

In this thesis we investigated and proved negative results regarding the construction of
several cryptographic primitives. These include black-box constructions of digital signatures
(Chapter 3), vector commitments (Chapter 4) and NIZKs (Chapter 5) from pairing-free groups;
distributed group action evaluation over a black-box hard homogeneous space (Chapter 6);
anamorphic encryption over a generic black-box encryption scheme (Chapter 7).

About signature and vector commitments, when built from a black-box groups we proved in
this thesis that they respectively: cannot support an exponentially large message space; cannot
have succinct commitment and opening. An interesting direction is therefore to understand
what can be achieved when non-black-box usage of the group, still without pairing, is allowed.

For the case of signatures, under the hardness of the discrete logarithm problem which implies
one way function, non-black-box constructions exist [99]. However, known construction are
inefficient in terms of signature size and signing time. Whether short signatures exists based
only on the hardness of the DLP, DDH or related problems in pairing free groups remains a
long-standing open problem.

Regarding vector commitments, again assuming only the DLP to be hard, collision resistant
hash function can be derived and in particular Merkle trees [90]. However Merkle trees do not
achieve constant openings size, known to be achievable from pairing groups. An interesting
open question in this direction is thus whether VC with both constant commitment and
opening size exists from pairing free groups.

The case of non-interactive zero-knowledge arguments is more nuanced. Our results indeed
only exclude black-box construction for a large class of very natural relations when targeting
either knowledge soundness or plain soundness. It would therefore be of theoretical interests
to fill the above gap in terms of the supported relations. Specifically, it could be the case that
such gap is caused by limitations in our proof techniques, and so new approaches may lead
to stronger negative results. Alternatively, there may actually exist non-trivial relations not
covered by our results for which NIZK built on black-box groups are possible. Finally, another
interesting direction for future work would be to understand whether our negative results can
be extended to argument system only satisfying witness hiding, or (more generally) relaxed
notions of zero-knowledge.
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Our fourth result demonstrated limitations for distributed group action evaluations. Specifi-
cally, we proved that when the group actions is used in a black-box way, the round complexity
must be linear in the threshold. As opposed to the negative results in Chapters 3, 4 and
5, this one cannot be bypassed neither assuming the hardness of problems unrelated to the
hard-homogeneous space at hand, nor relying on an explicit representation of set elements.
This strongly suggests that further improvements in this problem, which is of great interests for
post-quantum threshold schemes based on group actions, may only be obtained by optimizing
the explicit circuit representation to evaluate the group action, and designing specialized
MPC protocols.

Finally, regarding anamorphic encryption, the results discussed in this thesis showed that
black-box constructions, which would apply to any PKE, cannot achieve both high rate
and stronger security notions. Such result has initiated a line of work dedicated to further
understanding the limitations of anamorphic encryption. [36] proved that the original notion
of AE is in fact not achievable for black-box PKE, proposed a weaker variant, named semi-
adaptive AE, and extended our results to this new setting. [51] realized the first anamorphic
resistant PKE in the CRS and RO model, i.e. a encryption scheme for which any AE cannot
communicate more than O(log λ) covert bits per ciphertext. [26] realized a stronger variant
of anamorphic resistant PKE, either in the RO or CRS model, for which any AE satisfying
the original security notion cannot send even a single covert bit. Lastly, [8] realized concrete
anamorphic resistant encryption schemes in the CRS model (without RO), only based on
the exponential hardness of DDH. Despite recent progress, many questions remain open.
For instance whether the stronger variant of anamorphic resistance in [26] can be based on
weaker assumption than obfuscation, or whether anamorphic resistance can be obtained in
the standard model (with no CRS or RO). A more open-ended question is whether high-rate
covert channels are achievable for any PKE against a weaker authority influence.
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