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Abstract: A microkernel for the dsPIC33E microcontroller family is presented. This is
useful because existing microkernels and real-time operating systems do not implement the
real-time locking policy immediate ceiling priority protocol (ICPP) for this family, or if they
do, their configuration is not straightforward (as far as we know). For complex embedded
systems, it is advantageous to design the system using a concurrent process model. The
simplest entity that can be used to achieve this is the microkernel. The most important
result of this work is the development of a new microkernel (AxK) that implements a
priority-based process scheduling along with an ICPP shared resource access policy. AuK is
characterized by its easy configuration. Furthermore, among other good properties of AukK,
it is possible to achieve a central processing unit (CPU) utilization of more than 99.9% for
scheduling periods of 10 ms. Finally, two study cases with real-time constraints are shown.

Keywords: embedded system; microkernel; RTOS; real time

1. Introduction

The programmable hardware component of an embedded system can be chosen from
a wide range of alternatives. Without underestimating other possibilities, perhaps the most
common are microprocessors, microcontrollers, digital signal processors, reconfigurable
logic alternatives (mainly FPGA), and any mixture of the above.

Regarding the software component of an embedded system, it is possible to choose
to run it directly on the bare hardware or to interpose a layer that allows the embedded
system software to be designed at a higher level of abstraction. The first alternative is
generally to force the creation of an infinite loop in which the different software components
of the embedded system are executed. In the second case, the most common approach
is to use a microkernel or real-time operating system (RTOS) or even a general-purpose
operating system to support the processes that constitute the software component of the
embedded system.

Essentially, a microkernel is a software entity that provides basic process and memory
management within a computer [1]. A fundamental advantage of using a microkernel
is the ability to design systems using the paradigm of concurrent, cooperating processes.
Microkernels were originally proposed to work within operating systems. However, they
found a very successful application domain in embedded systems [2].

The terms kernel and microkernel were originally used to refer to the portion of
an operating system’s code that runs in protected mode. In the case of embedded
systems, the term microkernel is not commonly used to refer to software components
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running in protected mode. This is because the hardware used in embedded systems
typically does not offer different levels of software protection, as is often the case with
general-purpose computers.

Over time, most of the microkernels used in embedded systems have been enriched
with other components. This gave rise to an “application-specific operating system” [3]. To
complicate the classification effort, when an operating system is equipped with a real-time
task scheduler, it is usually referred to as an RTOS. However, there are numerous self-
proclaimed RTOS systems that, in reality, exhibit minimal differentiation from a microkernel.
The question of whether an enriched microkernel should be classified as an RTOS is still
open for debate. This discussion is often driven more by passionate arguments than by
objective reasoning that can lead to a clear and structured taxonomy. In this work, the
terms “microkernel” and “RTOS” will be assigned to specific developments, as determined
by their respective constructors.

The evolution of real-time schedulers and locking policies to access shared resources
for single-core processors has proceeded as follows: (1) cyclic executive [4,5], (2) priority
schedulers (PS), where an early prominent example was rate monotonic scheduling (RMS),
and some years later, deadline monotonic scheduling (DMS) was another outstanding
example [4-6], (3) priority inheritance protocol (PIP) [4-7], (4) original ceiling priority
protocol (OCPP) [4-8], and (5) immediate ceiling priority protocol (ICPP) [6,8,9] (in [6] the
authors change the name of the protocol ICPP to Highest Locker Priority Protocol).

Table 1 shows the RTOS proposals that are most frequently referenced in scientific
journals (some references counting may be somewhat affected by interference with similar
terms from other fields of knowledge). In connection with this, as can be seen from recent
publications, some of the most outstanding research lines in microkernels and RTOSs are as
follows: (1) Adjust power consumption at runtime [10-15], (2) move part of the microkernel
to hardware [16-19], (3) multi-core systems [20-24], and (4) performance analysis and
testing [3,25-30].

Table 1. Most referenced RTOSs, microkernels or OSs for embedded systems in scientific portals. Each
element of this table shows the total number of references in reviews, research papers, developments
and conference papers that cite elements of the first column of the table. (updated on 26 April 2025).

Microkernel IEEE Science ACM Springer Wiley MDPI
or RTOS Explore Direct Link

FreeRTOS 205 228 388 412 68 162
Erika 27 29 26 30 5 1
Trampoline 4 5 309 19 3 0
seL4 47 37 254 259 10 5
Azure RTOS 3 1 6 3 0 0
RTEMS 43 70 137 100 4 5
NuttX 6 25 35 34 9 16
mbed OS 12 36 33 29 6 19
TinyOS 715 969 1792 1753 325 37

However, despite all these proposals, it is not difficult to find microcontrollers for
which there is no real-time microkernel, or those for which the existing ones are not fully
adapted to the needs of the project to be carried out. In such instances, the engineer is
tasked with either adapting an existing RTOS or developing a new one, sometimes from
scratch. This is the target problem of this work.

Table 2 shows some characteristics that are highly relevant to the development of real-
time embedded critical systems of outstanding RTOSs. Due to its importance, particular
attention is given to real-time scheduling alternatives. The authors of this paper think
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it is essential that schedulers of RTOS allow the analysis of schedulability, which is an
indispensable guarantee of feasibility in hard real-time systems. In this sense, PS stands
out, with some of its most outstanding variants including RMS and DMS. Due to their
close relationship, locking algorithms for accessing shared resources between processes are
also presented in the Scheduling Algorithm column of Table 2. In this regard, PIP, OCPP
and ICPP are relevant algorithms that facilitate the analysis of system schedulability and
efficient resource utilization. Most RTOSs also offer task-scheduling alternatives other
than those outlined above, which are beyond the scope of this paper and therefore are not
included in the Table 2.

Table 2. Outstanding characteristics of most referenced free RTOSs or microkernels for the develop-
ment of critical real-time embedded systems.

Microkernel ~ Scheduling Memory Suported Performance
or RTOS Algorithm Model Devices Overhead
FreeRTOS PS, PIP MO0, M1, M2  Very big list NR

of microcontrollers and
microprocessors of
different manufacturers

including dsPIC33C
dsPIC33E, dsPIC33F
families
Erika PS, ICPP MO Mainly ARM, AVR, NR
Enterprise Intel x86-64, Renesas,

dsPIC (dsPIC33EV), etc.

Trampoline PS, ICPP MO Mainly ARM, RISC-V, NR
Power-PC, AVR, etc.
selL4 Non hard real-time MO, M1, M2  ARM, RISC-V, x-86, See [31]
scheduler (non dsPIC)
Eclipse PS, PIP MO, M2 Very big list See Chapter “Overview
ThreadX of microcontrollers and  of ThreadX” in [32]
(previously microprocessors of
Azure RTOS) different manufacturers
(non dsPIC)
RTEMS PS, PIP, ICPP M2 Mainly processors and NR
ARM microcontroller
(non dsPIC)
NuttX PS, PIP M2 Mainly ARM NR
(non dsPIC)
mbed OS -Full profile (PS, PIP) M2 Mainly ARM NR
-Bare metal profile (non dsPIC)
(Non hard real-time
scheduler)
TinyOS Non hard real-time MO, M2 Some specific NR
scheduler sensor nodes

NR: It is not reported in the user manual or on the RTOS or microkernel web page (as far as we know).

Table 2 also includes a column indicating the supported memory management policy
(Memory Model). The codes used for this purpose are as follows:

¢ MO0. This memory management policy only allowes statically allocated memory. This
means that all memory required for each process must be pre-allocated. This memory
cannot change (neither grow nor shrink) during system operation. In Table 2, although
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static memory management is not explicitly provided by an RTOS, the MO code is
also assigned in cases where the services supported by the RTOS allow static memory
projects development.

M1. This memory management policy allows memory to be dynamically allocated to
processes, while it cannot be freed. The allocations made remain in place throughout
the system’s operation.

M2. This memory management policy allows us to dynamically request and release
memory during system operation. This alternative is not usually allowed in high-
integrity systems.

In connection with Table 2, some clarifying comments are added below to avoid

misinterpretation.

FreeRTOS is a very high-quality RTOS with a large user community. It has a version

for safety systems (SafeRTOS). As described in Chapters 4.12.2 and 4.12.4 of [33],
FreeRTOS can be configured to work with PS. In relation to the shared resource-
locking policy, it uses PIP, as stated in Chapter 8.3.3 in [33].

FreeRTOS provides four different alternatives for memory management (heap_1
to heap_4). Heap_1 is adapted to what we have called M1 and heap_4 is adapted
to what we have called M2. Additionally, FreeRTOS offers the required resource
creation services (tasks, queues, semaphores, and event groups) to facilitate exclusive
utilization of static memory (Chapter 3.1.3 in [33]), aligning with the MO classification
of this work.

Erika Enterprise is designed to facilitate the development of critical systems, particularly

in the automotive industry, according to the specifications of the OSEK-VDX and
AUTOSAR standards. It provides the utilization of the PS scheduling algorithm and
the ICPP shared resource access policy (Chapter 2.6 in [34]). It exclusively supports
static memory, ensuring strict adherence to the M0 model for its memory management
(Chapter 1 in [34]).

When using Erika, it is necessary to comply with a configuration protocol supported
by the RT-Druid tool. This protocol is justified by the need to achieve compatibility
across the multiple methods and processes employed by the many companies that
contribute to the automotive industry. Specifically, an OIL file must be generated,
conforming to the syntax and structure defined by the OSEK language (standardized
as ISO 17356-6).

Recently, Erika Enterprise and RT-Druid have changed their names; their newer
versions are referred to as openERIKA and openDRUID, respectively.

Trampoline is a project that started around the same time as Erika, originally with similar

selL4

goals. It was initially developed to support projects related to the automotive industry.
It follows the guidelines established by the OSEK-VDX and AUTOSAR standards
(Section 0 in [35]). Therefore, it supports PS and ICPP (Chapters 3.2 and 5.1 in [35]). It
exclusively supports static memory, ensuring strict adherence to the MO model for its
memory management (Chapter 0 in [35]). Like Erika, it must be configured using the
OSEK language, for which it provides an OSEK builder tool (genconfig).

is a microkernel designed for safety, security, and reliability. seL4 has been formally
verified by several authors using the Isabelle/HOL theorem prover [36], making it
especially suitable for high-integrity systems.

seL4 does not provide a scheduling algorithm for hard real-time systems, but there
are works that analyze the worst-case execution time, which facilitates its use in soft
real-time systems. In addition, seL4 is designed to work with a static configuration of



Electronics 2025, 14, 2160

50f 25

resources (including memory). This is mainly due to the criteria of security, formal
verifiability and determinism that it seeks for the applications that work on it. From
this point of view, the seL4 memory model is M0. However, if the configuration
of a process allows it, there is nothing to prevent the creation of systems that can
utilize dynamic memory services in a controlled way. Therefore, M1 and M2 memory
management alternatives can be assumed to be supported by seL4. (Chapter 2.4
in [36]).

Eclipse ThreadX was originally proposed by Express Logic, which was later acquired by

Microsoft, renamed Azure RTOS, and was recently released as Eclipse ThreadX under
the stewardship of the Eclipse Foundation. ThreadX offers PS as one of its scheduling
alternatives and PIP as an algorithm for accessing shared resources (Chapter 3 in [32]).
ThreadX provides an M2-type memory model, but nothing in its services prevents
the development of applications using static memory declaration (Sections 3 and 4
in [32]). Therefore, the MO model is also supported.

RTEMS is a mature RTOS with a large community of users and developers. RTEMS

implements PS by default (see Chapter 6.2.3. in [37]), which can be adapted to
different circumstances in the configuration. Regarding protocols for accessing shared
resources, RTEMS offers PIP (Chapter 4.4.3 in [37]) and ICPP (Chapter 4.4.2 in [37]).
RTEMS provides M2-type memory management, as described in Chapters 8 and 9
of [37].

NuttX is an RTOS fundamentally inspired by the POSIX standard, but pretending to be

reduced and efficient for the development of deeply embedded systems. This forces
NuttX to sometimes adopt approaches inspired by other RTOSs. NuttX supports PS
as described in API Reference, section Userspace API, subsection Task Scheduling
Interfaces in [38]. With respect to access to shared resources, it implements PIP as
specified in API Reference, section Architecture APIs, subsection Mutual Exclusion
Lock in [38]. Regarding memory management, NuttX is adapted to type M2, as
explained in OS Components, section Memory Management, subsection Standard
Memory Management Functions in [38].

mbed OS is self-defined as an open-source operating system for the Internet of Things.

mbed OS offers two profiles:

- A full profile, which includes all functionalities of the Keil RTX API and is
based on CMSIS-RTOS. mbed implements PS as defined in CMSIS-RTOS2,
section RTX v5 Implementation, subsection Tutorial, subsubsection Tread
Management and Priority [39].

- A bare metal profile, which does not include a real-time task scheduler.

Regarding the shared resource-locking algorithm, the mbed OS uses PIP as specified
in CMSIS-RTOS2, section Reference, subsection CMSIS-RTOS2 API v2, subsubsection
Mutex Management in [39]. With respect to memory management, mbed OS imple-
ments the M2 approach as described in CMSIS-RTOS2, section Reference, subsection
CMSIS-RTOS2 API v2, subsubsection Memory Pool in [39].

TinyOS is a lightweight operating system specifically designed to support the develop-

ment of wireless sensor networks. It is important to note that TinyOS does not offer a
real-time task scheduler. However, despite its seemingly limited activity, as evidenced
by its web homepage and its GitHub repository, it has been the focus of extensive
research, with ongoing contributions from the engineer community (see Table 1).
TinyOS does not recommend the use of dynamic memory due to the inherent risks.
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In this regard, TinyOS aligns with the M0 model. However, it does not prevent the
use of dynamic memory, so the M2 model is also available (see Chapter 3.5 in [40]).

It should be emphasized that, in practice, all shared resource-locking policies suitable
for use with real-time process schedulers have advantages and disadvantages. In this
regard, we consider the following factors to be of particular interest: (1) the locking policy
alternatives that result in fewer context switches, and (2) the locking policy alternatives
that are less complicated to program.

In principle, a resource-locking policy that produces fewer context switches increases
the efficiency of the system. This is because the CPU spends less time executing RTOS code
(because it makes fewer context switches) than it does executing system code running on
top of the RTOS. Similarly, we believe that the ease of programming a system is directly
related to its lower likelihood of introducing defects during implementation and therefore
reduces the development effort. In this regard, as noted in [8], ICPP generates the same
or fewer context switches than PIP and OCPP in scenarios involving priority inversion.
In addition, it is recognized that ICPP is significantly less complex to program than PIP
and OCPP [6,8]. Furthermore, ICPP and OCPP have the added advantage over PIP of
preventing deadlock scenarios when using shared resources due to the impossibility of
circular waits [6,8].

After evaluating outstanding RTOS alternatives for a digital signal processor of the
dsPIC33E family (Microchip Technology Inc.), the decision was made to develop a new real-
time microkernel (and not a new RTOS) for it, starting from scratch and implementing PS
combined with ICPP as a process-scheduling policy (see work mapping shown in Figure 1).
This decision was mainly motivated by the following factors:

1. There is room for improvement in the selected algorithms of the evaluated RTOS
schedulers. For example, some evaluated alternatives do not have a hard real-time
scheduler (e.g., seL4 and TinyOS) or they have a hard real-time scheduler combining
PS with PIP but not PS with ICPP (e.g., FreeRTOS, Eclipse ThreadX and NuttX).

2. Some RTOSs that might be suitable are difficult to configure because of the need to
combine very different actors within the same development domain. For example,
Erika Enterprise and Trampoline are in this situation due to their strong automo-
tive focus.

3. Some RTOSs do not support the dsPIC33E family. Examples include Trampoline, sel.4,
Eclipse ThreadX, RTEMS, NuttX, Mbed OS, and TinyOS.

It should be noted that other microkernels were also considered in this work. However,
they were discarded because they did not have a hard real-time scheduler and were not
easily adaptable for conversion to RTOS.

The new real-time microkernel mentioned above is presented in this paper, along
with an initial evaluation of its performance, in accordance with the aforementioned most
outstanding research lines in microkernels and RTOSs—specifically, the research line “(4)
performance analysis and testing”. The developed microkernel, which we have named
ApK (Another Microkernel), has the initial objective of supporting the software components
of a mobile autonomous robot.

In summary, the contributions of this work are as follows:

1. Development of a microkernel for the dsPIC33E microcontroller family.
The microkernel uses PS combined with ICPP as a real-time algorithm to schedule
processes.
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Figure 1. Mapping of this work’s contribution.

The remainder of this paper is organized as follows: The materials and methods used
are presented in Section 2. The results are shown in Section 3. Section 4 is devoted to
application examples. Section 5 focuses on the discussion, and finally, the conclusions are
given in Section 6.

2. Materials and Methods

The materials and methods used in the development of AuK are briefly described
below.

2.1. Material Resources

1. A printed circuit board (PCB) containing the dsPIC33EP512GM604 microcontroller
(see Figure 2). This PCB was built in this work.

A Microchip Technology Inc. PICkit4 (Chandler, AZ, USA) in-circuit debugging probe.
A RND 320-KA3005P (Nanikon, Switzerland) power supply.

A SIGLENT SDS 1102CML+ (Shenzhen, China) dual-channel oscilloscope.

A FLUKE 8846A multimeter (Everett, WA, USA).

ARl

It is noteworthy that the aforementioned tools have been utilized in the context of AuK
development. However, when using AuK, the PICkit4 probe (or equivalent) is also required.
This probe facilitates the transfer of code generated by the compiler to the microcontroller.

2.2. Software Resources:

1.  MPLAB X (v6.20) development environment (this software was used in its Linux
version).
2. XC16 (v2.10) compiler (this software was used in its Linux version).

It should be noted that the aforementioned software tools were utilized in the devel-
opment of AuK. However, they are also required to use AuK. These tools are provided
at no cost by the manufacturer of the dsPIC33E family of microcontrollers (Microchip
Technology Inc.).
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Figure 2. PCB with dsPIC33EP512GM604 used for developing and testing AuK.

2.3. Methodological Approach

The most important methodological guidelines followed in the development of AuK
are those listed below:

1. Life cycle: Incremental developments have been selected as the life cycle for AuK
development. The following objectives were set for each of the development cycles.

(a) Select an alternative to perform context switching.

(b) Select an alternative to obtain exclusive access to shared variables inside AuK.
(c) Incorporate counting semaphores.

(d) Incorporate mutexes.

2. AuK Service testing: White-box testing was selected as the method for evaluating
each of the services offered by AuK. These tests were carried out to obtain satisfactory
evidence of the functioning of each of the AuK services.

3.  Performance analysis: Performance testing was centered on assessing the temporal
behavior of the services provided by AuK. In this same section, current consumption
tests were performed in relation to the microcontroller’s clock frequency. The objective
of these tests was to obtain satisfactory assurance of AuK’s suitability for use in solving
real-life engineering problems.

3. Results

Before starting this section, we would like to point out that the AuK (version 1.5j) code
is available for anyone who wants to use it [41].
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3.1. Main Characteristics of AuK

II

III

v

The main characteristics of AuK are as follows:

The real-time scheduling algorithm is PS combined with ICPP. This choice provides an
equal or better performance than PS combined with PIP or PS combined with OCPP
(often used in other RTOSs) and is easy to program.

Running processes are not allowed to request dynamic memory (unless they create
another process, which is possible, but not recommended).

Semaphores and mutexes are provided as tools for process synchronization and
resource sharing.

No specific tool is provided to communicate processes.

The maximum number of processes that AuK can handle is set along with the compile
time. It is configurable, and in this work, it is ten by default.

Below, we provide some explanations for the previous characteristics.

With respect to characteristic 1, some real-time microkernels offer policies for shared
resource-locking, such as PIP or even OCPP. However, it is not common to find
microkernels that offer ICPP. In this regard, ICPP achieves less than or an equal
number of context switches as PIP or OCPP in the priority inversion scenario. In
addition, ICPP has the advantage of being much easier to program than PIP and
OCPP. The above-stated reasons justify the selection of ICPP.

Regarding characteristic 2, it is important to note that certain standards for devel-
oping high-integrity systems do not recommend the use of dynamic memory, at
least for systems that require the highest level of integrity (IEC-61508, DO-178C, ISO
26262, EN 50128, etc.).

In relation to the memory management policies stated in Section 1, AuK offers an
M1 memory model, but only for the process creation operation, and outside such a
situation, AuK adheres to an MO approach. Both M0 and M1 are defined in Section 1.
With respect to characteristic 3, semaphores are basic tools that are frequently used
for the synchronization of processes, and mutexes are in fact mandatory when using
ICPP.

In relation to characteristic 4, currently, processes can communicate with each other
using shared variables protected by mutexes. This is adopted strictly for the sake of
simplicity. However, based on the synchronization tools that are already available in
ApK, it is not particularly difficult to build communication tools that can add value
to the shared variables alternative. For example, mailboxes and monitors, among
other tools, can be included in later versions of AuK.

Finally, characteristic 5 greatly simplifies the design of AuK. In addition, it makes
ApuK more efficient by allowing it to declare some of its structures statically instead
of forcing all of them to be dynamic, and facilitates the verification and validation of
the systems developed on top of AuK.

3.2. AuK High-Level Architecture Design

The schematic block diagram in Figure 3 shows one of the possible views of the

interacting elements within AuK. The main aspects of this figure are explained below:

Interface services: This component (see Figure 3, first row) contains all AuK services
that can be called from the outside. It is of particular interest for “mutex” because it
implements the ICPP locking policy.

Internal services: This component (see Figure 3, middle row, last component) contains
services that can only be invoked from within AuK. Of particular note is the scheduler,
which implements PS.
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Data structures: This component (see Figure 3, middle row, first element) contains
data structures required by other AuK components.

Task queue services: AuK includes the services encapsulated in this component (see
Figure 3, bottom left) to manage process queues. It is common in microkernels to have
to manage process queues for various reasons, such as processes that are ready to run,
processes that are blocked in a semaphore, etc.

Hardware abstraction layer (HAL): This component (see Figure 3, bottom right) en-
capsulates some elements that depend on the programming model of the hardware on
which AuKis to run. It consists of a set of functions coded in an assembler, the most
important of which is the processing of the Timer 1 interruption. This interruption is
responsible for keeping the tick counter up to date and for calling the task scheduler.
Another feature that stands out is the handling of the external interrupt 2 (INT2).
In short, INT2 is used as a software interrupter in case a context switch needs to be
performed before the next Timer 1 interruption will be activated.

«Blocks 2
M interface_services
attributes
operations
4§ + create_taskl in code_address_page: Integer, in code_address_offset: Integer, in mem_needed: Integer, in priority: Integer)
§ + give_me_my_id( out res: Integer)
4§ + tic_period()
i + init_semaphore{ inout sem: Tsemaphore, ininit_count: Integer)
@ + wait( inout sem: Tsemaphore)
4} + wait_with_in_driver({ inout sem: Tsemaphore, in IEC_register: Integer, in IEC_bit: Integer)
4 + signall inout sem: Tsemaphaore)
4 + mutex_init( inout new_mutex: Tmutex, in priority: Integer)
@ + mutex_lock( inout mutex: Tmutex)
§ + mutex_unlock( inout mutex: Tmutex)
§ + clockl out res: ELong)
§# + delay_untili in tic: ELong)
) + init_AuK( in Fcyc: Real, in scheduler_period: Real)
@ + start_Aukl)
Usé 1 Use'2 «Blocks I
- | Internal_services
“Blocks ] attributes
& Data_structures FrEcins
attributes @ + init_tmrl_int_frequency()
= + TCB_descriptor: TCE [1..#] &+ init_tmrl()
e 3 = + Mem: Integler [L.*] i + init_int2() Use 4
s8_ = + task_ready: TTask_queue [1] {§ + GiveMeMemory( in num_words: Integer) e
{§ + init_task_manager()
operations @ + count_tic()
{§ + scheduler()
Use_5
Use_6 Call
«Block» 2 «Blocks 5]
M Task_gueue_services T HaL
attributes attributes
operations operatons
# + init_task_gueue( inout queue: TTask_queue) @ + _TSLock{)
§#} + insert_in_task queue( inout queue: TTask_queue, in TCB indx: Integer) #§ + _TSunlockl)
# + how_many_in_task queue{ in queue: TTask_queue, out res: Integer) i + _asmStackFrame()
§#} + extract first_task_in_gueue( inout queue: TTask_gueue, out res: Integer) {# + _Tlinterrupt()
§} + task_queue_first_element_priority( in queue: TTask_gueue, out res: Integer) i + _INT2Interrupt()

Figure 3. A static view of AuK’s high-level architectural design.

3.3. AuK Interface

The AuK interface consists of initial use services, synchronization tools, services for

real-time systems, and additional services. We briefly describe this interface below.
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3.3.1. Initial Use Services
init AuK It allows us to indicate the frequency with which the scheduler will be activated.
create_task It allows the creation of processes.

start_AuK Its execution causes the microkernel to start working.

3.3.2. Synchronization Tools

Counting Semaphores They have the particularity of ordering the blocked processes by
priority, and FIFO order within the same priority.

init_semaphore It allows to initialize a semaphore indicating the value at which its
event counter starts working.

wait It allows to capture an event associated with a semaphore. The semaphore
counter is decremented by one, unless it has already counted zero events, in
which case it is not decremented and the calling process is blocked.

wait_within_driver This service works in the same way as the previous one, but
enables the interrupt specified as a parameter at the end of its execution. This
simplifies the development of device drivers that need to share a semaphore
with an interrupt handler.

signal It allows to generate an event associated with a semaphore. If the semaphore
event counter is greater than zero, it is incremented by one. If it is equal to zero, it
is incremented if there are no blocked processes in the semaphore; otherwise, the
highest-priority process that has been blocked for the longest time is unblocked.

Mutex This makes it possible to work with persistent resources that are shared between
processes according to the ICPP scheduling algorithm.

mutex_init Initializes a mutex, and its priority must be configured as the highest
priority of the processes that can use it (required by the ICPP algorithm).

mutex_lock It allows us to acquire a shared resource for exclusive use. When a
process acquires a mutex, due to ICPP scheduling algorithm being enforced,
the process priority is updated with that of the mutex. This significantly and
predictably reduces the length of time for which a process can cause a priority
inversion.

mutex_unlock It allows us to free a shared resource that had been acquired with
mutex_lock and the process recovers the previous process priority.

3.3.3. Services for Real-Time Systems

clock It returns the length of time for which the system has been running in ticks, since AuK
was started. A tick is the time interval between two process scheduler activations.

delay_until It allows a process to be blocked until a specified time (tick) is reached. This
service is essential for real-time tasks with periodic activation.

3.3.4. Additional Services
give_me_my_id It supplies the process identifier to the invoking process.

tic_period It indicates how much time elapses, in seconds, between consecutive activations
of the scheduler.

3.3.5. General Considerations

In this work, AuK aims to be a simple and efficient hard real-time microkernel. There-
fore, to simplify its design, AuK does not allow nested interrupts. This suggests that the
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ApK user must implement development alternatives that ensure prompt attention to inter-
rupting peripheral devices. A common approach is to ensure that interrupt treatments are
kept to a minimum, ensuring that essential interruptions are not delayed by less significant
ones. This traditional approach dictates that interrupt processing dedicates its resources
exclusively to the storage of essential information and initiates the appropriate device
driver to execute the tasks associated with that interrupt. This driver will be a task running
on AuK and therefore will have whatever priority the engineer deems appropriate. The
priority of the device drivers should allow each device to be served in a timely manner.

The wait_within_driver service is provided to support the above scenario. Therefore,
the software created by the programmer must follow the procedure shown below, in the
suggested order:

1.  The peripheral interrupt is not allowed initially.

2. The peripheral driver blocks itself on a semaphore using wait_within_driver, which
as a last action enables the peripheral interrupt.

3. When the peripheral interrupt is triggered, the device interrupt handler saves the
essential data, disables the peripheral interrupt, and sends a signal to the semaphore
on which the peripheral driver is blocked.

4.  The peripheral driver wakes up and finishes processing the information associated
with the interrupt. It then returns to step 2, and steps 2 through 4 are repeated in an
infinite loop.

Regarding reentrancy, it is well known that allowing nested interrupts increases the
probability of harmful consequences due to a reentrancy scenario. In addition, the fact
that nested interrupts are not allowed does not guarantee that there will not be harmful
consequences due to a reentrancy scenario if exclusive access services are allowed to
be used within peripheral device interrupts. However, if an interrupt handler and a
device driver must synchronize using a semaphore, following the above procedure (i.e.,
the four steps mentioned above and in the suggested order) eliminates the possibility of
harmful reentrancy.

3.4. AuK Performance

We present the following performance tests because they may be useful to engineers
who need to perform a schedulability analysis of systems developed using AuK. The
parameters considered for the performance tests, under specific experimental conditions,
were as follows:

The context-switching interval represents the time that elapses between the process being
executed being ejected from the CPU and the moment that the new selected process
starts executing. It should be noted that with a priority-based scheduling algorithm, it
is very common for the newly selected process to be the same process that was running
at the time the scheduler was invoked. This scenario is handled very efficiently in
ApK.

Processes CPU utilization is the percentage of time spent executing process code com-
pared to the total time (the total time is the time spent executing processes plus the
time spent on context switches by AuK).

Current consumption Current consumption detected in the system.
Microkernel services time consumption is the time invested in executing the services

provided by AuK.

The tests performed to evaluate AuK were of two types: (a) simulation tests, and
(b) tests on a real device. The MPLAB X environment was used to perform the simulations.
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On the other hand, a microcontroller from the dsPIC33E family (dsPIC33EP512GM604)
was used to perform the tests on a real device. A 7.3728 MHz quartz crystal was employed
for the dsPIC33EP512GM604. This microcontroller has phase-locked loop (PLL) that allows
the generation of clock signals with frequencies (F,s) ranging from 60 MHz to 120 MHz.
All this is implemented starting from a frequency of 7.3728 MHz. Finally, the instruction
cycle frequency is Feye = Fosc/2.

To measure the context-switching interval, Tcoutextswiten, current consumption,
Leonsumption, and processes CPU utilization, CPU,jjisation, @ program was created with
several processes running an empty infinite loop, each with the same priority (when using
a priority-based scheduler with this configuration, the first process works indefinitely).

3.5. Context-Switching Interval

The Tcontextswitch was measured by simulation. To achieve this, F.yc was first config-
ured in the simulator for each test case. Next, breakpoints were set at the beginning and
end of the interrupt handler that triggered the execution of the task scheduler. The results
obtained by measuring Tcoutextswitch are shown in Table 3.

Table 3. Values of interest when using AuK with a target scheduling period of 10 ms and all processes
working with an infinite empty loop.

Fosc MHz)  Feye (MHz)  Tscheduler (ms)  Tcontextswitch (#8)  CPUygitisation (%) Iconsumption (mA)

7.3728 3.6864 9.999729 103.9 98.961 15.77
60.8256 30.4128 10.00023 13.02 99.87 38.37
68.1984 34.0992 10.000205 11.24 99.888 40.98
75.5712 37.7856 10.000185 10.14 99.899 43.59

82.944 41.472 10.000169 9.55 99.905 46.20
90.3168 45.1584 10.000155 8.48 99.915 48.81
97.6896 48.8448 10.000225 8.11 99.919 51.41

105.0624  52.5312 10.001218 7.79 99.922 53.97
112.4352  56.2176 10.001138 7.04 99.93 56.56
119.808 59.904 10.001052 6.39 99.936 59.16

3.6. Process CPU Utilization

The activation period of the task scheduler, T;04,1.r, to be used in control systems must
be chosen considering the bandwidth of the system to be controlled. In the experiments
carried out in this work (shown in Section 4) Ty eduier = 10 ms was chosen, because it
represents a very generous margin for the speed control of the mobile robot used in this
work, which is shown in Section 4.2. The init_AuK service was used for this purpose (see
Section 3.3.1).

To calculate CPU,jjisqtion, We first obtained the true T,.equ7.-- This period may be
somewhat different from that indicated at system start-up (see Table 3). From the obtained
Tscheduler, and considering Tcontextswitch, We obtained CPUyyijisation (se€ (1))

CPU,sitisation = Tscheduter — Tcontextswitch % 100 1)
urilisaii -
Hsation Tscheduter
At this point, it is worth noting that processes in a real-time system often leave the CPU
voluntarily before Ty jeq,1r €Xpires. However, this was not the case in this work. In this
study, to highlight the impact of the process scheduler on the overall system performance,

the processes work within an infinite loop. The obtained CPU,,;jisati0n Values are shown in
Table 3.
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Looking at Table 3, we observe that CPU,4jisation is Very high. This is due to the
reduced impact that Teoptextswiten has on CPU,irisation, With respect to the impact that
Tscheduter has.

3.7. Current Consumption

Current consumption was measured using the Fluke 8864A multimeter. The increase
in Leonsumption @s Fosc of the device is increased (see Table 3) is an expected effect of CMOS
and other variants of this technology (Section III Chapter 5 in [42]). The information
provided in Table 3 is for the study case presented in this paper. However, it allows the
engineer to make a decision that can establish a trade-off between power consumption and
the computational speed of the device. Nevertheless, the engineer has to keep in mind
that they must configure AuK [41] for their specific application and obtain the necessary
measurements.

3.8. Time Consumed by the Execution of AuK Services

Most of the services provided by AuK consume a few microseconds (Table 4). How-
ever, the situation may be slightly different for the services related to the use of semaphores:
“wait” and “signal”. It is difficult for the response time of services associated with
semaphores not to depend on the number of blocked processes in their queues, and the
number of processes waiting to execute in the ready queue. In all these cases, the process
must be queued in a manner that allows them to be sorted by priority, plus the FIFO order
inside each priority. Such analysis may be relevant for hard real-time systems, at least
to establish an upper bound on the response time. It is also necessary to understand the
behavior of mutexes, since they are built into AuK with semaphores.

Table 4. Time consumed by AuK services: Fysc = 119.808 MHz.

Service Time (us)
init_ AuK 40.331197
create_task 5.859375
start_AuK (till first context switch) 1.602564
give_me_my_id 0.283787393
tic_period 0.116853632
init_semaphore 0.567574786
mutext_init 1.085069
clock 0.116853632
delay_until (till context switch) 1.168536

In Figure 4, the times consumed by the “wait” service in different situations are shown.
The blue line shows the time consumed in executing the “wait” service by processes that
do not block because the counter associated with the semaphore has a value greater than 0.
In this case, the service never consumes more than 2.47 us V F,s. € [60 MHz, 120 MHz].

The purple line in Figure 4 represents the time consumed in the “wait” service when
the process is blocked. At this point, it is worth mentioning that there are already blocked
processes in the same semaphore, but they have a strictly lower priority than the currently
blocked process.

The green line in Figure 4 represents a situation in which a new process is blocked.
However, there are already four previously blocked processes, and they have the same or
higher priority than the new blocked process. Finally, the orange line represents the same
situation as the green line, but this time, the number of previously blocked processes is
equal to nine. This is the worst-case scenario for ten tasks, which is the default configuration
of AuK.
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Figure 4. Time consumed when executing “wait” vs. Fys. Blue line: the process is not blocked.
Purple line: the process is blocked and there were already blocked processes in the semaphore but of
lower priority. Green line: the process is blocked and there were already four blocked processes in
the semaphore of higher or equal priority. Orange line: same as the green line but with nine blocked
processes in the semaphore.

Figure 5 shows the time that has elapsed from the invocation of “signal” to its ter-
mination, in different scenarios and with different Fys.. The blue line represents the most
advantageous case, because the process executes the “signal” service, with the semaphore
counter having a value greater than zero. The orange line represents the second most
advantageous case. This shows the situation of a process running “signal” when the
counter associated with the semaphore is equal to zero and there are no blocked processes
in the semaphore. Finally, the worst-case scenario is shown by the red line, because it is
more time-consuming. Specifically, in this case, nine tasks have been deemed ready to be
executed within AuK and at this instant “signal” wakes up a tenth task that has a lower
priority than the previous nine.

18
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Figure 5. Time consumed when executing “signal” vs. Fys. Blue line: Case in which the semaphore
counter was already greater than zero. Orange line: case in which the semaphore counter was at
zero, but there were no blocked processes. Red line: case in which, having previously woken up
nine processes of a semaphore, "signal" wakes up a new process that has a lower priority than all the
previous ones.
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Finally, Table 4, Figures 4 and 5 provide the engineer with information that facilitates
the schedulability analysis of real-time systems. With the curves shown in the figures
and the information in the table, the worst-case execution time can be found, allowing a
rigorous determination of whether a real-time design is schedulable.

4. Application Examples with AuK

Two application examples are presented below. The first is a practical example that
allows the operation of AuK to be observed. And the second is the prototype design
of the control level of a mobile autonomous robot, built in this work. In short, the first
example is trivial and the second is more complex. Regarding the first example, we want
to provide a low-complexity educational introduction to the use of AuK. With the second
example, however, we want to demonstrate the usefulness of AuK for real-world problems,
such as developing the control layer of an autonomous mobile robot. In this case, AuK
is used to execute two processes with real-time constraints (i.e., Speed_controller and
Pos_Att_recorder) along with another sporadic activation process (i.e., Communications).

There are different alternatives to check if a real-time system is feasible. One alter-
native is to check that all the processes of a system meet their response times before the
period in which each process must be activated expires. In this regard, and according to
Chapters 11.8 and 11.9 in [8] and Chapter 7.9 in [6], Definition 1 is presented below.

Definition 1. Given a set of processes P = {P;} where i € [1,n], i € N, where n is the maximum
number of processes with real-time constraints, P is said to have the schedulability property if
R; < T; VP; € P, where R; is the response time of P;, and T; is the activation period of P;.

Remark 1. If R; of Definition 1 is calculated using the iterating Equation (2), then the condition
stated in Definition 1 is of sufficiency and (2) is imposed by ICPP.

R~ -
RI=Ci+Bi+ Z { % -‘Cj,V1,],rEN+ (2)
jehp(i) ]

where R) = Cq + B, Co is the computation time of P,, B is the maximum blocking time of
P, when trying to use resources that could have been acquired by lower-priority processes
(see (3)), hp(i) is the set of indices representing processes with higher priority than P;, T, is

the activation period of P, and R}, is the value of R, at the r-th iteration.

ﬁi = max Cmaxkj 3)
jElp() '
where Cinay, ; is the maximum computational time required by Pj using resource k shared
with P;, and Ip(i) represents the set of system processes with lower priority than P;.

4.1. First Example

It will be considered that F,sc = 119.808 MHz and T pguier = 200 pus, which is a
very small and unusual period, which is nevertheless adequate for the experiment to be
performed, although it significantly reduces the CPU,iization-

In this example, two processes are created, one with real-time constraints that must
be activated every 200 ps, and the other without real-time constraints. The first pro-
cess executes a loop of one hundred iterations changing the state of pin RC6 of the
dsPIC33EP512GM604. On the other hand, the second process writes changes to pin RC7
indefinitely.

The main program of this example is as follows:
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int main(void)

{

int x;

// Fosc = 119.808 MHz,

// then Fcy = Fosc/2 = 59.904 MHz

init_clock_signal();

init_ports();

x = init_AuK(59.904E+6, 0.0002);

if(x == 0)

{
idl = create_task(
__builtin_tblpage(task_RT),
__builtin_tbloffset(task_RT), 70, 5);
id2 = create_task(
__builtin_tblpage(task_N_RT),
__builtin_tbloffset(task_N_RT), 70, 3);
start_AuKQ);

}

// This instruction will never be executed.

Sleep();

}

This code shows how simple it is to initialize the microkernel, create processes, and
start the microkernel. The init_clock_signal() function is external to AuK and its pur-
pose is to set the clock signal to the value indicated in the preceding comment. The
init_ports() function is also external to AuK and is responsible for configuring the RC6 and
RC7 pins as digital output pins. Next, init_AuK initializes the microkernel by imposing
Tscheduler = 200 ps. The create_task service is invoked twice to create the two proposed
processes. Priority 5 is assigned to the first process, and priority 3 is assigned to the second
process. Finally, the start_AuK service starts the microkernel.

The function containing the process code with real time constraints is as follows:

void task_RT()
{
int x;
unsigned long wake_up_time, task_period;

task_period = 1; // 0.2 ms
wake_up_time = clock();

while(1)
{
for(x = 0; x < 100; x++)
PORTCbits.RC6 = !LATCbits.LATC6;

wake_up_time += task_period;
delay_until(wake_up_time);

The most important part of the above code is the following: inside an infinite loop, the
100 update cycles of the RC6 pin are executed, and then the process sleeps until the next
instant when it should operate.

The function containing the code without real-time constraints is as follows:
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void task_N_RT()
{
while(1)
PORTCbits.RC7 = !'LATCbits.LATC7;

The most important thing here is that this process operates as long as it is permitted
by AuK, being in permanent execution unless it is expelled by the first process, which is of
higher priority.

A SIGLENT SDS 1102CML+ oscilloscope screenshot of the operation of the example
presented in Section 4.1 is shown in Figure 6. In this figure, the cycles of the real-time
process are shown in yellow, and those of the system without time constraints are shown in
purple. As can be seen, the process with real-time constraints is executed every 200 ps (see
the legend on the top left, constructed from the position of the vertical cursors and shown
with a white dashed line). The process without real-time constraints is executed when
the previous one enters in sleep state. This figure shows that the program proposed in
this section has been recorded on the dsPIC33EP512GM804 and that it works satisfactorily,
as expected.

Siglent
I
“AT=200.0 S
YAT=5.00KHz

< 10Hz

Figure 6. Oscilloscope image of the program execution. Yellow color: cycles of the real-time process.
Purple color: cycles of the system without time constraints. White dashed lines: vertical cursors,
indicating distance between cycles of the real-time process according to the set period (200 ps).

Lemma 1. According to Definition 1, the example shown in Section 4.1 is schedulable.

Proof. Since there is only one process with real-time constraints, and there are no resources
shared with other processes, to comply with Definition 1 it is sufficient that Ry < Tj. This
is because there is no interference with higher-priority processes, nor is there priority
inversion with lower-priority processes. So, in this case, Ry = C; (see (2)), C; = 40.36 us
and Ty = 200 ps. Then, Ry < Tj (see yellow signal in Figure 6) and therefore the system is
schedulable. [

4.2. Second Example

Autonomous mobile robots are becoming increasingly relevant in a variety of areas,
including domestic and industrial contexts [43-45].
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In this example, we present a real-world application where AuK is used to program a
software entity of an autonomous robot. In this case, the software architecture follows a
layered organization with four fundamental components: Governance, Navigation, Control,
and Perception. Each of these components represents one layer of the architecture.

In short, each of the components is responsible for the following tasks: (1) Governance
is responsible for ordering the overall behavior of the robot. When the Governance compo-
nent determines that the robot should move, it indicates this to the Navigation component.
This is achieved by providing the coordinates and the final orientation to be reached in
the movement. (2) Navigation is responsible for determining the route to be followed by
the robot, once the command has been received from the Governance component. When
the route has been determined, Navigation sends commands to the Control component to
trigger the actual movement of the robot. (3) Control is responsible for executing the robot’s
feedback velocity controller according to the commands set by the Navigation component.
(4) Perception is responsible for providing information about the robot’s environment and
its internal state, with Navigation being its main client.

In this applied research, one microcontroller has been considered for the Control com-
ponent, one for the Perception and Navigation components, and one for the Governance
component. Figure 7 shows the CAD design of the robot, and Figure 8 shows its construc-
tion. The robot shown in Figure 8 is a prototype to test proposals that may arise in the
service robotics domain. In addition, Figure 9 shows the high-level software architecture of
the Control component (SysML notation). For the purposes of this paper, it does not make
detailed contributions to the rest of the components. We show the Control component
because it has the characteristic of having a strict real-time process to execute the speed
controller. If the activation period of the speed controller is not met, the behavior of the
robot could tend toward instability.

Figure 7. CAD global design of the autonomous robot prototype.
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Figure 8. Autonomous robot prototype.
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Figure 9. Architectural design by means of SysML block diagram of the control level of the au-
tonomous mobile robot.

The blocks with double sidebars shown in Figure 9 are understood to be active and,
except for the “main” block, actually correspond to processes to be created on AuK.

Speed_Controller (Figure 9) is a strict real-time process which is designed to be trig-
gered every 50 ms. Each time it is activated, it queries the speed setpoint in the Reference
block (Figure 9) and acts on the motors to eliminate the speed error. Pos_Att_Recorder
(Figure 9) calculates the current position and orientation of the robot. To this end, motor
odometry information is used. Pos_Att_Recorder is a process that is activated with the same
frequency as Speed_Controller. Finally, Communications (Figure 9) manages the communi-
cations between the Control component and the Navigation component. The Navigation
component is not referred to in Figure 9 because it is located in another microcontroller.
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The Navigation component consults the position and orientation estimation main-
tained by the Control component to verify compliance with the proposed route. This
component is updated with information it can obtain from the physical environment,
thanks to the Perception component. Navigation can modify the position and orientation
estimated by the Control component, if it considers that the error is significant. In addi-
tion, the Navigation component, as indicated above, can modify the speed setpoint in the
Control component.

Lemma 2. According to Definition 1, the example shown in Section 4.2 is schedulable.

Proof. There are three processes in the system:

Speed_controller and Pos_Att_recorder are two real-time processes, and Commu-
nications is a sporadically triggered, non-real-time process. Communications can gen-
erate a maximum blocking time by priority inversion of Bcommunications = 6 Hs to the
Speed_controller and Pos_Att_recorder processes. This short blocking time is achieved
because the communications component benefits from the fact that the data transfer to
and from the microcontroller, which is responsible for the navigation software, is per-
formed via the Direct Memory Access (DMA) device. In the dsPIC33E family, the SRAM
memory is dual-ported and the DMA device operates with independent data and address
buses without affecting CPU operation (see Chapter 22.1 in [46]). In addition, the activa-
tion period of the real-time processes is Tspeed_controtler = TPos_tt_recorder = 50 ms. Also,
the computation time of the speed controller is Cspeed_controtier = 1194, and that of the
position and attitude recorder is Cpys_ st recorder = 121s. Then, substituting the above
data into (2), we obtain RSpeed_controller = 119us+6us = 125us < TSpeed_controller/ and

Rllc’oszttjecorder =12 Hs + 6 Hs + [Rllc’gsl_Att_recorder/Soms—‘ 119 Hs = 137 us < TPOszttfrecurder/
where R% o5 Alt_recorder — 12 HS + 6 us. Therefore, the system is schedulable. [

Finally, we end this section by mentioning that the communications protocol between
the navigation level and the control level is orchestrated by the Communications pro-
cess. However, this protocol is distributed among the Communications process, interrupt
treatments (i.e., UART_INT and DMA_INT)) and a data structure (i.e., Message).

Lastly, it is worth noting that the speed controller used was a multivariable PID
controller whose reference signals were longitudinal velocity and angular velocity. In
addition, the tuning of this controller was performed using a classical procedure that seeks
maximum gain without unstable behavior, no steady-state error, and a reasonably short
rise time without overshoot.

5. Discussion

ApK, like most microkernels, arises to enable the development of embedded software
systems where it is advantageous to design these systems using a process model. The
processes that perform over AuK could have hard real-time constraints [47], but they do
not need the extras that are usually provided by RTOSs.

In addition to the above, in this work, AuK has been the solution to the need to
develop mobile autonomous robots. However, nothing prevents it from being used in other
embedded systems.

ApK implements PS in combination with ICPP. In the examples presented in this work,
RMS is used as a particular alternative inside PS. The ICPP algorithm has the following
advantages: (1) it is simple to program, despite having a non-trivial formalism, and (2) if a
process blocks because of priority inversion, then it will block only once in each actuation
period. Point 2 above will occur at the beginning of the period in which the process
is blocked.
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ICPP allows a design-time schedulability analysis of the system. This constitutes a
sufficient, but not necessary, formal proof of good real-time performance [6,8].

At this point, it is worth noting that there are RTOSs that have very good schedulers
that facilitate the development of “hard real-time systems”. Some of the most outstanding
ones are mentioned below.

RTEMS (Real-Time Executive for Multiprocessor Systems) (https://ftp.rtems.org/
pub/rtems/releases/5/5.1/docs/html (accessed on 26 April 2025)) implements PS com-
bined with ICPP. However, it is oriented towards devices closer to processors (i.e., x86,
RISC-V, LEON, PowerPC, etc.). Furthermore, in the microcontroller world, RTEMS sup-
ports ARM architectures. However, it does not support dsPIC33EP and similar families.

Erika Enterprise (https://www.erika-enterprise.com/ (accessed on 26 April 2025))
and Trampoline (https://github.com/TrampolineRTOS/trampoline (accessed on 26 April
2025)) also implement PS combined with ICPP. They aim to comply with the OSEK/VDX
and AUTOSAR OS standards. These standards are designed for the automotive industry
and allow collaborative development of electronic control units (ECUs) to take place. Erika
Enterprise and Trampoline are a very high-quality RTOSs, but are closely related to the
automotive industry and require a rigorous and elaborate configuration procedure for
projects developed with them with the aim of accommodating very different companies
with different visions and ways of developing projects. Therefore, they are quasi-specific-
purpose RTOS.

Unlike the RTOSs mentioned before, FreeRTOS (https:/ /www.freertos.org/Documentation/
RTOS_book.html (accessed on 26 April 2025)) implements PIP instead of ICPP. Other notable
RTOSs that also implement PIP include the following: Nuttx, Embox, RT-Thread, MynewT,
Distortos, and so on. However, FreeRTOS benefits from having a large community of users,
which is not the case with other RTOSs. The fact that FreeRTOS implements PIP makes it
a poor candidate for our study case because ICPP allows the affected priority inversion
process to be blocked only once, as stated in previous paragraphs in this section. On the
other hand, PIP allows a higher-priority process to be blocked several times by priority
inversion within its actuation period.

Finally, the present study does not consider more recent proposals for newer real-time
locking protocols for shared resources because, to the authors” knowledge, there have been
no significant advances in this topic subsequent to ICPP.

What has been said in this section justifies the construction of AuK, with a view to
providing a solution not only to specific robotics problems, but also to problems in the field
of embedded systems.

6. Conclusions

This paper has presented a real-time microkernel with a hardware abstraction layer
oriented to run on the dsPIC33E family of microcontrollers. In addition, it has been
provided with a scheduler and the necessary process synchronization tools that implement
the ICPP.

It is true that nowadays, there are many freely distributed RTOS with excellent perfor-
mance. However, we thought that adapting an RTOS to a new real-time scheduler could be
complex due to the side effects to be considered. Therefore, in our study, it turned out to
be more efficient to create a microkernel than to adapt an existing RTOS, since the latter
has functionalities that we do not need and whose customization would have required
unnecessary work.

In this paper, the benefits of AuK were verified in an autonomous robot prototype
whose purpose was to test software architectures for autonomous behavior. This is of


https://ftp.rtems.org/pub/rtems/releases/5/5.1/docs/html
https://ftp.rtems.org/pub/rtems/releases/5/5.1/docs/html
https://www.erika-enterprise.com/
https://github.com/TrampolineRTOS/trampoline
https://www.freertos.org/Documentation/RTOS_book.html
https://www.freertos.org/Documentation/RTOS_book.html

Electronics 2025, 14, 2160

23 of 25

References

interest because AuK provides a higher level of abstraction than that required to work on a
bare machine.

As future work, we are currently evaluating, from an operational safety perspective,
the advantages and disadvantages of allowing processes to acquire and release memory
at runtime, rather than forcing the programmer to manage the available memory without
microkernel support.
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CMSIS Common Microcontroller Software Interface Standard.
CPU Central Processing Unit.
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FPGA Field Programmable Gate Array.

ICPP Immediate ceiling priority protocol.

OCPP Original ceiling priority protocol.

OSEK Offene Systeme und deren Schnittstellen fiir die Elektronik in Kraftfahrzeugen.
pPIP Priority inheritance protocol.

PS Priority scheduling.

RMS Rate monotonic scheduling.

RTOS Real-time operating system.

VDX Vehicle Distributed eXecutive.
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